Case 2122-ov-00334-IRG-REF Document 2 Filed 08/28/22 Page 1 ot 1 PagelD # 117

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00334 8/29/2022 Eastern District of Texas

PLAINTIFF DEFENDANT

LIONRA TECHNOLOGIES LIMITED PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,685,436 3/23/2010 Lionra Technologies Limited

2 8,566,612 10/22/2013 Lionra Technologies Limited

3 7,921,323 4/5/2011 Lionra Technologies Limited

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 2:22-ov-00322 Document 2 Filed 08/18/22 Page 1 of 1 PageiD # 147

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following

(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00322 8/19/2022 Eastern District of Texas
PLAINTIFF DEFENDANT
LIONRA TECHNOLOGIES LIMITED FORTINET, INC.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,302,708 11/27/2007 Lionra Technologies Limited
2 7,685,436 3/23/2010 Lionra Technologies Limited
3 7,921,323 4/5/2011 Lionra Technologies Limited
4 8,566,612 10/22/2013 Lionra Technologies Limited
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
EX-1013
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Case 2122-ov-00305-IRG-REF  Document 2 Filed 08/08/22 Page 1 ot 1 PageilD & 144

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-305 8/8/2022 Eastern District of Texas

PLAINTIFF DEFENDANT

LIONRA TECHNOLOGIES LIMITED CISCO SYSTEMS, INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 7,916,630 3/29/2011 Lionra Technologies Limited

2 8,566,612 10/22/2013 Lionra Technologies Limited

3 7,921,323 4/5/2011 Lionra Technologies Limited

4 7,302,708 11/27/2007 Lionra Technologies Limited

5 7,685,436 3/23/2010 Lionra Technologies Limited

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
EX-1013

= < Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Te(fiooHiESER




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID

12/697,112 8566612 2436 16336

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 140558 on 04/22/2016 via Private PAIR in view
of the certification copied below that authorized the change.

* Correspondence Address

The address for Customer Number 140558 is:
140558

Davidson, Berquist, Jackson & Gowdey LLP
Harris Corporation

8300 Greensboro Drive

Suite 500

McLean, VA 22102

I certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature: Kimani Clark/
Name: Kimani Clark
Registration Number: 45969

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID

12/697,112 8566612 2436 16336

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 140558 on 04/22/2016 via Private PAIR in view
of the certification copied below that authorized the change.

* Maintenance Fee Address

The address for Customer Number 140558 is:
140558

Davidson, Berquist, Jackson & Gowdey LLP
Harris Corporation

8300 Greensboro Drive

Suite 500

McLean, VA 22102

I certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature: Kimani Clark/
Name: Kimani Clark
Registration Number: 45969

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/697,112 10/22/2013 8566612 2551-0109 1325
42624 7590 10/02/2013

DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

John M. Davis, Brentwood, TN;
Richard Takahashi, Phoenix, AZ;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

42624 7590 06/21/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the United
DAVIDSON BERQUIST JACKSON & GOWDEY LLP S(tiz(lites P(ZiStal Stﬁerce vlvnh sufficient postage (i(i)r first l():lass mallbln an anelopie
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
4300 WILSON BLVD., 7TH FLOOR transmitted to the USPTO (571) 273-2885, on the date indicated below.
ARLINGTON, VA 22203
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/697,112 01/29/2010 John M. Davis 2551-0109 1325
TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE I/O INTERFACE
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1780 $300 $0 $2080 09/23/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
TRAORE, FATOUMATA 2436 713-189000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list , ,
CFR 1.363). 1Davidson, Berquist,

(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. ,Jackson & Gowdey

(2) the name of a single firm (having as a member a

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to LLP
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Exelis, Inc. McLean, VA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Rl Issue Fee [ A check is enclosed.
Q Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies E The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number _5 36 (enclose an extra copy of this form).
Page 2 of 4
EX-1013
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5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /Kimani Clark/ Date September 20, 2013
Kimani Clark 45,969

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTHXNITONB COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

12697112

Filing Date:

29-Jan-2010

Title of Invention:

SYSTEM AND METHOD FOR A SECURE I/0O INTERFACE

First Named Inventor/Applicant Name:

John M. Davis

Filer:

Kimani Clark

Attorney Docket Number: 2551-0109
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sub-Total in
UsD($)
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 1501 1 1780 1780
Publ. Fee- Early, Voluntary, or Normal 1504 1 300 300
EX-1013

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.

009




o ) Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2080
EX-1013

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
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Electronic Acknowledgement Receipt

EFSID: 16920051
Application Number: 12697112
International Application Number:
Confirmation Number: 1325

Title of Invention:

SYSTEM AND METHOD FOR A SECURE I/0O INTERFACE

First Named Inventor/Applicant Name:

John M. Davis

Customer Number:

42624

Filer:

Kimani Clark

Filer Authorized By:

Attorney Docket Number: 2551-0109
Receipt Date: 20-SEP-2013
Filing Date: 29-JAN-2010
Time Stamp: 21:44:45

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2080
RAM confirmation Number 9582
Deposit Account 501860
Authorized User
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description o File Name Message Digest | PartZXip01ffappl.)
Palo-Alto-Networkstne—and-Fortinetthe—~v—LionraTechnotogiestid-

011




] 130214
1 Issue Fee Payment (PTO-85B) 2551-O1i)a9|_I9.<,_.<,2uoe__1l;e:a;l'ransm|t no 2

4e3017e21916¢217b3c99¢253616d572cd6|
0f922

Warnings:

Information:

32007
2 Fee Worksheet (SB06) fee-info.pdf no 2
16ea3313e9th9177bbc54207b8707 cfoees
8c40c
Warnings:
Information:
Total Files Size (in bytes); 162221

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

EX-1013
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Application No. Applicant(s)
12/697,112 DAVIS ET AL.
: I H i i AlA (First Inventor to
Notice of Allowability EX?E'J' I\?ITATA TRAORE ggg " File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 03/07/2013.
OA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 30-32 and 34-56. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hitp://www usplc.govipatents/inil_events/gph/index.jsp or send an inquiry to PPHisedback@ysplo.aoy .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[dJ Al b)[JSome *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. _____
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Interim copies:
a) O A b) ] some c) [ None of the: Interim copies of the priority documents have been received.

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. X Examiner's Amendment/Comment

2. [] Information Disclosure Statements (PTO/SB/08), 6. X Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date 05/16/2013 .

/Fatoumata Traore/ /David Garcia Cervetti/
Examiner, Art Unit 2436 Primary Examiner, Art Unit 2436

U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-13) Notice of Allowability Part of Paper No./Mail Date 20130516

EX-1013
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

42624 7590 06/21/2013 | EXAMINER |
DAVIDSON BERQUIST JACKSON & GOWDEY LLP TRAORE, FATOUMATA
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203 | ART UNIT PAPER NUMBER |
2436
DATE MAILED: 06/21/2013
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NO.
12/697,112 01/29/2010 John M. Davis 2551-0109 1325

TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE IO INTERFACE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1780 $300 $0 $2080 09/23/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

42624 7590 06/21/2013 I hereby certify that this Fee(s) Transmittal is being deposited with the United
DAVIDSON BERQUIST JACKSON & GOWDEY LLP S(tiz(lites P(ZiStal Stﬁerce vlvnh sufficient postage (i(i)r first l():lass mallbln an anelopie
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
4300 WILSON BLVD., 7TH FLOOR transmitted to the USPTO (571) 273-2885, on the date indicated below.
ARLINGTON, VA 22203
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/697,112 01/29/2010 John M. Davis 2551-0109 1325
TITLE OF INVENTION: SYSTEM AND METHOD FOR A SECURE I/O INTERFACE
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1780 $300 $0 $2080 09/23/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
TRAORE, FATOUMATA 2436 713-189000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee [ A check is enclosed.

[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.

(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).
Page 2 of 4
EX-1013

PTOL-85 (Rev. 02/11) Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.

015



5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTHXNITONB COMMERCE

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
016



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
12/697,112 01/29/2010 John M. Davis 2551-0109 1325
| EXAMINER
42624 7590 06/21/2013

DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR
ARLINGTON, VA 22203

TRAORE, FATOUMATA

| ART UNIT PAPER NUMBER

2436

DATE MAILED: 06/21/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half

months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval

(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

) .. ) 12/697,112 DAVIS ET AL.
Examiner-Initiated Interview Summary i i
Examiner Art Unit
FATOUMATA TRAORE 2436

All participants (applicant, applicant’s representative, PTO personnel):

(1) EATOUMATA TRAORE. (3) .

(2) KIMANI CLARK.Req.No. 45.969. (4) .

Date of Interview: 16 May 2013.

Type: [X Telephonic [ Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes [ No.
If Yes, brief description:

Issues Discussed []101 [112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 30,33,34 and 40.

Identification of prior art discussed: N/A.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

To expedite prosecution the examiner contacted the applicant representative Kimani Clark Reg. NO. 45,969 to
amended independent 30 and 40 such as to include limitations of claim 33 in order to put the application in condition of
allowance.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

/Fatoumata Traore/
Examiner, Art Unit 2436

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20130516
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Application/Control Number: 12/697,112 Page 2
Art Unit: 2436

DETAILED ACTION
1. This is in response to the appeal brief filed 03/07/2013. Claims 1-29 have been
cancelled. Claims 30-56 are pending and have been considered below.
EXAMINER’S AMENDMENT

2. An examiner’s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than
the payment of the issue fee.

Authorization for this examiner’'s amendment was given in a telephone interview
with Kimani Clark Reg. No. 45,969 on 05/16/2013.

The application has been amended as follows:

Amend Claims 30,33, 34 and 40:

30. (Currently Amended) A security processor to process incoming
packets and outgoing packets, the security processor comprising:

a switching system to send the outgoing packets and receive the
incoming packets;

a packet engine, coupled to the switching system, to handle
classification processing for the incoming packets received by the packet
engine from the switching system and the outgoing packets sent by the packet

engine to the switching system, wherein the packet engine is one of a

plurality of packet engines and substantially all of the incoming and outgoing
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Application/Control Number: 12/697,112 Page 3
Art Unit: 2436

packets to the security processor transit one of the plurality of packet

engines;

a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received
from and sent to the packet engine, wherein the packet engine is interposed
between the switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core
and the packet engine and responsive to at least one packet matching a
signature stored in the signature database.

33. (Canceled).

34. (Currently Amended) The security processor of claim 30 33 wherein the
cryptographic core is one of a plurality of cryptographic cores coupled one-to-
one to the plurality of packet engines and substantially all of the incoming
and outgoing packets to the security processor transit a corresponding one of
the plurality of cryptographic cores after transiting one of the plurality of
packet engines.

40. (Currently Amended) A security processing system comprising:

EX-1013
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021



Application/Control Number: 12/697,112 Page 4
Art Unit: 2436

(a) a security processor comprising:

a switching system to send outgoing packets and to receive
incoming packets;

a packet engine, coupled to the switching system, to handle
classification processing for the incoming packets received by the
packet engine from the switching system and the outgoing packets sent

by the packet engine to the switching system, wherein the packet

engine is one of a plurality of packet engines and substantially all of the

incoming and outgoing packets to the security processor transit one of

the plurality of packet engines;

a cryptographic core, coupled to the packet engine and receiving
the incoming packets from the switching system via the packet engine
and communicating the outgoing packets to the switching system via
the packet engine, to provide encryption and decryption processing for
packets received from and sent to the packet engine, wherein the
packet engine is interposed between the switching system and the
cryptographic core;

a signature database; and

EX-1013
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Application/Control Number: 12/697,112 Page 5
Art Unit: 2436

an intrusion detection system coupled between the
cryptographic core and the packet engine and responsive to at least
one packet matching a signature stored in the signature database; and
a local data bus coupled to the switching system; and
(b) a memory coupled to the local data bus.
Allowance
3. Claims 30-32 and 34-56 are allowed.
Examiner’s Statement of Reason for allowance
4. The following is an examiner’s statement of reasons for allowance:
Narad et al (US 6,157,955 A1) is relates to a general-purpose programmable packet-
processing platform for accelerating network infrastructure applications which
have been structured so as to separate the stages of classification and action.
Network packet classification, execution of actions upon those packets, management
of buffer flow, encryption services, and management of Network Interface
Controllers are accelerated through the use of a multiplicity of specialized modules.
A language interface is defined for specifying both stateless and stateful
classification of packets and to associate actions with classification results in order

to efficiently utilize these specialized modules.

Krishna et al (US 2003/0014627 A1) is directed toward providing an architecture
for a cryptography accelerator chip that allows significant performance

improvements over previous prior art designs, wherein the architecture enables
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Application/Control Number: 12/697,112 Page 6
Art Unit: 2436

parallel processing of packets through a plurality of cryptography engines and
includes a classification engine configured to efficiently process

encryption/decryption of data packets.

Ramsey et al (US 7,331,061 B1) is directed to a computer security management
system that integrates a firewall with an intrusion detection system (IDS), wherein
the firewall and IDS of the present invention can be designed to communicate
process or status information and packets with one another in order to facilitate
centralized control of the firewall and the IDS and to increase the speed at which
packets are passed between a secured computer network and an external network
The prior art of record taken alone or in combination do not teach or render obvious the
limitations as recited in independent claims 30 and 40. The cited references, whether
alone or in combination fail to disclose or suggest the following limitation : “a packet
engine, coupled to the switching system, to handle classification processing for the
incoming packets received by the packet engine from the switching system and the
outgoing packets sent by the packet engine to the switching system, wherein the
packet engine is one of a plurality of packet engines and substantially all of the
incoming and outgoing packets to the security processor transit one of the plurality
of packet engines; a cryptographic core, coupled to the packet engine and receiving
the incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet engine,

to provide encryption and decryption processing for packets received from and sent
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Application/Control Number: 12/697,112 Page 7
Art Unit: 2436

to the packet engine, wherein the packet engine is interposed between the switching
system and the cryptographic core;”

5. Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons
for Allowance.

Conclusion

6. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to FATOUMATA TRAORE whose telephone number is
(571)270-1685. The examiner can normally be reached on Monday- Friday (every other
Friday off) EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Philip Chea can be reached on 571 272 3951. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status information
for unpublished applications is available through Private PAIR only. For more information
about the PAIR system, see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-
217-9197 (toll-free). If you would like assistance from a USPTO Customer Service
Representative or access to the automated information system, call 800-786-9199 (IN USA
OR CANADA) or 571-272-1000.

Monday, June 10, 2013

/Fatoumata Traore/

Examiner, Art Unit 2436

/David Garcia Cervetti/

Primary Examiner, Art Unit 2436
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;,qq711> DAVIS ET AL
FATOUMATA TRAORE 2436
CPC
Symbol Type Version
CPC Combination Sets
Symbol Type Set Ranking Version
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED

713 189 H 12/ 26 (2006.01.01)

H 29 /06 (2006.01.01)

CROSS REFERENCE(S)

G 11/14 (2006.01.01)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK) G 12/14 (2006.01.01)
370 218
713 153
/FATOUMATA TRAORE/
Examiner.Art Unit 2436 5/17/2013 Total Claims Allowed:

26

(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner, Art Unit 2436 06/16/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;,qq711> DAVIS ET AL

FATOUMATA TRAORE 2436
726 23
/FATOUMATA TRAORE/
Examiner.Art Unit 2436 5/17/2013 Total Claims Allowed:

26

(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner, Art Unit 2436 06/16/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2

U.S. Patent and Trademark Office

Part of Paper No. 20130516

EX-1013

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.

027




Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;,qq711> DAVIS ET AL
FATOUMATA TRAORE 2436
O Claims renumbered in the same order as presented by applicant O CPA X T.D. O R147
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 17 33 23 49
2 18 9 34 24 50
3 19 4 35 25 51
4 20 5 36 10 52
5 21 6 37 11 53
6 22 7 38 12 54
7 23 8 39 22 55
8 24 13 40 26 56
9 25 14 41
10 26 15 42
11 27 16 43
12 28 17 44
13 29 18 45
14 1 30 19 46
15 2 31 20 47
16 3 32 21 48
/FATOUMATA TRAORE/
Examiner.Art Unit 2436 5/17/2013 Total Claims Allowed:
26
(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner, Art Unit 2436 06/16/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2

U.S. Patent and Trademark Office

Part of Paper No. 20130516
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Application/Control No.

Applicant(s)/Patent Under
Reexamination

Search Notes 12697112 DAVIS ET AL.
Examiner Art Unit
FATOUMATA TRAORE 2436
CPC- SEARCHED
Symbol Date Examiner
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED

Class Subclass Date Examiner
370 218, 386-389, 468, limited by text search 7/5/2011 FT
713 153-154, 168, 187-189, limited by text search 7/5/2011 FT
726 22-25, limited by text search 7/5/2011 FT

SEARCH NOTES

Search Notes Date Examiner
EAT, google patent and inventors name search performed. 7/5/2011 FT
updated EAST and google search performed. 3/2/2012 FT
updated EAST and google search performed. 5/15/2013 FT

INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol

370 218, 386-389, 468, limited by text search 5/15/2013 FT
713 153-154, 168, 187-189, limited by text search 5/15/2013 FT
726 22-25, limited by text search 5/15/2013 FT
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref
1t

Hits

Search Query

DBs

Default
Operator

Plurals

Time
Stamp

S1 43

(switch$3 router ) with packet with
(classificat$3 classif$4) same
cryptograph$3 with (encrypt$3
decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
10:35

(switch$3 router ) with packet with
(classificat$3 classif$4) same
(cryptograph$3 encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
10:36

S3 118364

370/389.ccls.

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
11:27

4 4208

(switch$3 ) same (classificat$3
classif$4) same (cryptograph$3
encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
11:28

S5 {1304

(switch$3 ) same (classificat$3
classif$4) same (hash$3
cryptograph$3 encrypt$3 decrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
11:28

3 and S5

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2011/07/05
11:28

S7 {256

packet with (engine classificat$3
classif$4) same (secur$3
cryptograph$3 encrypt$3) with
(engine core) same (signature
intrus$3 virus wornpattern)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2011/07/05
15:19

S8 {14000

370/468.ccls. 370/218.ccls. 370/386-

US-PGPUB;

OR

ON

2011/07/05

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
file:///Cl/Users/ftraore/Documents/e-Red%20Folder/12697112/EASTSearchHistory.12697112_AccessibleVersion.htm[5/17/2013 8:18:34 AM] 030



EAST Search History

388.ccls. 370/389.ccls.

USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

15:21

11

S7 and S8

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
15:21

S10

14788

713/153-154.ccls. 713/168.ccls.
713/187-189.ccls. 726/22-25.ccls.

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
16:11

S11

32

packet with engine same(classificat$3
classif$4) same (secur$3
cryptograph$3 encrypt$3) with
(engine core) same (signature
intrus$3 virus worn pattern)same
detect$3

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
16:13

S12

201

packet with engine same(classificat$3
classif$4) same (secur$3
cryptograph$3 encrypt$3) with
(engine core)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
16:19

S13

35

S12 and (S8 S10)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/05
16:19

S14

18

("20020086014" | "20020108059" |
"20030014627" | "20030196081" |
"20040010545" | "5432950" |
"5737760" | "5892899" | "5940626" |
"6041122" | "6049876" | "6101255" |
"6157955" | "6788800" | "6983366" |
"7095716" | "7493659").PN. OR
("7685436").URPN.

US-PGPUB;
USPAT;
USOCR

ADJ

ON

2011/07/05
16:25

S15

"7685436".pn.

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
10:59

S16

"20100169636".pn.

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;

OR

ON

2011/07/06
11:10
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DERWENT;
IBM_TDB

S17

packet with (engine classificat$3
classif$4) same pural$3 same(secur$3
cryptograph$3 encrypt$3) with
(engine core)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
14:49

S18

packet with (engine classificat$3
classif$4) same pural$3 same(secur$3
cryptograph$3 encrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
14:49

S19

275

packet with (engine classificat$3
classif$4) same plural$3
same(secur$3 cryptograph$3
encrypt$3)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
14:49

S20

141

packet with (engine classificat$3
classif$4) same plural$3
same(secur$3 cryptograph$3
encrypt$3) with (engine core)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
14:50

S21

"7493659".pn.

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/06
16:12

S22

2174823

execut$3 wih authenticat$3 with (boot
near2 code bot-code bootcode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/07
09:40

523

114

execut$3 with authenticat$3 with
(boot near2 code bot-code bootcode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT:;
IBM_TDB

OR

ON

2011/07/07
09:40

S24

execut$3 with authenticat$3 with
(boot near2 code bot-code bootcode)
same secur$3 with processor

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

ON

2011/07/07
09:41

S25

"7321061".pn. "6157955".pn.

US-PGPUB;
USPAT;
USOCR;

OR

ON

2011/07/07
10:24
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FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

S26 i1 switching with packet adj (engine USPAT OR OFF 2012/03/02
classificat$3) with cryptographic adj 10:07
(unit engine core)

827 2 "6157955".pn. "20030014627".pn. USPAT OR OFF 2012/03/02
"7331061".pn. 10:10

S28 #6352 packet with classificat$3with (rout$3 {{USPAT CR OFF 2012/03/02
switch$3) with (encrypt$3 12:21
cryptographic)

S29 10 packet adj (unit engine device) with {USPAT OR OFF 2012/03/02
classificat$3 adj (engine unit 12:22
device)with (rout$3 switch$3) with
(encrypt$3 cryptographic)adj (engine
device unit)

S30 i packet near7 (unit engine device) USPAT OR OFF 2012/03/02
with classificat$3 near7 (engine unit 12:23
device) with (rout$3 switch$3) with
(encrypt$3 cryptographic) near?

(engine device unit)

S31 {2 packet with(unit engine device) with {USPAT CR OFF 2012/03/02
classificat$3 with(engine unit device) 12:24
with (rout$3 switch$3) with
(encrypt$3 cryptographic) with
(engine device unit)

$32 412 packet with classificat$3 with(engine {USPAT CR OFF 2012/03/02
unit device) with (rout$3 switch$3) 12:27
with (encrypt$3 cryptographic) with
(engine device unit)

S33 2 packet with classificat$3 with (rout$3 {USPAT OR OFF 2012/03/02
switch$3) with (encrypt$3 12:28
cryptographic) with (engine device
unit)

S34 19 packet with classificat$3 with (rout$3 {{USPAT CR OFF 2012/03/02
switch$3) with (encrypt$3 12:28
cryptographic)

S35 40 packet with classificat$3 with US-PGPUB; §{iOR ON 2013/05/15
switch$3 same crytographic USPAT; 14:34

USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

S36 {1362 packet with classificat$3 with US-PGPUB; {{OR ON 2013/05/15

switch$3 USPAT; 14:46
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

S37 44 packet with classificat$3 with US-PGPUB; HOR ON 2013/05/15
switch$3 with (crypto cryptographic  §USPAT; 14:48
security) near3 (device engine core) {USOCR;

FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
! i i i i i !
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S38 11660621 ipacket sameclassificat$3 same US-PGPUB; {{OR ON 2013/05/15
switch$3 same (crypto cryptographic {USPAT; 14:57
security) near3 (device engine core) {USOCR;
not S37 FPRS; EPO;

JPO;
DERWENT;
IBM_TDB

S39 ii26 packet same classificat$3 same US-PGPUB; {{OR ON 2013/05/15
switch$3 same (crypto cryptographic §USPAT; 14:57
security) near3 (device engine core) {USOCR;
not S37 FPRS; EPO;

JPO;
DERWENT;
IBM_TDB

$40 40 switch$3 same (interpos$3 insert$3 ) {US-PGPUB; {OR ON 2013/05/15
same classificat$3 with (crypo USPAT; 15:33
crypotofrahic secur$3) near3 (device {USOCR,;
engine core) FPRS; EPO;

JPO;
DERWENT;
IBM_TDB

A1 i1 switch$3 same (interpos$3 insert$3 ) {US-PGPUB; #OR ON 2013/05/15
same classificat$3 same(crypo USPAT; 15:34
crypotograhic secur$3) near3 (device {USOCR;
engine core) FPRS; EPO;

JPO;
DERWENT;
IBM_TDB

A2 i52 switch$3 same classificat$3 US-PGPUB; HOR ON 2013/05/15
same(crypo crypotograhic secur$3) USPAT; 15:35
near3 (device engine core) USOCR;

FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

$43 17 ("20020083331" | "20020144156" | US-PGPUB; {OR ON 2013/05/15
"20030088791" | "20030145231" | USPAT; 15:38
"20030177381" | "20040083295" | USOCR
"20050193429" | "20060253903" |
"5606668" | "5991881" | "6499107" |
"8519703" | "6789118" | "7007101" |
"7046680" | "7331061" |
"7562389").PN. OR
("7937761").URPN.

$44 #4808 switch$3 and classificat$3 and (crypo §US-PGPUB; #OR ON 2013/05/15
crypotograhic secur$3) near3 (device {USPAT; 16:20
engine core) USOCR;

FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

45§10 (switch$3 and classificat$3 and (crypo i{US-PGPUB; :OR ON 2013/05/15
crypotograhic secur$3) near3 (device {USPAT; 16:20
engine core)).ab. USOCR;

FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

$46 {36981 713/153-154.ccls. 713/168.ccls. US-PGPUB; #OR ON 2013/05/15
713/187-189.ccls. 726/22-25.ccls. USPAT,; 16:31
370/488.ccls. 370/218.ccls. 370/386- {USOCR;
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388.ccls. 370/389.ccls. FPRS; EPC;
JPO;
DERWENT;
[BM_TDB

A7 14451 A4 and S46 US-PGPUB; #OR ON 2013/05/15
USPAT; 16:31
USCCR;
FPRS; EPC;
JPO;
DERWENT;
IBM_TDB

$48 10 $46 same packet with (rout$3 US-PGPUB; §{iOR ON 2013/05/15
flow$3) USPAT,; 16:32
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

$49 11328 1546 and packet with (rout$3 flow$3) {{US-PGPUB; ijOR ON 2013/05/15
USPAT; 16:32
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

S50 210 $47 and packet with (rout$3 flow$3) §US-PGPUB; #OR ON 2013/05/15
USPAT; 16:33
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

SH1 44 "20030014627".pn. "7331061".pn. US-PGPUB; #{OR ON 2013/05/16
USPAT; 17:19
USCCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

5/17/2013 8:18:28 AM
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2551-0109
John M. Davis Group Art Unit: 2436
Application Serial No.: 12/697,112 Examiner: TRAORE, Fatoumata
Application Filing Date:  January 29, 2010 Date: February 26, 2013

Title: SYSTEM AND METHOD FOR A

SECURE 1/O INTERFACE Confirmation No.: 1325

APPEAL BRIEF PURSUANT TO 37 CFR 41.37

In response to the Final Office action dated March 9, 2012 and Notification of
Non-Compliant Appeal Brief dated February 28, 2013, and further to the Notice of
Appeal filed September 7, 2012, Applicant hereby submits this brief in support of its

appeal.

Real Party in Interest

The name of the real party in interest is Exelis, Inc (formerly ITT Manufacturing

Enterprises, Inc.) of Wilmington, Delaware.

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
038




Opening Appeal Brief
Application No. 12/697,112
Page 2 of 19

Related Appeals and Interferences

No other prior and pending appeals, interferences or judicial proceedings are
known to appellant, the appellant’s legal representative, or assignee which may be related
to, directly affect or be directly affected by or have a bearing on the Board’s decision in

the pending appeal.

Status of Claims

Claims 30-56 are pending and rejected. Applicant is appealing the rejection of

Claims 30-56.

Status of Amendments

There are no pending amendments filed subsequent to final rejection, thus all

amendments have been entered for purposes of this appeal.

Summary of Claimed Subject Matter

The pending claims generally relate to a method and system for connecting a
trusted piece of hardware, such as, for example, a personal computer, server, router,
cellular phone, or other computing or communication device, to a network using an I/O
interface or system that provides improved security for communications received and

sent by the trusted hardware. The secure I/O system may perform all security and

EX-1013
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network processing to maintain secure communications by the hardware with other
devices on internal or external networks. It may also perform the network security
processing to be segregated from other processing to ensure safe, protected and efficient
system or device operation. The secure I/O system permits off-loading, onto a single
system or card, all or substantially all security functions associated with network address
translation (NAT), a firewall, intrusion detection/protection system functionality, traffic
proxying and encryption from a host or network processor. It may improve the security
of communications to and from trusted hardware, improve communication speed, reduce
the number of different systems required for secure communications, and reduce the

extent of a traffic bottleneck on a bus.

A security processor is provided to process ihcoming packets and outgoing
packets comprising a switching system (208; p. 10, 1. 25; Fig. 2) to send the outgoing
packets and receive the incoming packets. It also comprises a packet engine (228; p. 11,
1. 10; Fig 2.), coupled to the switching system, to handle classification processing for the
incoming packets received by the packet engine from the switching system and the

outgoing packets sent by the packet engine to the switching system.

Furthermore, the security processor comprises a cryptographic core (232; p. 11, .
18; Fig. 2), coupled to the packet engine and receiving the incoming packets from the
switching system via the packet engihe and communicating the outgoing packets to the
switching system via the packet engine, to provide encryption and decryption processing
EX-1013
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for packets received from and sent to the packet engine. The packet engine is interposed

between the switching system and the cryptographic core.

The security processor also comprises a signature database (304; p. 30, 1. 27; Fig
3.) and an intrusion detection system (302; p. 30, 1. 25; Fig. 3) coupled between the
cryptographic core and the packet engine and responsive to at least one packet matching a

signature stored in the signature database.

The independent claims are shown below with reference to the specification and

figures.

30. A security processor (104) to process incoming packets and outgoing packets, the
security processor comprising:

a switching system (208; p. 10, 1. 25; Fig. 2) to send the outgoing packets and
receive the incoming packets;

a packet engine (228; p. 11, 1. 10; Fig 2.), coupled to the switching system, to
handle classification processing for the incoming packets received by the packet engine
from the switching system and the outgoing packets sent by the packet engine to the
switching system;

a cryptographic core (232; p. 11, 1. 18; Fig. 2), coupled to the packet engine and
receiving the incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet engine, to
provide encryption and decryption processing for packets received from and sent fo the
packet engine, wherein the packet engine is interposed between the switching system and
the cryptographic core;

a signature database (30.4; p. 30, 1. 27; Fig 3.); and

EX-1013
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an intrusion detection system (302; p. 30, 1. 25; Fig. 3) coupled between the
cryptographic core and the packet engine and responsive to at least one packet matching a

signature stored in the signature database.

40. A security processing system (102) comprising:
(a) a security processor (104) comprising:

a switching system (208; p. 10, 1. 25; Fig. 2) to send outgoing packets and
to receive incoming packets;

a packet engine (228; p. 11, 1. 10; Fig 2.), coupled to the switching system,
to handle classification processing for the incoming packets received by the packet
engine from the switching system and the outgoing packets sent by the packet
engine to the switching system;

a cryptographic core (232; p. 11, 1. 18; Fig. 2), coupled to the packet engine
and receiving the incoming packets from the switching system via the packet
engine and communicating the outgoing packets to the switching system via the
packet engine, to provide encryption and decryption processing for packets
received from and sent to the packet engine, wherein the packet engine is
interposed between the switching system and the cryptographic core;

a signature database (304; p. 30, 1. 27; Fig 3.); and

an intrusion detection system (302; p. 30, 1. 25; Fig. 3) coupled between the
cryptographic core and the packet engine and responsive to at least one packet
matching a signature stored in the signature database; and

a local data bus (210) coupled to the switching system; and
(b) a memory (106, 108, 110) coupled to the local data bus.

49. A security processor (104) to connect a trusted network to an un-trusted network for

data packet communication, the security processor comprising:

EX-1013
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a first interface (114, 118) to couple to the trusted network and to the un-trusted
network;

a second interface (128) to couple to a host processor (130);

a switching system (208; p. 10, 1. 25; Fig. 2) operable to selectively couple to the
first interface or the second interface;

a local data bus (210), coupled to the switching system;

a plurality of packet engines (228; p. 11, 1. 10; Fig 2.) coupled to the switching
system to handle classification processing for incoming packets received by the plurality
of packet engines from the switching system and outgoing packets sent by the plurality of

- packet engines to the switching system;

a plurality of cryptographic cores (232; p. 11, 1. 18; Fig. 2) each coupled to one of
the plurality of packet engines to communicate with the switching system via the
plurality of packet engines and to provide encryption and decryption processing for
packets received from and sent to the plurality of packet engines, wherein the plurality of
packet engines are interposed between the switching system and the plurality of
cryptographic cores;

a signature database (304; p. 30, 1. 27; Fig 3.);

an intrusion detection system (302; p. 30, L. 25; Fig. 3) coupled between the
plurality of cryptographic cores and the plurality of packets engine and responsive to at
least one packet matching a signature stored in the signature database and

a control processor (212), coupled to the local data bus, to control data packet flow

within the security processor.

EX-1013
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37 CFR 41.37(¢)(1)(vi) Grounds of Rejection to be Reviewed on Appeal.

1. Whether claims 30-56 are patentable in view of the grounds of nonstatutory
obviousness-type double patenting as being unpatentable over claims 1-22 of U.S. Patent

No. 7,685,436.

2. Whether claims 30-35, 37-44, and 49-53 are patentable under 35 U.S.C. § 103(a) as
being unpatentable over Narad et al. (U.S. Patent No. 6,157,955) in view of Krishna et al
(U.S. Publication No. 2003/0014627) in further view of Ramsey et al. (U.S. Patent No.

7,331,061).

3. Whether claims 36, 45, and 47 are patentable under 35 U.S.C.§103(a) as being
unpatentable over Narad in view of Krishna in further view of Ramsey and Savarda et al

(U.S. Publication No. 2003/0196081).

4. Whether claim 46 is patentable under 35 U.S.C. §103(a) as being unpatentable over
Narad in view of Krishna and Ramsey, and further in view of Savarda and Carr et al.

(U.S. Patent No. 6,788,800).
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5. Whether claim 48 is patentable under 35 U.S.C. §103(a) as being unpatentable over
Narad in view of Krishna in further view of Ramsey, and Girard (U.S. Publication No.

2003/0084342).

6. Whether claims 54-56 are patentable under 35 U.S.C. §103(a) as being unpatentable
over Narad in view of Krishna and Ramsey, and further in view of Savarda and Wu et al.

(U.S. Patent No. 7,493,659).

Arguments

Fundamental differences between the cited references and the various pending
claims include that the cited references do not teach or suggest “the cryptographic core ...
receiving...packets from the switching system via the packet engine,” as recited in claim
30. Applicant discusses this limitation and claim 30 in particular, but the arguments
apply to all pending claims, whereas similar limitations exist in all currently pending

claims.

1. Narad et al. does not teach or suggest “a cryptographic core ...
receiving...packets from the switching system via the packet engine”

Applicant respectfully traverses the rejections the claims at least because the cited
references do not disclose “the cryptographic core ... receiving...packets from the

switching system via the packet engine,” as recited, for example, in claim 30. The

EX-1013
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Examiner has cited the “packet engine” as being Classification 106 oh Figure 2 of Narad,
the “switching system” as being the Action Code 108 on Figure 2, and the “cryptographic
core” as being crypto 112 (Office Action dated March 9, 2012, p. 3). However, there is
no specific disclosure of “the cryptographic core ... receiving...packets from the
switching system via the packet engine.” That is, there is no transmission of packets

from Action Code 108 (alleged switching system) through Classification 106 (alleged

packet engine) to Crypto 112 (alleged cryptographic core) in Narad. (See Figure 2).

Even further, there appears to be no transmission from Classification 106 (alleged packet
engine) to Crypto 112 (alleged cryptographic core) in Narad. (See col. 8, 1. 32 —col. 9, 1.
43). As such, there is no disclosure of “the cryptographic core ... receiving...packets
from the switching system via the packet engine.”

Narad et al. does not teach or suggest “communicating the outgoing packets to the

switching system via the packet engine. . . wherein the packet engine is interposed

between the switching system and the cryptographic core,” as recited, for example in

claim 30. The Examiner’s Advisory Action rebuttal says that Classification 106 is
interposed between Action Code 108 and Crypto 112, (“the packet engine (item 106) is
interposed between the switching system (item 108) and the cryptographic core (112)”)

but does not say the communication of packets goes from item 108 through 106 to 112,

which would be required by the Examiner’s reading of the reference. The Examiner does

not contend this because it is not so: as can be seen from Figure 2, there is no disclosure
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of packets flowing from 108 to and through 106 to 112. (See also col. 8,1. 32 — col. 9, L.

43).

The Examiner cites that there are “paths the packets can take” (Advisory Action
dated August 29, 2012, p. 2) but does not contend this specific required path to be
disclosed, nor is it inherent at least because it is not required or necessary (see
Ny herasense, Inc. v. Becton, Dickinson & Co., 593 F.3d 1325 at 1332 (Fed. Cir. 2010)).
The Examiner cites a column and a half of text (Advisory Action dated August 29, 2012,
p. 2), however, none of that portion of the reference discloses communication of packets
from 108 through 106 to 112, nor any transmission from 106 to 112, because it is not

disclosed.

2. Narad et al. does not teach or suggest “packets from the switching system via the
packet engine”

As mentioned previously, there appears to be no transmission from Classification
106 (alleged packet engine) to Crypto 112 (alleged cryptographic core) in Narad. See
also col. &, 1. 32 —col. 9, I. 43). The portion cited by the Examiner does not show any
transmission of packets from Classification 106 to Cryto 112. As such, there is no
disclosure of “packets from the switching system via the packet engine,” as recited, for
example, in claim 30.

At least for these reasons, Applicant submits that the pending claims are

patentable. In view of the present remarks, the currently pending claims are believed to
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be in condition for allowance, and an early and favorable action to that effect is

respectfully requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2551-0109.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or

insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/

Order Nos. shown above, for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an

issue fee transmittal sheet is filed.
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CLAIMS APPENDIX

CLAIMS

The claims are as follows:

1-29. (Canceled)

30. (Previously Presented) A security processor to process incoming packets and
outgoing packets, the security processor comprising:

a switching system to send the outgoing packets and receive the incoming packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the switching
system and the outgoing packets sent by the packet engine to the switching system;

a cryptographic core, coupled to the packet engine and receiving the incoming
packets from the switching system via the packef engine and communicating the outgoing
packets to the switching system via the packet engine, to provide encryption and
decryption processing for packets received from and sent to the packet engine, wherein
the packet engine is interposed between the switching system and the cryptographic core;

a signature database; and |

an intrusion detection system coupled between the cryptographic core and the
packet engine and responsive to at least one packet matching a signature stored in the

signature database.

31. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to handle security context management processing for the incoming

and outgoing packets.

32. (Previously Presented) The security processor of claim 30 further comprising:
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a local data bus coupled to the switching system; and

a modulo engine coupled to the local data bus.

33. (Previously Presented) The security processor of claim 30 wherein the packet engine
is one of a plurality of packet engines and substantially all of the incoming and outgoing

packets to the security processor transit one of the plurality of packet engines.

34. (Previously Presented) The security processor of claim 33 wherein the

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit a corresponding one of the plurality of cryptographic cores

after transiting one of the plurality of packet engines.

35. (Previously Presented) The security processor of claim 32 wherein the packet

engine, the cryptographic core, and the modulo engine are formed on a single chip.

36. (Previously Presented) The security processor of claim 35 further comprising a
control processor, coupled to the local data bus, for exception handling of the incoming

and outgoing packets.

37. (Previously Presented) The security processor of claim 35 further comprising a key

management engine coupled to the local data bus.

38. (Previously Presented) The security processor of claim 35 wherein the security
processor handles substantially all security processing for the incoming and outgoing

packets.
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39. (Previously Presented) The security processor of claim 38 wherein the security
processor further handles substantially all network processing for the incoming and

outgoing packets.

40. (Previously Presented) A security processing system comprising:
(a) a security processor comprising:

a switching system to send outgoing packets and to receive incoming
packets; |

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the
switching system and the outgoing packets sent by the packet engine to the
switching system;

a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received from
and sent to the packet engine, wherein the packet engine is interposed between the
switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and
the packet engine and responsive to at least one packet matching a signature stored
in the signature database; and

a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.

41. (Previously Presented) The security processing system of claim 40 further

comprising a modulo engine coupled to the local data bus.
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42. (Previously Presented) The security processing system of claim 41 further

comprising a key management engine coupled to the local data bus.

43, (Previously Presented) The security processing system of claim 40 wherein the

memory and the security processor are within the same cryptographic boundary.

44. (Previously Presented) The security processing system of claim 40 wherein the

security processor is formed on a single chip.

45. (Previously Presented) The security processing system of claim 40 further
comprising;:

a memory interface coupled to the local data bus, wherein the memory is coupled
to the local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory.

46. (Previously Presented) The security processing system of claim 45 wherein the

translator performs steganographic translation of the received data.

47. (Previously Presented) The security processing system of claim 45 wherein the

translator performs encryption translation of the received data.

48. (Previously Presented) The security processing system of claim 40 wherein the
security processor is operable to (i) execute boot code to load firmware for execution by

the security processor and
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(ii) authenticate the boot code using a mechanism internal to the security processor prior

to operation of the security processor.

49. (Previously Presented) A security processor to connect a trusted network to an un-
trusted network for data packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the
second interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system to handle
classification processing for incomiﬁg packets received by the plurality of packet engines
from the switching system and outgoing packets sent by the plurality of packet engines to
the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet
engines to communicate with the switching system via the plurality of packet engines and
to provide encryption and decryption processing for packets received from and sent to the
plurality of packet engines, wherein the plurality of packet engines are interposed
between the switching system and the plurality of cryptographic cores;

a signature database;

an intrusion detection system coupled between the plurality of cryptographic cores
and the plurality of packets engine and responsive to at least one packet matching a
signature stored in the signature database and

a control processor, coupled to the lqcal data bus, to control data packet flow

within the security processor.
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50. (Previously Presented) The security processor of claim 49 wherein the security
processor is operable to act as a firewall to deny or accept a data packet and to implement
a secure communication

channel with another computing device in the untrusted network.

51. (Previously Presented) The security processor of claim 50 wherein the security
processor implements data packet security and authentication functions to support the

secure communication channel.

52. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to add at least one of an IP header or a MAC address to the outgoing
packets.

53. (Previously Presented) The security processor of claim 30 wherein the packet engine

is further operable to remove an IP header from the incoming packets.

54. (Previously Presented) The security processor of claim 30, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.

55. (Previously Presented) The security processing system of claim 40, wherein the at
least one packet matching the signature stored in the signature database comprises a plain

text packet.

56. (Previously Presented) The security processor of claim 49, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.
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EVIDENCE APPENDIX

None.
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None.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT APPLICATION OF: Attorney Docket:  2551-0109

John M. Davis Group Art Unit: 2436
Application Serial No.: - 12/697,112 Examiner: TRAORE, Fatoumata
Application Filing Date:  January 29, 2010 Date: February 26, 2013

Title: SYSTEM AND METHOD FOR A

SECURE I/O INTERFACE Confirmation No.: 1325

APPEAL BRIEF PURSUANT TO 37 CFR 41.37

In response to the Final Office action dated March 9, 2012, and further to the
Notice of Appeal filed September 7, 2012, Applicant hereby submits this brief in support
of its appeal. Applicant also hereby petitions for and requests a 4 month extension of

- time to be charged to the Deposit Account listed below.

Real Party in Interest

The name of the real party in interest is Exelis, Inc (formerly I'TT Manufacturing

Enterprises, Inc.) of Wilmington, Delaware.
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Related Appeals and Interferences

No other prior and pending appeals, interferences or judicial proceedings are
known to appellant, the appellant’s legal representative, or assignee which may be related
to, directly affect or be directly affected by or have a bearing on the Board’s decision in

the pending appeal.

Status of Claims

Claims 30-56 are pending and rejected. Applicant is appealing the rejection of

Claims 30-56.

Status of Amendments

There are no pending amendments filed subsequent to final rejection, thus all

amendments have been entered for purposes of this appeal.

Summary of Claimed Subject Matter

The pending claims generally relate to a method and system fbr connecting a
trusted piece of hardware, such as, for example, a personal computer, server, router,
cellular phone, or other computing or communication device, to a network using an I/O
interface or system that provides improved security for communications received and

sent by the trusted hardware. The secure I/O system may perform all security and
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network processing to maintain secure communications by the hardware with other
devices on internal or external networks. It may also perform the network security
processing to be segregated from other processing to ensure safe, protected and efficient
system or device operation. The secure I/O system permits off-loading, onto a single
system or card, all or substantially all security functions associated with network address
translation (NAT), a firewall, intrusion detection/protection system functionality, traffic
proxying and encryption from a host or network processor. It may improve the security
of communications to and from trusted hardware, improve communication speed, reduce
the number of different systems required for secure communications, and reduce the

extent of a traffic bottleneck on a bus.

A security processor is provided to process incoming packets and outgoing
packets comprising a switching system (208; p. 10, 1. 25; Fig. 2) to send the outgoing
packets and receive the incoming packets. It also comprises a packet engine (228; p. 11,
1. 10; Fig 2.), coupled to the switching system, to handle classification processing for the
incoming packets received by the packet engine from the switching system and the

outgoing packets sent by the packet engine to the switching system.

Furthermore, the security processor comprises a cryptographic core (232; p. 11, L.
18; Fig. 2), coupled to the packet engine and receiving the incoming packets from the
switching system via the packet engine and communicating the outgoing packets to the
switching system via the packet engine, to provide encryption and decryption processing
EX-1013
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for packets received from and sent to the packet engine. The packet engine is interposed

between the switching system and the cryptographic core.

The security processor also comprises a signature database (304; p. 30, 1. 27; Fig
3.) and an intrusion detection system (302; p. 30, 1. 25; Fig. 3) coupled between the
cryptographic core and the packet engine and responsive to at least one packet matching a

signature stored in the signature database.

37 CFR 41.37(c)(1)(vi) Grounds of Rejection to be Reviewed on Appeal.

1. Whether claims 30-56 are patentable in view of the grounds of nonstatutory
obViousness-typé double patenting as being unpatentable over claims 1-22 of U.S. Patent

No. 7,685,436.

2. Whether claims 30-35, 37-44, and 49-53 are patentable under 35 U.S.C. § 103(a) as
being unpatentable over Narad et al. (U.S. Patent No. 6,157,955) in view of Krishna et al
(U.S. Publication No. 2003/0014627) in further view of Ramsey et al. (U.S. Patent No.

7,331,061).

3. Whether claims 36, 45, and 47 are patentable under 35 U.S.C.§103(a) as being
unpatentable over Narad in view of Krishna in further view of Ramsey and Savarda et al

(U.S. Publication No. 2003/0196081).
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4. Whether claim 46 is patentable under 35 U.S.C. §103(a) as being unpatentable over
Narad in view of Krishna and Ramsey, and further in view of Savarda and Carr et al.

(U.S. Patent No. 6,788,800).

5. Whether claim 48 is patentable under 35 U.S.C. §103(a) as being unpatentable over
" Narad in view of Krishna in further view of Ramsey, and Girard (U.S. Publication No.

2003/0084342).

6. Whether claims 54-56 are patentable under 35 U.S.C. §103(a) as being unpatentable
over Narad in view of Krishna and Ramsey, and further in view of Savarda and Wu et al.

(U.S. Patent No. 7,493,659).

Arguments
Fundamental differences between the cvited references and the various pending
claims include that the cited references do not teach or suggest “the cryptographic core ...
receiving...packets from the switching system via the packet engine,” as recited in claim
30. Applicant discusses this limitation and claim 30 in particular, but the arguments
apply to all pending claims, whereas similar limitations exist in all currently pending

claims.
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1. Narad et al. does not teach or suggest “a cryptographic core ...
receiving,..packets from the switching system via the packet engine”

Applicant respectfully traverses the rejections the claims at least because the cited
references do not disclose “the cryptographic core ... receiving...packets from the
switching system via the packet engine,” as recited, for example, in claim 30. The
Examiner has cited the “packet engine” as being Classification 106 on Figure 2 of Narad,
the “switching system” as being the Action Code 108 on Figure 2, and the “cryptographic
core” as being crypto 112 (Office Action dated March 9, 2012, p. 3). However, there is
no specific disclosure of “the cryptographic core ... receiving...packets from the

switching system via the packet engine.” That is, there is no transmission of packets

from Action Code 108 (alleged switching system) through Classification 106 (alleged

packet engine) to Crypto 112 (alleged cryptographic core) in Narad. (See Figure 2).

Even further, there appears to be no transmission from Classification 106 (alleged packet
engine) to Crypto 112 (alleged cryptographic core) in Narad. (See col. 8,1.32 —col. 9, 1.
43). As such, there is no disclosure of “the cryptographic core ... receiving...packets
from the switching system via the packet engine.”

Narad et al. does not teach or suggest “communicatingthe outgoing packets to the

switching system via the packet engine. . . wherein the packet engine is interposed

between the switching system and the cryptographic core,” as recited, for example in
p

L

claim 30. The Examiner’s Advisory Action rebuttal says that Classification 106 is
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interposed between Action Code 108 and Crypto 112, (“the packet engine (item 106) is
interposed between the switching system (item 108) and the cryptographic core (112)”)

but does not say the communication of packets goes from item 108 through 106 to 112,

which would be required by the Examiner’s reading of the reference. The Examiner does
not contend this because it is not so: as can be seen from Figure 2, there is no disclosure

of packets flowing from 108 to and through 106 to 112. (See also col. 8, 1. 32 —col. 9, 1.

43).

The Examiner cites that there are “paths fhe packets can take” (Advisory Action
dated August 29, 2012, p. 2) but does not contend this specific required path to be
disclosed, nor is it inherent at least because it is not required or necessary (see
Therasense, Inc. v. Becton, Dickinson & Co., 593 F.3d 1325 at 1332 (Fed. Cir. 2010)).
The Examiner cites a column and a half of text (Advisory Action dated August 29, 2012,
p- 2), however, none of that portion of the reference discloses communication of packets
from 108 through 106 to 112, nor any transmission from 106 to 112, because it is not

disclosed.

2. Narad et al. does not teach or suggest “packets from the switching system via the
packet engine”

As mentioned previously, there appeats to be no transmission from Classification
106 (alleged packet engine) to Crypto 112 (alleged cryptographic core) in Narad. See

also col. 8, 1. 32 — col. 9, 1. 43). The portion cited by the Examiner does not show any

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
068




Opening Appeal Brief
Application No. 12/697,112
Page 8 of 16 :

transmission of packets from Classification 106 to Cryto 112. As such, there is no
disclosure of “packets from the switching system via the packet engine,” as recited, for
example, in claim 30.

At least for these reasons, Applicant submits that the pending claims are
patentable. In view of the present remarks, the currently pending claims are believed to
be in condition for allowance, and an early and favorable action to that effect is

respectfully requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2551-0109.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above, for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not _authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.
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CLAIMS APPENDIX

CLAIMS

The claims are as follows:

1-29. (Canceled)

30. (Previously Presented) A security processor to process incoming packets and
outgoing packets, the security processor comprising:

a switching system to send the outgoing packets and receive the incoming packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the switching
system and the outgoing packets sent by the packet engine to the switching system;

a cryptographic core, coupled to the packet engine and receiving the incoming
packets from the switching system via the packet engine and communicating the outgoing
packets to the switching system via the packet engine, to provide encryption and
decryption processing for packets received from and sent to the packet engine, wherein
the packet engine is interposed between the switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and the
packet engine and responéive to at least one packet matching a signature stored in the

signature database.

31. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to handle security context management processing for the incoming

and outgoing packets.

32. (Previously Presented) The security processor of claim 30 further comprising:
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a local data bus coupled to the switching system; and

a modulo engine coupled to the local data bus.

33. (Previously Presented) The security processor of claim 30 wherein the packet engine
is one of a plurality of packet engines and substantially all of the incoming and outgoing

packets to the security processor transit one of the plurality of packet engines.

34. (Previously Presented) The security processor of claim 33 wherein the

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit a corresponding one of the plurality of cryptographic cores

after transiting one of the plurality of packet engines.

35. (Previously Presented) The security processor of claim 32 wherein the packet

engine, the cryptographic core, and the modulo engine are formed on a single chip.

36. (Previously Presented) The security processor of claim 35 further comprising a
control processor, coupled to the local data bus, for exception handling of the incoming

and outgoing packets.

37. (Previously Presented) The security processor of claim 35 further comprising a key

management engine coupled to the local data bus.

38. (Previously Presented) The security processor of claim 35 wherein the security
processor handles substantially all security processing for the incoming and outgoing

packets.
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39. (Previously Presented) The security processor of claim 38 wherein the security
processor further handles substantially all network processing for the incoming and

outgoing packets.

40. (Previously Presented) A security processing system comprising:
(a) a security processor comprising:

a switching system to send outgoing packets and to receive incoming
packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the
switching system and the outgoing packets sent by the packet engine to the
switching system,;

a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received from
and sent to the packet engine, wherein the packet engine is interposed between the
switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and
the packet engine and responsive to at least one packet matching a signature stored
in the signature database; and

a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.

41. (Previously Presented) The security processing system of claim 40 further

comprising a modulo engine coupled to the local data bus.
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42. (Previously Presented) The security processing system of claim 41 further

comprising a key management engine coupled to the local data bus.

43. (Previously Presented) The security processing system of claim 40 wherein the

memory and the security processor are within the same cryptographic boundary.

44, (Previously Presented) The security processing system of claim 40 wherein the

security processor is formed on a single chip.

45. (Previously Presented) The security processing system of claim 40 further
comprising:

a memory interface coupled to the local data bus, wherein the memory is coupled
to the local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory.

46. (Previously Presented) The security processing system of claim 45 wherein the

translator performs steganographic translation of the received data.

47. (Previously Presented) The security processing system of claim 45 wherein the

translator performs encryption translation of the received data.

48. (Previously Presented) The security processing system of claim 40 wherein the
security processor is operable to (i) execute boot code to load firmware for execution by

the security processor and
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(ii) authenticate the boot code using a mechanism internal to the security processor prior

to operation of the security processor.

49. (Previously Presented) A security processor to connect a trusted network to an un-
trusted network for data packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the
second interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system to handle
classification processing for incoming packets received by the plurality of packet engines
from the switching system and outgoing packets sent by the plurality of packet engines to
the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet
engines to communicate with the switching system via the plurality of packet engines and
to provide encryption and decryption processing for packets received from and sent to the
plurality of packet engines, wherein the plurality of packet engines are interposed
between the switching system and the plurality of cryptographic cores;

a signature database;

~ anintrusion detection system coupled between the plurality of cryptographic cores
and the plurality of packets engine and responsive to at least one packet matching a
signature stored in the signature database and

a control processor, coupled to the local data bus, to control data packet flow

within the security processor.
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50. (Previously Presented) The security processor of claim 49 wherein the security
processor is operable to act as a firewall to deny or accept a data packet and to implement
a secure communication

channel with another computing device in the untrusted network.

51. (Previously Presented) The security processor of claim 50 wherein the security
processor implements data packet security and authentication functions to support the

secure communication channel.

52. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to add at least one of an IP header or a MAC address to the outgoing
packets.

53. (Previously Presented) The security processor of claim 30 wherein the packet engine

is further operable to remove an IP header from the incoming packets.

54. (Previously Presented) The security processor of claim 30, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.

55. (Previously Presented) The security processing system of claim 40, wherein the at
least one packet matching the signature stored in the signature database comprises a plain

text packet.

56. (Previously Presented) The security processor of claim 49, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.
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Application No. Applicant(s)
Advisory Action 12/697,112 DAVIS ET AL.
Before the Filing of an Appeal Brief Examiner Art Unit
FATOUMATA TRAORE 2436

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 09 August 2012 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED
1. ] The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file
one of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) |z The period for reply expires 5 months from the mailing date of the final rejection.
b) |:| The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later.
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) D A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection. The current period for reply expires months from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANT'’S EIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).
Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate
extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The
appropriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally
set in the final Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the
mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. [] The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the
Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of
Appeal has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).
AMENDMENTS

3. |:| The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because

a) |:| They raise new issues that would require further consideration and/or search (see NOTE below);

b) |:| They raise the issue of new matter (see NOTE below);

c) O They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or

d) O They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41.33(a)).

4. |:| The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. |:| Applicant’s reply has overcome the following rejection(s):

6. |:| Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-
allowable claim(s).

7.4 For purposes of appeal, the proposed amendment(s): (a) [J will not be entered, or (b) X will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.

AFFIDAVIT OR OTHER EVIDENCE

8. [ The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because
applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier
presented. See 37 CFR 1.116(e).

9. [ The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered
because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good
and sufficient reasons why it is hecessary and was not earlier presented. See 37 CFR 41.33(d)(1).

10. [ The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

11. [ The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

See Continuation Sheet.

12. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s).

13. [ Other: .

STATUS OF CLAIMS

14. The status of the claim(s) is (or will be) as follows:

Claim(s) allowed:
Claim(s) objected to:
Claim(s) rejected: 30-56.
Claim(s) withdrawn from consideration:

/Philip.J Chea/ . . /[Fatoumata Traore/

Supervisory Patent Examiner, Art Unit 2436 Examiner, Art Unit 2436
U.S. Patent and Trademark Office . . - . FX-1 3
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Continuation Sheet (PTOL-303) Application No. 12/697,112

Continuation of 11. does NOT place the application in condition for allowance because: Applicant' arguments with respect to "Applicants
respectfully traverse the rejections the claims at least because the cited references do not disclose "the cryptographic core ...
receiving...packets from the switching system via the packet engine" is not persuasive because: Narad et al teaches in Fig. 2, the packet
engine (item 106) is interposed between the switching system (item 108) and the cryptographic core (item 112). Narad et al further teaches
col.7, lines 65 to col. 9, line 25, the policy processor (PP) performing switching/routing functions as to forward the packet to the
appropriate/proper destination, for example Narad et al teaches "From the PP, there are many paths the packet can take, depending on
what the application(s) running on the PP decide is the proper disposition of that packet. It can be transmitted, sent to Crypto, delayed in
memory, passed through a Classification Engine again for further processing, or copied from the PE's memory over the PCI bus to the
host's memory or to a peer device's memory, using the DMA engine. The PP may also gather statistics on that packet into records in a
hash table or in general memory. A pointer to the buffer containing both the packet and data structures describing that packet is passed
around among the various modules. The PP may choose to drop a packet, to modify the contents of the packet, or to forward the packet to
the AP or to a different network segment over the PCI Bus (e.g. for routing)..
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT Application of: Confirmation No.: 1325
DAVIS, John M. Attorney Docket: 2551-0109
Appl. SN.:  12/697,112 Group Art Unit: 2436
Filing Date:  01/29/2010 Examiner: TRAORE, Fatoumata
Title: SYSTEM AND METHOD FOR A SECURE  Date: August 9, 2012
I/0 INTERFACE
RESPONSE AFTER FINAL

Hon. Commissioner of Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

In response to the Office Action dated March 9, 2012, Applicants request a two-month
extension of time to be charged to the deposit account listed below. Please amend the above-
identified application as follows:

Claims are reflected in the listing of claims which begins on page 2 of this paper.

Remarks/Arguments begin on page 9 of this paper.
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Application Number Application/Control No. Qpplicar]t(st)_/Patent under
INURRRI0R | =
Document Code - DISQ Internal Document — DO NOT MAIL
TERMINAL
DISCLAIMER X] APPROVED [] DISAPPROVED

This patent is subject
Date Filed : 8/9/12 to a Terminal
Disclaimer

Approved/Disapproved by:

Lawana Hixon

U.S. Patent and Trademark Office
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT Application of: Confirmation No.: 1325
DAVIS, John M. Attorney Docket: 2551-0109
Appl. SN.:  12/697,112 Group Art Unit: 2436
Filing Date:  01/29/2010 Examiner: TRAORE, Fatoumata
Title: SYSTEM AND METHOD FOR A SECURE  Date: August 9, 2012
I/0 INTERFACE
RESPONSE AFTER FINAL

Hon. Commissioner of Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

In response to the Office Action dated March 9, 2012, Applicants request a two-month
extension of time to be charged to the deposit account listed below. Please amend the above-
identified application as follows:

Claims are reflected in the listing of claims which begins on page 2 of this paper.

Remarks/Arguments begin on page 9 of this paper.
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Application of: DAVIS, John M.
Serial No.: 12/697,112
Filed: 01/29/2010

CLAIMS

The claims are as follows:

1-29. (Canceled)

30. (Previously Presented) A security processor to process incoming packets and
outgoing packets, the security processor comprising;:

a switching system to send the outgoing packets and receive the incoming packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the switching
system and the outgoing packets sent by the packet engine to the switching system;

a cryptographic core, coupled to the packet engine and receiving the incoming
packets from the switching system via the packet engine and communicating the outgoing
packets to the switching system via the packet engine, to provide encryption and
decryption processing for packets received from and sent to the packet engine, wherein
the packet engine is interposed between the switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and the
packet engine and responsive to at least one packet matching a signature stored in the

signature database.

31. (Previously Presented) The security processor of claim 30 wherein the packet engine
1s further operable to handle security context management processing for the incoming

and outgoing packets.

32. (Previously Presented) The security processor of claim 30 further comprising:

a local data bus coupled to the switching system; and
2
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a modulo engine coupled to the local data bus.

33. (Previously Presented) The security processor of claim 30 wherein the packet engine
1s one of a plurality of packet engines and substantially all of the incoming and outgoing

packets to the security processor transit one of the plurality of packet engines.

34. (Previously Presented) The security processor of claim 33 wherein the

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit a corresponding one of the plurality of cryptographic cores

after transiting one of the plurality of packet engines.

35. (Previously Presented) The security processor of claim 32 wherein the packet

engine, the cryptographic core, and the modulo engine are formed on a single chip.

36. (Previously Presented) The security processor of claim 35 further comprising a
control processor, coupled to the local data bus, for exception handling of the incoming

and outgoing packets.

37. (Previously Presented) The security processor of claim 35 further comprising a key

management engine coupled to the local data bus.

38. (Previously Presented) The security processor of claim 35 wherein the security
processor handles substantially all security processing for the incoming and outgoing

packets.
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39. (Previously Presented) The security processor of claim 38 wherein the security
processor further handles substantially all network processing for the incoming and

outgoing packets.

40. (Previously Presented) A security processing system comprising:
(a) a security processor comprising:

a switching system to send outgoing packets and to receive incoming
packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the
switching system and the outgoing packets sent by the packet engine to the
switching system;

a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received from
and sent to the packet engine, wherein the packet engine is interposed between the
switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and
the packet engine and responsive to at least one packet matching a signature stored
in the signature database; and

a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.
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41. (Previously Presented) The security processing system of claim 40 further

comprising a modulo engine coupled to the local data bus.

42. (Previously Presented) The security processing system of claim 41 further

comprising a key management engine coupled to the local data bus.

43. (Previously Presented) The security processing system of claim 40 wherein the

memory and the security processor are within the same cryptographic boundary.

44, (Previously Presented) The security processing system of claim 40 wherein the

security processor is formed on a single chip.

45. (Previously Presented) The security processing system of claim 40 further
comprising:

a memory interface coupled to the local data bus, wherein the memory is coupled
to the local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory.

46. (Previously Presented) The security processing system of claim 45 wherein the

translator performs steganographic translation of the received data.

47. (Previously Presented) The security processing system of claim 45 wherein the

translator performs encryption translation of the received data.
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48. (Previously Presented) The security processing system of claim 40 wherein the
security processor is operable to (i) execute boot code to load firmware for execution by
the security processor and

(i1) authenticate the boot code using a mechanism internal to the security processor prior

to operation of the security processor.

49. (Previously Presented) A security processor to connect a trusted network to an un-
trusted network for data packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the
second interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system to handle
classification processing for incoming packets received by the plurality of packet engines
from the switching system and outgoing packets sent by the plurality of packet engines to
the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet
engines to communicate with the switching system via the plurality of packet engines and
to provide encryption and decryption processing for packets received from and sent to the
plurality of packet engines, wherein the plurality of packet engines are interposed
between the switching system and the plurality of cryptographic cores;

a signature database;

an intrusion detection system coupled between the plurality of cryptographic cores
and the plurality of packets engine and responsive to at least one packet matching a
signature stored in the signature database and

6
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a control processor, coupled to the local data bus, to control data packet flow

within the security processor.

50. (Previously Presented) The security processor of claim 49 wherein the security
processor is operable to act as a firewall to deny or accept a data packet and to implement
a secure communication

channel with another computing device in the untrusted network.

51. (Previously Presented) The security processor of claim 50 wherein the security
processor implements data packet security and authentication functions to support the

secure communication channel.

52. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to add at least one of an IP header or a MAC address to the outgoing
packets.

53. (Previously Presented) The security processor of claim 30 wherein the packet engine

is further operable to remove an IP header from the incoming packets.

54. (Previously Presented) The security processor of claim 30, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.

55. (Previously Presented) The security processing system of claim 40, wherein the at
least one packet matching the signature stored in the signature database comprises a plain

text packet.
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56. (Previously Presented) The security processor of claim 49, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.
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REMARKS

Favorable reconsideration of this application, in light of the following discussions,
is respectfully requested.

Claims 30-56 are pending, and no claims have been amended. In the outstanding
Office Action dated March 9, 2012, claims 30-56 were rejected on the grounds of
nonstatutory obviousness-type double patenting as being unpatentable over claims 1-22
of U.S. Patent No. 7,685,436.

The Examiner also rejected claims 30-35, 37-44, and 49-53 under 35 U.S.C. §
103(a) as unpatentable over Narad et al. (U.S. Patent No. 6,157,955) in view of Krishna
et al (U.S. Publication No. 2003/0014627) in further view of Ramsey et al. (U.S. Patent
No. 7,331,061). The Examiner also rejected claims 36, 45, and 47 under 35
U.S.C.§103(a) as being unpatentable over Narad in view of Krishna in further view of
Ramsey and Savarda et al (U.S. Publication No. 2003/0196081). The Examiner also
rejected claim 46 under 35 U.S.C. §103(a) as being unpatentable over Narad in view of
Krishna and Ramsey, and further in view of Savarda and Carr et al. (U.S. Patent No.
6,788,800). The Examiner also rejected claim 48 under 35 U.S.C. §103(a) as being
unpatentable over Narad in view of Krishna in further view of Ramsey, and Girard (U.S.
Publication No. 2003/0084342). The Examiner also rejected claims 54-56 under 35
U.S.C. §103(a) as being unpatentable over Narad in view of Krishna and Ramsey, and
further in view of Savarda and Wu et al. (U.S. Patent No. 7,493,659).

Applicants have submitted a Terminal Disclaimer to obviate the double patenting
rejection.

Applicants respectfully traverse the rejections the claims at least because the cited

references do not disclose “the cryptographic core ... receiving...packets from the

9
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switching system via the packet engine.” The Examiner has cited the “packet engine” as
being Classification 106 on figure 2 of Narad, the “switching system” as being the
Action Code 108 on Figure 2, and the “cryptographic core” as being crypto 112 (Office
Action p. 3). However, there is no specific disclosure of “the cryptographic core ...
receiving...packets from the switching system via the packet engine.” That is, there is no
transmission of packets from Action Code 108 (alleged switching system) through
Classification 106 (alleged packet engine) to Crypto 112 (alleged cryptographic core) in
Narad. Even further, there appears to be no transmission from Classification 106
(alleged packet engine) to Crypto 112 (alleged cryptographic core) in Narad. (See Col.
8,1.32 —col. 9, 1. 43). As such, there is no disclosure of “the cryptographic core ...
receiving...packets from the switching system via the packet engine.”

Consequently, in view of the present amendment and in light of the above
discussions, the outstanding grounds for rejection are believed to have been overcome
and the pending claims are in condition for allowance. An early and favorable action to

that effect is respectfully requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2551-0109.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing or
insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or hereafter relative to
this application and the resulting Official Document under Rule 20, or credit any overpayment, to our Accounting/
Order Nos. shown above, for which purpose a duplicate copy of this sheet is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless an
issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

4 2 6 2 4 By: /Kimani Clark /

Kimani Clark
Registration No.: 45,969
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Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT Application of: Confirmation No.: 1325
DAVIS, John M. Attorney Docket: 2551-0109
Appl. SN.:  12/697,112 Group Art Unit: 2436
Filing Date:  January 29, 2010 Examiner: TRAORE, Fatoumata
Title: SYSTEM AND METHOD FOR A SECURE  Date: August 9, 2012
I/O INTERFACE
TERMINAL DISCLAIMER
(By Attorney)

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
The Owner, EXELIS INC., of 100 percent interest in the instant application hereby

disclaims the terminal part of the statutory term of any patent granted on the instant application
which would extend beyond the expiration date of the full statutory term of reference patent
No. 7,685,436 as the term of said prior patent is defined in 35 U.S.C. 154 and 173, and as the
term of said reference patent is presently shortened by any terminal disclaimer. The owner
hereby agrees that any patent so granted on the instant application shall be enforceable only for
and during such period that it and the reference patent are commonly owned. This agreement
runs with any patent granted on the instant application and is binding upon the grantee, its

SUCCCSSOrs or assigns.

The undersigned petitioner, an attorney of record, is hereby acting for the Owner.

Atty. Sig.:  /Kimani Clark /

Name: Kimani Clark
Date: August 9, 2012
X Terminal disclaimer fee under 37 CFR 1.20(d) is enclosed.

*Attorney and client: Please note on that other file and also this application file not to assign either separately in
view of this disclaimer.
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DETAILED ACTION
1. This is in response to amendments filed 12/12/2011. Claims 1-29 have been cancelled.
Claims 30-56 are pending and have been considered below.
Priority
2. This application is a continuation of and claim priority to US patent application

10/903.785 filed 07/30/2004 now U.S. Patent No. 7,685,436 and claiming Priority from

Provisional Application 60507976 filed 10/02/2003.
Oath/Declaration
3. The oath filed on 01/29/2010 complies with all the requirements set forth in MPEP 602

and therefore is accepted.

Drawings

4. The drawings filed on 01/29/2010 are accepted.

Specification
5. The specification filed on 01/29/2010 is accepted.

Response to Arguments

6. Applicant's arguments filed 12/12/2011 have been fully considered but they are not
persuasive. Applicant arguments see remarks page with respect to “Narad et al. does not teach or
suggest "communicating the outgoing packets to the switching system via the packet engine..,
wherein the packet engine is interposed between the switching system and the cryptographic
core," as recited, for example in claim 30. In Narad et al., the cited Classification Engine (CE)

106 is not interposed between the Crypto 112 and whatever the Examiner appears to consider the
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switching system. (See Figure 2). Also, it is not clear what the Examiner specifically considers to

be the switching system” is not persuasive because :

7.

Narad et al teaches in Fig. 2, the packet engine (item 106) is interposed between the
switching system (item 108) and the cryptographic core (item 112). Narad et al further
teaches col.7, lines 65 to col. 9, line 25, the policy processor (PP) performing
switching/routing functions as to forward the packet to the appropriate/proper destination,
for example Narad et al teaches “From the PP, there are many paths the packet can take,
depending on what the application(s) running on the PP decide is the proper disposition
of that packet. It can be transmitted, sent to Crypto, delayed in memory, passed through a
Classification Engine again for further processing, or copied from the PE's memory over
the PCI bus to the host's memory or to a peer device's memory, using the DMA engine.
The PP may also gather statistics on that packet into records in a hash table or in general
memory. A pointer to the buffer containing both the packet and data structures describing
that packet is passed around among the various modules. The PP may choose to drop a
packet, to modify the contents of the packet, or to forward the packet to the AP orto a
different network segment over the PCI Bus (e.g. for routing.)

Applicant with respect to double patenting rejecting have been considered, the examiner

acknowledged the filing of the terminal Disclaimer (TD), however the examiner that the TD has

not been approved. Applicant is required to refile a new TD to comply with all the requirements

set forth in 35 USC 154 and 173.
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Double Patenting
8. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent possible
harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection
is appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may
be used to overcome an actual or provisional rejection based on a nonstatutory double patenting
ground provided the conflicting application or patent either is shown to be commonly owned
with this application, or claims an invention made as a result of activities undertaken within the
scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).
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0. Claims30-56 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1- 22 of U.S. Patent No. 7,685,436. Although the

conflicting claims are not identical, they are not patentably distinct from each other because

claims 1-22 of US patent No. 7,685,436 contain every element of claims 30-56 of the present

application. A comparison of the claims languages has been provided below for applicant

review.

US 7,685,236

US 12/697,112

1. A security processor to process incoming
packets and outgoing packets,

the security processor comprising:

a switching system to send the outgoing
packets and receive the incoming packets;

a packet engine, coupled to the switching
system, to handle classification processing for
the incoming packets received by the packet
engine from the switching system and the
outgoing packets sent by the packet engine to
the switching system, wherein the packet
engine is one of a plurality of packet engines
and substantially all of the

incoming packets and outgoing packets to the

30. A security processor to process incoming
packets and outgoing packets, the security

processor comprising:

a switching system to send the outgoing

packets and receive the incoming packets;

a packet engine, coupled to the switching
system, to handle classification processing for
the incoming packets received by the packet
engine from the switching system and the
outgoing packets sent by the packet engine to

the switching system;
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security processor transit one of

the plurality of packet engines, and wherein
the incoming packets and outgoing

packets are provided with a tag upon ingress
to one of the plurality of packet

engines and the tag determines an egress path
within the security processor

upon exit from a corresponding cryptographic
core;

a cryptographic core, coupled to the packet
engine and receiving the incoming packets
from the switching system via the packet
engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and

decryption processing for packets received
from and sent to the packet engine,

wherein the packet engine is interposed
between the switching system and the
cryptographic core;

a signature database; and

an intrusion detection system coupled

a cryptographic core, coupled to the packet
engine and receiving the incoming packets
from the switching system via the packet
engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and decryption
processing for packets received from and sent
to the packet engine, wherein the packet engine
is interposed between the switching system and

the cryptographic core;
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between the cryptographic core and the packet
engine and responsive to at least one packet
matching a signature stored in the signature

database.

2. The security processor of claim 1
wherein the packet engine is further
operable to handle security context
management processing for the incoming and

outgoing packets.

3. The security processor of claim 1 further
comprising: a local data bus
coupled to the switching system; and a
modulo engine coupled to the local data

bus.

a signature database; and

an intrusion detection system coupled between
the cryptographic core and the packet engine
and responsive to at least one packet matching

a signature stored in the signature database.

31. The security processor of claim 30 wherein
the packet engine is further operable to handle
security context management processing for

the incoming and outgoing packets.

32. The security processor of claim 30 further
comprising: a local data bus coupled to the
switching system; and a modulo engine

coupled to the local data bus.

33. The security processor of claim 30 wherein
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4. The security processor of claim 3 wherein
the packet engine, the cryptographic core, and
the modulo engine are formed on a single

chip.

5. The security processor of claim 4 further
comprising a control processor, coupled to the
local data bus, for exception handling of the
incoming and outgoing packets.

6. The security processor of claim 4 further
comprising a key management engine coupled

to the local data bus.

the packet engine is one of a plurality of packet
engines and substantially all of the incoming
and outgoing packets to the security processor

transit one of the plurality of packet engines.

34. The security processor of claim 33 wherein
the cryptographic core is one of a plurality of
cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all
of the incoming and outgoing packets to the
security processor transit a corresponding one
of the plurality of cryptographic cores after
transiting one of the plurality of packet

engines.

35. The security processor of claim 32 wherein
the packet engine, the cryptographic core, and

the modulo engine are formed on a single chip.

36. The security processor of claim 35 further
comprising a control processor, coupled to the
local data bus, for exception handling of the

incoming and outgoing packets.
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7. The security processor of claim 4
wherein the security processor
handles substantially all security processing
for the incoming and outgoing

packets.

8. The security processor of claim 7
wherein the security processor
further handles substantially all network
processing for the incoming and

outgoing packets.

9. The security processor of claim 1
wherein the cryptographic core is one
of a plurality of cryptographic cores coupled
one-to-one to the plurality of
packet engines and substantially all of the
incoming and outgoing packets to
the security processor transit a corresponding
one of the plurality of

cryptographic cores after transiting one of the

37. The security processor of claim 35 further
comprising a key management engine coupled

to the local data bus.

38. The security processor of claim 35 wherein
the security processor handles substantially all
security processing for the incoming and

outgoing packets.

39. The security processor of claim 38 wherein
the security processor further handles
substantially all network processing for the

incoming and outgoing packets.

40. A security processing system comprising:
(a) a security processor comprising: a
switching system to send outgoing packets and
to receive incoming packets; a packet engine,
coupled to the switching system, to handle
classification processing for the incoming
packets received by the packet engine from the
switching system and the outgoing packets sent

by the packet engine to the switching system; a
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plurality of packet engines.

10. The security processor of claim 1
wherein the packet engine is further
operable to add at least one of an IP header or
a MAC address to the outgoing

packets.

11. The security processor of claim 1
wherein the packet engine is further
operable to remove an IP header from the

incoming packets.

12. The security processor of claim 1,
wherein the at least one packet
matching the signature stored in the signature
database comprises a plain text

packet.

13. A security processing system
comprising: (a) a security processor

comprising: a switching system to send

cryptographic core, coupled to the packet
engine and receiving the incoming packets
from the switching system via the packet
engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and decryption
processing for packets received from and sent
to the packet engine, wherein the packet engine
is interposed between the switching system and
the cryptographic core; a signature database;
and an intrusion detection system coupled
between the cryptographic core and the packet
engine and responsive to at least one packet
matching a signature stored in the signature
database; and a local data bus coupled to the
switching system; and (b) a memory coupled to

the local data bus.

41. The security processing system of claim 40
further comprising a modulo engine coupled to

the local data bus.

42. The security processing system of claim 41
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outgoing packets and to receive incoming
packets; a packet engine, coupled to the
switching system, to handle

classification processing for the incoming
packets received by the packet

engine from the switching system and the
outgoing packets sent by the packet

engine to the switching system, wherein the
packet engine is one of a plurality

of packet engines and substantially all of the
incoming packets and outgoing

packets to the security processor transit one of
the plurality of packet

engines, and wherein the incoming and
outgoing packets are provided with a tag
upon ingress to one of the plurality of packet
engines and the tag determines

an egress path within the security processor
upon exit from a corresponding
cryptographic core; a cryptographic core,
coupled to the packet engine and

receiving the incoming packets from the

further comprising a key management engine

coupled to the local data bus.

43. The security processing system of claim 40
wherein the memory and the security processor

are within the same cryptographic boundary.

44. The security processing system of claim 40
wherein the security processor is formed on a

single chip.

45. The security processing system of claim 40
further comprising: a memory interface
coupled to the local data bus, wherein the
memory is coupled to the local data bus using
the memory interface; and a translator coupled
to the memory interface to perform translation
of data received by the memory interface from

the memory.

46. The security processing system of claim 45
wherein the translator performs steganographic

translation of the received data.
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switching system via the packet engine

and communicating the outgoing packets to
the switching system via the packet

engine, to provide encryption and decryption
processing for packets received

from and sent to the packet engine, wherein
the packet engine is interposed

between the switching system and the
cryptographic core; a signature database;
and an intrusion detection system coupled
between the cryptographic core and

the packet engine and responsive to at least
one packet matching a signature

stored in the signature database; and a local
data bus coupled to the

switching system; and (b) a memory coupled

to the local data bus.

14. The security processing system of
claim 13 further comprising a modulo

engine coupled to the local data bus.

47. The security processing system of claim 45
wherein the translator performs encryption

translation of the received data.

48. The security processing system of claim 40
wherein the security processor is operable to (i)
execute boot code to load firmware for
execution by the security processor and (ii)
authenticate the boot code using a mechanism
internal to the security processor prior to

operation of the security processor.

49. A security processor to connect a trusted
network to an un-trusted network for data
packet communication, the security processor
comprising: a first interface to couple to the
trusted network and to the un-trusted network;
a second interface to couple to a host
processor; a switching system operable to
selectively couple to the first interface or the
second interface; a local data bus, coupled to
the switching system; a plurality of packet

engines coupled to the switching system to
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15. The security processing system of
claim 14 further comprising a key
management engine coupled to the local data

bus.

16. The security processing system of
claim 13 wherein the memory and the
security processor are within the same

cryptographic boundary.

17. The security processing system of
claim 13 wherein the security

processor is formed on a single chip.

18. The security processing system of
claim 13 further comprising: a
memory interface coupled to the local data
bus, wherein the memory is coupled
to the local data bus using the memory
interface; and a translator coupled to
the memory interface to perform translation of

data received by the memory

handle classification processing for incoming
packets received by the plurality of packet
engines from the switching system and
outgoing packets sent by the plurality of packet
engines to the switching system; a plurality of
cryptographic cores each coupled to one of the
plurality of packet engines to communicate
with the switching system via the plurality of
packet engines and to provide encryption and
decryption processing for packets received
from and sent to the plurality of packet
engines, wherein the plurality of packet
engines are interposed between the switching
system and the plurality of cryptographic
cores; a signature database; an intrusion
detection system coupled between the plurality
of cryptographic cores and the plurality of
packets engine and responsive to at least one
packet matching a signature stored in the
signature database and a control processor,

coupled to the local data bus, to control data
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interface from the memory.

19. The security processing system of
claim 18 wherein the translator
performs steganographic translation of the

received data.

20. The security processing system of
claim 18 wherein the translator
performs encryption translation of the

received data.

21. The security processing system of
claim 13 wherein the security
processor is operable to (i) execute boot code
to load firmware for execution
by the security processor and (ii) authenticate
the boot code using a mechanism
internal to the security processor prior to
operation of the security

processor.

packet flow within the security processor.

50. The security processor of claim 49 wherein
the security processor is operable to act as a
firewall to deny or accept a data packet and to
implement a secure communication channel
with another computing device in the untrusted

network.

51. The security processor of claim 50 wherein
the security processor implements data packet
security and authentication functions to support

the secure communication channel.

52. The security processor of claim 30 wherein
the packet engine is further operable to add at
least one of an IP header or a MAC address to

the outgoing packets.

53. The security processor of claim 30 wherein
the packet engine is further operable to remove

an IP header from the incoming packets.

54. The security processor of claim 30,
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22. The security processing system of
claim 13, wherein the at least one
packet matching the signature stored in the
signature database comprises a

plain text packet.

wherein the at least one packet matching the
signature stored in the signature database

comprises a plain text packet.

55. The security processing system of claim
40, wherein the at least one packet matching
the signature stored in the signature database

comprises a plain text packet.

56. The security processor of claim 49,
wherein the at least one packet matching the
signature stored in the signature database

comprises a plain text packet.

Claim Rejections - 35 USC § 103

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the

manner in which the invention was made.
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11. Claims 30-35, 37-44 and 49-53 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Narad et al US 6,157,955 A1 in view of Krishna et al US 2003/0014627 A1 in further view

of Ramsey et al US 7,331,061 B1

Claims 30, 40 and 49: Narad et al teaches A security processor to connect a trusted
network to an un-trusted network for data packet communication, the security processor

comprising:

L. a plurality of packet engines coupled to the switching system to handle
classification processing for incoming packets received by the plurality of packet
engines from the switching system and outgoing packets sent by the plurality of
packet engines to the switching system (col. 6 :line55 to col.7 :line, col.7 :lines
63-67 to col.8 :lines 30-65, Fig. 2-4; Each Ethernet MAC receives packets into
buffers addressed by buffer points obtained from a producer-consumer ring
and then passes the buffer to a Classification Engine for processing. There
are four Classification Engines 208, 212, 238, and 242 which are
microprogrammed processors optimized for the predicate analysis associated
with packet filtering);

il. a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received

from and sent to the packet engine, wherein the packet engine is interposed
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between the switching system and the cryptographic core (alternatively the
action code 108 may choose to send the packet to the attached cryptographic
processor (Crypto) 246 for encryption, decryption compression,
decompression, security key management, parsing of IPSEC headers, or
other associated functions) (column 8, line 67 to column 9, line 25);;

iii. a signature database(col.14 :lines 20-67, hash table);

iv. a memory coupled to the local data bus(col. 7: lines 15-20, A large
parity-protected synchronous DRAM (SDRAM) buffer memory is provided,
along with a PCI interface that is used for communication with the host (AP)
and potentially for peer-to-peer communication among Policy Engines, e.g.

for applications which route and switch).

Narad et al fails to teach first interface, a second interface, a plurality of cryptographic
cores nor an intrusion detection system coupled between the plurality of cryptographic
cores and the plurality of packets engine and responsive to at least one packet matching a

signature stored in the signature database and

Krishna et al teaches similar concept, which further teaches :
a plurality of cryptographic core(paragraph [0039], Fig.2 item 214, packet are
distributed to a plurality of cryptographic engine with corresponding
security associations).

Therefore, it would have been obvious for one ordinary skill in the art at the time of the

invention to modify the teaching of Narad et al with the addition feature of Krishna et al

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
127



Application/Control Number: 12/697,112 Page 18
Art Unit: 2436

in order to provide an architecture for a cryptography accelerator chip that allows
significant performance improvements over previous prior art designs, as suggested by
Krishna et al (paragraph [0010]).

The combined disclosure fails to teach, first interface, a second interface, an intrusion
detection system coupled between the plurality of cryptographic cores and the plurality of
packets engine and responsive to at least one packet matching a signature stored in the
signature database.

Ramsey et al teaches similar concept, which further teaches:

v. a first interface to couple to the trusted network and to the un-trusted
network(Fig.3, items 265, 270, col. 12:lines 11-13, The firewall 225 can limit
access between an external or unsecured network 265 and a secured network
270 in order to prevent intrusion);

vi. a second interface to couple to a host processor (Fig. 3, item 260);

vii.  aswitching system operable to selectively couple to the first interface or
the second interface (Figs. 3, item 215);

viii.  alocal data bus, coupled to the switching system(Figs. 3, item 230);

ix. a control processor, coupled to the local data bus, to control data packet
flow within the security processor(Figs. 3. item 260, The integrated firewall

and IDS system 215 can be connected to a controller 260);

an intrusion detection system coupled between the plurality of cryptographic

cores and the plurality of packets engine and responsive to at least one packet
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matching a signature stored in the signature database (col.15 :lines 5-30, col.18
:lines 25-40, Fig. 4, items 425-435, Fig. 5, items 538-542, the IDS can employ
one or more signatures to determine whether a data packet can pass through
the intrusion detection system. The IDS can also reject, accept or deny a
packet based upon the comparison with the one or more signatures.)
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Ramsey et al in order to
provide centralized control of the firewall, the IDS, and the AVS which can increase the
speed at which packets are passed between a secured computer network and an external
network, as suggested by Ramsey et al (col. 3 :lines25-40).
Claim 31: The combination further teaches wherein the packet engine is further operable
to handle security context management processing for the incoming and outgoing packets
(Narad et al, col.6 :lines 40-65).
Claims 32 and 41: The combination further teaches that the security processor comprises:
i. A local data bus coupled to the switching system (Narad et al, col.7, lines
40-50, PCI-to-PCI Bridges 312 controls child PCI bus 332 which provides the
Application Processor 302 with connection to standard 1/0 devices through
local 1/0 314 and optionally to PCI expansion slots 316 into which additional
PCI devices can be connected); and
ii. A modulo engine coupled to the local data bus (Narad et al, Fig. 2., item

110).
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Claim 33: The combination further teaches wherein the packet engine is one of a
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit one of the plurality of packet engines (Narad et al col. 6 :
line 55 to col.7 :line, col.7 :lines 63-67 to col.8 :lines 30-65, Fig. 2-4; There are four
Classification Engines 208, 212, 238, and 242 which are microprogrammed
processors optimized for the predicate analysis associated with packet filtering)
Claim 34: The combination further teaches wherein the cryptographic core is one of a
plurality of cryptographic cores coupled one-to-one to the plurality of packet engines and
substantially all of the incoming and outgoing packets to the security processor transit a
corresponding one of the plurality of cryptographic cores after transiting one of the
plurality of packet engines (Krishna et al, paragraph [0039], Fig.2 item 214, packet
are distributed to a plurality of cryptographic engine with corresponding security
associations).

Claims 35 and 44: The combination further teaches wherein the packet engine, the
cryptographic core, and the modulo engine are formed on a single chip(Narad et al, Fig.
2, items 106, 110 and 112).

Claims 37 and 42: The combination further teaches that the security processor further
comprises a key management engine coupled to the local data bus (Narad et al, column
7, lines 1-5).

Claim 38: The combination further teaches wherein the security processor handles

substantially all security processing for the incoming and outgoing packets((Narad et al,

col. 7, lines 1-5).
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Claim 39: (The combination further teaches wherein the security processor further
handles substantially all network processing for the incoming and outgoing packets
(Narad et al, col.6 :lines 40-65).

Claims 43: The combination further teaches wherein the memory and the security
processor are within the same cryptographic boundary (Narad et al, col.7, lines 30-50
and Fig. 4, PCI-to-PCI Bridges 312 controls child PCI bus 332 which provides the
Application Processor 302 with connection to standard 1/0 devices through local 1I/0
314 and optionally to PCI expansion slots 316 into which additional PCI devices can
be connected).

Claim 50: The combination further teaches wherein the security processor is operable to
act as a firewall to deny or accept a data packet and to implement a secure
communication channel with another computing device in the un-trusted network (Narad
et al, column 13 lines 25-58).

Claim 51: The combination further teaches wherein the security processor implements
data packet security and authentication functions to support the secure communication
channel (Narad et al, column 13, lines 25-58).

Claim 52: The combination further teaches wherein the packet engine is further operable
to add at least one of an IP header or MAC address to the outgoing packets (Narad et al,
column 20, lines 50-67).

Claim 53: The combination further teaches wherein the packet engine is further operable

to remove at least one of an IP header from the incoming packets (Narad et al, column

20, lines 50-67).
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2. Claims 36, 45 and 47 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Narad et al US 6,157,955 Al in view of Krishna et al US 2003/0014627 A1 in further view of
Ramsey et al US 7,331,061 B1 and Savarda et al US 2003/0196081.
Claim 36: The combination fails to teach a control processor coupled to the local data
bus, for exception handling of the incoming and outgoing packets. However, Savarda et
al teaches similar concepts, which further teaches a control processor coupled to the local
data bus, for exception handling of the incoming and outgoing packets (paragraph
[0031], The packet inspection/outbound policy module 108 may be configured with
multiplexing circuitry to integrate the outbound and inbound packet streams into a
single stream for pipeline processing in the packet co-processor 100. In addition, the
packet inspection and or outbound policy module 108 may be further configured to
inspect packet-objects to ensure their integrity) .
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Savarda et al in order to
maintain system integrity, as suggested by Savarda et al .
Claim 45: The combination further discloses:
a memory interface coupled to the local data bus, wherein the memory is coupled
to the local data bus using the memory interface (Narad et al, col. 7: lines 15-20,
A large parity-protected synchronous DRAM (SDRAM) buffer memory is

provided, along with a PCI interface that is used for communication with the
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host (AP) and potentially for peer-to-peer communication among Policy
Engines, e.g. for applications which route and switch));
The combination fails to teach a translator coupled to the memory interface to perform
translation of data received by the memory interface from the memory. However,
Savarda et al discloses a system for processing a packet object using multiple pipelined
processing modules, which further discloses
a translator coupled to the memory interface to perform translation of data
received by the memory interface from the memory (the SAD contains
parameter information about each SA. Such parameters may include the
security protocol algorithms and keys for Authentication Header (AH) or
Encapsulating Security Payload (ESP) security protocols, sequence numbers,
protocol mode, and SA lifetime. For outbound packets, the SPD is consulted
to determine if IPSec processing is required and/or if other processing or
discarding of the packet is to be performed. If IPSec is required, then the
outbound SAD is searched for an existing SA that matches the packet profile)
(paragraphs [0004], [0009], [0024], and [0026]).
Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to include a translator. On would have been motivated to do so
in order to maintain system integrity by not allowing unauthorized access to the system.
Claim 47: The combination further discloses that the translator performs encryption
translation of the received data (Savarda et al, the cryptographic chip may perform

the encryption, decryption, and/or authentication transforms as required. After
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completion of the cryptographic operations, the system processor may further
process the packet to finish any remaining IPSec transforms, paragraphs [0007],
0026] and Fig.6).

Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to encrypt received data. On would have been motivated to do so

in order to maintain system integrity by not allowing unauthorized access to the system.

12. Claim 46 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al US

6,157,955 A1l in view of Krishna et al US 2003/0014627 A1 and of Ramsey et al US 7,331,061

B1 in further view of Savarda et al US 2003/0196081 and Carr et al US 6,788,800.
Claim 46: The combination fails to teach a translator performing steganographic
translation of the received data. However, Carr et al discloses a similar concept, which
further discloses a step of performing steganographic translation of the received data
(col.1 :lines 38-49, it also steganographically embeds security data into product).
Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to modify the combination such as to perform steganographic
translation. On would have been motivated to do so in order to maintain system integrity

by not allowing unauthorized access to the system.

13. Claim 48 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al US
6,157,955 A1l in view of Krishna et al US 2003/0014627 A1 in further view of Ramsey et al US

7,331,061 B1 and Girard (US 2003/0084342 A1.
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Claim 48: The combination fails to teach wherein the security processor is operable to (i)
execute boot code to load firmware for execution by the security processor and (ii)
authenticate the boot code using a mechanism internal to the security processor prior to
operation of the security processor.
Girard teaches similar concepts, which further teaches:
L. execute boot code to load firmware for execution by the security
processor(see paragraphs [0043], [0047], [0053]) and
il. authenticate the boot code using a mechanism internal to the security
processor prior to operation of the security processor (paragraphs [0043], [0047],
[0053], The authentication stack enables boot code that is to be downloaded
from a boot server to be authenticated prior to control being passed to the
operating system of the booting computer system).
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Girard in order to
improve authentication for remote management of a computer system, as suggested by

Girard paragraph [0014].

14. Claims 54-56 are rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al
US 6,157,955 Al in view of Krishna et al US 2003/0014627 A1 in further view of Ramsey et al
US 7,331,061 B1 and Wu et al US 7,493,659.

Claims 54, 55 and 56: The combination fails to teach wherein the at least one packet

matching the signature stored in the signature database comprises a plain text packet.
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Wu et al teaches similar concept, which further teaches wherein the at least one packet
matching the signature stored in the signature database comprises a plain text packet (Wu
et al column 5, lines 43-67).

Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Girard in order to

accurately detect various intrusions hidden in high-speed network traffic, as suggested by

Wau et al col. 2, lines 5-10.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Fatoumata Traore whose telephone number is (571) 270-1685.
The examiner can normally be reached Monday through Thursday from 7:00 a.m. to 4:00 p.m.
and every other Friday from 7:30 a.m. to 3:30 p.m.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nasser G. Moazzami, can be reached on (571) 272 4195. The fax phone number for
Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft or Informal faxes,
which will not be entered in the application, may be submitted directly to the examiner at (571)
270-2685.

Any inquiry of a general nature or relating to the status of this application or proceeding
should be directed to the Group Receptionist whose telephone number is (571) 272-2100.

15. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the mailing
date of this final action.

Friday, March 02, 2012

/Fatoumata Traore/

Examiner, Art Unit 2436

/Nasser Moazzami/

Supervisory Patent Examiner, Art Unit 2436
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re PATENT Application of: Confirmation No.. 1325
DAVIS, John M. Attorney Docket: 2551-0109
Appl. SN.:  12/697,112 Group Art Unit: 2436
Filing Date:  January 29, 2010 Examiner: TRAORE, Fatoumata
Title: SYSTEM AND METHOD FOR A SECURE  Date: December 12, 2011
I/0 INTERFACE
RESPONSE

Hon. Commissioner of Patents
P.O.Box 1450

Alexandria, VA 22313-1450
Sir:

In response to the Office Action dated July 15, 2011, Applicant respectfully
requests a two-month extension of time to be charged to the Deposit Account list below
and also submits the following response.

The pending Claims are reflected in the listing of claims which begins on page 2

of this paper.

Remarks/Arguments begin on page 9 of this paper.
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Application of: DAVIS, John M.
Serial No.:  12/697,112

Filed: January 29, 2010

Reply to Office Action of July 15, 2011

CLAIMS

Please amend the claims as follows:

1-29. (Canceled)

30. (Previously Presented) A security processor to process incoming packets and
outgoing packets, the security processor comprising:

a switching system to send the outgoing packets and receive the incoming packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the switching
system and the outgoing packets sent by the packet engine to the switching system,;

a cryptographic core, coupled to the packet engine and receiving the incoming
packets from the switching system via the packet engine and communicating the outgoing
packets to the switching system via the packet engine, to provide encryption and
decryption processing for packets received from and sent to the packet engine, wherein
the packet engine is interposed between the switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and the
packet engine and responsive to at least one packet matching a signature stored in the

signature database.

31. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to handle security context management processing for the incoming

and outgoing packets.
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32. (Previously Presented) The security processor of claim 30 further comprising:
a local data bus coupled to the switching system; and

a modulo engine coupled to the local data bus.

33. (Previously Presented) The security processor of claim 30 wherein the packet engine
is one of a plurality of packet engines and substantially all of the incoming and outgoing

packets to the security processor transit one of the plurality of packet engines.

34. (Previously Presented) The security processor of claim 33 wherein the

cryptographic core is one of a plurality of cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit a corresponding one of the plurality of cryptographic cores

after transiting one of the plurality of packet engines.

35. (Previously Presented) The security processor of claim 32 wherein the packet

engine, the cryptographic core, and the modulo engine are formed on a single chip.

36. (Previously Presented) The security processor of claim 35 further comprising a
control processor, coupled to the local data bus, for exception handling of the incoming

and outgoing packets.

37. (Previously Presented) The security processor of claim 35 further comprising a key

management engine coupled to the local data bus.
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38. (Previously Presented) The security processor of claim 35 wherein the security
processor handles substantially all security processing for the incoming and outgoing

packets.

39. (Previously Presented) The security processor of claim 38 wherein the security
processor further handles substantially all network processing for the incoming and

outgoing packets.

40. (Previously Presented) A security processing system comprising:
(a) a security processor comprising:

a switching system to send outgoing packets and to receive incoming
packets; |

a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the
switching system and the outgoing packets sent by the packet engine to the
switching system;

a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received from
and sent to the packet engine, wherein the packet engine is interposed between the
switching system and the cryptographic core;

a signature database; and
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an intrusion detection system coupled between the cryptographic core and
the packet engine and responsive to at least one packet matching a signature stored
in the signature database; and

a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.

41. (Previously Presented) The security processing system of claim 40 further

comprising a modulo engine coupled to the local data bus.

42. (Previously Presented) The security processing system of claim 41 further

comprising a key management engine coupled to the local data bus.

43. (Previously Presented) The security processing system of claim 40 wherein the

memory and the security processor are within the same cryptographic boundary.

44. (Previously Presented) The security processing system of claim 40 wherein the

security processor is formed on a single chip.

45. (Previously Presented) The security processing system of claim 40 further
comprising:
a memory interface coupled to the local data bus, wherein the memory is coupled

to the local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory.
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46. (Previously Presented) The security processing system of claim 45 wherein the

translator performs steganographic translation of the received data.

47. (Previously Presented) The security processing system of claim 45 wherein the

translator performs encryption translation of the received data.

48. (Previously Presented) The security processing system of claim 40 wherein the
security processor is operable to (i) execute boot code to load firmware for execution by
the security processor and

(ii) authenticate the boot code using a mechanism internal to the security processor prior

to operation of the security processor.

49. (Previously Presented) A security processor to connect a trusted network to an un-
trusted network for data packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the
second interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system to handle
classification processing for incoming packets received by the plurality of packet engines
from the switching system and outgoing packets sent by the plurality of packet engines to
the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet

engines to communicate with the switching system via the plurality of packet engines and

6
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to provide encryption and decryption processing for packets received from and sent to the
plurality of packet engines, wherein the plurality of packet engines are interposed
between the switching system and the plurality of cryptographic cores;

a signature database;

an intrusion detection system coupled between the plurality of cryptographic cores
and the plurality of packets engine and responsive to at least one packet matching a
signature stored in the signature database and

a control processor, coupled to the local data bus, to control data packet flow

within the security processor.

50. (Previously Presented) The security processor of claim 49 wherein the security
processor is operable to act as a firewall to deny or accept a data packet and to implement
a secure communication

channel with another computing device in the untrusted network.

51. (Previously Presented) The security processor of claim 50 wherein the security
processor implements data packet security and authentication functions to support the

secure communication channel.

52. (Previously Presented) The security processor of claim 30 wherein the packet engine
is further operable to add at least one of an IP header or a MAC address to the outgoing

packets.

53. (Previously Presented) The security processor of claim 30 wherein the packet engine

is further operable to remove an IP header from the incoming packets.

7
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54. (Previously Presented) The security processor of claim 30, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.

55. (Previously Presented) The security processing system of claim 40, wherein the at

least one packet matching the signature stored in the signature database comprises a plain

text packet.

56. (Previously Presented) The security processor of claim 49, wherein the at least one
packet matching the signature stored in the signature database comprises a plain text

packet.
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REMARKS/ARGUMENTS

Favorable reconsideration of this application, in light of the following discussions,
is respectfully requested.

Claims 1-29 have been cancelled, claims 30-56 are pending, and no claims have
been amended. In the outstanding Office Action dated July 15, 2011, claims 30-56 were
rejected on the grounds of nonstatutory obviousness-type double patenting as being
unpatentable over claims 1-22 of U.S. Patent No. 7,685,436. The Examiner also rejected
claims 30-35, 37-44, and 49-53 under 35 U.S.C. § 103(a) as unpatentable over Narad et
al. (U.S. Patent No. 6,157,955) in view of Krishna et al (U.S. Publication No.
2003/0014627) in further view of Ramsey et al. (U.S. Patent No. 7,331,061). The
Examiner also rejected claims 36, 45, and 47 under 35 U.S.C.§103(a) as being
unpatentable over Narad in view of Krishna in further view of Ramsey and Savarda et al
(U.S. Publication No. 2003/0196081). The Examiner also rejected claim 46 under 35
U.S.C. §103(a) as being unpatentable over Narad in view of Krishna and Ramsey, and
further in view of Savarda and Carr et al. (U.S. Patent No. 6,788,800). The Examiner
also rejected claim 48 under 35 U.S.C. §103(a) as being unpatentable over Narad in view
of Krishna in further view of Ramsey, and Girard (U.S. Publication No. 2003/0084342).

The Examiner also rejected claims 54-56 under 35 U.S.C. §103(a) as being unpatentable
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over Narad in view of Krishna in further view of Ramsey, and Wu et al. (U.S. Patent No.
7,493,659).

Applicant has filed a Terminal Disclaimer herewith to obviate the nonstatutory
obviousness rejections.

Narad et al. does not teach or suggest “communicating the outgoing packets to

the switching system via the packet engine. . . wherein the packet engine is interposed

between the switching system and the cryptographic core,” as recited, for example in

claim 30. In Narad et al., the cited Classification Engine (CE) 106 is not interposed
between the Crypto 112 and whatever the Examiner appears to consider the switching
system. (See Figure 2). Also, it is not clear what the Examiner specifically considers to
be the switching system. Applicants submit that the claims are in condition for
allowance, but if this or any other rejection is to be maintained, Applicants respectfully
request that the Examiner cite what is considered to be the switching system with specific
components of the cited reference with respect to specific claim limitations for clarity,
pursuant to 37 C.F.R. 1.104(c)(2) and M.P.E.P. 707.07(i). The other cited references are
not contended to have this limitation.

At least for these reasons, Applicants submit that claims 30-56 are patentable. In
view of the present remarks, the currently pending claims are believed to be in condition

for allowance, and an early and favorable action to that effect is respectfully requested.

10
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VO INTERFACE

TERMINAL DISCLAIMER
(By Attorney)

Hon. Comumissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:

The Owner, [TT Corporation, of 100 percent interest in the instant application hereby
disclaims, except as provided below, the terminal part of the statutory term of any patent granted
on the instant application which would extend beyond the expiration date of the full statutory
term prior patent Ne. 7,685,436 (to which said Owner also has legal title) as the term of said
prior patent is defined in 35 U.S.C. 154 1o 156 and 173, and as the term of said prier patent is
presently shortened (if at all) by any terminal disclaimer, The Owner hereby agrees that any
patent so granted on the instant application shall be enforceable only for and during such period
that it and the priey patent are commonly owned. This agreement runs with any patent granted
on the instant application and is binding upon the grantee, its successors or assigns,

In making the above disclaimer, the Owner does not disclaim the terminal part of the
term of any patent granted on the instant application that would extend to the expiration date of
the full statutory tern as defined in 35 U.S.C. 154 to 156 and 173 of the prior patent. “as the
term of sald prior patent is presently shortened by any terminal disclaimer,” in the event that
said prior patent later: expires for failure to pay a maintenance fee; is held unenforceable; is
found invalid by a cowrt of competent jurisdiction; is statutorily disclaimed in whole or
terminally disclaimed under 37 CFR 1.321; has all claims canceled by a reexamination
cerfiftcate; 1s reissued; or 1s in any manner terminated prior to the expiration of its full statutory
term as presently shortened by any terminal disclaimer,

The undersigned petitioner, an attorney of record, is hereby acting for the Owner.

Atty. Big.:
Name: Kimant Clark
Date; December 6, 2011

X Termuoal disclaimer fee under 37 CFR 1.20(d) is enclosed.

“Attorney and client: Please note on that other file and also this application file not to assign either separaiely in
view of thig disclaimer.
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Office Action Summary Examiner Art Unit

FATOUMATA TRAORE 2436

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 01/29/2010.

a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4[] Claim(s) 30-56 is/are pending in the application.

4a) Of the above claim(s) ______ is/are withdrawn from consideration.
5[] Claim(s) _____is/are allowed.
6)X] Claim(s) 30-56 is/are rejected.
7)[J Claim(s) ____is/are objected to.
) (8) —

8)[] Claim(s are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
0)[X] The drawing(s) filed on 29 January 2010 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[J Some * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) IZI Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date ______. 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20110705
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DETAILED ACTION
1. This is in response to the original filing and preliminary amendments of January 29 ,
2010. Claims 1-29 have been cancelled. Claims 30-56 have been added. Claims 30-56 are

pending and have been considered below.

Priority
2. This application is a continuation of and claim priority to US patent application
10/903,785 tiled 07/30/2004 now U.S. Patent No. 7,685,436 and claiming Priority from

Provisional Application 60507976 filed 10/02/2003.

Oath/Declaration
3. The oath filed on 01/29/2010 complies with all the requirements set forth in MPEP 602

and therefore is accepted.

Drawings

4. The drawings filed on 01/29/2010 are accepted.

Specification

5. The specification filed on 01/29/2010 is accepted.
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Double Patenting
6. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent possible
harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection
is appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may
be used to overcome an actual or provisional rejection based on a nonstatutory double patenting
ground provided the conflicting application or patent either is shown to be commonly owned
with this application, or claims an invention made as a result of activities undertaken within the
scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).
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7. Claims30-56 are rejected on the ground of nonstatutory obviousness-type double

patenting as being unpatentable over claims 1- 22 of U.S. Patent No. 7,685,436. Although the

conflicting claims are not identical, they are not patentably distinct from each other because

claims 1-22 of US patent No. 7,685,436 contain every element of claims 30-56 of the present

application. A comparison of the claims languages has been provided below for applicant

review.

US 7,685,236

US 12/697,112

1. A security processor to process incoming
packets and outgoing packets,

the security processor comprising:

a switching system to send the outgoing
packets and receive the incoming packets;

a packet engine, coupled to the switching
system, to handle classification processing for
the incoming packets received by the packet
engine from the switching system and the
outgoing packets sent by the packet engine to
the switching system, wherein the packet
engine is one of a plurality of packet engines

and substantially all of the

30. A security processor to process incoming
packets and outgoing packets, the security

processor comprising:

a switching system to send the outgoing

packets and receive the incoming packets;

a packet engine, coupled to the switching
system, to handle classification processing for
the incoming packets received by the packet
engine from the switching system and the
outgoing packets sent by the packet engine to

the switching system;
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incoming packets and outgoing packets to the
security processor transit one of

the plurality of packet engines, and wherein
the incoming packets and outgoing

packets are provided with a tag upon ingress
to one of the plurality of packet

engines and the tag determines an egress path
within the security processor

upon exit from a corresponding cryptographic
core;

a cryptographic core, coupled to the packet
engine and receiving the incoming packets
from the switching system via the packet
engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and

decryption processing for packets received
from and sent to the packet engine,

wherein the packet engine is interposed
between the switching system and the
cryptographic core;

a signature database; and

a cryptographic core, coupled to the packet
engine and receiving the incoming packets
from the switching system via the packet
engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and decryption
processing for packets received from and sent
to the packet engine, wherein the packet engine
is interposed between the switching system and

the cryptographic core;

a signature database; and
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an intrusion detection system coupled
between the cryptographic core and the packet
engine and responsive to at least one packet
matching a signature stored in the signature

database.

2. The security processor of claim 1
wherein the packet engine is further
operable to handle security context
management processing for the incoming and

outgoing packets.

3. The security processor of claim 1 further
comprising: a local data bus
coupled to the switching system; and a
modulo engine coupled to the local data

bus.

an intrusion detection system coupled between
the cryptographic core and the packet engine
and responsive to at least one packet matching

a signature stored in the signature database.

31. The security processor of claim 30 wherein
the packet engine is further operable to handle
security context management processing for

the incoming and outgoing packets.

32. The security processor of claim 30 further
comprising: a local data bus coupled to the
switching system; and a modulo engine

coupled to the local data bus.

33. The security processor of claim 30 wherein
the packet engine is one of a plurality of packet

engines and substantially all of the incoming
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4. The security processor of claim 3 wherein
the packet engine, the cryptographic core, and
the modulo engine are formed on a single

chip.

5. The security processor of claim 4 further
comprising a control processor, coupled to the
local data bus, for exception handling of the
incoming and outgoing packets.

6. The security processor of claim 4 further

comprising a key management engine coupled

and outgoing packets to the security processor

transit one of the plurality of packet engines.

34. The security processor of claim 33 wherein
the cryptographic core is one of a plurality of
cryptographic cores coupled one-to-one to the
plurality of packet engines and substantially all
of the incoming and outgoing packets to the
security processor transit a corresponding one
of the plurality of cryptographic cores after
transiting one of the plurality of packet

engines.

35. The security processor of claim 32 wherein
the packet engine, the cryptographic core, and

the modulo engine are formed on a single chip.

36. The security processor of claim 35 further
comprising a control processor, coupled to the
local data bus, for exception handling of the

incoming and outgoing packets.

37. The security processor of claim 35 further

comprising a key management engine coupled
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to the local data bus.

7. The security processor of claim 4
wherein the security processor
handles substantially all security processing
for the incoming and outgoing

packets.

8. The security processor of claim 7
wherein the security processor
further handles substantially all network
processing for the incoming and

outgoing packets.

9. The security processor of claim 1
wherein the cryptographic core is one
of a plurality of cryptographic cores coupled
one-to-one to the plurality of
packet engines and substantially all of the
incoming and outgoing packets to
the security processor transit a corresponding

one of the plurality of

to the local data bus.

38. The security processor of claim 35 wherein
the security processor handles substantially all
security processing for the incoming and

outgoing packets.

39. The security processor of claim 38 wherein
the security processor further handles
substantially all network processing for the

incoming and outgoing packets.

40. A security processing system comprising:
(a) a security processor comprising: a
switching system to send outgoing packets and
to receive incoming packets; a packet engine,
coupled to the switching system, to handle
classification processing for the incoming
packets received by the packet engine from the
switching system and the outgoing packets sent
by the packet engine to the switching system; a
cryptographic core, coupled to the packet
engine and receiving the incoming packets

from the switching system via the packet
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cryptographic cores after transiting one of the

plurality of packet engines.

10. The security processor of claim 1
wherein the packet engine is further
operable to add at least one of an IP header or
a MAC address to the outgoing

packets.

11. The security processor of claim 1
wherein the packet engine is further
operable to remove an IP header from the

incoming packets.

12. The security processor of claim 1,
wherein the at least one packet
matching the signature stored in the signature
database comprises a plain text

packet.

13. A security processing system

comprising: (a) a security processor

engine and communicating the outgoing
packets to the switching system via the packet
engine, to provide encryption and decryption
processing for packets received from and sent
to the packet engine, wherein the packet engine
is interposed between the switching system and
the cryptographic core; a signature database;
and an intrusion detection system coupled
between the cryptographic core and the packet
engine and responsive to at least one packet
matching a signature stored in the signature
database; and a local data bus coupled to the
switching system; and (b) a memory coupled to

the local data bus.

41. The security processing system of claim 40
further comprising a modulo engine coupled to

the local data bus.

42. The security processing system of claim 41
further comprising a key management engine

coupled to the local data bus.

43. The security processing system of claim 40
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comprising: a switching system to send
outgoing packets and to receive incoming
packets; a packet engine, coupled to the
switching system, to handle

classification processing for the incoming
packets received by the packet

engine from the switching system and the
outgoing packets sent by the packet

engine to the switching system, wherein the
packet engine is one of a plurality

of packet engines and substantially all of the
incoming packets and outgoing

packets to the security processor transit one of
the plurality of packet

engines, and wherein the incoming and
outgoing packets are provided with a tag
upon ingress to one of the plurality of packet
engines and the tag determines

an egress path within the security processor
upon exit from a corresponding
cryptographic core; a cryptographic core,

coupled to the packet engine and

wherein the memory and the security processor

are within the same cryptographic boundary.

44. The security processing system of claim 40
wherein the security processor is formed on a

single chip.

45. The security processing system of claim 40
further comprising: a memory interface
coupled to the local data bus, wherein the
memory is coupled to the local data bus using
the memory interface; and a translator coupled
to the memory interface to perform translation
of data received by the memory interface from

the memory.

46. The security processing system of claim 45
wherein the translator performs steganographic

translation of the received data.

47. The security processing system of claim 45
wherein the translator performs encryption

translation of the received data.

48. The security processing system of claim 40
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receiving the incoming packets from the
switching system via the packet engine

and communicating the outgoing packets to
the switching system via the packet

engine, to provide encryption and decryption
processing for packets received

from and sent to the packet engine, wherein
the packet engine is interposed

between the switching system and the
cryptographic core; a signature database;
and an intrusion detection system coupled
between the cryptographic core and

the packet engine and responsive to at least
one packet matching a signature

stored in the signature database; and a local
data bus coupled to the

switching system; and (b) a memory coupled

to the local data bus.

14. The security processing system of
claim 13 further comprising a modulo

engine coupled to the local data bus.

wherein the security processor is operable to (i)
execute boot code to load firmware for
execution by the security processor and (ii)
authenticate the boot code using a mechanism
internal to the security processor prior to

operation of the security processor.

49. A security processor to connect a trusted
network to an un-trusted network for data
packet communication, the security processor
comprising: a first interface to couple to the
trusted network and to the un-trusted network;
a second interface to couple to a host
processor; a switching system operable to
selectively couple to the first interface or the
second interface; a local data bus, coupled to
the switching system; a plurality of packet
engines coupled to the switching system to
handle classification processing for incoming
packets received by the plurality of packet
engines from the switching system and

outgoing packets sent by the plurality of packet
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15. The security processing system of
claim 14 further comprising a key
management engine coupled to the local data

bus.

16. The security processing system of
claim 13 wherein the memory and the
security processor are within the same

cryptographic boundary.

17. The security processing system of
claim 13 wherein the security

processor is formed on a single chip.

18. The security processing system of
claim 13 further comprising: a
memory interface coupled to the local data
bus, wherein the memory is coupled
to the local data bus using the memory
interface; and a translator coupled to

the memory interface to perform translation of

engines to the switching system; a plurality of
cryptographic cores each coupled to one of the
plurality of packet engines to communicate
with the switching system via the plurality of
packet engines and to provide encryption and
decryption processing for packets received
from and sent to the plurality of packet
engines, wherein the plurality of packet
engines are interposed between the switching
system and the plurality of cryptographic
cores; a signature database; an intrusion
detection system coupled between the plurality
of cryptographic cores and the plurality of
packets engine and responsive to at least one
packet matching a signature stored in the
signature database and a control processor,
coupled to the local data bus, to control data

packet flow within the security processor.

50. The security processor of claim 49 wherein
the security processor is operable to act as a

firewall to deny or accept a data packet and to
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data received by the memory

interface from the memory.

19. The security processing system of
claim 18 wherein the translator
performs steganographic translation of the

received data.

20. The security processing system of
claim 18 wherein the translator
performs encryption translation of the

received data.

21. The security processing system of
claim 13 wherein the security
processor is operable to (i) execute boot code
to load firmware for execution
by the security processor and (ii) authenticate
the boot code using a mechanism
internal to the security processor prior to
operation of the security

processor.

implement a secure communication channel
with another computing device in the untrusted

network.

51. The security processor of claim 50 wherein
the security processor implements data packet
security and authentication functions to support

the secure communication channel.

52. The security processor of claim 30 wherein
the packet engine is further operable to add at
least one of an IP header or a MAC address to

the outgoing packets.

53. The security processor of claim 30 wherein
the packet engine is further operable to remove

an IP header from the incoming packets.

54. The security processor of claim 30,
wherein the at least one packet matching the
signature stored in the signature database

comprises a plain text packet.

55. The security processing system of claim

40, wherein the at least one packet matching
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22. The security processing system of
claim 13, wherein the at least one
packet matching the signature stored in the
signature database comprises a

plain text packet.

the signature stored in the signature database

comprises a plain text packet.

56. The security processor of claim 49,
wherein the at least one packet matching the
signature stored in the signature database

comprises a plain text packet.

Claim Rejections - 35 USC § 103

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the

manner in which the invention was made.

0. Claims 30-35, 37-44 and 49-53 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Narad et al US 6,157,955 A1 in view of Krishna et al US 2003/0014627 A1 in further view

of Ramsey et al US 7,331,061 B1

Claims 30, 40 and 49: Narad et al teaches A security processor to connect a trusted

network to an un-trusted network for data packet communication, the security processor

comprising:
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L. a plurality of packet engines coupled to the switching system to handle
classification processing for incoming packets received by the plurality of packet
engines from the switching system and outgoing packets sent by the plurality of
packet engines to the switching system (col. 6 :line55 to col.7 :line, col.7 :lines
63-67 to col.8 :lines 30-65, Fig. 2-4; Each Ethernet MAC receives packets into
buffers addressed by buffer points obtained from a producer-consumer ring
and then passes the buffer to a Classification Engine for processing. There
are four Classification Engines 208, 212, 238, and 242 which are
microprogrammed processors optimized for the predicate analysis associated

with packet filtering);

il. a cryptographic core, coupled to the packet engine and receiving the
incoming packets from the switching system via the packet engine and
communicating the outgoing packets to the switching system via the packet
engine, to provide encryption and decryption processing for packets received
from and sent to the packet engine, wherein the packet engine is interposed
between the switching system and the cryptographic core (core (alternatively the
action code 108 may choose to send the packet to the attached cryptographic
processor (Crypto) 246 for encryption, decryption compression,
decompression, security key management, parsing of IPSEC headers, or

other associated functions) (column 8, line 67 to column 9, line 25);;

1ii. a signature database(col.14 :lines 20-67, hash table);
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iv. a memory coupled to the local data bus(col. 7: lines 15-20, A large
parity-protected synchronous DRAM (SDRAM) buffer memory is provided,
along with a PCI interface that is used for communication with the host (AP)
and potentially for peer-to-peer communication among Policy Engines, e.g.

for applications which route and switch).

Narad et al fails to teach first interface, a second interface, a plurality of cryptographic
cores nor an intrusion detection system coupled between the plurality of cryptographic
cores and the plurality of packets engine and responsive to at least one packet matching a

signature stored in the signature database and

Krishna et al teaches similar concept, which further teaches :
a plurality of cryptographic core(paragraph [0039], Fig.2 item 214, packet are
distributed to a plurality of cryptographic engine with corresponding
security associations).
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the teaching of Narad et al with the addition feature of Krishna et al
in order to provide an architecture for a cryptography accelerator chip that allows
significant performance improvements over previous prior art designs, as suggested by
Krishna et al (:paragraph [0010]).
The combined disclosure fails to teach, first interface, a second interface, an intrusion
detection system coupled between the plurality of cryptographic cores and the plurality of
packets engine and responsive to at least one packet matching a signature stored in the

signature database.
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Ramsey et al teaches similar concept, which further teaches:

v. a first interface to couple to the trusted network and to the un-trusted
network(Fig.3, items 265, 270, col. 12:lines 11-13, The firewall 225 can limit
access between an external or unsecured network 265 and a secured network

270 in order to prevent intrusion);

vi. a second interface to couple to a host processor (Fig. 3, item 260);

vii.  aswitching system operable to selectively couple to the first interface or

the second interface (Figs. 3, item 215);

viii.  alocal data bus, coupled to the switching system(Figs. 3, item 230);

ix. a control processor, coupled to the local data bus, to control data packet
flow within the security processor(Figs. 3. item 260, The integrated firewall

and IDS system 215 can be connected to a controller 260);

an intrusion detection system coupled between the plurality of cryptographic
cores and the plurality of packets engine and responsive to at least one packet
matching a signature stored in the signature database (col.15 :lines 5-30, col.18
:lines 25-40, Fig. 4, items 425-435, Fig. 5, items 538-542, the IDS can employ
one or more signatures to determine whether a data packet can pass through
the intrusion detection system. The IDS can also reject, accept or deny a
packet based upon the comparison with the one or more signatures.)
Therefore, it would have been obvious for one ordinary skill in the art at the time of the

invention to modify the combination with the addition feature of Ramsey et al in order to
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provide centralized control of the firewall, the IDS, and the AVS which can increase the
speed at which packets are passed between a secured computer network and an external
network, as suggested by Ramsey et al (col. 3 :lines25-40).
Claim 31: The combination further teaches wherein the packet engine is further operable
to handle security context management processing for the incoming and outgoing packets
(Narad et al, col.6 :lines 40-65).
Claims 32 and 41: The combination further teaches that the security processor comprises:
i. A local data bus coupled to the switching system (Narad et al, col.7, lines
40-50, PCI-to-PCI Bridges 312 controls child PCI bus 332 which provides the
Application Processor 302 with connection to standard I/O devices through
local 1/0 314 and optionally to PCI expansion slots 316 into which additional
PCI devices can be connected); and
ii. A modulo engine coupled to the local data bus (Narad et al, Fig. 2., item
110).
Claim 33: The combination further teaches wherein the packet engine is one of a
plurality of packet engines and substantially all of the incoming and outgoing packets to
the security processor transit one of the plurality of packet engines (Narad et al col. 6 :
line 55 to col.7 :line, col.7 :lines 63-67 to col.8 :lines 30-65, Fig. 2-4; There are four
Classification Engines 208, 212, 238, and 242 which are microprogrammed
processors optimized for the predicate analysis associated with packet filtering)
Claim 34: The combination further teaches wherein the cryptographic core is one of a

plurality of cryptographic cores coupled one-to-one to the plurality of packet engines and
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substantially all of the incoming and outgoing packets to the security processor transit a
corresponding one of the plurality of cryptographic cores after transiting one of the
plurality of packet engines (Krishna et al, paragraph [0039], Fig.2 item 214, packet
are distributed to a plurality of cryptographic engine with corresponding security
associations).

Claims 35 and 44: The combination further teaches wherein the packet engine, the
cryptographic core, and the modulo engine are formed on a single chip(Narad et al, Fig.
2, items 106, 110 and 112).

Claims 37 and 42: The combination further teaches that the security processor further
comprises a key management engine coupled to the local data bus (Narad et al, column
7, lines 1-5).

Claim 38: The combination further teaches wherein the security processor handles
substantially all security processing for the incoming and outgoing packets((Narad et al,
col. 7, lines 1-5).

Claim 39: (The combination further teaches wherein the security processor further
handles substantially all network processing for the incoming and outgoing packets
(Narad et al, col.6 :lines 40-65).

Claims 43: The combination further teaches wherein the memory and the security
processor are within the same cryptographic boundary (Narad et al, col.7, lines 30-50
and Fig. 4, PCI-to-PCI Bridges 312 controls child PCI bus 332 which provides the

Application Processor 302 with connection to standard 1/0 devices through local I/0
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314 and optionally to PCI expansion slots 316 into which additional PCI devices can
be connected).

Claim 50: The combination further teaches wherein the security processor is operable to
act as a firewall to deny or accept a data packet and to implement a secure
communication channel with another computing device in the un-trusted network (Narad
et al, column 13 lines 25-58).

Claim 51: The combination further teaches wherein the security processor implements
data packet security and authentication functions to support the secure communication
channel (Narad et al, column 13, lines 25-58).

Claim 52: The combination further teaches wherein the packet engine is further operable
to add at least one of an IP header or MAC address to the outgoing packets (Narad et al,
column 20, lines 50-67).

Claim 53: The combination further teaches wherein the packet engine is further operable

to remove at least one of an IP header from the incoming packets (Narad et al, column

20, lines 50-67).

10. Claims 36, 45 and 47 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Narad et al US 6,157,955 Al in view of Krishna et al US 2003/0014627 A1 in further view of
Ramsey et al US 7,331,061 B1 and Savarda et al US 2003/0196081.
Claim 36: The combination fails to teach a control processor coupled to the local data
bus, for exception handling of the incoming and outgoing packets. However, Savarda et

al teaches similar concepts, which further teaches a control processor coupled to the local
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data bus, for exception handling of the incoming and outgoing packets (paragraph
[0031], The packet inspection/outbound policy module 108 may be configured with
multiplexing circuitry to integrate the outbound and inbound packet streams into a
single stream for pipeline processing in the packet co-processor 100. In addition, the
packet inspection and or outbound policy module 108 may be further configured to
inspect packet-objects to ensure their integrity) .
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Savarda et al in order to
maintain system integrity, as suggested by Savarda et al .
Claim 45: The combination further discloses:
a memory interface coupled to the local data bus, wherein the memory is coupled
to the local data bus using the memory interface (Narad et al, col. 7: lines 15-20,
A large parity-protected synchronous DRAM (SDRAM) buffer memory is
provided, along with a PCI interface that is used for communication with the
host (AP) and potentially for peer-to-peer communication among Policy
Engines, e.g. for applications which route and switch));
The combination fails to teach a translator coupled to the memory interface to perform
translation of data received by the memory interface from the memory. However,
Savarda et al discloses a system fro processing a packet object using multiple pipelined
processing modules, which further discloses
a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory (the SAD contains
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parameter information about each SA. Such parameters may include the
security protocol algorithms and keys for Authentication Header (AH) or
Encapsulating Security Payload (ESP) security protocols, sequence numbers,
protocol mode, and SA lifetime. For outbound packets, the SPD is consulted
to determine if IPSec processing is required and/or if other processing or
discarding of the packet is to be performed. If IPSec is required, then the
outbound SAD is searched for an existing SA that matches the packet profile)
(paragraphs [0004], [0009], [0024], and [0026]).
Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to include a translator. On would have been motivated to do so
in order to maintain system integrity by not allowing unauthorized access to the system.
Claim 47: The combination further discloses that the translator performs encryption
translation of the received data (Savarda et al, the cryptographic chip may perform
the encryption, decryption, and/or authentication transforms as required. After
completion of the cryptographic operations, the system processor may further
process the packet to finish any remaining IPSec transforms, paragraphs [0007],
0026] and Fig.6).
Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to encrypt received data. On would have been motivated to do so

in order to maintain system integrity by not allowing unauthorized access to the system.
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11. Claim 46 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al US

6,157,955 A1 in view of Krishna et al US 2003/0014627 A1l and of Ramsey et al US 7,331,061

B1 in further view of Savarda et al US 2003/0196081 and Carr et al US 6,788,800.
Claim 46: The combination fails to teach a translator performing steganographic
translation of the received data. However, Carr et al discloses a similar concept, which
further discloses a step of performing steganographic translation of the received data
(col.1 :lines 38-49, it also steganographically embeds security data into product).
Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to modify the combination such as to perform steganographic
translation. On would have been motivated to do so in order to maintain system integrity

by not allowing unauthorized access to the system.

12. Claim 48 is rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al US
6,157,955 A1 in view of Krishna et al US 2003/0014627 A1 in further view of Ramsey et al US

7,331,061 B1 and Girard (US 2003/0084342 A1.

Claim 48: The combination fails to teach wherein the security processor is operable to (i)
execute boot code to load firmware for execution by the security processor and (ii)
authenticate the boot code using a mechanism internal to the security processor prior to
operation of the security processor.
Girard teaches similar concepts, which further teaches:

L. execute boot code to load firmware for execution by the security

processor(see paragraphs [0043], [0047], [0053]) and
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il. authenticate the boot code using a mechanism internal to the security
processor prior to operation of the security processor (paragraphs [0043], [0047],
[0053], The authentication stack enables boot code that is to be downloaded
from a boot server to be authenticated prior to control being passed to the
operating system of the booting computer system).
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Girard in order to
improve authentication for remote management of a computer system, as suggested by

Girard paragraph [0014].

13. Claims 54-56 are rejected under 35 U.S.C. 103(a) as being unpatentable over Narad et al
US 6,157,955 Al in view of Krishna et al US 2003/0014627 A1 in further view of Ramsey et al
US 7,331,061 B1 and Wu et al US 7,493,659.
Claims 54, 55 and 56: The combination fails to teach wherein the at least one packet
matching the signature stored in the signature database comprises a plain text packet.
Wu et al teaches similar concept, which further teaches wherein the at least one packet
matching the signature stored in the signature database comprises a plain text packet (Wu
et al column 5, lines 43-67).
Therefore, it would have been obvious for one ordinary skill in the art at the time of the
invention to modify the combination with the addition feature of Girard in order to
accurately detect various intrusions hidden in high-speed network traffic, as suggested by

Wau et al col. 2, lines 5-10.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Fatoumata Traore whose telephone number is (571) 270-1685.
The examiner can normally be reached Monday through Thursday from 7:00 a.m. to 4:00 p.m.
and every other Friday from 7:30 a.m. to 3:30 p.m.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nasser G. Moazzami, can be reached on (571) 272 4195. The fax phone number for
Formal or Official faxes to Technology Center 2100 is (571) 273-8300. Draft or Informal faxes,
which will not be entered in the application, may be submitted directly to the examiner at (571)
270-2685.

Any inquiry of a general nature or relating to the status of this application or proceeding

should be directed to the Group Receptionist whose telephone number is (571) 272-2100.

Thursday, July 07, 2011
/Fatoumata Traore/

Examiner, Art Unit 2436
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This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/697,112 01/29/2010 John M. Davis 2551-0109
CONFIRMATION NO. 1325
42624 FORMALITIES LETTER
DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR IO MR
0000000403619920

ARLINGTON, VA 22203
Date Mailed: 03/02/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

« Additional claim fees of $364 as a non-small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $364 for a non-small entity
» Total additional claim fee(s) for this application is $364
+ $364 for 7 total claims over 20.
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Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlL ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

lvuong/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
12/697,112 01/29/2010 2431 1090 2551-0109 27 3
CONFIRMATION NO. 1325
42624 FILING RECEIPT
DAVIDSON BERQUIST JACKSON & GOWDEY LLP
4300 WILSON BLVD., 7TH FLOOR IR A0 A
000000040361989

ARLINGTON, VA 22203
Date Mailed: 03/02/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
John M. Davis, Brentwood, TN;
Richard Takahashi, Phoenix, AZ;
Power of Attorney: The patent practitioners associated with Customer Number 42624

Domestic Priority data as claimed by applicant
This application is a CON of 10/903,785 07/30/2004
which claims benefit of 60/507,976 10/02/2003

Foreign Applications

If Required, Foreign Filing License Granted: 03/01/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/697,112

Projected Publication Date: 06/10/2010
Non-Publication Request: No

Early Publication Request: No
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Title

System and Method For a Secure 1/O Interface
Preliminary Class

713

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
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P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
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and examination:
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Atty Docket: 2551-0109

Application S.N.: New Application
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AMENDMENTS TO THE SPECIFICATION

Please replace the title on line 3 and the immediately following paragraph that begins on line 5

with the following rewritten title and paragraph:

“This application is a continuation of and claims benefit to U.S. Patent Application No.

10/903.785, filed on July 30, 2004, which is a non-provisional application claiming

benefit under 35 U.S.C. sec. 119(e) of U.S. Provisional Application Serial No,

60/507,976, filed October 2, 2003 18/02/2003-(titled-SYSTEM-AND-METHODEOR

25PRAG, both of which are [[is]] incorporated by reference herein.”
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Application of: DAVIS, John M. et al.
Atty Docket: 2551-0109

Application S.N.: New Application
Page 3 of 8

AMENDMENTS TO THE CLAIMS

Please amend the claims as follows:

1-29. (Canceled)

30. (New) A security processor to process incoming packets and outgoing packets, the
security processor comprising:

a switching system to send the outgoing packets and receive the incoming packets;

a packet engine, coupled to the switching system, to handle classification processing for
the incoming packets received by the packet engine from the switching system and the
outgoing packets sent by the packet engine to the switching system;

a cryptographic core, coupled to the packet engine and receiving the incoming packets
from the switching system via the packet engine and communicating the outgoing packets to
the switching system via the packet engine, to provide encryption and decryption processing
for packets received from and sent to the packet engine, wherein the packet engine is
interposed between the switching system and the cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and the packet
engine and responsive to at least one packet matching a signature stored in the signature

database.

31. (New) The security processor of claim 30 wherein the packet engine is further operable to

handle security context management processing for the incoming and outgoing packets.

32. (New) The security processor of claim 30 further comprising:
a local data bus coupled to the switching system; and

a modulo engine coupled to the local data bus.

33. (New) The security processor of claim 30 wherein the packet engine is one of a plurality
of packet engines and substantially all of the incoming and outgoing packets to the security

processor transit one of the plurality of packet engines.
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34. (New) The security processor of claim 33 wherein the cryptographic core is one of a
plurality of cryptographic cores coupled one-to-one to the plurality of packet engines and
substantially all of the incoming and outgoing packets to the security processor transit a
corresponding one of the plurality of cryptographic cores after transiting one of the plurality of

packet engines.

35. (New) The security processor of ¢claim 32 wherein the packet engine, the cryptographic

core, and the modulo engine are formed on a single chip.

36. (New) The security processor of claim 35 further comprising a control processor,

coupled to the local data bus, for exception handling of the incoming and outgoing packets.

37. (New) The security processor of claim 35 further comprising a key management engine

coupled to the local data bus.

38. (New) The security processor of claim 335 wherein the security processor handles

substantially all security processing for the incoming and outgoing packets.

39. (New) The security processor of claim 38 wherein the security processor further handles

substantially all network processing for the incoming and outgoing packets.

40. (New) A security processing system comprising:
(a) a security processor comprising:
a switching system to send outgoing packets and to receive incoming packets;
a packet engine, coupled to the switching system, to handle classification
processing for the incoming packets received by the packet engine from the switching
system and the outgoing packets sent by the packet engine to the switching system;
a cryptographic core, coupled to the packet engine and receiving the incoming

packets from the switching system via the packet engine and communicating the
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outgoing packets to the switching system via the packet engine, to provide encryption
and decryption processing for packets received from and sent to the packet engine,
wherein the packet engine is interposed between the switching system and the
cryptographic core;

a signature database; and

an intrusion detection system coupled between the cryptographic core and the
packet engine and responsive to at least one packet matching a signature stored in the
signature database; and

a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.

41. (New) The security processing system of claim 40 further comprising a modulo engine

coupled to the local data bus.

42. (New) The security processing system of claim 41 further comprising a key management

engine coupled to the local data bus.

43. (New) The security processing system of claim 40 wherein the memory and the security

processor are within the same cryptographic boundary.

44, (New) The security processing system of claim 40 wherein the security processor is

formed on a single chip.

45. (New) The security processing system of claim 40 further comprising:

a memory interface coupled to the local data bus, wherein the memory is coupled to the
local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data received by

the memory interface from the memory.
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46. (New) The security processing system of claim 45 wherein the translator performs

steganographic translation of the received data.

47. (New) The security processing system of claim 45 wherein the translator performs

encryption translation of the received data.

48. (New) The security processing system of claim 40 wherein the security processor is
operable to (i) execute boot code ta load firmware for execution by the security processor and
(i1) authenticate the boot code using a mechanism internal to the security processor prior to

operation of the security processor.

49. (New) A security processor to connect a trusted network to an un-trusted network for data
packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the second
interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system to handle classification
processing for incoming packets received by the plurality of packet engines from the switching
system and outgoing packets sent by the plurality of packet engines to the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet engines
to communicate with the switching system via the plurality of packet engines and to provide
encryption and decryption processing for packets received from and sent to the plurality of
packet engines, wherein the plurality of packet engines are interposed between the switching
system and the plurality of cryptographic cores;

a signature database;

an intrusion detection system coupled between the plurality of cryptographic cores and
the plurality of packets engine and responsive to at least one packet matching a signature

stored in the signature database and
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a control processor, coupled to the local data bus, to control data packet flow within the

security processor.

50. (New) The security processor of claim 49 wherein the security processor is operable to act
as a firewall to deny or accept a data packet and to implement a secure communication

channel with another computing device in the untrusted network.

51. (New) The security processor of claim 50 wherein the security processor implements data

packet security and authentication functions to support the secure communication channel.

52. (New) The security processor of claim 30 wherein the packet engine is further operable to

add at least one of an IP header or a MAC address to the outgoing packets.

53. (New) The security processor of claim 30 whercin the packet engine is further operable to

remove an IP header from the incoming packets.

54. (New) The security processor of claim 30, wherein the at least one packet matching the

signature stored in the signature database comprises a plain text packet.

55. (New) The security processing system of claim 40, wherein the at least one packet

matching the signature stored in the signature database comprises a plain text packet.

56. (New) The security processor of claim 49, wherein the at least one packet matching the

signature stored in the signature database comprises a plain text packet.

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
222



Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

System and Method For a Secure 1/0 Interface

First Named Inventor/Applicant Name:

John M. Davis

Filer:

Kimani Clark

Attorney Docket Number: 2551-0109
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sub-Total in
UsD($)

Basic Filing:

Utility application filing 1011 1 330 330

Utility Search Fee 1111 1 540 540

Utility Examination Fee 1311 1 220 220
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

1042

AV4
7 1TUTU

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.

223




Description Fee Code Quantity Amount SU{JJ-STS::; in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1090
EX-1013

Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.

224




Electronic Acknowledgement Receipt

EFS ID: 6915681

Application Number: 12697112

International Application Number:

Confirmation Number: 1325
Title of Invention: System and Method For a Secure I/O Interface
First Named Inventor/Applicant Name: John M. Davis
Customer Number: 42624
Filer: Kimani Clark

Filer Authorized By:

Attorney Docket Number: 2551-0109
Receipt Date: 29-JAN-2010
Filing Date:
Time Stamp: 19:35:51
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account
Payment was successfully received in RAM $1090

RAM confirmation Number 13918

Deposit Account 501860

Authorized User

File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description o File Name Message Digest | PartZXip01ffappl.)
Palo-Alto-Networkstne—and-Fortinetthe—~v—LionraTechnotogiestid-

225




1870163

1 Specification Spec_01-29-10_2551-0109.pdf no 35
a36e8coface3bebb87176627e282e46e485
cfed7
Warnings:
Information:
] 166100
R Claims_01-29-10_2551-0109.
2 Claims no 5
pdf
5d518a0c2d2327588a9¢7df4519ffdd443f9
a937
Warnings:
Information:
21438
Abstract_01-29-10_2551-0109.
3 Abstract no 1
pdf
3973cedb294497a491ddfc1fb6cbead 7374
55b03
Warnings:
Information:
] o ) 178193
4 Drawings-only black and white line Drawings_01-29-10_2551-0109 no 10
drawings pdf
f5f561e17e0795d394c57d603a48e2d 306
b5ed8
Warnings:
Information:
109230
5 QOath or Declaration filed Dec_01-29-10_2551-0109.pdf no 2
32219d¢3bcfa65d525 1aaec03ed 1244 afa8d|
Warnings:
Information:
R R 102819
Applicant Arguments/Remarks Made in| PA_Remarks_2551-0109_1-29-
6 no 1
an Amendment 10.pdf
713e3aca98ea79557beadf36eefeb9991b12)
104c
Warnings:
Information:
POA_Ch 2551-0109_1-29 389692
7 Power of Attorney —-hange_ - no 6
10.pdf
9775b6f11a541b7eb3f49b56¢1e5 1badfdfel
1634
Warnings:
Information:
] 66382
. Prelim_Amend_2551-0109_1-2
8 Preliminary Amendment no 1
9-10.pdf
3b601ad415f78b014754e5dd3a3884313b)|
b75¢
Warnings:
Information:
PA_S 2551-0109_1-29-10 67755
9 Specification —oPeC_ aF ’ no 1
p 353ef2370552659c024fa82e854b%cdaf54b)|
fof2
Warnings:
Information: EX-1013
Palo-Alto-Networkstne—and-Fortinetthe—~v—LionraTechnotogiesttd-

226




] 576077
R PA_Claims_2551-0109_1-29-10
10 Claims odf no 5

038ddfdcabal62de5a707dbfof89f061d341
T

Warnings:

Information:

32437
11 Fee Worksheet (PTO-875) fee-info.pdf no 2
567fa26628aebff53535f3b6albb5162ed2bj
d7ec
Warnings:
Information:
Total Files Size (in bytes); 3580286

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

EX-1013
Palo Alto Networks, Inc. and Fortinet, Inc. v. Lionra Technologies Ltd.
227




10

15

20

25

30

SYSTEM AND METHOD FOR A SECURE I/0 INTERFACE

Related Application

This application is a non-provisional application claiming benefit under 35
U.S.C. sec. 119(e) of U.S. Provisional Application Serial No. 60/507,976, filed
10/02/2003 (titled SYSTEM AND METHOD FOR A SECURE /O INTERFACE by
John M. Davis et al.; attorney docket no. 4224-25PRV), which is incorporated by

reference herein.

Field of the Invention

The present invention relates in general to data communications, and
particularly to secure cryptographic communications, and more particularly to a secure
input/output (I/O) interface system for a computing device such as, for example, a host

computer communicating using internet protocol (IP) data packets or other datagrams.

Background of the Invention

Trusted internal computer networks are typically protected from un-trusted
external computer networks by routers or other gateway systems that provide different
types of firewall functionality. Security processing performed by related systems may
also provide additional protection. For example, a computer in the internal network
may establish a virtual private network (VPN) session with a computer in the external
network. The host processor of the computer or a dedicated security processor coupled
to the router or other gateway system typically performs the security processing
necessary to support the VPN, In addition, a dedicated network processor may be
coupled to the security processor and/or the host processor to handle network packet
processing functions.

Network interface cards (NIC) often provide a computer’s physical connection

to its trusted internal network. More specifically, a NIC connects a personal computer,
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server or workstation to a local area network (LAN) and has two primary interfaces:
the network interface and the host bus interface. NICs are typically low-cost ASIC-
based products designed for simple buffering and data transfer.

It is desired that communications to and from a trusted computer be secure and
that communication speeds be improved. However, providing firewall, network
processing and security functionalities in different systems, which are often made by
different manufacturers, provides increased opportunities for snooping or other
techniques that may permit an unauthorized person to gain access to ongoing
communications or to discover key or other security data when it is exchanged between
subsystems. For example, if certain security functions associated with securing
communications over a NIC are handled by the computer’s host processor and/or by
other computers on the internal network, then the communications may be more easily
attacked or otherwise accessed or interfered with by an unauthorized person, who may
attempt to exploit easier snooping access or other vulnerabilities presented by the
processing of security functions by a host processor or another server on the network.

The use of different systems to perform different portions of security and
network processing also requires additional processing and interfaces for coordinating
communications processing between the systems. Such additional processing and
interfaces increase processing demands, which limits communication speed and
increases the size of the chips and systems necessary to implement secure
communications,

As a specific example, when using a separate security processor and I/O card
connected to a backplane bus of a host, input encrypted data is typically transferred
using direct memory access (DMA) from the /O card, under control of the host, to
memory coupled to the host. Then, the data is transferred by DMA from the memory
via the host to the security processor. After the data is decrypted, and possibly a public
key generated, the data is transferred by DMA from the security processor to memory
again via the host. Finally, the decrypted data is transferred by DMA from the memory

to the I/O card for output to another destination. This large number of data transfers
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creates a bottleneck on the backplane bus, which includes multiple data transactions,
many interrupts, and heavy usage of memory to store the data.

The use of secure communications in broadband networks will increasingly
require high-speed security and network processing. Further, the use of portable
devices that securely connect to networks will require smaller chip and system sizes that
can meet security and networking processing demands while at the same time retaining
easy portability. In light of the foregoing, there is a general need for a secure /O
interface system and method that improve the security of communications to and from
trusted hardware, improve communication speed, reduce the number of different
systems required for secure communications, and reduce the extent of the bottleneck on

the backplane bus.

Brief Description of the Drawings

The invention is pointed out with particularity in the appended claims.
However, for a more complete understanding of the present invention, reference is now
made to the following figures, wherein like reference numbers refer to similar items
throughout the figures:

FIG. 1 illustrates a simplified functional block diagram of a system architecture
suitable for use in implementing embodiments of a security processing system and
method in accordance with an embodiment of the present invention;

FIG. 2 illustrates a high-level simplified functional block diagram of a security
processor in accordance with an embodiment of the present invention;

FIG. 3 illustrates a more-detailed functional block diagram of a network
intrusion detection system used in a portion of the security processor of FIG. 2 in
accordance with an embodiment of the present invention;

FIG. 4 illustrates a simplified flow diagram of packet flow in the security
processor of FIG. 2;

FIG. 5 illustrates a data representation convention used herein;
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FIG. 6 is a block diagram illustrating the GDMA block, which incorporates an
EDMA block, in accordance with an embodiment of the present invention;

FIG. 7 is a block diagram illustrating the EDMA block in accordance with an
embodiment of the present invention;

FIG. 8 is a block diagram illustrating the ER block in accordance with an
embodiment of the present invention;

FIG. 9 is a block diagram illustrating the OPC interfaces in accordance with an
embodiment of the present invention;

FIG. 10 is an internal block diagram illustrating the OPC in accordance with an
embodiment of the present invention;

FIG. 11 is a block diagram illustrating the relationship of the ER block to the
cryptographic core and memory in accordance with an embodiment of the present
invention; and

FIG. 12 is a block diagram illustrating the relationship between the ER block,
the EDMA block, the cryptographic core, and memory in accordance with an
embodiment of the present invention.

The exemplification set out herein illustrates an embodiment of the invention in
one form, and such exemplification is not intended to be construed as limiting in any

manncr.

Detailed Description of the Drawings

The following description and the drawings illustrate specific embodiments of
the invention sufficiently to enable those skilled in the art to practice it. Other
embodiments may incorporate structural, logical, electrical, process and other changes.
Examples merely typify possible variations. Individual components and functions are
optional unless explicitly required, and the sequence of operations may vary. Portions
and features of some embodiments may be included in or substituted for those of others.
The scope of the invention encompasses the full ambit of the claims and all available

equivalents.
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The present invention is described and claimed herein primarily with reference
to the processing of “packets”. However, as used herein, it is intended that the term
“packet” or “packets” have the meaning and scope of the more generic term “datagram”
or “datagrams.”

In one embodiment, the present invention provides, among other things, a
system and method for connecting a trusted piece of hardware, such as, for example, a
personal computer, server, router, personal digital assistant (PDA), cellular phone,
network-enabled device or other computing or communication device, to a network
using an I/O interface or system that provides improved security for all or substantially
all communications received and sent by the trusted hardware. The secure I/O system
preferably may perform all security and network processing necessary to maintain
secure communications by the hardware with other devices on internal or external
networks. Alternatively, it may perform the network security processing essential to be
segregated from other processing to ensure safe (i.e., protected) and efficient system or
device operation. For example, the secure /O system permits establishing a VPN with a
computer on an external network. The VPN may be established using, for example, the
standard IPSec internet protocol security, as described in "Request for Comment"
(RFC) 2401, 2402 and 2406, which are incorporated herein by reference.

The secure /O system of the present invention permits performing all or
substantially all network processing functions and off-loads all or substantially all
security functions associated with network address translation (NAT), the providing of a
firewall, intrusion detection/protection system functionality, traffic proxying, and
encryption from a host or network processor onto a single system or card, for example a
NIC. This card may be inserted into each of the servers and other computers connected
on an internal network.

The security processing performed by the secure /O system typically may
include encryption, decryption, signing and verification of packets at, for example, 100
megabits per second full duplex and greater speeds. For example, the secure /O system

of the present invention may provide wire speed performance, for example, of about 2-3
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gigabits per second firewall and VPN throughput. The secure I/O system may simplify
the deployment of security solutions on open platforms and appliances.

The elements that implement the various embodiments of the present invention
are described below, in some cases at an architectural level. Many elements may be
configured using well-known structures. The functionality and processes herein are
described in such a manner to enable one of ordinary skill in the art to implement the
functionality and processes within the architecture.

FIG. 1 illustrates a simplified functional block diagram of a system architecture
suitable for use in implementing a security processing system and method in accordance
with an embodiment of the present invention. Architecture 100 includes security .
processing system 102 comprising security processor 104, which may consolidate the
processing of discrete or consolidated security functions and maintain the relationships
and integrity of the stored security context and other information in memories 106, 108,
and 110. Memories 106, 108 and 110 are coupled to security processor 104. Memories
106, 108 and 110 store, for example, cryptographic keys and other data used in security
functions by security processor 104, and also store security associations and connection
entries used in maintaining multiple security sessions with other computers. Memories
106, 108 and 110 also may be used to buffer inbound or outbound data packets awaiting
security processing by security processor 104. Memory 108 may be used to support
classification processing by security processor 104.

Security processing system 102 is preferably contained within cryptographic
boundary 112 and provides a secure I/O interface for computing or communications
hardware as described above. Cryptographic boundary 112 preferably complies with
Federal Information Processing Standards Publication (FIPS PUB) 140-2 titled
"Security Requirements for Cryptographic Modules", issued May 25, 2001, by National
Institute of Standards and Technology (NIST), which is incorporated by reference
herein.

Security processing system 102 may be coupled to internal network 116 by /O
interface 114 and to external network 120 by I/O interface 118. Interfaces 114 and 118
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may perform physical (PHY) layer processing to convert a digital bit stream to or from
an analog or photonic signal for transmission over a physical medium such as, for
example, copper wire pairs, co-axial cable, fiber or air. Interfaces 114 and 118 are, for
example, streaming data interfaces such as a Packet-Over-SONET Physical-Layer
Three (POS/PHY 3) type streaming interface, although 10/100 megabit (Mb) Ethernet, 1
Gigabit (Gb) Ethernet, UTOPIA, LX SPI-4 and other interface types may be suitable,
By routing all or substantially all I/O to and from host processor 130 and/or internal
network 116 through security processing system 102, host processor 130 and internal
network 116 are substantially protected against unauthorized access or other security
breaches, protecting the security information integrity, and providing processing and
storage efficiency from information consolidation.

IP data packets are received from and transmitted to external network 120 and
internal network 116 over interfaces 114 and 118. In other embodiments, security
processing system 102 may include a number of additional interfaces to internal or
external networks. Security processor 104 performs, for example, routing of data
packets from external network 120 to appropriate destinations in internal network 116
and handles IPSec processing for both inbound and outbound data packets. Security
processor 104 preferably handles all network and security processing functions for the
data packets to provide the most secure I/O interface. However, in alternative
embodiments, certain selected networking and/or security functions may be handled by
other processors such as, for example, host processor 130, Examples of network and
security processing systems and methods, and related communications interfaces and
protocols, suitable for implementation in and with security processing system 102 are
described in U.S. patent applications serial no. 09/880,701 (entitled "METHOD AND
SYSTEM FOR HIGH-SPEED PROCESSING IPSEC SECURITY PROTOCOL
PACKETS" filed by Lee P. Noehring et al. on June 13, 2001) and serial no. 10/160,330
(entitled "SYSTEM AND METHOD FOR MANAGING SECURITY PACKET
PROCESSING" filed by Lee P. Noehring et al. on May 30, 2002), which applications

are incorporated by reference herein.
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Security processing system 102 may process packets delivered from internal or
external networks 116 or 120 or from host processor 130. System 102 may, for
example, handle thousands of separate IPSec tunnels at various packet sizes from 64
bytes and higher at a throughput of, for example, about 300 Mb per second or greater.
System 102 may handle transport or tunnel mode IPSec.

Other computing devices may be coupled to external network 120. For
example, user devices 122 and 124 may correspond to devices that may establish secure
communication sessions with host processor 130 or another device on internal network
116. User device 124 may be protected using a secure I/O interface 126, which may be
a hardware system similar to security processing system 102. User device 122 may use
only its host processor and software to process secure communications through external
network 120.

Security processor 104 may handle both so-called fast path and slow path
processing functions. Fast path functions include time-sensitive processing such as, for
example, packet classification, modification and forwarding, and slow path functions
include, for example, system management and alarm functions and time-insensitive
packet processing functions such as route calculation, unknown address resolution,
firewall rule management, and routing table management. Packet classification
generally involves matching information from an incoming packet to a table of
connection entries (which may include state and context elements, and relations to
encryption associations) stored in, for example, memory 106 or 108.

Security processing system 102 may be implemented, for example, as a stand-
alone system box or as a card such as, for example, a NIC, that connects to a slot in the
motherboard of a host system. Security processing system 102 may be coupled to host
processor 130 using host bridge or interface 128. Host processor 130 may be coupled to
hard drive 132, digital content input device 134, and authentication input device 136.
Hard drive 132 may store, for example, a software application that communicates with

the application program interface (API) of security processing system 102. Security
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processor 104 may send security-related information and data as requested to host
processor 130, and may switch its I/O ports as requested by host processor 130.

Host bridge 128 may couple security processor to host processor 130 of, for
example, a personal computer, server, or other computing or communications device.
Host bridge 128 may be, for example, a peripheral component interconnect (PCI)
interface, and in one embodiment, may be a 32 bit, 66 MHz PCI interface.

Authentication input device 136 may be, for example, a physical key or token, a
smart card, or a biometric identification sensor. Authentication input device 136 may
enable the authentication of a user attempting to access host processor 130.
Authentication input device 136 may be directly attached, for example, to a serial,
network, or EEPROM interface of host processor 130 using a physically segregated or
covered transmission channel. Authentication input device 136 may act as a
mechanism for enabling or modifying the functions of security processor 104, or as an
information-loading mechanism, used for example in loading keys, uncovering keys, or
modifying rules for device operation.

Digital content input device 134 may be, for example, a CD-ROM, portable
storage device, or keyboard and provides digital data such as program code or security
data to host processor 130.

Security processor 104 may provide the first inspection of incoming data from
external network 120 to determine, for example, if the data is encrypted or in plain text
form, and the type of security processing required, as may be determined by reading the
header or other content of incoming data packets, and to set up a secure channel or
process to handle the data, as may be requested for a security policy.

Security processing system 102 may include a unique identification (ID) number
stored on a chip containing security processor 104 or stored in encrypted form in, for
example, memory 110. Security processing system 102 may perform protected key
generation in hardware, and protected keys are preferably never output from security

processor 104 in plain text form.
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Security processing system 102 may also serve as a trusted hardware device to
authenticate another hardware security token connected on, for example, a common
network. Security processing system 102 may be authenticated using authentication
input device 136 and may provide the cryptographic processing for such authentication.
Security processing system 102 may communicate verification or other information
regarding the authentication status of input device 136 to host processor 130.

By performing all or most security and networking processing for /O
communications to host processor 130 in security processing system 102, a large
proportion, for example, of greater than about 50-90 percent of VPN and firewall /O
data loops may be handled in security processing system 102 without intervention by
host processor 130. In addition, all or most security and network exception processing

may be handled by security processing system 102.

Security Processor
FIG. 2 illustrates a high-leve! simplified functional block diagram of security

processor 104 in accordance with an embodiment of the present invention. In other
embodiments of the present invention, other security processor configurations may be
used in the system architecture of FIG. 1. Security processor 104 is preferably, though
not necessarily, formed on a single chip.

Streaming interface 200 may be coupled for input and output to physical I/O
interfaces 114 and 118 and supports fast path data flow to security processor 104. Host
interface 206 may be coupled to physical host bridge 128 and supports slow path data
flow and system management by host processor 130. Host interface 206 may be
coupled to DMA interface 204. Both streaming interface 200 and DMA interface 204
may be coupled to switching system 208. Although only a single streaming and DMA
interface are illustrated, more than one interface of each type may be used. For
example, in one embodiment, streaming interface 200 may comprise three 10/100
Ethernet interfaces, and DMA interface 204 may comprise two DMA interfaces.

Switching system 208 may be used to provide a switching mechanism to route packets
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and data to and from any of the I/O interfaces of security processor 104 and local data
bus 210.

Local data bus 210 may be coupled to DMA interface 204 and operate under
control of local bus controller 222, Local memory interface 202 may be coupled to
local data bus 210 and may couple security processor 104 to memories 106, 108, and
110, which are typically provided on one or more separate chips although operating
portions of memories 106, 108 and/or 110 may be provided on-chip with security
processor 104, In other embodiments, more than one local data bus 210 may be used.

Local memory interface 202, and DMA interface 204 may be used, for example,
by packet engines 228 to access memories 106 and 108 for classification processing and
by control processor 212 for accessing firmware 214. Memory 106 may be, for
example, a DDR SDRAM, and memory 108 may be, for example, an SRAM. Memory
106 may be made available to control processor 212 for operating system and code
storage (for example, for firewall and internet key exchange (IKE) functionality, routing
and network address translation (NAT) information, and firewall table entries).
Memory 106 may be made available to packet engine 228 for access to specific firewall
information, and stored security policies and associations. Memory 106 may be made
available to cryptographic core 232 to store security association and key information.
Memory 106 may also be made accessible via host interface 206 to host processor 130.
Alternatively, a portion or all of the security association data may be stored in a
memory, for example an SRAM (not shown), on-chip in security processor 104.

Memory 108 may be made available to both control processor 212 and each
packet engine 228. Memory 108 may be used to aid in rapid lookups supporting packet
engine 228 in classification and forwarding decisions. Memory 110 may be, for
example, flash memory to provide non-volatile storage, for example, for boot memory
and certain key storage. The boot code used to load firmware for execution by security
processor 104 may optionally be authenticated using a mechanism internal to security

processor 104 prior to its operation.
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Switching system 208 may provide a flexible I/O system that allows packet
processing engines or packet engines 228 to communicate high-speed data with several
different types of interfaces including, for example, streaming interface 200 and direct
memory access (DMA) interface 204. A non-limiting example of a switching system
and method that are suitable for use with the present invention is described in U.S.
patent application serial no. 10/172,814 (entitled FLEXIBLE /O INTERFACE AND
METHOD FOR PROVIDING A COMMON INTERFACE TO A PROCESSING
CORE, filed by Swaroop Adusumilli et al. on June 12, 2002), which is hereby
incorporated by reference. Alternatively, switching system 208 may be implemented
using conventional switches. Switching system 208 may provide a common bus
interface to packet engines 228.

More specifically, switching system 208 may arbitrate between streaming and
DMA interfaces to provide a common interface for packet engines 228 to permit
communication of differing types of data over a plurality of bus types that implement
different bus protocols and/or standards. The use of switching system 208 with DMA
interface 204 may permit packets and other data to be routed using direct memory
access among control processor 212, each of packet engines 228, and external memory
such as memories 106 and 108. In one embodiment, individual packets may be routed
within security processing system 102 using DMA.

Switching system 208 may select the /O port or interface, including host
interface 206, to use for data packets based on the results of cryptographic or other
security or network processing. For example, packets classified for forwarding to
another destination after a security operation (such as encryption or new connection
validation) could be directed to the proper egress port, while packet data requiring host
inspection (such as IKE messages, or exception or initial packets for firewall
classification) could be redirected to DMA interface 204. In contrast to prior systems
that rely on external bus interfaces to re-direct packet traffic to varying packet
processing devices, the present invention may permit simplifying or collapsing the

schema and protocols used, for example, in firewall, routing, NAT and IPSec
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processing with the result that lookups, transforms, and other application activity are
more efficient. Prior systems typically require context labeling or other data
envelopment or tagging to manage packet workflow among varying processing devices.

Switching system 208 may also include the ability to perform packet spanning.
Spanning generally refers to a capability in managing network data flow that duplicates
a selected traffic flow through an additional port for analysis by a traffic analyzer or
intrusion detection system. The term “spanning” includes within its meaning, but is not
necessarily limited to, functionality associated with the use of switched port analysis
(often designated by the acronym “SPAN”). Unlike the all-or-nothing port duplication
capabilities of typical existing network switches having a SPAN capability, the
spanning function of switching system 208 may selectively identify flows of traffic and
then stream duplicate packets or other datagrams via DMA interface 204 to control
processor 212 or to, for example, another integral MIPS or associated control processor
(not shown) that may be included in security processor 104.

Typical data traffic that will not be spanned (i.e., non-spanned traffic) flows
from one of packet engines 228 to, for example, an output packet cache (OPC). The
OPC is an intermediate buffer to switching system 208 for outgoing packet traffic that
will leave security processor 104 through DMA interface 204 or streaming interface
200. FIG. 9 is a block diagram illustrating the OPC interfaces.

At the OPC, this outgoing packet traffic may be placed on an active list (for
example, a list of 64-byte memory structures residing in the OPC) for transmission out
of interface 204 or 200 (for example, a PDMA or GMII interface). The OPC may be
implemented, for example, as an embedded memory structure or in external memory
and may be coupled between a packet engine 228 and one of the external interfaces of
security processor 104. The use of the spanning feature is preferably configurable and
may be selected by the system or operator. This feature is preferably implemented
primarily using the OPC. FIG. 10 is an internal block diagram illustrating the OPC.

More specifically, the OPC may include an output packet buffer (OPB) memory
(e.g., a RAM) for buffering output data, and a buffer control block (BCB). The BCB is
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typically a set of pointers stored in memory that each refer to memory locations of the
output data. The BCB may maintain metadata such as, for example, start-of-packet,
end-of-packet, error, sequence number, pointer to next BCB in chain, and other
metadata. The BCB is preferably used to manage the active lists and the free list for the
linked-list allocation scheme. When logically dictated during the operation of security
processor 104 such as, for example, in the case of a five-tuple match result from a
lookup engine, a NIDS engine match to packet type, or particular TCP state, or some
other pattern within a datagram that is of interest to the system operator, a control bit or
flag (sometimes referred to as a “SPAN bit” herein) may be set or some other
notification may be sent by packet engine 228 to notify the BCB for packet data that is
transiting the OPB memory, including the output device or interface that will be used.
When a packet that will not be spanned (i.c., a “non-span packet”) is stored in the OPC,
a “DONE” flag, for example, is set to zero for each such non-span packet, and each
non-span packet may be queued for egress out through an appropriate interface (i.e.,
streaming interface 200 or DMA interface 204).

After the memory pointed to by the BCB is drained (i.e., data is read or
outputted out of that location into another location), the BCB “DONE” flag may be set
to allow the memory to be overwritten. Alternatively, another method may be used to
move output buffer data from the “active list” to the “free list”. When a spanned packet
is sent to the OPC from packet engine 228, a separate bit may be set (this separate bit is
referred to herein as a “SPAN” bit). The SPAN bit may be used to initiate alteration of
the behavior of the OPC. The packet may be streamed out through the original targeted
egress interface (e.g., streaming interface 200 or data interface 204), but before
releasing the data memory area pointed to by the BCB, the data may be drained out via
a designated interface, for example DMA interface 204 to control processor 212 or to
host processor 130. After such a packet is successfully duplicated using DMA interface
204, the BCB may be set to free the memory to be overwritten as described above.

In an alternate embodiment, the BCB or some other memory control mechanism

could maintain an active list and a free list and place the active data blocks of OPB
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memory (i.e., re-map the pointers) from the active list to the free list when the packet
data is streamed out. When the SPAN bit is set, the data would first be streamed to the
alternate interface (such as, for example, DMA interface 204) in addition to its primary
target output interface prior to moving the data blocks to the free list. After spanned
data has been drained to control processor 212 or host processor 130, the spanned data
is available to other processors or systems for any desired subsequent actions such as,
for example, logging, analysis for intrusion detection, or transcription.

The foregoing approach may be particularly useful for network intrusion
detection functions. When one of the defined actions for a certain packet traffic type is
to log the packet, the above approach permits security processor 104 to act substantially
as an in-line tap, which permits selectively duplicating streams of data that may be of
interest based on specific pre-selected criteria. When NIDS 302 returns a potential
signature match to one of packet engines 228, and that packet engine 228 is able to
verify that the potential signature match is a true positive match, packet engine 228 may
set the SPAN bit for that packet so that it is duplicated to control processor 212 and/or
host processor 130 as discussed above. This verification may, for example, be based on
the protocol of the packet or other appropriate criteria. Control processor 212 and/or
host processor 130, as is applicable, may then run further analysis on the packet or the
packet stream, and/or may forward it to a centralized IDS collector for enterprise
intrusion detection.

Alternatively, the packet or packet stream may be re-directed or duplicated to
host processor 130 for further processing. Such processing may include, for example,
upper-layer cross-packet analysis, packet normalization, data mangling, or other
operations. The packet may be forwarded out through the appropriate interface (e.g.,
streaming interface 200 or DMA interface 204) after such post-analysis or post-
processing.

Packet engines 228 may each be coupled to a cryptographic core 232. Packet
engines 228 may each comprise microprocessors customized for packet operations such

as, for example, packet processing and classification. Examples of packet engines
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suitable for use with the present invention are described in detail in U.S. patent
application serial no. 09/880,701 (entitled "METHOD AND SYSTEM FOR HIGH-
SPEED PROCESSING IPSEC SECURITY PROTOCOL PACKETS" filed by Lee P.
Noehring et al. on June 13, 2001), which is incorporated by reference herein. Each
packet engine 228 may, for example, process packets needing initial NAT processing
and firewall table entry setup, process packets corresponding to existing NAT and
firewall tables, and process IPSec packets.

More specifically, each packet engine 228 may perform hash table lookups to a
firewall connection table entry, which may contain state information, a rule to be
applied to a packet, optional security association information, routing information (for
example, for MAC overlay), and any application level gateway (ALG) packet mangling
to be done.

For outbound IPSec traffic, each packet engine 228 may provide a pointer to
security association data for an IP packet, load a security association database entry into
a local buffer located on or off—chip, construct and add an outer IP header and IPSec
header, perform lifetime checks, and update an associated security association database
(SAD) entry (for example, the sequence number and byte count).

For inbound IPSec traffic, each packet engine 228 may locate an associated
SAD entry by using a security policy index (SPI) number from the IPSec header or by
an SAD address provided by the classification of the destination address, protocol and
SPL. In order to use the SPI number, IKE firmware 214 may define the inbound SPI
number from the API provided for security processor 104 during security association
establishment., Packet engine 228 may then load the SAD entry into a local buffer,
perform anti-replay checks and lifetime checks, and then update the SAD entry. Each
cryptographic core 232 may remove tunnel IP headers, ESP or AH headers, and ESP
trailers. The packet may then optionally be redirected through packet engine 228 for a

firewall connection table lookup.
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Packet engines 228 in FIG. 2 represent one or more packet engines that may be
provided in parallel in security processor 104. The optional presence of additional
packet engines 228 is indicated in FIG. 2 by ellipsis 229.

Input and output buffers 236 and 240 may be provided to couple each packet
engine 228 to switching system 208. Buffers 236 and 240 may be, for example, FIFO
buffers. In one embodiment, each of output buffers 240 may read control data
prepended to the data payload as an in-band instruction set that determines the
distribution direction or interface of the packet by switching system 208. Input and
output buffers 236 and 240 may each have a size of, for example, 16-32 kilobytes (KB).
An alternative is to have a direct control interface provided to couple each packet
engine 228 to switching system 208, for out-of-band signaling of the packet data
distribution direction. Roughly stating the foregoing in another way, instructions may
be sent either from a packet engine 228 to switching system 208 either in-band, as
prepended control words, or out-of-band, via a discrete control channel.

Packet engines 228 may be interconnected at the packet level for passing a
packet and associated context information to other functional blocks or to each other for
specific processing. In parallel operation, the individual packet engines 228 may each
independently process discrete packets and forward the packets to other devices, such as
cryptographic processing cores or switches. Two or more microprocessors could, for
example, be serialized to perform discrete functional tasks as the packet transits from
one functional block to another. Packet engines 228, in conjunction with cryptographic
cores 232 and under the common control of control processor 212, may perform, for
example, firewall lookup and statistics, IPSec and secure sockets layer (SSL)
processing, quality of service (QoS), traffic management, and public key processing.
Packet engines 228 may be programmable through registers (not shown), which may be
configured by an external driver or initialization program. Each packet engine 228 may
perform any needed datagram modification prior to sending a packet out from security
processor 104. For example, packet engine 228 may write a MAC destination address

to a packet as it streams out of processor 104.
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In one embodiment, all incoming packets to security processor 104 may be
initially processed by one of packet engines 228. Each packet engine 228 may classify
the packet based upon a lookup table result and then may apply a variety of operations
including, for example, forwarding with necessary transform parameters to
cryptographic core 232, or forwarding to control processor 212 for application level
processing. Such operations may further include overwriting portions of the packet
with new data such as, for example, the media access control (MAC) header for
forwarding and the IP header for NAT, and may also include dropping the packet, or
passing the packet through security processor 104 to an egress interface, such as, for
example, streaming interface 200, unchanged.

Cryptographic cores 232 may provide security processing to perform, for
example, IPSec and/or SSL processing. Each cryptographic core 232 may provide
high-speed fixed function encryption and authentication hash processing for packet
data. Each cryptographic core 232 may receive instructions and key address
information affixed to a packet for applying appropriate transforms. Examples of
cryptographic cores 232 suitable for use with the present invention are described in the
following U.S. patent applications, all of which are incorporated herein by reference:
serial no. 10/144,004 (entitled "SINGLE-PASS CRYPTOGRAPHIC PROCESSOR
AND METHOD" filed by Satish N. Anand et al. on May 13, 2002); serial no.
10/144,332  (entitled “SECURITY ASSOCIATION DATA CACHE AND
STRUCTURE” filed by Satish N. Anand et al. on May 13, 2002); serial no. 10/144,195
(entitled “APPARATUS AND METHOD FOR A HASH PROCESSING SYSTEM
USING MULTIPLE HASH STORAGE AREAS?” filed by Satish N. Anand on May 13,
2002); and serial no. 10/144,197 (entitled “APPARATUS AND METHOD FOR A
HASH PROCESSING SYSTEM USING INTEGRATED MESSAGE DIGEST AND
SECURE HASH ARCHITECTURES?” filed by Satish N. Anand on May 13, 2002).

It should be noted that each cryptographic core 232 is preferably accessible only
through a corresponding packet engine 228. Alternatively, several packet engines 228

may access a single cryptographic core in a round robin or other arbitrated flow
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mechanism. Accordingly, all or substantially all packet and data flow may return to the
corresponding packet engine 228 from cryptographic core 232 prior to output from
security processor 104. Also, in a preferred embodiment according to the present
invention, all‘I/O data to security processor 104 transits one of cryptographic cores 232
whether or not the data needs encryption/decryption or other security processing. After
exiting cryptographic core 232, a packet may be assigned its distribution directions (for
example, to a destination of one of several streaming interfaces 200 or control processor
212) by packet engine 228 for distribution through switching system 208.

Streaming interface 200, switching system 208, packet engines 228 and
cryptographic cores 232 may provide fast path data flow for security processing system
102. This fast path data flow may provide both firewall and virtual private network
(VPN) functionality along with network intrusion detection functionality as described
further below. Control processor 212 and firmware 214 may provide all or substantially
all control for these firewall, VPN and network intrusion functions.

Initial packets for a data flow may transit from packet engine 228 and
cryptographic core 232 to control processor 212 for an initial classification. Control
processor 212 may perform firewall, NAT, and routing classification for the packet, and
further may create a connection table and hash entry in memory 106 for use by packet
engine 228 on subsequent packets in the data flow. This may include the building of
more than one connection table entry, depending on the application. Examples of this
include preemptively constructing inbound and outbound entries, as well as a data
channel entry for certain protocols. Control processor 212 may also trigger IKE
processing as a result of the classification of the initial packet.

The connection table entries above provide a mechanism that allows the
acceleration of security operations, such as firewall or NAT decision processing for
packets. Connection entries may have a relationship (for example, one-to-one or many-
to-one) to IPSec SAD entries in support of [PSec operations as a result of classification.

Control processor 212 may provide control plane operations for security

processing system 102 and may run an embedded operating system or simple task
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scheduler to handle complex packet applications such as, for example, firewall and
intrusion detection system applications, a TCP/IP stack including routing functions, and
support applications such as IKE and user interfaces for configuration, for example,
from host processor 130. The use of control processor 212 in the foregoing manner
may permit the complete containment of all key generation, public key and symmetric
key encryption and decryption processing within the hardware of security processing
system 102 and within cryptographic boundary 112. Control processor 212 allows the
flexibility of general purpose processing for non-real-time, demand-driven or OS-based
applications to be executed.

Modulo/expo engine 216 may be coupled to local data bus 210 to provide
processing for streaming and modular exponentiation. Control processor 212 may
provide public key macro acceleration by providing pre-processing for modulo/expo
engine 216, which would permit host processor 130 to request high-level public key
acceleration calls that are handled completely by security processing system 102.
Modulo/expo engine 216 may be made accessible to control processor 212 and also host
processor 130. The interconnectivity of operations that may be provided by control
processor 212, specifically the providing of key management functions, modulo/expo
engine operation and local access to encrypted/protected memory, allows security
processor 104 to keep all unprotected cryptographic keys and operations within the
boundary of security processor 104. In other embodiments, a dedicated key
management processor (not shown), which may be coupled to local data bus 210, and
associated firmware may be integrated and made accessible to modulo/expo engine 216
in addition to or even in the absence of control processor 212,

Firmware 214 may be executed by control processor 212 and may provide
operating system software and other software to provide IKE and other functions and
additional functions known to one of skill in the art. Control processor 212 may be, for
example, a general purpose processor such as a 32-bit RISC processor. Other types of
processors may also be used. Other software stored as part of firmware 214 may be

used to permit control processor 212 to provide VPN, firewall, intrusion
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detection/prevention, and SSL protocol communications, virus protection, digital rights
management, content filtering, access control, verifying of application integrity, and
management of public key infrastructure (PKI) exchanges.

Additional software stored as part of firmware 214 may permit a wide variety of
data analysis functions including, for example, packet analysis, pattern matching, or
other data analysis. Statistics may be generated by such functions and/or other
functions and the results communicated to host processor 130 or another device (not
shown) for central data collection of activity on devices coupled to internal network
116.

Firmware 214 may include control plane software that runs on control processor
212. The control plane software may communicate with the data plane software using a
set of application program interfaces (APIs) and a message-based protocol. The data
plane software may include forwarding software responsible for performing high-speed
packet processing that handles the data plane steady-state portion of networking
applications, such as, for example, IP packet forwarding protocols. The functionalities
provided by security processing system 102 may be changed and/or updated by
updating firmware 214, Such updating may be done, for example, as new industry or
government security standards are developed or modified. Also, the resources devoted
to each of the security and networking processing functions may be customized for each
host computing device or by the location of a device on a network, for example a
location at either a gateway or at an edge of the network.

Security processor 104 may include random number generator (RNG) 218 and
timers, universal asynchronous receiver/transmitter (UART), and general purpose I/O
220 coupled to local data bus 210. RNG 218 may be a true digital random-number
generator. RNG 218 may be made available to control processor 212 and also to host
processor 130. Timers 220 may operate most operations in the core of security
processor 104 and may run, for example, at a frequency of about 150 MHz. A separate
reference clock (not shown) may be coupled to control processor 212, which may be

bridged to the security processor 104 core, and run, for example, at about 250 MHz.
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Security processor 104 optionally may include anti-tamper system 224. Anti-
tamper system is controlled by control processor-212 and may include detection circuits
for voltage, temperature and physical probing forms of tampering. More specifically,
anti-tamper system 224 may comprise hardware tamper circuits and firmware routines
to check the integrity or health of stored flash content. The firmware routines may
check the general integrity or health of the flash content using, for example, both DES-
MAC or AES-MAC security methods or other hashing and authentication techniques.
Anti-tamper system 224 may be implemented as a network of detection circuits tied to a
fail-safe fault collector (not shown).

Translator 226, which may be, for example, a steganography translator or
another memory obfuscation device or encryption translator; such as an encryption
filter, may optionally be coupled to local memory interface 202 to use known
steganographic or encryption techniques, as applicable to the type of device 226 used,
in the writing and reading of security keys and other data to and from memories 106,
108 and/or 110. For example, an encryption key of, for example, about 112 bits may be
distributed in an SRAM memory 108 in a data block size of, for example, about
100,000 bits and only be retrievable from memory 108 using a translation algorithm

implemented in software in translator 226.

Encrypted Memory System

A hardware encryption path may be included between local data bus 210 and a
memory controller block in security processor 104. This path may consist of two main
components; (i) an encryption DMA block (EDMA) that may be a write-only path
between a local host and off-chip memory (e.g., memory 106) for securely storing SA
(security association) keying material; and (ii) an "ER" block that may be a read path
from the memory controller block to the block from which a calling function is
originating (for example, a cryptographic function running in cryptographic core 232
that uses SA keys for IPSec processing). The hardware encryption path as described

herein may in general be useful with any off-chip memory, including for example,
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memory 106, 108, or 110. FIG. 12 is a block diagram illustrating the relationship in this
embodiment between the ER block, the EDMA block, cryptographic core 232, and
memory. The division of memory access shown could be physical (block connection)
or logical (access to targeted address ranges that are encrypted).

The EDMA block may consist of several blocks including an AES encryption
block (e.g., 18-round AES with a 64-bit block size), an address expansion block, a
control block, and a configuration block. The EDMA may sit between DMA interface

'204 and an "AHB master block" (see FIGs. 6 and 7), which is coupled to the memory

controller block (as discussed in more detail below). As discussed in more detail below
and as illustrated in the figures, the AHB may be an internal AMBA host for the chip.
AMBA refers to the Advanced Microcontroller Bus Architecture.

The EDMA block monitors signals from, for example, DMA interface 204 to
determine if the current write request from DMA interface 204 to the AHB master block
is, for example, for an IPSec SA, and/or SSL SA, or for a transfer which does not
contain any SA data. This distinction may be controlled by two control bits in a control
word associated with DMA interface 204 and used for each transfer. If the transfer is
for an IPSec SA, the EDMA logic may hold off the request going to the AHB master
block until the AES block is ready e.g., when the initial 10 rounds of AES processing
are complete). The AES block may use the SA source address and an internally
generated key (K) to complete the initial 10 rounds. On completion of the 10 rounds,
64-bits, for example, of Cipher Text 0 (CTO) will be produced, and the write request
will be allowed to pass to the AHB master block. The AHB master block will assert its
read signal and the first 8 bytes of data (a Basic Command Word [BCW], which is
control data not needing confidentiality protection) will be allowed to transfer as
cleartext. On each of the remaining transfers, the AES block will step one round of the
AES algorithm per each transfer, and the data will be XOR’ed with CT,, (n=0...8) to
produce a value EDM Ak [Data,] (n=0...8) for a total transfer of 80-bytes, of which 72
bytes are encrypted. The EDMA preferably will not encrypt any transfer where the

source address equals the destination address.
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The ER block may provide a path from memory 106 (e.g., off-chip SA DDR) to
cryptographic core 232 for decrypting SA’s that are located within memory 106. The
ER block may consist of several blocks including an AES encryption block (e.g., 18-
round, 64-bit AES), an address expansion block, a variable FIFO, a control block, and a
configuration block. The ER block may be located between the calling functional block
(e.g., cryptographic core 232 or another block) and memory 106. The ER block may be
fead-only, or it may be read-write, if necessary to, for example, copy back state
information. FIG. 11 is a block diagram illustrating the relationship in this embodiment
of the ER block to the cryptographic core and memory.

The ER block may monitor the calling functional block’s request signals to
memory 106. If the request is a read, the ER block will hold off the completion of the
read by de-asserting its ready signal (“ER_rdy”’) to a memory arbiter until the AES
block is ready (i.e., when the initial 10 rounds of the AES algorithm are complete). The
memory arbiter (e.g., a RAM arbiter) brokers access requests from the requestors of
memory (e.g., a MIPS processor, one of packet engines 228, or cryptographic core 232).
Signal ER_rdy may be transmitted to the memory controller (see the “CRA” block in
Fig. 12) from the EDMA or the ER control element.

The AES block may use the SA source address provided from the interface to
cryptographic core 232 and the K key to complete the initial 10 rounds of the AES
algorithm. On completion of the 10 rounds, 64-bits of Cipher Text 0 (CT0) will be
produced and the ready signal (ER_rdy) may be asserted allowing the read request to
pass to the memory arbiter. The memory arbiter will assert its data ready signal and the
first 8-bytes of data (the BCW) will be allowed to transfer in the clear. On each of the
remaining transfers, the AES block will step one round of the 64-bit AES algorithm per
transfer, and the data will be XOR’ed with CT, (n=0...8) to produce values Elx [Data,]
(n=0...8) for a total transfer of 80 bytes, of which 72 bytes are decrypted. More
generally, the ER block may decrypt or encrypt to arbitrary offsets per each read or
write request, intermingling data stored in the clear with data stored in an encrypted

form so as to make a clear text delivery to the calling functional block.
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Now discussing an encrypted hardware path according to the present invention
in more detail, an encrypted memory system may be implemented as a multi-block
system tasked with the selective encryption of memory structures to protect data that
may reside in off-chip memory (e.g., memory 106, 108, or 110, as mentioned above)
from use by anything other than the intended block and/or logic that resides in the
system itself. It is particularly useful in encryption devices and applications such as
with the IP Security protocol where one wishes to achieve FIPS 140-2 level 2 or similar
levels of protection for data and process contents.

The specific embodiment of the present invention discussed here preferably has
two primary blocks. First, the EDMA block may provide logic and a protected path
from, for example, a host general purpose DMA interface to the memory controller.
This is the path over which the encrypted data may be written to memory. The utility of
the EDMA block is to provide a method of inserting data into memory, encrypting it
enroute. Second, the ER block may provide a fast decryption path for data read from
external memory. The ER block is accessible only to trusted requestor blocks within
the chip, making retrieval and decryption of certain protected memory data
discriminatory, based on purposeful hardware design. An encryption key K may be
used for encryption and decryption of the externally stored data. K is preferably

internally generated at initialization and not visible nor accessible outside the system.

Data Representation Conventions

FIG. 5 illustrates the data representation convention used herein for purposes of
explanation. Other conventions may be used in different embodiments. Throughout the
description herein, all data vectors and one-dimensional data structures are represented
with the Most Significant Bit (MSb) in the leftmost position and the Least Significant
Bit (LSb) in the rightmost position. All two-dimensional data structures are represented

with the MSb in the upper leftmost position and the LSb in the lower rightmost position.
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EDMA Block (GDMA to Off-Chip Memory)

The EDMA block may provide a write-only path between a local host or other
data generating device and the off-chip memory for securely storing protected
information, such as SA keying material. It may consist of several blocks that include
an N round B block AES encrypt (where B is the width of the memory interface),
address expansion, control, and configuration. An AES algorithm of 128-bit key size is
typically used though other key sizes may be used with the appropriate adjustment in
key expansion rounds. Likewise, some other streaming or block cipher may be used in
an alternate implementation. The EDMA block sits between the interface from the data
path and the bus to the memory controller. In one implementation the EDMA may be
located between the "GDMA" block and the "AHB" block (see FIGs; 6-8). The GDMA
(general purpose DMA) block may interface the internal or external host to the AHB.
The AHB master is the mechanism for the functional block (e.g., the GDMA block or
packet DMA [PDMAYJ) to take control of the bus for signalling and data transmission.
Alternatively, in a multi-path (parallelizing) design, the EDMA block could be located
between the GDMA Slice0 (gda_sclice0) and the GDMA multiplexer (mux) as
illustrated in FIG. 6.

The EDMA block monitors the incoming data bus (e.g.,, GDMA signals) to
determine if the current write request is protected data or a transfer which does not
contain any protected data. This distinction may be controlled by signaling, for
example, two control bits in a GDMA control word for each transfer. The signaling
may also determine whether or not there is an offset to the beginning of encryption,
allowing a block-sized multiple of clear text to precede the encrypted data in a single
transaction. If the transfer is to be encrypted, for instance for an IPSec SA, the EDMA
logic will hold off the request going to the AHB Master until the AES is ready, that is
when the initial 10 rounds of AES are complete, and the block multiple clear text offset
is reached, if it exists. The AES block will use the incoming data’s Source Address (M)
and K key to complete the initial 10 rounds. On completion of the 10 rounds, B bits of

Cipher Text 0 (CTO) will be produced and the write request will be allowed to pass to
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the AHB Master. The AHB Master (in this example) will assert its read signal and the
first 8-bytes of data will be allowed to transfer. On each of the remaining transfers the
AES block will step one round of the AES algorithm per transfer and the data will be
XOR’ed with CTn (n=0...1) to produce Ex[Datan] for a total transfer of n x 8 bytes
being encrypted. The EDMA block will not encrypt any transfer where the source
address equals the destination address. A more detailed block diagram is illustrated in

FIG. 7. The sections below describe each of these blocks in more detail.

RNDmix

The RND,,;x value will be initialized during the boot-up sequence as a 64-bit (or
block size) random or pseudo-random number and then written to the EDMA RND mix
register. The RND,,;, will be XOR’d with the cipher text XOR data and then be sent to
the EDMA mux, providing additional mix protection to mitigate the weakness of “to

000 or FFF" writes to memory.

AES64 Encryption Block

The AES block preferably uses a reduced block size, 64-bit block AES (128-bit
key) algorithm as defined in the Appendix to this application (AES64 Specification).
Although the embodiment of the present invention is discussed in the context of this
specific AES algorithm, one of skill in the art will recognize that other algorithms (e.g.,
other than AES) may be used in other embodiments. Although in the Appendix the
number of rounds for the AES algorithm is defined as 10, for the EDMA or ER blocks
the AES64 may be extended to support an 10+n round cipher, as determined by the size

of the encrypted data transaction. For more detail, see the following table:

PreAdd
round 1 SubBytes
round 1 ShiftRows
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round 1 MixColumn

round 1 AddKey

round n SubBytes

round n ShiftRows

round n (No MixColumn On Last Round)
round n AddKey

The output of rounds 11 through n will produce CTjy through CT, which will be
used to XOR with the eight byte blocks (for a 64-bit memory width) of the data
transaction being written to off-chip memory. An initial, block multiple amount of data
may be allowed to pass in the clear prior to the active encryption, based on any offset

programmed into the transaction signaling,

EDMA Address Expansion Block

The address expansion block takes ny-bits of address data together with some
amount of K data and produces block-sized bits of address expansion data for input to
the AES block. The address expansion block may use S-Box and E-Box functions to
accomplish the expansion, though other substitution or expansion algorithms may be
used as long as they introduce sufficient variability. The address is typically expanded
through the E-Box or some other expansion function. Some mixing bits are selected
from K and run through a number of S-Box’s or some other substitution function to
produce data that will be XOR’d with the expanded address seed from the E-Box. The
output from the XOR is then appended to the address (or data that is address dependant)
to form a block-sized amount of output (ax_data/B:0]). In more detail, in formula
form: ax_data[B:0] = {gdma_EDMA_amemory[m;:0] , X;[(B-m;: 0]}
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ER Block (Cryptographic Core to/from Security Association (SA) Memory)

The ER block (e.g., for a four-channel slice) provides a read-only (e.g., IPSec)
path from off-chip memory to the functional block or device reading the memory, for
example, in the case where cryptographic core 232 would need to decrypt SA’s that are
located within off-chip memory. It may consist of several blocks that include an n-
round, B-bit AES encrypt, address expansion, variable FIFO, control, and configuration.
The ER block may be located between the memory-consuming function (e.g.,
cryptographic core 232) and off-chip memory as illustrated in more detail in FIG. 8.
Multiple function blocks or devices may have their own or a shared ER block to
memory.

The ER block monitors the calling block’s request signals to the off-chip
memory. [f the request is a read, the ER block will hold off the completion of the read
by de-asserting its ready signal (ER_rdy) to a memory arbiter until the AES block is
ready (i.e., when the initial 10 rounds of AES64 are complete). The AES block will use
the memory Source Address provided from the cryptographic core interface and the K
key to complete the initial 10 rounds of AES64. On completion of the 10 rounds, 64
bits of Cipher Text 0 (CT0) will be produced and the ready signal (ER_rdy) will be
asserted allowing the read request to pass to the memory érbiter. The memory Arbiter
will assert its data ready signal and the data will be allowed to transfer. If an offset is
included in the request signal, then a block multiple of data may precede the decrypted
information in the clear. On each of the remaining transfers the AES block will step
one round of the AES algorithm per transfer and the data will be XOR’ed with CTn
(n=0...8) to produce Elg[Datan] for a total transfer of 8 x n bytes being decrypted.

Host Configuration Interface (I/F)

A host configuration interface provides read/write access to local configuration

and status registers.
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RND,,;

The RND,,;, value will be initialized during the boot-up sequence as a 64-bit (or
block size) random or pseudo-random number and then be written to the EDMA
RND,,;x register. The RND,,;x will be XOR’d with the cipher text XOR data and then be
sent to the EDMA mux, providing additional mix protection to mitigate the weakness of

“to 000 or FFF" writes to memory.

AES Encryption Block

The AES block preferably uses a reduced-block size, 64-bit AES algorithm as
defined in the Appendix to this application (AES Specification). Although the
discussion in the Appendix defines the number of rounds as 10, for the ER block the
AES block is able to support a 10+n round cipher, where n represents the number of bus

width blocks of memory to be retrieved.

ER Address Expansion Block

The ER address expansion block may be implemented in the same way as the
EDMA address expansion block.

Network Intrusion Detection System

FIG. 3 illustrates a more-detailed functional block diagram of a network
intrusion detection system that may be used in a portion of security processor 104 in
accordance with an embodiment of the present invention. FIG. 3 illustrates, for
example, three packet engines 228 in parallel and each connected to. a cryptographic
core 232.

Network intrusion detection system (NIDS) 302 has taps 303 that may couple to
the input/output of each of packet engine 228 and cryptographic core 232 pair.

Signature database 304 is a defined set of patterns stored in on and/or off-chip memory.
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I
NIDS 302 attempts to match parts of the data stream (for example, the header, payload,

or trailer) against the stored set of patterns.

According to the present invention, by passing all /O traffic to host processor
130 and/or internal network 116 through security processing system 102, and including
NIDS 302 within system 102, undesirable intrusions may be detected in-line with such
I/O traffic, such as, for example, it passes through an NIC. By being in-line in this
manner, intrusions identified by NIDS 302 may be stopped in the /O traffic flow and
any further related improper intrusion prevented from passing to host processor 130
and/or internal network 116.

Each computer or computing device (not shown) connected, for example, to
internal network 116 may be protected by security processing system 102, such as, for
example, using an NIC containing security processing system 102 for all /O traffic for
each device. Each such distributed NIC may communicate with a central server (not
shown) connected to internal network 116 to accﬁmulate performance, security,
network processing and other data related to activities reported by each such security
processing system 102. Additionally, such accumulated data may be processed and/or
analyzed by the central server and then new or modified control signals sent to all, or a
selected portion, of the security processing systems 102 of each device on internal
network 116.

Having a tap on each of the input and output paths to each cryptographic core
232 permits the capture of clear text packets either before or after encryption, depending
on whether the packets are inbound or outbound. Thus, signature matching may be
done on clear text data. NIDS 302 may flag a packet as having a potential signature
match to a pattern in signature database 304. The flagged packet may either be dropped
(and the flow of subsequent packets in the same data flow stopped) or continue to its
next destination, with a logging report to host processor 130 in either case indicating the
status of the packet. Also, in addition to being sent to its next destination, the flagged
packet may be redirected or duplicated and receive further slow path processing by

control processor 212. The logging report may be used to form an audit trail for
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collective or heuristic analysis and future packet inspection by a centralized intrusion
detection system or other process or device. If a packet has been identified as
undesirable, intrusion prevention may be provided by dropping related future packets in
packet engines 228.

NIDS 302 may be coupled to a separate control channel 305 coupled back to one
or more, and preferably all, of packet engines 228. Control channel 305 is a special
path to send packets that have been flagged by NIDS 302 to the control plane on local
data bus 210 (and then optionally on to host processor 130) for logging or other
administrative tasks, including, for example, providing data for use by a network
administrator in managing and improving network intrusion detection and prevention by
security processing system 102,

Flagging of a packet or a packet data structure may be done by setting a bit flag
in a control word corresponding to the packet. By examining this bit flag for a packet,
control processor 212 may direct the packet to a certain location for logging. Results
from packet classification performed by each packet engine 228 (for example, to
determine that the packet is network file system (NFS) traffic) may be used to select
from one of many rules sets or signature sets in signature database 304.

Based on comparisons to the selected rules or signature sets, control channel 305
may indicate one or more types of initial potential intrusion violations associated with a
packet. After indicating flagged packets to one or more of packet engines 228 through
control channel 305, each packet engine 228 may further classify the packet by
comparison to the one or more types of other potential intrusion violations provided for
the packet by control channel 305, and use information from prior classification
processing for the packet by the packet engine 228 to narrow or eliminate the set of

potential intrusion violations.

Packet/Data Flow
FIG. 4 illustrates a simplified flow diagram of typical packet or data flow for

one embodiment of security processing system 102. FEach packet engine 228 may
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comprise a packet processor and a classification engine. Circles 404 and 406 generally
correspond to the functionality provided by the classification engine and the packet
processor, and such functionality is referred to herein as classification engine 404 and
packet processor 406.

Classification engine 404 may provide lookup and decision logic for, among
other things, security policy database (SPD) lookup, firewall connection table lookup,
NAT table lookup, routing, and limited application level gateway (ALG) rule
application and data mangling. Any or all of the foregoing classification engine
functions may be subsumed in a single connection table entry. Once an initial data flow
is defined, the foregoing classification engine functions may be made integral to the
data flow.

Packet flow through security processing system 102 typically begins when a
packet enters switching system 208 via one of streaming interfaces 200 or DMA
interfaces 204. Each packet may be inserted into an active list waiting for the next
available packet engine 228. The same active list may be an insertion path for control
processor 212 to direct packet traffic into a packet engine 228. Regardless of
destination, whether, for example, it is to streaming interface 200, host interface 206,
control processor 212, or a loop through a packet engine 228, all packet data preferably
flows to a packet engine 228 and then to a corresponding cryptographic core 232.
Tagging of the packet upon ingress to the packet engine 228 may determine the egress
path from cryptographic core 232. More specifically, the incoming and outgoing
packets may be provided with a tag upon ingress to one of packet engines 228 and the
tag may be used to determine the egress path upon exit from the corresponding
cryptographic core 232.

Classification hash lookup data and a detailed connection flow table and security
policy/association data may be stored, for example, in memory 106. Upon receiving a
packet, packet engine 228 may find a match in the connection table, fetch the
connection information (including SAD information as appropriate), and apply the -

appropriate rules and transforms. This may include forwarding the packet to control
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processor 212. If no match is found in the connection table, then the packet is
preferably forwarded to control processor 212.

Outbound packets may be buffered after transit through packet engine 228 and
cryptographic core 232 for sending out to streaming interface 200 or to host interface
206. Outbound packets may have made a single trip through packet engine 228 and
core 232, may have made a second trip through packet engine 228 and core 232 after
prior processing by control processor 212, or may have made a second trip through
packet engine 228 for firewall inspection following decryption in cryptographic core
232.

Initial packets needing classification to create a NAT lookup table entry and/or
firewall connection table entry may be forwarded to control processor 212 for
processing, then back to classification engine 404, and then to packet processor 406
prior to output from security processor 104 (unless dropped in accordance with the
firewall rules in effect). If such initial packets also need IPSec processing, they may be
forwarded to packet engine 228 after initial processing by control processor 212, then
back to an egress interface,

For packets that are already in an existing data flow, for example, already
having connection table entries or NAT global mapping in existence, a successful
lookup may result in a direct forwarding to packet processor 406 for modification, and
then classification by classification engine 404 for egress from security processor 104,
Outbound IPSec packets in an existing flow transit to packet engine 228 and
cryptographic core 232 after egress classification and firewall packet processing.
Inbound IPSec packets in an existing flow are forwarded to packet engine 228 and
cryptographic core 232, then to the classification engine 404 and packet processor 406
for SPD validation, routing, and optionally, firewall and NAT processing prior to

egress.
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APPENDIX

An APPENDIX is included at the end of this application, which is incorporated
by reference in full herein. The APPENDIX describes the AES64 algorithm referenced
above. The APPENDIX presents information regarding a specific algorithm and is not
intended to be limiting in any way. Other implementations of the present invention may

be made.
CONCLUSION

By the foregoing description, an improved secure I/O interface system and
method have been described. The system and method may improve the security of
communications to and from trusted hardware, imprové communication speed, reduce
the number of different systems required for secure communications, and reduce the
extent of the bottleneck on the backplane bus.

The foregoing description of specific embodiments reveals the general nature of
the invention sufficiently that others can, by applying current knowledge, readily
modify and/or adapt it for various applications without departing from the generic
concept. Therefore, such adaptations and modifications are within the meaning and
range of equivalents of the disclosed embodiments. The phraseology or terminology
employed herein is for the purpose of description and not of limitation. Accordingly,
the invention embraces all such alternatives, modifications, equivalents and variations

as fall within the spirit and scope of the appended claims.
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CLAIMS

What is claimed is:

1. A security processor to process incoming and outgoing packets, the
security processor comprising:

a switching system to send and receive packets;

a packet engine, coupled to the switching system, to handle classification
processing for the incoming and outgoing packets; and

a cryptographic core, coupled to the packet engine, to provide encryption and

decryption processing for packets received from the packet engine.

2. The security processor of claim 1 wherein the packet engine is further
operable to handle security context management processing for the incoming and

outgoing packets.

3. The security processor of claim 1 further comprising:
a local data bus coupled to the switching system; and

a modulo engine coupled to the local data bus.

4. The security processor of claim 1 wherein the packet engine is one of a
plurality of packet engines and substantially all of the incoming and outgoing packets to

the security processor transit one of the plurality of packet engines.

5. The security processor of claim 4 wherein the cryptographic core is one
of a plurality of cryptographic cores coupled one-to-one to the plurality of packet
engines and substantially all of the incoming and outgoing packets to the security
processor transit a corresponding one of the plurality of cryptographic cores after

transiting one of the plurality of packet engines.
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6. The security processor of claim 4 wherein the incoming and outgoing
packets are provided with a tag upon ingress to one of the plurality of packet engines
and the tag determines the egress path within the security processor upon exit from the

corresponding one of the plurality of cryptographic cores.

7. The security processor of claim 3 wherein the packet engine, the

cryptographic core, and the modulo engine are formed on a single chip.

8. The security processor of claim 7 further comprising a control processor,
coupled to the local data bus, for exception handling of the incoming and outgoing

packets.

0. The security processor of claim 7 further comprising a key management

engine coupled to the local data bus.

10.  The security processor of claim 1 further comprising an intrusion

detection system coupled between the cryptographic core and the packet engine.

11.  The security processor of claim 7 wherein the security processor handles

substantially all security processing for the incoming and outgoing packets.

12. The security processor of claim 11 wherein the security processor further

handles substantially all network processing for the incoming and outgoing packets.

13.  The security processor of claim 1 further comprising an intrusion

detection system coupled between the cryptographic core and the packet engine.
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14. A security processing system comprising:
(a) a security processor comprising:
a switching system to send outgoing and to receive incoming packets;
a packet engine, coupled to the switching system, to handle classification
processing for the incoming and outgoing packets;
a cryptographic core, coupled to the packet engine, to provide encryption
and decryption processing for packets received from the packet engine; and
a local data bus coupled to the switching system; and

(b) a memory coupled to the local data bus.

15.  The security processing system of claim 14 further comprising a modulo

engine coupled to the local data bus.

16.  The security processing system of claim 15 further comprising a key

management engine coupled to the local data bus.

17.  The security processing system of claim 14 wherein the memory and the

security processor are within the same cryptographic boundary.

18.  The security processing system of claim 14 wherein the security

processor is formed on a single chip.

19. The security processing system of claim 14 further comprising:

a memory interface coupled to the local data bus, wherein the memory is
coupled to the local data bus using the memory interface; and

a translator coupled to the memory interface to perform translation of data

received by the memory interface from the memory.
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20.  The security processing system of claim 19 wherein the translator

performs steganographic translation of the received data.

21.  The security processing system of claim 19 wherein the translator

performs encryption translation of the received data.

22.  The security processing system of claim 14 wherein the security
processor is operable to (i) execute boot code to load firmware for execution by the
security processor and (ii) authenticate the boot code using a mechanism internal to the

security processor prior to operation of the security processor.

23. A security processor to connect a trusted network to an un-trusted
network for data packet communication, the security processor comprising:

a first interface to couple to the trusted network and to the un-trusted network;

a second interface to couple to a host processor;

a switching system operable to selectively couple to the first interface or the
second interface;

a local data bus, coupled to the switching system;

a plurality of packet engines coupled to the switching system;

a plurality of cryptographic cores each coupled to one of the plurality of packet
engines; and

a control processor, coupled to the local data bus, to control data packet flow

within the security processor.
24,  The security processor of claim 23 wherein the security processor is

operable to act as a firewall to deny or accept a data packet and to implement a secure

communication channel with another computing device in the un-trusted network.
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25.  The security processor of claim 24 wherein the security processor
implements data packet security and authentication functions to support the secure

communication channel.

26. A communication system comprising:

a trusted network; and

a secure interface coupled to the trusted network to carry all incoming and
outgoing communications of the trusted network, wherein the secure interface
comprises a security processor to handle subétantially all security processing for the

incoming and outgoing communications.

27.  The communication system of claim 26 wherein the security processor
performs substantially all network processing for data packet communications traveling

to and from the trusted network.
28.  The communication system of claim 27 wherein the secure interface
handles substantially all security processing for the incoming and outgoing

communications.

29.  The communication system of claim 28 wherein the information security

processing comprises IPSec processing.
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SYSTEM AND METHOD FOR A SECURE I/O INTERFACE
Abstract

A security processor performs all or substantially all security and network
processing to provide a secure /O interface system to protect computing hardware from
unauthorized access or attack. The security processor sends and receives all incoming
and outgoing data packets for a host device and includes a packet engine, coupled to a
local data bus, to process the incoming and outgoing packets. The processor further
comprises a cryptographic core coupled to the packet engine to provide encryption and
decryption processing for packets processed by the packet engine. The packet engine
also handles classification processing for the incoming and outgoing packets. A

modulo engine may be coupled to the local data bus.
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insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any paper filed
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[ APPLICATION NUMBER | FILING OR 371(C) DATE ] FIRST NAMED APPLICANT ] ATTY. DOCKET NO./TITLE |
10/903,785 , 07/30/2004 John M. Davis 2551-0032
CONFIRMATION NO. 4954
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ARLINGTON, VA 22203
Date Mailed: 11/20/2007
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This is in response to the Power of Attorney filed 11/08/2007.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/rmohamed/
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From:Davidson Berquist Jackson & Gowdey, LLP%
No. of Pages (including this page): 3 l _
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USPTO: PLEASE ACKNOWLEDGE CLEAR RJ,:‘,CEIPT OF ALL PAGES.INDICATED. .
ABOVE BY FAXING THIS PAGE BACK TO (703) 894-6430

In re Patent Application of: gAttornebejéketf No.:v 25 5 lf 0032 . ' .
DAVIS, John et al. Group ArtUmt 2136 : , -
Application Serial No. 10/903,785 Confirmation No.: 4954 '
| Filing date: July 30, 2004 Examiner: Traore Fatoumafa,
Title: SYSTEM AND METHOD FOR A ™
SECURE I/O INTERFACE Date: November 8 2007 :

Name(s) of paper(s) being transmitted: |

» Executed General Power of Attorney o . L
o Statement Under 37 CFR 3.73(B) |

—
CERTIFICATE OF FACSIMILE TRANSMISSION

I hereby certlfy that this correspondence is being facsdmle transmitted to the United StatesPatent
and T rademark Office at the above facsimile humber on the date shown below.

Name: | SarahLanning | Signature: 5 W Date: | 11/08/2007

3t

- l ; i
CUSTOMER NUMBER DAVIDS(}BERQUIST J ACKSON & GOWDEY, LLP
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DAVIDSON BERQUIST' Fax:7038946430 ~ Nov 8 2007 16:10 P.02
§ RECEIVED
i : CENTRAL FAX CENTER
g NOV-0-8-2007—
STATEMENT UNDER 37 CFR 3.73(B)

Applicant / Patent Owner: DAVIS, John et al. . Doéket No. 2551-0032 IR

Application No. / Patent No. 10/903,785 Fuad { Issued Date: July 30,2004 ..

Entitled: SYSTEM AND METHOD FOR A SECURE /O INTERFACE L . -

Assignee: ITT MANUFACTURING ENTERPRISES, INC. A Corporauon Cr T

(Narme of assignee) m ype of Assignaa: coraration, partnership, unwersi{y govemment agency, etc.)
States that it is:

1. the assignee of the entire right, title, and interest; or

2.0 an assignes of less than the entire right, title and interest,

(The extent (by percentage) of its ownership inferest is %}

in the patent application / patent identified above by virtue of elthér;

A. [ An assignment from the inventor(s) of the patent apphcatuon / patent |denhfed above The ass;gnment
was recorded in the United States Patent and Trademark Office at Reel ,Frame .  orfor
which a copy thereof is attached. i A, '

OR

B. X A chain of title from the inventor(s), of the patent apphcdtson / patent ideritified above, to the cuirenf assignee
shown below:

1. From: Inventars To: Corrent Corporation

The document was recorded in the United States Patent and Trademark Office at Reel 015256 Frame 0889, or
for which a copy thereof is attached. : '

2. | From: Corrent Corporation To: ITT Manufacturing Enterprises, Inc.

The document was recorded in the United States Patent and Trademark fo ice at Reel 020056 Frame 0483 or .
for which a copy thereof is attached.

3. | From: To: ;

The document was recorded in the United States Patent and Trademark Gtiée at Reel _*__“Franie "' or for.
which a copy thereof is attached. .

[[]  Additional documents in the chain of fitle are listed on a supplemental sheet.
[} Copies of assignmants or other doguments in the chain of tr le are attached.

_ As required by 37 CFR 3,73(b)(1)(l), the documentary evidence of the chain of tills figin the original éwiier to’thé assignee
was, or concurrently Is being, submitied for recordation pursuant t6 37 CFR 3. .

[Note: A separate’ copy (l.e., a true copy of the vriginal assxgnment document(s)) must be submittéd to
Assignment Division in accordance with 37 CFR Part 3, if the asmgnment |s to be recorded m the records
of the USPTO, See MPEP 302.08] ,

The underslgnéd (whose title is supplied below) is authorized to a}:ﬁ on behalf of the'assignee.

| November8,2007 . ..
Fla i 0 ——— oy =S ~
{ Signature | Date - A
J. Scott Davidson 703-894-6401
Printed or Typed Name i Telephone Number T

Attorney, Registration No. 33,489 |
Title:
i
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DAVIDSON BERQUIST Fax:7036346430 Nov 8 2007 16:11 P.03

IN THE UNITED STATES PATENT Anm TRADEMARK OFFICE .

POWER OF ATTORNEY, . L
CORRESPONDENCE A;FSDRESS - j &NTF;EFEWED ‘
AND REVOCATION OF PRIOR POWERS =NTHAL FAX CENTER
' | . NOV 08 2007

Hon. Commissioner of Patents !

P.O. Box 1450
Alexandria, VA 22313-1450 |
Sir:

Revocation: I hereby revoke all previous pbwers of attorney given inthe  ~
application identified in the attached statement under 37 CFR 3.73(b). ' L

Power of Attorney: I hereby appoint the pr%actxtxoners associated with customer

number 42624, individually and collectively, as aftorney(s) or agent(s) to represent the
undersigned before the United States Patent and Trademark Office (USPTO) in
connection with any and all patent applications assigned.only to fhe-undersigned

according to the USPTO assignment records or ass1gnment documents attached to thls
form in accordance with 37.CER. 3 73(b). 1

I authorize Davidson Berqmst Jackson & Gowd,ey, LLP to'delete names/numbers of .’
persons no longer with the Firm and to act and rely on mstructxons from and: communxcate
directly with the entity who fixst sent this case to them 'fmd by whom I hereby declare fhat L'have
consented after full disclosure to be represented unlessfuntil T mstruct Davidson Berqmst Jackson
& Gowdey, LLP in writing to the contrary. |

Correspondence Address: Please recogmzc or change the correspondence
address for the application identified in the attached statement wnder 37 CFR 3.73(b) to

the address associated with Customer Number 42624 o L

Assignee Name and 4ddress: e LoDl

ITT MANUFACTURING ENTERPRISES, INC.
1105 North Market Street, Suite 1217 |
Wilmington, DE 19801

A copy of this form, together with a staternent under 37 CFR 3.73(b) (Foym PTO/SB/96 of equivalent) is required to bo ﬁled in
each applxcatxon in which this form is used. The statement under 37 CPR 3.73(b) may be compTeted by oneof the practiticiiérs”
appomted in this form if the appointed practitioner {s authorized to act oH behalf 61 the : assngnee, and st ldcnnfy the apphcanon

in which this Power of Attomey is to be filad,

|

- Lram e

SIGNATURE of Assignee of Record ™’

The individual whose signature and title js supplied below ik authorized 1o act on behalf of the ass1gnee -

Signature v:i/\///l\&/‘-/ Date . “/‘Sfoar

Name Thomas M. Blasey ’Fﬁlephone To%~Ho < &BIY
Title Assistant Secretary | T ; . ;
i
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Date: 01/29/10

PTO/SB/06 (12-04)

Approved for use through 7/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwark Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD

Substitute for Form PTQ-875

Application or Docket Number

12/697112

-

*

*

If the entry in column 1 is less than the entry in column 2, write “0" in column 3.
If the *Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter *20".

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter “3".
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE (3) FEE ($)
BASIC FEE N .
(37 CFR 1.16(a), (b), or () N/A N/A N/A N/A 330
SEARCH FEE ;
(37 CFR 1.16(K), (i), or (m)) NIA NIA NIA N/A 540
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (@) N/A N/A N/A N/A 220
TOTAL CLAIMS i
(37 CFR 1.16(i)) 27 inus20 = 7 x§26 OR x§52 364
INDEPENDENT CLAIMS .
(37 CFR 1.16(h) 3 minus 3 = x$110 x$220
If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $260 ($130 for small entity) for each additional
50 sheets or fraction thereof. See
(87 CFR 1.16(s)) 35 U.5.C. 41(a)(1)(G) and 37 CFR
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 195 390
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1454
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE (8) Eg“(’;'; RATE () I?EN:;';
s AMENDMENT PAID FOR '
w Total R . - _ OR T
Z | @7 crr 1.160) Minus = X = X =
Z [ Independent |, : e = = =
2 | o7 crr 1.16m) Minus = X - or | X -
< | Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADDTFEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
[+ AFTER PREVIOUSLY EXTRA RATE (8) Pg"(’;'; RATE (8) l'é’:(’;‘;
= AMENDMENT PAID FOR
(7]
Total N . " - - OR -
§ (37 CFR 1.16(i)) Minus = X = X =
Independent :
w * hw = = =
= | (37 CFR 1.16(h)) Minus X or | ¥
< T'Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADD'T FEE

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten’
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS.  SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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