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CHANGE OF Application Number 12/935,040 

CORRESPONDENCE ADDRESS Filing Date 2010-09-28 

Application First Named Inventor Mohamed Boucadair 

Art Unit 2472 
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Commissioner for Patents 

Examiner Name BELUR,DEEPA 
P.O. Box 1450 

Alexandria, VA 22313-1450 
Attorney Docket Number P3594US 

Please change the Correspondence Address for the above-identified patent application to: 

~ 
The address associated with 

I I 
Customer Number: 175872 

OR 

□ 
Firm or 
Individual Name 

Address 

City I State I Zip 

Country 

Telephone I Email 

This form cannot be used to change the data associated with a Customer Number. To change the 
data associated with an existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124 ). 

I am the: 

□ Applicant/Inventor 

□ Assignee of record of the entire interest. 
Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/96). 

[g] Attorney or agent of record. Registration Number 53563 

□ Registered practitioner named in the application transmittal letter in an application without an 
executed oath or declaration. See 37 CFR 1.33(a)(1 ). Registration Number 

Signature 
/David Wade Schnell/ 

Typed or Printed D 'd W d S h II 
Name aVI a e C ne 

Date June 14, 2021 I Telephone 4809949888 
NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple 
forms if more than one signature is required, see below*. 

forms are submitted. 

This collection of information is required by 37 CFR 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO 
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on 
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U .S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 

Juniper Exhibit 1002, page 2



Electronic Acknowledgement Receipt 

EFSID: 42972620 

Application Number: 12935040 

International Application Number: 

Confirmation Number: 1314 

Title of Invention: 
METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED 
DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Customer Number: 8968 

Filer: David Wade Schnell/Acacia IP 

Filer Authorized By: David Wade Schnell 

Attorney Docket Number: P3594US 

Receipt Date: 14-JUN-2021 

Filing Date: 28-SEP-2010 

Time Stamp: 07:08:45 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

98091 

1 Change of Address 
Change_of_Address_ 12935040 

no 2 
.pdf 

Se5ee6cad0b4b55eba0571 fd829f1 c4af3fc 
b01 

Warnings: Juniper Exhibit 1002, page 3



Information: 

Total Files Size (in bytes)~ 98091 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. ISSUE DATE 

12/935,040 04/08/2014 

8968 7590 03/19/2014 

DRINKER BIDDLE & REATH LLP 
ATTN: PATENT DOCKET DEPT. 
191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 

PATENT NO. 

8693369 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

P3594US 1314 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is 385 day(s). Any patent to issue from the above-identified application will 
include an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Mohamed Boucadair, Rennes, FRANCE; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 

IR103 (Rev. 10/09) 
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Receipt date: 01/15/2014 12935040 - GAU: 24 72 

OK TO ENTER: /D.B.i 

PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. 12/935,040 

Filed: September 28, 2010 

Group Art Unit: 24 72 

Examiner: Deepa Belur 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 

AMENDMENT UNDER RULE 312 

Alexandria, VA 22313-1450 

Dear Madam: 

This amendment is responsive to the Notice of Allowance mailed on November 21, 

2013. 

Amendments to the Specification begin on page 2 of this paper. 

Remarks begin on page 3 of this paper. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

8968 7590 11/21/2013 

DRINKER BIDDLE & REATH LLP 
AT1N: PATENT DOCKET DEPT. 
191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 

APPLICATION NO. FILING DATE 

12/935,040 09/28/2010 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Mohamed Boucadair P3594US 1314 

TITLE OF INVENTION: METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $960 

EXAMINER ART UNIT 

BELUR,DEEPA 2472 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

370-254000 

2. For printing on the patent front page, list 

(I) the names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) the name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$960 02/21/2014 

1 Drinker Biddle & Reath LLP 

2 _____________ _ 

3 _____________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

Orange 
(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Paris, France 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual JXl Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

JXl Issue Fee 

JXl Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

PTOL-85 (Rev. 02/11) 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
IXl The Director is hereby authorized to charge the reouired fee(s), any deficiency, or credit any 

overpayment, to Deposit Account Number 07- 1 81 ( enclose an extra copy of this form). 
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5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in 
interest as shown by the records of the United States Patent and Trademark Office. 

Authorized Signature / brian C. rupp / Date 13 February 2014 

Typedorprintedname Brian C. Rupp Registration No. _3_5~,_6_6_5 _________ _ 
This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process) 
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and 
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete 
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. 
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, 
Alexandria, Virginia 22313-1450. 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. 12/935,040 

Filed: September 28, 20 I 0 

Art Unit: 2472 

Examiner: Deepa Belur 

Date of Mailing of "Notice of Allowance 
and Fee(s) Due": November 21, 2013 

For: A METHOD OF ROUTING A DATA PACKET IN A NETWORK 
AND AN ASSOCIATED DEVICE 

TRANSMITTAL OF PAYMENT OF FEE(S) (37 CFR 1.311) 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Madam: 

Applicant hereby pays the issue fee for the above-identified patent application. 

Application Status 

This application is on behalf of: 

~ other than a small entity or D a small entity. 

D The verified statement D is attached or D was filed on 

Assignment of Application 

~ This application is assigned to ORANGE of Paris, France, and the assignment has been 
previously submitted to the Patent and Trademark Office. 

D This application is NOT assigned. 

D Assignment being submitted under separate cover. Assignment should be directed to 
Mail Stop ASSIGNMENT. 

~ Pursuant to 35 CFR 1.18(a), (b) and (c), the issue fee due in this application is $960.00. 

~ The publication fee due in this application is $0.00 

D Advance Order - __ # of Copies 
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In re Appln. of Mohamed Boucadair 
Application No. 12/935,040 

Payment of Fees 

D A check in the amount of$ 

~ Charge Deposit Account No. 07-0181 for any fee deficiency. 

~ Charge Deposit Account No. 07-0181 in the sum of$960.00. 

Date: February 13, 2014 

CHOl/ 26323869.1 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
One of Attorneys for Applicant(s) 
DRINKER BIDDLE & REATH LLP 
191 N. Wacker Drive, Suite 3700 
Chicago, IL 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 

2 
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Electronic Patent Application Fee Transmittal 

Application Number: 12935040 

Filing Date: 28-Sep-2010 

Title of Invention: 
METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED 
DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Attorney Docket Number: P3594US 

Filed as Large Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Utility Appl Issue Fee 1501 1 960 960 

Publ. Fee- Early, Voluntary, or Normal 1504 1 0 0 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 960 

Juniper Exhibit 1002, page 12



Electronic Acknowledgement Receipt 

EFSID: 18196337 

Application Number: 12935040 

International Application Number: 

Confirmation Number: 1314 

Title of Invention: 
METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED 
DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Customer Number: 8968 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Filer Authorized By: Brian Charles Rupp 

Attorney Docket Number: P3594US 

Receipt Date: 13-FEB-2014 

Filing Date: 28-SEP-2010 

Time Stamp: 12:49:42 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $960 

RAM confirmation Number 11268 

Deposit Account 070181 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) Juniper Exhibit 1002, page 13



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1046828 

1 Issue Fee Payment (PTO-85B) P3594US_lssue_Fee.pdf no 2 
8b09abc3130faa31d478170ff32aeac4bc5f 

909 

Warnings: 

Information: 

55173 

2 Transmittal Letter 
P3594US_lssue_Fee_ Transmitt 

al.pdf 
no 2 

0c69 77 d 344803 6aba 7f5 6a380d 16a6a59 7 a 
2be0e 

Warnings: 

Information: 

32344 

3 Fee Worksheet (SB06) fee-info.pdf no 2 
1 af02777133c8972e017abdde38cc0c26f5e 

8c0a 

Warnings: 

Information: 

Total Files Size (in bytes) 1134345 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. 12/935,040 

Filed: September 28, 2010 

Group Art Unit: 24 72 

Examiner: Deepa Belur 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

Mail Stop Issue Fee 
Commissioner for Patents 
P.O. Box 1450 

AMENDMENT UNDER RULE 312 

Alexandria, VA 22313-1450 

Dear Madam: 

2013. 

This amendment is responsive to the Notice of Allowance mailed on November 21, 

Amendments to the Specification begin on page 2 of this paper. 

Remarks begin on page 3 of this paper. 
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In re Appl. of Mohamed Boucadair 
Application No. 12/935,040 
Rule 312 Amendment 

Amendment to the Specification 

Please amend the paragraph at page 14 at line 34 to page 15 at line 13 of the 

application with the following amended paragraph: 

This routing method is described below with reference to Figure 4. On reception of a 

data packet PT containing a destination public address @PUB and a destination port number 

P2, the routing method of the invention executes a step E 1 of determining a port mask 

defining a range of port numbers to which the port number P2 belongs. The port masks 

assigned to the pieces of terminal equipment of the network may advantageously be stored in 

a database BD 1. In a step E2, this port mask MP is used to select a destination equipment of 

the packet PT from a plurality of pieces of terminal equipment having the same public 

address [[P2]] @PUB and to identify it by means of its routing identifier IDR. The packet is 

then routed in step E3 to the destination equipment selected on the basis of its routing 

identifier IDR. If the routing device AN 300 has no entry in its routing tables, the packet in 

question is eliminated. 

2 
Juniper Exhibit 1002, page 16



In re Appl. of Mohamed Boucadair 
Application No. 12/935,040 
Rule 312 Amendment 

REMARKS 

The following remarks are responsive to the Notice of Allowance mailed on 

November 21, 2013. 

Amendment to the Specification 

Applicant herein amends the paragraph at page 14 at line 34 to page 15 at line 13 of 

the specification to correct a typographical error. Specifically, the paragraph at page 15 at 

lines 5-9 has been amended to state: "In a step E2, this port mask MP is used to select a 

destination equipment of the packet PT from a plurality of pieces of terminal equipment 

having the same public address [[P2]] @PUB and to identify it by means of its routing 

identifier IDR." This amendment is fully supported by the application as filed. As disclosed 

in the application, "P2" refers to a "port number" and "@PUB" refers to a "public address" 

(e.g., page 14 at line 34 states a "destination public address @PUB" and page 14 at line 35 

states a "destination port number P2"). No new matter has been added. Accordingly, 

Applicant respectfully requests that the amendment to the specification be entered. 

Conclusion 

This application is believed to be in condition for allowance and early favorable 

action is requested. The Examiner is requested to call the undersigned attorney if that would 

be helpful in resolving any matters that might remain. 

Date: January 15, 2014 

CHOI/ 26305457.l 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
Lynn Q. Peng, Reg. No. 69,755 
DRINKER BIDDLE & REATH LLP 
191 N. Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No. 08968 
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Privacy Act Statement 
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evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel 
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4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be 
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 
U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this 
system of records may be disclosed, as a routine use, to the International Bureau of the World 
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy 
Act (42 U.S.C. 218(c)). 
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publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CPR 1.14, as a 
routine use, to the public if the record was filed in an application which became abandoned or in 
which the proceedings were terminated and which application is referenced by either a published 
application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local 
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or 
regulation. 
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Notices of Allowance and Fee(s) Due mailed between October 1, 2013 and 
December 31, 2013 

(Addendum to PTOL-85) 

If the "Notice of Allowance and Pee(s) Due" has a mailing date on or after October 1, 2013 and before 
January 1, 2014, the following information is applicable to this application. 

If the issue fee is being timely paid on or after January 1, 2014, the amount due is the issue fee and 
publication fee in effect January 1, 2014. On January 1, 2014, the issue fees set forth in 37 CPR 1.18 
decrease significantly and the publication fee set forth in 37 CPR 1.18(d)(l) decreases to $0. 

If an issue fee or publication fee has been previously paid in this application, applicant is not entitled to a 
refund of the difference between the amount paid and the amount in effect on January 1, 2014. 

Juniper Exhibit 1002, page 25



Notice of Allowability 

Application No. 
12/935,040 
Examiner 
DEEPA BELUR 

Applicant(s) 
BOUCADAIR, MOHAMED 
Art Unit AIA (First Inventor to 

24 72 File) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [gl This communication is responsive to claim amendments filed on Aug 20 2013. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [gl The allowed claim(s) is/are 1-17. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
~;ttp://V'vww.uspto.gov/patents/init events/pph/index.is_p or send an inquiry to PPHfeedback@uspto.aov . 

4. [gl Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) [gl All b) D Some *c) D None of the: 

1. [gl Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121 {d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. D Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/D. B./ 
Examiner, Art Unit 2472 

U.S. Patent and Trademark Office 

5. [gl Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

/Hassan Kizou/ 
Supervisory Patent Examiner, Art Unit 2472 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 2013111 O 

Juniper Exhibit 1002, page 26



Application/Control Number: 12/935,040 

Art Unit: 2472 

EXAMINER'S AMENDMENT 

Page 2 

1. An examiner's amendment to the record appears below. Should the changes and/or additions be 

unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To ensure 

consideration of such an amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with Mr. Brian C. 

Rupp on November 12, 2013. 

Claims 15-17 have been amended as follows: 

Claim 15: A non-transitory computer readable medium encoded with program code instructions 

executable by a microprocessor to perform the method according to claim 1. 

Claim 16: A non-transitory computer readable medium encoded with program code instructions 

executable by a microprocessor to perform the method according to claim 7 

Claim 17: A non-transitory computer-readable medium encoded with program code instructions 

executable by a microprocessor to perform the method according to claim 11. 

2. Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to DEE PA BELUR whose telephone number is (571 )270-3722. The examiner can normally 

be reached on Monday-Friday 8:30am to 5 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Hassan Kizou can be reached on (571 )272-3088. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Application/Control Number: 12/935,040 

Art Unit: 2472 

Page 3 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a US PTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 

/D. B./ 
Deepa Belur 
Examiner, Art Unit 2472 

/Hassan Kizou/ 
Supervisory Patent Examiner, Art Unit 2472 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. 12/935,040 

Filed: September 28, 2010 

Group Art Unit: 24 72 

Examiner: Deepa Belur 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

RESPONSE TO OFFICE ACTION OF MAY 20, 2013 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Madam: 

In response to the Office Action of May 20, 2013, please enter the following 

amendments and consider the following remarks: 

Amendments to the Claims are provided in a listing of claims, which begins on page 2 

of this paper. 

Remarks begin on page 7 of this paper. 
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Listing of Claims 

This listing of claims will replace all prior versions and listings of claims in the 

application. 

Claim 1 (previously presented): A method of routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

destination address and a destination port number, said method comprising, on reception of 

said packet, the following steps: 

· determining a port mask assigned to the destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs; 

· selecting at least one identifier of the destination equipment of the packet from a 

plurality of equipment identifiers associated with said primary destination address based on 

the port mask; and 

· routing the packet to the destination equipment based on said identifier. 

Claim 2 (previously presented): The method according to claim 1 of routing an IP data 

packet, wherein said at least one identifier is a secondary destination address of the 

destination equipment. 

Claim 3 (previously presented): The method according to claim 2 of routing an IP data 

packet, comprising, before the routing step, a step of transforming the packet by adding said 

secondary address to the packet, and routing the packet based on said secondary destination 

address. 

Claim 4 (previously presented): The routing method according to claim 1, wherein the at 

least one identifier is a route identifier specific to said destination equipment and the packet is 

routed based on said specific route identifier. 

Claim 5 (currently amended): A device for routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 
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destination address and a destination port number, wherein said device comprises, on 

reception of said packet, meaRs for: 

· a processor that determines EieteHrH:RiRg a port mask assigned to the destination 

equipment, the port mask defining a range of port numbers to which the destination port 

number belongs; 

· the processor selects seleetiRg an identifier of the destination equipment of the 

packet from a plurality of equipment identifiers associated with said primary destination 

address based on the port mask; and 

· a communication unit that routes routiRg the packet to the destination equipment 

based on said identifier. 

Claim 6 (currently amended): Telecommunications network equipment adapted to receive 

an IP data packet comprising a primary destination address and a destination port number, 

comprising at least one routing device comprising; meaRs for: 

· a processor that determines EietenniRiRg a port mask assigned to a destination 

equipment, the port mask defining a range of port numbers to which the destination port 

number belongs; 

· the processor selects seleetiRg an identifier of the destination equipment of the 

packet from a plurality of equipment identifiers associated with said primary destination 

address based on the port mask; and 

· a communication unit that routes reutiRg the packet to the destination equipment 

based on said identifier. 

Claim 7 (previously presented): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, comprising, on reception of a configuration 

request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a primary address shared with a 

plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message comprising 

said primary address, said port mask, and said routing identifier. 

3 
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Claim 8 (previously presented): The method according to claim 7 of configuring a piece of 

terminal equipment, comprising a step of assigning to said piece of terminal equipment an 

identifier of a routing device adapted to route a data packet comprising said primary address 

as the destination address to said piece of terminal equipment, and the configuration message 

further comprising said routing device identifier. 

Claim 9 (previously presented): The configuration method according to claim 7, wherein 

said configuration message is further sent to a routing device that routes to said piece of 

terminal equipment a data packet containing said primary address as the destination address. 

Claim 10 (currently amended): A configuration server in a telecommunications network, 

wherein, on reception of a configuration request sent by a piece of terminal equipment, 

eoffif)rises means fur comprising: 

· a processor that assigns assigning a primary address to said piece of terminal 

equipment, said primary address being shared with a plurality of pieces of terminal 

equipment; 

· the processor assigns assigning to said piece of terminal equipment a port mask 

defining a range of numbers dedicated to it and a routing identifier; and 

· a communication unit that sends seH-aing to said piece of terminal equipment a 

configuration message comprising said primary address, said port mask, and said routing 

identifier. 

Claim 11 (previously presented): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, wherein, on reception of a configuration 

message comprising configuration data comprising a primary address, a port mask defining a 

range of port numbers that is dedicated thereto, and a routing identifier, said method 

comprises the following steps: 

· storing said configuration data; and 

· before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 
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source address the primary address of said piece of terminal equipment and as source port 

number the selected port number. 

Claim 12 (previously presented): The configuration method according to claim 11, wherein, 

once an identifier of a routing device adapted to route a data packet comprising said primary 

address as the destination address to said piece of terminal equipment has been received, said 

method further comprises a step of sending the configuration data to said routing device. 

Claim 13 (previously presented): The configuration method according to claim 11, wherein, 

on reception of a data packet comprising a destination address, a port number, and a routing 

identifier, said method further comprises a step of verifying that the port number belongs to 

the range of port numbers defined by the port mask, and a step of rejecting said packet if 

result of the verification is negative. 

Claim 14 (currently amended): A piece of client terminal equipment connected to a 

telecommunications network, wherein, on reception of a configuration message comprising 

configuration data comprising a primary address shared with a plurality of pieces of terminal 

equipment, a port mask defining a range of port numbers that is dedicated to the piece of 

client terminal equipment, and a routing identifier, the piece of client terminal equipment 

comprising ffl:Oa:B:s fur: 

· a memory that stores stsri:H:g said configuration data; 

· before sending a data packet in the telecommunications network, a processor that 

selects seleetiH:g a port number in the range of port numbers defined by the port mask, said 

data packet comprising as source address the primary address of said piece of client terminal 

equipment and as source port number the selected port number. 

Claim 15 (currently amended): A non-transitory computer program product stsred SH: 

comprising a computer-readable medium and executable by a microprocessor, the computer­

readable medium comprising program code instructions for executing the routing method 

according to claim 1. 
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Claim 16 (currently amended): A non-transitory computer program product stored OH 

comprising a computer-readable medium and executable by a microprocessor, the computer­

readable medium comprising program code instructions for executing the configuration 

method according to claim 7. 

Claim 17 (currently amended): A non-transitory computer program product stored OH 

comprising a computer-readable medium and executable by a microprocessor, the computer­

readable medium comprising program code instructions for executing the method according 

to claim 11. 

6 
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REMARKS 

The following remarks are responsive to the Office Action of May 20, 2013. 

At the time of the Office Action, claims 1-1 7 were pending. The status of the claims is 

as follows: 

• Claims 15-17 were rejected under 35 U.S.C. § 101 as being directed to non-statutory 

subject matter; 

• Claims 5, 6, 10, and 14 were rejected under 35 U.S.C. § 112, first and second 

paragraphs; 

• Claims 5, 6, 10, and 14 were interpreted (not rejected) under 35 U.S.C. § 112, sixth 

paragraph; 

• Claims 7-17 were rejected under 35 U.S.C. § 103(a) as being obvious over Baum 

(U.S. Patent Application Publication No. 2011/0067119) in view of Davis (U.S. 

Patent Application Publication No. 2009/0279548); 

• Claims 1-4 were allowed; and 

• Claims 5 and 6 were indicated as allowable. 

Applicant thanks the Examiner for the indication of allowable subject matter. 

Applicant herein amends claims 5, 6, 10, 14, and 15-17 to address the issues raised in 

the Office Action. Non-limiting support for the amendments can be found in at least page 15 at 

lines 14-20, page 19 at lines 18-24, FIGS. 5 and 8 and supporting descriptive portions of the 

application as filed. No new matter has been added. Applicant presents discussion below 

distinguishing the claims from the art cited against them. 

35 U.S.C. § 101 Reiection of Claims 15-17 

1. Applicant herein amends claims 15-17 to recite a "non-transitory computer program product 

comprising a computer-readable medium and executable by a microprocessor. " 

In the Office Action, claims 15-17 were rejected as being directed to non-statutory 

subject matter. Office Action, p. 2. The Examiner suggested amending the claims to recite "A 
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non-transitory computer-readable program and executable by a microprocessor." Office Action, 

p. 2. 

Consistent with the Examiner's suggestion, Applicant herein amends claims 15-17 to 

recite a "non-transitory computer program product comprising a computer-readable medium and 

executable by a microprocessor." Based on the amended claim language, Applicant respectfully 

submits that amended claims 15-17 are now directed to statutory subject matter. Accordingly, 

Applicant respectfully requests that the rejection under 35 U.S.C. § 101 be withdrawn. 

35 U.S.C. § 112 Reiections of Claims 5, 6, 10 and 14 

2. Applicant herein amends claims 5, 6, and 10 to recite a ''processor" and a "communication 

unit" and amends clailn 14 to recite a ''processor" and a "memory. " 

In the Office Action, claims 5, 6, 10 and 14 were rejected under 35 U.S.C. § 112, first 

paragraph, because they are single means claims. Office Action, p. 3. Claims 5, 6, 10, and 14 

were also rejected under§ 112, second paragraph, as being indefinite. Office Action, pp. 3-4. 

In response, Applicant herein amends claims 5, 6, and 10 to recite a "processor" and a 

"communication unit" and amends claim 14 to recite a "processor" and a "memory." Non­

limiting support for the amendments can be found in at least page 15 at lines 14-20, page 19 at 

lines 18-24, FIGS. 5 and 8 and supporting descriptive portions of the application as filed. No 

new matter has been added. Based on the amended claim language, Applicant respectfully 

submits that the amended claims are based on structure and are definite. Accordingly, Applicant 

respectfully requests that the rejections under 35 U.S.C. § 112 be withdrawn. 

35 U.S.C. § 103{a} Reiection of Claims 7-17 over Baum in view of Davis 

3. Baum in view of Davis fails to disclose, teach, or suggest the "assigning to said piece of 

tenninal equipment a port mask defining a range of numbers dedicated to it and a routing 

identifier" or "sending to said piece of terminal equipment a configuration message comprising 

said prima,y address, said port mask, and said routing identifier" as recited in independent 

claim 7. 

In the Office Action, independent claim 7 was rejected as being obvious over Baum in 

view of Davis. Office Action, pp. 4-5. The Office Action stated that Baum does not explicitly 

disclose "assigning to said piece of terminal equipment a port mask defining a range of numbers 
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dedicated to it and a routing identifier" or "sending to said piece of terminal equipment a 

configuration message comprising said primary address, said port mask, and said routing 

identifier." Office Action, p. 4. The Office Action then cited Davis as disclosing the above 

limitations. Office Action, p. 5. In response, Applicant respectfully disagrees with the Office 

Action's characterization of Davis and asserts that Davis fails to disclose, teach, or suggest the 

"port mask" and thus the above limitations as required by claim 7. 

Davis discloses a "switching device comprising one or more processors coupled to a 

media access control (MAC) interface and a memory structure for switching packets rapidly 

between one or more source devices and one or more destination devices." Davis, Abstract. This 

switch or router includes: 

a printed circuit board ("PCB") 10 used to house and provide interconnections 
for a media access controller ("MAC") 12, a packet processor ("PP") 14, one or 
more content addressable memory controllers ("CAM") 16, one or more 
controllers for random access memories containing parameter information 
processors ("PRAM") 18, a receive dual-port memory buffer 20, a transmit dual­
port memory buffer 22, a transmission manager 24, and a backplane interface 
26. 

Davis, ,r [0024]. Davis then discloses that the "PCB 10 provides a surface on which to place 

other components of the invention" and that the "PCB 10, also kno\\>n as a 'blade' or 'module,' 

can be inserted into a slot on the chassis of a network traffic management device such as a 

switch or a router." Davis, ,r [0025]. Furthermore, Davis teaches that "additional ports for 

increased network connectivity may [be] easily added by plugging additional blades into free 

slots located in the chassis." Davis, ,r [0025] (emphasis added). Based on Davis's disclosure, a 

"port" is a physical output interface of Davis's router, and not a "port" as recited in the claims 

(an application-specific or process-specific software construct associated with a destination 

terminal). See e.g., Response to Office Action of March 1, 2013, p. 8. 

According to Davis, each port in the chassis is identified by a "port mask": "The port 

mask is a multi-bit field representing a port on the blade and also other possible backplane slot 

destinations in the device chassis .... [T]he port mask is an 8-bit field representing a 10 Gigabit 

Ethernet port on the blade and seven other possible backplane slot destinations." Davis, ,r [0100] 

( emphasis added). Each "port mask" according to Davis identifies the output port used to 

forward data packets to a given destination device: "In an Ethernet environment, each packet 

header contains a destination address and a source address. The source address must be changed 
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on transmit to reflect which port the packet is being broadcast from." Davis, ,r [0128] (emphasis 

added). Thus, the "port mask" according to Davis cannot be equated to the "port mask" as 

recited in claim 7, which is defined as "a range of numbers dedicated to it" (i.e., a plurality of 

numbers associated \\'ith a single piece of terminal equipment), and not a single number as 

disclosed by Davis ( e.g., represented by an 8-bit field). 

Finally, Davis uses a plurality of"port mask" numbers, called a "merge port mask," for 

sending a packet data to a plurality of"intended destinations." Davis, ,r,r [0102]-[0103]. Again, 

Davis does not disclose, teach, or suggest the "port mask" as recited in claim 7, i.e., a range of 

numbers dedicated to a single destination terminal. Because Davis does not disclose the "port 

mask" as required by claim 7, Davis thus fails to teach or suggest "assigning to said piece of 

terminal equipment a port mask defining a range of numbers dedicated to it and a routing 

identifier" or "sending to said piece of terminal equipment a configuration message comprising 

said primary address, said port mask, and said routing identifier" as recited in claim 7. 

For at least the foregoing reasons, Baum in view of Davis does not disclose, teach, or 

suggest all the limitations of independent claim 7 and thus cannot render claim 7 obvious. 

Because independent claims 10, 11, and 14 require the same definition of "port mask" as claim 

7, they are likewise not obvious over Baum and Davis. By virtue of their dependence from the 

independent claims, claims 8, 9, 12, 13, 16, and 17 are also not obvious for at least the reasons 

presented with respect to claim 7. Since claim 15 requires the limitations of allowed claim 1, 

Applicant submits that claim 15 is novel and not obvious over the cited art for at least the same 

reasons as allowed claim 1. Accordingly, Applicant respectfully requests that the rejection under 

3 5 U.S. C. § 103( a) be withdrawn and that claims 7-17 be allowed. 
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Conclusion 

In view of the foregoing amendments and remarks, the application is considered in good 

and proper form for allowance, and the Examiner is respectfully requested to pass this 

application to issue. If, in the opinion of the Examiner, a telephone conference would expedite 

the prosecution of the subject application, the Examiner is invited to call the undersigned 

attorney. 

Date: August 20, 2013 

CHO l/ 26203720.2 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
Lynn Q. Peng, Reg. No. 69,755 
DRINKER BIDDLE & REATH LLP 
191 North Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 
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Application/Control Number: 12/935,040 

Art Unit: 2472 

DETAILED ACTION 

1. This action is in response to the Applicant's Arguments filed on April 30th
, 2013. 

2. Claims 1-17 are pending. 

3. Independent claims 1 to 4 are allowable. 

4. Claims 5-17 have been examined and rejected under new grounds of rejection. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 

Page 2 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

During patent Examination, pending claims must be interpreted as broadly as their terms 

reasonably allow. The broadest reasonable interpretation of a claim drawn to a computer 

readable medium (also called machine readable medium and other such variations) typically 

covers forms of non-transitory tangible media and transitory propagating signals per se in view of 

the ordinary and customary meaning of computer readable media. When the broadest reasonable 

interpretation of a claim covers a signal per se, the claim must be rejected under 35 US.C. § 101 

as covering non-statutory subject matter. See In re Nuijten, 500 F.3d 1346, 1356-57 (Fed. Cir. 

2007) (transitory embodiments are not directed to statutory subject matter) and Interim 

Examination Instructions for Evaluating Subject Matter Eligibility under 35 U.S.C. § 101, Aug. 24, 

2009; p. 2. 

5. Claims 15-17 are rejected under 35 U.S.C. 101 as covering non-statutory subject. Claims 15-17 

are directed to a computer readable storage medium. Under the broadest reasonable 

interpretation, a computer readable storage medium covers transitory signals which are not 

statutory. 

Examiner suggests amending the claims to cover only statutory embodiments to avoid a rejection 

under 35 U.S.C. § 101 by adding the limitation "A non-transitory computer-readable program and 

executable by a microprocessor" to the claims. 
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Claim Rejections - 35 USC§ 112 

The following is a quotation of 35 U.S.C. 112(a): 

Page 3 

(a) IN GENERAL.-The specification shall contain a written description of the invention, and of the 
manner and process of making and using it, in such full, clear, concise, and exact terms as to enable any 
person skilled in the art to which it pertains, or with which it is most nearly connected, to make and use 
the same, and shall set forth the best mode contemplated by the inventor or joint inventor of carrying out 
the invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), first paragraph: 
The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art 
to which it pertains, or with which it is most nearly connected, to make and use the same and shall set 
forth the best mode contemplated by the inventor of carrying out his invention. 

6. Claims 5, 6, 1 O and 14 are rejected under 35 U.S.C. 112, first paragraph, because claims 5, 6, 1 O 

and 14 are a single means claim. MPEP 2164.08(a), Single Means Claim: "A single means claim, 

i.e., where a means recitation does not appear in combination with another recited element of 

means, is subject to an undue breadth rejection under 35 U.S.C. 112, first paragraph. In re Hyatt, 

708 F.2d 712, 714-715, 218 USPQ 195, 197 (Fed. Cir. 1983) (A single means claim which 

covered every conceivable means for achieving the stated purpose was held nonenabling for the 

scope of the claim because the specification disclosed at most only those means known to the 

inventor.). When claims depend on a recited property, a fact situation comparable to Hyatt is 

possible, where the claim covers every conceivable structure (means) for achieving the stated 

property (result) while the specification discloses at most only those known to the inventor." 

The following is a quotation of 35 U.S.C. 112(b): 

(B) CONCLUSION.-The specification shall conclude with one or more claims particularly pointing out 
and distinctly claiming the subject matter which the inventor or a joint inventor regards as the invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming 
the subject matter which the applicant regards as his invention. 

7. Claims 5, 6, 10 and 14 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AIA), second 

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject 

matter which the inventor or a joint inventor, or for pre-A IA the applicant regards as the invention. 
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8. Regarding claims 5, 6, 10 and 14, the claim limitation "means for interpreting ... " has been 

Page 4 

interpreted to invoke 112 (pre-AIA), sixth paragraph. However, the specification does not describe 

a corresponding structure that would achieve the claimed function. 

Claim Rejections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 

forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 7-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over Baum 

(US20110067119A 1) in view of Davis (US20090279548A 1). 

Regarding Claim 7, Baum discloses a method of configuring a piece of terminal equipment 

connected to a telecommunications network, comprising, on reception of a configuration request 

sent by said equipment (see page 8, paragraph 0100, also see FIG. 10, the combined equipment 

consisting of a DHCP Server, Secure Management Network SMN (see FIG. 5), Location and 

Customer Information Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 518 (see FIG. 

5, FIG. 6) together make up the telecommunications network), the following steps: 

assigning to said piece of terminal equipment a primary address shared with a plurality of 

pieces of terminal equipment (see FIG. 1 O IP address/primary address, allocation and 

management unit. The DHCP server assigns IP addresses to a plurality of clients); 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier; and 

sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier. 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 
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assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier (see page 9, paragraph 0099-0100, FIG. 6, the dual port 

interface extracts forwarding identifier FID/routing identifier, from the packet. The FID interface 

translates the FID into a port mask. The port mask is a multi-bit field representing a port on the 

blade and also other possible backplane slot destinations in the device chassis); and 

sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier (see page 9, paragraph 0102-0103, 

FIG. 6, when the FID lookup is complete, the results are passed from the FID lookup interface to 

the merge port mask. The merge port mask integrates the data with the appropriate Fl D lookup 

port mask result and other port masks to ensure that the data is transmitted to all intended 

destinations. The merge port mask result is combined with the CPU and monitor information 

stored in the configuration registers/configuration message, of the backplane manager. A FID 

may also indicate a physical destination/routing identifier). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 8, Baum discloses the method according to claim 7 of configuring a piece of 

terminal equipment, comprising 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a step of assigning to said piece of terminal equipment an identifier of a routing device 

adapted to route a data packet comprising said primary address as the destination address to 

said piece of terminal equipment and 

the configuration message further comprising said routing device identifier 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

a step of assigning to said piece of terminal equipment an identifier of a routing device 

adapted to route a data packet comprising said primary address as the destination address to 

said piece of terminal equipment (see page 9, paragraph 0099-0100, FIG. 6, the dual port 

Juniper Exhibit 1002, page 65



Application/Control Number: 12/935,040 

Art Unit: 2472 

Page 6 

interface extracts forwarding identifier FID/routing identifier, from the packet. The FID interface 

translates the FID into a port mask. The port mask is a multi-bit field representing a port on the 

blade and also other possible backplane slot destinations in the device chassis) and 

the configuration message further comprising said routing device identifier (see page 9, 

paragraph 0102-0103, FIG. 6, when the FID lookup is complete, the results are passed from the 

FID lookup interface to the merge port mask. The merge port mask integrates the data with the 

appropriate FID lookup port mask result and other port masks to ensure that the data is 

transmitted to all intended destinations. The merge port mask result is combined with the CPU 

and monitor information stored in the configuration registers/configuration message, of the 

backplane manager. A FID may also indicate a physical destination/routing identifier) 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 9, Baum discloses the configuration method according to claim 7, wherein said 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

configuration message is further sent to a routing device that routes to said piece of 

terminal equipment a data packet containing said primary address as the destination address. 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

configuration message is further sent to a routing device that routes to said piece of 

terminal equipment a data packet containing said primary address as the destination address 

(see page 9, paragraph 0102-0103, FIG. 6, when the FID lookup is complete, the results are 

passed from the FID lookup interface to the merge port mask. The merge port mask integrates 

the data with the appropriate FID lookup port mask result and other port masks to ensure that the 

data is transmitted to all intended destinations. The merge port mask result is combined with the 

CPU and monitor information stored in the configuration registers/configuration message, of the 

backplane manager. A FID may also indicate a physical destination/routing identifier). 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 10, Baum discloses a configuration server in a telecommunications network 

(see page 8, paragraph 0100, also see FIG. 10, the combined equipment consisting of a DHCP 

Server, Secure Management Network SMN (see FIG. 5), Location and Customer Information 

Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 518 (see FIG. 5, FIG. 6) together 

make up the telecommunications network), wherein, on reception of a configuration request sent 

by a piece of terminal equipment, comprises means for: 

assigning a primary address to said piece of terminal equipment, said primary address 

being shared with a plurality of pieces of terminal equipment (see FIG. 1 0 IP address/primary 

address, allocation and management unit. The DHCP server assigns IP addresses to a plurality 

of clients); 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier; and 

sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier (see page 9, paragraph 0099-0100, FIG. 6, the dual port 

interface extracts forwarding identifier FID/routing identifier, from the packet. The FID interface 

translates the FID into a port mask. The port mask is a multi-bit field representing a port on the 

blade and also other possible backplane slot destinations in the device chassis); and 

sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier (see page 9, paragraph 0102-0103, 

FIG. 6, when the FID lookup is complete, the results are passed from the FID lookup interface to 
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the merge port mask. The merge port mask integrates the data with the appropriate FID lookup 

port mask result and other port masks to ensure that the data is transmitted to all intended 

destinations. The merge port mask result is combined with the CPU and monitor information 

stored in the configuration registers/configuration message, of the backplane manager. A FID 

may also indicate a physical destination/routing identifier) 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 11, Baum discloses a method of configuring a piece of terminal equipment 

connected to a telecommunications network, wherein, on reception of a configuration message 

comprising configuration data comprising a primary address, a port mask defining a range of port 

numbers that is dedicated thereto, and a routing identifier, said method comprises the following 

steps: 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

storing said configuration data; and 

before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of terminal equipment and as source port 

number the selected port number 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

storing said configuration data (see page 9, paragraph 0102-0103, FIG. 6, when the FID 

lookup is complete, the results are passed from the FID lookup interface to the merge port mask. 

The merge port mask integrates the data with the appropriate FID lookup port mask result and 

other port masks to ensure that the data is transmitted to all intended destinations. The merge 

port mask result is combined with the CPU and monitor information stored in the configuration 

registers/configuration message, of the backplane manager. A FID may also indicate a physical 

Juniper Exhibit 1002, page 68



Application/Control Number: 12/935,040 

Art Unit: 2472 

Page 9 

destination/routing identifier. The FID with the configuration data is stored in the FID RAM 614 as 

shown in FIG. 6); and 

before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of terminal equipment and as source port 

number the selected port number (see page 9, paragraphs 0100-0103, see FIG. 6; when the FID 

lookup is complete, the results are passed from the FID lookup interface to the merge port mask. 

A FID may also indicate a physical destination/routing identifier. The merge port mask integrates 

the data with the appropriate FID lookup port mask result and other port masks to ensure that the 

data is transmitted to all intended destinations). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 12, Baum discloses the configuration method according to claim 11, wherein, 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

once an identifier of a routing device adapted to route a data packet comprising said 

primary address as the destination address to said piece of terminal equipment has been 

received, said method further comprises a step of sending the configuration data to said routing 

device. 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

once an identifier of a routing device adapted to route a data packet comprising said 

primary address as the destination address to said piece of terminal equipment has been 

received, said method further comprises a step of sending the configuration data to said routing 

device (see page 9, paragraph 0102-0103, FIG. 6, when the FID lookup is complete, the results 

are passed from the FID lookup interface to the merge port mask. The merge port mask 

integrates the data with the appropriate FID lookup port mask result and other port masks to 

ensure that the data is transmitted to all intended destinations. The merge port mask result is 
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combined with the CPU and monitor information stored in the configuration registers/configuration 

message, of the backplane manager. A FID may also indicate a physical destination/routing 

identifier). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 13, Baum discloses the configuration method according to claim 11, wherein, 

on reception of a data packet comprising a destination address, a port number, and a routing 

identifier, said method further comprises a 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

step of verifying that the port number belongs to the range of port numbers defined by the 

port mask, and a step of rejecting said packet if result of the verification is negative 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

step of verifying that the port number belongs to the range of port numbers defined by the 

port mask, and a step of rejecting said packet if result of the verification is negative (see page 11, 

paragraph 0118, see FIG.8, If the FID lookup block 808 determines that a packet has been 

erroneously received, the packet is deleted and no longer processed. The FID lookup block 808 

functions as a transmit filter to ensure that only valid packets are actually sent out over the 

network). 

Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 14, Baum discloses a piece of client terminal equipment connected to a 

telecommunications network, wherein, on reception of a configuration message comprising 

configuration data comprising a primary address shared with a plurality of pieces of terminal 

equipment, a port mask defining a range of port numbers that is dedicated to the piece of client 
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terminal equipment, and a routing identifier, the piece of client terminal equipment comprising 

means for: 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

storing said configuration data; 

before sending a data packet in the telecommunications network, selecting a port number 

in the range of port numbers defined by the port mask, said data packet comprising as source 

address the primary address of said piece of client terminal equipment and as source port 

number the selected port number. 

However, Davis teaches a switching device for rapidly switching packets, it further discloses: 

storing said configuration data (see page 9, paragraph 0102-0103, FIG. 6, when the FID 

lookup is complete, the results are passed from the FID lookup interface to the merge port mask. 

The merge port mask integrates the data with the appropriate FID lookup port mask result and 

other port masks to ensure that the data is transmitted to all intended destinations. The merge 

port mask result is combined with the CPU and monitor information stored in the configuration 

registers/configuration message, of the backplane manager. A FID may also indicate a physical 

destination/routing identifier. The FID with the configuration data is stored in the FID RAM 614 as 

shown in FIG. 6); 

before sending a data packet in the telecommunications network, selecting a port number 

in the range of port numbers defined by the port mask, said data packet comprising as source 

address the primary address of said piece of client terminal equipment and as source port 

number the selected port number (see page 9, paragraphs 0100-0103, see FIG. 6; when the FID 

lookup is complete, the results are passed from the FID lookup interface to the merge port mask. 

A FID may also indicate a physical destination/routing identifier. The merge port mask integrates 

the data with the appropriate FID lookup port mask result and other port masks to ensure that the 

data is transmitted to all intended destinations). 
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Therefore, it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Davis to process packets, the motivation being it 

would teach Baum, efficient data transfer (see page 1, paragraph 0009). 

Regarding Claim 15, Baum discloses a non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the routing method according to claim 1 (see page 15, paragraph 0167, 

the routines used to control the edge router and other devices used in the communication system 

of the present invention may be implemented as machine-readable instructions stored on a 

machine-readable medium). 

Regarding Claim 16, Baum discloses a non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the configuration method according to claim 7 (see page 15, paragraph 

0167, the routines used to control the edge router and other devices used in the communication 

system of the present invention may be implemented as machine-readable instructions stored on 

a machine-readable medium). 

Regarding Claim 17, Baum discloses a non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the method according to claim 11 (see page 15, paragraph 0167, the 

routines used to control the edge router and other devices used in the communication system of 

the present invention may be implemented as machine-readable instructions stored on a 

machine-readable medium). 

Allowable Subject Matter 

10. Independent Claims 1, 5 and 6 are allowable. 

The following is a statement of reasons for the indication of allowable subject matter: The 

following limitation from Claims 1, 5 and 6 is allowable, as the prior art does not teach or suggest: 

"determining a port mask assigned to the destination equipment, the port mask defining a range 

of port numbers to which the destination port number belongs; 
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selecting at least one identifier of the destination equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address based on the port mask;" 

Claims 2-4 depend on Claim 1, thus they are allowable for the same reason. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to DEE PA BELUR whose telephone number is (571 )270-3722. The examiner can normally 

be reached on Monday-Friday 8:30am to 5 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Hassan Kizou can be reached on (571 )272-3088. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 

/D. B./ 
Deepa Belur 
Examiner, Art Unit 2472 

/CHARLES C JIANG/ 

Primary Examiner, Art Unit 2472 
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RESPONSE UNDER 37 CFR 1.116 
EXPEDITED PROCEDURE 
EXAMINING GROUP 2472 

PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. 12/935,040 

Filed: September 28, 2010 

Group Art Unit: 2472 

Examiner: Deepa Belur 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

RESPONSE TO FINAL OFFICE ACTION OF MARCH 1, 2013 

Mail Stop AF 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Madam: 

In response to the Final Office Action of March 1, 2013, please enter the following 

amendments and consider the following remarks: 

Amendments to the Claims are provided in a listing of claims, which begins on page 2 

of this paper. 

Remarks begin on page 6 of this paper. 
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Listing of Claims 

This listing of claims will replace all prior versions and listings of claims in the 

application. 

Claim 1 (currently amended): A method of routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

destination address and a destination port number, said method comprising, on reception of 

said packet, the following steps: 

· determining a port mask [[to be]] assigned to the destination equipment, the port 

mask defining a range of port numbers to which the destination port number belongs; 

· selecting at least one identifier of the destination equipment of the packet from a 

plurality of equipment identifiers associated with said primary destination address based on 

the port mask; and 

· routing the packet to the destination equipment based on said identifier. 

Claim 2 (previously presented): The method according to claim 1 of routing an IP data 

packet, wherein said at least one identifier is a secondary destination address of the 

destination equipment. 

Claim 3 (previously presented): The method according to claim 2 of routing an IP data 

packet, comprising, before the routing step, a step of transforming the packet by adding said 

secondary address to the packet, and routing the packet based on said secondary destination 

address. 

Claim 4 (previously presented): The routing method according to claim 1, wherein the at 

least one identifier is a route identifier specific to said destination equipment and the packet is 

routed based on said specific route identifier. 

Claim 5 (currently amended): A device for routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

2 
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destination address and a destination port number, wherein said device comprises, on 

reception of said packet, means for: 

· determining a port mask [[to be]] assigned to the destination equipment, the port 

mask defining a range of port numbers to which the destination port number belongs; 

· selecting an identifier of the destination equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address based on the port 

mask; and 

· routing the packet to the destination equipment based on said identifier. 

Claim 6 (currently amended): Telecommunications network equipment adapted to receive 

an IP data packet comprising a primary destination address and a destination port number, 

comprising at least one routing device comprising means for: 

· determining a port mask [[to be]] assigned to a destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs; 

· selecting an identifier of the destination equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address based on the port 

mask; and 

· routing the packet to the destination equipment based on said identifier. 

Claim 7 (previous! y presented): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, comprising, on reception of a configuration 

request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a primary address shared with a 

plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message comprising 

said primary address, said port mask, and said routing identifier. 

Claim 8 (previously presented): The method according to claim 7 of configuring a piece of 

terminal equipment, comprising a step of assigning to said piece of terminal equipment an 

identifier of a routing device adapted to route a data packet comprising said primary address 

3 
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as the destination address to said piece of terminal equipment.,. and the configuration message 

further comprising said routing device identifier. 

Claim 9 (previously presented): The configuration method according to claim 7, wherein 

said configuration message is further sent to a routing device that routes to said piece of 

terminal equipment a data packet containing said primary address as the destination address. 

Claim 10 (previously presented): A configuration server in a telecommunications network, 

wherein, on reception of a configuration request sent by a piece of terminal equipment, 

comprises means for: 

· assigning a primary address to said piece of terminal equipment, said primary 

address being shared with a plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message comprising 

said primary address, said port mask, and said routing identifier. 

Claim 11 (previously presented): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, wherein, on reception of a configuration 

message comprising configuration data comprising a primary address, a port mask defining a 

range of port numbers that is dedicated thereto, and a routing identifier, said method 

comprises the following steps: 

· storing said configuration data; and 

· before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of terminal equipment and as source port 

number the selected port number. 

Claim 12 (previously presented): The configuration method according to claim 11, wherein, 

once an identifier of a routing device adapted to route a data packet comprising said primary 

address as the destination address to said piece of terminal equipment has been received, said 

method further comprises a step of sending the configuration data to said routing device. 

4 
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Claim 13 (previously presented): The configuration method according to claim 11, wherein, 

on reception of a data packet comprising a destination address, a port number, and a routing 

identifier, said method further comprises a step of verifying that the port number belongs to 

the range of port numbers defined by the port mask, and a step of rejecting said packet if 

result of the verification is negative. 

Claim 14 (previously presented): A piece of client terminal equipment connected to a 

telecommunications network, wherein, on reception of a configuration message comprising 

configuration data comprising a primary address shared with a plurality of pieces of terminal 

equipment, a port mask defining a range of port numbers that is dedicated to the piece of 

client terminal equipment, and a routing identifier, the piece of client terminal equipment 

comprising means for: 

· storing said configuration data; 

· before sending a data packet in the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of client terminal equipment and as source 

port number the selected port number. 

Claim 15 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the routing method according to claim 1. 

Claim 16 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the configuration method according to claim 7. 

Claim 17 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the method according to claim 11. 

5 
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REMARKS 

The following remarks are responsive to the Final Office Action ofMarch 1, 2013. 

At the time of the Final Office Action, claims 1-17 were pending. The status of the 

claims is as follows: 

• Claims 1-6 and 15 were rejected under 35 U.S.C. § 102(e) as being anticipated by 

Parker (U.S. Patent Application Publication No. 2007/0153808); and 

• Claims 7-14, 16, and 17 were rejected under 35 U.S.C. §103(a) as being obvious 

over Parker in view of Baum (U.S. Patent Application Publication No. 

2011/0067119). 

Applicant herein amends claims 1, 5, and 6 to improve form. No new matter has been 

added. Applicant presents discussion below distinguishing the claims from the art cited against 

them. 

35 U.S.C. § 102(e) Reiection of Claims 1-6 and 15 by Parker 

1. Applicant respectfully asserts that Parker fails to disclose, teach, or suggest "primary 

destination address," "destination port number," or "identifier of destination equipment'" as 

recited in independent claim 1. 

In the Final Office Action, independent claim 1 was rejected "under 35 U.S.C. § 103(a) 

as being anticipated [by] Parker." Final Office Action, p. 2. However, since the Final Office 

Action cited the language of§ 102( e ), Applicant presumes that claim 1 was rejected under 

§ 102(e), not§ 103(a). As shown in the table below, the Final Office Action equated various 

terms in Parker with the various terms recited in claim 1: 

PARKER CLAIMl 

VLAN field primary destination address 

ingress port number destination port number 

virtual router identifier identifier of destination equipment 

In response, Applicant respectfully asserts that the terms disclosed in Parker cannot be 

interpreted as the limitations of claim 1, and accordingly, Parker fails to disclose, teach, or 
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suggest a "primary destination address," a "destination port number," or an "identifier of 

destination equipment" as recited in claim 1. 

Parker's invention belongs to the technical field ofrouting of data packets, and more 

precisely to the field of virtual routers. As Parker explains in paragraph [0005], in this field, "the 

same physical device appears as a plurality of different virtual routers," and "[t]o implement this 

capability, current routers directly map a packet field of interest, typically the VLAN field, into 

the identifier of a particular routing table, and then use the particular routing table to route the 

packet." The number of different routing tables resulting from this state of the art mapping is 

thus limited by the size of the VLAN field, and according to Parker, may be insufficient for 

certain applications. Parker, ,i [0007]. To solve this problem, Parker discloses a method 

including the following steps: receiving an incoming packet having a VLAN field and at least 

one additional field; forming a key from the VLAN field and at least one additional packet field; 

mapping the key into a virtual router identifier using an indirection mapping process, the virtual 

router identifier identifying a particular virtual router configuration from a plurality of possible 

virtual router configurations; configuring the device to have the particular configuration 

identified by the virtual router identifier; and forwarding the packet \\rith the configured device. 

Parker, claim 1. 

However, Parker fails to disclose, teach, or suggest a "primary destination address," a 

"secondary destination address," a "destination port number," or an "identifier of destination 

equipment" as recited in claim 1. First, Parker's VLAN field cannot be equated to claim 1 's 

"primary destination address." According to Parker, the VLAN field is used to identify a 

particular virtual router configuration from a plurality of possible virtual router configurations. 

Parker, ,i,i [0005] & [0022]. In contrast, claim 1 recites "a method of routing an IP data packet in 

a telecommunications network to a destination equipment, said packet comprising a primary 

destination address." Thus, the "destination equipment" recited in claim 1 is necessarily distinct 

from the router implementing the method. Consequently, a "primary destination address"-the 

address of a particular destination equipment-cannot be reasonably read as a particular virtual 

router configuration. Thus, the VLAN field disclosed in Parker is not the "primary destination 

address" as recited in claim 1. 

Second, the "ingress port number" taught by Parker is distinct from the "destination port 

number" as recited in claim 1. Here, the Final Office Action confuses the two technical 
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meanings of the word "port"-physical interface vs. software construct-which were discussed 

in the previous Response in reference to Baum and Patek. The "port" in Parker is a physical 

interface belonging to a routing device. Parker, ,r [0024]. In the instant application, a "port" is an 

interface belonging to a destination equipment, which is an "application-specific or process­

specific software construct serving as communications endpoints in a computer's host operating 

system." Port (computer networking), httn://en.wikipedia.org/wiki/Port (computer networking) 

( emphasis added). Accordingly, one of ordinary skill in the art would not confuse a physical 

"ingress port" in a router (according to Parker) with as a "port" assigned to a destination 

equipment distinct from the router (recited in claim 1 ). Therefore, the "ingress port number" 

taught in Parker is distinguishable from the "destination port number" as recited in claim 1. 

Finally, Parker's "virtual router identifier" is not the "identifier of the destination 

equipment" as recited in claim 1. According to Parker, the "identifier of a virtual router" 

identifies a particular virtual router configuration. Parker, ,r [0012] & [0025]. Since the virtual 

router in Parker is distinct from the "destination equipment" as recited in claim 1, the identifier 

of a virtual router" cannot be read as an "identifier of a destination equipment" required by claim 

1 (emphasis added). 

For at least the foregoing reasons, Applicant respectfully asserts that Parker fails to 

disclose, teach, or suggest all the limitations of independent claim 1 and thus cannot anticipate 

independent claim 1. Since independent claims 5 and 6 recite limitations similar to claim 1, 

claims 5 and 6 are also not anticipated by Parker for at least the same reasons. By virtue of their 

dependence from claim 1, claims 2-4 and 15 are also not anticipated by Parker. Accordingly, 

Applicant respectfully requests that the rejection under 35 U.S.C. § 102(e) be withdra\\'ll and 

that claims 1-6 and 15 be allowed. 

2. In addition to the argument presented above with respect to independent claim 1, Applicant 

respectjit!ly asserts that Parker also fails to disclose, teach, or suggest a ''secondary destination 

address" as recited in claim 2. 

The Final Office Action equated Parker's VMAN field with the "secondary destination 

address" as recited in claim 1. Final Office Action, p. 3. In addition to the argument presented 
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above with respect to claim 1, Applicant respectfully asserts that Parker's VMAN field cannot 

be interpreted as the "secondary destination address" as recited in claim 2. 

According to Parker, several VLAN values are associated to a single VMAN value: "the 

VLAN terminology is now primarily used to uniquely identify logically related end user 

equipment within a VMAN." Parker, ,i [0023]. On the contrary, in claim 2, several secondary 

(destination) addresses are associated with a single primary (destination) address. Since Parker 

does not disclose that several VMAN fields are associated with a single VLAN field, Parker's 

VMAN field cannot be equated to the "secondary destination address" as recited in claim 2. 

For at least these reasons, Applicant respectfully asserts that Parker fails to disclose, 

teach, or suggest all the limitations of dependent claim 2 and thus cannot anticipate claim 2. 

Accordingly, Applicant respectfully requests that the rejection under 35 U.S.C. § 102(e) be 

withdrawn and that dependent claim 2 be allowed. 

35 U.S.C. § 103(a) Reiection of Claims 7-14, 16, and 17 over Parker in view of Baum 

3. Applicant respectfully asserts that claims 7-14, 16, and 17 are novel and non-obvious over 

Parker in view of Baum for at least the reasons presented above with respect to claims 1 and 2, 

since Baum cannot cure the deficiencies found in Parker. 

The Final Office Action rejected claims 7-14, 16, and 17 over Parker in view of Baum. 

Final Office Action, pp. 6-15. Without addressing the specifics of the Baum reference on the 

merits, Applicant relies upon the above arguments and asserts that the disclosure of Baum does 

not cure the deficiencies found in the teaching of Parker. 

For at least these reasons, Applicant respectfully asserts that claims 7-14, 16, and 17 are 

novel and non-obvious over the art of record, and respectfully requests that the rejection under 

35 U.S.C. § 103(a) be withdrawn and that claims 7-14, 16, and 17 be allowed. 
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Conclusion 

In view of the foregoing amendments and remarks, the application is considered in good 

and proper form for allowance, and the Examiner is respectfully requested to pass this 

application to issue. If, in the opinion of the Examiner, a telephone conference would expedite 

the prosecution of the subject application, the Examiner is invited to call the undersigned 

attorney. 

Date: April 30, 2013 

CHOI/ 26134679.2 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
Lynn Q. Peng, Reg. No. 69,755 
DRINKER BIDDLE & REATH LLP 
191 North Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 
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DETAILED ACTION 

1. This action is in response to the application filed on November 28, 2012. 

2. Claims 1-17 have been submitted for examination. 

3. Claims 1-17 have been examined and rejected. 

Claim Rejections - 35 USC§ 102 

Page 2 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

4. Claims 1-6, 15 are rejected under 35 U .S.C. 103(a) as being anticipated Parker 

(US20070153808A 1). 

Regarding Claim 1, Parker discloses a method of routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

destination address and a destination port number, said method comprising, on reception of 

said packet (see column 2, lines 11-14, the method begins when a packet is received having 

a VLAN field/primary destination address and another field/ingress port number; see column 

3, lines 40-41, FIG. 1, ingress port 11 0 is an identifier of the physical port on which the packet 

was received at the device/destination port number, to form a key at block 112. The key is 

mapped into a virtual router identifier that identifies a particular router configuration from a 

plurality of possible virtual router configurations/destination equipment) the following steps: 

• determining a port mask to be assigned to the destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs (see FIG. 

3, block 302 for Key Generation, see column 6, lines 5-6, the key generation step is 

performed by the logic 112 in FIG 1 with VLAN filed/primary destination address and 

another field/port number, to form a key. The next step 304 performs a masking process 

performed by logic 112 in FIG.1 resulting in the virtual router indirection map 

120/indicating the actual port number to which the destination belongs); 
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• selecting at least one identifier of the destination equipment of the packet from a 

plurality of equipment identifiers associated with said primary destination address based 

on the port mask (see FIG. 3, block 308, Output Virtual Router Identifier/selecting one 

identifier of the destination equipment, see column 6, lines 20-21, step 308 comprises 

outputting the virtual router identifier. As shown in FIG. 3, this is performed after 

masking/based on the key formed with the primary destination address and port mask); 

and 

• routing the packet to the destination equipment based said identifier (see FIG. 3, steps 

310 and 312, see column 6, lines 30-31 and lines 44-45; the device is configured to have 

the particular configuration identified by the virtual router identifier, and 

forwarding/routing, the packet in accordance with the configured device/routing the 

packet to the destination equipment based on the identifier). 

Regarding Claim 2, Parker discloses the method according to claim 1 of routing an IP data 

packet, wherein said at least one identifier is a secondary destination address of the 

destination equipment (see FIG. 2A, VMAN field/secondary destination address, which is in 

the key that is formed by the ingress parser, which parses the received packet as shown in 

FIG. 1). 

Regarding Claim 3, Parker discloses the method according to claim 2 of routing an IP data 

packet, comprising, before the routing step, a step of transforming the packet by adding said 

secondary address to the packet, and routing the packet based on said secondary 

destination address (see FIG. 2A, VMAN field/secondary destination address, which is in the 

key that is formed by the ingress parser, which parses the received packet as shown in FIG. 

1 /parses to include the VMAN field/secondary address, so that the packet is routed to an 

uniquely identified end user equipment within the VMAN - see column 3, lines 34-36). 

Regarding Claim 4, Parker discloses the routing method according to claim 1, wherein the at 

least one identifier is a route identifier specific to said destination equipment and the packet is 

routed based on said specific route identifier (see FIG. 3, block 308, Output Virtual Router 
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Identifier/selecting one identifier of the destination equipment, see column 6, lines 20-21, step 

308 comprises outputting the virtual router identifier. As shown in FIG. 3, this is performed 

after masking/based on the key formed with the primary destination address and port mask). 

Regarding Claim 5, Parker discloses a device (see FIG. 1, networking device for routing), for 

routing an IP data packet in a telecommunications network to a destination equipment, said 

packet comprising a primary destination address and a destination port number, wherein said 

device comprises, on reception of said packet (see column 2, lines 11-14, the method begins 

when a packet is received having a VLAN filed/primary destination address and another 

field/ingress port number 11 O is an identifier of the physical port on which the packet was 

received at the device/destination port number, to form a key. The key is mapped into a 

virtual router identifier that identifies a particular router configuration from a plurality of 

possible virtual router configurations/destination equipment), means for: 

• determining a port mask to be assigned to the destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs (see FIG. 

3, block 302 for Key Generation, see column 6, lines 5-6, the key generation step is 

performed by the logic 112 in FIG 1 with VLAN filed/primary destination address and 

another field/port number, to form a key. The next step 304 performs a masking process 

performed by logic 112 in FIG.1 resulting in the virtual router indirection map 

120/indicating the actual port number to which the destination belongs); 

• selecting an identifier of the destination equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address based on the port 

mask (see FIG. 3, block 308, Output Virtual Router Identifier/selecting one identifier of the 

destination equipment, see column 6, lines 20-21, step 308 comprises outputting the 

virtual router identifier. As shown in FIG. 3, this is performed after masking/based on the 

key formed with the primary destination address and port mask); and 

• routing the packet to the destination equipment based said identifier (see FIG. 3, steps 

310 and 312, see column 6, lines 30-31 and lines 44-45; the device is configured to have 
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the particular configuration identified by the virtual router identifier, and 

forwarding/routing, the packet in accordance with the configured device/ routing the 

packet to the destination equipment based on the identifier). 

Regarding Claim 6, Parker discloses Telecommunications network equipment (see FIG. 4 

router architecture with interfaces connecting to the telecommunications network) adapted to 

receive an IP data packet comprising a primary destination address and a destination port 

number, comprising at least one routing device comprising (see column 2, lines 11-14, the 

method begins when a packet is received having a VLAN filed/primary destination address 

and another field/ingress port number 11 O is an identifier of the physical port on which the 

packet was received at the device/destination port number, to form a key. The key is mapped 

into a virtual router identifier that identifies a particular router configuration from a plurality of 

possible virtual router configurations/destination equipment) means for: 

• determining a port mask to be assigned to a destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs (see FIG. 

3, block 302 for Key Generation, see column 6, lines 5-6, the key generation step is 

performed by the logic 112 in FIG 1 with VLAN filed/primary destination address and 

another field/port number, to form a key. The next step 304 performs a masking process 

performed by logic 112 in FIG.1 resulting in the virtual router indirection map 

120/indicating the actual port number to which the destination belongs); 

• selecting an identifier of the destination equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address based on the port 

mask (see FIG. 3, block 308, Output Virtual Router Identifier/selecting one identifier of the 

destination equipment, see column 6, lines 20-21, step 308 comprises outputting the 

virtual router identifier. As shown in FIG. 3, this is performed after masking/based on the 

key formed with the primary destination address and port mask); and 

• routing the packet to the destination equipment based on said identifier (see FIG. 3, 

steps 310 and 312, see column 6, lines 30-31 and lines 44-45; the device is configured to 
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have the particular configuration identified by the virtual router identifier, and 

forwarding/routing, the packet in accordance with the configured device/ routing the 

packet to the destination equipment based on the identifier). 

Regarding Claim 15, Parker discloses a non-transitory computer program product stored on 

a computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the routing method according to claim 1 (see column 6, lines 47-

53). 

Claim Rejections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 

forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 7-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Parker 

(US20070153808A 1) in view of Baum (US20110067119A 1) 

Regarding Claim 7, Parker discloses a method of configuring a piece of terminal equipment 

connected to a telecommunications network, comprising, on reception of a configuration 

request sent by said equipment (see FIG. 4, the packet classification/forwarding system 402 

has an ingress port 406 and an egress port 408 through which network side packets may 

respectively enter/reception side, and exit) the following steps: 

• assigning to said piece of terminal equipment a primary address shared with a plurality 

of pieces of terminal equipment (see FIG. 4 the packet parser 104 generates the key 

(comprising primary address) and sends it to the packet processor, also see column 2, 

lines 11-14, the method begins when a packet is received having a VLAN filed/primary 

destination address and another field/ingress port number 11 O is an identifier of the 

physical port on which the packet was received at the device/destination port number, to 

form a key.); 
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• assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier (see FIG. 3, block 308, Output Virtual Router 

Identifier/selecting one identifier of the destination equipment, see column 6, lines 20-21, 

step 308 comprises outputting the virtual router identifier); and 

• sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier (see FIG. 3 block 310, which 

gets information from the key generated comprising the port number and primary 

destination address, followed by masking and providing a virtual identifier). 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

sending a configuration message comprising said primary address, said port 

mask, and said routing identifier 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

sending a configuration message comprising said primary address, said port 

mask, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, corresponding to the received IP 

address/primary address, is returned to the device/ sending to said piece of 

terminal equipment a configuration message. Also see page 7, paragraph 0087, 

The LCIS includes routines for responding to information requests and returning 

relevant information/configuration message, to the requesting device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 
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Regarding Claim 8, Parker discloses the method according to claim 7 of configuring a piece 

of terminal equipment, comprising a step of assigning to said piece of terminal equipment an 

identifier of a routing device adapted to route a data packet comprising said primary address 

as the destination address to said piece of terminal equipment (see FIG. 6A, key type 606 

with just the VLAN/primary address. When a key is formed with just this field, it becomes the 

destination address of the terminal equipment), and the configuration message further 

comprising said routing device identifier. 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

the configuration message comprising said primary address, said port mask, and 

said routing identifier 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

the configuration message comprising said primary address, said port mask, and 

said routing identifier (see page 8, paragraph 0106, the information identifying 

the edge router/routing identifier, corresponding to the received IP 

address/primary address, is returned to the device/ sending to said piece of 

terminal equipment a configuration message. Also see page 7, paragraph 0087, 

The LCIS includes routines for responding to information requests and returning 

relevant information/configuration message, to the requesting device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 9, Parker discloses the configuration method according to claim 7, wherein 

said configuration message is further sent to a routing device that routes to said piece of 
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terminal equipment a data packet containing said primary address as the destination address 

(see FIG. 6A, key type 606 with just the VLAN/primary address. When a key is formed with 

just this field, it becomes the destination address of the terminal equipment). 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

said configuration message is further sent to a routing device that routes to said 

piece of terminal equipment a data packet containing said primary address as the 

destination address. 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

said configuration message is further sent to a routing device that routes to said 

piece of terminal equipment a data packet containing said primary address as the 

destination address (see page 8, paragraph 0106, the information identifying the 

edge router/routing identifier, corresponding to the received IP address/primary 

address, is returned to the device/ sending to said piece of terminal equipment a 

configuration message. Also see page 7, paragraph 0087, The LCIS includes 

routines for responding to information requests and returning relevant 

information/configuration message, to the requesting device) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 10, Parker discloses a configuration server in a telecommunications 

network (see FIG. 4 router architecture with interfaces connecting to the telecommunications 

network/server), wherein, on reception of a configuration request sent by a piece of terminal 

equipment (see FIG. 4, the packet classification/forwarding system 402 has an ingress port 
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• assigning a primary address to said piece of terminal equipment, said primary address 

being shared with a plurality of pieces of terminal equipment (see FIG. 4 the packet parser 

104 generates the key (comprising primary address) and sends it to the packet processor, 

also see column 2, lines 11-14, the method begins when a packet is received having a VLAN 

filed/primary destination address and another field/ingress port number 11 O is an identifier of 

the physical port on which the packet was received at the device/destination port number, to 

form a key); 

• assigning to said piece of terminal equipment a port mask defining a range of numbers 

dedicated to it and a routing identifier (see FIG. 3, block 308, Output Virtual Router 

Identifier/selecting one identifier of the destination equipment, see column 6, lines 20-21, step 

308 comprises outputting the virtual router identifier); and 

• sending to said piece of terminal equipment a configuration message comprising said 

primary address, said port mask, and said routing identifier (see FIG. 3 block 310, which gets 

information from the key generated comprising the port number and primary destination 

address, followed by masking and providing a virtual identifier) 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

sending a configuration message comprising said primary address, said port 

mask, and said routing identifier 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

sending a configuration message comprising said primary address, said port 

mask, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, corresponding to the received IP 

address/primary address, is returned to the device/ sending to said piece of 

Juniper Exhibit 1002, page 109



Application/Control Number: 12/935,040 

Art Unit: 2472 

Page 11 

terminal equipment a configuration message. Also see page 7, paragraph 0087, 

The LCIS includes routines for responding to information requests and returning 

relevant information/configuration message, to the requesting device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 11, Parker discloses a method of configuring a piece of terminal equipment 

connected to a telecommunications network, wherein, on reception of a configuration 

message comprising configuration data comprising a primary address, a port mask defining a 

range of port numbers that is dedicated thereto, and a routing identifier, said method 

comprises the following steps: 

• storing said configuration data (see column 4, lines 57-60, also see FIG. 1, store 

element 124,the matching entries are mapped into the virtual router identifier 102 using a 

data store element having a plurality of entries/configuration data); and 

• before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet 

comprising as source address the primary address of said piece of terminal equipment 

and as source port number the selected port number (see FIG. 3, block 302 for Key 

Generation, see column 6, lines 5-6, the key generation step is performed by the logic 

112 in FIG 1 with VLAN filed/primary destination address and another field/port number, 

to form a key. The next step 304 performs a masking process performed by logic 112 in 

FIG.1 resulting in the virtual router indirection map 120/indicating the actual port number 

to which the destination belongs) 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 
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receiving a configuration message comprising said primary address, said port 

mask, and said routing identifier 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

receiving a configuration message comprising said primary address, said port 

mask, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, corresponding to the received IP 

address/primary address, is received by the device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 12, Parker discloses the configuration method according to claim 11, 

wherein, once an identifier of a routing device adapted to route a data packet comprising said 

primary 

address as the destination address to said piece of terminal equipment has been 

received (see FIG. 6A, key type 606 with just the VLAN/primary address. When a key is 

formed with just this field, it becomes the destination address of the terminal equipment), 

said method further comprises a step of sending the configuration data to said routing 

device. 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

sending a configuration data to said routing device 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 
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sending a configuration data to said routing device (see page 8, paragraph 0106, 

the information identifying the edge router/routing identifier, corresponding to the 

received IP address/primary address, is returned to the device/sending to said 

piece of terminal equipment a configuration data. Also see page 7, paragraph 

0087, The LCIS includes routines for responding to information requests and 

returning relevant information/configuration data, to the requesting device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 13, Parker discloses the configuration method according to claim 11, 

wherein, on reception of a data packet comprising a destination address, a port number, and 

a routing identifier, said method further comprises a step of verifying that the port number 

belongs to the range of port numbers defined by the port mask, and a step of rejecting said 

packet if result of the verification is negative. 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

a step of verifying that the port number belongs to the range of port numbers 

defined by the port mask, and a step of rejecting said packet if result of the verification is 

negative. 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

a step of verifying that the port number belongs to the range of port numbers 

defined by the port mask, and a step of rejecting said packet if result of the 

verification is negative (see page 2, paragraph 0018, when a network is defined 

by an IP address and a subnet mask is used by the routers to distinguish 

Juniper Exhibit 1002, page 112



Application/Control Number: 12/935,040 

Art Unit: 2472 

Page 14 

between the host portion and the rest of the IP address thereby allowing routing 

within the network based on the subnet portion of the address/rejecting said 

packet if the result of verification is negative). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 14, Parker discloses a piece of client terminal equipment connected to a 

telecommunications network, wherein, on reception of a configuration message comprising 

configuration data comprising a primary address shared with a plurality of pieces of terminal 

equipment, a port mask defining a range of port numbers that is dedicated to the piece of 

client terminal equipment, and a routing identifier, the piece of client terminal equipment 

comprising means for: 

• storing said configuration data (see column 4, lines 57-60, also see FIG. 1, 

store element 124,the matching entries are mapped into the virtual router 

identifier 102 using a data store element having a plurality of entries/configuration 

data); 

• before sending a data packet in the telecommunications network, selecting a 

port number in the range of port numbers defined by the port mask, said data 

packet comprising as source address the primary address of said piece of client 

terminal equipment and as source port number the selected port number (see 

FIG. 3, block 302 for Key Generation, see column 6, lines 5-6, the key generation 

step is performed by the logic 112 in FIG 1 with VLAN filed/primary destination 

address and another field/port number, to form a key. The next step 304 

performs a masking process performed by logic 112 in FIG.1 resulting in the 
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virtual router indirection map 120/indicating the actual port number to which the 

destination belongs) 

Although Parker teaches presenting different virtual routers to end users, it does not 

explicitly disclose: 

receiving a configuration message comprising said primary address, said port 

mask, and said routing identifier 

However, Baum teaches reliable way of determining physical location information of a 

device, it further discloses: 

receiving a configuration message comprising said primary address, said port 

mask, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, corresponding to the received IP 

address/primary address, is received by the device). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use the technique of Baum, the motivation being it would teach 

Parker, a reliable way of determining physical location information of a device using an IP 

address which may have been dynamically assigned, and the use of security applications 

that need accurate device location information (see page 4, paragraph 0042). 

Regarding Claim 16, Parker discloses a non-transitory computer program product stored on 

a computer-readable medium and executable by a microprocessor, comprising program 

code instructions for executing the configuration method according to claim 7 (see 

column 6, lines 47-53). 

Regarding Claim 17, Parker discloses a non-transitory computer program product stored on 

a computer-readable medium and executable by a microprocessor, comprising program 

code instructions for executing the method according to claim 11 (see column 6, lines 47-

53). 
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Applicant's arguments with respect to claims 1-17 have been considered but are moot because the 

arguments do not apply to any of the references being used in the current rejection. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in this Office action. 

Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded of the 

extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 

the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date 

of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 

shortened statutory period, then the shortened statutory period will expire on the date the advisory action 

is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later than SIX 

MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to DEE PA BELUR whose telephone number is (571 )270-3722. The examiner can normally 

be reached on Monday-Friday 8:30am to 5 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Hassan Kizou can be reached on (571 )272-3088. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 
Group Art Unit: 24 72 

Application No. 12/935,040 

Examiner: Deepa Belur 
Filed: September 28, 2010 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

RESPONSE TO OFFICE ACTION OF AUGUST 31, 2012 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Madam: 

In response to the Office Action of August 31, 2012, please enter the following 

amendments and consider the following remarks: 

Amendments to the Claims are provided in a listing of claims, which begins on page 2 

of this paper. 

Remarks begin on page 7 of this paper. 
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Listing of Claims 

This listing of claims will replace all prior versions and listings of claims in the 

application. 

Claim 1 (currently amended): A method of routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

destination address and a destination port number, said method comprising, on reception of 

said packet, the following steps: 

· determining a port mask to be assigned to the destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs; 

· selecting [[an]] at least one identifier of [[a]] the destination _)')ieee of equipment of 

the packet from a plurality of equipment identifiers associated with said primary destination 

address based on the 13asis of the port mask; and 

· routing the packet to the destination equipment based on the 13asis of :.mid identifier. 

Claim 2 (currently amended): The method according to claim 1 of routing an IP data 

packet, wherein said at least one identifier is a secondary destination address of the 

destination _)')ieee of equipment. 

Claim 3 (currently amended): The method according to claim 2 of routing an IP data 

packet, comprising, before the routing step, a step of transforming the packet to add to it by­

adding said secondary address to the packet, and routing the packet is Fouted OB: the 13asis of 

based on said secondary destination address. 

Claim 4 (currently amended): The routing method according to claim 1, wherein the at least 

one identifier is a route identifier specific to said 19ieees of destination equipment and the 

packet is routed based on the 13asis of said specific route identifier. 

Claim 5 (currently amended): A device for routing an IP data packet in a 

telecommunications network to a destination equipment, said packet comprising a primary 

2 
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destination address and a destination port number, wherein said device comprises, on 

reception of said packet, means for: 

· determining a port mask to be assigned to the destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs; 

· selecting an identifier of [[a]] the destination 19-i-eee ef equipment of the packet from 

a plurality of equipment identifiers associated with said primary destination address based on 

the bas-i-s ef the port mask; and 

· routing the packet to the destination equipment based on the bas-i-s ef said identifier. 

Claim 6 (currently amended): Telecommunications network equipment adapted to receive 

an IP data packet comprising a primary destination address and a destination port number, 

comprising at least one routing device comprising means for: 

· determining a port mask to be assigned to a destination equipment, the port mask 

defining a range of port numbers to which the destination port number belongs; 

· selecting an identifier of [[a]] the destination 19-i-eee ef equipment of the packet from 

a plurality of equipment identifiers associated with said primary destination address based on 

the bas-i-s ef the port mask; and 

· routing the packet to the destination equipment based on the bas-i-s ef said identifier. 

Claim 7 (previously presented): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, comprising, on reception of a configuration 

request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a primary address shared with a 

plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message comprising 

said primary address, said port mask, and said routing identifier. 

Claim 8 (currently amended): The method according to claim 7 of configuring a piece of 

terminal equipment, comprising a step of assigning to said piece of terminal equipment an 

3 
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identifier of a routing device adapted to route a data packet eefl-tai:Bing comprising said 

primary address as the destination address to said piece of terminal equipment.,_ and the 

configuration message further comprising said routing device identifier. 

Claim 9 (previously presented): The configuration method according to claim 7, wherein 

said configuration message is further sent to a routing device that routes to said piece of 

terminal equipment a data packet containing said primary address as the destination address. 

Claim 10 (currently amended): A configuration server in a telecommunications network, 

wherein, on reception of a configuration request sent by a piece of terminal equipment, 

comprises means for: 

· assigning a primary address to said piece of terminal equipment, said primary 

address being shared with a plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message comprising 

said j3Hblie primary address, said port mask, and said routing identifier. 

Claim 11 (currently amended): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, wherein, on reception of a configuration 

message comprising configuration data comprising a primary address, a port mask defining a 

range of port numbers that is dedicated thereto, and a routing identifier, said method 

comprises the following steps: 

· storing said configuration data; and 

· before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of terminal equipment and as source port 

number the selected port number. 

Claim 12 (previously presented): The configuration method according to claim 11, wherein, 

once an identifier of a routing device adapted to route a data packet comprising said primary 

4 
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address as the destination address to said piece of terminal equipment has been received, said 

method further comprises a step of sending the configuration data to said routing device. 

Claim 13 (currently amended): The configuration method according to claim 11, wherein, 

on reception of a data packet comprising a destination address, a port number, and a routing 

identifier, said method further comprises a step of verifying that the port number belongs to 

the range of port numbers defined by [[its]] the port mask.,,_ and a step of rejecting said packet 

if [[the]] result of the verification is negative. 

Claim 14 (currently amended): A piece of client terminal equipment connected to a 

telecommunications network, wherein, on reception of a configuration message comprising 

configuration data comprising a primary address shared with a plurality of pieces of terminal 

equipment, a port mask defining a range of port numbers that is dedicated to [[it]] the piece of 

client terminal equipment, and a routing identifier, the piece of client terminal equipment 

comprising [[a]] means for: 

· storing said configuration data; 

· before sending a data packet in the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet comprising as 

source address the primary address of said piece of client terminal equipment and as source 

port number the selected port number. 

Claim 15 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the routing method according to claim 1. 

Claim 16 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the configuration method according to claim 7. 

5 
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Claim 17 (previously presented): A non-transitory computer program product stored on a 

computer-readable medium and executable by a microprocessor, comprising program code 

instructions for executing the method according to claim 11. 

6 
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REMARKS 

The following remarks are responsive to the Office Action of August 31, 2012. 

At the time of the Office Action, claims 1-1 7 were pending. The status of the claims is 

as follows: 

• Claims 15-17 were rejected under 35 U.S.C. § 101 as being directed to non-statutory 

subject matter; and 

• Claims 1-17 were rejected under 35 U.S.C. § 103(a) as being obvious over Baum 

(U.S. Patent Application Publication No. 2011/0067119) in view of Patek (U.S. 

Patent Application Publication No. 2003/0088694). 

Applicant herein amends independent claims 1, 5, and 6 to clarify that the "port mask 

[is] to be assigned to the destination equipment." Claims 2-4, 8, 10, 11, 13, and 14 were 

amended to improve form. Non-limiting support for the amendments can be found in at least 

page 14 at line 34 to page 15 at line 13 of the application as filed. No new matter has been 

added. Applicant presents discussion below distinguishing the claims from the art cited against 

them. 

35 U.S.C. § 101 Reiection of Claims 15-17 

1. The Examiner indicated that this rejection will be withdrawn in view of the Preliminary 

Amendment filed on September 2 8, 2010. 

Applicant thanks Examiner Deepa Belur for her time and efforts in working with 

Applicant's representative, Lynn Q. Peng, during the telephone call on November 27, 2012. 

Examiner Belur indicated that the rejection under 35 U.S.C. § 101 will be withdrawn in view of 

the Preliminary Amendment filed on September 28, 2010, in which claims 15-1 7 were amended 

to recite "non-transitory computer program product." 

35 U.S.C. § 103{a) Reiection of Claims 1-17 over Baum in view of Patek 

2. Baum in view of Patek cannot render amended independent claim 1 obvious because the 

references do not disclose, teach, or suggest "said packet comprising a primary destination 

address and a destination port number" or "determining a port mask to be assigned to the 
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destination terminal, the port mask defining a range of port numbers to which the destination 

port number belongs" as recited in amended claim 1. 

In the Office Action, independent claim 1 was rejected as being obvious over Baum in 

view of Patek. Office Action, pp. 3-4. The Office Action cited Baum at paragraph [0082] as 

disclosing "said packet including a primary destination address and a destination port number" 

and "defining a range of port numbers to which the destination port number belongs." Office 

Action, p. 3. While stating that Baum does not disclose "determining a port mask," the Office 

Action then cited Patek as "using port mask to determine which selected port receive data." 

Office Action, pp. 3-4. 

In response, Applicant herein amends claim 1 to clarify that the "port mask [is] to be 

assigned to the destination equipment." Applicant respectfully asserts that neither Baum nor 

Patek discloses, teaches, or suggests a "data packet comprising a destination port number" or 

"determining a port mask to be assigned to the destination equipment, the port mask defining a 

range of port numbers to which the destination port number belongs" as recited in claim 1 

( emphasis added). 

First, the Ethernet frame disclosed in Baum, which has an IP destination address, cannot 

be equated to a "data packet comprising ... a destination port number" as required by claim 1 

( emphasis added). Baum discloses edge routers that interface between the Ethernet LANs and 

the IP network, and "the edge routers ... include routines for responding to requests to identify a 

router port corresponding to an IP or MAC address supplied as part of a port information 

request." Baum, ii [0082] ( emphasis added). In Baum, when an edge router receives an Ethernet 

frame including an IP destination address, the edge router determines, within the Ethernet LAN, 

which MAC address is uniquely associated with this IP destination address. Baum, iiii [0034]­

[0035]. The edge router then forwards the Ethernet frame to a terminal having this MAC address 

via the router's output port to which this terminal is connected. Baum, ii [0091]. 

As it is well known in the art, an IP or MAC address is distinct from a port number. 1 

Thus, the IP destination address in Baum is not interchangeable with the "port number" recited 

1 The present application uses the ordinary and customary meanings of"port" and "port number." Application, 
p. 13, ln. 1-p. 14, ln. 11. For a description of"port" and "port number" as well known by one of ordinary skill in 
the art, see http://en.wikipedia.org/vviki/Por1 (comnuter networkiru.r): 
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in amended claim 1. Furthermore, while the "ports" discussed in Baum are interfaces of a router, 

the "ports" disclosed in the present application are interfaces of a destination or terminal 

equipment. Accordingly, Baum does not disclose, teach, or suggest a "said packet including a 

primary destination address and a destination port number" or "defining a range of port numbers 

to which the destination port number belongs" as required by amended claim 1 ( emphasis 

added). 

Second, Patek fails to disclose, teach, or suggest "determining a port mask to be assigned 

to the destination terminal" as recited in amended claim 1. Patek discloses a router for 

scheduling multicast frames in a switching network. When the router receives an incoming 

frame including a destination ID associated with a set of multicast destination terminals, the 

router forwards a copy of this frame to the output ports of the router. Patek, ii,r [0006] & [0030]. 

The "output port mask" in Patek refers to the selection of the router output ports associated with 

a given destination ID. Patek, ,i [0006]. Patek's "output port mask" is thus distinct from the "port 

mask to be assigned to the destination terminal" recited in amended claim 1. Similar to Baum, 

while the "output ports" discussed in Patek are interfaces of a router, the "ports" disclosed in the 

present application are interfaces of a destination or terminal equipment. Accordingly, Patek' s 

"output port mask" cannot be interpreted as the "port mask" recited in amended claim 1. 

Furthermore, unlike Baum and Patek, amended claim 1 recites "a method of routing an 

IP data packet in a telecommunications network to a destination terminal." In an embodiment of 

the instant application, each destination terminal in a network is assigned a port mask defining a 

range of port numbers dedicated to this destination terminal. Application, p. 8, lns. 5-17. In 

In computer networking a port is an application-specific or process-specific software 
construct serving as a communications endpoint in a computer's host operating system. A port 
is associated with an IP address of the host, as well as the type of protocol used for 
communication. In plain English, the purpose of ports is to uniquely identify different 
applications or processes running on a single computer and thereby enable them to share a 
single physical connection to a packet-switched network like the Internet. 

The protocols that primarily use ports are the Transport Layer protocols, such as the 
Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP) of the Internet 
Protocol Suite. A port is identified for each address and protocol by a 16-bit number, 
commonly known as the port numbe1·. The port number, added to a computer's IP address, 
completes the destination address for a communications session. That is, data packets are 
routed across the network to a specific destination IP address, and then, upon reaching the 
destination computer, are further routed to the specific process bound to the destination port 
number. 
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other words, each destination terminal is uniquely associated with a respective set of port 

numbers, usually comprising a plurality of port numbers. According to another embodiment, 

when a router receives a data packet including a primary destination address (e.g., a public IP 

address) and a destination port number, the router determines, within the network associated 

with this primary destination address, which destination terminal is associated with this 

destination port number ( one of an associated set of port numbers), and forwards the data packet 

to this destination terminal. Application, p. 13, ln. 8-p. 14, ln. 12. 

For at least the foregoing reasons, Applicant assert that Baum in view of Patek fails to 

disclose, teach, or suggest all the limitations of amended claim 1 and thus cannot render 

amended claim 1 obvious. Since independent claims 5-7, 10, 11, and 14 recites at least the "port 

number" and "port mask" limitations of amended claim 1, they are not obvious for at least the 

same reasons. By virtue of their dependence from claims 1, 7, and 11, claims 2-4, 8, 9, 12, 13, 

and 15-17 are not obvious for at least the same reasons presented with respect to amended claim 

1. Accordingly, Applicant respectfully request that the rejection under 35 U.S.C. § 103(a) be 

withdrawn and that claims 1-17 be allowed. 

Conclusion 

In view of the foregoing amendments and remarks, the application is considered in good 

and proper form for allowance, and the Examiner is respectfully requested to pass this 

application to issue. If, in the opinion of the Examiner, a telephone conference would expedite 

the prosecution of the subject application, the Examiner is invited to call the undersigned 

attorney. 

Date: November 28, 2012 
CHOI/ 26058388.2 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
Lynn Q. Peng, Reg. No. 69,755 
DRINKER BIDDLE & REATH LLP 
191 North Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 

10 
Juniper Exhibit 1002, page 135



Electronic Acknowledgement Receipt 

EFSID: 14326841 

Application Number: 12935040 

International Application Number: 

Confirmation Number: 1314 

Title of Invention: 
METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED 
DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Customer Number: 8968 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Filer Authorized By: Brian Charles Rupp 

Attorney Docket Number: P3594US 

Receipt Date: 28-NOV-2012 

Filing Date: 28-SEP-2010 

Time Stamp: 14:11:41 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

132461 

1 
P3594US_Response_to_Office_ 

yes 10 
Action.pdf 

463 83f4c04 f2ee0d a2e 3 95 bb 73 2 9e98091 a 
29497 

Juniper Exhibit 1002, page 136



Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Claims 2 6 

Applicant Arguments/Remarks Made in an Amendment 7 10 

Warnings: 

Information: 

Total Files Size (in bytes) 132461 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Juniper Exhibit 1002, page 137



PTO/SB/06 (07-06) 
Approved for use through 1/31/2007. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 12/935,040 09/28/2010 [8J To be Mailed 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY 0 OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

0 BASIC FEE N/A N/A N/A N/A 
(37 CFR 1.16(a), (b), or (cl) 

□ SEARCH FEE N/A N/A N/A N/A 
(37 CFR 1.16(k), (i), or (ml) 

□ EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A N/A 

TOTAL CLAIMS 
minus 20 = * X $ OR X $ (37 CFR 1.16(i)) = = 

INDEPENDENT CLAIMS 
* X $ X $ (37 CFR 1.16(h)) minus 3 = = = 

If the specification and drawings exceed 100 

□APPLICATION SIZE FEE 
sheets of paper, the application size fee due 
is $250 ($125 for small entity) for each 

(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See 
35 U.S.C. 41 (a)(1 )(G) and 37 CFR 1.16(s). 

□ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 

APPLICATION AS AMENDED - PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 

11/28/2012 REMAINING NUMBER PRESENT 
RATE($) 

ADDITIONAL 
RATE($) 

ADDITIONAL 
f-- AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
z AMENDMENT PAID FOR 
w 

Total (37 CFR 
~ 1.16(i)) • 17 Minus ** 20 = 0 X $ = OR X $62= 0 
0 Independent z * 7 Minus *** 7 = 0 X $ = OR X $250= 0 
w (37 CFR 1 .16(h)) 

~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL TOTAL 
ADD'L OR ADD'L 0 
FEE FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

AFTER PREVIOUSLY EXTRA FEE($) FEE($) 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = OR X $ = w 1.16(i)) 

~ Independent 
* Minus *** = X $ = OR X $ = 0 (37 CFR 1 .16(h)) 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ 
□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( OR 

TOTAL TOTAL 
ADD'L OR ADD'L 
FEE FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. Legal Instrument Examiner: 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /NICHELE PETERSON/ 
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on 1s required by 37 CFR 1.16. The 1nformat1on 1s required to obtain or retain a benefit by the public which 1s to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 

Juniper Exhibit 1002, page 138



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

12/935,040 09/28/2010 

8968 7590 08/31/2012 

DRINKER BIDDLE & REATH LLP 
ATTN: PAIBNT DOCKET DEPT. 
191 N. WACKER DRIVE, SUIIB 3700 
CHICAGO, IL 60606 

FIRST NAMED INVENTOR 

Mohamed Boucadair 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

P3594US 1314 

EXAMINER 

BEL UR, DEEPA 

ART UNIT PAPER NUMBER 

2472 

NOTIFICATION DATE DELIVERY MODE 

08/31/2012 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

DBRIPDocket@dbr.com 
IPDockets@dbr.com 

PTOL-90A (Rev. 04/07) 
Juniper Exhibit 1002, page 139



Office Action Summary 

Application No. 

12/935,040 

Examiner 

DEEPA BELUR 

Applicant(s) 

BOUCADAIR, MOHAMED 

Art Unit 

2472 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication(s) filed on 28 September 2010. 

2a)D This action is FINAL. 2b)[8J This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 1-17 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)[8J Claim(s) 1-17is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

1 0)D The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 28 September 2010 is/are: a)IZ! accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

12)0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

13)[8J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)D All b)D Some * c)D None of: 

1.[8J Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8J Notice of References Cited (PTO-892) 

2) D Notice of Draftsperson's Patent Drawing Review (PTO-948) 

4) D Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

5) D Notice of Informal Patent Application 3) [8J Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 03-11) 

6) D Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20120821 
Juniper Exhibit 1002, page 140



Application/Control Number: 12/935,040 

Art Unit: 2472 

DETAILED ACTION 

1. This action is in response to the application filed on September 28, 2010. 

2. Claims 1-17 have been submitted for examination. 

3. Claims 1-17 have been examined and rejected. 

Drawings 

4. The drawings filed on September 28, 2010 are accepted. 

Claim Rejections - 35 USC§ 101 

35 U.S.C. 101 reads as follows: 

Page 2 

Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, 
subject to the conditions and requirements of this title. 

5. Claim 15-17 is rejected under 35 U.S.C. 101 as covering both non-statutory subject matter and 

statutory subject matter. Claims 15-17 recite computer readable medium with an executable 

program stored thereon. The broadest reasonable interpretation of a claim drawn to a computer 

readable storage medium typically covers forms of non-transitory tangible media and transitory 

propagating signals per se in view of the ordinary and customary meaning of computer readable 

storage media, particularly when the specification is silent. See MPEP 2111.01. When the 

broadest reasonable interpretation of a claim covers a signal per se, the claim must be rejected 

under 35 U.S.C. § 101 as covering non-statutory subject matter. See In re Nuijten, 500 F.3d 

1346, 1356-57 (Fed. Cir. 2007) (transitory embodiments are not directed to statutory subject 

matter) and Interim Examination Instructions for Evaluating Subject Matter Eligibility Under 35 

U.S.C. § 101, Aug. 24, 2009; p. 2. 

Claim Rejections - 35 USC§ 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 

forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
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at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

6. Claim 1-17 are rejected under U.S.C. 103(a) as being unpatentable over Baum 

(US20110067119A 1) in view of Patek (US20030088694A 1) 

Regarding Claim 1, Baum discloses a method of routing an IP data packet in a 

telecommunications network (see page 6, paragraph 0078, also see FIG. 5, a communication 

system/telecommunications network, with IP based network/IP data packet), said packet 

including a primary destination address and a destination port number, characterized in that said 

method includes, on reception of said packet, the following steps (see page 6, paragraph 0082, 

the Edge routers extract port information/destination port number, to identifying a router port 

corresponding to an IP or MAC address/primary destination address, supplied as part of port 

information request): 

• defining a range of port numbers to which the destination port number belongs (see page 

6, paragraph 0082, the Edge routers identify a porVdestination port number, 

corresponding to an IP address or MAC address as part of a port information 

requesVfrom a range of port numbers); 

• selecting an identifier of a destination piece of equipment of the packet from a plurality of 

equipment identifiers associated with said destination address on the basis of the; and 

(see page 7, paragraph 0091, the frames received by the router having an associated 

MAC destination address/Identifier are outpuVselected, using the port/identifier, 

corresponding to the destination MAC address) 

• routing the packet to the destination equipment on the basis of said identifier (see page 7, 

paragraph 0091, the frames received by the router having a destination MAC address are 

output to the port number/routing the packet to the destination). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. determining a port mask 
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However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

Page 4 

a. determining a port mask (see page 1, paragraph 0006, the output port mask is 

used to determine which selected output ports receive a concurrent copy of the 

incoming frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005) 

Regarding Claim 2, Baum discloses a method according to claim 1 of routing an IP data packet, 

characterized in that said at least one identifier is a secondary destination address of the 

destination piece of equipment (see page 7, paragraph 0091, also see FIG. 7, the frames 

received by the router corresponding to a destination MAC address, are output/routing the IP data 

packet, to the port number/secondary destination address of the destination piece of equipment). 

Regarding Claim 3, Baum discloses a method according to claim 2 of routing an IP data packet, 

characterized in that the method includes, before the routing step, a step of transforming the 

packet to add to it said secondary address and the packet is routed on the basis of said 

secondary address (see page 6, paragraph 0086, each customer record/IP data packet, is 

correlated/transformed, to a router and port/secondary address, which is assigned to be used by 

the customer when accessing the IP network/before routing begins). 

Regarding Claim 4, Baum discloses a routing method according to claim 1, characterized in that 

the identifier is a route identifier specific to said pieces of equipment and the packet is routed on 

the basis of said specific route identifier (see page 7, paragraph 0091, the frames received by the 

router having a MAC address/Identifier are output/routed, using the port number/destination MAC 

address or specific route identifier). 

Regarding Claim 5, Baum discloses a device for routing an IP data packet in a 

telecommunications network (see page 7, paragraph 0088, also see FIG. 6, edge router/device 
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for routing), said packet including a primary destination address and a destination port number, 

characterized in that said device is adapted, on reception of said packet (see page 6, paragraph 

0082, the Edge routers extract port information/destination port number, to identifying a router 

port corresponding to an IP or MAC address/primary destination address, supplied as part of port 

information request), to implement means for: 

• defining a range of port numbers to which the destination port number belongs (see page 

6, paragraph 0082, the Edge routers identify a porVdestination port number, 

corresponding to an IP address or MAC address as part of a port information 

requesVfrom a range of port numbers); 

• selecting an identifier of a destination piece of equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address on the basis of the 

(see page 7, paragraph 0091, the frames received by the router having an associated 

MAC destination address/Identifier are output/selected, using the porVidentifier, 

corresponding to the destination MAC address); and 

• routing the packet to the destination equipment on the basis of said identifier (see page 7, 

paragraph 0091, the frames received by the router having a destination MAC address are 

output to the port number/routing the packet to the destination). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. determining a port mask 

However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

a. determining a port mask (see page 1, paragraph 0006, the output port mask is 

used to determine which selected output ports receive a concurrent copy of the 

incoming frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 
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motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 6, Baum discloses telecommunications network equipment (see page 8, 

paragraph 0100, also see FIG. 10, the combined equipment consisting of a DHCP Server, Secure 

Management Network SMN (see FIG. 5), Location and Customer Information Server LCIS (see 

FIG. 5 and FIG. 11 ), and one Edge Route 518 (see FIG. 5, FIG. 6) together make up the 

telecommunications network) adapted to receive an IP data packet including a primary 

destination address and a destination port number (see page 6, paragraph 0082, the Edge 

routers extract port information/destination port number, to identifying a router port corresponding 

to an IP or MAC address/primary destination address, supplied as part of port information 

request), characterized in that it includes at least one routing device (see page 7, paragraph 

0088, also see FIG. 6 and FIG. 5, edge router/device for routing) including means for: 

• defining a range of port numbers to which the destination port number belongs (see page 

6, paragraph 0082, the Edge routers identify a porVdestination port number, 

corresponding to an IP address or MAC address as part of a port information 

requesVfrom a range of port numbers); 

• selecting an identifier of a destination piece of equipment of the packet from a plurality of 

equipment identifiers associated with said primary destination address on the basis of the 

(see page 7, paragraph 0091, the frames received by the router having an associated 

MAC destination address/Identifier are output/selected, using the porVidentifier, 

corresponding to the destination MAC address); and 

• routing the packet to the destination equipment on the basis of said identifier (see page 7, 

paragraph 0091, the frames received by the router having a destination MAC address are 

output to the port number/routing the packet to the destination). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. determining a port mask 
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a. determining a port mask (see page 1, paragraph 0006, the output port mask is 

used to determine which selected output ports receive a concurrent copy of the 

incoming frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 7, Baum discloses a method of configuring a piece of terminal equipment (see 

page 6, paragraph 0080, LAN 501 includes host devices 208/terminal equipment), connected to a 

telecommunications network (see page 8, paragraph 0100, also see FIG. 10, the combined 

equipment consisting of a DHCP Server, Secure Management Network SMN (see FIG. 5), 

Location and Customer Information Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 

518 (see FIG. 5, FIG. 6) together make up the telecommunications network) characterized in that 

it includes, on reception of a configuration request sent by said equipment (see page 8, 

paragraph 0101, when a device/equipment, on a LAN needs an IP address, it broadcasts an IP 

address assignment request/configuration request), the following steps: 

• assigning to said piece of terminal equipment a primary address shared with a plurality of 

pieces of terminal equipment (see page 8, paragraph 0102-0103, the DHCP server 

assigns the requesting device/terminal, an IP address/DHCP broadcast address which is 

a public address typically used by a plurality of clients/plurality of pieces of terminal 

equipment); 

• assigning to said piece of terminal equipment a defining a range of numbers dedicated to 

it and a routing identifier (see page 8, paragraph 0106, Edge router information requests 

from the LCIS are received by the server via a SMN, and correlating/assigning an edge 
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• sending to said piece of terminal equipment a configuration message including said 

primary address, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, the MAC address, corresponding to the 

received IP address/primary address, is returned to the device/ sending to said piece of 

terminal equipment a configuration message. Also see page 7, paragraph 0087, The 

LCIS includes routines for responding to information requests and returning relevant 

information/configuration message, to the requesting device). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. port mask 

However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

a. port mask (see page 1, paragraph 0006, the output port mask is used to 

determine which selected output ports receive a concurrent copy of the incoming 

frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 8, Baum discloses a method according to claim 7 of configuring a terminal 

equipment, characterized in that it includes a step of assigning to said piece of terminal 

equipment an identifier of a routing device adapted to route a data packet containing said primary 

address as the destination address to said piece of terminal equipment (see page 8, paragraph 

0106, Edge router information requests from the LCIS are received by the server via a SMN, and 

correlating/assigning an edge router/routing identifier and a MAC address corresponding to the IP 

address/primary address as the destination address) and the configuration message further 
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includes said routing device identifier (see page 7, paragraph 0087, The LCIS includes routines 

for responding to information requests and returning relevant information/configuration message, 

to the requesting device/terminal equipment). 

Regarding Claim 9, Baum discloses a configuration method according to claim 7, characterized 

in that said configuration message is further sent to a routing device able to route to said piece of 

terminal equipment a data packet containing said primary address as the destination address 

(see page 8, paragraph 0104, when an IP address is assigned to a requesting device, the IP 

address/primary destination address, and lease time information is communicated back/sent 

back, to the requesting device by way of the edge router acting as the devices proxy/routing 

device). 

Regarding Claim 10, Baum discloses a configuration server in a telecommunications 

network(see page 8, paragraph 0100, also see FIG. 10, the combined equipment consisting of a 

DHCP Server, Secure Management Network SMN (see FIG. 5), Location and Customer 

Information Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 518 (see FIG. 5, FIG. 6) 

together make up the telecommunications network), characterized in that, on reception of a 

configuration request sent by a piece of terminal equipment (see page 8, paragraph 0101, when a 

device/equipment, on a LAN needs an IP address, it broadcasts an IP address assignment 

requesVconfiguration request), it is adapted to implement means for: 

• assigning a primary address to said piece of terminal equipment, said primary address 

being shared with a plurality of pieces of terminal equipment (see page 8, paragraph 

0102-0103, the DHCP server/configuration server, assigns the requesting 

device/terminal, an IP address/DHCP broadcast address which is a public address 

typically used by a plurality of clients/plurality of pieces of terminal equipment); 

• assigning to said piece of terminal equipment a defining a range of numbers dedicated to 

it and a routing identifier (see page 8, paragraph 0106, the DHCP server/configuration 

server, correlates/assigns, an edge router/routing identifier and a MAC address/port 

number, corresponding to the IP address); and 
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• sending to said piece of terminal equipment a configuration message including said 

public address, and said routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, the MAC address, corresponding to the 

received IP address/primary address, is returned to the device/sending to said piece of 

terminal equipment a configuration message. Also see page 7, paragraph 0087, The 

DHCP server/configuration server along with the LCIS provides information requests and 

returning relevant information/configuration message, to the requesting device/terminal 

equipment). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. port mask 

However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

a. port mask (see page 1, paragraph 0006, the output port mask is used to 

determine which selected output ports receive a concurrent copy of the incoming 

frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 11, Baum discloses a method of configuring a piece of terminal equipment 

(see page 6, paragraph 0080, LAN 501 includes host devices 208/terminal equipment) connected 

to a telecommunications network (see page 8, paragraph 0100, also see FIG. 10, the combined 

equipment consisting of a DHCP Server, Secure Management Network SMN (see FIG. 5), 

Location and Customer Information Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 

518 (see FIG. 5, FIG. 6) together make up the telecommunications network), characterized in 

that, on reception of a configuration message (see page 7, paragraph 0087, The LCIS includes 

routines for responding to information requests and returning/reception at device, relevant 
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information/configuration message, to the requesting device) including configuration data 

including a primary address, a port mask defining a range of numbers that is dedicated thereto, 

and a routing identifier (see page 8, paragraph 0106, the information identifying the edge 

router/routing identifier, the MAC address, corresponding to the received IP address/primary 

address, is returned to the device/received at the piece of terminal equipment a configuration 

message), said method includes the following steps: 

• storing said configuration data (see page 8, paragraph 0102, In response to the IP 

address assignment request, the DHCP server, assigns the requesting device/terminal 

equipment, an available IP address from the pool. In addition, the server removes the IP 

address from the pool, and creates a new entry/stores, in the IP address lease 

information table/using the configuration data); and 

• before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the, said data packet including as source 

address the primary address of said piece of terminal equipment and as source port 

number the selected port number (see page 8, paragraph 0101, when a device on a LAN 

needs an IP address so it can access the IP network/ before sending a data packet into 

the telecommunications network, it broadcasts an IP address assignment request. Using 

the DHCP protocol, the IP address assignment request includes the MAC address/source 

address of the device. A new entry is created with the IP address, the router address, 

and the MAC address to which the data packets will be output using that porVsource port 

number); 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. port mask 

However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 
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a. port mask (see page 1, paragraph 0006, the output port mask is used to 

determine which selected output ports receive a concurrent copy of the incoming 

frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 12, Baum discloses a configuration method according to claim 11, 

characterized in that, once an identifier of a routing device adapted to route a data packet 

including said primary address as the destination address to said piece of terminal equipment has 

been received, said method further includes a step of sending the configuration data to said 

routing device (see page 8, paragraph 0103-0104, each entry in the table includes an IP address, 

edge router address/ identifier of a routing device, and the MAC address/primary address as the 

destination address to the terminal equipment, and the lease information/configuration data, is 

communicated back to the edge router/sending configuration data to the router). 

Regarding Claim 13, Baum discloses a configuration method according to claim 11, 

characterized in that, on reception of a data packet including a destination address, a port 

number, and a routing identifier, said method further includes a step of verifying that the port 

number belongs to the range of numbers defined by its and a step of rejecting said packet if the 

result of verification is negative (see page 6, paragraph 0082, the edge routers include routines 

for responding to requests/from the terminal equipment, to identify a router port/verify, 

corresponding to an IP or MAC address supplied as part of port information request/ port number 

belongs to the range of numbers. Also see page 2, paragraph 0018, when a network is defined by 

an IP address and a subnet mask is used by the routers to distinguish between the host portion 

and the rest of the IP address thereby allowing routing within the network based on the subnet 

portion of the address/rejecting said packet if the result of verification is negative). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 
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However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

a. port mask (see page 1, paragraph 0006, the output port mask is used to 

determine which selected output ports receive a concurrent copy of the incoming 

frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 14, Baum discloses a piece of client terminal equipment (see page 6, 

paragraph 0080, LAN 501 includes host devices 208/terminal equipment), connected to a 

telecommunications network (see page 8, paragraph 0100, also see FIG. 10, the combined 

equipment consisting of a DHCP Server, Secure Management Network SMN (see FIG. 5), 

Location and Customer Information Server LCIS (see FIG. 5 and FIG. 11 ), and one Edge Route 

518 (see FIG. 5, FIG. 6) together make up the telecommunications network) characterized in that, 

on reception of a configuration message (see page 7, paragraph 0087, The LCIS includes 

routines for responding to information requests and returning/reception at device, relevant 

information/configuration message, to the requesting device) including configuration data 

including a primary address with a plurality of pieces of terminal, a defining a range of numbers 

that is dedicated to it, and a routing identifier (see page 8, paragraph 0106, the information 

identifying the edge router/routing identifier, the MAC address, corresponding to the received IP 

address/primary address which is a public address shared by a plurality of devices, is returned to 

the device/received at the piece of terminal equipment a configuration message), it is adapted to 

implement the following means: 

• storing said configuration data (see page 8, paragraph 0102, In response to the IP 

address assignment request, the DHCP server, assigns the requesting device/terminal 
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equipment, an available IP address from the pool. In addition, the server removes the IP 

address from the pool, and creates a new entry/stores, in the IP address lease 

information table/using the configuration data); 

• before sending a data packet in the telecommunications network, selecting a port number 

in the range of port numbers defined by the, said data packet including as source 

address the primary address of said piece of terminal equipment and as source port 

number the selected port number (see page 8, paragraph 0101, when a device on a LAN 

needs an IP address so it can access the IP network/ before sending a data packet into 

the telecommunications network, it broadcasts an IP address assignment request. Using 

the DHCP protocol, the IP address assignment request includes the MAC address/source 

address of the device. A new entry is created with the IP address, the router address, 

and the MAC address to which the data packets will be output using that porVsource port 

number). 

Although Baum teaches using port numbers, Baum does not explicitly disclose: 

a. port mask 

However, Patek teaches using port mask to determine which selected ports receive data, it 

further discloses: 

a. port mask (see page 1, paragraph 0006, the output port mask is used to 

determine which selected output ports receive a concurrent copy of the incoming 

frame/IP packet) 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 

invention was made to use port mask to route data in a high data rate network environment, the 

motivation being it would teach Baum to provide simple, but efficient routing of traffic (see Patek, 

see page 1, paragraph 0005). 

Regarding Claim 15, Baum discloses a computer program product downloadable from a 

communications network and/or stored on a computer- readable medium and/or executable by a 

microprocessor, characterized in that it includes program code instructions for executing the 
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routing method according to claim 1 (see page 15, paragraph 0167, the routines used to control 

the edge router and other devices used in the communication system of the present invention 

may be implemented as machine-readable instructions stored on a machine-readable medium). 

Regarding Claim 16, Baum discloses a computer program product downloadable from a 

communications network and/or stored on a computer- readable medium and/or executable by a 

microprocessor, characterized in that it includes program code instructions for executing the 

configuration method according to claim 7 (see page 15, paragraph 0167, the routines used to 

control the edge router and other devices used in the communication system of the present 

invention may be implemented as machine-readable instructions stored on a machine-readable 

medium). 

Regarding Claim 17, Baum discloses a computer program product downloadable from a 

communications network and/or stored on a computer- readable medium and/or executable by a 

microprocessor, characterized in that it includes program code instructions for executing the 

method according to claim 11 (see page 15, paragraph 0167, the routines used to control the 

edge router and other devices used in the communication system of the present invention may be 

implemented as machine-readable instructions stored on a machine-readable medium). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to DEEPA BELUR whose telephone number is (571 )270-3722. The examiner can normally 

be reached on Monday-Friday 8:30am to 5 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

Hassan Kizou can be reached on (571 )272-3088. The fax phone number for the organization where this 

application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 

/DB/ 
DEEPA BELUR 
Examiner, Art Unit 2472 

/Hassan Kizou/ 
Supervisory Patent Examiner, Art Unit 2472 
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UNIIBD STATES PATENT AND TRADEMARK OFFICE 

BIB DATA SHEET 

SERIAL NUMBER FILING or 371 (c) 
DATE 

CLASS 

12/935,040 09/28/2010 370 

RULE 

APPLICANTS 
Mohamed Boucadair, Rennes, FRANCE; 

** CONTINUING DATA ************************* 
This application is a 371 of PCT/FR09/50548 03/31/2009 

** FOREIGN APPLICATIONS ************************* 
FRANCE 08521 08 03/31/2008 

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED ** 
10/19/2010 

Foreign Priority claimed .lves D No STATE OR 
35 USC 119(a-d) conditions met llves D No O Metafter 

Allowance COUNTRY 
Verified and /DEEPA BELUR/ 

FRANCE Acknowledged Examiner's Signature Initials 

ADDRESS 

DRINKER BIDDLE & REATH LLP 
ATTN: PATENT DOCKET DEPT. 
191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 
UNITED STATES 

TITLE 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

CONFIRMATION NO. 1314 

GROUP ART UNIT ATTORNEY DOCKET 
NO. 

2472 P3594US 

SHEETS TOTAL INDEPENDENT 
DRAWINGS CLAIMS CLAIMS 

9 17 7 

METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 

0 All Fees 

FEES: Authority has been given in Paper 
□ 1.16 Fees (Filing) 

FILING FEE □ 1.17 Fees (Processing Ext. of time) 
RECEIVED No. to charge/credit DEPOSIT ACCOUNT 

1860 No. for following: □ 1.18 Fees (Issue) 

□ Other 

□ Credit 

BIB (Rev. 05/07). 
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Receipt date: 09/28/201 0 12935040 - GAU: 24 72 
Please type a plus sign(+) inside this box ~-1+1 

Complete if Known 
Substitute for form 1449A/B/PTO Application Number Unassigned 

INFORMATION DISCLOSURE Filing Date September 28, 2010 
First Named Inventor Mohamed BOUCADAIR 

STATEMENT BY APPLICANT Group Art Unit Unassigned 

(Use as manv sheets as necessary) Examiner Name Unassigned 
Sheet I 1 I ot I 1 Attorney Docket Number P3594US 

U.S. PATENT DOCUMENTS 

U.S. Patent Document 
Examiner Doc. Application or 

Kind Code Name of Patentee or Applicant Date of Publication 
Filing Date If 

Initials No. Patent Number Appropriate 

/D.B./ AA 2002/0116523 A1 Warrier et al. August22,2002 
/D.B./ AB 2002/0141389 A1 Fanqman et al. October 3, 2002 

/D.B.i AC 7,320,027 B1 Chang et al. January 15, 2008 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Translation 

Examiner Doc. 
Office 

Application or Kind 
Name of Patentee or Applicant Date of Publication Yes No*+ Initials No. Patent Number Code 

OTHER - NON PATENT LITERATURE DOCUMENTS 

Examiner Doc. Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item Translation 

Initials No. (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number (s), publisher, 
Yes No*+ city and/or country where published. 

Examiner Signature /Deepa Belur/ Date Considered 08/21/2012 
* A concise statement of relevance is being submitted in lieu of a translation. 37 CFR 1 .98(a)(3). 
+ An English-language equivalent/patent, or an English-language abstract, or an English-language version of the search report or action by a foreign 

patent office in a counterpart foreign application indicating the degree of relevance found by the foreign office is being submitted in lieu of a concise 
explanation of relevance under 37 CFR 1.98(a)(3). 

CHOI/ 25606243.1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER FILING OR 3 71 (C) DATE 

12/935,040 

8968 
DRINKER BIDDLE & REATH LLP 
ATTN: PATENT DOCKET DEPT. 

09/28/2010 

191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Mohamed Boucadair P3594US 
CONFIRMATION NO. 1314 

PUBLICATION NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~l!~~!l!llillll lllll lllll lllll 11111111 

Title:METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 

Publication No.US-2011-0019588-A 1 
Publication Date:01/27/2011 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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PATENT APPLICATION FEE DETERMINATION RECORD Appl/;] ~''i:JlD' 
Effective October 2, 2008 

CLAIMS AS FILED· PART I 

SMALL ENTITY OR LARGE ENTITY 
(Column 1) (Column 2) 

u:s. NATIONAL STAG-E FEES RATE FEE RATE FEE 

BASIC FEE SMALL ENT.=$165 LARGE ENT.=$330 BASIC FEE OR BASIC FEE ,,jl) 

EXAMINATION FEE SMALi. ENT. $110 LARGE ENT. = $220 EXAM. FEE EXAM FEE a-dD 
' 

U.S. is ISA = $50/$100 ALL 
ALL olher situations = ~~ SEARCH FEE other countries = 

$270/$540 SEARCH FEE SEARCH FEE 
$215/$430 

FEE FOR EXTRA SPEC. PGS. c~ ~inus 100 ::: / 50::: X $ 135 = X $ 270"' 

t7 
., 

TOTAL CHARGEABLE CLAIMS minus 20 = X $ 26 = OR X $ 52 = 

INDEPENDENT CLAIMS 1 minus 3::: Y' X $ 110 = OR X $ 220:;;: efKC 
-MULTIPLE DEPENDENT CLAIM PRESENT + $ 195 OR + $ 390 = 
' ~· 

~ • If the ditterence in column 1 is less than zero, enter ·o· in column 2 TOTAL OR TOTAL l'xUl 
-

CLAIMS AS AMENDED - PART II OTHER THAN 

(Column 1) (Column 2) (Column 3) 
SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
ADDI- ADDI• 

REMAINING NUMBER PRESENT 
RATE TIONAL RATE TIONAL 

AFTER PREVIOUSLY EXTRA <( 
FEE FEE >- AMENDMENT PAID FOR 

z 
UJ • .. X $ 26 OR X $ 52 ::'ii: Total Minus != 
0 z 
UJ 

Independent . Minus . .. X$110= OR X $ 220 = 2 = 
<( 

FIRST PRESENTATION OF MUL TtPLE DEPENDENT CLAIM □ + $ 195 = OR + $ 390 = 
TOTAL ADDIT. OR TOTAL ADDIT 

FEE FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
ADDI- ADDI-

REMAINING NUMBER PRESENT RATE TIONAL RATE 
co AFTER PREVIOUSLY EXTRA TIONAL 

>- AMENDMENT PAID FOR FEE FEE 
z 
UJ . .. ::ii Total Minus = X $ 26 = OR X $ 52 
0 -z 
w :e 
~ 

Independent . Minus ... = X $ 110 = OR X $ 220 = 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM □ + $ 1.95 = OR + $ 390 = 
TOTAL ADDIT. OR TOTAL ADDtT. 

FEE FEE 

. 

If the entry in column 1 is less than the entry in column 2. write "O" in column 3. 
•• If the "Hlghe~t Number Previously Paid For" IN THIS SPACE is less than '20', enter "20". 

••• It the "Highest Number Previously Paid For" IN THIS SPACE is less than '3', enter "3'. 
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in lhe appropriate bOK in column 1. 

FORM PTO•875 (Rev. 02/2005) Patent and Trademarl< Office· U.S. OEPARTMENT OF COMMERCE 
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29 79 
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32 82 
33 83 
34 84 
35 85 -- .. -
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40 - 90 
41 91 
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50 100 

TOTAL - • • • TOTAL • • • IND. IND. 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 
Group Art Unit: Unassigned 

Application No. 12/935,040 
(U.S. National Phase of PCT/FR2009/050548) 

Examiner: Unassigned 
Filed: September 28, 2010 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Dear Sir: 

COMMUNICATION 

Applicant hereby submits an executed Combined Declaration and Power of Attorney. 
A Declaration of Inventorship in accordance with PCT Rule 4.17.iv was submitted in PCT 
Application No. PCT/FR2009/050548. 

The items checked below are appropriate: 

1. Status of Applicant 

This application is on behalf of~ other than a small entity or D a small entity. 

2. Documents Submitted Herewith 

a. 
b. 

3. Fees 

Executed Combined Declaration and Power of Attorney 
Other: 

No fees are believed to be due in connection with this submission. 
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In re Appln. of Mohamed Boucadair 
Application No. 12/935,040 

4. Extension of Time 

D Applicant petitions for a extension of time under 3 7 CFR 1.136, the fee 
for which is 

[gl Applicant believes that no extension of time is required. However, this 
conditional petition is being made to provide for the possibility that 
applicant has inadvertently overlooked the need for a petition and fee for 
extension of time. 

5. Total Fee Due 

The total fee due is: 

Late Filing of Declaration Surcharge 
Extension of Time Fee 

$ 0.00 
$ 0.00 

Fee Due $0.00 

Total Fee Due: $0.00 

6. Fee Payment 

B Attached is a check in the sum of$ 
Charge Account No. 07-0181 the sum of$ 

7. Fee Deficiency 

[gl If any additional fee is required in connection with this communication, charge 
Account No. 07-0181. 

Date: October 27, 2010 

CHOl/ 25623977.1 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
One of the Attorneys for Applicant(s) 
DRINKER BIDDLE & REATH LLP 
191 N. Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 telephone 
(312) 569-3000 facsimile 
Customer No.: 08968 

2 
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PATENT 
Attorney Docket No. P3594US 

COMBINED DECLARATION AND POWER OF ATTORNEY 

As a below named inventor, I hereby declare that: 

This declaration is of the following type: 

D original D design D supplemental 
[8J national stage of PCT/FR2009/050548, filed on March 31, 2009 
D divisional D continuation O continuation-in-part 

My residence, post office address, and citizenship are as stated below next to my name. I believe I am the original, 
first, and sole inventor (if only one name is listed below) or an original, first, and joint inventor (if plural names are 
listed below) of the subject matter which is claimed and for which a patent is sought on the invention entitled: 

A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 

the specification of which: 

D 
[8J 

□ 

□ 

is attached hereto. 
was filed on September 28, 2010, as Application No. 12/935,040, and was amended on 
September 28, 2010 (if applicable). 
was filed on , by Express Mail No. as Application No. not known yet, and was 
amended on (if applicable). 
was filed on , as PCT International Application No. , and was amended on (if any). 

I state that I have reviewed and understand the contents of the specification identified above, including the claim(s), 
as amended by any amendment referred to above. 

I acknowledge the duty to disclose information that is material to the patentability of the application identified above 
as defined in 37 CFR l.56. 

I claim foreign priority benefits under 35 USC 119(a)-(d) or 365(b) of any foreign application(s) for patent or 
inventor's certificate or 365(a) of any PCT international application(s) designating at least one country other than the 
United States of America listed below and have also identified below any foreign application(s) for patent, utility 
model, design registration, or inventor's certificate or any PCT international application(s) designating at least one 
country other than the United States of America filed by me on the same subject matter and having a filing date 
before that of the application(s) from which the benefit of priority is claimed. 

PRIOR FOREIGN PATENT, UTILITY MODEL, 
AND DESIGN REGISTRATION APPLICATIONS 

PRIOR FOREIGN DA TE OF FILING 
COUNTRY APPLICATION NO. ( day,month,year) PRIORITY CLAIMED 

France 08 52108 31 March 2008 X YES NO 

YES NO 

YES NO 
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In re Appln. of Mohamed Boucadair 
Attorney Docket No. P3594US 

I claim the benefit pursuant to 35 USC l l 9(e) of the following United States provisional patent application(s): 

PRIOR U.S. PROVISIONAL PATENT APPLICATIONS, 
BENEFIT CLAIMED UNDER 35 USC l l 9(e) 

DA TE OF FILING 
APPLICATION NO. ( day ,month,Year) 

I claim the benefit pursuant to 35 USC 120 of any United States patent application(s) or PCT international 
application(s) designating the United States of America listed below and, insofar as the subject matter of each of the 
claims of this patent application is not disclosed in the prior patent application( s) in the manner provided by the first 
paragraph of 35 USC 112, I acknowledge the duty to disclose material information as defined in 37 CFR l.56 
effective between the filing date of the prior patent application(s) and the national or PCT international filing date of 
this patent application. 

PRIOR U.S. PATENT APPLICATIONS OR PCT INTERNATIONAL 
APPLICATIONS DESIGNATING THE U.S., BENEFIT CLAIMED UNDER 35 USC 120 

U.S. PATENT APPLICATIONS Status (check one) 

U.S. APPLICATION NO. U.S. FfLING DATE PATENTED PENDING ABANDONED 

1. 

2. 

3. 

PCT APPLICATIONS DESIGNATING THE U.S. Status (check one) 

PCT FILING U.S. APPLICATION 
DATE Nos. ASSIGNED 

PCT APPLICATION No. ( day,month,year) (if any) PATENTED PENDING ABANDONED 

4. 

5. 

6. 

DETAILS OF FOREIGN APPLICATIONS FROM WHICH PRIORITY CLAIMED 
UNDER 35 USC 119 FOR ABOVE LISTED U.S./PCT APPLICATIONS 

ABOVE DATE OF FILING DA TE OF ISSUE 
APPLICATION. NO. COUNTRY APPLICATION NO. (day,month,year) ( day,month,year) 

1. 

2. 

3. 

4. 

5. 

6. 

2 
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In re Appln. of Mohamed Boucadair 
Attorney Docket No. P3594US 

As a named inventor, I hereby appoint Drinker Biddle & Reath LLP to prosecute this application and transact all 
business in the Patent and Trademark Office connected therewith: Customer Number 08968. 

*08968* 
08968 

PATENT TRADEMARK OFFICE 

I further direct that correspondence concerning this application be directed to Drinker Biddle & Reath LLP: 
Customer Number 08968. 

*08968* 
08968 

PATENT TRADEMARK OFFICE 

I declare that all statements made herein of my own knowledge are true, that all statements made on information and 
belief are believed to be true, that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 
States Code, and that such willful false statements may jeopardize the validity of the application or any patent issued 
thereon. 

Full name of sole or first inventor: Mohamed BOUCADAIR 

Inventor's signature "'\p°'Q l?f"\. f\) 

Date ~o \al\\ CJa (\ c:, 
' 

Country of Citizenship: France 

Residence: Rennes, France 
(dtylstate or country) 

Post Office Address: 
(complete mailing address) 

1, Square Louis Harel de la Noe, 35000 Rennes, France 

CHO I/ 25601920.1 

3 
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Electronic Acknowledgement Receipt 

EFSID: 8711232 

Application Number: 12935040 

International Application Number: 

Confirmation Number: 1314 

Title of Invention: 
METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED 
DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Customer Number: 08968 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Filer Authorized By: Brian Charles Rupp 

Attorney Docket Number: P3594US 

Receipt Date: 27-OCT-2010 

Filing Date: 28-SEP-2010 

Time Stamp: 12:33:01 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

62640 

1 Miscellaneous Incoming Letter P3594US_Communication.pdf no 2 
cdf90fab04e 2f87 a258d4c88f3 61 e 279f3 346 

437 

Warnings: 
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P3594US_Combined_Declarati 115397 

2 Oath or Declaration filed on_and_Power_of_Attorney. no 3 
pdf 9abc1 a5af7505cf420a7fca9d7bcdcbb72ad 

96a3 

Warnings: 

Information: 

Total Files Size (in bytes) 178037 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

12/935,040 

8968 

FILING or 
37l(c)DATE 

09/28/2010 

GRPART 

UNIT 

DRINKER BIDDLE & REATH LLP 
ATTN: PATENT DOCKET DEPT. 
191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 

FIL FEE REC'D 

1860 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

P3594US 17 7 
CONFIRMATION NO. 1314 

FILING RECEIPT 

1111111111111111111111 ll]~!l]!~l!~l!~l!~!~iiU] 11111 111111111111111111 

Date Mailed: 10/22/2010 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Mohamed Boucadair, Rennes, FRANCE; 

Assignment For Published Patent Application 
France Telecom, Paris, FRANCE 

Power of Attorney: The patent practitioners associated with Customer Number 8968 

Domestic Priority data as claimed by applicant 
This application is a 371 of PCT/FR09/50548 03/31/2009 

Foreign Applications 
FRANCE 0852108 03/31/2008 

If Required, Foreign Filing License Granted: 10/19/2010 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 12/935,040 

Projected Publication Date: 01/27/2011 

Non-Publication Request: No 

Early Publication Request: No 

page 1 of 3 
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Title 

METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 

Preliminary Class 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
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license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

U.S. APPLICATION NUMBER NO. FIRST NAMED APPLICANT ATTY. DOCKET NO. 

12/935,040 

8968 

Mohamed Boucadair P3594US 

DRINKER BIDDLE & REATH LLP 
ATTN: PATENT DOCKET DEPT. 
191 N. WACKER DRIVE, SUITE 3700 
CHICAGO, IL 60606 

Date Mailed: 10/22/2010 

INTERNATIONAL APPLICATION NO. 

PCT/FR09/50548 
I.A. FILING DATE PRIORITY DATE 

03/31/2009 03/31/2008 

CONFIRMATION NO. 1314 
371 ACCEPTANCE LETTER 

11111111111111111111111111111111111111111111111 ll~~]mlj~ljj~~~~~H~ 

NOTICE OF ACCEPTANCE OF APPLICATION UNDER 35 U.S.C 371 AND 37 CFR 1.495 

The applicant is hereby advised that the United States Patent and Trademark Office in its capacity as a 
Designated/ Elected Office (37 CFR 1.495), has determined that the above identified international application has 
met the requirements of 35 U.S.C. 371, and is ACCEPTED for national patentability examination in the United 
States Patent and Trademark Office. 

The United States Application Number assigned to the application is shown above and the relevant dates are: 

09/28/2010 

DATE OF RECEIPT OF 35 U.S.C. 371 (c)(1 ), 
(c)(2) and (c)(4) REQUIREMENTS 

09/28/2010 

DATE OF COMPLETION OF ALL 
35 U.S.C. 371 REQUIREMENTS 

A Filing Receipt (PTO-103X) will be issued for the present application in due course. THE DATE APPEARING 
ON THE FILING RECEIPT AS THE" FILING DATE" IS THE DATE ON WHICH THE LAST OF THE 35 
U.S.C. 371 (c)(1), (c)(2) and (c)(4) REQUIREMENTS HAS BEEN RECEIVED IN THE OFFICE. THIS DATE 
IS SHOWN ABOVE. The filing date of the above identified application is the international filing date of the 
international application (Article 11 (3) and 35 U.S.C. 363). Once the Filing Receipt has been received, send all 
correspondence to the Group Art Unit designated thereon. 

The following items have been received: 

• Copy of the International Application filed on 09/28/2010 
• English Translation of the IA filed on 09/28/2010 
• Copy of the International Search Report filed on 09/28/2010 
• Preliminary Amendments filed on 09/28/2010 
• Information Disclosure Statements filed on 09/28/2010 
• Oath or Declaration filed on 09/28/2010 
• Request for Immediate Examination filed on 09/28/2010 
• U.S. Basic National Fees filed on 09/28/2010 
• Priority Documents filed on 09/28/2010 
• Non-English Language Application filed on 09/28/2010 
• Specification filed on 09/28/2010 
• Claims filed on 09/28/2010 
• Abstracts filed on 09/28/2010 
• Drawings filed on 09/28/2010 
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Applicant is reminded that any communications to the United States Patent and Trademark Office must be mailed 
to the address given in the heading and include the U.S. application no. shown above (37 CFR 1.5) 

PAULETTE R KIDWELL 

Telephone: (571) 272-0398 
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Please type a plus sign (+) inside this box ➔·I +I 
Complete if Known 

Substitute for form 1449A/B/PTO Application Number Unassigned 

INFORMATION DISCLOSURE Filing Date September 28, 201 O 
First Named Inventor Mohamed BOUCADAIR 

STATEMENT BY APPLICANT Group Art Unit Unassigned 

(Use as manv sheets as necessarv) Examiner Name Unassigned 
Sheet I 1 I of I 1 Attorney Docket Number P3594US 

U.S. PATENT DOCUMENTS 

U.S. Patent Document 
Examiner Doc. Application or 

Kind Code Name of Patentee or Applicant Date of Publication 
Filing Date If 

Initials No. Patent Number Appropriate 

AA 2002/0116523 A1 Warrier et al. August 22, 2002 
AB 2002/0141389 A1 Fanaman et al. October 3, 2002 
AC 7,320,027 B1 Chang et al. January 15, 2008 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Translation 

Examiner Doc. 
Office 

Application or Kind 
Name of Patentee or Applicant Date of Publication Yes No*+ Initials No. Patent Number Code 

OTHER - NON PATENT LITERATURE DOCUMENTS 

Examiner Doc. Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item Translation 

Initials No. (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number (s), publisher, 
Yes No*+ city and/or country where published. 

Examiner Signature Date Considered 

* A concise statement of relevance is being submitted in lieu of a translation. 37 CFR 1.98(a)(3). 
+ An English-language equivalent/patent, or an English-language abstract, or an English-language version of the search report or action by a foreign 

patent office in a counterpart foreign application indicating the degree of relevance found by the foreign office is being submitted in lieu of a concise 
explanation of relevance under 37 CFR 1.98(a)(3). 

CHOl/ 25606243.1 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: 
A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN 
ASSOCIATED DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Attorney Docket Number: P3594US 

Filed as Large Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

National Stage Fee 1631 1 330 330 

Natl Stage Search Fee - Report provided 1642 1 430 430 

National Stage Exam - all other cases 1633 1 220 220 

Pages: 

Claims: 

Independent claims in excess of 3 1614 4 220 880 

Miscellaneous-Filing: 

Petition: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1860 
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Electronic Acknowledgement Receipt 

EFSID: 8511904 

Application Number: 12935040 

International Application Number: PCT /FR09/50548 

Confirmation Number: 1314 

Title of Invention: 
A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN 
ASSOCIATED DEVICE 

First Named Inventor/Applicant Name: Mohamed Boucadair 

Customer Number: 08968 

Filer: Brian Charles Rupp/Irina Mikitiouk 

Filer Authorized By: Brian Charles Rupp 

Attorney Docket Number: P3594US 

Receipt Date: 28-SEP-2010 

Filing Date: 

Time Stamp: 11:32:14 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1860 

RAM confirmation Number 8999 

Deposit Account 070181 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) Juniper Exhibit 1002, page 182



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Transmittal of New Application 
P3594US_National_Phase_ Tran 

smittal.pdf 

81942 

no 2 
620f53830be395ac466bbe6c3ee1 dc264b0 

b08aa 

Warnings: 

Information: 

30676 

2 Application Data Sheet 
P3594US_Application_Data_Sh 

no 3 
eet.pdf 

335addcd577c59a923bb26253dbb2d80a5 
e26d5d 

Warnings: 

Information: 

This is not an USPTO supplied ADS fillable form 

105351 

3 
P3594US_English_Translation_ 

yes 31 
of_PCT _Application.pdf 

580e5e53781 ce98008787d4835b8bbe6de 
8f4b20 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 25 

Claims 26 30 

Abstract 31 31 

Warnings: 

Information: 

140159 

4 
Drawings-only black and white line 

P3594US_Drawings.pdf no 9 
drawings 

820582de3a7d5f7ab7f3c8c6697643e3690 
d340 

Warnings: 

Information: 

23470 

5 
Documents submitted with 371 P3594US_Certification_of_ Tran 

1 
Applications slation.PDF 

no 
Sel e8fe02017568b2f98426522e981 ac948L 

b4ee 

Warnings: 

Information: 

84203 

6 Oath or Declaration filed 
P3594US_Copy_of_PCT _Declar 

no 2 
ation.pdf 

7 4ef3 95 6ecbe63fd 786 79e6f1 a 781 d 5 8699c 
416e 
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Warnings: 

Information: 

86435 

7 
P3594US_Preliminary_Amend 

yes 9 
ment.pdf 

f8619f7125c4e5b6ee741 d41 cedc554fcb6a 
3d6e 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Preliminary Amendment 1 1 

Specification 2 2 

Abstract 3 3 

Claims 4 8 

Applicant Arguments/Remarks Made in an Amendment 9 9 

Warnings: 

Information: 

28225 

8 Abstract 
P3594US_Replacement_Abstra 

no 1 
ct.pdf 

77d1 3795c1cb52cbd0c2f5ec189ab35499f( 
3d60 

Warnings: 

Information: 

9 Transmittal Letter 
P3594US_lnformation_Disclosu 

re_Statement.pdf 

88973 

no 4 
f4 3 006c1 006258f6abf9909aa02 9c5 e94 33 3 

9d6e 

Warnings: 

Information: 

10 
Information Disclosure Statement (IDS) 

P3594US_ 1449_Form.pdf 
Filed (SB/08) 

32340 

no 1 
86ebce8dbf530654af0777c8249e340f05fd 

34bd 

Warnings: 

Information: 

This is not an USPTO supplied IDS fillable form 

518379 

11 NPL Documents 
P3594US_Copy_of_Search_Rep 

no 8 
ort.pdf 

3baef48ad01687dd9e1 76090815185a873a 
f16f5 

Warnings: 

Information: 

437508 

12 
Documents submitted with 371 P3594US_Copy_of_Written_Op 

11 
Applications inion.pdf 

no 
c6f942e26e4ff0aa 1eccef80715147c671 cSd 

b48 
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Warnings: 

Information: 

37142 

13 Fee Worksheet (PTO-875) fee-info.pdf no 2 
e9 33 ccdOd bf28d 2b21 ffa3 09cf53 beS 3 d 14 5 

e86f 

Warnings: 

Information: 

Total Files Size (in bytes) 1694803 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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U.S. DEPARTMENT OF COMMERCE 
PATENT AND TRADEMARK OFFICE 

TRANSMITTAL LETTER TO THE UNITED STATES 
DESIGNATED/ELECTED OFFICE (DO/EO/US) 

CONCERNING A FILING UNDER 35 U.S.C. 371 AND 37 CFR 1.491 
INTERNATIONAL APPLICATION NO. I INTERNATIONAL FILING DATE 

PCT/FR2009/050548 31 March 2009 (31.03.2009) 
TITLE OF INVENTION 

ATTORNEY DOCKET NO. 

P3594US 
U.S. APPLICATION NO. 

Unassigned 
PRIORITY DATE CLAIMED 

31 March 2008 (31.03.2008) 

A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN ASSOCIATED DEVICE 
APPLICANT(S) FOR DO/EO/US 

BOUCADAIR, Mohamed 
Applicant herewith submits to the United States Designated/Elected Office (DO/EO/US) the following items and other information: 
1. [gl This is a FIRST submission of items concerning a filing under 35 U.S.C. 371 and 37 CFR 1.491. 

2. D This is a SECOND or SUBSEQUENT submission of items concerning a filing under 35 U.S.C. 371 and 37 CFR 1.491. 

3. [gl This is an express request to begin national examination procedures (35 U.S.C. 371(f)). 

4. [gl The US has been elected (PCT Article 31 ). 

5. [gl A copy of the International Application as filed (35 U.S.C. 371(c)(2)) 
a. D is attached hereto (required only if not communicated by the International Bureau). 
b. [gl has been communicated by the International Bureau. 
c. D is not required, as the application was filed in the United States Receiving Office (RO/US). 

6. [gl An English language translation of the International Application as filed (35 U.S.C. 371(c)(2)). 
a. [gl is attached hereto. 
b. D has been previously submitted under 35 U.S.C. 154(d)(4). 

7. [gl Amendments to the claims of the International Application under PCT Article 19 (35 U.S.C. 37l(c)(3)) 
a. D are attached hereto (required only if not communicated by the International Bureau). 
b. D have been communicated by the International Bureau. 
c. D have not been made; however, the time limit for making such amendments has NOT expired. 
d. [gl have not been made and will not be made. 

8. D An English language translation of the amendments to the claims under PCT Article 19 (35 U.S.C. 371(c)(3)). 

9. [gl An oath or declaration of the inventor(s) (35 U.S.C. 37l(c)(4)). 

10. D An English language translation of the annexes to the International Preliminary Examination Report under PCT Article 36 
(35 U.S.C. 371(c)(5)). 

11. Nucleotide and/or Amino Acid Sequence Submission 
a. D Computer Readable Form (CRF) 
b. Specification Sequence Listing on: 

1. D CD-ROM or CD-R (2 copies); or 
11. D Paper Copy 

c. D Statement verifying identity of above copies 

Items 12 to 19 below concern other document(s) or information included: 
12. [gl An Information Disclosure Statement under 37 CFR 1.97 and 1.98. 

[gi Form PTO-1449 

13. □ 
14. [gl 

□ 
15. □ 
16. □ 
17. [gl 

18. □ 
19. [gl 

D Copies of Listed Documents 

An assignment for recording. A separate cover sheet in compliance with 37 CFR 3.28 and 3.31 is included. 

A FIRST preliminary amendment. 
A SECOND or SUBSEQUENT preliminary amendment. 

A substitute specification. 

A change of power of attorney and/or address letter. 

Application Data Sheet Under 3 7 CFR 1. 7 6 

Return Receipt Postcard 

Other items or information: Copy oflnternational Search Report; Copy of Written Opinion; Replacement Abstract; 
Certification of Translation 

Page 1 of2 
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U.S. APPLICATION NO. I INTERNATIONAL APPLICATION NO. I ATTORNEY DOCKET NO. 
Unassigned PCT /FR2009/050548 P3594US 
20. The following fees are submitted: Calculations PTO Use Only 

~ a) Basic national fee ................................................................... $330.00 S330.00 

~ b) Examination fee 
If the vvTitten opinion prepared by ISA/US or the international preliminary examination report 

prepared by IPEA;US indicates all claims satisfy provisions of PCT Article 
33(1)-(4) ............................................................................................. so.oo 
All other situations ................................................................................ $220.00 S220.00 

~ c) Search fee 
If the written opinion of the ISA/US or the international preliminary examination report 
prepared by IPEA!US indicates all claims satisfy provisions of PCT Article 
33(1 )-( 4) ............................................................................................. $0.00 
Search fee (37 CFR l.445(a)(2)) has been paid on the international application to the 
USPTO as an International Searching Authority .............................................. $100.00 
International Search Report prepared by an ISA other than the US and provided to the Office 
or previously co111111unicated to the US by the IB .............................................. $430.00 S430.00 
All other situations ................................................................................. $540.00 

TOTAL OF ABOVE CALCULATIONS= $980.00 

□ Additional fee for specification and drawings filed in paper over 100 sheets ( excluding 
sequence listing or computer program listing filed in an electronic medium). The fee is 
$250.00 for each additional 50 sheets of paper or fraction thereof. 

Total Sheets Extra Sheets Number of each additional 50 or fraction RATE 
thereof (round up to a whole number) 

-100= /50= X $270.00 S0.00 
Surcharge of $130.00 for furnishing the oath or declaration later than 30 months from the 
earliest claimed priority date (37 CFR l.492(e)). S0.00 

CLAIMS NUMBER FILED NUMBER EXTRA RATE 
Total Claims 17 -20= 0 x S52.00 S0.00 
Independent Claims 7 - 3 = 4 X $220.00 S880.00 
D Multiple Dependent Claim(s) (if applicable) + S390.00 S0.00 

TOT AL OF ABOVE CALCULATIONS= Sl,860.00 

□ Applicant claims small entity status. See 37 CFR 1.27. The fees indicated above are 
reduced by 1/2. s 

SUBTOTAL= Sl,860.00 
Processing fee of $130.00 for furnishing English Translation later than D 20 D 30 months 
from the earliest claimed priority date. s 

TOTAL NATIONAL FEE= $1,860.00 
Fee for recording the enclosed assignment. The assignment must be accompanied by an 
annropriate cover sheet. $40.00 per property + s 

TOTAL FEE ENCLOSED= Sl,860.00 
Amount to be: 

refunded $ 
charged: $ 

a. □ A check in the amount ofS to cover the above fee is enclosed. 
b. ~ Please charge Deposit Account No. 07-0181 in the amount of$1,860.00 to cover the above fees. A duplicate copy of this 

sheet is enclosed. 
C. ~ The Commissioner is hereby authorized to charge any additional fees which may be required, or credit any overpayment to 

Deposit Account No. 07-0181. A duplicate copy of this sheet is enclosed. 
NOTE: Where an appropriate time limit under 37 CFR 1.494 or 1.495 has not been met, a petition to revive (37 CFR 
1.137(a) or (b)) must be filed and granted to restore the application to pending status. 
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1 

A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN 

ASSOCIATED DEVICE 

FIELD OF THE INVENTION 

The field of the invention is that of 

telecommunications networks, in particular IP 

telecommunications networks in which packets of data are 

transported from source equipment to destination 

equipment identified by a destination address. 

10 Such a telecommunications network groups together a 

plurality of pieces of equipment, connections, and 

functions dedicated to transporting data coming from 

terminal equipment connected to the network. In 

particular, the transport functions may be implemented by 

15 activating routing and transmission protocols. A 

20 

telecommunications network administered by an operator is 

also called a domain. 

An IP connectivity service provider deploys a 

dedicated architecture to enable users of terminal 

equipment to be contacted. Access to the IP connectivity 

service is managed by the service provider using the 

telecommunications network of an operator to route data 

packets sent by pieces of terminal equipment to their 

final destination. Said service provider is sometimes 

25 also the operator of the telecommunications network. 

The invention relates to a mechanism for allocating 

addresses and port numbers enabling the same primary 

address to be assigned to a plurality of pieces of 

terminal equipment of the telecommunications network. 

30 Thus the invention applies to any type of public or 

private addressing, but it applies especially to public 

IP addresses defined by the Internet Protocol version 4 

(IPv4), although this is not limiting on the invention. 

In known manner, a home gateway between a terminal 

35 of a private home network and the public 

telecommunications network of an operator, also known as 

a domain, includes a table in which it associates the 
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private IP address and the port associated with the 

terminal with an IPv4-type public IP address and a port 

of the same gateway on the public network. 

This table is known to the person skilled in the art 

5 as a NAT (Network Address Translation) table. 

It is commonly accepted in the IP service provider 

community that exhaustion of public IPv4 addresses is 

inevitable. To avoid this problem, the community has 

already taken action to define a new protocol, Internet 

10 Protocol version 6 (IPv6), which offers a large number of 

IP addresses and a hierarchical routing mechanism 

offering improved performance. However, that solution is 

not in practice activated by operators for financial or 

strategic reasons. The same providers are nevertheless 

15 not indifferent to recent warnings emanating from the 

Internet Engineering Task Force (IETF), especially in 

reports presented within the Global Routing Operations 

Working Group (GROW) concerning the risk of exhaustion of 

IANA IPv4 addresses by the end of 2009. 

20 To limit the number of IPv4 public addresses 

necessary to provide an IP connectivity service, a dual 

NAT or Operator NAT solution has been proposed and 

implemented. It activates a NAT function in the 

telecommunications network of the operator so that the 

25 home gateways use private addressing in their NAT tables. 

Consider a piece of terminal equipment 120 in a home 

network RD connected to a home gateway 220 between the 

terminal equipment and a telecommunications network RT 

(see Figure 1). The gateway implements a first NAT 

30 function NATl which translates a first private address 

pair of a data packet PT sent by the terminal equipment 

120 into a second private address pair (@PRIV2, P2). It 

then sends the transformed PT packet in the network RT. 

That packet is received by network equipment NO. This 

35 equipment NO executes an Operator NAT function NAT2 that 

translates the second private address pair (@PRIV2, P2) 

of the data packet PT into a third public address pair 
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3 

(@PUB3, P3). Thus it is the operator's NAT function that 

translates the private addresses of home gateways to 

public addresses, which saves a non-negligible number of 

IPv4 public addresses. 

DISADVANTAGES OF THE PRIOR ART 

The Operator NAT solution has drawbacks, including: 

· the routing of IP data packets is made more 

complex: because of the introduction of a second level of 

10 address translation, data packets must be modified twice; 

· the need to adapt the implementation of 

conventional application or application level gateway 

(ALG) signaling protocols such as DNS (domain name 

system), FTP (file transfer protocol), or SIP (session 

15 initiation protocol). With the SIP, for example, in 

order to keep its NAT table up to date, setting up and 

maintaining a voice over IP session require the home 

gateway in the SIP signaling path to act, in known manner 

to force artificial exchanges of signaling between the 

20 subscriber's terminal and the public network, thereby 

imposing a high frequency of re-registration requests; in 

the presence of dual network address translation, such a 

mechanism must also be provided in the equipment that 

hosts the Operator NAT function; 

25 

30 

· degraded IP connectivity service offered by the 

operator of the public telecommunications network can 

only be deplored, especially because functions such as 

port forwarding or DynDNS cannot be supported in the 

presence of Operator NAT. 

OBJECTIVES OF THE INVENTION 

There is therefore a need to alleviate those 

drawbacks of the prior art. 

To be more precise, there is a need to provide a new 

35 solution for economizing on the use of public IP 

addresses without this leading to degraded service being 

rendered to the client terminal. 
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STATEMENT OF THE INVENTION 

The invention addresses this need by way of a method 

of routing a data packet in a telecommunications network, 

5 said packet including a primary destination address and a 

destination port number, 

reception of said packet, 

said method including, 

the following steps: 

on 

· determining a port mask defining a range of port 

numbers to which the destination port number belongs; 

10 · selecting a routing identifier of a destination 

piece of equipment of the packet from a plurality of 

terminal equipment routing identifiers associated with 

said destination address on the basis of the determined 

port mask; and 

15 · routing the packet to the destination equipment on 

the basis of said identifier. 

In a correlated way, the invention provides a device 

for routing an IP data packet in a telecommunications 

network, said packet including a primary destination 

20 address and a destination port number, characterized in 

that said device is adapted, on reception of said packet, 

to implement means for: 

· determining a port mask defining a range of port 

numbers to which the destination port number belongs; 

25 · selecting an identifier of a destination piece of 

equipment of the packet from a plurality of equipment 

identifiers associated with said primary destination 

address on the basis of the port mask; and 

· routing the packet to the destination equipment on 

30 the basis of said identifier. 

Thus the invention is based on an entirely novel and 

inventive approach to routing a data packet that relies 

on a unique combination consisting of the destination 

address of the packet, the port mask defining a range of 

35 port numbers that includes the destination port number of 

the received packet and a routing identifier of the 

destination terminal equipment. The invention thus makes 
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it possible to assign the same routable primary address 

in the telecommunications network to a plurality of 

pieces of terminal equipment connected to that network 

and thus to economize on the use of public IP addresses 

5 without having recourse to the Operator NAT solution. 

The invention thus constitutes a solution to the 

exhaustion of IPv4 addresses that is simple, effective, 

and continuous with standard practices in the field. It 

enables a provider to increase its customer base 

10 significantly. It requires no sizeable investment and it 

thus enables capital expenditures (CAPEX) and operative 

expenditures (OPEX) to be optimized. 

The invention applies to routing data packets to any 

type of destination terminal equipment, whether or not it 

15 is connected to a home network, and in particular, 

without this being limiting on the invention, to a home 

gateway between a home network and a public 

telecommunications network. 

20 

The routing method of the invention is implemented 

by telecommunications network equipment. Consequently, 

the invention also provides telecommunications network 

equipment adapted to receive a data packet containing a 

destination address and a destination port number, said 

equipment including a routing device of the invention. 

25 All data streams sent to the terminal equipment 

30 

therefore pass through such equipment, which may be a 

router or dedicated equipment of the telecommunications 

network. 

The primary address is advantageously a public 

address. An advantage of using public addresses is that 

this avoids address translation and protocol correction 

at the periphery of a domain administered by a service 

provider. 

In a first implementation of the invention, said at 

35 least one identifier is a secondary address of the 

destination terminal equipment. Such a secondary 

address, also referred to as private address, cannot be 
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routed throughout the telecommunications network. It has 

a restricted range, limited to exchanging streams between 

the terminal equipment and the telecommunications network 

equipment using the method of the invention. This 

5 address is not announced beyond the border gateway 

protocol (BGP) domain of the telecommunications network 

of a given operator. 

The method advantageously further includes, before 

the routing step, a step of transforming the packet to 

10 add to it said secondary address, and the packet is 

routed to the destination terminal equipment on the basis 

of said secondary address. 

According to one aspect of the first implementation 

of the invention, the transformation step encapsulates 

15 the packet in another packet sent to said secondary 

address. 

An advantage of this encapsulation is that it does 

not require modification of the internal structure of the 

packet. This avoids writing and calculating a new 

20 checksum. 

25 

According to another aspect of the first 

implementation of the invention, the transformation step 

adds the secondary address of the destination equipment 

to a field of the packet. 

A first advantage of this is that such 

transformation makes it possible to optimize the use of 

bandwidth because, unlike the encapsulation process, it 

does not require the addition of two headers. A second 

advantage is that it exploits the source routing option 

30 of the Internet Protocol, for example. 

In a second implementation of the invention, the 

identifier is a route identifier specific to the terminal 

equipment and the packet is routed on the basis of said 

specific route identifier. Here a specific route is a 

35 dedicated route for connecting to this equipment and that 

serves only this terminal equipment in the plurality of 

pieces of equipment having the same primary address. 
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Combined with the primary address and the port mask 

assigned to the destination terminal equipment, this 

specific route identifier makes it possible both to 

identify that equipment uniquely and to route the 

5 received data packet. 

An advantage is that no transformation of the packet 

is necessary. This implementation of the invention 

requires work on the underlying telecommunications 

network of the operator in order to install in the 

10 equipment that implements the invention separate routes 

to pieces of equipment having the same primary address. 

15 

In one particular implementation of the invention 

the steps of the method of routing a data packet are 

determined by computer program instructions. 

Consequently, the invention also provides a computer 

program on a data medium and adapted to be executed in a 

routing device or more generally in a computer, this 

program including instructions adapted to execute the 

steps of a routing method as described above. 

20 This program may use any programming language and 

take the form of source code, object code or a code 

intermediate between source code and object code, such as 

a partially-compiled form, or any other desirable form. 

The invention also provides a computer-readable data 

25 medium containing instructions of a computer program as 

referred to above. 

The data medium may be any entity or device capable 

of storing the program. For example, the medium may 

include storage means, such as a read only memory (ROM), 

30 for example a compact disk (CD) ROM or a micro-electronic 

circuit ROM, or magnetic storage means, for example a 

floppy disk or a hard disk. 

The data medium may be a transmissible medium such 

as an electrical or optical signal, which may be routed 

35 via an electrical or optical cable, by radio or by other 

means. The program of the invention may in particular be 

downloaded over an Internet-type network. 

Juniper Exhibit 1002, page 197



8 

Alternatively, the data medium may be an integrated 

circuit in which the program is incorporated, the circuit 

being adapted to execute the method in question or to be 

used in its execution. 

5 The invention also provides a method of configuring 

terminal equipment connected to a telecommunications 

network, including, on reception of a configuration 

request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a 

10 primary address shared with a plurality of pieces of 

terminal equipment; 

· assigning to said piece of terminal equipment a 

port mask defining a range of numbers dedicated to it and 

a routing identifier; and 

15 · sending to said piece of terminal equipment a 

configuration message including said primary address, 

said port mask, and said routing identifier. 

A plurality of pieces of terminal equipment 

configured in accordance with the invention receive the 

20 same primary address. It is the combination of this 

primary address, the routing identifier, and the port 

mask that makes it possible to identify them individually 

and uniquely. 

According to one aspect of the invention, the 

25 configuration method includes a step of assigning to said 

piece of terminal equipment an identifier of a routing 

device adapted to route a data packet containing said 

primary address as the destination address to said piece 

of terminal equipment and the configuration message 

30 further includes said routing device identifier. 

In this way, the terminal equipment knows the 

identity of the device for routing data packets that are 

intended for it. 

According to one aspect of the invention, said 

35 configuration message is further sent to a 

telecommunications network including a routing device 

able to route to said piece of terminal equipment a data 
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packet containing said primary address as the destination 

address. 

The configuration method of the invention is 

implemented by a configuration server in a 

5 telecommunications network adapted, on reception of a 

configuration request sent by said equipment, to 

implement means for: 

assigning to said piece of terminal equipment a 

primary address shared with a plurality of pieces of 

10 terminal; 

· assigning to said piece of terminal equipment a 

port mask defining a range of numbers dedicated to it and 

a routing identifier; and 

· sending to said piece of terminal equipment a 

15 configuration message including said primary address, 

said port mask, and said routing identifier. 

The invention also provides a method of configuring 

a piece of terminal equipment connected to a 

telecommunications network, characterized in that, on 

20 reception of a configuration message including 

configuration data including a primary address, a port 

mask defining a range of numbers that is dedicated 

thereto, and a routing identifier, said method includes 

the following steps: 

25 · storing said configuration data; and 

· before sending a data packet into the 

telecommunications network, selecting a port number in 

the range of port numbers defined by the port mask, said 

data packet including as source address the primary 

30 address of said piece of terminal equipment and as source 

port number the selected port number. 

According to one aspect of the invention, the 

configuration method further includes a step of sending 

the configuration data to a device of the invention for 

35 routing a data packet. 

This routing device is the attachment device of the 

piece of terminal equipment. It sees in transit all the 
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data packets intended for the piece of terminal 

equipment. 

According to another aspect of the invention, on 

reception of a data packet including a destination 

5 address, a port number, and a routing identifier, said 

method further includes a step of verifying that the port 

number belongs to the range of numbers defined by its 

port mask and a step of rejecting said packet if the 

verification result is negative. 

10 The configuration method is advantageously 

implemented by client terminal equipment connected to a 

telecommunications network, characterized in that, on 

reception of a configuration message including 

configuration data including a primary address having a 

15 plurality of pieces of terminal equipment, a port mask 

defining a range of numbers that is dedicated to it, and 

a routing identifier, it is adapted to implement means 

for: 

20 

· storing said configuration data; and 

· before sending a data packet in the 

telecommunications network, selecting a port number in 

the range of port numbers defined by the port mask, said 

data packet including as source address the primary 

address of said piece of terminal equipment and as source 

25 port number the selected port number. 

In one particular implementation of the invention, 

the steps of the configuration method are determined by 

computer program instructions. 

Consequently, the invention also provides a computer 

30 program on a data medium and adapted to be executed in a 

home gateway or more generally in a computer and 

including instructions adapted to execute the steps of a 

configuration method as described above. 

The invention further provides a method of 

35 translating addresses of a data packet received by a home 

gateway in a telecommunications network placed between 

terminal equipment sending said packet and terminal 
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equipment receiving said packet, said packet including a 

first address and a first port number of the sender 

terminal equipment, said method being characterized in 

that it includes a step of replacing said first address 

5 and the first port number with a primary address and a 

second port number, said second port number belonging to 

a range of numbers dedicated to said gateway and 

determined by a port number mask. 

When terminal equipment finds itself in a home 

10 network managed by a home gateway configured in 

accordance with the invention, the home gateway 

implements an address translation mechanism that entails 

not only replacing the first address of the terminal 

equipment with its primary address but also selecting a 

15 port number in its dedicated range. 

In one particular implementation, the steps of the 

method of translating addresses of a data packet are 

determined by computer program instructions. 

Consequently, the invention also provides a computer 

20 program on a data medium and adapted to be executed in a 

home gateway or more generally in a computer and 

including instructions adapted to execute the steps of a 

configuration method as described above. 

25 LIST OF FIGURES 

Other advantages and features of the invention 

become more clearly apparent on reading the following 

description of one particular implementation of the 

invention given by way of illustrative and non-limiting 

30 example only, and from the appended drawings, in which: 

· Figure 1, described above, shows diagrammatically 

a telecommunications network implementing the prior art 

Operator NAT function; 

· Figures 2A and 2B show two examples of port number 

35 masks of the invention; 
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· Figure 3 shows diagrammatically a plurality of 

pieces of terminal equipment of the invention connected 

to a telecommunications network of an operator; 

· Figure 4 shows a method of the invention of 

5 routing a data packet in a telecommunications network; 

· Figure 5 shows, in its environment, 

telecommunications network equipment executing the 

routing method of the invention; 

· Figure 6 shows diagrammatically an implementation 

10 of the invention in which the routing identifier is a 

route identifier dedicated to the destination terminal 

equipment of the data packet; 

· Figure 7 shows diagrammatically the method of the 

invention of configuring a piece of terminal equipment; 

15 · Figure 8 shows diagrammatically, in its 

environment, terminal equipment executing the 

configuration method of the invention; 

· Figure 9 shows a terminal equipment configuration 

method of the invention; and 

20 · Figure 10 shows diagrammatically, in its 

environment, a home gateway implementing the 

configuration method of the invention. 

DESCRIPTION OF ONE PARTICULAR IMPLEMENTATION OF THE 

25 INVENTION 

The general principle of the invention relies on 

assigning the same primary address to a plurality of 

pieces of terminal equipment in a telecommunications 

network, these pieces of terminal equipment being 

30 uniquely identified by a routing identifier and a port 

mask defining a range of port numbers that is dedicated 

to them. 

It should be noted that the expression terminal 

equipment is general and designates equally terminal 

35 equipment connected directly to the telecommunications 

network or to a home gateway. 
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The inventors have found that pieces of terminal 

equipment do not make use simultaneously of all the 2 16 

(i.e. 65536) port number values available thereto. This 

range is larger than the real requirements of a client, 

5 since a client uses only a few connections for P2P (Peer 

to Peer), FTP (File Transfer Protocol), web browsing, 

telephone, etc. applications. 

The invention consists in reducing the range of port 

numbers available to terminal equipment for each 

10 application by assigning a piece of terminal equipment a 

port mask that defines a sub-portion of this range. The 

port mask assigned in this way to a particular piece of 

terminal equipment is used in combination with its 

primary IP address to route data packets that are sent to 

15 it without degrading IP service. 

It should be noted that an IP connectivity service 

provider must comply with the constraint that two pieces 

of terminal equipment having the same primary address 

must necessarily receive different port masks. 

20 For example, the connectivity service provider may 

force the value of the most significant bit of the field 

corresponding to the source port number of the IP data 

packets sent by a given piece of terminal equipment. The 

terminal equipment then has available a port mask 

25 defining a range of 32768 possible port number values. 

In a variant, the provider may force the value of 

the first eight more significant bits so that the 

terminal equipment has a usable range of 256 port 

numbers. 

30 A port number is therefore still coded in a 16-bit 

field but a portion of the field is forced by the IP 

connectivity service provider. Two examples of port 

number masks of the invention are described with 

reference to Figures 2A and 2B, one example of a 

35 contiguous mask and one example of a non-contiguous mask: 

· a contiguous mask uses an adjacent set of bits 

(binary representation of the port field). This variant 
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is simple to implement and requires no processing and 

implementation intelligence for the equipment 

implementing the invention. The range associated with a 

contiguous mask is a continuous and unique range. The 

5 authorized values are contained within a single interval. 

· a non-contiguous mask uses non-adjacent bits. The 

resulting range of ports may be defined by combining a 

plurality of "small" continuous ranges. The advantage of 

this second variant is the possibility of assigning the 

10 default range of ports to a plurality of pieces of 

terminal equipment at the same time. 

A telecommunications network RT of an operator on 

which a service provider has deployed an IP connectivity 

or access service architecture is described with 

15 reference to Figure 3. A plurality of pieces of terminal 

equipment have access to this network. Below the term 

terminal equipment refers equally to the pieces of 

terminal equipment 110, 120, 130, 140, 160, 170, for 

example telephones or personal computers, connected 

20 directly to the network RT and to a home gateway 230, 220 

between a home network and the telecommunications network 

RT. 

Such a gateway has an address translation table or 

NAT table that matches a private address and a first port 

25 number of a piece of terminal equipment of its private 

network to at least its own public address and a second 

port number. 

The telecommunications network RT of the operator 

advantageously includes at least one routing device AN 

30 300 implementing the data packet routing method of the 

invention. It should be noted that it may include a 

plurality of other devices, such as the routing device 

310. 

This routing method is described below with 

35 reference to Figure 4. On reception of a data packet PT 

containing a destination public address @PUB and a 

destination port number P2, the routing method of the 
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15 

invention executes a step El of determining a port mask 

defining a range of port numbers to which the port number 

P2 belongs. The port masks assigned to the pieces of 

terminal equipment of the network may advantageously be 

stored in a database BDl. In a step E2, this port mask 

MP is used to select a destination equipment of the 

packet PT from a plurality of pieces of terminal 

equipment having the same public address P2 and to 

identify it by means of its routing identifier IDR. The 

10 packet is then routed in step E3 to the destination 

equipment selected on the basis of its routing identifier 

IDR. If the routing device AN 300 has no entry in its 

routing tables, the packet in question is eliminated. 

In the implementation described with reference to 

15 Figure 5, the routing device AN 300 of the invention 

includes the elements that are conventionally found in a 

conventional computer, namely a processor 310, a random­

access memory (RAM) 320, a read-only memory (ROM) 330, 

and telecommunications means 340 for communicating with 

20 the network 1. 

According to the invention, the routing device AN 

300 includes a memory 350 containing a database in which 

it stores the association between the public address 

@PUB, the port mask MP, and the routing identifier IDR of 

25 the terminal equipment 100. It should be noted that this 

memory may equally be external to the device provided 

that it can access it to recover the identification data 

of the destination terminal equipment for the received 

data packet. 

30 

35 

The read-only memory 330 constitutes a storage 

medium of the invention and stores a computer program of 

the invention including instructions for executing the 

steps of the routing method of the invention described 

above with reference to Figure 4. 

The routing device AN of the invention has for its 

main function maintaining a table of the correspondences 

between the routing identifier IDR and the pair (public 
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IP address @PUB, port mask MP) so as to be able to 

determine unambiguously to which piece of terminal 

equipment the data packet containing the destination 

address @PUB shared by a plurality of pieces of terminal 

5 equipment must be transmitted. The device AN may be 

located in an access PoP (point of presence) to the 

telecommunications network RT or it may be centralized. 

It may be hosted by a router or a by dedicated equipment. 

The primary address @PUB of a piece of terminal 

10 equipment is announced by the routing device AN, for 

example using the interior gateway protocol (IGP) such as 

the routing information protocol (RIP), intermediate 

system to intermediate system (IS-IS) protocol or OSPF 

(open shortest path first) protocol. This makes it 

15 possible to force the passage of IP packets intended for 

any public IP address assigned as the main address to at 

least two pieces of terminal equipment. 

In a first implementation of the invention, the 

routing identifier IDR is a private address, also known 

20 as a secondary address, of the terminal equipment. Such 

an address is not announced by the routing device AN. 

Consequently, it cannot be routed in the core of the RT 

network. Nor can it be contacted from the Internet. If 

the device AN is in an access POP to the network RT, its 

25 range is limited to exchanges between the terminal 

equipment and the equipment constituting said POP. 

A second implementation of the routing method of the 

invention is described below with reference to Figure 6. 

In this implementation, the routing identifier IDR is a 

30 route identifier dedicated to the terminal equipment. 

Such an identifier uniquely designates a route that 

serves the terminal equipment uniquely and unambiguously. 

This is achievable with the aid of separate routes, for 

example. Two routes Rl and R2 are referred to as 

35 separate if none of the nodes constituting the route Rl 

in the network of the operator is crossed by the route 

R2. Accordingly, the routes Rl and R2 consist of a 
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succession of nodes, none of these nodes being shared 

between the two routes. To this end, the topology of the 

underlying telecommunications network must be constructed 

to enable the installation of separate routes in the 

5 routing table maintained by the routing device AN of the 

invention. 

10 

Clearly, in the invention, the piece of terminal 

equipment 100 and the routing device AN 300 must be 

configured before being connected to the network. 

The method of the invention of configuring a piece 

of terminal equipment is described below with reference 

to Figure 7. On being connected to the 

telecommunications network RT of the operator, for 

example following powering up, the terminal equipment 

15 100, 200, 210, 220, 130 sends a configuration request to 

the IP connectivity service of the service provider in a 

known manner. Such a request RQ-CONF is received by a 

configuration server SC that supplies in return the 

configuration data necessary for implementing its IP 

20 connectivity service. 

25 

It may be, for example, a DHCP request 

DHCP_DISCOVER() broadcast in the telecommunications 

network of the IP service provider. This message may be 

relayed by a DHCP client relay or received directly by a 

DHCP configuration server. On reception of this message, 

a DHCP configuration server responds to the sender of the 

DHCP_DISCOVER() message with a dedicated DHCP_OFFER() 

message containing a DHCP lease. 

The configuration method of the invention is used by 

30 the configuration server SC on reception of the 

configuration request RQ-CONF. A step E"l assigns to 

said piece of terminal equipment a public address that is 

shared with a plurality of pieces of terminal equipment. 

A step E"2 then assigns to said piece of terminal 

35 equipment a port mask MP defining a range of numbers that 

is dedicated to it and a routing identifier IDR. Such 

configuration data @PUB, IDR, and MP is finally sent to 
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said piece of terminal equipment in a configuration 

message MESS-CONF. 

According to one aspect of the invention, the 

configuration server designates an attachment routing 

5 device AN 300 for the piece of terminal equipment. The 

configuration data is also sent to this routing device AN 

300 by the configuration server SC. The configuration 

message MESS-CONF then further includes an identifier of 

the attachment routing device AN 300. 

10 If configuration is effected by a DHCP server, the 

15 

configuration message MESS-CONF is a DHCP_OFFER() type 

offer that contains the IP configuration data relating to 

the configuration of the terminal equipment that 

requested it. Such data includes at least: 

· an IPv4 secondary address @PRIV; 

· an IPv4 primary address @PUB; 

· a port mask MP that is the subject of a new DHCP 

option with the following format: 

I Code I Len Val 

I TBA I variable MP 

20 · Code: this field gives the code of the 

option. The value of this field must be assigned by the 

Internet Assigned Numbers Authority (IANA); the length of 

this field is 1 byte; 

· Len: this field gives the length of the value 

25 of the option; for the port mask option, the value of 

this field is equal to "variable"; 

· Val: this field gives the value of the port 

mask; this value is coded as the "port" field of the IP 

transport protocols; the value MP is used to determine 

30 the range of port numbers usable by a home gateway. 

The identifier of the attachment routing device AN 

may in this situation be an identifier a.b.c.d. equal to 

its IP address or to its fully-qualified domain name 

(FQDN). It is also the subject of a new DHCP option. 
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The form of the attachment routing device option 

(DAN) is as follows: -------------~ 
Code Len Val 

TBA variable MP 

· Code: this field gives the code of the 

5 option. The value of this field must be assigned by the 

Internet Assigned Numbers Authority (IANA); the length of 

this field is 1 byte; 

· Len: this field gives the length of the value 

of the option; for the attachment routing device option 

10 (DAN), the value of this field is equal to "4"; 

· Val: this field gives the value of the 

parameter DAN; this value is coded in the form of an IP 

address. 

The DHCP configuration service must be modified to 

15 implement the invention and notably to assign the new 

configuration data to any terminal equipment, for example 

a home gateway, requesting IP connectivity access. 

In the implementation of the invention described 

with reference to Figure 8, the configuration server SC 

20 400 of the invention includes the hardware elements 

conventionally found in a conventional computer, namely a 

processor 410, a random-access memory (RAM) 420, a read­

only memory (ROM) 430, and telecommunications means 440 

for communicating with the network 1. 

25 According to the invention, the configuration server 

SC 400 includes a memory 450 containing a database in 

which it stores the configuration data of the pieces of 

terminal equipment that it manages, notably the 

association between the primary address @PUB, the port 

30 mask MP, and the routing identifier IDR of the piece of 

terminal equipment 100. It should be noted that this 

memory may equally be external to the configuration 

server provided that it can access it to recover the 

configuration data of the terminal equipment sending the 

35 configuration request. 
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In response to a configuration request sent to the 

configuration server SC 400, the terminal equipment of 

the invention receives the configuration message 

MESS-CONF containing the configuration data of its IP 

connectivity to the telecommunications network RT. On 

reception of this message, it executes the configuration 

method of the invention described below with reference to 

Figure 9. In a step E"l it stores the received 

configuration data in the database BDT. When it wishes 

10 to send a data packet PT into the telecommunications 

network RT, it selects (step E"3) a port P2 in the range 

of port numbers defined by the port mask PT and it 

assigns to the data packet PT a source port corresponding 

to the port P2. 

15 

20 

On reception of a data packet PT' from the 

telecommunications network, it executes a step E"4 of 

verifying that a port P'2 of said packet belongs to the 

port mask MP and rejects the packet (step E" 5) if the 

result of the verification is negative. 

In a variant, the method further includes a step E"2 

of sending configuration data to the equipment AN 300 of 

the telecommunications network RT including the routing 

device of the invention. 

It is therefore clear that the routing device of the 

25 invention may be configured either via the terminal 

equipment or directly by the configuration server SC 400. 

Configuration via the terminal equipment applies 

when the routing identifier IDR is a secondary address 

@PRIV. After activating the new configuration received 

30 in the configuration message MESS-CONF, which may be a 

DHCP lease, the terminal equipment generates a 

configuration message BIND() to the routing device AN of 

the invention. This device is identified by the address 

DAN in the message MESS-CONF. The message BIND(@PRIV, 

35 @PUB, MP) includes at least the main address of the 

terminal equipment, its routing identifier IDR, and its 

port mask. It advantageously further includes an 
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identifier of the routing device able to route to the 

terminal equipment data packets that are addressed to it. 

It is sent by the terminal equipment with a source 

address equal to @PRIV. On reception of this message, 

5 the routing device AN sends an acknowledgement to the 

terminal equipment sending it by means of an 

acknowledgement message. 

If the routing identifier IDR is a route identifier 

dedicated to the terminal equipment, two variants may be 

10 envisaged for sending the message BIND(). In both 

variants, the configuration server SC knows all of the 

routes maintained by the routing device AN: 

in the first variant, the message BIND() is 

advantageously sent to the routing device AN by the 

15 configuration server SC. It should be noted that, in the 

latter event the configuration server sends the message 

BIND() and this message includes the main address @PUB, 

the port mask MP, and the identifier of the route to be 

used. On reception of this message, by consulting its 

20 routing table with pre-installed separate routes, the 

routing device of the invention associates a specific 

route identifier with the equipment IDR and (@PUB, MP) 

received. 

· in the second variant, the identifier of the route 

25 to be used is sent by the configuration server SC on the 

same terms as @PUB and MP. The terminal sends a message 

BIND() containing the following information: @PUB, MP, 

and IDR. However, this second variant is not recommended 

because clients should not be aware of the routing 

30 policies installed by the service provider. 

The content of the BIND() messages sent to the 

routing device AN 300 by the following pieces of terminal 

equipment is considered with reference to Figure 8: 

· the terminal equipment 110 sends the message 

35 BIND(@PUBl, MPl, IDRl); 

· the home gateway 220 of the terminal equipment 120 

sends the message BIND(@PUB2, MP2, IDR2); 
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· the home gateway 230 of the terminal equipment 130 

sends the message BIND(@PUB3, MP3, IDR3); 

· the terminal equipment 140 sends the message 

BIND(@PUB4, MP4, IDR4). 

Once the message BIND() has been received by the 

routing device AN of the invention, the device AN 

proceeds to instantiate a new entry in a table of 

associations (or bindings). Said table makes it possible 

to determine unambiguously to which of all the machines 

10 generated by the routing device AN having the same main 

address @PUB it is necessary to send a message addressed 

to said given IP address (i.e. @PUB) assigned as the main 

address. 

To this end, the routing device AN maintains the 

15 association (IDR, (@PUB, MP)). In the Figure 8 example, 

the table of associations contains the following 

associations: 

20 

· IDRl 

· IDR2 

(@PUB, MPl) 

(@PUB, MP2) 

· IDR3 (@PUB, MP3) 

· IDR4 (@PUB, MPl) 

In a variant implementation, the signature of the 

message BIND() may contain a lifetime as given in the 

DHCP lease. Moreover, an association installed in the 

25 association table may be refreshed by means of other 

messages BIND(). If no update is received before the 

lifetime expires, the corresponding entry is eliminated 

from the list (a margin of accuracy may be envisaged). 

In another variant, the message BIND() may be sent 

30 by the configuration server SC 400 and not by the 

terminal equipment that has just been configured. The 

information required for installing a new entry in the 

table of associations may be sent directly by the service 

provider to the routing device AN 300 via the 

35 configuration server SC 400. 

The example of a data packet PT (@PUB, P2) sent by 

the terminal equipment 110 to the terminal equipment 120 
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is considered with reference to Figure 8. On reception 

of this packet addressed to an IP main address @PUB, the 

routing device AN proceeds to read the destination port 

number P2 of said message and deduces the corresponding 

5 port mask MP2. Using this mask and the main address 

@PUB, the routing device AN determines, by scanning its 

table of associations, the routing identifier IDR2, for 

example the secondary address @PRIV2 associated with the 

pair (@PUB, MP2). 

10 Following determination of the secondary address, 

the routing device AN transforms the received IP packet 

into a packet PT' (@PUB, P2, IDR2). For security reasons, 

the destination port number to be used for this packet 

PT' is negotiated between the terminal equipment 120 and 

15 the routing device AN. 

It should be noted that the packet PT may be 

transformed in various ways. In a first implementation 

of the invention it is encapsulated in a packet PT' 

containing by way of destination address the secondary 

20 address @PRIV2 of the destination terminal equipment 120, 

for example. 

In a second implementation of the invention, the 

packet PT is modified to include the secondary address 

@PRIV2 in a particular field of its header. This 

25 transformation of the data packet makes a source routing 

mode possible. It is not always supported by the nodes 

of a telecommunications network. 

In a third implementation of the invention, the 

packet PT is transformed identically, routing being 

30 effected on the basis of the dedicated route identifier 

IDR2, which requires no modification of the packet. 

In the implementation of the invention described 

with reference to Figure 8, the terminal equipment 100 of 

the invention includes the hardware elements 

35 conventionally found in a conventional computer, namely a 

processor 110, a random-access memory (RAM) 120, a read-
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only memory (ROM) 130, and telecommunications means 140 

for communicating with the network 1. 

According to the invention, the terminal equipment 

100 includes a memory 150 containing a database in which 

5 it stores its configuration data, notably the association 

between the public address @PUB, the port mask MP and the 

routing identifier IDR of the terminal equipment 100. It 

should be noted that this memory may equally be external 

to the terminal equipment provided that it can access it 

10 to recover the configuration data that it needs to make 

use of its IP connectivity to the telecommunications 

network RT. 

In an implementation of the invention described with 

reference to Figure 10, there is considered a piece of 

15 terminal equipment 110 connected to the home network of a 

home gateway 210 between the terminal equipment 110 and 

the telecommunications network RT. In this 

implementation, the home gateway 210 constitutes terminal 

equipment of the invention. In known manner, it includes 

20 an address translation table or NAT table that, for a 

stream sent by a terminal equipment 110 of its home 

network, matches an address @PRIVl and a port Pl of the 

terminal in the home network with at least one public 

address @PUB2 and a port P2 of the home gateway 210 in 

25 the telecommunications network RT of the operator, P2 

belonging to the range of numbers defined by the port 

mask MP. This table NAT is stored in a database BDP, for 

example, which may be internal or external. 

A home gateway of the invention therefore uses 

30 address translation means on reception of a data packet 

PT sent by a terminal equipment of its home network and 

addressed to the telecommunications network and on 

reception of a data packet PT' addressed to that terminal 

equipment. 

35 For outgoing calls, the only difference compared to 

existing practices is that the terminal equipment 110 or 

the home gateway 120 of the invention is obliged to 
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choose a source port in the range fixed by the port mask 

assigned by the service provider. All messages, with the 

exception of BIND() messages, are sent with as their 

source address the main address or the public address 

5 @PUB assigned by the service provider. For BIND() 

messages, the source address used is the secondary 

address IDR2 = @PRIV2. 

The data packets sent by a given piece of terminal 

equipment advantageously pass in transit through the 

10 routing device AN 300 to which this terminal equipment is 

attached. The routing device AN proceeds to mark the IP 

data packets sent by this terminal equipment. The DS 

(differentiated services) or ToS (type of service) field 

of the IP packets may be used for marking if and only if 

15 the mask of the port does not exceed 6 bits. On 

reception of the message BIND(), the routing device AN 

pre-installs a marking rule for messages sent by the 

terminal equipment in question. The encapsulation 

process is then guided by the value of the field DS of 

20 the IP packets received and thus the routing device AN no 

longer needs to inspect the information relating to the 

transport layer. This improves the message processing 

time. This variant assumes that the terminal machine 

does not modify the DS/ToS code used and that it is reset 

25 to the same value for the response packets. 

The routing device of the invention may be hosted by 

traditional routers or by dedicated pieces of equipment. 

Given that the modifications required by the invention 

during the phase of discovering a configuration server, 

30 for example under the DHCP protocol, are not major, 

current architectures may be adapted. 

The routing device AN of the invention may be hosted 

anywhere in the telecommunications network of the 

operator. It is advantageously deployed in a network 

35 access POP. Moreover, one or more routing devices AN may 

be deployed within the same IP access POP, in either 

centralized or distributed manner. 
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CLAIMS 

1. A method of routing an IP data packet in a 

telecommunications network, said packet including a 

primary destination address and a destination port 

5 number, characterized in that said method includes, on 

reception of said packet, the following steps: 

· determining a port mask defining a range of port 

numbers to which the destination port number belongs; 

· selecting an identifier of a destination piece of 

10 equipment of the packet from a plurality of equipment 

identifiers associated with said destination address on 

the basis of the port mask; and 

15 

20 

· routing the packet to the destination equipment on 

the basis of said identifier. 

2. A method according to claim 1 of routing an IP data 

packet, characterized in that said at least one 

identifier is a secondary destination address of the 

destination piece of equipment. 

3. A method according to claim 2 of routing an IP data 

packet, characterized in that the method includes, before 

the routing step, a step of transforming the packet to 

add to it said secondary address and the packet is routed 

25 on the basis of said secondary address. 

4. A routing method according to claim 1, characterized 

in that the identifier is a route identifier specific to 

said pieces of equipment and the packet is routed on the 

30 basis of said specific route identifier. 

5. A device for routing an IP data packet in a 

telecommunications network, said packet including a 

primary destination address and a destination port 

35 number, characterized in that said device is adapted, on 

reception of said packet, to implement means for: 
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· determining a port mask defining a range of port 

numbers to which the destination port number belongs; 

· selecting an identifier of a destination piece of 

equipment of the packet from a plurality of equipment 

5 identifiers associated with said primary destination 

address on the basis of the port mask; and 

· routing the packet to the destination equipment on 

the basis of said identifier. 

10 6. Telecommunications network equipment adapted to 

receive an IP data packet including a primary destination 

address and a destination port number, characterized in 

that it includes at least one routing device including 

means for: 

15 · determining a port mask defining a range of port 

numbers to which the destination port number belongs; 

· selecting an identifier of a destination piece of 

equipment of the packet from a plurality of equipment 

identifiers associated with said primary destination 

20 address on the basis of the port mask; and 

· routing the packet to the destination equipment on 

the basis of said identifier. 

7. A method of configuring a piece of terminal equipment 

25 connected to a telecommunications network, characterized 

in that it includes, on reception of a configuration 

request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a 

primary address shared with a plurality of pieces of 

30 terminal equipment; 

· assigning to said piece of terminal equipment a 

port mask defining a range of numbers dedicated to it and 

a routing identifier; and 

· sending to said piece of terminal equipment a 

35 configuration message including said primary address, 

said port mask, and said routing identifier. 
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8. A method according to claim 7 of configuring a 

terminal equipment, characterized in that it includes a 

step of assigning to said piece of terminal equipment an 

identifier of a routing device adapted to route a data 

5 packet containing said primary address as the destination 

address to said piece of terminal equipment and the 

configuration message further includes said routing 

device identifier. 

10 9. A configuration method according to claim 7, 

characterized in that said configuration message is 

further sent to a routing device able to route to said 

piece of terminal equipment a data packet containing said 

primary address as the destination address. 

15 

20 

10. A configuration server in a telecommunications 

network, characterized in that, on reception of a 

configuration request sent by a piece of terminal 

equipment, it is adapted to implement means for: 

· assigning a primary address to said piece of 

terminal equipment, said primary address being shared 

with a plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a 

port mask defining a range of numbers dedicated to it and 

25 a routing identifier; and 

· sending to said piece of terminal equipment a 

configuration message including said public address, said 

port mask, and said routing identifier. 

30 11. A method of configuring a piece of terminal equipment 

connected to a telecommunications network, characterized 

in that, on reception of a configuration message 

including configuration data including a primary address, 

a port mask defining a range of numbers that is dedicated 

35 thereto, and a routing identifier, said method includes 

the following steps: 

· storing said configuration data; and 

Juniper Exhibit 1002, page 218



29 

· before sending a data packet into the 

telecommunications network, selecting a port number in 

the range of port numbers defined by the port mask, said 

data packet including as source address the primary 

5 address of said piece of terminal equipment and as source 

port number the selected port number. 

12. A configuration method according to claim 11, 

characterized in that, once an identifier of a routing 

10 device adapted to route a data packet including said 

primary address as the destination address to said piece 

of terminal equipment has been received, said method 

further includes a step of sending the configuration data 

to said routing device. 

15 

13. A configuration method according to claim 11, 

characterized in that, on reception of a data packet 

including a destination address, a port number, and a 

routing identifier, said method further includes a step 

20 of verifying that the port number belongs to the range of 

numbers defined by its port mask and a step of rejecting 

said packet if the result of verification is negative. 

14. A piece of client terminal equipment connected to a 

25 telecommunications network, characterized in that, on 

reception of a configuration message including 

configuration data including a primary address with a 

plurality of pieces of terminal, a port mask defining a 

range of numbers that is dedicated to it, and a routing 

30 identifier, it is adapted to implement the following 

means: 

· storing said configuration data; 

· before sending a data packet in the 

telecommunications network, selecting a port number in 

35 the range of port numbers defined by the port mask, said 

data packet including as source address the primary 
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address of said piece of terminal equipment and as source 

port number the selected port number. 

15. A computer program product downloadable from a 

5 communications network and/or stored on a computer­

readable medium and/or executable by a microprocessor, 

characterized in that it includes program code 

instructions for executing the routing method according 

to claim 1. 

10 

16. A computer program product downloadable from a 

communications network and/or stored on a computer­

readable medium and/or executable by a microprocessor, 

characterized in that it includes program code 

15 instructions for executing the configuration method 

according to claim 7. 

17. A computer program product downloadable from a 

communications network and/or stored on a computer-

20 readable medium and/or executable by a microprocessor, 

characterized in that it includes program code 

instructions for executing the method according to claim 

11. 
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A B S T R A C T 

A METHOD OF ROUTING A DATA PACKET IN A NETWORK AND AN 

ASSOCIATED DEVICE 

The invention relates to a method of routing a data 

packet in a telecommunications network, said packet 

including a primary destination address and a destination 

port number. On reception of said packet, the following 

10 steps are executed: determining a port mask defining a 

range of port numbers to which the destination port 

number belongs; selecting an identifier of a destination 

piece of equipment of the packet from a plurality of 

equipment identifiers associated with said destination 

15 address on the basis of the port mask; and routing the 

packet to the destination piece of equipment on the basis 

of said identifier. 

20 

25 

30 

Translation of the title and the abstract as they were when originally filed by the 

Applicant. No account has been taken of any changes that might have been made 

subsequeC',tly by the PCT Authorities acting ex officio, e.g. under PCT R_iles 37.2, 

3 8 . 2, and/ or 4 8 . 3 . 

3 5 CHO 1/ 25606006.1 
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Vlll-4-1 Declaration : Qualite d'inventeur 
(seulement aux fins de la designation 
des Etats-Unis d'Amerique) 
Declaration relative a la qualite 
d'inventeur (regles 4.17.iv) et 
51 bis.1.a)iv)) aux fins de la designation 
des Etats-Unis d'Amerique : 

Vlll-4-1- Demandes anterieures: 
1 

PCT /FR2009/050548 

Par la presente, je declare que je crois 
etre le premier inventeur original et 
unique (si un seul inventeur est 
mentionne ci-dessous) ou l 1 un des 
premiers coinventeurs (si plusieurs 
inventeurs sont mentionnes ci-dessous) 
de l'objet revendique pour lequel un 
brevet est demande. 

La presente declaration a trait a la 
demande internationale PCT/FR2009/050548 
{si la declaration est remise en vertu 
de la regle 26ter) 

Par la presente, je declare que mon 
domicile, mon adresse postale et ma 
nationalite sont tels qu•indiques pres 
demon nom. 
Par la presente, je declare avoir passe 
en revue et comprendre le contenu de la 
demande internationale a laquelle il est 
fait reference ci-dessus, y compris les 
revendications de ladite demande. J'ai 
indique dans la requete de ladite 
demande, conformement a la regle 4.10 du 
PCT, toute revendication de priorite 
d 1 une demande etrangere et j'ai 
identifie ci-dessous, sous l'intitule 
11 Demandes anterieures", au moyen du 
numero de demande, du pays ou du membre 
de l 1 Organisation mondiale du commerce, 
du jour, du mois et de l'annee du depot, 
toute demande de brevet ou de certificat 
d'auteur d'invention deposee dans un 
pays autre que les Etats-Unis 
d'Amerique, y compris toute demande 
internationale selon le PCT designant au 
moins un pays autre que les Etats-Unis 
d 1 Amerique, dont la date de depot est 
anterieure a celle de la demande 
etrangere dont la priorite est 
revendiquee. 
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Vlll-4-1- Norn {NOM DE FAMILLE, prenom): 
1-1 
Vlll-4-1- Domicile: 
1-2 (ville et Etat (des Etats-Unis 

d'Amerique), le cas echeant, ou pays) 
Vlll-4-1- Adresse postale: 
1-3 
Vlll-4-1- Nationalite: 
1-4 
Vlll-4-1- Signature de l'inventeur: 
1-5 (La signature doit etre celle de 

l'inventeur, ii ne peut s'agir de celle du 
mandataire) 

Vlll-4-1- Date: 
1-6 

PCT /FR2009/050548 

Par la presente, je reconnais 
l 1 obligation qui m'est faite de 
divulguer les renseignements dont j'ai 
connaissance et qui sont pertinents 
quanta la brevetabilite de l'invention, 
tels qu'ils sont definis dans le Titre 
37, § 1.56, du Code federal des 
reglementations, y compris, en ce qui 
concerne les demandes de continuation­
in-part les renseignements pertinents 
qui sont devenus accessibles entre la 
date de depot de la demande anterieure 
et la date du depot international de la 
demande de continuation-in-part. 
Je declare par la presente que toute 
declaration ci-incluse est, a ma 
connaissance, veridique et que toute 
declaration formulae a partir de rensei­
gnements ou de suppositions est tenue 
pour veridique; et de plus, que toutes 
ces declarations ont ete formulees en 
sachant que toute fausse declaration 
volontaire ou son equivalent est 
passible d'une amende ou d'une incarce­
ration, ou des deux, en vertu de la 
Section 1001 du Titre 18 du Code des 
Etats-Unis, et que de telles 
declarations volontairement fausses 
risquent de compromettre la validite de 
la demande de brevet ou du brevet 
delivre a partir de celle-ci. 

BOUCADAIR, Mohamed 

CAEN, France 

14000 CAEN France 

FR 

/\ 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 

Filed: September 28, 2010 

Group Art Unit: Unassigned 

Examiner: Unassigned 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

Mail Stop PCT 
Commissioner for Patents 
P.O. Box 1450 

PRELIMINARY AMENDMENT 

Alexandria, Virginia 22313-1450 

Dear Sir: 

Prior to the examination of the above-identified patent application, please amend the 

application as follows: 

Amendments to the Specification begin on page 2 of this paper. 

Amendments to the Abstract begin on page 3 of this paper. 

Amendments to the Claims are reflected in the listing of claims which begins on 

page 4 of this paper. 

Remarks begin on page 9 of this paper. 

Juniper Exhibit 1002, page 234



In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

Amendments to the Specification 

At page 1, please insert the following new paragraph below the title: 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is the U.S. national phase of the International Patent Application No. 

PCT/FR2009/050548 filed March 31, 2009, which claims the benefit of French Application No. 

08 52108 filed March 31, 2008, the entire content of which is incorporated herein by reference. 

At page 1, between lines 9 and 10, insert the following heading: 

BACKGROUND 

At page 3, line 6, amend the following heading: 

Dl~LA.DVANLA1.:GES OF THE PRIOR ART 

At page 3, line 31, amend the following heading: 

OBJECTIVES OF THE INVfil-fflON SUMMARY 

At page 4, line 2, amend the following heading: 

STATEME~ff OF THE l}lVE~fflON 

At page 11, line 25, amend the following heading: 

LIST OF FIGURES BRIEF DESCRIPTION OF THE ORA WINGS 

At page 12, lines 24-25, amend the following heading: 

DETAILED DESCRIPTION OF ONE P1A1.:KTICULAR IMPLEMENTATION OF 

THE l}lVE~HIO~t 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

Amendments to the Abstract 

Please replace the Abstract with the following new Abstract: 

A method of routing a data packet in a telecommunications network, said packet 

comprising a primary destination address and a destination port number. On reception of said 

packet, the following steps are executed: determining a port mask defining a range of port 

numbers to which the destination port number belongs; selecting an identifier of a destination 

piece of equipment of the packet from a plurality of equipment identifiers associated with 

said destination address on the basis of the port mask; and routing the packet to the 

destination piece of equipment on the basis of said identifier. 

A replacement Abstract is attached hereto on a separate sheet in accordance with 3 7 

CFR 1.72. 

3 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

Amendments to the Claims 

This listing of claims will replace all prior versions and listings of claims in the 

application. 

Claim 1 (currently amended): A method of routing an IP data packet in a 

telecommunications network, said packet ineluamg comprising a primary destination address 

and a destination port number, eharaeterizea m that said method meluaes comprising. on 

reception of said packet, the following steps: 

· determining a port mask defining a range of port numbers to which the destination 

port number belongs; 

· selecting an identifier of a destination piece of equipment of the packet from a 

plurality of equipment identifiers associated with said destination address on the basis of the 

port mask; and 

· routing the packet to the destination equipment on the basis of said identifier. 

Claim 2 (currently amended): [[A]] The method according to claim 1 of routing an IP data 

packet, ehaFaeterizea in that wherein said at least one identifier is a secondary destination 

address of the destination piece of equipment. 

Claim 3 (currently amended): [[A]] The method according to claim 2 of routing an IP data 

packet, eharneterizea in that the rnethoa ineluaes comprising, before the routing step, a step 

of transforming the packet to add to it said secondary address and the packet is routed on the 

basis of said secondary address. 

Claim 4 (currently amended): [[A]] The routing method according to claim 1, eharneteFizea 

m that wherein the identifier is a route identifier specific to said pieces of equipment and the 

packet is routed on the basis of said specific route identifier. 

Claim 5 (currently amended): A device for routing an IP data packet in a 

telecommunications network, said packet ineluaing comprising a primary destination address 

4 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

and a destination port number, ehai=aeterizea in that wherein said device comprises is aElaJ9tea, 

on reception of said packet, te iffi-)3lement means for: 

· determining a port mask defining a range of port numbers to which the destination 

port number belongs; 

· selecting an identifier of a destination piece of equipment of the packet from a 

plurality of equipment identifiers associated with said primary destination address on the 

basis of the port mask; and 

· routing the packet to the destination equipment on the basis of said identifier. 

Claim 6 (currently amended): Telecommunications network equipment adapted to receive 

an IP data packet inernaing comprising a primary destination address and a destination port 

number, eharaeterizea in that it ineluaes comprising at least one routing device ineluaing 

comprising means for: 

· determining a port mask defining a range of port numbers to which the destination 

port number belongs; 

· selecting an identifier of a destination piece of equipment of the packet from a 

plurality of equipment identifiers associated with said primary destination address on the 

basis of the port mask; and 

· routing the packet to the destination equipment on the basis of said identifier. 

Claim 7 (currently amended): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, eharaeterizea m that it ineluaes comprising. on 

reception of a configuration request sent by said equipment, the following steps: 

· assigning to said piece of terminal equipment a primary address shared with a 

plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message ineluaing 

comprising said primary address, said port mask, and said routing identifier. 

5 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

Claim 8 (currently amended): [[A]] The method according to claim 7 of configuring a 

terminal equipment, eharaete-rizea iR that it meluaes comprising a step of assigning to said 

piece of terminal equipment an identifier of a routing device adapted to route a data packet 

containing said primary address as the destination address to said piece of terminal equipment 

and the configuration message further iReluaes comprising said routing device identifier. 

Claim 9 (currently amended): [[A]] The configuration method according to claim 7, 

eharaeterizea iR that wherein said configuration message is further sent to a routing device 

that routeD a-sle t:o -route to said piece of terminal equipment a data packet containing said 

primary address as the destination address. 

Claim 10 (currently amended): A configuration server in a telecommunications network, 

eharaete-rizea iR that wherein, on reception of a configuration request sent by a piece of 

terminal equipment, compriseD it is ad0:J9tea to ffilJ9lemeRt means for: 

· assigning a primary address to said piece of terminal equipment, said primary 

address being shared with a plurality of pieces of terminal equipment; 

· assigning to said piece of terminal equipment a port mask defining a range of 

numbers dedicated to it and a routing identifier; and 

· sending to said piece of terminal equipment a configuration message iReluaiRg 

comprising said public address, said port mask, and said routing identifier. 

Claim 11 (currently amended): A method of configuring a piece of terminal equipment 

connected to a telecommunications network, eharaeterizea iR that wherein, on reception of a 

configuration message iReluaiRg comprising configuration data iReluamg comprising a 

primary address, a port mask defining a range of numbers that is dedicated thereto, and a 

routing identifier, said method iReluaes comprises the following steps: 

· storing said configuration data; and 

· before sending a data packet into the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet iReluiliRg 

6 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

comprising as source address the primary address of said piece of terminal equipment and as 

source port number the selected port number. 

Claim 12 (currently amended): [[A]] The configuration method according to claim 11, 

ea&raeteri'z':ed i-H taat wherein, once an identifier of a routing device adapted to route a data 

packet i-Heludi-Hg comprising said primary address as the destination address to said piece of 

terminal equipment has been received, said method further iHeludes comprises a step of 

sending the configuration data to said routing device. 

Claim 13 (currently amended): [[A]] The configuration method according to claim 11, 

ea&raeteri'z':ed iH taat wherein, on reception of a data packet iHeludiHg comprising a 

destination address, a port number, and a routing identifier, said method further iHeludes 

comprises a step of verifying that the port number belongs to the range of numbers defined by 

its port mask and a step of rejecting said packet if the result of verification is negative. 

Claim 14 (currently amended): A piece of client terminal equipment connected to a 

telecommunications network, eaaraeteri'z':ed iH iliat wherein, on reception of a configuration 

message i-HeradiHg comprising configuration data i-HeludiHg comprising a primary address 

with a plurality of pieces of terminal, a port mask defining a range of numbers that is 

dedicated to it, and a routing identifier, the terminal equipment comprising a means for #--is­

adapted to iillf)lemeHt ilie follov,riHg meaHs: 

· storing said configuration data; 

· before sending a data packet in the telecommunications network, selecting a port 

number in the range of port numbers defined by the port mask, said data packet iHeludiHg 

comprising as source address the primary address of said piece of terminal equipment and as 

source port number the selected port number. 

Claim 15 (currently amended): A non-transitory computer program product dovmloadable 

from a eommuHieatioHs Hetwork, aHd/or stored on a computer-readable medium aHd/or and 

7 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

executable by a microprocessor, ehaFaeteriz:ea ia that it iaelttaes comprising orogram code 

instructions for executing the routing method according to claim 1. 

Claim 16 (currently amended): A non-transitory computer program product aovmloaaable 

from a eoffiffil¼Hieatioas aetwo=rk, aaa/oF stored on a computer-readable medium aaa/oF and 

executable by a microprocessor, eharneteFiz:ea iH that it iHelttaes comprising orogram code 

instructions for executing the configuration method according to claim 7. 

Claim 17 (currently amended): A non-transitory computer program product aovmloaaable 

from a eoffiffil¼Hieatioas aetwodc, aaa/oF stored on a computer-readable medium aaa/oF and 

executable by a microprocessor, eharneteriz:ea ia that it iaelttaes comprising orogram code 

instructions for executing the method according to claim 11. 

8 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 
Preliminary Amendment 

Remarks 

The present application is a U.S. National Phase of a PCT patent application. The 

present Amendment revises the specification and claims to conform to United States patent 

practice, before examination of the present PCT application in the United States National 

Examination Phase. 

All of the changes are editorial and applicants believe no new matter is added thereby. 

The amendment, addition, and/or cancellation of claims is not intended to be a surrender of any 

of the subject matter of those claims. 

Early examination on the merits is respectfully requested. If, in the opinion of the 

Examiner, a telephone conference would expedite the prosecution of the subject application, 

the Examiner is invited to call the undersigned attorney. 

Date: September 28, 2010 

CHO l/ 25606244.2 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
Mark Bergner, Reg. No. 45,877 
DRINKER BIDDLE & REATH LLP 
191 North Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 

9 
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ABSTRACT 

A method of routing a data packet in a telecommunications network, said 

packet comprising a primary destination address and a destination port number. On 

reception of said packet, the following steps are executed: determining a port mask 

defining a range of port numbers to which the destination port number belongs; 

selecting an identifier of a destination piece of equipment of the packet from a plurality 

of equipment identifiers associated with said destination address on the basis of the port 

mask; and routing the packet to the destination piece of equipment on the basis of said 

identifier. 

CHOJ/ 25606245.1 
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PATENT 
Attorney Docket No. P3594US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 

Mohamed Boucadair 

Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 

Filed: September 28, 2010 

Group Art Unit: Unassigned 

Examiner: Unassigned 

For: A METHOD OF ROUTING A DATA PACKET IN 
A NETWORK AND AN ASSOCIATED DEVICE 

INFORMATION DISCLOSURE STATEMENT 

Mail Stop PCT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Pursuant to 37 CFR 1.97 and 1.98, the references listed on the enclosed Form PTO-1449 
and/or Substitute Form PTO-1449 ("Form 1449") are submitted for consideration by the 
Examiner in the examination of the above-identified patent application. 

The full consideration of the references in their entirety by the Examiner is respectfully 
requested and encouraged. Also, it is respectfully requested that the references be entered 
into the record of the present application and that the Examiner place his or her initials in the 
appropriate area on the enclosed Form 1449, thereby indicating the Examiner's consideration 
of each of the references. 

The submission of the references listed on the Form 1449 is for the purpose of providing a 
complete record and is not a concession that the references listed thereon are prior art to the 
invention claimed in the patent application. The right is expressly reserved to establish an 
invention date earlier than the above-identified filing date in order to remove any reference 
submitted herewith as prior art should it be deemed appropriate to do so. 

Further, the submission of the references is not to be taken as a concession that any reference 
represents art that is material, relevant or analogous to the claimed invention. Accordingly, 
the right to argue that any reference is not properly within the scope of prior art relevant to an 
examination of the claims in the above-identified application is also expressly reserved. 

The Information Disclosure Statement is being filed: 

C8J within any one of the following time periods: (a) within three months of the filing 
date of a national application other than a continued prosecution application under 
3 7 CFR 1.53( d); (b) within three months of the date of entry of the national stage as 
set forth in 37 CFR 1.491 of an international application; (c) before the mailing date 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 

of a first Office Action on the merits; or ( d) before the mailing of a first Office Action 
after the filing of a request for continued examination under 3 7 CFR 1.114. 

D after ( a), (b), ( c) or ( d) above, but before the mailing date of a final action under 
37 CFR 1.113, a Notice of Allowance under 37 CFR 1.311, or an action that 
otherwise closes prosecution in the application, and includes one of: 

D the Statement under 37 CFR 1.97(e) (see "Statement under 37 CFR 1.97(e)" 
below). 

or 
D the fee of $180 set forth in 3 7 CFR 1.17(p) (see "Fees" below). 

D after the mailing date of a final action under 37 CFR 1.113 or a Notice of Allowance 
under 37 CFR 1.311, or an action that otherwise closes prosecution in the application, 
and on or before payment of the issue fee, and includes the Statement under 
37 CFR 1.97(e) (see "Statement under 37 CFR 1.97(e)" below), and the fee of $180 as 
set forth in 3 7 CFR 1.1 7 (p) ( see "Fees" below). 

D after the mailing date of a Notice of Allowance under 3 7 CFR 1.311, and on or before 
payment of the issue fee, and within thirty days of receiving each item of information 
contained in the Information Disclosure Statement, and includes the Statement under 
37 CFR 1.704(d) (see "Statement under 37 CFR 1.704(d)" below), and the fee of 
$180 as set forth in 37 CFR 1.17(p) (see "Fees" below). 
NOTE: This is for original applications except applications for a design patent, filed on or after 
May 29, 2000, wherein a paper containing only an Information Disclosure Statement in compliance 
with 37 CFR 1.97 and 1.98 is being filed. 

Copies of the References 

D Copies of the references listed on the enclosed Form 1449 are enclosed herewith. 
Attached to each reference not in the English language is a concise explanation of the 
relevance pursuant to 37 CFR 1.98(a)(3). 

The filing date of the subject application is after June 30, 2003. Therefore, copies of 
U.S. patents and patent applications that are listed on the accompanying Form 1449 
are not enclosed herewith in accordance with the U.S. Patent and Trademark Office's 
waiver of the requirement under 37 CFR 1.98 (see Official Gazette Notice of August 
5, 2003). Copies of other references identified on the accompanying Form 1449 are 
enclosed herewith. 

[g] Copy of the foreign search report is enclosed here\\rith. 

D The references listed on the enclosed Form 1449 were previously identified in the 
parent application(s) of the present application, and copies of the references were 
furnished at that time. Accordingly, additional copies of the references are not 
submitted herewith, so as not to burden the file with duplicate copies of references. 
The Examiner is respectfully requested to carefully review the references in 
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In re Appln. of Mohamed Boucadair 
Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 

accordance with the requirements set out in the Manual of Patent Examining 
Procedure. In accordance with 37 CFR l.98(d), the details of the parent application(s) 
relied upon for an earlier filing date under 35 USC 120 in which copies of the 
references were previously furnished are set out below: 

U.S. APPLICATIONS Status (check one) 
U.S. APPLICATIONS U.S. FILING DATE PATENTED PENDING ABANDONED 

1. 
2. 
3. 

Statement under 37 CFR 1.97(e) 

D The undersigned hereby states that each item of information contained in the 
Information Disclosure Statement was first cited in any communication from a 
foreign patent office in a counterpart foreign patent application not more than three 
months prior to the filing of the Information Disclosure Statement. 

D The undersigned hereby states that no item of information contained in the 
Information Disclosure Statement was cited in a communication from a foreign patent 
office in a counterpart foreign patent application, and, to the knowledge of the 
undersigned after making reasonable inquiry, no item of information contained in the 
Information Disclosure Statement was known to any individual designated in 
37 CFR l.56(c) more than three months prior to the filing of the Information 
Disclosure Statement. 

Statement under 37 CFR 1. 704( d) 

D The undersigned hereby states that each item of information contained in the 
Information Disclosure Statement was cited in a communication from a foreign patent 
office in a counterpart application and that this communication was not received by 
any individual designated in 37 CFR l.56(c) more than thirty days prior to the filing 
of the Information Disclosure Statement. 

Fees 

C8J No fee is owed by the applicant(s). 
D The IDS Fee of$180 under 37 CFR l.17(p) is enclosed herewith. 

Method of Payment of Fees 

D Attached is a check in the amount of$ 
D Charge Deposit Account No. 07-0181 in the amount of$ 
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Application No. Unassigned 
(U.S. National Phase of PCT/FR2009/050548) 

Authorization to Charge Additional Fees 

C8J If any additional fees are owed in connection with this communication, please charge 
Deposit Account No. 07-0181. 

Instructions as to Overpayment 

C8J Credit Account No. 07-0181. 
D Refund 

Date: September 28, 2010 

CH01/ 25606242.1 

Respectfully submitted, 

/brian c. rupp/ 

Brian C. Rupp, Reg. No. 35,665 
DRINKER BIDDLE & REATH LLP 
191 N. Wacker Drive, Suite 3700 
Chicago, Illinois 60606-1698 
(312) 569-1000 (telephone) 
(312) 569-3000 (facsimile) 
Customer No.: 08968 
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(57) Abstract : The invention relates to a method of 
routing a data packet in a telecommurrications network, 
said packet comprising a primary destination address and a 
destination port nmnber. On receipt of said packet, the 
following steps are implemented: determination of a mask 
of ports defining a port number range to which the 
destination port number belongs; selection of an identifier 
of a destination apparatus for the packet from among a 
plurality of identifiers of apparatuses associated with said 
destination address on the basis of the ports mask; and 
routing of the packet to the destination apparatus on the 
basis of said identifier. 

(57) Abrege : L'invention conceme m1 procede de routage 
d'un paquet de donnees dans un reseau de 
telecommurrications, ledit paquet comprenant une adresse 
primaire de destination et un nmnero de port de 
destination. Sur reception dudit paquet, les etapes 
suivantes sont mises en oeuvre : determination d'un 
masque de ports definissant m1e plage de numeros de ports 
a laquelle appartient le numero de port de destination; 
selection d'm1 identifiant d'tm equipement destinataire du 
paquet parmi 1me pluralite d'identifiants d'equipements 
associes a ladite adresse de destination a partir du masque 
de ports; et routage du paquet vers l'equipement 
destinataire a partir dudit identifiant. 
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Procede de routage d'un paquet de donnees dans un reseau et dispositif associe 

Domaine de l'invention 

Le domaine de !'invention est celui d'un reseau de telecommunications, en 

particulier un reseau de telecommunications IP dans lequel sont transportes des 

5 paquets de donnees d'un equipement source vers un equipement de destination 

identifie par une adresse de destination. 

Un tel reseau de telecommunications groupe une pluralite d'equipements, de 

liens et de fonctions dedies au transport des donnees issues d'equipements terminaux 

connectes a ce reseau. En particulier, les fonctions de transport peuvent etre 

10 implementees grace a !'activation de protocoles de routage et de transmission. Un 

reseau de telecommunications administre par un operateur est encore appele un 

domaine. 

Un fournisseur de service de connectivite IP deploie une architecture dediee 

pour permettre aux utilisateurs d'equipements terminaux d'etre joignables. L'acces au 

15 service de connectivite IP est gere par le fournisseur de service qui s'appuie sur le 

reseau de telecommunications d'un operateur pour router les paquets de donnees 

emis par les equipements terminaux vers leur destination finale. Dans certains cas, 

ledit fournisseur de service est aussi l'operateur de reseau de telecommunications. 

L'invention concerne un mecanisme d'allocation d'adresses et de numeros de 

20 ports permettant d'affecter une meme adresse primaire a une pluralite d'equipements 

terminaux du reseau de telecommunications. 

25 

Ainsi, !'invention s'applique a tout type d'adressage, public ou prive, mais de 

fa9on privilegiee mais non !imitative aux adresses IP publiques definies par le protocole 

1Pv4 (Internet Protocol version 4). 

Une passerelle domestique placee en coupure de flux de paquets de donnees 

entre un terminal d'un reseau domestique prive et le reseau de telecommunications 

public d'un operateur, qu'on appelle aussi domaine, comporte, de fa9on connue, une 

table dans laquelle elle associe l'adresse IP privee et le port associe a ce terminal, 

avec une adresse IP publique de type 1Pv4 et un port de cette meme passerelle sur le 

30 reseau public. 
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Cette table est connue de l'homme du metier sous !'appellation "table de 

nattage", cette expression venant de l'acronyme NAT (Network Address Translation en 

anglais). 

II est communement admis par la communaute des fournisseurs de service IP 

5 que l'epuisement des adresses IPv4 publiques est une fatalite. Pour eviter ce probleme, 

la communaute s'est mobilisee dans le passe, ce qui a conduit a la definition d'un 

nouveau protocole IPv6 (Internet Protocol version 6), qui offre un grand nombre 

d'adresses IP et un mecanisme de routage hierarchique aux performances ameliorees. 

Neanmoins, cette solution n'est en pratique pas activee par les operateurs, pour des 

10 raisons financieres ou strategiques. Ces memes fournisseurs ne sont toutefois pas 

indifferents aux alarmes recemment emis par l'IETF (Internet Engineering Task Force), 

notamment dans des rapports presentes au sein du groupe de travail GROW ( Global 

Routing Operations Working Group) concernant un risque d'epuisement des adresses 

IPv4 de l'IANA fin 2009. 

15 Pour limiter le nombre d'adresses publiques IPv4 necessaire pour la fourniture 

d'un service de connectivite IP, une solution de double NAT, appelee aussi NAT 

operateur, a ete proposee et implementee. Elle consiste a activer une fonction NAT au 

sein du reseau de telecommunications de l'operateur, de telle sorte que les passerelles 

domestiques utilisent un adressage prive dans leur table de Nattage. En relation avec 

20 la figure 1, on considere un equipement terminal 120 dans un reseau domestique RD 

connecte a une passerelle domestique 220 placee en coupure de flux entre 

l'equipement terminal et un reseau de telecommunications RT. La passerelle met en 

ceuvre une premiere fonction de NAT NAT1 qui traduit un premier couple d'adressage 

prive d'un paquet de donnees PT emis par l'equipement terminal 120 en un deuxieme 

25 couple d'adressage prive (@PRIV2, P2). Elle emet ensuite le paquet PT transforme 

dans le reseau RT. Ce paquet est re9u par un equipement NO du reseau. Cet 

equipement NO met en ceuvre une fonction de NAT operateur NAT2 qui traduit le 

deuxieme couple d'adressage prive (@PRIV2, P2) du paquet de donnees PT en un 

troisieme couple d'adressage publique (@PUB3, P3). Ainsi, c'est la fonction de NAT de 

30 l'operateur qui assure la traduction des adresses privees des passerelles domestiques 
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vers des adresses publiques, ce qui permet d'economiser un nombre non negligeable 

d'adresses publiques 1Pv4. 

lnconvenients de la technique anterieure 

La solution de NAT Operateur presente des inconvenients, parmi lesquels : 

une complexification de l'acheminement des paquets de donnees IP : du fait de 

!'introduction d'un deuxieme niveau de traduction d'adresses, les paquets de 

donnees doivent etre modifies deux fois; 

la necessite d'adapter la mise en reuvre de protocoles de signalisation 

applicative ou ALG (Application Level Gateway) conventionnels tels que DNS 

(Domain Name System), FTP (File Transfer Protocol) ou encore SIP (Session 

Initiation Protocol). Dans le cas de SIP par exemple, l'etablissement et le 

maintien d'une session de voix sur IP, necessite que, pour maintenir a jour sa 

table de Nattage, la passerelle domestique placee en coupure du flux de 

signalisation SIP force artificiellement, de fa9on connue, les echanges de 

signalisation entre le terminal de l'abonne et le reseau public, en imposant une 

frequence elevee des requetes de reenregistrements. En presence d'un double 

NAT, un tel mecanisme doit aussi etre prevu au niveau de l'equipement qui 

heberge la fonction de NAT Operateur; et 

une degradation du service de connectivite IP offert par l'operateur du reseau 

public de telecommunications doit etre deploree, notamment parce que des 

fonctionnalites telles que le "port forwarding'' ou le DynDNS ne peuvent pas 

etre supportees en presence du NAT operateur. 

Objectifs de l'invention 

II existe done un besoin de pallier ces inconvenients de !'art anterieur. 

Plus precisement, ii existe un besoin de fournir une nouvelle solution pour 

economiser !'usage d'adresses IP publiques, sans entrainer de degradation du service 

rendu au terminal client. 

Expose de !'invention 

L'invention repond a ce besoin a !'aide d'un procede de routage d'un paquet de 

30 donnees dans un reseau de telecommunications, !edit paquet comprenant une adresse 
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primaire de destination et un numero de port de destination, !edit procede comprenant, 

sur reception dudit paquet, les etapes suivantes: 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

5 - selection d'un identifiant de routage d'un equipement destinataire du paquet parmi 

une pluralite d'identifiants de routage d'equipements terminaux associes a ladite 

adresse de destination a partir du masque de ports determine; et 

- routage du paquet vers l'equipement terminal destinataire a partir dudit identifiant. 

Correlativement, !'invention concerne un dispositif de routage d'un paquet de 

1 O donnees IP dans un reseau de telecommunications, led it paquet comprenant une 

adresse primaire de destination et un numero de port de destination, caracterise en ce 

que !edit dispositif est apte a mettre en ceuvre, sur reception dudit paquet, les moyens 

suivants: 

- determination d'un masque de ports definissant une plage de numeros de ports a 
15 laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement terminal destinataire du paquet parmi une 

plura!ite d'identifiants d'equipements associes a ladite adresse primaire de destination 

a partir du masque de ports; et 

- routage du paquet vers l'equipement terminal destinataire a partir dudit identifiant. 

20 

Ainsi, !'invention repose sur une approche tout a fait nouvelle et inventive du 

routage d'un paquet de donnees, qui s'appuie sur une combinaison unique constituee 

de l'adresse de destination du paquet, du masque de ports definissant une plage de 

numeros de ports qui inclut le numero de port de destination du paquet rei;:u et d'un 

25 identifiant de routage de l'equipement terminal de destination. L'invention permet done 

d'affecter une meme adresse primaire et routable dans le reseau de 

telecommunications, a plusieurs equipements terminaux connectes a ce reseau et 

done d'economiser l'usage des adresses IP publiques, sans avoir recours a la solution 

de NAT operateur. L'invention constitue done une solution simple, efficace et dans la 

30 continuite des pratiques courantes dans le domaine a l'epuisement des adresses 1Pv4. 
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Elle permet a un fournisseur d'augmenter son pare de clients de maniere significative. 

Elle ne necessite pas d'investissements consequents et permet done une optimisation 

de CAPEX (Capital Expenditures) et de l'OPEX (Operative Expenditures), 

L'invention s'applique au routage de paquets de donnees a destination de tout 

5 type d'equipement terminal, qu'il soit connecte ou non a un reseau domestique en 

particulier et de fac;on non !imitative a une passerelle domestique placee en coupure de 

flux entre un reseau domestique et un reseau de telecommunications public. 

Le procede de routage selon !'invention est mis en reuvre par un equipement du 

reseau de telecommunications. Par consequent, !'invention vise aussi un equipement 

1 O dans un reseau de telecommunications, apte a recevoir un paquet de donnees 

comprenant une adresse de destination et un numero de port de destination, ledit 

equipement comprenant un dispositif de routage selon !'invention. 

Un tel equipement est done place en coupure de tous les flux de donnees 

adresses a l'equipement terminal. II peut s'agir d'un routeur ou d'un equipement dedie 

15 du reseau de telecommunications. 

De fac;on avantageuse, l'adresse primaire est une adresse publique. Un 

avantage de !'utilisation d'un adressage public est d'eviter les traductions d'adresses et 

!es corrections protocolaires a la peripherie d'un domaine administre par un fournisseur 

de service. 

20 Selon un premier mode de realisation de !'invention, ledit au moins un identifiant 

est une adresse secondaire de l'equipement terminal destinataire. Une telle adresse 

secondaire, aussi appelee adresse privee, n'est pas routable dans tout le reseau de 

telecommunications. Elle a une portee restreinte, limitee aux echanges de flux entre 

!'equipement terminal et l'equipement du reseau de telecommunications mettant en 

25 reuvre le procede selon !'invention. Cette adresse n'est pas annoncee au dela du 

domaine BGP (Border Gateway Protocol) du reseau de telecommunications d'un 

operateur donne. 

De fac;on avantageuse, le procede comprend en outre, prealablement a l'etape 

de routage, une etape de transformation du paquet pour y ajouter ladite adresse 

30 secondaire et le paquet est route vers l'equipement terminal destinataire a partir de 
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ladite adresse secondaire. 

Selon un aspect du premier mode de realisation de !'invention, l'etape de 

transformation consiste en a encapsuler le paquet dans un autre paquet destine a 
ladite adresse secondaire. 

5 Un avantage de cette encapsulation est qu'elle ne necessite pas la modification 

de la structure interne du paquet. Ainsi, toute operation d'ecriture et de calcul d'un 

nouveau checksum est evitee. 

Selan un autre aspect du premier mode de realisation de !'invention, l'etape de 

transformation consiste a ajouter l'adresse secondaire de l'equipement destinataire 

10 dans un champ du paquet. 

15 

20 

Un premier avantage est qu'une telle transformation permet d'optimiser 

!'utilisation de la bande passante, car elle ne necessite par l'ajout de deux en-tetes 

comme le processus d'encapsulation. Un deuxieme avantage est qu'elle exploite 

l'option de routage a la source (source routing ) du protocole IP, par exemple. 

Selon un deuxieme mode de realisation de !'invention, l'identifiant est un 

identifiant de route specifique a cet equipement terminal et le routage du paquet est 

effectue a partir dudit identifiant de route specifique. On entend ici par route specifique, 

une route dediee pour joindre cet equipement et qui ne dessert que cet equipement 

terminal parmi la pluralite d'equipements possedant la meme adresse primaire. 

Combinee a l'adresse primaire et au masque de ports affecte a l'equipement 

terminal de destination, cet identifiant de route specifique permet d'une part d'identifier 

de fa9on unique cet equipement et, d'autre part, de router le paquet de donnees re9u. 

Un avantage est qu'aucune transformation du paquet n'est necessaire. Ce 

mode de realisation de !'invention necessite une ingenierie du reseau de 

25 telecommunications sous-jacent de l'operateur pour pouvoir installer dans l'equipement 

qui met en CBuvre !'invention des routes disjointes vers des equipements ayant la 

meme adresse primaire. 

Dans un mode particulier de realisation, les differentes etapes du procede de 

routage d'un paquet de donnees sont determinees par des instructions de programmes 

30 d'ordinateurs. 

Juniper Exhibit 1002, page 255



WO 2009/125158 PCT/FR2009/050548 

7 

En consequence, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en oouvre dans un 

dispositif de routage ou plus generalement dans un ordinateur, ce programme 

comportant des instructions adaptees a la mise en oouvre des etapes d'un precede de 

5 routage tel que decrit ci-dessus. 

Ce programme peut utiliser n'importe quel langage de programmation, et etre 

sous la forme de code source, code objet, ou de code intermediaire entre code source 

et code objet, tel que dans une forme partiellement compilee, ou dans n'importe quelle 

autre forme souhaitable. 

L'invention vise aussi un support d'informations lisible par un ordinateur, et 

comportant des instructions d'un programme d'ordinateur tel que mentionne ci-dessus. 

Le support d'informations peut etre n'importe quelle entite ou dispositif capable 

de stocker le programme. Par exemple, le support peut comporter un moyen de 

stockage, tel qu'une ROM, par exemple un CD ROM ou une ROM de circuit 

15 microelectronique, ou encore un moyen d'enregistrement magnetique, par exemple 

une disquette (floppy disc} ou un disque dur. 

D'autre part, le support d'informations peut etre un support transmissible tel 

qu'un signal electrique ou optique, qui peut etre achemine via un cable electrique ou 

optique, par radio ou par d'autres moyens. Le programme selon !'invention peut etre en 

20 particulier telecharge sur un reseau de type Internet. 

Alternativement, le support d'informations peut etre un circuit integre dans 

lequel le programme est incorpore, le circuit etant adapte pour executer ou pour etre 

utilise dans \'execution du precede en question. 

L'invention concerne egalement un precede de configuration d'un equipement 

25 terminal connecte a un reseau de telecommunications, comprenant, sur reception 

d'une requete de configuration emise par ledit equipement, les etapes suivantes : 

- affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux ; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

30 numeros qui lui est dediee et d'un identifiant de routage; et 
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- envoi audit equipement terminal d'un message de configuration comprenant ladite 

adresse primaire, !edit masque de port et !edit identifiant de routage. 

Une pluralite d'equipements terminaux configures selon !'invention re<;oit la 

meme adresse primaire. C'est la combinaison de cette adresse primaire, de l'identifiant 

5 de routage et du masque de ports qui permet de les identifier individuellement de fa<;on 

unique. 

Selon un aspect de !'invention, le procede de configuration comprend une etape 

d'affectation d'un identifiant de dispositif de routage apte a router un paquet de 

donnees comprenant ladite adresse primaire comme adresse de destination vers ledit 

10 equipement terminal et le message de configuration comprend en outre !edit identifiant 

de dispositif de routage. 

De cette maniere, l'equipement terminal connaH l'identite du dispositif de 

routage des paquets de donnees qui lui sont destines. 

Selon un aspect de !'invention, ledit message de configuration est envoye en 

15 outre a un equipement du reseau de telecommunications comprenant un dispositif de 

routage apte a router un paquet de donnees comprenant ladite adresse primaire 

comme adresse de destination vers ledit equipement terminal 

Le precede de configuration selon !'invention est mis en ceuvre par un serveur 

de configuration dans un reseau de telecommunications, apte, sur reception d'une 

20 requete de configuration emise par un equipement terminal, a mettre en ceuvre les 

moyens suivants : 

- affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux; et 

-affectation audit equipement terminal d'un masque de ports definissant une plage de 

25 numeros qui lui est dediee et d'un identifiant de routage; et 

- envoi audit equipement terminal d'un message de configuration comprenant ladite 

adresse primaire, !edit masque de port et !edit identifiant de routage. 

L'invention concerne aussi un precede de mise en ceuvre d'une configuration 

par un equipement terminal connecte a un reseau de telecommunications, caracterise 

30 en ce que, sur reception d'un message de configuration comprenant des donnees de 
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configuration parmi lesquelles une adresse primaire, un masque de port definissant 

une plage de numeros qui lui est dediee et un identifiant de routage, ledit precede 

comprend les etapes suivantes : 

- enregistrement desdites donnees de configuration; 

5 prealablement a l'envoi d'un paquet de donnees dans le reseau de 

15 

20 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, ledit paquet de donnees comprenant comme adresse 

source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 

Selon un aspect de !'invention, le precede de mise en reuvre d'une 

configuration comprend en outre une etape d'envoi des donnees de configuration a un 

dispositif de routage d'un paquet de donnees selon !'invention. 

Ce dispositif de routage est le dispositif d'attachement de l'equipement terminal. 

II voit passer tous les paquets de donnees destines a l'equipement terminal. 

Selon un autre aspect de !'invention, sur reception d'un paquet de donnees 

comprenant une adresse de destination, un numero de port et un identifiant de routage, 

!edit procede comprend en outre une etape de verification d'une appartenance du 

numero de port a la plage de numeros definie par son masque de port et une etape de 

rejet dudit paquet si la verification est negative. 

Le precede de mise en reuvre d'une configuration est avantageusement mis en 

reuvre par un equipement terminal client connecte a un reseau de telecommunications, 

caracterise en ce que, sur reception d'un message de configuration comprenant des 

donnees de configuration parmi lesquelles une adresse primaire partagee avec une 

pluralite d'equipements terminaux, un masque de ports definissant une plage de 

25 numeros qui lui est dediee et d'un identifiant de routage, ii est apte a mettre en ceuvre 

les moyens suivants : 

- enregistrement desdites donnees de configuration; 

prea!ablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

30 definie par le masque de ports, !edit paquet de donnees comprenant comme adresse 
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source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 

Dans un mode particulier de realisation, les differentes etapes du procede de 

mise en reuvre d'une configuration sont determinees par des instructions de 

5 programmes d'ordinateurs. 

En consequence, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en reuvre dans une 

passerelle domestique ou plus generalement dans un ordinateur, ce programme 

comportant des instructions adaptees a la mise en reuvre des etapes d'un procede de 

10 mise en reuvre d'une configuration tel que decrit ci-dessus. 

L'invention concerne en outre un procede de traduction d'adresses d'un paquet 

de donnees re<;u par une passerelle domestique placee en coupure de flux entre un 

equipement terminal emetteur dudit paquet et un equipement terminal destinataire 

dudit paquet dans un reseau de telecommunications, ledit paquet comprenant une 

15 premiere adresse et un premier numero de port de l'equipement terminal emetteur, 

ledit precede etant caracterise en ce qu'il comprend une etape de remplacement de 

ladite premiere adresse et du premier numero de port par une adresse primaire et un 

deuxieme numero de port, ledit deuxieme numero de port appartenant a une plage de 

numeros dediee a ladite passerelle et determinee par un masque de numeros de ports. 

20 Lorsqu'un equipement terminal se trouve dans un reseau domestique gere par 

une passerelle domestique, la passerelle domestique configuree selon !'invention met 

en reuvre un mecanisme de traduction d'adresses, qui consiste non seulement a 
remplacer la premiere adresse de l'equipement terminal par son adresse primaire, 

mais aussi a selectionner un numero de ports dans sa plage dediee. 

25 Dans un mode particulier de realisation, les differentes etapes du precede de 

traduction d'adresses d'un paquet de donnees sont determinees par des instructions 

de programmes d'ordinateurs. 

En consequence, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en reuvre dans une 

30 passerelle domestique ou plus generalement dans un ordinateur, ce programme 

Juniper Exhibit 1002, page 259



WO 2009/125158 PCT/FR2009/050548 

11 

comportant des instructions adaptees a la mise en reuvre des etapes d'un precede de 

traduction d'adresses tel que decrit ci-dessus. 

Liste des figures 

D'autres avantages et caracteristiques de \'invention apparaitront plus 

5 clairement a la lecture de la description suivante d'un mode de realisation particulier de 

!'invention, donne a titre de simple exemple illustratif et non limitatif, et des dessins 

annexes, parmi lesquels : 

10 

15 

20 

25 

30 

la figure 1, deja decrite, presente de fac;on schematique un reseau de 

telecommunication mettant en reuvre la fonction de NAT operateur selon l'art 

anterieur; 

les figures 2A et 28 presentent deux exemples de masques de numeres de port 

selon !'invention; 

la figure 3 presente de fac;on schematique une pluralite d'equipements 

terminaux connectes a un reseau de telecommunications d'un operateur selon 

!'invention; 

la figure 4 presente un precede de routage d'un paquet de donnees dans un 

reseau de telecommunications selon !'invention; 

la figure 5 presente un equipement du reseau de telecommunications mettant 

en reuvre le precede de reutage selon !'invention, dans son envirennement; 

la figure 6 presente de fac;on schematique un mode de realisation de !'invention, 

selon lequel l'identifiant de routage est un identifiant de route dediee a 

l'equipement terminal destinataire du paquet de donnees; 

la figure 7 presente de fa9on schematique le precede de configuration d'un 

equipement terminal selon !'invention; 

la figure 8 presente de fac;on schematique un equipement terminal mettant en 

reuvre le procede demise en ceuvre d'une configuration selon !'invention, dans 

son environnement; 

la figure 9 presente un procede de mise en ceuvre d'une configuration d'un 

equipement terminal selon !'invention; et 

la figure 10 presente de fac;on schematique une passerelle domestique mettant 
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en csuvre le procede de mise en csuvre d'une configuration selon !'invention, 

dans son environnement. 

Description d'un mode de realisation particulier de l'invention 

5 Le principe general de !'invention repose sur !'affectation d'une meme adresse 

primaire a une pluralite d'equipements terminaux dans un reseau de 

telecommunications, ces equipements terminaux etant identifies de fac;on unique a 
partir d'un identifiant de routage et d'un masque de port definissant une plage de 

numeros de ports qui leur est dediee. 

l O On notera que le terme d'equipement terminal est general et designe aussi bien un 

equipement terminal directement connecte au reseau de telecommunications qu'une 

passerelle domestique. 

Les inventeurs ont constate qu'un equipement terminal n'utilise pas 

simultanement les 216 (i.e. 65536) valeurs de numeros de ports dont ii dispose. Cette 

15 plage est en effet surdimensionnee pour les besoins reels d'un client, qui n'utilise que 

quelques connexions pour des applications de type P2P (Peer to Peer), FTP (File 

Transfer Protocol), web browsing, telephonie, etc. 

L'invention consiste a reduire la plage de numeros de ports disponibles pour un 

equipement terminal par application, en affectant a un equipement terminal un masque 

20 de ports definissant une sous partie de cette plage. Le masque de port ainsi attribue a 
un equipement terminal particulier est utilise, en combinaison avec son adresse IP 

primaire, pour router les paquets de donnees qui lui sont destines, sans degradation du 

service IP .. 

On notera qu'un fournisseur de service de connectivite IP doit respecter la 

25 contrainte suivante, a savoir que deux equipements terminaux ayant la meme adresse 

primaire doivent necessairement recevoir des masques de ports distincts. 

Le fournisseur de service de connectivite peut, par exemple, forcer la valeur du 

bit de poids fort du champ correspondant au numero de port source des paquets de 

donnees IP emis par un equipement terminal donne. Cet equipement dispose alors 
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d'un masque de ports definissant une plage de 32768 valeurs de numeros de ports 

possibles. 

Le fournisseur peut, selon une variante, forcer la valeur des huit premiers bits de poids 

fort, de fagon a ce que l'equipement terminal dispose d'une plage de 256 numeros de 

5 ports utilisables. 

Un numero de port reste done code sur un champ de 16 bits, mais avec une 

partie du champ force par le fournisseur de service de connectivite IP. En relation avec 

les figures 2A et 2B, on presente deux exemples de masques de numeros de ports 

selon !'invention: un exemple de masque de type contigu et un exemple de type non 

IO contigu 

15 

20 

Un masque contigu est un masque qui utilise un ensemble adjacent de bits 

(representation binaire du champ port). Cette variante est simple a mettre en 

oouvre et ne requiert pas d'intelligence de traitement et d'implementation pour 

les equipements mettant en oouvre !'invention. La plage associee a un masque 

contigu est une plage continue et unique. Les valeurs autorisees sont 

comprises dans un seul intervalle. 

Un masque non contigu est un masque qui utilise des bits non adjacents. La 

plage de ports resultante peut etre definie par !'union de plusieurs « petite » 

plage continue. L'avantage de cette deuxieme variante est la possibilite 

d'affecter la plage des ports par defaut a plusieurs equipements terminaux en 

meme temps. 

On presente, en relation avec la figure 3, un reseau de telecommunications RT 

d'un operateur sur lequel un fournisseur de service a deploye une architecture de 

25 service de connectivite ou d'acces IP. Une pluralite d'equipements terminaux disposent 

d'un acces a ce reseau. Dans la suite, on designera par equipement terminal aussi 

bien les equipements terminaux 110, 120, 130, 140, 160, 170 tels que, par exemple, 

des telephones ou des ordinateurs personnels, connectes directement au reseau RT 

qu'une passerelle domestique 230, 220 placee en coupure de flux entre un reseau 

30 domestique et le reseau de telecommunications RT. 
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Une telle passerelle dispose d'une table de traduction d'adresses ou table de 

Nattage, qui fait correspondre a une adresse privee et un premier numero de port d'un 

equipement terminal de son reseau prive au moins sa propre adresse publique et un 

deuxieme numero de port. 

5 De fa9on avantageuse, le reseau de telecommunications RT de l'operateur 

comprend au moins un dispositif de routage AN 300 mettant en reuvre le procede de 

routage d'un paquet de donnees selon !'invention. On notera qu'il peut en comprendre 

plusieurs autres, tels que le dispositif de routage 310. 

Ce precede de routage va maintenant etre decrit en relation avec la figure 4. 

l O Sur reception d'un paquet de donnees PT comprenant une adresse publique de 

destination @PUB et un numero de port de destination P2, le precede de routage 

selon !'invention met en reuvre une etape E1 de determination d'un masque de ports 

definissant une plage de numeros de ports a laquelle appartient le numero de port P2. 

Les masques de ports affectes aux equipements terminaux du reseau peuvent 

15 avantageusement etre stockes dans une base de donnees BD1. En E2, ce masque de 

ports MP est utilise pour selectionner un equipement destinataire du paquet PT parmi 

une pluralite d'equipements terminaux ayant la meme adresse publique P2, et 

!'identifier a l'aide de son identifiant de routage IDR. Le paquet est ensuite route en E3 

vers l'equipement destinataire selectionne a partir de son identifiant de routage IDR. Si 

20 le dispositif de routage AN 300 ne dispose pas d'entree dans ses tables de routage, le 

paquet en question est supprime. 

Dans le mode de realisation decrit en relation avec la figure 5, le dispositif de 

routage AN 300 selon !'invention comporte les elements materiels que l'on retrouve 

classiquement dans un ordinateur conventionnel, a savoir un processeur 310, une 

25 memoire vive de type RAM 320, une memoire morte de type ROM 330 et des moyens 

340 de telecommunications avec le reseau 1. 

Conformement a !'invention, le dispositif de routage AN 300 comporte une 

memoire 350 comprenant une base de donnees dans laquelle ii sauvegarde 

!'association entre l'adresse publique @PUB, le masque de ports MP et l'identifiant de 

30 routage IDR de l'equipement terminal 100. On notera que cette memoire peut aussi 
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bien etre externe au dispositif pourvu qu1il puisse y acceder pour recuperer les 

donnees d 1identification de 11equipement terminal destinataire du paquet de donnees 

re9u. 

la memoire morte 330 constitue un support d'enregistrement conforme a 
5 !'invention. Ce support memorise un programme d'ordinateur conforme a !'invention, ce 

programme comportant des instructions pour !'execution des etapes du procede de 

routage conforme a !'invention qui vient d1etre decrit en reference a la figure 4. 

Le dispositif de routage AN selon !'invention a pour principale fonction de 

maintenir une table de correspondance entre l'identifiant de routage IDR et le couple 

10 (adresse IP publique @PUB, masque de ports MP) de fa9on a pouvoir determiner de 

fa9on non ambigi.ie a quel equipement terminal doit etre transmis le paquet de 

donnees comprenant l'adresse de destination @PUB partagee par plusieurs 

equipements terminaux. Le dispositif AN peut etre localise dans un PoP (Point of 

Presence) d'acces au reseau de telecommunications RT ou etre centralise. II peut etre 

15 heberge par un routeur ou par un equipement dedie. 

L'adresse primaire @PUB d'un equipement terminal est annoncee par le 

dispositif de routage AN, par exemple a l'aide du protocole de routage intra-domaine 

IGP (Interior Gateway Protocol, en anglais) tels que RIP (Routing Information Protocol). 

IS-IS ( Intermediate System to Intermediate System) ou OSPF (Open Shortest Path 

20 First). Ced permet de forcer le passage des paquets IP destines a toute adresse IP 

publique, affectee comma adresse principale a au moins deux equipements terminaux. 

Selan un premier mode de realisation de l1invention, l'identifiant de routage IDR est 

une adresse privee ou encore appele secondaire de l'equipement terminal. Une telle 

adresse n'est pas annoncee par le dispositif de routage AN. Par consequent, elle n'est 

25 pas mutable dans le cceur de reseau RT. Elle n'est pas non plus joignable depuis 

internet. Dans le cas ou le dispositif AN se trouve dans un POP d'acces au reseau RT, 

sa portee est limitee aux echanges entre l'equipement terminal et les equipements 

constituants !edit POP. 

En relation avec la figure 6, on presente maintenant un deuxieme mode de 

30 realisation du procede de routage selon !'invention. Selan ce mode de realisation, 
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l'identifiant de routage IDR est un identifiant de route dediee a l'equipement terminal. 

Un tel identifiant designe de fa<;on unique une route qui dessert l'equipement terminal 

de fagon unique et non ambigue. Ceci est realisable part exemple a !'aide de routes 

disjointes. Deux routes R1 et R2 sont dites disjointes si aucun des nceuds constituants 

5 la route R1 dans le reseau de l'operateur n'est traverse au titre de la route R2. Ainsi, 

les routes R 1 et R2 sont constituees par une succession de nceuds, aucun de ces 

nceuds n'etant partage entre ces deux routes. Pour ce faire, la topologie du reseau de 

telecommunications sous jacent doit etre construite de telle fagon a permettre 

!'installation de routes disjointes dans la table de routage maintenue par le dispositif de 

10 routage AN selon !'invention. 

On comprend que, selon !'invention, l'equipement terminal 100 et le dispositif de 

routage AN 300 doivent etre configures prealablement a toute connexion au reseau. 

Le procede de configuration d'un equipement terminal selon !'invention va 

maintenant etre decrit en relation avec la figure 7. Lorsqu'il se connecte au reseau de 

15 telecommunications RT de l'operateur, par exemple suite a sa mise sous tension, 

l'equipement terminal 100, 200, 210, 220, 130, envoie de fagon connue, une requete 

de configuration au service de connectivite IP du fournisseur de service. Une telle 

requete RQ-CONF est regue par un serveur de configuration SC qui lui fournit en 

retour les donnees de configuration necessaires a la mise en ceuvre de son service de 

20 connectivite IP. 

II peut s'agir, par exemple, d'une requete DHCP _DISCOVER() selon le 

protocole DHCP diffusee en mode broadcast dans le reseau de telecommunications du 

fournisseur de service IP. Ce message peut etre relaye par un client relais DHCP 

(DHCP Client Relay} ou etre regu directement par un serveur de configuration DHCP. 

25 Sur reception de ce message, un serveur de configuration DHCP repond a l'emetteur 

du message DHCP _DISCOVER() par un message dedie DHCP _ OFFER() contenant 

un bail DHCP. 

Selan !'invention, le procede de configuration mis en ceuvre par le serveur de 

configuration SC sur reception de la requete de configuration RQ-CONF. Une etape 

30 E"1 consiste a affecter une adresse publique audit equipement terminal, ladite adresse 
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publique etant partagee avec une pluralite d'equipements terminaux. Une etape E"2 

consiste ensuite a affecter audit equipement terminal un masque de ports MP 

definissant une plage de numeros qui lui est dediee et un identifiant de routage IDR. 

De telles donnees de configuration @PUB, IDR et MP sont enfin envoyees audit 

5 equipement terminal dans un message de configuration MESS-CONF .. 

Selon un aspect de !'invention, le serveur de configuration designe un dispositif 

de routage AN 300 d'attachement pour l'equipement terminal. Les donnees de 

configuration sont aussi envoyees a ce dispositif de routage AN 300 par le serveur de 

configuration SC. Dans ce cas, le message de configuration MESS-CONF comprend 

1 O en outre un identifiant du dispositif de routage d'attachement AN 300. 

15 

20 

25 

Lorsque la configuration se fait aupres d'un serveur DHCP, le message de 

configuration MESS-CONF est une offre de type DHCP _ OFFER(} qui contient les 

donnees de configuration IP relatives a la configuration de l'equipement terminal en 

ayant fait la demande. De telles donnees comportent au mains les elements suivants: 

une adresse secondaire IPV4 @PRIV; 

une adresse primaire IPV4 @PUB ; 

un masque de port MP, qui fait l'objet d'une nouvelle option DHCP selon le 

format suivant ; 

I Code I Len I Val 

I variable 

o Code : ce champ renseigne le code de !'option. La valeur de ce champ 

doit etre attribuee par IANA (Internet Assigned Numbers Authority). La 

longueur de ce champ est de 1 octet; 

o Len: Ce champ renseigne la longueur de la valeur de !'option. Dans le 

cas de !'option masque de ports, la valeur de ce champ est egale a 
"variable"; 

o Val : Ce champ renseigne la valeur du masque de ports. Cette valeur 

est codee comme le champ "port" des protocoles de transport IP. La 
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valeur MP est utilisee pour determiner la plage des numeros de ports 

utilisables par une passerelle domestique. 

- L'identifiant de dispositif de routage AN d'attachement peut etre dans ce cas, 

un identifiant a.b.c.d egal a son adresse IP ou a son nom de domaine FQDN 

(Fully Qualified Domain Name}. II fait lui aussi l'objet d'une nouvelle option 

DHCP. 

Le format de l'option de dispositif de routage d'attachement (DAN) est le 

suivant: 

I Code I Len I Val 

I DAN 

o Code: ce champ renseigne le code de !'option. La valeur de ce champ 

doit etre attribuee par IANA ( Internet Assigned Numbers Authority). La 

longueur de ce champ est de 1 octet; 

o Len : Ce champ renseigne la longueur de la valeur de !'option. Dans le 

cas de !'option dispositif de routage d'attachement (DAN}, la valeur de 

ce champ est egale a "4" ; 

o Val: Ce champ renseigne la valeur du parametre DAN. Cette valeur est 

codee sous forme d'une adresse IP. 

Les serveurs de configuration DHCP doivent etre modifies pour mettre en 

20 c:euvre !'invention et notamment affecter ces nouvelles donnees de configuration a tout 

equipement terminal, par exemple une passerelle domestique, demandant un acces de 

connectivite IP. 

Dans le mode de realisation decrit en relation avec la figure 8, le serveur de 

configuration SC 400 selon !'invention comporte les elements materiels que l'on 

25 retrouve classiquement dans un ordinateur conventionnel, a savoir un processeur 410, 

une memoire vive de type RAM 420, une memoire morte de type ROM 430 et des 

moyens 440 de telecommunications avec le reseau 1. 
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Conformement a !'invention, le serveur de configuration SC 400 comporte une 

memoire 450 comprenant une base de donnees dans laquelle ii sauvegarde les 

donnees de configuration des equipements terminaux qu'il gere, notamment 

!'association entre l'adresse primaire @PUB, le masque de ports MP et l'identifiant de 

5 routage IDR de l'equipement terminal 100. On notera que cette memoire peut aussi 

bien etre externe au serveur de configuration pourvu qu'il puisse y acceder pour 

recuperer les donnees de configuration de l'equipement terminal emetteur de la 

requete de configuration. 

10 En reponse a une requete de configuration envoyee au serveur de 

configuration SC 400, l'equipement terminal selon !'invention re9oit le message de 

configuration MESS-CONF comprenant les donnees de configuration de sa 

connectivite IP au reseau de telecommunications RT. Sur reception de ce message, ii 

execute le procede de mise en ceuvre d'une configuration selon !'invention, qui va 

15 maintenant etre decrit en reference a la figure 9. Dans une etape E"1, ii enregistre les 

donnees de configurations re9ues dans une base de donnees BOT. Lorsqu'il souhaite 

envoyer un paquet de donnees PT dans le reseau de telecommunications RT, ii 

selectionne en E"3 un port P2 dans la plage de numeros de ports definie par le 

masque de ports PT et affecte au paquet de donnees PT un port source correspondant 

20 au port P2. 

Sur reception d'un paquet de donnees PT' en provenance du reseau de 

telecommunications, ii met en ceuvre une etape E"4 de verification d'une appartenance 

d'un port P'2 dudit paquet au masque de port MP et rejette le paquet en E"5 si la 

verification est negative. 

25 Selon une variante, ii comprend en outre une etape E"2 d'envoi des donnees 

de configuration a l'equipement AN 300 du reseau de telecommunications RT 

comprenant le dispositif de routage selon !'invention. 

On comprend done que le dispositif de routage selon !'invention peut etre 

configure soit par l'intermediaire de l'equipement terminal, soit directement par le 

30 serveur de configuration SC 400. 
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Le premier cas s'applique, lorsque l'identifiant de routage IDR est une adresse 

secondaire @PRIV. L'equipement terminal, apres avoir active la nouvelle configuration 

regu dans le message de configuration MESS-CONF, qui peut etre un bail DHCP, 

genere un message de configuration, que nous appelons BIND(), destine au dispositif 

5 de routage AN selon !'invention. Ce dispositif est identifie par l'adresse DAN dans le 

message MESS-CONF. Le message BIND(@PRIV, @PUB, MP) comprend au moins 

l'adresse principale de l'equipement terminal, son identifiant de routage IDR et son 

masque de ports. De fagon avantageuse, ii comprend en outre un identifiant du 

dispositif de routage apte a router vers l'equipement terminal les paquets de donnees 

IO qui lui sont destines. II est emis par l'equipement terminal avec une adresse source 

egale a @PRIV. Sur reception de ce message, le dispositif de routage AN envoie un 

acquittement a l'equipement terminal emetteur a l'aide d'un message d'acquittement. 

Lorsque l'identifiant de routage IDR est un identifiant de route dediee a 
l'equipement terminal, deux variantes pour l'envoi du message BIND() peuvent etre 

15 envisagees. Dans les deux cas, le serveur de configuration SC connaTt !'ensemble des 

20 

25 

30 

routes maintenues par le dispositif de routage AN : 

Selon la premiere, le message BIND() est avantageusement transmis au 

dispositif de routage AN par le serveur de configuration SC. On notera que, 

dans ce deuxieme cas, le serveur de configuration envoie le message BIND() et 

que ce message comprend l'adresse principale @PUB, le masque de port MP 

et l'identifiant de la route a utiliser. Sur reception de ce message, le dispositif de 

routage selon !'invention associe, en consultant sa table de routage avec routes 

disjoints preinstallees, un identifiant de route specifique a l'equipement IDR et 

(@PUB, MP) regu. 

Selan la deuxieme, l'identifiant de la route a utiliser est envoye par SC au 

meme titre que @PUB et MP. Le terminal envoie un message BIND() contenant 

les informations suivantes : @PUB, MP et IDR. Neanmoins, noue ne 

recommandons pas cette deuxieme variante car le client ne doit pas etre au 

courant des politiques de routage telles que installees par le fournisseur de 

service. 
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En relation avec la figure 8, on considere le contenu des messages BIND() envoyes 

au dispositif de routage AN 300 par les equipements terminaux suivants : 

L'equipement terminal 11 0 envoie le message BIND(@PUB1, MP1, IDR1 ); 

La passerelle domestique 220 de l'equipement terminal 120 envoie le message 

BIND(@PUB2, MP2, IDR2}; 

La passerelle domestique 230 de l'equipement terminal 130 envoie le message 

BIND(@PUB3, MP3, IDR3); 

L'equipement terminal 140 envoie le message BIND(@PUB4, MP4, IDR4 }. 

Une fois le message BIND() re9u par le dispositif de routage AN selon !'invention, ce 

10 dernier procede a l'instanciation d'une nouvelle entree dans une table d'associations 

(ou de bindings). Ladite table permet de determiner sans ambigu·ite parmi !'ensemble 

de machines gerees par le dispositif de routage AN et ayant la meme adresse 

principale @ PUB, celle vers laquelle ii faut transmettre un message destinee a ladite 

adresse IP donnee (i.e. @PUB) ayant ete affectee comme adresse principale. 

15 Pour ce faire, le dispositif de routage AN maintient !'association (IDR, (@PUB, MP)). 

20 

Dans le cadre de l'exemple de la figure 8, la table des associations contient les 

associations suivantes : 

IDR1, (@PUB, MP1) 

IDR2, (@PUB, MP2) 

IDR3, (@PUB, MP3) 

IDR4, (@PUB, MP1) 

Dans une variante d'implementation, la signature du message BIND(} peut contenir 

une duree de vie telle que renseignee dans le bail DHCP. De plus, une association 

installee dans la table des association peut etre rafraichie a l'aide d'autres messages 

25 BIND(). Si aucune mise a jour n'est rec:;ue avant l'ecoulement de la duree de vie, 

l'entree correspondante est supprimee de la liste (une marge de precision peut etre 

envisagee ). 

Dans une autre variante, le message BIND() peut etre envoye par le serveur de 

configuration 400 SC et non pas par l'equipement terminal qui vient d'etre configure. 

30 Les informations requises par !'installation d'une nouvelle entree dans la table des 
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associations peuvent etre transmises directement par le fournisseur de service au 

dispositif de routage AN 300 via le serveur de configuration SC 400. 

En relation avec la figure 8, on considere l'exemple d'un paquet de donnees PT 

(@PUB, P2) emis par l'equipement terminal 110 a destination de l'equipement terminal 

5 120. A la reception de ce paquet destine a une adresse principale IP @PUB, le 

dispositif de routage AN procede a la lecture du numero de port de destination P2 dudit 

message et deduit le masque de port MP2 correspondant. A l'aide de ce masque et de 

l'adresse principale @PUB, le dispositif de routage AN determine, en parcourant sa 

table des associations, l'identifiant de routage IDR2, par exemple l'adresse secondaire 

l O @PRIV2 associee au couple (@PUB, MP2). 

15 

Apres determination de l'adresse secondaire, le dispositif de routage AN 

transforme le paquet IP re9u en un paquet PT'(@PUB, P2, IDR2). Pour des raisons de 

securite, le numero de port destination a utiliser pour ce paquet PT' est negocie entre 

l'equipement terminal 120 et le dispositif de routage AN. 

On notera que le paquet PT peut etre transforme de diverses fa9ons. Selan un 

premier mode de realisation, ii est encapsule dans un paquet PT' comprenant, par 

exemple, comme adresse de destination l'adresse secondaire @PRIV2 de 

l'equipement terminal destinataire 120. 

Selon un deuxieme mode de realisation, le paquet PT est modifie en incluant 

20 l'adresse secondaire @PRIV2 dans un champ particulier de son en-tete. Cette 

transformation du paquet de donnees permet un mode de routage dit routage a la 

source. II n'est pas toujours supporte par les nreuds d'un reseau de 

telecommunications. 

Selon un troisieme mode de realisation, le paquet PT est transforme a 
25 l'identique, le routage se faisant a partir de l'identifiant de route dedie IDR2 qui ne 

necessite aucune modification du paquet. 

Dans le mode de realisation decrit en relation avec la figure 8, l'equipement 

terminal 100 selon !'invention comporte !es elements materiels que l'on retrouve 

30 classiquement dans un ordinateur conventionnel, a savoir un processeur 110, une 
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memoire vive de type RAM 120, une memoire morte de type ROM 130 et des moyens 

140 de telecommunications avec le reseau 1 . 

Conformement a !'invention, l'equipement terminal 100 comporte une memoire 

150 comprenant une base de donnees dans laquelle ii sauvegarde ses donnees de 

5 configuration, notamment !'association entre l'adresse publique @PUB, le masque de 

ports MP et l'identifiant de routage IDR de l'equipement terminal 100. On notera que 

cette memoire peut aussi bien etre externe a l'equipement terminal pourvu qu'il puisse 

y acceder pour recuperer les donnees de configuration dont ii a besoin pour la mise en 

ceuvre de sa connectivite IP sur le reseau de telecommunications RT. 

Selon un mode de realisation de !'invention, decrit en relation avec la figure 10, 

on considere maintenant un equipement terminal 110 connecte au reseau domestique 

d'une passerelle domestique 210 placee en coupure de flux de donnees entre 

l'equipement terminal 11 O et le reseau de telecommunications RT. Dans ce mode de 

realisation, la passerelle domestique 210 constitue un equipement terminal selon 

15 !'invention. De fa9on connue, elle comprend une table de traduction d'adresses ou 

table de Nattage NAT qui fait correspondre, pour un flux emis par un equipement 

terminal 110 de son reseau domestique, une adresse @PRIV1 et un port P1 de ce 

terminal dans le reseau domestique a au mains une adresse publique @PUB2 et un 

port P2 de la passerelle domestique 210 dans le reseau de telecommunications de 

20 l'operateur RT, P2 appartenant a la plage de numeros definies par le masque de ports 

MP. Cette table NAT est, par exemple, stockee dans une base de donnees BOP qui 

peut etre interne ou externe. 

Une passerelle domestique selon !'invention met done en ceuvre des moyens 

de traduction d'adresses sur reception d'un paquet de donnees PT emis par un 

equipement terminal de son reseau domestique et adresse au reseau de 

telecommunications et sur reception d'un paquet de donnees PT' destine a cet 

equipement terminal. 

Pour les communications sortantes, la seule difference par rapport aux 

pratiques existantes est que l'equipement terminal 11 O ou la passerelle domestique 

30 120 selon !'invention est oblige de choisir un port source dans la plage fixee par le 
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masque de port affecte par le fournisseur de service. Taus les messages, sauf !es 

messages BIND(), sont emis avec comme adresse source l'adresse principale ou 

adresse publique @PUB aff ectee par le fournisseur de service. Pour les messages 

BIND(), l'adresse source utilisee est l'adresse secondaire IDR2= @PRIV2. 

5 De fac;on avantageuse, les paquets de donnees emis par un equipement 

terminal donne traversent le dispositif de routage AN 300 auquel cet equipement 

terminal est attache. Le dispositif de routage AN procede au marquage des paquets de 

donnees IP emis par cet equipement terminal. Le champ OS (Differentiated Services) 

ou ToS (Type of Service) des paquets IP peut etre utilise pour le marquage, si et 

1 O seu!ement si le masque du port ne depasse pas 6 bits. En effet, lors de la reception du 

message BIND(), le dispositif de routage AN preinsta!le une regle de marquage pour 

les messages emis par l'equipement terminal en question. Le processus 

d'encapsulation est alors guide par la valeur du champ OS des paquets IP rec;us et 

done le dispositif de routage AN n'a plus besoin d'inspecter les informations relatives a 
15 la couche transport. Ainsi le temps de traitement des messages sera ameliore. Cette 

variante suppose que la machine terminale ne modifie pas le code DS/TOS utilise et 

qu'il est repositionne a la meme valeur pour les paquets reponses. 

Le dispositif de routage conforme a !'invention peut etre heberge par des 

routeurs traditionnels ou par des equipements dedies. Etant donnees que les 

20 modifications requises par !'invention lors de la phase de decouverte d'un serveur de 

configuration, par exemple selon le protocole DHCP ne sont pas majeures, les 

architectures actuelles peuvent etre adaptees. 

Le dispositif de routage AN selon !'invention peut etre heberge n'importe ou 

dans le reseau de telecommunications de l'operateur. De fac;on avantageuse, ii est 

25 deploye au sein d'un POP d'acces au reseau. De plus, un ou plusieurs dispositifs de 

routage AN peuvent etre deployes au sein du meme POP d'acces IP, aussi bien de 

fac;on centralisee que distribuee. 
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REVENDICATIONS 

1. Precede de routage d'un paquet de donnees IP dans un reseau de 

telecommunications, ledit paquet comprenant une adresse primaire de destination et 

un numero de port de destination, caracterise en ce que !edit procede comprend, sur 

5 reception dudit paquet, les etapes suivantes : 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une pluralite 

d'identifiants d'equipements associes a ladite adresse de destination a partir du 

IO masque de ports; et 

- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

2. Procede de routage d'un paquet de donnees IP selon la revendication 1, 

caracterise en ce que ledit au mains un identifiant est une adresse secondaire de 

destination de l'equipement destinataire. 

15 3. Procede de routage d'un paquet de donnees IP selon la revendication 2, 

caracterise en ce que le procede comprend, prealablement a l'etape de routage, une 

etape de transformation du paquet pour y ajouter ladite adresse secondaire et en ce 

que le paquet est route a partir de ladite adresse secondaire. 

4. Procede de routage selon la revendication 1, caracterise en ce que l'identifiant 

20 est un identifiant de route specifique a cet equipement et en ce que le routage du 

paquet est effectue a partir dudit identifiant de route specifique. 

5. Dispositif de routage d'un paquet de donnees IP dans un reseau de 

telecommunications, !edit paquet comprenant une adresse primaire de destination et 

un numero de port de destination, caracterise en ce que ledit dispositif est apte a 
25 mettre en ceuvre, sur reception dudit paquet, les moyens suivants : 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une pluralite 

d'identifiants d'equipements associes a ladite adresse primaire de destination a partir 

30 du masque de ports; et 
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- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

6. Equipement dans un reseau de telecommunications, apte a recevoir un paquet 

de donnees IP comprenant une adresse primaire de destination et un numero de port 

de destination, caracterise en ce qu'il comprend au mains un dispositif de routage 

5 comprenant les moyens suivants : 

10 

- determination d'un masque de ports definissant une plage de numeros de 

ports a laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une 

pluralite d'identifiants d'equipements associes a ladite adresse primaire de 

destination a partir du masque de ports; et 

- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

7. Precede de configuration d'un equipement terminal connecte a un reseau de 

telecommunications, caracterisee en ce qu'il comprend, sur reception d'une requete de 

configuration emise par ledit equipement, les etapes suivantes : 

15 - affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

numeros qui lui est dediee et d'un identifiant de routage; et 

- envoi audit equipement terminal d'un message de configuration comprenant ladite 

20 adresse primaire, ledit masque de port et ledit identifiant de routage. 

8. Precede de configuration d'un equipement terminal selon la revendication 7, 

caracterise en ce qu'il comprend une etape d'affectation audit equipement terminal d'un 

identifiant de dispositif de reutage apte a router un paquet de donnees comprenant 

ladite adresse primaire comme adresse de destination vers !edit equipement terminal 

et en ce que le message de configuration comprend en outre ledit identifiant de 

dispositif de routage. 

9. Precede de configuration selon la revendication 7, caracterise en ce que ledit 

message de configuration est envoye en outre a dispositif de routage apte a router un 

paquet de donnees comprenant ladite adresse primaire comme adresse de destination 

30 vers ledit equipement terminal. 
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10. Serveur de configuration dans un reseau de telecommunications, caracterise en 

ce que, sur reception d'une requete de configuration emise par un equipement terminal, 

ii est apte a mettre en reuvre les moyens suivants : 

- affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

5 etant partagee avec une pluralite d'equipements terminaux; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

numeros qui lui est dediee et d'un identifiant de routage; et 

- envoi audit equipement terminal d'un message de configuration comprenant ladite 

adresse publique, ledit masque de port et ledit identifiant de routage. 

1 O 11. Precede de mise en reuvre d'une configuration par un equipement terminal 

connecte a un reseau de telecommunications, caracterise en ce que, sur reception 

d'un message de configuration comprenant des donnees de configuration parmi 

lesquelles une adresse primaire, un masque de port definissant une plage de numeros 

qui lui est dediee et un identifiant de routage, ledit procede comprend les etapes 

15 suivantes : 

- enregistrement desdites donnees de configuration; 

prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, !edit paquet de donnees comprenant comme adresse 

20 source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 

12. Procede de mise en reuvre d'une configuration selon la revendication 11, 

caracterise en ce que, un identifiant de dispositif de routage apte a router un paquet de 

donnees comprenant ladite adresse primaire comme adresse de destination vers ledit 

25 equipement terminal ayant ete re9u, !edit precede comprend en outre une etape 

d'envoi des donnees de configuration audit dispositif de routage. 

13. Precede de mise en reuvre d'une configuration selon la revendication 11, 

caracterise en ce que, sur reception d'un paquet de donnees comprenant une adresse 

de destination, un numero de port et un identifiant de routage, ledit precede comprend 

30 en outre une etape de verification d'une appartenance du numero de port a la plage de 
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numeros definie par son masque de port et une etape de rejet dudit paquet si la 

verification est negative. 

14. Equipement terminal client connecte a un reseau de telecommunications, 

caracterise en ce que, sur reception d'un message de configuration comprenant des 

5 donnees de configuration parmi lesquelles une adresse primaire partagee avec une 

pluralite d'equipements terminaux, un masque de ports definissant une plage de 

numeros qui lui est dediee et d'un identifiant de routage, ii est apte a mettre en ceuvre 

les moyens suivants : 

- enregistrement desdites donnees de configuration; 

1 O prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, ledit paquet de donnees comprenant comme adresse 

source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 
15 15. Produit programme d'ordinateur telechargeable depuis un reseau de 

communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede de routage selon la revendication 1. 

16. Produit programme d'ordinateur telechargeable depuis un reseau de 

20 communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede de configuration selon la revendication 7. 

17. Produit programme d'ordinateur telechargeable depuis un reseau de 

communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

25 un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede de mise en ceuvre d'une configuration selon la 

revendication 11. 
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Domaine de !'invention 

Le domaine ce !'invention est celui d'un reseau de telecommunications, en 

particulier un reseau de telecommunications IP dans lequel sont transportes des 

5 paquets de donnees d'un equipement source vers un equipement de destination 

identifie par une adresse de destination. 

Un tel reseau de telecommunications groupe une pluralite d'equipements, de 

liens et de fonctions dedies au transport des donnees issues d'equipements terminaux 

connectes a ce reseau. En particulier, les fonctions de transport peuvent etre 

10 implementees grace a !'activation de protocoles de routage et de transmission. Un 

reseau de telecommunications administre par un operateur est encore appele un 

domaine. 

Un fournisseur de service de connectivite IP deploie une architecture dediee 

pour permettre aux utilisateurs d'equipements terminaux d'etre joignables. L'acces au 

I 5 service de connectivite IP est gere par le fournisseur de service qui s'appuie sur le 

reseau de telecommunications d'un operateur pour router les paquets de donnees 

emis par les equipernents terminaux vers leur destination finale. Dans certains cas, 

!edit fournisseur de service est aussi l'operateur de reseau de telecommunications. 

L'invention concerne un mecanisme d'allocation d'adresses et de numeros de 

20 ports permettant d'affocter une meme adresse primaire a une pluralite d'equipements 

terminaux du reseau ce telecommunications. 

25 

Ainsi, !'invention s'applique a tout type d'adressage, public ou prive, mais de 

fai;on privilegiee mais non !imitative aux adresses IP publiques definies par le protocole 

1Pv4 {Internet Protocol version 4). 

Une passerelle domestique placee en coupure de flux de paquets de donnees 

entre un terminal d'un reseau domestique prive et le reseau de telecommunications 

public d'un operateur, qu'on appe/le aussi domaine, comporte, de far;on connue, une 

table dans laquelle elle associe l'adresse IP privee et le port associe a ce terminal, 

avec une adresse IP pubfique de type 1Pv4 et un port de cette meme passerelle sur le 

JO reseau public. 
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2 

Cette table est connue de l'homme du metier sous !'appellation "table de 

nattage", cette expression venant de l'acronyme NAT (Network Address Translation en 

anglais). 

II est communement admis par la communaute des fournisseurs de service IP 

5 qua l'epuisement des adresses IPv4 publiques est une fatalite. Pour eviter ce probleme, 

la communaute s'est mobiHsee dans le passe, ce qui a conduit a la definition d'un 

nouveau protocole IPv6 (Internet Protocol version 6), qui offre un grand nombre 

d'adresses IP et un mecanisme de routage hierarchique aux performances ameliorees. 

Neanmoins, cette solution n'est en pratique pas activee par les operateurs, pour des 

lo raisons financieres ou strategiques. Ces memes fournisseurs ne sent toutefois pas 

indifferents aux alarm1~s recemment emis par l'IETF (Internet Engineering Task Force), 

notamment dans des rapports presentes au sein du groupe de travail GROW ( Global 

Routing Operations Working Group) concernant un risque d'epuisement des adresses 

IPv4 de l'IANA fin 2009. 

15 Pour limiter le nombre d'adresses publiques IPv4 necessaire pour la fourniture 

d'un service de connectivite IP, une solution de double NAT, appelee aussi NAT 

operateur, a ete proposee et implementee. Elle consiste a activer une fonction NAT au 

sein du reseau de telecommunications de l'operateur, de telle sorte que les passerelles 

domestiques utilisent un adressage prive dans leur table de Nattage. En relation avec 

20 la figure 1, on conside3re un equipement terminal 120 dans un reseau domestique RD 

connecte a une passerelle domestique 220 placee en coupure de flux entre 

l'equipement terminal •~t un reseau de telecommunications RT. La passerelle met en 

ceuvre une premiere fonction de NAT NAT1 qui traduit un premier couple d'adressage 

prive d'un paquet de donnees PT emis par l'equipement terminal i 20 en un deuxieme 

25 couple d'adressage prive (@PRIV2, P2). Elle emet ensuite le paquet PT transforme 

dans le reseau RT. Ce paquet est re<;u par un equipement NO du reseau. Cet 

equipement NO met E;n ceuvre une fonction de NAT operateur NAT2 qui traduit le 

deuxieme couple d'adressage prive (@PRIV2, P2} du paquet de donnees PT en un 

troisieme couple d'adressage publique {@PUB3, P3). Ainsi, c'est la fonction de NAT de 

30 l'operateur qui assure la traduction des actresses privees des passerelles domestiques 
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vers des adresses puoliques, ce qui permet d'economiser un nornbre non negligeable 

d'adresses publiques 1Pv4. 

lnconvenients de la technique anterieure 

La solution de NAT Operateur presente des inconvenients, parmi lesquels : 

une complexification de l'acheminement des paquets de donnees IP : du fait de 

!'introduction d'un deuxieme niveau de traduction d'adresses, les paquets de 

donnees doivent etre modifies deux fois; 

la necesslte d'adapter la mise en csuvre de protocoles de signalisation 

applicative ou ALG (Application Level Gateway) conventionnels tels que DNS 

(Domain Name, System), FTP (File Transfer Protocol) ou encore SIP (Session 

Initiation Protocol). Dans le cas de SIP par exemple, l'etablissement et le 

maintien d'une session de voix sur IP, necessite que, pour maintenir a jour sa 

table de Nattage, la passerelle domestique placee en coupure du flux de 

signalisation SIP force artificiellement, de fai;on connue, les echanges de 

signalisation entre le terminal de l'abonne et le reseau public, en imposant une 

frequence elev,§e des requetes de reenregistrements. En presence d'un double 

NAT, un tel mecanisme dolt aussi etre prevu au niveau de l'equipement qui 

heberge la fonction de NAT Operateur; et 

une degradation du service de connectivite IP offert par l'operateur du reseau 

public de telecommunications doit etre deploree, notamment parce que des 

fonctionnalites telles que le "port fotwarding" ou le DynDNS ne peuvent pas 

etre supportees en presence du NAT operateur. 

Obiectifs de l'invention 

II existe done un besoin de pallier ces lnconvenients de l'art anterieur. 

Plus preciseme·nt, ii existe un besoin de fournir une nouvelle solution pour 

economiser !'usage d'adresses IP publiques, sans entrainer de degradation du service 

rendu au terminal client 

Expose de l'invention 

L'invention repond a ce besoin a !'aide d'un procede de routage d'un paquet de 

30 donnees dans un reseau de telecommunications, ledit paquet cornprenant une adresse 
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primaire de destination et un numero de port de destination, !edit procede comprenant, 

sur reception dudit paquet, les etapes suivantes : 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

5 - selection d'un identifiant de routage d'un equipement destinataire du paquet parmi 

une pluralite d'identifiants de routage d'equipements terminaux associes a ladite 

adresse de destination a partir du masque de ports determine; et 

- routage du paquet w~rs l'equipement terminal destinataire a partir dudit identifiant. 

Correlativement, l'invention concerne un dispositif de routage d'un paquet de 

IO donnees IP dans un reseau de telecommunications, !edit paquet comprenant une 

adresse primaire de destination et un numero de port de destination, caracterise en ce 

que !edit dispositif est apte a mettre en ceuvre, sur reception dudit paquet, !es moyens 

suivants: 

- determination d'un masque de ports definissant une plage de numeros de ports a 
l 5 laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement terminal destinataire du paquet parmi une 

pluralite d'identifiants d'equipements associes a ladite adresse primaire de destination 

a partir du masque de ports; et 

- routage du paquet VE~rs l'equipement terminal destinataire a partir dudit identifiant. 

20 

Ainsi, !'invention repose sur une approche tout a fait nouvelle et inventive du 

routage d'un paquet de donnees, qui s'appuie sur une combinaison unique constituee 

de l'adresse de destination du paquet, du masque de ports definissant une plage de 

numeros de ports qui inclut le numero de port de destination du paquet re<;u et d'un 

25 identifiant de routage de l'equipement terminal de destination. L'invention permet done 

d'affecter une meme adresse primaire et routable dans le reseau de 

telecommunications, .~ plusieurs equipements terminaux connectes a ce reseau et 

done d'economiser rusage des actresses IP publiques. L'invention constitue done une 

solution simple, efficace et dans la continuite des pratiques courantes dans le domaine 

JO a l'epuisement des adresses 1Pv4. Elle permet a un fournisseur d'augmenter son pare 
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de clients de maniere significative. Elle ne necessite pas d'investissements 

consequents et permot done une optimisation de CAPEX (Capital Expenditures) et de 

l'OPEX (Operative Expenditures), L'invention s'applique au routage de paquets de 

donnees a destination de tout type d'equipement terminal, qu'il soit connecte ou non a 
5 un reseau domestique en particulier et de fa<;on non limitative a une passerelle 

domestique placee en coupure de flux entre un reseau domestique et un reseau de 

telecommunications public. 

Le procede de routage selon !'invention est mis en oouvre par un equipement du 

reseau de telecommunications. Par consequent, !'invention vise aussi un equipement 

lo dans un reseau de telecommunications, apte a recevoir un paquet de donnees 

comprenant une adresse de destination et un numero de port de destination, ledit 

equipement comprenant un dispositif de routage selon !'invention. 

Un tel equipement est done place en coupure de tous !es flux de donnees 

actresses a l'equipement terminal. II peut s'agir d'un routeur ou d'un equipement dedie 

15 du reseau de telecommunications. 

De fac;on avantageuse, l'adresse primaire est une adresse publique. Un 

avantage de !'utilisation d'un adressage public est d'eviter !es traductions d'adresses et 

les corrections protocolaires a la peripherie d'un domaine administre par un fournisseur 

de service. 

20 Selon un premier mode de realisation de !'invention, !edit au mains un identifiant 

est une adresse secondaire de l'equipement terminal destinataire. Une te!le adresse 

secondaire, aussi appH!ee adresse privee, n'est pas routable dans tout le reseau de 

telecommunications. Elle a une portee restreinte, limitee aux echanges de flux entre 

l'equipement terminal ,~t l'equipement du reseau de telecommunications mettant en 

25 ceuvre le procede selon /'invention. Cette adresse n'est pas annoncee au de/a du 

domaine BGP (Border Gateway Protocol) du reseau de telecommunications d'un 

operateur donne. 

De fa<;on avantageuse, le procede comprend en outre, prealablement a l'etape 

de routage, une etapE! de transformation du paquet pour y ajouter ladite adresse 

30 secondaire et le paquet est route vers l'equipement terminal destinataire a partir de 
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ladite adresse secondaire. 

Selon un aspeict du premier mode de realisation de !'invention, l'etape de 

transformation consiste en a encapsuler le paquet dans un autre paquet destine a 
ladite adresse secondaire. 

Un avantage de cette encapsulation est qu'elle ne necessite pas la modification 

de la structure internei du paquet. Ainsi, toute operation d'ecriture et de calcul d'un 

nouveau checksum est evitee. 

Selon un autre aspect du premier mode de realisation de !'invention, l'etape de 

transformation consiste a ajouter l'adresse secondaire de l'equipement destinataire 

l O dans un champ du paquet. 

Un premier avantage est qu'une telle transformation permet d'optimiser 

!'utilisation de la bande passante, car elle ne necessite par l'ajout de deux en-tetes 

comme le processus d'encapsulation. Un deuxieme avantage est qu'elle exploite 

!'option de routage a la source (source routing) du protocole IP, par exemple. 

15 Selon un deuxieme mode de realisation de !'invention, l'identifiant est un 

20 

identifiant de route specifique a cet equipement terminal et le routage du paquet est 

effectue a partir dudit identifiant de route specifique. On entend ici par route specifique, 

une route dediee pour joindre cet equipement et qui ne dessert que cet equipement 

terminal parmi la pluralite d'equipements possedant la meme adresse primaire. 

Combinee a l'adresse primaire et au masque de ports affecte a l'equipement 

terminal de destination, cet identifiant de route specifique permet d'une part d'identifier 

de fai;on unique cet equipement et, d'autre part, de router le paquet de donnees reQU. 

Un avantage €1st qu'aucune transformation du paquet n'est necessaire. Ce 

mode de realisation de !'invention necessite une ingenierie du reseau de 

25 telecommunications sous-jacent de l'operateur pour pouvoir installer dans l'equipement 

qui met en ceuvre l'ir,vention des routes disjointes vers des equipements ayant la 

meme adresse primaim. 

Dans un mode particulier de realisation, les differentes etapes du precede de 

routage d'un paquet de donnees sont determinees par des instructions de programmes 

JO d·ordinateurs. 
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En consequence, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en ceuvre dans un 

dispositif de routage ou plus generalement dans un ordinateur, ce programme 

comportant des instructions adaptees a la mise en reuvre des etapes d'un precede de 

5 routage tel que decrit ci-dessus. 

Ce programme peut utiliser n'importe quel langage de programmation, et etre 

sous la forme de code source, code objet, ou de code intermediaire entre code source 

et code objet, tel que clans une forme partiellement compilee, ou dans n'importe quelle 

autre forme souhaitable. 

L'invention vise aussi un support d'informations lisible par un ordinateur, et 

comportant des instruc:ions d'un programme d'ordinateur tel que mentionne ci-dessus. 

Le support d'informations peut etre n'importe quelle entite ou dispositif capable 

de stocker le programme. Par exemple, le support peut comporter un moyen de 

stockage, tel qu'une ROM, par exemple un CD ROM ou une ROM de circuit 

15 microelectronique, au encore un moyen d'enregistrement magnetique, par exemple 

une disquette (floppy disc) ou un disque dur. 

D'autre part, le support d'informations peut etre un support transmissible tel 

qu'un signal electrique ou optique, qui peut etre achemine via un cable electrique ou 

optique, par radio ou par d'autres moyens. Le programme selon !'invention peut etre en 

20 particulier te!echarge sur un reseau de type Internet. 

Alternativement, le support d'informations peut etre un circuit integre dans 

Jequel le programme est incorpore, le circuit etant adapte pour executer ou pour etre 

utilise dans !'execution du procede en question. 

L'invention concerne egalement un procede de configuration d'un equipement 

25 terminal connecte a un reseau de telecommunications, comprenant, sur reception 

d'une requete de configuration emise par ledit equipement, !es etapes suivantes : 

- affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux ; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

30 numeros qui lui est dediee et d'un identifiant de routage; et 
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- envoi audit equipement terminal d'un message de configuration comprenant ladite 

adresse primaire, ledit masque de port et ledit identifiant de routage. 

Une pluralite d'equipements terminaux configures selon !'invention re9oit la 

meme adresse primaire. C'est la combinaison de cette adresse primaire, de l'identifiant 

5 de routage et du masque de ports qui permet de les identifier individuellement de fac;on 

unique. 

Selon un aspect de !'invention, le procede de configuration comprend une etape 

d'affectation d'un identifiant de dispositif de routage apte a router un paquet de 

donnees comprenant ladite adresse primaire comme adresse de destination vers !edit 

l O equipement terminal et le message de configuration comprend en outre led it identifiant 

de dispositif de routagH. 

De cette marnere, l'equipement terminal connait l'identite du dispositif de 

routage des paquets de donnees qui lui sont destines. 

Selan un aspect de l'invention, ledit message de configuration est envoye en 

15 outre a un equipement du reseau de telecommunications comprenant un dispositif de 

routage apte a router un paquet de donnees comprenant ladite adresse primaire 
' 

comme adresse de destination vers ledit equipement terminal 

Le procede de configuration selon !'invention est mis en reuvre par un serveur 

de configuration dans un reseau de telecommunications, apte, sur reception d'une 

20 requete de configuration emise par un equipement terminal, a mettre en ceuvre !es 

moyens suivants : 

- affectation d'une adrnsse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux; et 

-affectation audit equipement terminal d'un masque de ports definissant une plage de 

25 numeros qui lui est deciee et d'un identifiant de routage; et 

- envoi audit equipem1~nt terminal d'un message de configuration comprenant ladite 

adresse primaire, !edit masque de port et ledit identifiant de routage. 

L'invention concerne aussi un procede de mise en ceuvre d'une configuration 

par un equipement terminal connecte a un reseau de telecommunications, caracterise 

30 en ce que, sur reception d'un message de configuration comprenant des donnees de 
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configuration parmi lesquelles une adresse primaire, un masque de port definissant 

une plage de numeros qui lui est dediee et un identifiant de routage, /edit precede 

comprend les etapes s.uivantes : 

- enregistrement desdites donnees de configuration; 

5 - prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, !edit paquet de donnees comprenant comme adresse 

source l'adresse primaire dudit equipem~nt terminal et comme numero de port source 

le numero de port selectionne. 

15 

20 

Selan un aspect de !'invention, le procede de mise en reuvre d'une 

configuration comprend en outre une etape d'envoi des donnees de configuration a un 

dispositif de routage d'un paquet de donnees selon !'invention. 

Ce dispositif de routage est le dispositif d'attachement de l'equipement terminal. 

II voit passer tous les paquets de donnees destines a l'equipement terminal. 

Selan un autre aspect de !'invention, sur reception d'un paquet de donnees 

comprenant une adresse de destination, un numero de port et un identifiant de routage, 

!edit procede cornprend en outre une etape de verification d'une appartenance du 

numero de port a la plage de numeros definie par son masque de port et une etape de 

rejet dudit paquet si la verification est negative. 

Le procede de mise en reuvre d'une configuration est avantageusement mis en 

ceuvre par un equipement terminal client connecte a un reseau de telecommunications, 

caracterise en ce que, sur reception d'un message de configuration comprenant des 

donnees de configuration parmi lesquelles une adresse primaire partagee avec une 

pluralite d'equipements terminaux, un masque de ports definissant une plage de 

25 numeros qui lui est decliee et d'un identifiant de routage, ii est apte a mettre en reuvre 

les moyens suivants: 

- enregistrement desclites donnees de configuration; 

prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, si§lection d'un numero de port dans la plage de numeros de ports 

JO definie par le masque de ports, ledit paquet de donnees comprenant comme adresse 
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source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 

Dans un mode particulier de realisation, les differentes etapes du precede de 

mise en ceuvre d'une configuration sont determinees par des instructions de 

5 programmes d'ordinateurs. 

En consequence, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en ceuvre dans une 

passerelle domestique ou plus generalement dans un ordinateur, ce programme 

comportant des instructions adaptees a la mise en ceuvre des etapes d'un procede de 

1 O mise en reuvre d'une configuration tel que decrit ci-dessus. 

L'invention concerne en outre un precede de traduction d'adresses d'un paquet 

de donnees re9u par une passerelle domestique placee en coupure de flux entre un 

equipement terminal E➔metteur dudit paquet et un equipement terminal destinataire 

dudit paquet dans un reseau de telecommunications, ledit paquet comprenant une 

15 premiere adresse et un premier numero de port de l'equipement terminal emetteur, 

ledit procede etant caracterise en ce qu'il comprend une etape de remplacement de 

ladite premiere adress,e et du premier numero de port par une adresse primaire et un 

deuxieme numero de port, ledit deuxieme numero de port appartenant a une plage de 

numeros dediee a ladite passerelle et determinee par un masque de numeros de ports. 

20 Lorsqu'un equipement terminal se trouve dans un reseau domestique gere par 

une passerelle domestique, la passerelle domestique configuree selon !'invention met 

en ceuvre un mecanisme de traduction d'adresses, qui consiste non seulement a 
remplacer la premiere adresse de l'equipement terminal par son adresse primaire, 

mais aussi a selectionner un numero de ports dans sa plage dediee. 

25 Dans un mode particulier de realisation, les differentes etapes du precede de 

traduction d'adresses d'un paquet de donnees sont determinees par des instructions 

de programmes d'ordinateurs. 

En consequenc:e, !'invention vise aussi un programme d'ordinateur sur un 

support d'informations, ce programme etant susceptible d'etre mis en ceuvre dans une 

30 passerelle domestique ou plus generalement dans un ordinat,3ur, ce programme 
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comportant des instructions adaptees a la mise en ceuvre des etapes d'un procede de 

traduction d'adresses tel que decrit ci-dessus. 

Liste des figures 

D'autres avantages et caracteristiques de !'invention appara1tront plus 

5 clairement a la lecture de la description suivante d'un mode de realisation particulier de 

!'invention, donne a titre de simple exemple illustratif et non limitatif, et des dessins 

annexes, parmi lesqunls : 

IO 

15 

20 

25 

30 

la figure 1, cleja decrite, presente de fac;on schematique un reseau de 

telecommunication mettant en ceuvre la fonction de NAT operateur selon !'art 

anterieur; 

les figures 2A et 28 presentent deux exemples de masques de numeros de port 

selon !'invention; 

la figure 3 presente de far;on schematique une pluralite d'equipements 

terminaux connectes a un reseau de telecommunications d'un operateur selon 

!'invention; 

la figure 4 premente un procede de routage d'un paquet de donnees dans un 

reseau de telecommunications selon !'invention; 

la figure 5 presente un equipement du reseau de telecommunications mettant 

en cauvre le procede de routage selon !'invention, dans sor. environnement; 

la figure 6 presE:mte de fa9on schematique un mode de realisation de !'invention, 

selon lequel l'identifiant de routage est un identifiant de route dediee a 
l'equipement terminal destinataire du paquet de donnees; 

la figure 7 presente de fa9on schematique le procede de configuration d'un 

equipement terminal selon !'invention; 

la figure 8 presente de fa9on schematique un equipement terminal mettant en 

ceuvre le procede de mise en ceuvre d'une configuration selon l'inventlon, dans 

son environnement; 

la figure 9 presente un procede de mise en ceuvre d'une configuration d'un 

equipement terr1inal selon !'invention; et 

la figure 10 presente de fai;on schematique une passerelle domestique mettant 
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en oouvre le procede de mise en oouvre d'une configuration selon l'invention, 

dans son environnement. 

Description d•un mode de realisation particulier de !'invention 

5 Le principe general de !'invention repose sur !'affectation d'une meme adresse 

primaire a une pluralite d'equipements terminaux dans un reseau de 

telecommunications, ces equipements terminaux etant identifies de fac;:on unique a 
partir d'un identifiant de routage et d'un masque de port definissant une plage de 

numeros de ports qui leur est dediee. 

1 O On notera que le terrne d'equipement terminal est general et designe aussi bien un 

equipement terminal directement connecte au reseau de telecommunications qu'une 

passerelle domestique. 

Les inventeurs ant constate qu'un equipement terminal n'utilise pas 

simultanement les 216 (i.e. 65536) valeurs de numeros de ports dont ii dispose. Cette 

15 plage est en effet surdimensionnee pour les besoins reels d'un client, qui n'utilise que 

que!ques connexions pour des applications de type P2P (Peer to Peer), FTP (File 

Transfer Protocol), web browsing, telephonie, etc. 

L'invention consiste a reduire la plage de numeros de ports disponibles pour un 

equipement terminal par application, en affectant a un equipement terminal un masque 

20 de ports definissant une sous partie de cette plage. Le masque de port ainsi attribue a 
un equipement terminal particulier est utilise, en combinaison avec son adresse IP 

pr\maire, pour router leis paquets de donnees qui lui sont destines. sans degradation du 

service IP .. 

On notera qu'un fournisseur de service de connectivite IP doit respecter la 

25 contrainte suivante, a savoir que deux equipements terminaux ayant la meme adresse 

primaire doivent necessairement recevoir des masques de ports distincts. 

Le fournisseur de service de connectivite peut, par exemple, forcer la valeur du 

bit de poids fort du champ correspondant au numero de port source des paquets de 

donnees IP emis par un equipement terminal donne. Cet equipement dispose alors 

Juniper Exhibit 1002, page 314



., 

1er depot 

13 

d'un masque de ports definissant une plage de 32768 valeurs de numeros de ports 

possibles. 

Le fournisseur peut, selon une variante, forcer la valeur des huit premiers bits de poids 

fort, de far.;on a ce que l'equipement terminal dispose d'une plage de 256 numeros de 

5 ports utilisables. 
•,, 

'•, Un numero de ::>ort reste done code sur un champ de 16 bits, mais avec 1,me 

partie du champ force par le fournlsseur de service de connectivite IP. En relation avec 

les figures 2A et 2B, on presente deux exemples de masques de numeros de ports 

selon !'invention: un exemple de masque de type contigu et un exemple de type non 

10 contigu 

15 

20 

Un masque contigu est un masque qui utilise un ensemble adjacent de bits 

(representation binaire du champ port). Cette variante est simple a mettre en 

ceuvre et ne requiert pas d'intelligence de traitement et d'implementation pour 

les equipements mettant en ceuvre !'invention. La plage associee a un masque 

contigu est une plage continue et unique. Les vafeurs autorisees sont 

comprises dans un seul intervalle .. 

Un masque non contigu est un masque qui utilise des bits non adjacents. La 

plage de ports resultante peut etre definie par !'union de plusieurs « petite » 

plage continue. L'avantage de cette deuxieme variante est la possibilite 

d'affecter la pla9e des ports par defaut a plusieurs equipements terminaux en 

meme temps. 

On presente, en relation avec la figure 3, un reseau de telecommunications RT 

d'un operateur sur lequel un fournisseur de service a deploye une architecture de 

25 service de connectivite ou d'acces IP. Une pluralite d'equipements terminaux disposent 

d'un acces a ce reseau. Dans la suite, on designera par equipement terminal aussi 

bien les equipements terminaux 110, 120, 130, 140, 160, 170 tels que, par exemple, 

des telephones ou des ordinateurs personnels, connectes directement au reseau RT 

qu'une passerelle domestique 230. 220 placee en coupure de flux entre un reseau 

JO domestique et le reseau de tefecommunications RT. 
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Une telle passerelle dispose d'une table de traduction d'adresses ou table de 

Nattage, qui fait correspondre a une adresse privee et un premier numero de port d'un 

equipement terminal ::le son reseau prive au moins sa propre adresse publique et un 

deuxieme numero de port. 

5 De fac;on avantageuse, le reseau de telecommunications RT de l'operateur 

comprend au mains un dispositif de routage AN 300 mettant en ceuvre le precede de 

routage d'un paquet de donnees selon l'invention. On notera qu'il peut en comprendre 

plusieurs autres, tels que le dispositif de routage 310. 

Ce procede dei routage va maintenant etre decrit en relation avec la figure 4. 

IO Sur reception d'un paquet de donnees PT comprenant une adresse publique de 

destination @PUB et un numero de port de destination P2, le precede de routage 

selon !'invention met en ceuvre une etape E1 de determination d'un masque de ports 

definissant une plage de numeros de ports a laquelle appartient le numero de port P2. 

Les masques de ports affectes aux 'equipements terminaux du reseau peuvent 

15 avantageusement etre stockes dans une base de donnees 801. En E2, ce masque de 

ports MP est utilise pour selectionner un equipement destinataire du paquet PT parmi 

une pluralite d'equipi~ments terminaux ayant la meme adresse publique P2, et 

!'identifier a l'aide de son identifiant de routage IDR. Le paquet est ensuite route en E3 

vers l'equipement destinataire selectionne a partir de son identifiant de routage IDR. Si 

20 le dispositif de routage AN 300 ne dispose pas d'entree dans ses tables de routage, le 

paquet en question est supprime. 

Dans le mode de realisation decrit en relation avec la figure 5, le dispositif de 

routage AN 300 selon !'invention comports les elements materiels que l'on retrouve 

classiquement dans un ordinateur conventionnel, a savoir un processeur 310, une 

25 memoire vive de type RAM 320, une memoire morte de type ROM 330 et des moyens 

340 de telecommunications avec le reseau 1. 

Conformement a l'invention, le dispositif de routage AN 300 comporte une 

memoire 350 compre:nant une base de donnees dans laquelle ii sauvegarde 

!'association entre l'adresse publique @PUB, le masque de ports MP et l'identifiant de 

30 routage IDR de l'equipement terminal 100. On notera que cette memoire peut aussi 
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bien etre externe au dispositif pourvu. qu'il puisse y acceder pour recuperer !es 

donnees d'identification de l'equipement terminal destinataire du paquet de donnees 

rei;u. 

La memoire rnorte 330 constitue un support d'enregistrement conforme a 
5 !'invention. Ce support memorise un programme d'ordinateur conforme a !'invention, ce 

programme comportant des instructions pour !'execution des etapes du procede de 

routage conforme a !'invention qui vient d'etre decrit en reference a la figure 4. 

Le dispositif de routage AN selon !'invention a pour principale fonction de 

maintenir une table de correspondance entre l'identifiant de routage IDR et le couple 

IO (adresse IP pub!ique @PUB, masque de ports MP) de fa9on a pouvoir determiner de 

fac;on non ambigue a quel equipement terminal doit etre transmis le paquet de 

donnees comprenant l'adresse de destination @PUB partagee par plusieurs 

equipements terminaux. Le dispositif AN peut etre localise dans un PoP (Point of 

Presence) d'acces au reseau de telecommunications RT ou etre centralise. II peut etre 

15 heberge par un routeur ou par un equipement dedie. 

L'adresse primaire @PUB d'un equipement terminal est annoncee par le 

dispositif de routage AN, par exemple a l'aide du protocole de routage intra-domaine 

IGP (Interior Gateway Protocol, en anglais) tels que RIP (Routing Information Protocol), 

IS-IS ( Intermediate System to Intermediate System) ou OSPF (Open Shortest Path 

20 First). Ceci permet de forcer le passage des paquets IP destines a toute adresse IP 

publique, affectee comme adresse principale a au moins deux equipements terminaux. 

Selon un premier mode de realisation de !'invention, l'identifiant de routage IDR est 

une adresse privee ou encore appele secondaire de l'equipement terminal. Une telle 

adresse n'est pas annoncee par le disposltif de routage AN. Par consequent, elle n'est 

25 pas routable dans le ,::ceur de reseau RT. Elle n'est pas non plus joignable depuis 

internet. Dans le cas 01; le dispositif AN se trouve dans un POP d'acces au reseau RT, 

sa portee est limitee aux echanges entre l'equipement terminal et les equipements 

constituants !edit POP. 

En relation avec la figure 6, on presente maintenant un deuxieme mode de 

30 realisation du procede de routage selon !'invention. Selon ce mode de realisation, 
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l'identifiant de routage IDR est un identifiant de route dediee a l'equipement terminal. 

Un tel identifiant desi,;ine de fa9on unique une route qui dessert l'equipement terminal 

de fa9on unique et non ambigUe. Ceci est realisable part exemple a !'aide de routes 

disjointes. Deux routes R1 et R2 sont dites disjointes si aucun des nceuds constituants 

5 la route R1 dans le n~seau de l'operateur n'est traverse au titre de la route R2. Ainsi, 

!es routes R1 et R2 sont constituees par une succession de nceuds, aucun de ces 

nceuds n'etant partage entre ces deux routes. Pour ce faire, la topologie du reseau de 

telecommunications sous jacent doit etre construite de telle fai;:on a permettre 

!'installation de routes disjointes dans la table de routage maintenue par le dispositif de 

IO routage AN selon !'invention. 

On comprend que, selon !'invention, l'equipement terminal 100 et le dispositif de 

routage AN 300 doivent etre configures prealablement a toute connexion au reseau. 

Le procede de configuration d'un equipement terminal selon !'invention va 

maintenant etre decrit en relation avec ta figure 7. Lorsqu'il se connecte au reseau de 

15 telecommunications RT de l'operateur, par exemple suite a sa mise sous tension, 

l'equipement terminal 100, 200, 210, 220, 130, envoie de fa<;:on connue, une requete 

de configuration au service de connectivite IP du fournisseur de service. Une telle 

requete RQ-CONF est rei;:ue par un serveur de configuration SC qui lui fournit en 

retour les donnees de configuration necessaires a la mise en ceuvre de son service de 

20 connectivite IP. 

II peut s'agir, par exemple, d'une requete DHCP _DISCOVER() selon le 

protocole DHCP diffusee en mode broadcast dans le reseau de telecommunications du 

fournisseur de servicH IP. Ce message peut etre relaye par un client relais DHCP 

(DHCP Client Relay) ou etre re9u directement par un serveur de configuration DHCP. 

25 Sur reception de ce message, un serveur de configuration DHCP repond a l'emetteur 

du message DHCP _DISCOVER() par un message dedie DHCP _OFFER() contenant 

un bail DHCP. 

Selon !'invention, le precede de configuration mis en ceuvre par le serveur de 

configuration SC sur reception de la requete de configuration RQ-CONF. Une etape 

.30 E"1 consiste a affecter une adresse publique audit equipement terminal, ladite adresse 
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publique etant partagE3e avec une pluralite d'equipements terminaux. Une etape E"2 

consiste ensuite a affecter audit equ\pement terminal un masque de ports MP 

definissant une plage de numeros qui lui est dediee et un identifiant de routage IDR. 

De telles donnees de• configuration @PUB, IDR et MP sont enfin envoyees audit 

5 equipement terminal dans un message de configuration MESS-CONF .. 

Selon un aspect de !'invention, le serveur de configuration designe un dispositif 

de routage AN 300 d'attachement pour l'equipement terminal. Les donnees de 

configuration sont aussi envoyees a ce dispositif de routage AN 300 par le serveur de 

configuration SC. Dans ce cas, le message de configuration MESS-CONF comprend 

10 en outre un identifiant du dispositif de routage d'attachement AN 300. 

15 

20 

25 

Lorsque la configuration se fait aupres d'un serveur DHCP, le message de 

configuration MESS-CONF est une offre de type DHCP _OFFER() qui contient les 

donnees de configuration IP relatives a la configuration de l'equipement terminal en 

ayant fait la demande. De telles donnees comportent au mains les elements suivants: 

une adresse secondaire IPV4 @PRIV; 

une adresse prirnaire IPV4 @PUB ; 

un masque de port MP, qui fait l'objet d'une nouvelle option DHCP selon le 

format suivant ; 

I Code j Len I Va1 

I variable I MP 

o Code : CE) champ renseigne le code de !'option. La valeur de ce champ 

doit etre attribuee par IANA ( Internet Assigned Numbers Authority). La 

longueur de ce champ est de 1 octet; 

o Len : Ce champ renseigne la longueur de la valeur de l'option. Dans le 

cas de !'option masque de ports, la valeur de ce champ est egale a 
"variable" ; 

o Val: Ce champ renseigne la valeur du masque de ports. Cette valeur 

est codee comme le champ "port" des protocoles de transport IP. La 
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valeur MP est utilisee pour determiner la plage des numeros de ports 

utilisab'es par une passerelle domestique. 

" L'identifiant de dispositif de routage AN d'attachement peut etre dans ce cas, 

un identifiant a. b.c.d egal a son adresse IP ou a son nom de domaine FODN 

(Fully Qualified Domain Name). II fait lui aussi l'objet d'une nouvelle option 

DHCP. 

Le format de !'option de dispositif de routage d'attachement (DAN) est le 

suivant: 

I Code I Len I Val 

I DAN 

o Code: ce champ renseigne le code de l'option. La valeur de ce champ 

doit etm attribuee par IANA (Internet Assigned Numbers Authority}. La 

longueur de ce champ est de 1 octet; 

o Len : Ce champ renseigne la longueur de la valeur de !'option. Dans le 

cas de !'option dispositif de routage d'attachement (DAN}, la valeur de 

ce champ est egale a "4"; 

o Val: Ce champ renseigne la valeur du parametre DAN. Cette valeur est 

codee sous forme d'une adresse IP. 

Les serveurs de configuration DHCP doivent etre modifies pour mettre en 

20 ceuvre !'invention et notamment affecter ces nouvelles donnees de configuration a tout 

equipement terminal, par exemple une passerelle domestique, demandant un acces de 

connectivite IP. 

Dans le mode de realisation decrit en relation avec la figure 8, le serveur de 

configuration SC 400 selon !'invention comporte les elements materiels que l'on 

25 retrouve classiquemenl dans un ordinateur conventionnei, a savoir un processeur 410, 

une memoire vive de type RAM 420, une memoire morte de type ROM 430 et des 

moyens 440 de telecommunications avec le reseau 1. 
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Conformemen1 a !'invention, le serveur de configuration SC 400 comporte une 

memoire 450 comprenant une base de donnees dans laquelle ii sauvegarde les 

donnees de configuration des equipements terminaux qu'il gere, notamment 

!'association entre l'adresse primaire @PlJB, le masque de ports MP et l'identifiant de 

5 routage IDR de l'equipement terminal 100. On notera que cette memoire peut aussi 

bien etre externe au serveur de configuration pourvu qu'il puisse y acceder pour 

recuperer les donnees de configuration de l'equipement terminal emetteur de la 

requete de configuration. 

IO En reponse i3 une requete de configuration envoyee au serveur de 

configuration SC 400, l'equipement terminal selon !'invention rec;:oit le message de 

configuration MESS-CONF comprenant les donnees de configuration de sa 

connectivite IP au rese1au de telecommunications RT. Sur reception de ce message, ii 

execute le procede dE, mise en reuvre d'une configuration selon !'invention, qui va 

15 maintenant etre decrit 1:m reference a la figure 9. Dans une etape E"1, ii enregistre les 

donnees de configurations reyues dans une base de donnees BOT. lorsqu'H souhaite 

envoyer un paquet dE~ donnees PT dans le reseau de telecommunications RT, ii 

selectionne en E"3 un port P2 dans la plage de numeros de ports definie par le 

masque de ports PT et affecte au paquet de donnees PT un port source correspondant 

20 au port P2. 

Sur reception <fun paquet de donnees PT' en provenance du reseau de 

telecommunications, ii met en oouvre une etape E"4 de verification d'une appartenance 

d'un port P'2 dudit paquet au masque de port MP et rejette le paquet en E"5 si la 

verification est negative. 

25 Selon une varia1te, ii comprend en outre une etape E"2 d'envoi des donnees 

de configuration a l'equipement AN 300 du reseau de telecommunications RT 

comprenant le dispositif de routage selon /'invention. 

On comprend done que le dispositif de routage selon !'invention peut etre 

configure soit par l'inteirmediaire de l'equipement terminal, soit directement par le 

30 serveur de configuration SC 400. 
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Le premier cas. s'applique, lorsque l'identifiant de routage IDR est une adresse 

secondaire @PRIV. L'equipement terminal, apres avoir active la nouvelle configuration 

re9u dans le message de configuration MESS-CONF, qui peut etre un bail DHCP, 

genere un message de configuration, que nous appelons BIND(), destine au dispositif 

5 de routage AN selon l'invention. Ce dispositif est identifie par l'adresse DAN dans le 

message MESS-CONF. Le message BIND(@PRIV, @PUB, MP) comprend au moins 

l'adresse principale dH l'equipement terminal, son identifiant de routage IDR et son 

masque de ports. DE! fac;on avantageuse, ii comprend en outre un identifiant du 

dispositif de routage apte a router vers l'equipement terminal les paquets de donnees 

IO qui lui sont destines. II est emis par l'equipement terminal avec une adresse source 

egale a @PRIV. Sur reception de ce message, le dispositif de routage AN envoie un 

acquittement a l'equipement terminal emetteur a !'aide d'un message d'acquittement. 

Lorsque l'identifiant de routage IDR est un identifiant de route dediee a 
l'equipement terminal, deux variantes pour l'envoi du message BIND{) peuvent etre 

15 envisagees. Dans les deux cas, le serveur de configuration SC conna1t !'ensemble des 

20 

25 

30 

routes maintenues par le dispositif de routage AN : 

Selan la premiere, le message BIND() est avantageusement transmis au 

dispositif de routage AN par le serveur de configuration SC. On notera que, 

dans ce deuxieme cas, le serveur de configuration envoie le message BIND(} et 

que ce message comprend l'adresse principale @PUB, le masque de port MP 

et l'identifiant de la route a utiliser. Sur reception de ce message, le dispositif de 

routage selon !'invention associe, en consultant sa table de routage avec routes 

disjoints preinstallees, un identifiant de route specifique a l'equipement IDR et 

(@PUB, MP) rer;u. 

Selan la deuxieime, l'identifiant de la route a utiliser est envoye par SC au 

meme titre que @PUB et MP. Le terminal envoie un message BIND() contenant 

les informations suivantes : @PUB, MP et IDR. Neanmoins, noue ne 

recommandons pas cette deuxieme variante car le client ne doit pas etre au 

courant des politiques de routage telles que installees par le fournisseur de 

service. 
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En relation avec /a figure 8, on considere le contenu des messages BIND() envoyes 

au dispositif de routa9e AN 300 par les equipements terminaux suivants : 

L'equipement terminal 110 envoie le message BIND(@PUB1, MP1. IDR1 ); 

La passerelle domestique 220 de l'equipement terminal 120 envoie le message 

BIND(@PUB2, MP2, IDR2); 

La passerelle domestique 230 de l'equipement terminal 130 envoie le message 

BIND(@PU83 MP3, IDR3); 

L'equipement terminal 140 envoie le message 81ND(@PUB4, MP4, IDR4). 

Une fois le message BIND() re9u par le dispositif de routage AN selon !'invention, ce 

l 0 dernier procede a l'instanciation d'une nouvelle entree dans une table d'associations 

(ou de bindings). Ladite table permet de determiner sans ambigu"ite parmi !'ensemble 

de machines gerees par le dispositif de routage AN et ayant la meme adresse 

principale @ PUB, celle vers laquelle ii faut transmettre un message destinee a ladite 

adresse IP donnee (i.e. @PUB) ayant ete affectee comme adresse principale. 

15 Pour ce faire, le dispos.itif de routage AN maintient !'association (IDR, (@PUB, MP)). 

20 

Dans le cadre de l'exemple de la figure 8, la table des associations contient /es 

associations suivantes : 

IDR1, (@PUB, MP1) 

IDR2, (@PUB, MP2) 

IDR3, (@PUB, MP3) 

IDR4, (@PUB, MP1) 

Dans une variante cfimplementation, la signature du message BIND() peut contenir 

une duree de vie telle que renseignee dans le bail DHCP. De plus, une association 

installee dans la table des association peut etre rafraichie a !'aide d'autres messages 

25 BIND(). Si aucune mise a jour n'est rei;ue avant l'ecoulement de la duree de vie, 

l'entree correspondante, est supprimee de la liste (une marge de precision peut etre 

envisagee ). 

Dans une autre variante, fe message BIND() peut etre envoyt~ par le serveur de 

configuration 400 SC et non pas par l'equipement terminal qui vient d'etre configure. 

30 Les informations requises par !'installation d'une nouvelle entree dans la table des 
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associations peuvent etre transmises directement par le fournisseur de service au 

dispositif de routage AN 300 via le serveur de configuration SC 400. 

En relation avec la figure 8, on considere l'exemple d'un paquet de donnees PT 

(@PUB, P2) emis par l'equipement terminal 110 a destination de l'equipement terminal 

5 120. A la reception de ce paquet destine a une adresse principale IP @PUB, le 

dispositif de routage AN procede a la lecture du numero de port de destination P2 dudit 

message et deduit le masque de port MP2 correspondant. A l'aide de ce masque et de 

l'adresse principale @PUB, le dispositif de routage AN determine, en parcourant sa 

table des associations, l'identifiant de routage IDR2. par exemple l'adresse secondaire 

10 @PRIV2 associee au couple (@PUB, MP2}. 

15 

Apres determiration de l'adresse secondaire, le dispositif de routage AN 

transforme le paquet IP re9u en un paquet PT'(@PUB, P2, IDR2). Pour des raisons de 

securlte, le numero de port destination a utiliser pour ce paquet PT' est negocie entre 

l'equipement terminal 120 et le dispositif de routage AN. 

On notera que l,9 paquet PT peut etre transforme de diverses fa9ons. Selan un 

premier mode de realisation, ii est encapsule dans un paquet PT' comprenant, par 

exemple, comme adresse de destination l'adresse secondaire @PRIV2 de 

l'equipement terminal d1~stinataire 120. 

Selon un deuxierne mode de realisation, le paquet PT est modifie en incluant 

20 l'adresse secondaire @PRIV2 dans un champ particulier de son en-tete. Cette 

transformation du paquet de donnees permet un mode de routage dit routage a la 

source. II n'est pa& toujours supports par les nceuds d'un reseau de 

telecommunications. 

Selon un troisiE~me mode de realisation, le paquet PT est transforme a 
25 l'identique, le routage se faisant a partir de l'identifiant de route dedie IDR2 qui ne 

necessite aucune modification du paquet. 

Dans le mode de realisation decri~ en relation avec la figure 8, l'equipement 

terminal 100 selon !'invention comporte les elements materiels que l'on retrouve 

30 classiquement dans un ordinateur conventionnel, a savoir un processeur 110, une 
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memoire vive de type qAM 120, une memoire morte de type ROM 130 et des moyens 

140 de telecommunications avec le reseau 1. 

Conformement a !'invention, l'equipement terminal 100 comporte une memoire 

150 comprenant une 1,ase de donnees dans laquelle ii sauvegarde ses donnees de 

5 configuration, notamment !'association entre l'adresse publique @PUB, le masque de 

ports MP et l'identifiant de routage IDR de l'equipement terminal 100. On notera que 

cette memoire peut aussi bien etre externe a l'equipement terminal pourvu qu'il puisse 

y acceder pour recuperer !es donnees de configuration dont ii a besoin pour la mise en 

ceuvre de sa connectiv te IP sur le reseau de telecommunications RT. 

10 Selon un mode de realisation de !'invention, decrit en relation avec la figure 10, 

on considere maintenant un equipement terminal 11 O connecte au reseau domestique 

d'une passerelle domestique 210 placee en coupure de flux de donnees entre 

l'equipement terminal 11 O et le reseau de telecommunications RT. Dans ce mode de 

realisation, la passerelle domestique 210 constitue un equipement terminal sefon 

15 !'invention. De fac;on connue, elle comprend une table de· traduction d'adresses ou 

table de Nattage NAT qui fait correspondre, pour un flux emis par un equipement 

terminal 110 de son n3seau domestique, une adresse @PRIV1et un port P1 de ce 

terminal dans le reseau domestique a au moins une adresse publique @PUB2 et un 

port P2 de la passerelle domestique 210 dans le reseau de telecommunications de 

20 l'operateur RT, P2 appartenant a la plage de numeros definies par le masque de ports 

MP. Cette table NAT est, par exemple, stockee dans une base de donnees BOP qui 

peut etre interne ou externe. 

Une passerelle domestique selon !'invention met done en ceuvre des moyens 

de traduction d'adresses sur reception .d'un paquet de donnees PT ernis par un 

25 equipement terminal de son reseau domestique et adresse au reseau de 

telecommunications et sur reception d'un paquet de donnees PT' destine a cet 

equipement terminal. 

Pour les communications sortantes, la seule difference par rapport aux 

pratiques existantes est que l'equipement terminal 110 ou la passerelle domestique 

30 120 selon !'invention est oblige de choisir un port source dans la plage fixee par le 
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masque de port affecte par le fournisseur de service. Tous les messages, sauf les 

messages BIND(), sont emis avec comme adresse source l'adresse principale ou 

adresse publique @PUB affectee par le fournisseur de' service. Pour les messages 

BIND(), l'adresse source utilisee est l'adresse secondaire IDR2= @PRIV2. 

De fa9on avantageuse. les paquets de donnees emis par un equipement 

terminal donne traversent le dispositif de routage AN 300 auquel eel equipement 

terminal est attache. Le dispositif de routage AN procede au marquage des paquets de 

donnees IP emis par cet equipement terminal. Le champ OS (Differentiated Services) 

ou Tos· (Type of Service) des paquets IP peut etre utilise pour le marquage, si et 

l O seulement si le masque du port ne depasse pas 6 bits. En effet, tors de la reception du 

message BIND(), le dispositif de routage AN preinstalle une regle de marquage pour 

les messages emis par l'equipement terminal en question. Le processus 

d'encapsulation est alors guide par la valeur du champ OS des paquets IP re9us et 

done le dispositif de routage AN n'a plus besoin d'inspecter les informations relatives a 
15 la couche transport. Ainsi le temps de traitement des messages sera ameliore. Cetta 

variante suppose que la machine terminate ne modifie pas le code DS/TOS utilise et 

qu'il est repositionne a la meme valeur pour !es paquets reponses. 

Le dispositif de routage conforme a !'invention peut etre heberge par des 

routeurs traditionnels ou par des equipements dedies. Etant donnees que les 

20 modifications requises par l'invention !ors de la phase de decouverte d'un serveur de 

configuration, par ex13mple selon le protocole DHCP ne sont pas majeures, les 

architectures actue!les peuvent etre adaptees. 

Le dispositif d13 routage AN selon !'invention peut etre heberge n'importe ou 

dans le reseau de telecommunications de l'operateur. De fa.-;on avantageuse, ii est 

25 deploye au sein d'un POP d'acces au reseau. De plus, un ou plusieurs dispositifs de 

routage AN peuvent eitre deployes au sein du meme POP d'acc:es IP, aussi bien de 

fa<;on centralisee que distribuee. 
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REVEN DI CATIONS 

1. Precede de routage d'un paquet de donnees IP dans un reseau de 

telecommunications, /edit paquet comprenant une adresse primaire de destination et 

un numero de port de destination, caracterise en ce que ledit procede comprend, sur 

5 reception dudit paquet, !es etapes suivantes: 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une pluralite 

d'identifiants d'equipements associes a ladite adresse de destination a partir du 

I O masque de ports; et 

- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

2. Precede de routage d'un paquet de donnees IP selon la revendication 1, 

caracterise en ce que !edit au moins un identifiant est une adresse secondaire de 

destination de l'equipement destinataire. 

15 3. Precede de routage d'un paquet de donnees IP selon la revendication 2, 

caracterise en ce que le procede comprend, prealablement a l'etape de routage, une 

etape de transformation du paquet pour y ajouter ladite adresse secondaire et en ce 

que le paquet est route a partir de ladite adresse secondaire. 

4. Precede de routage selon la revendication 1, caracterise en ce que l'identifiant 

20 est un identifiant de route specifique a cet equipement et en ce que le routage du 

paquet est effectue a partir dudit identifiant de route specifique. 

5. Dispositif de routage d'un paquet de donnees IP dans un reseau de 

telecommunications, ledit paquet comprenant une adresse primaire de destination et 

un numero de port de destination, caracterise en ce que ledit dispositif est apte a 
25 mettre en reuvre. sur reception dud it paquet, les moyens suivants : 

- determination d'un masque de ports definissant une plage de numeros de ports a 
laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une pluralite 

d'identifiants d'equipements associes a ladite adresse primaire de destination a partir 

30 du masque de ports; et 
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- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

6. Equipement dans un reseau de telecommunications, apte a recevoir un paquet 

de donnees IP comprenant une adresse primaire de destination et un numero de port 

de destination, caracterise en ce qu'il comprend au mains un dispositif de routage 

5 comprenant les moye ns suivants : 

IO 

- determination d'un masque de ports definissant une plage de numeros de 

ports a laquelle appartient le numero de port de destination; 

- selection d'un identifiant d'un equipement destinataire du paquet parmi une 

pluralite d'identifiants d'equipements associes a ladite adresse primaire de 
I 

destination a partir du masque de·ports; et 

- routage du paquet vers l'equipement destinataire a partir dudit identifiant. 

7. Procede de configuration d'un equipement terminal connecte a un reseau de 

telecommunications, caracterisee en ce qu'il comprend, sur reception d'une requete de 

configuration emise par !edit equipement, les etapes suivantes : 

15 - affectation d'une adresse primaire audit equipement terminal, ladite adresse primaire 

etant partagee avec une pluralite d'equipements terminaux; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

numeros qui lui est dediee et d'un identifiant de routage; et 

- envoi audit equipement terminal d'un message de configuration comprenant ladite 

20 adresse primaire, !edit masque de port et ledit identifiant de routage. 

8. Precede de configuration d'un equipement terminal selon la revendication 7, 

caracterise en ce qu'il comprend une etape d'affectation audit equipement terminal d'un 

identifiant de dispositif de routage apte a router un paquet de donnees comprenant 

ladite adresse primaire comme adresse de destination vers ledit equipement terminal 

25 et en ce que le message de configuration comprend en outre ledit identifiant de 

dispositif de routage. 

9. Procede de con"iguration selon la revendication 7, caracterise en ce que ledit 

message de configuration est envoys en outre a dispositif de routage apte a router un 

paquet de donnees comprenant ladite adresse primaire comme adresse de destination 

30 vers !edit equipement terminal. 
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10. Serveur de configuration dans un reseau de telecommunications, caracterise en 

ce que, sur reception d'une requete de configuration emise par un equipement terminal, 

ii est apte a mettre en rewvre les moyens suivants : 

- affectation d'une adn:lsse primaire audit equipement terminal, ladite adresse primaire 

5 etant partagee avec une pluralite d'equipements terminaux; et 

- affectation audit equipement terminal d'un masque de ports definissant une plage de 

numeros qui !ui est dediee et d'un identifiant de routage; et 

- envoi audit equipement terminal d'un message de configuration comprenant ladite 

adresse publique, !edit masque de port et !edit identifiant de routage. 

IO 11. Precede de mise en reuvre d'une configuration par un equipement terminal 

connecte a un reseau de telecommunications, caracterise en ce que, sur reception 

d'un message de configuration comprenant des donnees de configuration parmi 

lesquelles une adresse primaire, un masque de port definissant une plage de numeros 

qui lui est dediee et Jn identifiant de routage, Iedit procede comprend les etapes 

15 suivantes : 

- enregistrement desdites donnees de configuration; 

prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, s,§lection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, ledit paquet de donnees comprenant comme adresse 

20 source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 

12. Procede de mise en ceuvre d'une configuration selon la revendication 11, 

caracterise en ce que, un identifiant de dispositif de routage apte a router un paquet de 

donnees comprenant ladite adresse primaire comme adresse de destination vers ledit 

25 equipement terminal ayant ete re9u, ledit procede comprend en outre une etape 

d'envoi des donnees de configuration audit dispositif de routage. 

13. Procede de mi~;e en reuvre d'une configuration selon la revendication 11, 

caracterise en ce que, sur reception d'un paquet de donnees comprenant une adresse 

de destination, un numeiro de port et un id.entifiant de routage, ledit procede comprend 

30 en outre une etape de verification d'une appartenance du numero de port a la plage de 
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numeros definie par 50n masque de port et une etape de rejet dudit paquet si la 

verification est negative. 

14. Equipement terminal client connecte a un reseau de telecommunications. 

caracterise en ce que, sur reception d'un message de configuration comprenant des 

5 donnees de configuration parmi lesquelles une adresse primaire partagee avec une 

pluralite d'equipements terminaux, un masque de ports definissant une plage de 

numeros qui lui est dediee et d'un identifiant de routage, ii est apte a mettre en ceuvre 

les moyens suivants : 

- enregistrement desdites donnees de configuration; 

l O - prealablement a l'envoi d'un paquet de donnees dans le reseau de 

telecommunications, selection d'un numero de port dans la plage de numeros de ports 

definie par le masque de ports, ledit paquet de donnees comprenant comme adresse 

source l'adresse primaire dudit equipement terminal et comme numero de port source 

le numero de port selectionne. 
15 15. Produit programme d'ordinateur telechargeable depuis un reseau de 

communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede de routage selon la revendication 1. 

16. Produit programme d'ordinateur telechargeable depuis un reseau de 

20 communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede de configuration selon la revendication 7. 

17. Produit programme d'ordinateur telechargeable depuis un reseau de 

communication et/ou stocke sur un support lisible par ordinateur et/ou executable par 

25 un microprocesseur, caracterise en ce qu'il comprend des instructions de code de 

programme pour !'execution du procede demise en ceuvre d'une configuration selon la 

revendication 11. 
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N°D'ENREGISTREMENT NATIONAL 
TITRE DE L'INVENTION 

LE{S) DEMANDEUR(S) OU LE(S) 
MANDATAIRE(S): 
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QU'INVENTEUR{S): 
lnventeur 1 
Nom 
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Rue 

Code postal et ville 
Societe d'annartenance 

Designation de l'inventeur 
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PROCEDE DE ROUTAGE D'UN PAQUET DE DONNEES DANS UN RESEAU 
ET DISPOSITIF ASSOCIE 

BOU CAD AIR 
Mohamed 
124, rue Saint Jean 

14000CAEN 
FRANCE TELECOM 
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Elle !Jarantit un droit d'acces et de rectification pour les donnees vous concemant aupres de l'INPI. 

Signe par 
Signataire: FR, FRANCE TELECOM RD. Myriam PLAT 
Emetteur du certificat: FR, INPI, INPI-E:N-LIGNE 1.0 
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Vlll-4-1 Declaration : Qualite d'inventeur 
(seulement aux fins de la designation 
des Etats-Unis d'Amerique) 
Declaration relative a la qualite 
d'inventeur (regles 4.17.iv) et 
51 bis.1.a)iv)} aux fins de la designation 
des Etats-Unis d'Amerique : 

Vlll-4-1- Demandes anterieures: 
1 

PCT/FR2009/050548 

Par la presente, je declare que je crois 
etre le premier inventeur original et 
unique (si un seul inventeur est 
mentionne ci-dessous) ou l 1 un des 
premiers coinventeurs (si plusieurs 
inventeurs sont mentionnes ci-dessous) 
de l 1 objet revendique pour lequel un 
brevet est demande. 

La presente declaration a trait a la 
demande internationale PCT/FR2009/050548 
{si la declaration est remise en vertu 
de la regle 26ter) 

Par la presente, je declare que man 
domicile, mon adresse postale et ma 
nationalite sont tels qu•indiques pres 
demon nom. 
Par la presente, je declare avoir passe 
en revue et comprendre le contenu de la 
demande internationale a laquelle il est 
fait reference ci-dessus, y compris les 
revendications de ladite demande. J 1 ai 
indique dans la requete de ladite 
demande, conformement a la regle 4.10 du 
PCT, toute revendication de priorite 
d 1 une demande etrangere et j'ai 
identifie ci-dessous, sous l'intitule 
11 Demandes anterieures 11

, au moyen du 
numero de demande, du pays ou du membre 
de l 1 Organisation mondiale du commerce, 
du jour, du mois et de l'annee du depot, 
toute demande de brevet ou de certificat 
d 1 auteur d 1 invention deposee dans un 
pays autre que les Etats-Unis 
d 1 Amerique, y compris toute demande 
internationale selon le PCT designant au 
mains un pays autre que les Etats-Unis 
d 1 Amerique, dont la date de depot est 
anterieure a celle de la demande 
etrangere dont la priorite est 
revendiquee. 
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Vlll-4-1- Norn (NOM DE FAMILLE, prenom): 
1-1 
Vlll-4-1- Domicile: 
1-2 (ville et Etat (des Etats-Unis 

d'Amerique), le cas echeant, ou pays) 
Vlll-4-1- Adresse postale: 
1-3 
Vlll-4-1- Nationalite: 
1-4 

Vlll-4-1- Signature de l'inventeur: 
1-5 (La signature doit etre celle de 

l'inventeur, ii ne peut s'agir de celle du 
mandataire) 

Vlll-4-1- Date: 
1-6 

PCT/FR2009/050548 

Par la presente, je reconnais 
l 1 obligation qui m•est faite de 
divulguer les renseignements dont j 1 ai 
connaissance et qui sont pertinents 
quanta la brevetabilite de l'invention, 
tels qu 1 ils sont definis dans le Titre 
37, § 1.56, du Code federal des 
reglementations, y compris, en ce qui 
concerne les demandes de continuation­
in-part les renseignements pertinents 
qui sont devenus accessibles entre la 
date de depot de la demande anterieure 
et la date du depot international de la 
demande de continuation-in-part. 
Je declare par la presente que toute 
declaration ci-incluse est, a ma 
connaissance, veridique et que toute 
declaration formulee a partir de rensei­
gnements ou de suppositions est tenue 
pour veridique; et de plus, que toutes 
ces declarations ont ete formulees en 
sachant que toute fausse declaration 
volontaire ou son equivalent est 
passible d 1 une amende ou d'une incarce­
ration, ou des deux, en vertu de la 
Section 1001 du Titre 18 du Code des 
Etats-Unis, et que de telles 
declarations volontairement fausses 
risquent de compromettre la validite de 
la demande de brevet ou du brevet 
delivre a partir de celle-ci. 

BOUCADAIR, Mohamed 

CAEN, France 

14000 CAEN France 

FR 

/\ 
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APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY 0 OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 
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process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 

Juniper Exhibit 1002, page 344


	175872_12935040_06-14-2021_Change of Address
	175872_12935040_06-14-2021_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_03-19-2014_Issue Notification
	175872_12935040_02-26-2014_Amendment After Final or under 37CFR 1.312, initialed by the examiner.
	175872_12935040_02-13-2014_Issue Fee Payment (PTO-85B)
	175872_12935040_02-13-2014_Transmittal Letter
	175872_12935040_02-13-2014_Fee Worksheet (SB06)
	175872_12935040_02-13-2014_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_01-15-2014_Amendment after Notice of Allowance (Rule 312)
	175872_12935040_01-15-2014_Specification
	175872_12935040_01-15-2014_Applicant Arguments/Remarks Made in an Amendment
	175872_12935040_01-15-2014_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_11-21-2013_Notice of Allowance and Fees Due (PTOL-85)
	175872_12935040_11-21-2013_Examiner's search strategy and results
	175872_12935040_11-21-2013_Search information including classification, databases and other search related notes
	175872_12935040_11-21-2013_Issue Information including classification, examiner, name, claim, renumbering, etc.
	175872_12935040_11-21-2013_Examiner's search strategy and results
	175872_12935040_08-20-2013_Amendment/Request for Reconsideration-After Non-Final Rejection
	175872_12935040_08-20-2013_Claims
	175872_12935040_08-20-2013_Applicant Arguments/Remarks Made in an Amendment
	175872_12935040_08-20-2013_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_08-20-2013_Fee Worksheet (SB06)
	175872_12935040_05-20-2013_Non-Final Rejection
	175872_12935040_05-20-2013_List of references cited by examiner
	175872_12935040_05-20-2013_Search information including classification, databases and other search related notes
	175872_12935040_05-20-2013_Amendment After Final or under 37CFR 1.312, initialed by the examiner.
	175872_12935040_05-20-2013_Index of Claims
	175872_12935040_05-20-2013_Examiner's search strategy and results
	175872_12935040_04-30-2013_Response After Final Action
	175872_12935040_04-30-2013_Claims
	175872_12935040_04-30-2013_Applicant Arguments/Remarks Made in an Amendment
	175872_12935040_04-30-2013_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_04-30-2013_Fee Worksheet (SB06)
	175872_12935040_03-01-2013_Final Rejection
	175872_12935040_03-01-2013_List of references cited by examiner
	175872_12935040_03-01-2013_Index of Claims
	175872_12935040_03-01-2013_Examiner's search strategy and results
	175872_12935040_03-01-2013_Search information including classification, databases and other search related notes
	175872_12935040_11-28-2012_Amendment/Request for Reconsideration-After Non-Final Rejection
	175872_12935040_11-28-2012_Claims
	175872_12935040_11-28-2012_Applicant Arguments/Remarks Made in an Amendment
	175872_12935040_11-28-2012_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_11-28-2012_Fee Worksheet (SB06)
	175872_12935040_08-31-2012_Non-Final Rejection
	175872_12935040_08-31-2012_List of references cited by examiner
	175872_12935040_08-31-2012_Index of Claims
	175872_12935040_08-31-2012_Search information including classification, databases and other search related notes
	175872_12935040_08-31-2012_Examiner's search strategy and results
	175872_12935040_08-31-2012_Bibliographic Data Sheet
	175872_12935040_08-31-2012_List of References cited by applicant and considered by examiner
	175872_12935040_01-27-2011_Notice of Publication
	175872_12935040_11-04-2010_Fee Worksheet (SB06)
	175872_12935040_11-04-2010_Claims Worksheet (PTO-2022)
	175872_12935040_10-27-2010_Transmittal Letter
	175872_12935040_10-27-2010_Oath or Declaration filed
	175872_12935040_10-27-2010_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_10-22-2010_Filing Receipt
	175872_12935040_10-22-2010_Notice of Designated Office (DO) / Elected Office (EO) Acceptance Mailed
	175872_12935040_09-28-2010_Information Disclosure Statement (IDS) Form (SB08)
	175872_12935040_09-28-2010_Fee Worksheet (SB06)
	175872_12935040_09-28-2010_Electronic Filing System(EFS) Acknowledgment Receipt
	175872_12935040_09-28-2010_Transmittal of New Application
	175872_12935040_09-28-2010_Application Data Sheet
	175872_12935040_09-28-2010_Specification
	175872_12935040_09-28-2010_Claims
	175872_12935040_09-28-2010_Abstract
	175872_12935040_09-28-2010_Drawings-only black and white line drawings
	175872_12935040_09-28-2010_Transmittal Letter
	175872_12935040_09-28-2010_Oath or Declaration filed
	175872_12935040_09-28-2010_Preliminary Amendment
	175872_12935040_09-28-2010_Specification
	175872_12935040_09-28-2010_Abstract
	175872_12935040_09-28-2010_Claims
	175872_12935040_09-28-2010_Applicant Arguments/Remarks Made in an Amendment
	175872_12935040_09-28-2010_Abstract
	175872_12935040_09-28-2010_Transmittal Letter
	175872_12935040_09-28-2010_WIPO Publication - Non-English version
	175872_12935040_09-28-2010_WIPO Publication - Non-English version
	175872_12935040_09-28-2010_Certified Copy of Foreign Priority Application
	175872_12935040_09-28-2010_Documents submitted with 371 (National Stage) Applications
	175872_12935040_09-28-2010_Fee Worksheet (SB06)



