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Status of this Memo 

 This document is an Internet-Draft and is in full conformance with 
 all provisions of Section 10 of RFC2026. 

 Internet Drafts are working documents of the Internet Engineering 
 Task Force (IETF), its areas, and working groups. Note that other 
 groups may also distribute working documents as Internet-Drafts. 

 Internet-Drafts are draft documents valid for a maximum of six 
 months and may be updated, replaced, or obsolete by other documents 
 at anytime. It is inappropriate to use Internet Drafts as reference 
 material or to cite them other than as "work in progress." 

 The list of current Internet-Drafts can be accessed at 
 http://www.ietf.org/ietf/1id-abstracts.txt. 

 The list of Internet-Draft Shadow Directories can be accessed at 
 http://www.ietf.org/shadow.html. 

Abstract 

 This document specifies an enhanced dual stack mechanism used in 
 DSTM[1] by adding a new DHCPv6 option which provides a method to 
 assign a single IPv4 global address with TCP/UDP port range to all 
 dual stack hosts in DSTM domain instead of dynamic IPv4 global 
 address allocation.  This enhancement to DSTM will result in a more 
 efficient mechanism to allow IPv4/IPv6 hosts to communicate with 
 IPv4 only hosts using a single IPv4 global address only. 
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1. Introduction 
 
     DSTM[1] provides a mechanism for dynamic IPv4 global address 
     allocation to dual stack hosts and a mechanism to send packets over 
     a network that only supports IPv6 routing. To allow a dual stack 
     host to get an IPv4 global address, DSTM uses DHCPv6. When a dual 
     stack host wants to talk to IPv4 only hosts, an IPv4 global address 
     is required, so that if the number of the dual stack hosts which 
     want to get IPv4 addresses increases at a time, a lot of IPv4 
     global address will be needed. 
 
     Therefore, this document specifies an enhanced dual stack mechanism 
     used in DSTM[1] by adding a new DHCPv6 option which provides a 
     method to assign a single IPv4 global address with TCP/UDP port 
     range to all requested dual stack hosts in DSTM domain instead of 
     dynamic IPv4 glabal address allocation.  The dual stack hosts send 
     packets using the same IPv4 global address and one of the assigned 
     TCP/UDP ports.  In order to identify the returning path of packets 
     with the same IPv4 address, a DSTM border router MUST keep the port 
     state as well as the association between IPv4 and IPv6 addresses. 
 
     The proposed mechanism can increases the utilization of IPv4 
     address when the pool of IPv4 addresses assigned in DHCPv6 for the 
     purposes of dynamic allocation is exhausted. That is, it will allow 
     for a maximum of 63K TCP and 63K UDP sessions.  This enhancement to 
     DSTM will result in a more efficient mechanism to allow IPv4/IPv6 
     hosts to communicate with IPv4 only hosts using a single IPv4 
     global address only. 
 
 
     In this document, a new protocol is not defined. 
 
 
2. Overview and Example 
 
     The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
     "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in 
     this document are to be interpreted as described in RFC 2119. 
 
     In addition, this document uses the following terms defined in
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     DSTM[1]. 
 
          DSTM Domain          See [1] 
          DSTM Border Router   See [1] 
                               Additionally, a border router that 
                               keeps the port state as well as 
                               the association between IPv4 and IPv6 
                               address 
          DSTM Host            See [1] 
                               Additionally, a host that supports to be 
                               configured using a single IPv4 address 
                               with TCP/UDP port range 
          DHCPv6               See [1] 
          DTI                  See [1] 
          TEP                  Tunnel End Point, See [1] 
                               TEP is assumed to be a border router. 
 
     In the Figure 1, the following notations, borrowed from DSTM [1] 
     will be used: 
 
          X    will designate an IPv6 host with a dual stack, X6 will 
               be the IPv6 address of this host and X4 the IPv4 address 
          Y    will designate a DSTM border router at the boundary 
               between an IPv6 DSTM domain and an IPv4-only domain. 
          Z    will designate an IPv4-only host and Z4 its address. 
          ==>  means an IPv6 packet 
          -->  means an IPv4 packet 
          ++>  means a tunneled IPv4 packet is encapsulated in 
               an IPv6 packet 
               means a DNS query or response. The path taken by this 
               packet does not matter in the examples 
          "a"  means the DNS name of a host 
 
 
         DHCPv6 
         DNS 
      X6     Y6/Y4      Z4 
      |        |        | 
      |. . . . . .> Z   | - X6 asks the DNS for the A RR for "Z" 
      |<. . . . . . Z4  | - the answer is Z4 
      |        |        | - The application sends its first IPv4 
      |        |        |   packet which arrives to the DTI interface 
      |        |        |   (If the application is compiled for IPv6 
      |        |        |   this can be done through an IPv4-mapped 
      |        |        |   address). 
      |        |        | - X6 needs an IPv4 address (first use) 
      |====>   |        | - X6 queries the DHCPv6 server for an 
      |        |        |   IPv4 address and port range 
      |<====   |        | - The DHCPv6 server locates the client 
      |        |        |   and provides a single IPv4 global 
      |        |        |   address with port range. 
      |+++++++>|        | - The X6 sends the IPv6 packet to the Y 
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      |        |------->| - Y sends the packet to the destination Z4 
      |        |        | - Y keeps the association between address 
      |        |        |   and port of X between IPv4 and IPv6 
 
                                  Figure 1 
 
 
     When an IPv6 host (e.g., 2001:230::1) wants to talk to an IPv4 only 
     node (e.g., 204.71.200.75), the following will happen : 
 
     A DNS request for AAAA/A6 will return an error. This will trigger 
     an A request, which will return the IPv4 address of the destination 
     (e.g., 204.71.200.75). If the IPv6 host wants to establish TCP 
     session, it will use DHCPv6 to get a single IPv4 gloabl address and 
     TCP port range (e.g., 129.254.254.86 and TCP port 1025 ~ 1034). 
     Thus, the IPv4 is tunneled over IPv6 from the IPv6 host to a border 
     router (say 2001:230:ffff::1). The packet that the dual stack hosts 
     sends to the border router looks like this : 
 
 
        Inner Source Address      = 129.254.254.86 
        Inner Destination Address = 204.71.200.75 
        Outer Source Address      = 2001:230::1 
        Outer Destination Address = 2001:230:ffff::1 
        Source TCP port           = 1025 
        Destination TCP port      = 23 
 
     When the packet reaches the TEP, the border router decapsulates the 
     packet to the IPv4 packet. In order to identify the returning path 
     of packets with the same IPv4 address, a DSTM border router MUST 
     keep the port state as well as the association between IPv4 and 
     IPv6 addresses. 
 
     The returning traffic with Destination TCP Port 1025 from 
     204.71.200.75 will be recognized as belonging to the same session 
     and will be tunneled back to IPv4-in-IPv6 packet as follows: 
 
        Inner Source Address      = 204.71.200.75 
        Inner Destination Address = 129.254.254.86 
        Outer Source Address      = 2001:230:ffff::1 
        Outer Destination Address = 2001:230::1 
        Source TCP port           = 23 
        Destination TCP port      = 1025 
 
 
3. DHCPv6 Extension Requirements 
 
     The DSTM processes will use the DHCPv6 services to communicate 
     between the DHCPv6 Server and the DHCPv6 Client[1].  A new option 
     is required for DHCPv6 to support a single IPv4 global address with 
     port range in DSTM.  This new DSTM option will request that the 
     server returns an IPv4-Mapped IPv6 address and port range to the 
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     client. 
 
 
3.1 DHCPv6 IPv4 Global Address with Port Range Option 
 
     The DHCPv6 IPv4 Address with Port Range Option informs a DHCPv6 
     Client or Server that the Identity Association Option (IA) [2] 
     following this option will contain an IPv4-Mapped IPv6 Address and 
     Port Range in the case of a DHCPv6 Client receiving the option, or 
     is a Request for an IPv4-Mapped IPv6 Address with Port Range from a 
     client in the case of a DHCPv6 Server receiving the option. 
 
 
       0                   1                   2                   3 
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |              option-code      |             option-length     | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |                          Tunnel End Point (TEP)               | 
      |                           (If Present)                        | 
      |                            (16 octets)                        | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 
      option-code:            TBD 
      option-length:          Variable: 0 or 16 
      Tunnel End Point:       IPv6 Address if Present 
 
 
 
3.2 Client Request of IPv4 Global Address with Port Range Option 
 
     When the client requests an IPv4 address with port range from the 
     DHCPv6 Server the TEP field MUST not be present in the IPv4 Global 
     Address with Port Range Option. 
 
 
3.3 Server Reply of IPv4 Global Address with Port Range Option 
 
     The server will reply to the client with a IPv4 Global Address with 
     Port Range Option, that can contain an IPv6 Address Tunnel End 
     Point, and an IA Option which MUST include an IPv4 IPv6-Mapped 
     Address and Port Range. 
 
     The format of the IA option is: 
 
       0                   1                   2                   3 
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |              TBD              |            variable           | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |                            IA UUID                            | 
      |                          (8 octets)                           | 
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      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |                              T1                               | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |                              T2                               | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |   num-addrs   |              IPv6 address                     | 
      +-+-+-+-+-+-+-+-+              (16 octets)                      | 
      |                                                               | 
      |                                                               | 
      +               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |               |   pref. len   |      preferred lifetime       | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      | pref. lifetime (cont.)        |        valid lifetime         | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      | valid lifetime (cont.)        |         port (start)          | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
      |       port (end)              |        IPv6 address           | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               | 
      |                              ...                              | 
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 
      option-code 
                TBD 
 
      option-len 
                Variable; equal to 17 + num-addrs*25 
 
      IA UUID 
                The unique identifier for this IA; chosen by the client 
 
      T1        The time at which the client contacts the server from 
                which the addresses in the IA were obtained to extend 
                the lifetimes of the addresses assigned to the IA. 
 
      T2        The time at which the client contacts any available 
                server to extend the lifetimes of the addresses assigned 
                to the IA. 
 
      num-addrs 
                An unsigned integer giving the number of addresses 
                carried in this IA option (MAY be zero). 
 
      IPv6 address 
                An IPv6 address assigned to this IA. 
 
      preferred lifetime 
                The preferred lifetime for the associated IPv6 address. 
 
      valid lifetime 
                The valid lifetime for the associated IPv6 address. 
 
      start port 
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                The start port for the associated IPv6 address. 
 
      end port 
                The end port for the associated IPv6 address. 
 
 
3.4 Server Processing of IPv4 Address with Port Range Option 
 
     When a DHCPv6 Server receives an IPv4 Global Address with Port 
     Range Option in a DHCPv6 Request message, the server processing is 
     the same as the DHCPv6 for DSTM[1] except for allocating the range 
     of ports. 
 
 
3.5 Client Processing of IPv4 Address with Port Range Option 
 
     When the Server supplies an IPv4 Global Address with Port Range in 
     the Reply, the client processing is the same as the DHCPv6 for 
     DSTM[1] except for acquiring the range of port. 
 
     Additional operation to configure an IPv4 IPv6-Mapped address with 
     port range on a client is as follows: 
 
          In an implementation defined manner the Client MUST assign the 
          port range to an interface as well as the address, instead of 
          existing port range, supporting the Client's IPv4 stack 
          implementation. 
 
          In an implementation defined manner the Client MUST create an 
          entry as an IPv4-Mapped IPv6 Address with port range 
          supporting the processing required for an IPv6 address 
          regarding the valid and preferred lifetimes.  Once the IPv4- 
          Mapped IPv6 Address valid lifetime expires the port range MUST 
          be deleted as well as the IPv4 address from the respective 
          interface and a DHCPv6 Release Message MUST be sent to the 
          DHCPv6 Server to delete the IPv4 Address and port range from 
          the Servers bindings. 
 
 
4. DSTM Border Router Requirements 
 
     In addition to the address association between IPv4 and IPv6, a 
     border router MUST keep the port state. 
 
 
5. Applicability Statement 
 
     Assuming that DSTM dose permit optionally for DSTM hosts to be 
     configured using a single IPv4 global address and TCP/UDP port 
     range, DSTM will result in a more efficient mechanism to allow 
     IPv4/IPv6 hosts to communicate with IPv4 only hosts using a single 
     IPv4 address only. 
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     While the proposed mechanism is limited to client applications that 
     do not insist on choosing their own source port, it can increases 
     the utilization of IPv4 address when the pool of IPv4 addresses 
     assigned in DHCPv6 for the purposes of dynamic allocation is 
     exhausted. That is, it will allow for a maximum of 63K TCP and 63K 
     UDP sessions. 
 
     With the proposed mechanism, inbound traffic (from IPv4 only hosts 
     outside the IPv6 domain) is restricted.  In this document, we do 
     not consider inbound traffic. This is the same to the DSTM. 
 
     This document does not address yet the case that two hosts sharing 
     the same DSTM IPv4 address communicate together. 
 
 
 
6. Security Considerations 
 
     The same as those define in DSTM [1]. 
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