INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent oft Mohammed Boucadair
Examiner: Sorrel, Eron J
Reexamination Control No.: 90/015,315
Technology Center/Art Unit: 3992
U.S. Patent No.: 8,693,369
Attorney Docket No. 1127 00675
Reexamination Request Filed: October 23, 2023

For: METHOD OF ROUTING A DATA
PACKET IN A NETWORK AND AN
ASSOCIATED DEVICE

Attn: Mail Stop “&x Parfes Reexam”
Central Reexamination Unit

Office of Patent Legal Administration
United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

PATENT OWNER’S AMENDMENT AND RESPONSE TO FIRST OFFICE
ACTION

29N,

In response to the first office action mailed on June 7, 2023 (the “Office Action”}, patent
owner Monarch Networking Solutions LLC ("Monarch” or “Patent Owner”), presents the
following remarks and respectfully requests the rejections presented in the Office Action be
withdrawn and patentability of all challenged claims be confirmed. None of the asserted prior art
references, either alone or in combination, teach or render obvious the challenged claims of the
’369 Patent.

Io addition, Patent Owner also submits an Amendment o the Claims. These new claims

all are allowable for the same reasons as the independent claims. Additionally, the newly added

claims recite additional features not present in the art of record.
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If the USPTO determines that an additional fee is required, the Director is hereby
authorized to charge any appropriate fees that may be required by this paper, and to credit any

overpayment, to Deposit Account No. 50-4592, Attorney Docket No. 11270075,
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i. AMENDMENTS TO THE CLAMS
Below is the list of claims. No claims have been amended. New claims 18-32 have been
added. Support for those claims can be found below. /nfra § 1ILB.

EASTING OF CLAIMS:

b {Original) A method of routing an IP data packet in a telecommunications network to a
destination equipment, said packet comprising a primary destination address and a
destination port number, said method comprising, on reception of said packet, the
tollowing steps:

determining a port mask assigned to the destination equipment, the port mask defining a
range of port numbers to which the destination port number belongs;

selecting at least one identifier of the destination equipment of the packet from a plurality of
equipment identifiers associated with said prumary destination address based on the
port mask; and

routing the packet to the destination equipment based on said identifier.

2. {Orniginal) The method according to claim 1 of routing an IP data packet, wherein said at least
one identifier is a secondary destination address of the destination equipment.

3. {Original} The method according to claim 2 of routing an 1P data packet, comprising, before
the routing step, a step of transforming the packet by adding said secondary address to the
packet, and routing the packet based on said secondary destination address.

4 {Origival) The routing method according to claim 1, wherein the at least one wdentifier is a
route dentifier specific 1o said destination equipment and the packet is routed based on

said specific route identifier.
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5. (Originaly A device for routing an [P data packet in a telecommunications network o a
destination equipment, said packet comprising a primary destination address and a
destination port number, wherein said device comprises, on reception of said packet:

a processor that determines a port mask assigned to the destination equipment, the port mask
defining a range of port numbers to which the destination port sumber belongs;

the processor selects an identifier of the destination equipment of the packet from a plurality
of equipment identifiers associated with said primary destination address based on the
port mask; and

a communication unit that routes the packet to the destination equipment based on said
identifier.

6. {Originaly Telecommumications network equipment adapted to receive an IP data packet
coruprising a primary destination address and a destination port number, comprising at
least one routing device comprising:

a processor that determines a port mask assigned to a destination equipment, the port mask
defining a range of port numbers to which the destination port number belongs;

the processor selects an identifier of the destivation equipment of the packet from a plurality
of equipment identifiers associated with said primary destination address based on the
port mask; and

a communication unit that routes the packet to the destination equipment based on said
identifier,

7. {Original} A method of configuring a piece of terminal equipment connected to a
telecommunications network, comprising, on reception of a configuration request sent by

said equipment, the following steps:
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assigning to said piece of terminal equipment a primary address shared with a plurality of
pieces of terminal equipment;

assigning to said piece of terminal equipment a port mask defining a range of numbers
dedicated to it and a routing identifier; and

sending to said piece of terminal equipment a configuration message comprising said primary
address, said port mask, and said routing identifier.

8. (Original} The method according to claim 7 of configuning a piece of terminal equipment,
comprising a step of assigning to said piece of terminal equipment an identifier of a
routing device adapted to route a data packet comprising said primary address as the
destination address to said piece of terminal equipment, and the configuration message
turther comprising said routing device identifier.

9. {Original} The configuration method according to claim 7, wherein said configuration message
is further sent to a routing device that routes to said piece of terminal equipment a data
packet containing said primary address as the destination address.

10. (Onginal) A configuration server in a telecommunications network, wherein, on reception of
a configuration request sent by a plece of terminal equipment, comprising:

a processor that assigns a primary address to said piece of terminal equipment, said primary
address being shared with a plurality of pieces of terminal equipment;

the processor assigns to said piece of terminal equipment a port mask defining a range of
numbers dedicated to it and a routing 1deuntifier; and

a communication unit that sends to said piece of terminal equipment a configuration message

comprising said primary address, said port mask, and said routing identifier.
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11, (Original} A method of configuring a piece of terminal equipment connected to a
telecommunications network, wherein, on reception of a configuration message
comprising configuration data comprising a primary address, a port mask defining a
range of port numbers that s dedicated thereto, and a routing identifier, said method
comprises the following steps:

storing said configuration data; and

before sending a data packet into the telecommunications network, selecting a port number in
the range of port numbers defined by the port mask, said data packet comprising as
source address the primary address of said piece of terminal equipment and as source
port number the selected port number.

12. (Original} The configuration method according to claim 11, wherein, once an identifier of a
routing device adapted to route a data packet comprising said primary address as the
destination address to said piece of terminal equipment has been received, said method
turther comprises a step of sending the configuration data to said routing device.

13, (Orniginal) The configuration method according to claim 11, wherein, on reception of a data
packet comprising a destination address, a port number, and a routing identifier, said
method further comprises a step of verifving that the port number belongs to the range of
port numbers defined by the port mask, and a step of rejecting said packet if result of the
verification is negative.

14, (Originaly A piece of client terminal equipment connected to a telecommumications network,
wheretn, on reception of a configuration message comprising configuration data
comprising a primary address shared with a plurality of pieces of terminal equipment, a

port mask defining a range of port numbers that is dedicated to the piece of client

Ex. 3002



terminal equipment, and a routing identifier, the piece of client terminal equipment
comprising:
a memory that stores said configuration data;
betore sending a data packet in the telecommunications network, a processor that selects a
port number in the range of port numbers defined by the port mask, said data packet
comprising as source address the primary address of said piece of client terminal
equipment and as source port number the selected port number.
1S, {Oniginaly A now-transitory computer readable mediom encoded with program code
instructions gxecutable by a microprocessor to perform the method according to claim 1.
16. {Original} A non-transitory computer readable medium encoded with program code
instructions executable by a microprocessor to perform the method according to claim 7
17. {Ornigival} A vouo-transitory computer-readable medium  encoded with program  code
instructions executable by a microprocessor to perform the method according to claim 11

18. (New) The device for routing an IP data packet according to claim 5, wherein:

said 1dentifier 18 a secondary destination address of the destination equipment.

19, (New) The device for routing an IP data packet according to claum 18, wherein;

the processor transforms the packet by adding said secondary address io the packet; and

the communication unit routes the packet based on said secondarv destination address.

20, (New) The telecommunications network equipment according to claim 6. wherein said

identifier is a secondary destination address of the destination equipment,

21. (New) The telecommunications network equipment according to claim 20, wherein;

the processor transforms the packet by adding said secondarv address to the packet: and

the communication unit routes the packet based on said secondary destination address,

S
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22. (New} A non-transttory_computer readable medium encoded with program code instructions

executable by a microprocessor to perform the method according to claim 3.

23, (New) The method according to claim 1, wheremn, the destination eguipment 15 a terminal

equipment connected 1o g home gateway.

-3

24. (New) The method according to claim 3. wherein, the destination equipment is a terminal

equipment connected {o a home gatewav.

[\
[,

. {New) The device for routing an IP data packet according to claim S, wherein, the destination

couipment is a terminal equipment connected to a home gateway.

26. (New) The device for routing an IP data packet according 1o _claun 19, wherein, the

destination equipment is a terminal eguipment connected 1o a home gateway,

27. {(New) The telecommunications network equipment according to claim 6, wherein, the

destination equinment 15 a terminal eguipment connected 1o a home gateway,

28. {New} The_telecommunications network equipment according to claim 21, wherein, the

destination equipment is a terminal eguipment connected to a home gateway.

29. (New} A non-transitory computer readable medium encoded with program code instructions

executable by a microprocessor to perform the method according to claim 24,

30, (New) The method according to claim 7, wherein, the piece of terminal equipment connected

1o a telecommunications network is connected 1o a home gateway.

31. (New) The configuration server according to claim 10, wherein, the piece of ternunal

equinment 1s connecied 1o a home sateway,

[ PR
3

. {New} The method according to claim 11, wherein, the piece of terminal equipment

connected to a telecommunications network is connected to a home gateway.
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33, {(New) The piece of client terminal equipment connected to a telecommunication network

according to claim 14, wherein, the client terminal equipment is connected to a home

2ateWway.
1L OVERVIEW

A. Background

On October 23, 2023, I Joseph English requested ex parre reexamination (the “Request)
of U.S. Patent No. 8,693,369 (the “736%9 Patent” ) on behalf of Unitied Patents, LLC ("Usufied” or
“Requester”). The Request challenged claims 1-3 and S-17 of the 7369 Patent {the “Challenged
Claims”} based primarily on U.S. Patent Nos. 7,624,195 (“Biswas”) and 8,363,647 (“Fangman”).
The Office ordered reexamination of all claims on Jamuary 18, 2024 (sua sporte including claim
4y and issued rejections of all claims in a June 7, 2024 non-final office action. All Claims were
rejected under pre-AIA 35 US.C. § 102(e) as anticipated by Biswas. Claims 1-8, 10, 11, and 13-
17 were rejected under pre-AIA 35 U.S.C. § 102(b) as anticipated by Fangman,

Monarch respectfully requests that the Office withdraw all rejections to the claims and
confirm the patentability of the ’369 Patent in light of the following remarks. Specifically,
netther reference discloses or suggests all elements of the claims.

B. Claim Status

Issued claims 1-17 have not been amended For the reasons that follow, Monarch
respectfully requests reconsideration and a confirmation of allowance of the previously issued
claims.

The newly added dependent claims 18-21 seek to incorporate imutations found o claims
2 and 3 1 claims that depend from independent claims S and 6. As such, claims 18-21 are
necessarily narrower than claims 5 and 6. Claim 22 depends from claim 3 and narrows the claim

to “a non-transitory computer readable medium. 7 Support for claims 18 and 20 can be found

11
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in claim 2. Support for claims 19, and 21 can be found in claim 3. Support for claim 22 can be
found in claims 3 and 15

Additionally Support for claims 18 and 20 can also be found in the 7369 Patent at 3:48-57
{explaining that the identifier may be a secondary address), and 9:9-17 (in one embodiment, the
routing identifier is a private address).

Suppeort for claims 19, and 21 can be found in the "369 Patent at 3:58-64 {explain that the
packet may be transformed or encapsulated with the secondary address and routed based on the
secondary address), and 12:58-13:4 (describing several ways to transform or encapsulate the
packet with a secondary private address, and route the packet using that address).

Support for claim 22 can be found in the "3069 Patent at 4:40-57 (explaining that the
invention provides a computer-readable data medium containing instructions for the computer
program described in the specification).

Newly added claims 23-33 depend from other claims and add features related to terminal
equipment connected to a home gateway. Support for these claims can be found throughout the
specification. For example, in one embodiment, the 369 Patent describes that the destination
equipment may be terminal equipment and a plurality of terminal equipment may be connected
to a home gateway, as illustrated in Figure 3:

A telecommunications network RT of an operator on which a service provider has

deployed an IP connectivity or access service architecture is described with

reterence to FIG. 3. A plurality of pieces of terminal equipment have access {o

this network. Below the term terminal equipment refers equally to the pieces of

terminal equipment 118, 128, 136, 146, 168, 178, for example ielephones or

personal computers, connected directly to the network RT and to a home gateway
234, 228 between a home network and the telecommunications network RT.

369 Patent at 8:1-10. Other sections of the "369 Patent support that the terminal equipment may

be connected to a home gateway. See, e.g., id at 1:45-51, 2:4-7, 3:30-34
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i 369 PATENT BACKGROUND

The '369 Patent provides solutions to enable routing data packets across domains by
assigning port masks to terminal device, preserving public IP addresses and allowing reduced
overhead when translating packet headers. See "369 Patent at 2:.29-64.

A. State of the Art

1. The Internet Protocol

The Internet allows packets of data to be transmitted between remote devices or
networks. These packets are sent and received using Internet Protocol (“IP7), and traditionally,
Internet Protocol version 4 (“IPv47). See EX2001 at 1; 7369 Patent at 1:15-18, 1:53-534.

iPv4 defines numerous aspects of the Internet Protocol, including the structure of the [P
packets. See gemerally EX2001. These packets include a “header” part that camries the
information used to transmit data packets to their destinations. EX2001 at 8, 11 The IP header
uses “addresses” to identify the source and destination of the packet, typically in the form of 32-
bit numbers. EX2001 at 1-2, 11, 14,

The IPv4 packet also includes a data or payload section carrying the data being
transmitted between devices. fd at 1. Within the data section, the packet often includes a higher
layer protocol such as Transmission Countrol Protocol (“TCP”) or User Datagram Protocol
(“UDP"}. Id at 1, 5. These protocols inchude their own header information. EX2002 at 15, In the
case of TCP and UDP, the header includes a source port and a destination port. [d. Like [Pv4
addresses, the port numbers are typically represented as 16-bit numbers, /d.

The resulting structure of an IPv4 packet countaining a TCP packet is llustrated below

{where the TCP packet would be within the data portion of the IPv4 packet):

13
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EX2001, Fig. 6, EX2002, Fig. 3.

In the IP protocol, unique addresses are used to identify individual devices on a network.
See 7369 Patent at 1:35-39 (noting the risk of exhaustion of addresses and the increased number
of addresses available in IPv6). So any device directly connected to a pubhic IP network, such as
the Internet, needs a unique IP address to communicate with the rest of the network. See id

{same}. By the time of the *369 Patent, IP practitioners understood that the internet would run out

14
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of unique addresses. 369 Patent at 1:53-54. Those practitioners sought solutions to either avoid
exhaustion or replace Pv4 addresses. 7 at 1:53-54

One solution 15 Internet Protocol version 6 ("IPv6”). Jd at 1:55-59. IPv6 dramatically
increases the available number of addresses by using larger numbers to represent the address,
typically represented as a 128-bit value. /4 at 1:55-39. However, at the time of the "309 Patent,
{Pv6 adoption was proceeding slowly. /4 at 1:59-60. Until IPv6 1s more widely and universally
adopted, other solutions are needed to conserve public IPv4 addresses. See, e.g., d at 1:66-2:1
{referencing other solutions taken to address the imminent risk of IPv4 address exhaustion},

Oune altemnative solution is Operator NAT, which maintains “state tables” associating
private I addresses and port numbers with public 1P addresses and port numbers. /d. at 2:19-41.
But Operator NAT has several disadvantages, such as sigmficantly increasing the processing
overhead required to route packets. /d. at 2:19-41.

2. The "369 Patent

Mohamed Boucadair, the inventor of the "369 Patent, sought to alieviate these drawbacks
while working at Orange, a French telecommunications company. fd at cover, 1:53-54, 2:45-55
One solution described by the “369 Patent 1s to provide a shared public address and a portion of
the available public port numbers to terminal devices connected to a private network. /d at 3:11-
29 In this embodiment, the “369 Patent describes assigning and transmitting port masks from an
edge router to a terminal device. Kd. at 7:29-32. These port masks represent a range or set of port

numbers. {d. at 7:49-67. Examples of port masks are illustrated in Figs. 2A and 2B:
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By conveying and maintaining the port range assignments as masks, edge routers using
the methods of the *369 Patent can significantly reduce overhead. /d. at 2:19-50. For example,
this technique allows the terminal devices to use public IP addresses and a set {or range} of port
numbers wheo transmitting a packet. fd. at 4:65-67, 7:32-35. This way, the edge router does not
need to perform NAT on the packet before sending it into the public network, simplifying packet
routing. See id at 2:15-22, 3:18-23, 8:57-67 {similar}.

The ’369 Patent has seven independent claims that fall into roughly two categories. The
first group of independent claims are 1, 5, and 6. These claims are directed to methods and

devices that route a packet to a destination device based on determining a port mask assigned to

10
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the destination device. The second group includes independent claims 7, 10, 11, and 14 These
claims are directed to methods and devices that assign a port range to a device 1n the form of a
mask and transmitting the mask to the device.

Iv. THE ASSERTED REFERENCES

A, Biswas

Biswas 1s U.8. Patent No. 7,024,195, utled “Method and apparatus for distributed
network address translation processing.” Biswas at cover. It describes methods for assigning
global addresses and port ranges to a group of devices and using ports to distinguish messages
from separate devices. /d., Abstract.

Like the *369 Patent, Biswas recognized problems posed by the imminent exhaustion of
public IPv4 addresses. i at 1:14-27. Biswas also recognized the drawbacks of existing address
conservaiion techniques, such as NAT /4 at 3:38-41 To avoid these drawbacks, Biswas
describes a method to distribute NAT functions across a private network. 7 at 4:15-20.

Biswas invention is described in reference to 1ts Figure 1
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Biswas, Fig 1. As shown above, Biswas describes a private network 10S
service provider (“ISP”), connected to a public network 115, such as the Internet, via gateway
110, /d at 3:42-46. Private network 105 inchudes a number of “intermediary hubs,” in this case
routers 120a-¢. /d. at 3:46-48. Routers 120a-c are aggregators that provide connectivity for ed
routers 125a-c. Jd. at 3:48-50. Hdge routers 125a-~¢, i turn, are customer premises equipment

{“CPE”}, such as a modem, that provide network access for hosts 103a-¢. /d at 50-53. Biswas

1303 130b 130c

/,\l Edge | i Edge / Edge |
128a -/ | Rower | 125h ./ | Router | 125¢ ./ Router |

e e L -

/ Private Metwork
. {e.g. internet Service
Provider Cloud)

Router
P
{
N
)
120h )
120c
Public Network \
{2.q., Internet} J
/
o
/

3 . —\\
@'waie Metwork )
r‘/l

e

Figure 1

2

discussion focuses on aggregators, CPEs, and PCs. /d. at 56-59.
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Biswas describes techniques that distribute NAT functions—which were previously
performed by gateway 110-to routers 120a-¢ and, potentially, edge routers 125a-¢c. 7d at 4:14-20.
The preferred embodiment describes enabling downstream devices to perform NAT by assigning
those devices two IP addresses, and “inside” address and an “outside” address. /d at 3.66-4:3
{describing inside addresses), 4.26-28 (noting that devices need 1o be informed of the cutside
address). However, Biswas notes that this creates several challenges, and proposes solutions o
those problems. See id at 4:21-29.

In a preferred ernbodiment, an cutside address 18 directly correlated to an inside address,
allowing simple, header-only NAT. 44:41-50. In another embodiment, multiple inside devices
share the same cutside address. See id at 4:51-60. There, the gateway may use port ranges {o
differentiate the aggregators when there are not enough outside IP addresses available to be
uniquely assigned to the aggregators. /d at 4:51-5:8.

Biswas also describes technigues for forwarding packets within the network. A preferred
solution is injecting the cutside addresses into the routing tables of devices on the private
network. /d at Fig. 2, 5:52-538, 6:15-32. This allows packets with the outside address to be routed
within the private network. See i at 6:15-32. Alternatively, tuoneling can route packets withio

nny
I
i

the private network. /d at 6:37-7:19. The tunneling embodiment uses simple header only NAT to
forward encapsulated packets. /d. at 6:42-46.

Biswas’s two embodiments do not combing all the limitations of the claims of the 7369
Patent. In the first embodiment, port numbers are not used to identify a routing path for a packet.
In the second embodiment, port numbers are used in lieu of an identifier of the destination

Biswas does not teach a combination of these two distinct embodiments. Moreover, Biswas does

not describe assigning port ranges to terminal equipment {e.g, Biswas’s PCs and hosts 130a-c).
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Instead, Biswas assigns a port range only to routing devices in the network, specifically the
aggregators (routers 120a-c} and the CPEs {edge routers 125a-c}.

B. Fangman

Fangman is U.S. Patent No. 8,363,647, titled “Sysiern and method for configuring an [P
telephony device” Fangman at cover. It describes systems for providing DHCP lease
information to an [P telephone to enable communications between an P telephone and another
device. /d. at Abstract.

Fangroan focuses on voice over IP techoologies ("VoIP”). M at 1:18-22. Fangman
explains that the VoIP market faced significant technoical challenges, including problems caused
by the limited number of public IP addresses, NAT, and firewalls. /d. at 1:35-2:23. One of
Fangman's proposed improvements i3 a system that provides setup information to an IP
telephoune that assigns an available port range to an IP telephouve. /& at 3:7-33. Once the port
range is assigned, the IP telephone can communicate using one of the availabie poris. /4. at 3:00-
03,

When a packet is transnutted, Fangman describes using an alternate version of NAT
called “Network Address Persistent Port Translation” or “NAPPT.” /4 at 3.66-4:11. In NAPPT,
the private source address is translated to a public address, but the source port is unchanged. /4.,
4:6-11. The public source address and the “persistent” port can identify the device corresponding
to a packet sent back to the private network Jd at 4:12-27.

Notably, Fangroan does not teach routing a packet based ou determiuning a port range {or
port mask} for a packet received at a router. Instead, Fangman only uses the port number in the
packet to identify a destination device in NAPPT, similar to traditional NAT or PAT. /4 at

17:60-18:10. Fangman also does not mention the use of port masks in its NAPPT process.
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Y. CLAIM CONSTRUCTION

In a Reexamination proceeding, the claims of the 369 Patent must be given their
broadest reasonable interpretation in light of the specification as 1t would be understood by one
of ordinary skill in the art:

The Patent and Trademark Office (“PTO”} determines the scope of claims in

patent applications not solely ou the basis of the clairs language, but upon giving

claims their broadest reasonable construction “in light of the specification as it

would be interpreted by one of ordinary skill wny the art.” M re dm. Acad of Sci.

Tech. Ctr., 367 F.3d 1359, 1364 (Fed. Cir. 2004). Indeed, the rules of the PTO

require that application claims must “conform to the invention as set forth in the

remainder of the specification and the terms and phrases used o the claims must

tind clear support or antecedent basis in the description so that the meaning of the

terms o the claims may be ascertainable by reference to the description.” 37

CFR. § L75(dX1). It is therefore eutirely appropriate for a court, when

conducting claim construction, to rely heavily on the written description for

guidance as to the meaning of the claims.
Phillips v. AWH Corp., 415 F 3d 1303, 1316-17 (Fed. Cir. 2003} {en banc}; see also In re Smith
Ml Inc., 871 F.3d 1375, 1381-83 (Fed. Cir. 2017) (“The correct inquiry in giving a claim term
its broadest reasonable interpretation. . 18 an interpretation that corresponds with what and how
the inventor describes his invention n the specification, ie., an interpretation that s consistent
with the specification.” {internal quotes and citations omitted)).

The Office Action appears to give all terms their plain and ordinary meaning and does not

appear to propose any particular interpretation of any limitation.

Vi, REMARKS

A, Biswas Does Not Anticipate the Claims
1. Biswas Does Not Teach Selecting An Identifier Based On The Port Mask

(Claims 1,3, 5,6, 19, and 21)
Biswas does not anticipate the claims claiming an identifier of a destination equipment is
selected based on a port mask or port range. Claims 1, 5, and 6 each claim routing or receiving a

packet that includes a destination port number The claims require that a port mask be

21
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determined, the port mask defining a port range to which the destination number belongs. That
port mask is assigned to a destination equipment. Based on identifying the port mask, the packet
18 routed to the destination equipment using an identifier of the destination equipment. Claims 3,
19, and 21 add that routing the packet further includes transforming the packet by adding the
identifier {a secondary address of claims 2, 18, and 20} to the packet.

a) The Relevant Embodiment of Biswas Routes Packets Based On
Port Numbers, Not Ranges

The Office Action states that the “destination equipment” of claims 1, 5, 6 corresponds to
Biswas’s router 120a (the aggregator). Office Action at 4, 8, 11.' However, Biswas does not route
packets to the aggregator based on a destination port mask or range. Instead, Biswas teaches
routing such packets based, in part, on the pott smenber, usiog traditional NAT techuiques.

The key aspect of Biswas’s invention is assigning corresponding cutside addresses and
inside addresses to aggregator devices {routers 120a-c} to reduce the NAY functions at the
gateway. Biswas at 4:21-40. As such, Biswas’s discussion of port ranges 1s hinuted. To the extent
Biswas describes port ranges, it describes an alternate embodiment that assigns port ranges {o
devices in the private network along with an outside address. fd. at 4:51-60. This allows a packet
with an outside address to be routed to the correct device without performing NAT at the higher
tevel devices, such as the gateway. See id at 4.21-23. However, this discussion of assigning port
ranges does vot directly address packet handling (i e, bow a port number is identified or an

address selected).

' The Office Action does not explicitly identify the destination equipment of claim 6, but it
appears to be the aggregator hike claims 1 and 5. See Office Action at 11 {citing Biswas at 4:56-

60).
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Where Biswas does address packet handling, Biswas explicitly teaches routing a packet
based on the port mumber, not the port ramge. Specifically, Biswas states that “When the
gateway 110 receivefs] an outside packet, it could then be routed to a selected aggregator based
on both the outside address and the port smenber” Jd. at 5:6-8; see also Office Action at 6 {citing
same). This is the similar to the prior art NAT process described by the "369 Patent, “which []
associates the private IP address and the port associated with the terminal with [a] public P
address and port.. . 7369 Patent at 1:45-52.

In traditional NAT, a source port number is durectly associated with a public source
address when a packet is sent out of the network. /. Therefore, when a return packet is recetved,
the NAT device compares the destination port number to the previously identified source port
number and modifing the destination address accordingly. Biswas does not teach modifying this
system and, instead, appears to rely on it £.g., Biswas at 4:44-50. Therefore, Biswas does not
teach determining a port mask, because the Biswas uses the prior art method of a ong-to-ong
association of a port number to a destination device.

Even if this embodiment taught using a port mask, it does not teach routing a packet
based on a selected identifier. The Office Action contends that the destination address of claims
1, 5, and 6 1s Biswas's outside address, Office Action at 4-5, and the claimed identifier is an
inside address. Office Action at 5-6. But Biswas teaches that, when a port number is used, the
packet 1s routed “based on [] the oudside address. .. Biswas at 5:6-8.

As noted above, a key aspect of Biswas 13 injecting the outside address into the private
routing table, allowing packets to be routed using the outside address and avoiding NAT at the
higher level devices. /d at 4:14-23, 6:19-32. Because Biswas maodifies its private network to use

the outside address, Biswas does not teach that a separate identifier of the destination equipment
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is needed or used to route the packet.* Therefor, Biswas does not teach the claimed identifier of
the destination equipment.

b} The Other Embodiments Of Biswas Highlight The Difference
Between Biswas And the Claims Of The "369 Patent.

The other sections of Biswas cited in the Office Action further illustrate the difference
between Biswas and the 369 Patent. For example, with respect to the step of “selecting at least
one identifier of the destination equipment,” the Office Action points to Biswas’s discussion of
tunneling packets from the gateway to the aggregator. Office Action at 5-6 {citing Biswas at
6:42-483. This embodiment uses “very basic header-only NAT)” ie., without relying on port
numbers found in the payload and directly associating an inside address with an outside address.
id at 6:42-46. This 15 the same approach taught in the preferred embodiment. See Biswas at
6:19-32 {modifying routing tables 1o associate both an outside address and an inside address with
one device). The tunneling embodiment does not contemplate the use of port numbers, at all.
Indeed, using a port number in this ernbodiment would defeat the invention by moving the full
NAT functions back to the gateway.

Another example is Biswas’s discussion of subnetting. See Office Action at 5 {citing
Biswas at 7:42-47). The Office Action’s reliance on this embodiment presents two problems.
First, this embodiment describes a CPE, rather than the aggregator relied on in the Office Action

for the destination equipment limuation. This embodiment discusses packet routing from the

2 For this reason, this embodiment also does not teach Claims 3, 19, and 21, which requires that
the packet is transformed by adding a secondary address to the packet. As explained in the next
paragraph, the embodiment describing encapsulation does not rely on port numbers at all, much
fess port ranges. Biswas does not teach combining 1ts embodiments, and therefore, does not

anticipate claims 3, 19, and 21.
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aggregator to the CPE, not from the gateway to the aggregator. Biswas at 7:23-26 (“As with the
aggregator, the CPEs would need to be both alerted to cutside packets requiring NAT functions
and have access to the outside addresses and/or port ranges in order to perform the NAT
functions.”y. The Office Action does not explained how the teaching of these separate
embodiments could be combined.

Second, the discussion of subnets in this embodiment does not teach that a packet could
be routed using on an identifier identified selected based on the port mask. Instead, this
embodiment suggests the aggregator routes a packet to a CPE based only on the outside address
and the port number, cousistent with the preferred embodiment discussed above. See Biswas at
5:6-8. For example, Biswas explains that “the aggregator would act as a GAPP/RAPID server
from the CPE side. . " Biswas at 7:38-41. Biswas carlier explains that “the GAPP/RAPID server
is responsible for assigning ouiside address and/or port ranges,” but “[tihe inside address is
generally assigned using DHCUP” /d. at 5:29-31. Thus, by using GAPP/RAPID, Biswas teaches
that, when a port number is used, the packet is routed based on the outside destination address
{not an identifier), and NAT is distributed from the aggregation device to the CPE, consistent
with the goals of Biswas. See id. at 4.15-20 ("{In the present invention as illustrated 1o FIG. 1
the gateway 118 is not solely responsibie for these NAT functions. Instead, the responsibility is
distributed between the gateway 119, the intermediary routers 120 a, 128 & and 128 ¢ and
potentially the edge routers 1285 ¢, 128 b and 125 7).

Accordingly, no embodiment of Biswas teaches both the port mask and routing identifier

elements of claims 1, 3, 5, 6, 19 and 21.

Ex. 3002



2. Biswas Does Not Teach A Configuration Message Including A Primary
Address, A Port Mask, And A Routing Identifier (Claims 7, 10, 1, and 14}

Claims 7, 10, 11, and 14 each include a configuration message or configuration data that
inchudes, 1) a primary address, 2} a port mask, and 3) a routing identifier

Turning first to the port mask, Biswas never describes or suggests sending or receiving a
port mask in a configuration message. The Office Action points to a reply sent from an
aggregator to a CPE. Ofhice Action at 14, 16 {citing Biswas at 7:.23-37), 17-18, 20 {citing Biswas
at 2:60-65). But these sections only discuss sending a port range 1o a device, not a port mask.

Biswas also fails to teach a single message comprising the three claimed elements (the 1)
a primary address, 2) a port mask, and 3} a routing identifier). With respect to claims 7 and 10,
the Office Action points to 3 discussion of the aggregator providing certain information to the
CPE:

As with the aggregator, the CPEs would need to be both alerted to cutside packets

requiring NAT functions and have access to the outside address and/or port-

ranges in order to perform the NAT functions. Therefore, just as the aggregators

would be aware of their outside addresses and/or port-ranges, so would the CPEs.

When a CPE requests an inside address, the aggregator (or some device in concert

with the aggregator) would reply with an inside DHCP address and the outside

address and/or port-ranges
Office Action at 14, 17 (citing Biswas at 7:23-37}. Though this discussion mentions a reply with
an inside DHCP address, and an outside address and/or port-ranges, it does not teach sending all
the in a single message.

To the contrary, this embodiment necessarily teaches multiple messages, first a DHCP
offer and then an reply with the outside address and/or port ranges. DHCP 15 defined by RFC
2131 and includes an options portion that 18 further defined by RFC 1533, See generafly

EX2003; EX2004 In DHCP a client device sends a DHCP discover message to obtain

configuration parameters from a server EX2003 at 6, 13. The server responds with a DHCP offer

Ex. 3002



message that includes the requested parameters. /d at 13. The DHCP offer message includes a
set of parameters defined by RFC 2131, but none of these include an identifier (distinct from the
primary address), or a port range. See id. at 10,

Thus, Biswas’s aggregator must send at least two messages in order provide the mside
DHCP address, and an cutside address and/or port-ranges to the CPE, one of which 1s the DHCP
message.

With respect to claims 11 and 14,7 the Office Action points to two separate messages
received at an edge router, an assignment and a notification:

The edge router then receives [1] an assignment of the inside address, a range of

useable ports and [2] a notification of an outside address that outside devices will
use to communicate with the responsibie devices.

Office Action at 18 {(annotated) (citing Biswas at 2:60-65). This description aligns with Biswas’s
detailed description of the separate DHCP message and outside address/port range message. Just
fike claims 7 and 10, Biswas’s edge router must receive at least two messages in order provide
the inside DHCP address, and an outside address and/or port-ranges. Accordingly, Biswas does
not teach the claimed configuration message.

3 Biswas Does Not Teach Assigning A Port Mask 1o 4 Terminal Fapdpment
Comected {o A Home Gateway (Claims 23-33).

Biswas does not anticipate the claimed assignment of a port mask to a terminal
equipment connected to a home gateway. Each of claims 23-33 includes a version of this
Himitation. But, because Biswas only assigns port ranges to intermediate devices and routers, it

does not anticipate these claims of the 369 Patent.

* The Office Action does not cite support for the configuration message of claim 14, and
therefore the validity of claim 14 should be affirmed because no teaching in Biswas discloses

that element.

)
~
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Clatms 23-33 of the 369 Patent, on the other hand, describes and claims assigning port
ranges to terminal equipment connected {0 a home gateway. See afso *369 at 3:30-34. As a result,
these claims include: 1) a port mask assigned to a terminal equipment connected to a home
gateway, and 2) that the mask defines a range of numbers assigned to the terminal equipment.

On the other hand, Biswas describes functions at a gateway, aggregation devices, and
CPE devices. Hach of these devices are intermediate devices that do not teach a terminal
equipment connected to a home gateway. For example, Biswas explains that the aggregator 15 an
“ntermediary hub” that provides connectivity to another set of edge routers. Biswas at 3:46-50.
The edge routers then provide network access to a further set of hosts. /d As explained above,
Biswas focuses on assigning addresses to these routing devices in the network. This is a ditferent
concept from assigning port ranges to terminal equiprnent connected to a home gateway as
claimed by these clairos of the 7369 Patent.

Biswas implicitly recognizes that it does not teach the terminal equipment connected to a
home gateway of claims 23-33 of the "369 Patent. In the brief discussion of the function of the
PCs in Biswas’s system, Biswas explains that a CPE “could etther perform the NAT functions
itself, or. . inform{] the PCs of a global address and [the CPE’s] own port range.” Biswas at 7:59-
62. But Biswas never states {(or even suggests} that a port range would be assigned to the PC
rather than the CPE. Biswas also disparages this approach, stating that it “may not always be
feasible.” fd. at 7.64-67.

In sum, Biswas’s specification focuses on distributing NAT functionality amongst 4 group
of routers. It does not suggest that its teaching could apply to destination or terminal equipment.

Accordingly, Biswas does not anticipate claims 23-33 of the "369 patent.
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B. Fangman Does Not Anticipate the Claims
1. Fangman Does Not Teach The Use Of Port Masks (All Claims;

Every independent claim of the 369 Patent claims a port mask that defines a range of
port numbers. Fangman does not describe port masks at all and cannot anticipate the claims.

The 7369 Patent’s invention “is based on an entirely vovel and inventive approach to
routing a data packet that relies on a unique combination consisting of the destination address of
the packet, the port mask defining a range of port numbers that includes the destination port
number of the received packet and a routing identifier of the destination terminal equipment.”
369 Patent at 3:11-16. The invention provides numerous advantages, one of which is a solution
to IPv4 address exhaustion without significant capital investment. /d at 3:17-29.

The "369 Patent explains that the port mask is one aspect that provides the benefits of the
invention:

The 1nvention consists in reducing the range of port numbers available to terminal

equipment for each application by assigning a piece of terminal equipment a port

mask that defines a sub-portion of this range. The port mask assigned in this way

10 a particular piece of terminal equipment is used in combination with its primary

IP address to route data packets that are sent to it without degrading IP service.

369 Patent, 7.29-35.

In contrast, Fangman 15 entirely silent as to port masks. The Office Action points to
discussion tn Fangman related to a destination port number and a range of port numbers. Office
Action at 23, 26, 27 {citing Fangman at 17:60-18:9}, 29, 31-32 {citing Fangman at 8:30-33,
11:48-50), 35-36 {citing 3:26-33, 3:50-56); see afso Otfice Action at 33 (not identifying any part
of Fangman as disclosing the port mask found in the preamble of claim 11). But, nove of these
sections describe or suggest a port mask.

Accordingly, Fangman does not teach any of the independent claims of the "369 Patent.

[
O
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2. Fangman Does Not Route Packeis Based On Port Ranges

Even if Fangman taught the use of port masks, Fangman does not teach using port ranges
s to route packets to a destination device, as required by claims 1-5, and 6 of the "369 Patent.

Independent claims 1, 5, and 6 claim, tn part, a process where a router receives a packet
and determines whether or not the destination port number in the packet falls within a ranges of
port numbers assigned a terminal device connected to the router. The determination is made
using port masks that correspond to the assigned ranges. Specifically, element 1]a] recites
“determining a port mask assigned to the destination equipment, the port mask defining a range
of port numbers to which the destination port number belongs.” "369 Patent at 14:20-22. Claim
element 1[b] also requires “selecting at least one identifier of the destination equipment of the
packet . . . based on the port mask™. 74 at 14:23-26. Claims § and 6 include similar imitations
from the perspective of “a device for routing an IP data packet . . 7 and “telecommunications
network equipment . .. 7 fd at 14:46-53, 14:60-67.

Fangman’s disclosure focuses on the initial setup of an IP telephony connection
Fangman at 16:29-36, 16:53-537. Fangman explains that a service gateway can assign a range of
ports to an IP telephone (i.¢e., a terminal device). /i {discussing port allocation in the context of a
DHCP process). But Fangman only briefly discusses handling packets received at the service
gateway. This discussion is quoted below:

Conversely, when the SG 170 receives a data packet trom the IP device destined

for the P telephone 120, the data packet may include a public destination 1P

address, a destination port number; and source information associated with the IP

device, where the destination port number is in the assigned range of port
numbers for the P telephone 120, In one embodiment, the public destination 1P
address and the destination port numuber may be used to uniguely identify the IP
telephone 120, Performing a NAPPT on the data packet may include using the
public destination IP address and the destination port nurber to uniquely identify
the IP telephone 120, and changing the public destination IP address to a private

destination IP address while leaving the destination port number unchanged. Note
that in this embodiment, the private IP address roay be an IP address of the 1P
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telephone 120. After NAPPTing the data packet, the 8G 170 may send the data
packet to the IP telephone 120,

id. at 17:60-18:9. This is the same section cited in the Office Action for the “determining” and
“selecting” elements.

Above, Fangman first describes the contents of a packet received at service gateway 170
{1.e., that it may include “[1] a public destination 1P address, [2] a destination port number; and
{31 source information associated with the IP device, where the destination port number 15 1o the
assigned range of port numbers for the IP telephone 1207}, Jd. at 17.62-65. Fangman then
explains how this packet may be handled: “In one embodiment, the public destination IP address
and the destination port number may be used to uniquely wdentify the IP telephone 1207 7d at
17:65-18:1. Focusing on the destination port number, Fangman teaches that the packet includes a
port number within the range assigned to the destination IP telephone. Jd at 17:50-59. The port
number may be used to identify the destination IP telephone. /d.

This 1s part of Fangman’s Network Address Persistent Port Translation ("WNAPPT”}, and 1t
relies on a “persistent” port number to transmit packets between networks. Supra § IVEB. Using
this technique, the service gateway checks whether the persistent port number in the destination
packet matches the port number used by the IP telephone in a prior outgoing transmission. /i at
17:46-50. But by using a single persistent port sumber, NAPPT does not teach or suggest that
the destination port range (ot a port mask) is used to 1dentify the destination IP telepbone as
required by these claims.

3. Fangman Does Not Teach The Configuration Message (Claims 7, 10, {1,
and 14)

Fangman does not teach the configuration message of claims 7, 10, 11, and 14. Each

claim includes a configuration message with three elements: 1} a primary address, 2) a port
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mask, and 3} a routing identifier. As explained below, Fangman does not include either a port

mask or a routing identifier in a configuration message.

~

With respect to claims 7 and 10, the Office Action points to three parts of Fangman
discussing the DHCP service and information that an IP telephoune may kuvow. Office Action at
29-30 (citing Fangman at 3:26-29, 8:48-53, 11:64-07). As noted above, DHCP ts defined by RFC
2131 and includes a options portion that is further defined by RFC 1533, See generally EX2003;
EX2004. At a high level, in DHCP, a client device sends a DHCP discover message to obtain
configuration parameters from a server EX2003 at 6, 13, The server responds with a DHCP ofter
message that includes the requested parameters. /d at 13. A list of the contents of the DHCP
service 15 included in Fangman’s specification:

DHCP Service:

Standard features:
Permaunent lease with updates
IP address
Mask
Default gateway
Domain name
Host name
DNS server
Validate address before assigning
MAC based reservations
Boot file name
Boot file location

Options.
Assign port ranges for host, reserved in NAPT table
Assign soft switch address
DHCP table synchronization with standby device

Additional DHCP Features:
Support multiple scopes and super-scopes
Support for MAC-based reservations
Support leasing based on class identifier {(ignore requests from non-
phones})
Issue leases based on client wdentifier (Ignore requests from non-phones)
Support standard DHCP options:
Option T (Subpet Mask)
Option 3 {Router Option)

Lad
N
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Option 4 (Time Server Option)
Option 13 (Boot File Size Option)
Option 17 (Root Path)
Option 50 (Reguested [P Address)
Option 54 (Server Identifier)
Option 66 {TFTP Server Name)
Option 43 (Veodor Specific Information)
Vendor Specitfic Options:
Assign unique port ranges to DHCP clients
Assign priraary/backup MGC IP address
Assign NAT address
Fangrman at 10:44-11:15; see also EX2003 at 10, EX2004 (listing option fields}.

Notably, the above contents of a DHCP offer do not include a port mask or a “routing
identifier” or any equivalent. And, to the extent that DHCP includes a “mask,” it 1s a subnet mask
defining a range of IP addresses. EX2003 at 45 Nor 1s it clear that anything in the DHCP request
could meet the claimed “routing identifier”

The portions of Fangman quoted o the Office Action highlight this. The first section
explains that a DHCP offer message “may include DHCP lease information based on the
validated identifier, such as the range of port numbers and information indicating operational
software for the IP telephone” Fangman at 3:26-29. Not only does this not mention masks, but
the “identifier” refers to something to identity the IP telephone, such as a vendor 1D, not a
routing identifier. fd. at 3:10-13.

The second cite section of Fangman lists some of the standard features of DHCP, which
as noted above, does not include a port mask or routing identifier:

Specifically, via BHCP the SG 178 may perform one or more of the following:

assign the IP address and network mask, set the SG 170 as the default gateway,

set the NS domain to the appropriate value, set the SG 178 as the TFTP/BOCTP

server, provide the path and file name for the boot image, and set the host name.

1d at 8:48-53.
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The last cited section of Fangman states that “The IP telephone 128 may also know the
public 1P address to which all its traffic is being NATed...” fd. at 11:64-67. But this does not
suggest how the IP telephone may know the public IP address, nor does it suggest modifying the
DHCP offer to include multiple IP addresses.

Further, Fangman does not teach the claimed primary address. These claims require that
the primary address is “shared with a plurality of pieces of terminal equipment.” This primary
address is the sent to the terminal in a configuration message. The Office Action contends that a
“single public IP address” providing NAT support 15 the primary address. Office Action at 29, 31
{citing Fangman at 8:6-17).% As noted above, the Office Action then points to the DHCP offer as
the claimed message. /d. at 29-30. However, these sections from Fangman do not teach that the
public address s included in a DHCP offer Instead, this portion of Fangman suggests that a
private address is transmitted in the DHCP offer. See Fangman at 8:48-53. Nothing cited in the
Office Action with respect to these claims suggests that Fangman ever provides the IP telephone
with the public address.”

Accordingly, Fangman does not describe the information contained in configuration
message or data of independent claimns 7, 10, 11

14, and their dependents, and therefore,

>

Fangman does not anticipate these claims.

? With respect to claims 11 and 14, the Office Action does not specifically identify the primary
address shared with a plurality if pieces of terminal equipment. Novetheless, Fangman does not
teach these claims for the same reasons.

* With respect to Claim 14, the Office Action notes that the final element, which includes the
primary address, 15 not a limitation because it does not recite any structural limitations. Patent

Owner respectfully disagrees.
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Vil. CONCLUSION
For the foregoing reasons, Patent Owner respectfully requests that the Office find all

claims patentable.

Lad
L
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Protooo.

Intern

PREFACE

This document specifies the Dol Standard Internet Protocel. This
document ig kbaged on six szarlier sditions of the ARPA Intasrnet Pratocol

Specification, and the present text draws heavily from them. There have
been many contributors ! work baoth in terms of concepts and in

o th .
terms of text. This edition revises aspects of addressing, error
handling, option codes, and the gscurity, precedence, compartments, aond
handling restriction features of the internet protocol.
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REFC: 7921
Replaces: RFC 760
IENs 1 .

e0, 54, 44, 41

INTERNET PROTCCOL
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RPA NET PROGRAYM
JTOCOL SPE”IE CATION

1. INTRODUICTION

1. Metivation

[

~ -

The Internet Protocol is designed for use in interconnected systems of
packet-switched computer 2ommq*ivat'wn networks. Such a system has
been called a "categet®™ [1]. The internet protaocol provides for
transmitting blocks of data called datagrams from sources to
destinations, where sources and destinations are hosts identified by
fixed length addresses. The internet protocol alsc provides for
fraguentation and reagssmbly of long datagramg, 1f necessa
transmigsion through "small packet” networks.

2. Scope

[

i. -
{0

The internet protocol is specifically limited in scope to provide th
functions necessary to deliver a package of bits {an internet
datagram} from a scurce to a destination over an interconnected system
of networks. There are no mecharismc to augment end-tc-end data
rel : flow ring, or other gervices commonly
found in host-to- internet protocel can capitalize
rvices uf networks to provide varicus types
ties of

}.J
(48]
[
o]
(a2
[+
~
Fh
hY
¢}
0]
{7}

This protocel is called on by host to-host protocols in an internet
envirvoanment. Thie protocol calls on lecal network protocols to caryy

the internet datagram to the next gateway or destination host

For example, a TCP module would call on the internet module to te
TCP gegment (including the TCP header and user data) as the data
portion of an interpet datagram. The TCP moduls would provide the
addresses and cther parameters in the .n ernet header to the internet
module as avguments of the call. The internet module would then

create an internet datagram and call on the local network interface to

transmit the internet datagram.

In the ARPANET cage, for example, the internet module would call on
{Page 1]
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Internaet Prot
Introduction

the internet
IMP. The

local net module which would
datagram crx 1o an ARFANET

S

ARPANET address would be derived from the i cernet gg by the

local network interface and would be the addres
ARPANET, that host might be a gateway to other n&tworks.

heogt in the

1.4. Opera

The internet protocol implements two bhasic functions: addressing aond
fragmentation.

The internet modules use the addresses carried in the internet header
gmit internet datagrame toward theill d?%tjﬂati@ﬂg. The
selection of a path for transmission is called routing.

to tr

P"‘

The internet modules uss filelds in the internet header to fragment and
reassemble internet datagrams when necesggary for transmigsion through
"amall packst" net

The wodsl of opsration ig that an internet module regidss in each host
engaged in internet communication and in each gateway that
interconnects networks. Thege modules share common rules for
interpreting address fields and for fragmenting and assembling
internet datagrams. In addition, these modules (es: ally in
gateways) nave procedures for making routing decisi and other

functions.

The internet pro'“col treats each internet datagram as an independent
entity unrelated to any otl internet tagram.  There are no
connections or iogical circuits (virtual or otherwisge) .

The internet protocol uses four key mechanisms in providing its
service: Type of Ssyvice, Time to Live, Optiocns, and Header Checksum.

The Typs of Service 1 used ind gservice
desired. The type of servic s an zed get of
parameters which chavacteri in the

a3

networks th indicatiocn

at make up the internet.
e

is to be used by gateways to select the actual transmission parameters
for a par lar network, the network to be used for the next hop,
the next gateway when routing an internet datagram.

The Time to Live is an indication of an upper bound on the lifetime of
1] It iz set by the seru

an internet . er of the datagram and
reduced at the points along the route where it is processed. If the
time to live reaches zero befors the internet datagram reaches its

r
sz destroyed. The time to live can
ne limit.

destination, the internet datagram
be thought of as a self destruct ti
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The Option

gituat

routing.

s pr
ng but
options include provi

Intern Protocol
Introduction

ovide for control functions needed or ugeful in some
unnecesaary for the most common communicaticns. The

siong for timestamps, security, and special

The Header Checksum provides a verification that the informaticn used
in processing ionternst datagram has been G : d correctly. he

data may Cor

dat agram

The internet protocol does not provid

faciiity.
hop-by-h
checksum.

taln Eerrors. If the
carded at once by

fails, the internet
detects the error.

le communication
are no acknowledgments sither end-to-end or
is o error controi for data, only a heads

P
: B

srig.  There ig no flow control.

Errors q&*oﬁrvd may be repcorted via the Internet Control Messags

Protoccl
module

Ex. 3002

[3] which is implemented in the internet protocol
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2. OVERVIEW
2.1. Relaticn to Other Protoecols

The feolliowing diagram iillustrates the place of the internet preotococl
in the protocol hierarchy:

ITeloet| | FTP | | TFTR|
Fome Rk 2 I &

R
| Internet Protocol & ICMP
e g

P R

E Local Network Protocol
B e -

Frotocol Relat

Internet protocol inrerfaces on one side to the higher level

host -to-hoat protoca. and onn the other iz toe the local netwerk
protocol. In this context a "local network” may be a small network in
a bullding or a large nstwork such as the ARPANET.

o8]
3

2. Model of Qperation

x

=

The wmodel of operation for transmitting a datagram from one
application program to another is illustrated by the following
sCenario:

We suppose that this transumission will involve cne intermediate

gateway .

The ssnding application program prepares itse data and calls on its
lO”al intern Qt Wbdhlp to send that data as a datagram and passes the

¢ and other parameters asg argu of the call.

'ttac}es the data
ork addresgs for
'Iess of a gateway.

Ex. 3002 Monarch Networking Solutions LLC
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It sends this datagram and the local network address to the local
network interface.

The local network interface creategs a local network header, and
attaches the datagram to it, then sends the rasgult via the .
network.

The datagram arrives at a gateway host wrapped in the local network

eadeyr, the local network intsrface styvips off this hsader, and
turng the datagram ﬁvcr to the internet module. The internet module
determines from the internet address that the agram ia to be
forwarded to another host in a gecond network. The internet module
determines a local net addresg for > destinatiocn host. T calls
on the local network interface for that network toe send the
datagram.

-4

This local network interface creates a lecal ne;wor& keadar and

attaches the datas gsending the result to the d

At this destination host the datagram is stripped of the local net
header by the local network interface and handed to the internet
module

madule dat
program in

1 program in
ress and other param

an
data to the

1, passing the source
cf the call.

Application Application
Prograu Program
.
\ /
Intern Moduls Internet Module Internet Module
AN / \ /
\ / \ /
LNI-1 ILNI-1 4 LNI-2
\ /, \ /

Local Network 2

[y

prd

Local Network

rr(;
@
[+
a0
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The function or purpose of Internet Protocol is to move datagrams
through an in;erﬂ01nebt_u get of networks. This is done by passing
the datagrams from one internet module to agothsr until the
destination is reached. The internet modules reside in hosts and

gat in the ir net system. The datagrams are routed from one
internet mecdule to another through individual networks based on che
interpratation of an internet address. Thus, one Important wmechanlsw

of the internet protoccl is the internet address.

In the routing esgages from one internet module to another,

Lraverse a

datagramg may : network whose maximum packet agi ig
smallexr fnan the gize of the datagram. To overcome this difficulty, a

fragmentat

Addressing

chanism is

provided in the internet protocel.

A disgtinction is made between nameg, addregges, A
name indicates what ws geek. An addr=gs at 1. A
route indicates how to get there The internet prococgl deals
primarily with addresses. It ig the task of hi ; evel (i.e.,
host-to-host or aop1*512101) protocols to make the mapping from
names to addresgses. The internet module mapg interns aa
local net addregses. It is the task of 1 ower level {(i.e.
or gateways) orocedures to make the mapping from local net addres:
to routes.
Addresses are fi length of four octets (32 bits). An aﬂdrﬁsa
becins with a network number, followed by local address {(called the
Praat™ field). There are this formats or classes of lnterneL
addreggesg: in class a, the order bit 13 zero, the next 7 bkits
are the nstwerk, and the bits are the local addre in
clagg b, the high order two are one-zero, the next 14 bits are
Che twork and the lagt 16 are the local addressg; in class ¢,
ﬂrder chree bitg are one-one-zero, the next 21 bits are the
twork and the last 8 bitg are the local address.
Care must be taken in mapping internet addresszses to local net
resses; a e X 1 host must be able toe act as D lt were
sever ~al distinct hosts to the extent of using several distinct
internet addrasses. Some hosts will alsc have several physical
interfaces {(multi-homing) .
That is, provisicn must be made for a host to have several physical
interfaces Lo the network with each having several logical internet

addressesg.

Ex. 3002

Monarch Networking Solutions LLC
EX 2001



7

r_,’\
1]
o]
&
]
=]
¢
m
[
}..J
0]
[se]
}_l

Internaet Prot
Gverview

)
Ui
[

‘Address Mappings®

Fragmentation of an internet datagram is necessary when 1t
originates in a local net that alliows a large packet sgsize and mus
traverse a lcocal net that limits packets to a smaller size to ree
its destination.

An internet datagram can be marked "don't fragment." Any internet
datagram so marked 1s not to be internet fragmented under any
circumstances. If internet datagram marked don’t fragment cannot be
delivered to its destination without fragmenting it, it is to be
discarded instead.

Fragmentation, transmiggion and reagssmbly acvoss a local network
which is invisible to the internet protocol moaule is called

intranet f

mentaticn and may be used [6].

The internet fragmentaticn and reassembly procedure neseds to be able
to break a datagram into an almost arbitrary number of pieces that

P

can be later res embled. The receiver of the fragments uses the
identification £1 of different datagra
are not mixed. g the receiver the

position of a fraqmﬁnt in the origil datag am. The fragment
cffset and leng determine the porti inal datagram
COVGTEQ by Lnlg fragment. The more- flag indicates (by
eing reset) the last fragment. provide gufficient
&hﬁohma i Lo reassemble

I
j
o
o
]
-

to disgtiongui:

The identificaticn fisld is : . > fragments of one
datagram from those of another. The originating protocel module of
an internst datagrax geta the identification field to a value that
must be unigue for that source-destination pair and protccol for the
time the datagram will be active in the internet system. The
originating protocol module of a complete datagram gets the
more-fragments £

l“)

ag to zero and the fragment offsst to zero.

To fragment a long internet datagram, an internet
{(for example, in a gateway), <createsg two new inte CARMS arnd
coples the contents of the internet header fields the long
datagram into both new internst headers. The data of the 1onq
datagram is divided inte two portions on a 8 octet (64 bit) boundary
{the second port might. not be an integral multiple of 8 octet
buL the first must be\. Call the number of 8 octet bl
irs L pcrtion NFB (for Number of Fragment Blocks). TF
port of the data is plaﬁmd in the first new interne' datagram,
an the total length field is set to the length of the first

module

rr(;

@
[+
s
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datagram.

tke to
datagram.
long datagram.

datagram is set to the value
NEFB.

This procedurs can be generald
the two-way sgplit described.

The

~

more-fx
data

1grc1

octal length field is
The mocre-fragments

The

fragment

Protocol
Gverview

Intern

g flag is set to one. The s d
in the i new internet datagram,
set to ength of the s 1d

flag carriesg the same valu the
affget field of the new internet
of that field in the long datagram plus

segord

zed foxr an n-way spl rather than

piit,

 the fragments of an internet datagram, an internet
i’k {for example at a destination host) <ombines
ng that all have the same value for the four fields:
identifica curce, dagtination, and p?oto The combinatio
is ﬂwn@ by placing the data portion of eac in the relative
Lo itci indicated by the fragment ocffget gment’ s
internet header. The firast £ I3 the agument cifget
zero, and the last fragment wi 11 kave the more-fragments flag reset
Lo zexro.
2.4, Gateways

Gateways
networks.

implemant 1
Gateways also im

protocel
lement

forward datagrams
Gateway to Gateway

TG

the

(GEr} 7] to coovdinate routing aﬁd other internet control
information.
In a gateway tl el prot not be implemented and
the GGP functions are adaed to the
+._....._........_........_.........._.,!,
internet Protocecl & ICMP & GGP|
i ————————————————————————————————— i_
e = -~ + e 4
| Local Net | | Local Net |
oo m oo S Fmmm e m e m oo +
Gateway Protocels
Figure 3.
{Page 9]
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3. SPECIVFICATION
3.1, Internet Header Format
A summary of the contents of the internet header follows:
0] 1 2 3
0123 45¢ 78901 3456782 012345¢&678¢401

e e e e e et T T e S T L e e EE T S R
|Version] Type of Service] Total Length

9]

et e e e e e T e e o Bt It ek et T TR
] Identification [Flags| Fragment Offset ]
e ek e T e i e Tt T e S S el et ek T s
| Time to Live | Protoool | Header Checksum

Bt e e T e e e I e e e T e ot ol o e B

| Scurce Address |
e e e T e e Tk S e T e R Tk et Y
| Destination
e T Tt T e et S et S e e e
| Opticns |

e T e T e R tat T ek ek e P P S

e el e e S
Padding |

4

-+

Ui
bt
rt
[
Q
=3

Note that each tick mark represents one bit po
ersion: 4 bits

- s »
The Vergion £:

=1ld dndicates the format of the internet header. Thi
document describes vergion 4.

i

;4 bits

rnet header in
data. DNote

Internet Header Length is the length of the inte
£ words, and thus points te the beginni
he minimum value for a correct headexr isg 5.
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Type 0f Service: 8 bits

The Type of Service provides an indication of the abstract
parameters of the guality of service desired. Thege parameters are
f=)

to be uged to gulde the selection of the actual service paramsters

when transmitting a datagram through a particular network. Several

natworks offer gervice pracedence, which somehow treats h

precedence traffic as more important than other traffic generallv
by accepting only traffic above a certain precedence at time of high
cad) . The major choice is a thres way tradeoff between low-delay,

ability, and high-throughput.

rmai

] LJ'
Normal

'bput 1=
ilicy, 1

ey

i

Ul e
[

il
o

0 1 2 3 4 5 6 7

b e gy
i E i ] | E i
| PRECEDENCE I o § v { 5 | o | o |
| | | E | | |
to--- - Fommm o L to--- - Fommm o L +

Precedence

111 - Network Control

110 - Ionternetwork Control

101 - CRITIC/ECP

100 - Flash Override

611 - Flash

310 - Truediate

301 - Priocrity

000 - Routine
The use of ela Throughput, and Reliabi ll ty indications way
increase tk cost {(in some sense) of the service In many networks
beti one of these parameters is coupled with worse
& ormance on ar Fxcoor V“Yy urmugual ges alt most G«

f these three lﬂ&lbathﬂq should be se

Q

The type of sgervice ig used to specify the treatment of the datagram
during its } Tt Example

mapping al service
provis ARPANET, SATNET, and PRNET
is gi

Ex. 3002 Monarch Networking Solutions LLC
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The Network Control precedencs d651gnablon is intended tc be used

Wi n a network only. The actual and contrel of that
dmcignaf%ﬂn is up to each network. The Internetwork Contrel
degignation is intended for use by gateway contrcl originators only.
If thes actual use of these preacedence Hesignatlons ig of congern tc
a particular network, it is the =
control the accegss to, and use of, thosge

respongibility of tﬁat network
eceden signations.

(e

Total Le : 16 bite

Total Length is the length of the datagram, measured in octets,
including internet header and data. This field alliows the length of
a datagram Lo be up to 65,5835 t Such long dat'grams are

& prepared
re whole
datagrams
the destination

All hogts must

t b

L3
impractical for most hosts and
Lo accept datagramsg of up to 5
cr in fraguents It is rec

76 octets
1“Gﬂ0“d that u

i

The number 576 is selascted to allow a reasonable sized data block to
be transmitted in additicon to the required header information. For
example, this size allows a data block of 512 octets plus 64 headsr

£ nn a datagram. The maximal internet header is &0
g ) internet header is 20 octets, allowing a
margin for headers of higher level protocols.

to aid in »ling the

value assigned by the send

an iden G
a datagram.

i
fragments of

Various Control Flags.

Bit 0: reserved, must be zZero
;
\.

Bit 1: {(DF) 0 = May Fragment, 1 = Don’'t Fragment.
Bit 2: {(MF) 0 = Last Fragment, 1 = More Fragments
G 1 2
e
I DM
o f # | F|
e et

Fraguent Cffset: 13 bits

This field indicates where in the datagram this fragment belongs.

[

{Page

&
o
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m
!

The fragment offset is measured in uni
firet fragment has offs

The

i..l
rt
w
O
Hh
e}
Q
Q
pes
0]
(a3
113
(o))
>
o3
'J
ot
153

Time to Live: 8 bits

*hls fleld indicates the maximum time the datagram is allowed to
the ir net gystem. If this field contalns the value
the datagram must be destroyved. This field is modified
- header processing. The time is asured in units of
but since every module that process datagram must
reage the TTL by at leagt one sven if it egs the datagram in
1 than a second, the TTI £ as an uppser
pouAd on the time a datag tion is to cause
t rﬁd the

ZGtiWF

bitg

rej
g
O
&
6]
[
Q
e}
o

This flela indicates the next level protocol used in the data
>f the internst datagram. = lves for various protocols
are oeb*fled in "Assigned Numbers® {9].

Header Checksum: 16 bits

A checksum on the header cnly. Since soms heade“ fields change
i ' ig is recomputed and verifi sach point
processed.

im algorvithm is:

The checksum fleld is the 16 bilt ons’s complement of the one’s
complement sum of all 16 bit words in the headexr. For purposes of
computing the checksum, the valus of checkaum field ls zero.

This ig a mple to compute checksum and experimental ie
indicates i1t is adequate, but it is provisional and may be replaced
by & CRC procedurs, depending on further experience

Source Address: 232 bitg

The source address. See gection 3.2.

Degtination Address: 32 bits

9]

The destination address. See section 3.
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Dptions: wvariable

The coptions may appear or not in datagrams. They must be
gt

implemented by all IP modules (hos

2 es 4
1a

and gateways). What is opticnal

Ls theilr transmission in any particular datagram, not their

implementation.

In some environments the security option may be reguired in all

datagrams.

The cption

{
cptions. The

Case 1:

Cage 2:

The optiocn

cption-length octet asg well as

b

The cption

1 bit
D i
2 jonRw=
T =
5 bite

The copied
fragments

N
i
[oF
5
o]
o

w
i

-

=
T
0w
o]
0]

Ex. 3002

field ig wvariable in length. There may be zero or wors
re are two cases for the format of an option:
A single octet of option-type.

An option-type octst, an optico-length octst, and the
actual option-data octets.

-length octet counts the option-type octet and the
+

he option-data octets.

-type ootet g viewed as having 3 fields:

class,

option numpber.

t this cpticon is copied inte all

Qi

flag indicates th

on fragmentation.

copied

future use

i
gging and measurement
Y

red for future use

5]
F..J
n
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The following internet options are
LENGTH DESCRIPTION

Thig
it has no length
ig option
hag no length Oﬂt

Used to carry

0 G - End of Option list.
1 octet;

opt

octet;
Security.
Compartmentaticn,
Handling Regtriction
regquirements.

O
N
i
P

Codes com

ion occu
octet.
accuplies

Uzer Group (‘

FoNt:

cnly

only 1

0 3 var. Locse Source Routing. Used
internet datagram based on informat
supplied by the source.

0 3 var. Strict Source Routing. Used to ute the
internet datagram based on informatlon
suprllied by the source.

O 7 var. Record Route. Used to trace the route an

1terwet dataqlam takesa.

0 8 4 Stleam Used to carry the strean
identifier.

2 4 VAY . Internet Timestamp.

Specific Cption Definitions
End of Option

I

[HeJoelslsslele

e

Type=0
This option indicates the end of tL on list. This might

the header

not COjﬂCiJP with the end of e
Thig is used at the

the internet header length.

cpticns, not the end of each opticon, and need only be
the end of e options would not otherwise coincide wi
of the intermnet header.

May be copiled, intreduced, or deleted on fragmentation,
any other reason.

Ex. 3002

according to
ennd of all
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This option may be used between opticons, for example, to align
the beginning of a subsegquent option on a 32 bit boundary.

May be copiled, introduced, or deleted on fragmentation, cor for
7 other reason.

Security
This option provides a way for 321(“:53"'.& t0 gand security,
{ S Y

compartmentation, handling restri and TCC {cleosed user
group) parameters. The format for option is ag follows:

; ' 7 Ay
I e e ) A S . Ll I T N iy

il’DhUJlO 0001011888 SESiCCC CCCiHHH  HA TCC E

oy
H
L

Specifies one of 16 levels of sscurity {(eight of which are
3 3
i

00C000O0C 00000000 ~ Unclasgsified
131110001 00110101 - Confidential

01111000 10011
10111106

1 14 - EFTO
O e
01011210 O
0

1
014a
1001101 - MMMM
110 - PROG
11 1

10101 00100
11010111 10001000 -

01101011 1000101 - T

00110201 11100010 - ¢ future use)
10011010 11110001 - {(Reserved use)
0100110 1 01111600 - {Regexved r future use)
00100300 10111101 - {(Resgexved for future usge)
00010011 01011110 - {(Reserved for future uge)
10001001 101031111 - {(Resexved for future use)
131000100 11010110 - ({RBegerved for future use)
13110001¢ 01101011 - (Resexrved for future use)

o
F..J
~J
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h

ield)

its

T
&3

Compartments {(C

when the information transmitted is
values for the compartments field
Defengs Intelligence Agency.

An all zero wvalue
not compartmented.
may be obtained from the

Handl Begtrictions (H field}: 16 hits

The wvalues for the control and release markings are
alphanumeric digraphs and are defined in the Defense

Intelligences Agency Manual DIAM 65-19, "Standard Security
Markings™.

Trangmigsion Control Code (TCC field): 24 bits

Provides a means to segregate traffic and defins controlled
communities of interest among subscribers. The TCC values are
rapghs, and are avallable from HQ DCA Code 530.

e

rs at mnost

Must be copiled on fragumentation. This option app
crice in a datagram.

Loose Source and Record Routs
A
|10000011) length | pointer route data

WHHNH,,»*HHH“»»»W+H"“»»»WH+"“»»»WHHH//»»WHH"“»+

The loose source and record route (LSRR option provides a means
for the source of an internet datagram Lo supply routing
information to be used by the gateways in forwarding the

N

datagram to the destination, and to rscord ths route
information.

cn beging with the option type code. The second octet
ption length which includes the coption type code and the
ctet, the polinter octet, and length-3 octets of route

v hird octet ia the pointer into the route data
indica'Jﬂq octet whicl ; the next scource addrvess to he
procegsed. e pointer is relative to this cption, and the
amallest legal value for the pointer is 4.

data is composed of
internet address ig 32
r than the length, the
=d route full) and the
ddress field.
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If the addregg in degtination addresgg field
the pointer is not greater than the length,
the source route replaces the address in the ds

field, and the recorded route address 1eu*aces
address just used, and p@inter ig increased by

e racorded route address ig the dr net module’s own internel
idregs known in the vironment into which this tagram ig
address as known in the environmen nto whictk hig datagram is

Thie procedurs of replacing the sourcs route with the recorded
though it is in fnﬁ reverse of the order it must ke in to
) o

means the option {and the IP hesader

a
ag a whole} remal

ns a h as the datagram progresses
through the internet
loose source route because the gateway or host

his opt;on is a e
allowed to use any routs of y number of cthex
intermedlace gateways to reach the next addressg in the route.

[

Must be copied on fragmentation. Appears at most once in a
datagram.

e il Fommmm dmmm R [l +
110001001} length | pointer| route data
Fomm e R e oo e +

The strict scurce and record routes (SSRR) option provides a

ns for the source of an intermnet datagram to supply routing
n Lo be usged by the gateways in forwarding the

dabcgram to the destination, and to record the route

informa

The sgecond ogtet

The opticn begins with the option t
i type code and the

option length which includes Y O
ootet, the polnter octet, and lengtl octats of route

t The ¢ d octet 1s the poigtexr into s route data
indicating the octet which begins the next scurce %ddrebb to be
processed. The polinter relative to this coption, and the
gmallest legal value for the pointer is 4.

A route data is composed of a series of internet addresses.
Bach internet address is 32 bite or 4 octets. If the pointer is
greater than the length, the source route is smpty (and the

X

[Page 19}
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and the
field.

If
the
the source route replaces

in desgtination address
not greateyr than the
address
addyr

the addre
pointer

88

the
record rout
uged, and point

T e
e

aaa

i (SRR

1d, and
address just

addresgs is

the environment

revarge
mear the

t length

of

N e
18

-
Can

remains
internet.

th

rough the

is a strl
the datagram
through only
the next addr

the route.

at

ute

souras route
indicated in
eciflied in

st

MU be copied on fragmentati
datagram.

Apps

Record Route

e

focooon1is

U U

o~

qtil n

o
[&
i

leng oilnter e

u

e e e it

a mea

~ion begins with = )
option length which : th
octet, the pointer octet, and
The ird actet the pointer
ing the octet which begins the
The pointer is relative to t©
legal value for the pointer i

length
data.
indicat

J

e
ol

is

.
]

A recorded route
Bach

is composed ©
internet address 32

IS

is [N

Ex. 3002

outing i

le

rngth,
Cer 1g increas
the internet module’
into
gource route

opui

becaus

g to

hag been
the naxt
the destin t on a
aces the source

_L
ad four.

reached and

sadr
30

fieid

SEE

in ddress
rep
7

P
QWIL

datagram

8
IS

y which this

with the recorded
the order it musgt in
arn {and the I

he
oe

-
L.

9]
w2

IP header
as the datagram progresses

5
St

se the gateway or ho
the next address in the
connected 1 T K

the next gateway

ot

QL

or host

ars at most ongs in

a

f oy
/
data

oy

/

/7

ns route

aoatet

de and the

g of route
route data

a to store a route

and the

code . gecond
= option t/pe
ength-3 octet
inte the
next
his opt
4.

are

iomn,
g
ag of int

octeta.

ernet
If tl

¥
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n

greater than the length, the recorded route data area is full.
rhe coriginating host must compose this option with a largs

gh route data area te hold all the address expected. The
size of the cpticon does not change due to adding addresses The
intitial contents of the route data area must be zero.

When

the

Owrn int

If the rcoute data area is alresady full

length}
into
room

nogt

Not

e e
330

o

1000z

ar

th

internet module
rd route option
addrs=gs as

the datagram ig
vecorded

e

in

o be

copled on fraguentation,
Appears at most

in

once

Identifier

B g e
{00000010]

e

Tvpe=13& Length=4

This option provides

ident
the

Must be copied on fragmentaticn.

sStream concept.

datagram.

Ex. 3002

route .
for a full address
congidered
ICMP parameter problem message may
[31.

St

a way

TOUL datagram ecks see if
is present. If it is, it inserts its
known in the envivonment intoe which this

{the pointer

forwarded without insesrting

1€ thers is some roowm bhut g

to ke inserted, the original datagram

or and 1 arded. In either ca arn
the source

not enough

is

se

To

<

goes in filrst fragment only.
a datagram.

g
Stream
e g

e

™
1

for the 1&-bit SATNET gtream
etworks that do not gupport

at

Appears mogt once in a

[{Page 211}
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Internet Timsstamp

o e e g e e e g e e e e g
EDluJOlfﬁi length | pointer|oflw|fig]
o ot e e e e e e e
| internet address |
e e g e e
| timestamp E
B ot e e e e e e e e e

The Cpticn Length ig the numbesr of octets in the option counting
the type, leagth, pointer, and ovarflow/flag octetg (maximum

1c1" th 40) .

The Pointer ig the number of octets from the beginning of thig

option to “He ﬂnd of timeztamps plus one {(i.e., it po*qtﬂ Lo the
cctet beginning the space for next tirastamp\ The

legal value is 5. The timestamp area is full when

is greater than the length.

ig the number of IP modules that

oflw}y [4 bits]
t s dus to lack of space.

s lmestamp

The Filag {flg) {4 bits] values are

} -- time stamps only, stored in congecutive 32-bit words
1 -- each timestamp is preceded with internet address cf the

regiligtaring entity,

module only regis its ti camp i it matches 1 OWI1
address 4

The Timestamp 18 a tamp in

not available in

milil zconda since midnight UT.  If the time i

1;11-q8LbnﬁS or cannct ke provided with respect to midnight UT
then any time may be ingerted as a timestamp provided the high
crder bit of the timestamp field is set to one to indicate the
use of a non-standard value.

The criginating host must compose this option with a largs
enough tir QQtamp data area to hold all the timestamp information
expected. i size of the opticn doesg ncot change due to adding

Ex. 3002 Monarch Networking Solutions LLC
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timestamps. The intitial contents of the timestamp data ares
must be co or internet address/zero pailrs.

If the timestamp data area 1is already full (the pointer exceeds

the length) the datagram is forwarded without inssrting the
timestamp, but the overflow count is incremented by one.

If there is some room but not enocugh room for a full timestamp
o be ins&rteo; or the ov¢‘f10w count dtaslf overflows, the
criginal datagram ig consgidered to be in error and is ;iscarded.
In either cass an ICMF parvameter problem message may be sent to
the source host [3].

The ti
carri
datagram.

p option is not copied upon fragmentation. It is
e first fragment. Appears at mozst once in a

Padding: varis

The internet header Lo ensure that i

RS : lnternst
header ends on a 32 bit boundary. The padding is zero.

The implementa st be robust. Each implementation

mugt expect to interoperate with other t i rent

individuals. While the goal of this be explicit

about the protoccol there is the poss

ns . In geperal, an impleme srvative

gsending behavior, and liberal in its recaivin" ehavior. That

ig, it mugt be careful to gend well-formed datagrams, bhut must accept
e

hat it can interpret ., not cbiject to technical
he meaniag is

any datagram T
- -

kesd

£111 el
till ol

¢ internet service is datagram oriented and provides for the
fragmentat 1ﬂr cf datagrams at gateways, with reassembly taking place
at iation internet protoccl medule in the destination host

Of course, fragmentation and reassembly of datagrams within a nhfwork
or by private agreement between the gatswavs of a network is alszo
allowed since this is tran reagt ta the internet protocols and the
higher-ievel protocols. This transparent type of fragmentation and
reassembly ig termed "network-dspendent” (or intranet) fragmentatiocn
and is not discussed further here.

Internet addresses distinguish sources and destinations to the host
level and provide a protocel fisld as well., It is assumed that each
protocol will provide for whatever multiplexing is necessary within a
host .

Ex. 3002 Monarch Networking Solutions LLC
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Addressing
.

o provide for flexibility in assigning address to networks and
allow for the large number of small to intermediate sized networks
the interpretatico of the address field ls coded to specify a small

i
number of networks with a large number of host, a moderate number of

networks with a erate number of hosts, and a large nu 2 of
networks with a small number of hogts. In addition there is an

egdaps ccde far tended addre

raing made.

Address Formats:

High Order Rits Format Class
0 of host a
10 of host b
of host C

[ )

ldressing mod

A value of zerc in the network field means this network. Thi
only usej in certain ICMP messages. The extended addressing
18 ur fined. Roth of thesge features are res v”ed for future

network addresses is given in

network, must allow for a

sing phve istinct internet hosts.

That isg, th:;. st a me ing het n internet host ade and
network/hos geveral internet addre to
corregpond Lo one int%Lfi““. It must also be allowed for a haosgt to

have geveral physical interfaces and to treat the datagrams from
saveral of thew asz 1f they were all addre ed to a single host

Addregs m
ARPANET,
Mappings®" [5].

betwsaen

addx'sses
networks

Fraguentation and Reassgsmbly.

The internet identification field (ID) is used together with the
gouras and destination address, and the protoool fields, to identify
datagram fragments for reassembly.

The More Fragments flag bit if the datagram ig ncot the

identifies the fragment
riginal unfragmented
8 octets. The

last fragment. The Fragment
location, relative to the beginning
datagram. Fragments are counted

rr(;
@
[+
[38]
N
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egsigned so than an unfragmented datﬂgLam
i i ’MF = fragment

fragmentation strategy 1
3 Or
LCi its data

nas all
a3 I
broken on 8

h

2ach

oY a

e

This format fragments of 8 octet
taotal of 6% thig : congigtent with
datagram to i rse, the header is count ed in the
total length and oot in the fragments)

r—rU')

o
e
o

. , scme cptlons are copled, but others
remain with the first fragment only,

Every internet module must be able to forward a dabagram of 68
cotets without further fragmentation. is cauge an internet
header may be up to 60 octets, and ths mioimun f'sgmen' is 8 actets

o
\1"

receive a datagl
o be reassembled.

Every i1 cniet destination must .
cctets either in one pilece or in fragmen

)
~J
[s3]

ot

The fields which may be affected by fragmentation include:

options field

more fragments flag

fragment offset

internet header length field
tal length field

header checksum

,—\,ﬂﬁ‘
NI

[ OV]

NN NP

Oy L

If the Don’t Fragment flag (DF} bit is set, then internet
fragmentation of this datagram is NOT permitted, although it may be
discarded. This can be used to prohibit fragmentaticn in cases
where the receiving host does not have sufficient resourc t
reassenmble internet fragments.

Cnes example of uge of the Don't Fragment fsature iz to down line
load a small host. A small host could have a boot strap program

that accepts a datagram stores it in memory and then executes it.

easi

Py
example

The fragmentation and rea
descz*bed by axamples.
lementations

eral naotation
than or egual®™, "#" means "not equal®™, "=" means "egual’, "<-7 means
ig ast to'. Also, "x tce y" includes x and excludes y; for example,
"4 oto 7Y would include 4, 5, and & (but net 7).

following pseudo o

rograms: "=<°

B}

5]
N
n

Ex. 3002 Monarch Networking Solutions LLC
EX 2001



Internaet Prot
Specification

An Example Fragmentation Procedure

()

The maximum gized datagram that can be transmitted through the
next network iz calied the maximum transmission unit (MTU) .

less than or egual the maximum transmission
datagram to the naxt step in datagram
therwise cut the datagram into two fragmeqts, the
being the maximum size, and the secornd fragment
of the datagram. The first fragment is submitted
o in datagram processing, while the second fragment
this procedure in case it is still too largs.

FO - Fragment Offset

ITHL - Internet Header Length

TF - Don't Fragument flag

ME - More Fragmenteg flag

TL - Total Length

CFO - ©0ld Fragment Offset

CIHL - 0©ld Internet Header Length
CMF - 0ld More Fragments f£lag
OTL -  0ld Total Lengt

NFE - Number cof Fragment Blocks

MTU - Mas

imum Trangmigsion Unit

TF TL =« MTU THEN Submit this datagram to the next Stcp
in datagram processing ELSE IF DF = 1 THEN discard the

datagram ELSE

To praoduce first fragment:
(1} Copy the original internet header;
(2} OIHL «- IEL; OTL <- TL; OF0O «- FO; OMF <- MF;
{33 NFB <~ (MTU-THL*4}/8;
{4} Attach the first NFBE*8 data octets;
(5} Correct the header:
MF «- 1; TL «<- {IHL#*4)+ {(NFR#8);
Recomputse Checkaum;
{(6) Submit this fragment £to the next step in
datagram prodessing
To produce the SQLLQd tragment:
{7}  Selectively copy the internet header cptions

1 1
are not Copied, gee option definiticon
he remaining data;

{8} Append t
{9} Correct the header:
IHL <- {({{QOIHL*4)} - (length of optionsg not copied))+3)/4;

Ex. 3002 Monarch Networking Solutions LLC
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TL <~ OTL - NEB*8 {(OIHL-TIHL) *4} ;
FO «- QF0 + NFB; MPF «- OMF; Recompute Checkgum;
{(10) Submit this fragment to the fragmentation test; DONE.
In the abovm procedure each fraguent {exzcept the last) w
the maximum allowable siz An alternative might produce
than maxzinum size datagrams For example, one could i ) t
a fragmentation procedure that repeatly divided large dat qr% in

half until the resulting fragmente ie

were

transmission unit size.
An Example Reassembly Procedurs

datagram the buffer identi is
ation of the source, destination,
identification filelds. If this 18 a whole
the fragment offset and the re fragments
any reassembly resources associated with
are released and the datagram isg forwarded
datagram processing.

this buffer iden

ocatead.

with

are all

If no other fragment
reauuurbly regources

o

this

gag than the

maL mum

computed as the
protocol, and
datagram (that " both
fiel

dg are zZerc
buffer idsnt
to the next

REgS]

tifier ig on hand then

he reassembly resources

SONLE of a data buffer, a header fie a fragment block bit
table, a total data length field, a f'rer The data from the
fragment is placed in the data bu[' according to its fraqment
offzet and length, and bits are set in tLe fragment block bi

table corregponding to the fragment blocks received.

If this is the first fragment (that 1s the fragment offset is
zera)  this header is placed in the header buffer. If this is the
last fragment { that 1s the more fragments field is zero) the
total data length ls computed. If this fragment completes the
datagram ed by checking the bits set in the fragment block
table), wen the datagram isg sent to the next step in d
processing; otherwise the timer is set to the maximum of the
current timer value and the value of time to live field from

and the reassembly routine

If the timer rung cut, the all r gemiply
buffer identifier are released. Tﬂ° initci

is a lower bound on the reassembly walting time.
the waiting time will be increased if the
arriving fragment is g er than the

not be decreased if it The maxim
could reach ig the maximum time to live (a
minuteg) . The current recommendation for
getting is 15 as=conds. This may ke change

Ex. 3002

2uUrrenc
T

gives up control.

regources for this

al setting of the timer
Thig is bscause
Time to Live in the
timer value but
timer value
mately 4.25
initial timer
experience with

will
this
poroxi
the
d as
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this
value
rate
value e

Notatio

FO
ITHL
MF
NFB
FD

= |

BUFID
m
J

B ft

[X8]

o
N N N

P P S
[y

-3

{9
AT
s
=5

-
63 = O

bt e et

[5¥]

SO0
Lo T S TN

oo
W e ~d

in the

Ex. 3002

1 accumulates f this parameter
'_d* ed to the buf - sacl : and the data
transmission medium; i i ate times timer
guals buffe‘ size 3K : 5 O

I :

- Fragment Offset

-  Internet Header Length

- More Fragments flag

- Time To Live

-  Number of Fragment Blocks

- Total Length

- Total Data Lﬁpgtk

- Buffer Identifier

- Fragment Received Bit Takle
-  Timer Lower Bound

BUFID «<- source|destination|protocoliidentification;
IF FO = 0 AND MF = O

THEN IF buffer with BUFID lals:
THEN flush all rea vy fox
Submit datagram to next step; DONE
ELSE IF no buffer with BUFID ig allocated
o IS

THEN allecate reassembly rescurces
with BUFID;
TIMEE <- TLB; TDL <- G;
put data from fragment into data buffer with
BUFID from ootet FO*¥8 to
octet (TL- (IHL*4)} )} +F0*8;
set ROVBT bits from FO
to FO+ ((TL- (IHL*4)+7)/8);
0 THEN TDL <«<- TL- (IHL#*4)+ (FO*8)
0 THEN put headexr in header buffer
DL O#
AND all RCVBT bits from O
o {(TDL+7) /8 are set
THEN TL <- TDL+ (IHL*4)
Submit datagram to next step;
free all reassembly rasources
for this BUFID; DONE.
TIMER <- MAX (TIMER,TTL);
give up until next :ragrent or timer
timer expilres: fiush all reassembly with

1A
K]
it

[

rri by
rd
C
il

cage that two or more fragments contain the same data
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through & partial
rently arvived copy

overlap, this procedure
in the data buffer and

datagram de iveread.

Identification

The choi of the
provide a w

the

the 1drnt fier
protocol for the
alive in the o

in

It sesams then that
of Identifierg, one
with in the last

ginaes the

Howeval,

some host may be able to

of destination.
It ila appropy
identifier.

identical TCP
would b@ e

be

u*od

Tdentifies
ay to uniquely 1den*1-v the fragments of a pa*ticuiar
datagram. Thes protocoal

iate for
For example,
segment,
“hanced if the
ginal tra
CO o oon

for a datagram is based on the need to

module assembling fragments judges fragmeonts
same dataqraﬂ iz zney have the same source
protocel, and Ide the gender must chooge
to be unigque fo destination pair and
time the datagram (or any traqmen- cf it) could be

ernet.

a sending protocol module needs to keep a table
entry tor each degtination it has communicated
ximum packet lifetiwme for the internet

3

ifier field allows &°

Idant 5
gimply use unigue id

5346 different values,
tifierg independent

n
-
-

gome higher level protocols to chocse the
TCP proteceol meodules may retransmit an

and the pLubao¢iity for
retransmission
nemission

strugt &

orrect receptior
carried the same l”QﬂtlI‘c
gince trag ents of either datagram

o

The , ) for internet sgervice guality selecat
The type of © fied along the abstract parameters
e Jence T wghput, and reliability. iheae abstract
ters are to be mapped into the actual service parameters of
cular networks the datagram travarses.

Precedence. An in
datagram.

TDelay. Prompt del
indication.

Throughput.
indication.

Ex. 3002

depandent

iven Y o18

High data rate is important

meagure of the importance of this

important for datagrams with this

for datagrams with this
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Reliakility. A higher 1eve1 of effort to ensure delivery ig

this indication

important for datagrams
For example, the ARPANET has a priority ‘;t, and a cholce between
”vraﬂdari" = {(type 0) and "uncontrolled” messages (typs 3),
{the gk gingle packet and multipacket messgsages can also
bhe cons vice parameter). The uncontrolled messages tend
to be 1e¢s reliably delivered and suffer less delay. Suppose an
ilnternet datagram is Lo be sent through the ARPANET. Let the
internet type of service ke given as:

¢
m
T
=
[
0]
=

Ui

Precedence:
Delay:

Throughput :
Reliabi n

O

In this example, the mapping of these parameters to those available
£ the ARPANET would be to set the ARPANET pricvity bit on sir
the Internet precedence ig in the upper half of its range, to select
standard mesgages since the throughput and reliability reguirswments
are indicated and delav is not. More detalls are given on service

mappings in "Service i8]
Time to Live
The time to live ig set by the gender to the maximum time the

datagram is allowed to be in the internet system. If the datagram
ig in the internet system longer than the time to live, then the
datagram must be destroyed.

This field must be decreased at each polnt that the internet header
is processed to reflect the time spent processing the datagram.
Even if no local information is avallable on the time actually
spent, the field must be decremented by 1. The time is measured in

unita of seconds {(i.e. the value 1 means one gecond). Thus, the
maximum time to live ig 255 geconds or 4.25 minutes. Since every
maodule that procesgses a datagram must decrease the TTL by at least

[OIY

cne even if it process th
must be thought of only as an upper bound on the tim
aexigt. The intention ig to cause undelive
digcarded, and tc bound the maximum datagram

agram i egs than a secon the TTL

datagram in less tha second, the TTI
me a datagram may

grams to be

Some higher level reliable connection protoco ased on

a mptions that «ld duplicate datagrams will not arrive after a
certain time elapses. The TTL is a way for such protocols te have
an assurance that T assumpticn 1s met.

,..J
]
ks
0]
T G
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Options

(L

The coptions are opticnal in each datagram, but reguil in
implementations. That is, the presence or absence of an option is
the cholce of the sender, bul sach internet module must ke able to
parse every cption. There can be several options pregent in the
OK&]CB f

re
Keg

not. end on a 32-bit boundary. The internet header
t with octets of zerog. The first of i would
the end-of-options option, and the remaind

ot

Every internet module must be able to act on every option. The
Secur ty Option reguired if classified, restricted, or

compartmented traffic is to ha passed.

ks

m

et

The internet er checksum ig recomputed if the intsrnet header ie
changed. For eyample, a reductibn of the time te live, additions or
changes to lnterns cptiong, or due to fragmentation. i hvzkgum
at the internet 1evel is intended to protect the intern

fields £

“rom transmi ion errors.

There are gome applications where a few data Sl are
acceptable while retransmission delays are not. If the internet
protocol enforced data correctness such applications could not be
supported

Errors

Internet protocol errors may be raported via the P3]
3.3 faces
The functional description of user interfacss to the IP ig, at best,

fictional, since every o ﬂperatinq system will have different
facilities. Conseguent] we must warn readers that different IP
implementations way b ferent odr aces. However, all |
must provide a certain minimum set of services to guarantee that a
IP iaplementations can support the same protocol hierarchy. This
gsection specifiesg the functional interfaces reguired of all Ip
implementat

on one side te the 1 1 network and on
qer a hlgqcr level protocol or an application
the higher level protocoel cor applicati

Ex. 3002 Monarch Networking Solutions LLC
EX 2001



Internaet Prot
Specification

program {(or even a gateway program) will be called the "user"™ since it
ig using the internet module. Since internet protocol ig a datagram

protho.; there is minimal memcry or state maintained between dahaglam
transmissiocng, and each call on the internet protocol module by the
uger supplies all ionformation nscegsary for the IP to ' the
gservice requested

An Example Upper Level Interface

-

'he following two example

5

to internet protoccl medu

SEND {(src, dst, prot, TOS, TTL, BufPTR, len, Id, DF, opt => result)

TOS = Lype of servi
TTL = time to live
BufPTR = buifer po

inter

len = £
d = :
DF = Don’: bragment
opt = opticn data
result = response

CK = datagram sent ok

Erroy = erroy in arguments or work evcor

Note that the precedence is included in the TOS and the
security/compartment is passed as an option.

it

-3

(RufPTE,

('.

REC

Yf)

rot, =» regult, sre, dst, TCS, len, opt)

where

BufPTR = buffer pointer
prot = protocoel
result = response
CK = datagram recelved ok
Error = ervor in arguments

len = length of buffer
Bre = source aditeqs

dst = desgtination address
T08 = type of service

opt = option data

r;g
&
6]
[
X
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When the user sends a datagram, 1t executes the SEND call supplyving

1€ The internet protocol 1=, reiving this
call, checks the arguments and prepares and sends the m If the
arguments are good and the datagram is accepted by the network,
the call returns succegsfully. If eithsr the avguments are bad, or
the datagram 1s not accepted by the local network, the call returns
vnauccessful. On unsuece ul returns, a reasonable report must be
made as to the cause of the preblem, but the details of such reports
are up to individual implementations.

ly. (¢

When a datagram arrives at the internet protocol module from
network, elither there iz a pending RECV call from the user ad
or thers is not. In the first che i

passing the information from
cage, the usger addressed i led of a pending datagram. If the
uger addressed does not (CMP error message is returned to
the sender, and the data is discarded.

-

The notification of a user may be via a pseude interrupt or similar
mechanism, as appropriate in t© parcicular operating ayst
environment of the implementation.

call may ke

The gource address ig included in th
wost has several addresses {(multiple
addresses) The internet module mus
addregs 1 one of the legal address

An implementation may also allow or reguire a call to the loternet
module to indicate interest in or reserve exclusive use of a class of
datagramsg {=.g., all thosge with a ain value in the protaocol

field).

This secti

1y character interface. The

1
ilar to most procedure of function callsg in high
n

notation 2d ig edimd
level languages, but this usage 1s not meant to rule out trap type
gervice calls {=.g., 8VCg, UU0s, EMTs), or any other form of

it
-

int

process ¢

5]
[X%)
N
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APPENDIX A: Examples & Scenarios

Thig is an example of the minimal data carrying internet datagram:

0] 1 2 3
0123 45¢ 78901 3456782 012345¢&678¢401
s TR e e e T e T S e e T T B e Tk Sl S S e S S T A

9]

|[Ver= 4 |IHL= 5 |Type of Service] Total Length =

e e T e e et ket et e TR e P R
] Identification = 111 [Fig=0{  Fragment Offset = 0 |
e e e e e b et ek e ek T R A R R Y
| Time = 123 | Protocol = 1 | header checksum

e i e o B e e s

v Dy s P
I gourae addrea: |

T o T T S B T i T L I F F o T S U G USRS
| degtination address |
D O Eer T T T e s S e T I LT
| data

R et

Example Internet Datagram

N

Figure

Note that each tick mark represents one bit position.

ig a internet datagram in ver 4 of internet prot ;
internet header congists of five 32 bit words, and the total 1en¢ch of
the datagram is 21 octets. Th datagram is a complete datagram (

a fragment) .
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EX 2001



September 1981

Protooo.

Intern

Bxample 2:
In this example, we show first a meoderate size internet datagram (452
data octets), then two internet fragments that might result from the
fragmentation of this datagram if the maximum sized transmission
allowed were 280 octets.

-
4

+

i

A

| ITHL=
T R .
dentifico:

H
+
;
N
+
.
H
+

Fragment Offget =

e ok T ok [ Tl S AP SR S o
Time = 123 ader cheacksumn

B Tk e T T S H e T Bk e T e T e e S S e S Rt T o ¥

source addregs

B et T e S e S S e O Tt i T e T H e e A SE s S N S S B Tt e e I o
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Now the first fragment that result
256 data octets.

0 1 2 3

01234567 385%0123456789012345¢867382%5%201
e e e T e e T T et T e S S ol Tt et e
i Total Length = 276 |

5 |Type of Ssrvice
e T T e e e e i B e e e e e T e e T T e e s
i tion = 111 Fragment Offset
e e e s A S S e e e
Frotocol Header Checksun
R R T e s ks Sl T

+—

destination address
T T e T T T T e e i T e o e e e T
data
R e T T e e T T A e e T Tl T Sl [ S S e S
data

i
i
'
-+
i
-
i
i
'
-+
i
-
i

o b e e e e e

4.
-
t
-
-
-
t
-
-
t
-
-
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o b e e e e e e s e e e e
+
+
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Example Internet Fragment

Figure 7.
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Internst Prot

And the second fragment.

0 i 2 3
0123456789 012345067 8%012345¢678¢401
e e e e e i et T T e S i L o o EE T S R
[Ver= 4 |IHL= 5 |Type of Service] Total Length = 21§ |
e e e e e e e T e S e e R r = ot T T R
| Identification = 111 [Flg=01 Fragment Offset = 32 |
e e e e e e T T L S kTl e ek TR S I R

| Time = 119 | Protocol = & | Header Checksum

e

] source address |
e A s
| destination address |
T A

e e T e T e R e e e e e e e e A e e e kL L e TS
A\

Ezauple Internst Fragment

Figure 8.
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APPENDIX RB: Data Transmission Order
The crdexr of wmission of the header and data described in this
document is resclved to the octet level. Whenever a diagram shows a
group of occets, the order of transmission of those cctets is the normal
cvder in which they are read in English. For example, in the following
diagram the cctets are transmitted in the order they are numbered.
0 X 2 3
0123456789 012245¢678%012345%678%8201

e i e o B e e s

Whenever an

-

octet represents

l 3 l

ion Order of Bytes
Figure 10.
a numeric guantity the left most bit in the

diagramn e high order or most signific: bit. That is, the bit
labeled the ﬂoqt significant bit. For example, the following
diagram repregents value 170 (&

01 2 3 4567

e e

101 101 0

et R e

igni anice of Bits

Figure 11
Similarly, whenever a multi-cctet fleld represents a numeric guantity
the left most bit of the whole ig the most sgignificant bit. When
a multl-oct ity is transmi:ted the wost significant octet is
transmitted st.
[Page 9]
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GLOSSARY

18202

BBN Repaort 1822, "The Specification of the Interconpection of
a Host and an IMP". The specification of interface hetween a
host and ¢ ARPANET.

ARPANET

ader

'he control information on an ARPANET message at the host-
int ce

ARPANET megsage
The unit of transmigsion between a host and an IMP in the
ARPANET. The maximum size ig about 1012 octets (8096 b

ARPANET packet
A undt of transmission used internally in the ARPANET
IMPg. The maximum size is about 126 octets {1008 bits).

v}
m
m
ot
}..I
3
o)}
r1
’.J
]
=]

The destination address, an internet header field.

]
gl

The Don't Fragment bit in the flags field.

Flags
An internet header field carrying varicus control

h
}...I
W
[to]
0

Fragment Offset
This internet header fisld ind:
datagram a fragment belongs.

in the internet

el

Gateway to Gafeway Protocol, the protocol
to control routing and

Control information at the begioning of a
datagram, packet oxr block cf data.

ICMP

Intarnet Contrel Me Praotocol, implemented in the internet
module, the ICMP is used from gateways to hosts and between
hosts to report errors and make routing suggestions

[{Page 41]
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Tdentification
An internet header field carryving the identifyving value

assigned by the sender to ai
datagram.

in assembling the fragments of a

ITHL
The internet header field Internet ]
of the internet header measured in 32 b*t words.

is the lengtl

acket gwitch of the

Internet Address
A four tet (32 bit} source or destination address coansisting

7/ o~
L =1
of a Network fisld and a Leocal address field.

interneat

=

o
o
}..J
[
m

fi@ unit of data exchanged between a pair of internet m
{includsg the interpet header) .

e}

internet fragment
2 porticn cf the data of an internet datagram with an internet
heade

Local Addrx

“S

’ (‘2

ess

The address of a host wit
an internet local addr
network is guite general

thin a network. The actual mapping of
g on to the host addresses in a
allowing for many to one O ings

D
]

MF
The More-Fragments Flag carried in the intexnet header flags
field.

module
An implementation, usually in software, of a protoccl or other
procedure

more-fragments flag
g ind: ting whether or not g loternet >
contains the end of an int eret datagram, carried in the
internet header Flags f£i

A3

NFE
The Number of Fragment Blocks in a the data portion of an
internet fragment. That is, > Jength of a porticn of data
measured in 8 cctet units.

oy

r%.
@
[t
>
[x9]
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Gilossary
Qotet
An eight kit byte.
Cpticnsg
The ints=rnet header Options field may contain gsveral options,
and each option may be several octets in lengti
Padding
The internet header Padding fileld is us
data begins on 32 bit word boundary. T
Protocol
in LbLa document, the next high evel protoccl ider
an ternet header field.
Ragl
The local address portion of an Internet Address.
Source
The source address, an internet header field.
TCPR
Transmission LL trcl Protocol: A host»t -hos
reliable cormm: :Sold in internet envirvonment
TCP? Sagment

The unit

of data exchanged betwesen TCP modules {(including the

TCP header) .

TETP

T iv

protoco

TOS
Type
Total Length
The
atas
Ty
A R |

Time

Ex. 3002

ial FProteocol: A simple file transfer

D" (=N
,C:
(=N

header field which indicat bound on
is internet datagram may =xist

internet header field Total Length is the wth of the
gram in octets including internet header and data.
to Live

[Page 43]
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header field which indicat

ni the type {or quality)
of service for this internet datagram.

User Datagram Protocol: A user level protocol for transaction

clications.

Uaer

The user of the internet protocol. This may be a higher level

protocel module, an application program, or a gateway program.
Version

The Version field indicates the format of the internet header.
{Page 44]
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PREFACE

This document describeg the Dol Standard Trangmisgsion Control Protocol

{(TCP) . There have been nine earlier editic of the ARPA TCP

gprecification on which this standard is ‘aqed and the present text
IEE s U

drawa heavily from tham. There have b many coantributors to thi
both in terms of concepts and in termg of ftext. This edition clar fies
s&veral datails and removasg the end-cf-letter buffer-size adjustmants,

L L
and redegceribes the letter mechanism as a push function.
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RFC: 793
Replaces: RFC 761
IENs: 129,
55, 44, 40,

i\s

TRANSMISSTON CONTROL PROTOCCOL

DARPA INTERNET PROGRAM
PROTOCOL SPECIFICATION

1. INTRODUCTION

-3
e

1@ Tr 1n8ﬂ18510u Control Protocol (TCPR)
host-to-host protocol between
communication networks, and in intsrconnected sy

r use as a highly
-switched computer

Y

temg of guch networks.

"<
;...
.
Q
.C"
iand
T
i~

Thig document degcribes the functions med by the

Transmission Control Protocol, the prog L1pl~1entq it, and its
interface to programs or users that req:i: sarvices.

1.1. Motivat

Computer communication systems are playing an increasingly iwportant
role in military, government, and civilian environments. This
document foouses i1tg attention primarily on military computer
ﬁﬁmmunlcation reguirements, especially robustness in the presence of
ommunication 1i and availability in the presence of
congestion, but many of these problems are found in the civilian and
government gector asg well. )

As strategic and tactical computer communication networks are
dev&1>ned ard deployed, it is essential to provide means of
'nter* ectlnq them and to provide standard interprocess

ration protocols which can support a broad range of

In anticipation of the need for guch standards, the

coretary of Defense for Research and Engineering has
he Transmission Contrcl Protocol (TCP) described herein to
for Dobl-wide inter-process communication protoc
standardization.

TCP ig a connection-oriented, end-to- eﬂd rel 18 o1 degigned to
fit into : ; multl—nhtwork
apﬁ‘lcat1ong. The ﬁ”P provides for reliabi& i cess
communication between palrs of processes in hos
distincot but interconnected computer communication nﬁ“wmrksn
assumptions are made as to the reliability of the communication
prmtgcol‘ baelow the TCP lay TCP agsunes it can obtain a gsimple,
potentially uq“aliable datagram service from the 10we1 level
protocolis. crinciple, the TCP should ke able Ope

wide spe T CLOmmMUT icat*rr sys thmg raﬁq g frﬂn hard-wired
connections to packeat- i

itched networks.
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Introduction

-

TCP is based on concepts first describ by Cerf and Kahn in [1]. The
TCP fits into a lavered protocol architscture just above a basic
Internet Protocol [2] which provides a way for the TCP to send and
receive variable-length segments of information enclosed in internet
datagram "envelapes®™. The internet datagram provides a means for
addressing source and desgtination TCPs in different networks. The

net protocol also deals with any fragmentation or reass
TCP segments regulred to achieve transport and delivery through
miltipls networks and interconnscting gatewayvs. The internet protocol
alao carries informatiocn on the precedence, gecurity classification
and compartmentation of go this information can be
communicated end-to-end across ﬂhlt ple networks.

2

[
PIa]
0w

(-l

I

Protocol Layering

oy
E higher-level |
e e ey
| Top |
by
|  internet protocol |
B +
| communication network|
oo mm o +

Much of this deocument is written in context of TCP implementations
wh are resident with higher protocels in the host
computer. Some computer systems will be connected to networks via

front-end couputers which house the TCP and intesrnet protocol layers,
as well as network specific software. The TUCP gpecification describes

an interfacs to the higher level which appears to be
implementable even for the front-end case, as long as a suitable
host-te-front end proteocol is impl i

[

cended to provide a reliable process-to-process
in a multinetwork env, amaent..  The TCPR is

a host-to-host protocol in common use in multiple

intended
networks.

1.3. Abcut this Doai

This document representsg a sped ion of the behavicr required of
any TCP implementation, both in itg interactions with higher level

Y i ; <
interactions with other TCPs. The rest of i
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. ol
Introduction

section offers a very brief view of the protocel interfaces and
e t n.  Section 2 summariz the philosophical basis r i T
design. Section 3 offers both a detailed description of the actions
required of TCP when varicus events occur {(arrival of new segments,
user calls, errors, eta.) and the details of the formats of TCPR
egments.
1.4 Intertfaces
The TCP 11thrf ces on one side to user or application processes and on
the other : level protoccel such as Internet Protecol
The interface bestween an caticn process and the TCPE is
11115:rafed in reascnable detail This interface consists of a set of
calls much like ti calls syatem provides to an
applic aL ion proce for mar For exampls, there are
calies to open and close ““nnact end and receive data on
egtablished conpections. It is 1 that the TCP 1
asyncnronouslv communicate with application programs. Although
considerable freedom is permitted to TCPR implemsntors to design
interfaces which are appropriate to a particular operating system
enviroament, a minimum functicnality is required at the TFP,u;er
interface for any valid implementation.
The interface between TCP and lower level protocol is essentially
apecified except that it ig as here ig a mechanism whereby the
twe levels can asynchronously pass information to each other.
Typically, one expects the lower level protocol to specify this
int TCP is designed to work in a very general environmeont of
interconnected networks. The lower level urﬂu““ol which is assumed
throughout this document is the Internet Protocol {[27.
i
1dtv purpose of the TCP is to provide bi
= or connection service between pairs of
processes.  To prov.ge Lb lag service on top of a leas reliable internet
communication system regquires facilities in the following areas:

Data Transf
Rcllabll Ly

Flow Control
Multiplexing

Cormedctions
Precedence an

The bas

the

ration of the TCP

paragraphs.

e
20

ope
followi

Ex. 3002

in each of these areas ig described in
{Page 3]
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Control

Trangmigsion

Introduction

Protocol

transfer a continuous stream of octets in each
1 its users by packaging some number of cctets into
segne sciggion through the internet gystem In genesral,
thu Tp when to block and forward data at their own
Sometimes users need to be sure that all the data they have
submitted to the TCP has been transmitted. For this purpose a push
function is defined. To assure that data submitted to a TCP is

"‘!

p hed through to the

promptly forward and deli

The exact push
push functior

-
does

fnal Tl—f‘i
e TOP

must
dellvered out
by as

raegcove

gning

It

numbers are used Lo

cut of order and to el
adding a checksum
raceiver, and discarding

long
system

ﬂo* become
1L0r° will L

"
U
0

3
=]
ct
¢}
o]
=
:‘
ﬂ
o
-
Q
QJ
l,l
5

2y from
of order by
a
and reqa¢r1ng a po

e ACK is
the vata ig retransmitt
correctly Or(
iminate

vir 1]

ctual 1v transmitted the sending user
reced

ver data

point might not
net

data
the internet communication
5 seguence
sitive acknowledgment

contioue

correct
system

o

be

aupply

that

not

to each segment
damaged

de

funation
completely pa*tlL;oned
dvery of data.

indicates that it should be
user. A push causeg the TCPs to
up to that point to the receiver.

visible to the receiving user and

a racord boundary marker.

1

duplicated,
gystem. Thisg
octet

(BACK)} from the

a timecut
the seqguence
may be received
handied by
it at the

damaged, Ios? , or

number to each

aived within
At the rec

that
uamage is
transmitted, checking

e’
ad

eiver,

and %H@ internet
fransmissiocn
TCP

proparly
ne

recovers fraom

errors.

rovides a means for the receiver to govern the amount of data
the sgender. This 1sg achieved by returning a "window" with
indicating a range of acceptabls gseqgue numbers beyond
gegment successfully received. The window indicates an
nurber of octeats that the sender may transwumit before
eiving further permission.

r%.
@
[t
>
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Multiplexing:

commJnlcatlwn tac.llt;e
addresses or ports within each
and hogt addregses from the
a mocket.

of sock
That
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nesc.

on
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de

infe“n

oo
i

1y
O”Sl

v

B

ug

pux+9 to processes is
t proves useful to att
or leeqba wnq xvfce)
These services
Ldb]¢obqu

involve

However,
"logger
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through

addre

se

., a

the known
of

Lefa

otk

es ey

Connections:

Lty and flow control mechanis
ialize and maintain certain
The combination of
1ukkrrs and window
eclfied by

a.

to commir
h a connec (init
the: communic
cleoged to

When two processes icate,

ialize

establis
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comp!
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ecedence and Security:

The usgers of may indicate
mmunication.  Provision is
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2. PHILOSCOPHY
2.1. Elements of the Internetwork Syste

The internetwork environment consists of hosgtg connected to networks
1lch arve in turn interconmected via gateways. £ is agsumed hsre

1
that the networks may be either local networks {e.g., the ETHERNET) or
networks {e.g., the ARPANET), but in any casge are bassd on
f=Ya

packet switching technelogy The active agents that produce and
consume messages are processes. Various levels of protaocols in the

networks, the gateways, and the hosts support an interprocess
communication syst that provides two-way data flow on logical
connectiong between process port

The term packet is used generically here to mean the data of one
transaction between host ’ ; network. The format of data blocks
exchangsd within the a network will gensvally not be of concern to us.

ol
ry
0]

0
it

I
5o
a3

e

w

Hoastg are puters attached to a nstwork, and from the communicat
network’s point of view, are the scurces and destinations of packets.
Proceggsg are viewed as the active elemsnts in hogt computers (in
accordance with the fairly common definition of a process as a program
in execution). Even terminals and files or other I1I/0 devices are
viewed as communicating with each other through the use of processes.
Thus, all communication ig viewsd as inter-proces

11

Since a pro
streams betw
that each p
Com

cess may need to distinguish among

reen itself and another process {or
cegs may have a number of ports thr
with the ports of other proces:

Yo

1Ty 3 s

X1 Cat

ation

: CP and passing buffers of
The TCP packages the data from these buffers into

data by

lling on the T

and cails on the ¢Juevneh 10d
natlﬁn TCP. The

to transmit each segment to
the data from a segment
r and noti the receiving uger. The
ude control 1ﬂformation in the segments which they use to
sure reliable ordered data transmission.

The model of internet communication is that there ig an internet
protocal medule associated with each TCP which provides an intevface

to the local netWka This internet mocdule packages TCP beqme1tq
ins internet datagrams and rouvtes these datagra te a

internet medule or intermediate ﬁatewav To transmit the datagram
through the local network, it i bedded in a local network packet.
The packet switches may perform further packaging, fragmentaticn, or
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ations
internet

‘ ope
“:stination
At between
cacket

a gateway
from its local

the internet datagram sh
local
gateway,

ehl

chen "wrapry in a
routed to the next

A gate
1nL:LﬂeL
through

datagram fragme
the next

internet datagrams; each
further broken intoe smal

internet
internat

datagram fragmer
medule car

A internet module unwragps the ssesgment from the
(after reassgembling the datagram, 1f necessary) and passes
-~ .1

destination TCPR.

Thig simple model of the

tc achieve the delivery
module.

networks,

and ex
ould

is permitted to bre

network.

Protocol

of the

the internet
dm'ﬂﬁd to

ravel next.
bacxot
or to the

datagram is
datermine through which nstwork
The internet datagram is
Lo ne network and
inal u@btliatl“ﬂ

nw-,‘—lwro\ppedn

the

smaller

ak up an internst dataqrar into
Y

g 1f this is neceggary for transmigsion
To db this, the gateway orﬂduces a get of
carrying a 11aqmeq Fraguments may be

fragments at subsequent gateways. The

nt format ] dengl d so that the destin
reasgemble fragments ianto internet datagrams.

Cne

over wmany detaills.

important feature is tl X f gervice This prov1ded informatiocn

to the gateway {or internet wmodule) to gulde 1t in selecting the

service parameters to be used in traversing the next network.
Inciuded in the type of service information is the precedence of

datagram. Datagrams may also carry security information to permit

host and qatQWa rs that operate in multilevel secure environments to
rogerly segregate datagra for ity islderations.

The Host vironment

The TCP 18 assumed to be a module in an opervating system. The users
access the TCP much like they would access the file syste The TCP
may call on ot ; at syat: functicons, for examp_', O manage
data structures. terface to the network is assumed to be
controllied by a TCP does not call on the
network device calls on the internet
datagram pr ororﬁ] call on the device driver
The mechanisgms of TCP not je implementation of the TCP in a

froont-end process

the type

of TCP-uger i

rr(;
@
[+
s
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2.4. Interface

m

TR

The TCP/user interface provi
Lo ORPEN or CLOSE a conn
STATUS aboub a c(nnecn'ﬁ:
programg on the operat
from, and closge a i¢le,

for calls made by the user con the
o SEND or RECREIVE data, or to obtain

calls are liks other <alls from user
for exampie, the callsg to open, read

The TCR/internet interface provides calls to gend and rsceive
datagrams addressed to TCP modules in hosts anywhere in the internet
syatem. Thege callg have parvameters for pasgsing = addressg, type of

gervice, precedence, gecurity, and other contrel information.

=i

Relation to Other Protocols

[R9]
[9x]

The following diagram illustrates the place of the TCP in the protocol
hierarchy:
g e et S
Telnet| | FTP | [voicel ... Application Level
gm S S + dmmmm o b
e + e + dmm—- - +
| TCP | | RTP | Host Level
e + e + dmmmm o b

Gateway Level

Network Protoool | Network Level

Protocol Relaticonships

Figure 2.

pected that the TCP will be able to support higher level
protocols efficientliy. It should be easy to interface higher level

protocels like the ARPANET Telnst or AUTODRIN IT THP to the TCP.

DR

o8]

6. Reliabls Communication

o~

A stream of data sent on a TCP conne is delivered reliably and in

order at the destination.

r;é.
@
[t}
O
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Transmission is made reliable via the use of sequence numbers and
acknowladgment Conceptually, each oot of da a is assigned a
segquence number. The seguence number of the first cctet of data in

segment 1s transmitted with that segment and is ﬂa11ed the segment

gequends numbexr. Segments alsoc carry an x-n-c.k.t Qwl ;dq \em number which
is the seguence number of the next of
transmissions 1o reverss direc TCP trar

56
=

a

gegment containing data, it puts a copy on a letraﬂqm1b310ﬂ gueue and

gtartg a timer; when the acknowledgment for that data recaivad
segment is deleted from the gueue. If the acknowledgment is not

received before the timer runs out, the segment 18 retransm

.

An acknowledgnment by TCF deoes o guarantee that the data has been
i end user, but only that

etween TCPs, a flow control mechanism is
1 "window" to the sending TCP.
the number of octets, starting with the

mber, that the receiving TCE currently prepared

To govern the
emploved. The
Thig wi
acknowl
receive.

2.7. Connection Establighment and Clearing

To =ntify the separate data streams that a TCP may handle, the TCP
provides a port identifier. Since port identifiers are selascted
independently by each TCP they might not be unigue. To provide for
unigque addresses within each TCP, we concatenate an internet address
identifyving the TCP with a port identifier to creats a sock which
will be unigue throughout all networks connected together.

=
1

i
4

A connecticon is fully specified by the pair of sockets at the ends.
local sockel may pavticipate in many cconnections to different foreiomn
sockets. A connection can be used to carry data in both directions,
that ia, it 1s "full duplex®™.

TCPg are £ ociate rts with processes however tney chooge

je
However, several basic concepts are necessary in any implementation.
Thera rmust be weall-known scockets which the TCP asscocilates niy with
srocesses by some means.  We en ion that proces

the "approp

v :
may "own' ports, and that processes can initiate connectiong oniy on

the portsg they own. (Means for implementing ownership ig a local
isgue, but we envision a Request Port uger command, or a method of
uvnigquely allocating a group of ports tce a given pro ¥
agsgociating the high order bits of a port name with 3 given process.

A connection is qpefltlcd in the OPEN call by the local port and
s, In return, the TCP supplies a (short) loc

Co

al
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which the connection in
-

: There that must be remembered
about a oﬂnrct on. To store or we imagine that there
iz a data structure called a llansméqb*on Control Block (TCR}. One
implementation strategy would have the local connection name be a

pointer to the TCHB for this connection. The DPEN call alsc specifies
whether the connectis establishment is to be . pursued, or to
be passively waited for.

A passi ; uest means that the process ws accept incomin
A passive OPEN reguest mean hat the process wa agcoep NCOMIngG
connection regquesitia ratl : fng to initiate a connection.
Dften the process PEN will accept a connection

request from any fereign sccket of all zercs
is used to dencte an uﬁSpQC“flGd socket. Unspecified foreign sockets

-

are allowed only on passive OPENs.

wished to provide services for unknown other

a paszailve OPEN reguest with an uanspecified
foreign cocke' Iﬂ“r a connection could be made with any process that
request A coﬂnﬁct¢on to thie local socket. It would help 1f this
local socket were known to be associated with this servic

are a convenient mechanism for a priori asscciating
a gtandard services For instance, the
process is permanently assigned to a particular

socket, nd othe cckets ave reserved for File Transfer, Remote Job
Enitry, Text Generator, Echcer, and Sink processes (the last three
being for test purposes). A socket %ddrebb mlgk' be regerved for
access to a "Look-Up" serv which would he SJ33L'

at which a newly created service would be ¢ . The
well-known sockest he TCP epecii Sion, but the

of sockets to servi i tgide this specification. {See
Procegses can igsue iNs and wait for matching active OPENs

from other proces ]
been established. Two procegses

at the game time will be corre 2onnect,
itical for the support of distributed computing in which
onents act asvachronously with resgpsct to each other.

There are two principal cases for matching the sockets in the local
passive OPENs and ag forelgn active OPENs. In the first case, the
local passive COPENs has fully specified the foreign socket. In this
=, the match must be -t In the second cage, the local passive
g has left the foreign socket unsgpecified. In this case, any
foreign sock as avvewtdble as long as the local sockets ]

Other posgibilities include partis icted matches.

OPL
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If there passive OPENs (recorded in TCBs) with the
game looal r active OPEN will be matched to a TCB

with the ' cket in the foreign aLt*vﬁ JPEN, 1if such a
TCHB exists, £ g i a TCB with an unspecified foreign socket.

ize the gynchronize (SYN)
ree meggsages.  This
1ak

[31.

The procedures to establish connections utili
control flag and involves an exchangs of
exchange hag been termed a three-way hand sh

i 1

A connection is initiated by the rendezvous of an arriving segment
contalaning a SYN and a waiting TCB entry ach orvat'" by a usex
command. The matching of local and fore
onnection has been initiated. The ccﬂnect¢ on beco es ast
when sequence numbers have been synchronized in both direct

The clearing of a connecticn also iovolves the exchange of segment
in this case carryving the FIN control flag.

56

Data Communication

The data connection may be thought of as a stream of

octets. indicates in each SEND call - the data
in that I g any preceeding calls) should be ﬂﬂmed'a:elv pushed
through to the receiving user by the getting of the PUSH flag.

A sending TCP is allowed to colliect data from the sending user and to
send that data in segments at its own convenience, until the push
functicon is sigmnaled, then it must nd all unsent data. When a

TCP sees the PUSH flag, it must n¢ wailt for more a fr
TCP before passing the data to the receiving process.

o
o
D
W
o <
=} .
[oTags]
’.J
[
)

rhera ig no necessary relationship between push functions and segment
4 The data in any particular segment way be the resgul
D call, in whole or part, or of multiple SEND call

is to push data through
It dosg not provide

1 coupling between the push function and the use of buffers
f data that cross the TCP/user interface. ERach time a PUSH flag is
ociated with data placed into the receiving user’'s buffer, the
buffer ig returned to the user for OIOCCQb*nh even 1if the buffer is

f data arrvivesg that f£i the ugser’s bulffer bafore a
PUSH i1s seen, the data is passed tc the user in buffer size units.

TCP also provides a means to commun o the receiver of data
at gome point further along in the data strsam than the recsiver
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rrently reading there is urgent data. TCP does
“efine what the user sgpecifically does upon being : C
urgent data, but the general notion is that the receiving process wi 11
take action to process the urgent data guickly.
2.8 Precedence and Security

The TCP makes use of the internet protocol type of service field and
gecurity option to provide precadence and security on a per connactior
basis to TCP user Not all TCP meodules will necessarily function in
a multilevel secure environment; some may bes limited to lassifiled
use only, and others may operate at only one security level 1d
compartment . C@ﬂsequently, gome TCP implementaticns and sex
ugsers may be limited to a subset of the multilevel secure case
TCP wodules which operate in a multilevel securs environment must
properly mark cutgeing segments with the security, compartment, and
pr lence. Such TCP modulss must aiso provide to thelr ussrs or
higher ievel protocols such as Telnet or THP an interface to allow
them to specify the desired securlty iev&l, compartment, and
precedence of connecticns.

2.10. Robustness Principles
TCP implementationg will follow a general principle of robustness: be

congervative
othersa.

Ex. 3002

in what vou do, ke libe in what from

vou accept
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&
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3. FUNCTIONAL SPECIFICATION

B
P
s

3.1. Header Format

TCP gegments are sent as internet datagrams. The Internet Protocol
header rries veral informat fields, including = gource and
addressges [2]. A TCP header follows the internet
informa S i to the TCP protcecol. This
or the existence of host level protocols cther than

TCP.

8] i 2

01 234566789 01234567853%012 345678801
e e e e e i et T T e S i L o o EE T S R
| Source Port | Destination Port
e e e e e e e e B e e e e o

T o r AR
| Seguence Number |
e e e e e i et T T e S i L o o EE T S R
| Acknowledgment Number
R I e e B il et T T e e S T e
EENIAE |
cegerved  |RiC|8is|viT| indow
]kl j7|n|] |
¢ e T e e et et e Rt

-+

-

Checksum ] Urgent Pointer |
e T e e e R i e et ek ot R R S A S R S
Cptiong | Padding |

R e e e i ik E TR RS
data |
e T e e S Rl e et e e S e A R S

Header Format

Figure 3.
Source Port: 16 bits
The source port number.
Deatination Port: 16 bits

The destination port number.

5]
F..J
n
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Sequence Number: 32 bits
The seguence number of the first data octet in this segment {except
when SYN is present). If SYN is present the segquence number is the
initial seqguence pumbar {(ISN) and the filrst data octet is IBN+1.
Acknowledgn 32 hits
If t ACK contrel bit is set this contains the value of the
next seguence nukkrr the 1%l egment is expecting to
raceive. Once a connecti shed this ig always sent.
Data Offget: 4 bits
The number of 32 bit words in the TCP Header. Thig indicates where
the data beginsg. The TCP header {even one inciuding options) is an
integral number of 32 bits long.
Regerved: 6 bits
Reserved for future use. Must be zero
Control Bits: & bits (from left
URG: rgent Pointer field sign
ACK: k]wwleaqrhnh field sign
pugh Function
}es £ the connection
Synchronize seqguence numbers
No more data from sender
Window: 1& bits
The number of data octets beginning with the one indicated in the
acknowledguent field which > gendey of this segment is oo}
acoept.
Checksum: 16 bits
i m field is the 16 bit e’ g complement. of the one’s
complement “um of all 16 bit words in the header and text. If a
gment contalins an odd nunber of header and text octe to he
checkqunﬁea, the last octet ig padded on the right with zeros to
form a 16 bit word for checksum purposes. The pad is not
transmitted as part of the segment. While computing the checksun
the checksum field itself is replaced with zeros.
The checksum alsc covers a 9§ bit pseudo header conceptually

Ex. 3002
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prefixed to the TCP header. This pseLdo header containg the Source
re the Destination Address, the Pro Louu;, and TCP length.
3 ez the TCP protection against misrouted segments This
tion is carried in the Internet Pro LOCOl and is transferred
acrogs the TCR/Network interface in the arguments or vesultg of
calls by the TCP on the IP.
e i e Fo-mmm - +
i ess !
o) Iqutk‘
B e e e e e e e e e e e e e
The TCP Length is the TCP hesader length plus the data length in
octets (this 1s not an explicitly transmitted quantity, but is
computed), and doeg not count the 12 octets of the pzeudo
header.
Urgent FPolnter: 1& bits
icates the current value of the urgent pointer as a
. om the sequence number in this segmeant. The
u1q0nt pg¢nber points to the seguence number of the cctet following
the urgent data. This field is only be interpreted in segments with
the URG control bit set
Options: variable
Coptions may oooupy space at the end of the TCP header and are a
multiplie of 8 bltS in length All options are included in the
checksum.  An option may begin on any octst boundary. Thare are two
cases for the format of an option:
Case 1: A single octet of opticn-kind.
Case 2: An octet of option-kind, an octet of cption-length, and
the actual option-data octets.
The opticn-length counts the two octets of option-kind and
option-length as well as the option-data octels.
Naote that the list of options wmay be shorter than the data offset
field might imply. Fha content of the header beyond the
End-cf-Option option must be header padding {(i.e., zero).
A TCP wmuat implement all options
[Page 17]
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Currently defined options include (kind indicat

Kind Length Meaning

>

End of opticn list.
No-Operation.

-

—
'

™
N

Fo
| 00300000 |
,}. B i ,E.

Kind=0

This option code indicates the end of the option list. This

t not coincgide with the end of the TCP header according to
Data Offset field. This is used at the end of all options,
the end of each cpticn, and need only be used 1f the end of

cptions would not otherwise coincide with the end of the TCP
ader.

No-Operation

Th “ion code may be used between optilions, for example, to

align the beginning of a subseguent option on a word boundary.

lg no guarantee that senders will usge this option, @

must be prepared to process options even if they do
in on a word boundary.

biad

Co000100] wax geq

+

i

i

!

|

|

|

|

i
S,

i

!

|

|

|

|

i

i
+

!

|

|

|

|

i

i

i

!
+

Kind=2 Length=4
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Maximum Segment Size Option Data: 16 bits
If this option is present, then it communicates the maximum
receive segme *t gsize at the TCP which sends this segment.
This field must only bhe sent in the initial connection request
{i.e., in segments with the SYN control bit set). If this
opt is not used, any segment is allowed.
Padding: wvariable

the TCP header end:
The padding is composed o

to ensure that
undary.

th x.Ll

3.2 Terminoclogy
Before we can discuss very much about the operation of the TCP we ne
to introducs some de L led terminol . The maintenance of a TCP
connection reguires the remembering of several variables. We conceive
of thess variables being stored in a connection record
Transmisgion Contrel Block or TCBH Amcng the variables
TCR are ithe local and remote gocket numbers, the securits
precedence of the connection, pointers to the usger’s send
buffers, point retransgs gueue and to the curvent
In addition se variables rﬂlat nng to the send and rece
seguence numbers ares stored in the TCB.
Send Seguence Variables

SND.UNA - send unacknowledged

SND.NXT - sgend next

SND.WND - send window

SND.UP - send urgent pointer

SND.WL1 - sequence number used for last window update

SND.WLZ - acknowledgment number used for last window

1ss - gend geaguence number

Receive Sequence Variables

RCV . NXT receive next

RCV.WND - recelve window

RCV.UP - recelve urgent pointer

IRS - ind 1 receive seguence

Ex. 3002
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The following diagrams may help to relate some of these variables to
the sequence gpace.

Send Sequence Space

1 2 3 4
SND . UNA SND . NXT SND . UNA
+SND . WND

quence pumbars which have been acknowledged

X ce numbers of unacknowledged data

sequence numbers allowed for new data transm
£

N
0}
o)
Q
ol
o
=]

98]
i
)

sion
Cure segquence numbers which are not vet allowed

s

N
h
o

Send Seguence Space

Figure 4.

The send window is the portion of the seguence space labeled 3 in
figure 4.

Eeceive Sequence Space

RCV.NXT CV . NXT
+RCV.WND

ence numbers which have been acknowledged
numbers allowed for new reception
eguence numbers which are not yet allowed

L B

receive Seguence Space

oy

Figure 5.

The recsive window ig
figure 5.

seguence space labeled 2 in

8]
0]

g ome variables used frequently in th
valusg from the fields of >
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Current Segment Variables

SEG.SEQ - segment seguence number

SEG.ACK - segment acknowledgment number

SEG.LEN - sagment length

SEG.WND - segment window

SEG.UP - segment urgent point

SEG.PRC - segment preceder value
A connection progresses through a series 0of states during its
lifetime. The stateg ave: LISTEN, SYN-SENT, SYN-RECEIVED,
BESTAEBLISEED, FIN-WAIT-1, FIN-WAIT-2Z, CLOSE-WAIT, CLublNG, LAST-ACK,

TIME-WAIT, and the fictional state CLOSED. CLOSED is fictional
becausge it represents the gtate when there is no TCB, and thsrefore

no connedc

fly the meanings of the gtates arve:

gsents waiting for a connection reguest from any remote

SYN-SENT - represents walting for a matching connection
after having gent a connection request.

SYN-RECEIVED - represents walting for a confirming connection
acknowledguent after having both received and sent a
connection reguest.

ESTABLISHED - repre

X open connection, data received can be
delivered to the user. The normal state for the data transfer phase

of the connection.

o]
113
o
=]
ot
[
Y]
o

ol
(9]

FIN-WAIT-1 -
from the remc
rminat v

vepresents walting for a connection termination vegquest
te TCP, or an acknowledgment of the connection
vest previously sent.

yregents wail for a connection termination reguest

ents walting for a connection termination request

CLOSING - represents walting for a connection termination request
acknowledgment frowm the remots TCP.

LAST-ACK - repressnts walting for an acknowledgment of
corne“*ion termination reguest previously gent to the remote TC

{(which includes an acknowledgment of its connesction termina
regu st)

[{Page 211}
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~WAIT - representd wa*fing for enough time to pass to be sure
of its connection
no connection state at all
] resses from one state to anotl in respouse
t Tle events are the user calls, RECEIVE, CLOSE

the
bYN, ACK, RET
The state diagram in figure 6 i
with > causing events
or conditions nor

and resulti

ary actions which
changes . In a later secition, more
the reaczticn of the TCPR to events.
NOTE BENE is only a
the total
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create TCB
snd SYN

\

AN

rov SYN | | SEND
Fommmm—mm b snd SYN,ACK [/ N\ gnd SYN
i - S RN .
SYN rov BYR
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rov ACK of SYN \ /

CLOSE E | rov FIN

and FIN / \ end ACK

vov FIN  \

- snd ACK |
Fom oo +
| CLOSING |
R -

v ACK of FIN |

s

Timecut=2MSL

R +delete TCB

e | TIME WAIT| e mmmm e o

TCP Connection
Figure 6.
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the header

mployed is cumulative so that an ackn
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ecification

e Numbers

al notion in the desgign is that svery o af
connection has a geguence number. Sinc c
each of them can be acknowledged. The it

O

jicates that all octets up to but not i uding X
This mechanism allows for straight-forward duplicate

0 the egence of retransmission. Numbering of octets
amﬁnt is that the first data octet immediately following
the lowest numbered, and the following octetas are

numbered consecutively.

Qzﬂce the
numbers mus
pr
2F*32 - 1 ¢
af*rbmotlc,
comparigon
( (JEJ.LL]_O 2E*F

rves 1

The typical
perform inc

Dete
numb

:}I

gpace ig finite, all avithwetic dealing with =

“he relaf :nvbfg

egsential to remember that the actual seguence number space 1is
te, though very large. This space vangss from 0 te 2#*%32 - 1.

uenace
t be performed modulo 2**32. This unsigned arithmetic
2guence as th cyale Erom
some subtleties to “mou_ﬁr modulc

in programaing the
<" means "less than or egual”

o 0 again. 'The

SO great care
of such valueg.
323

kinds of seguence number comparisonsg which the TCP must
lude:

rmining that an ack £
er sent but not yet acknowledged.

(b} Determining that all seguence numbers occcupiled by a segment
have been acknowledged {(s.g., to remove the gegn from &
retransmission gueue) .

{c} Determining that an

whic
race
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In responsge to sending data the TCP will receive acknowledgments. The
following coupariscons are needed te process the acknowladgments.

SND.UNA = oldest unacknowledged seguence number

SND.NXT = next sequence number to be sent

SEG.ACK = acknowledgment from the receiving TCP {(next sequence

362 the receiving TCP)
SEG.SEQ = first gesguence number of a segment
SEG.LEN = the number of octets occ in the segment
(counting SYN and FIN)

SEG.SEQ+SEG.LEN-1 = lagt seguance number of a segment
A new acknowledguent (called an ack®™), cne f which
the inequality below holds:

SND.UNA < SEG.ACK =« SND.NXT
A gegment on the retransmisgsion queue fully acknowledged if the sum
of ite imber and length is less or equal than the

-
w

aLanW1cngCr

When data is received

value in

the incoming

gegment .

d the following comparisons are needed:
RCOV.NXT = next gegquence number expected on an incoming segments, and
is the left or lower edge of the receive window
ROV.NXT+RCOV.WND-1 = last sequence number expected on an incoming
gsegment, and he right or upper edges of thes receive wigdow
EG.SEQ = first seqguence by the incomi
SEG.SEQ+SEG.LEN-1 = last seguence number cccupied by the incoming
segment
judged to ocoupy a portion of valid ive geo
ROV.NXT =<« SEG.SEQ <« RCV.NXT+RCV.WND
or
RCV.NXT =« SEG.SEQ+SEG.LEN-1 <« RCV.NXT+RCV.WND
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The first part of this test checks to gees if the beginning of the
f g in the window : of the tesgt checks to see
f the segment f 1ls in the wlﬁdb% if the segment passes
ither part of the test i1t contains data in the window.

Actually, it is a little more complicated than this. Due to zero
windows and zero length gegnments, ws have four cases for ol
acceptabllity of an incoming segment:

Segment Recelve Test
Length

G G SEG.SEQ = RCV.NXT
G >0 ECV.NXT =< S8EG.SEQ <« RCV.NXT+RCV.WND

>0 0 ot
>} >} BOV.RXT =< SEG.SEQ <« RCV.NXT+RCV.WND

or RCV.NXT =<« SEG.3EQ+SEG.LEN-1 < RCV.NXT+RCV.WND

Note that when the receive window is zero no segments should be
acceptable SIo: gegments. Thus, it is be possible for a TCP to
maintain a zerc recelve window while transmitting data and receiving
ACKs. However, even when the receive window 1s zero, a TCP must
process the R8T and URG fields of all 1ncom1ng segments.

We have taken advantage of the gumbesring scheme to g
contreol information as well. This is achieved by imp11c1c1y 1n“1 d ng
gome contrel flags in the seguence space so they can be retransmitted

L

and acknowledged without confusion (i.e., and only one copy of the
control wil’= be actesd upon). Contrael ionformation isg not physically
carried in the segment data space. Consequently, we must adopt rules

numberg to contrel. T

a3

Lt
for dmplicitly assigning seq .
gulring this protecticon, and i
{
-

IJT'

he SYN and FIN
e controls

o3
PEND]
e

T
=
(3
@
—
bl
c
jad
3
jox

Y

=

are the only controls re
are ugsed only at comnnection opening and cloging. For sequs

purposes, the 8YN is considered to occur before the first actual data
octet of the gegment in which it occurs, while the FIN 3

o accour after the last actual data octet in a se
occurs. The segment length (S8EG.LEN} includes both
gpace ocoupying controls. When a SYN iz present
gequence number of the SYN.

Ex. 3002 Monarch Networking Solutions LLC
EX 2002



September 19

Trangmigaion Contx Sy
Functional Specification

Initial Sequence Number Selection

The protocol places no restriction on a particular connection being
used over and over agal A connection is defined by a pair of
sockets. New instances Qf a connection will be referred to as
incarnations of the connection. The problem that arises from this is
-- "how does ti : te segments from pre
incarnations cf is problem becomes apparent 1f the
connection is baln

in guick succession, or if the
connection breaks

7

S

‘
and is then reestablished.
To avoid confusion we must prevent segments from one incarnation of a
connection from being used while the same seque s may stili
be present in the network from an earlier incarnaticn. We want to
agasure this, even 1if a TCP crashes and loses all knowledge of the
seguencs numbers it has been using. When new connections are created,
an initial sequence number {(ISN] is employed which selects a
new 32 bit ISN. Ths gegerator i a (posaibly lous) 32
bit clock whose low order bit is incremented roughly e very 4

microgeconds.  Thus, ths

e

1 leg approximately every 4.55 hours.
Since we assume that segments ”111 stay in the network no more than
the Maxzimum Segment Lifetime (MSL) and that the MSL is less than 4.55
hours we can reasonably assume that I8N’s will be unigue.

-

e

or =ach connection there is a send sequence number and a recelve
sequance n11ber. The initial send mequavce number {IS8) ia chesen by
- :

the data and the initial recel lve gequence number
learned d 1'Pg tke connection egtablishing procedure.

For a connection t©o be established or initialized, the two TCPg must
gynchronize on sack her’g initial sequence numbers. This i done in
an exchange of connection establishing segmen
called "SYN" (for synchronize) and the init
shorthand, segments carrying the SYN bit called
Hence, the solution requires a suiltable for picking an
initial sequence number and a slightly invoelved laﬂd hake te exchanges
the ISN’'s.

tg carrying a control bit
1 sequence numbers. Az a
5 .

The synchreonization requires each side to it’s own initial
sequeance nber and to receive a conflrmatior it in acknowledgument
from the other side. Each gide must also receive the other gide’s

o)
initial sequence number and send a confirmiong acknowledoment .

=]

1) A -->» B SYN my seguen nunber is X
2} A <-- B ACK your seguence number is X
3) A «-- B SYN my seguence number is Y
4} A --> B ACK your seguence number ig Y

Ex. 3002 Monarch Networking Solutions LLC
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Because steps 2 and 3 can be combined in a single message this is
calied the thres way (or three message) handshake.
A three way handshake is necessary because seguence numbers are not
tied to a global clock in the nestwork, and TCPs may have differsn
mechanisms for picking the ISN’sg The receiver of the first SYN has
w0 way of knowlng whether the segment was an old delayved one or not,
unlegs it remembers the last seguence number used cn the cconnection
(which is not alwavs possible), and so it must ask the ser e
verify this SYN. The three way handshake and the advantages of a
clock-driven scheme are discussed in [3].
Knowing When to Keep Quiet
To be sure that a T doeg not create a segment that carries a
gequenas numbery whi may ke duglicated by an old segment rewmaining in
the network, the TCP must keep guilet for a maximum segrent lifetime
(M8L} befors agsigrning any sequence numbers upon startiong ug or

recovering from a crash in which memory of seguence

wumbers in use was

he 2

lost. For thig specification the MSL iz taken to be 2 minutes. This
is an engineering ch01ce, and may be changed 1f experience indicates
it dis dwg rable to do so. Note that 1if a TCP is reinitialized in some
genge, yet retains its memory of gequence numbers in use, then it need
not wait at all; it wmust only be sure to use segquence numbers larger
than those recently used.
The TCP Quiet Time (oncept
This s lcation provid that hosts which "crash" without
retaining any knowledge of the last sequence numbers transmitted on
each active {i.e., not clos j) connection shall delay emitting aay
TCP gegments for at least the agreed Maximum Segment Lifetime (MSL)
in the internet asystem of which the host A part. In the
paragraphs below, an explanation for this specification is given.
TCE plementors may vicla iet time® r,nLrL ion, but only
at risk of causing som ta to be accepted as new or new
data reijected as old dupli scme receivers in the internet
system.
> each i e a anﬂGﬂL ig formed and
the network output gqueue at a source hos The
APT*C*iOH and gequencing algorithm in the TC ¥ protocol
e unigue binding of segment data to se quence space to
. sequence numbers wlll not. ¢ycle through all 2**32
ef gegment data bound to those sequence numbers has
been delivered and acknowledged by i receiver and all i e
coples of the segments have ”ora*ned” frOﬂ the intern
guch an assumption, two distinct TCP segments coul
{Page 28]
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asq1and the same or overlapping seguence numbers, causing confusion
at i receiver as to which datas is new and which is old. Remember
that each segment is bound tc as many consscutive sequence numbers
as there are octets of data in the segment.

Under normal conditicns, TCPs keep track of the next seguence number
to emit and the oldest awaiting aﬂknowledqmeﬂt go as to avoid

migtakenly using a sequence number over before itg first use has
been acknowledged. This alons does not guaran;ee thatt old dugplicate
data is drained from the . so the seguence space has been made
vary largs toe reduce the pr ity that a wandering duplicate will
cauge trouble upon arrival. At 2 megabits/gec. it takeg 4.5 hours

ent

up 2**32 octets of sequence space. Since the

[

the net is not likely to ed a few te ,
dremea ample protection for seable nsts if a
rates egcealats to 1073 of wegabilts/sec. At 100 megabits/geq, the
cycle time is 5.4 minutes which may be a little short, but still

read

STeiel

The hasic duplicate dstection and sequencing algerithm ian TCP can be
defeated, however, 1f a source TCP does not have any memory <f the
geguence numbers it last usged on a given connection. For exaroi% if
were to start all connectiong with segquence number §, then
shing and restarting, a TCP m: re-form an =sarlier

tion (possibly after half-open connection resolution; and emit
with sequence numbers identical to or overlapping with

still in the nestwork which were emitted on an sarliier

cf the same connection. In thu absence of knowledge

sequendcs numbers used on a particular nmection, the TCP
gpecifica tl“ﬂ recommends that the source delay for MSL seconds

emittoing Gmon;m on the connect to allow time for
g from the earlier connection incarnation to drain from the

it to gelect
problem

quence

Even hosts

can remember the times of day and 1
initial seq number valueg are not immune from
{(i.e., even if ime of day is used to selesct an initi
number for each new connection incarnation) .

Suppoese, for example, that a connsction pened stz
geguence number S. Suppcse that this connection is not uqed
and that eventually the initial seqguence pumbsyr fu nc“i ion

takes on a value egual to the sequence number, say cf
gment gsnt by thig TCP on a particular connection. Now
this instant, the host crashes, recoversg and establisheb

4
carnation of the connection. The initial segquence number o
= ISN(t} -- last used sequence number on clid Ln arnaticn of
connection!  If the recove ocaurs quickly enough, any old
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duplicates in the net bearing se
cf 81 may arrive and be treatsd
the new incarnation cf the conne
The problewm is recovs
crashed nor dOEb

the from ear. mecti

deal with

Lo
for one

Cone way
Ssegment s
time?® gpecification
willing to risk poss

nation may cho

after recov

Hosts whigl
ikle confusi
not Lo wa
TCP use

Lnf\A
Chvicugly,
nECessary

even
‘ter

the host

To summarize: avery gfsgment emit
numbersg the seguence space, t
"husy” or uge” until MSL sec
gpace-time is Ccubﬁe
if a new connection is
numbers in the space»t
vious conns incarnati
overlap h could

Eastabli a connegn

1ing

The

connection.

regponde 'i
gimultan

"three-way handshaks? is
This procedure
by awmtker TCPE.
usly initiate the
accures, aach TCF receiveg a "SYN®
acknowledgment after it has sent a
an <ld duplicate "SYN" segment
recipient, that a simultaneous
Proper use of "reset" gsagments

normal

-r
]

Several examples of connection ini
examples do not show connection
gegments, this is perfec
doesn’ t del he data 8
valid {(i.e., data must be buffe
connection reaches the ESTABLISHED
reduces the possibility of false

3

gy
tly legiti

o the u

o

ver

<.

the

[

I
c
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implementation of a trade»off between memory and messages to provide
information for ¢

The gsimples three—way handshake is shown in figure 7 below. The
figures should be interpreted 4n £ ‘ollowing way. Bach line is
umbered for reference purposes. Right arrows {-->) indicate
*wattlrﬁ of a TCP from TCPR 2 to TCR B, or arvival of
arrows {(«<--), indicate the reverge.
,'dL\a?'b gmant which is still i network
Arn "XXX© 1n61L tes a segment which rejected.
TCEF states re state AFTER
segment {(whose contents are shown in
contents are ghown in abbreviated
N

1
nu
Q
GE

)

.l

n
[

f each line). Segh“
e o

or equence number, control flags, and ACK field. Other
Fields such as window, addresgses, lengths, and text have besn left out

in the interest of clarity.

TCE A TCP B
1. CLGBED LISTEN
2. BSYN-SENT --> <BEQ=100><CTL=3YN> --» SYN-RECEIVED
3. ESTABLISHED <-- «SEQ=300><ACK=101><CTL=SYN, ACK> <«-- SYN-RECEIVED

4. ESTABLISHED --> «SEQ=101><ACK=301><CTL=ACK>» ~->»> BESTABLISHED

’H
m
3
3
[

ABLISHED --» «<S8EQ=101»><ACK=301><CTL=ACK><DATA> --> ESTABLISHED

Basic 3-Way Handshake for Connecticon Synchronization

Figure 7.

In line 2 of figure 7, TCP A beging by sending a SYN segment
indicating that 1t will use sequence numbers starting with seguence

number 100. In line 3, TCP B sends a 5YN and acknowledges the SYN it
received from TCP A. Note that the acknowledgment field indicates TCE
als!

the SYN w

E now expecting to hear
occuplied seguence 100.

cgquence 101, acknowledgl

!

At line 4, TCP A responds with an empty segment containing an ACK for
TCP B’g SYN; and in line 5, TCP A gends soms data. N

sequence number of the segment in line 5 is the same
because the ACK dees not occupy sgeguends number gpace we
would wind up ACKing ACK s!)

[Page 31]
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g initiation is only slightly more complex, as 1s shown in
Each TCP cyales from CLGSED to SYN-SENT to SYN-RECEIVED to
TCP B
CLOSED
T --» <SEQ=100 TL=8YN>
EIVED «<-- <S8EQ=300>«<CTL=3SYN>» <-- SYN-SENT
<SEQ=100><CTL=8YN> --> SYN-RECEIVED
EIVED --> <«<SEQ=100><ACK=301><CTL=8YN, ACK>
SHED  <-- EQ=300><ACK=101><CTL=8YN,ACK> «<-- SYN-RECEIVED
SEQ=101><AlK=301><CTL=ACK> --» ESTABLISHED
Simultaneous Connection Synchronization

le reason for the three-way handshake is to prevent old
cnnecticon initiations from causing confusion. To deal with
control message, reset, has been devi >e=d £ the
is in a non-synchronized state {i.e., SYN-SENT,
Lt returng to LISTEN on veceiving an aca J;Hble reget .
bl in one of the synchronized states (ESTABLISHED

IN-WAIT-2, CLOSE-WAIT, CLOSING, LAST-ACK, TIME-WAILT), it

connaction and informs its user. We discussg this latter
“half-open" connec below

Monarch Networking Solutions LLC
EX 2002



September 19

Trangmigaion Contx Sy
Functional Specification

TCP A TCP B

1. CLOSED LISTEN

3

SYN-S8ENT ~->» <SEQ=100><CTL=8YN>

’
A

3. (duplicate) ... <3EQ=90><CTL=SYN> ~->» SYN-REECEIVED
4.  SYN-SENT <-- «SEQ=300><ACK=915><CTIL=8YN, ACK> «-- SYN-RECEIVED

5. SYN-SENT --> <BSEQ=91><CTL=R3T> -->» LISTEN

7.  SYN-SENT <-- «SEQ=400><ACK=101><CTL

=
il

in
=
b
=
P
\

I

0}
4
7
2o}
=
=

e
—~
<
el
o)

8. EETABLISHEED --»> <B8EQ=101><ACK=401><CTL=ACK> --» BSTABLISHED
Racovery from O0ld Duplicate SYN
Figure 3.

As a simple example of recovery from old duplicates, consider
figure 9. At line 3, an qu duplicate SYN arrives at TCP B. TCP B

cannot tell that this ig an old duplicate, so it responds normally
(line 4} . TCP A deteacts fha“ the ACK field is incorrect and returnsg a
RST (reset) with its SEQ field selected to make the segment

believable. TCP B, on rveceiving the RST, returng to ths LISTEN state.
When the original SYN {pun int ended) finally arrives at line &, the
gsynchreonization proceeds normally 1€ the SYN at line 6 had arrived
before the RSET, a more complex excnalgb might have occurred with RST's

gent in both directions.

f

Half-COpen Comnnections and Other Ancmalies
An established connection is sgaid to be "half-copen®™ if one of the

TCPs has ¢l 2d or aborted the connsction at its end without the
knowledge of the other, or if the two ends of the connecticn have
becowe degynchronized owing to a crash that regsulted in loss of
memnory. Such connectiocng will automatically become reget 1if an
attempt da n ae data in either directicn. However, half-opsr
connections are expected toc be unusual, and the recovery procedure is
mildly invcolived.

If at site A the connection noe longesr existsg, then an attempt by

Ex. 3002 Monarch Networking Solutions LLC
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uger at site B to send any data on it will regult in the site B TCP
e ' ] } i mesgage indicates to the

ig expected to abort the

e St 1
ite B m“P that something is wrong,
or

Assume that two user processes A and B are communicating with one
another when a crash cccurs causing loss of memory to A's TCP.
Depending on the operating system supporting A's TCP, it is likely
that some erroy vecovery mechanism exists. When the TCP is up agalon,
A is likely to start again from the beginning or from a recovery

point. As a result, A will prcbably tryv to OPEN connection again
or try to SEED o the connection it believes open. In the latter
cage, 1t recelvesg the erroy uwessage "connection not open® from the

local (A'g) TCP. In an attempt to establish the connection, A’s TCP
willl send a segment containing SYN. This scenario leads to the
example shown in figure 10. After TCP A cragshes, the user attempts to
re-open the connection. TCP B, in the meantime, thinks the connection
ig open.

TCP A TCP B

ceive 100)

2. CLGSED BSTABLISHED

3. SYN-SENT --» <3EQ=400><CTL=S¥N> --> (PP}
4. (1) <=-- «SEQ=300><ACK=100><CTL=ACK:> <~~- HSTABLISHED

5. SYN-SENT --» «<5EQ=100><CTL=RST> --> (Abort:it!)
6. SYN-SENT CLOSED

7.  SYN-SENT --:

v

<SEQ=400><CTL=S¥YN> R
Half-Open Connection Discovery

Figure 10.

When ths SYN arvives at line 3, TCP B, bkeing in a synchronized state,
and the incoming segment outside the window, regponds with an
acknowledgmeant indicating what seguence 1t next expsacts Lo hearx
100} . TCP A sees that this segment does not acknowledge anything it
gent and, being unsynchronized, sgends a reset (RST) because it has

detected a half-open connection. TCP B aborts at line 5. TCP A will

Ex. 3002 Monarch Networking Solutions LLC
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ontinue to try to establish the connection; the problem is now
reduced to the basic 3-way handshake of figure 7.

An interesgting alternative case occours when TCP A crashes and TCP B
tries to send data on what it 1?”1k ig a synchronized conmectian.

This is illustrated in figure 11. ase, the data arriving at
TCP A from TCP B {(line 2; unac:eh . cause na mection
exis ts, so TCP A sends a RST. The RST is acceptable

processas 1t and aborts the connectior

TCE A TCP E
1. (CRASH) {gend 300, receive 100)

2. (272} <~- «S8EQ=300><ACK=100><DATA=10><CTL=ACK> «-- ESTABLISHED

3. ~-> <SEQ=100>«CTL=RS8T>» --> {(ARORT!!)
Active Side Causes Half-Open Connection Discovery

Figure 11.

In figure 12, we find the two T“Ps A and B with passive connections
walilting for SYN. aAn o©ld duplicate arriving at TCP B (line 2} stiras B
into action. A SYN-ACK is re'alred (line 3} and causes TCP A to
generate a RST {the ACK in line 3 is not acceptable). TCP B accepts
the reset and returng to its passive LISTEN state.

TCP A TCP B

1. LISTEN LISTEN

2. . <SEQ=E»<CTL=5YN> --> SYN-REECERIVED
3. (22} «<-- <SEQ=X><ACK=Z+1><CTL=8YN, ACK> <-- SYN-RECEIVED
4 ~» <SEQ=Z2+15><CTL=RST> -— {return to LISTEN!)

5. LISTEN LISTEN
0ld Duplicate S¥N Initiates a Reset on two Pasgsgive Sockets

Figure 12.

17
78!
N
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4 variety of other
by the following ru

which are accounted for
U.t QCess .l I‘lg .

all of
on and

As a general rule, reset (RS8T) must be gent whenever a sgegment arrives
wh =it ly 18 not intended for the current connection. A resst
must not be gent if it is not clear that thig is the case.

There

are three groups of

1 Tf the connection does {(CLOSED) then a reset is sent
any incoming segn except another x In
g addresged to a non-exigtent connection are rejected
If the incoming segment has an ACK field, the reset
ence number from the ACK field of i gegment., the

reset has sequence number zero and the

cf i

The

seguence numbex
connection remaing

2. If the
SYN-SENT,

something not yet sent
if incoming segment
does not exactly match
connection, a reget ig

an

If ouxr SYN has not been
loncoming segment is hi
either raise the local

the ey,
incoming segment 1s

conti if the pre
cannot ra
detected i

tcrm*nﬂte

connection is
SYN-RECEIVED; ,

cr gend a r

to

the sum

;
he

ACK field is
and gegment length of the 1 segment.

in the CLCSED gtate.

in any non-synchronized state

and the incoming segment acknow g
(the segment carries an unacceptable ATK), or
hag a security level or compartuent which
the level and compartment reguested for the
sent .

acknowledged and the precedence level of the
her than the precedencs level reguested the

n
and

edence level
if the
Pl

(if allowed by the usger
pracedence level of the

recedence level reguested then

edence matchd exactly (if e remote T
level to mat Lh ours this will be
it the connection will be
ackrﬂw1~dged {(perhaps in th'q
of the incowming segrment must
1y, 0oL a reset

If the incoming segment has an ACK field, the reset takes its
samuence number from the ACK field of the segment, otherw
regset has sequence number zero and the ACK field ig seft to the sum

of
The

sequence aunber
connecticon remains
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The

Sent

In all states except SYN-SENT, all resget (RST) segment
ecking their SEQ-fields Arx 4 g valid if i*
igs in the window. In the SYN—S?NT gtate {a R8T recei
to an iniltial SYN), the RST ia acceptable if ti ACK
acknowledges the SYN
The receiver of a R8T first validates it, then changes state If the
recelver was in the LISTEN stats, it ignores 1L If ¢ e was
in SYN-RECEIVED stats and had previously been in the h | )
then the receiver raturns Lo the LISTEN state, otherwise el
aborts the connection and goes to the CLOSED stat If the receiver
was 1in any other state, it aborts the connection and adviges the user
and goes to the CLOSED state.
3.5, Closing a Connection
CLOSE is an operat meaning "I have no more data to send.” The
ction closing a full-duplex connecticn is subject to ambigucus
interprastation, of coursge, singe 1t may not be cbvious how to tre at
the receiving side of the connection. We have chosen to treat CLOS
in a ashion. The usger whoe CLCSEs continue o RECEIVE
unti old that thc cther side has CLOSED also. Thus, a program
coul @everal ENDs followed by a CLOSE, and then continue to
RECEIR ignaled that a RECEIVE failed becauss the other gide
hasg (I We assume that the TCP will signal a user, even if no
RECEIVE: outgtanding, that the other gide hasg closed, so ths user
can *e"ﬂlnata hig side gracefully. A TCP will reliably vel;vef all
buffers SENT before the connection was CLOSED so a er who aexpegts no
data in return need only wait to hear the connection was CLO&ED
guccegafully to know that all kb —a was received at the destination
TCP. Users must keep reading connecticns they close for sending until
the TCP saysg no wmors data.
{Page 27}
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There are essentially three cases:

1) The user initiates by telling the TCP to CLOSE the connsction
2} Ths remote TCP initiates by sending a FIN control signal
P4 poe pre

3} Both CLOSE simultaneously

Case 1: Local user initiates the clos
In this case, a FIN segment can bes constructed and placed on the

ing segment gueus No further SENDs from the user will be
ed by the TCP, and it enters FIN-WAIT-1 state. RECEIVEs
allowsd in f All segmente preceding and including FIN

will be retrapsmitted until acknowledged When the cthexr TCP has
both acknowledged the FIN and seat a FIN of itg cown, the firat TCP
can ACK this FIN. Note that a TCP recelving a FIN will ACK but not
gend its own FIN until its user has CLOSED the connection also.

Case 2: s a FIN from the network
Tf an unsolicited FIN arvives from the the receiving TCP
can it and tell the user that the is closing. The
user regpond with a CLOSE, upon can send a FIN to
the otk,‘ TCP after sending any remaining data. The TCP then waits
until own FIN is acknowledged whereupon it deletes the
connection. If an ACK is not forthcomlug, after the user timeout
the connecticn is aborted and the user is told.

Zase 3: both users close simultaneously
A simultanecus CLOSE by users at both ends of a connection causes
FIN seguments to hes exchanged. Whan all gsogments preceding the FIN
have kﬂﬁn processed and acknowledged, sach TCP can ACK the FIN it
has received Beoth will, upon receiving thess ACKs, delete the
connection.

{Page 38]
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TCP A TCP B

1. ESTABLISHED BSTABLISHED

3

(Cloge)
FIN-WAIT-1 --» <SEQ=100><ACK=300><CTL=FIN,ACK> --> CLOSE-WAILC

’
A

3. FIN-WAIT-2 <-- «SEQ=300><ACK=101><CTL=ACK> < CLOSE-WATT
4 {(Cloge)
TIME-WATLT <-- <SHEQ=300><ACK=101><CTL=FIN, ACK> <-- LAST-ACK

5. TIME-WAIT -->» <SEQ=101><ACK=301><CTL=ACK> --> CLOSED

6. (2 MSL)

™

CLOSED
Normal Close Sequence

Figure 13.

TCP A TCE B

1. ESTABLISHED BSTABLISHED

2. (Close) {Cloge)
FIN-WAIT-1 --> <SEQ=100><ACK=300><CTL=FIN, ACK> ... FIN-WAIT-1
<-=- <SEQ=300>«<ACK=10( cT # TN C> «--
<SEQ=100><ACK=300><CTL=FIN, ACK> -

3. CLOSING --> <S8EQ=101><ACK=301><CTL=ACK> ... CLOSING
<= «SEQ=301><ACK=101><CTL=ACK> <
<SEQ=101><ACK=301><CTL=ACK> -

4.  TIME-WAIT TIME-WATT
(2 MSL) (2 MSL}
CLOSED CLOSED

Simultanecug Cloge Seguence

Figure 14.
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The intent ot o = orts operating
with exactly the same security and Conp_r tment values and at the
higher «f the precedencs level reguested by the twe ports.

@ g

The precedence and security paraume s used in TCP are exactly
def “"ed in the Internet Protocol (IP} [21. Throughout this TCP
gpecification the term "security/compartment? 'ﬂt-qd%l to indicate
the security parameters used in IP including security, compartment,
iger group, and handling restriction.

—

-

A connecticon attempt wi

th mismatched gecurity/compartment value :
lower precedence value must be reject;d by sending a reset Rejecting

a carned:iun due to toc low a QLLVI an

of the SYN has

which operate only at the default value of
have to check the prﬁgedenﬂe of incoming

raise the precedence level they use on

gegment:
connection.

The security parvamaters may be used even in a non-securs environment
{(the wvalues would indicate unclagsified data), thus hostg in
non-secure environments must be prepared to receive the security
parameters, though they need not gend thewm

—
I

3.7. Data Communication

Once the connection is established data is communicated by the
exchangs of segments. Bacause :gments may be loagt due to errors
{checksum test failure), or network congestion, TCP uses
retransmiagaion {aftsr a it} to ensure delivery of every segument .
uplicate gegments may arrive due to network or TCP retransmission.
Ag discussed in the section on geguence numbers the TCP performs
certain tests on the seguence and acknowledgment numbers in the
segments to verify their acceptabilid

=
3

w

=

The sender of data keepsg track of the sequence number to usge in
the iable SND.NXT. The receiver of data keeps track of the next
sequence number to expect in the variable RCV.NXT. The sender of data
keeps track of the oldest unacknowledged seguence number iln the
variable SND.UNA. If tk' data flow is momentarily idle and all data
gsent has be acknowledged then the three variables will be egual.

gender creates a segment and transmita i1t the gender advances
=11 the receiver accepts a gegment it advances &CV.NXT and
acknowledgment . wken the data sender receives an

Ex. 3002 Monarch Networking Solutions LLC
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acknowledgment it advances SND.UNA The extent to
these variables differ is a meagure of the delay in
The amcunt by which the variables are advanced is the

data in the segment. Note that once in the ESTABLISHED state all

gegments must carry Qurrent acknowledgment information

The CLCSE v call dimplies a push function, as does the FIN controel
flag in an incoming segment.

Eetrangmiggion Timeout

Because of variability of the networks that compose an
internetwo: v and the wide range of uses of TCP connections the

retransmis
for determini
illustration.

it must be ovdaﬂlca“ly determined. One procedure
ransmigsion time cut ig given here as an

]

An Example

isgion Timeout Procedurs

Meas

e the elapsed time between sernding a data octat with a
particular seguence number and receiVing an acknowledgment tha
covers that seguence number (gegments sent do have to mat
segments received). This meagured slapsed time is the Round Trip
Time (RTT). Next <ompute Reund Trip Time (SRTT) as:

SRTT = ( ALPHA * SRTT } + ({1-ALPHA) * RTT

and based on this, compute the retransmission timecut {(RTO) as:

RTO = min [UBOUND, max {LBOUND, {BRETA*SRTT

3\
I

[

whersa UBJUVD is an upper bound on the timecut (e.g., 1 minute;),
; lower bound on the timeocut {(s.g., 1

: ; tecond) , ALPHA
thing factor {(e.g., .8 to .%), and BETA is a delay variance
L, 1.3 te 2.0).

4 e
A=

The Communication of Urgent Informatiocor

The objesctive of the TCP urgent mechanism is to allow the sending user
to stimulatse the xe iving user to accept urgent data and to
permit the receiving TCP to indicate to the recelving user when all
the currently known uvrgent data has been received by i

mechan y permit point in the data
end of urgent

tream ta be
Whenever this point is in advance of
the receive seguence number (RCV.NXT} at the receiving TCP, that TCP
mugt tell the user to go intc« ”urgent mode®
wrber catches up toe the urgent pointer,

o~ 3

when the receive seguence
TCP musgt

7

tell user to go

[{Page 41]
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into "normal mode". If the urgent pointer is updated while the user
is in "urgent mod : e will be invisible to > user.

o

The method employvs a urgent field which is carried in all segments
transmitted. The URG control flag indicates that the urgent fisld is
meaningful and must be added to the segment sequence number to yield
the urgent p@iﬂtﬂ‘ The ab of this flag indicates that there 3
no urgent data outstanding.

To send an urgent indication the user must alsc send at least one data
octet. If the sending user also indicates a push, timely delivery of
the urgent information to the destination process 1s enhanced.

UJ

Managing the Window

The window sent in each segment indicates the range of sequence

numbers the sender of the windcocw (the data receiver) 1s currently
accept. There is an assumption that i e

v avallable data buffer space avallable for

Indicating a large window encourages transmissions. If wore data
arrives than can be aCCﬁp: d, it will be discarded. This will result
in ex rsive retransuiss: g, adding umnecessarily to the load on the
network and the TCPs. ting small window may restrict the
transmission of data toe the point of introducing a round trip delay
between each new segment transmitted.

The mechanisms provided allow a TCP to advertise a large window and to
subgeguently advertise a much smaller windeow without having accepted
that much data. This, =z0 called "shrinking the window,™ is strongly
discouraged. The robustness principle dictates that TCPs will not

hxi the window themselves, but will be prepared for such behavior
part of cother TCPs.

The sending TCP must be prepared to accept from the user and send at
leagt one octet of new data even if the gend window is zerc. The

sending TCP must regularly retransmit to the receiving TCP even when
the window is zerc. Two minutes is recommend Pd for the retransmission
int al wh the window ia zero. Thls retransmission is essential to
guarantee that when either TCP has a zero window the re-opening of the
window will be reliably veported to the other.

When the receiving TCP has a zZero window and a il arrives it must
still send an acknowledgment showing i1ts next expected sequence number
and current window (zera).

data to be transmitted into

The gending TCP packages

T
Q
u’)

42]

o
@
&
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which
retranami
helpful.

window, and may repackage gegﬂentd cn the
Such repackaging is not reguired, but may ke

In a connection with a one-way data flow, the windeow information will
carried in acknowledgment segments that all have the same seqguence
r g0 there will be no way to rder them if they arrive cut of

Thig is not a sericus problem, but it will allow the window
information to be on occasion :mporar.ig based on old veports from
the data receiver. A refinement to aveid this problem is to act on
the window information from that carry the highest
acknowleagrcl number (that 8 with acknowledgment number

recalived) .

The wnqao& management procedure has significant influence on the
st ior ¢ mance .  The following comments are suggestions to

Alleocating a very small window causes data to be transm
many emall segments when better performance is achieved using
fewer large segments.

5]

ton for avoiding small N"FdL\g is for the receiver t
: ¢ window until the additi allocation is at

¥ percent of the maximum alloca:ion possible for the
connection {where X might be 20 to 40).

Another guggestion is for the gender to avoid gending small
gsegments by wailting until the window is large enough before
gsending data. If the the user signals a push function then the
data . ke gent even if 1t is a small segment

Note the acknowledgnents should neot be delayed or unnecessary
retransmlssions will result. Ons strategy would be to send an
acknowladgment when a amall segment arrives (with cut upda
window infolmation), and then to gend another acknowledgment w1th
new window information when the window is larger.

The segment sent to prcbe a zero window may also begin a break up
of transmitted data into smaller and smaller seguments. If a
segment containing a single data octet sent to probe a zerc window
ig accepted, it consumes one octet of the window now available.

If the gending TCP simply sends as much as whenever the
window is non zero, the fransmitt broken into

@

~ed data wi
alternating big and small segments. As time

1

pauses in the raceiver making window allocation

£
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result in
big pair.
mostly sm

W

ification

tg into a small and not guite so

breaking the big ssgmen it
he data transmiggion will be in

And after a while t©
1 s

The suggestion here 1g that the TCP implementations need Lo

actively attempt te combine small window allocations into larger

windows,

glionce the mechanisms for manad

g the window t to

to many smalil windows in the simplest minded implementations.

3.8. Interfaces

There are of
and the
of the user
protocel modu
in detail
case that

thatt TCPsg

Iy

User/TCP Inte

fac

implementations may have dlff 2rent user interfaces.

course two interface
TCP/lows

g of concern: the ugser/TCP interface
2. We have a fairly elaborate model

r-level interfac

D

TCP interface, but the interface to the lower level
le i 1

ft unapecified here, azince 1t will be specified
secification of the lowel levsl protosol. For the
level is 1P we note gome of the parameter values

rface

Cdescription of uger commands to the TCP ig,
since every operating system will have different
vently, we must warn readers that -

“erent TCP
all

TCPs must provide a certain minimum set of services to guarantee
that all TCP implementations can support the same protocoﬁ

Liararuﬂy

ene
ired

This section specifies the functional interfac
all TCP implementations.

TCP Commands

The following gsctionsg functionally charvacterizs a USER/TCE

interface. The notation used is simllar Lo most procedure or
ion : in red this usage is not

meant to rule out 9., SVis, UUOs,

EMTs) .

The user commands descril below specify the basic functions the

TCP must perform Lo supg ir ‘_r<cm g communication.

Individual implementations must define their own exact format, and

may provide combinations or subsets of the basic functions in

gingle callg. In particular, some implementations may wish to

automatically OPEN a connection on the first SEND or RECEIVE

issued by the user for a given connection.

{Page 44]
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In providing interprocess communication facilities, the TCP
not only accept commands, but must alsoe return information to
processes 1t serves. The latter consists of:
{a} general information akout a connection (e.g., interrupt
remote cloge, binding of unspecified foreign socket).
(b} replies to specific user commands indicating success or

varicus of failure.

types

fereign sccket, acti

P
4
L

We assume that the local TCP is aware of the identity of the
ses 1t rves and will <h e authority of the proae
e the connection gspecified. Depending upon the
ementatiocon of the TCP, the saal network and TCP identifiers
the gource address will either be supplied by the TCP or the
=y level protocol {e.g., IF} Thege considerations are
1ult of concern about security, Lo the extent that no TCP be
to masguerads as another one, and sc on. Similarily, no
process can masquerads as aqothu without the collusion of the
TCPR.
If the active/pasgive flag is set to passive, then thisg ig a
call to LISTEN for an incowing connectior A passive open may
have either a fully specified foreign s“ck £ to walt for a
particular coonection or an unspecifl elgn socket to walt
for any call. A fully specified passive Call can be made active
by gubgequent execution of a SEND

A transmiggion control block is creat

ve/pass

zecurity/compartment ]

ed and pa

ive

:_l

Y

filled in with data from the OPEN command parameters.

Cn an active OPEN command, the TCP will bhegin the procedurs
gynchronize (i.e., establigh) the coanpnection at once.

The timeocut, 1f present, permits the caller to set up a tim
for all data submitted to TCP. If data is not successfully
delivered to the destination within the timecut periced, the
will abort connection. ikc present global default is

minuteg.

The TCP or some component of the operating syste
the usgers authority to open a connection with t©

i

1
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Specif

TCP will
ey ',—T\,/
b CECE

sked

A local ¢

The local
for the ¢
pair.

Send

Format :
count, PU

_
This

il £
to be gent on tne indicated connection. If the connection hag

nat been
implement
automatic
authorize

Segmen'
the da'a
nigs

If the URGENT flag is set, sgeguments gent to the ds

will have
the urgen
pointer
consu

r;g

&

[t}

IS
N

Ex. 3002

ity /compartment

rol Protocol
ication

'S OF qegurltv/COﬂpartment The absence of precedence
fication in the OPEN call indicates

valueg must

acaept ﬁncoming requests as matching only if the
compartment information is exactlj the same and only if
denca is ﬁqxa to or higher than the precedence

in the OPEN calil.

dence for the connection is the higher of the values
in the OPEN call and received from the incoming
and fixed at that value for the life of the
Implemanters may want to give the user control of
edence negotiation. For example, ths
that the precedencs must bes exzactly matched,
to raisge the precedence be confirmed by the

AL

onnection name will be returned to the user by the TCPR.
connection namse can then ke used as a short hand terw
o

2
b
1=
s

o

cnnecticn defined by the <lcocal socket, foreign sockets
SEND (local connection name, buffer address, bvte
SH flag, URGENT flag [,timeocut])

the data contained in the indicated us =)e

apened, the SEND is congidered an error. Some
ations may allow users to SEND first; in which case, an
OPEN would ke done. If the calitrq process isg not

d to use this connection, an error is returne d

is set, the data must be transmitted promptly
nd the PUSH bit be set in the last TCP
buffer, USH flag is not set,
-wmb*nvx with data subsequent SENDs for
ficien

4
I
0
-3
ot
>y
1)
h"j

10on

s ination TCP
the urgent pointer set. The recelving TCP will signal
tocondition to the racelving procesas if the urgent

indicates that dat% preceding the urgent pointer has not

umed by the ving process. The purpose of urgent
imulate the ver to process the urgent data and to
to the rec when all the currently known urgent

Monarch Networking Solutions LLC
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ta hag been received.
gnalsg urgent wiil

“he number
he receiving s o

pregence of

nding usexr’
v
ol

was gpecified in the OPEN, but the
ed (e.g., becauge a LISTENing <onn
has become specific due to a foreign segment arr;v1ng for

£), then the sigonated buffer is sent to the o liec
foreign socket. Users who maks use of OPEN with an unspecified
foreign socket can make use of SEND without ever i
knowing the foreign socket address.

However, if a SEND is attempted before th ) s
becomag specified, an error will be rsturned. Unw re can use the
STATUS call to determine the statug of ths connection. Inn some
implementations the TCP may notify the user when an unspecified
gockelt is bound.

m
h
o
iy
0]
-

LQ
=
113
s}
0
e
a
Pt

Tf a timeout is speclified, the current timeout for this

connection is chanced to the new one.

=
=]
ct
&
o)
113
-

implest implementation, SEND would not return control to
ling process until i the trangmigsion was complete
timeout had been exceeded. However, this 51moLe method

cr the ¥
is th subiect to deadlocks ] xample, both si Lb?
lala} tion might try to do SENDs befo re deing any RECEIVEs) and
cf poor performance, so 1t is not recommended. A more

sop ticated implementation would return iwm lately to allow

the process to run concurrently with network I/0, and,
fut*h%rmwr@ to allow wmultiple 3ENDs to be in progress.
Multiple SENDs are gexved in first come, first served order, so

the TCP will gueue th it cannot seyvice ediately.

cly assuned an asynchronous
which a SEND later elicits some kind of SIG
pseudo-interrupt from the serving TCP. An
return a regponge immediately. For instance,
immediate local acknowledgment, even if the
been ackanowledged by the distant TCP. We
assume eventual succegs. If we are wrong,
lose anyway due to the timecut. In impl&mentan.xr of this
kind {synchronous}), there will still be some asynchronous

iz eal with the coﬂnﬁﬁtuﬂn itgelf, and not

We have implicit

aAmMOng Srror oY success
ight be appropriate for the
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buffer address to be refurned along with the COde requ se to
the SEND reguest are dis elow,
indicating 1nform321on wh h should be returned to the
calling proc
Receive
Forwat~ RECEIVE {local connection name, buffer addresgs, byte
->» byte count, urgsnt flag, push flag
This command allcocates a receiving buffer associated with the
speci fled connecticon. If no OPEN preved g this command or the
calling process is not authorized to use this connection, an
erroxr 15 returned.
In the aimplest implementatiocn, control would not return to the
calling program until either the buffer wag f£illed, or socme
erroxr occuy but this scl is highly subject to =}
A more sophisticated .mplamEHtaL;on would permit several
RECEIVEs to be outstanding at oncs. Thess would be filled as
gegments arrive This strategy permits increased tl“@ughuu; at
the cogt of a more elaborate scheme {(possibly asvonchroncus) to
notify the calling program that a PUSH has been seen or a buffer
filled.
data arrvive to £ill the buffer before a PUSH is seen,
lag will not be set in the response to the RECEIVE.
will be filled with as chh data as 1t can hold. If
a PUSH is en before the buffer is filled the buffer will he
returnad o%rt ially filled and PUDH indicated.
If there is urgent data the user will have been informed as soon
as it arrived via a TCP-to-user signal. The receiving user
should thus be in "urgent mode". If the URGENT flag is on,
additional £ data remalns. If the URGENT flag is off, this
call to RE has returned all the urgent data, and the user
may now leave "urgent mode®. Note that data following the
urgent pointer (non-urgent data) cannot be dGIlVLle to the user
in the same buffer with preceeding urgent data the
boundary is rked for the u
Ta distinouish among several outstanding RECEIVEs and to take
care of the casge that a buffer iz not completely filled, the
return code accompanied by both a buffer pointer and a byts
count indicating the actual length of the data received.
Alternative implementaticns of RECEIVE might have the TCP
{Page 48]
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allocate buffer gtorage, or the TCP might share a ring buffer
with the user.

Cleose

Format: CLOSE (local connection name)

Q

This command causes pecified to be closed. If
the conneact ia not open or the calling process ig not
autheorized to uge this connection, an srror is returﬂcd.
Cloging connectior is ldtendru to be a graceful operaticn in
the sense utstanding NDs w111 be transmitted {(and
retransmit . - ite, until all have been
gervice Thug, it ghould be aCCchaklﬁ to make several SEND
calla, fellowed by a CLOSE, and ezxpect all data to be sent
Lo the degtination. It ghould also be clsar that ugers should
continue to RECEIVE on CLOSING connectionsg, since the other gide
may be Crying to transmit the last of its data. Thus, CLOSE
means "1 have no more to send” but doeg not mean "I will not
receive any more.” It may happen (if the user level protocol is
not well thought ou*) that the cloging side is unable to get rid

of all its data before timing out. In this event, CLOSE turns

=

into ABORT, and the closing TCP gives up.

The user may CLOSE the connection at any time on his own

it or in response Lo vari01. prompts from ths TCP
remote cloge executed, transmiggion timeout exceedsd,
: inaccesgsible)

Because closing a connection reguires communication with the
forelign TCP, connections may remain io the closing state for a
= Al

A)

o
[s]
=
o
T
}_J
=3

to recpen the connection before the TCP
result in ervor respons

e
n
0]
)
=
=
3
Q,
y_
£
i

ses
&

n
o

atus

A

Format:  STATUS {local connection name) -» gtatus data

This ig an implementation deoelden* uger command and could be
excluded without adverse fect . Information returned would
typically come from the TCR associated with the connection.

slock containing the following

1local socket,
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foreign socket,

local oonnecitlon name,

receive window,

send window,

connection stats,

of buffers awalting acknowledgment,
¢ of buffers peanding elpt,

urgent state,
precedence,
security/conpartmant
and transmi:

Depending on the state of the commection, or on the
implementation itself, some of this informaticon may not be
available or meaningful. If the calling processs is not
authorized to uvsge this connection, an erraor is returned. This
prevents unauthorized processes from gaining information about a
cont lon.

Abort

Format: ABORT (local conne name)

Thig command cauges SENDs and RECEIVES to be

aborted, the TUIB to and a special RESET message Lo
be sent to CP on the ot

1 side of the connection.
Depending on th» implementation, users may receive abort
indications for each ocutstanding SEND or RECEIVE, or may simply
receive an ABORT-acknowledguent.

the aperating system environment provides a

.o asynchronously signal the user program. When
) doeg gignal a user program, certain information is

to the user. OCften in the sgpecification the information wi

an error messags. In other casgsg there will be Jnrormat"

relating to the completion of processing a SEND

i J.
-
[
oy
@

-
other user <all.
The following information is provided:
Local Fonnection Name Alwavye
] %frﬁnq Always
E ff@r hddre Send & Receilve
Byte count gcounts bytes received) Receive
Push flag Receive
Urgent flag Receive

Ex. 3002 Monarch Networking Solutions LLC
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Trangmigaion Contx Sy
Functional Specification

TCP/Lowsr-Level Interface

or thege

of

Tyﬁm
e V"]d]

Time o

Note that

Here

the lower

seyvice

W ,
delivered by

calls on a lower level protocol medule to actually send and
information over a network. One case 1s that of the ARPA
twork aystem where the lower leavel wmodule is the Internet
{(Ip) [2].
level protoceol is IP it provides arguments for a type
and for a time to live. TCP uses the follaowing settings

parametars:

Service = Pr
Reliability:

recedence: routine,
normal; oy GG0000

Delay:
00.

normal, Throughput:

Live = one minu or 003111100,

te,

the assumed maximum segment 1lifetime is
tly ask that a segment be oesivnveo
the internet sgystem within one mi

minutes.
it

WO
ii
te

e {or other protocol that provides this
and source routing is used, the interface must allow the
ormation to be communicated. This is especially important

nation addregsses

s the source and dest uged in the TCP
ksum be the originating source and ultimate destination. is
ortant Lo preserve the return route Lo ansgwer connection
Ay lower level protocol will have to provide the source address,
degtination addresgeg, and protocol fields, and some wav Lo determine
the "TCP length", both tco provide the functional eguivient sevvice
of IP and to be used in the TCP checksum.

Ex. 3002

Monarch Networking Solutions LLC
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e

Functional

3.9. Event Processing

The prOquHng oep*ubﬁd in this section is

an example of one possible

implementation. Other implementations may have slightly different
processing sequences, but they should differ from tt bae in this
gection only in detail, not in substance.

activity of the TCP can be characterized as resgponding to

“VPniS thaf occuy can be cast into three categories: user ;

and timecuts. ”blg
does 11 responge

processing reguired

User Calls

CPEN
SEND
RECEIVE
LOSE
ABORT
STATUS

Arriving Segments

SEGMENT ARRIVES

Timeot

TUSER TIMEOUT
RETRANSMISSICN TIMEQUT
TIME-WATT TIMEQUT
nodal
1mweﬁ1ate

The

responses are given as character
commands referencing connections that
connection not open®.

gection degcribes

the

of the avents. In many
he gtate of the connection.

corrard s
via an event

. the term "g

a=Te
re

cr
signal®

For examples, user
raeceive "error:

Please note in the ffllowing that all on sequendcs numbers,
acknow gment numberg, windows, et cetera, isg modulo 2**32 the size
of the = qJelve number Upa,w. Alse note that "=«" wmeans less than or

agual to (modulo 2**32).

Ex. 3002
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Trangmigaion
Functior

.
X
pecification

-
[}

A natural way to think about processing incoming segments is to

are first teated for proper . er |
g lie in the ranges of the expected "receive window”
number space} and then that they are generally queued
and progessed in seguence number order.

L

When a segn over. ol already receil
the segment to contain just the new data,
to be conglstent.

£

Note that if no state changs is umentioned the TCP stays in the same

17

521
28]
s
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Functional

OPEN Call
CLOSED {(i.e., TICB

Create a

doas not

new trangmigsion

7

September 1581

OFPEN

Cail

control block s

state nnf ormaticr Fill in local socket
gocket, precedence, security/compartment, and uger timeout
information. Note that some parts of the foreign socket wmay be
ungpecified in a passive OPEN and are to be filled in by the
paraneters of the incoming SYN segment. Verify the security and
precedence quuc ted are allowed for this uzer, if not returxn
Terror: p;‘ allowed®™ or "ervor: sgecurity/coupartment
ot allewed. I pass* = enter the L STZN state and return. If
act1v9 and the foreign socket » ungpecified, return "error:
foreign socket unspscified™; if active and the lgn sockst is
specifie segment. An initial send seguence number
(188} i SYN segment of e form <SEQ C

is sent.
gtate, and rﬁturn.

1f the caller does not
return "error: connecti
no room Lo dreate a new

regources”.
LISTEN STATE

1E the

vV :hate!
ccnnecti

on from passive
gegment, set SND.UNA to
state. Data associated

mnieued for
urgent bit

migssion

r;é.

@
[t}
o
fIN

Ex. 3002

to 188,

foreiogn

nd with

S EQ=I83>«<CTL=8YN>
|
bt

SND.NXT to I38+1, N~ SENT

have acosss to the local ket gpecified,
on illegal for this process®. If there is
connection, return "error:

the
SYN

] then
ot an IS8S.

charnge
Send a

gsele

. R
to active,

I35, SND.NXT toe I35+1. Entar SYN-SENT
with SEND may be sent with S¥YN segment or

after entering ESTABLISHED state. The

in the command must be gent with the data

t of this command. If there is no room Lo
"error: insufficient resgources”.

fied, n return "error: foreign

oy

Monarch Networking Solutions LLC
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9
el
3|

EN Call

SYN-SENT STATE
SYN-RECEIVED STATE
ESTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE
CLOSE-WAIT STATE
CLOSING STATE
LAST-ACK STATE

.

1
TIME-WAIT STATE

U

n

Eeturn "error:

Ex. 3002

connection already

Transmigai

Functio:

axista".

Monarch Networking Solutions LLC
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Tranamigsion Control Protocol
Functional Spe

cification
SEND Cail

{(i.e., TCB does not exist)

If the user deoes not have accoess a connection, then return
]

"error: connection i1l

does not exist?.

‘wige, return "Srror: connectis

[
=

ISTEN STATE

If the for sockst is sps then change the connection
from passive to active, select an ISS. Send a SYN segment, set
SND.UNA to ISS, SND.NXT to ISS+1. Enter SYN-SENT state. Data
assaclatﬁd with SEND may be sent with SYN ssgment or gueued for
fransmissicn after entering ESTABLISHED state. The urgent bit if
reques in ths command must be gent with the data segments sent
as a result of this command. If there is no rcom to gueue the
request, respound with "errorx: insufficient resources". If
Foreign socket was not specified, then return “errcr: foreign
socket unspecified®.

SYN-SENT STATE
SYN-RECEIVED STATE

ata for transmission aftﬁr ent eripg ESTABLISHED state.
to gueue, respond with "error: insufficient

r'
s}

ESTARLISHED STATE
CLOSE-WAIT STATHE
Segmentize the buffer and send it with a piggyvbacked
acknowledgmar {acknowledgment e = ROV.NXT) . If there is
ingsufficient space to remember thls buffer, simply return "error:

insuf lent regources”.

Q.

If the urgent
urgent pointer

Ex. 3002 Monarch Networking Solutions LLC
EX 2002
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SEND Call

,
s}

O
=

FIN-WATT-1 STAT
FIN-WAIT-2 STAT
CLOSING STATE
LAST-ACK STATE

TIME-WALT STATE

£5]

Return "error:

Ex. 3002

on cleoging®™ and do not gervi

Transmigai

LoRaRa

Functio:

ice regu

0]
o]

T.
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Tranamigsion Control Protocol
e

Functional Specification

RECEIVE Cail

RECEIVE Calil

{(i.e., TCB does not exist)

If the user deoes n
Terror: connectio:

a connection, yeturn

~ il
agess’.

wise

0

> raturn "ercor: cormection deeg not exist?.

LI
SYN-SENT
SYN-RECE

Queuve for processing after al:exinq ESTIBLISHEB gtate. If thers
ig no room Lo queus this regquest, rag gpond with "ervor:
insufficient resources®.

ESTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE

If ingufficient incoming segments are queuved to satisfy the
requast, gusue the regu is no gueue
remember the RECEIVE, rror:  dAngufficient

resouraeg” .,

Reaggemble gueued incoming segments into receive buffer and return
to usexr. Mark push gean” (PUSH} if 1 Ls Bee .

If RCV.UP | in advance of the data currently being passed Lo the
user notify the user of the presence of urgent data

regpongibility for delivering data to the user
communicated to the sender via an

The formation of such an acknowledgment is

in the discussion of processing an incoming

Ex. 3002 Monarch Networking Solutions LLC
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RECEIVE Call

CLOSE-WAILT STATE

Since the remote side has already sent FIN,
bt

gati

Terror:

text can be used

CLOSING STATE
LAST-ACK STATE
ME-WAILIT STATE

Return "error:

Ex. 3002

sfied by text
user. If no text ig awaiting delive
connectior

Trangmigaion Contx
Functional Specification

IVEs must be
not. yet delivered to the
RECEIVE will get a

i any vemaining

¥

already on haod,

i
[
N
ui
o
D

Nerwi

cleosing®

to satisfy

connection cloging®.

o3

17
£
W
[
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e

Functional Specification

CLOSE Call

{(i.e., TCB does not exist)

If the user deoes not have access to g
]

"error: connection i1l

‘wige, return "Srror: connectis

Any outstanding RECEIVEs are returnsad
enter CLOSED stat

regponges. Delete TCB,
SYN-SENT STATE

Delete the TCR and retu
gueused SENDs, or RECEIVEs.

QNN DO TXIETY QPR TR
SYN-RECEIVED STATE

If no SENDs have been
then form a FIN segment
otherwise qgueue for pro

8
and gend it,
ces

oot k-
"I

ESTABLISHED STATE

Queue thig
form a FIN sagrcht
atate.

all preceding SENDs
and send it.

I-WAIT-1
-WATT-2

STATE
STATE

ted though

Ex. 3002

ocaes not

Yerror: clos

ved and there is no pending data to s
and enter FIN-WAIT-1 stat

=gsing after entsring ESTABLISHED stat

have

. T 1
case, ¥ BIN-WAIT-1

In any

this is an error and
An ”ok" regsponge would

be
1ong as a second FIN is not emitted (the first
T 3
. 7

7

r_,’\
1]
o]
&
]
=]
¢
m
[
}..J
0]
[se]
}_l

CLOSE Call

a connection, yeturn

exiat”.

wi?b "error: <losing?

. and return.

gt responses

end,
63

thern

1d receive a "erro

Monarch Networking Solutions LLC
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CLOSE Call

CLOSE-WAILT STATE

.
=

Queue this request
segmantized; t

CLOSING STATE
LAST-ACK STATE
TIME-WATT STATE

Respond with "error

Transmiss

188LONn

Pre

ceding SENDs have bee

J n
N segment, enter CLOSING state.
connection closing®.

Monarch Networking Solutions LLC
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e

Functional cification

ABORT Call

{(i.e., TCB does not exist)
If the user sghould not have access to such a connection, return
"error: connection 111 for this process?

> raturn "ercor: s

wise

0

rnnection does

not exist?.

Any outstanding RECEIVEs should be returned with "error:
connection reset" responses. Delete TCB, entexr CLOSED state, and
return.

SYN-SENT STATE
All gueuad SENDg and RECEIVEs should be given "connection reget®
notification, delets the TCR, enter CLCSED astate, and return

|
U

STATE
STATE

ECEIVED
STABLISHED
FIN-WAIT-1
FIN-WAIT-2 l
CLOSE-WALT S ATP

Send a resget segment:

<SEQ=SND.NXT>»><CTL=RST>
All gueued SENDs and RECEIVEs

notificaticn; all segments qgueu
EST formed above) or
ta

TCR, enter CLOSED =& e, and
CIQSING
LAST-ACK E
TIME-WAT AT

Respond with "ck" and delete the

return.

Ex. 3002

should be given

retraﬂ smigsion
retuxrn.

TCB,

foonnegtion reg

for transmis
should be

enter CLOSED state, and

Monarch Networking Solutions LLC
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If the
Terror

t-

Trangsmiggion Contx
Functional Spec
{(i.e., TCB does not exist)
user ghould not have access to such a connection,

: connection 111

‘wise raturn Terror: connection dees not iatt.

LISTEN STATE

Return "state = LISTEN", and the TCR pointex
SYN-SENT STATE

Return "state = SYN-SENT", and the TCB pointer.
SYN-RECEIVED STATE

Return "state = SYN-RECEIVED", and the TCB pointer.
ESTABLISHED ZTATE

Return

FIN-WAIT-1

Return

FIN-WAIT-Z

Return
CLOSE-

Return
CLOSING

Return

Return

Ex. 3002

WALT STATE

"state ABRLISHED", and the TCB pointer.

STATE

= FIN-WAIT-1", and the TCR pointer.
2 STATEH
= FIN-WAIT-2", and the TCR pointer.

"state = CLOSE-WAIT®, and the TCR pointer

STATE

"state = CLOSING", and the TCB pointer.
STATE
"state = LAST-ACK", and the TCB pointer.

return

Monarch Networking Solutions LLC
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Functional Specification
STATUS Call

TIME-WATT STATE

Return "state = TIME-WAITY, and the TCB pointer.

g

&

%)
>

]

[+

{Pag
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Trangmigaion Contx Sy
Functional Specification

SEGMENT ARRIVES

If the state is CLOSED {(i.e., TCE

o]
Cl
[s]
(Y
n

nct exist) then

all data in the incoming segment is discarded. An incoming
gment. contai a R8T is disca 3 An incoming seg
containing a RST causes a R8T to be sent in response.
acknowledgmant and seguence field values are select to make the
reget seguence acceptable to the TCP that sent the offending
segment. .

If the ACK bit is off, sequence number zerc is used,

o

<BEQ=0><ACK=5EG. 8EQ+5EG . LEN»>«CTL=RET, ACK>

If the ACK bit is on,

<SEQ=8RG. ACK><CTL=RS8T>»
Return

An incoming

be ignored. Return.

gecond check for an ACK

ATy ackn@wledgment is bad if it arvives on a connsctlion still

in
the LISTEN sta* An acceptable reset segment should be formed
for any arrivirk earing segment .  The RST should be

formatted as fo

<SEQ=SEG.ACK><CTL=RET>
Return.
third check for a SYN
SVN bit is set, chack the security. TE ol

ty/compartment on the incoming segment does 5 Y
the gecuthy,chpartment in the TCB then send a reset and

<SEQ=SEG.ACK><CTL=RET>

17
[
N
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Functional Specification
SEGMENT ARRIVES
Tf the SEG.PRC is greater than the TCR.PRC then if allowed by
the uzer and the system set TCB.PRC<-SEG.PEC, if not allowed
send a reset and return.
<SEQ=8SEG . ACK>«<(CTL=R38T>
If the SEG.PRC ig lesg than the TCB.PRC then continue.
Set RCV.NXT to SEG.SEQ+1, IRS is set to SEG.SEQ and any other
control oxr i should be gueued for processing later. 88
should be selected and a SYN segment sent of the form:
<SEQ=IS5S><ACK=RCV . NXT><{UTL=8YN, ACK>
SND.NXT ig set to I8S+1 and SND.UNA to ISS. The connection
state sghould be changed to SYN-RECEIVED. DNote that any cther
incon . or data {(combined with SYN) will be 3
in the ACRIVED state, but processing of SYN and
not be If the listen wasg not fully spe (l.e.,
the £ t was not fully specified}, then the
unspecifi 1s should be f£illed in now.
fourth other text or control

TE

bl

Any other control or text-bearing segment (not centaining SYN)
must have an ACK and thus would be discarded by the ACK
processing. An incoming RST segment could not be valid, since
it could not have been sent in response to anything ssant by this
incarnation of the connection. So vou are unlikely to get here,
but 1if you do, rap the ment, and return.
the state is SYN-SENT then
irst check the ACK bit
If the ACK bit is set
If SREG.ACK =< ISS, or SEG.ACK » SND.NXT, send reget {unless
the RST bit is set, drop the segment and return)
<SEQ=8SEG. ACK><CTL=RK5T>
and discard the segment. Raturno.
If SND.UNA =< SEG.ACK =<« SND.NXT then the ACK acceptable.

gecond check RST bit

o
@
&

Ex. 3002
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Trangmigaion Contx Sy
Functional Specification

SEGMENT ARRIVES

If the RST kit i1s set
If the ACK was acceptable then signal the user Perror:
connection reget", drop the segment, enter CLOSED state,
delete TCB, and return. Otherwise (no ACK) dreop the segment
and return.

third check the security and precedsrnce

: urity/compartment in the ¢ not exactly
matceh the eecurlty/COﬂpa“tmﬁnt in the TCRB, zend a reset

o
C W
T
G
@
=
T
2
C
{
m

<SERQ=SEG. ACK><CTL=R3T>

&)

"N
6a]
x|
o
v
I
[y
'.')ﬁ
t-q
[}
n
Dj
vJ)

SEG. LEN><CTL=EET, ACK>

ence in the

The in the ssgment must
TCR, if not, =zend a resget

<SEQ=8EG . ACK><CTL=RET>

18 no ACK

1f the precedence ion the segment is higher than the precedence
in the TCB then if allowed by the user and the gystem raise

the precedence in the TCE to that in the segment, if not
allowed to raise the prec then send a reset.

<SEQ=0><ACK=8SEG. 3EQ+SEG. LEN><CTL=RST, ACK>

If the ﬁrmccoeﬂfc in the segment 1s lower than the precedence
in the TCB continu

If a reset was sent, discard the segment and return.
fourth check the SYN kit

reached cnly if the ACK ig ok, or there
gegrent did not contain a RST.

1
m

This ¢
ACK,

bit is on and the gecurity/compartment and precedence

i

o
fe
~J
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Functional Specification
SEGMENT ARRIVES
arve acceptable NXT dig get to SEG.SEQ+1, IRS i1s get to
SEG.SEQ. SND be advanced to egual SEG.ACK (if there
ig an ACK), and any ments on the retransmigsion queue which
are thereby ac should bhe removed.

If
st

SND.UNA >
ESTABRL

IS8

—

ate to

<BEQ=SND.NXT»><

I8H

AUK=R(

he connect

{our SYN has been ACKead), change t
B form an ACK segment

1ED,

(8} ><CTL=ACK:>

SV LONXT

and send it. Data or controls which were gueued for
transmigsion may be included. If there are cther controls ox
tezu in the segment th contimie processi ng at the sixth step
below where the URG bit is cked, otherwise return.
Ctherwige enter SYN-RECEIVED, form a SYN,ACK segment
<SEQ=138><ACK=RCV NXT><CTL=5YN, ACK>»

and send it. If there are other controls or text in the
segmrent, queus thewm for processing after the ESTABRLISHEDR state
hasg been reached, return.

fifth, if neither of the SYN or RST bits is set then drop the

t

gegn
{Page 68]
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Functional Specification

SEGMENT ARRIVES

Ctherwige,

th
!.J

irst check seguence number

SYN-RECEIVED STATH
ESTABELISHED 8TATE
FIN-WAIT-1 8
FIN-WAIT-2 ST
CLCSE-WAILIT &°
CLGCSING STATE
LABT - AuK STATE
TIME-WAIT STATE

Segments are processed 1n sequence. Iniltial tests on arrival
ares used to discard cld duplicates, but further processing is
done in SEG.8REQ order. If a3 segment’s contents straddle the
- . 'l

trw; d and pew, only new parts should be

w

orocessed

i

There are four cases for the acceptability test for an incoming
segment

Szgment Raceilve
Length Window

[ow
[ow
€]
[5s]
[}
w
]
[ @]
it
ey
@]
<
=
b
[

& >0 RCV.NXT =« SEG.3EQ « RCV.NXT+RCV.WND

>0 G not acceptable
=0 =0 RCOV.NXT =<« SEG.SEQ <« ECV.NXT+ECV_WND

oy RCV.NXT =« SEG.SEQ+SEG.LEN-1 < RCV.NXT+RCV.WND

RCV.WND is zero, no segments will be acc

, ] p able, but
necial allowance should be made to accept va CK

o)
id I s, URGs and

If an incoming segment is not acceptable, an acknowledgment
ahould be gent in rveply {unless the RST bhit is sget, if aso drop
the segment and return):

<SEQ=8ND . NXT><ACK=RCV . NXT>»<CTL=ACK>

Q
r
.
&

After sending the acknowledgment, drop the unacceptable segment

]
P
{

v}
o
W0
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e

Functional Specification

In the following it is the sagment the

gsegment that begins at RCV,NXT and does not exceed the window.
Cne could tailor actual segments to fit this assumption %v
tyimming off any p@r:*'nﬂ that lie ocutsids the window (including

SYN and FINj,

and only processing further if the segment

then

begins RCV.NXT. Ssgments with higher begining sequence
numbers may be held for later processing.
gecond check the RST bit,

SYN-RECEIVED

STATEH
bit isg set
nnection

If this ¢ wasg

initiated with

QOFEN (i.e.,

a pass ive

came from the LISTEN state), then return this connection to
LISTEN stats and return. The user need not be infouy If
f ecticn wasg lﬂ*tlatcu with an active QPEN {i.e., came

the usger
on the

e ghould
the CLOSED

cormection was refused, sional
In either case, all segments
removead. And in the

be

active OF cages, enter tate and delete the TCB,
and return.
ESTABLISHED
FIN-WATT-1
BIN-WAIT-2
CLOSE-WATIT
Tf the RST bit is set then, any outstanding RECEIVEs and SEND
should receive "reget® regponses. All segment gqueues should ke
flusl Ugers should also rasceive an unsolicited general
"oconnection reset®™ signal. Enter the CLOSED state, delete the
TCR, and return
CLGCSING STATE
LAST-ACK STATE
TIME-WATT
If the R8T bit is set then, enter the CLOSED gtate, delete the
TCB, and return.

-

&

6}

~J
9]
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Transmisgion Contral Prot
Functional Specification
SEGMENT ARRIVES
third chec
SYN-RECEIVED
If the security/compartment and precedence in the gegment do not
ezactly match the gecurity/compartaent and e in the TCB
then gend a reget, and return.
BESTAEBLISEED STATE
If the gecurity/compartment and precedence in the segment do not
exactly match the securLL”/compaV“ment and precedeance in the TCE
) et, any outstanding RECEIVEs and SEND should
responsges Z\»..;_.]_ gegment gueusesg should be
ahould also receive an unsolicited geperal
et” gignal. Enter the CLCSED state, delete the
Note this check is placed following the sequence chack to prevent
a segment from an cld connection between these ports with a
different security or precedence from causing an abort of the
current connection.
fourth, check the SYN bit,
SYN-RECEIVED
ESTARLISHED STATE
FIN-WATIT STATE-L
FIN-WATT STATHE-2
CLOSE-WATIT STATE
CLOSING STATE
LAST-ACK STATE
TIME-WAIT STATE
If tr in the window it is an errcyr, gsend a reset, any
OUqude‘ﬂ RFKM VEg and SEND ghould receive "reseif" responseg,
ail segment gueuves should be flushed, the user should alsc
receive an unsolicited general "connection reset® signal, enter
the CLOSED state, delste the TCB, and return.
ITf the 3YN is not in the window this step would not be reached
and an ack would have been sent in the first step (seguence
nunber check) .
{Page 71!
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£ ACK field,

if the ACK bit ig off drop the segment and return
if the ACK bit is on
SYN-RECEIVED STATE
If SND.X SEG.ACK =< END.NXT then enter ESTABLISHED state
and cont: proc i
It 12 segunent acknowledgment i1s not acceptable, form a
reset segment,
<BEQ=SEG.ACK»><CTL=RET>
ard send it.
ESTABLISHED STATE
If SND.UNA « SEG.ACK =< SND.NXT then, set SND.UNA <«- SEG.ACK.
Any segments on the retransmission gueue which are thereby
entirely acknowledged are removed. Users should receive
positive acknowledgments for buffers which have been SENT and
fully acknowledged ..e., SEND buffer should be returned with
"ok®* response). If the ACK is a duplicate
(SEG.ACK < SKD.UNA), it can be ignored. £ the ACK acksg
gomsthing not vet £ {SEG.ACK > SND.NXT) then send an ACK,
drcp the segment, return
If SKD.UNA < SEG.ACK =< LNXT, the send window should be
vpdated If (SND.WL1 <« BG or (SND.WL1I = SEG.8EQ and
SND.WL2 =< SEG.ACK))}, set JWAND < SEGLWND, set
SND.WL1 «- SEZ.SEQ, and get SND.WL2Z <- SEG.ACK.
Note that SND.WND iz an offset from SND.UNA, that SND.WL1
records the sequence number of the last segment used to update
SND.WND, and that SND.WL2 rdg the acknowledgment number of
the last ae ot L SND.WND. The check here
prevents using old segment update the window.
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Monarch Networking Solutions LLC
EX 2002



September 1981
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SEGMENT ARRIVES

FPIN-WAIT-

STATE

In addition to the processi

our FIN is now ackunowledged

preocessing in that state.
FIN-WATT-2 STATE

In addition to the processi

the retransmission gue e is

a1l
acknowledged ("ck") but do

CLOZE-WALIT ZTATE

Do the game prodess as £

3 ne
in

CLOSING STATE

addition t¢
ACK acknowl

in
the

that can ary
of cur FIN.
enter the

The only
acknowleagrcl

delete the 'TCE

T

TIME-WAIT STATE

Trangmiggion Contral Prou
Functional Specification

ng for the ESTABLISHED state, 1f
chen enter FIN-WAIT-2 and continue

ng for the ESTABLISHED state, if
empty, the user’s CLOSE can be
not 1elete the TCE.

or 1

ive
Iif

CLOSED state,

“he

ESTARLISHED st

te,

=T

the ESTABLISHED state, if
enter the TIME-WAIT state,

in thisg state is an
our FIN iz now acknowledged,

and return.

The only thing that can arrive in this state iz a
transmigaion of the rewmots FIN. Acknowledge it, and restart
the 2 MSL timeout.
gixth, check the URS bito,
ESTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE
If the URG kit is met, RCV.UP <- max (RCV.UP,SEG.UR}, and zsignal
the user that the remote gide has urgent data 1f the urgent
pointsr (RCV.UP) ig in advancs of the data cons 3 1E the
user has already been gignaled (oxr is stiil in the "urgent
i for this continuoug sequence of urgent data, do not
signal the user again.
[Page 73]

Ex. 3002

Monarch Networking Solutions LLC
EX 2002



Tranamigsion Control Protocol
Functional Specification

CLOSE-WAIT STATE

CLCSING STATE
LAST-ACK STATH
TIME-WAILT

eived from the

seventh, process the segment text,

BSTABLISHED STATE
FIN-WAIT-1 STATE
FIN-WAIT-2 STATE

Once in the ESTABLISHED astate, it is posaible to deliver se
text to user RECEIVE buffers. Text from gsegments can be move
into b until either the N : full or the ssoment

empty. If the segment empties and carries an PUSH tlag, then
the user ig infq wmed, when the buffer is returned, that a PUSH

|...v

takes responsibi
also dcknowi:uge

ty for oellvﬁVilg the data to the
receipt of the data.

v for the data it advances
RCV.NXT over the data accepted, and adjust CV.WND as
apporopriate to the current buffer availabil-‘ty~ The total of
ROV .NXT and ROV.WND should not be reduced

Cnce the TCP takes resgpons

2

ase note the window management suggestions in

Send an acknowledgument of the form:
<SEQ=5SND . NXT»< ACK=RCV | NXT><CTL=ACK>

This acknowledgment should be pigg vbacked on a seguent being
transmitted 1f possible with

Ex. 3002 Monarch Networking Solutions LLC
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t-

Trangmigaion Contx Sy
Functional Specification

SEGMENT ARRIVES

CLOSE-WAIT STATE
CLCSING STATE
LAST-ACK STATH
TIME-WAIT STATE

ince a FIN has been rsceived from the

remote side. lqnore the segment text.

aighth, check the FIN bit,

Do not procesgs the FIN if the state ig CLOSED, LISTEN or SYN-SENT

gince the SEG.SEQ canncot be valida te“; drop the segment and

If the FIN kit is set, signal the user "comnnection closing® and
return any vending RECEIVEs with same message, advance ROV.NXT
over ti FIN, and send an acknowledgment for the FIN. Note that

FIN implies PUSH for any segment text not vet delivered to the

uvael.

SYN-RECBIVED STATE
ESTABLIZHED

Enter the CLOSE-WAIT state.

o
—

IN-WAIT-1I STATEHE

if - FIN has been ACKed {(perha) s
enter TIME-WAIT, start the time-wait tin
timers; otherwi: enter the (CLOSING state.

FIN-WAIT-Z STATE

e

kY

Enter the TIME-WAIT state. Start the time-wait timer, turn
off the other timers.

CLOSE-WALT STATE

in the CLOSE-WAIT state

)
o
v
0]
3
3
-
-
=3
{0

CLOSING stat

17
]
N
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Remain in

fimeout .
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)

i
al}

JSER TIMEOUT

-
18¢

Transmi g
Function

-
&2

USER TIMBQOQUT
For any state if the user timeout expires, flush all gqueues, signal
the ¢ "error:  connection aborted due to user timeout® in general
and for any cutstanding calls, delete the TCB, enter the CLOSED
atate and return.
RETEANSMISSION TIMECUT
e 1f the retra : timecut expilres on a segment in
ission gusue senC the segment at the front cf the
ion gqueue dgalﬂ, reinitialize the retransmiggsion timer,
TIME-WAIT TIMEOUT
I re my

timeout axplres
gtate and return.

LC

-
N3:hD)
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GLOSSARY

18202

BBN Repaort 1822, "The Specification of the Interconpection of
a Host and an IMP". The specification of interface hetween a
host and ¢ ARPANET.

4
[P
pi

¥
P

bit {acknowledge) occupying no segque I
that the acknowledgment field of this segment
the next segquence number the sender of this segment
cting o receive, hence acknowledging reced £
egquence numbers.

[
o]
9]
Ui
o]
4
Q
0]
£
3
i..l
0
)

ARPANET «

rne unit of tftrangsmission between a host and an IMP in the
ARPANET. he maximum gize aboult 1012 octets (8096 bita).

-

ARPANET packet
A unit of transmission used internalily in the ARPANET between
IMPg. The maximum gize ds about 126 octets (1008 bitsg).

i

A logical communication path identified by a pair of scockets.

datagram
A message sent in a packet switched computer communications
network.

Dasg onn Address

The destination address, usually the network and host
identifiers.

A control bit {(finis) occupying one sequences number, which
indicates that the gender 1. 1 no more data or control
sccupying seguence space.

frag
A portion of a logical unit of data, in particular an internet
fragument is a portion of an intsrnet datagram.

A file transfer protocol.
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header
Control information at the beginning of a message
fragment, packet or kblock of dats.

hagt
A computer. In particular a scurce or destination of messages
from the point of vi of the communication network.

ITdentificaticn
An Internet Prctocol field. Th* ide
by the sendsy i en

ntifying value assigned
fragments of a datagran.

?
5
L
&

The Interface Megsage Processor, the packet switch of the
ARFPANET .

internet

or destination address LELie to the host level.

internet datagram
The unit of data exchanged between an -n ernet module and the
level protocol together wi

9]
]
r
|-
Q
=]
]
Fh
rt
ey
0]

data of an internet datagram with an internst

IF

ocol .

IRS
The Initial Receive Sequence number. The first sequence
! v used by the zender on a

ISN

The Initial ﬁqued e Number. first sequence number used
} el

on a connectior (either IS8 or IRS) Selected on a clock
based procedure.

IsS
The Initial Send Seguence number. The first seguence number
used by the sender on a connection.

leadexr

Control information at the beginning of a message or block of
. In the ARFANET, the conityrel information
on an ARPANET message at the host-IMP interface.

data.

rcﬂ
&
[t
s

<
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Prote 1
Giosgsary

S1e]

left seguence
This is the next sequence number toe be acknowledged by the
data receiving TCP {or the lowest currently unacknowledged
sequence number) and 1s sometimes referred to as the left edge
of the send window.

local packet
The unit of transmigsion within a local network.

modu
An implementation, usually in software, of a protocel or other
procedure.

MSL
Maximum Segment Lifetime, the time a TCP seg ment can ezist in
the intsrmetwork gsystem Arbitrarily defined to be 2 mimutes

cctel
An eight bit byte.

Cptions
An Opticon field wmay contain several options, and each cption
may be several octets in 1eno'n. The options are used
primarily in testing situations; for example, to carry
timestamps. Botk the Internet Protocol and TCP provide for
opti

packet
A package of data with a header which may or may not be
logically complete More often a physical packaging than a
logical packaging cf data.

port
The portion of a socket that spec fieq wbick 1ogical inﬁu: or
output channel of a process 1s ass C i

process
A program in exscution. A source or destination of data from
the point cof view of TCP or other host-to-hosgt protocol.

PUSH
A controel bit cccupying no segquance gpace, indic at
this scoment contains data that must be pushed through to the

red

RCV.NXT

raceive next geguence number

Ex. 3002
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Gi

RCV.

RET

o
-
i

SEG.

SEG.

SEG.

TN ¢
SEG.

SEG.T
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sary

LEN

ssion Control Protocol

recelve urgent polnter

receive

Thig is
receive.

window

window

uence number
the next seguence number

1

This represent tne sequence
o

RCV . NXT
Segment. g
range are considered duplicates

A contyoal bit |

that i

sequendces
gegment,
T. In no

[

V should delete
interaction. The receiver ¢a
number and acknowled
in it should ho
does receipt of
e «

ri

to re

cel
v“rla pl

Thus .

ve the local TCP corn
g the range RCV.KNX

—

local TCP is expecting to

the local TCPR

+ RCV.WND - 1 carry dcceptable data or control.

: containing segquence

Real Time Protocol: A host

of time

gegment

gegment

gegment

critical informaticn.

acknowledgnm

length

precedence values

gequaendcs

urgent pointer field

reset), accupying
e receiver
o

entirely cutside of this

digcarded

seguence space, indicating
connection without further

‘Hrmire, baged on the
fields of the incoming
Lha reget command or i
gegment containing RS

protocol for com

municat
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SEG.WND

<
]

egment window £

Prote 1
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S1e]

ield

segment
A logical unit «f data, in particular a TCP segment ig the
unit of data transfered between a palr of TCP modules.
segment acknowledgment
The sequence number in the acknowledguent field of the
arriving segment.
gsegment length
The amocunt of saguence number ocouplied by a segment,
including any contrels which sequendcs space.
gagment
in the segquence field of the arriving segment.
send seguence
This is the next 1 : er the local {(sending) TCP will
use on the comnection It is initially selected from an
initial sequence number curve {(ISN) and is incremented for
sach octet of data or seguenced control transmitted.
gsend window
This nits Che sequence mbPV@ which the remote
(receivirg) TCP is willing to receive. It is the value of the
window field specified in segments from the remote (data
re ving) TCP. The range D new s ence numbers which wmay
be emitted by a TCP lies between SND. NXT and
SND.UNA + SND.WND - 1. {(Retransmissions of sequ
between SND.UNA and SND.NXT are expected, of c
SND . NXT
gend gegquence
SND . UNA
left segquence
SND . TR
gsend urgent pointer
SND.WLI
segmeant sequence number at last ndow update
SND.WLZ
segment acknowledgment number at last window update

Ex. 3002
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SND . WND
gend window

fically includes a port identifier, that
, the concat Qnation cf an Internet Address with a TCP port.

Source Addreszsg

The source addrssgg, uvsuwally the network and host identifiers
SYN
A control bit in the incoming segment, occupying one seguence
number, used itiati of a connection Lnds T
where the segquence nhwucrlﬂg will start
TCB
Transmiggion contrel block, the data structure that records
the ate of a connaction.
TCB. PRC
The precedence of the connecticn.
TOp
tion Controel Protocol: A host-to-host
ommuinication in internetwork envirvonments.
TOS

Type of Service, an Internet Protocol field.

An Internet Protocel fisld which indicates the type of service

for this internet fragment.

URG

(urgent), occupying 0o segquence to
the receiving user should be notifi
urgent processing as long asg there is data to be consum with
seguence numbers less than the value indicated in the ent

pointer.

urgent pointer
A controel field meaningful only when thes URG bit is on. This
fieid communicates the walue of the urgent pointer which
indicates the data octet assoclated with ¢ sending user’s
urgent call.

rr(;

@
[+
s
S
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1. Introduction
The Dynamic Host Configuration Protocol (DHCP) provides configuration
parameters Lo Internet hostg DHCD 2on°ivts of two componentsg: a
protocol for delive i uration parameters from a
DHCP server to a ho ation of network
addresses to hosts.

DHCP is bullt on a c¢lie HEer desig DHCP
heogts allocate network %ddrebb g and deliver configuration parameters
to dynamically counfigured hosts Throughout the remainder of this
document, the term "server” refers to a host prﬂ'*ding initialization
parvameters “hrouqﬁ DHCP, and the t =it refers to a host
regquesting initialization paramsters from a DHCP gerver.
A host should not act as a DHCP sexver unless explicitly configured
Lo do so by a system aduinigtrator The diversity of hardware and
protocol 1mp1ementafiﬂnc Internset would preclude reliable
operation if allowed to respond to DHCP requasts.
For exampls, g of many parameters within the
rotocol implementaLlon scftware. Because IP can be used on many
digssimilar kinds of network havdware, values for those parametsrs
Lannot be guesged or agsumed to have correct default Also,
4 address allocation schewmes depsnd on a polling/deﬁense
Droms Standards Trac [Page 2]
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m@chan?sm for di
hoeste may not alw
that such a dist
guaranteed to av

DHCP suppoerts th
"automatic alloca
client. In “dynamic allocation®,
client for a limited pericd of time {or uantil the

relinguishes the

address ig assigned by the network adminis

31 Dynanic Host Configuration Protocol Maxrch 1987

scovery
FAY'S

v of addresses that are already in use. 1IP
e able to defend their network addresses, so
ributed addregs allocation scheme cannot be
oid allocaticn of duplicate network addresse

ree mechanisms a 1
ation", DHCP assi ;& TN ire te a
thP assigns an

addregg) . In "manual allocation®, g 1P
tor, arnd DHCP is used

gimply to convey the assigned address to the ciient. A particular
1

<
network will use
policies of

Dynamic allocati
allows automatic
client to which
particularly use
connecteaed to the
pool cf IP addre
pey I

for assigning an

connecteaed to a n
that it is iwoor
Manual allocatic

process of manua
environments whe

{
IP addregs assignment

The format of DHCP mes

to capture the B
BOOTEP leat
BOOTP clients wi
the ne ] of

segment .

1.1 Changes to RFC

This document up
RFCL541. A new

gection 3. .2
identifyi: HCP
tyandor® eg

1ease time restr
hanges have
ga*ned in DHCP i

Droms
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cne or moere of these mechanismsg, depending on the
network administrator

onn is the only one of the three mechanismsg that

reuge of an address that is no longer needed by the
it was asgi Thus, dynamic allocation is

ful for assigning an address to a <lient that will be
network coly temporarily or for sharing a limited

sgeg among a group of clients tk“t do not need

> Dy;amxc allocation may also be a good choice
e addre to a new clilent bei Pg permanently

etwork where IFP adore?*ﬁﬂ are fficiently scavce

tant to reclaim them when old clients are retired.

on allows DHCP to be used tﬁ eliminate the srror-prone

1ly conflgurinq hosts with 1P addresses in

re reascons) ig desirable to manage
the DHCP mechanisms

sag sed on the format of BOOTPE me S5
OCTP relay agent behavior described as part of t¢
ion {7, 211 and to 1]]ow interoperability Coes
th DHCP gervers. Using BCOTP relay agents elir
having a DHCP gerver on each phyvsical network

ﬂliidteb

1541

dates the DHCP protocol specification that appears in
DHCP megsage type, THCPINFORM has been added; see
and 4.4 for details. The classing mechanism for
clients to DHCP servers has been extended to include
as defined in sections 4.2 and The RsRRstibi
iction has been removed. Finally, many editorial
made to clarify the text as a result of experience
nteroperability tests.

«

(D

3

€8]
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.2 Related Work

[y
X

There are sesveral Internet protocels and related mechanisms that
address son ] of the dynamic host configuration problem. The
Reverse Address Regolution Protocol (RARP) [10] (through the
: f: in the Dynamic RARP (DRARP) [5]) explicitly
X em of network address digcovery, and includes an
It addresg assignment mechanism. The Trivial File Transfer
FTP} [20] provides for transport of a boot image from a
nternet Control Message Protocel (ICMP) [16]
riming hosts of additional routers via "ICMP

ICMP alsc can provide subnet mask information
gk reguest®™ messags and other information through
infovmafﬂor rmﬂﬂesf” message. Hosts can locate

automatic I
Protoaal (7T ;
boot szervexr. The
N £ -
£

b

BCOTP is a transport mechanism for a
information. BOOTP is alsce extens ble, and Otflulal extensions {17}
have been defined for several co gurat 2

lon parameters. Morgan ha
propogsd exztensions to BOCTP for dynamic IP address agsignment [15
The Network Informaticn Protocol (NIP),
MIT, is a distributed mechanism for dyon address asgignment
{19} . The Resource Location Protocol RLP [1] provides for location
£ higher level sgervicsg. Sun Microsystems diskless workstations use
a boot procedure that employs RARP, TFTP and an RPC mechanism called
"bootparang® to deliver configuration information and op rating
system code to diskless hosts. (Sun Microsystems, Sun Workstation
and Sun0S are trademarks of Sun Microasystems, Inc.) Some Sun
networks also use DRARP and an auto-installation mechanism to
automate the configuration of new hosts in an exi network.

ther related work, the path minimum transmigsion unit (MTU}
wery algord an determine the MTU an arbitrary internet
path i14i The Address Regolution Protocel (ARP) has been proposed
ag a transport protocol for resource location and selecticn [&].

,m

Finally, the Host Requirements RFCs [3, 4] mention specific
regquirements for host reconfigurat and suggest a scenaxd
initial configuration of diskless hosts.

1.3 Problem definition and issues

DHCP is designed to supply DHCP clients with the configuration
parameters defined in the Host ReqUL1~1eﬂts RFCs. After cobtaining
parvameters via DHCP, a DHCP client should be able to exzchange pac
with any cther host in the lntern@t The TCP/IP stack parameters
supplied by DHCP are listed in Appendix A.
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11 of knesa parameters are regulred for a newly initialil
. A and sgerver may negotiate for the transmission o
those parametmrs regquired by the client or specific to a
icular subnet.
allows but dees not x re the nfiguration of client

ot directly 1 to the IP protocel. DHCP alsc does

registration of newly configured clients with the Domain
System (DNS) [12, 13].
is not intend: for in configuring routers.

rements

ghout this document, the words that
ficance of particular reguirements a: words
TMOsTH
This word or the adjective "REQUIRED" means that the
iltem } lute ilrement of specification.
PMUST NOTH
Thie phrase m=ans that the iltem is an absolute prohibition
of this specification.
TSHOULDY
This word or the adjective "RECOMMENDED" means that there
may exist valid reasons in particular circumstances to ignore
thie item, but the full impli ahould be understoocd and
the casgse carefully weighed before choosing a different course.
"SHOULD NOTY
This phrase Pc&ﬁH that there may exist valid reascons in
particular circumstances when the listed behavior is ntable
cr even useful, but the full implications should be understood

and
desg

the

ribed with

casge

carefully weighed before
this label.

implementing any behav
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o

O
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2

o]

A

parameters to

Dynanic Hos

NIRRT Y
TMAY"

- o
agjecLive

Cne

Thig word or the
truly optional.

enhances the product, for exa
same item.
Terminology
uses the following t

ol
ol

"DHCP

JHCP client ig an Internet
nfiguration parameters such
"DHCP gerver”®

an Internet
DHCP clients.

™ TS ~ sny spen s
DHCP server 18

.

t Configuration

BOPTICNALY
vendor may chooss
because a particular marketplace requires it or b
mple;

P -
nest

Protacol Maxrch 18387

means that thig item is

to include the item
because it

another vendor may omit the

Lo obtain
address.

that configuration

Yeutulns

o "BOOTP reliay agent?®
A BOOTP relay agent or relay agent is an Internet host or routexr
that passes DHCF messages between DHCP clients and DHCP servers
DECP is designed to use the same relay agent behavicr as specified
in the RBOOTE protooa:
Q
A binding ig a collection of configuration parameters, including
a3t least an IP address, associated with or "bound to® a DHECP
client Bindings are managed by DHCP gervers.

1.6 Design goals

The following list gives general design goals for DHCP.

o DHCP should be a mechanism rather than a policy. DHCP must

Droms

Ex. 3002

5
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parameters where
should be able

and access

degired; .
Lo enforce loc

to local rsgources
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allow local aystem administrators
e g.,
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local system administrators
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o Clientsg should reguire no manual configur
ghould be abkle to discover appropriate loc
parameters without user intervention and
parameters into its own configuration.

o} orke should reguire manual configuration individual

5 Under normal cilrcumstances, the network manager
1d net have to enter any per-client configuration
parameters

o DHCP shou on each subn To allow fov

ale and across routers or through the
intervent: nts

o A DHCEF client must be prepared to recesive multiple responses
to a reguest for configuration parameters. Some ingtallations
may include mul le, overlapping DHCP servers Lo enhance

reliability and increase performance.

o DHCP must coezigt with statically configured, non-participationg
hogts and with existing network protocol implementations.

o DHCP must interoperate with the BOOTP relay agent behavior as
described by RFC 951 and by RFC 1542 [2171.

o DHCP must provide service to existing BOCTP <olients

The feollowing list gives design geals specific to the traansails
the network 1aV€I parameters. DHCP must:

0 Guarantee that any sgpecific network address will not be in
uge by more than one DHCP client at a time,

o Retain DHCP client configuration acrogs DHCP client reboot A
DHCP client should, whenever possible, be agsigned the sams
configuration parameters {e.g., network address) in response
Lo each regue

o Retain DHCP client configuratior
whenever poggible, a DHCP C1LUA
configuration parvametsrs despite

o Allow automated assigonment of config Jrati@n parameters Lo new
clients to avoid hand configu stion new «lients,

o Support fixed or permanent allocation of configuraticon
parameters to specific clients

Droms Standards Trac [Page 7]
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2. Protocol Summary

From the client’s
mechanism.  This

interoperate with
client indtializ

interactions betwe

are some new, optiona

i

between DHCP «lien

4.

Figure 1 gives the
each of the f:
indicate the
given in the

the fields in DhLP

There are two prim

DHCP defiﬂﬁ@ mecha

network address for

of etwﬂLF address
e nigm for a ¢l
parameters that it

DHCP introduces a
meaning of one of
in BOQTP has bhesn
the fagaed data it

extengiona® field,
extengions, " are n
Droms

Ex. 3002

amnic Host Configuration Protocol Maxrch 1987

~

point of view, DHCP is an extengion of the BOOTP
szhavior allows exis L-lq ROOTP clis s

DHCP servers without requiring any change to the
ation software. RFC 154 (2] detailsg
an BOOTP and DHCP clients and servers [9]. mke“e

frangactiong that optimize the interaction
te and gservers that are described in gections 2 and

format of a DHCP message and table I describes
in the DHCP message. The numbers in parentheses
of each field in octets. The names for the fields

will be used throughout this document to refer to
megsages

ary differences between DHCP and BOCTP. First,
nisms throu qb which clients can be assigned a

a finite , allowing for serial reassignment
eg to different Cllélt . Second, DHCP provides the
ent to acguire all of the IP configurat
needs in order to operate.

small change in terminclogy intended to clarify the

the fields. What was i "vendor extensions?® fisld
re-named the "optiong™ field in DHCP. Similarly,
emg that were uged ingide the BCOTP "vendor
which were formerly referred to ag "vendor
ow termed simply "options.®
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01234567880 1L2 34506728
S ok - -

e

e I

ciaddr

o

PR

yviaddr {

tion Protacol Maxrch

2 3
g 01 23 4567 89 0 4
b
len

| options

Figure 1: Format of a

DHC? dafines a new ‘olient ddentifier
explicit ciient identifier to a DHCE

overloa

the ding of the fchaddr’ i
‘chaddy’ is used both as a ha

reply me g and as client identi

- .
ssage

dware addrﬁss for

riable) |

DECP message

option that uge

gerver. This
in ROOTP wmes :ges

trangmi
Tolient

The
the server;

fier. L
_.Xca“'lpl e,

is an opaque key, not & 1nterp1;ted by

che ’‘client identifier’ may contain a hardware address, identical to
the contents of the ‘chaddr’ field, or it may contain another type of
i wif guch as a DNS name. The ‘olient identifier’ chosen by a

CP client MUST he unigue to that c¢lient within the subnet to
the client is attached. If the client uses a ’‘client identifiexr’ in

that
all

game

=y
Py

rvereg
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DHCP cilar interpretation of the ’siaddr’ field as the
address rver Lo use in the next step of the client’'s
boctst A DHCP server may return its own address in the
‘aiaddr’ the seyver is prepared to supplw the next
boo gtrap ser"; {e.g., delivery of an operating s

image) . A DHCF server alwayes returns its own addre 3
1den21flev' option.
FIELD OCTETS DESCRIPTION
op 1 Megsage cop code / message type.
1 = RBROOTREQUEST, 2z = BOOTEEPLY
htype 1 Hardware address type, ses ARP section in "Agsigned
Numbexrg" RFC; e.qg., 71’ = 10mb ethe
hlen 1 Hardware address length {(e.g. ‘67 f ke iOmb
ethernet) .
hops 1 Client sets to zero, opticnally used by relay agents
when booting via a relay agent.
Xid 4  Trangaction ID, a random numbsr chogen by the
client, used by the client and server to assccia
sages and responses between a cllent and a
gerver.
secs 2 Filled in by «<lient, secconds slapsed zsince client
began address acguisition or renewal process.
flags 2 F (see figure 2).
iaddr 4 Client IP address; only filled in if client is in
RENEW or REBINDING state and can respond
reguests
yviaddyr 4 (ciient) IF addre
siaddr 4 regs of next gerver
ned in DHCPOFFER,
giladdr 4 L IP address,
re
chaddxr 16 Cli hardware address.
sname 64 Op. Fnal gserver host name, null terminated string.
file 128 Raot file name, null termina atring; "generia®
name or null in DHCPDISCOVER, fully qualified
dirvectory-path name DHCPOFFER.
options var Optional parameters eld. See
documenta for a list of defined
Table 1: Desgoription of fields in a DHCP message
The ‘opticns’ field is now variable length. A DHCP client must be
Crepax i DHCP me ssages with an ‘options’ field of at least
length 312 octets. This irement implies that a DHCP client must
be prepared to recsive a age of up to 576 octets, the minimum IP
Droms Standards Trac [Page 10}
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W
-1

datagram size an IP heost must be prepared to accept [3] DHCP
clients may negotiate the use of larger DHCP messages through the
‘maximum DHCP message size’ option. The opticns field may be further
extended into the "file’ and ’'sname’ fields.

In the case of a client using DHCP for initial configuration (before
the client’s TCP/ software has been complecely configured}, DHCP
reguires creative uge of the client’s TCP/IP software and liberal

FC 1122. The TCR/IP software SHOULD ﬁC““pT and

interpretation of B
forward to the IF laver any IP packets deld
havdware a k4 e IP address is
and BCOTP relay agents may not be able to ael r DHCP messages to
clients that camnnct acoept hardware unicast datagrams ‘ore the
TCP/IP software is configured.

o

o the

}..I

3

D
oy
4]

Iresas

[
=

m\g Q@

To work around some clientg that Cannot =
before the TCP/IP software i1g conf
paragraph, DHCP uses the ' flags’
defined as the BROADCAST (R}
discuszed in gscotion 4.1 cof

cept IP unicast datagrams

s d QMSQVd in the previous
1. The ftmost bit is
emantics of this flag are
The remaining bits of the

flags field are reserved for future uge. They MUST be get to zero by

clients and lgnored by servers and relay agents. Filgure 2 gives the
format of the ‘flags’ field.

A
}

0123456783090
RISt T S S S s S S S a3
IR| MRZ |
SIS e T T T S A T S S S T e

1
5

Wk

g

N

1
1
+

+
+
+

B: BROADCAST flag

T
LRl

MEZ: MUST BE

N

crved for future use)

Figure 2: Format of the ’‘flags’ field

2 parameters repository
gservice provided by DHCP is to provide persistent storage
ietwork parameters for network clients. The model of DHCP
persistent stcorage is that the DHCP service stores a key-value entry
for each client, where the key isg some unigue identifier \for
ezampls, an IP gubnet number and a unigue identifier within the
1 and the value containsg the configuration parvameters for
For example, the key might be the pair (IP-subnet-number, hardware-
address) {(note that the "havdware-address" should ke typed by the
Droms Standards Track [Page 11}
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type of hardware to accommodate pogsiblie duplication of hardware
addressges resulting from blf—@fdé” ] ;rohlemw in a mixed-media,
br*ﬁgeo network! allowing for serial or concurrent reuse of a
hardware address on different subnets, dd for hardware addresses

a3

that may not be globally unigue. Alternately, the key might b» th
pair {(IP-subnet-number, hcestname), allowing thes gerver to assign
parameters intelligently to a DHCP client that has been moved to a
different subnet or has changed hardware addresses (perhaps because
the network interface falled and was rasplaced). The praotocol defines
that the key will be {IP-subnet- ﬂdﬂbe nargware—aerQSS) unlegs the
licitliy supplies an identifi

( B
0]

client exg X : uging the ‘client
identifier’ option. A ﬂlient can guery the HFP gervice to
retrieve ite configuration parameters. The client int Lo the
configuration parameters repository consists of protocol messages to

.

reguest configuration parameters and responses from the server
carrying the configuration parameters.

2.2 Dynamic allocation of network addresses

The second service provided by DHCP is the allocation «f temporary or
permanentc ork (IP) addresses to clients. The basic we“baﬂ_qw for
the dynani  location of network addresaes si
reguests the use cf an address for some peric d of
allocation mechanisw {the collsction of DHCP ssrvers)
to reallocate that address within the reguested time
return the game network ddil@uo Pack time Lke “iiﬁn*
address. In this document
is allocated te a client is referrved Lw a8 a “1ease"
client may extend its lease with subseguent reguests. s
lggue a mesgage Lo release the address back te the gerver when the
client no longer needs the address. The client may ask for a
permaﬂent assignment by asking for an infinite lease. Even when

it

’)_. }_’5

o -

assigning "permanent” addrasses, a ¢ may choose to gilve ocut
lengthy but non-infinite leases to allow detection of the fact that
the c¢lient has been retired.

In some envirvcoments it will be reaggign network
addregses due to exhaustion of Idreages. In such
environments, the allocation mechanism wi elge addreggses whoge

The

leasze has expired tever information is
availlable in the L repository to choose an
addregg tec reuge. For example, ol may chooge the least
recently assigned addresgs. Az a consistency 'Peck the allocating
gerver SHOULD probs the reuged address tiong the addre
e.qg., w1*h an ICMP echo reguest, and the c1lent °%OUL prcbe the
newly received address, e.g., with ARP.

3
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The Client-Sexrver

DHOP

rtabl

EOOTR
figure

useg the

e 1 and
i

st

is gsame magic cooki
remainder the
paraweters that are
isted in RBFC 1497
complete get of

cal
are
options

1

S ha

Pl

1
one

everal options

"DHCP
eszgage. This option d
mddlthDal options may
depending on the THCP

nmessage type®

Throughout this document
type’ option will be re
DHCP megsage with ‘'DHCP
To as a "DHCPDISCOVER®
3.1 Client-server interact

{dacimal) v

‘options’

ve bhee

me

Host Configuration Protaocol Maxrch

0w

ined in REF
.d of

RO

CRQUEST.

from

def C 951 qiven

ent

and

message
C\l"l \"!P Y _.: o 13

gerver o

each DHCP
EO
a

DHCP

alues
e as 1is
fiel
"

A

def

1 e
L4

i of A 1lst of taguged

ied "options®. All of the "vendor extensicns®
also DHCP cptilons. RFC 1533 gives the
defined for use with DHCP.

nn defined so far.
ocption
efines the
be allowed,
ssage type.

One particular option -
must be included in every DHCE
"rype” of the DHCP

messan
required, or allowe

not

£, DHCP mes t include a ‘DHCP message
te"red to by the type of the message; .9., a
messags type’ aption type 1 will be referrved
message.

ion - allocating a network address

The fcollowing summary of the
Servers

refers to the DHCP 2 The

ﬂel ine diagram in figure 3 shows the blm._g rcl stionships in a
ient-gerver interaction. If the clie already knows its
may be omitted; this abbreviat interaction
3.2
1. The client breoadcasts a DHCEDISCOVER message on its local physica
The DHCPDISCOVER message MAY include opticos vgges

values for the network address and lease duration. B
agents may pass Che message on to DHCP servars not on
physical subnet.

2. Each server may rGQﬁrnd with a DHCPOFFER messeg that includes an
available network address in the ‘yiaddrx’ field (and other

nfiguration ameters in DHCP optionsz). Servers nead not
reserve the ot 1ed netwﬂL? %ddrebb, although the protocol will
work mere efficiently if the server avceids allcocating the offered
network address to anwther client. When allocating a new address,
servers SHOULD check that the offered nestwork address is not
Droms Standards Trac [Page
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already in use; e.g., the server may probe the offered addres
with an ICMF v

network administrators
allocatad add
to the clien

DHCPNAK

TNET

PDECLINE

DHOPRELEASE

DHCPINFORM

Droms
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£, usi
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TIOTTT

eys SHCOULD be implemented
isablc probes of newly

s the DHCPOFFER messags
ent if necessary.

Echo Reguest. Ser
<

egges.
1

Client brcadecagt to locate available sgervers.

Ser
£

ver to client in response to DHCPDISCOVER with
er of configuration parametsrs.

ﬂ?”“dq@ Lo gerver

and impﬁlL*tlv

ced address after,
vatem reboot, or (o) extending the lease on a

r ~

ctness of prev1 usly allceca

particular nemerk address.

Seyvver to alient h configuration parawnet
including committed network address.

Server to client indicating client’s notion of network
address ia incorrect {e.g., client has wovad to new
subnet) or client’s 1ea§e ag expired

gerver

indicating network address is already

Client to server reliﬂquishing network address and
cancelling remaining lease

Client to servear, asking conly for 1 I configuration

arametersg; client already has externally configured
Y Y

network address.

Takle 2: DHCP messages
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Monarch Networking Solutions LLC
EX 2003



RFC 2131 Dynanic Host Configuration Protocol Maxroh 1337

Server Cilient Server
(not gelected) (gelected)
. - -

tialization

Raging ind

-

V

/DHCPDISCOVER | “q“U“TQCOVFR \

i i i
Determines | Determinssg
configuration | conf*guratlcn

i i
\ i
| /DHCPCFFER |
“H”PCE”&Q\ b/
N i
Collscte replies |
i |
ifiguration |
i
\\ i
/ DHCPREQUEST DHCPREQUEST\ i

Commites configuration

/
/

i
i
|
i
i i
|
!
i
i
|

Initialization complets

|
|
P
i
i
|
|
i
i
| /
i
i
|
!
i
i
|
!
i |

Graceful shutdown

\
Y
v

DHCPRELEASE \

| ds
v

v

isca lease
Filgure 3: Timeline di w of messages exc1anged between DHCF

client and servers when allocating a nsw network address
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point, the cli nt is configured. If the client ds i 2 the
addreass is

already in use (e.g., through the
client MUST send a DHCPDECLINE message to the and rﬁstart“
the «c tegs.  The client SHOULD um of ten
seconds before res arzlng the configuration process to avoid

pive network traffic in case of looping.

(SIS

If the client receives a DHCPNAK message, the client restarts the

configuration process.

1ts

if the

client

The c¢lient times out and ret
client receives neither a DHCPACK or d
retransmite the DHCPREQUEST according to the retra

ision
algorithm in section 4.1. The client should chocse to retransmit

w
o
o
L
ot
=
W@
0

the DHCPREQUEST =ncough times to glve ade

yuate probakility of
N P

contacting the server without causing the client (and

,.u
rt
by
0
o
151

4 (D
b
o}
el

o) to wailt overly long befor *ng up; e.g., a ol
ag described in gection 4 1 might retrangsmit the

that <clie
retransn

DHCPREQUEST message four times, for a total delay of 6, gaconds,
before restarting ths initialization procedure. If the client
receives neither a DHCPACK or a DHCUPNAK message at er exoloy:rq the

retrans 3
restarts the ld'tlal*gat on proces
user that thes initialization proces:

the

Ul
iy

The client may ﬂhoos
bv gern d ng a DHCPEEL
the lease
or ‘chaddr’ and network
client uged a
MUST uge the same ‘client

o

98]
3

C

ed network

o
A

lient-gerver - reuging a previously allcca
address

If a client remembers and wishes to reuse a previcuslv allocated
network address, a client may choc to omit gome of the ﬂt@ps
degscribed in the previour gection. The timeline di ag“am in figure 4
shows the timing relationships in a typlcal client-server i raction
for a client reuS¢ I a previously allccated 4Gth“k adorebb

ey
~J1

[
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1. The
The

relay
subnet .
address, the
DHCPREQUEST meggage.

inou

MosT

Ny

Servers with knowledge of the client’s configuraticon parameters
rvespond with a DHCPACK message Lto the ali Servers SHOULD NOT
check that the client’s network address is already in usge; the
i may rvespond to ICMP Eche Request wmessages at this point.

Server Cilient Server

v v v

Beging

initialization

Figure 4: Timelige diagram of messagss ezchanged between DHCP
client and servers when reusing a previousil i
network addreass
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If the client’s request is invalid {e.g., the client has moved
o a new subnet), ssrvers SHOULD reszspond with a DHCPNAK wmes
the client. Servers SHOULD NOT respond if their in-ormatlﬁn
guarantsed to bs accurate. For example, a serxvar that i
request for an expired binding that is owned by another
NOT respond with a DHCPNAK unless the servers are
mechanism to maintain ccoherency among the servers

If ‘giaddr’ is 0x0 in the DHCPREQUEST message
the game sgubnet ag the server. The gerve
breadcast the DHCPNAK yage Lo the OxE
because the client may not have a correct
mask, and the client may not be answerling ARP reguests.
Dtherwise, the sesrver MUST send the DHCPNAK message to the IP
address of the ROOTP relay agent, as recorded in ‘giaddx’. Ti
relay agent will, in turn, forward the message directly to th
o] nt’ s hardware address, o that the DHCPNAK can be delivered even
if the client has moved to a new network.

]
-

3. The client receives the DHCPACK wessage with configura:i<n
parameters. The client performs a final check on the parameters
(as in section 3.1), and notes the duration of the 1eas& S i

in the DHCPAC K massage. The Spe cific lease is implicitly

by the 'client 1deﬂt1rier' ar fchadde’ and the network addrs
thisg point, the client is COFfLQUIQQ

If the client detects that the IP address
ig already in use, the client MUST s a DHCPDECLINE message to
server and restarts the configuration egs by reguesting a
new network address. This action corresponds to the oli
moving to the INIT state in the DHCP state diagram, which is
degcribed in secticon 4.4.

in the DHCPACK message

?D
Q

If the client receives a DHCPNAK message, 1t cannot reuse 1its
remambered n@*wor“ address. It must lnstead reguest a new

address by restarting the configuration process, thig time
usiog the {(non-abbreviated) procedure d%scr*bed in sectior
3.1. This action also corresponds to the client moving to

“he INIT state in the DHCP state diagram

The client times out and retransmits
the client receives neither a DHCPACK nor a DH
retransm tg the DHCPREQUEST according to the
algorithm in cicen 4.1, The Llent should choose LK
the DHCPREQUEST enocugh times to give adeguate probability of
contacting the server without causing the client {(and the user of
that client} to wait overly long be £0 e giving up; .g., a client
retransmitting as described in sct1on 4.1 might retransmit the
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DHCPREQUEST message four times, for a total delay of 60 geconds,
before vestarting the initialization procedure. If the cliant
receives neither a DHCPACK or a DHCPNAK mesgsage after employing
the retransmission algorithm, the client MAY choose to use the

previously allccated network address and configuration parameters

for the remainder of the red lease. This corresponds to
moving to BOUND state in state transition diagram shown
in figure 5.
4 ient may chocse to relinguish its lease on a network
by sending a DHCPRELEASE messac te the gerver. The
identifies the lea £to be released with its
: identifier’, or wﬁaﬂdr' and network address in the
ELEASE megsage.
Note that in thig case, where the client retainsg its network
address locally, e client will not normally relinguish itsg
lease during a QraCcf‘l shutdown. Only in the case where the
client explicitly needs to relinguish itg leas e.qg., the client

r
about to be moved toe a different subnet, Wlll i

i o client gend
a DHCPRELEASE mesgsage.

3.3 Interpretaticon and represgentation of time values

A client acguires a lease for a network address for a fl/ed period of
o (which may be infinite}. Throughout the protacol, mes are Lo
be represgsented in units of seconds. The time value of OxEfffffff is

reservead Lo re

Az c¢lients and servers may not have synchronized <locks, times are
e mLSCagc as relative times, to be interpreted

the client’s local clock. Representino relative

of smeccods in an i

: word gives a range of
from ¢ to aOplquﬁatelr { . which is s*:fici“nL

-

relative times to be

sured using DHCP.

The algorithm for
paragraph assumes
to each other. I
may consider the
compensate, the ge:
client than the s
information.

and server clocks are gtable relablve
i betwsen the two clocksg, the gerver
ore the client doss. To

a shorter lease duration to the

i

itg local database of client

se duration interpretaticn given in the previous

3.4 Cbtaining parameters with externally

Q
9
o
th
!.
[te]
o
-
[
[ol]
o]
m
T
£
O
)
X
Qi
joR
[oR
[
©
6]
n

quq some other means

If a client has obtained a network address thr
: i {CPINFORM regqus meggage

(e.g., manual con iong, it may use a I
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to obtain other local configuraticn parameters. Servers receiving a
DHCPINFORM wmessage congtruct a DHCPACK message with any local
configuration parameters appropriate for the client without:

allocating a new address, checking for an existing binding, f“'

in ‘yiaddr’ or including lease time parameters. The servers SHOULD
unicast the DHCPACK reply to the address given in the ‘ciladdr’ field
of the DHCPINFOEM message.

.
ae
D

The gerver SHOULD check the network addresg in a DTHCPINFORM me
for congistency, but MUST NOT check for an existing lease. The
gerver [orn C ge contalning the configuration

CPACK mes .
parameters for the requesting client and sends the I
directly to ths client.

1CPACK message

3.5 Client parameters in DHCP

Not clients requirs ialization of all parameters in
Appendix A. Two technigues are used to reduce the number of
parameters transmitted from the server to the client. First, most of

;.u

the parvameters have defaults defined in the Host Rs{nlxﬁwonun R¥Cs;
¢ : no parameters from the gerver that override
uvaes those default values. Second, in its

{”P1ISCOVhR or

tial Dk DHCPREQUEST message, a client may provide the
cvey with a list of specific parametsrs the client interest
If the client includes a list of parameters in a DHCPDISCOVER
megsage, it MUST include that list in any subseguent DHCPREQUEST
messages .
The client SHOULD include the ‘maximum DHCP message slize’ option to

let the server know how large the sgerver may make its DHCP messages.
The parvameters returned to a client may still sxceed the space
allocated to cptions in a DHCP message. In thig case, two additicnal
options flags (which must appear in the ‘opticos’ field of the
megsage) indicate that the ‘file’ and 'sname’ filelds are to be used
for options.

The client can inform the ssrver whick confiquraf* 1 paramaters
client is interested in by including the ‘parameter regquest list’
option. The data portion of this opt explicitly lists the options
requested by tag number.

-1

he network address
lient may include

the client may suggest values for
in the DHCPDISCOVER wmesss
{ ed IP address’ option to suge cular IP
adQIEb be assigned, and may include the age time’
option to suggsst the lease time it would like. Cther options

X

rt

I}
D
W
53]
}...l
[0}

repregenting "hints" at configuration parameters are allowed in a
DHCPDISCOVER cor DHCPREQUEST messags. However, additicnal aoptions
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be ignored by servers, and multiple servers may, therefore, not
return ildentical values for some optionQ. T! "requested IP address’
option ig to be filled in only in a DHCPREQUEST message when tk»
client isg verifyving network parameters obtained previcusly. The
client f£ills in the ‘ciaddr’ field only when correctly configured
with an IP address in BOUND, RENEWING or REBINDING state.

e
o3
T

Ul’

1f a3 server receives EST message with an invalid "reguested

1P address’, the gerver Si D regpond to the «lient with a DHCPNAK
message and may choose to t the proklem to the system

inciude an Lo me in the

administrator.
‘message’ option.

3.6 Uszse of DHCP in clients with multiple interfaces

A client with multiple network 14tcrfafcs ﬂth use DHCP through each
interface cendently to obtain cor tion information
parameters for those separate

3.7 When clients should use THCP
A zlient SHOULD & DHCP o reaco or vearify its IP address and
network parameters whenever the 1ogal network parameters may have
changed; e.g., at svetem boot time or after a disconnecticn from the
local network, as the local network configuration may change without
client’s or T knowledge.

IE 1i hag knowledge of a previous network address and ia unable
T a local DHCP sgerver, the client may continue to usge the
s 1

praviocus network ad the lease for that address expires.

If the lease expires the client can contact a DHCP server, the
client must immediately discontinue use of the previcus network
address and may inform local users of ¢t cblem.

4. Specification of the DHCP client-serveyr protocal

In this secticon, ws assume that a DHCP server has a bio“: Il
addresses from which it can satisfy reguests
gerver also maintaing a databasge of allocated
lozal permanent storage.

in

4.1 Constructing and sending DHCP messages

DHCP clients and ssyvers both construct DHCP messages by filling in
fields in the fixed format section of the message and appending

tagy items in the variabie length coption area. The options
area .nledas first a four-octet ‘magic cockie’ (which was described
in section 3}, followed by the opt nis.  The last option must always
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be the ’end’ coption.

DHCP uses UDP as its transport protoccl. DHCP messages from a client
Lo a gserver arve gent to i 'DHCP gerver’ port (67), and DHCP
megssages from a server to a client are sent to the 'DHCP client’ port
(68} . A server with multiple netwerk address {(s.g.. a multi-homed
host) MAY u any of its network addresses in outgoing DHCP messages.
The ‘gerver identifiexr’ fleld is used both to identify a DHCP server

in a DHCP message and as a destination address from clients to
gervers. A gerver with multiple network MUST be prepared
Lo to accept any cf its network addresses as identifying that server
in a8 DHCP message. To accommodate potentially incomplete petwork
connectivity, a server MUST choose an address as a ' server
identifier’ that, to the begt of the server’'s knowledge, isg reachable
from the client. For sexample, if the DHCP server and the DHCP client
are connected to the same subnet {(i.e., the ‘giaddr’ field in the
megsage from the client ig zero), the server SHOULD select the IP
address > gerver 18 using for communication on that subnst as
‘gerver ldentifier’. If the gsyver ig using multiple IP addre
that subnet, any such address may be usged. If the server has
r ived a message thr DHCP relay ac L, the gerver SHCOULD
choose an address from the interface on which the message was
recievad ag the i ifier’ (unless the server has other,
better 1Q*OIWatlon on which to make itg cholce}. DHCP clients MUST
ugs the IP address provided in the “gevver identifier’ option for any
unicast reguests to the DHCP server.

i
¢
ﬁ
5

DHCP messages broadcast by a client prior to that client obtaining
itg IP address must have the source addregg field in the IF header
get to O.

1d in a DHCP me m a ol L 18 non-zZero,

url messages to the ‘DHIP server’ port on the
egs appears ln ‘giaddr’ . If the ‘giaddr’

r’ field ig nonzero, then the server

to the addresgs in ‘ciadd

If the ‘rgiaddr’
server gends any re
TP relay agent whosge
ield ig zero and the ‘cia
unicasts DHCPCFFER and DEC
I1f ‘giaddr’ is zero and ’‘ci ., and the broadcast bit is
set, then the gerver broadcs ER and DHCPACK messages to
fofffffff. If the broadcasgst bit ig n get and q¢addr’ ig zero and
fodaddr’ ig zero, then the gerver unicasis DHECPOFFER and DHUPACK
messages to the client’s hardware address and ‘yiaddr’ address. In
all casges, when ‘giaddr’ is zero, the gerver broadcastg any DHOPNAK
:  QrEfLEFE :

[ui

oot
A v
C

e

into the

If the options in a DHCP messa{ﬁ
fields, the ‘ocption overl
field, with valuve 1, 2 or 3, as sp&ciﬁied in F?

O
[ 9) ,J)
[of)
O
s}
P
bt
o}
{ ﬁ-
7\
=3
j$3]
T
@
D
&
a3
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‘cpticon overlcad’ option is present in the ‘optiong’ f£ield, the
7 I

optiong in

and MAY contaln ons or more ‘pad’ options to £i11 the options field
The optiong in the rEdl 14

Kinl
W
-1

Dynawnic Host Configuration Protaocol Maxrch

the ‘optiong’ f£ield MUST be terminated by an ‘end’ option,

) : {(if in use as Jndic ad
MUST begin with the first octet of

gname’ and

by the ’options overlcad’ option) !

the field, ngm be terminated by an ‘end’ opticn, and MUST be
followed by av cptions to £i11 the remaipder of the field. Any
individual ﬂpt on in the ‘options’, ‘sname’ and ‘file’ fields MUST be
entirely contained in that field. The @p:ions in the ‘opti rs’ field

MUST be interpreted first, so that any ’option overload’ opticons may

be interprs

ted. The “file’ field MU be interpreted pext (if the

‘cpticon overlcad’ option indicates Lnat the ‘file’ field contains
i

DHCP opticns), followed by the “sname’ fie

in a ‘rout
otherwige

.
255 octets available to a single © leon (e.g., a list

to be passed in an ‘optio

er’ option [211). Pw*ionﬁ may appear only once
apecified in the optiong document. The client concatenates
* multiple instances of the game coption into a single
for configuration.

ponsible for all message retransmission. The

client MUST adopt a retransmission strategy that inccrporates a

randomized

exponiential backoff algorithm to determine the del:

between retransmissions. The delay between retransmisgsions °%OUL be

o
sred

ent
internetwork, the delay before the first retransmissicn SHOUL

allow sufficient time for replieg frowm the server to be
based on the characteristic: of the internetwork between
and the serve For exzamples, in a 10Mb/sec Ethernet

LD be 4

econds randomized by the value of a uniform random number cheser

range -1 to +1. C(lients with clocks that provide resclution

ranularity of less than one second may choosge a non-integer

2]
from the
g

randomizat

aswmigaion SHOULD

The d

val lay before the next ret

be 8 seconds randomized by the value of a uniform number chosen from

the range

-1 to o +1.  The retransmission delay SHOULD be doubled with

subsequent retransmissions up to a maximum of 64 seconds. The client

MAY prowvide

e an indication of retrangmission attem ohs to

an indication of the nlfgr egg of the configuration process.

The ’'xid’

with pendir

way as to

by ancthe

random ini
subsequent
a new ‘xid’ for each

used by the client to match incoming messages

pated ts A DHCP client MUST checose "xid’s in such a
the chance of using an ‘zid’ identica 1 to one used
For example, a client may choose a different,
7oeach time ti rebooted, and

1y use seguential “xid’s until the next reboot. Selecting

ig an iwgplementation decigion. A

X N
client may chooge to reuge the game ‘xid’ or gelect a new ’'xid’ for

Droms
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Normally, DHCP servers and BOCTP relay agents attempt to deliver
DHCPOFFER, DHCPACK and DHCPNAK messages directly client using
uvicast delivery The IP dec:wna'%ﬂn address {(in the IP header) is
get to the DHCP ‘yiaddr’ address and the link-layer des iﬂation
address 1s set to tka DHECP ‘chaddr’ address Unfortuna 1v some
client vle are unable to receive such unica Ip

datagramg until 1rolewenbat1ﬂn has been configured with a valid
1P address {(leading to a deadlock in which the client’s 1P address
annot be delivered untill the olient hag been configursd with an IP
address)

A client that T unicast IP datagrams until its protocol
gsoftware has he figur with an IP address Qunru get the
BROADCAST bit in the 'flags’ field to 1 in any DHCPDISCOVER or
DHCPREQUEST messagss that olient sends. The BROADCAST blt will
provide a hint to the DHCP server and BOOTP relay agent to breadcast
any s the client on the client’s subnet. A <lient that can
rec U IP datagrams before its protocol scftware has been
configured SHOULD clear BREOADCAST bit to 4. The BOOTP
clarifications document ugses the ramifications of the use of the
BROADCAST bit [217.

A gerver or relay agent

gsending or relaying a DHCP message directly
*o a DHCP client {(i.e., not to a Telay agent specified in the
field) SHOULD exzamine the BROADCAST bit in the ‘flags’
If this bit is set to 1, the uHLP megssage SHOULD be gsent as
cadcast using an IP broadcast address (preferaklv OxfEEEEEEE)
IP desgtination address and the link-layer broadcast address as
link-layer destination address. If the BRCOADCAST bit is cleared
-he message SHOULD be sent as an IP unicast to the IFP addr
ed in the ‘yiaddr’ field and the link-layer address specific
fchaddr’ field. f unicasting is not possible, the messgage
gsent as an IP br st using ao IP brceadcast address
(oreferablv Oxff£fEfEfFf) as the IP destination address and the link-
layer broadcast address as the link-layer destination address.

aduinigtrative control

FerVers are not regpond to evary DHCOPDISCOVER and
9 REQUEST message BFor example, a network

administrator, to ret ngent control over clientg attac
te the network, may nf CP gervers to respond onl
to ients that have ug stered through some ext ,rnal
me nism. The DHCP ion ocnly the intevactions
between clients and sexverg when the ci 1eqts and sgerversg choose o
interact; it is bevond the scope of the DHCP speclfication to

describe all cf the administrative controls that system
administrators wight want to use. Specific DHCP ssrver

Droms Standards
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implementations may incorporate any contrcls or policies desired by a
network administrator.

W

In gome environments, a DHOP server
of the vendor class options incliud

messageas when determining the correct

A DHCP gerver needs to uge soms unigue identifier to asgociate a
client with its lease. The client MAY choose to explicitly provide
the identifier through the 7client identifier’ option. If the ¢l .
supplies a ‘client 1den*'fier', the client MUST use the sgame ‘c¢lient
identifier’ in all sul ges, and ; rver MUST uss that

I1f the client does rﬂt prov1dp a
MIIST use
it ig crucial for & DHCL

the gsubnet Lo which the

idenclfler to identify the

felient ddentifier’ option,

‘chaddyr’ field to identify
o

client to u an id fier
ali is ‘ ntifier’ option. Use of
'Pdddr’ unigue identifier may cause unexpsacted

results, as that ldentifier may be associated with a hacvdware

interface that could be moved to a new client. Some sites may choose
Lo ouge a £ ger numper ag the ‘client ider lert, to
avoid unexpected clanq in a cli@nf“ network addregs due to transfer

of hardware interfaces among <o Sites may alsoe choosge to use
a DNS name as the ’¢lient identifler s caus'ng address leases to be
asgociated with DNS name rvather than a sgpecific hardware box.

oy

DHCP clients are free to use any in sslecting a DHCP server
amcng those from which tne clie“t receives a DHCPCFPFER message. The
client dmp! HOULD provide a mechanism for the ]
to select lass identifier’ wvalues.

4.3 DHCP

A DHCP server processes incoming THCP messages from a olient based on
the current state of the binding for that client. A DHCP server can
i following mesgages from a client:

T ACNUTD
O DHCPDISCOVER

O DHCPREQUEST

o DHCPDECLINE

DHCPRELEASE

6]

o DHCPINFORM

Droms Standards Track [Page 261

Ex. 3002 Monarch Networking Solutions LLC
EX 2003



RFC

38}
P

131 Dynanic Host Configuration Protocol Maxrch 1987

Table 3 gives the use of the
a gerver. The remaindsr of
DHCP gerver for each posgible

When a server receives a DHUPDISCOVER message from a client, the

gerver chooges a network address for the reguesting client. If no

address is ava dable, the server may choose to rveport the problem te
t

the system
SHOULD be

addresgsg ig available, the new address

o The client’s

binding, ELSE

o The client’s previocus address as recorded in the client’s (now
or releasgead) binding, 1f that address 1s in the assyver’'s
pool of available addresses and not already allocated, ELSE

T
b
ie}
=
D
0O

o The address reguested in the 'Requested IFP Addreas’ option, 1if that
address is valid and not already allocate

A new address allocated from the server’s pocl of available

addresses; the add1ess ig selected based an the subnet from which

the message was received {if ’'giaddr’ is 0} or on the address of

6]

the relay agent that forwarded the message (‘giladdr’ when not ).
gection 4.2, a geyxver MAY, for
an addresg other than the cne

an addresgs to a partiod

free

Note that, in some ﬁetw'rk archit i {2.g., internets with mors
than one IP subnet assigned to a physical network segment), it may be
the case that the DHCP client should be assigned ao address from a
different subnet than the addresgss ra'ﬁrced in ‘giaddr’. Thus, DHCP
do not raguire that the olie be assignad as address from the
gubnet in ‘giladdr’. A server is free to choosge some other subnet,
and it is beyvond the ascope of the DHCP gpecification to
in which the assigned ght be chosen.

=

.l

While not reguired for
NCT reusge the gelected
he gerver’ s DHCPOFFER
address as © fered to the gl ien

cion of DHCP, the server SHOULD
ga before the client responds to
gerver may chooge to record the

The server must also choose an expiration time for the lease, ag
follows:
Droms Standards Track [Page 27]
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o IF the client
DHCPDISCOVER
addresgs, the y
assigned to that address

reguest a gj
previously

0]

"<
]
w

o IF the client has not reguested a speci
the client does not
ccally configured default

DHCPDISCOVER message and

network addresgs, the server assigns a 1

2, ELSE
o IF the client has

The geyxver

’op’ BOOTREPLY
d {(From "Asgs
{(Hardware avdres

‘hops ' 0

rxid’ ‘xid’ from client
DHCPRISCOVER
messags

faeos’ 0

7 5 3 7 I

ciaddr {

IP addregs offered
to clien
gladdr’ IP addregs of next
boo f“tr%p gerver
flags’ ‘flags’ from
client DHCPDISCOVER

~

$
H
o
jaR
Q
=

i shall g.addr’ from
client DHCPDISCOVER
message

' chaddr’ fchaddr’ from
client DHCPDISCOVER
messags

7

Server host

or options

name

‘file’ Client bocot fil
name or options

‘options’ options
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regquested
{regardless of whether the client has an assigned network
may choose return the requested

r
1 f the lease is acceptable to loc
b "

ned Numbergt®
length in octets)

cte that the

Protacol

lient

ity

extend the expiration time on a

th

a 8p ecific lease

ther to

DHCPACK
BOOTRERPLY
RFC)

0

‘xid’ from client
DHCPREQUEST
mesgage

0

‘eiaddr’ from

DHCPREQUEST or O
Ip adore

client
ress of next

gt from
HOPREQUEST

Q
,..J
’__l
o
03
et
G

i from

i DHCPREQUEST
meg
' chad from
client DHCPREQUEST
megsag
sServ hest name
or options
Client boot file

name or cptions
options
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selact

DHCPNAK

BOOTREPLY

8]
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Cption DHECPOFFER DHCPACK DECPNAK
Reguested IP address MUST NOT MUST NOT NOT
IP address lease time MUST MUST (DHCPREQUEST) MUIST NCT

Uge ’file’ /’gname’ fields MAY
DHCP message type DHCPOFFER
Parameter request 1is MUST NOT

.
£ 22
==

M
Client identi
"ﬁ*ﬂmr class

erver identifier
NaXJmum 5§

A1l others

TTT
VAU RS

sage SH
MUsT
MAY
MUST

MUsT

™
AL

NoT

MUST NOT {(DHCPINFCRM)

MAY MUST NOT
DHCPACK DHECPNAK
MUsT NOT MUST NOT
SHOULD SHCULD
MUST NOT MAY

MAY
MOsT
MUST NOT

MAY
MUST
MUST

ST NOT

MAY MAY MUST NOT
Table 3: Fields and options used by DHCP servers

Onzce the network addregss and leage have been determined, the gerver
rongtructs a DHCPOFFER mesgage Wlth the offered configuration
parameters It is important for all DHCP servers to return the same
parameters (with the possible excepticn of a newly allocated network
address) to ensure predictable <l i b@ha”icr regavdless D which
gerver the client gelect The configuration parametersg MUST be

gseleqt by applying the folleowing rulssg in the order given below.

The network administrator is responsible for corf*quring multiple

DHCP servers to ensure uniform responses from those servers. The

gserver MUST return to the client:

o The client’s network address, as determined by the rules given
zarlier in this section

0 The expiration time for the client’s lease, as determined by the
rules given ear! v oin this 7,

o Paramsters raquested by the client, accerding to the following
rules:

-- IF the sgerver hasg been exp 1L*t1v configur »d with a default
value for the parame that value
in an appropriate o ELSE

- rver recognizes the parameter as a pavameter

the Host Regquirements Document, the gerver MUST

default value for that paramet as given in the
irements Document in an appropriate copticn in the
field, ELSE

-~ The gerver MUST NOT return a value for that parameter,
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mke server MUST qupply ags many of the requested parameters as
gible and MUST omit any parvameters 1t camnot provide. Thes
:crvcr MUST include each requested parameter only once unless
explicitly allowsd in © Opticns and BOOTP Vendor
Extensiocns document.
0 Any parameters from the existing binding that differ from the Host
Reguirements Document defaults,
o Any parameters specific to this client ({as identified by
the cor g of ‘chaddr’ or ‘ol it identifier’ in the DHCPDISCOVER
or DHCPREQUEST message), .9., as cntlgured by the network
administrator,
o Any parameters aspecific to this <client’a class
by i t ‘vendor clasg identifie
opt DISCOVER or DHCPREQUEST ,
e.9., .he network administ the parameters
MUST be i n exact match be the client’s vendor
class id he client’'s ’1; eg identified in the
gerver,
o Parameters with non-default values on the client’s subnet.
The server MAY choose to return the ‘vendor class identifier’ used to
determine the parameters in the DHCPOFFER message Lo assist the
client in selecting which DHCPOFFER to accept. Tne server inserts
the ‘xid’ field frowm the DHCPDISCOVER message intco tl fxid’
the DHCPOFFER message and sends the DHCPOFFER message to the
regquesting client
4.3.2 DHCPREQUEST message
A DHCPREQUEST message may come from a client responding tc a
DHCPOFFER message from a serveyr, from a client verifying a previously
allocated IP address or from a client extending tne lease on a
network address. If the DHCPREQUEST message contains a
identifier’ option, the messags 1s in response Lo a DHIP
messages. Otherwise, the message is a reguesti Lo 'f an
existing lease. If the cli uges a ‘client ide
DHCPREQUEST messags, it MUST use that same ’client Jdentlf ¥’ odin all
subsequent messages. If the client included a list of reguested
parameters in a DHCPDISCOVER meggage, it MUST include that list in
all subsequent wmessages.
Droms Standards Trac [Page 30}
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Any Lbntlgurat on parameters in the DHCPACK message SHOULD NOT

conflict wi
r{“-

client is
DHCPACK m

=

28

- those in the earlier DHCPOFFER message to which the
sponding. The client SHOULD use the parameters in the
gage for configurati

Clients send DHCPREQUEST messages as follows:

o DHCPREQUEST generated during SELECTING state:

14 ent
[ R

idenuli

filied

inserts the address of the ﬂﬂlectad gerver in
‘ ciaddr’ MUST be g ‘regquested IP addr
in with the viaddr value from the chosen DHCPOFF

Note that the client may chooge to collect several DHCPOFFER
messages and select the "best" offer. The client *nﬂ ]
selection by identifyving the cffering server in the YR

=1 Tf the client recsives no acceptable offers <l
may choose to tyy another DHCPDISCOVER message. There T
gservers may not receive a specific DHCPREQUEST from <h thy can
decide whether or not the client has acceptead the @ffern Because

retwork addresses *n regponse to

vers have nct committed any network address assignments on

se off

are free Lo v
ubsequent regquests. Ag an

cf a DHCPOFFER, serve

5]
implementation detail, servarg SHOULD NOT rsuge of»

and may use an *mplcment%L.01
when to

o DHCPREQU

Tgerver

option

cific timeout

reuse an offered addre

EST genevated during INIT-REROOT state:

identi MUST NOT be filled in, ’'requested IF address
MUST be flllea in with client’s notion of its previously

assigned address. ‘ciaddr’ MUST be zero. The client is seeking to

veri f}/
gend a

Fed
ed,

a previously allac ached configuration. Server SHOULD
DHCPNAK message to the client if the ‘reguested IP address’

ig incorrect, or ig on the wrong network.

Determining whether a client in the INIT-REBOOT s
rrect retwork is done by examining the contents

o
II.
se

’giadd?'
doesn’

messa q 3
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on the

databage loo&. ]
the wvong net {i.e., the
smot e sub¢,t mas (i€
' opticn valus
gerver SHOULD send a DHCPNAK

Y

o) to
match reality),
Lo the client.

-
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If the network ig correct, gexrver should check if
the olient’g notion of its rorrect . If not, then the
server SHOULD send a DHCPNAK the client. If the DHCP
gerver has no rescord of ti it MUST rewme illent,
and MAY output a warning the retwork adW¢plstrat r
behavicr 1la necessary for ps coezistence of non-
communicating DHCP servers on the game wire.

in the DHCPREQUEST messages, the olient iz on
the server. The gerver MUST brocadcast the

the 0OxE ffff broadoast address because

a correct network address or subnet mask, and
be answering ARP requests

If ‘giladdr’ is set in the DHCPREQUEST

different subnet. The server MUST set

DHCPNAK, so that > relay agent 0]

client because the client may not have a correct network address
or subnet mask, and the client may not be answering ARP requests

o DHCPREQUEST generated during RENEWING state:

fgerver identifier’ MUST NCT be filied in, ’‘requested
option MUIT NOT be filled in, ’ciaddr’ MUST be filled
client’s IP address. In thig situation, the client is
configured, and is trying to extend lease. This w
be unicast, so no relay agents will be involved in it
wxanvnlnsion. Because ’‘gladdr’ ie £ Nl

server will trust the valus in
toe the colient
A client MAY choose to renew oY extend its lease prio
rver chooge not ta extend the led {as a polic

ghould return

P
i

in
comple
egsage

address’
with
tely
will

in, the

it when

1 i llee
ision by

y declsi

the network administrator), but a DHCPACK message
regavdless.
o DHCPREQUEST genevated during RERINDING state:
fgerver ddentifier’ MUST NOT in, ‘reguesgtead IP address’
opt;on MUST NOT be filled in, ‘ciaddr’ MUST be filled in with
client’g IP address. In this situation, the client is completely
configured, and is trving to e\tedd its leas This message MUST

st address
correctress before

I? broadc
f@r

to the OxfLffff
check feladdr’

NTYR YO
VY fa i
SRS

be broadcas
rervery SHOULD
the DHCFRE
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The DHCPREQUEST from a REBINDING client is intended to accommodate
sites that have multiple DHCP servers and mechanism for
maintaining consistency among leases managed by multiple servers.
A DHCP gerver MAY extend a client’s lease only if it hasg local
administrative authority to do so.

4.3.3 DHCPDECLINE message

If the server veceives a DHOPDECLINE ge, the client has
discovered through some cther means that the suggested network
address is k4 in use. The seyver MUST mark the network add =
as not available and SHOULD ncotify the local system admlu;bkrator of
a possible configurat probleam.

4.3 .4 DHCPRELEASE m
of

ot a
inlulai

client’s
subsequent

regquast

es

a DHCPRELEASE message, the server marks
llocated. The server SHOULD retain a recor
lzaticn parameters for ikble reuse 1

tg from the olient.

4.3.5 DHCPINFORM message
The gerver responds to a DHCPINFORM message by sending a CPACK
message directly to the address given in the ‘ciaddr’ field of the
DHCPINFORM message. The gsrver MUST NOT send a lease ekplxd ion tir
to the client and SHOULD NOT £ill in ‘vyiaddr’ T cludes
other pa ers in DHCPACK messags as define 4.3.1.

4.3.6 (Client messag
Table 4 details

varvious states.

es

the differences between messages from clients in

INIT-REBOOT E ECTING

| THING

o T | REBINDING |

Il
I

pajiall ISl
|broad/unicast |{broadcast |broadcast lunicast |broadoast |
gerver-ip {MUST NOT | MUST {MUST NOT MUST NOT
| requested-ip  |MUST | MugsT {MUST NOT |MUST NOT |
| oiaddr | zera | zero {1P address |IP address|
Client messag from different sts
Droms Standards Track [Page 331
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a atate

Figure 8
can receive

client
o DHCPOFFER
¢ DHCPACK
o DHCPNAK
The DHCPINPORM
sendsg the DHCPINFORM

has gelected its

praocess.

and

Table 5 gives the use of

a client The remainder
DHCP O¢IEHL for each

following section
previcusly described in
lon ao
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~trangition
the following

mesgsage is not
walts
parameters, it

the
of tr
©vossE L ible

SArTe

for

sponds

gection 3.1

- ) “
abbre

Standards

t Configuration

shown in figure 5. A
DHCPACK meszages. Once the
has completed the configuraticn

Trac

Protacol Maroh 19%7

for a DHCP client. A
TOom a gs8rver:
ki moa exr

gimply

calient

.,
9]
}-..l
-
(D
b
s
=1

options ia a sgage by
d»Scrlbeq £k nn of the
ption in

:Q
fL-

Full
the
nfigurat

configuraticn procedure
text in the subseguent

procedure
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4.4 .1 Initialization

Hc

and allocation

o
38

Maxrch

Kinl
W
-1

t Configuration Protocol

of network address

The client begins in INIT stat a DHCPDISCOVER
The client SHCULD walt a ezn one arnd
desynchronize the use of The client

e 0x00000000 The client wAi gpecific paramet

inzluding the ‘parameter
suggest a network addres
‘reguested IP address’

client MUST include its

s and/or 1cabe
aricl
hardware addregs

¢ The client MAY
time by including the
leage time’ options.

in the ‘chaddr’ field,

‘ﬁf\ ‘LGS'

fIP address

if

sary for delivery of DHCP r megaages. The clientt MAY
include a different unigue identifier in the ‘client identifiexr’
option, as discussed in section 4.2 TE the client included a list
of reguested parameters in a DHCPDISCCOVER message, 1t MUST include

that list

3.

aubseqguent

messagas.

The oli - and records a random btrangaction ideantifier
ingerts that identifier into the ‘xid’ field. The client recordsg its
own local time for later uge in computing the leass expiration. The
client then broadcasts the DHCPDISCOVER on the local hardware
broadcast address to the Oxffffffff 1P brcadcast addregg and ‘DHCP

Une

7
seyrver

port.

recent

discarded.

does not matceh the
the DHCPOFFER message
megsages must be

sggage
message,
DHCPACK

L bal}
DHCPWISCOVER

Any arriving

The client OFFER megsages over a periocd of time, selects
ons DHCPOFFE From the (po bly many) incoming DHCPOFFEE
messages (e T DHCPOFFER message or the DHCPOFFER message
from the prev i server} and extracts the server address from
the "gerver : opttion in the DHCPOFFER message. The time
over which the lient collects messages and the mechanism used Lo

select one DHCPR are

Droms
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implementation dependant.
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th
bt
o
[Ca]
m

yiaddr’
‘giaddr’
"giaddr’
' chaddr’

. .
Srniame

Tfile’
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Dynamnic Host

)
o
[on]

CEDISCOVER

Ll )

DHCRPINFORM

BOOTREQUEST
{(From "Assigned

=
OADCASTY
BROADCAS

if client

D D~ 3
O o o
e

3

o

O

@]
}..J
@
]
P
o]

adore
“”thlS,
indicated in
‘gname/file’
uVLLOL° otherwige
u_nu,:»ed

Lons, if
1n01hatrd in
‘aname/file”’

Lion; otherwise
unused

options

X

Standards

Configuration Protocol

DHCPREQUEST

SOOTREQ
Numbers“
(Hardware addresgs length

RFQ)

Maxrch

Kinl
W
-1

JEET BCOTREQUEST

in octets)

0 ¢

'xid’® from server selected by
DHCPOFFER messags alient

0 or seconds since c

DECE prc
Set ' BROADCAST’
flag if

cags gtarted

o)

alilent

requires broadcast

reply

0 or client’s
network addre
{BROUND,/RENEW/

7

b}

S
o)
<

f 1

07

address
DHCPRELEASE)

BIND)

/

client’sg hardware
address

if {unuged)

indicated in
lar 1c1“’1€)/ file’

up fol ]
unus CCi

of

TS,

aotherwiss

if {(unuged)

indicated in
’ gname/

Trac

file’

otherwige

N

{unused)
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Cption DHCPRISCOVER DRCP
DHCRPINFORM

MOST

Protacol

REQUEST

{(in

{DISCOVER) O”Lh“IlNL [oka (DHCPDECLINE] ,
MUST NOT ] ~-REROQOT) MUST NOT
(INFORM) MUSW NOT (in {(DHCPRELEASE)
BOUND or
RENEWING)
IP address lease time MAY MAY MUST NOT
{DISCCVER)
MIST NOT
{INFORM}
Ugse ‘file’/ sname’ fields MAY MAY MAY
DHCP message type DHCPRISCOVER/ DHCPREQUES DHCFDECLINE/
DHCPINFORM DHCPERELEASE
Client identifier MAY MAY MAY
Vendor class ntifiexr MAY MAY MUsT NCT
Server identifier MIJST NOT MUST (afte MIJST
SELF‘TTVF‘
MUST NOT (after
INIT-REBOOT,
BOUND, RENEWING
o REBINDING)
Parameter request list MAY MAY MUST NOW
Maximum message size MAY MAY MUST NOT
Message SHOULD NOT SHOULD NOT SHCOULD
S *,—Sva MAY MAY MUST NOT

MAY

8]

Table 5: Fields and options use
If the parameterg are accepta , the clie
the server that supplied the parameters fr
field and sends that address in the ‘ssrve
DHCPREQUEST broadcast message. Once the
gerver arrives, client is Lized
The DHCPREQUEST message contains the game
messags. The client records the lease expl
the time at which the original request was
leage from the DHCPACK message The
k onn the suggested address to ensure t

ady in use. For example, if the «lien
gupports ARP, the client may n ARP

reguest. When brecadcasting an ARP 1equ°3t

3

the c¢lient wmust £111 in ilts own hardware a

hardware addregg, and 0 as the gender’ 1P

confusing ARP cact in other hos on the
Droms Standards Trac
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DHCPACK mes

MOST NCT

d by DE

~ ey Y
regox

k.
om the ‘gerver

v didentifie

e §
X

eld

and moves

'yid' as
Lration time as the sum of
gent and the duration of
client SHOULD p a
hat the adgd

L 18 on
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for t
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game subnet

i
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DHCPDECLINE megg:

D291 AGRE]
U
T

aopears T
th
lie

st

o
replv to ann

-
A
ARF cache ant: no

4 .2 kn

! Initialization wi
The client begins in
messags. The client
‘requested IP add op
may reguest gpecific conf
parameter regquest list’
’TEiIl(l(Dr“ ransactiorn
Txid’ fleld The
computing the lease expilr
‘gerver 1chL;f1@V' in th
broada DHCPREQUE

x-\.u_»_
the gerver’ UDP por

W IST

regs

o

client

St
DHCP
DHCPACK message wi
DHCPREQUEST megs

“Lai1zeq and moves to
expiration time as the su
messags was sent and the
message.

4.4 .3 Initializatio

CPIN

ient
th

o=
SWRo0
regueast

client
client

plé

SHOL

<

The «lient
knows the
the limited
dirvected to

N
O

=
i

we a DE
client’s

nes

ACK

™

re
oY 4
SHOULD disp
yen SHOULD
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client MUST send a
SHOULD broadce
and clear any

o be in
e server.
ent’ 8 new
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uge, the
The ol
ip
elient”

ient
irentc

st an ARP
outaatmﬂ

3 o~
AQOYeEs

P
= & e -
=] 8 gulnet.

’2

own twork add

e8¢

REBCOT

ingert its

state and gends a DHCPRE
known network address
tion in the DHCPREQUEST message.
iguration paraweters by including the
cption. The client generates and records
and ingexr that ildentifid the
rmﬁordq local time for later use
atic ient MUST NOT include a
e megsage. The client then
hardware broadcast addre

a

P

fior [

B

Nl Rs ke

in

e s
88

o

m
i
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in thes
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records the

the DHCPFE }_QL*"‘m
from DHCPACK

th an "xid’
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of the time at
duration of the

matching that
any server,
client
which
lea
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g
se

signed network addres

153

()

o

a =]

b=

FORM meggage. The clie
ameters by including
generates and records
at identifier into the ‘xzid
addyx in the "ciaddr’

time parameters.

entc
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random

I

may

regus
arametea
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field.

o
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N
]
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P
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“leld matching
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The DHCP client broadcasts DHCPDISCOVER, DHCPREQUEST and DHCPINFORM
messagsas, unless 1i knows Lhe adc 1 > a DHCPF servexr. The
client unicasts messages to 1. Because the
client is declining the us plied by the server,
the client broadcast

Wt the DHCP client knows the address of a DHCP s er, in either
INIT or REBROOTING state, the client may use that address in the

DHCPDISCOVER or DHCPREQUEST rather than the IP broadcast address.
The client may also use unicast to send DHCPINFORM messages Lo a

known DHCOP server. I client receives no resgponse to DHCP
megsages sent to the IP edd regs of a known DHCP gerver, the DHCP
usi the I

client reve to g P ktoa ragst address.

4.4.5 Reacqul n and explraticn

A

The client maintains two times, Tl and T2, that specify the times at
which the Llent tyvies to axtend leagse on ite network address
Ti is the time at which the client enters tke RENEWING state and
attempts to contact the servvx that originally issued the client’s
network address. T2 ig the time at which the client enters the
RERBINDING sgtate and attempts to ronttact any sexver. Tl MUST be
eariier than T2, which, in turn, MUST ke earlier than the time at
which the client’s lease will expire.

.~
(=

Toe aveid the gneed for synchronized clecks, Tl and T2 are expressed in
optiong ag relative timeg [2]

At time T1 the nt moves o RENEWING state and
a DHCPREQUEST message to the server to extend its
sets the claddr’ field in the DHECPREQUEST to its
addresgg. The client records the local time at which the D}”D“LQU*"‘m
me ge ila sent for compufa“jon of the lease ezpiraticn s
client MIJS NOT include a 'server identifier’ in the DHCP
messags.

thUhOT

h an ‘xid’ that dees not matah
ient’s DHCPREQUEST message are silently leCQrdCd
When client receivag a DHCPACK from the sgerver, ths cli

QOmE the leage expiration time as the sum of the tiwme at which
the client Qent the DHCPREQUEST megsage and the duration of the leasge
in the DHCPACK message. The client hasz success cquired its
network address, returng to BOUND state and may continue network
processing.

Any DHCPACK messagess that arvive
the ‘xid’ of the cl

Droms Standards Track [Page 40}
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arrives bafﬁre time T2, the client moves Co REBINDING

(via broadcast) a DHCPREQUEST message to extend its

ient gets the ’C;addr’ field in the DhLPREQWLOi to its

client MUST NOT include a ‘agsrver
mesgsage.

Times T1 and T2 are configurable by the sexver through opticnms. T
defaultes to (0.5 * duraticn of lease). T2 defaults to (§.875 *
durat fan_of_lease)n Times T1 and T2 SHOULD be chosen with soms
random "fuzz! arco a fixed wvalue, to avoid gynchronization of
client re:

A client MAY choose to renew ov extend its lease prior to T1. The

server MAY choose to extend the < lease according to policy
sel by the network administrator. The server SHOULD return T1 and
T2, and their values SHOULD bp adijusted from their original values to

e

In bot

regponsge to its
of the remaining
i rermaind

~ake account

h

RENEWIN

ig

of

h -
Leas

e
w

G and REBINDING states, i1f the client
DI»?RF“UECT mes :

5

me remaining on the lease.

e

receives no
¢ the client SHOULD wait ons-half
time until T2 (in RENEWING state) and one-half of
& Time {in REBINDING state), down to a vimum of

60 seconds, before retransmitting the DHCPREQUEST message.

If the
moves

t

pvocesb

client

SHOULD
networ

k

addressg

}Q
[N
o

(e d. .,
T
AN
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and SHOULD notify the 1oca1

DHCPRELEASE

1

lease expires bef
o INIT S

o
st

that
continue
addresgsg

=

dees not

ol
ate, MUST immediats
ing and requ uvegts network ini
were g
allocating
network pr@ceSSLﬁq

e the c¢li

AT 3
T

=

If the
previous

it MUST NOT cord

client no longer reguires use of its assigned network address
the client

EASE me

gracefully shut down), the client sen
:ge to the server. Note that the correct
transm] of DHCPRELEASE
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Congiderations

DHCP is built directly on UDP and IP which are as vet inherently
insecure. Furthermore, DIHCP is generally intended to make
maintenancs of rer and/ s hostas easier. While perhaps
not impossible, configuring such hosts with passwords or keys may be
difficult and inccoovendient. Therefore, DHCP in its current form is
guite insecure.

Droms Standards Trac [Page 431

Ex. 3002

Monarch Networking Solutions LLC
EX 2003



RFC

38}
P

131 Dynamic He

.

st Configuration

Protacol Maxrch 18387

Such servers can

then e dLQ f 11f rmation te clients
such as inco or dupl*cabe IP addre g3, incorrect routing
information ding spocf routers, y, incorrect domain
namegserver addresses (such ag spoci nameservers), and 8o on.
Clearly, once this seed information is in placs, an attacker can
further compromise affected systems

Malicious DHCP clients could masguerads 1eqﬁtjmare slients and
retrieve information intended for tbomﬂ 1egi imate clients. Where
dynamic allocation of resources ig use malicious client could
claim all resources for itself, thereby denying regources to

legitimate cliesnts.
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Hogt Cont ration Parameter
IP-layer parameterg, per hosgt:
Be a router ocn/off HRC 3.1
Non—loca] source routing on/off HRC 3.3.5
Policy filters for
nﬁn—l cal source routing (list) HRC 3.3.5
Maxzimum reassembly size integex HRC 3.3.2
uefault TTL integer HRC 3.2.1.7
PMTU aging timeout integer MTT 6.8
MTU plateau takle (list) MTY 7
IP-laysr parameters, per interface:
IP address (address) HRC 2.3.1.4
Submnet mas (address mask) HRC 3.3.1.6
MTU integexr HRC 3.3.3
All-subnets-MTU on/off HEC 3.3.3
Breoadecast address flavor OxﬂuﬂJOO O/O0xFEFFFEFF  HRC 3.3.6
Perform magk discovery HRC 3.2.2.9
Be a mask supplier HRC 3.2.2.%
Perform router discovery kD 5.1
Router solicitation address D 5.1
Default routers, list of:
router address (address) HRC 3.3.1.8
preference level integer HRC 3.3.1.¢6
Static routes, list of:
destination {host/gubnet /neat) HRC 3.3.1.2
destination mask (add mask) HRC 3.2.1.2
£ cf-gervice HRC 3.3.1.2
first-hop router s) HRC 3.3.1.2
ignore redirects HRC 3.3.1.2
PMTO MTO 6.6
perform PMTU discovery MTT 6.6
Link-layer parameters, per intarface:
Trailers on/ott HEC 2.3.
ARP cache timeout ; HRC 2.3,
Ethernet encapsulation ( b 834’“ FC 1042) HRC 2.3.
TCP parameters, per host:
TTL integey HRC 4.2.2.19
leep-alive interval integexr HRC 4.2.32.¢
Keep-alive data size /1 HRC 4.2.3.6
v

M

MT Da*h MTU Discovery {(RFC 11%1, Propos
RD = Discova: {(RFC 1256, Proposed
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DHCP Cpticns and BOOTP Vendor Extensions
Status of this Memo
This RFC :cifies an I track protoccl for the
Internet community, and redg ion and suggestions for
improvements Please refer to the c_lrcnt edition of the "Internet
i al Protocol uLdLidEdF £ the standardization astate and status
of this protocol. Distributicn of this memo is unlimited.
Abgtract
& Dyoawmic § guration Protoccl (DHCP) [1] provides a
f ramework fﬂl pagging configuration information toc hosts on a TCP/IP
etwork Configuration parameters and other control information are
carried in tagged data items that are stored in the "ocptions® field
of the DHCF messags. The data items themselves are also zalled
"options. "
This document specifies “nﬁ current set of DHCP options.
document will be pericdically updated as cpticng are
Each superseding document will include the entire currven
valilid options.
All of the vendor infeormation extensicns defi in RFC 1487 (2] may
be uvsged as DHCPE options. The definitions given iﬂ RFC 1497 ars
inciuded in this document, which supersedes RFC 149%7. All of the
DHCP coptions definsd in i t i, exaspt for those =cific Lo
DHCP ag defined in section 9, may be used as BOOTP vendor wnfOLmat on
eztenaions.
Table of Contents
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1. Intreduction
This document gpecifies optiong for use with both the Dynamic Host
Ccnflgurat Protacol and the Bootsgtrap Protocol.
The full description of DHCP packet formats may be found in i
gspecification document [1], and the full descripticon cf BCOTP
formats may be found in 2 BCOOTP gpecification document [3]
document defines the format of information in the last field
packets (7o ) oand of BOOTP packets {(‘vend’). The
thisg section defines a generalized use of this area for g*”lug
information useful to a wide clasgs of wachines, opsrating systems and
configurations. Sites with a single DHCP cr BOOTP servar that is
shared among heterogeneous ts may choose to define other, site-
S fia ats e the u i ‘optiong’ field.
Section 2 of this mewno describsg the formats of DHCP opticns and
BCOTP wvendor extensions. Section 3 describes options definad in
praevicus documents for use with BOOTP {(all may also ke used with
DHCP) . Sections 4-8 define new options intended for use with both
DHCP and BOOTP. Section 9 defines options used only in DHCP.
References further describing nost of the @ptl@tb in
2-6 can be found in sgection 12. The use of the options defined in
secticn 9 is described in the DHCP specification {1}
Informaticn on registering new options is contalned in section 10.

2. BCOTP Extension/DHCP Cption Field Format
DHCP opticns have the same format as the BOOTP "vendor extensicns”
defined in RFC 1497 [2]. pric may be fixed length or varilable
length. All coptions begin wi tag octet, which uniguely
identifies the option. I opticong without data consist of
only a tag octet. Only options ¢ and 255 are fixed length. All
other coptiong are variable-length with a length octet following the
tag octet. The value of the length octet does not include the two
octets specifving the tag and length. The length octet iz folliowed
by "length"™ octets of data. In the case oi aome variable-le qL}
opticng the length fielid 1s a constant but must still be specified.
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Any opticons defined subsequent to this document should contain a
length octet even if the length is fixed cor zero.

in network byte-order.

firvat four octets of the vendor information
.o the "magilc cookie" (as suggested in RFC
iR

2d with

When ug BOCTP, the
field have been assigned

(= (L
ot

851} . This field identi g the mode in which the succeeding data is
to be interpreted. Thes value of the magic cockile ig the 4 octst
detted decimal 99.130.83.99% (cor hexadecimal number £3.82.%3.63) in
network byte order.

[}

v
J

oi the "vendor extengiong® defined in RFC are also DHCP

28 to 254 (decimal) are resgerved for site-specific

BO

Mary of wave theirx el-le cthexr
documents. In pa*tle*ar RFC 1122 specifies default values for

mest IP and TCP configuration parameters

7S]

RPFC 1497 Vendor Extensions

tensiong as defined in RFC 1497.

The pad option can be used to causs subsequent fields to align on
word boundaries.

The code for the pad cption is ¢, and its length is 1 octet.

Code
o N
o i
.} ______ +
Alexander & Droms [Page 3]
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3.2. End Option
The end option marks the end of valid information in the vendor
field. Subseqguent octets should be filled with pad options.
The code for the end cpticn ia 255, and its length i I octe
Code
I
| 255 |
dmmm
3.3. Subnst Mask
he subnet mask option specifies the client’s subnet mask ag per RFC
950 [5]
subnet mask and the router option are specified in a DHCP
o

e 1y en e
suonet

mask option MUST

The time offset field spead :
seconds from Coordinated Universal Tims
expregged as a signed 32-bit integer.
The code for the time offset copticn is
Code Len Time Cffset

B N e S B il T

[ 2 { 4 | nl | n2 | n3 | n4 |
g et pomm - Fmmm— - e et b

Alexander & Droms
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7

and its length is 4 octets
of the <lient’s subpet in

Ure) The offzet is
and its length is 4 octets.
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a iigt of IP addreggses for routers on the
]

The router option specifie
= listed in order of preference

client’s subnet. Router

The code for the router option is 3. radnd tength for the
router opt is 4 octets, and the length MUST always be a multiple
of 4.

Code Len Address 1 Address 2
S Y

[ 3 1 =n | a1} a2z | a3 i as | al | a2 |
S

3.6. Time Serxrver

m
U

f : e s a list of RFC 868 [6] ti
available to the c¢lient. Serverg SHOULD be listed in order o
- o

0]
o
-t (T
51
<
=
o

*or the time gerver cption 1 minimum 1en«cl
18 4 and the a mult
Cede Len Address 1 Address 2
I Fmmm P fom e PR e mm o PR b
[ 4 | o | al | a2 | a3} a4 | al | a2 |
it S it s Fo-m- - fmm it s Fo-m- - ¥ - -

7S]
~3

Name Server Opt

The name server option specifies a 1list of IEN 11& [7] name servers
available to the <client. Servers SHOULD bs listed in order o
preference

for the name server cpticon is 5. The minimum length for
prion is 4 octets, and the lesngth MUST always be a multiple of

Code Len Address 1 Address 2
- - - - ——— o - ] e - - ——— o - ] b -
[ 5 { o | al | a2 | a3 { a4 | al | a2 |
T fo - e o fom fo - e o ¥ -
Alexander & Droms [Page 5]
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3.8, Domain Name Server Opticn
The domain name server option gpecifies a list of Domain Name System
(ST 13, RFC 1035 [8]) name gervers availlable to the client. Sexvs
SHOULD be listed in order of preference.
The code for the domain name gserver option iz 6. The minimum length
for this cption 18 4 octets, and the length MUST alwavs be a multiple
of 4
Addreas 1 Address 2
et e e et +
| 6 | a2 | a3 |
o e S
3.9. Log Server COptiocn
The log server opt fies a list of MIT-LCE UDP log servers
availlable to the ¢ ervers SHOULD be listed in order of
pr =f9¢»rcen
Ths code £ b gerver option isg 7. The min
option is 4 octets, and the length MUST always be a m
Cede Len Address 1 Address 2
e o fom R t R o fom fo - b
[ 7 + o | al | a2 | a3 { as4 | al | a2 |
T fo - e o fom fo - e Fmmm— - ==
3.18. Cockie Server Opticn
The cockie server option specifies a list of RFC 8§85 [9] cookie
gervers avallable to the client Servers SHOULD be listed in ordevr
cof preference.
The code for the log server option 1s 8. The minimum length for this
option ig 4 octets, and ths length MUST alwavs be a multiple of 4
Code Len Address 1 Address 2
e e e i s s S e T
| 8 | =n | al | a2z | a3 | a4 | al | a2z |
R e e s s e T i
Alexander & Droms [Page 6]
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2.11. LPR Server Option
The LPR server option specifies a list of RFC 1179 [10] line printer
ervers avail bi? to the olient. Servers SHOULD be listed in order
of preference.
The code for the LPR server option is 9. The minimum length for this
option is 4 octets, and the length MUST always be a multiple of 4.
Code Len Address 1 Address 2
B e e e e e e e e e e e o e e e e b e e e
| ¢ | n | a1} a2 | a3 | as | al | a2 |
e e e e R R R
3.12. Impress Server Option
gspecifies a
Servers SHO J

The minimum length for

always be a multiple
Cede Len Address 1 Address 2
- - - - ——— o - ] e - - ——— o - ] b -
[ 10§ =n
it S it i
3.13. Resouras
This cption specifies a list of RFC 887 [11] Resource Location
gervers avallable to the client Servers SHOULD be listed in ordevr
cof preference.
The code for this option is 11. The mini cption
is 4 and the length MUST alwavys br
Co Len Address 1 Address 2
e e e i s s S e T
| 112 F n ] a1} az | a3 i a4 | al | az |
R e e s s e T i
Alexander & Droms [Page 7]
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3.14. Host Name Opticn

the name of the client. The name may or may
the local domain nams

Thiz option
not be qualilf

3]

i see agection 2.17 for the
preferr Fd way to rehrievm the domain name). Sees RFC 1035 for

charad

The code for this coption is 12, and its minimum length is 1.

Code Len Hogt Name

B T e B it T A e S
[ 12f n | Ri |} nz | k3| hd4 | B3| hné

..{_ — e e - ,E. - - e - + B A ..{_ — e e - ,E. - - e - + B A ..{_ -

3.15. Boot File Size Option

uotvb blocks of the default

boot image for the client The .gth is specified as an
ungigned 16-bit integer

The cocde for this option is 13, and its length is 2.

Code Len File Size
..{_ — e e - ,E. - - e - + B A ..{_
[ 12 1F 2 | 11} 12 |

3.16. Merit Dump File

Thig option specifies the path-nams of a file to which the client’
core image should be dumped in the event the client crashe
path is formatted as a character string consisting of characters from

NVT ASCIT character get.

m
=
oy
D

The code for this is 1
Len
e T
| 41 a | 9 m
e e e
Alexander & Droms [Page 8]
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3.17. Domain Name

domain name that client should use when

Domain Name System.

The cocde for thisg

is 15. Its minimum length is 1.

Code Len Domain Name
,.{. — e em e = .E. _— e em e— .!, S + — e - ,.{. — e em e = .E. _— e em e— .!, ——
n | 41 |

.!, S + — e - ,.{. — e em e = .E. _— e em e— .!, S + — e - ,.{. S

)
w

3.18. Swap Server

-+
H

Thig specifies the IP address of the client’s swap server.

The code for this length is 4.

Caode Len Swe

| 16 n | al
+ B A ..{_ —— e e ,E. - -

2.19. Root Path

Thig option specifies the path-nams that contains the client’s root
disk. The path is formatted as a character string consi
3] er get.

The code for thisg option ig 17. Itg minimum length is 1.

Code Len Root Digk Pathname
+ B A ..{. — e e - ,E. - - e - + B A ..{. -
[ a7 n | =nl n2 | n3

B ST H I T A e T

-4
o
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3.20. Bxtensiong Path

n

information whi

venoqv»mxtension
ezceptions:

string to specify a file, retrievable via TFTP, which conta
1 can be interpreted in f game way as ths
field w1thln the BOOTP regponse, with the following

- the length of the file is unconstrained;
- all references to Tag 18 {i.e., lostances of the

QOOTP E/tans ong Path field) within the file are
ionored

The code for this is 18. Its length ia 1.

Code Len Extensiong Pathname

R e e T e T il el

| 184 o | nl | n2 | n3 | n4 |

T s e e e N i S
4 per Host

opticns that the ation of the IP

1a"él on a pe‘—host basis.

4.1, IP Forwarding Enable/Disable Cption
opticon specifies whether the client should conflqu its IP
- packst forwarding. A value of 0 wmeans disable IP
ing, and a value of 1 means enable IP forwarding.

The code for this opticn is 19, and its length is 1.

Len Value

————— e

L] o/ |

————— R i
Alexander & Droms [Page 10}
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datagrams with non-local source routes
for a discussion of this topic). A value
of 0 means disallow forwarding of such datagrams, and a value 1

means allow forwarding.

The code for this option s 20, and its length is 1.

Len Value

it

0O

g
i)

i
-+

4.3. Poli

a
i
i.

’..J
ot
]
[
O
8]
ot
'_!
9]
3

This option for non-local =
The f3 na] 1i and ma
degtinaticn/mazk pairs with which to filter incoming sgource routes.

v

Any scurce routed datagram whose naxt-hop addregs does not b
Y b

of the filters should be discarded by the client.

See [4] for further information.

The code for this opticn is 21. The minimum length of this option is
g, and the length MUST be a multiple of &.

IS

Caode Len Address 1 Mask 1
S R
|21 | Poa2 | a3 | |
+ B A ,_{_ — e em e = ,E. _— e em e— + B A ..{. — e em e = ,E. _— e em e— + B A ..{.

Address 2 Masgk 2
..{. _——— e = ,E. - e + I ) ..{. — e em e = ,E. _— e em e— + B A ..{. [ESp——

a2 | a3

W
=
Qi
s
=
=
=3
[¥%)
=3
s
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i
NN

Maximum Datagram Reassembly Size

This option specifies the maximum size
ghould be prepared to x =mble. The s=Te:
ungigned integer. The minimum value legal value is 576.

S

The ccode for this option is 22, and its length is 2.

Code Len Size

This opticon specifies the default time-to-live that the client should
use on outgoing datagrams. The TTL ia specified as an octet with a

&
c)(‘n

value betweean nd QSS

The code for this option ls 23, and its length is 1.

S

This option spe the timeout (in secon ndg) to use when aging Path
; .

} { u
o
y
o R

MTU values di red by the mechanism defined in RFC 1121 [12]. The
timeout 1is specified as a 32-bit un81gned ilteger_

The code

and its length is 4.

Code Len Timeout

fmmm - fem - do-m - fome- - fmmm - fem - +
| 24 % 4 | w1} =tz £3 | 4 |
R e e T T s &
Alexander & Droms [Page
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4.7. Path MTU Plateau Table Cption

This option spec
Path MTU D e
a ligt of
The minimum M

ifies a table of MTU gsizes to use when performing

Y ; 1121. The table is formatted as
i 2 rdered from smallest to largest
U value cannot be vmaiLe. than 68.

0]

The code for this coption is 2%. Its minimum length is 2, and the
length MUST be a multiple of 2.

N

|
+ -t
R

5]

IP Layer Parameters per Interface

5
Q
(D

ot
p.x .
bt

Thig gection

layer on a pe"—iﬁth

that affect the operation of the IP

Tt is exy that a client can

ja}

issve multiple reqguests, one ) *nrevface in order to configure
interfaces with their gpecific parameters
5.1. Interface MTU Option
this interface. The MTU is

The minimum legal value

The code for this option is 26, and its length is 2
Code Len MTU
i Fo---- et fo---- +
| 26 f 2 | wl | mz |
et fo---- i Fo---- +
Alexander & Droms [Page i
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5.2. All BSubnets are Local Option
This option speci whether or not the client may assume that all
subnets of the IP network to which the client is connected use the
same MTU as the subnet of that network to which the client is
directly connected A value of 1 subnets
the same MIT. A value of 0 means i ient should assume
gsome subnets of the directly connec ed network may have

The code for this option is 27, and its length is 1.

Code Len Value
B it (e
| 27 F 1 | o/1
.} —————— Fm - ——— i _______ i.
5.3. Br Address

cadoast Option

Thig option sp A the broadcast address in use on tb? client’s
subnet Legal e for broadcast addressesg arve gspecified in

The code for this cption is 28, and its length is 4.
Code Len roadca Address

e fm o S it i +

[ 281 4 | bl i k2| b3 | b4 |

o b - - - ——— o - ] +

5.4. Perform

This cption specifies whether or not the client should pe“forr su

mask discovery uveing ICMP. A wvalus of § indicates that thes clier
should not perform mask discovery. A value of 1 means that the
client should perform mask discovery.

The code for this aoption isg 29, and its length ia 1

Code Len Value
B i S
| 29 | 1 | o/1 |
B S S
Alexander & Droms [Pa

Ex. 3002

bnet
nt

Monarch Networking Solutions LLC

EX 2004



W0
[9x)

RFC 1533 DHCP Options and BOOTP Vendor Extansions setoher 19
£.5. Mask Supplier Option

This option speci whether or not the client should respond to
A £ 0 indicates that the

1fie t
subnet wmask reqguests using ICMP. A value of
client should not respond. A value of 1 means that the client should

respond.

~ .

The code for this coption ig 30, and its length is

|-

R
[ 301 1 | o/1 1
R T T

5.6. Perform Router Digcovery Optio

. fies whether or not the client should golicit
S

routers usin g the Router Dis SCOVery mﬁckad am defined

(131 A value of 0 indicates that the client should K :

router discovery. A value of 1 means that the client should perform
router discovery.

The code for this coption is 31, and its length is

5.7. Router Sclicitation Addresss Option

This cption specifies the address to which the client should transmit

router solicitation reguests.

The code for this

Lien \ddress
R T e e e e
| 321t 4 | ar i a2 | az | a4 |
R i e e SR

U

roms

Ex. 3002 Monarch Networking Solutions LLC
EX 2004



W0

1533 DHCP Opuions and BOOTP Verkior Extensions setoher 19

Static Route Option

static routes that the client should
multiple routes to the same

re listed in descending order of

Thig cption
wgtall in
destination
priority.

The routes consist of a list of IP address pairs. The first address
is the degtination address, and the gecond address ig the routsr for
the degtination.

The default route {(0.0.0.0) is an illegal destination for a static
route. See gecticn 3.5 for information about the rout option.

The ceode for this option isg 33. The minimum length of thisg coption is
8, and the length MUST be a multiple of 8.
Code Len estination 1 Router 1
dmmm - o fom fo - e o fm o S it i +
42 ) &3} d4 ] w1 i x2 | r3 i x4 |
————— i e e e e S
2 Router 2
————— i e e e
a4 | r1 | | 3 | x4 |
————— i B e e
Link Layer Parameters per Interface
t4on 1;sts bqe op affect the operation of the data

This cpnlon specif;es whether or not the client should negotiate the
£ 2xa (RFC 893 [141) when using tle ARP protacol. A value

of 0 indicates that the client should not attempt to use trailers.

value of 1 means that the jent should aiL mpt to uge trailers

The code for this opt is 34, and its length is 1.

Code Len Value
T
| 3¢ ] 1 | o/1 ]
R e e &
lexander & Droms [Page 16]
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§.2. ARP Cache Timeocut Option
This option specifies the timeout in seconds for ARP
The time ig specified as a 32-bit unsigned integer.
The cocde for thisg is 35, and its leng is 4.
Code Len Time
R e e e S e A
| 251 4 | w1} 2| &3} te ]
R e e e S
.3, Ethernet Encapsulat Cption
Thig option specifies whether or not the «<li
Version 2 (RFC 89%4 [15]}) or IEEE 802.3 (RFC 1042
i interface is an Ethernet. A lue of
should use RFC 8%4 encapsulation. A va
should use RFC 1042 encapsulation.
The code for this option is 36, and its length is I
7

the options

¥ on A& per erface basis
7.1. TCP Default TTL Option

T

18 1o

paecifies
segments.
radncimam

the Al
The

valus

Th de
sending

integer.

option
TCP
The

|

is

. KD
The code for this op is 37,
Code Len T
ok TR SIS
| 371 1 | oo
B e e e
Alexander & Droms
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7.2, TCP Keepalive Interval Option
This option specifies the interval (in seconds) that the client TCP
should wait before sending a keepalive message on a TCP connection.
The time is specified as a 32-bit unsigned integer. A value of zero
indicates that i uld not generate keepalive messagss on
connections ly requested by an application.
The code for this option ls 38, and its length is 4.
Time
et + Fo---- et fo---- +
| 38 | b2 | 23§ t4 ]
o e T
7.3. TCP Keepalive Garbages Option
This option speci the whether or not the client should send TCP
kespalive messages with a occtet of garbage for compatibility with
older implementations. A valus of ¢ indicates that a garbage actet
should not be sent. A value of 1 indicates that a garbage octet
1d be sent.
The code for this ig 39, and itg length ig 1
Code Len Value
R e e et
| 394 1 | o/1 |
e e
&. Applicatiocn and Service Parameters
some miscellanesous options to configure
tions and services.
8. Service Domain Cption
This option spe ¢ NIS [17] domain. The
demain is forma at ract onagigting of characters
from the NVT AS Cll character set
The code for this opticn is 40. Its minimum length is 1

Droms
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&.2. Network Information Servers Opticn
This option speci a list of IP addresses indicating NIS servers
availlable to the Servers SHOULD be listed in order of
preference.
The ccde for thisg coption isg 41 Tts minimum length is 4, and the
length MUST be a multiple of 4.
Code Len Address 1 Address 2
B e e e e e e e e e e e o e e e e b e e e
[ 411 =n | a1l | a2z | a3 i as | al | a2 |
..{_ —— e e ,E. — e + B ..{_ —— e e E — e + B A ..{_ -
8.3 . Network Time Protocel Servers Option
This cpticn specifies a list of IP addresses indicat
gservers avallable to the client Servers SHOULD be
of preference
The code for this option Yte minimum length is 4, and the
length MUST be a multiple
Code Len Address 1 Address 2
i Fo---- et fo---- i Fo---- et fo---- +--
| 42 f n | a1} a2z | a3 | a4 | al | az |
R e e s s e T i
8.4. Vendor Specific Information
Thi used by clients and servers to exchange vendor-
spe mation The information is an cpague object of n
octets, mably ”nterpr ’ cecific aode on the clients
and serve The definition t rmation is vendor specif
The vendor ig indicated 1n the class-identifier option. ervers ot
equipped to interpret the vendor-specific information sent by a
client MUST ignore it {(although it may be reported). Mltenis which
do not receive degired vendor-specific information SHO make an
attempt to operate without it, althe th they may do so (and announce
they are doing so) in a degraded mode
1f a3 vendor potentially encodes more than one item of information in
this cpticn, then the vendor SHOULD encode the option using
"Encapsulated vends i as described below:
The Enoaps specific cptions field SHOULD ke encoded as a
sequence of Fae/lepgth,ialue fields of identical syntax to the DHCP
options the following exceptions:
Alexander & Droms [Pa 191

Ex. 3002

Monarch Networking Solutions LLC
EX 2004



RFC 1533 DHCP Options and BOOTP Vendor Extansions

!
[of)

1) There SHOULD NOT be a "magi
vendor-apecific extensions

Codeg other than 0 or 255 MAY be redsfined

N

the encapsulated vendor-specific extensions
conform to the tag-length-value gyntax defined in

G

sncapsula

2

informatiocn

e »L ]’

the

icloging vendor-gp

end of the encapsulated vendor-specific exten

The cocde for this option is 43 and its minimum length

Code Len Vendor-specific information
o B o ] e - - - -
| 43§ n | 41} iz |
- - - - ——— o - ] T
When encapsulated vendor-specifi T pi g are
information bytes 1-n have ormat s
Cox Len Data
i Fo---- et fo---- i
| T1 4 =n | a1} dz |
P
8.5. NetBIOS over TCP/IP Name Server Option

The NetBICS name gerver (NBNS) option spe
1001/1002 [19] [20] NBNS name gerverg 1i

The code for this cption is 44. The minimum length o
alwave b= a nmultiple ]

4 octets, and the

Len 1 Ad
B T e T S H O e e
44 F o | al i a2 | a3} a4 | bl | b2 |
B S i T S S O i s S
Alexander & Droms

0]

4}

Code 25% (EBND}, if present, sgignifiesg the end
ted vendor extensgiocns, not the and of
extensicons field. If no code 2535 is present,

1

[»1)

I E——

[l
=

encapsulated

within

the

A e
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08 over TCP/IP Dat am Distributicn Sexrver Option

The NetBICS datagram distribution server (NBDD) op es a

i RFC ]wOlf.OO? NBDD servers listed in crdex ce. The
or thi ﬂp ionn iz 45. The minimum length of the option is 4
and t ' must alwavs be a mul ]
Len Address 1
e e e e e e e e e
n | a1} a2 | a3z | a4 | b1

e i Sl e i Sl I & it
0S8 over TCP/IP Node Typs= Option

a 51ngie actet
Value No Type
Ox1 B-niode
Cx2 P-node
0x4 M-nods
0x8 H-node
In the above chart, the nctation 70x’
(hexadscimal) .
The de for this option isg 4§ The
1.
Len Node Type
——————————— +
above |
——————————— +

Ex. 3002
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length

Cype opfiﬁﬂ allows NetBIOCS over
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eEC

whii

ick

ndicates a

TCP/IP alien
ribed in RFC 1001/1002. The
identifies the client type

number in bage-16

of thig option is always
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&.8. NetBIOS over TCP/IP Scope O

6]
P
L.
o

The NetBIOS scope option gpscifies the NetBIOS over TCP/IP scope
parameter for the client eci 2 in RFC 1001/1002. Ses [19]

{201, and {8} for character-get restrictiocns.

S

The code for this option is 47.

= minimum length of this option is

e e e e i e
[ 47 =n | e1 | 82 | a3 CE
T e e T e SRR S

8.3. X Window System Font Server Option

et of X Window System [21] Font servers
arvers SHOULD be listed in order of

The code for this opticon is 48. The minimum length of this option is

4 ocotets, and the length MUST be & multipls of 4.

Code Len Address 1 Address 2

o

sy

w

et
o ot

Qs

N
Do

o

w

—
o ot

Qs

N

T N

8.10. X Window System Display Manager Option

153

This option specifies a list of IP addresses of systems that are
ing the X Window System Display Manager and are available to the

Address ated in orvder of preference.

The code for the this option is 49. The mindimum length of this option

is 4, and the length MUST be a multiple of 4.

Code Len Addregs 1 Addregs 2

e S S etk et S e
49 n | al } a2 | a3z | a4 | a1l | a2 |
e e T T A ek S
Alexander & Droms [Page 221
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This section details the options that are specific to DHCP.

ﬁ

l‘

9.1. Reguested IP Address

This option is used in a client regquest (DHCPDISCOVER) to allow the
client to reguest that a particular IP address be assigned.
The code for this option is 50, and its length is 4.

Code Len Addregs

o E e T k. bl T
| 50 i 4 | al i a2 | a3 | a4 |
o dom o R et pom - dom o +

9.2. IP Address

Thig option is usged in a olient reguest (DHCPDISCOVEERE or DHOPREQUEST)
te allow the client to reguest a lease time for the IP address. TIo a
servex reply {(DHCPOFFER}, a DHCP server uses this option to specify
lease time it Wi 11 ing to off

The time is in units of seconds, and as a 32-bit

unsigned integer.

The code for this opticn is 51, and its length is 4.

Code Len Leagse Time

- o e R bmm - o +
[ 512 % 4 | twi | t2 | ©3 | t4 ]
R Fem Fom- - o= R Fem +

9.3. Option Cverload

T

his option is used to indicate that the DHCP "gname” or "file®
ids are belng overloaded by using them to carry DHCP options. &

P gerver inserts this copticon i1f the returned parameters will

ced the usual space allot for options.

1

f ion is present, the client interprets the specifi
additional fields after it concludes interpretation of the standard
e .

egal values

[l

The code for this cption isg 52, and its length is 1.
for this option are:

Alexander & Droms [Page 23]
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Value Meaning
1 "file"
2 "gname” T U Kol sle) 0
3 fields are used to hold optiocons
Code Len Value
et fo---- i +
| 52 F 1 |i/2/3]
i Fo---- et +
9.4. DHCP Message Type
This option is used to convey the type of the DHCP message. The code
for this cpticon 1s 53, and its length is 1 Legal values for this
ocption are:
Value Message
1 DHCPDISCOVER
2 DHCPOFEFER
3 DHCPREQUEST
4 DHCPDECLINE
5 DHCRACK
5 DHCPNAK
7 DHCPHERELEASE
Code Len Type
e e
| os3 1 ] 1-7 |
R e e et
9.5, Server Identifiex
This opticn is used in DHCPOFFER and DHCPREQUEST messages, and may
opticnally be included in the DHCPACK and DHCPNAK messages. DHCP
gervers include option i ! DHCPOFFER in order to allow the
client to distinguish between offers. DHCP clients indicate
which of several leage offer ing accepted by including this
option in a DHCPREQUEST mesgsa
The identifier is the IP address of the selected server
Alexander & Droms [Page 24]
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The code for this cption is 54, and its length is 4.

Code Len Address

to--- - o Fo-— L bom - o +
[ 54 % 4 | al | a2 | a3 | a4 |
Fo-— L bom - o Fo-— L t

9.6. Parameter Request List

]
o}

This cption is used by a DHCP client to request values for specifi

configuration parameters. The list of regquested parvameters is

specified as n octets, where each octet is a valid DHCP option code
ag defined in this document.

The client MAY liast the opticns in order of preferesnce. The DHCP
server is not reguired to return the opticns in the reguested order,
t th e

but MUST try to insert the reguested cpticns in ¢
by the client.

The code for this option ls 55. Its minimum length is 1.

This option is used by a DHCP server to provide an error message to a
DHCP client in a DHCPNAK mes in the event of a failure. A client
may use this option in a DHCPDE
client deciined the cffered parameters. T
octets of NVT ASCI which i client
available output device.

CLINE message to indicate the why the

v}

congists of n
onarn

The code for this option is 56 and its minimum length is 1.

Code Len Text
o B o ] e - - - -
56 f n | <1} e2
- - - - ——— o - ] T
Alexander & Droms [Page 25]
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9.8. Maximum DHCP Mesgage Size

This option specifies the maximum DHCP message that it is
willing to accept. The length is specified as an unsigned 16-bit
integer. A client may use the P message size option in

DECPDIQ or DHCPREQUEST megsa it should not use the cpticon
in Df LINE messages.

The code for this option ls 57, and its length is 2. The minimum
legal wvalue 1is 578 octets.

Code Len Length

,.{. — e e - .E. - - e - + B A ,.{.
| s7 % 2 | 11} 1z |
- o e R b

9.9. Renewal (T1) Time Value

] ies the time interval from address assignment until
the cliﬁnt trangitiona to the RENEWING state.

saconds, and is specified as a 32-bit

i > 3
unsigned integer.

itg length ig 4.

o7

The code for this option 1s 58,

Code Len [1 Interval
Fo-— L bom - o Fo-— L t
| 58 4 | 1} tz | w3} t4 |
to--- - o Fo-— L bom - o +

9.10. Rebinding (T2) Time Value

Thig opticon specifies the time interval from address assignment until
Lient trangitions to the REBINDING state.

- -
the <

o

¢ units of gsconds, and is apecified as a 32-bit
ungigned integer.

The ccode for this option is 59, and its length is 4.

Code Len T2 Interval
Ao it e b et it 2
ST S HE o A R e I v T R o
- f----- fo---- Fom--- - f----- +
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9.11. Class-identifier

This option is used by DHCP clients
and configuration of a DHCE qifor
octets, interﬁreted by Vendors i sites may choose to

define Xl s Lo particular configuration
or Pthcr ;Jt*fication information

ntify the fype
is

client. For example, the
1dcnt;f1e" may encode the client’s configuration Sexrvers
not equipped to interpret the Lass information sent by a

client MUST ignore it {(although it maf be reported).

The code for this coption ig 60, and its minimum length is 1.

Code Len Clagg-Identifier

- - - ——— o - ] T

| 60 { =n | 411} 12 |

B B o ] e - - - -
9.12. entdi

This cption is used by DHCP clients to specify their unigue
identifier. THCP rvers usge this value to index theilir database of
address bindings. This value is expected to be unigue for all
clients in an administrative domain.

Identifiers consist of a type-valus pair, similar to the
It is
and hardware
for hardware

fined in [22].

The cocde for this option is 61, and its minimum length is 2.

Code Lery Type Client-Identifier
..{_ —— e e ,E. — e + B A ..{_ —— e e ,E. -

| 61} =n | w1 | 41 ] di2 |

+ B A ..{_ —— e e ,E. — e + B

Additional generic data fislds wmay be regi by contacting:
Intarnet Numbers Authority (IANA)
Usc/Inf .atiqﬂ Sciences Institute
4676 Admiralty Way
Marina del Rey, Californla 90232-46695
or by ag: lana@isi.edu
Alexander & Droms [Page 27]
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field will typilcally contain a hardware type
this is not reguired. Current legal values
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Implementation specific use of undefined generic types (those in the
range 61- 127) may conflict with other JﬂplwﬂEHLd' ong, and
registration is reguired.
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