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Exhibit A -- CHART FOR U.S. PATENT NO. 7,302,708 (“‘708 Patent”) 

 
Accused Instrumentalities: Cisco’s products, including at least each of the following security appliances and software infringe at 
least Claims 1-2 and 9-11: Cisco Secure Web Application Firewall (WAF), Secure Application Delivery Controller Alteon, and 
Virtual ADC (vADC), Cisco Firepower 4100 series and 9300 appliances, Cisco SecureX, Cisco Firepower version 8.13 and newer.  
The infringement chart below is based on the Cisco’s Secure Web Application Firewall (“Cisco WAF”) running on Cisco appliances 
such as Cisco Secure Application Delivery Controller, which is exemplary of the infringement of the ‘708 Patent.  
 

Claims  Cisco WAF 

[1pre] A method 
for secure access to 
a computer system, 
comprising the 
steps of: 
  

To the extent the preamble is deemed limiting, Cisco WAF performs a method for secure access to a computer 
system. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
 



 2 

 
See, e.g., Cisco Secure DDoS available at 
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-ddos-services.pdf  
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
 

 
See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 

 
[1a] receiving in 
said computer 
system a request 
from an entity with 
a predetermined 
access level for 
access to a first 
base node 
representing at 
least one of an 
information type 
and a computer 
system function; 

Cisco WAF receives in said computer system a request from an entity with a predetermined access level for 
access to a first base node representing at least one of an information type and a computer system function. 
 

 
See, e.g., https://www.radware.com/partners/cisco-waf-bot/ 
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 1. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 2. 
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See e.g., https://www.cisco.com/c/en/us/products/collateral/security/ddos-5steps-protect-organization-so.html  
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 150. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 171. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 173. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 174. 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 36. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 37. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 137. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
 
 

[1b] determining if 
said access request 
completes a 
prohibited 
temporal access 
pattern for said 
entity; 
 
 
 
 
 

Cisco WAF determines if said access request completes a prohibited temporal access pattern for said entity. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
 

 
See, e.g., https://blog.radware.com/security/2019/06/idba-a-patented-bot-detection-technology/  
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
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See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
 

 

See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 112. 

 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 36. 
 



 21 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 37. 

 

 
[1c] comparing a 
minimum access 
level established 
for said first base 
node to said 
predetermined 
access level; 
 
 

Cisco WAF compares a minimum access level established for said first base node to said predetermined 
access level. 
 

 
See, e.g., https://www.radware.com/partners/cisco-waf-bot/ 
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
 
 



 23 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 147. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 150. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 171. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 173. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 174. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 108. 
 
 

[1d] granting said 
access request only 
if it does not 
complete a 
prohibited 
temporal access 
pattern for said 
entity, and said 
minimum access 
level for said first 
base node does not 
exceed said 
predetermined 
access level; and 
 
 

Cisco WAF grants said access request only if it does not complete a prohibited temporal access pattern for 
said entity, and said minimum access level for said first base node does not exceed said predetermined access 
level. 
 

 
See, e.g., https://www.radware.com/partners/cisco-waf-bot/  
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 147. 
 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
 

 
See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 112. 

 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 36. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 37. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 323. 
 

[1e] denying said 
request if said 
access request 
completes a 
prohibited 

Cisco WAF denying said request if said access request completes a prohibited temporal access pattern for said 
entity. 
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temporal access 
pattern for said 
entity. 
 
  

See, e.g., https://www.radware.com/partners/cisco-waf-bot/ 
 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 6. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 

 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 147. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 144.  
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 112. 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 137. 
 

2. The method 
according to claim 
1, further 
comprising the step 
of denying said 
request if said 
minimum access 
level for said first 

Cisco WAF performs the method as recited in claim1 and comprises the step of denying said request if said 
minimum access level for said first base node exceeds said predetermined access level for said entity. 
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base node exceeds 
said predetermined 
access level for 
said entity. 
 
 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 6. 
 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 3. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 2. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 150. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 171. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 173. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 174. 
 

9. A method for 
restricting access to 
a computer system 
having a plurality 
of logical base 
nodes representing 
at least one of an 
information type 
and a computer 
system function, 
and a plurality of 
higher-level nodes 
arranged together 
with said base 
nodes in the form 
of a tree hierarchy, 
comprising the 
steps of: 

Cisco WAF performs a method for restricting access to a computer system having a plurality of logical base 
nodes representing at least one of an information type and a computer system function, and a plurality of 
higher-level nodes arranged together with said base nodes in the form of a tree hierarchy.  
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See, e.g., https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/sdc-aci-radware.html  

 
https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 1. 
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-adc-alteon-ds.pdf at p. 4.  
 

 
https://blogs.cisco.com/datacenter/cisco-secure-adc-and-secure-adc-multicloud-application-performance-in-a-
cloud-first-world  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 2. 
 
 

 
See, e.g., Cisco Secure DDoS available at 
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-ddos-services.pdf  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
 

 
See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
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See e.g., https://www.cisco.com/c/en/us/products/collateral/security/ddos-5steps-protect-organization-so.html  
 
 

receiving in said 
computer system a 
request from an 
entity with a 
predetermined 
access level for 
access to a first 
base node; 

Cisco WAF receives in said computer system a request from an entity with a predetermined access level for 
access to a first base node.  
 
See supra claim element [1a]. 

determining if said 
access request 
completes a 
prohibited 
temporal access 
pattern for said 
entity; 
 
 

Cisco WAF determines if said access request completes a prohibited temporal access pattern for said entity.  
 
See supra claim element [1b]. 
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comparing a 
minimum access 
level established 
for said first base 
node to said 
predetermined 
access level; 

Cisco WAF compares a minimum access level established for said first base node to said predetermined 
access level. 
 
See supra claim element [1c]. 

granting said 
access request only 
if it does not 
complete a 
prohibited 
temporal access 
pattern for said 
entity, and said 
minimum access 
level for said first 
base node does not 
exceed said 
predetermined 
access level; and 

Cisco WAF grants said access request only if it does not complete a prohibited temporal access pattern for 
said entity, and said minimum access level for said first base node does not exceed said predetermined access 
level. 
 
See supra claim element [1d]. 

denying said 
request if said 
access request 
completes a 
prohibited 
temporal access 
pattern for said 
entity. 

Cisco WAF denies said request if said access request completes a prohibited temporal access pattern for said 
entity.  
 
See supra claim element [1e]. 

10. A secure 
computer system 
comprising: 

Cisco Secure Application Delivery Controller (ADC) includes a secure computer system.  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-adc-alteon-ds.pdf at p. 4.  
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-adc-alteon-ds.pdf at p. 6. 
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See, e.g., Cisco Secure DDoS available at 
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-ddos-services.pdf  
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-
742474.html  
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a plurality of 
logical base nodes 
representing at 
least one of an 
information type 
and a computer 
system function; 

Cisco ADC includes a plurality of logical base nodes representing at least one of an information type and a 
computer system function.  
 

 
See, e.g., https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/sdc-aci-radware.html  
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https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 1. 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 2. 
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See e.g., https://www.cisco.com/c/en/us/products/collateral/security/ddos-5steps-protect-organization-so.html  
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See, e.g., https://blogs.cisco.com/datacenter/cisco-secure-adc-and-secure-adc-multicloud-application-
performance-in-a-cloud-first-world  
 

a computer system 
interface capable of 
receiving a request 
from an entity with 
a predetermined 

Cisco ADC includes a computer system interface capable of receiving a request from an entity with a 
predetermined access level for access to a first base node.  
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access level for 
access to a first 
base node; 

 
See e.g., https://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-
infrastructure/aci-secure-adc-design-guide.html  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-adc-alteon-ds.pdf at p. 4.  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-
742474.html 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/firepower-4100-series/datasheet-c78-
742474.html 
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a temporal access 
table; 

Cisco ADC includes a temporal access table. 
 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 3. 
 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 4. 
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See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 5. 
 

 
 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 6. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
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See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
 

 

See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 
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processing means 
programmed for 
comparing said 
access request to 
said temporal 
access table to 
determine if said 
access request 
completes a 
prohibited 
temporal access 
pattern for said 
entity, and for 
comparing a 
minimum access 
level established 
for said first base 
node to said 
predetermined 
access level; and 

Cisco ADC includes processing means programmed for comparing said access request to said temporal access 
table to determine if said access request completes a prohibited temporal access pattern for said entity, and for 
comparing a minimum access level established for said first base node to said predetermined access level.  
 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
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See, e.g., https://blog.radware.com/security/2019/06/idba-a-patented-bot-detection-technology/ 
 
 

 
See, e.g., https://www.radware.com/partners/cisco-waf-bot/ 
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
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See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
 

 

See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 112. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 147. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 150. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 171. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 173. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 174. 
 
 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 36. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 37. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 137. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 
 



 77 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
 
 

wherein said 
processing means 
denies said request 
if said access 
request completes a 
prohibited 
temporal access 
pattern for said 
entity and grants 
said access request 
only if it does not 
complete a 

In Cisco ADC, said processing means denies said request if said access request completes a prohibited 
temporal access pattern for said entity and grants said access request only if it does not complete a prohibited 
temporal access pattern for said entity, and said minimum access level for said first base node does not exceed 
said predetermined access level.  
 

 
See, e.g., https://www.radware.com/partners/cisco-waf-bot/ 
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prohibited 
temporal access 
pattern for said 
entity, and said 
minimum access 
level for said first 
base node does not 
exceed said 
predetermined 
access level. 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 6. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 111. 

 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 146. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 147. 
 

 
See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 144.  
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 112. 

 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/secure-ddos-protect-aag.html  
 

 
See e.g.,  https://www.cisco.com/c/en/us/products/security/secure-ddos-protection/index.html#~why-cisco  
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 36. 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 37. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 138. 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 139. 
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See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 140. 
 

 
See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 323. 
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11. The secure 
computer system 
according to claim 
10, wherein said 
processing means 
denies said request 
if said minimum 
access level for 
said first base node 
exceeds said 
predetermined 
access level for 
said entity. 

Cisco ADC includes system as recited in claim 10, wherein said processing means denies said request if said 
minimum access level for said first base node exceeds said predetermined access level for said entity. 
 
 

 
See, e.g., https://www.radwarebotmanager.com/web/wp-content/uploads/IDBA_WP.pdf at p. 6. 
 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf  
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See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 3. 
 

 
See, e.g., https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf at p. 2. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 150. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 171. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 173. 
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See, e.g., See e.g., Radware DefensePro DDoS Mitigation User Guide Software Version 8.13.01. 
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/fxos/radware/DPforCiscoFP_8_13_01_UG.pdf 
at p. 174. 
 

 
 


