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Packet Chunking for File Detection
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Abstract— Network-based intrusion detection and data leakage
prevention systems inspect packets to detect if critical files such as
malware or confidential documents are transferred. However, this
kind of detection requires heavy computing resources in reassem-
bling packets and only well-known protocols can be interpreted.
Besides, finding similar files from a storage requires pairwise
comparisons. In this paper, we present a new network-based file
identification scheme that inspects packets independently without
reassembly and finds similar files through inverted indexing
instead of pairwise comparison. We use a content-based chunking
algorithm to consistently divide both files and packets into
multiple byte sequences, called chunks. If a packet is a part of a
file, they would have common chunks. The challenging problem
is that packet chunking and inverted-index search should be fast
and scalable enough for packet processing. The file identification
should be accurate although many chunks are noises. In this
paper, we use a small Bloom filter and a two-level threshold
strategy to solve the problems. To the best of our knowledge,
this is the first scheme that identifies a specific critical file from
a packet over unknown protocols. Experimental results show that
the proposed scheme can successfully identify a critical file from
a packet without packet reassembly.

Index Terms—Bloom filter, data leakage prevention, inverted
index, cybersecurity, content-based chunking.

|. INTRODUCTION

ETWORK-BASED intrusion detection systems (IDS)

and data leakage prevention (DLP) systems monitor
network traffic and inspect packets. They detect if critical
files such as maware downloads or confidential documents
are transferred over the network [2], [3]. In this paper, we call
those files that are not supposed to be transferred over the
network by security policies as critical files. Critical files can
be identified at host level or network level. In this paper,
we focus on network-based detection of critical files by packet
inspection.
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Deep packet inspection has been extensively studied to
monitor network traffic and analyze packets in details, not
only header information but also payload that may include
partial contents of a critical file. Encrypted packets are beyond
the scope of this paper because they cannot be interpreted
properly. Although the amount of encrypted traffic increases,
recent studies show that non-negligible amounts of packets
are ill not encrypted [2], [3]. For example, inadvertent
employees may send a confidential file to themselves by
non-encrypted emails. Network-based deep packet inspection
devices can detect this potential data leakage by inspecting
packets.

We observe that not only critical files but also their similar
files should be detected when they are transferred over the
network. For example, a previous version of a confidential
document may contain the same critical information, but
employees may transfer them as plain texts. A recent study
also shows that malware variants can have similar byte streams
except a few different bytes [4]. Therefore, we can detect a
variant malware file by using its similar file. In this paper,
we say two files are similar if their byte sequences are similar.
Finding similar files is a much more difficult problem than
finding exact files. Two identical files have the same hash
value, which makes the problem easy. However, similar files
have totally different hash values. Special fuzzy hashes are
developedto find similar files [5], but fuzzy hash values should
be compared in pairwise to measure the similarity between
two files. If there are many files to compare, the fuzzy hash
becomes inefficient in finding similar files.

To find a critical file that is similar to a transferred file, the
current best practice first reassembles all related packets, and
then interprets the network protocol to extract an embedded
file[6], [7]. If afileis extracted successfully from the packets,
a fuzzy hash vaue of the file is computed. Finaly, the
fuzzy-hash value is compared with all the fuzzy-hash values of
critical files in pairwise. Each pairwise comparison produces
a similarity score, and the critical file of the highest score is
selected. This practice has many limitations; first, reassem-
bling packets consumes computing resources heavily. Second,
only well-known protocols can be properly interpreted. Third,
a complete file is not restored if at least one packet is missing
during the reassembly. Fourth, a fuzzy hash operation requires
inefficient pairwise comparisons.

In this paper, we present a new critica file identification
scheme that for a given packet or a group of packets, a specific
critical file should be identified if the file has significant
amounts of common contents with the packet payloads. The
new scheme uses a content-based chunking algorithm to
consistently divide both files and packet payloadsinto multiple
byte sequences, called chunks [8], [9]. If a packet payload is a
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part of afile, the packet and the file would have many chunks
in common. We build an inverted index from the collection of
all critical files [10], [11].

The challenging problem is that packet chunking and
inverted-index search should be fast and scalable to handle
an enormous number of packets. The file identification should
be accurate although most chunks are just a noise. In this
paper, we use a small Bloom filter [12], [13] and a two-level
threshold strategy to solve the challenging problems. To the
best of our knowledge, this is the first scheme that identifies a
specific critical file from a packet or a group of packets over
even unknown protocols without packet reassembly. Experi-
mental results show that the proposed scheme can successfully
identify a critical file from packets.

The rest of the paper is organized as follows. We intro-
duce the problem and motivation in Section Il. We present
the new scheme in Section Il and the experimenta results
in Section 1V. Sections V and VI are related work and
conclusions.

Il. PROBLEM AND MOTIVATION

We define critical files as confidential documents or malware
files that are not supposed to be transferred over network
packets. Critical files are assumed to be already collected in
a database for an enterprise or an ingtitution. In this paper,
we consider file similarity at byte-sequence level. If two
files include many byte sequences in common, these two
files are similar to each other. We focus on network-based
detection of critical files or their similar versions through deep
packet inspection while these files are transferred in multiple
packets.

Similar files are common in confidential documents and
malware files; first, a confidential document file is generally
similar to its previous version if little contents are updated.
Therefore, the previous version should be identified carefully
because it may have critical overlapping contentsin common.
In many cases, only the final version is kept confidentially
while old versions may be inadvertently left in even personal
devices.

Second, a recent study shows that there are a large amount
of malware files that are similar to each other; only a small
number of bytes are different among the files of maware
variants [4]. In this paper, we are not interested in malware
files of semantically similar behaviors. We focus on only
those malware files that look similar at byte-sequence level.
Therefore, we may identify two installer-type malware files
as similar if most parts of the byte-sequences look same.
In this case, maware analysts need to further review the
similar files manualy. In terms of cybersecurity, we reved
that finding similar files cannot help identify new types of
malware; this only helps identify malware variants whose
files are similar to a known malware file at byte-sequence
level [14], [15], [16].

Similar files cannot be identified by ssimple signature of
cryptographic hash. One-byte difference would generate totally
different file signature values. To compare similar files, a num-
ber of fuzzy hashing has been proposed [5], [17]. For example,
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Fig. 1. Current best practice for detecting identical files and similar files by
cryptographic hash and fuzzy hash.

we explain ssdeep, a de facto standard for fuzzy hashing; the
idea is that a file is divided into multiple non-overlapping
fragments and each fragment is hashed. Then, small bits from
each hashed value is extracted and concatenated to build
a representative string for the whole file. If two files are
similar, their representative strings are close in terms of such
measurement metrics as edit distance, jaccard index, cosine
similarity, etc. [18]. However, a challenging problem is that
the representative strings should be compared in pairwise. This
causes O(n) time complexity to find similar cousins for a
given file where n is the number of critical files. Fuzzy hashing
cannot compare a large number of files scalably.

We study the problem that, for a given packet or a group
of packets, a specific critical file should be identified if the
file has significant amounts of common contents with the
packet payloads. This is a more challenging problem than
comparing two similar files; first, the byte sequence of a
packet can change even if the same file is transferred. For
example, network protocols exchange meta information such
as time, version, checksum while the byte sequence of the
file is divided into multiple network payloads; if the size
of meta information changes, byte sequences of all packets
are affected, known as a boundaries-shift problem [8], [19].
Second, current best practices rely on packet reassembly to
extract an transferred file first, and then the file is used to find
its similar critical files [6], [7], [20]. This works for only a
small number of well-known protocols that can be properly
parsed and interpreted. If a file is transferred on unknown
protocols, this scheme fails. Fig. 1 shows the current best
practice that finds the same file by cryptographic hashing
and the similar file by fuzzy hashing. Third, any file similar
to a critical file can be transferred that should be detected.
Some parts of packets are equal to some fragments of the
critical file. However, other parts can be totally different, and
we do not know which parts would be same or not. Last
but not least, network processing should be fast enough to
support line speed. In the literature of network-based packet
inspection such as intrusion detection systems and firewalls,
it is well known that aggregating packets of the same session
consumes computing resources heavily. Therefore, the number
of sessions and packets for inspection should be minimized
and packet reassembly is not preferred. We observe that one
packet or asmall group of packets have decisive informationin
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identifying a critical file. An Ethernet packet can have more
than 1,400 bytes for payload that includes some parts of a
transferred file. Besides, a file is generally transferred over a
sequence of contiguous packets rather than interleaved ones.
Therefore, if we extract and aggregate meaningful information
from a packet or a series of packets, we would obtain an
important hint to determine which critical file is similar to the
transferred file. However, the challenging problems described
above should be cleared first. In this paper, we present a new
scheme to solve the problems.

I11. PACKET CHUNKING FOR FILE DETECTION

We present a fast and scalable detection scheme to identify
acritical file that has common contents with a given packet or
a group of packets. The proposed scheme builds an inverted
index for the collection of critical files after each file is
divided into content-based chunks. For a given packet, the
same chunking algorithm extracts chunks from the packet,
and the chunks are used as a query to search the inverted
index for the most relevant critical file. Because the search
takes time, we use a bloom filter to select only those packets
that deserve the search. We explain first how to build the
inverted index for a given collection of critical files through
a content-based chunking (CBC) algorithm, and then how to
inspect a packet to find the most relevant critical file over the
inverted index. Finally, we present how to optimize the query
and search. The proposed scheme is implemented on Elastic-
search, the world's leading open source search and analytics
solution [11].

A. Content-Based Chunking and Inverted Index

We assume that critical files are collected and the collection
is denoted as F' = {fi, f2,..., fn}, Where f; is the i
file. We use a CBC agorithm to divide the byte sequence
of a file into multiple non-overlapping chunks. In this paper,
we use AE chunking algorithm that outperforms traditional
rolling hash algorithms[8], but any chunking algorithm can be
used instead. Reading byte streams from a file, AE generates
anchors based on local contents of the file. An anchor position
is computed from a local maximum in AE chunking, and
the comparison window is dynamically expanded depending
on local byte streams within the window. An anchor is a
position where to divide the file. The byte sequence between
two consecutive anchors is called a chunk, and we adjust the
parameters of the AE algorithm to generate chunks whose
average size becomes w bytes. We use f; ; to denote the ;"
chunk of the i*” file in the critical file collection. Readers are
recommended to read [8] for more details about AE chunking.
Fig. 2 shows how file f; is divided into six file chunks of
[fi,00eesfi 5]

After each file is divided into multiple content-based
chunks, we build an inverted index from hashed chunks to
files [10]. We use h(f; ;) to denote the hashed value of chunk
fi.;. Fig. 3 shows how an inverted index is built from critical
files after they are divided into content-based chunks. We use
each hashed chunk as a search key. When a set of hashed
chunks is given as a query set, we can look up the inverted

Authorized licensed use limited to: Nathan Lowenstein. Downloaded on September 06,2024 at 17:06:57 UTC from IEEE Xplore. Restrictions apply.

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 31, NO. 3, JUNE 2023

f ]
T
window anc¢hor
file
chunks[ fio fir fio fis fig
packets[ [ ]
acketl packetz
o fo | foa o fis g fis
acket
(I;)hunks[ Pio 1 P11 P12 ][ P2 P21 P2.2JPo,
Boundaries-shifted
fio fi
[p‘l,OI P P‘1,2D
packetl’

Fig. 2. File-llevel chunking vs packet-level chunking.
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Fig. 3. Inverted index for the collection of critical files where hashed chunks
are keys.

index to select the most relevant critical file depending on the
scoring algorithm. The scoring agorithm gives each key a
weight, and the total score of each critical file is computed on
the weights. For example, we implement our proposed scheme
on the Elasticsearch platform. The default scoring algorithm
of Elasticsearch is Okapi BM25 that is basically an advanced
scheme of traditional term-frequency/inverse document
frequency (TF-IDF) [10], [11].

In this paper, we tune the scoring algorithm of the inverted
index; for a given query set of hashed chunks, the scoring
algorithm prefers a critica file that has a larger number of
elements from the query set. In other words, a critical file is
returned as a search result if the critical file includes the largest
number of query set elements.

B. Packet Inspection and Naive Search

We assume that a packet monitoring device is deployed and

every packet can be provided for inspection. In general, the

monitoring device is installed on the network perimeters to
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inspect incoming and outgoing packets between internal and
external networks. Recently, network security devices such as
firewalls, intrusion detection systems, often provide a packet
capturing service. If the speed of a network line is high, it is
non-trivial to capture all packets without any loss. There are a
number of research work and practices about packet capturing,
which is beyond the scope of this paper. We assume that
captured packets are stably provided.

For a given packet, we apply the same AE chunking
algorithm with the same average chunking size of w that
was used for building the inverted index from critical files.
A set of content-based chunks are generated for every packet.
If we use this set of chunks per packet as a query set and
search the inverted index for relevant critical files, candidate
files would be retrieved. However, this naive scheme is not
feasible for two reasons: first, the search cannot be repeated
per packet because there are huge amounts of packets. We call
this a scalability problem. Second, a critical file is often
retrieved falsely that actually does not share much common
contents with the packet. We call this a false-positive prob-
lem. This happens when the packet contains contents that
appear in not only the critical files but also other ordinary
files.

Fig. 4 shows this naive search where two chunks of p; ;
and p; o are extracted from packet p;. When the query set
of {h(pi1),h(pi2)} is received, the inverted index retrieves
f2 as the most relevant search result. Note that only f» has
both elements of the query set and appears in both lists of
keys h(p;,1) and h(p; 2); the other critical files have only one
element. The notation of a chunk can be used interchangeably
as p;j or fu,. pi; represents a chunk from a packet while
fa,y 1s from afile. In this vein, we search the inverted index
for a critical file that has as many f,, = p;; cases as
possible.

The search quality depends on how many identical chunks
are generated from a critical file and a packet when the
packet belongs to the transferred critical file or its similar
one. We argue that most of the chunks generated from the
packet will overlap those of the critical file if the average
chunk size of w is properly set. This is illustrated in the
middle plot of Fig. 2 where most of the chunks from two
packets preserve their byte sequences and there are 5 common
chunks between file chunks and packet chunks. In this figure,
the file is divided into two packets. The first packet generates
two same chunks and the second packet generates three same
chunks, compared with file chunks. In general, a packet would
generate the same chunks except the first and last chunks.
Some packets would generate more different chunks, but we
confirm from experiments that the CBC algorithm recovers
the boundaries-shift problem quickly after 1~3 chunks are
generated.

At the bottom of Fig. 2, packetl’ includes extra appending
bytes to packetl, for example variable-sized header informa-
tion of an application payload, and they shifts the packet
content to the right from the left-most side. Even in this
case, CBC can till generate a lot of the same chunks with
the original file. In this figure, p} ; = fio and p} , = fi1.
We show how w affects the search quality in section IV.
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C. Scalability Problem and Bloom Filter

To overcome the scalability problem of the naive search of
Fig. 4, we use a Bloom filter to select only those packets that
deserve a search operation. The simple idea is that we collect
a set of al chunkswhile the CBC algorithm generates chunks
from the critical files. We use the Bloom filter to remember
all the chunks with reduced memory space.

Bloom filters are widely used for not only networking
applications but also any computing area [21]. For a given set,
aBloom filter encodes all the members of the set into a bitmap
that is initialized to ‘0’. There are multiple hash functions to
find multiple indexes for each element of the set. During the
encoding phase, al the elements of the set are recorded in
the bitmap by turning the bits indexed by the multiple hash
functionsto ‘1'. After the encoding phase finishes, the Bloom
filter can be used for membership checking. For any given
item, we apply hash functions to have its multiple indexes.
If at least one index is of ‘0", we consider the item is not an
element of the set; otherwise, we consider the element may
be an element of the set with a certain probability of a false
positive that can be computed from the following eguation:

fo= (1= (1— L yenys (1)

m

where m is the bitmap size, n is the set size, and % is the
number of hash functions. In this paper, every chunk from the
critical files is an element of the set.

A Bloom filter is built from the chunks of all critical
files. This filter selects those packets whose chunks become
elements of a query set to the inverted index. Most packets
normally do not include chunks of critical files because traffic
related with malware download or data leakage is negligi-
bly small, compared with normal traffic volume. Therefore,
the Bloom filter prevents unnecessary queries by orders of
magnitude.

D. False-Positive Problem and Delayed Query

We present a delayed-query strategy to mitigate the
false-positive problem and to reduce queries to the inverted
index, which is called Packet-level Bloom-filter & similarity
search (PBS) in this paper. The idea is that for a given
packet, we keep the numbers of member chunks and all
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Fig. 5. Peacket-level Bloom-filter & similarity search (PBS).

chunks only if at least one chunk from the packet is a
member of the Bloom filter. These numbers are accumulated
per session. Each session is defined by TCP/IP five tuples of
source | P address, destination |P address, source port number,
destination port number, and protocol type, denoted as session
id. We implement this recording scheme by a simple hash table
where the key is the TCP/IP five tuple, or asession id, and the
values are two counters, the number of member chunks and
the number of al chunks, denoted as n,,, and n,,, respectively.
The table can be kept concise because only packets that
have at least one member chunk are considered for book
keeping. Each entry in the hash table consists of a key, two
counters, and a set of hashed values of member chunks that
belong to the session. Fig. 5 shows the overall architecture of
PBS.

Queries to the inverted index is triggered in a delayed way
to reduce false-positives and to save computing resources for
inverted index search. Query sets are triggered periodically,
and the default period is set to five minutes. Only those
keys in the table generate query sets only if the ratio of the
member-chunk counter to all-chunk counter (n,, /n,) is above
threshold 6. This threshold also reduces false positives. Fig. 5
shows the proposed scheme that has a Bloom filter to check
if a given packet has at least one member chunk. Hashed
values of member chunks are accumulated in the table together
with two counters and the key. The table does not need to
be large because the size of hashed values and counters is
small.

E. Long Session Problem and Advanced PBS

A file is generally transferred over a session. When the
duration time of the session and the file transfer time are
almost the same, PBS identifies the file with high accuracy.
Fig. 6 (a) shows this case when three packets make a session
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Fig. 6. Limitations of PBS. (a) Norma detection case when 6 = 0.5.
(b) False-negative case when 6§ = 0.5. (c) False-positive case when 6 = 0.3.
Each session simply includes three packets.

and the seven critical chunks are included in the three packets.
A critical chunk is defined to be a chunk that belongs to a
critical file. On the contrary, the duration time of a session can
be much longer than that of a file transfer, which is shown in
Fig. 6 (b). For example, ashort critical file istransferred within
one minute while its session is maintained for longer than five
minutes. Other non-critical files can also be transferred. In this
case, first two packets pass the bloom filter of PBS, and the
table will keep n, = 6 and n,,, = 3 for this session. If § were
set to be greater than 0.5, PBS would not identify the transfer
of this critical file. We call this along session problem in this
paper, which may cause PBS not to identify critical files. This
can be called as a false negative because a critical file is not
detected mistakenly.

We observe that a false positive, i.e. a non-critical file is
detected mistakenly, can occur with PBS. Fig. 6 (c) shows that
all the three packets of a session have one fal se-positive of the
bloom filter, respectively. Because each of three packets has
one chunk that passes the membership-checking of the bloom
filter, PBS keeps n, = 9 and n,,, = 3 for this session. If §
were set to be smaller than 1/3, PBS would trigger a query
to the inverted index to find any critical file. These critical
chunks from the packets are incorrectly identified by accident,
and therefore no critical file in the inverted index would
match the query. However, the query itself brings a big burden
on the inverted index system because the number of invalid
queries is proportion to the number of packets that is usually
an enormous number. This problem may be mitigated if the
false-positive rate of a bloom filter is minimized. However,
a bloom filter can save more space when a larger false-positive
rate is tolerated. Therefore, the false-positive rate cannot be
lowered indefinitely.

In this paper, we present an advanced PBS, APBS, to miti-
gate both false-negative and fal se-positive problems described
above. Two threshold values are adopted in APBS at the
different levels of a bloom filter and a query to inverted index.
Theideais to count the number of critical chunks that belong
to acritical file with a high probability, and a query to inverted
index is launched only when a sufficient number of those
critical chunks is gathered.

The first threshold, 6., is applied to the bloom filter, which
alows only those packets that have more than 6. critical
chunks to pass the bloom filter. On the contrary, a packet
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Fig. 8. Comparison of probabilities that one, two, or more than two
false-positive chunks occur at the same time in a packet of 1,500 bytes,
denoted as fcl, fc2, and fc3~, respectively, as the window size changes
from 32 to 256.

can pass the bloom filter when it has any critical chunk in
PBS. In APBS, the number of critical chunks per session
is accumulated that are included in the packets that have
passed the bloom filter. In this sense, the number of critical
chunks per session except the false positives of the bloom
filter is maintained in the hash table as in Fig. 7. This first
threshold reduces false positives at the level of a bloom filter.
The non-critical but false-positive chunks in Fig. 6 (c) can be
ignored by 6.. We emphasize that the number of false positives
can be large even if the false-positive rate of the bloom filter
is small. This is because the number of packets per session
can be very large.

The second threshold, 6;,, controls the query to search the
inverted index. When a packet passes the bloom filter, the
counter of the critical chunks per session, ny,, increases by
the number of critical chunks inside the packet. When n, is
greater than 6, a query is launched to search the inverted
index asin Fig. 7. This counter of APBS significantly improves
the periodic and delayed query of PBS, which makes a prompt
query. The most important effect is that 6, can reduce false
negatives; a false negative may occur in PBS as shown in
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TABLE |
NUMBER OF INDEXED AND TEST (TRANSFERRED) FILES

type [ wiki [ malware
inverted index 980 1,000
test (identical) 100 100
test (similar) 100 100
test (different) 100 100

Fig. 6 (b) when n,,/n, is less than or equal to § and no
query istriggered. On the contrary, a query is always triggered
when n;, becomes greater than 6,,. This solves the long session
problem of PBS.

Last but not least, §. and 0;, aso improve the processing
speed and refine queries in APBS. A query to the inverted
index takes significant time and computing resourcesin finding
the most relevant critical file to the query. In PBS, packets
pass the bloom filter by accident with the probability of f,
of equation (1). In APBS, a packet can be considered for
the query only if it has more than 6. critical chunks at the
sametime. Besides, the number of accumulated critical chunks
should be greater than 6;, to generate a query. Fig. 8 shows
how 6. effectively reduces those packets that have only one
false-positive chunk. The figure shows the probability that one
false-positive chunk can occur in a packet, denoted as fcl,
two false-positive chunks as fc¢2, more than two false-positive
chunks as fc3~. The z-axis is the average window size.
We assume that a packet size is 1,500 bytes. We set f,.
to 0.01 and 0.001 for the left and right plots, respectively.
We emphasize that one packet hardly includes two or more
false-positive chunks at the same time by accident while one
false-positive chunk may occur. On the contrary, we observe
that critical packets are filled with many critical chunks, which
motivates us to develop APBS.

IV. EXPERIMENTS

We evaluate our proposed scheme through extensive experi-
ments using real datasets of document files and malware files.
We implement PBS and APBS on the Elasticsearch platform.
The experimental results show that PBS can successfully
identify a critical file from packets except long sessions.
On the contrary, APBS can identify any critical file even in
long sessions while false positives and false negatives can be
reduced to zero.

A. Experimental Setup

Two datasets are built for the experiments. For each dataset,
we first build an inverted index and a Bloom filter from critical
files after the CBC agorithm is applied to each file. Then,
test files are transferred over the network and packets are
captured to identify the most relevant critical file from the
inverted index. The set of test files consist of three different
types, identical to the indexed files, similar to the indexed files,
and different to the indexed files. The similarity between two
files is measured by the jaccard index between their chunk
sets. Table | summarizes the number of files used for the
experiments.
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Fig. 9. Distribution of indexed wiki documents and their average chunk size.

The first dataset includes 980 documents downloaded from
Wikipedia [22]. We extract contents-based chunks from each
document and build an inverted index. We select 100 doc-
uments from 980 indexed files, and download each of the
old versions of them from Wikipedia. Therefore, we obtain
100 documents whose similar files are stored in the inverted
index. We call these 100 documents as similar wiki files.
We also obtain another 100 documentsthat are not related with
the 980 indexed documents or 100 similar files, which is called
different wiki files. Finally, we select another 100 documents
from the indexed documents, which are called identical wiki
files. We transfer 100 identical wiki files, 100 similar wiki
files, and 100 different wiki files over the network during the
experiments. Fig. 9 shows the distribution of indexed wiki files
and their average number of chunks.

The second dataset includes 1,000 PE malware files down-
loaded from the VirusShare [23]. We extract contents-based
chunks from each malware file and build an inverted index.
We select 100 malware files from 1,000, and search our
malware database for another malware files that are similar
to the selected 100 malware files in terms of the jaccard index
between their chunk sets. In this way, we obtain 100 malware
files whose similar files are stored in the inverted index.
We call these 100 maware files as similar maware files.
We also obtain another 100 benign PE files that are not
related with the 1,000 indexed malware files or 100 similar
malware files, which are called different benign files. Finally,
we select another 100 malware files from the indexed malware
files, which are called identical malware files. We transfer
100 identical maware files, 100 similar malware files, and
100 different benign files over the network during the experi-
ments. Fig. 10 shows the distribution of indexed malware files
and their average number of chunks.

We compute the average jaccard index between two test file
groups summarized in Table I. We measure the jaccard index
at file level and packet level with the AE chunking algorithm
of w = 128. Fig. 11 shows the average jaccard index. The
file-level jaccard index of (1,1) is 1, but the packet-level is less
than 0.5. This is because at least the first and last chunks of a
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packet do not match the file chunks as shown in Fig. 2. The
file-level jaccard index of (1,S) is high because we select very
similar files to the critical files for the experiments.

Three different network protocols are used for experiments
of file transfer. The first protocol is the standard file transfer
protocol (ftp) [24]. The second protocol is the file transfer
APl provided by a commercia network attached storage
(NAS) [25]. We capture NAS packets and confirm that the
base protocol is hypertext transfer protocol (HTTP), but the
protocol seems customized. The third protocol is developed
by us with smple C socket programming (socket) to transfer
files. We observe that three protocols use TCP over Ethernet.
Files are transferred between two machines and there are three
network switches between them.

B. File Transfer and Packet Capture

When wiki documents and malware files are transferred
over the network, we capture their packets between client and
server machines by using Linux tcpdump 4.9.3 on libpcap
1.8.1. Note that 300 test documents and 300 test PE files are
transferred as described above. Capturing packets without loss
is a challenging problem and many researchers have presented
solutions. In this paper, we use a packet-capture library, but
sophisticated capturing technologies are beyond the scope of
this paper. We stress that our proposed scheme can identify
which critical file is related with a given packet, or a group
of packets. This can identify which session is related with
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Fig. 12. Comparison of PBS fase-positive and false-negative ratios with the wiki dataset. The first, second, and third rows are the results from ftp, NAS,

and socket programming, respectively. The target false-positive rate of the Bloom filter is 0.001.

transferring critical files even when a few packets in the
session are missed during packet capturing.

For comparison and test purposes, we instal Zeek [6],
an open-source network security monitoring tool, and run
it as a default configuration. Zeek reassembles packets of
the same session and extract files embedded in the session.
We observe that Zeek can successfully extract files only
for ftp. Files are not extracted from other two protocols by
Zeek, which is a well-known limitation. On the contrary, our
proposed scheme successfully identifies which indexed critical
file matches packets. We also observe that Zeek failsto restore
files from packets if more than one packet from the session is
missed during packet capturing. Our proposed scheme solves
this problem as well because a critical file can be identified

by its partial

byte streams.

C. Experimental Results of PBS

We first evaluate experimental
false-positive and false-negative rates. In this paper, a captured
packet causes one of four results, true positive, true negative,
false positive, and false negative. Suppose that a packet is
captured while an identical or similar file is transferred over
the network. A true positive occurs when the critical file is
exactly identified from this packet; otherwise, a false negative
occurs. On the contrary, suppose that a packet is captured
while an different file is transferred over the network. A true
negative occurs when no critical file is identified from this
packet; otherwise, a false negative occurs. The false-positive
rate is the ratio of the number of false positives to the total
number of false positives and true negatives. The false-negative
rate is the ratio of the number of false negatives to the total
number of false negatives and true positives.

results of PBS by

In the first set of experiments, we test PBS with wiki
documents. For each of 980 critical files, we apply the AE
chunking algorithm with four different average chunk size,
w = 32, 64, 128, and 256. Note that different w generates
different chunks. When measuring the jaccard index of two
files, we use their chunk sets of w = 128. The numbers
of total distinct chunks are 7,868,665, 4,897,387, 2,856,389,
and 1,548,613, for w = 32, 64, 128, and 256, respectively.
Reflecting chunk numbers, we implement the Bloom filter of
false-positive rate 0.001. The bitmap size and the number
of hash functions of each Bloom filter becomes different
with w.

Next, we transfer 100 identical, 100 similar, and 100 dif-
ferent test files over the network. Three network protocols
are used one by one to verify PBS dtrictly. During the file
transfer, packets are captured and processed by PBS to identify
critical files. Fig. 12 plots experimental results from four
different w values and three protocols. The first row shows
the experimental results of ftp; from left to right, we show the
experimental results with w = 32, 64, 128, and 256. Each plot
compares the false-positive and false-negative ratios when 6
changes from 0 to 0.9.

We discuss the experimental results from Fig. 12. First,
three protocols show similar patterns. We stress that Zeek, the
current best practice, can identify critical files from packets
only when ftp is used. This is because only well-known
protocols can be interpreted. On the contrary, PBS success-
fully identifies critical files over al protocols. Second, the
false-negative ratio becomes worse with larger w. A large w
splits a file and especially a packet into a small number of
large chunks. For example, a packet payload of 1,400 bytes
is considered large. However, only 5 chunks are generated on
average when w = 256. Because first and last chunks from
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Fig. 13. Comparison of PBS false-positive and false-negative ratios with the malware dataset. The first, second, and third rows are the results from ftp, NAS,
and socket programming, respectively. The target false-positive rate of the Bloom filter is 0.001.

a packet would be different from the chunks from even the
same file, the false-negative ratio increases. The plots show
that large w would reduce the false-positive ratio, but the
false-negative ratio increases. When w becomes small, the
false-positive ratio increases. Besides, small w generates more
distinct chunks, which requires more system resources for
building the inverted index and search operations. \We observe
that w = 32 generates 7,868,665 distinct chunks from the
wiki dataset while w = 256 generates only 1,548,613 chunks.
Optima 6 values for PBS can be found from Fig. 12 that
make both false-positive and false-negative ratios zero. This
means that no packets cause any error in identifying critical
files. Another advantage of PBS is that the number of queries
to the inverted index is minimized. In our experiments, one
guery is enough for one session in most cases. We believe that
this high accuracy and light operations make PBS feasible for
real-time detection of critical files from packets.

In the second set of experiments, we test PBS with malware
files. Although byte streams of the malware files have higher
randomness than wiki documents, the overal patterns of
experimental results are similar to those of wiki documents.
We observe that w = 32 generates 11,739,785 distinct chunks
from the maware dataset while w = 256 generates only
1,739,548 chunks. Fig. 13 plots the experimental results for
different w values and three protocols. Multiple optimal 6
values can be found here that make both false-positive and
false-negative ratios zero. From Figs. 12 and 13, PBS performs
best at w = 64 and § = 0.4 where the numbers of distinct
chunks are 4,897,387 and 6,130,003 for wiki and malware
datasets, respectively.

There are two main partsfor PBS that determinesthe perfor-
mance, a Bloom filter and an inverted index. The index can be
built on high-end servers and the Elasticsearch platform proves

its scalable performancein arange of industries. However, the
Bloom filter should be kept small and a smaller number of
hash functions is preferable because every packet is checked
against the Bloom filter. We repeat our experiments with a
light Bloom filter setting. We change its target false-positive
rate from 0.001 to 0.1, which means that the number of hash
functions are reduced from 10 to 3, and the memory space
is also reduced in the same proportion. Fig. 14 shows the
experimental results on wiki documents when the light Bloom
filter is used. The plots show that w = 256 would be a better
choice for PBS when a light Bloom filter is used. In this case,
the number of distinct chunks to build the inverted index is
reduced to 1,548,613. The disadvantage of the small Bloom
filter is that more chunks would become false positives and
they occupy the memory space of the hash table. Fig. 15 shows
the experimental results on malware files when the light Bloom
filter is used.

The limitations of PBS are shown in Fig. 16 where the
long session problem causes PBS not to identify critical files.
In this experiment, we transfer one critical file together with
multiple non-critical files. In NAS and socket programming,
the second and third rows in the figure, false-negatives occur
because a query to the inverted index is not triggered due to
the low value of n,,/n,. False positives of the bloom filter
increases n,. On the contrary, the first row of the figure, ftp,
still successfully identifies the critical file because one session
is dedicated to one file transfer in ftp. However, PBS fails in
the other protocols, which motivates us to invent APBS.

D. Experimental Results of APBS

We perform a set of experiments that show APBS can
identify critical files over a long session with multiple non-
critical files. We emphasize that PBS fails in the same setting
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Fig. 14. Comparison of PBS fase-positive and false-negative ratios with the wiki dataset. The first, second, and third rows are the results from ftp, NAS,
and socket programming, respectively. The target false-positive rate of the Bloom filter is 0.1.
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Fig. 15. Comparison of PBS false-positive and false-negative ratios with the malware dataset. The first, second, and third rows are the results from ftp, NAS,
and socket programming, respectively. The target false-positive rate of the Bloom filter is 0.1.

because false negatives occur. Fig. 17 plots the false-positive
and false-negative ratios of APBS for the three protocols of
ftp, NAS, and socket programming. For each protocol, we run
APBS to identify critica files while changing 6, to 1, 4, 16,
and 64. The z-axis is 6. that controls the number of packets
passing the bloom filter. When 0, is set to 1, false-positives
occur in al the three protocols, a large number of queries

are launched. When 6,, is 64, the queries are restricted, and
therefore the false positives decrease.

In Fig. 17, fase positives decrease and false negatives
increase as 6. increases. This is because fewer packets can
pass the bloom filter by accident. It is interesting that three
protocols show a similar pattern. We argue that APBS can
stably identify critical packets irrespective of a protocol type.
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session includes one critical file and multiple non-critical files.
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Fig. 17. Comparison of APBS false-positive and false-negative ratios with wiki dataset. The plots are results from ftp, NAS, and socket programming,

respectively. The target false-positive rate of Bloom filter is 0.1 and the average window size is 128.

We repeat the same experiments on the malware dataset, and
the result is shown in Fig. 18. There is no big difference
between two datasets.

There is a trade-off between the accuracy and processing
time for our proposed scheme, which is certainly affected
by w. Only accuracy-related metrics have been presented in
Figs. 12~18. We compare the processing times of APBS with

different w values in Fig. 19 where 300 test files of wiki
documents are transferred over ftp, the same as the previous
experiment, and 96,943 packets are captured. We measure the
total processing time that includes packet chunking, mem-
bership checking of the bloom filter, hash table processing,
queries to Elasticsearch search and replies. We confirm that
the processing times decrease amost linearly with w as shown
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Fig. 18. Comparison of APBS fase-positive and false-negative ratios with malware dataset. The plots are results from ftp, NAS, and socket programming,
respectively. The target false-positive rate of Bloom filter is 0.1 and the average window size is 128.
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Fig. 19. Comparison of processing time of APBS with different w’s. The
wiki dataset is transferred over the ftp with 6. and 6, set to 0.5 and 16,

respectively.

in Fig. 19. Thisis not surprising because w is directly related
with the number of chunks.

E. Discussion

We discuss the experimental results, contributions, and lim-
itations of PBS and APBS. Considering Figs. 12~19 together,
there is a trade-off between the accuracy and the processing
time in terms of w. Smaller w may improve the false-positive
and false-negative, but degrade the processing time; smaller w
also generates more chunks that should be recorded in bloom
filters and indexed in the Elasticsearch, which may make the
system heavy. Through our exhaustive experiments, we find a
rule of thumb that both the accuracy and the processing time
would be balanced with w = 128.

After acritical file isindexed, the proposed scheme can find
its similar files transferred over multiple packets. Therefore,

if a malware file is indexed a priori, its similar files can
be identified. Actualy, recent studies revea that redundant
malware files are frequently observed [4], [15], [16]. On the
contrary, a new maware file cannot be identified by PBS
and APBS because the file has not been obtained and no
indexing was established. We emphasize that PBS and APBS
can find similar files over packets instead of detecting totally
new malware types.

Both PBS and APBS inspect packets and make chunks
from them. Although encrypted packets cannot be efficiently
inspected, still a significant number of malware infection
or inadvertent data infiltration incidents are delivered in
non-encrypted packets [2], [17]. If necessary, an additional
decryption box can be deployed to obtain plain packets
from encrypted ones [26]. Recently, anomaly detection for
encrypted packets is also studied [27], [28]. The main limita-
tion of PBS and APBS would be that encrypted packets cannot
be inspected and therefore critical files cannot be identified if
no decryption boxes are supported. Actudly, this limitation
is common in any network-based security solutions, which is
beyond the topic of this paper [6], [7].

V. RELATED WORK

According to IBM’s 2016 Cost of Data Breach Study, the
average consolidated cost of a data breach has reached $4
million. A data breach can be the intentional or inadvertent
exposure of confidential information to unauthorized par-
ties [3], [29]. Inadvertent insiders send confidential documents
or their previous versions via emails without encryption, and
they often save the digital copies at mobile devices. It is
not surprising that they transfer the files as plain texts by
mistakes. Encrypted packets cannot be directly inspected by
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network-based security devices. Researchers study decryption
boxes [26] or encrypted packet analysis [27], [28].

Recent studies show that malware variants are prevalent
because developing new malware from the scratch is a chal-
lenging task to attackers and malware-as-a-service provides
variant malware samples easily to users. Ugarte-Pedrero et al.
reveal that few malware samples are unique and the number
of similar malware files increases steadily [4]. The similarity
of malware files can be defined differently; they may run
similarly by calling the same API call sequence, they may try
to contact the same C2 servers, analysis reports by automatic
tools are similar, or their byte sequences as a file are similar.
We are interested in the last case in this paper. It is interesting
that some benign files also show strong similarity except a
few bytes because of different license information or code
optimization [14].

There are open source network monitoring devices that
can extract files from packets [6], [7]. They first reassemble
packets of the same session, which consumes huge computing
resources. Only when the protocol can be interpreted by these
devices, an embedded file can be extracted. Breitinger and
Baggili proposed a Bloom-filter based scheme to determine
if a packet’s payload has common contents with any of the
critical files[17]. Their work is closely related with this paper.
However, their scheme is for membership check only and does
not identify a specific critical file.

A number of fuzzy hashes are proposed to find similar
files [5], [17], [30]. The main idea is to divide a file into
multiple parts and each part is encoded into a small string
or hitmap. If two files are similar, some parts of the string
or bitmap would be identical. However, fuzzy hashes require
inefficient pairwise comparisons. Inverted indexing can relax
this problem if each key appears in a limited number of
files [10]. Elasticsearch is an open source platform to provide
inverted indexing in distributed systems [11].

Contents-based chunking is related with fuzzy hashing.
Manber uses a rolling hash to find dynamic cutting points
based on partial file contents [31]. These partial identical sig-
natures make it possible to compare two similar files. Because
network packets also have redundant payloads, replacing fre-
guent byte streams with a small hash value can save network
bandwidth. This motivates many researchers to study packet-
level contents-based chunking algorithms [8], [9], [19], [32].

VI. CONCLUSION

In this paper, we present a new critical file identification
scheme by inspecting a packet or a group of packets. This
new scheme does not require packet reassembly, which saves
huge amounts of system resources in deep packet inspection.
A content-based chunking algorithm consistently splits files
and packets into chunks, and hashed values of the chunks
become keys for the inverted indexing. The proposed scheme
uses a light Bloom filter to select only those chunks that
deserve an expensive search operation, which saves system
resources by orders of magnitude. The new scheme can
identify critica files even when they or their similar files
are transferred over unknown protocols. We also present an

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 31, NO. 3, JUNE 2023

advanced scheme that not only identifies critical files even
in a challenging environment but also reduce unnecessary
queries by orders of magnitude. Intrusion detection systems
and data leakage prevention systems can adopt this new
scheme, for example in detecting malware variants download
and confidentia data infiltration by inadvertent insiders.
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