Marlin DRM FAQ — Marlin Community https://www.marlin-community.com/faq/

Developers Adopters Resources News About

Marlin DRM FAQ

Learn more about content security principles, differences
between conditional access systems (CAS) and digital rights
management (DRM), DRM license mechanics, Marlin DRM, and

more.

So how can digital assets be protected? DRM technology works by combining
content encryption with advanced key management and an associated licensing
policy that grants access for end-user devices that meet the criteria required by
the policy. Moreover, combining DRM with other tools such as forensic

watermarking and anti-piracy services, offers an effective solution to secure
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management. Beyond encryption keys there are several other keys that are used
to protect other secrets such as the entittlement management message (EMM),
which holds information regarding the channels or programs a viewer may watch,
a.k.a. “channel line-up” in multi-channel pay-TV systems. All this is managed by the

content security system with its license servers.

Watch our brief What is DRM and how does it work video
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management technology to protect IP-based over-the-top (OTT) streaming
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the keys can be used. The enforcement of those rules on the client devices that
were used to consume the content came next and with it arrived digital rights

management (DRM).

DRM consists of two main logical components: 1) data protection, and 2) data
governance. Encryption technologies are generally used to provide data (content)
protection, while trust management and policy management technologies are
used to allow protected information to be distributed and used by trusted entities.

This includes DRM license management performed by a DRM license server.

The components of a DRM ecosystem work together and borrow from the basic
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CAS was designed to protect pay-TV content during transport from the digital
video processing head-end (a.k.a. network operations center, or NOC) to STBs
over various kinds of broadcast or “one-way” networks. DRM, on the other hand, is
a broader asset protection mechanism that also safeguards content when at rest in
addition to the transport phase, made possible by IP-based “two-way” networks

such as the internet.

The first Conditional Access System (CAS) was designed during the mid ‘90s with
the emergence of the MPEG-2 and Digital Video Broadcasting (DVB) standards,
although there are also non-DVB CAS products from other vendors. DRM
technology was developed during the end of the ‘90s although the majority of

DRMs only came a decade later with the proliferation of the internet.

The role of a CAS is to provide key management and protect television
transmissions over RF-based networks, such as satellite (DVB-S/DVB-S2 standards),
terrestrial/over-the-air (DVB-T/T2), and cable (DVB-C/C2). The CAS design had to
take into account that the transmission was “one-way” in nature, without any return
channel from the STB back to the head-end. Because of the lack of a return
channel, it was necessary to find ways to hide the “"pay-TV secrets” in the STB, such
as subscriber entitlements (“channel line-up”) and various keys used to access/
decrypt entittement management messages (EMM), and entitlement control
messages (ECMs), holding the content encryption key required for the STB to
decrypt the content. This led to the emergence of so-called smart cards (similar to
chip-based credit cards) to store and protect those secrets. Removable smart
cards turned out to be costly since they were subject to various forms of piracy,
including smart card cloning, and have to be replaced every couple of years,
typically at the expense of the pay-TV operator. For U.S. cable networks,
CableCARD filled the same role. Later, various software-based CAS were offered,

taking advantage of advanced STB system-on-a-chip technology.

Digital rights management (DRM) systems, on the other hand, were designed for
IP-based, two-way networks, as exemplified by the internet. DRM technology takes
advantage of the two-way nature of communication, which allows the receiver
(STBs, mobile devices, PC/Macs, etc.) to request information (keys and licenses)
from the head-end. Because of the two-way nature, DRM systems are inherently
more flexible. This may include rules for how many times, or for how long time,

specific content may be played back, and whether it can be copied to other
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Apart from the DRM license, a secure client is required in the receiving device,
such as a smart TV. The secure client is responsible for evaluating the rules/
policies contained in the DRM license. The client may be hardened via software
and/or hardware against tampering (via white-box cryptography), and it is
responsible for ensuring that the content decryption key is released only to
trusted playback systems on the device. All major browsers and operating systems

ship with a pre-integrated (native) trusted client.

The DRM licensing information sent to a client device equipped with Microsoft
PlayReady will be different from what is sent to somebody using Google Widevine.

This is one reason why using a proven multi-DRM service is so important - the
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The short answer is that Advanced Encryption Standard (AES) is a widely used
standard to encrypt data in banking transactions and medical records, as well as
digital content such as music and video. AES can be used to encrypt the content
by many content packing solutions. The associated encryption key can be
delivered to the client by a DRM license acquisition protocol, or in the clear for

Clear Key encryption supported by DASH and HLS.

For the purposes of pay-TV security for OTT streaming video services, only a DRM
system can provide adequate protection of the content and service revenue.
Major studios, whether “Hollywood” or others, will not accept just AES encryption
(“Clear Key”) without a DRM for the distribution of their content. DRM technology
is the basis for the kind of trust management that content providers require in
order to license premium content to OTT operators. Let's look at why that is the

case.

When DASH or HLS protocols are used with Clear Key, the content is packaged
and encrypted in a similar way as when a DRM is used. In other words, the single
segments / chunks are encrypted with an 128-bit AES key. Although the
encryption itself can be considered robust from a cryptographic point of view, the
overall system can not. With Clear Key, the encryption key is delivered in the clear
to the client, which means that anyone who gets hold of that key can decrypt the
content using off-the shelf tools (such as openSSL , Bento4 or a simple Python

script).

When DRM is applied, the 128-bit AES key is delivered in a secure fashion. It is
usually encrypted with a device public key whose secret part is handled by the

DRM client in respect of the trust model rules it is compliant with.

With DRM systems, not only is the content encrypted but also the keys used for
content encryption, decryption, and subscriber entitlements are protected. It is
also part of the DRM system to support a DRM license management mechanism

that ensures the delivery of DRM licenses only to authorized recipients.

This OTT DRM security mechanism extends to each stage of the content lifecycle,

providing content protection during transit (as the content is encrypted) as well as

while the content is present, or stored on a receiving device and ultimately when it
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iOS devices.

Microsoft PlayReady - Microsoft's DRM technology is pre-integrated with

Microsoft browsers, Windows OS as well as some smart TVs and STBs.
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content against unlicensed use. In 2013, MovielLabs published a high-level

specification defining the key elements that can serve as the basis for individual
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