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Petitioner Had Obligation To Make Its Case In The Petition

“the expedited nature of IPRs bring with it an
obligation for petitioners to make their case in their
petition to institute.”
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Intelligent Bio-Systems, Inc. v. lllumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)
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“Petitioner may not submit new evidence or
argumentin reply that it could have presented eatrlier,
e.g. to make out a prima facie case of

unpatentability.”
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Consolidated Trial Practice Guide, 73 (Nov. 2019)

Demonstrative Exhibit — Not Evidence -00212 Sur-Reply, 1; -00214 Sur-Reply, 1;-00215 Sur-Reply, 1



Petitioner Failed To Make Its Case: Over Forty New Exhibits To
Support Replies In Each Case

Demonstrative Exhibit — Not Evidence -00212 Sur-Reply, 1; -00214 Sur-Reply, 1;-00215 Sur-Reply, 1



Petitioner Failed To Make Its Case: 118 To 136-Page, ~25,000 To

29,000-Word Reply Declarations

Reply Declaration

Petition

Demonstrative Exhibit — Not Evidence -00212 Sur-Reply, 1;-00214 Sur-Reply, 1; -00215 Sur-Reply, 1



Petitioner’s Unexplained Citations To The Reply Declarations

And New Exhibits Should Be Disregarded

B e T N Tl T A LT P

“Arguments must not be incorporated by reference from one
documentinto another document. Combined...replies...are
not permitted.”

B e el AT T T BT B e YT g
37 C.F.R. §842.6(a)(3)
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“IT]he Petition includes citations to the Declaration to support
conclusory statements for which the Petition does not
otherwise provide an argument or explanation ... This practice
... amounts to incorporation by reference ... [and] serves to
circumvent the page limits ... while imposing on our time by
asking us to sift through ... [the] Declaration ... to locate the
specific arguments corresponding to the numerous
paragraphs cited to support Petitioner’s assertions.”
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Cisco Sys., Inc. v. C-Cation Techs., LLC, IPR2014-00454, Paper 12, 9-10 (Aug. 29, 2014)
(Informative)

Demonstrative Exhibit — Not Evidence -00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2 IS



Petitioner Improperly Incorporates The Reply Declarations By

Reference

E.g., -00215 Reply at 18 Cites 22 Paragraphs Of Reply Decl.,
But Does Not Discuss Any Of It
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-00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2



Petitioner Improperly Incorporates New Evidence By Reference

E.g., -00214 Reply at 9 Cites Seven New Exhibits,
But Does Not Discuss Any Of It

o P s US 830473 WL
o e Ve 142

Demonstrative Exhibit — Not Evidence -00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2



Petitioner’'s Grounds

1. Foster Grounds
a) Foster and Hayhurst (IPR2024-00212/215)
) Foster Alone (IPR2024-00214)

2.0rsini Grounds (IPR2024-00214/215)

3. Tajma Grounds (IPR2024-00212)

Demonstrative Exhibit — Not Evidence



Petitioner Raises Foster-Hayhurst Ground In IPR2024-00212, -

00215

Case No. IPR2024-00212
Patent No. 11.178.116

Ground Number and Reference(s)

Claims Basis
1 | Tajima (EX1005) 1.5-8 §§102/103
2 | Tajima. Foster (EX1006) 1-2.9.11-14 §103
3 | Tajima. Rivest (EX1034) 9-14 §103
4 | Tajima, Rivest, Shyu (EX1016) 1-3. 6 §103
5 | Foster, Hayhurst (EX1007) 1-2,5.9. 11 §103
Case No. [PR2024-00215
Patent No. 10,452,854
Ground Number and Reference(s) Claims Basis
| Orsini (EX1005) 1-10 §§102/103
2 Foster (EX1006), Hayhurst (EX1007) 1-10 §103

Demonstrative Exhibit — Not Evidence

-00215 Pet., 3; -00212 Pet., 1



The -00212/-00214 Foster-Hayhurst Arguments Are Substantively

Identical

Case IPR2024-00215
Patent 10,452,854

Case [PR2024-00212
Patent 11,178,116

A.

III. THE FOSTER-HAYHURST GROUND FAILS (ALL CLAIMS,
GROUND 2). .ttt st sea e s ss s s e sase s sa e s aen 32

Petitioner Fails To Demonstrate That Hayhurst Is Analogous Art.....32

1. Hayhurst And The 854 Patent Do Not Share The Same
Field Of Endeavor. ..o 33

2. Hayhurst Is Not Reasonably Pertinent To The Problem The
Inventors Ot The "854 Patent Were Addressing...................... 38

Petitioner Fails To Demonstrate That A POSITA Would Be
Motivated To Combine Foster And Hayhurst (All Claims, Ground

) ettt e 41
1 Foster Provides Synchronized Transmission To Avoid

DAY S ettt et et e 42
2. Hayhurst’s System Does Not Allow For Real-Time

Streaming Because Its System Requires Delays. ..................... 47
3. Petitioner’s Combination Involves Storing And Distributing

All Of Foster’s Content Units Per Hayhurst’s Methodology

Which Precludes Real-Time Streaming.....................c..coooee. 49

4. A POSITA Would Not Be Motivated To Combine Foster
And Hayhurst As Proposed...........cocoovooiiiieeeee e 51

five Exhibit — Not Evidence

IV.  THE FOSTER-HAYHURST GROUND FAILS (GROUND 5, CLAIMS
1-2, 5,9 AND 11)....... .38

A.  Petitioner Fails To Demonstrate That Hayhurst Is Analogous Art.....38

. Hayhurst And The "116 Patent Do Not Share The Same
Field Of Endeavor. ..o 39

2. Hayhurst Is Not Reasonably Pertinent to the Problem the
Inventors of the "116 Patent Were Addressing......................... 44

B. Petitioner Fails To Demonstrate That A POSITA Would Be

Motivated To Combine Foster And Hayhurst..............ccooooiiinn. 47
1 Foster Provides Synchronized Transmission To Avoid
DELAYS. . 48

2. Hayhurst’s Goal Is Directed to Reducing the Bandwidth
Requirements for the Provision of Content Where

Immediate, Random Access Is Not Required. .......................... 53
3. Petitioner’s Combination Involves Storing and Distributing
All of Foster’s Content Units per Hayhurst’s Method.............. 55

4, A POSITA Would Not Be Motivated To Combine Foster
And Hayhufst-As Proposed...cnnamamenmammssamss 56




Foster-Hayhurst Fails (IPR2024-00212, -00215)

» Hayhurst Is Not Analogous Art
(IPR2024-00212, -00215)

d No Motivation To Combine Foster-Hayhurst
Shown (IPR2024-00212, -00215)

O Foster’s Packets/Payloads Are Not Shares/Chunks
(IPR2024-00214, -00215)

Demonstrative Exhibit — Not Evidence



Petitioner Has Burden To Prove Hayhurst Is Analogous

“Areference qualifies as prior art for an obviousness
determination under § 103 only when it is analogous
to the claimed invention.”

In re Klein, 647 F.3d 1343, 1348 (Fed. Cir. 2011)

B s m e T T e Y A e B e T Y o e e A

“We agree with Sanofi that [Petitioner] did not carry
its burden to argue that de Gennes is analogous to the
‘614 patent.”

s A e Y i e At Ty e b Ny s e At Ty e b N s e A Ty N rp iy

Sanofi-Aventis Deutschland GmbH v. Mylan Pharms. Inc.,
66 F.4th 1373, 1377 (Fed. Cir. 2023)

Demonstrative Exhibit — Not Evidence -00215 POR, 32-33; -00212 POR, 38-39



Petition Did Not Argue Hayhurst Is Analogous Art

Demonstrative Exhibit — Not Evidence -00215 POR, 33, 38; Sur-Reply, 2; -00212 POR, 38-39; Sur-Reply, 14-15 S



Two Analogous Art Tests

AP AT VA A iy i Vo A Ay i My i N AV ey oy

“Two criteria have evolved for determining whether prior
artis analogous:

(1) whether the artis from the same field of endeavor,
regardless of the problem addressed, and

AT A VA Ay oy A Ay My i N AV ey Yy

In re Clay, 966 F.2d 656, 658-59 (Fed. Cir. 1992)
(modified formatting)

Demonstrative Exhibit — Not Evidence -00215 POR, 33; -00212 POR, 39



Clay: Field Of Endeavor Test Is Strictly Applied

“Clay’s field of endeavor is the storage of refined liquid
hydrocarbons. The field of endeavor of Sydansk’s invention, on
the other hand, is the extraction of crude petroleum. The
Board clearly erred in considering Sydansk to be within the
same field of endeavor as Clay’s.”

In re Clay, 966 F.2d 656, 659 (Fed. Cir. 1992)

Oil storage Oil extraction

—v=a

Demonstrative Exhibit — Not Evidence



Wang: FOE Test Is Strictly Applied

“The Allen-Bradley art is not in the same field of
endeavor as the claimed subject matter merely
because it relates to memories. Itinvolves
memory circuits in which modules of varying sizes
may be added or replaced; in contrast, the subject
patents teach compact modular memories.”

Wang Labs., Inc. v. Toshiba Corp.,
993 F.2d 858, 864 (Fed. Cir. 1993)

SIMMs for Industrial Machines SIMMs for PCs

) 53 3 : "
L =21 ) e
- PR W

INMARRNENRERE R MY HRIAMmanerwasemn

Demonstrative Exhibit — Not Evidence -00215 POR, 37 ;-00212 POR, 43 K



Petitioner/Dr. Bhattacharjee Recognized The '854 And Hayhurst

Have Different Fields

DECLARATION OF AVIEL D. RUBIN, PH.D.

100. As an initial matter, I note that Petitioner and Dr. Bhattacharjee admit
that "854 and Hayhurst have different fields. According to Petitioner and Dr.
Bhattacharjee, the *854°s field 1s securing data while Hayhurst’s 1s decentralized
electronic media delivery. Pet., 4 (“[t]he *854 patent relates to techniques for
securing electronic data from unauthorized access.”); Ex. 1003 [Bhattacharjee-

Decl.] 9 33 (same); Pet.. 59 (“Hayhurst concems ‘electronic media delivery, such

as video-on-demand’”); Ex. 1003 [Bhattacharjee-Decl.] 9 178 (same); Ex. 2034

[Bhattacharjee-Depo.] 101:19-25. T agree that the *854 and Hayhurst have

difterent tields.

Demonstrative Exhibit — Not Evidence

-00215 POR, 33; Ex. 2033, 1100



Reply: Petitioner Still Does Not Identify The '854’s Field

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

SFT argues “the *854°s field is securing data.” including securely storing and

communicating data. POR. 33-35. Havhurst is in that field.

REPLY DECLARATION OF SAMRAT BHATTACHARJEE, PH.D.

11.  SFI argues “the "854°s field is securing data.” including securely

Don't Ask Me Nothing About
Nothing, I Just Might Tell You the
Truth

storing and communicating the secured data. POR. 33-35. T have not been asked
to opine on whether SFI has identified the correct field of endeavor for the "854
patent. That 1s not necessary to my opinion because. for the reasons I discuss

below. it 1s my opinion Hayhurst 1s (at least) in the same field of endeavor that SFI

has identified for the "854 patent.

Demonstrative Exhibit — Not Evidence -00215 Reply, 2; Ex. 2011, §11; Sur-Reply, 2; -00212 Sur-Reply, 14-15



Traditional Sources For Discerning Field Of Endeavor

* “The Board looked to the written description and claims ... to
determine the field of endeavor for each reference. ... The Board also

cited the title of the ’752 patent” airbus S.A.S. v. Firepass Corp., 941 F.3d 1374,
1380-81 (Fed. Cir. 2019)

 “[T]he specification of each reference includes a ‘Field of the
Invention’ section that distinctly describes each applicable field of
endeavor.” Airbus, 941 F.3d at 1381 n.8

 “Elson discloses a ‘system for sensing a characteristic of fluid
flowing’ ... Elson abstract, 1:56-2:2. Barker is directed to a fluid
temperature sensor, having a through lumen for conducting fluid.

Barker abstract, 1:64-66. Kamstrup A/S v. Axioma Metering UAB, 43 F.4th 1374, 1384
(Fed. Cir. 2022)

* “The Board ... correctly set the field ... by consulting the structure

and function of the claimed invention ...” in re Bigio, 381 F.3d 1320, 1326 (Fed.
Cir. 2004)

*  “Tellingly, the 649 patent itself refers to ‘the prior art padlock’ in the

background of the invention.” wyersv. Master Lock Co., 616 F.3d 1231, 1237-38
(Fed. Cir. 2010)

Demonstrative Exhibit — Not Evidence -00215 POR, 34;-00212 POR, 40 |k4



Traditional Sources: '854’s Field Is “Securing Data”

(54) SECURE DATA PARSER METHOD AND ’ DECLARATION OF AVIEL D. RUBIN, PH.D.

SYSTEM
(57) ABSTRACT The ’854’s Field Is “Securing Data”
A secure data parser is provided that may be integrated into Title “secure data parser and network™
any suitable svstem for securely storing and communicating Abstract “secure data parser for “securelv StOl’illg
data. The secure data parser parses data and then splits the . . u v
data into multiple portions that are stored or communicated and CommumCatlllg data
distinctly. Encryption of the original data, the portions of Field of Invention “securing data from unauthorized access
data, or both may be emploved for additional security, The ' . ]
secure data parser may be used 1o protect data in motion by oruse.” Ex. 1001 [ 854] 1:25-26.
splitting original data into portions of data, that may be Background of the focuses on the need “for ensuring data
communicated using multiple communications paths. . .
Invention stored and transmitted ... cannot be read
FIELD OF THE INVENTION or otherwise compromised” and seeks
[13 . -
The present invention relates in general to a system for to prov1de a cryptographlc system
securing data from unauthonzed access or use, whose securlty 1S user—mdependent L
Id., 1:35-37, 2:42-44.
BACKGROUND OF THE INVENTION Summary of the “one aspect of the present invention is to
T L N Invention provide a method for securing virtually
In today™s society, individuals and businesses conduct an .
ever-increasing amount of activities on and over computer any type of data from unauthorized
syElems '[.'lu:sc computer systems, including proprietary .:Lnd access or use.” Id., 2:45-47.
non-proprietary - computer networks, are often storing, . h clai - 1 .
archiving, and transmitting all tvpes of sensitive informa- Claims each claim concerns “securely storing a
tion. Thus, an ever-increasing need exists for ensuring data data set” or “securing a data set”

stored and fransmitted over these systems cannot be read or

otherwise compromised. —— mm
SUMMARY OF THE INVENTION llm\ bl E

2
J

Based on the foregoing, a need exists to provide a
cryptographic system whose security is user-independent
while still supporting mobile users.
_-'\c-cqaj_‘djni:l_]!,.'. one aspect of the present invention is o 1. A method for :\IEELJJ'U]}' ﬂl‘.ll‘jll}:{ a data set. the method
provide a method for securing virtually any type of data comprising:
from unauthorized access or use. The method compnses one

Demonstrative Exhibit — Not Evidence -00215 POR, 34-35; Ex. 2033, 1102; ‘854, Title, Abstract, 1:25-26, 1 7, 1:42-27: -00212 POR, 40-41; Ex. 2033, 1107 28



Traditional Sources: Hayhurst’s Field Is “Decentralized Media

Delivery”

(34) DECENTRALIZED MEDIA DELIVERY

(57) ABSTRACT

A decentralized approach 1o delivering a media file o a
requesting subscriber in a network of subscribers comprises
the steps of segmenting the media file into a plurality of
segments and distributing the segments of the media file

TECIHNICAL FIELD

[0002] This application relates to the field of electronic
media delivery, such as video-on-demand, including the
secure handling and storage of such media.

[0015] FIG. 4 is a flow diagram showing how the decen-
tralized media file delivery of the present invention is carried
oul.

Fig. 4

100
STOCK SEGMENTS LIBRARY ]J
' 102
| DISTRIBUTE MOVIE SEGMENTS /
¥ 104
RECEIVE REQUEST FOR MOVIE J/
¥

INSTRUCT SUBSCRIBERS TO DIRECT REQUESTED 1%
MOVIE SEGMENTS TO REQUESTING SUBSCRIBER
108
J //

¥

RECEIVE NOTICE OF COMPLETE MEDIA
FILE IN REQUESTING SUBSCRIBER'S UNIT

¥
TRANSMIT AUTHORIZATION "
TO REQUESTING SUBSCRIBER
v

12
MAKE BILLING RECORDS ENTRY l/

BACKGROUND

[0003] Current options for viewing a movie at home
melude traveling to a movie rental store to obtain a video-
tape or DVD copy of the movie. The copy must be refurned
a few days later. Another option is 1o select from the limited
number of choices that are offered from sources that provide
what is known as pay-per-view movies. Cable or broadcast
movie channels provide a limited number of selections of
movies for display a predetermined times.

[0004] Tt s wsually not economically feasible for the
operator of, for example, a cable television (CATV) system
(or other content provider) to provide for delivery-on-
demand a large number of movie selections to subscribers
because such a system requires a extensive amount of
bandwidih between the content provider and cach of the
subscriber units (televisions or other display devices) of the
network.

SUMMARY OF THE INVENTION

[0005] The present invention addresses the problem of
prohibitive bandwidth requirements for a content provider in
delivering video-on-demand or other large media files. In
shorl, there is provided a system that shifts the bandwidth
requirements away from the content provider and to the
network of subscriber units.

[0012] FIG. 1 s a block diagram of a system adapted for
carrying out the decentralized media delivery of the present

invention,
% USER INTERFACE | 2 20

P 22

DISPLAY

SEGMENT 2

SUES&BIBER

STORAGE S
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34
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SUBSCRIBER D" 22

SEGMENT
TRACKING

DECLARATION OF AVIEL D. RUBIN, PH.D.

Hayhurst’s Field Is “Decentralized Media Delivery”

Title “Decentralized Media Delivery”

Abstract “A decentralized approach to delivering a
media file ...”

Technical Field “This application relates to the field of
electronic media delivery ...” Id., [0002].

Background of the Focuses entirely upon delivering movie files.

Invention Id., [0003]-[0004].

Summary of the “The present invention addresses the

Invention problem  of  prohibitive  bandwidth

requirements for a content provider in
delivering video-on-demand or other large
media files.” Id.,[0005].

“FIG. 1 is a block diagram of a system
adapted for carrying out the decentralized
media delivery of the present invention.” Id.,
[0012]

“FIG. 4 is a flow diagram showing how the
decentralized media file delivery of the
present invention is carried out.” [0015]
each claim concerns decentralized media
delivery

Specification/Figures

Claims

1. Amethod of delivering a media file that is requested by
a requesting subseriber of a network of subscribers, com-
prising the steps of:

segmenting the media file into a plurality of segments;

distributing the segments of the media file among the
network of subscribers for storage on respective units
of the subscribers; and

responding to a request from the requesting subscriber by
directing to that requesting subscriber all of the plural-
ity of segments of the media file.

-00215, POR, 35-36; Ex. 2033, 1103; Ex. 1099, 8:5-11:7; Ex. 1007, Title, Abstract,

[0002]-[0005], [0012], [0015]. Fig. 1, Fig. 4; -00212 POR, 41-43; Ex. 2033, 149 A



The '854 And Hayhurst Have Different Fields

DECLARATION OF AVIEL D. RUBIN, PH.D.

The ’854’s Field Is “Securing Data”

Hayhurst’s Field Is “Decentralized Media Delivery”

Demonstrative Exhibit — Not Evidence

Title “secure data parser and network’ Title “Decentralized Media Delivery”
Abstract “secure data parser for “securely storing || Abstract “A decentralized approach to delivering a
and communicating data” : : }}lef!la file ..”

Field of Invention “securing data from unauthorized access ety L This agphcatlfm re.lates t?, the field of
oruse.” Ex. 1001 ['854] 1:25-26. electronic lpedla dellvery Id., [0902].
” - Background of the Focuses entirely upon delivering movie files.
Backgl_'ound of the focuses on the nef:d for ensuring data || ;oo teo 0 Id., [0003]-[0004].
Invention stored and transmitted ... cannot be read Summary of the “The present invention addresses the
or otherwise compromised” and seeks || fpyention problem  of  prohibitive  bandwidth
“to provide a cryptographic system requirements for a content provider in
whose security is user-independent ...” delivering video-on-demand or other large
Id., 1:35-37, 2:42-44. media files.” Id., [0005].
Summary of the “one aspect of the present invention is to || Specification/Figures | “FIG. 1 is a block diagram of a system
Invention provide a method for securing virtually adapted for carrying out the decentralized
any type of data from unauthorized media delivery of the present invention.” Id.,
access or use.” Id., 2:45-47. ‘[‘0012] , , ,
Claims each claim concerns “securely storing a FIG. 4 153 flow d1_agr am shov‘vmg how the
R . » decentralized media file delivery of the
data set” or “securing a data set present invention is carried out.” [0015]
Claims each claim concerns decentralized media

delivery

-00215 POR, 34-36; Ex. 2033, 11102-103; -00212 POR, 40-42; Ex. 2033, 1107-108 #




Petitioner: Hayhurst Is In The Field Of “Securing Data”

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

Hayhurst’s  “Technical Field” 1s “the field of electronic media
delivery...including the secure handling and storage of such media.” Hayhurst,
[0002]. That alone should be dispositive that Hayhurst 1s analogous art. /n re Wood,

599 F.2d 1032, 1036 (C.C.P.A. 1979). EX1111 (“Bhattacharjee-Reply™), §94-12.

Demonstrative Exhibit — Not Evidence -00215 Reply, 2; -00212 Reply, 21 &



Petitioner Myopically Focuses On One Clause And Ignores The

Rest Of Hayhurst

(34) DECENTRALIZED MEDIA DELIVERY

[0005] The present invention addresses the problem of
prohibitive bandwidth requirements for a content provider in
delivering video-on-demand or other large media files. In
short, there is provided a system that shifis the bandwidth
requirements away from the content provider and to the

SUMMARY OF THE INVENTION
network of subscriber units.

TECIHNICAL FIELD

[0002] This application relates to the field of electronic
media delivery, such as video-on-demand, including the
secure handling and storage of such media.

[0012] FIG. 1 is a block diagram of a system adapted for
carrying oul the decentralized media delivery of the present
invention.

[0015] FIG. 4 is a flow diagram showing how the decen-
tralized media file delivery of the present invention is carried
oul.
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(57) ABSTRACT

A decentralized approach to delivering a media file to a
requesting subscriber in a network of subscribers comprises
the steps of segmenting the media file into a plurality of
segments and distributing the segments of the media file
among the network of subscribers, and responding 1o a
request from the requesting subscriber by directing o that
requesting subscriber all of the plurality of segments of the
media file. All of segments are assembled into the media file
and displaved or stored by the requesting subscriber,

BACKGROUND

[0003] Current options for viewing a movie at home
melude fraveling 1o a movie rental store to obtain a video-
tape or DVD copy of the movie. The copy must be refurned
a few days later. Another option is fo select from the limited
number of choices that are offered from sources that provide
what is known as pay-per-view movies. Cable or broadcast
movie channels provide a limited number of selections of
movies for display a predetermined times.

[0004] Tt is usually not cconomically feasible for the
operator of, for example, a cable television (CATV) system
{or other content provider) to provide for delivery-on-
demand a large number of movie selections to subscribers
because such a system requires a extensive amount of
bandwidth between the content provider and cach of the
subscriber units (televisions or other display devices) of the
neiwork,
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TECIHNICAL FIELD

Lmuz_] Tl = 1 - 2 : * eall . |
T e———t redeemenedemand= including the
secure handling and storage of such media.

act, [0002]-[0005], [0012], [0015]; -00212 Sur-Reply, 14-15 Y&

; Ex. 1007, Title, Ab



The Weight Of The Evidence Confirms Hayhurst's Field Is

Deceniralized Media Delivery

— — ‘ TECHNICAL FIELD _ m
Figures AbS'I'rOC‘I' [0002] This apphcanon relates to the field of « . -4

media delivery, such as vide 1-demand, mgludmu I.hl..
seeure handlmb and blUI-II{L of sm.h media,

Background of the Invention .

Summdry of the Invention

Written Claims
Description i

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 3; -00212 Sur-Reply, 15 IS



Hayhurst: Segmented Storage Tangentially Results In Security

a2y Patent Application Publication
Havhurst

SUMMARY OF THE INVENTION

[0005] The present invention addresses the problem of
prohibitive bandwidth requirements for a content provider in e Addressin g limited bandwidth
delivering video-on-demand or other large media files. In
short, there is provided a system that shifts the bandwidth
requirements away from the content provider and to the
network of subscriber units.

[0006] In one embodiment, a media file representing, for
example, a movie is segmented. These segments are distrib-
uted among the network of subscriber units. Any one of the
subscribers may submit a request to view a movie. In
response to such a request, the other subscriber units direct
to the requesting subscriber all of the segments, which are
then assembled into the complete media file (movie) for
display, or stored for later display, on the requesting sub-
scriber’s umnit.

[008] The segmented and distributed storage of the media

file provides a high level of securily and a deterrence to « Security is an ancillary benefit
piracy. No single subscriber unit has more than a segment of

a media file, which segment, by itself, has little value,

Demonstrative Exhibit — Not Evidence -00215 POR, 36; Sur-Reply, 3-4; Ex. 2033, 1104; Ex. 1007, [0005]-[0006], [0008]; -00212 POR, 42-43; Sur-Reply 15-16 4



Dr. Rubin: Hayhurst’s Security Is A By-Product Of Decentralized

Media Delivery And Was Not Needed In The Prior Art

DECLARATION OF AVIEL D. RUBIN, PH.D.

104. T note that Petitioner argues that “Hayhurst concerns ‘electronic media
delivery, such as video-on-demand’ and how the data 1s ‘secure[ly] handl[ed] and
stor[ed].”” Pet., 59 (citing Ex. 1007 [Hayhurst] [0002]). While Hayhurst does
include disclosures about the security of the electronic media files it delivers, in
my opinion, that is not Hayhurst’s field of endeavor as established by the
traditional sources I discussed above. Rather, security only tangentially relates to
Hayhurst’s field of decentralized electronic media delivery. Hayhurst does not

teach, for example, that prior art systems did not adequately secure media files, or

that its invention addresses a need for more security. Ex. 1007 [Hayhurst] [0003]-
[0005]. The mere mention of “secure handling and storage™ of the media files does
not change or expand Hayhurst’s field from decentralized electronic medial

delivery to also somehow encompass the 854’s field.

Demonstrative Exhibit — Not Evidence -00215 POR, 36, Ex. 2033, 1104; -00212 POR. 42-43, Ex. 2033, 1110 ¢4



Two Analogous Art Tests

AP AT VA A iy i Vo A Ay i My i N AV ey oy

“Two criteria have evolved for determining whether prior
artis analogous:

(2) if the reference is not within the field of the inventor's
endeavor, whether the reference still is reasonably
pertinent to the particular problem with which the
inventor is involved.”

AT A VA Ay oy A Ay My i N AV ey Yy

In re Clay, 966 F.2d 656, 658-59 (Fed. Cir. 1992)
(modified formatting)

Demonstrative Exhibit — Not Evidence -00215 POR, 33; -00212 POR, 39 4s



Even Technologically Similar References May Not Be

Reasonably Pertinent

A A AT e A Y e
“A person having ordinary skill in the art would not reasonably have

expected to solve the problem of dead volume in tanks for storing
refined petroleum by considering a reference dealing with
plugging underground formation anomalies. The Board’s finding

to the contrary is clearly erroneous.”

WWWMWWWWUM,WWWW
In re Clay, 966 F.2d 656, 660 (Fed. Cir. 1992)

A e A A e A Y e i i M i A i Ty ey i i e At Y e Y ey
“Wang’s SIMMs were designed to provide compact computer

memory with minimum size, low cost, easy repairability, and
easy expandability. ... In contrast, the Allen-Bradley patent relates
to a memory circuit for a larger, more costly industrial controller.
... [T]he Allen-Bradley prior art is not reasonably pertinent and is not

analogous.”
M«WMWWMqWMW

Wang Labs., Inc. v. Toshiba Corp., 993 F.2d 858, 864-65 (Fed. Cir. 1993)

Demonstrative Exhibit — Not Evidence -00215 POR, 41;-00212 POR, 47 A4




Hayhurst’'s Problem Must Be Identified And Compared To The

‘854's Problem

Ay~ AV M ANy i i Ny A A My e iy il e A Yy ey iy Ly
“when addressing whether a reference is

analogous art with respect to a claimed
invention under a reasonable-pertinence
theory, the problems to which both relate

Mmust be identified and compared.”

Donner Tech., LLC v. Pro Stage Gear, LLC, 979 F.3d 1353, 1359 (Fed. Cir. 2020)

Mandatory|

Demonstrative Exhibit — Not Evidence -00215 POR, 38; Sur-Reply, 4; -00212 POR, 44; Sur-Reply, 16 30



Petitioner And Dr. Bhattacharjee Do Not Identify Hayhurst's
Problem Let Alone Compare It To The ‘854’s Problem

Demonstrative Exhibit — Not Evidence -00215 POR, 38; Sur-Reply, 4; -00212 POR, 44; Sur-Reply, 16 EX



Undisputed: '854 Addresses Problem Of User-Independent

Security For Cryptographic System While Supporting Mobile Users

ao) Patent No.:  US 10,452,854 B2

Unfortunately, even the foregoing typical public-key
cryptographic systems are still highly reliant on the user for
security. For example, cryptographic systems issue the pri-

DECLARATION OF AVIEL D. RUBIN, PH.D.

The foregoing mobile biometric cryptographic system
still suffers from a variety of drawbacks. For example, the
mobile user may lose or break the smartcard or portable
computing device, thereby having his or her access to

106. The *854 is directed towards creating a cryptographic system whose
potentially important data entirely cut-off. Alternatively, a

security is user independent, while still supporting mobile users. Ex. 1001 [*854]

Based on the foregoing, a need exists to provide a
cryptographic system whose security 1s user-independent
while still supporting mobile users.

Ex. 1001 [‘854] 1:30-37, 1:46-2:14, 2:15-38, 2:42-44

Demonstrative Exhibit — Not Evidence -00215 POR, 38-39; Sur-Reply, 4; Ex. 2033, 1106; -00212 POR, 44-45; Sur-Reply, 16-17; Ex. 2033, 1112 B4




Undisputed: Hayhurst’s Problem Is Limited Bandwidth For Video-

On-Demand

DECLARATION OF AVIEL D. RUBIN, PH.D.

(12) PatEllt Appli Cati on P“bli Cati on 107. By contrast, Hayhurst is directed towards “address[ing] the

Hayhurst prohibitive bandwidth requirements for a content provider associated with

'8

delivering video-on-demand other large media files.” Ex. 1007 [Hayhurst] [0005].

[0004] It is usually not economically feasible for the
operator of, for example, a cable television (CATV) system DECLARATION OF SAMRAT BHATTACHARJEE, PH.D.

(or other content provider) to provide for delivery-on-

demand a large number of movie selections to subscribers Hayhurst, [0002]. Hayhurst says then-existing systems for “delivery-on-demand”
because such a Syﬁntem requues a extensive amount of

i i of media content “require[d] an extensive amount of bandwidth.” Hayhurst
bandwidth between the content provider and each of the q y
subscriber units (televisions or other display devices) of the _ :
network (EX1007), [0004]. To address that problem and provide other advantages,

Hayhurst’s media files are segmented and “distributed among a network of

SUMMARY OF THE INVENTION

subscriber units,” which store media-file segments so individual subscribers can

[0005] The present invention addresses the problem of
prohibitive bandwidth requirements for a content provider in : Q
delivering video-on-demand or other large media files. In gy SN

short, there 1s provided a system that shifts the bandwidth . LIMITED ‘
requirements away from the content provider and to the ’4 BANDWIDTH

network of subscriber units.
3 ’ . 4

-00215 POR, 39-38; Sur-Reply, 4; Ex. 2033, 1107; Ex. 1003, 1178; Ex. 1007 [0004]-[0005];

Demonstrative Exhibit — Not Evidence -00212 POR 45-46; Sur-Reply,16; Ex. 2033, 1114 E8]



Dr. Rubin: Hayhurst And The '854 Address Different Problems

DECLARATION OF AVIEL D. RUBIN, PH.D.

108. The ’854, again, addresses eliminating user vulnerabilities in storing
sensitive information. Hayhurst, by contrast, addresses the prohibitive bandwidth

requirements for video-on-demand from the perspective of the content provider.

Ex. 1007 [Hayhurst] [0003]-[0005].

110. A POSITA looking to solve a problem with securing data sets in a

user-independent fashion would not have looked to a reference directed to reducing
the bandwidth required to transmit video-on-demand. Thus, in my opinion,
Hayhurst 1s not reasonably pertinent to the *854 because they are directed to
different problems, and Petitioner and Dr. Bhattacharjee fail to demonstrate that

Hayhurst 1s analogous art to the 854 patent.

Demonstrative Exhibit — Not Evidence -00215 POR, 40-41; Ex. 2033 11108, 110; -00212 POR, 46; Ex. 2033, 1115, 117 $&



Dr. Rubin: Hayhurst’'s Teachings Are Not Relevant To the '854’s

Problem

DECLARATION OF AVIEL D. RUBIN, PH.D.

109. Security from piracy is merely an ancillary benefit to Hayhurst's
solution of decentralizing content delivery. And. what little Hayhurst has to say
about encryption does not suggest that it is directed towards securing data in a
manner that is “user-independent.” Rather. in Hayhurst’s system. a subscriber
requests both an encrypted movie and an encryption key. Ex. 1007 [Hayhurst]

[0028]. [0030]. While the movie is originally dispersed amongst thousands of

subscribers, it is reassembled. along with the key. by a single user. Thus. the

security of the data (the movie) is user-dependent.

Demonstrative Exhibit — Not Evidence -00215 POR, 40-41; Ex. 2033 1109; -00212 POR, 46; Ex. 2033, 1116 ES



Foster-Hayhurst Fails (IPR2024-00212, -00215)

d Hayhurst Is Not Analogous Art
(IPR2024-00212, -00215)

» No Motivation To Combine Foster-Hayhurst
Shown (IPR2024-00212, -00215)

O Foster’s Packets/Payloads Are Not Shares/Chunks
(IPR2024-00214, -00215)

Demonstrative Exhibit — Not Evidence -00215 POR, 32-33 &



'854/°116 Claims: Require Storing Data Chunks On A “Plurality

Of Different Storage Devices”

P
/

(o) Patent No.:  US 10,452,854 B2

storing with the plurality of data chunks data indicative of
at least one of the distinct encryption keys on a plurality
of different storage devices.

(o) Patent No.:  US 11,178,116 B2

different encryption keys on a plurality of different

\ | l1
separately storing each data chunk of the plurality of data —
chunks together with one of the plurality of obfuscated 8
storage devices. | .1 | — I

Demonstrative Exhibit — Not Evidence '854,cl. 1;'116,cl. 1 Kl



Undisputed: Foster Does Not Store Data Chunks On A “Plurality

Of Different Storage Devices”
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Demonstrative Exhibit — Not Evidence -00215 Pet., 80; -00212 Pet., 72 e



Petition Combines Foster’'s Data Encryption Technique With

Hayhurst’'s Distributed Storage

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

T

Content Source

uuuuuuu

Havhurst’

= =483
g2q

g Subscriber Units

e |
MAIN SERVER
38

] ol ! -
P : rfﬂ!ﬁ [ ~—1-426 Key-storage Database
SEGMENT : o H
J| CONTROLLER LIERARY EI:EEE . -i T
P, et

v Havhurst's Tracking and Library Functionality

The Foster-Hayhurst combination would have used Foster’'s technique of
encrypting portions of a data set with respective encryption keys that are themselves
encrypted with a KEK that is stored n a key-storage system. and Hayhurst’s

technique of storing the encrypted data on different storage devices. Bhattacharjee.

7187

Demonstrative Exhibit — Not Evidence -00215 Pet., 61-64; -00212 Pet., 64-65 [&4




Petition’s Combination: All Of Foster’'s Content Units Are

Distributed Per Hayhurst’'s Method

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

POSAs had reason to store Foster’s encrypted content units on multiple
storage devices (e.g., consumer set-top boxes like Hayhurst’s subscriber units and
Foster’s recipients 430) based on Hayhurst’s techniques for storing and distributing
encrypted data segments. Bhattacharjee, 4182.

POSAs would have recognized several benefits in storing Foster’s encrypted

content units distributed on different storage devices as Hayhurst teaches. Foster’s

to known encryption and data-storage methods, to yield the predictable result of
Foster’s encrypted content units being stored on and retrievable from distributed

storage devices as taught in Hayhurst. KSR, 550 U.S. at 416; Bhattacharjee, 9185.

“segment tracking” functionality of Hayhurst’s main server 26 so it can control
distribution of and access to Foster’s encrypted content portions on the “subscriber

units.” Hayhurst, [0017], [0023]-[0024], [0026], FIGS. 1, 4; Foster, [0040]-[0041],

Demonstrative Exhibit — Not Evidence -00215 Pet., 61-65; POR, 49-50; -00212 Pet., 61-66; POR, 55-5¢ Kl



No Motivation To Render Reference “Inoperable For lis

Intended Purpose” Or Change lts “Principle Of Operation”

POSITA would not be motivated to render reference “inoperable
for its intended purpose” or “change [its] principle of
operation.”

B T g e i e ¥ s e P e T VY A e AT

o
4

i

#h *h Plas-Pak Indus., Inc. v. Sulzer Mixpac AG, 600 Fed. Appx. 755, 759 (Fed. Cir. 2015)

P A e PPN s e AN Ny e et Ve, e A Y Iy e ke e A Y Ty e Tt ey
“This suggested combination ... would require a substantial
reconstruction and redesign of the elements shown ... aswell as a
change in the basic principles under which the Chinnery et al.
construction was designed to operate.”

e A e et s e At Ty e rrp e Ay s e A Ty iy N s e A Yy e i

In re Ratti, 270 F.2d 810, 813 (C.C.P.A. 1959)

Demonstrative Exhibit — Not Evidence -00215 POR, 51;-00212 POR, 57 Ei



Foster’'s Purpose Is To Synchronize Transmission Of Encrypted

Content Units And Encryption Keys

(54) METHOD, SYSTEM AND PROGRAM DECLARATION OF AVIEL D. RUBIN, PH.D.
PRODUCT FOR ATTACHING A TITLE KEY
TO ENCRYPTED CONTENT FOR

SYNCHRONIZED TRANSMISSION TO A 114. As can be seen throughout Foster’s disclosure, Foster’s fundamental
RECIPIENT : . _ .
goal is to synchronize the transmission of encrypted content packets with the keys
(57) ABSTRACT
A method and system for attaching a title key to encrypted used to encrypt those packets. Doing so allows each packet to be viewed as soon

content for synchronized fransmission to, or storage by, a
recipient 1s provided. Specifically, under the present inven-

tion, an elementary media stream i parceled into content SEMRAT BHATTACHARJEE

units that each include a content packet and a header. The Q “rh}r does 5}-1.1["111'011@115 transtmssion to a
content packets are encrypted with one or more title keys, e

Onee the content packets have been encrvpled, the title keys recerver foster random access to content?

are 1h|:m.~'.el_1.rns; encrypted with a key encrypting key. Thu A I]Jﬂt is sort Dfﬂ]f" "i.:\-h.DIE' invention in
encrypled title keys are then attached to the corresponding

encrypted content packets for synchronized transmission 1o Foster.

a recipient.

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention generally relates to a
method, system and program product for attaching a title key
to encrypted content for synchronized transmission to a
recipient. Specifically, a title key used to encrypt content is
itself encrypted, and attached to the encrypied content so
that both can be synchronously transmitied to a recipient.

SUMMARY OF THE INVENTION

[0008] In general, the present invention provides a |

£
method, system and program product for attaching a title key T"nrs I" E WH n lE Pn I "T

to encrypled content for synchronized transmission to a
recipient. Specifically, under the present invention, a content

nglican

-00215 POR, 42-47; Sur-Reply, 6-7; Ex. 1006, Title, Abstract, [0001]-[0002], [0008]; Ex. 2033 1114;

five Exhibit — Not Evidence Ex. 2034, 32 ; -00212 POR, 48-49; Sur-Reply, 17-18; Ex. 2033 119



emonstrative Exhibit — Not Evidence -00215 POR, 43; S

Undesirable Delays

Foster: Prior Art Systems Without Synchronization Had

Foster et al.

being uscd, a new Key pair can be scnl o [he receiver. 1o
sending separate key sets to the receiver in this manner,
however, loss of synchronization between the content and
the kevs 1s nsked. Moreover, both DEMS and CAS can have
inberent latencies in providing random access of protected

content.
—_——

usc the key to decrypt the content. Similar to the DREMS, the
CAS fails to provide synchronized delivery of a key with
encrypted content. Moreowver, because delivery of keys and
protected content are non-synchronized in a CAS, certain
latencies such as delayvs are inherent in allempling 1o Eain

random access to the content.

OUT OF SYNC LA

[0051] As indicated above, the DRMS fails to provide
synchromized delivery of the content with the keys used to
encrypt the content. That is, license server 16 must be
separately accessed. When providing the kevs in such a
manner, there exists a likelihood that either the appropriate
kevs will not be matched with the encrypied content, or a
single key will be vsed, weakening the securnty. Further-
more, providing keys from license server 16 requires a back
channel.

random access of content. As indicated above, both DEMS
and CAS have inherent latencies (e.g., delays) in providing
random access of content. Specifically, because each content
packet transmitted under the present invention is “packaged”
with the title key that was used to encrypt it, a recipient can
access and decrypt the content siream at any packet,

[0D56] As indicated above, because the KMB is necessary
to access encrypted content, the KMB should be delivered
synchronously with, or prior io, the encrypted content, When
this condition is not met, a delay could be incurred between

(e.g., between when a chanpel is changed and when an
image is displayed).

Loading.

r-Reply, 14-15; Ex. 1006, [0006], [0051], [0052], [0056], [0064]; -00212 POR, 49; Sur-Reply, 24 BN



Foster: Synchronizes Transmission To Avoid Delays

a2 Patent Application Publication pDECLARATION OF AVIEL D. RUBIN, PH.D.

Foster et al.

content unit 116 can then be transmitted to a recipient. That Ex. 1006 [Foster] Fig. 16 (annotated); [0078] (“computer system 400 ...
is, the encrypted content unit, the header and the header =

extension (including the encrypted title key) will be deliv-

ered 1o, or stored by, a recipient as a single, integral data process[es] content units ... and transmit[s] the processed content units to a
stream. Thus, a recipient will receive or store encrypted
content along will all information necessary to decrypt the recipient 430.). Because each content unit contains both the content and the key.

content. This not only prevents the synchronization prob-
lems associated with previous syslems, bul also provides
random access ol content. As indhcated above, both DEMS
and CAS have mherent latencies (e.g., delays) in providing
random access of content. Specifically, because each content
packet transmitted under the present invention 1s “packaged”
with the title key that was used to encrypt it, a recipient can wherein the key had to be separately attained. Id.. [0064].
access and decrypt the content stream at any packet.

each content unit may be encrypted and transmitted by the source as it is generated.

and then decrypted and viewed without the delay found in prior art systems

COMPUTERSISTEN 400

P 406 w402 430
] 412
amice s 1
410 PARSE SYSTEN 1|
1

L4116
ENCRY. SYSTEM

=1L 418
KEY SYSTEN ]
2404 =420
DESG. SYSTEN
422

INTERFACES COMB. SISTEN T
(s s 424

-00215 POR, 43-44; Sur-Reply, 6-7; Ex. 2033, 1118, Ex. 1006, Fig. 16, [0064];
-00212 POR, 49-50; Sur-Reply, 17-18; Ex. 2033, 1121



Foster Is Directed Towards Cable Television

a2 Patent App]icaﬁun Publication DECLARATION OF AVIEL D. RUBIN, PH.D.

Foster et al.

119. TImportantly, Foster contemplates using its invention in the cable

[0039] Content Service Provider—an entity, such as

. : : AP television context. Foster teaches that its system processes and transmits content
a cable service provider, that provides the “pipeline
through which content is delivered from a content
owner 1o a consumer. units between a “Content Service Provider” “such as a cable service provider” (id.,

[ [0039]) and a “Receiver” “such as a set-top box” (id.. [0040]). Id.. Fig. 16. [0078].
0040] Receiver—a consumer device, such as a set-

top box, a DVD player, eic., that receives content
directly from a content owner, from a content service

E;tgz?ll{ another receiver Within a consumer home [0052] (Foster is directed towards “Conditional Access System[s] (CAS).” which

It seeks to improve upon prior art cable systems providing real-time television. Id..

- are “cable or satellite television system[s]”): [0006].
[0006] Ina television-based CAS, the content and keys are

prepared at a head-end server based on the appropriate
subscriber information. The encrypted content and keys are

[0052] Referring now to FIG. 2, a Conditicaal Access
System (CAS), such as a cablz or satellite television system,
1s shown in greater detail. In a CAS, two entitlement

Demonstrative Exhibit — Not Evidence -00215 POR, 45; Ex. 2033, 1119, Ex. 1006, [0039], [0040], [0006], [0052]; -00212 POR, 51; Ex. 2033, 1137 E&



Foster’s Invention Facilitates Real-Time Television/Streaming

a2y Patent Application Publication DECLARATION OF AVIEL D. RUBIN, PH.D.

Foster et al.

120. Foster’s teachings of synchronized transmission to reduce
ENCRYPTION OF ELEMENTARY STREAM AND EMBEDDED KEYS

| "'"’“"?m"“""“"""'“""““"""""“""l"“‘"‘" | delays/latencies are particularly significant in a streaming context contemplated by
100~ ELENENTARY DIGITAL CONTENT ]
PACKETZATION PACKETZATION Foster’s Figure 8. which Petitioner relies upon (e.g.. Pet.. 56. 65-66). “In
OFONR 706 OF DATA
104~= ¥ . . . . . .
S N TR R . streaming. multimedia data is transferred in a stream of packets that are interpreted
102/ CONTENT UNIT
([ PaRsE | . . . . . .
106 and rendered in real time by a software application. as the packets arrive in the
104 | AEV-ECRYPTING KEY
\rmmle] [ PAYLOAD | 108 CAN BE SENT SEPARATELY

user’s terminal.” Ex. 2035 [Patrikakis] 220. Because packets are transmitted as a

ENCRYPTED PAYLOAD |

i
BNGRIPIED
REGENERATE

104~ wewm [ o |, oenemme ] U

stream and rendered in real-time, any delays have an especially noticeable impact.

When watching. e.g., a live sporting event. any delay in receiving. decrypting

o i — and/or rendering each confent unit in a stream would be a significant drawback.

116

FIG. 8

[0056] As indicated above, because the KMB is necessary
to access encrypted content, the KMB should be delivered
synchronously with, or prior to, the encrypted content. When
this condition is not met, a delay could be incurred between
when encrypted content is received and when it accessed
(e.g., between when a channel is changed and when an
image is displayed).

five Exhibit — Not Evidence -00215 POR, 45-47, Sur-Reply, 6-7; Ex. 2033, 1120, Ex. 1006, [0056]

212 POR, 45-47, Sur-Reply, 6-7; Ex. 2033, 1120 [gI8}



Foster And Hayhurst Have Conflicting Goals

Foster et al. Hayhurst

- RN N

i@NEED for SPEED
=
- ‘._

Demonstrative Exhibit — Not Evidence -00215 POR, 41-42; -00212 POR, 47-48 KX



Hayhurst Is Focused On Bandwidth Issues For Video-On-

Demand

@ Patent Application Publication

Hayhurst

BACKGROUND

[0003] Current options for viewing a movie at home
include traveling to a movie rental store to obtain a video-
tape or DVD copy of the movie. The copy must be returned
a few days later. Another option is to select from the limited
number of choices that are offered from sources that provide
what is known as pay-per-view movies. Cable or broadcast
movie channels provide a limited number of selections of
movies for display a predetermined times.

[0004] It is usually not economically feasible for the
operator of, for example, a cable television (CATV) system
(or other content provider) to provide for delivery-on-
demand a large number of movie selections to subscribers
because such a system requires a_extensive amount of
bandwidth between the content provider and each of the
subscriber units (televisions or other display devices) of the
network.

Demonstrative Exhibit — Not Evidence

SUMMARY OF THE INVENTION

[0005] The present invention addresses the problem of

ity : : vider
delivering video-on-demand or other large media files. In
short, there is provided a system that shifts the bandwidth
requirements away from the content provider and to the
network of subscriber units.

-00215 POR, 47, 57; Ex. 1007, [0004]-[0005]; -00212 POR, 53, 62-63 B]



Undisputed: Hayhurst Is Not Concerned With Synchronous

Transmission, Avoiding Delays, Or Real-Time Streaming

DECLARATION OF AVIEL D. RUBIN, PH.D.

122. Unlike Foster, Hayhurst is not concerned with synchronous
transmission, avoiding delays, or facilitating real-time streaming. Indeed,
Hayhurst purports to facilitate the transmission and playback of content files rather
than content streams. As I previously explained in Section VI.B.1(b), Hayhurst
aims to overcome “prohibitive bandwidth requirements for a content provider in
e T delivering video-on-demand or other large media files™ to a subscriber network.

Ex. 1007 [Hayhurst] [0005]. Hayhurst teaches that, in light of the size of these

Demonstrative Exhibit — Not Evidence -00215 POR, 47; Ex. 2033, 1122; -00212 POR, 53; Ex. 2033, 1123 K4



Hayhurst’'s Method Of Decentralized Distribution
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Demonstrative Exhibit — Not Evidence -00215 POR, 47-49, 53-55; Ex. 2033, 11123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 1 125-126, 140 BN



Requesting STB Requests Movie From Main Server Which
Instructs Other STBs To Send Movie Segments

MAIN SERVER
36 ~38r NN\ e
SEGMENT
CONTROLLER |« Lerary It N A\ \ 'B™
¢ a4 A \\ ¥
SEGMENT Instructions
TRACKING | T\ \ e

Demonstrative Exhibit — Not Evidence -00215 POR, 47-49, 53-55; Ex. 2033, 11123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 {1 125-126, 140 Bl



Missing Segments Must Be Sought From Other STBs

Missing Segment

MAIN SERVER
SEGMENT
CONTROLLER LIBRARY
¢ 34
SEGMENT
TRACKING

Demonstrative Exhibit — Not Evidence -00215 POR, 47-49, 53-55; Ex. 2033, 1123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 11 125-126, 140 XA



Once All Segments Are Received, Authentication Is Sought And
The Movie Is Processed And Reassembled

JLEEAT R BRKOI s
HARFTE SHTZHIN

SEAN CONNERY.
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Complete File
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Authentication

MAIN SERVER 38
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¢ 34
SEGMENT
TRACKING

Demonstrative Exhibit — Not Evidence -00215 POR, 47-49, 53-55; Ex. 2033, 111123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 4 125-126, 140 &S



Undisputed: Hayhurst Distributed Method Incompatible With

Live Television

Foster DECLARATION OF AVIEL D. RUBIN, PH.D.

124. Hayhurst’s methodology 1s not compatible with real-time streaming or
random-access viewing of live television. Hayhurst requires that an entire movie
file be segmented, and the segments transmitted to, and stored among, the
members of a subscriber network before the movie can even be requested for
viewing by any individual subscriber. Beyond that, because the segments are not
stored in or recetved in any particular order, the movie cannot be viewed at all until
(1) all segments are received from the subscriber network by the subscriber, (11) the
requesting unit obtains authorization, and (111) the packets are descrambled and
then reassembled into the complete movie file. Ex. 1007 [Hayhurst] [0029]:
[0030]; Ex. 2034 [Bhattacharjee-Depo.] 101:19-25. Thus, Hayhurst’s system
requires all segments to be received and for the entire file to be reassembled the

system can play the movie, thus, “excluding the use for covering live events.” Ex.

2035 [Patrikakis] 219.

Demonstrative Exhibit — Not Evidence -00215 POR, 47-48, Sur-Reply, 6-7; Ex. 2033, 1124; -00212 POR, 53-54; Sur-Reply, 17-18; Ex. 2033 1 126 L



Undisputed: Hayhurst’'s Method Would Preclude Foster From
Real-Time Television And Streaming

BIG GAME PARTY

DECLARATION OF AVIEL D. RUBIN, PH.D.

134. In the Foster/Hayhurst combination, a set-top box requesting cable
television content would have to wait to recerve all of the packets sent from the set-
top boxes of a multitude of other subscribers before seeking and obtaining

authorization and before reassembling and processing the entire content file. This

wait-and-see approach would not work when trying to watch live television. Ex.

1006 [Foster] [0063].

Foster-Hayhurst

Demonstrative Exhibit — Not Evidence -00215 POR, 55-58; Sur-Reply, 6-7; Ex. 2033, 1134; -00212 POR, 61-64; Sur-Reply, 17-18; Ex. 2033, {141



Foster-Hayhurst Is Less Secure Than Foster Alone

DECLARATION OF AVIEL D. RUBIN, PH.D.

by Hayhurst's video-on-demand system. Foster s system, moreover, has sufficient

security at the source, security which would be undermined in the combination, as

Demonstrative Exhibit — Not Evidence -00215 POR, 58-61; Ex. 2033 1140; -00212 POR, 64-67; Ex. 2033 1148 |EE



Foster: KEK Can Be Easily Changed If Compromised

a2 Patent Application Publication = DECLARATION OF AVIEL D. RUBIN, PH.D.

Foster et al.
135. In Foster, should a key-encrypting-key be compromised or “protection

on the content [need] to be varied,” “an encrypted title key 30 can be re-encrypted
[0054] FIG. 4 demonstrates that an encrypted title key 30
can be re-encrypted with a different key encrypting key 32
without having to re-encrypt the encrypted content 26. As
shown, encrypted key 30 is received and decrypted with key
encrypting key 28. Title key 24 is then re-encrypted with a content 26.” EXx. 1006 [Foster| [0054].
new key encrypting key 32. The re-encrypted title key 34 is
then transmitted along with the undisturbed encrypted con-
tent 26. By re-encrypting title key 24, the protection on the
content can be varied without having to re-encrypt the

with a different key encrypting key 32 without having to re-encrypt the encrypted

Id., Fig. 4. Thus, Foster contemplates seamlessly switching the KEK for security

content itsclf, which could be significantly more time- purposes without re-encrypting the underlying content. Thus, if a key-encrypting-
consuming and/or consume more resources than re-encrypt-
ing title key 24. key 1s compromised, or a switch is otherwise desirable, a new KEK may be

utilized going forward.

RE-ENCRYPTED KEY ENCRYPTION

ENCJ?Y"F;TED ORIGINAL CONTENT ENCRYPTION (NO CHANGE)

RE-ENCRYPTED KEY ENCRYPTION

Demonstrative Exhibit — Not Evidence -00215 POR, 59-60; Ex. 2033, 1135; Ex. 1006, [0054], Fig. 4; -00212 POR, 64-65; Ex. 2033, 1143 U



Dr. Rubin: Foster Allows A KEK To Be Unique To Each Recipient,

Increasing Security

DECLARATION OF AVIEL D. RUBIN, PH.D.

136. Moreover, Foster allows for a key-encrypting-key to be unique to

cach recipient. Foster teaches that “key encrypting key 28 1s generally determined

based on a key management block (KMB), which 1s typically delivered to a

recipient concurrently with or prior to the delivery of encrypted content 26.” /d.,

[0054]. Because each recipient receives a KMB from which a key-encrypting-key

rh (I I)I I I ll \ can be determined, that key-encrypting-key can be unique to each recipient. This

ONLY YOU further increases the security of Foster’s content as the damage from any

compromise of a recipient’s key-encrypting-key can be limited to that recipient and

further prevented by simply changing that recipient’s key-encrypting-key.

Demonstrative Exhibit — Not Evidence -00215 POR, 59-60; Sur-Reply, 8; Ex. 2033, 136; -00212 POR, 65; Sur-Reply, 8; Ex. 2033, 1136 [



Foster-Hayhurst: Movie Is Pre-encrypted And Distributed

Among Subscribers

JLERRT R BRKOMI s
HARE SUTZHN w20

SEAN CONNERY.

WESBND
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T encrypt

Demonstrative Exhibit — Not Evidence -00215 POR, 60-61; Ex. 2033, 1137; Sur-Reply, 9; -00212 POR, 66-67; Ex. 2033, 1145; Sur-Reply, 19-20 X4



Foster-Hayhurst: Because Any Subscriber Can Request Pre-
encrypted Movie, KEKs Cannot Be Unique To Each Subscriber

MAIN SERVER 38

36
SEGMENT
CONTROLLER <> LIBRARY

amn | ! .

SEGMENT
TRACKING

Demonstrative Exhibit — Not Evidence -00215 POR, 60-61; Ex. 2033, 1137; Sur-Reply, 9; -00212 POR, 66-67; Ex. 2033, 1145; Sur-Reply, 19-20 K8,



Undisputed: In Foster-Hayhurst, KEKs Can At Most Be Unique To

DECLARATION OF AVIEL D. RUBIN, PH.D.

137. Foster/Hayhurst uses Hayhurst’s method of storing and distributing
content. Consequently, any subscriber (of thousands) is able to request content
that has been divided into segments across thousands of subscribers. Because any
one of Hayhurst’s subscribers can request the content, which has already been
segmented and divided 1n advance, in any combination, Foster’s content units
would all have to be secured using the same KEK(s), regardless of which

subscriber will eventually request the content.

Demonstrative Exhibit — Not Evidence -00215 POR, 60-61; Sur-Reply, 9; Ex. 2033, 1137; -00212 POR, 66-67; Sur-Reply, 19-20; Ex. 2033, 1145 Kl



Undisputed: Having KEKs Unique To A Movie Is Less Secure Than

To Each User

DECLARATION OF AVIEL D. RUBIN, PH.D.

138. This, however, makes the combined system less secure for two
reasons. First, it makes the KEKs more vulnerable. Because the KEK(s) is/are
distributed amongst thousands of subseribers, there are thousands of potential
points of failure. And, if one set-top-box (of thousands) with the KEK(s) gets
compromised, all of the content 1s compromised because all of the content is
encrypted using the same KEK(s) and title keys. Second, it would be more
complicated to switch KEKSs than in Foster alone as all of the content units are
distributed across the subscribers instead of streamed 1n real time as in Foster.
Thus, adding Hayhurst’s methods to Foster’s system would make Foster’s system
less secure in contravention of Foster’s aims. Ex. 1006 [Foster] [0004] (“In

transmitting such content, however, the security thereof must be ensured.”).

Demonstrative Exhibit — Not Evidence -00215 POR, 60-61, Sur-Reply, 9; Ex. 2033, 1138; -00212 POR, 66-67; Sur-Reply, 19-20; Ex. 2033, 1146 2



Reply Theory That Foster Recognizes Re-encrypting Content As

An Alternative Is Contrary To Foster’s Teachings

Foster

Reply

“Foster does not require changing the KEK.
Rather, Foster recognizes ‘re-encrypting
the content itself, rather than changing
the KEK, is an alternative.”

Reply, 11.

Demonstrative Exhibit — Not Evidence

[0054] FIG. 4 demonstrates that an encrypted title key 30
can be re-encrypted with a different key encrypting key 32
without having to re-encrypt the encrypted content 26. As
shown, encrypted key 30 is received and decrypted with key
encrypting key 28. Title key 24 is then re-encrypted with a
new key encrypting key 32. The re-encrypted title kev 34 is
then transmitted along with the undisturbed encrypted con-
tent 26. By re-encrypting title key 24, the protection on the
content can be wvaried without having to re-encrypt the
content itself, which could be significantly more time-
consuming and/or consume more resources than re-encrypt-
ing title key 24.

Don’t Do That!

-00215 Sur-Reply, 8; Ex. 1006, [0054]; -00212 Sur-Reply, 18-19 K&




Petitioner Fails To Demonstrate “POSAs Knew How To

Change/Replace KEKs Across Many Devices/Users”

PETITIONER’S REPLY

used for multiple segments. Furthermore, POSAs knew how to change/replace

KEKs across many devices/users. Bhattacharjee-Reply, q9104-105, qq110-115

(citing EX1078, 4:5-28; EX1079, 544-546; EX1080, 2-7).

/ |

Peer-to-peer Replacing

information session keys,

delivery, not not KEKs not KEKs
KEKSs

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 8; Reply, 11-12; -00212 Sur-Reply, 19; Reply, 28 K&



Petitioner Failed To Consider Significant Drawbacks Of Using

Hayhurst’s Distribution With Foster’s System

“It]lhe Board must weigh the benefits and drawbacks of the
modification against each other, to determine whether there

would be a motivation to combine.”
e o e e T e e e T e et e L e i

Arctic Cat Inc. v. Polaris Indus., 795 Fed. App'x. 827, 833 (Fed. Cir. 2019)

o

4
wil x

o 9.
**

A At e P A e At Ty e R e i e A e Y e A e ey Ny
“Coupled with testimony confirming the potential problems of

automatic throttle reapplication and suggesting an alternative
approach might reduce those same problems, J.A. 2230-32, a jury
could find a skilled artisan would not have been motivated to

combine ..”
Bt e m e T e T e ad T T Y T g e T ' n Y ad (P e, p

Arctic Cat Inc. v. Bombardier Rec. Prods., 876 F.3d 1350, 1363 (Fed. Cir. 2017)

Demonstrative Exhibit — Not Evidence -00215 POR, 51, 61-62; Sur-Reply, 10; -00212 POR, 56, 67-68; Sur-Reply, 20 [



The Drawbacks Outweigh The Benefits

Thwarting Foster's purpos.-é |

No live television

No real-fime streaming

Less security | Delays

J

Demonstrative Exhibit — Not Evidence -00215 POR, 51, 61-62; Sur-Reply, 10; -00212 POR, 56, 67-68; Sur-Reply, 20 K&



Petitioner May Not Change Its Theory In Reply

A A e A e A
“Petitioner may not submit new evidence or

argument in reply that it could have presented earlier,
e.g. to make out a prima facie case of

unpatentability.”
A e A A N i ANt e A P ey e A Y I e P e A e

Consolidated Trial Practice Guide, 73 (Nov. 2019)

B e Y g e T A e P R Ve T A e AL e YT A o e T, AT

“the expedited nature of IPRs bring with it an
obligation for petitioners to make their case in their
petition to institute.”

A e P e N s AN e T A A M, i A Y Ty i g A Y Iy ey
Intelligent Bio-Systems, Inc. v. Illumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)
AN Ty Pl e A e Y e e A e Y e e A e e ey
“We see no error in the Board’s rejection of Ariosa’s
reliance, in its Reply submissions, on previously
unidentified portions of a prior art reference to

make a meaningfully distinct contention.”

s A T i A Y e A L e A Ty e e e A Y iy e ey e i
Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1368 (Fed. Cir. 2015)

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 1, 12, 13-14; -00212 Sur-Reply, 1, 22 kU




Petitioner Shifts Its Theory In Reply From Reliance Upon

Hayhurst’'s Storage Devices To “Foster’s Storage Context”

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq
POSAs had reason to store Foster’s encrypted content units on multiple
storage devices (e.g., consumer set-top boxes like Hayhurst’s subscriber units and
Foster’s recipients 430) based on Hayhurst’s techniques for storing and distributing
encrypted data segments. Bhattacharjee, §182.
POSAs would have recognized several benefits in storing Foster’s encrypted

content units distributed on different storage devices as Hayhurst teaches. Foster’s

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

1322, 1331 (Fed. Cir. 2012). Foster’s teachings are not limited to live-streaming, as -

Foster teaches storing encrypting content for and by recipient(s) (e.g., video-on-

demand). Foster, [0064]. In (at least) Foster’s storage context—relied upon in the

Petition (65, 80-82)—POSAs would have recognized the benefits of combining

Foster with Hayhurst. Bhattacharjee-Reply, 1948-57.

Demonstrative Exhibit — Not Evidence -00215 Pet., 61, Reply, 7; Sur-Reply, 10-11; -00212 Pet., 62, Reply, 24; Sur-Reply, 20-21



Petition Relied Upon Hayhurst’s Storage Method, Not Foster’s

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

The Foster-Hayhurst combination would have used Foster's technique of
encrypting portions of a data set with respective encryption keys that are themselves
encrypted with a KEK that 1s stored m a key-storage system. and Havhurst's

technique of storing the encrypted data on different storage devices. Bhattacharee.

device)); also the combination’s recipients are implemented with the functionality

of Hayhurst’s subscriber units, including their storage devices. §VIL.C:;

No Mention Of “Foster’s Storage Context”

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 11; Pet., 61-65; -00212 Sur-Reply, 21; Pet., 61-66 K24



Reply: Petitioner Relies Upon “Foster's DRMS” For The First Time

Petition Reply
* No mention of DRMS “In Foster’s DRMS, ‘content is packaged
and loaded [i.e., stored] onto a web server’
* Alleged “storage device” is a set-top and subsequently ‘downloaded to [i.e.,
box, not a personal computer stored to a] personal computer’ for on-

demand access (i.e., viewing stored
content whenever the user wants to).”
Reply, 8.

SOMETHING
COMPLETE

ADIFFERERY

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 12-13; Reply, 8-9; Pet., 80; -00212 Sur-Reply, 22-23; Reply, 25-26; Pet., 61-62 Y



Reply: Petitioner Relies Upon Foster’s “Program Stream” For The

First Time

Petition Reply

E &3 “Foster discloses processing datasets
foran MPEG ‘program stream,’ which
Foster says (and POSAs knew) is intended

T~ ~.’~"* g .. ; - for storing ‘in fixed storage.”” Reply, 9.
s

SIMON & GARFUNKEL

AN N
;pnn‘mﬁ“t‘;
SOMPLEYY) v

AIFFERERY

| —

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 13; -00212 Sur-Reply, 23 H&



Even If Considered, New Reply Theories Fail

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 14-17; -00212 Sur-Reply, 23-26 4



Reply: “Foster’'s DRMS” Is Evidence Of Foster’s “Storage

Context”

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

Foster recognizes that synchronization reduces latency for storage-based
purposes, like for Digital Rights Management Systems (“DRMSs™). Foster, [0064]
(“[A] recipient will receive or store encrypted content....””). Rubin-Depo., 83-85,
96-99. In Foster’s DRMS, “content 1s packaged and loaded [i.¢., stored] onto a web
server’” and subsequently “downloaded to [i.e., stored to a] personal computer” for
on-demand access (i.e., viewing stored content whenever the user wants to). Foster,
[0005], [0049] (users access “content on [the] media server”); FIG. 1 (content 1s
“stream[ed] or stored”); EX2039, 6-10 (DRMS “safeguards content when at rest

[1.e., stored],” and when “stored on a receiving device”). Foster’s synchronization

Demonstrative Exhibit — Not Evidence -00215 Reply, 8; -00212 Reply, 25 K8



DRMS Is Background Art Foster’s Invention Replaces

a2y Patent Application Publication

Foster et al.

10 16 18
/ LICENSE —/ /
CONTENT TERMS |  LICENSE |_ LICENSE P
SERVER
14
PROTECTED STREAMING BROWSER
CONTENT | STREAMING | gR STORED ‘
MEDIA o
SERVER 0\
ACCESS RIGHTS PACKAGE CONTENT c'if‘s“ﬂr
WEB REQUEST
12 . SERVER
20 KEYS ARE TRANSMITTED WiTH

FIG. 1

[0003] 2. Background Art

[0005] Current technologies that utilize key-based security \
practices include a personal computer-based Digital Rights \
Management System (DRMS) and a Conditional Access

System (CAS). In the case of the former, content is packaged

the keys is risked. Moreover, both DRMS and CAS can have
| inherent latencies in providing random access of protected
content.

[0007] In view of the foregoing, there exists a need for a
method, system and program product for attaching a key to
encrypted content for synchronized transmission to, or stor-
age by, a receiver. That is, a need exists for a key used to

Demonstrative Exhibit — Not Evidence

CONTENT WHEN DOWNLOADED

[0049] Referring now to FIG. 1, a depiction of a Digital

| Rights Management System (DRMS) is shown. As depicted,

[0051] As indicated above, the DRMS fails to provide
synchronized delivery of the content with the keys used to
encrypt the content. That is, license server 16 must be
separately accessed. When providing the keys in such a
manner, there exists a likelihood that either the appropriate
keys will not be matched with the encrypted content, or a
single key will be used, weakening the security. Further-
more, providing keys from license server 16 requires a back
channel.

-00215 Sur-Reply, 14-15; -00212 Sur-Reply, 23-25 &



Figure 1's DRMS Does Not Include Foster’s Invention

a2y Patent Application Publication

Foster et al.

[0049] Referring now to FIG. 1, a depiction of a Digital @

Rights Management System (DRMS) is shown. As depicted, OUT OF SYNC

[0051] As indicated above, the DRMS fails to provide

synchronized delivery of the content with the keys used to o A— 18 i
encrypt the content. That is, license server 16 must be _oonan ] TS oo et K
separately accessed. When providing the keys in such a

manner, there exists a likelihood that either the appropriate i snmuu(‘] | ™™
keys will not be matched with the encrypted content, or a ﬁ »
single key will be used, weakening the security. Further- o - PouGE 22;'.‘,‘[5"}
more, providing keys from license server 16 requires a back 2 I =]
channel. FIG. 1 9 m:.‘v'n':::’n't.a':{'u:"n%

SAMEAT BHATTACHARJEE

Q. Why does synchronous transmission to a T T i | o]

n

recerver foster random aceess to content? . 1z 1M .
A That 15 sort of the whole invention 1n 116

- FIG. 8

Demonstrative Exhibit — Not Evidence

-00215 Sur-Reply, 14-15; -00212 Sur-Reply, 23-25 S



Reply: Foster’'s Program Stream Is For “Fixed Storage”

PETITIONER’S REPLY

Consistent with 1ts DRMS disclosures, Foster discloses processing datasets
for an MPEG “program stream,” which Foster says (and POSAs knew) is intended
for storing “in fixed storage.” Foster, [0073]; see also EX2014, 1 (“[p]rogram

streams are designed for...storage”); EX1108, 1:65-2:31; EX1109, 1-9, 13);

Demonstrative Exhibit — Not Evidence -00215 Pet., 9; -00212 Pet., 26 S



Petitioner's Combination Would Use A Transport Stream (For,

e.g., Cable TV), Not A Program Stream (e.g., for DVDs)

2y Patent Application Publication

Foster et al.

TRANSPORT STREAM 3102
ENCRYPTED PES PACKET-VIDED [ R pesPACKT-ViDE) |
3150A 350B :}500 35{7D 350E 350F
Crseacker | [ rseaeker [ wseacker [ meacker || rseacker [ rseacker |
HEADER —| | PAYLOAD TRANSPORT
STREAM PACKETS
ARE 188 BYTES

ENCRYPTED PES PACKET - AUDID

TYPICALLY THE AMOUNT OF VIDEO DATA FOR A GIVEN TIME
INCREMENT IS MUCH LARGER THAN THE CORRESPONDING AUDIO DATA

FIG. 14
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[ enceeieeespacer-woed | | [ ENCRIPTEDPESPACKET-WOEO |
| 0 / /
PROGRAM STREAM PACKET (PACK) - CAN CONTAIN MULTIPLE PES PACKETS |
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FIG. 15

[0073] Once the encrypted key (and any optional identifier
information and/or verifier) has been attached to PES packet
306, the resulting PES unit 302 can then be multiplexed in
two different system options. The first is shown in FIG. 14
and is known as a transport stream. A transport stream is
typically used in error-prone broadcast environments such as
digital television. As depicted, transport stream packets
350A-F are relatively small, and it generally takes multiple
transport stream packets 350A-C to contain a single video
PES unit 302. The second option is a program stream, which
is shown in FIG. 15. A program stream is generally used in
more reliable transmissions such as those with error cor-
recting codes or in fixed storage. Unlike transport stream
packets, however, a single program stream packet 360 can
hold multiple video PES units 302 and 362.

Demonstrative Exhibit — Not Evidence

a2 Patent Application Publication

Hayhurst

[0016] With reference to FIG. 1, a preferred embodiment
of the present invention is includes a network 20 of elec-
tronically connected subscribers A, B, C, and D. The small
number of subscribers depicted here is intended to be
representative of, for example, the thousands of subscribers
that may be part of a typical cable television (CATV)
network. Alternatively, the network can be any other com-
munications network of users or subscribers, such as those

linked by alocal area network (LAN) or a wide area network
(WAN).

HOW IT WORK

\
| B ﬁ

THAT'S NOT ]
S.

-00215 POR, 13; Ex.1006, [0073], Fig. 14, Fig. 15; Ex. 1007, [0016]; -00212 POR, 23 R4



Foster-Hayhurst Fails (IPR2024-00212, -00215)

d Hayhurst Is Not Analogous Art
(IPR2024-00212, -00215)

d No Motivation To Combine Foster-Hayhurst
Shown (IPR2024-00212, -00215)

> Foster’'s Packets/Payloads Are Not Shares/Chunks
(IPR2024-00214, -00215)

Demonstrative Exhibit — Not Evidence



'854/'609 Claims Require “Generating A Plurality Of Data Chunks”

1. A method for securely storing a data set, the method
comprising;

receiving an external key from an external storage system,
US 10,452,854 B2 generating a plurality of data chunks based on the data set,
such that the data set can be reconstructed using at least
a minimum number of the plurality of data chunks,
wherein generating the data chunks comprises:
distributing the data set into a plurality of shares,

wherein each of the shares comprises less than all of

the data set,

1. A method for securing data, the method comprising:
executing code by a processor to perform:
receiving a first key from a storage system;
generating a plurality of data chunks based on a data
set, wherein each data chunk of the plurality of data
chunks comprises less than an entirety of data of the
data set, and wherein the data set can be recon-
structed using at least a minimum number of the
plurality of chunks:;

US 11,068,609 B2

Demonstrative Exhibit — Not Evidence ‘854, cl. 1; '609, cl. 1 k4




Petitioner: Foster’'s Packets/Payloads Are Chunks/Shares

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

ENCRYPTION OF ELEMENTARY STREAM AND EMBEDDED KEYS
RAMDOM AGDESS POINTS (POINTS IN STREAM WHERE PLAYER GAH START)  _

i i
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|
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116—"
FIG. 8

Demonstrative Exhibit — Not Evidence

illustrated in Foster's Figure 8 (red-box annotation below), Foster generates a
plurality of “payloads™ by “parcel[ing]” the elementary content stream (the claimed

“data set.” §VILD2 [1A]). Foster, [0064]: Bhattacharjee, T6201-02.

As discussed further below (§VILD 4 [1B1], §VII.D.6 [1B3]) and illustrated

in Figure 8 (green-box above), the pavloads ([1B1]’s “shares™) are encrypted to

generate encrypted payloads, which are “a plurality of data chunks based on the

data set.” as claamed. POSAs thus understood Foster to meet SFI s construction of

-00215 Pet. 72-73; -00214 Pet., 65-66 Kl



Undisputed: The Petition Did Not Explain Why Foster’s Payloads

Are Shares/Chunks

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

illustrated in Foster's Figure § (red-box annotation below), Foster generates a
plurality of “payloads™ by “parcel[ing]” the elementary content stream (the clammed
“data set,” §VILD 2 [1A]). Foster, [0064]; Bhattacharjee, T7201-02.

As discussed further below (§VILD 4 [1B1], §VIL.D.6 [1B3]) and illustrated
in Figure 8 (green-box above), the payloads ([I1B1]'s “shares™) are encrypted to

generate encrypted payloads, which are “a plurality of data chunks based on the

data set.” as clammed. POSAs thus undersiood Foster to meet SFI' s construction of

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 17-19; -00214 Sur-Reply, 3-4 K&



Undisputed: Foster’'s Packets/Payloads Are Data Packets That

Are Part Of The MPEG Protocol

Foster et al.
MPEG PACKETIZED ELEMENTARY STREAM SYNTAX— 300

g e Al G DECLARATION OF AVIEL D. RUBIN, PH.D.

2 - t a
PACKET

PES OPTIONAL —302
:(;.‘L:EEIEIX " S o)) PRCKE PAYLORD i
322 320 318 36 SM 32
Twmow 15 1 o | ornoms | 7100 | s o304 Pet., 72-74. Foster teaches that these “payloads” refer to the payloads of MPEG
OF || INDICATOR FLAGS DATA FIELDS STUFFING
s LENGTH Aes . i i
OO, e rpremer oo [ I Packetized Elementary Stream (PES) packets (also referred to in Foster as “units”™),
328 326 324 ) o
\ - as illustrated below in Figure 13:
o | o | | o2t
—4— Ex. 1006 [Foster] Fig. 13, [0072] (“a MPEG packetized elementary stream 300 is
o 3:?2 ﬁ" 3f6 parceled mto PES (packet) units 302 . ... PES unit 302 includes packetized
Nk LENGTH elementary stream (PES) packet payload 306 which “will be encrypted with a title
r POSSIBLE LOCATIONS FOR KEY INFORMATION '
FIG. 13 key”). Foster’s PES packets are also referred to as “data packets.” See Ex. 2011
[Tsai] [0001], cl. 1. Consequently, Petitioner and Dr. Bhattacharjee map the
[0072] Referring now to FIG. 13, an exemplary MPEG

embodiment of the present invention is depicted. As shown,
a MPEG packetized elementary stream 300 is parceled into
PES (packet) units 302 (only one shown for clarity pur-
poses). PES unit 302 includes packetized clementary stream
(PES) packet payload 306, optional PES header 304, packet
length 308, stream identification 310 and start code prefix
312. PES packet payload 306 will be encrypted with a title
key, which will then be encrypted with a key encrypting key
and embedded in PES unit 302 as header extension 321. As

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 18-19; -00214 Sur-Reply, 3-4 [



Undisputed: Specification Identifies A Data Packet/Payload As

The Dataset To Be Divided Into Shares

ao) Patent No.:  US 10,452,854 B2

At step 4106, the data packet or data block may then be
partitioned into two or more data shares using one of the data
splitting algorithms described above in accordance with the
present invention. In some embodiments, the data packet or

‘854, 82:21-24

a predetermined number of shares. Packets of data (e.g..
network packets) may also be efficiently split and restored

‘854, 81:36-37

and a data partitioning phase. Simplified header generation
process 4000 and simplified data partitioning process 4010
are shown in FIGS. 40A and 40B, respectively. One or both
of these processes may be performed on network packets,
file system blocks, or any other suitable information.

U, (RS ST A R L e AdwiwdY

‘854, 81:54-58

-00215 Sur-Reply, 17-18; -00214 Sur-Reply, 2-3 k8

Demonstrative Exhibit — Not Evidence



Being Divided Into Shares/Chunks

PP Pivacy and Integrey Proseeving Dt Aggrvgaton in Wirsess Semsar

AFramewor

“each node sends out 3

shares in a single packet”
Ex. 2042 [Kumar] 9

The Tiny Tera: A Packet Switch Core

“We break [data packet] D
into n shares ...” Ex. 2043 [Mao] 9532

Packet Chunking for File Detection New IP: A Data Packet Framework to Evolve the

Internet

“to consistently divide ...
packet payloads into
multiple byte sequences,
called chunks.” ex. 2036 [Hur] 1202

Demonstrative Exhibit — Not Evidence

Undisputed: Technical Literature Refers To Data Packet/Payload

“These services allow
breaking down packet
payloads into smaller units
(called chunks) ...” ex. 2037[Li-1] 1

“A packet consists of

multiple chunks...”
Ex. 2038 [McKeown] 4-5

“the payload could be
divided into multiple equal-
sized chunks ...” ex. 2041 [Li-I] 7

-00215 Sur-Reply, 17; -00214 Sur-Reply, 2-3 fe&a



Dr. Rubin: Patents’ Shares/Chunks Generated To Secure Data

While Foster’s Packets/Payloads Part Of MPEG Standard

(o) Patent No:  US 10.452.854 B2 DECLARATION OF AVIEL D. RUBIN, PH.D.

Traditional encryption technologies known in the art rely
on one or more key used to encrypt the data and render it
unusable without the key. The data, however, remains whole
and intact and subject to attack. The secure data parser of the
present invention, in one embodiment, addresses this prob-
lem by performing a cryptographic parsing and splitting of
the encrypted file into two or more portions or shares, and

149. Nor does the "854°s discussion of shares suggest that a packet payload
would be deemed a “data share” or a “data chunk” when encrypted. As the

’854explains, partitioning the data set into chunks increases security because when

in another embodiment, preferably four or more shares “data ... remains whole and intact,” it is “subject to attack.” The *854 addresses
adding another layer of encryption to each share of the data, . ) . ) ) ) o
then storing the shares in different physical and/or logical this concern, in part, by “performing a cryptographic parsing and splitting of the
locations. When one or more data shares are physically _ o
854, 56:47-51 encrypted file.” Ex. 1001 [’854] 56:47-61. Thus, the *854 teaches that splitting
the data set into shares helps secure the data.
(12) Patent Appliﬂﬂ tion Publication 150. A packet payload (as in Foster as well as Hayhurst), however, does

Foster et al. not exist to protect the data. Rather it exists by virtue of the MPEG packetized

[0072] Referring now to FIG. 13, an exemplary MPEG
embodiment of the present invention is depicted. As shown,
a MPEG packetized elementary stream 300 is parceled into
PES (packet) units 302 (only one shown for clarity pur- [Overview-of-MPEG-2-Systems] (“An elementary stream is broken up into
poses). PES unit 302 includes packetized elementary stream
(PES) packet payload 306, optional PES header 304, packet
length 308, stream identification 310 and start code prefix
i:i i}iihpiglﬁe:hiiyézajnggigg ;bifhc? iif;p;ir‘;:;tgn; tlil; for transmission of the content. See Ex. 2015 [Newton’s-Telecom-Dictionary] 626

and embedded in PES unit 302 as header extension 321. As

elementary stream standard. Ex. 1006 [Foster] [0072]-[0073]: Ex. 2014

packets, forming a packetized elementary stream (PES).”). These packets allow

Ex. 1006, [0072]

Demonstrative Exhibit — Not Evidence -00215 POR, 68-69; Ex. 2033 1149-150; -00214 POR, 39-40; Ex. 2033 q1100-101



Petitioner Fails To Provide Any Evidence Showing That
Packets/Payloads Refer To Chunks/Shares

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 19; -00214 Sur-Reply, 4 K&



Petitioner’s Straw Man Argument: “SFl Suggests A Share Must Be

‘Cryptographically Generated’

PETITIONER’S REPLY

SFI suggests a share must be “cryptographically generated™ so the splitting of

the data set by itself makes it less susceptible to “attack.” POR. 68-69. But the

PATENT OWNER’S SUR-REPLY

Petitioner 1gnores these portions and alleges that “SFI suggests a share must be
‘cryptographically generated’ so the splitting of the data set by itself makes it less
susceptible to ‘attack.” Id., 15. But, as seen above, this is not and has never been
Patent Owner’s position. Rather, the 854’s specification gives several examples
of how a dataset may be split and is clear that a packet or its payload 1s itself a

dataset that is split into shares or chunks, regardless of whether the split 1s

performed cryptographically. Ex. 1001 [*854] 82:21-24, 81:36-37, 81:54-58.

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 18; Reply, 15; -00214 Sur-Reply, 3; Reply, 4 k4



Petitioner’'s Grounds

1. Foster Grounds
a) Foster and Hayhurst (IPR2024-00212/215)
b) Foster Alone (IPR2024-00214)

2.0rsini Grounds (IPR2024-00214/215)

3. Tajma Grounds (IPR2024-00212)

Demonstrative Exhibit — Not Evidence



Petitioner Relies On Foster Alone in -00214 IPR

Case No. IPR2024-00214
Patent No. 11,068,609

Ground Number and Reference | Claims | Basis
1 | Orsmi (EX1005) 1-10 §§102/103
2 | Foster (EX1006) 1-3,7-8 | §§102/103

4-6,9-10 | §103

Demonstrative Exhibit — Not Evidence

-00214 Pet., 3 Kk



Foster Fails (IPR2024-00214)

> Foster's CPU Does Not “Execut[e] Code” “To
Perform” “Storing ... At Least One Data Chunk”

d Foster's CPU Is Not "Coupled To” A “Memory” On
Foster’'s Receiver/Recipient

O No Motivation To Modify Foster As Proposed

Demonstrative Exhibit — Not Evidence



Claims Require “Executing Code By A Processor To Perform” “Storing ...

At Least One Data Chunk ... On At Least One Storage Device”

TUSO11068609B2

i) U,nited States Patent (10 Patent No:  US 11,068,609 B2 L
OHIK D' "11. A method for securing data, the method comprising:
1 e o e 3 | €XeCULinG code by a processor to perform:
[ v&t L receiving a first key from a storage system;
e e generating a plurality of data chunks based on a data
o set, wherein each data chunk of the plurality of data
o chunks comprises less than an entirety of data of the

LS. PA

data set, and wherein the data set can be recon-

EOITI0 BLY W
(22)  Filed Oet. 21, 2019 *

O structed using at least a minimum number of the
plurality of chunks;
: i encrypting each respective data chunk of the plurality
of data chunks with a respective second key, wherein
each of the respective second keys are distinct from
each other;

performing a cryptographic operation based on the first
key to further secure the plurality of data chunks; and

storing, in a memory coupled to the processor, at least
one data chunk of the plurality of data chunks with
data indicative of at least one of the distinct encryp-

tion keys on at least one storage device.

154

Demonstrative Exhibit — Not Evidence ‘609, cl. 1 KA




Petitioner’s Anticipation Argument: Foster’s CPU Is The

“Processor” And “Recipient 430" Is The Storage Device

Alleged ~ Alleged “storage
Processor i~a”
M COMPUTER SYSTEM 4_00_ d eVI C e
428~ g 406 wenory 402 430
i ATIACH. SYSTEM | ':ﬁ
” = |
1 [ encRr.svsten 777 Consumer Receiver
oo 7] #2° (e.g., set-top box)
1404 -M,—uo 8¢ P
NTERRAGES "422
COMB. SYSTEM
| 424
40 426
EXTERNAL ’( 8 -@
DEVICES

FIG. 16

No showing that Foster's CPU “executes code” to “perform storing” on STB




The Recipient Is Not A Part Of Foster’'s Computer System

DECLARATION OF AVIEL D. RUBIN, PH.D.

110. As can be seen in Foster’s Figure 16 below, Foster’s recipient 430 is

not part of the computer system 400 which contains CPU 406:

3406 woon 402 [_‘/ 430

128
D u o k412

414

~416

ATTACK STETEM
PARSE STSTEN
ENCRL SYSTEN

==l g7
REY SYSTEM

420

- 422

T

-
\
2

FIG. 16

Ex. 1006 [Foster] Fig. 16. [0075] (listing what “computer system 400 generally
comprises.” not including recipient 430). Consequently. for Foster’s CPU 406 to
“execute code ... to perform™ “storing ... at least one data chunk.” Foster’s CPU
406 must at least instruct recipient 430 to store or perform some action related to

storing a content unit.

Demonstrative Exhibit — Not Evidence -00214 POR, 43-47; Ex. 2033 {1 110-112 k&€



Petitioner’s Explanation As To How Foster’'s CPU Executes Code
To Store Content On Recipient?

Demonstrative Exhibit — Not Evidence -00214 POR, 47-48 K&



Undisputed: Foster's CPU Transmits Content And Is Agnostic As

To What Receiver Does With It
DECLARATION OF AVIEL D. RUBIN, PH.D.

111. Foster. however, teaches that its computer system 400 merely

“transmit[s] the processed content units to [the] recipient 430.” Id.. [0078]. Once

instructing recipient 430 to store the content. Fundamentally. in Foster’s system.

computer system 400 1s agnostic as to what the recipients do with the content units,

a2 Patent Application Publication

Foster et al.

[0078] i should be undersiood that compuier sysiem 400
s intended to be representative of any system capable of
processing content units of an elementary content stream
received from source 428, and transmitting the processed
content units to a recipient 430. Stored in memory 402 is
attachment system 412, which 1ncludes parsing system 414,
encryption system 416, key system 418, designation system
420, combination system 422 and transmission system 424.

Frankly, my deartildonat give'a damn.

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 5; POR 42-27; Ex. 2033 11 110-112 ES




Undisputed: Foster's Recipient 430 Decides Whether To Store Or

Instantly Display Content

DECLARATION OF AVIEL D. RUBIN, PH.D.

111. Foster, however, teaches that its computer system 400 merely
“transmit[s] the processed content units to [the] recipient 430.” Id.. [0078]. Once
the recipient 430 receives the content unit, the “recipient 430 ean.” if it so chooses
“then synchronously store the encrypted content and attached title key.” 7d.
[0079]. Significantly, Foster teaches that recipient 430 can also instantly display
the content units rather than storing them. which would be the typical usage in the

television context Foster contemplates. See id.. [0008] (content unit processed ““for

I'm the decider, and | decide what is
best.

AZQUOTES

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 5; POR 42-27; Ex. 2033 11 110-112 K&



Undisputed: Foster’'s Content Units Contain No Instructions

a2y Patent Application Publication DECLARATION OF AVIEL D. RUBIN, PH.D.

Foster et al.

! ——

Indeed. Foster only teaches sending a header and a header extension with key

l“ - j@fﬂl! : _ ucgn information along with the encrypted payload:
104 \ﬁm 4 KEYIWFO ,—WW&RMj 1 Ex. 1006 [Foster] Fig. 8, [0064] (“the encrypted content unit, the header and the
i}zll}; header extension (including the encrypted title key) will be delivered to. or stored
116~ . l by. a recipient as a single, mtegral data stream.”); Ex. 2034 [Bhattacharjee-Depo.]
F IG. 8 55:13-18. The header “includes information helpful m identifying the content such

. - as a fime stamp, type of content: video. audio or other™ and “1s especially useful,
a header 104 and a content packet 106. Header 104 includes

information helpful in identifying the content such as a time for example, in synchronizing sound data with video data.” Ex. 1006 [Foster]
stamp, tvpe of content: video, audio or other. Header 104 is
especially useful, for example, in synchronizing sound data [0064]. The header extension “includes encrypted title key 112, optional identifier

with video data. Once parceled, header 104 of cach content
information 120 and optional venfier 1227 [Id., [0066]. Notably, Foster does not

[0066] Referring now to FIG. 9, header extension 118 is
shown in greater detail. As depicted, header extension 118
includes cncrypted title key 112, optional identifier infor-
mation 120 and optional verifier 122. Identifier information recerver should do with the content units upon receipt. Consequently, the decision
120 1s clear text mformation such as a fixed value indicating =
encrypted content, a version number and/or mask values
used to avoid aliasing of reserved bit patterns. The mask
values are used to prevent key information or other data in
a header extension from aliasing a known code. Specifically,
the mask values indicate to modify (c.g., invert) part or all
of the key information so as to distinguish it from a known
code that may have a specialized purpose. This avoids a
possible erroncous code detection. Verifier 122, if used, is a
value that allows a recipient to verify that the correct title
key has been recovered.

teach that the header or the header extension contamns instructions on what the

five Exhibit — Not Evidence



Reply Incorrectly Contends POR Offers New Construction

PETITIONER’S REPLY

SFI argues Foster’s processor 1s “agnostic as to what the recipient does with”
content and fails to “instruct the recipient to store or perform some action related to

storing.” POR. 43-44. This 1s a new construction (EX1060) and SFI identifies no

intrinsic evidence requiring the processor to instruct a storage device. Wasica

Demonstrative Exhibit — Not Evidence -00214 Reply, 6-7 K&e



The Plain Language Requires The Processor To Execute Code To

Perform Storing

1. A method for securing data, the method comprising;:
executing code by a processor to perform:
receiving a first key from a storage system;
generating a plurality of data chunks based on a data
set, wherein each data chunk of the plurality of data
chunks comprises less than an entirety of data of the
data set, and wherein the data set can be recon-
structed using at least a minimum number of the
plurality of chunks;
encrypting each respective data chunk of the plurality
of data chunks with a respective second key, wherein
each of the respective second keys are distinct from
each other;
performing a cryptographic operation based on the first
key to further secure the plurality of data chunks; and
storing, in a memory coupled to the processor, at least
one data chunk of the plurality of data chunks with
data indicative of at least one of the distinct encryp-
tion keys on at least one storage device.

IT'S ALL THERE, BLACK WHITE,
CLEAR AS CRYSTA

Demonstrative Exhibit — Not Evidence ‘609, cl. 1 K&4



Reply: Petitioner Still Does Not Identify Code To Perform Storing

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

GOOGLE LLC.
Petitioner.,
V.
SECURITY FIRST INNOVATIONS.LLC

Patent Owner.

Case No. IPR2024-00214
Patent No. 11.068.609

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 6; Reply, 6-10 L8N



Rather, Petitioner Shifts Its Theory To Foster’'s Memory 402

Instead Of Recipient 430

Petition Reply
“Each content unit 116 discussed above is “Foster’s processor executes code that
stored on receiver at ‘receipt 430’; that encrypts and stores data on storage-device
receiver is a ‘storage device’ (e.g., consumer memory (RAM) directly coupled to it.” Reply,
set-top box)” Pet., 75. 7-8.

COMPUTER SYSIEM 400

COMPUTERSYSTEM 400

128 3406 wvor -1 402 30 106 > 430
cPU 412 | <8 1~ T} 402
. sverew 1T \l‘—l_ o g
410 416 o T
Il 1 B
oo 44 || ot 420
404 1 420 . HEY SYSTEM
DESE. $YSTEM ] 1-404 =L+-420
I | 402 w DESG. SYSTEM G
INTERFACES COMB. SYSTEM T INTERFACES coms s T 222 it
- 424 L HHIE L 424 encrypted
. TRANS. SYSTEM TRANS. SYSTEM ] content
e |
. 4 4 '
! L
.
J N 408 426
Pt 26 . pE o
DEVICES L b
. 1)
FIG. 16 FIG. 16
s

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 7-9; Pet., 75; Reply, 7-8 ¥l



Petitioner's New Theory Is Untimely

At e T N i At Y e A e, e A Y Ty T A A g A Y e e ey
“Petitioner may not submit new evidence or

argument in reply that it could have presented earlier,
e.g. to make out a prima facie case of

unpatentability.”
A e A A N i ANt e A P ey e A Y I e P e A e

Consolidated Trial Practice Guide, 73 (Nov. 2019)

B e Y g e T A e P R Ve T A e AL e YT A o e T, AT

“the expedited nature of IPRs bring with it an
obligation for petitioners to make their case in their
petition to institute.”

A e P e N s AN e T A A M, i A Y Ty i g A Y Iy ey
Intelligent Bio-Systems, Inc. v. Illumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)
AN Ty Pl e A e Y e e A e Y e e A e e ey
“We see no error in the Board’s rejection of Ariosa’s
reliance, in its Reply submissions, on previously
unidentified portions of a prior art reference to

make a meaningfully distinct contention.”

s A T i A Y e A L e A Ty e e e A Y iy e ey e i
Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1368 (Fed. Cir. 2015)

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 1, 8-9 ¢4




Foster’'s Memory 402 Does Not Store Content Or Content Units

12y Patent Application Publication

Foster et al.

vemony - 402
—~412

ATTACH. SYSTEM

[0078] 1t should be understood that computer system 400 ___..-""414
is intended to be representative of any sysiem capable of FARSE S\TSTEM

processing content units of an elementary content stream |- 416
received from source 428, and transmitting the processed EHBRT SI‘STEH =

content units to a recipient 430. Stored in memory 402 is = "

attachment system 412, which includes parsing system 414, i 41 8
encryption system 416, key system 418, designation system KEY SYSTEM

420, combination system 422 and transmission system 424, - 4 20

DESG. SYSTEM T

COMB. SYSTEM T
TRANS. SYSTEM T

422

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 9; Ex. 1006 [0078] €S



Reply: Petitioner Also Shifts To Relying Upon “Foster’s DRMS”

Petition Reply

“Each content unit 116 discussed above is
stored on receiver at ‘receipt 430’ [sic]; that
receiver is a ‘storage device’ (e.g., consumer

set-top box)” Pet., 75.

“Foster’s processor executes code
to ‘package[]...and load[ encrypted data]
onto media server 14, which is later

‘downloaded to PC 18.” Reply, 9.

B - U SE 400
08 1406 woon =+ 402 430 10 16 18
ﬂ_‘ " mensi 71 422 | conren | TS LIGENSE "
el | NP LICENSE P
410 __ 416 Storing — SERVER
L _, 418 encrypted | — _\ 14
- 404 ,— <20 content | PROTECTED .‘ '
YR BROWSER
" [P CONTENT | STREAMING | 0R sToRED
INTERFACES COMB. SYSTEM T - MEDIA
- 424 SERVER
RS, SisTEN ]
_ ACCESS RIGHTS——~  PACKAGE s o [IE
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DEVICES FIG 1 CONTENT WHEN DOWNLOADED
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FIG. 16

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 10; Pet., 75; Reply, 9 L&



DRMS Is Background Art Foster’s Invention Replaces

a2y Patent Application Publication

Foster et al.

10 16 18
/ LICENSE —/ /
CONTENT TERMS |  LICENSE |_ LICENSE P
SERVER
14
PROTECTED STREAMING BROWSER
CONTENT | STREAMING | gR STORED ‘
MEDIA o
SERVER 0\
ACCESS RIGHTS PACKAGE CONTENT c'if‘s“ﬂr
WEB REQUEST
12 . SERVER
20 KEYS ARE TRANSMITTED WiTH

FIG. 1

[0003] 2. Background Art

[0005] Current technologies that utilize key-based security \
practices include a personal computer-based Digital Rights \
Management System (DRMS) and a Conditional Access

System (CAS). In the case of the former, content is packaged

the keys is risked. Moreover, both DRMS and CAS can have
| inherent latencies in providing random access of protected
content.

[0007] In view of the foregoing, there exists a need for a
method, system and program product for attaching a key to
encrypted content for synchronized transmission to, or stor-
age by, a receiver. That is, a need exists for a key used to

Demonstrative Exhibit — Not Evidence

CONTENT WHEN DOWNLOADED

-00214 Sur-Reply, 10-11; Ex. 1006 [0003], [0005], [0007], [0049], [0051]

[0049] Referring now to FIG. 1, a depiction of a Digital

| Rights Management System (DRMS) is shown. As depicted,

[0051] As indicated above, the DRMS fails to provide
synchronized delivery of the content with the keys used to
encrypt the content. That is, license server 16 must be
separately accessed. When providing the keys in such a
manner, there exists a likelihood that either the appropriate
keys will not be matched with the encrypted content, or a
single key will be used, weakening the security. Further-
more, providing keys from license server 16 requires a back
channel.




Petitioner Does Not Explain Why A POSITA Would Be Motivated

To Combine Foster’s Invention With Criticized Prior Ari

113

[I]tis not enough that the prior art reference ...
includes multiple, distinct teachings that the artisan
might somehow combine to achieve the claimed

3 . invention’ to show anticipation.”

*

[I¥

¥
*x
BlephEx, LLC v. Myco Indus., 24 F.4th 1391, 1400 (Fed. Cir. 2022)

B T S g e A v T W e e VT A A s T A A e VoV, AT

when “combining multiple embodiments from a single
reference, or selecting from large lists of elementsin a
single reference, there must be a motivation to
make the combination ...”

MMWWMWW

In re Stepan Co., 868 F.3d 1342, 1346 n.1 (Fed. Cir. Aug. 2017)

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 11-12 [8k



Reply: Petitioner Also Newly Argues Foster Encodes Content As

A “Program Stream” For “Fixed Storage”

Petition Reply

Foster’s processor executes code to encrypt
content for ... [a] ‘program stream’.... Foster
explicitly says the program stream ‘is generally
used in more reliable transmissions such as
those...in fixed storage.”” Reply, 10.

AND N
SOMETRV
SEMPLEYY) ¢

ADIFFERERY

-00214 Sur-Reply, 12; Reply, 10 US4

Demonstrative Exhibit — Not Evidence



Encoding A Program Stream Is Not “Executing Code ... To

Perform” “Storing”

12y Patent Application Publication

Foster et al.

[0073] Once the encrypted key (and any optional identifier
information and/or verifier) has been attached to PES packet
306, the resulting PES unit 302 can then be multiplexed in PROGRAM STREAM 302 362
two different system options. The first is shown in FIG. 14 ,[ {

and is known as a transport stream. A transport stream is ENCRYPTED PES PACKET - VIDEO ENCRYPTED PES PACKET - VIDEO |
typically used in error-prone broadcast environments such as /

digital tclevision. As depicted, transport strcam packets 360
350A-F are relatively small, and it generally takes multiple
ggﬂw{t :(t)rzca% packelsd350{\-(j to contain a single v'i:!c«; ' PROGRAN STREAM PACKET (PACK) - CAN CONTAIN MULTIPLE PES PACKETS |
:S unit 302. The second option is a program stream, whic
1s shown in FIG. 15. A program stream is generally used in HE“DER_—I I Ll l
more reliable transmissions such as those with error cor-
recting codes or in fixed storage. Unlike transport stream F I G. 1 5
packets, however, a single program stream packet 360 can
hold multiple video PES units 302 and 362.

No “Storing” “Perform|[ed]”

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 12-13



Foster Fails (IPR2024-00214)

d Foster's CPU Does Not “Execut[e] Code” “To
Perform™ “Storing ... At Least One Data Chunk”

> Foster’'s CPU Is Not “Coupled To” A “Memory” On
Foster’s Receiver/Recipient

O No Motivation To Modify Foster As Proposed

Demonstrative Exhibit — Not Evidence



Claims Require “A Memory Coupled To The Processor”

TUSO11068609B2

i) U,nited States Patent (o) Patent No: US 11,068,609 B2 L

OHIK D' "11. A method for securing data, the method comprising:
e o e 3 | €XeCUting code by a processor to perform:

e e e RS receiving a first key from a storage system;

IX (US): Ry
Ca ell, T

e generating a plurality of data chunks based on a data
| set, wherein each data chunk of the plurality of data

TP Gl

chunks comprises less than an entirety of data of the
e - data set, and wherein the data set can be recon-
@ N _—— structed using at least a minimum number of the

US 202000293672 AT Sep. 17, 2020

i U, Aplon D plurality of chunks;

: i encrypting each respective data chunk of the plurality
of data chunks with a respective second key, wherein
each of the respective second keys are distinct from
each other;

performing a cryptographic operation based on the first
key to further secure the plurality of data chunks; and

storing, in a memory coupled to the processor, at least
one data chunk of the plurality of data chunks with
data indicative of at least one of the distinct encryp-
tion keys on at least one storage device.

Demonstrative Exhibit — Not Evidence ‘609, cl. 1



Anticipation Theory: Receiver’s Hard Drive Is Coupled To CPU

Via Bus 410 And Transmission System 424

Alleged \
Processor
\, COMPUTER SYSTEM 400
e ATTACH. SYSTEM 1| :ﬁ y
ao ||l _
1 l [ ncht.stsren T Consumer Receiver
[Coevswmn 31 % (e.g., set-top box)
1404 | 420 S P
INTERFACES ["coms svsew 7T py
[ |
1-408 ﬁms
EXTERNAL
DEVICES
FIG. 16

Demonstrative Exhibit — Not Evidence -00214 Pet., 75; Ex. 1003 1205 R



But, Foster’'s CPU Is, At Most, Coupled To The Receiver, Not Any

Hard Drive On The Receiver

Alleged
Processor

428~

~

Demonstrative Exhibit — Not Evidence

1430

\, COMPUTERSYSTEM 400
o406 e
Lt ATTAcH. system 11 :ﬁ "
a0 ||[Pwessm T
L
/’418
o i
1~ L
" [Lomse s 7T,
INTERFACES o
T |
1-408 ﬁms
BATERNAL
DEVICES
FIG. 16

Consumer Receiver
(e.g., set-top box)

-00214 POR 49-51; Ex. 2033 14 118-121 ¥



Dr. Rubin: Bus 410 Is A Communication Link For Components In

Computer System 400

- . - - : 7 ) I , D.
(2 Patent Application Publication DECLARATION OF AVIEL D. RUBIN, PH.D

Foster et al.
121. Certainly, nothing in Foster's disclosure suggests that the CPU 1s

“coupled to” the alleged “hard drnive™ on the recipient. Notably, Foster does not
oulpul system, printer, monitor, facsimile, pager, cic. Bus
410 provides a communication link between each of the

components ig_the computer svstem 400 and likewise may

mention any ~hard drive” on the recipient’s system. Certainly. there 15 no teaching
that Foster's CPU is coupled to any memory on the recipient. Petitioner points to
Foster’s “bus 4107 but bus 410 1s a “commumication link™ for the components 1

Foster's computer system 400; 1t does not connote a commumnication link to the

COMPUTER SYSTEM 400

recipient, much less the recipient’s alleged hard dnve. Ex. 1006 [Foster] [0076]

400 weworw 1 402
— CPU ATIACH. SYSTEN 3412 - ("Bus 410 provides a commumication link between each of the components in the
. 414
4110 —-416 computer system 4007). Similarly. Foster's transmission system 424 is described
y
¢’418
N g
_/ -
TERFcES m” =
I
1

Demonstrative Exhibit — Not Evidence -00214 POR 49-51; Ex. 2033 14 118-121; Ex. 1006, [0076]



424 Transmits To Recipient, Not The Recipient’s Hard Drive

- . - - : 7 ) I , D.
(2 Patent Application Publication DECLARATION OF AVIEL D. RUBIN, PH.D

Foster et al. L _ - .
compiiter system 400.7). Similarly, Foster's transmission system 424 15 described
combination sysiem 422, In any event, the encrypied content

packet, the header and the header extension will be com- as transmitting mformation to recipient 430. See Ex. 1006 [Foster] [0079] (“In any
bined inio a single processed content unit by combination
system 422 and synchronously transmitted to recipient 430

¥ - Al ! : LI . event. the encrypted content packet. the header and the header extension will be
|via transmission system 424. Once received, recipient 430

combined mto a single processed content unit by combination system 422 and

synchronously transnutted to recipient 430 via transmussion system 424.7). In

COMPUTER SYSTEM 400

L ~406 3402 430

428~ - MEMORY T

W R g
414

PARSE SYSTEM
410 L 416

-418
420
-422
- 424

KEY SYSTEM
DESG. SYSTEM

L~ 404

1/0
INTERFACES

Demonstrative Exhibit — Not Evidence -00214 POR 49-51; Ex. 2033 11 118-121; Ex. 1006, [0079]



Again: Foster’'s CPU Is Agnostic As To What Receiver Does With

Content

DECLARATION OF AVIEL D. RUBIN, PH.D.

111. Foster. however, teaches that its computer system 400 merely

“transmit[s] the processed content units to [the] recipient 430.” Id.. [0078]. Once

instructing recipient 430 to store the content. Fundamentally. in Foster’s system.

computer system 400 1s agnostic as to what the recipients do with the content units,

a2 Patent Application Publication

Foster et al.

[0078] i should be undersiood that compuier sysiem 400
s intended to be representative of any system capable of
processing content units of an elementary content stream
received from source 428, and transmitting the processed
content units to a recipient 430. Stored in memory 402 is
attachment system 412, which 1ncludes parsing system 414,
encryption system 416, key system 418, designation system
420, combination system 422 and transmission system 424.

Demonstrative Exhibit — Not Evidence -00214 POR 43-47; Ex. 2033 1 110-112; Ex. 1006, [0078]



No Indication That Foster’'s CPU And The Recipient’s Hard Drive Are

“Coupled” Because The Recipient Decides Whether To Store The Data

DECLARATION OF AVIEL D. RUBIN, PH.D.

synchronously transmitted to recipient 430 via transmission system 424.7). In
Foster. it 1s the recipient’s system alone that decides whether to store the

mformation. Jd. (“Once received, recpient 430 can then synchronously store the
I'm the decider, and | decide what is

best. encrypted content and attached title key.™). Thus, at most, Foster discloses sending
content units from Foster's system to the recipient. Foster discloses that 1t 1s solely

the recipient that decides whether to store that information. The independent

decision at the recipient to store the transmitted mformation (or not store 1t) does

not disclose or suggest that any alleged hard drive on the recipient 1s “coupled to™

Foster’s CPU 406.

Demonstrative Exhibit — Not Evidence -00214 POR 49-51; Ex. 2033 11 118-121; Ex. 1006, [0079]



Reply: CAFC Has Held “Coupled To” To Mean “Connected To"

PETITIONER’S REPLY

The Federal Circuit has “several times held variants of ‘coupled to’...mean

simply ‘connected to.”” Promptu Sys. Corp. v. Comcast Corp.. 92 F.4th 1372, 1381

(Fed. Cir. 2024) (citations omitted). SFI's expert similarly testified that “coupled

Demonstrative Exhibit — Not Evidence -00214 Reply, 12 NN



Petitioner’s Explanation Of How Foster's CPU And The
Recipient’s Hard Drive Are Connected?

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 15-16; Reply, 12 k]



Foster Fails (IPR2024-00214)

d Foster's CPU Does Not “Execut[e] Code” “To
Perform™ “Storing ... At Least One Data Chunk”

d Foster's CPU Is Not "Coupled To” A “Memory” On
Foster’'s Receiver/Recipient

» No Motivation To Modify Foster As Proposed

Demonstrative Exhibit — Not Evidence



Petitioner’s Obviousness Argument: Modify Foster To Store

Content At Its Computer System

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

Alternatively, POSAs also had reason to store Foster s encrypted content in
the memory of storage devices coupled to the processor (e.g.. through a bus, direct
wired/wireless connection, and/or a network-based connection). As discussed above
(§VILA). Foster's system 400 is (or can be part of) a content service provider. As
illustrated i Figure 16 (above). Foster's system 400 includes memory 402, which

comprises ~any known type of data storage.” including “one or more types of data

storage” or “distributed [storage] across a plurality of physical systems.™ Foster,

Demonstrative Exhibit — Not Evidence -00214 Pet., 76 A



Foster Encrypts Streamed Content From Content Owner For

Transmission To Receiver/Recipient

DECLARATION OF AVIEL D. RUBIN, PH.D.

Processor .\
Foster’s system is meant merely to act as a middleman for
» COMPUTER SYSTEM 400
encryption and synchronized transmission of content (e.g.. a movie)
L ~406 3402 1-430
- o — 412 om to consumer recipients, as can be seen in Figure
ATTACH. SYSTEM i
414 16 below.
a0 -
,418 Consumer Receiver
-I(EYSYSTEM
1-404 42 -
. L~ 0 |(e.g., PC or set-top
INTEKFACES 142 | p
22 | box)

TRANS. SYSTEM

408 ‘—@/426
EXTERNAL
DEVICES

FIG. 16

I'M JUST MIDDLEMAN.

Demonstrative Exhibit — Not Evidence -00214 POR, 53; Ex. 2033 1 123 &



Foster Already Teaches Storing Content At The Content Owner (e.g., A

Movie Studio) Which Already Provides The Alleged Benefits

DECLARATION OF AVIEL D. RUBIN, PH.D.

124, Foster further teaches that the content “source™ or “owner  1s an entity
that owns and provides the content. Id., [0038], [0042]. A POSITA would thus
recognize that storage for “(1) backup. (2) video-on-demand distribution. and/or

(3) distibution to later-identified recipients”™ 15 already provided by the content

source/owner. Indeed. none of the references Petitioner cites as alleged

Demonstrative Exhibit — Not Evidence -00214 POR 53-54; Ex. 2033 1 124 %



Modifying Foster’s System Has Numerous Drawbacks That

Petitioner Fails To Weigh

DECLARATION OF AVIEL D. RUBIN, PH.D.

it ensures the content 1s secure. By contrast, if Foster's system were altered so that
the content were stored in Foster's system, that would create a significant security
risk as Foster's system would be hacked and an adversary would only have to
target the key management block on a single consumer recetver to compromuse all
of the stored pre-encrypted content. There 1s simply no reason why a POSITA
would be motivated to do this as 1t would surely frustrate Foster's purpose of
securing the content (vis-a-vis encryption) and transnmtting 1t to the recerver
without exposing the content to further nisk. As discussed. a POSITA would
recogmze that content 1s already securely stored in Foster's content

sources/owners. A POSITA—and. more importantly. the content owners—would

. not be motivated to expose the content to potential theft unnecessarily. Moreover,
Modified Foster
if Foster's system were modified to store pre-encrypted content, significantly more

storage would have to be added and that additional storage would have to be as

secure as the storage at the content provider/owner. Otherwise, content

provider/owners would never trust a third-party system to store its content. Indeed.

Demonstrative Exhibit — Not Evidence -00214 POR 54-55; Ex. 2033 9 126



Reply: Correctily States That Content-Service Providers Store

Content

PETITIONER’S REPLY

service providers (“CSPs™) storing Foster-encrypted content. POSAs knew CSPs
(e.g.. cable-TV companies) often purchased/licensed content from content owners
and then securely stored it before delivering to recipients. Rubin-Depo.. 84-94,
CSPs typically and beneficially encrypted and stored that content for repeated use

(e.g.. downloads by different customers) — rather than repeatedly encrypting it on-

the-fly — and for backup purposes. Petition. 77-78 (citing EX1045. EX1050.

Demonstrative Exhibit — Not Evidence -00214 Reply, 15 P&



But, Foster’s System Is Not A CSP; It Receives Content From CSPs

a2y Patent Application Publication

Foster et al.

COMPUTER SYSTEM 400
428 3406 uenor 402 A
\D—‘ o ATIACH. YSTEM ”:;i
o ||[rsm 4 — :
l = [0039] Content Service Provider—an entity, such as
ik KEY SYSTEM 'r‘"420 a cable service provider, that provides the “pipeline™
w T DESE. SYSTEM T"422 through which content is delivered from a content
INTERFACES [ coms.svsrem 77 124 owner Lo a consumer.
TRANS. SYSTEN T |
408 426
RIE [0078] i should be undersiood that computer sysicrn S0

15 intended (o be representative of any system capable of
processing content units of an elementary content siream
received from source 428, and transmitting the processed

FIG. 16 W recipient 430. Stored in memory 402 is
atrchment system 412, which includes parsing system 414,

cocryption system 416, key system 418, designation system
420, combination system 422 and transmission system 424,

[0042] Source-=any entity, such as a content owner,
a content service provider or a receiver {in a con-
sumer home network), capable of sending transmis-
SIS,

Demonstrative Exhibit — Not Evidence -00214 Sur-Reply, 17; Ex. 1006, [0039], [0042], [0078]



Separating Storage Servers And Encryption Systems Allows

Each To “Focus On What They Were Good At”

Storage

REEMOTE VIDECCONFERENCE DEPOSITION OF

AVIEL D. RUBIN, Ph.D.

i,

Q. But vyou said -- but ZAkamai, using a content

distributicon intermediary, would alleow for liks
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content; 1s that corrsct?

ATTORNEY LOWENSTEIN: Objection, form,

scope.

Encryption and Synchronized

I mean, basically they allowed AT&T to focus on

HE]

what they were good at and Disney to focus on what
CONPUTERSYSTEN 400
. . . - 406 =402 430
they were good at and Akamai toc focus on what they 128 NENOR i
o ATIACH. SYSTEN |
st 31|
! 410
were good at. | oo T 46
e 1] 28
1404 24420
" DESG. SYSTEM
INTERFACES coms s T 222
=424
TRANS. SYSTEN
108 426
EERNAL ]
DEVICES
FIG. 16

-00214 Sur-Reply, 17-18; Ex. 1099, 93:13-22

Demonstrative Exhibit — Not Evidence



Reply: Foster’s Figure 1 Suggests Modifying Foster To Include

Storage Servers

PETITIONER’S REPLY

Foster. [0049]. FIG. 1 (annotated below).

10 16
LICENSE / 1;8
— CONTENT TERMS LICEMSE LIGENSE PC
Storing [ — SERVER

encrypted | __— \ 14

content | BROWSER
E OR STORED

ACCESS RIGHTS PACKAGE —— I DRM
/ WEB REQUEST CLIENT
12 | SERVER
T
20 KEYS ARE TRANSMITTED WiTH
FIG. 1 COHTENT WHEN DOWNLOADED
[ ]

Thus. Foster itself is (at least) suggesting/motivating having its processor execute
code for storing on storage devices coupled fo Foster’s processor. to support content-

on-demand (like VOD) and/or backup. as the Petition identified. Petition. 76-77.

Demonstrative Exhibit — Not Evidence

-00214 Reply, 16 1



Figure 1 Is Criticized Background Art

a2y Patent Application Publication

Foster et al.

10 16 18
/ LICENSE —/ /
CONTENT TERMS |  LICENSE |_ LICENSE P
SERVER
14
PROTECTED STREAMING BROWSER
CONTENT | STREAMING | gR STORED ‘
MEDIA o
SERVER 0\
ACCESS RIGHTS PACKAGE CONTENT c'if‘s“ﬂr
WEB REQUEST
12 . SERVER
20 KEYS ARE TRANSMITTED WiTH

FIG. 1

[0003] 2. Background Art

[0005] Current technologies that utilize key-based security \
practices include a personal computer-based Digital Rights \
Management System (DRMS) and a Conditional Access

System (CAS). In the case of the former, content is packaged

the keys is risked. Moreover, both DRMS and CAS can have
| inherent latencies in providing random access of protected
content.

[0007] In view of the foregoing, there exists a need for a
method, system and program product for attaching a key to
encrypted content for synchronized transmission to, or stor-
age by, a receiver. That is, a need exists for a key used to

Demonstrative Exhibit — Not Evidence

CONTENT WHEN DOWNLOADED

-00214 Sur-Reply, 20, 10-12; Ex. 1006, [0003], [0005], [0007], [0049], [0051]

[0049] Referring now to FIG. 1, a depiction of a Digital

| Rights Management System (DRMS) is shown. As depicted,

[0051] As indicated above, the DRMS fails to provide
synchronized delivery of the content with the keys used to
encrypt the content. That is, license server 16 must be
separately accessed. When providing the keys in such a
manner, there exists a likelihood that either the appropriate
keys will not be matched with the encrypted content, or a
single key will be used, weakening the security. Further-
more, providing keys from license server 16 requires a back
channel.




Petitioner’'s Grounds

1. Foster Grounds
a) Foster and Hayhurst (IPR2024-00212/215)
) Foster Alone (IPR2024-00214)

2. Orsini Grounds (IPR2024-00214/215)

3. Tajma Grounds (IPR2024-00212)

Demonstrative Exhibit — Not Evidence



214/215 IPRs: Orsini (Single-Reference Obviousness)

Case No. [PR2024-00214
Patent No. 11,068,609

Ground Number and Reference | Claims | Basis
1 | Orsmi (EX1005) 1-10 §§ H627/103
2 | Foster (EX1006) 1-3,7-8 | §§102/103
4-6,9-10 | §103
Case No. IPR2024-00215
Patent No. 10,452,854
Ground Number and Reference(s) Claims Basis

| Orsmi (EX1005) 1-10 §§H02/103
2 | Foster (EX1006), Hayhurst (EX1007) 1-10 §103

Demonstrative Exhibit — Not Evidence

-00214 Pet., 3; -00215 Pet., 3 |0



'854: Requires “performing a [cryptographic/encryption]

operation based on the [first/external] key”

1. A method for securely storing a data set, the method
comprising;
receiving an external key from an external storage system,
generating a plurality of data chunks based on the data set,
such that the data set can be reconstructed using at least
a minimum number of the plurality of data chunks,
wherein generating the data chunks comprises:
distributing the data set into a plurality of shares,
wherein each of the shares comprises less than all of
the data set,
accessing a plurality of distinct encryption keys,
encrypting each of the shares with a respective one of * Encrypteach share with
the plurality of distinct encryption keys, distinct encryption key

performing an encryption operation based on the external « Perform encryption operation
key to further secure the plurality of data chunks; and

storing with the plurality of data chunks data indicative of
at least one of the distinct encryption keys on a plurality
of different storage devices.

* Split data set

based on external key to
further secure the chunks

Demonstrative Exhibit — Not Evidence

-00215 Ex. 1001 cl. 1; POR, 4, 5n.1; -00214 Ex. 1001 cl. 1; POR, 4, 5n.1 [k



Orsini Does Not “Perform[] An Encryption Operation Based On The

External Key To Further Secure The Plurality Of Shares”

Figure 21

A
Encrypt || == ——
master key

= e Splits dataset into shares

Encrypted Session

* Encrypts each share with different share key

Demonstrative Exhibit — Not Evidence -00215 POR, 6-8; Ex. 2033, 1949-50; -00214 POR, 6-8; Ex. 2033, 1948-49 |&¥



Board: Orsini Ground Did Not Have Reasonable Likelihood Of

Prevailing

Irials@uspto.gov Paper 15
571-272-7822 Entered: May 23, 2024

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

GOOGLELLC,
Petitioner,
V.

SECURITY FIRSTINNOVATIONS, LLC,
Patent Owner.

IPR2024-00215
Patent 10,452,854 B2

I
Before THOMAS L. GIANNETTI JASON M. REPKO, and THAT ' s A luw B““ .

STEPHEN E. BELISLE, Administrative Patent Judges. ]

REPKO, Administrative Patent Judge.

DECISION
Granting Institution of /nrer Partes Review
35US.C.§314

-

For all the reasons discussed above, Petitioner has not shown a
reasonable likelihood of prevailingas to the unpatentability of claim 1 under

its challenge based on Orsini.

Demonstrative Exhibit — Not Evidence -00215 1D, 39; -00214 1D, 51



Reply: Petitioner Abandons Anticipation Arguments And Most

Obviousness Arguments

Fed om bebatfof Goonte LK While Petitioner believes its arguments have merit, Petitioner below focuses

“1ied on behnall o 0o0gle
Elisabeth H. Hunt, Reg. N
Gregory S. Nieberg, Reg.

Nathan R_Speed admived O11 ONE Obviousness argument to simplify the trial. Specifically, Petitioner’s

WOLF, GREENFIELD
600 Atlantic Avenue
Boston, MA 02210

@neesooorhone 1 argument that POSAs would have encrypted Orsini’s share keys with a key-

(617) 646-8646 Fax
unien states B - encryption-key (“KEK?”) to safeguard the share keys from detection, a technique that

BEFORE THE PAT

multiple corroborating references demonstrate was known and desirable in the art.

Petition, 43-45 (citing corroboration).

-

SECURITY FIRST INNOVATIONS, LLC
Patent Owner.

Case No. IPR2024-00215
Patent No. 10,452 854

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

Demonstrative Exhibit — Not Evidence -00215 Reply, 17; -00214 Reply, 19 &



The Board Correctly Rejected This Argument In The ID As
“Deficient”

DECISION
Grantmg Institution of /nfer Partes Review
35US8.C.§314

PPy A M e A iy iy i M Al A i Yy i iy i A A Yy ey Ty i Ny

discussed in § II.E.2.a.iii, Petitioner’s arguments about the public-key

encryption key are deficient. In particular, Orsini does not show a public key
in Figure 21. See Prelim. Resp. 19-20. Petitioner’s argument about the
public-key encryption key is based on the features from multiple

embodiments. See Pet. 38-39. Yet Petitioner does not provide a sufficient

rationale for combining these multiple embodiments. See id.

A Ay I M e A iy e i oy Al Ay Py i e A s Yy ey iy i Ny

A ATty e VPN s e A Y Ty e e o e A Y Ty i e A Y Ty e T Ny
Ex. 1005 9 172). Thus, Petitioner has not shown a reasonable likelihood in
demonstrating that claim 1 would have been obvious under its rationale
about encrypting the distinctencryption keys with an externally stored KEK.

See § ILLE.2.a.iii supra.
ATty e VP A et e A Y Ty e e o e At Y Ty e i e A Y Ty e i ey

Demonstrative Exhibit — Not Evidence -00215 1D, 38-39; -00214 ID, 50-51 KN




Reply Does Not Cure The Petition’s Deficiencies

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 19-20; -00214 Sur-Reply, 21-22
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57 ABSTRACT

The present invention provides a method and system for
securing sensitive data from unauthorized access or use. The
method and system of the present invention is useful in a
wide variety of settings, including commercial settings
generally available to the public which may be extremely
large or small with respect to the number of users. The
method and system of the present invention is also useful in
a more private setting, such as with a corporation or gov-
ernmental agency, as well as between corporation, govern-
mental agencies or any other entity.
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Orsini

US 11,068,609 B2

65
t0a smaller workgroup, the data Securing methods described
herein are nsed 10 share files within groups of users

In the example shown in FIG. 25 and described below,
thercare six users defined along with their title or role within
the organization. The side bar represents five possible
groups that the wsers can belong to according 1o their role.
"The amow represents membership by the user in one ormare
of the groups.

When configuring the seeure data parse for use in this
cwmple, the fsten acministokor s the wser and
group information from the operating system by a mainte-
Sanee program. This maintonance progrem genertes and
assigns Parser Group Master Keys to users hased on their
membership in groups.

n this cxample, there arc three members in the Senior
Staff group. For this group, the actions would be

1. Aceess Parser Group Master Key for the Senior Stafl
group (gencrate a ey if not available);

2. Generate a digital certificate assogiating CEO with the
Senior Sl gy

3. Generate o digital certificate associating CFO with the
i g
nerate a digital certificate assoeiating Viee President,
cketing with the Senior Stfl eroup.

The same setof actions would be dane for each group, and
each member within cach group. When the maintenance
program is complete. the Parser Group Master Key becomes
a shared eredential for each member of the group, Revoc
tion of the assigned digital centificate may be done auto-
matically when a user is removed from a group through the
maintenance program without affecting the remaining mem-
bers of the group.

Onee the shared eredentials have been defined, the parsing
and splitting process remains the same. When a file, docu-
ment o data clement is to be secured, the wser is promped
for the target group to b used when securing the data. The
resulting secured dsa cessible by other members
of the farget group. omality of the methods and
systems of the mmu invention may be used with any other
computer system or software platform, any may be, for
crarmple, iniegreid it cxisting applivation programs o1
used standalone for file security.

Tt is readily apparent to those of ordinary skill in the art
that any one or combination of encryption algorithms are
suitable for use in the methads and systems of the present
invention. For example, the encryption steps may, in one
embodiment, be repeated to produce a multilayered encryp-
tion scheme. Tn addition, a different encryption algorithm, or
combination of enerypiion algorithus, miay be used in repeat
encryption steps such that different eaceyption algorithns
are applied 1o the different layers of the multi-layered
encyprion icheme. A5 fch, he cncrypton fcheme el
may bece camponent of the methods of the present
iméntion for feeuring denstive dats from wnauthoriaed tse

access,

re data parser may include as an infemal cor
ponent, s an exterts] componeat, o s both an e
le.

as portions of data are e using the seeure data parser
in aceordance with the present invention, to assure the
inegity of the dokawithna prtion + b value is taken
t press e it th poton and i ppetied o e

ST S e e e ]
T e
within the data changes, the hash value would be different,
A scanning madule (either as a stand-alone component
extern to the secure data parser or as an internal compo-

Y

66

nent) may then scan the portions of data generaied by the
secure data parser. Each portion of data (or alternatively, less
than all portions of data according to some interval or
random or pseudo-random sampling) is wlllpand p Ihe
appended hash value or values and an action may be

‘This action may include a report of values that match anddo
nat match, an alert for values that do not match, or invoking
of some external ar internal program 10 trigger a recavery of
he data, Far cxample, recovery of the data. could be per-
formed by invoking a recovery module based on the concept
that fewer than all portions may be needed 1o generate
original data in accordance with the present invention.

Any other suitable integrity checking may be imple-
mented using any suitable integrity information appended
anywhere in all or a subsct of data partions. Inicgrity
information may include any suitcble information that can
be used 10 destermine the integrity of data portions. Examples
i i S vt o
based on any sulable parameter (2. based on res
deta portions), digital signature informatio g.c
wihentication code (MAC) information, any oiler i)
information. or any combination thereof

secure data parser of the present e
R cure: data
parser described herein has o variety oF applcaions in
Giferent area of computing and techmology. Several such
areas are discussed below. Tt will be understood that these
oo i e i il
applications may make use of the secure dota parser. 1t will
i e il o examples described are

mere! that ma;
:uilable way in arder o satisfy any suitable desires. For
nple, parsing and splitting may be based on any suitable
it s a5 by b, b byie, by K byte, by mega

by any combination thereol, or by any other suitable il
The sccure data parser of the present invention may be
o i o p e e i ]
stored in a physical token may be required in order o access
additional dha stared in another starage arca. In one suitabls
approach, a physical token, such as a compact USB flash
ixivs = floypy disk. . optenl ok, = s cud,or sy
itable physical token, may be used to store one of at
s portions of parsed data in accordance with the
In onder 1o aceess the criginal data, the
USB flash drive would need 1o be acoessed. Thus, a persanal
computer holding one portion of parsed data would need to
have the USB flash drive, e (e oy of parsed
ariginal data can be accessed. FIG.
26 illustrutes this application. Stomge area 2500 includes 3
partion of parsed data 2502 Physical token 2504, having
partion of parsed data 2506 would need to be coupled to
storage area 2500 using any suitable communications iner-
face 2508 (.. SR, serial, paralle], Bluetooth, TR, TEEE.
1394, Ethernet, or any other suitable communications inter-

s face) in order 10 access the original data. This is useful in a

situation where, for example, sensitive data on a computer is
left alone and subject to unauthorized access atiempis. By
B flash drive), the

naccessible. 1t will be understood that any
Dther suitable approach for using physical tokens may be

e socrs s ‘parser of the present invention my be
used to implement & secure authentication system whereby
veer enmilment data (e.3, passwords, private enerypiion
s, fingerprint templates, biometric data or any
suitable user enrollment: data) is parsed and spli using the
secure data parser. The user enroflment data may be parsed

Demonstrative Exhibit — Not Evidence
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Orsini Does Not Disclose “Workgroup Key,” Which Is Only In The

'609 And '854

a2 United States Patent (10) Patent No.:  US 10,452,854 B2
Q’Hare et al. (45) Date of Patent: Qct. 22, 2019

~ The workgroup key concept allows for enhanced protec- | | performing an encryption operation based on the external
tion of information assets by encrypting key information

stored within the shares. Once this operation 1s performed, ke e L 1 clfdin da ; and

even if all required shares and external keys are discovered, '854, cl. 1
an attacker has no hope of recreating the information with-
out access to the workgroup key.

609, 79:46-65;
'854, 79:52-80:4

Demonstrative Exhibit — Not Evidence -00215 POR, 4; Ex. 2033, 1140-43..; -00214 POR, 4; Ex. 2033, 1139-42



Single-Reference Obviousness Over Orsini Faces A High Bar

“In cases in which ‘common sense’ is used to
supply a missing limitation, as distinct from a
motivation to combine, moreover, our search
for areasoned basis for resort to common
sense must be searching. And, this is
particularly true where the missing limitation
goes to the heart of an invention.”

-Arendi S.A.R.L. v. Apple Inc., 832 F.3d 1355, 1363 (Fed. Cir. 2016)

“we have invoked common sense to fill in

a missing limitation only when ‘the limitation
in question was unusually simple and the
technology particularly straightforward.”

-DSS Tech. Mgm’t v. Apple Inc., 885 F.3d 1367, 1374-75 (Fed. Cir. 2018)

Demonstrative Exhibit — Not Evidence -00215 POR, 19-20; -00214 POR, 18 |EW




Undisputed: Limitation Goes To “The Heart Of The Invention”

DECLARATION OF AVIEL D. RUBIN, PH.D.

“external key” of claim 1—a technique not disclosed in Orsini. The workgroup
key provides “enhanced protection of information assets by encrypting key
information stored within the shares™ (Ex. 1001 [*854] 79:66-80:1) adding “an
extra level of security to a secured data set” (id., 77:22-23). As the "854 explains
“even if all required shares and external keys are discovered, an attacker has no
hope of recreating the information without access to the workgroup key.” Id.,

80:1-4. Thus, this limitation goes to the heart of the invention. Moreover, given

Demonstrative Exhibit — Not Evidence -00215 POR, 20-21; Ex. 2033 967; -00214 POR, 19; Ex. 2033 162 KX



Undisputed: Cryptography Is A Particularly Complicated

Technical Field

DECLARATION OF AVIEL D. RUBIN, PH.D.

66. The mventions-at-issue concern cryptography, which 1s a

technologically-involved and complex field involving incredibly high stakes and

safeguarding against a wide variety of highly sophisticated and ever-evolving
cybersecurity attacks. As internationally-renowned cryptologist Bruce Schneier
(Ex. 2005 [Schneier-CV]) has observed “[f]lew can do the science [of
cryptography] properly” and “[g]ood cryptographers know that nothing substitutes
for extensive peer review and years of analysis.” Ex. 2006 [Schneier-Why-

Cryptography-Is-Harder-Than-It-Looks] 3.

Demonstrative Exhibit — Not Evidence -00215 POR, 20; Ex. 2033 1/66; -00214 POR, 18-19; Ex. 2033 61



Orsini’s Figure 21: No Further Encryption Operation

Figure 21

Data to be
parsod
Encrypt || == ——
master key

y / Spilt Session M M
s =3 szl e Splits dataset into shares

* Encrypts each share with different share key

Demonstrative Exhibit — Not Evidence -00215 POR, 6-8, 22-23; Ex. 2033, 1949-50, 69; -00214 POR, 6-8, 20-21; Ex. 2033, 1948-49, 64 |E%



Petitioner: Modify Figure 21 To Encrypt Share Keys With KEK To Avoid

“Potential Security Risk”

Figure 21 PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

to avoid a potential security risk in storing [1B3]’s encryption keys in clear

Encrypt

(unencrypted) form on storage devices (especially those accessible from the public

Internet), POSAs had reason to encrypt [1B3]’s keys with a KEK. Bhattacharjee,

Spit Session
key according
to Parser
Master key

Parse
ﬁ'-' Proposed modification:
es.
S encrypt share keys with KEK

Demonstrative Exhibit — Not Evidence -00215 Pet., 43; -00214 Pet., 40 |EZ



Orsini Provides “Comprehensive Package For Data Security”

DECLARATION OF AVIEL D. RUBIN, PH.D.

69.  Orsini already teaches hiding the encryption key used to encrypt each

data chunk with a different chunk through a

with a share it did not encrypt. Indeed, I note that Orsini teaches that its method

provides a “comprehensive package for data security.” Ex. 1005 [Orsini] [0380]
(“The data shares are then encrypted individually and the keys are stored safely

EVERYTHI NG with different encrypted shares. When combined, the entire process for securing

YUU N EED data according to the methods disclosed herein becomes a comprehensive package

for data security.”).

Demonstrative Exhibit — Not Evidence -00215 POR, 22-23; Ex. 2033 1169, 71; -00214 POR, 20-22; Ex. 2033 162, 66 &S]



Petitioner's Arguments Amount To Impermissible Hindsight

APAT Iy AP AT M A A iy P AT Ny AU AT Ay Al S A AT Yy il Vg

“an obviousness assessment might break an invention into its
component parts ...This form of hindsight reasoning, using
the invention as a roadmap to find its prior art components,
would discount the value of combining various existing

features or principles in a new way to achieve a new result -

often the very definition of invention.”

Ay VP A M A A iy iy AT Ve A AT Ay AVl S A AT s Yy il Vo

Ruiz v. A.B. Chance Co., 357 F.3d 1270, 1275 (Fed. Cir. 2004)
%WWWMWW;WWWW

“In attempting to support the Board’s findings, Clear-Vu argues
that support can be found in the 706 patent itself. ... But ‘[t]he

inventor’s own path itself never leads to a conclusion of

9

obviousness; that is hindsight.

A e VT i M i A Y eV b T e s A Y iy e VP T M A Yy~ it
Univ. of Strathclyde v. Clear-Vu Lighting LLC, 17 F.4th 155, 165 (Fed. Cir. 2021)
-00215 POR, 31-32; -00214 POR, 30-31 |ga¢

Demonstrative Exhibit — Not Evidence



Petitioner Ignores Figure 21's “Obfuscate” Step: Keys Are Not

Stored With The Data They Encrypt

Figure 21

Data to be
parsod

; e
L
N

)LD

a2 Patent Application Publication
Orsini et al.

[0353] In one embodiment, it may not be desired to have
any one depository contain enough information to decrypt
the information held there, so the key required to decrypt the
share is stored in a different data depository:

Demonstrative Exhibit — Not Evidence -00215 POR, 22-23; Ex. 2033 9169-71; -00214 POR, 20-22; Ex. 2033 Y64-66 |K¥4



POSITA Not Motivated To Add Redundant Features

MMWWMWM

“the AAPA already discloses an RF network ...
Thus, adding an RF network ... would render the
RF network connecting the portable PCs ...

superfluous.”
s A e A N i A Y Ty e Y e, e A Ty e Y e A Y Iy el

Inre NTP, Inc., 654 F.3d 1279, 1299 (Fed. Cir. 2011)

e AN Y Ty i AN Y e A L e A Ty e e e e A Y iy ey et Ny

“Petitioner ... fails to provide a specific
explanation why Hall did not already
accomplish [the asserted benefits] by itself.”

B T R Ty T T VLY. P RPN,

Apple Inc. v. Cellular Comm’ns Equipment, LLC, IPR2015-00576, Paper 7, 12 (June 12, 2015)

Demonstrative Exhibit — Not Evidence -00215 POR, 23-24; -00214 POR, 22-23 |ES]



Petitioner: Obfuscate Offers “Negligible Security”

Orsini: A “Comprehensive Package For Data Security”

‘ PETITIONER’S REPLY TO PATENT OWNER RESPONSE a2 Patent Application Publication
Orsini et al.

[0380] Another advantage provided by the methods and
system of the present invention is the combination of the
POSAs, therefore, would have recognized that Orsini’s obfuscation provides steps of the method of the present invention for securing data
to provide a comprehensive process of maintaining security
of sensitive data. The data is encrypted with a secure key and
possessing the shares. split into one or more shares, and in one embodiment, four
shares, according to the secure key. The secure key is stored
safely with a reference pointer which is secured into four
shares according to a secure key. The data shares are then
encrypted individually and the keys are stored safely with
different encrypted shares. When combined, the entire pro-
cess for securing data according to the methods disclosed
herein becomes a comprehensive package for data security.

(negligible) non-cryptographic security that depended heavily on the attacker not

Reply, 18

Demonstrative Exhibit — Not Evidence -00215 Reply, 18; Ex. 2033 171, Ex. 1005, [0380]; -00214 Reply, 21; Ex. 2033 66; Ex. 1005, [0380]



The Reply Fails To Consider Orsini As A Whole

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

SFI does not dispute that encrypting encryption keys with KEKs was known
or that encrypting Orsini’s share keys with a KEK meets [1C] under SFI’s claim
constructions. POSAs would have used that known technique in Orsini because, as
even SFI’s expert admits, POSAs would “not put [] security in anything other than

the keys” and the way Orsini allegedly protects its share keys — by obfuscating which

data chunk each key is stored with — “is not putting the protection in the keys,

s0...this does not on its own provide security.” Rubin-Depo., 155. The expert’s
candid admission 1s consistent with the Petition’s prior-art evidence explaining that
“‘IsJecurity’ comes from ‘encrypt[ing] the encryption keys themselves” with ‘a key

encryption key.”” Petition, 43 (quoting EX1036). On the fully developed record,

[1C] 1s plainly obvious over Orsini.

Demonstrative Exhibit — Not Evidence -00215 Reply, 17;-00214 Reply, 19 N



Petitioner Ignores That Orsini Stores Shares In Different Locations

From The Keys AND On Different Storage Devices

a2 Patent Application Publication
Orsini ¢t al.

[{]299] 5. Encrypling each share, then store the [0353] In one cmbodlmfmt, it may not be df331red to have
: } ] 2. = any one depository contain enough information to decrvpt
encryption keys 10 different locations from the the information held there, so the key required to decrypt the
encrypted data portions or shares: Share 1 gets Key share is stored in a different data depository:

4, Share 2 gets Key 1, Share 3 gets Key 2, Share 4 [0354] Depository 1: SDI1, Kn
gets Key 3. [0355] Depository 2: SD2, K1

[0356] Depository 3: SD3, K2
[0357] Depository n: SDn, K3.

[0379] There are major advantages provided by the data
security methods and computer systems of the present
invention over traditional encryption methods. One advan-
tage is the security gained from moving shares of the data to
different locations on one or more data depositories or
storage devices, thal may be in dilferent logical, physical or
geographical locations. When the shares of data are split
physically and under the control of different personnel, for
example, the possibility of compromising the dpta is greatly
reduced.

Demonstrative Exhibit — Not Evidence Ex. 1005, [0299]. [0353], [0379]; -00215 POR 22-23; Sur-Reply, 22; -00214 POR, 23; Sur-Reply,24 Sk



Experts Agree: Storing Chunks Separately Adds A High Level Of

Security

Dr. Bhattacharjee Dr. Rubin

REMOTE VIDEOCONFERENCE DEPOSITION OF
DEPOSITION OF SAMRAT BHATTACHARJEE, PH.D.
AVIEL D. RUBIN, Ph.D.

23 NOW? from a network attacker's pOiIltOf Q. And that provides security by having one piece in
24 view, if you were to put a piece of data on a USB

25  drive, remove it from the original computer that's one location and the other plece in the other

1 connected to the network, it's nearly perfect location; is that right?

2 security. Because no matter how much computation ATTORNEY LOWENSTEIN: Objection, form.
3 they have, they're not going to be able to get to

4 lt SO it'Savery secure meth()d. It iS Offﬁﬂe A. That makes it harder for an attacker to get the

5  storage, 1t's usually called. data.

Ry
§ PERFECT

(

\ S

“SECURV Y
~

Demonstrative Exhibit — Not Evidence

Ex. 2046, 58:23-59:5; Ex. 1099, 130:4-13; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24



Orsini Confirms: Storing Chunks Separately Adds A High Level

Of Security

a2y Patent Application Publication
Orsini et al.

[0379] There are major advantages provided by the data
security methods and computer systems of the present
invention over traditional encryption methods. One advan-
tage is the security gained from moving shares of the data to
different locations on one or more data depositories or
storage devices, that may be in different logical, physical or
geographical locations. When the shares of data are split
physically and under the control of different personnel, for

example, the possibility of compromising the data is greatly

reduced.

Demonstrative Exhibit — Not Evidence Ex. 1005 [0379]; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24 s8]



Petitioner’s Hayhurst Reference: Storing Chunks Separately

Adds “A High Level Of Security”

a2 Patent Application Publication
Havhurst

[0008] The segmented and distributed storage of the media
file provides a high level of security and a deterrence to
piracy. No single subscriber unit has more than a segment of
a media file, which segment, by itsclf, has little value.

Demonstrative Exhibit — Not Evidence

Ex. 1007 [0008]; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24 IRE



Experts Agree: Attacker Cannot Use Key Stored With Chunk

Dr. Bhattacharjee Dr. Rubin

DEPOSITION OF SAMRAT BHATTACHARJEE, PH.D. DECLARATION OF AVIEL D. RUBIN, PH.D.

“Orsini teaches that [Figure 21’s step] is

sufficient because an attacker would not
Q: “What capabilities would that attacker ~ have‘enough information to decrypt the’
need to decrypt encrypted share 2 with key ~ data chunk stored in each data

172”7 depository. ... Notably, in Figure 21’s data-
securing method, the session master key,
A: “It’s not clear to me that key 1 would data chunks, and session keys are all either
necessarily be useful to decrypt encrypted, parsed, and/or hidden, and thus
encrypted share 2. each potentially vulnerable part of the

encryption method is secured.”

Demonstrative Exhibit — Not Evidence Ex. 2046, 52:15-54:2; -00215 Sur-Reply, 22; POR, 24; Ex. 2033, 172; -00214 Sur-Reply, 24; POR, 23; Ex. 2033, 167 BN



Reply: Attacker Only Has To Try 24 Chunk-Key Pairings

PETITIONER’S REPLY TO PATENT OWNER RESPONSE

Orsini’s Figure 21 divides data into four shares/chunks and stores share keys

with those shares/chunks. Orsini, [0298]-[0301]. That allows (at most) twenty-four

different chunk-key pairings. Rubin-Depo., 25. POSAs understood that computers

could easily overcome Orsini’s obfuscation by trying all twenty-four possibilities

until identifying the correct one. Bhattacharjee-Reply, 99223-225; Rubin-Depo., 22-

Demonstrative Exhibit — Not Evidence -00215 Reply, 23; -00214 Reply, 25 [N



Orsini: The Dataset Is Divided Into Four Or More Shares

a2y Patent Application Publication
Orsini et al.

remains whole and intact and subject to attack. The parser
software suite of the present invention, in one embodiment,
addresses this problem by performing a cryptographic split
or parsing of the encrypted file into two or more portions or
shares, and in another embodiment, preferably four or more
shares, adding another layer of encryption to each share of
the data, then storing the shares in different physical and/or
logical locations. When one or more data shares are physi-
cally removed from the sysiem, either by using a removable
device, such as a data storage device, or by placing the share
under another party’s control, any possibility of compromise
of secured data is effectively removed.

11=1

2!=2

3!=6

41=24

5!=120

6!=720

71=5040

8!=40320

9!=362880

10!=3628800
11!=39916800
12!=479001600
13!=6227020800
14!=87178291200
15!=1307674368000
16!=20922789888000
17!1=355687428096000
18!=6402373705728000
19!=121645100408832000
20!=2432902008176640000

Orsini’'s Method Is Not Limited To Four Shares

Demonstrative Exhibit — Not Evidence

Ex. 1005, [0292]; -00215 Sur-Reply, 23; -00214 Sur-Reply, 25 Y



Petitioner’s Motivation To Avoid “A Potential Security Risk” Is

Insufficiently Generic

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq
Motivation to “build something
better,” “more efficient, cheaper”
etc. was “insufficient”

“Thus, to avoid a potential security
risk ...POSAs had reason to encrypt
[1B3]’s keys with a KEK.”

-00215 Pet., 43 ActiveVideo Networks Inc. v. Verizon Comms., Inc.,
694 F.3d 1312, 1327(Fed. Cir. 2012)

“IS]tatements of increased utility
and minimal modifications are
generic, and fail to provide
necessary factual support”

Samsung Austin Semi., LLC v. Red Rock Analytics, LLC,
IPR2018-00556, Paper 18, 22 (Aug. 20, 2018)

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 24; Pet., 43; -00214 Reply, 26; Pet., 40 IS



Petitioner Failed To Consider Drawbacks Of Adding KEKs

“[t]he Board must weigh the benefits and drawbacks
of the modification against each other, to determine
whether there would be a motivation to combine.”

Arctic Cat Inc. v. Polaris Indus., 795 Fed. App'x. 827, 833 (Fed. Cir. 2019)

A At e P A e At Ty e R e i e A e Y e A e ey Ny
“Coupled with testimony confirming the potential problems of
automatic throttle reapplication and suggesting an
alternative approach might reduce those same problems,

J.A. 2230-32, a jury could find a skilled artisan would not have
been motivated to combine ..."

Bt e m e T e T e ad T T Y T g e T ' n Y ad (P e, p

Arctic Cat Inc. v. Bombardier Rec. Prods., 876 F.3d 1350, 1363 (Fed. Cir. 2017)

-00215 POR, 24-25; Sur-Reply, 25-26; -00214 POR, 23-24; Sur-Reply, 27-28 |5k

Demonstrative Exhibit — Not Evidence



Cryptography Is Very Complex And Seemingly “Simple”

Solutions May Compromise Security

INTRODUCTION TO
MOOERN

S Raserdlaa B “As an example, an encryption scheme that has been
proven secure ... might be implemented on a smart-
Jonathan Katz SIS card. It may then be possible for an adversary to

Yehuda Lindell

monitor the power usage of the smartcard (e.g.
how this power usage fluctuates over time) and use
this information to determine the key.”

Ex. 2007 [Katz] 4

“And just as it’s possible to build a weak structure
using strong materials, it’s possible to build a weak
cryptographic system using strong algorithms and

protocols.” . o
Ex. 2008 [Schneier-Security-Pitfalls-In-Cryptography] 2

Bruce Schneier

Demonstrative Exhibit — Not Evidence Ex. 2007, 4; Ex. 2008; -00215 POR, 25-26; Ex. 2033, 174-75; -00214 POR, 24-25; Ex. 2033, , 196%9-70 K6



Key-Management Is Especially Important And Difficult

T R gy
- -_,k.\;Ev. NNIVERSARY EDITION _ %

APPLIED
CRYPTOGRAPHY

“In the real world, key
management is the hardest part of
cryptography. Designing secure
cryptographic algorithms and
protocols isn’t easy, but you can rely
on a large body of academic
research. Keeping the keys secret

is much harder.”
Ex. 2010 [Schneier-Applied-Cryptography] 169

Demonstrative Exhibit — Not Evidence Ex. 2010, 169; -00215 POR, 25-26; Ex. 2033, 1974-75; -00214 POR, 24-25; Ex. 2033, , 116%9-70 K}



Petitioner’s Proposed Solution To Key Management: Use

“Session Key Management” For KEKs

PETITION FOR INTER PARTES REVIEW
UNDER 35 U.S.C. §§311-319 AND 37 C.F.R. §42.1 et seq

First, as discussed, Orsii provides “external session key management” and
discloses “multiple cryptographic engines” having a “single point of.. key
management.” [0180], [0176]-[0179], [0293], [0381]-[0386], [0412];
Bhattacharjee, 489; EX1015, [0044]. POSAs would have recognized several
benefits to mmplementing such a single point of external key management for

multiple cryptographic engines by centrally generating Orsini’s session master keys

(and any of the conventional encryption keys discussed §VI.B.7.b infra) and storing
them separately from data chunks in a centralized storage system built specifically
for storing encryption keys, so that those keys could be centrally generated, stored,

and then distributed to (recerved by) Orsini’s multiple cryptographic engines.

Bhattacharjee, 89.

Demonstrative Exhibit — Not Evidence -00215 Pet., 25-26; -00214 Pet., 23-24 k¥4




Dr. Rubin: Session Key Management Is Very Different From KEK

Management

DECLARATION OF AVIEL D. RUBIN, PH.D.

[0386], [0412]). But session key management is very different than key
management for longer-lived keys such as the other “conventional encryption
keys” Petitioner relies upon, especially as Figure 21°s session keys (the session
master key and share keys) are stored alongside the encrypted data. For example,
“session keys should be changed at least daily” if not for each “particular
communications session” while “key-encryption keys don’t have to be replaced as

frequently,” perhaps “once a year.” Ex. 2010 [Schneier-Applied-Cryptography |

184, 47; see also id., 184 (“Encryption keys used to encrypt data files for storage

>| SEASON | cannot be changed often.”).
:| PAsS |:
r

Demonstrative Exhibit — Not Evidence -00215 POR, 26-27; Ex. 2033, 178; -00214 POR, 25-27; Ex. 2033, 173 8]




Orsini Figure 21’s Session Key-Management Is To Store The

Session Keys With The Data

a2y Patent Application Publication
Orsini et al.

[0297] 3. In this embodiment of the method, the
session master key will be stored along with the
secured data shares in a data depository. Separating
the session master key according to the pattern of the
Parser Master Key and append the key data to the
encrypted parsed data.

[0298] 4. The resulting four shares of data will con-
tain encrypted portions of the original data and
portions of the session master key. Generate a stream
cipher key for each of the four data shares.

[0299] 5. Encrypting cach share, then store the
encryption keys in different locations from the
encrypted data portions or shares: Share 1 gets Key
4, Share 2 gets Key 1, Share 3 gets Key 2, Share 4
gets Key 3.

Demonstrative Exhibit — Not Evidence Ex. 1005, [0297]-[0298]; -00215 POR, 26-27; Ex. 2033, 178; -00214 POR, 25-27; Ex. 2033, 173 K&



Dr. Rubin: Figure 21’s Session-Key Management Is Not

Appropriate For KEKs

DECLARATION OF AVIEL D. RUBIN, PH.D.

99 ¢

80. Moreover, key management for a “group key,” “encryption key,” or
“key-encryption key” would necessarily be different than for key management for
the “session” keys in Figure 21. In Figure 21, the session master key used to

encrypt the dataset is parsed within the data shares (Ex. 1005 [Orsini] [0297]) and

the session share keys are stored along with the data shares (id., [0299]).

Therefore, so long as the party reconstructing the dataset possesses the shares, he

or she also possesses the session keys necessary to decrypt the data. By contrast,

27 ¢¢

the “group key,” “encryption key,” or “key-encryption key” would not be stored

alongside the data but would rather need to be distributed out-of-band to the

decrypting party. Consequently, those keys would need to be maintained and

Demonstrative Exhibit — Not Evidence -00215 POR, 26-27; Ex. 2033, 9180; -00214 POR, 25-27; Ex. 2033



Petitioner’s Reply: Orsini Teaches KEK Management In Other

Embodiments

Orsini already taught techniques for managing and securing other KEKs, or
(at least) could have been modified in a simple, straightforward way to use
conventional techniques for doing so. As discussed below (§I1.B), Orsini supports
prior art “Triple DES and AES” (Orsini, [0378]), which used and managed KEKs.
Bhattacharjee-Reply, 9230-232. Orsini also supports “a wide number of alternative

key management systems.” Orsini, [0107].

-00215 Reply, 25-26;
-00214 Reply, 27

Demonstrative Exhibit — Not Evidence



Even If Orsini Teaches KEK-Management, Petitioner Fails To

Provide A Motivation To Combine The Different Embodiments
A Wy VPP A M e AN Iy Y N e A Y e Y e AN Y i Ny
when “combining multiple embodiments from a single reference, or
selecting from large lists of elements in a single reference, there

must be a motivation to make the combination ... otherwise a
skilled artisan would not arrive at the claimed combination.”

In re Stepan Co., 868 F.3d 1342, 1346 n.1 (Fed. Cir. Aug. 2017)

LA~ AN e VAt A A Yy e Y ey e A Y e Y M A Y Ty ! Ly

SIMON & GARFUNKEL

Petitioner’s Proffered
Motivation:

Demonstrative Exhibit — Not Evidence

-00215 Sur-Reply, 25-26; -00214 Sur-Reply, 27-28 kY4



The Reply’s New Proposed Modifications Does Not Cure The

Petition’s Hindsight

AT Ny A M i A Yy e Vit Vo A AT by Ay bl A A Yy Ay Ty Ny

“The Board did not err in discounting
modifications not presented in Medtronic’s
petition as indicative of hindsight. It was
within the Board’s discretion not to consider

these untimely raised modifications.”
A ATy~ A N A A iy e T il M A AT By AT A A i Yy ey

Medtronic, Inc. v. Teleflex Innovations S.A.R.L., 70 F.4th 1331, 1347 (Fed. Cir. 2023)

Demonstrative Exhibit — Not Evidence -00215 Sur-Reply, 26; -00214 Sur-Reply, 28 s




Petitioner’'s Grounds

1. Foster Grounds
a) Foster and Hayhurst (IPR2024-00212/215)
) Foster Alone (IPR2024-00214)

2.0rsini Grounds (IPR2024-00214/215)

3. Tajima Grounds (IPR2024-00212)

Demonstrative Exhibit — Not Evidence



212 IPR: Tajima, Foster, Rivest, & Shyu

PETITION FOR INTER PARTES REVIEW

IPR2024-00212
Patent 11,178,116 B2

2
Claims Challenged 3I;r8_§? § Reference(s)/Basis
1,5-8 102/103 Tajima

1,2/9.11-14 103 Tajima, Foster

9—14| 103 Tajima, Rivest

1-3,6 103 Tajima, Rivest, Shyu
1,2,5,9, 11 103 Foster, Hayhurst

Demonstrative Exhibit — Not Evidence

-00212 Pet., 1 Wivf®



The Board Should Disregard the Improperly Incorporated-By-

Reference Reply Declaration and New Exhibits

Petitioner’s Reply Cites 42 Paragraphs Of Reply Declaration and 42 New Exhibits,

But Provides No Meaningful Discussion or Explanation
PETITIONER’S REPLY TO PATENT OWNER’S RESPONSE

and Hayhurst describe overlapping techniques for securing data. Hayhurst expressly

says its Technical Field “relates to” the “secure handling and storage” of data

([0002]) and uses a technique the *116 patent itself says secures data (distributed
data storage). Bhattacharjee-Reply, 9965-80.

limited to streaming “live” broadcasts. POSAs knew CAS 1is used in video-on-
demand (VOD) systems, where “content is stored pre-encrypted on hard drives in
the VOD server” (EX1110, [0007]) and stored in “storage media” (EX1072,

[0043]); Bhattacharjee-Reply, 9128-142 (citing also EX1073, [0001]-[0004],

I [0043]; EX1097, 2:32-52; EX1075, 1:51-67;: EX1076, 9:53-10:5; EX1077, 1:48-65,

3:56-5:8). Rubin-Depo., 85-94.

“Arguments must not be incorporated by reference from one document into
another document. Combined motions, oppositions, replies, or other

combined documents are not permitted.”
37 C.F.R. § 42.6(a)(3)

Demonstrative Exhibit — Not Evidence -00212 Reply, 22 (1165-80), 27 (Ex. 2046, 141128-142; Exs. 1073, 1097, 1075, 1076, 1077); 27 (11145-158); Sur-Reply 1-2 1A



'116 Patent, Cl. 1: Requires Chunking, Encrypting, And

Obfuscating The Encryption Keys

i Data 1o be parsed

Access
Parser
master key

Generate Session
Sn{:’; Y b ear
Intermediary Enc data . .
Hapter XOR o 1. A method for securing a data set, the method compris-
Sy || o |5 ing:
Session k . . . B . . .
mgmﬁm e, ” Split data set info chunks distributing the data set into a plurality of data chunks,
: in] .
fo i wherein none of the data chunks are, by themselves,
em T P ] [T sufficient to reconstruct the data set;
nermed Intermedial rser Parser Master . o . s
" || [sterroy i Encrypt each chunk with encrypting each of the data chunks with a respective one
e — | =T 7 N\ distinct encrypfion key of a plurality of encryption keys;
/ ”‘“”:7’ " //;d“%”’z 3" /E';C""’j T”’“z//j“’“” / N / Obfuscate each obfuscating each of the plurality of different encryption
share share are share share share hare n { share n —_— T e
— —— —r— — of the distinct encryption keys keys: and ) )
si';'?é“f’ ;L”ﬁ?éz 512?3 S?Z?éﬂn“ separately storing each data chunk of the plurality of data
key key L key key - .
oyt l 7 l l l ) chunks together with one of the plurality of obfuscated
Bl different encryption keys on a plurality of different
e FE] o S P Y plurality
geenl| (g || foen storage devices.
key| key key ey
Encrypted Ent_r\rpted Ke
A;I’;’;ra:ws \D};_/ Aﬁfﬂ’trans [[a))
A s [
{dataltrans 1D), (dataftrans D)
FIG. 24

ive Exhibit — Not Evidence 00212 Ex. 1001 cl. 1; Fig. 24



Claim 9 Of The '116 Patent Requires Transforming, Rather Than

Obfuscating The Encryption Keys

9. A method for securing a data set, the method compris-
ing:
distributing the data set into a plurality of data chunks,
wherein none of the data chunks are, by themselves,
suflicient to reconstruct the data set;
encrypting each of the data chunks with a respective one
of a plurality of encryption keys;

Split data set into chunks

Encrypt each chunk with
distinct encryption key

Transform each

transforming each of the plurality of different encryption of the distinct encryption keys

keys; and

separately storing each data chunk of the plurality of data
chunks together with one of the plurality of trans-
formed different encryption keys on a plurality of
different storage devices.

In one embodiment of the present invention, encryption
keys, splitting keys, or both as used in accordance with the
present invention may be further encrypted using, for
example, a workgroup key in order to provide an extra level
of security to a secured data set.

"116 Patent Col. 77:43-47

Demonstrative Exhibit — Not Evidence

According to one embodiment of the present invention, an
All or Nothing Transform (AoNT), such as a Full Package
Transform, may be used to further secure data by transform-
ing splitting keys, encryption keys, any other suitable data
elements, or any combination thereot. For example, an

'116 Patent Col. 77:13-17

-00212 Ex. 1001 cl. 9, 77:13-17, 43-47



Petitioner’s Ground 2. Tajima-Foster

)
Claims Challenged 315)r8_§? § Reference(s)/Basis
1,5-8 102/103 Tajima

1, 2.9, 11-14 103 Tajima, Foster

9-14 103 Tajima, Rivest

1-3,6 103 Tajima, Rivest, Shyu
1,2,5,9,11 103 Foster, Hayhurst

Demonstrative Exhibit — Not Evidence

-00212 Pet., 1 RNE



A POSITA Would Not Be Motivated To Combine Tajima With

Foster

1. Tajima and Foster solve different problems in different fields
2. Tajima and Foster are fundamentally incompatible

3. Petitioner’'s combination is redundant because Tajima already
solves the problem proposed to address by adding Foster

Demonstrative Exhibit — Not Evidence



Petitioner Must Show A POSITA Would Have Combined Tajima-

Foster In The Normal Course Of Research And Development

Obviousness requires a showing that a POSITA
\ “would have selected and combined [the] prior art
elements in the normal course of research and
development to yield the claimed invention.”

Unigene Labs., Inc. v. Apotex, Inc.,
655 F.3d 1352, 1360 (Fed. Cir. 2011).

Demonstrative Exhibit — Not Evidence

-00212 POR, 9 IMAS



1. Tajima-Foster: Different Problems, Different Fields

Tajima Improves The Security of
Personal Information
[0044] It is an object of the present invention to provide a
personal information management system, a personal infor-

mation management method, and a server that can improve
the security of personal information that is registered with

areas that are connectible to the Internet.
Ex., 1005, [0044]

DECLARATION OF AVIEL D. RUBIN, PH.D.

54. It is my opinion that Tajima and Foster are directed to entirely different

fields and different problems. Tajima “relates to a personal information
management system” and improves upon a prior art “online shopping system” and
prior art “public key cryptosystem” with a certificate authority. See EX10035, [0001].
[0004]-[0007].[0025].[0042]. Thus, Tajima teaches that “an object of” ifs invention

is to “improve the security of personal information.” 7d., 44. More specifically.

Demonstrative Exhibit — Not Evidence

Foster Improves Random Access to
Streamed & Encrypted Media Packets

[0002] The present invention generally relates to a
method, system and program product for attaching a title key
to encrypted content for synchronized transmission to_af
recipient. Specifically, a title key used to encrypt content is
itself encrypted, and attached to the encrypted content so

that both can be synchronously transmitted to a recipient.
Ex., 1006, [0002]

Moreover, synchronized transmission and delivery of title
keys with encrypted content allows random access of the

content.
Ex., 1006, [0071]

-00212 Ex. 1005, [0044]; Ex. 1006, [0002], [0071]; Ex. 2033, 1 54, POR 9-10, 11-13; Sur-Reply, 2-4 | Ne4



Tajima-Foster: Different Problems, Different Fields

Tajima prior art: Key information and Foster prior art: Key and encrypted
encrypted content stored together content fransmitted separately

[0042] However, if the above-described personal informa-

tion relating to a user is registered with one arca that is

connectible to the Internet, there is the danger that, because

the information registered with one area as a contiguous data

to a recipient. Similar to the DRMS and CAS shown in
FIGS. 1 and 2, however, the protected content is transmitted
separately from the objects (i.e., key values) used to encrypt |
the content. Under such a scenario, errors and/or delays in

file, this inforp]ation mav be viev.ved by unauthorized access decrypting content blocks 56A-C can occur. Morcover,
from the outside throu.gh'a security hole or by unauthorized when separately transmitting key values 35A-C, random
access b‘y SOmeonc msade. the system, cven though the access of content is not possible. Specifically, it is not
information is registered with an area that is closed to the possible to access a content stream from any content block.
outside by means of the access control function of a server
Ex., 1006, [0063]
or a firewall.
Ex., 1005, [0042]
Tajima’s solution: Key information and data it Foster’s solution: Key and encrypted
encrypts are stored separately content transmitted together
certificate authority 40b. Information regarding the key that content unit 116 can then be transmilted to a recipient. That
was used for the encryption of data fragsment Y is attached is, the encrypted content unit, the header and the header
to encrypted data fragment X, and information regarding the EXthSIOH (lndu(}iu:)g the encrypted title .keBi) wll e ??V'
key that was used 1n the encryption of data fragment X is ﬁ_or stored by, a reciplent as a single, inleara, cala,
Lattached to encrypted data fragment Y. —___
Ex. 1005, [0111] Ex., 1006, [0064]

Demonstrative Exhibit — Not Evidence Ex. 1005, [0042], [0111], [0112-[0114]; Ex. 1006, [0063], [0064]; POR, 15-16; Sur-Reply, 2-4 [N4s}



2. Tajima Is Fundamentally Incompatible With Foster

Foster’s “whole invention” is synchronized transmission: Keeping the key with the data it encrypts

DEPOSITION OF SAMRAT BHATTACHARJEE, PH.D.

Q. Why does synchronous transmission to a
receiver foster random access to content?

A. That is sort of the whole invention in
Foster.

DECLARATION OF AVIEL D. RUBIN, PH.D.

78.  Foster, by contrast, discloses a system in which “[t]he encrypted title

key [is] attached to the content packet and the header for synchronized transmission

to, or storage by a receiver. Jd., [0008] In fact, attaching the key to content it can ‘

decrypt for synchronized fransmission of the two fogether is essential to Foster's
system—it is “the whole invention.” as Dr. Bhattacharjee opined at his deposition.

EX2034, 32:20-23.

Demonstrative Exhibit — Not Evidence -00212 Ex. 2034, 32:20-23; Ex. 2033, 1 78; Sur-Reply 5-6



2. Tajima is Fundamentally Incompatible with Foster

The “key” to Tajima’s invention is keeping key information separate from data chunk it encrypts

DECLARATION OF SAMRAT BHATTACHARJEE, PH.D.

Fig. 12 ) )
“personal information”
§ “data portions” l
DECLARATION OF AVIEL D. RUBIN, PH.D. S O 508 0 [
data fragment X is attached to encrypted data fragment Y.” In other words, each , >$I£<\ \ ! Hjnjpted me—
A X 7N

chunk is attached to. and stored with, information about a key that is not the one

IS

ik

information relating ¢ the wethod of dividing anel the
Mb‘oa( 0farranjin‘7 tkp_ /zmw/ fnfbrma'tion

used to encrypt it. Tajima EX1005, [0111]-[0114]. This means that by design

Tajima’s system cannot perform synchronized transmission.

70.  Next, “[d]ata fragments X and Y are then each encrypted” with a
respective key (encrypted data fragments highlighted blue), key information of
fragment Y 1s attached to encrypted data fragment X, and key information for

fragment X 1s attached to encrypted data fragment Y (as highlighted red). /d.

five Exhibit — Not Evidence -00212 Ex. 1003, | 70; Ex. 2033, 177; Sur-



2. Foster Discourages Combination With Tajima

DECLARATION OF AVIEL D. RUBIN, PH.D.

not be decrypted.” EXI1006, [0007]. As explained in Foster’s
specification, Foster’s invention solved this problem because “by

transmitting the encrypted key as an integral part of the encrypted

content, a receiver would receive the encrypted content as well as all

information necessary to decrypt the content in a single stream.” /d.

ENCRYPTION OF ELEMENTARY STREAM AND EMBEDDED KEYS
RANDON ACCESS POINTS {POINTS IN STREAM WHERE PLAYER CAN START)

i i i = ——
100~ ELEMENTARY DIGITAL CONTENT
PACKETIZATION PACKETIZATION
0F DATA Iﬂlﬁ OF DATA
104~ pmpr | woiom | R | PATLOID

KEVENCRIPTING KEY
104~ g | CAN BE SENT SEPARATELY

ENCRYPT

ENGRYPTED PAYLOAD

~ REGENERATE

HEADER | ,_KEYINFO ENCRYPED PALOAD | 112

112
116—‘L
FIG. 8

Foster Teaches that Key Information/Keys
Must Be Kept With Data Packet

[0009] _According to a first aspect of the present invention,

a method for attaching a title key to encrypted content for
synchronized transmission to a recipient is provided. The
method comprises the steps of: (1) encrypting content with
a title key; (2) encrypting the title key with a key encrypting
key, and (3) attaching the encrypted title key to the
encrypted content for synchronized transmission to a recipi-
ent.

decrypting content blocks 56A-C can occur. Moreover,
when separately transmitting key values 5S5A-C, random
access of content is not possible. Specifically, it is not

possible to access a content stream from any content block.

-00212 Ex. 2033 § 81; Ex. 1006 [0009], [0063], Fig. 8; POR 14-16; Sur-Reply 3, 5

Demonstrative Exhibit — Not Evidence



2. Tajima Discourages Combination With Foster

Tajima is an alternative to be used where key encryption, like that in Foster, is not secure

For information stored in locations connected to the internet, encryption may not
provide security. Tajima explains:

[0043] Alternatively, a method may be employed 1n which
personal information relating to a user is registered with an
encrypted state. In such cases, however, the danger still
remains that, even though the content of the registered
personal information is encrypted and thus cannot be viewed
¢ven when stolen, given enough time, a_high-speed com-

puter may be used to decrypt the encrvpted personal infor-
mation.

[0044] It is an object of the present invention to provide a
personal information management system, a personal infor-
mation management method, and a server that can improve
the security of personal information that is registered with
areas that are connectible to the Internet.

Demonstrative Exhibit — Not Evidence -00212 Ex. 1005 [0043], [0044]; POR 25-28; Reply, 12, 18; Pet. 37-39 |k



A POSITA Would Not Combine Foster With Tajima

Obviousness requires a showing DECLARATION OF AVIEL D. RUBIN, PH.D.
that a POSITA “would have
selected and combined [the]
prior art elements in the normal
course of research and
development to yield the believe a POSITA would have naturally combined Tajima and Foster in the normal

claimed invention."

Unigene Lab'ys, Inc. v. Apotex, Inc.,
655 F.3d 1352, 1360 (Fed. Cir. 2011).

62.  In my opinion, Tajima and Foster are far afield of one another, arise in

manifestly different environments and confront quite different problems. I do not

course of research and development.

Location of Key Securing Key
Information Information/Encryption Keys

” Cannot be kept Secures key information by
Security E-commerce | Personal Data | = ~——— P storing with data it cannot
with Data Portion

Focus Context Data Type

decrypt
Reducing Streaming Must be kept Secures keys by transmitting
Latencies Video MPEG Packets | " ith Packet keys with data

Demonstrative Exhibit — Not Evidence -00212 Ex. 2033, 1 62; POR, 16-17



3. Combination Is Redundant Because Tajima Already

Addresses Petitioner’'s Proposed Motivation To Combine

Petitioner Only offers a single reason for combining Foster with Tajima: Foster’s key encryption
provides an “increased level of security” where an attacker recovers all of Tajima’s data fragments

Single Motivation: Single Context:
Ground 2 applies “Foster’s key-encryption technique to encrypt Tajima’s “Instead, Tajima-Foster improves Tajima’s security,
furthering Tajima’s objective of preventing
key[s]...to benefit from the mcreased level of security” of storing encrypted rather unauthorized access to personal information...[t]hat

Tajima-Foster improves security of Tajima’s data
fragments should an attacker successfully acquire all
Reply, 12 of them is undisputed.”

than plamtext keys. Petition, 37.

Reply, 18

But Tajima already solves this problem.

Demonstrative Exhibit — Not Evidence -00212 Reply, 12, 18 (emphasis added); Pet. 37-39; Sur-Reply, 6-7, 9 |k




3. Petitioner’'s Combination Is Redundant Because Tajima

Already Solves The Issue of Securing Plain-Text Key Information

Tajima:
Storing key information with

unrelated data portion in areas
under separate control

Securing
Key _—

Stored in

Information

Plain Text

Foster:
Encrypting Key Information

Demonstrative Exhibit — Not Evidence

Fig. 5
40a certificate 40b certificate
{ avthority | avthoricy
~l-d2a ~ 42b
information] informati
processing prcess
Serer

: 300 20

r dividin
I
Internet . provider Store

60

50

Service

30 // provider

vser _./’1 0
termina |

Ex., 1005, Fig. 5

-00212 Ex. 1005, Fig. 5; Sur-Reply, 6-9; Pet., 41-42 |kSH)



3. Tajima Protects Key Information By Storing The Key Information In Different

Locations, Each “Under Separate Control”

[0048] Thus, because personal information that is regis-

tered with areas that are connectible to the Internet is divided Fig. 5
into a plurality of data portions and then registered with ( 40 canficne [
areas that are each under separate control, the personal o} 422 w42
. . . . " i i
information cannot be viewed unless all of the areas in et precsig

i Server Jarver

which data are registered are exposed, and an improvement
can therefore be obtained in the security of personal infor-
mation that is registered with areas that are connectible to
the Internet.

shase 30'3 20

/

Stere

Service
provider

Fig. 12

l

[T T T
S\
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3. Foster Secures The Key Information By Encrypting The Packet

Encryption Keys

ENCRYPTION OF ELEMENTARY STREAM AND EMBEDDED KEYS
RANDON ACCESS POINTS (PDINTS 1N STREA WHERE PLAYER CAJ STAR)

| ! i |

100 — ELEMENTART DIGITAL CONTENT ]
PACKETIZATION PICKELZATION
. . . OFONTR 708 OF DATA
[0008] In general, the present invention provides a 104 \
method, system and program product for attaching a title key [ HENDER | PO " [ Hedoei | LD |

to encrypted content for synchronized transmission to a CONTERT UNIT

recipient. Specifically, under the present invention, a content
unit including a content packet and a header is received and 2104~ gz | 108 e

parsed. A title key is then used to encrypt the content packet. ey
Once the content packet is encrypted, the title key is itself 114 L ECRET ] ENCRYFT

encrypted with a key encrypting key. The encrypted title key i | pA
[ REEBIERME j—@?
T04~F eaen | KevInFo i ENCRIRTED PAVLOAD 112
. 112 114 .
ij
FIG. 8

Demonstrative Exhibit — Not Evidence Ex. 1006, [0008], Fig. 8; POR, 15-16 1KY




3. Tajima Protects Key Information By Storing It In Different Locations,

Each “Under Separate Control;” An Attacker Cannot Get All Data Portions

[0042] However, if the above-described personal informa-
tion relating to a user is registered with one area that is
connectible to the Internet, there is the danger that, because
the information registered with one area as a contiguous data
file, this information mav be viewed by unauthorized access
from the outside through a security hole or by unauthorized
access by someonc inside the system, even though the
information is registered with an area that is closed to the
outside by means of the access control function of a server
or a firewall.

Tajima Recognized The Issue
Addressed in Foster

[0048] Thus, because personal information that is regis-
tered with areas that are connectible to the Internet is divided
mto a plurality of data portions and then registered with
arcas that are each under separate control, the personal
information cannot be viewed unless all of the arcas in
which data are registered are exposed, and an improvement
can therefore be obtained in the security of personal infor-
mation that is registered with areas that are connectible to
the Internet.

Foster Is Redundant Because
Tajima Solved The Issue Addressed
By Foster Without Key Encryption

Demonstrative Exhibit — Not Evidence -00212 Ex. 1005, [0042], [0048]; POR 23-25; Sur-Reply, 6-9; Reply 16|kss]



3. As Petitioner’s Expert Admits, Tajima Already Avoids The Only Vulnerability That

Motivates The Proposed Combination

Denying institution where “Petitioner ...
fails to provide a specific explanation
why [the primary reference] did not
already accomplish [the asserted
benefits] by itself.”

A ATy~ AT Ay ey A Ay e AT ey gty i Ay gty

Apple Inc. v. Cellular Comm’ns Equipment, LLC,

IPR2015-00576, Paper 7, 12 (June 12, 2015)

Demonstrative Exhibit — Not Evidence

DECLARATION OF SAMRAT BHATTACHARJEE, PH.D.

62.  To address this vulnerability, Tajima’s system (1) divides personal

information into data fragments “such that each data fragment 1s completely
unintelligible when taken independently” (Tajima, [0072], [0122]) and (2) stores

(1.e., “registers”) each data fragment in “‘areas that are each under separate control”

(Tajima, [0048])—i.e., different databases belonging to separate service sites

connected to the Internet—so a security breach at any one area 1s msufficient to

recover a user’s personal information. That is, an attacker that successfully gained

unauthorized access to a service site could procure only a single “unintelligible”

data fragment and the attacker would not be able to recover the user’s personal

information. Tajima, [0042], [0046]-[0048], [0067], [0118], [0152].

-00212 Ex. 1003, 162 [k¥4



3. Experts Agree: Combining Foster’'s Key Encryption With

Tajima’s Storage is Redundant

Dr. Bhattacharjee Dr. Rubin

‘DECLARATION OF AVIEL D. RUBIN, PH.D.

Placing key information in separately controlled
. . .. . o " .
locations as in Tajima'is a pe_rfeCf alfernative fo Foster acknowledges that its “title key is encrypted with the key

key encryption

encrypting key” precisely so that it *“can then be transmitted along with

the encrypted content.” EX1006. [0053]. By this suggestion. Foster

DEPOSITION OF SAMRAT BHATTACHARJEE, PH.D. ties the benefits of its KEK method to the need to secure the keys that
encrypt the packets themselves (by encryption with a KEK) so that the
23 _ NOW, from a network _attaCker'S point of keys can be transmitted together with the packets.
24 view, if you were to put a piece of data on a USB
25  drive, remove 1t from the origmal computer that's ® %k &
4!
1 conne.cted to the network, it's nearly perfect . Tajima, in contrast, has no
2 security. Because no matter how much computation , ) , ) ,
3 They have, they're not going to be able to get to need to further secure its key information by encryption because it
4 qt. So1t's a very secure method. It 1s offline already secures that information by hiding it with a data fragment it
5 storage, 1t's usually called. cannot decrypt.

Demonstrative Exhibit — Not Evidence -00212 Ex. 2046, 58:23-59:5; Ex. 2033 { 75; Sur-Reply, 6-9



Petitioner’s Ground 3: Tajima-Rivest

)
Claims Challenged 315)r8_§? § Reference(s)/Basis
1,5-8 102/103 Tajima

1, 2.9, 11-14 103 Tajima, Foster

0-14 103 Tajima, Rivest

1-3,6 103 Tajima, Rivest, Shyu
1,2,5,9,11 103 Foster, Hayhurst

Demonstrative Exhibit — Not Evidence

-00212 Pet., 1 KA



A POSITA Would Not Be Motivated To Combine Tajima With

Rivest

1. Peftitioner’s Tajima-Rivest Combination Is Redundant

2. Rivest’s AONT Does Not Provide Additional Security &
Violates Kerckhoffs’ Principle

3. Petitioner's Combination Creates Data Integrity Issues

Demonstrative Exhibit — Not Evidence



Rivest Is A Pre-Processing Step That Can Be Reversed By

Anyone That Knows The Number Used To Perform The

” - DECLARATION OF AVIEL D. RUBIN, PH.D.
All-or-Nothing Encryption and the Package Transform

Ronald L. Rivest | Rivest discloses that the AoNT is merely a “pre-processing” step “that
Abstract. We present a new mode of encryption for block ciphers, which X : : ol . fao ?? 7 & e
D A e . ; . . has certain interesting properties,” but by itself does not provide

operty that one must 1 j ‘ . . .

termine cven one message block. This means that brute-force searches adequate protection to a dataset (such as the key information of
against allor-nothing encryption are slowed down by a factor equal to B .
the number of blocks in the ciphertext. We give a specific way of im- TaJuna)_ 1034 [Rivest] 212.
plementing all-or-nothing e tion using a “package transform™ as a

pre-processing step to an ordinary encryption mode. A package trans

However, if the data set has
merely been transformed using the AoNT, without further encryption

—— or splitting, “anyone” who knows the random number on which the
cume

All-or-Nothi e .. : —
b transformation 1s based can “mvert” it to obtain the original dataset.
t
B, < &
Smart Card

Demonstrative Exhibit — Not Evidence -00212 Ex. 1034, 210; Ex. 2033, 1 86; POR, 28-30 KK}



1. A POSITA Would Not Be Motivated To Combine Tajima &

Rivest Because Tajima-Rivest Is Redundant

PETITION FOR INTER PARTES REVIEW |
A POSA would have recognized the benefit of applying Rivest’s “all-or-

nothing” transforms (AoNT) to Tajima’s key information to protect Tajima’s

plaintext keys (see §§VI.A-VLB supra) without needing to maintain secret keys.

But Tajima already solves the problem of securing plain text key information:

Tajima:
_ / Storing key information with
Securing Key unrelated data portion in areas
Information under separate control
Stored In

Plain Text

\ ‘ Rivest:

Transform Key Information

Demonstrative Exhibit — Not Evidence -00212 Pet., 46; POR 28-29 JEZ



2. Petitioner Proposes To Use A Public Key As The AoNT

Number, But A Known AoNT Number Cannot Provide Security

Petitioner’s Proposed Combination:

PETITION FOR INTER PARTES REVIEW .
Public keys are not kept secret:

“Tajima-Rivest applies Rivest’s AONT using the They are known to the public.
user’s public key provided to Tajima’s service
sites...and thus beneficially avoids using secret
keys.”

Rivest provides no protection if the AONT Number is known:

DECLARATION OF AVIEL D. RUBIN, PH.D.

84.  Inmy opinion. a POSITA would not be motivated to apply Rivest’s 85. A POSITA would understand that without and a secret key, Rivest’s

AoNT using the user’s public key as Petitioner suggests. Rivest says nothing AONT provides no security. EX1034, 212. Rather, the AoNT is used because it

about the use of public keys and is not designed to be used with public keys.

adds a property to a data set that can be useful for some applications.

Demonstrative Exhibit — Not Evidence -00212 Pet., 47; Sur-Reply, 10; Ex. 2033 1 1 84-86 RS



2. Tajima-Rivest Violates Kerckhoffs’ Principle By Using A Known Public Key

Auguste Kerckhoffs

Kerckhoffs’ principle, a fundamental rule of cryptography,
requires that security of encrypted content
“rely solely on the secrecy of the key”

Demonstrative Exhibit — Not Evidence -00212 POR, 33; Ex. 2033 1 94 1B



2. Peftitioner’'s Combination Would Require Further, Undisclosed

Steps To Secure Tajima’s Key Information

Step to secure

Not Secure /I Further encryption I Neither is
I Public Key |—> \ -OR- # disclosed by
Tajima
Data J
fragmentation

DECLARATION OF AVIEL D. RUBIN, PH.D.

without the need to maintain secret keys.” The AoNT transformation of Rivest
cannot secure a key without a further encryption step or fragmentation step that
would have to be added to Tajima. See EX1001, 77:5-47. If further encryption is
used, that would require the system to use and maintain another secret key.
Fragmenting the key and storing the pieces in different locations would be another
way of securing the transformed title key, but that also is a step that would have to

be added to Tajuna that would require maintaining information about the locations

of the pieces of the fragmented key.

Demonstrative Exhibit — Not Evidence -00212 POR, 30-31; Ex. 2033 1 87; Ex. 1034, 216 K4




3. A POSITA Would Not Be Motivated To Combine Rivest With

Tajima Because Of The Risk of Data Loss

All-or-Nothing Encryption and the Package Transform | |pgTITIONER’S REPLY TO PATENT OWNER’S RESPONSE

Ronald L. Rivest
Peftitioner claims its combination

[A]ll-or-nothing encryption has terrible error- only stores Tajima-Rivest's
propagation properties: if any ciphertext block transformed keys with the data
is damaged, it is likely that every message block fragments, but in its Reply admits
will be damaged. Thus, ciphertext should be that “individual transformed
transported with reliable transmission means. message blocks are kept and
Ex. 1034216 fransmitted together.”
Reply, 20

“[t]he Board must weigh the benefits
and drawbacks of the modification
against each other, to determine
whether there would be a motivation

to combine.”
Arctic Cat Inc. v. Polaris Indus.,
795 Fed. App'x. 827, 833 (Fed. Cir. 2019)

Demonstrative Exhibit — Not Evidence -00212 Ex. 1034, 216; POR 31, Sur-Reply 10-11  [EZS]
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