
Demonstrative Exhibit – Not Evidence

Google v. Security First Innovations

Security First Innovations
February 27, 2025

Sullivan & Cromwell LLP
Andrei Iancu
Stephen Elliott
Haley Sanders 

Lowenstein & Weatherwax LLP
Nathan Lowenstein

IPR2024-00212, -00214, -00215
U.S. Patent Nos. 11,178,116; 11,068,609; 10,452,854

Exhibit 2048



Demonstrative Exhibit – Not Evidence 2

Petitioner Had Obligation To Make Its Case In The Petition 

“Petitioner may not submit new evidence or 
argument in reply that it could have presented earlier, 
e.g. to make out a prima facie case of 
unpatentability.”

Consolidated Trial Practice Guide, 73 (Nov. 2019) 

Intelligent Bio-Systems, Inc. v. Illumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016) 

“the expedited nature of IPRs bring with it an 
obligation for petitioners to make their case in their 
petition to institute.”

-00212 Sur-Reply, 1; -00214 Sur-Reply, 1; -00215 Sur-Reply, 1
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Petitioner Failed To Make Its Case: Over Forty New Exhibits To 

Support Replies In Each Case

-00212 Sur-Reply, 1; -00214 Sur-Reply, 1; -00215 Sur-Reply, 1



Demonstrative Exhibit – Not Evidence 4

Petitioner Failed To Make Its Case: 118 To 136-Page, ~25,000 To 

29,000-Word Reply Declarations 

-00212 Sur-Reply, 1; -00214 Sur-Reply, 1; -00215 Sur-Reply, 1

Petition

Reply Declaration
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Petitioner’s Unexplained Citations To The Reply Declarations 

And New Exhibits Should Be Disregarded

“Arguments must not be incorporated by reference from one 
document into another document.  Combined…replies…are 
not permitted.”

37 C.F.R. § 42.6(a)(3)

“[T]he Petition includes citations to the Declaration to support 
conclusory statements for which the Petition does not 
otherwise provide an argument or explanation … This practice 
… amounts to incorporation by reference … [and] serves to 
circumvent the page limits … while imposing on our time by 
asking us to sift through ... [the] Declaration … to locate the 
specific arguments corresponding to the numerous 
paragraphs cited to support Petitioner’s assertions.”

Cisco Sys., Inc. v. C-Cation Techs., LLC, IPR2014-00454, Paper 12, 9-10 (Aug. 29, 2014) 
(Informative)

-00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2
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Petitioner Improperly Incorporates The Reply Declarations By 

Reference

6

E.g., -00215 Reply at 18 Cites 22 Paragraphs Of Reply Decl., ¶¶157-179, 

But Does Not Discuss Any Of It

-00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2
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Petitioner Improperly Incorporates New Evidence By Reference

E.g., -00214 Reply at 9 Cites Seven New Exhibits,

But Does Not Discuss Any Of It

-00212 Sur-Reply, 1-2; -00214 Sur-Reply, 1-2; -00215 Sur-Reply, 1-2
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1. Foster Grounds 

a) Foster and Hayhurst (IPR2024-00212/215)

b) Foster Alone (IPR2024-00214)

2.Orsini Grounds (IPR2024-00214/215)

3. Tajima Grounds (IPR2024-00212)

8

Petitioner’s Grounds
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Petitioner Raises Foster-Hayhurst Ground In IPR2024-00212, -

00215

9-00215 Pet., 3; -00212 Pet., 1
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The -00212/-00214 Foster-Hayhurst Arguments Are Substantively 

Identical



Demonstrative Exhibit – Not Evidence

➢ Hayhurst Is Not Analogous Art 

(IPR2024-00212, -00215)

❑ No Motivation To Combine Foster-Hayhurst 

Shown (IPR2024-00212, -00215)

❑ Foster’s Packets/Payloads Are Not Shares/Chunks 

(IPR2024-00214, -00215)

11

Foster-Hayhurst Fails (IPR2024-00212, -00215)



Demonstrative Exhibit – Not Evidence

Petitioner Has Burden To Prove Hayhurst Is Analogous

“A reference qualifies as prior art for an obviousness 
determination under § 103 only when it is analogous 
to the claimed invention.”

In re Klein, 647 F.3d 1343, 1348 (Fed. Cir. 2011) 

-00215 POR, 32-33; -00212 POR, 38-39 12

“We agree with Sanofi that [Petitioner] did not carry 
its burden to argue that de Gennes is analogous to the 
’614 patent.” 

Sanofi-Aventis Deutschland GmbH v. Mylan Pharms. Inc., 
66 F.4th 1373, 1377 (Fed. Cir. 2023) 
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Petition Did Not Argue Hayhurst Is Analogous Art

13-00215 POR, 33, 38; Sur-Reply, 2; -00212 POR, 38-39; Sur-Reply, 14-15
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Two Analogous Art Tests

“Two criteria have evolved for determining whether prior 
art is analogous: 

(1) whether the art is from the same field of endeavor, 
regardless of the problem addressed, and 

(2) if the reference is not within the field of the inventor's 
endeavor, whether the reference still is reasonably 
pertinent to the particular problem with which the 
inventor is involved.”

In re Clay, 966 F.2d 656, 658-59 (Fed. Cir. 1992) 
(modified formatting) 

14-00215 POR, 33; -00212 POR, 39
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Clay:  Field Of Endeavor Test Is Strictly Applied

“Clay’s field of endeavor is the storage of refined liquid 
hydrocarbons. The field of endeavor of Sydansk’s invention, on 
the other hand, is the extraction of crude petroleum. The 
Board clearly erred in considering Sydansk to be within the 
same field of endeavor as Clay’s.” 

In re Clay, 966 F.2d 656, 659 (Fed. Cir. 1992) 

Oil storage Oil extraction

Clay is the leading analogous art case, cited 46x by CAFC

15-00215 POR, 36-37; -00212 POR, 46-47
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Wang: FOE Test Is Strictly Applied

“The Allen-Bradley art is not in the same field of 
endeavor as the claimed subject matter merely 
because it relates to memories.  It involves 
memory circuits in which modules of varying sizes 
may be added or replaced; in contrast, the subject 
patents teach compact modular memories.”

Wang Labs., Inc. v. Toshiba Corp.,
993 F.2d 858, 864 (Fed. Cir. 1993) 

16

SIMMs for Industrial Machines SIMMs for PCs

-00215 POR, 37 ; -00212 POR, 43
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Petitioner/Dr. Bhattacharjee Recognized The ’854 And Hayhurst 

Have Different Fields

17-00215 POR, 33; Ex. 2033, ¶100
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Reply: Petitioner Still Does Not Identify The ’854’s Field

18-00215 Reply, 2; Ex. 2011, ¶11; Sur-Reply, 2; -00212 Sur-Reply, 14-15
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Traditional Sources For Discerning Field Of Endeavor

19

• “The Board looked to the written description and claims … to 
determine the field of endeavor for each reference. … The Board also 
cited the title of the ’752 patent” Airbus S.A.S. v. Firepass Corp., 941 F.3d 1374, 
1380-81 (Fed. Cir. 2019)

• “[T]he specification of each reference includes a ‘Field of the 
Invention’ section that distinctly describes each applicable field of 
endeavor.” Airbus, 941 F.3d at 1381 n.8

• “Elson discloses a ‘system for sensing a characteristic of fluid 
flowing’ … Elson abstract, 1:56-2:2.  Barker is directed to a fluid 
temperature sensor, having a through lumen for conducting fluid.  
Barker abstract, 1:64-66.” Kamstrup A/S v. Axioma Metering UAB, 43 F.4th 1374, 1384 
(Fed. Cir. 2022)

• “The Board ... correctly set the field ... by consulting the structure 
and function of the claimed invention ...” In re Bigio, 381 F.3d 1320, 1326 (Fed. 
Cir. 2004) 

• “Tellingly, the ’649 patent itself refers to ‘the prior art padlock’ in the 
background of the invention.”  Wyers v. Master Lock Co., 616 F.3d 1231, 1237-38 
(Fed. Cir. 2010)

-00215 POR, 34; -00212 POR, 40
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Traditional Sources: ’854’s Field Is “Securing Data”

20-00215 POR, 34-35; Ex. 2033, ¶102; ‘854, Title, Abstract, 1:25-26, 1:30-37, 1:42-27; -00212 POR, 40-41; Ex. 2033, ¶107 
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Traditional Sources: Hayhurst’s Field Is “Decentralized Media 

Delivery”

21

-00215, POR, 35-36; Ex. 2033, ¶103; Ex. 1099, 8:5-11:7; Ex. 1007, Title, Abstract, 

[0002]-[0005], [0012], [0015]. Fig. 1, Fig. 4; -00212 POR, 41-43; Ex. 2033, ¶49
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The ’854 And Hayhurst Have Different Fields

22-00215 POR, 34-36; Ex. 2033, ¶¶102-103; -00212 POR, 40-42; Ex. 2033, ¶107-108
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Petitioner: Hayhurst Is In The Field Of “Securing Data”

23-00215 Reply, 2; -00212 Reply, 21
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Petitioner Myopically Focuses On One Clause And Ignores The 

Rest Of Hayhurst

24-00215 Sur-Reply, 2-3; Ex. 1007, Title, Abstract, [0002]-[0005], [0012], [0015]; -00212 Sur-Reply, 14-15
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The Weight Of The Evidence Confirms Hayhurst’s Field Is 

Decentralized Media Delivery 

25

ClaimsWritten 
Description

Summary of the Invention

Background of the Invention

Figures Abstract

Title

-00215 Sur-Reply, 3; -00212 Sur-Reply, 15
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Hayhurst: Segmented Storage Tangentially Results In Security

26

• Addressing limited bandwidth

• Distributes movie segments 

across subscribers

• Security is an ancillary benefit

-00215 POR, 36; Sur-Reply, 3-4; Ex. 2033, ¶104; Ex. 1007, [0005]-[0006], [0008]; -00212 POR, 42-43; Sur-Reply 15-16 
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Dr. Rubin: Hayhurst’s Security Is A By-Product Of Decentralized 

Media Delivery And Was Not Needed In The Prior Art

27-00215 POR, 36, Ex. 2033, ¶104; -00212 POR. 42-43, Ex. 2033, ¶110 
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Two Analogous Art Tests

“Two criteria have evolved for determining whether prior 
art is analogous: 

(1) whether the art is from the same field of endeavor, 
regardless of the problem addressed, and 

(2) if the reference is not within the field of the inventor's 
endeavor, whether the reference still is reasonably 
pertinent to the particular problem with which the 
inventor is involved.”

In re Clay, 966 F.2d 656, 658-59 (Fed. Cir. 1992) 
(modified formatting) 

28-00215 POR, 33; -00212 POR, 39



Demonstrative Exhibit – Not Evidence

Even Technologically Similar References May Not Be 

Reasonably Pertinent

“A person having ordinary skill in the art would not reasonably have 
expected to solve the problem of dead volume in tanks for storing 
refined petroleum by considering a reference dealing with 
plugging underground formation anomalies.  The Board’s finding 
to the contrary is clearly erroneous.”

In re Clay, 966 F.2d 656, 660 (Fed. Cir. 1992) 

“Wang’s SIMMs were designed to provide compact computer 
memory with minimum size, low cost, easy repairability, and 
easy expandability. ... In contrast, the Allen-Bradley patent relates 
to a memory circuit for a larger, more costly industrial controller. 
… [T]he Allen-Bradley prior art is not reasonably pertinent and is not 
analogous.”  

Wang Labs., Inc. v. Toshiba Corp., 993 F.2d 858, 864-65 (Fed. Cir. 1993)

29-00215 POR, 41; -00212 POR, 47
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Hayhurst’s Problem Must Be Identified And Compared To The 

‘854’s Problem

“when addressing whether a reference is 
analogous art with respect to a claimed 
invention under a reasonable-pertinence 
theory, the problems to which both relate 
must be identified and compared.”  

Donner Tech., LLC v. Pro Stage Gear, LLC, 979 F.3d 1353, 1359 (Fed. Cir. 2020)

30-00215 POR, 38; Sur-Reply, 4; -00212 POR, 44; Sur-Reply, 16 
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Petitioner And Dr. Bhattacharjee Do Not Identify Hayhurst’s 

Problem Let Alone Compare It To The ‘854’s Problem

31-00215 POR, 38; Sur-Reply, 4; -00212 POR, 44; Sur-Reply, 16
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Undisputed: ’854 Addresses Problem Of User-Independent 

Security For Cryptographic System While Supporting Mobile Users

Ex. 1001 [‘854] 1:30-37, 1:46-2:14, 2:15-38, 2:42-44

32-00215 POR, 38-39; Sur-Reply, 4; Ex. 2033, ¶106; -00212 POR, 44-45; Sur-Reply, 16-17; Ex. 2033, ¶112
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Undisputed: Hayhurst’s Problem Is Limited Bandwidth For Video-

On-Demand

33

Undisputed: Baker Is Not About Connecting A Single Device To Multiple Networks

-00215 POR, 39-38; Sur-Reply, 4; Ex. 2033, ¶107; Ex. 1003, ¶178; Ex. 1007 [0004]-[0005];

-00212 POR 45-46; Sur-Reply,16; Ex. 2033, ¶114  
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Dr. Rubin: Hayhurst And The ’854 Address Different Problems

34-00215 POR, 40-41; Ex. 2033 ¶¶108, 110; -00212 POR, 46; Ex. 2033, ¶115, 117
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Dr. Rubin: Hayhurst’s Teachings Are Not Relevant To the ’854’s 

Problem

35-00215 POR, 40-41; Ex. 2033 ¶109; -00212 POR, 46; Ex. 2033, ¶116
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❑ Hayhurst Is Not Analogous Art 

(IPR2024-00212, -00215)

➢ No Motivation To Combine Foster-Hayhurst 

Shown (IPR2024-00212, -00215)

❑ Foster’s Packets/Payloads Are Not Shares/Chunks 

(IPR2024-00214, -00215)

36

Foster-Hayhurst Fails (IPR2024-00212, -00215)

-00215 POR, 32-33
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’854/’116 Claims: Require Storing Data Chunks On A “Plurality 

Of Different Storage Devices”

’854, cl. 1; ’116, cl. 1
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Undisputed: Foster Does Not Store Data Chunks On A “Plurality 

Of Different Storage Devices”

-00215 Pet., 80; -00212 Pet., 72
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Petition Combines Foster’s Data Encryption Technique With 

Hayhurst’s Distributed Storage

-00215 Pet., 61-64; -00212 Pet., 64-65
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Petition’s Combination: All Of Foster’s Content Units Are 

Distributed Per Hayhurst’s Method

-00215 Pet., 61-65; POR, 49-50; -00212 Pet., 61-66; POR, 55-56
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No Motivation To Render Reference “Inoperable For Its 

Intended Purpose” Or Change Its “Principle Of Operation”

“This suggested combination … would require a substantial 
reconstruction and redesign of the elements shown … as well as a 
change in the basic principles under which the Chinnery et al. 
construction was designed to operate.”

In re Ratti, 270 F.2d 810, 813 (C.C.P.A. 1959) 

POSITA would not be motivated to render reference “inoperable 
for its intended purpose” or “change [its] principle of 
operation.”

Plas-Pak Indus., Inc. v. Sulzer Mixpac AG, 600 Fed. Appx. 755, 759 (Fed. Cir. 2015) 

-00215 POR, 51; -00212 POR, 57
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Foster’s Purpose Is To Synchronize Transmission Of Encrypted 

Content Units And Encryption Keys

-00215 POR, 42-47; Sur-Reply, 6-7; Ex. 1006, Title, Abstract, [0001]-[0002], [0008]; Ex. 2033 ¶114; 

Ex. 2034, 32:20-23; -00212 POR, 48-49; Sur-Reply, 17-18; Ex. 2033 ¶119  



Demonstrative Exhibit – Not Evidence 43

Foster: Prior Art Systems Without Synchronization Had 

Undesirable Delays

-00215 POR, 43; Sur-Reply, 14-15; Ex. 1006, [0006], [0051], [0052], [0056], [0064]; -00212 POR, 49; Sur-Reply, 24 
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Foster: Synchronizes Transmission To Avoid Delays

-00215 POR, 43-44; Sur-Reply, 6-7; Ex. 2033, ¶118, Ex. 1006, Fig. 16, [0064]; 

-00212 POR, 49-50; Sur-Reply, 17-18; Ex. 2033, ¶121
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Foster Is Directed Towards Cable Television

-00215 POR, 45; Ex. 2033, ¶119, Ex. 1006, [0039], [0040], [0006], [0052]; -00212 POR, 51; Ex. 2033, ¶137
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Foster’s Invention Facilitates Real-Time Television/Streaming

-00215 POR, 45-47, Sur-Reply, 6-7; Ex. 2033, ¶120, Ex. 1006, [0056]; -00212 POR, 45-47, Sur-Reply, 6-7; Ex. 2033, ¶120
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Foster And Hayhurst Have Conflicting Goals

-00215 POR, 41-42; -00212 POR, 47-48
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Hayhurst Is Focused On Bandwidth Issues For Video-On-

Demand

-00215 POR, 47, 57; Ex. 1007, [0004]-[0005]; -00212 POR, 53, 62-63
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Undisputed: Hayhurst Is Not Concerned With Synchronous 

Transmission, Avoiding Delays, Or Real-Time Streaming

-00215 POR, 47; Ex. 2033, ¶122; -00212 POR, 53; Ex. 2033, ¶123
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Hayhurst’s Method Of Decentralized Distribution

Split

-00215 POR, 47-49, 53-55; Ex. 2033, ¶¶123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 ¶¶ 125-126, 140
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Requesting STB Requests Movie From Main Server Which 

Instructs Other STBs To Send Movie Segments

Instructions

-00215 POR, 47-49, 53-55; Ex. 2033, ¶¶123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 ¶¶ 125-126, 140
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Missing Segments Must Be Sought From Other STBs

-00215 POR, 47-49, 53-55; Ex. 2033, ¶¶123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 ¶¶ 125-126, 140
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Once All Segments Are Received, Authentication Is Sought And 

The Movie Is Processed And Reassembled

A
u

th
e

n
ti
c

a
ti
o

n

-00215 POR, 47-49, 53-55; Ex. 2033, ¶¶123-124, 133; -00212 POR, 53-55, 58-60; Ex. 2033 ¶¶ 125-126, 140
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Undisputed: Hayhurst Distributed Method Incompatible With 

Live Television

Hayhurst

Foster

-00215 POR, 47-48, Sur-Reply, 6-7; Ex. 2033, ¶124; -00212 POR, 53-54; Sur-Reply, 17-18; Ex. 2033 ¶ 126



Demonstrative Exhibit – Not Evidence 55

Undisputed: Hayhurst’s Method Would Preclude Foster From 

Real-Time Television And Streaming

Foster-Hayhurst

Foster

-00215 POR, 55-58; Sur-Reply, 6-7; Ex. 2033, ¶134; -00212 POR, 61-64; Sur-Reply, 17-18; Ex. 2033, ¶141
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Foster-Hayhurst Is Less Secure Than Foster Alone

-00215 POR, 58-61; Ex. 2033 ¶140; -00212 POR, 64-67; Ex. 2033 ¶148 
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Foster: KEK Can Be Easily Changed If Compromised

-00215 POR, 59-60; Ex. 2033, ¶135; Ex. 1006, [0054], Fig. 4; -00212 POR, 64-65; Ex. 2033, ¶143
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Dr. Rubin: Foster Allows A KEK To Be Unique To Each Recipient, 

Increasing Security

-00215 POR, 59-60; Sur-Reply, 8; Ex. 2033, ¶136; -00212 POR, 65; Sur-Reply, 8; Ex. 2033, ¶136
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Foster-Hayhurst: Movie Is Pre-encrypted And Distributed 

Among Subscribers

Split 
and 
encrypt

-00215 POR, 60-61; Ex. 2033, ¶137; Sur-Reply, 9; -00212 POR, 66-67; Ex. 2033 , ¶145; Sur-Reply, 19-20 



Demonstrative Exhibit – Not Evidence 60

Foster-Hayhurst: Because Any Subscriber Can Request Pre-

encrypted Movie, KEKs Cannot Be Unique To Each Subscriber

-00215 POR, 60-61; Ex. 2033, ¶137; Sur-Reply, 9; -00212 POR, 66-67; Ex. 2033 , ¶145; Sur-Reply, 19-20 
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Undisputed: In Foster-Hayhurst, KEKs Can At Most Be Unique To 

A Movie

-00215 POR, 60-61; Sur-Reply, 9; Ex. 2033, ¶137; -00212 POR, 66-67; Sur-Reply, 19-20; Ex. 2033 , ¶145 
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Undisputed: Having KEKs Unique To A Movie Is Less Secure Than 

To Each User

-00215 POR, 60-61, Sur-Reply, 9; Ex. 2033, ¶138; -00212 POR, 66-67; Sur-Reply, 19-20; Ex. 2033 , ¶146 
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Reply Theory That Foster Recognizes Re-encrypting Content As 

An Alternative Is Contrary To Foster’s Teachings

Reply

“Foster does not require changing the KEK. 
Rather, Foster recognizes ‘re-encrypting 
the content itself,’ rather than changing 
the KEK, is an alternative.”

Reply, 11.

Foster

-00215 Sur-Reply, 8; Ex. 1006, [0054]; -00212 Sur-Reply, 18-19
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Petitioner Fails To Demonstrate “POSAs Knew How To 

Change/Replace KEKs Across Many Devices/Users”

Peer-to-peer 
information 
delivery, not 
KEKs

Replacing 
session keys, 
not KEKs

Replacing traffic 
encryption keys, 
not KEKs

-00215 Sur-Reply, 8; Reply, 11-12; -00212 Sur-Reply, 19; Reply, 28
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Petitioner Failed To Consider Significant Drawbacks Of Using 

Hayhurst’s Distribution With Foster’s System

“[t]he Board must weigh the benefits and drawbacks of the 
modification against each other, to determine whether there 
would be a motivation to combine.”

Arctic Cat Inc. v. Polaris Indus., 795 Fed. App’x. 827, 833 (Fed. Cir. 2019)

“Coupled with testimony confirming the potential problems of 
automatic throttle reapplication and suggesting an alternative 
approach might reduce those same problems, J.A. 2230-32, a jury 
could find a skilled artisan would not have been motivated to 
combine ...”

Arctic Cat Inc. v. Bombardier Rec. Prods., 876 F.3d 1350, 1363 (Fed. Cir. 2017)

-00215 POR, 51, 61-62; Sur-Reply, 10; -00212 POR, 56, 67-68; Sur-Reply, 20
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The Drawbacks Outweigh The Benefits

Less security Delays

No real-time streaming

No live television

(Allegedly) Better 

Bandwidth

Thwarting Foster’s purpose

-00215 POR, 51, 61-62; Sur-Reply, 10; -00212 POR, 56, 67-68; Sur-Reply, 20
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Petitioner May Not Change Its Theory In Reply

“We see no error in the Board’s rejection of Ariosa’s 
reliance, in its Reply submissions, on previously 
unidentified portions of a prior art reference to 
make a meaningfully distinct contention.”

Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1368 (Fed. Cir. 2015) 

“Petitioner may not submit new evidence or 
argument in reply that it could have presented earlier, 
e.g. to make out a prima facie case of 
unpatentability.”

Consolidated Trial Practice Guide, 73 (Nov. 2019) 

“the expedited nature of IPRs bring with it an 
obligation for petitioners to make their case in their 
petition to institute.”

Intelligent Bio-Systems, Inc. v. Illumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016) 

-00215 Sur-Reply, 1, 12, 13-14; -00212 Sur-Reply, 1, 22
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Petitioner Shifts Its Theory In Reply From Reliance Upon 

Hayhurst’s Storage Devices To “Foster’s Storage Context”

-00215 Pet., 61, Reply, 7; Sur-Reply, 10-11; -00212 Pet., 62, Reply, 24; Sur-Reply, 20-21
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Petition Relied Upon Hayhurst’s Storage Method, Not Foster’s

No Mention Of “Foster’s Storage Context”

-00215 Sur-Reply, 11; Pet., 61-65; -00212 Sur-Reply, 21; Pet., 61-66
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Reply: Petitioner Relies Upon “Foster’s DRMS” For The First Time

ReplyPetition

“In Foster’s DRMS, ‘content is packaged 
and loaded [i.e., stored] onto a web server’ 
and subsequently ‘downloaded to [i.e., 
stored to a] personal computer’ for on-
demand access (i.e., viewing stored 
content whenever the user wants to).”

Reply, 8.

• No mention of DRMS

• Alleged “storage device” is a set-top 
box, not a personal computer

-00215 Sur-Reply, 12-13; Reply, 8-9; Pet., 80; -00212 Sur-Reply, 22-23; Reply, 25-26; Pet., 61-62
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Reply: Petitioner Relies Upon Foster’s “Program Stream” For The 

First Time

ReplyPetition

“Foster discloses processing datasets
for an MPEG ‘program stream,’ which 
Foster says (and POSAs knew) is intended
for storing ‘in fixed storage.’”  Reply, 9.

-00215 Sur-Reply, 13; -00212 Sur-Reply, 23 
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Even If Considered, New Reply Theories Fail

-00215 Sur-Reply, 14-17; -00212 Sur-Reply, 23-26
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Reply: “Foster’s DRMS” Is Evidence Of Foster’s “Storage 

Context”

-00215 Reply, 8; -00212 Reply, 25
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DRMS Is Background Art Foster’s Invention Replaces

-00215 Sur-Reply, 14-15; -00212 Sur-Reply, 23-25
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Figure 1’s DRMS Does Not Include Foster’s Invention

-00215 Sur-Reply, 14-15; -00212 Sur-Reply, 23-25
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Reply: Foster’s Program Stream Is For “Fixed Storage”

-00215 Pet., 9;  -00212 Pet., 26
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Petitioner’s Combination Would Use A Transport Stream (For, 

e.g., Cable TV), Not A Program Stream (e.g., for DVDs)

-00215 POR, 13;  Ex.1006, [0073], Fig. 14, Fig. 15; Ex. 1007, [0016]; -00212 POR, 23



Demonstrative Exhibit – Not Evidence

❑ Hayhurst Is Not Analogous Art 

(IPR2024-00212, -00215)

❑ No Motivation To Combine Foster-Hayhurst 

Shown (IPR2024-00212, -00215)

➢ Foster’s Packets/Payloads Are Not Shares/Chunks 

(IPR2024-00214, -00215)

78

Foster-Hayhurst Fails (IPR2024-00212, -00215)



Demonstrative Exhibit – Not Evidence 79

’854/’609 Claims Require “Generating A Plurality Of Data Chunks”

‘854, cl. 1; ‘609, cl. 1



Demonstrative Exhibit – Not Evidence 80

Petitioner: Foster’s Packets/Payloads Are Chunks/Shares

-00215 Pet. 72-73; -00214 Pet., 65-66 



Demonstrative Exhibit – Not Evidence 81

Undisputed: The Petition Did Not Explain Why Foster’s Payloads 

Are Shares/Chunks

-00215 Sur-Reply, 17-19; -00214 Sur-Reply, 3-4



Demonstrative Exhibit – Not Evidence 82

Undisputed: Foster’s Packets/Payloads Are Data Packets That 

Are Part Of The MPEG Protocol

-00215 Sur-Reply, 18-19; -00214 Sur-Reply, 3-4



Demonstrative Exhibit – Not Evidence 83

Undisputed: Specification Identifies A Data Packet/Payload As 

The Dataset To Be Divided Into Shares

‘854, 82:21-24

‘854, 81:54-58

‘854, 81:36-37

-00215 Sur-Reply, 17-18; -00214 Sur-Reply, 2-3



Demonstrative Exhibit – Not Evidence 84

Undisputed: Technical Literature Refers To Data Packet/Payload 

Being Divided Into Shares/Chunks

“each node sends out 3 
shares in a single packet” 
Ex. 2042 [Kumar] 9

“We break [data packet] D 
into n shares ...” Ex. 2043 [Mao] 9532

“to consistently divide … 
packet payloads into 
multiple byte sequences, 
called chunks.” Ex. 2036 [Hur] 1202

“These services allow 
breaking down packet 
payloads into smaller units 
(called chunks) ...” Ex. 2037 [Li-I] 1

“A packet consists of 
multiple chunks...” 
Ex. 2038 [McKeown] 4-5

“the payload could be 
divided into multiple equal-
sized chunks ...” Ex. 2041 [Li-II] 7

-00215 Sur-Reply, 17; -00214 Sur-Reply, 2-3



Demonstrative Exhibit – Not Evidence 85

Dr. Rubin: Patents’ Shares/Chunks Generated To Secure Data 

While Foster’s Packets/Payloads Part Of MPEG Standard

‘854, 56:47-51

-00215 POR, 68-69; Ex. 2033 ¶¶149-150; -00214 POR, 39-40; Ex. 2033 ¶¶100-101

Ex. 1006, [0072]



Demonstrative Exhibit – Not Evidence 86

Petitioner Fails To Provide Any Evidence Showing That 

Packets/Payloads Refer To Chunks/Shares

-00215 Sur-Reply, 19; -00214 Sur-Reply, 4



Demonstrative Exhibit – Not Evidence 87

Petitioner’s Straw Man Argument: “SFI Suggests A Share Must Be 

‘Cryptographically Generated’”

PATENT OWNER’S SUR-REPLY

-00215 Sur-Reply, 18; Reply, 15; -00214 Sur-Reply, 3; Reply, 4



Demonstrative Exhibit – Not Evidence

1. Foster Grounds 

a) Foster and Hayhurst (IPR2024-00212/215)

b) Foster Alone (IPR2024-00214)

2.Orsini Grounds (IPR2024-00214/215)

3. Tajima Grounds (IPR2024-00212)

88

Petitioner’s Grounds



Demonstrative Exhibit – Not Evidence

Petitioner Relies On Foster Alone in -00214 IPR

89-00214 Pet., 3



Demonstrative Exhibit – Not Evidence

➢ Foster’s CPU Does Not “Execut[e] Code” “To 

Perform” “Storing … At Least One Data Chunk”

❑ Foster’s CPU Is Not “Coupled To” A “Memory” On 

Foster’s Receiver/Recipient

❑ No Motivation To Modify Foster As Proposed

90

Foster Fails (IPR2024-00214)



Demonstrative Exhibit – Not Evidence 91

Claims Require “Executing Code By A Processor To Perform” “Storing … 

At Least One Data Chunk … On At Least One Storage Device”

‘609, cl. 1



Demonstrative Exhibit – Not Evidence 92

Petitioner’s Anticipation Argument: Foster’s CPU Is The 

“Processor” And “Recipient 430” Is The Storage Device

Consumer Receiver 
(e.g., set-top box)

Alleged 
Processor

Alleged “storage 
device”

-00214 Pet., 62, 73



Demonstrative Exhibit – Not Evidence 93

The Recipient Is Not A Part Of Foster’s Computer System

-00214 POR, 43-47; Ex. 2033 ¶¶ 110-112



Demonstrative Exhibit – Not Evidence 94

Petitioner’s Explanation As To How Foster’s CPU Executes Code 

To Store Content On Recipient?

-00214 POR, 47-48



Demonstrative Exhibit – Not Evidence 95

Undisputed: Foster’s CPU Transmits Content And Is Agnostic As 

To What Receiver Does With It

-00214 Sur-Reply, 5; POR 42-27; Ex. 2033 ¶¶ 110-112



Demonstrative Exhibit – Not Evidence 96

Undisputed: Foster’s Recipient 430 Decides Whether To Store Or 

Instantly Display Content

-00214 Sur-Reply, 5; POR 42-27; Ex. 2033 ¶¶ 110-112



Demonstrative Exhibit – Not Evidence 97

Undisputed: Foster’s Content Units Contain No Instructions

-00214 Sur-Reply, 6



Demonstrative Exhibit – Not Evidence 98

Reply Incorrectly Contends POR Offers New Construction

-00214 Reply, 6-7



Demonstrative Exhibit – Not Evidence 99

The Plain Language Requires The Processor To Execute Code To 

Perform Storing

‘609, cl. 1



Demonstrative Exhibit – Not Evidence 100

Reply: Petitioner Still Does Not Identify Code To Perform Storing

-00214 Sur-Reply, 6; Reply, 6-10



Demonstrative Exhibit – Not Evidence 101

Rather, Petitioner Shifts Its Theory To Foster’s Memory 402 

Instead Of Recipient 430

Petition Reply

“Each content unit 116 discussed above is 
stored on receiver at ‘receipt 430’; that 
receiver is a ‘storage device’ (e.g., consumer 
set-top box)”  Pet., 75.

“Foster’s processor executes code that 
encrypts and stores data on storage-device 
memory (RAM) directly coupled to it.”  Reply, 
7-8.

-00214 Sur-Reply, 7-9; Pet., 75; Reply, 7-8



Demonstrative Exhibit – Not Evidence 102

Petitioner’s New Theory Is Untimely 

“We see no error in the Board’s rejection of Ariosa’s 
reliance, in its Reply submissions, on previously 
unidentified portions of a prior art reference to 
make a meaningfully distinct contention.”

Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1368 (Fed. Cir. 2015) 

“Petitioner may not submit new evidence or 
argument in reply that it could have presented earlier, 
e.g. to make out a prima facie case of 
unpatentability.”

Consolidated Trial Practice Guide, 73 (Nov. 2019) 

“the expedited nature of IPRs bring with it an 
obligation for petitioners to make their case in their 
petition to institute.”

Intelligent Bio-Systems, Inc. v. Illumina Cambridge, Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016) 

-00214 Sur-Reply, 1, 8-9



Demonstrative Exhibit – Not Evidence 103

Foster’s Memory 402 Does Not Store Content Or Content Units

-00214 Sur-Reply, 9; Ex. 1006 [0078]



Demonstrative Exhibit – Not Evidence 104

Reply: Petitioner Also Shifts To Relying Upon “Foster’s DRMS”

Petition Reply

“Each content unit 116 discussed above is 
stored on receiver at ‘receipt 430’ [sic]; that 
receiver is a ‘storage device’ (e.g., consumer 
set-top box)”  Pet., 75.

“Foster’s processor executes code
to ‘package[]…and load[ encrypted data] 
onto media server 14,’ which is later
‘downloaded to PC 18.’”  Reply, 9.

-00214 Sur-Reply, 10; Pet., 75; Reply, 9



Demonstrative Exhibit – Not Evidence 105

DRMS Is Background Art Foster’s Invention Replaces

-00214 Sur-Reply, 10-11; Ex. 1006 [0003], [0005], [0007], [0049], [0051]



Demonstrative Exhibit – Not Evidence 106

Petitioner Does Not Explain Why A POSITA Would Be Motivated 

To Combine Foster’s Invention With Criticized Prior Art

“‘[I]t is not enough that the prior art reference … 
includes multiple, distinct teachings that the artisan 
might somehow combine to achieve the claimed 
invention’ to show anticipation.”

BlephEx, LLC v. Myco Indus., 24 F.4th 1391, 1400 (Fed. Cir. 2022) 

when “combining multiple embodiments from a single 
reference, or selecting from large lists of elements in a 
single reference, there must be a motivation to 
make the combination ...”

In re Stepan Co., 868 F.3d 1342, 1346 n.1 (Fed. Cir. Aug. 2017) 

-00214 Sur-Reply, 11-12



Demonstrative Exhibit – Not Evidence 107

Reply: Petitioner Also Newly Argues Foster Encodes Content As 

A “Program Stream” For “Fixed Storage”

Petition Reply

Foster’s processor executes code to encrypt 
content for … [a] ‘program stream’…. Foster 
explicitly says the program stream ‘is generally 
used in more reliable transmissions such as 
those…in fixed storage.’”  Reply, 10.

-00214 Sur-Reply, 12; Reply, 10



Demonstrative Exhibit – Not Evidence 108

Encoding A Program Stream Is Not “Executing Code … To 

Perform” “Storing”

No “Storing” “Perform[ed]”

-00214 Sur-Reply, 12-13



Demonstrative Exhibit – Not Evidence

❑ Foster’s CPU Does Not “Execut[e] Code” “To 

Perform” “Storing … At Least One Data Chunk”

➢ Foster’s CPU Is Not “Coupled To” A “Memory” On 

Foster’s Receiver/Recipient

❑ No Motivation To Modify Foster As Proposed

109

Foster Fails (IPR2024-00214)



Demonstrative Exhibit – Not Evidence 110

Claims Require “A Memory Coupled To The Processor”

‘609, cl. 1



Demonstrative Exhibit – Not Evidence 111

Anticipation Theory: Receiver’s Hard Drive Is Coupled To CPU 

Via Bus 410 And Transmission System 424

Consumer Receiver 
(e.g., set-top box)

Alleged 
Processor

Content owner

-00214 Pet., 75; Ex. 1003 ¶205



Demonstrative Exhibit – Not Evidence 112

But, Foster’s CPU Is, At Most, Coupled To The Receiver, Not Any 

Hard Drive On The Receiver

Consumer Receiver 
(e.g., set-top box)

Alleged 
Processor

-00214 POR 49-51; Ex. 2033 ¶¶ 118-121



Demonstrative Exhibit – Not Evidence 113

Dr. Rubin: Bus 410 Is A Communication Link For Components In 

Computer System 400

-00214 POR 49-51; Ex. 2033 ¶¶ 118-121; Ex. 1006, [0076]



Demonstrative Exhibit – Not Evidence 114

424 Transmits To Recipient, Not The Recipient’s Hard Drive

-00214 POR 49-51; Ex. 2033 ¶¶ 118-121; Ex. 1006, [0079]



Demonstrative Exhibit – Not Evidence 115

Again: Foster’s CPU Is Agnostic As To What Receiver Does With 

Content

-00214 POR 43-47; Ex. 2033 ¶¶ 110-112; Ex. 1006, [0078]



Demonstrative Exhibit – Not Evidence 116

No Indication That Foster’s CPU And The Recipient’s Hard Drive Are 

“Coupled” Because The Recipient Decides Whether To Store The Data

-00214 POR 49-51; Ex. 2033 ¶¶ 118-121; Ex. 1006, [0079]



Demonstrative Exhibit – Not Evidence 117

Reply: CAFC Has Held “Coupled To” To Mean “Connected To”

-00214 Reply, 12



Demonstrative Exhibit – Not Evidence 118

Petitioner’s Explanation Of How Foster’s CPU And The 

Recipient’s Hard Drive Are Connected?

-00214 Sur-Reply, 15-16; Reply, 12



Demonstrative Exhibit – Not Evidence

❑ Foster’s CPU Does Not “Execut[e] Code” “To 

Perform” “Storing … At Least One Data Chunk”

❑ Foster’s CPU Is Not “Coupled To” A “Memory” On 

Foster’s Receiver/Recipient

➢ No Motivation To Modify Foster As Proposed

119

Foster Fails (IPR2024-00214)



Demonstrative Exhibit – Not Evidence 120

Petitioner’s Obviousness Argument: Modify Foster To Store 

Content At Its Computer System 

-00214 Pet., 76



Demonstrative Exhibit – Not Evidence 121

Foster Encrypts Streamed Content From Content Owner For 

Transmission To Receiver/Recipient

Content 
owner

Processor

Consumer Receiver 
(e.g., PC or set-top 
box)

-00214 POR, 53; Ex. 2033 ¶ 123



Demonstrative Exhibit – Not Evidence 122

Foster Already Teaches Storing Content At The Content Owner (e.g., A 

Movie Studio) Which Already Provides The Alleged Benefits

Content Owner

-00214 POR 53-54; Ex. 2033 ¶ 124



Demonstrative Exhibit – Not Evidence 123

Modifying Foster’s System Has Numerous Drawbacks That 

Petitioner Fails To Weigh

Modified Foster

-00214 POR 54-55; Ex. 2033 ¶ 126



Demonstrative Exhibit – Not Evidence 124

Reply: Correctly States That Content-Service Providers Store 

Content

-00214 Reply, 15



Demonstrative Exhibit – Not Evidence 125

But, Foster’s System Is Not A CSP; It Receives Content From CSPs

-00214 Sur-Reply, 17; Ex. 1006, [0039], [0042], [0078]



Demonstrative Exhibit – Not Evidence 126

Separating Storage Servers And Encryption Systems Allows 

Each To “Focus On What They Were Good At”

Storage

Encryption and Synchronized 
Transmission

-00214 Sur-Reply, 17-18; Ex. 1099, 93:13-22 



Demonstrative Exhibit – Not Evidence 127

Reply: Foster’s Figure 1 Suggests Modifying Foster To Include 

Storage Servers

-00214 Reply, 16



Demonstrative Exhibit – Not Evidence 128

Figure 1 Is Criticized Background Art

-00214 Sur-Reply, 20, 10-12; Ex. 1006, [0003], [0005], [0007], [0049], [0051]



Demonstrative Exhibit – Not Evidence

1. Foster Grounds 

a) Foster and Hayhurst (IPR2024-00212/215)

b) Foster Alone (IPR2024-00214)

2.Orsini Grounds (IPR2024-00214/215)

3. Tajima Grounds (IPR2024-00212)

129

Petitioner’s Grounds



Demonstrative Exhibit – Not Evidence

214/215 IPRs: Orsini (Single-Reference Obviousness)

130-00214 Pet., 3; -00215 Pet., 3



Demonstrative Exhibit – Not Evidence 131

’854: Requires “performing a [cryptographic/encryption] 

operation based on the [first/external] key”

• Split data set

• Encrypt each share with 
distinct encryption key

• Perform encryption operation 
based on external key to 
further secure the chunks

-00215 Ex. 1001 cl. 1; POR, 4, 5 n.1; -00214 Ex. 1001 cl. 1; POR, 4, 5 n.1



Demonstrative Exhibit – Not Evidence 132

Orsini Does Not “Perform[] An Encryption Operation Based On The 

External Key To Further Secure The Plurality Of Shares”

• Splits dataset into shares

• Encrypts each share with different share key

• Non-cryptographically stores share key 
with share it was not used to encrypt

-00215 POR, 6-8; Ex. 2033, ¶¶49-50; -00214 POR, 6-8; Ex. 2033, ¶¶48-49



Demonstrative Exhibit – Not Evidence 133

Board: Orsini Ground Did Not Have Reasonable Likelihood Of 

Prevailing

-00215 ID, 39; -00214 ID, 51



Demonstrative Exhibit – Not Evidence 134

Reply: Petitioner Abandons Anticipation Arguments And Most 

Obviousness Arguments

-00215 Reply, 17; -00214 Reply, 19



Demonstrative Exhibit – Not Evidence 135

The Board Correctly Rejected This Argument In The ID As 

“Deficient”

-00215 ID, 38-39; -00214 ID, 50-51



Demonstrative Exhibit – Not Evidence 136

Reply Does Not Cure The Petition’s Deficiencies

-00215 Sur-Reply, 19-20; -00214 Sur-Reply, 21-22



Demonstrative Exhibit – Not Evidence 137

Most Of Orsini Included In ‘609/’854 Patents

-00215 POR, 1; -00214 POR, 1



Demonstrative Exhibit – Not Evidence 138

But, ’609/’854 Add 17 New Figures And 18 New Columns To 

Orsini

-00215 POR, 1; -00214 POR, 1



Demonstrative Exhibit – Not Evidence 139

Orsini Does Not Disclose “Workgroup Key,” Which Is Only In The 

’609 And ’854

’609, 79:46-65; 
’854, 79:52-80:4

-00215 POR, 4; Ex. 2033, ¶¶40-43..; -00214 POR, 4; Ex. 2033, ¶¶39-42 

’854, cl. 1



Demonstrative Exhibit – Not Evidence

“In cases in which ‘common sense’ is used to 
supply a missing limitation, as distinct from a 
motivation to combine, moreover, our search 
for a reasoned basis for resort to common 
sense must be searching. And, this is 
particularly true where the missing limitation 
goes to the heart of an invention.”

-Arendi S.A.R.L. v. Apple Inc., 832 F.3d 1355, 1363 (Fed. Cir. 2016)

“we have invoked common sense to fill in 
a missing limitation only when ‘the limitation 
in question was unusually simple and the 
technology particularly straightforward.’”

-DSS Tech. Mgm’t v. Apple Inc., 885 F.3d 1367, 1374-75 (Fed. Cir. 2018)

140

Single-Reference Obviousness Over Orsini Faces A High Bar

-00215 POR, 19-20; -00214 POR, 18



Demonstrative Exhibit – Not Evidence 141

Undisputed: Limitation Goes To “The Heart Of The Invention”

-00215 POR, 20-21; Ex. 2033 ¶67; -00214 POR, 19; Ex. 2033 ¶62 



Demonstrative Exhibit – Not Evidence 142

Undisputed: Cryptography Is A Particularly Complicated 

Technical Field

-00215 POR, 20; Ex. 2033 ¶66; -00214 POR, 18-19; Ex. 2033 ¶61 



Demonstrative Exhibit – Not Evidence 143

Orsini’s Figure 21: No Further Encryption Operation

• Splits dataset into shares

• Encrypts each share with different share key

• No further encryption; instead stores share 
key with share it was not used to encrypt

-00215 POR, 6-8, 22-23; Ex. 2033, ¶¶49-50, 69; -00214 POR, 6-8, 20-21; Ex. 2033, ¶¶48-49, 64



Demonstrative Exhibit – Not Evidence 144

Petitioner: Modify Figure 21 To Encrypt Share Keys With KEK To Avoid 

“Potential Security Risk”

Proposed modification: 
encrypt share keys with KEK

-00215 Pet., 43; -00214 Pet., 40



Demonstrative Exhibit – Not Evidence 145

Orsini Provides “Comprehensive Package For Data Security”

-00215 POR, 22-23; Ex. 2033 ¶69, 71; -00214 POR, 20-22; Ex. 2033 ¶62, 66 



Demonstrative Exhibit – Not Evidence 146

Petitioner’s Arguments Amount To Impermissible Hindsight

“an obviousness assessment might break an invention into its 

component parts …This form of hindsight reasoning, using 

the invention as a roadmap to find its prior art components, 

would discount the value of combining various existing 

features or principles in a new way to achieve a new result - 

often the very definition of invention.”

Ruiz v. A.B. Chance Co., 357 F.3d 1270, 1275 (Fed. Cir. 2004) 

“In attempting to support the Board’s findings, Clear-Vu argues 

that support can be found in the ’706 patent itself. … But ‘[t]he 

inventor’s own path itself never leads to a conclusion of 

obviousness; that is hindsight.’”

Univ. of Strathclyde v. Clear-Vu Lighting LLC, 17 F.4th 155, 165 (Fed. Cir. 2021) 
-00215 POR, 31-32; -00214 POR, 30-31



Demonstrative Exhibit – Not Evidence 147

Petitioner Ignores Figure 21’s “Obfuscate” Step: Keys Are Not 

Stored With The Data They Encrypt

-00215 POR, 22-23; Ex. 2033 ¶69-71; -00214 POR, 20-22; Ex. 2033 ¶64-66 



Demonstrative Exhibit – Not Evidence 148

POSITA Not Motivated To Add Redundant Features

“the AAPA already discloses an RF network … 
Thus, adding an RF network … would render the 
RF network connecting the portable PCs … 
superfluous.” 

In re NTP, Inc., 654 F.3d 1279, 1299 (Fed. Cir. 2011)

“Petitioner … fails to provide a specific 
explanation why Hall did not already 
accomplish [the asserted benefits] by itself.”

Apple Inc. v. Cellular Comm’ns Equipment, LLC, IPR2015-00576, Paper 7, 12 (June 12, 2015)

-00215 POR, 23-24; -00214 POR, 22-23



Demonstrative Exhibit – Not Evidence 149

Petitioner: Obfuscate Offers “Negligible Security” 

Orsini: A “Comprehensive Package For Data Security”

Reply, 18

-00215 Reply, 18; Ex. 2033 ¶71, Ex. 1005, [0380]; -00214 Reply, 21; Ex. 2033 ¶66; Ex. 1005, [0380] 



Demonstrative Exhibit – Not Evidence 150

The Reply Fails To Consider Orsini As A Whole

-00215 Reply, 17; -00214 Reply, 19



Demonstrative Exhibit – Not Evidence 151

Petitioner Ignores That Orsini Stores Shares In Different Locations 

From The Keys AND On Different Storage Devices

Ex. 1005, [0299], [0353], [0379]; -00215 POR 22-23; Sur-Reply, 22; -00214 POR, 23; Sur-Reply,24 



Demonstrative Exhibit – Not Evidence 152

Experts Agree: Storing Chunks Separately Adds A High Level Of 

Security

Dr. Bhattacharjee Dr. Rubin

Ex. 2046, 58:23-59:5; Ex. 1099, 130:4-13; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24



Demonstrative Exhibit – Not Evidence 153

Orsini Confirms: Storing Chunks Separately Adds A High Level 

Of Security

Ex. 1005 [0379]; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24



Demonstrative Exhibit – Not Evidence 154

Petitioner’s Hayhurst Reference: Storing Chunks Separately 

Adds “A High Level Of Security”

Ex. 1007 [0008]; -00215 Sur-Reply, 22; -00214 Sur-Reply, 24



Demonstrative Exhibit – Not Evidence 155

Experts Agree: Attacker Cannot Use Key Stored With Chunk

Dr. Bhattacharjee Dr. Rubin

Q: “What capabilities would that attacker 
need to decrypt encrypted share 2 with key 
1?”

A: “It’s not clear to me that key 1 would 
necessarily be useful to decrypt 
encrypted share 2. 

“Orsini teaches that [Figure 21’s step] is 
sufficient because an attacker would not 
have ‘enough information to decrypt the’ 
data chunk stored in each data 
depository. … Notably, in Figure 21’s data-
securing method, the session master key, 
data chunks, and session keys are all either 
encrypted, parsed, and/or hidden, and thus 
each potentially vulnerable part of the 
encryption method is secured.”

Ex. 2046, 52:15-54:2; -00215 Sur-Reply, 22; POR, 24; Ex. 2033, ¶72; -00214 Sur-Reply, 24; POR, 23; Ex. 2033, ¶67 



Demonstrative Exhibit – Not Evidence 156

Reply: Attacker Only Has To Try 24 Chunk-Key Pairings

-00215 Reply, 23; -00214 Reply, 25



Demonstrative Exhibit – Not Evidence 157

Orsini: The Dataset Is Divided Into Four Or More Shares

Orsini’s Method Is Not Limited To Four Shares

Ex. 1005, [0292]; -00215 Sur-Reply, 23; -00214 Sur-Reply, 25



Demonstrative Exhibit – Not Evidence 158

Petitioner’s Motivation To Avoid “A Potential Security Risk” Is 

Insufficiently Generic

Motivation to “build something 
better,” “more efficient, cheaper” 
etc. was “insufficient”

ActiveVideo Networks Inc. v. Verizon Comms., Inc., 
694 F.3d 1312, 1327(Fed. Cir. 2012)

“Thus, to avoid a potential security 
risk …POSAs had reason to encrypt 
[1B3]’s keys with a KEK.”

-00215 Pet., 43

“[S]tatements of increased utility 
and minimal modifications are 
generic, and fail to provide 
necessary factual support”

Samsung Austin Semi., LLC v. Red Rock Analytics, LLC, 
IPR2018-00556, Paper 18, 22 (Aug. 20, 2018)

-00215 Sur-Reply, 24; Pet., 43; -00214 Reply, 26; Pet., 40



Demonstrative Exhibit – Not Evidence 159

Petitioner Failed To Consider Drawbacks Of Adding KEKs 

“[t]he Board must weigh the benefits and drawbacks 

of the modification against each other, to determine 

whether there would be a motivation to combine.”

Arctic Cat Inc. v. Polaris Indus., 795 Fed. App’x. 827, 833 (Fed. Cir. 2019)

“Coupled with testimony confirming the potential problems of 

automatic throttle reapplication and suggesting an 

alternative approach might reduce those same problems, 

J.A. 2230-32, a jury could find a skilled artisan would not have 

been motivated to combine ...”

Arctic Cat Inc. v. Bombardier Rec. Prods., 876 F.3d 1350, 1363 (Fed. Cir. 2017)

-00215 POR, 24-25; Sur-Reply, 25-26; -00214 POR, 23-24; Sur-Reply, 27-28



Demonstrative Exhibit – Not Evidence 160

Cryptography Is Very Complex And Seemingly “Simple” 

Solutions May Compromise Security

Bruce Schneier

“As an example, an encryption scheme that has been 
proven secure … might be implemented on a smart-
card.  It may then be possible for an adversary to 
monitor the power usage of the smartcard (e.g. 
how this power usage fluctuates over time) and use 
this information to determine the key.”

“And just as it’s possible to build a weak structure 
using strong materials, it’s possible to build a weak 
cryptographic system using strong algorithms and 
protocols.”

Ex. 2007, 4; Ex. 2008; -00215 POR, 25-26; Ex. 2033, ¶¶74-75; -00214 POR, 24-25; Ex. 2033, , ¶¶69-70 

Ex. 2007 [Katz] 4

Ex. 2008 [Schneier-Security-Pitfalls-In-Cryptography] 2



Demonstrative Exhibit – Not Evidence 161

Key-Management Is Especially Important And Difficult

“In the real world, key 
management is the hardest part of 
cryptography.  Designing secure 
cryptographic algorithms and 
protocols isn’t easy, but you can rely 
on a large body of academic 
research. Keeping the keys secret 
is much harder.”

Ex. 2010, 169; -00215 POR, 25-26; Ex. 2033, ¶¶74-75; -00214 POR, 24-25; Ex. 2033, , ¶¶69-70 

Ex. 2010 [Schneier-Applied-Cryptography] 169



Demonstrative Exhibit – Not Evidence 162

Petitioner’s Proposed Solution To Key Management: Use 

“Session Key Management” For KEKs 

-00215 Pet., 25-26; -00214 Pet., 23-24



Demonstrative Exhibit – Not Evidence 163

Dr. Rubin: Session Key Management Is Very Different From KEK 

Management

-00215 POR, 26-27; Ex. 2033, ¶78; -00214 POR, 25-27; Ex. 2033, ¶73



Demonstrative Exhibit – Not Evidence 164

Orsini Figure 21’s Session Key-Management Is To Store The 

Session Keys With The Data

Ex. 1005, [0297]-[0298]; -00215 POR, 26-27; Ex. 2033, ¶78; -00214 POR, 25-27; Ex. 2033, ¶73



Demonstrative Exhibit – Not Evidence 165

Dr. Rubin: Figure 21’s Session-Key Management Is Not 

Appropriate For KEKs

-00215 POR, 26-27; Ex. 2033, ¶80; -00214 POR, 25-27; Ex. 2033, ¶75



Demonstrative Exhibit – Not Evidence 166

Petitioner’s Reply: Orsini Teaches KEK Management In Other 

Embodiments

-00215 Reply, 25-26;
-00214 Reply, 27



Demonstrative Exhibit – Not Evidence 167

Even If Orsini Teaches KEK-Management, Petitioner Fails To 

Provide A Motivation To Combine The Different Embodiments

-00215 Sur-Reply, 25-26; -00214 Sur-Reply, 27-28 

when “combining multiple embodiments from a single reference, or 
selecting from large lists of elements in a single reference, there 
must be a motivation to make the combination … otherwise a 
skilled artisan would not arrive at the claimed combination.”

In re Stepan Co., 868 F.3d 1342, 1346 n.1 (Fed. Cir. Aug. 2017) 

Petitioner’s Proffered 
Motivation:
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The Reply’s New Proposed Modifications Does Not Cure The 

Petition’s Hindsight

“The Board did not err in discounting 
modifications not presented in Medtronic’s 
petition as indicative of hindsight.  It was 
within the Board’s discretion not to consider 
these untimely raised modifications.”

Medtronic, Inc. v. Teleflex Innovations S.A.R.L., 70 F.4th 1331, 1347 (Fed. Cir. 2023) 

-00215 Sur-Reply, 26; -00214 Sur-Reply, 28
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1. Foster Grounds 

a) Foster and Hayhurst (IPR2024-00212/215)

b) Foster Alone (IPR2024-00214)

2.Orsini Grounds (IPR2024-00214/215)

3. Tajima Grounds (IPR2024-00212)

169

Petitioner’s Grounds
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212 IPR: Tajima, Foster, Rivest, & Shyu

170-00212 Pet., 1
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The Board Should Disregard the Improperly Incorporated-By-

Reference Reply Declaration and New Exhibits

Petitioner’s Reply Cites 42 Paragraphs Of Reply Declaration and 42 New Exhibits, 

But Provides No Meaningful Discussion or Explanation

-00212 Reply, 22 (¶¶65-80), 27 (Ex. 2046, ¶¶128-142; Exs. 1073, 1097, 1075, 1076, 1077); 27 (¶¶145-158); Sur-Reply 1-2

“Arguments must not be incorporated by reference from one document into 
another document.  Combined motions, oppositions, replies, or other 

combined documents are not permitted.”
37 C.F.R. § 42.6(a)(3)
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’116 Patent, Cl. 1: Requires Chunking, Encrypting, And

Obfuscating The Encryption Keys

-00212 Ex. 1001 cl. 1; Fig. 24

Split data set into chunks

Encrypt each chunk with 

distinct encryption key

Obfuscate each

of the distinct encryption keys

Separately store each chunk 

with a different obfuscated 

key
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Claim 9 Of The '116 Patent Requires Transforming, Rather Than 

Obfuscating The Encryption Keys

-00212 Ex. 1001 cl. 9, 77:13-17, 43-47

Split data set into chunks

Encrypt each chunk with 

distinct encryption key

Transform each

of the distinct encryption keys

Separately store each chunk with a 

different transformed key

’116 Patent Col. 77:13-17’116 Patent Col. 77:43-47
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Petitioner’s Ground 2:  Tajima-Foster

-00212 Pet., 1 174
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A POSITA Would Not Be Motivated To Combine Tajima With 

Foster

1. Tajima and Foster solve different problems in different fields

2. Tajima and Foster are fundamentally incompatible

3. Petitioner’s combination is redundant because Tajima already

solves the problem proposed to address by adding Foster
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Petitioner Must Show A POSITA Would Have Combined Tajima-

Foster In The Normal Course Of Research And Development

Obviousness requires a showing that a POSITA 
“would have selected and combined [the] prior art 

elements in the normal course of research and 
development to yield the claimed invention.”

Unigene Labs., Inc. v. Apotex, Inc.,
655 F.3d 1352, 1360 (Fed. Cir. 2011).

-00212 POR, 9
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1. Tajima-Foster:  Different Problems, Different Fields

-00212 Ex. 1005, [0044]; Ex. 1006, [0002], [0071]; Ex. 2033, ¶ 54, POR 9-10, 11-13; Sur-Reply, 2-4

Tajima Improves The Security of 

Personal Information

Foster Improves Random Access to 

Streamed & Encrypted Media Packets

Ex., 1005,  [0044]

Ex., 1006, [0002]

Ex., 1006,  [0071]
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1. Tajima-Foster:  Different Problems, Different Fields

Ex. 1005, [0042], [0111], [0112-[0114]; Ex. 1006, [0063], [0064]; POR, 15-16; Sur-Reply, 2-4

Ex., 1006, [0063]

Foster prior art:  Key and encrypted 

content transmitted separately

Ex., 1006, [0064]

Foster’s solution:  Key and encrypted 

content transmitted together

Tajima’s solution: Key information and data it 

encrypts are stored separately

Ex., 1005, [0111]

Tajima prior art:  Key information and 

encrypted content stored together

Ex., 1005, [0042]
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2. Tajima Is Fundamentally Incompatible With Foster

-00212 Ex. 2034, 32:20-23; Ex. 2033, ¶¶ 78; Sur-Reply 5-6

Foster’s “whole invention” is synchronized transmission:  Keeping the key with the data it encrypts
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2. Tajima is Fundamentally Incompatible with Foster

-00212 Ex. 1003, ¶ 70; Ex. 2033, ¶77; Sur-Reply 4-6

The “key” to Tajima’s invention is keeping key information separate from data chunk it encrypts
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2. Foster Discourages Combination With Tajima

Foster Teaches that Key Information/Keys 

Must Be Kept With Data Packet

-00212 Ex. 2033 ¶ 81; Ex. 1006 [0009], [0063], Fig. 8; POR 14-16; Sur-Reply 3, 5
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2. Tajima Discourages Combination With Foster

Tajima is an alternative to be used where key encryption, like that in Foster, is not secure

-00212 Ex. 1005 [0043], [0044];  POR 25-28; Reply, 12, 18; Pet. 37-39

For information stored in locations connected to the internet, encryption may not 

provide security.  Tajima explains:
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A POSITA Would Not Combine Foster With Tajima

-00212 Ex. 2033, ¶ 62; POR, 16-17

Focus Context Data Type
Location of Key 

Information

Securing Key 

Information/Encryption Keys

Security E-commerce Personal Data
Cannot be kept 

with Data Portion

Secures key information by 

storing with data it cannot 

decrypt

Reducing 

Latencies

Streaming 

Video
MPEG Packets

Must be kept

with Packet

Secures keys by transmitting 

keys with data

Tajima

Foster

Obviousness requires a showing 

that a POSITA “would have 

selected and combined [the] 

prior art elements in the normal 

course of research and 

development to yield the 
claimed invention."

Unigene Lab'ys, Inc. v. Apotex, Inc.,
655 F.3d 1352, 1360 (Fed. Cir. 2011).
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Single Motivation: Single Context:

“Instead, Tajima-Foster improves Tajima’s security, 

furthering Tajima’s objective of preventing 

unauthorized access to personal information…[t]hat 

Tajima-Foster improves security of Tajima’s data 

fragments should an attacker successfully acquire all 

of them is undisputed.”
Reply, 18

Reply, 12

3. Combination Is Redundant Because Tajima Already

Addresses Petitioner’s Proposed Motivation To Combine

Petitioner Only offers a single reason for combining Foster with Tajima:  Foster’s key encryption 

provides an “increased level of security” where an attacker recovers all of Tajima’s data fragments

But Tajima already solves this problem.
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3. Petitioner’s Combination Is Redundant Because Tajima

Already Solves The Issue of Securing Plain-Text Key Information

Tajima:

Storing key information with 
unrelated data portion in areas 

under separate control

Foster:

Encrypting Key Information

Ex., 1005, Fig. 5

-00212 Ex. 1005, Fig. 5; Sur-Reply, 6-9; Pet., 41-42
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3. Tajima Protects Key Information By Storing The Key Information In Different

Locations, Each “Under Separate Control”

Ex. 1005, [0048], Figs. 5, 12
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3. Foster Secures The Key Information By Encrypting The Packet

Encryption Keys

Ex. 1006, [0008], Fig. 8; POR, 15-16
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3. Tajima Protects Key Information By Storing It In Different Locations,

Each “Under Separate Control;” An Attacker Cannot Get All Data Portions

-00212 Ex. 1005, [0042], [0048]; POR 23-25; Sur-Reply, 6-9; Reply 16

Tajima Recognized The Issue 
Addressed in Foster

Foster Is Redundant Because 
Tajima Solved The Issue Addressed 

By Foster Without Key Encryption
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3. As Petitioner’s Expert Admits, Tajima Already Avoids The Only Vulnerability That

Motivates The Proposed Combination

Denying institution where “Petitioner … 
fails to provide a specific explanation 

why [the primary reference] did not 
already accomplish [the asserted 

benefits] by itself.”

Apple Inc. v. Cellular Comm’ns Equipment, LLC,
IPR2015-00576, Paper 7, 12 (June 12, 2015)

-00212 Ex. 1003, ¶62
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3. Experts Agree: Combining Foster’s Key Encryption With

Tajima’s Storage is Redundant

-00212 Ex. 2046, 58:23-59:5; Ex. 2033 ¶ 75; Sur-Reply, 6-9

Dr. Bhattacharjee Dr. Rubin

* * *

Placing key information in separately controlled 
locations as in Tajima is a “perfect” alternative to 

key encryption
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Petitioner’s Ground 3:  Tajima-Rivest

-00212 Pet., 1
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A POSITA Would Not Be Motivated To Combine Tajima With 

Rivest

1. Petitioner’s Tajima-Rivest Combination Is Redundant

2. Rivest’s AoNT Does Not Provide Additional Security & 
Violates Kerckhoffs’ Principle

3. Petitioner’s Combination Creates Data Integrity Issues
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Rivest Is A Pre-Processing Step That Can Be Reversed By 

Anyone That Knows The Number Used To Perform The 

Transformation (the “AoNT Number”)

-00212 Ex. 1034, 210; Ex. 2033, ¶ 86; POR, 28-30
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1. A POSITA Would Not Be Motivated To Combine Tajima &

Rivest Because Tajima-Rivest Is Redundant

-00212 Pet., 46; POR 28-29

Tajima:

Storing key information with 

unrelated data portion in areas 

under separate control

Rivest:

Transform Key Information

But Tajima already solves the problem of securing plain text key information:
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2. Petitioner Proposes To Use A Public Key As The AoNT

Number, But A Known AoNT Number Cannot Provide Security

Rivest provides no protection if the AoNT Number is known:

Public keys are not kept secret:

They are known to the public.

-00212 Pet., 47; Sur-Reply, 10; Ex. 2033 ¶ ¶ 84-86

Petitioner’s Proposed Combination:

“Tajima-Rivest applies Rivest’s AoNT using the 

user’s public key provided to Tajima’s service 

sites…and thus beneficially avoids using secret 

keys.”
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2.  Tajima-Rivest Violates Kerckhoffs’ Principle By Using A Known Public Key

-00212 POR, 33; Ex. 2033 ¶ 94

Auguste Kerckhoffs

Kerckhoffs’ principle, a fundamental rule of cryptography, 
requires that security of encrypted content

“rely solely on the secrecy of the key”
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2. Petitioner’s Combination Would Require Further, Undisclosed

Steps To Secure Tajima’s Key Information

Public Key AoNT

Further encryption

Data 

fragmentation

Neither is 

disclosed by 

Tajima
-OR- ≠

Step to secure

-00212 POR, 30-31; Ex. 2033 ¶ 87; Ex. 1034, 216

Not Secure
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3. A POSITA Would Not Be Motivated To Combine Rivest With

Tajima Because Of The Risk of Data Loss

-00212 Ex. 1034, 216; POR 31, Sur-Reply 10-11

“[t]he Board must weigh the benefits 

and drawbacks of the modification 

against each other, to determine 

whether there would be a motivation 

to combine.”
Arctic Cat Inc. v. Polaris Indus.,

795 Fed. App’x. 827, 833 (Fed. Cir. 2019)

[A]ll-or-nothing encryption has terrible error-

propagation properties:  if any ciphertext block 
is damaged, it is likely that every message block 

will be damaged.  Thus, ciphertext should be 

transported with reliable transmission means.
Ex. 1034, 216

Petitioner claims its combination 
only stores Tajima-Rivest’s 

transformed keys with the data 

fragments, but in its Reply admits 

that “individual transformed 

message blocks are kept and 

transmitted together.”
Reply, 20
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