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Subject: Requests for Director Review – IPR2024-0012, IPR2024-00215

Dear Director,

On behalf of Patent Owner Security First Innovations, LLC, we respectfully submit the
attached Requests for Director Review of the Final Written Decision in IPR2024-00212 and
IPR2024-00215.  We urge the Director to grant review and reverse the Board’s determination of
unpatentability in both of these IPRs.  Director review is warranted for two independent
reasons.

First, in each the Board erred in finding Hayhurst to be analogous art.  The totality of
Hayhurst’s disclosure—its title, abstract, stated field of invention, summary, figures, and
claims—confirms its field is decentralized media delivery, not securing data.  Yet the Board
focused on a single out-of-context clause rather than the totality of its disclosure.  The Board
further erred by failing to compare the actual problems addressed by Hayhurst and the
patents at issue, as Federal Circuit precedent requires.  This misapplication of the analogous
art test allowed a reference far outside the relevant field to serve as the basis for
unpatentability.

Second, and even more troublingly, in each FWD the Board sustained unpatentability based
on a reply-stage theory and a massive evidentiary shift that diverged from the Petition.  For
example, the Petition proposed combining Foster’s encryption with Hayhurst’s distributed
storage system such that all of Foster’s content units are distributed per Hayhurst’s method. 
But after Patent Owner demonstrated that this combination would defeat Foster’s core
purpose of minimizing delay and latency, Petitioner abandoned that theory and advanced a
materially different one: applying Hayhurst’s distributed storage method only in a so-called
“storage context” of Foster.  This revised theory relied on over 40 new exhibits in each case, a
100+-page reply declarations, and arguments never presented in the Petition.  The Board
adopted this new rationale without assessing the viability of the Petition’s original theory and
without giving Patent Owner a meaningful opportunity to respond in kind.  This result is
inconsistent with the AIA’s framework, which requires that petitioners present their complete
case up front—not through reply-stage reconstruction.

mailto:elliotts@sullcrom.com
mailto:Director_PTABDecision_Review@uspto.gov
mailto:elliotts@sullcrom.com
mailto:Lowenstein@lowensteinweatherwax.com
mailto:Weatherwax@lowensteinweatherwax.com
mailto:guziord@sullcrom.com
mailto:iancua@sullcrom.com
mailto:sandersh@sullcrom.com
mailto:EHunt-PTAB@wolfgreenfield.com
mailto:GNieberg-PTAB@wolfgreenfield.com
mailto:RGiunta-PTAB@wolfgreenfield.com
mailto:MJohannes-PTAB@wolfgreenfield.com
mailto:nspeed@wolfgreenfield.com



 


 


 


 


 


UNITED STATES PATENT AND TRADEMARK OFFICE 


____________ 


 


BEFORE THE PATENT TRIAL AND APPEAL BOARD 


____________ 


 


GOOGLE LLC, 


 Petitioner,   


 


v. 


 


SECURITY FIRST INNOVATIONS, LLC, 


Patent Owner. 


____________ 


 


Case IPR2024-00215 


Patent 10,452,854 


____________ 


PATENT OWNER’S REQUEST FOR DIRECTOR REVIEW 


 







Case IPR2024-00215 


Patent 10,452,854 


 


i 


TABLE OF CONTENTS 


Page 


I. INTRODUCTION ........................................................................................ 1 


II. THE BOARD ERRED BY FINDING THE CLAIMS INVALID 


BASED UPON NONANALOGOUS ART AND A NEW  


ARGUMENT. ............................................................................................... 3 


A. The Board Erred By Finding Hayhurst Analogous. .............................. 4 


B. The Board Improperly Relied Upon A New Reply-Stage Theory 


Supported By Reply-Stage Evidence. ................................................... 6 


1. Petitioner Must “Make Its Case” In The Petition, Not 


Through New Arguments And Evidence In Reply. .................... 6 


2. After Its Original Theory Failed, Petitioner Shifted To A 


New One Supported By Voluminous New Evidence. ................ 8 


3. The Board Adopted Petitioner’s Revised Theory Without 


Addressing Whether Its Original One Had Merit. .................... 12 


4. Petitioner’s Revised Combination Also Lacks Merit. .............. 13 


5. The Board’s Reliance On Reply-Stage Reconstruction 


Undermines Procedural Integrity And Office Policy. .............. 15 


III. CONCLUSION ...........................................................................................15 







Case IPR2024-00215 


Patent 10,452,854 


 


ii 


TABLE OF AUTHORITIES 


Page(s) 


COURT DECISIONS 


Airbus S.A.S. v. Firepass Corp.,  


941 F.3d 1374 (Fed. Cir. 2019) ............................................................................ 4 


Ariosa Diagnostics v. Verinata Health, Inc.,  


805 F.3d 1359 (Fed. Cir. 2015) ............................................................................ 7 


Donner Tech., LLC v. Pro Stage Gear, LLC,  


979 F.3d 1353 (Fed. Cir. 2020) ........................................................................1, 5 


In re Bigio,  


381 F. 3d 1320 (Fed. Cir. 2004) ........................................................................... 4 


Intelligent Bio-Sys., Inc. v. Illumina Cambridge Ltd.,  


821 F.3d 1359 (Fed. Cir. 2016) ............................................................................ 7 


Koninklijke Philips N.V. v. Google LLC,  


948 F.3d 1330 (Fed. Cir. 2020) ............................................................................ 7 


Sanofi-Aventis Deutschland GmbH v. Mylan Pharms. Inc.,  


66 F.4th 1373 (Fed. Cir. 2023) ............................................................................. 4 


SAS Inst., Inc. v. Iancu,  


584 U.S. 357 (2018) .............................................................................................. 7 


Wasica Fin. GmbH v. Cont’l Auto. Sys., Inc.,  


853 F.3d 1272 (Fed. Cir. 2017) ............................................................................ 7 


Wyers v. Master Lock Co.,  


616 F.3d 1231 (Fed. Cir. 2010) ............................................................................ 4 


Yita LLC v. MacNeil IP LLC,  


69 F.4th 1356 (Fed. Cir. 2023) ............................................................................. 7 


 







Case IPR2024-00215 


Patent 10,452,854 


 


iii 


OTHER AUTHORITIES 


Consolidated Trial Practice Guide ............................................................................. 8 


 


  







Case IPR2024-00215 


Patent 10,452,854 


 


iv 


EXHIBIT LIST 


2001 Declaration of Nathan Lowenstein in Support of Motion for Pro 


Hac Vice Admission 


2002 Declaration of Colette Woo in Support of Motion for Pro Hac Vice 


Admission 


2003 Declaration of Aviel D. Rubin, Ph.D. 


2004 Reserved 


2005 Bruce Schneier Curriculum Vitae [Schneier-CV] 


2006 Bruce Schneier, Why Cryptography Is Harder Than It Looks, 


SCHNEIER ON SECURITY, 1997, 


https://www.schneier.com/essays/archives/1997/01/why_cryptograp


hy_is.html [Schneier-Why-Cryptography-Is-Harder-Than-It-Looks] 


2007 Excerpts from Jonathan Katz et al., Introduction to Modern 


Cryptography (1st ed. 2007) [Katz] 


2008 Bruce Schneier, Security Pitfalls in Cryptography, SCHNEIER ON 


SECURITY, 1998, 


https://www.schneier.com/essays/archives/1998/01/security_pitfalls


_in.html [Schneier-Security-Pitfalls-in-Cryptography] 


2009 Excerpts from Ross Anderson, Security Engineering: A Guide to 


Building Dependable Distributed Systems (1st ed. 2001) [Anderson] 


2010 Excerpts from Bruce Schneier, Applied Cryptography, Second 


Edition: Protocols, Algorithms, and Source Code in C (2nd ed. 


2015) [Schneier-Applied-Cryptography] 


2011 Patent Application Publication to Tsai US 2005/0195857 A1 [Tsai] 


2012 Edgar Pek et al., Formal Verification of Communication Protocols 


in Distributed Systems, SYMPOSIUM ON OPERATING SYS. PRINCIPLES, 


2003 [Pek]  







Case IPR2024-00215 


Patent 10,452,854 


 


v 


2013 Jan Friso Groote et al., A Bounded Retransmission Protocol for 


Large Data Packets: A Case Study in Computer Checked Algebraic 


Verification, 1996 [Groote] 


2014 Microsoft, Overview of MPEG-2 Systems, 


WWW.LEARN.MICROSOFT.COM, July 27, 2023, 


https://learn.microsoft.com/en-


us/windows/win32/directshow/overview-of-mpeg-2-systems 


[Overview-of-MPEG-2-Systems] 


2015 Excerpts from Harry Newton, Newton’s Telecom Dictionary (16th 


ed. 2000) [Newton’s-Telecom-Dictionary] 


2016 
Excerpts from Oxford Dictionary of Computing (1996) [Oxford-


Dictionary-of-Computing] 


2017 


IBM, Transmission Control Protocol (TCP), WWW.IBM.COM, 


https://www.ibm.com/docs/en/zos-basic-skills?topic=4-


transmission-control-protocol-tcp [IBM] 


2018 


Security First Innovations, LLC v. Google LLC, 2:23-cv-00091 


(JKW-RJK), Google’s Opening Claim Construction Brief 


(December 6, 2023) [Google’s-Opening-Claim-Construction-Brief] 


2019 
Excerpts from Microsoft Press, Microsoft Computer Dictionary (5th 


ed. 2002) [Microsoft-Computer-Dictionary] 


2020 


Security First Innovations, LLC v. Google LLC, 2:23-cv-00091 


(JKW-RJK), Google’s Responsive Claim Construction Brief (Jan. 8, 


2024) (Non-Confidential Redacted Version) [Google-Responsive-


Claim-Construction-Brief] 


2021 


Cambridge Dictionary, Set-Top Box, 


https://dictionary.cambridge.org/us/dictionary/english/set-top-box 


(last visited Feb. 27, 2024)  







Case IPR2024-00215 


Patent 10,452,854 


 


vi 


2022 


Jim Connors, INFOWORLD, The evolution of cable television to 


interactive communications service provider (Oct. 1, 1996), 


https://www.infoworld.com/article/2077255/the-evolution-of-cable-


television-to-interactive-communications-service-provider.html 


[InfoWorld] 


2023-2027 Reserved 


2028 Declaration of Colette Woo [SERVED, NOT FILED] 


2029 
Jonathan Katz et al., Introduction to Modern Cryptography (1st ed. 


2007) [SERVED, NOT FILED] 


2030 Reserved 


2031 


Ross Anderson, Security Engineering: A Guide to Building 


Dependable Distributed Systems (1st ed. 2001) [SERVED, NOT 


FILED] 


2032 


Bruce Schneier, Applied Cryptography, Second Edition: Protocols, 


Algorithms, and Source Code in C (2nd ed. 2015) (E-Book) 


[SERVED, NOT FILED] 


2033 Second Declaration of Aviel D. Rubin, Ph.D. [Rubin-2nd-Decl.] 


2034 
Deposition Transcript of Samrat Bhattacharjee [Bhattacharjee-


Depo.] 


2035 


C. Patrikakis et al., Streaming Content Wars: Download and Play 


Strikes Back, UCMedia 2009, LNICST 40, pp. 218–226, 2010.  


[Patrikakis] 


2036 
J. Hur et al., Packet Chunking for File Detection, IEEE/ACM 


Transactions on Networking Vol. 31 (2023). [Hur]   


2037 


R. Li et al., A Framework for Qualitative Communications Using 


Big Packet Protocol, 2019, 


https://doi.org/10.48550/arXiv.1906.10766. [Li-I] 







Case IPR2024-00215 


Patent 10,452,854 


 


vii 


2038 
N. McKeown et al., The Tiny Tera:  A Packet Switch Core, IEEE 


Micro 17, 1998. [McKeown] 


2039 
Marlin DRM FAQ, Marlin Community, https://www.marlin-


community.com/faq/ (last accessed Sept. 9, 2024) [Marlin-DRM] 


2040 


What is Conditional Access?, Verimatrix anti-piracy (Aug. 1, 2023),  


https://www.verimatrix.com/anti-piracy/knowledge-base/what-is-


conditional-access/ [Verimatrix] 


2041 


R. Li et al., New IP: A Data Packet Framework to Evolve the 


Internet, 2020, https://www.researchgate.net/publication/341582478 


[Li-II] 


2042 


Vimal Kumar et al., POP: Privacy and Integrity Preserving Data 


Aggregation in Wireless Sensor Networks, PROCEEDINGS OF THE 


IEEE SYMPOSIUM ON RELIABLE DISTRIBUTED SYSTEMS, September 


2013 [Kumar] 


2043 


Yuxin Mao et al., A Feedback-Based Secure Path Approach for 


Wireless Sensor Network Data Collection, SENSORS, October 22, 


2010 [Mao] 


2044 Institution Decision in IPR2024-00215 [215-ID] 


2045 Second Declaration of Colette Woo [SERVED, NOT FILED]  


2046 
Second Deposition Transcript of Samrat Bhattacharjee 


[Bhattacharjee-2nd-Depo.] 







Case IPR2024-00215 


Patent 10,452,854 


 


1 


I. INTRODUCTION   


Patent Owner respectfully requests that the Director review the Final Written 


Decision in IPR2024-00215 (“FWD”) and reverse the Board’s finding of 


unpatentability under the Foster/Hayhurst combination. 


Director review is warranted for two independent reasons.  First, the Board 


errantly concluded Hayhurst is analogous art.  Here, the traditional sources used to 


determine the field of endeavor—Hayhurst’s title, abstract, field of the invention, 


summary of the invention, background of the invention, preferred embodiments, 


and claims—uniformly confirm Hayhurst’s field is “decentralized media delivery,” 


far from the ’854’s field of securing data.  Nonetheless, the Board missed the forest 


for the trees—focusing on a single clause to wrongly conclude that Hayhurst’s 


field is “securing data.”  For “reasonable pertinence,” the Board found Hayhurst 


analogous without “identifying” Hayhurst’s problem and comparing it to the 


problem the ’854 patent’s inventors sought to solve.  This is clear error.  Donner 


Tech., LLC v. Pro Stage Gear, LLC, 979 F.3d 1353, 1359 (Fed. Cir. 2020). 


Hayhurst expressly identifies the problem it addresses with unmistakable clarity: 


“the present invention addresses the problem of prohibitive bandwidth 


requirements for a content provider in delivering video-on-demand or other large 


media files.”  Ex. 1007, [0005].  Neither the Board nor Petitioner argue this is 


relevant to any problem the ’854’s inventors addressed. 
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Second, the Board sustained unpatentability on a rationale materially distinct 


from the one presented in the Petition.  The Petition contends that a POSITA 


would be motivated to store all of Foster’s encrypted content units—without 


limitation—on Hayhurst’s distributed subscriber network system.  But, as Patent 


Owner explained, that across-the-board combination would frustrate Foster’s core 


aim without providing any discernible benefit.  Foster is focused upon speed.  


Petitioner did not dispute that combining Hayhurst’s distributed storage system 


with Foster would introduce tremendous delays into Foster’s system.   


That theory failed.  Petitioner did not even try to defend it.  Instead, 


Petitioner shifted its theory from a combination of Foster’s encryption with 


Hayhurst’s distributed storage to one based on Foster’s so-called “storage context” 


(where Foster’s system or recipient allegedly stores content for later viewing).  


But, if Petitioner wished to prove a motivation reliant upon Foster’s “storage 


context,” Petitioner should have presented that argument in the Petition.  Beyond 


the indisputable fact that the term “storage context” does not appear in the Petition, 


that Petitioner’s reimagined “storage context” theory was not in the original 


petition is demonstrated, conclusively, by the fact that Petitioner needed a 


mountain of new “evidence”—a 134-page reply declaration, over 40 new exhibits, 


and additional citations to Foster—to prop up its new theory.  Although Patent 


Owner did not have an opportunity to respond in kind, the Board adopted that 
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reply-stage theory in its Final Written Decision, finding a motivation to combine 


only in “Foster’s embodiment in which the receiver stores movies.”  FWD, 29.  In 


adopting that new theory, the Board did not assess whether the Petition’s theory 


(combining Foster’s encryption and Hayhurst’s distributed storage) was viable.      


Moreover, even if, contrary to binding precedent, a petitioner could establish 


obviousness through a reply-stage theory, the new theory should still fail.  The 


Board found that the combination would alleviate bandwidth problems and 


enhance security, and promote redundancy, but, as explained in Section II.B.4, 


infra, Foster does not suffer from any bandwidth or redundancy problems and the 


combination would diminish Foster’s security, not enhance it. 


This case is emblematic of a broader policy problem.  The Board not only 


found claims unpatentable based upon nonanalogous art, it further allowed 


Petitioner to shift its theory in reply—based on a mass of new purported 


“evidence” that Patent Owner could not rebut with responsive evidence.  This case 


is a textbook example of reply-stage drift propped up by late-stage evidence.  


Director review and reversal is warranted to restore petition-based adjudication and 


ensure the Board follows the framework Congress enacted. 


II. THE BOARD ERRED BY FINDING THE CLAIMS INVALID BASED 


UPON NONANALOGOUS ART AND A NEW ARGUMENT. 


The Board erred by finding the claims obvious based upon nonanalogous art 
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and a new reply-stage theory propped up by new evidence.   


A. The Board Erred By Finding Hayhurst Analogous. 


Hayhurst is not in the ’854 patent’s “field of endeavor,” nor is it reasonably 


pertinent to the problem the inventors of the ’854 were trying to solve.  The Board 


erred by finding it analogous.  See POR, 32-41; Sur-Reply, 2-5. 


Here, the ’854’s field is “securing data.”  POR, 34-35.  The field of endeavor 


is determined by examining the overall focus of the invention as reflected in the 


disclosure—including the title, abstract, technical field, background, summary, and 


claims.  See Airbus S.A.S. v. Firepass Corp., 941 F.3d 1374, 1380-81 (Fed. Cir. 


2019); In re Bigio, 381 F. 3d 1320, 1326 (Fed. Cir. 2004); Wyers v. Master Lock 


Co., 616 F.3d 1231, 1237-38 (Fed. Cir. 2010); Sanofi-Aventis Deutschland GmbH 


v. Mylan Pharms. Inc., 66 F.4th 1373, 1377 (Fed. Cir. 2023) (petitioner bears 


burden of establishing analogous art).  Here, these traditional sources unanimously 


confirm that Hayhurst’s field is “decentralized media delivery”:   


Hayhurst’s Field Is “Decentralized Media Delivery” 


Title “Decentralized Media Delivery” 


Abstract “A decentralized approach to delivering a media file ...”   


Technical Field “This application relates to the field of electronic media delivery, 


including the secure handling and storage of such media.”  Id., 


[0002].   


Background of 


the Invention 


Focuses entirely upon delivering movie files.  Id., [0003]-[0004].   


Summary of the 


Invention 


“The present invention addresses the problem of prohibitive 


bandwidth requirements for a content provider in delivering 


video-on-demand or other large media files.”  Id., [0005]. 
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Specification/ 


Figures 


“FIG. 1 is a block diagram of a system adapted for carrying out 


the decentralized media delivery of the present invention.” Id., 


[0012] 


“FIG. 4 is a flow diagram showing how the decentralized media 


file delivery of the present invention is carried out.” [0015]. 


Claims each claim concerns decentralized media delivery 


POR, 35-36; see also Ex. 1099, 8:5-11:7.  As can be seen, Hayhurst’s field is 


plainly “decentralized media delivery,” and has nothing to do with the inventions 


at issue.  The Board erred in finding that Hayhurst’s field is “securing data” 


because it ignored the totality of the reference and instead unduly focused on a 


single clause in the specification, taken out of context.  See FWD, 12.  Hayhurst’s 


disclosure overwhelmingly confirms its field is “decentralized media delivery” and 


that security is at best an incidental result.      


 The Board further erred by finding Hayhurst to be “reasonably pertinent.”  


When addressing whether a reference is reasonably pertinent to a patent, “the 


problems to which both relate must be identified and compared.”  Donner, 979 


F.3d at 1359.  Despite bearing the burden, Petitioner made no effort to identify the 


problem Hayhurst sought to address.  That alone should have been fatal.   


Hayhurst itself unmistakably identifies the problem it is addressing:  


“[Hayhurst’s] invention addresses the problem of prohibitive bandwidth 


requirements for a content provider in delivering video-on-demand or other large 


media files.”  Ex. 1007 [Hayhurst] [0005].  Neither Petitioner nor the Board made 
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any attempt to demonstrate that the actual problem Hayhurst was directed towards 


was remotely relevant to any problem the ’854’s inventors sought to address. 


And, rather than identify and compare Hayhurst’s problem, as the Federal 


Circuit requires, the Board simply concluded that the ’854 and Hayhurst are both 


reasonably pertinent to numerous problems, including user independent security, 


network security, and distributed storage.  FWD, 13. That conclusory finding is 


irreconcilable with what Hayhurst explicitly states is the “problem” it “addresses.”  


Thus, the Board erred by finding Hayhurst reasonably pertinent.    


B. The Board Improperly Relied Upon A New Reply-Stage Theory 


Supported By Reply-Stage Evidence.  


The FWD should also be reversed because it invalidated the claims based 


upon a new theory presented only in reply in contravention of binding precedent.  


Even if Petitioner could change its arguments in Reply, a POSITA still would not 


be motivated to make Petitioner’s revised combination.   


1. Petitioner Must “Make Its Case” In The Petition, Not Through 


New Arguments And Evidence In Reply. 


Inter partes review is a front-loaded process.  The petition defines the scope 


of the case, frames the legal and factual theories at issue, and sets the boundaries 


for adjudication. The reply may respond to the arguments in the POR; it is not a 


“second chance” to rewrite the case that should have been presented in the Petition. 


As the Supreme Court has confirmed, the Petition is “the centerpiece of the 
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[IPR] proceeding both before and after institution.”  SAS Inst., Inc. v. Iancu, 584 


U.S. 357, 369 (2018); see also Koninklijke Philips N.V. v. Google LLC, 948 F.3d 


1330, 1336 (Fed. Cir. 2020) (“it is the petition, not the Board’s ‘discretion,’ that 


defines the metes and bounds of an inter partes review.”).  In accord, the rules 


governing inter partes review require that a Petitioner “make [its] case in [the] 


petition.”  Intelligent Bio-Sys., Inc. v. Illumina Cambridge Ltd., 821 F.3d 1359, 


1369 (Fed. Cir. 2016).   


That means that the Petitioner must present, in full, its unpatentability theory 


up front.  As the Federal Circuit has explained, in reply, a petitioner may “explain[] 


how its original petition was correct.”  Wasica Fin. GmbH v. Cont’l Auto. Sys., 


Inc., 853 F.3d 1272, 1286 (Fed. Cir. 2017).  It may not, however, present “an 


entirely new theory of prima facie obviousness absent from the petition” as 


“[s]hifting arguments in this fashion is foreclosed by statute, our precedent, and 


Board guidelines.”  Id.  Importantly, this precludes shifting from a broad, generic 


theory in the petition to a previously unidentified, narrower  theory in reply.  


Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1367-68 (Fed. Cir. 


2015) (rejecting shift from “a generic statement in Dhallan that any sequencing 


method can be used” to reliance upon previously unidentified “specific 


embodiments of Dhallan that do not use restriction-enzyme digestible primers”); 


see also Yita LLC v. MacNeil IP LLC, 69 F.4th 1356, 1367 (Fed. Cir. 2023) 







Case IPR2024-00215 


Patent 10,452,854 


 


8 


(rejecting argument where petitioner, “as the ‘master of its complaint,’ could have 


‘present[ed] [its reply] argument in its petition[] but chose not to.’”).  The Office’s 


own guidance is equally clear: “a reply … that raises a new issue or belatedly 


presents evidence may not be considered.”  CTPG, 74 (Nov. 2019).   


These rules preserve the fairness and integrity of the proceeding.  When a 


petitioner shifts theories midstream—especially by altering the combination from a 


more generalized theory to a more specific one, supported by new evidence that 


the Patent Owner may not respond to with new evidence of its own—the playing 


field unfairly tilts in Petitioner’s favor.  That is what happened here. 


2. After Its Original Theory Failed, Petitioner Shifted To A New 


One Supported By Voluminous New Evidence. 


The Petition presented a single Foster/Hayhurst combination.  It proposed 


combining Foster’s content encryption and Hayhurst’s distributed-storage, 


asserting a POSITA would be motivated to reduce “bandwidth requirements,” 


enhance security (POR, 49-50), and support “redundancy.”  Pet., 61-62.  Per the 


Petition, Hayhurst—not Foster1—supplied the distributed storage functionality 


 
1 The Petition sparsely references Foster’s storage (Pet., 65, 80-82), but 


Foster/Hayhurst relied on Hayhurst’s distributed storage (id., 67).  Sur-Reply, 11.  


The panel wrongly found that “Petitioner relies on Foster’s embodiment in which 
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required by the claims.  Pet., 61–64; Sur-Reply, 11. 


That combination was not presented as limited to or justified by any 


particular application, context, or embodiment of Foster.  POR, 49-50.  Rather, 


Petitioner merely stated that “POSAs had reason to store Foster’s encrypted 


content units on multiple storage devices … based on Hayhurst’s techniques for 


storing and distributing encrypted data segments.”  Pet., 61; id. (similar); id., 65 


(similar).  Thus, Foster/Hayhurst combination entailed storing Foster’s content 


units via Hayhurst’s distributed storage methodology.  POR, 49-50; Sur-Reply, 11. 


The POR, however, demonstrated that the Foster/Hayhurst combination was 


not viable.  Petitioner offered no explanation for how a POSITA could combine 


Foster/Hayhurst as proposed without undermining Foster’s core principles. 


Foster improves content transmission—especially for real-time streaming—


by synchronously delivering encrypted content and decryption keys.  See POR, 42-


47; see also Ex. 1006 [Foster] [0002], [0008].  As Petitioner’s expert conceded, 


“synchronous transmission to … foster random access to content” “is sort of the 


 


the receiver stores movies.” FWD, 29 (citing Pet., 56, 57, 80).  But the Petition at 


56-57 are background about Foster, not a description of the combination (which is 


given at pp. 61-65).  The Petition’s Page 80 references a “consumer set-top box,” 


not Foster’s receiver storing movies.   
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whole invention in Foster.”  Ex. 2034, 32:20-23.  Its primary aim is speed; 


minimizing the “latencies” or delays that “could be incurred between when 


encrypted content is received and when it [is] accessed (e.g., between when a 


channel is changed and when an image is displayed).”  See Ex. 1006 [Foster] 


[0052], [0056].  In critiquing prior art systems, Foster explains that “because 


delivery of keys and protected content are non-synchronized in a CAS, certain 


latencies such as delays are inherent in attempting to gain random access to 


content.”  Id., [0052]; see also [0002], [0007], [0063]–[0065].   


Hayhurst’s storage and delivery system, by contrast, requires lengthy delays 


and renders immediate viewing of requested content impossible.  POR, 47-49.  


Hayhurst concerns a video-on-demand system focused upon alleviating bandwidth 


constraints from the cable provider’s perspective.  Ex. 1007 [Hayhurst] [0004]-


[0005].  Hayhurst’s system pre-divides a video (e.g., a movie) into thousands of 


segments and distributes those segments for storage on thousands of subscriber set 


top boxes in the network (id., Fig. 4, [0027]): i.e., a given subscriber might get 


1/10,000th of a given movie.  When a subscriber requests the movie, the segments 


are delivered by the thousands of subscriber units to the requester.  Id., [0028].   


But this distributed system presents a major problem when grafted onto 


Foster.  In Hayhurst, playback cannot begin upon request but instead, only after all 


segments have been requested, retrieved, delivered, decrypted, reassembled, and 







Case IPR2024-00215 


Patent 10,452,854 


 


11 


authorized.  See id., [0006], [0029]; Ex. 2034 [Bhattacharjee-2nd-Depo.] 101:15–


25.  The POR showed that Hayhurst’s distributed storage and delivery method is 


not compatible with Foster’s delay-reduction raison d’être.  Hayhurst’s system 


introduces lengthy delays, undermining Foster’s entire purpose.  See POR, 52–55.   


The POR also showed there was no reason to so derail Foster as the 


combination with Hayhurst would not improve Foster.  Foster did not have 


bandwidth or redundancy concerns.  POR, 55-56, 58-61; Ex. 1006 [Foster] [0056].  


Introducing Hayhurst’s methods would reduce security by pre-storing the 


encryption keys needed to decrypt content on thousands of systems—frustrating 


Foster’s ability to replace key-encryption-keys when needed.  POR, 58-61.   


Petitioner’s Reply did not dispute that Foster was focused upon eliminating 


delays or that the combination would introduce massive delays, preventing real-


time playback.  Instead, Petitioner pivoted, using its reply to present an entirely 


new theory.  Petitioner argued for the first time that “[i]n (at least) Foster’s storage 


context … POSAs would have recognized the benefits of combining Foster with 


Hayhurst.”  Reply, 7.  In this regard, Petitioner shifted from a wholesale 


combination of Foster’s encrypted content units with Hayhurst’s distributed 


storage and delivery method to one that applied Foster’s encryption to Foster’s 


“storage context” when content is meant to be stored for later playback.  Sur-


Reply, 10-11.  Thus, rather than rebut Patent Owner’s criticisms, Petitioner fully 







Case IPR2024-00215 


Patent 10,452,854 


 


12 


abandoned its original theory for an entirely new one.   


Petitioner argued that this was not a new argument, but did not quote or cite 


its original statement of the Foster/Hayhurst combination (Pet., 61-65).  Instead, 


the Reply (at 7) cited the Petition at pages 65 (after that description) and 80-82, but 


none of these pages refer to Foster’s so-called “storage context”; at most they 


merely state that a receiver may store content.  But the cited pages did not revise, 


limit or change the nature of the Foster/Hayhurst combination.  Sur-Reply, 10-11.   


Petitioner compounded the problem by relying on a multitude of new 


evidence, including a 134-page reply declaration and over 40 new exhibits.  


Among other things, Petitioner relied upon “DRMS” as an embodiment of Foster’s 


storage context.  Reply, 8-9.  But DRMS is not an embodiment of Foster’s 


invention.  Rather, it is the very prior art Foster criticized and improved upon.  Ex. 


1006 [Foster] [0005]-[0007], [0051]; Sur-Reply, 14-15.   


This was not a clarification or proper rebuttal.  It did not defend the old 


theory; it shifted to a new one supported by new evidence.   


3. The Board Adopted Petitioner’s Revised Theory Without 


Addressing Whether Its Original One Had Merit. 


The Board adopted the new theory, crediting reply-stage citations to 


Foster—including Figure 1 and paragraphs 5 and 49—and agreeing that Foster’s 


“synchronization can reduce latency in the storage context.”  FWD, 27.  The 
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Board emphasized Foster’s discussion of DRMS, mentioned for the first time in 


the Reply.  Id., 27-28.  The citations and rationales on which the Board ultimately 


relied were not in the Petition and only appeared for the first time in the Reply.   


Crucially, the Board never determined whether the Petition’s original 


combination remained viable without the reply-stage reconstruction.  It did not 


determine whether a POSITA would be motivated to make the Petition’s original 


combination—Foster’s encryption with Hayhurst’s distributed storage and delivery 


system.  It did not assess the incompatibility highlighted in the POR.  It did not 


evaluate whether a skilled artisan would adopt the Petition’s combination.  And it 


did not examine how that combination would preserve Foster’s real-time 


functionality.  Nor did it resolve whether the Petition, standing alone, presented a 


sufficient evidentiary basis to meet the claim limitations.  Instead, the Board 


sustained unpatentability based on a materially different theory that depended on 


reply-stage arguments and evidence that were never set forth in the Petition. 


4. Petitioner’s Revised Combination Also Lacks Merit. 


Even if Petitioner could establish obviousness based upon nonanalogous art 


via a new theory, that new theory also fails on the merits. As with Petitioner’s 


original proposal, any purported benefits of the new combination are outweighed 


by serious drawbacks—highlighting the lack of a motivation to combine.   


First, there is no evidence that Foster’s system suffers from bandwidth 
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limitations of the sort Hayhurst addresses.  See POR, 61–62.  Rather, Foster is 


designed to support real-time, delay-free channel changes—something that could 


not be achieved if bandwidth were limited.  Ex. 1006 [Foster] [0056].  Notably, the 


FWD did not find that Foster’s system would benefit from reduced bandwidth.  


Nor does Foster suffer from any redundancy limitations that Hayhurst’s approach 


would address; if a packet is lost, Foster’s system can resend it.  POR, 61-62.   


Second, the revised combination would reduce—not enhance—security.  


Foster allows key encryption keys (“KEK”) to be updated dynamically, in response 


to, e.g., a security breach.  See POR, 58-60; Ex. 1006, [0054].  But that flexibility 


is lost when encrypted content is pre-distributed across thousands of endpoints, as 


in Hayhurst.  In such a system, KEKs must be pre-assigned and cannot be readily 


swapped out, exposing the system to greater risk.  See POR, 60-61. 


The Board dismissed this risk, finding that any given subscriber stores only a 


small segment of content.  FWD, 30–31.  That reasoning fails.  First, when a movie 


is requested in Foster, all of the segments are transmitted to a single device; that 


device holds meaningful content.  Second, the ability to dynamically rotate KEKs 


is lost in the combined system.  Third, Foster’s architecture is inherently more 


secure: under Foster, encrypted content is generally transmitted when it is 


consumed, whereas Hayhurst’s pre-distribution model stores content (and 


decryption capability) across the network.   
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5. The Board’s Reliance On Reply-Stage Reconstruction 


Undermines Procedural Integrity And Office Policy. 


The Office has made clear that petitioners must present a complete, fully 


supported theory in the petition—not in reply.  That requirement serves 


foundational purposes: it ensures that Patent Owners have fair notice and a full 


opportunity to respond, and that proceedings are resolved on the terms presented.  


When a new theory of unpatentability emerges only after institution, supported by 


new expert declarations and reply-stage evidence, those protections are nullified, 


and the fairness of the proceeding is compromised. 


This case exemplifies that very breakdown.  The Petition presented a single 


combination: Foster’s encrypted content units delivered through Hayhurst’s 


distributed storage methodology.  Rather than defend that position after Patent 


Owner showed it was not tenable, Petitioner shifted in reply to a new theory based 


on Foster’s alleged “storage context.”  The Board accepted this revised theory 


without Patent Owner’s ability to respond in kind, and without requiring Petitioner 


to carry its burden on the original theory presented.  In doing so, the Board violated 


the clear rules governing IPRs.   


III. CONCLUSION 


For the aforementioned reasons, the Director should grant review and 


reverse the FWD. 
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I. INTRODUCTION  


Patent Owner respectfully requests that the Director review the Final Written 


Decision in IPR2024-00212 (“FWD”) for U.S. Patent No. 11,178,116 (the “’116 


Patent” or “the ’116”) and reverse the Board’s finding of unpatentability under both 


the Foster/Hayhurst and the Tajima/Foster combinations. 


Director review of the Board’s decision on Petitioner’s Foster-Hayhurst 


combination is warranted. First, the Board erroneously concluded Hayhurst is 


analogous art, focusing on a single clause in the specification rather that the 


traditional sources used to determine the field of endeavor. And the Board made no 


findings about whether Hayhurst was reasonably pertinent. Second, the Board 


sustained unpatentability on a rationale materially distinct from the one presented in 


the Petition. The Petition contends that a POSITA would be motivated to store all of 


Foster’s encrypted content units on Hayhurst’s distributed subscriber network 


system. But, in its Reply Petitioner shifted its theory to be based on a combination 


of Foster’s encryption with Hayhurst’s distributed storage to one based on Foster’s 


so-called “storage context.” To support this new theory, Petitioner included a 118-


page reply declaration, 42 new exhibits, and additional Foster citations. The Board 


adopted that reply-stage theory and relied on it to find a motivation to combine. But 


even if, a petitioner could establish obviousness through a reply-stage theory (it 


cannot), the theory still fails. The Board found that the combination would alleviate 
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bandwidth problems, enhance security, and promote redundancy, but as explained 


in Section II.B.4, infra, Foster does not suffer from any bandwidth or redundancy 


problems and the combination would diminish Foster’s security, not enhance it. 


Director review of the Board’s decision on the Tajima-Foster combination is 


also warranted. Petitioner relied on new evidence and argument submitted for the 


first time on reply to “fill gaps” in the Petition, and this tactic infected the Board’s 


analysis. The Board ignored that Tajima and Foster are incompatible, and their 


combination would be redundant and have significant drawbacks. 


These issues are emblematic of a broader policy problem. The Board  allowed 


Petitioner to shift theories in reply—based on a mass of new “evidence” that Patent 


Owner could not meaningfully rebut. These problems warrant Director review and 


reversal to restore petition-based adjudication of IPRs. 


II. THE BOARD ERRED BY FINDING THE CLAIMS INVALID BASED 


UPON NONANALOGOUS ART AND A NEW ARGUMENT. 


The Board erred by finding the claims obvious based upon nonanalogous art 


and a new reply-stage theory propped up by new evidence. 


A. The Board Erred By Finding Hayhurst Analogous. 


Hayhurst is not in the ’116 Patent’s “field of endeavor,” nor is it reasonably 


pertinent to the problem the inventors of the ’116 were trying to solve. The Board 


erred by finding it analogous. See POR 38-47; Sur-Reply, 14-17. 
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Here, the ’116’s field is “securing data.” POR 39-41. The field of endeavor is 


determined by examining the overall focus of the invention as reflected in the 


disclosure—including the title, abstract, technical field, background, summary, and 


claims. See Airbus S.A.S. v. Firepass Corp., 941 F.3d 1374, 1380-1 (Fed. Cir. 2019); 


see also Sanofi-Aventis Deutschland GmbH v. Mylan Pharms. Inc., 66 F.4th 1373, 


1377, 1378-79 (Fed. Cir. 2023) (petitioner bears burden of establishing analogous 


art). These traditional sources all confirm that Hayhurst’s field is “decentralized 


media delivery,” unrelated to the inventions at issue: 


Hayhurst’s Field Is “Decentralized Media Delivery” 


Title “Decentralized Media Delivery” 


Abstract “A decentralized approach to delivering a media file ...”  


Technical Field “This application relates to the field of electronic media delivery, 


including the secure handling and storage of such media.” Id., [0002].  


Background of 


the Invention 


Focuses entirely upon delivering movie files. Id., [0003]-[0004].  


Summary of the 


Invention 


“The present invention addresses the problem of prohibitive 


bandwidth requirements for a content provider in delivering video-on-


demand or other large media files.” Id., [0005]. 


Specification/ 


Figures 


“FIG. 1 is a block diagram of a system adapted for carrying out the 


decentralized media delivery of the present invention.” Id., [0012] 


“FIG. 4 is a flow diagram showing how the decentralized media file 


delivery of the present invention is carried out.” [0015] 


Claims Each claim concerns decentralized media delivery 


POR, 39-43; see also EX1099, 8:5-11:7. The Board erred in finding that Hayhurst’s 


field is “securing data” because it focused on a single clause in the specification 


taken out of context. See FWD, 28. Hayhurst’s disclosure, considered in total, 


confirms its field is “decentralized media delivery.” 







Case IPR2024-00212 


Patent 11,178,116 


 


4 


B. The Board Improperly Relied Upon A Reply-Stage Theory 


Supported By Reply-Stage Evidence. 


The FWD should also be reversed because it invalidated the claims based 


upon a new theory presented only in reply in contravention to binding precedent.  


1. Petitioner Must “Make Its Case” In The Petition, Not Through 


New Arguments And Evidence In Reply. 


Inter partes review is a front-loaded process. The petition defines the scope 


of the case, frames the legal and factual theories at issue, and sets the boundaries for 


adjudication. The reply may respond to the arguments in the POR; it is not a “second 


chance” to rewrite the case that should have been presented in the Petition. 


The Supreme Court recognized the Petition is “the centerpiece of the [IPR] 


proceeding both before and after institution.” SAS Inst., Inc. v. Iancu, 584 U.S. 357, 


369 (2018); see also Koninklijke Philips N.V. v. Google, 948 F.3d 1330, 1336 (Fed. 


Cir. 2020) (“[I]t is the petition, not the Board’s ‘discretion,’ that defines the metes 


and bounds of an inter partes review.”). The rules governing inter partes review 


agree, requiring a Petitioner to “make its case in the petition.” Intelligent Bio-Sys., 


Inc. v. Illumina Cambridge Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016). 


That means the Petitioner must present, in full, its unpatentability theory up 


front. As the Federal Circuit has explained, in reply a petitioner may “explain[] how 


its original petition was correct.” Wasica Fin. GmbH v. Cont’l Auto. Sys., Inc., 853 


F.3d 1272, 1286 (Fed. Cir. 2017). It may not, however, present “an entirely new 
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theory of prima facie obviousness absent from the petition.” Id. Importantly, this 


precludes shifting from a broad, generic theory in the petition to a previously 


unidentified, narrower theory in reply. Ariosa Diagnostics v. Verinata Health, Inc., 


805 F.3d 1359, 1367 (Fed. Cir. 2015) (rejecting shift from “a generic statement in 


Dhallan that any sequencing method can be used” to reliance upon previously 


unidentified “specific embodiments of Dhallan that do not use restriction-enzyme 


digestible primers”); see also Yita LLC v. MacNeil IP LLC, 69 F.4th 1356, 1367 


(Fed. Cir. 2023) (rejecting argument where petitioner, “as the ‘master of its 


complaint,’ could have ‘present[ed] [its reply] argument in its petition[] but chose 


not to.’”). The PTAB’s own guidance is equally clear: “Petitioner may not submit 


new evidence or argument in reply that it could have presented earlier, e.g. to make 


out a prima facie case of unpatentability” and “A reply . . . that raises a new issue or 


belatedly presents evidence may not be considered.” CTPG, 73-74 (Nov. 2019). 


These rules preserve the fairness of the proceeding. When a petitioner shifts 


theories midstream, supported by new evidence that Patent Owner cannot respond 


to with its own new evidence—the playing field is tilted in Petitioner’s favor. 


2. After Its Original Theory Failed, Petitioner Shifted To A New 


One Supported By Voluminous New Evidence. 


The Petition presented a single Foster/Hayhurst combination. It proposed 


combining Foster’s content encryption and Hayhurst’s distributed-storage, asserting 
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a POSITA would be motivated to reduce “bandwidth requirements,” enhance 


security, and support “redundancy.” Pet., 61-63; POR, 47-55. Per the Petition, 


Hayhurst—not Foster1—supplied the distributed storage functionality required by 


the claims. E.g., Pet., 64; see also Pet., 61–63; Sur-Reply, 21-22. 


That combination was not presented as limited to or justified by any particular 


application, context, or embodiment of Foster. POR, 55-56. Rather, Petitioner 


merely stated that “POSAs would have had numerous reasons to adopt Hayhurst’s 


distributive storage technique in Foster’s system so that Foster’s encrypted content 


unis for a media file would be distributively stored on different consumer devices . . . 


as Hayhurst teaches.” Pet., 62; id., 63-64 (similar). Thus, the Foster/Hayhurst 


combination entailed storing Foster’s content units via Hayhurst’s distributed 


storage methodology. POR, 55-56; Sur-Reply, 21-22. 


 
1 The Petition sparsely references to Foster’s storage (Pet., 51–53), but 


Foster/Hayhurst relied on Hayhurst’s distributed storage (id., 62-64). Sur-Reply, 


21-22. In the FWD the Board wrongly based its determination on its finding that 


Foster “is not limited to live-streaming and also discloses storing encrypted video 


data for video-on-demand applications”—relying on Petitioner’s Reply. FWD, 30 


(citing Reply, 24-26). But those pages of the Reply cite only to pages 51-53 of the 


Petition, which are background, not a description of the combination (id., 64-66). 
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The POR, however, demonstrated that the Foster/Hayhurst combination was 


not viable. Petitioner offered no explanation as to how a POSITA could combine 


Foster and Hayhurst as proposed without negating Foster’s primary advantages. 


Foster improves content transmission—especially for real-time streaming—by 


synchronously delivering encrypted content and decryption keys. See POR, 48-53; 


see also EX1006 [Foster] [0002], [0008]. As Petitioner’s expert conceded before the 


Petitioner’s Reply, “synchronous transmission to … foster random access to 


content” “is sort of the whole invention in Foster.” EX2034, 32:20-23. Its primary 


aim is minimizing the delays that “could be incurred between when encrypted 


content is received and when it [is] accessed (e.g., between when a channel is 


changed and when an image is displayed).” EX1006 [Foster] [0056]. In critiquing 


prior art systems, Foster explains that where “delivery of keys and protected content 


are non-synchronized [], certain . . . delays are inherent in attempting to gain random 


access to content.” Id.; see [0052], [0002], [0007], [0063]–[0065]. 


Hayhurst’s storage and delivery system, by contrast, requires lengthy delays 


and renders immediate viewing of requested content impossible. POR, 53-55. 


Hayhurst concerns a video-on-demand system focused upon alleviating cable 


providers’ bandwidth constraints. EX1007 [Hayhurst] [0004]-[0005]. Hayhurst’s 


system pre-divides a video (e.g., a movie) into thousands of segments and distributes 


those segments for storage on thousands of subscriber set top boxes in the network: 
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i.e., a given subscriber might get 1/10,000th of a given movie. Id., Fig. 4, [0027]. 


When a subscriber requests the movie, the segments are delivered by the subscriber 


units to the requester where they must be ordered and recombined. Id., [0028]. 


Hayhurst’s distributed system presents a major problem when grafted onto 


Foster. In Hayhurst, playback cannot begin upon request but only after all segments 


have been requested, retrieved, delivered, decrypted, reassembled, and 


authenticated. See id., [0006], [0029]; EX2034 [Bhattacharjee-2nd-Depo.], 101:15-


25. The POR showed that Hayhurst’s distributed storage and delivery method 


introduces lengthy delays that undermine Foster’s entire purpose. See POR, 58-64. 


The POR also showed there was no reason to so derail Foster, as the 


combination with Hayhurst would not improve Foster. Foster did not have 


bandwidth or redundancy concerns. POR, 61–62, 64–67; EX1006 [Foster] [0056]. 


Introducing Hayhurst’s methods reduces Foster’s security by pre-storing the 


encryption keys needed to decrypt content on thousands of systems—frustrating 


Foster’s ability to replace key-encryption-keys when needed. POR, 64-67. 


Petitioner’s Reply did not dispute that Foster focused on eliminating delays 


or that the combination would introduce massive delays and prevent real-time 


playback. Instead, rather than rebut the POR, Petitioner used its reply to present an 


entirely new theory. Petitioner argued for the first time that “[i]n (at least) Foster’s 


storage context … POSAs would have recognized the benefits of Foster-Hayhurst.” 
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Reply, 24. With this, Petitioner shifted from a wholesale combination of Foster’s 


encrypted content units with Hayhurst’s distributed storage and delivery method to 


one that applied Foster’s encryption to Foster’s “storage context” for content meant 


to be stored for later playback. Sur-Reply, 20-22. 


Petitioner argued that this argument is not new but did not reference its 


original Foster/Hayhurst combination (Pet., 64-66). Instead, the Reply cited the 


Petition at pp. 51-53 that do not refer to Foster’s so-called “storage context”; at most 


they state that a receiver may store content. But the cited pages did not disclose 


Petitioner’s new theory. Sur-Reply, 20-22. 


Petitioner compounded the problem by relying on a multitude of new 


evidence, including a 118-page reply declaration and 42 new exhibits. Sur-Reply, 1. 


Among other things, Petitioner cited “DRMS” as embodying Foster’s storage 


context. But DRMS is not an embodiment, it is the prior art Foster criticized and 


improved upon. EX1006 [Foster] [0003]-[0007], [0051]; Sur-Reply, 23–25. The 


shift to DRMS was not clarification or proper rebuttal, but an entirely new theory. 


3. The Board Adopted Petitioner’s Revised Theory Without 


Addressing Whether Its Original One Had Merit. 


The Board adopted Petitioner’s new theory, relying on citations and rationales 


appearing only in the Reply. These included Figure 1 and paragraphs 5 and 49 of 


Foster, see FWD, 33–34—and the Reply’s assertion that Foster’s “synchronization 
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reduces latency for storage-based purposes.” FWD, 35. The Board also emphasized 


Foster’s discussion of DRMS, mentioned for the first time in the Reply. Id., 33–36. 


Crucially, the Board never determined whether the Petition’s original 


combination—Foster’s encryption with Hayhurst’s distributed storage and delivery 


system—remained viable without the reply-stage reconstruction, or whether a 


POSITA would be motivated to make it. It did not assess the incompatibility 


highlighted in the POR, examine if that combination would preserve Foster’s 


advantages, or resolve whether the Petition’s theory met the claim limitations. 


Instead, the Board found unpatentability based on a materially different theory first 


raised in the Reply, and on evidence absent from the Petition. 


4. Petitioner’s Revised Combination Also Lacks Merit. 


Even if Petitioner were permitted to establish obviousness based upon 


nonanalogous art via a new theory, that new theory also fails on the merits. As with 


Petitioner’s original proposal, the new proposed combination lacks a motivation to 


combine because it lacks any benefits and suffers from serious drawbacks. 


First, there is no evidence that Foster’s system suffers from bandwidth 


limitations of the sort Hayhurst is intended to address. See POR, 67-68. Rather, 


Foster is designed to support real-time, delay-free channel changes—something that 


could not be achieved if bandwidth were limited. EX1006 [Foster] [0056]. Notably, 


the FWD did not find that Foster’s system would benefit from reduced bandwidth. 
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Nor does Foster suffer from any redundancy limitations that Hayhurst’s approach 


would address; if a packet is lost, Foster’s system can resend it. POR, 67–68. 


Second, the revised combination would reduce—not enhance—security. 


Foster’s architecture is inherently more secure: under Foster, encrypted content is 


generally transmitted when it is consumed, whereas Hayhurst’s pre-distribution 


model stores content (and decryption capability) across the network.) 


 Foster allows key encryption keys (“KEK”) to be updated dynamically at the 


source, in response to, e.g., a security breach. See POR, 64–65; EX1006, [0054]. But 


that flexibility is lost when encrypted content is distributed across thousands of 


endpoints, as in Hayhurst. In such a system, KEKs must be pre-assigned and cannot 


be readily swapped out, exposing the system to greater risk. See POR, 65–67. 


III. THE BOARD ERRED IN FINDING A MOTIVATION TO COMBINE 


TAJIMA AND FOSTER. 


A. Director Review Is Warranted By The Board’s Failure To Exclude 


Or Ignore New “Evidence” Submitted In Petitioner’s Reply. 


As discussed above, the Reply included an “excessive,” 118-page reply expert 


declaration and 42 new and largely unexplained exhibits. FWD, 6-7. The Board also 


relied on this new evidence in connection with its analysis of the Tajima/Foster 


combination.  See FWD, 21 (citing new ¶ 44 of the Bhattacharjee Reply Declaration, 


including new Exhibit 1090). We submit that this is another reason that the Director 


should review the FWD in light of the rules and policy that require that a Petitioner 
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make its case in the Petition. 


B. The Board Erred In Finding a Motivation to Combine Tajima and 


Foster. 


1. The Board Ignored Tajima’s And Foster’s Incompatibility 


In crediting Petitioner’s combination, the Board improperly overlooked that 


Tajima and Foster are incompatible. As the Board recognized, Tajima’s security 


relies on its storage of information regarding the encryption key used to encrypt one 


data fragment with a different data fragment that the key cannot decrypt. 


FWD, 10-11, EX1003, ¶¶70-71; EX2033, ¶77; Sur-Reply 4-6. But this is 


fundamentally at odds with Foster’s “whole invention” of synchronized 


transmission—i.e., keeping the encryption key with the same data that it encrypts. 


EX2034, 32:20-23; see EX1006, [0008]; EX2033, ¶78; Sur-Reply 5-6. By design, 


combining Tajima with Foster would compromise the security provided by Tajima, 


and would also render Foster’s synchronized transmission impossible. Overlooking 


this incompatibility, the Board agreed with Petitioner that “[s]ynchronization of 


Foster’s data is irrelevant to Tajima-Foster because Tajima-Foster does not restore 


Foster’s data.” FWD, 22 (quoting Reply, 17-18). But that conclusion misses the 


point, which is that the incompatibility of Tajima and Foster would discourage a 


POSITA from combining these references in the first place. Combining Tajima with 


Foster would defeat the central goals of each reference, and no POSITA would be 
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motivated to combine these references in any way “in the normal course of research 


and development.” See Unigene Labs., Inc. v. Apotex, Inc., 655 F.3d 1352, 1360 


(Fed. Cir. 2011). 


2. The Board Ignored The Redundancy And Drawbacks Of The 


Proposed Tajima-Foster Combination 


In improperly crediting Petitioner’s sole argument about motivation to 


combine—that, should an attacker recover all of Tajima’s data fragments from their 


different storage locations and bypass all of the different access controls, applying 


Foster’s KEK to Tajima’s system could “increase[] [the] level of security,” see 


Reply, 12, 18—the Board overlooked at least two problems with the proposed 


combination:  it is unnecessary and has significant drawbacks 


First, adding Foster’s KEKs to Tajima’s system is unnecessary because, as 


Petitioner’s own expert admitted, Tajima’s placement of key information in 


separately controlled locations provides “nearly perfect security” and “no matter 


how much computation [attackers] have, they’re not going to be able to get” a 


customer’s data. EX2046, 58:23-59:5. Finding otherwise, the Board reasoned that 


Patent Owner’s argument “ignores Tajima’s vulnerability [of storing plaintext keys 


with the data fragments they encrypt] that Foster’s key-encryption addresses.” 


FWD, 21 (quoting Reply, 16). But the Board failed to recognize that Tajima 


explicitly acknowledged this issue. EX1005 [0042]. Tajima chose to mitigate this 
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problem, not by adding KEKs as in Foster, but by storing portions of the data set 


with unrelated key information in different locations under “separate control”—


i.e., different access requirements, security policies, or firewalls.  Tajima’s solution 


ensures that no attacker can obtain all of the data portions. EX1005 [0048], Fig. 5; 


Sur-Reply, 6-9. Therefore, unlike Foster—which ties the benefits of its KEK 


encryption to the risk of storing keys with their corresponding data as is required for 


synchronized transmission, EX1006, [0053]—Tajima has no need to further secure 


its key information because of its separate control of data fragments, rendering 


Foster’s KEKs useless to Tajima’s invention. 


Second, the Board also ignored the drawbacks of the Tajima/Foster 


combination, including increased complexity as well as additional risks associated 


with managing additional layers of encryption within a system. For example, at oral 


argument, Petitioner admitted its proposed combination could result in millions of 


keys, each of which must be tracked, pulled, and processed to map the key 


information across the system. Paper No. 41 at 12-13. Petitioner did not address—


and the Board did not consider—these drawbacks that would discourage a POSITA 


from combining these references. See Arctic Cat Inc. v. Polaris Indus., 795 Fed. 


App’x. 827, 833 (Fed. Cir. 2019) (“The Board must weigh the benefits and 


drawbacks of the modification against one another, to determine whether there 


would be a motivation to combine.”). 
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IV. CONCLUSION 


The Office has made clear that petitioners must present a complete, fully 


supported theory in the petition—not in reply. That requirement ensures that Patent 


Owners have fair notice and a full opportunity to respond. Here, rather than defend 


the untenable position set out in its Petition, Petitioner shifted to a new theory in its 


Reply that it attempted to support with new materials which the Patent Owner could 


not rebut with responsive evidence. The Board accepted the revised theory and new 


evidence without requiring Petitioner to carry its burden on the theory and evidence 


presented in the Petition, in violation of the clear rules governing IPRs.  And on this 


record, the Board also erred on the substance, stretching to create unnatural 


combinations without any motivation to combine. 


For the foregoing reasons, Director review is warranted. 
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