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Preferred embodiments of the present invention provide a
system and method for the management of virtual storage.
The system and method include an object-oriented computer
hardware/software model that can be presented, for
example, via a management interface (e.g., via graphical
user interfaces, command line interfaces, application pro-
gramming interfaces, etc.). In some preferred embodiments,
the model separates physical storage management from
virtual disks presented to hosts and management can be
automated such that the user (e.g., customer, manager and/or
administrator) specifies goals rather than means-enhancing
ease of use while maintaining flexible deployment of storage
resources.

Physical View

Storage Controller

allocated capacity
allocated storage

Storage Pool
Hierarchy

reserved capacity
reserved storage

Data Container
(e.g., LUNs)

capacity
occupancy
reserved storage

Google v. SFI

Google Exhibit 1018




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 1 of 28

1 "Old
091
09T —, Is1q ¥
[BNILTA
sIsureIuo)) sXourejuo0))
P mw afeimg oferoyg | ¢ 091
Muady
@@OHIH durddep \I J \
. J

UOT)EITUNUIUIOY)

7
ou —/ L e )——  I9[[0aju0)

Muedy
QmOm durddepy
\\ 0TI \\
ovl 0cl1
Astd

[BNIA
CE S



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 2 of 28

091

Jauiejuon
ejeq

u-Q

L

Jajjosuo)
Aely

\

006

A E 046 0vé
/ /
¥
nn ury Hun
peaueQ pajuasald
J0OST ISOS ) ISOS
\ urQ uo
eoljdoy uQ
ASIg [ENUIA Juaby
C..O ul H,WO_I_ aOH H
! T |t
ASIQ [BNUIA }SO
0G1T H
urg uro ncw.ﬁ
L0 I u-o 3 “0 1
(jood-qns) Jap|o4 Jap|o4
|00d JSIA [BNUIA JSOH
_ v/ ! < F
013G 0Gé 0€G



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 3 of 28

abelo)s paniosal
Aouednooo
Ajoeded

(sNN1 “69)
Jsuiejuo) ejeq

¢ Old

J1a)joqyuo)) abeloyg

Aysuelaly
j00d obeio)g

MBI/ [EJISAU

abeloys paniasal
Ajoeded paniasal
abelojs pajeoo|e
Ayoedeo pajeoo|e

eol|doy ysiQg [enuIA

Ajoeded

ASIQ [ENHIA

MBI |EJID0 T




US 2002/0019908 A1

Feb. 14,2002 Sheet 4 of 28

Patent Application Publication

aSe103S [BdASAUd

ENNT
7 M1 [BnMIA

INNTINNT
A YSI [BNMIA

2 Mw%

€ NATTNATTNNT
X SIA [BIIA

R AE



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 5 of 28

0zl
v

g 'Old

aoepa)U|
di/dJL
I

(VIN)
Juaby

Juswabeuepy

ooBUB)U|
8|0SU0Y) 2007
oA Moy

<y

(O)
S8|0SU0Y jual|D Juswabeueyy



Patent Application Publication Feb. 14,2002 Sheet 6 of 28 US 2002/0019908 A1

o oHeag

FIG. 6
FIG. 7



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 7 of 28

agemny cfy-[H
JippAnoA JHlmm

3
E
£
¥
i
3
‘
i
E
E
E.
4
B
E
e ERTCT a  ERRSATIT ;»,w.m?w 2

TSI BT

]
3
5

| Awesan  oosz z & || fo&-
furel an 0002 (- X &
| Awesan  ooov x & suio -1
i 19p104 A N sonsadosd - A. E{}E
aweusy i
w adAL (4 19p|04 pJieosiq] v appAiw m
w‘ < MBN ; egemny ;[
b WPI ASIQEnATT | ’
i dwexa Jap{od %siq [ENUIA mrlnu m_ _ @ ® xmlv

8 Ol



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 8 of 28

[ < ko £

Al

Ay
A

R R

19|

adA

cvs v

Jooue) XoN snoiAaig

e e

ejep” sajes\dwexa\ippAAeqamngy ) ‘BWeN NSIQ |enuiA

ISIQ TeNHIA MU aU) J0j SWEU & BpiAtlg

940 | daig [edidA) - piezipp ysIQ [eNuIA MeN

6 Old




US 2002/0019908 A1

Feb. 14,2002 Sheet 9 of 28

Patent Application Publication

el

T s~ e

——

Ay
A
Ay

Joy

adA

|9ouey xoN snojAvId

‘uoneJsado a)um
aouewsopad-ybly ajes s e sapiroid Buyoed }oBG-3ILIAN PBJOLIN

HoeG-alIM PRIOLIKE) ) Qw -
soeg-aim pasouwiu) ~@
yBnoyi-a3A)
mcoé :ADI[0d BYdED Bl u

-eBes0)s YSIP POIEDOjiE JO JUNOWE JSOU BL} SBLUNSUOD JNg ‘Sainjie) ysip
9jBuis ysuiebe vonoajoid pue souveunopad ybiy yiog sapiroid 1L+0 Aivy

(0-aivy) peduig) ]
(s/e-Qivy) Aed) -
(1+0-Q1vd) paJoLI@®) [9A97 QIVY WUy ﬁ.u

9 J0 z de)g (eaidA L - piezip HSIC (ENKIA MON

al 914



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 10 of 28

— {souen XaN snojnald
) ww@ -
pansasay Ajing O
A pajedoliy Alind O
1 puewsq uo ajeaolly (@) :Aaijod uolesoyly abeioig
Al
Ay saihgebapy ﬂ“ﬂ oose | :Aypeden
18 ]
adA N
) 13
"NSIG TeNPIA Mou oy} Joj Mfoeded sy AJoads p
»Q

9 jo ¢ deis jeajdAL - piezim ysiQ [BNHIA MoN

L1 "Old




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 11 of 28

prom— ﬁ [8ouen XoN SNojADIY

) iy-CH
- sndueouen@® (O  :peuoz ]
TN oMy
UOHP5[58 3U07
Apy
A
H A
L]
Jof M_
adA

had [
S\ 8
I ' }

WSIQ ENHIA MU
S} 9Zi[ea] 0} pesn abejo}s ayy Joj (UOIEJ0] [E2ID0]) 3UGZ a4} AjiDadg

o

9 Jo ¢ dojg (eajdA L - piezip Y4SIQ [BNMIA MaN

¢l Ol



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 12 of 28

Apy
A
Ay

19y

adA

NS

TRE R TR TR e, e ves ooy o7

.

|adued XN SNoIABIY e —
} _\._ﬂ_mm_
~[H
]
S 6280 | ‘BWeN Hun
_lbl o €108 | #dAL wun
O {AuO-peoy ® eum-pesy 85300V
1
ik

9 Jo g dayg jeojdAL - paezim YsIA (eNMIA MON

€l 9Old




US 2002/0019908 A1

Feb. 14,2002 Sheet 13 of 28

Patent Application Publication

¢

A
Ay
Ay

e

adA|

jooue)

usiui4 SNoIA3Id

05 USIug SIS0 _o 155 ATETIGIE UE O] S1p _m:t_> WoU By} JUBS3Id O, L

SIM-PEIY £5-ZE-6L-p1

_ $5900Y

O pagesia
O :AluQ-pesy

[ osmoig”

a

6¢ 4s!g €808
aweN adAy 1102030.d HUn)
@®  peigeus
@ @wm-peay 155900y
uyor\sajeagy h WosAS JSOH

SISIP [BNHIA MeU ey J0j SSa3J€ Jiun ay) Ajoadg

9 jo g dejg |eaidA ) - pezipn ysId [BNUIA MaN

1L Old

4 iy-1H
.._M_m_




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 14 of 28

qgemnj &@ _mm
% JppaInok [

Anwed gn oose z o [ z &~
Aiwed A 0002 A2 M A W‘....w
fuweq an  oooy x 8 | X &

Awed ap  00SE B S w hmso._..-l..mmm
PR an 00:6Z 966 m.wmm-m_...l M E.._u...r_m_
8dAy (aw) Awoeden sweN ppAaAw nTL:_.M_

dwexa\IppAAwEgemN) Jop|o- %SIQ [BNUIA JO Ssjusiuo)

BQamny QWWE

up3  sigenping—

e it e

L XY

Gl Ol



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 15 of 28

PO TE SV I T P Imt a7

00-€2¢ 9661-030-L &N
00:€2 9661-030-8 EEN
00:€2 9661-030-6 EXN

ane €3

L {3 S 1 I [T e R

agqemny g -{F
NppAINCA - [
dwa) 9 [

dwexe A.ulrm

Nppafw JUnr_M_
egamny __\\.m,“ B

R i I




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 16 of 28

SRR oA RT3 i, 25 Nl oot L v Akl iz alm . v s,

O A (450t 0Lt SO L

um-peal 263s1q sandei\dwexauippriwy -\, £ w

w, Um-peal 682 %s!a aanoe\x\dwexs\ippaiun €3
§5800y | sWweN N SWeN YsIg [eniin

m e o E.Wﬂ.i; o e em———

m LA XXX v £ 18|j0Nu0D

,W FEA XXX v 1 T19jjou00

m UOISISA 8dAL Sjuaby buiddepy SEN o)

£ 19|joNu00 _

LTI9lou0S .

sauo)s _-‘.I_Mm_

oBuy ! -[H
abioab _mm

jned _H_

| uuoll/fE
sajjeaq ul._“m_

ELI KXY

Ll

Old




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 17 of 28

qqemny i:ly-[F]

jood~q Ana @-mm
ood zpia A
SNN7 N
dNAT e
ljood™ L7 pIq wm‘u—_m_
jood e~ Alo @“:M_

eqemny f)-[]

B

8L 'Old



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 18 of 28

mi T gl el
: qgamny i -[H
¢ AppANOA mm_
w dwe) {.In mm_
z o
Alwed an 002 z 8 | A &
Amueq gA 0002 A S V = m
Anwed an 000v x & || oweT -H
M i8p|o4 QA Bylo T En_...lrm_
[ adA] (gW) Anoeden awepn m Jpprhw 93 _mm_
.M dwexaippaAuNBgaMNY\\, JOP|0- ¥SI [BNUIA JO SJUB)U0D _ m egsmny L&\_.r.m_
i ; :
, UP3  JoPIoMSIAIBNINT m
duwiexa 18p|o4 ¥sia 1eNHIA m_@ m_ _ @ @yﬂL

61 Old



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 19 of 28

Aiwes an 00sz z 3 w
Awes an - 000z £ 8 |
Alwey g ooop x 8 |
19p104 A saladolg - '
aweuay “

adAL (aw) foeden p1eosiq m
dwexayippadwnegemny > MoN _ :

duwexa Japjo4 ysiq [enMIA

qaemny H-{H

Jippanok n...ul_mm_

Jayio ﬂlm_

BT O
NppAfw Ju.r_n.u
egemny L\:M_

3 ._mv_ouv_m_o_m:t_\%.m-l

0c

=¥ ] & s 0

Ol



US 2002/0019908 A1

Patent Application Publication Feb. 14, 2002 Sheet 20 of 28

i

m agemny 4)-{1]
w Jippanod [
w_

£

Alwed an  00S2 z & | :
* Awedan ooz A S m X &
‘| Awegan  ooop x & [i| eweFT A
19pj04 AA eyl0 P E.m}_u
w adh) (av aiseq aweN w IppMw .11|_M_
dwexs\uipp no INPIA JO SJuB0D _ q Bgemn) _&Q_M_

duwiexa Japjo Xsiq |enMIA

e
3
p
(=]
w
X
2
a
©
2
=
->q
J—

F_@m__@w@l&

LC Old



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 21 of 28

PR

il

R TR TN
¢

aqamny 3 -[H

ainbyuon

ApprnoA [
dwe} P -[F
|qels  9664-030-L 00:€2 9661-030-2 £y z H
dIq8iS  966+-030-8 00-€2 9661-030-8 EXN M A H
slqelIS  9661-030-6 00'€2 9661-030-6 N | HW
8AOY  966L-AON-ZL dwiexe T[]
adAy pereasn P w nppAMw ..T.I_H_
xdwiexayippaduneqamnyy Ajiwe 4s1Q [BNUIA JO S)uajuos _ w egomny L\:M_

X Ajjwed ¥siQ [enMiA

Hp3 siglenin

BN X X1

¢C

Old




US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 22 of 28

it
W, : qgemny {1}
w IPPAINOA [
” M~ QEQJ— _mm_
soljladoiq “ 2 H
s|IgBISs  9661-030 UoNIPUO D SNOIIBG Jes|D m “ W
A o :
, a|gels  9661-030 suoly) KX |
m o|qRIS  9661-03 lousdes  pw || KNS
, aweuay : QENX@ {I.l =
966 O pieasiq = W m_
adA) pajess) apppUn apprdw _M_
.* xﬁmemEnc?AEﬁam\s; T Tg] ; E Bgomn;j :mw_“....._
ainByuod 1p3 isigieniiy @ §
x Ajjwe ysig jeniA __v * ® ! _ »e ® n_

€¢ Ol



US 2002/0019908 A1

Patent Application Publication Feb. 14, 2002 Sheet 23 of 28

SIGBIS  9661-03Q-L
8|qBIS  9661-03Q-8
olIBlS  9661-030-6

00:€¢ 9661-030-L N

adA}
xydwexay

X Aliwe ysIq [BNHIA

R R e T -

agemny 4 -[F]
NppAInoA [
dwa) mu.lm_

ainbyuod wpd ysigENUIA @

00:€Z 9661-030-8 Y |
00:€2 9661-030-6 Y | Ens-
. dwexs P — I
sevorn ol &3 || L]
ajsed 'N M, JppAakw J..uurﬁm_
D osusjuoy _ w egomn; m\mw, g

SR XN

v¢ Old



US 2002/0019908 A1

Patent Application Publication Feb. 14,2002 Sheet 24 of 28

i
w
f
!
¥
4
f
) qgemny 4)-{1]
i
109G AJUBISISUOY WO aA0LLBY AppAInoA “ mm_
198 Aausisisuod o) ppy dwey P -[H
~*Konog Buigoey jes ; ; B
~S0IURIEND QIVY 195 ¢9661-030-L N |,
“Ryeded onpey 2 9661-030-8 Y |- A&
“-Apoeden aseaiou , P
2 ! 29661-0306 N || HW P
suonejuasaldg a|gesiq durexe -_H..r
suoiejuasald sjqeuy g = " i
8 aqeul Sl sweN w Ippriw _ _H.m_
| 199]0.14 SIIM [eNUIA JO SjuajuoD _ m eqamny _\S_M_
ainbyuob WP NsigENHIA & b
X Ajjwed ysiq jenMia : T@ M_ - 3 ® lﬂ‘_

G¢ "old



US 2002/0019908 A1

Feb. 14,2002 Sheet 25 of 28

Patent Application Publication

|2oue) MO

VIN
ZLelL02 L661-deg-62
SP'e0:8 L661-Bny-gz
6V:LE:0L L66L-UNr-£2

|eWION
saihgeBopy zpel
sajAqebapy |9

‘8jeq 91919() 104 paxsepy
‘9jeQ 55000y jsey

:8]eQ uoyesyIpop

@) uonesin

uonipuod
‘pajeso|ly abeloig ysig
‘Ayoedes pajeaoy

Uciyeuriofuj
91912 10} pastiel )
pajqesig mcoszOmQO
pajqeuy suopejuasal(g) :8lelg
Auo-peaf)
AUM-Peay®) 188900y

poniasay >__=O
PatEd0llY i)
puewsaq uo Emuo__©

soikaeban ooge

:Ao1j04 uonesoyy abesoig

‘Ayoeden
UonempBijuosy

Joysdeug _ sauBWIOEY __oosoi nin _ $5999V J1uf) _ [eiBuag)

3 _ é | uoneoydey |

Buwed | aivy

[eApoyieiepTsejes] - sajuadolg ysig |enin

9¢ 9ld



US 2002/0019908 A1

Feb. 14,2002 Sheet 26 of 28

Patent Application Publication

pouey | 50

| emeq | Awow

av-85-¥1  XnnooIg
2e-61-v1 €-1808
ce-64-vL €808
2E-6.-v1 £-1SOS

Sl aSVa AluO-pesy  HOISBUOISY
623451 SIM-pesy obui\sajieagy)
624S!1Q  AUM-pedy Bioag\sapeag
62 4S!0  SIM-PEIY  |ned\sajeagy
AJUM-Peay uyorisajieagy

| arwun edAyyun

sweN Jun

$S900Y WwasAS 1SOH

PPy

AuQ-pesy  v-gv-85-¥1
AUM-PEaY €£5-2€-6/-VL

§Lasva xnpppog |
6zusia €805/

_ $S920y a aweN adh) 110903014 Jupn
O :pagesia ®  :pogeus
@ ‘DUM-Peay 155900y

O Awo-peay

joysdeug

| :Wa)SAG 180K

“TU() OF S5800y MON PPY

aoueuopad __oooaen_ nin _ SS900Y JUN avy
¢ é

uones|day Buiyoen |eiausn)

[eAnov\eIep~S8jES] -- SaedoId %S| [ENUIA

L¢ DI



US 2002/0019908 A1

Patent Application Publication Feb. 14, 2002 Sheet 27 of 28

_ pouey | 50

v olm-peay

| aeeg | Awon

b Auo-pesy  10-6v-av-85-v1
-8/-€6-ZE-6.LV1 6Z%slQ  €S0S

G asva xnpuiooig

D ey ssaooy

al aweN adAL

Mmap
s : BWeN pun
_ A £-1S08 | :adA L yun
QO :Auo-pesy @® ewm-peoy :§5800y
70301014 TIUN MO 918015

joysdeug _ 2ouewWIOpay _ [090j0)d WU SS90y Jiun) _ avy
¢ _ ¢ _ uoneayday _ Buiyoen _ [elsuag

[eAnov\ejepTsajeg] - sailadold ys|g [enMIA

8¢ Old



US 2002/0019908 A1

Patent Application Publication Feb. 14, 2002 Sheet 28 of 28

1eoued MO

e, _ . sndwep E.ms@ O 1| 8U0Z
UeN omy

U01j99[9S JU07

sndwe) urepy :} auoz

joysdeug a0URWIOLDY uopeso SS90y Jun aivy

é é [090j04d U Buiyoes |esauag)

[ernowvielep~sojeg] -- sajuadold %siq ienuA

6¢ Old



US 2002/0019908 Al

SYSTEM AND METHOD FOR MANAGING
VIRTUAL STORAGE

RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Application No. 60/209,108, filed on Jun. 2, 2000, entitled
Structure For Managing The Virtualization Of Block Stor-
age, the disclosure of which is hereby incorporated by
reference in its entirety. Additionally, the entire disclosures
of the present assignee’s following utility patent applications
filed on the same date as the present application are both
incorporated herein by reference in their entireties: Ser. No.:
XX/XXX, XXX, Attorney Docket No. P01-3737 to James
Reuter, et al., entitled Structure And Process For Distribut-
ing SCSI LUN Semantics Across Parallel Distributed Com-
ponent; and Ser. No.: XX/XXX, XXX, Attorney Docket No.
P01-3665 to James Reuter, et al., entitled Data Migration
Using Parallel, Distributed Table Driven I/O Mapping.

FIELD OF THE INVENTION

[0002] The present invention relates to systems and meth-
ods for managing virtual disk storage provided to host
computer systems.

BACKGROUND OF THE INVENTION

[0003] Virtual disk storage is relatively new. Typically,
virtual disks are created, presented to host computer systems
and their capacity is obtained from physical storage
resources in, for example, a storage area network.

[0004] In storage area network management, for example,
there are a number of challenges facing the industry. For
example, in complex multi-vendor, multi-platform environ-
ments, storage network management is limited by the meth-
ods and capabilities of individual device managers. Without
common application languages, customers are greatly lim-
ited in their ability to manage a variety of products from a
common interface. For instance, a single enterprise may
have NT, SOLARIS, AIX, HP-UX and/or other operating
systems spread across a network. To that end, the Storage
Networking Industry Association (SNIA) has created work
groups to address storage management integration. There
remains a significant need for improved management sys-
tems that can, among other things, facilitate storage area
network management.

[0005] While various systems and methods for managing
array controllers and other isolated storage subsystems are
known, there remains a need for effective systems and
methods for representing and managing virtual disks in
various systems, such as for example, in storage area net-
works.

SUMMARY OF THE INVENTION

[0006] In response to these and other needs, the preferred
embodiments of the present invention provide a system and
method for the management of virtual storage. The system
and method include an object-oriented computer hardware/
software model that can be presented via a management
interface (e.g., via graphical user interfaces, GUIs, com-
mand line interfaces, CLIs, application programming inter-
faces, APIs, etc.), via documents (e.g., customer documents,
training documents or the like, including electronic docu-

Feb. 14, 2002

ments, such as Word documents, PDF files, web pages, etc.,
or physical documents), or via other means.

[0007] In preferred embodiments, the model advanta-
geously provides the separation of physical storage man-
agement from virtual disks presented to the hosts. This is
preferably done using virtual disks in conjunction with a
storage pool hierarchy. The virtual disk can be a logical
“disk” that is visible to one or more host system(s). It is
independent of physical storage and is preferably managed
by setting attributes. On the other hand, the storage pool
hierarchy provides a boundary between the virtual and
physical parts of the model via “encapsulation” of physical
storage such that physical components may change without
affecting the virtual parts of the model.

[0008] Preferably, management can be automated such
that the user (e.g., customer, manager and/or administrator)
specifies goals rather than means—enhancing ease of use
while maintaining flexible deployment of storage resources.
The preferred embodiments of the invention may advanta-
geously reduce the cost and/or complexity of managing
storage—by simplifying the management of change. In
preferred embodiments, one or more of the following and
other advantages can be realized with the present invention.

[0009] Erased Boundaries

[0010] Typically, storage controller or subsystem bound-
aries can cause inefficient use of capacity, capacity to be in
the wrong place, manual rebalancing to be required and/or
problems with host access to capacity. The preferred
embodiments of the present invention can enable, for
example, a host-independent, controller-independent, stor-
age area network (SAN)-wide pool of storage for virtual
disks, effectively erasing these boundaries and the problems
caused by these boundaries. Among other things, this can
also simplify the acquisition and deployment of new storage
because new storage can simply be more capacity in the
pool.

[0011] Centralized Management

[0012] Typically, each storage subsystem in a SAN is
managed separately, causing boundaries in the management
model with resulting complexities and inefficiencies of
management. The preferred embodiments of the present
invention enable, among other things, a single, central
management view of an entire SAN.

[0013] Uniform Capabilities

[0014] Typically, when a SAN has multiple storage sub-
systems, the subsystems may have different capabilities,
adding complexity and confusion to the management of the
storage and the hosts using the storage. The preferred
embodiments of the present invention can provide, e.g., a
virtual disk that has uniform management capabilities and
that is independent of the capabilities offered by the sub-
systems providing the capacity. Among other things, this can
reduce management complexity. With the preferred embodi-
ments of the present invention, virtual disks can be managed
with attributes that are independent of the physical storage,
separating the virtual parts of the model from the physical
parts of the model.

[0015] The preferred embodiments of the present inven-
tion can enable features such as: a) substantially no disrup-
tion of service to host systems and applications during
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management operations; b) easy to add/remove storage
subsystems; ¢) more efficient use of space; d) less wasted
space overhead; ) volume expansion; f snapshot copies; g)
selective presentation of virtual disks only to desired hosts;
h) attribute-based management of virtual disks; i) host
systems de-coupled from storage management; and/or j)
future extensions easily added without disruption to hosts or
to storage subsystems.

[0016] The above and other embodiments, features and
advantages will be further appreciated upon review of the
following description of the preferred embodiments in con-
junction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Preferred embodiments of the invention are shown
by way of example and not limitation in the accompanying
drawings in which like reference numbers represent like
parts throughout and in which:

[0018] FIG. 1 is a schematic illustration of a distributed
virtual storage network;

[0019] FIG. 2 is a schematic illustration of a preferred
object-oriented model of the present invention;

[0020] FIG. 3 is a schematic illustration of a storage pool
hierarchy bridging the virtual and physical realms in pre-
ferred embodiments of the present invention;

[0021] FIG. 4 is a schematic illustration of an illustrative
storage pool hierarchy;

[0022] FIG. 5 is a schematic illustration of a management
agent and corresponding management consoles that can be
used in some preferred embodiments of the invention;

[0023] FIGS. 6 and 7 schematically illustrate manage-
ment operations that can be employed in some preferred
embodiments of the present invention;

[0024] FIGS. 8 to 15 illustrate graphical user interfaces
that can be provided to facilitate management of virtual
storage in relation to the creation of a virtual disk in some
illustrative embodiments of the invention;

[0025] FIGS. 16 to 18 illustrate some exemplary naviga-
tional views that can be presented to a user to facilitate
management of the storage system in some illustrative
embodiments of the invention; and

[0026] FIGS. 19 to 29 illustrate some exemplary disk
management and properties views that can be presented to a
user to facilitate management and selection of disk proper-
ties in some illustrative embodiments of the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0027]

works)

I. Preferred Environments (e.g., Storage Area Net-

[0028] The present invention can be applied in a wide
range of systems, e.g., in storage area network (SAN)
systems and in other environments. In some embodiments,
the present invention can be applied in, e.g., heterogeneous
SAN environments (e.g., at the storage level). In some other
embodiments, the present invention can be applied in, e.g.,
open SAN environments (e.g., at the fabric level). In some
other embodiments, the present invention can be applied in,

Feb. 14, 2002

e.g., non-SAN environments (e.g., at the server level). The
present invention can also be applied in various systems
shown in the above-identified patent applications incorpo-
rated herein-by-reference and in other systems as would be
apparent to those in the art based on this disclosure.

[0029] In some non-limiting preferred embodiments, the
present invention can be applied in a virtualized storage area
network (SAN) system 100 using one or more distributed
mapping tables, as needed to form one or more virtual disks
for input/output (I/O) operations between hosts and storage
containers 160, as illustrated in FIG. 1. In particular, the
table contains a mapping that relates a position in a virtual
disk 150 with an actual location on the storage containers
160.

[0030] The system 100 principles of distributed, virtual
table mapping can be applied to any known SAN. It should
therefore be appreciated that the storage devices are known
technologies and may refer to any type of present or future
known programmable digital storage medium, including but
not limited to disk and tape drives, writeable optical drives,
etc. Similarly, the hosts 140 may be any devices, such as a
computer, printer, etc., that connect to a network to access
data from a storage device.

[0031] Likewise, the storage network is also intended to
include any communication technology, either currently
known or developed in the future, such as the various
implementations of Small Computer Systems Interface
(SCSI) or Fibre Channel. This distributed virtualization is
most useful in environments where a large amount of storage
is available and connected using some sort of “storage
network” infrastructure. One preferred implementation uses
Switched Fibre-Channel connected storage. However, noth-
ing in the design of the system 100 precludes its use on other
types of storage networks, including storage networks that
are not yet invented.

[0032] The hosts access the table through multiple map-
ping agents 110. The system 100 uses multiple agents 110
that are associated with the hosts 140. Preferably, each host
has a separate agent 110, but the system 100 could be easily
configured so that more than one host 140 connects to an
agent 110. If multiple hosts 140 connect to the same agent
110, the hosts 140 may share that agent’s mapping table
(alternately, there may be independent tables per host). The
agent 110 stores the mapping table in volatile memory such
as DRAM. As a result, if one of the agents 110 loses power,
that agent 110 loses its copy of the table. Such an event could
take place if the mapping agent 110 is embedded in the host
140, for example, a backplane card serving as the mapping
agent 110, and the host 140 system loses power.

[0033] By storing the mapping table in volatile memory,
the table can be easily and rapidly accessed and modified on
the agents 110. Storing the mapping table in volatile memory
has the further advantage of substantially reducing the cost
and complexity of implementing the agents 110 as mapping
agents. Overall, the agents 110 allow the performance-
sensitive mapping process to be parallelized and distributed
optimally for performance. The mapping agents 110 reside
on a host 140 and are in communication with a virtual disk
drive 150.

[0034] The system 100 further comprises a controller 120
that is separate from the mapping agents 110. The controller
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120 administers and distributes the mapping table to the
agents 110. Control of the mapping table is centralized in the
controller 120 for optimal cost, management, and other
implementation practicalities. The controller 120 further
stores the mapping table in a semi-permanent memory, such
as a magnetic disk or an EPROM, so that the controller 120
retains the table even after a power loss. In this way, the
responsibility for persistent storage of mapping tables lies in
the controller 120 so that costs and complexity may be
consolidated. Any controller 120 known in the art of digital
information storage may be employed as needed to imple-
ment the present invention. Within this framework, each of
the mapping agents 110 preferably interacts only with the
controller 120 and not with the other agents 110. Further-
more, the architecture allows for a controller 120 comprised
of redundant, cooperating physical elements that are able to
achieve very high availability. As a result, the system 100 is
highly scaleable and tolerant of component failures.

[0035] The interactions of the controller 120 and the
agents 110 are defined in terms of functions and return
values. In a distributed system, this communication is imple-
mented with messages on some sort of network transport
such as a communication channel 130. The communication
channel 130 may employ any type of known data transfer
protocol, such as TCP/IP. In one implementation, the com-
munication channel 130 is the storage network itself. The
communication channel 130 has access to non-virtual stor-
age containers 160. Any suitable technique may be used to
translate commands, faults, and responses to network mes-
sages.

[0036] II. Preferred Management Model

[0037] FIG. 2 illustrates an object-oriented model
employed in some preferred embodiments of the invention.
The objects in the illustrated model are described in detail
below. The objects include operations that either humans or
automated policy can invoke—e.g., based on the model, a
user (e.g., a system administrator) can assign storage
resources via a system management interface.

[0038] As shown, the host folder, the virtual disk folder,
and the storage pool objects can reference themselves. That
is, multiple instances of these objects can be referenced
under the same object type. This captures the notion of a
tree-structured hierarchy. For example, the folder object
representing the root of the tree always exists and sub-
folders can be created as needed. This is generally analogous
to a WINDOWS folder hierarchy, which is also a tree
structure. A WINDOWS EXPLORER folder browser inter-
face, for example, would be an illustrative graphical user
interface representation of this kind of structure. Similarly,
command line interfaces may support this concept with a
notion such as “current directory.”

[0039] Host

[0040] The host object 140' represents a host system (e.g.,
a computer, etc.) that consumes a virtual disk and supports
one or more applications.

[0041] Host Agent

[0042] The host agent object 110' is a component that
provides virtualizing capability to the hosts (e.g., a “map-
ping agent” ). A host has zero or more host agents through
which virtual disks can be presented to that host. If a host has
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zero associated agents, presentation is not possible. The
model preferably allows this because there may be tempo-
rary situations where a i; host does not have an agent (e.g.,
one has not been added or repaired). A host agent may serve
multiple hosts or, alternatively, a host agent may attach to
only a single host.

[0043] The presented unit, described below, references all
host agents through which a host may be reached for a given
virtual disk. A host agent may be used by zero or more
presented units to present zero or more virtual disks to a
host.

[0044] Virtual Disk

[0045] The virtual disk object 150' represents a block-
store disk as seen by a host system. It is independent of
physical storage and is a logical object that contains the data
that the system stores on behalf of host systems.

[0046] Virtual disk service operations are preferably simi-
lar to those of a locally attached physical disk. A virtual disk
can include, for example, a compact (non-sparse) linear
array of fixed-size data blocks indexed by nonnegative
integers, which may be read or written. A read operation
transfers the data from a set of consecutively indexed data
blocks to the host system. A write operation transfers data
from the host system to a set of consecutively indexed data
blocks.

[0047] While a virtual disk can be seen by host systems as
a compact linear array of blocks, an implementation may
save space by not allocating physical storage to any block
that has never been written. Read operations issued to blocks
that have never been written can, for example, transfer a
block of all zeros. In some embodiments, several virtual
disks may share resources. Preferably, however, such virtual
disks behave similarly to independent physical disks as seen
through the service interface.

[0048] In contrast to typical service operations, virtual
disk management operations can be unique. For example,
the notion of performing a snapshot operation is foreign to
today’s physical disks. Many management operations can
treat virtual disks like independent objects, which can be
desirable because customers understand physical disks to be
independent objects. However, other operations can either
expose or control relationships between virtual disks. These
relationships include temporal relationships, shared capacity
relationships, performance interdependencies, data reliabil-
ity co-dependencies, availability co-dependencies and/or
other relationships.

[0049] Derived Unit

[0050] The derived unit object 250 adds protocol person-
ality (e.g., SCSI, Fiber Channel, CI, etc.) to a block-store
represented by the virtual disk—i.e., the derived unit sup-
plies the I/O protocol behavior for the virtual disk. When a
virtual disk is presented to a host, a derived unit is created
to add semantics (e.g., SCSI) to the block storage provided
by the virtual disk.

[0051] If desired, more than one derived unit can be
allowed per virtual disk, such as for such cases where an
administrator wants to treat these as independent disks that
happen to have shared contents. However, this may be of
limited use in some cases and products can be made that will
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only allow one derived unit per virtual disk. Preferably, a
derived unit is always associated with only one virtual disk.

[0052] While some illustrative derived units involve SCSI
protocols, the architecture allows for derived units for pro-
tocol types other than SCSI. The SCSI model can be
selected, for example, where host driver stacks support the
SCSI model. However, a host-attached mapping agent can
provide any interconnect model desired to a host depending
on circumstances.

[0053] Additionally, SCSI disks, for example, may have
mode pages, reservation stacks and geometry information in
addition to the information stored in their data blocks. In
some illustrative and non-limiting examples, the derived
unit may provide storage to capture persistent information
related to a host-storage interconnect used to access the
virtual disk—e.g., when a virtual disk is accessed via a SCSI
interconnect, the derived unit can provide a place to store the
SCSI mode pages associated with that virtual disk.

[0054] Presented Unit

[0055] The presented unit object 240 provides an associa-
tion between a host or group of hosts and a derived unit. This
association allows a host or a specific group of hosts to
access a derived unit and its underlying virtual disk. In the
system, there may be many hosts. Often, such hosts are
non-cooperating. Accordingly, it is preferred that virtual
disks be selectively presented to hosts. The derived unit of
a virtual disk may be presented to several hosts and not
presented to others. In some embodiments, individual hosts
may be members of a host group. Hosts or host groups to
which a derived unit is not presented have no knowledge of
the derived unit and its underlying virtual disk and cannot
use it.

[0056] The presented unit manages presentation of virtual
disks with derived unit personality (e.g., SCSI) to individual
hosts. Preferably, it can manage multiple agents in a single
host and multiple paths to such agents. This object is related
to a virtual disk through a derived unit and it makes the
virtual disk accessible over the host-storage interconnect.
The presented unit defines the way that the host addresses
the virtual disk and controls which hosts are authorized to
access the virtual disk.

[0057] The presented unit provides the association
between the virtual disk’s derived unit and the host and is
primarily responsible for managing the connection to the
host over all available paths to all available host agents. A
host may have zero or more associated presented units. Each
presented unit is associated with only one derived unit, but
a derived unit may be associated with multiple presented
units (e.g., one for each host to which the virtual disk is
presented).

[0058] The derived and presented unit objects are indi-
rectly exposed to the user interfaces and are seen as controls
to present a virtual disk to one or more host.

[0059] Virtual Disk Replica

[0060] Preferably, each virtual disk contains one or more
virtual disk replica 150R. A virtual disk replica preferably
contains a complete copy of the virtual disk block data. In
some embodiments, only one virtual disk replica may be
supported. In embodiments where only one virtual disk
replica is provided per virtual disk, it may not likely be
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exposed in user-visible interfaces. Preferably, multiple vir-
tual disk replicas per virtual disk are supported to enable
disaster tolerant data replication.

[0061] Preferably, each virtual disk replica references a
sub-pool in the storage pool hierarchy. That is, each virtual
disk replica preferably has an attribute that references one
sub-pool. Each sub-pool may be referenced by zero or more
virtual disk replicas. The storage pool hierarchy becomes the
focal point for the management flexibility, because a virtual
disk replica sub-pool attribute can be changed, possibly
causing the virtual disk replica storage to migrate. Similarly,
the data containers and sub-pools under a sub-pool can
change, possibly causing all affected virtual disk replicas to
migrate.

[0062] Storage Pools

[0063] The storage pool object 210 represents a hierarchy
of pools and sub-pools, forming a tree structure. The root is
the entire storage pool. Preferably, any node in the tree can
contain data containers. This hierarchy organizes the physi-
cal storage into a name space that is independent of physical
storage but that still represents physical structure, such as
storage in different rooms, buildings, sites, etc. This is
useful, for example, for allocating independent storage for
different virtual disk replicas of a virtual disk. As noted, one
attribute of a virtual disk replica is the sub-pool from which
the virtual disk replica should obtain its storage capacity.
Any data containers in that sub-pool or its children is
preferably eligible to provide capacity for that virtual disk
replica.

[0064] With respect to the storage pool hierarchy, each
sub-pool preferably references zero or more data containers
(e.g., logical unit numbers (LUNSs)) and each data container
used for the virtual pool is preferably referenced by only one
sub-pool. Data containers not used for virtual disk storage
are preferably not referenced by any sub-pool.

[0065] The storage pool object is used to organize the
storage available to the system. Pools contain the pools of
space that are available to the system. Virtual disks are
created and managed from space within storage pools.
Storage pools can be organized into different categories
based upon customer needs. These categories include but are
not limited to reliability characteristics, business organiza-
tion, physical location, and storage controller structure.
Storage pools can also provide space management features.
Storage pool space management can be used to determine
total capacity, free space, used space, reliability character-
istics and/or other things.

[0066] Storage Controller

[0067] The storage controller object 200 represents an
array controller or some other type of storage subsystem that
provides data containers to the storage pool. The storage
controller contains the physical connections that are man-
aged to access the storage. The storage controller contains
all of the data containers presented by that storage controller.
And, each data container preferably belongs to only one
storage controller.

[0068] Data Container

[0069] The data container object 160' represents, for
example, physical LUNs presented by a storage controller.
Storage containers 160°may refer to any type of present or
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future known programmable digital storage medium, includ-
ing but not limited to disk drives, tape drives and writeable
optical drives.

[0070] Host Folder

[0071] The host folder object 230 can be used, if desired,
to cope with scaling. To manage a large number of hosts, the
hosts are preferably grouped into a folder hierarchy. This
hierarchy helps to provide a partitioning of name spaces. As
noted, host folders can contain hosts and host folders. The
individual folders in the host folder hierarchy can contain
zero or more host objects. Preferably, each host object is
contained in only one host folder. This object can be omitted
in other embodiments.

[0072] Virtual Disk Folder

[0073] Similar to the host folder object, the virtual disk
folder object 220 can be used, if desired, to cope with
scaling. To manage a large number of virtual disks, the
virtual disks are preferably grouped into a folder hierarchy.
This hierarchy helps to provide a partitioning of name
spaces. This enables the arrangement of virtual disks into a
hierarchical name space and is similar to a directory tree in
a file system. Virtual disk folders can contain virtual disks
and virtual disk folders.

[0074] This object is preferably defined by the adminis-
trator to organize and name groups of virtual disks. The
name of the virtual disk folder preferably appears as an
element in the virtual disk path name. The virtual disk folder
allows the implementation of folder access control, default
attribute values for new virtual disks created within the
folder, and the ability to rename folders.

[0075] As with the host folder, each virtual disk folder can
contain zero or more virtual disks, and each virtual disk is
preferably contained in only one virtual disk folder. This
object can also be omitted in other embodiments.

[0076] Other Aspects/Embodiments

[0077] In some preferred embodiments, a notable aspect
of the above model includes the separation of physical
storage management from virtual disks presented to hosts.
The objects enabling this separation include the virtual disk
and the storage pool hierarchy. The virtual disk is indepen-
dent of physical storage and is manageable by setting
attributes. The storage pool hierarchy provides the boundary
between the virtual and the physical parts of the model and
encapsulates the physical storage in a way that allows the
physical components to change without affecting the virtual
parts of the model. The physical parts of the model represent
the physical components of the environment, including the
storage subsystems and the storage they present. The use of
hierarchical navigation provides a helpful management
mechanism to traverse the group objects based upon the
primary object; the system and method can, e.g., use folder
objects to navigate the sub-folders and the objects within the
folders.

[0078] FIG. 3 is a schematic diagram illustrating space
management according to some preferred embodiments of
the invention. In this figure, the two vertical columns
represent the logical view and the physical view of the
system. The storage-pool hierarchy provides a bridge
between these two views.
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[0079] In FIG. 3, “storage” is preferably used to refer to
physical block storage consumed in the system. Various
forms of redundancy such as RAID techniques and replica-
tion increase the amount of storage needed to contain user
data.

[0080] In FIG. 3, “capacity” is preferably used to refer to
the hosts’view of sizes. For example, a virtual disk is created
to contain a certain capacity. The capacity of a virtual disk
is only indirectly related to the amount of physical storage
used to store that virtual disk.

[0081] In FIG. 3, “allocated space” is preferably space
that occupies storage on the system. For example, a virtual
disk that is fully allocated has sufficient blocks allocated to
contain all of the user data and redundant information at the
specified level of redundancy. Failures may cause allocated
storage to become inaccessible or could cause the contents
of allocated storage to be destroyed.

[0082] InFIG.3, “reserved space” is preferably space that
has been set aside on a system to prevent others from using
it, but the specific blocks of physical stores might not yet be
allocated. Preferably, when the system is operating nor-
mally, reserved space is guaranteed to be available, while
failures of the underlying physical storage may cause
reserved space to be unallocatable. Some differences
between reserved and allocated storage can include: a) space
can be reserved more quickly than it can be allocated, so this
moves allocation cost from create time to first-write time;
and b) if available physical storage drops below reserved
storage levels, the system is more likely to continue provid-
ing virtual disk service than if physical storage drops below
allocated storage levels.

[0083] In FIG. 3, “committed capacity” preferably repre-
sents the amount of capacity promised to hosts of virtual
disks, whether or not it is reserved or allocated. Committed
capacity is not guaranteed to be available when needed. A
system that has committed more capacity than it can possi-
bly store is said to have “over-committed” its capacity.

[0084] In FIG. 3, the uppermost object in the logical view
is the virtual disk. It has a capacity and policies that decide
how and when that capacity is to be allocated. Each virtual
disk replica tracks allocated and reserved capacity and
storage. A visible attribute is not needed, but its existence
can be implied and used to track reserved storage. Prefer-
ably, volume occupancy and reserved storage is automati-
cally adjusted any time a virtual disk is created, deleted or
changes allocation.

[0085] Once again, bridging the gap between the logical
and physical worlds is the storage-pool hierarchy, including,
e.g., a root storage pool and child storage pools. Preferably,
each storage pool computes the sum of the allocated,
reserved, and available storage of its child storage pools. In
addition, each storage pool preferably contains a settable
attribute to track the storage committed against that storage
pool. The total storage committed attribute preferably sums
the storage committed attribute of a storage pool and its
children. Therefore, anytime a virtual disk is created, deleted
or changes allocation, the storage pool hierarchy preferably
automatically reflects those changes.

[0086] FIG. 4 is a schematic diagram that shows an
example of one storage pool hierarchy for illustrative pur-
poses. In this non-limiting example, the storage pool hier-
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archy is selected based on physical location. As previously
explained, however, the hierarchy could alternatively be
based on other attributes. In this illustration, the virtual disks
X, Y and Z reference a “root” pool, an “Americas” sub-pool
(having NA and LA sub-pools) and a “Europe” sub-pool,
respectively.

[0087] In preferred embodiments, the storage pool
becomes the focal point of space management. Whenever
new space is needed, the virtual disk replica that needs it
preferably gets its space in the storage pool associated with
that virtual disk replica. It does so by updating the storage
committed attribute of the storage pool. It can also use the
storage allocated total and storage reserved total to deter-
mine if sufficient space is available in the storage pool to
satisfy the virtual disk’s allocation policy.

[0088] In various embodiments, the model can be altered
while still taking advantage of one or more benefit of the
present invention and some objects can be eliminated in
some embodiments. For example, while the virtual disk
folder and the host folder hierarchies are helpful for man-
aging the naming of a large number of objects and are
helpful for scaling, a subset that leaves out one or more of
these objects, but preserves the separation of virtual and
physical through the use of, for example, the virtual disk, the
virtual disk replica and the storage pool hierarchy can be
employed in other embodiments. As another example, mod-
els may eliminate the virtual disk replica and move its pool
attribute to the virtual disk—e.g., if there is no need to
support disaster tolerant replication.

[0089] In addition, subsets of objects can be utilized in
independent or separate models. As one example, the virtual
disk, the virtual disk replica and the storage pool hierarchy
are objects that support the separation of the virtual and the
physical. Hence, these objects can be used in independent or
separate models. As another example, the host, the host
agent, the presented unit, the derived unit, and the virtual
disk are objects that support the flexible presentation of
virtual disks to hosts. Hence, these objects can also be used
in independent or separate models. Accordingly, embodi-
ments can be directed to these subsets of objects as well as
to other subsets or variations as would be apparent based on
this disclosure.

[0090] The object-oriented models of the present inven-
tion can be used in system implementation, customer docu-
ments, training documents, etc., and, most notably, in user
interfaces, such as graphical user interfaces (GUIs), com-
mand line interfaces (CLIs) and application programming
interfaces (APIs) involved in the management of the system.

[0091]

[0092] According to some preferred embodiments of the
invention, a controller 120, such as that illustrated in the
non-limiting examples of FIGS. 1 and 5, is connected to a
general purpose network, such as for example a WAN, the
Internet, etc., and provides a web-based management inter-
face that can be provided to a client-computer host system
with a suitable web browser. In this regard, the controller
preferably operates as a server providing the web-based
management interface. The hardware and software provid-
ing this management interface is referred to herein as a
management agent MA. Because the management agent MA
offers a web interface in these preferred embodiments, any

III. Management Using The Preferred Models
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appropriate computer system with a suitable web browser
could potentially operate as a remote management console
MC. In this case, a TCP/IP communication, for example, can
be established. The interface provided at such a remote
management console can include a graphical user interface,
a command line interface and/or any other appropriate
computer interface. The management console can thus
enable a user (e.g., a storage administrator) to manage the
virtual storage system. A storage administrator preferably
includes one or more person that is responsible for the
management and operation of the system.

[0093] The management agent MA preferably provides an
interface to the manageable objects, provides an engine for
executing extrinsic policies, and provides an interface for
controlling extrinsic policies. In preferred embodiments, the
various object models, discussed herein, describe capabili-
ties of the management agent. In addition, the management
agent may include a repository for storing historical man-
agement data, persistent state associated with extrinsic poli-
cies, etc. Preferably, the management agent also includes
general-purpose services for scheduling, event generation,
and logging.

[0094] In other embodiments, an application program-
ming interface (API) can be provided to the management
agent MA. For example, an API can be used in conjunction
with various host-side applications or the like. However, a
management console need not use the API; API is only one
example out of many potential management interfaces.

[0095] Insome embodiments, a management interface can
be provided directly at a host computer system to provide a
management interface for the host system. In some embodi-
ments, one or more of the host systems receiving storage
services from a system may be configured to issue manage-
ment commands to the system. For example, a host system
may want to make its database consistent and then request
a snapshot of the virtual disks that store its database. In
addition, once the snapshot is complete, it may want to
resume its database.

[0096] While the management console MC preferably
communicates with the management agent via an open
network, the management console can include a computer
that communicates via any appropriate communication
channel.

[0097] As shown in FIG. 5, a management agent MA may
have one or more of a variety of managing clients MC.
These may include, for example, local and/or remote man-
agement consoles, SNMP agents, and/or host systems. For
example, the system may include a Simple Network Man-
agement Protocol (SNMP) agent able to access the manage-
ment agent through a local API. This can enable manage-
ment through SNMP products like NETVIEW, etc.

[0098] The system may also include a local instantiation
of the management console communicating via a low level
local console interface. This might be useful during, for
example, initial installation, network configuration, etc.

[0099] FIG. 6 schematically illustrates that with preferred
embodiments of the present invention the workload can be
more evenly distributed across all spindles, can greatly
reduce throughput bottlenecks, and can avoid load-balanc-
ing procedures for applications and databases. FIG. 7 sche-
matically shows that the virtual storage system can provide
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a single virtual storage pool for numerous host systems (e.g.,
application servers, etc.), that the preferred embodiments
can facilitate on-line, demand driven, capacity redeployment
and that the system can facilitate on-line addition of devices
and virtual volumes. In preferred embodiments, a user (e.g.,
a storage administrator) can perform the above operations
on-line at a management console MC or other computer
interface.

[0100] The preferred embodiments of the present inven-
tion can create a system having: a single, large pool of
storage resources in which virtual disks can be instantiated;
any virtual disk that can be presented to any host attached to
the system by a management command; and/or a single
management domain.

[0101] FIGS. 8 to 15 show illustrative graphical user
interfaces that can be provided (e.g., via management con-
soles MC or the like) to facilitate management of the virtual
storage in relation to the creation of a virtual disk utilizing
a model according to the preferred embodiments of the
present invention. These figures merely show some illustra-
tive examples of how a model according to preferred
embodiments of the present invention can be presented.
Various other graphical user interfaces and/or other inter-
faces, such as command line interfaces or application pro-
gramming interfaces, could be used in other embodiments.

[0102] In the non-limiting example shown in FIG. 8,
virtual disks can be created with a wizard that leads the
customer through a series of steps. Using virtual disk
navigation, a desired folder is initially selected and a virtual
disk menu is brought down to present “new” under “virtual
disk.”

[0103] FIG. 9 shows another user screen shot that can be
provided with the wizard, requesting that the user enter a
family name for the new virtual disk.

[0104] FIG. 10 shows another user screen shot that can be
provided with the wizard, requesting that the user specify the
RAID level and the write cache policy. In one example, the
default can be parity RAID and mirrored write-back cache.
The RAID level is preferably specified early in the process
because it will affect the allocated storage. Preferably, the
RAID level and cache policy are specified together because
they both impact performance and reliability.

[0105] FIG. 11 shows another user screen shot that can be
provided with the wizard, requesting that the user provide
the capacity for the new virtual disk. In some preferred
embodiments, this step would also allow the user to select a
storage allocation policy. In some embodiments, all virtual
disks can merely be fully allocated. At this point, the system
can determine whether there is any storage pool in which a
fully allocated virtual disk of the requested size can be
created. If the user increases the capacity too high, a
message can preferably describe the capacity limit and its
relationship to the RAID level and the storage allocation
policy.

[0106] FIG. 12 shows another user screen shot that can be
provided with the wizard, requesting that the user specify the
location for the new virtual disk. Preferably, a default would
be an automatic storage pool or storage pool selection. An
automatic storage pool selection will preferably select the
largest storage pool that is compatible with the requirements
of the virtual disk. Preferably, if the customer selects manual
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storage pool selection, any storage pools that have insuffi-
cient storage will be grayed out (i.e., as non-selectable).

[0107] FIG. 13 shows another user screen shot that can be
provided with the wizard, requesting that the user specify a
derived unit for the virtual disk. Preferably, the customer can
optionally specify that the unit is to be read-only. This step
preferably selects the derived unit architecture and allows
the customer to supply a name.

[0108] FIG. 14 shows another user screen shot that can be
provided with the wizard, requesting that the user specify a
host to which the unit is presented. In some embodiments,
the user can be allowed to specify a group of hosts cataloged
in a like host folder.

[0109] FIG. 15 shows the result of creating a new virtual
disk (in the illustrated example, a virtual disk family) with
the new virtual disk in the virtual disk folder.

[0110] FIGS. 16 to 18 illustrate some exemplary naviga-
tional views that can be presented to a user (e.g., via the
management station or other interface) to facilitate manage-
ment of the storage system. In preferred embodiments, a
basic user interface will offer multiple navigation views for
addressing paradigm shifts (e.g., from physically organized
to virtually organized) and for changing from host-centric
views to storage-centric views and the like.

[0111] In the illustrative embodiment, six buttons B1 to B6
at the top of the navigation pane are provided that enable a
user to easily switch between navigation views. Again, this
is merely an illustrative case and other embodiments can
have more or less views.

[0112] FIG. 16 shows an illustrative navigation view by
virtual disk (i.e., button Bl is clicked). In this illustrative
example, two sub-systems fuweba and fuwebb are shown
and the virtual disk directories under one is open. The open
directory has three virtual disk families. The members of the
selected family are shown in the right-hand pane.

[0113] FIG. 17 shows an illustrative navigation view by
host (i.e., button BS is clicked). In this illustrative example,
as shown, virtual disks presented to a host may be shown in
a separate pane.

[0114] FIG. 18 shows an illustrative navigation view by
logical location (i.e., button B3 is clicked). Preferably,
logical locations are defined by the customer. A logical
location may, in some cases, span physical locations. As
described above, logical locations are hierarchical and are
called storage pools. An LUN is an exemplary primitive
storage pool. This picture shows two systems, fuweba and
fuwebb. Fuweba has two top-level storage pools defined, the
first of which is made up of two second-level storage pools.
At the lowest level, each LUN is a storage pool.

[0115] Although not illustrated, other navigational views
can include storage resource navigational views (i.e., button
B2), fibre topology navigational views (i.e., button B6), host
navigational views (i.e., button 5) and/or navigation by
physical devices (i.e., button 4).

[0116] FIGS. 19 to 29 illustrate some exemplary disk
management and properties views that can be presented to a
user (e.g., via the management station or other interface) to
facilitate management and selection of disk properties.
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[0117] With reference to FIG. 19, an illustrative graphical
user interface for virtual disk navigation and management is
shown. The right pane shows the contents of the virtual disk
folder. Preferably, the virtual disk folder contains either
virtual disk families or other virtual disk folders or both. The
right pane shows some basic attributes of the objects within
the virtual disk folder. In the illustrative embodiment, a
menu bar is at the top of the right pane.

[0118] With reference to FIG. 20, this illustrative interface
expands the virtual disk menu in the virtual disk folder pane.
“New” allows the creation of new virtual disk families and
folders (e.g., as described above). “Discard” allows an
empty virtual disk folder or family to be eliminated.
“Rename” allows a virtual disk folder or family to be
renamed. “Properties” displays the virtual disk folder or
family properties. Preferably, this can also be done by
double-clicking on the icon.

[0119] With reference to FIG. 21, this illustrative interface
expands the “edit” menu in the virtual disk folder pane.
“Cut” and “paste” can preferably be used to move a virtual
disk folder or family from its current folder or family to
another. Alternatively, this could also be done with drag and
drop. In this example, “cut” is grayed out because nothing is
selected within the folder and “paste” is grayed out because
nothing has been cut. Preferably, there will be no cut without
a paste being done.

[0120] With reference to FIG. 22, this illustrative inter-
face demonstrates operations that may be performed on
virtual disks in some embodiments. At the top of the virtual
disk detail pane is a menu bar that gives the customer access
to virtual disk operations on the selected virtual disk. FIG.
23 shows a list of illustrative virtual disk functions. FIG. 24
shows a list of illustrative virtual disk edit functions. For
example, cut and paste may be used to move a virtual disk
to another folder. FIG. 25 shows a list of illustrative virtual
disk configure functions.

[0121] Configure commands can be supplied for control-
ling, among other things, one or more of the following
attributes: write protected; presented; capacity; RAID Level;
caching policy; and/or consistency set membership. Prefer-
ably, most of these are virtual disk attributes that can be
additionally or alternatively managed via a properties page.

[0122] FIG. 26 shows an illustrative virtual disk proper-
ties page. This particular page shows a graphical user
interface that is a general properties page. FIG. 27 shows a
virtual disk properties page for unit access. It allows one to
create, modify and delete a virtual disk’s access control
entry (i.c., a presented unit). In this illustrative case, a
different tab is used to manage the unit protocol (i.e., derived
unit). That is, in this embodiment, derived units are created
independently of presented units and hosts. Preferably, pre-
sented units are created by selecting a host system and a
derived unit and then using the “add” button. In some cases,
only the host need be selected. In this embodiment, host
selection can be done with a host navigation hierarchy
instead of a flat host namespace. In this embodiment, there
are details of the presented unit that can advantageously be
observed and controlled. In this embodiment, this can be
done by highlighting an existing unit access entry and then
clicking on “modify.” Although not shown, another interface
can be displayed that allows the basic parameters of the
presented unit to be modified, such as, for example, the host
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system, the access and/or the derived unit. In addition, it is
preferably possible to disable a presented unit. Preferably, a
requirement for presented units includes the ability to
present a unit to all hosts within a group of hosts. In some
embodiments, to effect this, a host folder may be specified
as the host system in a presented unit. In that manner, each
host system within the host folder could be given equal
access.

[0123] FIG. 28 is an illustrative GUI screen showing a
virtual disk properties page for “unit protocol.” This can be
used to provide control over the derived unit. In some cases,
a derived unit is an abstraction that most administrators can
ignore. In this embodiment, operations enabled by this tab
can include the creation of a new derived unit, the modifi-
cation of the read-write/read-only state of an existing
derived unit, and the deletion of an existing derived unit with
a zero reference count. This page preferably also allows the
user to give a derived unit a unit name. Preferably, as with
the presented unit page, the derived unit can be modified by
highlighting a specific derived unit and then pressing
modify. Preferably, doing so can be used to reveal additional
architecture-specific attributes of the derived unit.

[0124] FIG. 29 is an illustrative GUI screen named the
“location tab” that enables the customer to manage the
location of a virtual disk. In some embodiments, an inde-
pendence constraint could be added when the pool or storage
pool selection is automatic.

[0125] While preferred embodiments of the invention
have been described, the present invention is not limited to
these preferred embodiments, but includes everything
encompassed within the scope of the appended claims and
all alterations and modifications as would be apparent to
those in the art based on this disclosure.

What is claimed is:
1. A computer system for managing virtual storage, com-
prising:

a host to be presented with virtual storage;

a virtual disk having a block-store independent of physi-
cal storage that can be presented to the host;

a host agent to provide mapping to the virtual disk from
the host;

a derived unit to add storage protocol to the virtual disk;
a presented unit to associate the virtual disk with the host;

a storage pool hierarchy to encapsulate physical storage
within a representative name space that is independent
of physical storage;

a storage controller to provide physical storage to the
storage pool;

whereby a user can flexibly present the virtual disk to the
host and change physical storage components without
affecting virtual components via a management inter-
face.

2. The system of claim 1, further including a management
interface having a graphical user interface, a command-line
interface or an application program interface.

3. The system of claim 1, further including a management
console providing an interface for a storage administrator.
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4. The system of claim 1, wherein the virtual storage is
provided by a storage area network.

5. The system of claim 1, wherein the virtual disk includes
at least one virtual disk replica.

6. The system of claim 1, wherein the storage pool
hierarchy is arranged into different categories based on user
needs.

7. The system of claim 6, wherein the categories are based
on physical location.

8. The system of claim 6, wherein each sub-pool in the
hierarchy references zero or more data containers and each
data container used for virtual storage is referenced by only
one sub-pool.

9. The system of claim 5, wherein the virtual disk replica
includes an attribute that references one sub-pool, whereby
changing the sub-pool or data containers under the sub-pool
can cause virtual disk replica storage to migrate.

10. The system of claim 1, wherein the virtual disk
includes an attribute that references one sub-pool, whereby
changing the sub-pool or data containers under the sub-pool
can cause virtual disk storage to migrate.

11. A method in a computer system for facilitating man-
agement of virtual storage in a storage area network through
separation of physical storage from virtual disks presented to
hosts whereby a user can change physical storage compo-
nents without affecting virtual components via a manage-
ment interface, comprising:

receiving via a computer interface a storage pool desig-
nation to encapsulate physical storage within a repre-
sentative name space that is independent of physical
storage; and

presenting a virtual disk, based on an attribute that ref-
erences a sub-pool, to one or more hosts.
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12. The method of claim 11, further including providing
the storage pool designation via a management station
having a computer interface.

13. The method of claim 12, further including providing
the computer interface via a graphical user interface, a
command-line interface or an application program interface.

14. The system of claim 11, further including providing
the virtual disk with at least one virtual disk replica that
includes said attribute that references a sub-pool.

15. A method in a computer system for facilitating man-
agement of virtual storage in a storage area network
whereby a user can flexibly present a virtual disk to a host,
comprising:

connecting a host to a storage area network via a host
agent capable of mapping to physical storage locations;

creating a virtual disk having a block-store independent of
physical storage that can be presented to the host;

adding storage protocol to the virtual disk using a derived
unit in response to a user protocol selection; and

associating the virtual disk with a host using a presented
unit referencing the host agent in response to a user host
selection.

16. The method of claim 15, further including providing
the user protocol selection and the user host selection via a
management console having a computer interface.

17. The method of claim 15, further including providing
the computer interface via a graphical user interface, a
command-line interface or an application program interface.

18. The method of claim 15, further including the virtual
disk having at least one virtual disk replica.
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