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The World Wide Web utilizes the client-server model
to provide a distributed hypermedia interface to the
wide variety of information sources available on the
Internet ... /12

The concept of the client-server model
is a very simple one used extensively
by the Internet ...

The Internet grew out of work funded

in the 1960's by the U.S. Defense Department's
Advanced Research Projects Agency (ARPA)
which ...
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client-hello C—+S: challenge, cipher_specs

server-hello S—C. connection-id, server_certificate,
cipher_specs

client-master-key C—~S: {master_key}server_public_key

client-finish C—+S: {connection-id,
handshake-hash}client_write_key

server-verify S—+C: {challenge}server_write_key

server-finish S—+C: {new_session_id,

handshake-hash}server_write_key

FIG. 4
client-hello C—S: challenge, session_id, cipher_specs
server-hello S—C: connection-id, server_id_hit
client-finish C—S: {connection-id,
handshake-hash}client_write_key
server-verify S—+C: {challenge}server_write_key
server-finish S—+C: {new_session_id,

handshake-hash}server_write_key

FIG. 5
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C—=S: challenge, session_id, cipher_specs

S—C: connection-id, session_id_hit

C—+S: {connection-id,
handshake-hash}client_write_key

S—C: {challenge}server_write_key

S—C: {auth_type,challenge}
server_write_key

C—+S: {cert_type,client_cert,
response_datajclient_write_key

S—~C: {new_session_id,
handshake-hash}server_write_key

FIG. 6

C—S: challenge, cipher_specs

S—+C: connection-id, server_certificate,
cipher_specs

C—+S: Y,random

C—~S: {session_key_1}master_key,
{random} session_key_1

C—S: {connection-id,
handshake-hashj}client_write_key

S—+C: {new_session_id,
handshake-hash}server_write_key
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SECURE SOCKET LAYER APPLICATION
PROGRAM APPARATUS AND METHOD

This is a continuation of Ser. No. 08/579,585 filed Aug.
25, 1995 now U.S. Pat. No. 5,657,390.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates generally to computer networks, and
more particularly, to securing private communications
between networked computers.

2. Description of the Related Art

There is an increasing need for security in communica-
tions over public and private networks. The expanding
popularity of the Internet, and especially the World Wide
Web, have lured many more people and businesses into the
realm of network communications. There has been a con-
comitant rapid growth in the transmission of confidential
information over these networks. As a consequence, there is
a critical need for improved approaches to ensuring the
confidentiality of private information.

Network security is a burgeoning field. There are well
known encryption algorithms, authentication techniques and
integrity checking mechanisms which serve as the founda-
tion for today’s secure communications. For example, public
key encryption techniques using RSA and Diffie-Hellman
are widely used. Well known public key encryption tech-
niques generally described in the following U.S. Pat. Nos:
4,200,770 entitled, Cryptographic Apparatus and Method,
invented by Hellman, Diffie and Merkle; 4,218,582 entitled,
Public Key Cryptographic Apparatus and Method, invented
by Hellman and Merkle; 4,405,829 entitled Cryptographic
Communications System and Method, invented by Rivest,
Shamir and Adleman; and 4,424,414 entitled, Exponentia-
tion Cryptographic Apparatus and Method, invented by
Hellman and Pohlig. For a general discussion of network
security, refer to Network and Internetwork Security, by
William Stallings, Prentice Hall, Inc., 1995.

In spite of the great strides that have been made in
network security, there still is a need for further improve-
ment. For example, with the proliferation of heterogeneous
network environments in which different host computers use
different operating system platforms, there is an increasing
need for a security mechanism that is platform independent.
Moreover, with the increasing sophistication and variety of
application programs that seek access to a wide range of
information over networks, there is an increasing need for a
security mechanism that can work with many different types
of applications that request a wide variety of different types
of information from a wide variety of different types of
server applications. Furthermore, as security becomes more
important and the volume of confidential network transac-
tions expands, it becomes increasingly important to ensure
that security can be achieved efficiently, with minimal time
and effort. The present invention meets these needs.

SUMMARY OF THE INVENTION

In one aspect, the invention provides a sockets application
program interface bound to a security protocol which is
layered between an application layer and transport layer. The
socket interface is widely used in network environments.
This facilitates integration of the invention into a wide range
of host machines connected to a network. Placing the
security protocol between the application layer and the
transport layer enables many different types of application
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programs to employ the new security with only slight
modification. Moreover, the security protocol can commu-
nicate with many different operating system platforms with-
out requiring operating system changes.

In another aspect, the invention provides a more efficient
handshake protocol and session key generation scheme.
When a client and server application first establish a secure
sockets connection, in accordance with the invention, they
engage in a novel handshake protocol in which they nego-
tiate security procedures, produce a master key and generate
session keys to be used to encrypt and decrypt information
transferred through the sockets connection. If there are
multiple connections between the client and server applica-
tions during a prescribed time interval, then the handshake
protocol may elect to reuse a previously negotiated master
key, thereby obviating the need to generate a new master
key, and saving time in establishing a secure connection.

These and other features and advantages of the invention
will become more apparent from the following description
of exemplary embodiments thereof, as illustrated in the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a pictorial diagram of a computer network;

FIG. 2 is an illustrative drawing of a computer of the
network of FIG. 2;

FIG. 3 is an illustrative diagram of an electronic document
with hyperlinks;

FIG. 4 illustrates client/server message flow, in accor-
dance with a present embodiment of the invention, using the
RSA protocol where no session-identifier is found;

FIG. 5 shows client/server message flow, in accordance
with a present embodiment of invention, using the RSA
protocol where there is a shared session-identifier;

FIG. 6 shows client/server message flow, in accordance
with a present embodiment of the invention, using the RSA
protocol and there is a common session-identification and
client authentication is requested;

FIG. 7 shows client/server message flow, in accordance
with a present embodiment of the invention, using a Diffie-
Hellman key exchange where there is shared session-
identification;

FIG. 8 shows a generalized representation of a typical
Internet protocol stack which resides in each host machine
(client and server) and a typical subnet protocol stack;

FIG. 9 is an illustrative view of client side and server side
application layer and transport layer programs and protocol
structures in accordance with a present embodiment of the
invention;

FIG. 10 is an illustrative view of client and server side
application layer and transport layer programs and protocol
structures which employ the Winsock DLL in conjunction
with the SSL library in accordance with an alternative
embodiment of the invention;

FIG. 11 is an illustrative view of client and server side
application layer and transport layer programs and protocol
structures which employ a variation of the Winsock DLL in
conjunction with the SSL library in accordance with another
alternative embodiment of the invention; and which employ
a variation of the Winsock DLL in conjunction with the SSL.
library in accordance with another alternative embodiment
of the present invention; and

FIG. 12 is an illustrative flow diagram showing an
example of the process involved in secure client-server
communication in accordance with a present embodiment of
the invention.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

The present invention comprises a novel process and
related computer program embodied in a computer useable
medium for ensuring private communications between
application programs running on different computers. The
following description is presented to enable any person
skilled in the art to make and use the invention. Descriptions
of specific applications are provided only as examples.
Various modifications to the preferred embodiment will be
readily apparent to those skilled in the art, and the general
principles defined herein may be applied to other embodi-
ments and applications without departing from the spirit and
scope of the invention. Thus, the present invention is not
intended to be limited to the embodiment shown, but is to be
accorded the widest scope consistent with the principles and
features disclosed herein.

A. The Client—Server Model

This section provides a general description of exemplary
host computers (client and server) and the network environ-
ment in which they operate.

FIG. 1 is an illustrative pictorial diagram of a typical well
known computer network 100 such as the Internet, for
example. The computer network 100 includes small
computers, such as computers 102, 104, 106, 108, 110 and
112 and large computers, such as computers A and B,
commonly used as servers. In general, small computers may
be “personal computers” or workstations and are sites where
a human user operates the computer to make requests for
data or services from other computers on the network. Often,
the requested data resides in the large computers referred to
as servers. In this scenario, the small computers are client
systems and the large computers are servers. In this
specification, the term “client” refers to a computer’s general
role as a requester of data or services, and the term “server”
refers to a computer’s role as a provider of data or services.
In general the size of a computer, in terms of its storage
capacity and processing capability, does not necessarily
affect its ability to act as a client or server. Further, it is
possible that a computer may request data or services in one
transaction and provide data or services in another
transaction, thus changing its role from client to server or
vice versa.

The illustrative drawing of FIG. 2 shows an exemplary
well known client computer system 140. It includes a
display device 142 (such as a monitor), a display screen 144,
a cabinet 146 (which encloses typical computer components
such as a CPU, RAM ROM, video card, hard drive, network
adapter card, serial ports, etc.), a keyboard 148, a mouse
150, and perhaps a modem 152. The modem, for example,
allows the client computer system to be connected to an
Internet network via phone lines, for example.

B. HTML Documents and HTTP

This section describes the use of identification tags to
designate hyperlinks using HTML documents and HTTP as
an example. As explained in the specification, however, the
present invention applies to other types of documents as
well, such as Adobe PDF, voice documents and motion
picture and still picture documents.

In order to make the transfer of data from one arbitrary
computer to another possible, uniform protocols have been
developed. An early attempt at creating a uniform protocol
for data transfers over the Internet is File Transfer Protocol
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4
(FTP). More recent protocols include Gopher developed at
the University of Minnesota and the World Wide Web
project which defined the HyperText Transfer Protocol
(HTTP). HTTP has been defined by an Internet Draft dated
Nov. 5, 1993 and subsequent drafts.

By providing uniform protocols so that clients may
request objects and servers may deliver objects to clients,
computers on the Internet are able to easily transfer different
types of information such as text and images. By using the
HyperText concept an efficient user interface is provided to
a human user that allows the user to discover what infor-
mation is available and to request the information.

An illustration of the HyperText concept is shown in FIG.
3. In FIG. 3, a portion of document 10 is shown. This is
symbolic of text which would appear, for example, on a
computer display screen as viewed by a user. Text portion 10
includes simple text and HyperText, the latter being text
associated with a link. In text portion 10 there are two
HyperText phrases associated with links. The first one is
“client-server model” while the second is “Internet”. The
fact that these text phrases are associated with links is
indicated by the underlining of the text phrases.

The first phrase “client-server model” is linked to text
document 12 by means of link 16. Text document 12 is a
separate document from text document 10. Text document
12 may reside in the same computer system as text document
10 or text document 12 may be in a remote location such as
in a storage device connected to a server that is geographi-
cally removed from the computer system that a user is
operating to view document 10.

In practice, links such as 16 can be implemented in a
document, such as document 10, by using a special text
format that allows embedded tags or other symbols within
the text to specify a link. These embedded tags are not
displayed to a user reading the text. One popular tag syntax
is part of the HyperText Markup Language (HTML) and
uses a Uniform Resource Locator (URL) form of addressing.
The URL is unique for each object on the network. Objects
may be text documents, images, sounds, programs or other
forms of digital data. In FIG. 3, documents 12 and 14 are text
objects pointed to by HyperText links. A HyperText link can
be specified in a number of ways with HTML’s. The use of
URLs is merely a currently popular standard way to specify
links.

Once specified, link 16 allows a user who is viewing
document 10 to easily retrieve document 12. The user is
provided with a simple and obvious indication that the
phrase “client-server model” is a HyperText link to another
document by the underlining. Since the phrase is one that is
being used in context within the document the user is
reading, the user may make a timely decision to learn more
about the subject of the HyperText phrase. For example, in
FIG. 3, the HyperText phrase “client-server model” links to
document 12 which provides a further description of a
client-server model.

A common way for the user to access document 12 while
viewing document 10 on a display screen of a computer
system is to move a pointer on the display screen by means
of an input device, such as a mouse, so that the pointer is
over the phrase “client-server model”. The user then
depresses the mouse button to “click on” the phrase. This
causes the user’s computer system to retrieve document 12
either from local storage or from a remote location con-
nected to the user’s computer via a network such as the
Internet. Once document 12 is retrieved, the user’s computer
system displays the document, or a portion of the document,
on the user’s display screen.
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Similarly, the second phrase in document 10, “Internet . .
. allows the user to access document 14 by link 20. In other
words, if the user clicks on the HyperText phrase “Internet”
document 14, or a portion of document 14, is displayed on
the user’s screen. HyperText documents can have nested
linking. Document 12 is the target of a HyperText link and
may, itself, have HyperText links within it as shown in FIG.
3 where link 18 is associated with the HyperText “Internet”
in document 12. Note that the same word or phrase may
function as a link in different documents and different
documents may link to a common document. Many varia-
tions on HyperText linking from that shown in FIG. 3 are
possible.

C. Overview of Sockets API and Secure Sockets
Layer (SSL) Interface

A current embodiment of the invention provides a security
protocol layered beneath an application protocol used by an
application program to communicate over a network. The
security protocol is implemented through a “Secure Sockets
Layer” library (the SSL library) which is bound to the
application program. The SSL library modules emulate the
widely known “sockets” application program interface
(API). The sockets API is supported by most major operat-
ing systems including UNIX and Microsoft Windows. For a
general discussion of the sockets interface, refer to, Inter-
networking with TCP/IP volume 1, by Douglas E. Comer,
Prentice-Hall, Inc. 1995, pages 335-364.

The SSL library establishes a sockets connection with an
application running on a remote computer and then performs
a security handshake. Once the security handshake is
complete, the SSL library then encrypts and decrypts all data
sent to and received from a remote host computer through
the socket connection. The SSL library is used with a
reliable transport protocol. For the UNIX Windows
environments, this is commonly provided by TCP/IP. The
sockets API also can be used to provide access to Xerox
XNS, Novell SPX/IPX and the OSI protocols as well.

The sockets API typically serves as an interface used by
applications to communicate with the TCP/IP protocol stack.
Generally, the client and server programs each invoke oper-
ating system functions that set up an association between
them referred to as a sockets connection. The client and
server applications then invoke operating system functions
to send and receive information between them over a
network, such as the Internet, in a similar manner to calling
functions to perform ordinary input/output. The information,
for example, may include graphics, data, instructions and
even computer programs. The sockets connection between
the two programs uses data structures which allow access to
TCP/IP services. The sockets API ordinarily provides a
series of system calls that application programs can invoke
to request sockets connection communication services.

More specifically, the typical approach to using sockets is
that a server application creates an open socket ready to
accept connections at a given IP address and (well known)
port. Once such a socket has been created, buffer space can
be allocated to store incoming connection requests. The
server socket ordinarily behaves as a passive endpoint
waiting for a connection request to arrive from a client. In
order for a client to send a connection request to a passive
socket, the socket must have a name. Therefore, names are
bound to sockets and are published so that a remote client
can address the named socket. To initiate a connection to a
remote socket a client application ordinarily requests a
connection and specifies a local (client) socket and a remote
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6

name as parameters. Multiple clients can use a single server
socket. Client requests can be queued in a buffer associated
with the server socket. Typically when a request is accepted
from the queue, a new socket is created and the new socket
is used as the server side connection endpoint with a client.
In this manner, a single well known port number can be used
to establish many simultaneous socket connections. A shut-
down (or close) request usually is employed to terminate a
socket connection.

Thus, in a present embodiment of the invention, an
application layer program makes sockets calls to its SSL
library which sets up a sockets connection and also ensures
security during data transmission over the network. There
are important advantages in binding a connection interface
(sockets API) plus a security protocol (described below) in
a layer between an application program layer and a transport
layer in accordance with the invention. For example, since
the sockets API is so widely used by application programs
and operating systems, the SSL’s sockets API can be
adopted for use in a broad range of network environments.
Moreover, since the SSL library of the presently preferred
embodiment of the invention, is disposed between the appli-
cation program layer and the transport layer, security can be
provided to multiple different types of applications without
significant modification to the applications themselves.
Furthermore, changes in security requirements or proce-
dures often can be more readily implemented by changing
security protocols disposed above the transport layer, which
is typically implemented as part of the operating system,
than by changing the operating system itself. As explained
above, the SSL library is layered between the application
layer programs and the operating system transport control
protocol stack. As a result, SSL security can be modified and
upgraded without changing the operating system.

D. SSL Library’s Security: Key Exchange,
Authentication and Integrity Checks

This section explains the apparatus and methods whereby
a client application and a server application ensure adequate
security during an information exchange between them.
Subsequent sections explain the details of a novel “Record
Protocol Specification” used during SSL. communications
between client and server and the details of a novel “Hand-
shake Protocol” used to establish a secure “sockets” layer
(SSL) communication channel between client and server.
The disclosure in this section references public key
algorithms, bulk ciphers, authentication processes and integ-
rity checks in general. It will be appreciated that the prin-
ciples discussed in this section can be applied to numerous
different specific instances of each of these security and
integrity check mechanisms. The section below describing
the handshake protocol provides many examples of different
combinations of public key algorithms, bulk ciphers, authen-
tication processes and integrity checks that can be employed
consistent with the invention.
RSA Key Exchange Assuming No “Session-Identifier”

Referring to FIG. 4, there is shown the message flow
during handshake protocol negotiation where RSA key
exchange is employed and no “session-identifier” is stored
in server cache. Note that at the stage at which the message
exchange in FIG. 4 begins, the client and server already have
established a “sockets” connection between them, and the
server has determined that the connection is to be a secure
connection that employs the novel SSL processes and pro-
gram control mechanisms described herein. As explained
above, the sockets API is well known. Moreover, in accor-
dance with the invention, the sockets connection is initiated
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by a client application SSL._open call to its SSL library
which is bound to the client application. The data transferred
between client and server can be encrypted/decrypted as it is
channeled through the socket. But first, before any data is
transferred, the client and the server must negotiate an
encryption technique for the data transfer, authenticate the
connected parties (server and possibly client too), and check
the integrity of the agreed upon secure connection. This
negotiation is carried out in response to the SSL__open call
through message flow of FIG. 4, which takes place using the
sockets connection previously set up as part of that same
SSL._ open call.

The client sends to the server, through the sockets
connection, a client-hello message which includes the fol-
lowing information: challenge data and cipher__specs. In the
current implementation of the invention, the challenge data
is a random number used to ensure channel integrity as
explained below. The cipher-specs indicate which bulk
ciphers are supported by the client.

The server responds to the client-hello message with a
server-hello message which includes the following informa-
tion: connection__identification, server_ certificate and
cipher_specs. The connection__identification is a randomly
generated set of bits. The server__certificate is issued to the
server through well known techniques and is used to certify
the authenticity of the server. The cipher_specs sent by the
server to the client indicate the bulk cipher to be used during
the data transfer. The bulk cipher is selected by the server
from the choices provide by the client in the ciper_specs
portion of the client-hello message. Since it is possible that
there may be multiple different ciphers supported by the
client and by the server, it is necessary for the client and
server to “negotiate” which cipher to use based upon the
available client and server ciphers. Upon receiving the
client-hello message, the server determines which server
ciphers match the available client ciphers identified in the
client cipher__specs portion of the client-hello message. The
server selects a cipher to be used to encrypt/decrypt the data
to be transmitted and indicates its choice in the cipher
specs portion of the server-hello message.

The client delivers a master key to the server in a
client-master-key message. The master key, for example,
can be a randomly generated number. The master key is used
by the client and the server to produce session keys which
will be employed to actually encrypt/decrypt the data to be
transferred through the sockets connection. The master key
is a shared secret between the client and the server. The
master key is delivered by the client to the server in
encrypted form using a key exchange encryption algorithm.
In FIG. 4, an RSA public key algorithm is employed for key
exchange.

Once the master key has been delivered to the server, the
server and the client both can independently generate the
session keys used to actually encrypt/decrypt data trans-
ferred following successful completion of the handshake
protocol. The session keys are produced using well known
techniques such as through hash functions referenced in the
sections below or some other function of the master key and
another data value. A more detailed explanation of the
session key production techniques used in the presently
preferred embodiment of the invention is provided below in
the handshake protocol section. It should be understood that,
while public key encryption techniques are used for master
key exchange, the actual encryption/decryption of data
transferred between client and server through the socket is
achieved using a well known bulk cipher, such as RC2, RC4
or IDEA, negotiated through the respective cipher specs
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components of the information exchanged in the client-hello
and server-hello messages. The selected bulk cipher uses the
session keys to encipher/decipher data and messages trans-
ferred through the socket connection.

The client sends a client-finished message which indicates
that the client is satisfied with the server. In a present
embodiment of the invention, the client-finish message
includes a hash of all of the handshake protocol messages
previously sent by the client. The hash is encrypted using the
agreed upon bulk cipher plus a session key generated by the
client, referred to in FIG. 4 as the client-write-key. Note that
the hash function also is negotiated as part of the cipher _
specs. In addition, the connection-identification previously
sent to the client by the server is transmitted to the server
with the client-finish message to authenticate the channel.
The server uses the client messages handshake hash to verify
the integrity of the communication between client and
server. This final integrity check will expose third party
intervention even if it occurred at the beginning of the
handshake protocol.

The server sends a server-finished message which indi-
cates that the server is satisfied with the client and is ready
to begin the actual data transfer through the socket connec-
tion. In a present embodiment of the invention, the server-
finish message includes a hash of all of the handshake
protocol messages previously sent by the server. The hash is
encrypted using the agreed upon bulk cipher plus a session
key generated by the server, referred to in FIG. 4 as the
server__write__key. The hash function also is negotiated as
part of the cipher specs. The server uses the server mes-
sages handshake hash to verify the integrity of the commu-
nication between client and server as explained above.

In addition, a new session__identification is sent together
with the hashandshake hash encrypted using the bulk cipher
and the server write key. This new_ session
identification is stored by both the client application and the
server application in their respective cache memories
together with the master key and the encryption algorithm
selection (cipher plus hash) so that, as explained below, the
master key can be used again in a future socket connection
between the client and the server. Note that if a client
machine, for example, is running multiple instantiations of
the application program then each instantiation will have its
own session-identification.

In a present embodiment, the session__identifications are
stored by client application and server application in a table
like the following:

session__identification table

session_ID  machine IP address master key  encryption  timer

algorithm

The server-finish message also includes the challenge data
sent by the client to the server in the client-hello message.
The challenge data is encrypted by the selected bulk cipher
using the server write key. The client decrypts the chal-
lenge data in order to verify that the key exchange has been
successful by testing the ability to encrypt and decrypt the
mutually known challenge data using the newly generated
session keys.

RSA Key Exchange Assuming a Session-Identifier Found
By Client and Server

Referring to FIG. 5, there is shown a sequence of mes-
sages transferred through the socket connection when the
client and server negotiate the handshake protocol at a time
when each stores a common session_ identification in its
respective cache memory. The session__identification for a



5,825,890

9

given handshake protocol is stored for a period of time
together with the information generated during the hand-
shake. That stored information includes the previously
agreed upon block cipher and hash function as well as the
earlier master key. A given session__identification together
with its related information is retained in cache memory in
the client and in the server for a prescribed period of time,
100 seconds in a current implementation. During that time
interval if the client application again attempts to access the
server through a new SSL library connection, then the new
connection can use the same block cipher, hash function and
master key that were negotiated during the prior handshake
protocol.

The stored session identification information advanta-
geously saves time in establishing secure sockets connec-
tions without unreasonably compromising security. The gen-
eration of session keys is a relatively time consuming task
since it involves the exchange of a master key using a
relatively slow public key algorithm. By using the previ-
ously derived session__identification information, the master
key and encryption algorithm (a block cipher plus a hash
function in the preferred embodiment), the most time con-
suming handshake steps can be avoided. This approach is
particularly beneficial, for example, in applications such as
client-server data transfers involving a client application
establishing a secure sockets connection with a secure server
over the Internet. A client application, such as a web browser
constructed in accordance with the present invention for
example, may set up a connection to a remote server in order
to retrieve information requested by a client user.

For instance, an electronic document containing hyper-
links may be displayed by the client browser application.
Whenever a user “clicks” on (or selects) portion of the
document associated with a hyperlink, another electronic
document or file or a graphic or some other remotely stored
information that corresponds to the link is retrieved over the
Internet from the server. Before the transfer can occur,
however, the handshake protocol is negotiated, and
encryption/decryption information is developed as described
above. That information is stored with the session__
identification for that connection. When that new document
(or other information) has been transferred to the client, the
SSL library causes the secure sockets connection used to
accomplish the transfer of that next document to be closed.
The session__identification information (master key, block
cipher, hash function) is stored in cache by the client and
server applications for a prescribed time intervals. If within
that time a user of that same client browser application
“clicks” on another hyperlink then the client browser appli-
cation will set up another sockets connection with the server
to satisfy this latest request. Rather than go through the
entire time consuming handshake protocol, however, the
client and server will use the previously generated and
stored session__identification information (master key, block
cipher, hash function) to secure data transfer through the
new socket set up by the SSL library to satisty this latest
request.

It will be appreciated that as each subsequent client
request is made to the secure server, a new session__
identification with a new interval timer is stored in the client
cache memory and in the server cache memory. Thus, the
same block cipher, master key and hash functions can be
used for multiple secure sockets connections, even when the
connections occur over a time interval which is extends
beyond the prescribed interval of the original connection for
which the session_identification information was
negotiated, provided that there is no time gap between any
two requests that exceeds the prescribed time interval.
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Referring to FIG. 5 in step_the client-hello message
sends a session__identification which identifies previously
stored security information (master key, block cipher, hash
function) together with challenge data and cipher_ specs.
The server-hello message sends a connection__identification
together with a session__identification__hit indication. Since
the has been a hit, there is a match between a session__
identification stored in the client cache and a session__
identification stored in the server cache. This means that
there was a previous secure sockets connection between the
client application and the server application, and that the
session__identification information negotiated and stored in
conjunction with that prior connection still is available for
use with this later connection. Therefore there is no need to
negotiate a cipher__specs or to generate and a new master
key or to generate new session keys. The remaining steps in
FIG. 5 are identical to the corresponding steps in FIG. 4.
Note that a new session__identification is delivered in the
server-finish message. This new session__identification sup-
plants the prior session__identifications which matched.
RSA Key Exchange Assuming Session-Identification Match
and Client Authentication

In FIG. 6 the first four messages, client-hello, server
hello, client-finish and server-verify are identical to the first
four messages in FIG. 5. However, the server sends a
request-certificate message which includes authentication__
type and challenge data encrypted with the server_ write key
(one of the earlier agreed upon master keys). The
authentication-type specifies an encryption technique to be
used to authenticate the client; several authentication tech-
niques can be supported by a current embodiment of the
invention as explained in a following section. The challenge
data is used in the authentication process. A client-certificate
message is sent by the client to the server. The client-
certificate message includes certificate type, client
certificate and response_ data, all of which are encrypted
using the client write_ key (one of the earlier agreed upon
master key). Several certificate types, described below, are
supported by the current embodiment. The certificate__type
indicates which one has been employed. The client_
certificate contains the data defined by the certificate__type
value. The response data contains authentication response
data which is a function of the authentication__type sent by
the server in the request-certificate message. The final step
is the same as the final steps in FIGS. 4 and 5.
Diffie-Hellman Key Exchange Assuming No Session-
Identification

FIG. 7, illustrates a Diffie-Hellman (DH) key exchange in
accordance with a current implementation of the present
invention. The client-hello and the server-hello messages,
are the same as the corresponding messages in FIG. 4. Also,
the client-finish message and the server-finish message are
the same as corresponding messages in FIG. 4. In a present
implementation of a DH key exchange, a “Y” value and a
random number are delivered by the client to the server in
a client-dh-key message. The Y value is a public number
which corresponds to a secret number which is the result of
an exponentiation process. The Y value and the random
number are used by both client and server to generate a new
randomized key. In a DH key exchange, both sides in the
exchange independently generate the same master key. The
client-session-key message delivers the session_key_ 1
encrypted by a master key.

The client-session-key message__also delivers the random
number encrypted by the session_key_ 1. This encrypted
random number is important in hardware to implementations
of the DH exchange.
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E. SSL Library’s Sockets API
Overview of Internet Architecture

Referring to FIG. 8, there is a generalized illustrative
representation of a typical protocol stack which resides in
each host machine (client and server) connected to the
Internet. Also shown is the encapsulation and decapsulation
of a typical program data unit (PDU) (or message) as it
travels from one host to another through the Internet. The
application layer security mechanisms and processes of the
present invention ordinarily operate in an Internet
environment, although the invention can be practiced in
different network environments as well.

The typical Internet protocol stack includes five network
“layers”. Note that the Internet model lacks the presentation
and session layers that are proposed in the International
Standards Organization (ISO) Open Systems Interconnec-
tion (OSI) Reference Model. During client-server
communications, information to be transferred from the
server to the client, for example, is first transferred from
server application layer computer programs down to the
server transport layer. Next, the information is transferred
down through network, data link and physical layers that
may be associated with the server, and then up through
physical, data link and network layers that may be associated
with the client. Information transfer down and back up
through these lower three layers may involve transfers
through a communication subnet which may include routing
devices as illustrated. The information then continues its trip
up through the client transport layer to the client application
layer. The transfer of information in the opposite direction,
from client to server, involves a similar layer by layer
transfer but in the opposite direction, starting with the client
application layer and ending with the server application
layer. Those skilled in the art will appreciate that there are
various different protocols that can be used to implement the
different protocol layers, and that many variations of the
basic network model are possible. For a discussion of well
known network architectures and the typical functions asso-
ciated with the various layers within the architecture refer to,
Network Management Standards SNMP, CMIP, TMN, MIBs
and Object Libraries, Second Edition, by Uyless Black,
McGraw-Hill, Inc., 1994. Also see, Computer Networks,
Second Edition, by Andrew S. Tanenbaum, Prentice-Hall,
Inc., 1989.

Focus on Application and Transport Layer Security

In FIG. 9, there is an illustrative drawing providing a more
detailed view of client side and server side application layer
and transport layer programs and protocol structures used
during client-server network communications in accordance
with a current embodiment of the invention. The client and
server application layers each include SSL libraries which
cooperate to provide an application program interface which
encrypts and decrypts information passed between different
client and server application programs through a transport
layer socket connection. The client application layer, for
example, may include any of numerous types of computer
programs which rely upon client-server network connec-
tions. For example, the client application might be a network
browser application used to provide user access to the World
Wide Web. Alternatively, for instance, the client application
might be employed for financial transactions involving
credit card or home banking. It should be appreciated that
these are but a few sample types of application programs that
require security when involved in information transfer using
a client-server network connection. The server application
layer, for example, may include an HTTP server which
provides information to a client browser application in
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response to a client request. In a present embodiment, the
client application layer may includes multiple application
layer protocols used during transfers of information in
connection with different categories of applications. For
example, in a present embodiment of the invention, a client
application may employ HTTP, network news transfer pro-
tocol (NNTP), file transfer protocol (FIP), and Telnet. Each
different application protocol is used in communications
involving different server applications. For example, NNTP
is used to access certain news sources over the Internet; FTP
can be used for file transfers over the Internet; and a Telnet
can be used for remote login over the Internet.

An SSL library provides a sockets API that other appli-
cations can call to encrypt and decrypt information passed
through a socket connection. Moreover, in a current embodi-
ment of the invention, both the client and the server include
operating system services which implement respective client
and server transport layer protocols that use socket type
connections. These built in transport layer operating system
services may be an integral part of the client and server
operating systems. That is generally the case, for example,
with the UNIX operating system.

Alternatively, for example, the present invention may be
practiced in a host (client or server) environment in which
transport layer socket connection services are implemented
as part of an application layer dynamic link library (DLL),
such as Winsock for instance, which runs on top of a
Windows operating system. Winsock is a DLL which pro-
vides a socket application program interface, but it does not
provide the socket layer security.

The illustrative drawing of FIG. 10 shows client and
server side application layers and transport layers which
employ the Winsock DLL in conjunction with the SSL
library in accordance with an alternative embodiment of the
present invention. In operation, for example, a client appli-
cation calls Winsock to request a socket connection to a
server application. Winsock, in turn, calls the SSL library
and requests a connection to the server application. The SSL
library then calls the operating system protocol stack and
establishes the socket connection with the server side. The
client side and server side SSL libraries negotiate security.
Once a security scheme has been agreed upon, the client side
SSL library returns a message to Winsock indicating that a
socket connection is available. Winsock, in turn, returns a
message to the calling client application indicating that a
socket is ready. The client then can proceed to communicate
with the server application through Winsock and the SSL
library using the secure socket connection set up by the SSL
library.

The illustrative drawings of FIG. 11 shows client and
server side application layers and transport layers which
employ a variation of the Winsock DLL in conjunction with
the SSL library in accordance with another alternative
embodiment of the present invention. Winsock has been
modified to incorporate the SSL library functionality into a
new DLL referred to herein as the Winsock/SSL.__library. In
operation, for example, a client application calls Winsock/
SSL__library to request a socket connection to a server
application. The Winsock/SSL_ library, in turn, calls the
operating system protocol stack and establishes the socket
connection with the server side. The client side and server
side Winsock/SSL_ libraries negotiate security. Once a
security scheme has been agreed upon, the client side
Winsock/SSL_ library returns a message to the calling client
application indicating that a socket is ready. The client then
can proceed to communicate with the server application
through the Winsock/SSL__library using the secure socket
connection.
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SSL Library’s Sockets API

Briefly summarized, in a present embodiment, the appli-
cation program interface provided by the SSL library
includes the following calls: SSL__open, SSL_ write, SSL__
read and SSL_ close.

SSL open

When an application calls SSL._ open, the SSL library to
make a request to the operating system transport layer
service to open a socket connection. The handshake protocol
takes place between the client side and server side SSL
libraries. The handshake results in an encryption scheme
agreed upon by the client and server side SSL libraries. Once
the handshake has been successfully completed, the SSL
library returns a message to the calling application indicat-
ing that a socket connection has been opened.

SSL write

When an application calls SSL_ write, the SSL library
encrypts the information presented to it by the application
using the agreed upon encryption scheme. The SSL library
then calls the operating system transport layer service and
requests a write of the encrypted message to a server
designated by the calling application using the socket con-
nection created during SSL._ open.

SSL read

When a host (client or server) that monitors a port
designated for SSL library communications receives a
message, the application calls SSL.__read which invokes the
SSL library which then decrypts the message, and passes the
decrypted message to the application.

SSL close

When a transfer of information through a socket connec-
tion created by an SSL_ open call is finished or an error
condition occurs, SSL_ close is called by either the client or
the server. The SSL library that receives SSL_ close sends a
message instructing the operating system transport layer
service to close the socket connection. Note that whenever
an error is detected during information transfer, either during
handshake protocol or actual data transfer, SSL_ close is
called by the host (client or server) that discovers the error.
This is a security precaution.

Thus, the SSL library decrypts information before sending
it to an application program, and encrypts information after
receiving it from an application program. Conversely, the
SSL library encrypts information before sending it to a
transport layer socket connection, and decrypts information
after receiving it from a transport layer socket connection. In
other words, the SSL library only sends and receives clear
(unencrypted) information to and from application
programs, and the SSL library only sends and receives
encrypted information to and from a socket connection. In
essence, the apparatus and method of the present invention
redirects client-server information transfers between appli-
cation layer and transport layer so that the information
passes through an encryption/decryption mechanism imple-
mented as client side and server side SSL libraries. The
operation of the security mechanisms and processes of the
present invention will become more apparent from the
following explanation of the flow diagram of FIG. E3.

F. An Example of the SSL Library in Action

FIGS. 12A—C illustrates the operation of the application
layer and transport layer programs and protocols of FIGS. 9
and 8 during client-server communications in accordance
with a present embodiment of the invention. For the purpose
of explaining the FIG. 12A—-C flow diagram, it is assumed
that the client application is a network browser and that the
server application is an HTTP server. However, it should be
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appreciated that the invention can be employed with other
types of client and server applications. Furthermore, the
invention can be practiced with a host that employs an
application layer DLL, such as Winsock, which provides a
socket application program interface to host applications.

In FIG. 12A-C a user of a client browser application
program, for example, may wish to access additional infor-
mation (text, graphics, or sound, etc.) that relates to certain
text or an image or an icon displayed on a client computer
screen. Referring to FIG. 3, for instance, the client computer
screen at first might display the illustrated text describing the
World Wide Web. Embedded in the text is the word,
“Internet”, which is highlighted through underlining and
bolding. The highlighting indicates to the user that the word,
“Internet”, corresponds to a hyperlink that can be used to
access a related electronic document that provides more
information about the Internet. When the user “clicks” on (or
selects) the word “Internet”, the client application retrieves
from the electronic document a URL such as,
HTTP:\\HOME.NETSCAPE.COM\FILENAME.HTML,
for example, with a header that identifies a server that has the
additional information about the “Internet” sought by the
user. In practice, for example, the electronic document may
contain an HTML hyperlink tag that is used to set up a
client-server relationship in which the sought after “Inter-
net” information stored by a server will be provided to the
client application in response to the user’s “clicking” on the
word “Internet” in the electronic document.

Although this example is cast in terms of a document
having an HTML format, the invention may be practiced
with documents or files using different formats. That is, a
prefix (like HTTPS), marker or name can be added to the
URL, or other network address indicator, of almost any file
or document to indicate that it is to be made “secure” in
accordance with the invention. For example, a JPEG, GIF,
MPEG, Postscript or voice files, or almost any hypermedia
document can be made secure using the apparatus and
methods of the invention.

Note that even the act of opening an electronic document
may involve creating multiple socket connections in order to
gather information to be displayed as part of the document.
For example, document text may be retrieved from one
server, and each graphics image in the document may be
retrieved from another server. The information in the docu-
ment may be highly confidential. Hence, each of the con-
nections used to open the document in the first place can be
protected through encryption in accordance with the present
invention. Moreover, once the document is displayed, it may
contain hyperlinks to yet other information (text, graphics,
sound, etc.). It is just such a hyperlink that is the subject of
the example illustrated in FIG. 12A-C.

Referring again to FIG. 12A-C, the client application
calls SSL._open to request a socket connection with the
server identified in the URL associated with the highlighted
selected word “Internet”. In this example, the HTTPS header
in the URL indicates that the server is a secure HTTP server.
The “S” suffix in the header syntax indicates that the
connection is to be a secure connection, and that the appli-
cation should invoke the SSL library. The absence of an “S”
from the header syntax, that is a normal HTTP header, would
indicate that the connection need not be secure, and that the
SSL library need not be invoked. Thus, the HTTPS header
indicates to the application that the SSL library is to be
called to provide a secure HTTP transfer. Note that the
protocol known as HTTP itself is not altered or modified.
Rather, information transferred between client and server
applications is encrypted/decrypted in transit using the client
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side and server side SSL libraries. In effect, the SSL libraries
provide an additional security layer between application and
transport layers.

It will be appreciated that a URL prefix or suffix or similar
identifier can be employed to indicate to an application
program that the SSL library should be invoked in connec-
tion with other types of client-server transfers as well. For
example, an FTP transfer can be made secure by inserting a
marker such as, “FTPS”, in a URL to indicate that the
application should call the SSL library to accomplish the
transfer. The client side and server side SSL libraries handle
security while the FTP application remains unchanged. The
same can be done with NNTP or Telnet transfers, for
example. In each case, the client and server SSL libraries set
up a secure socket connection through which all information
is passed in encrypted form.

In response to SSL.__open, the client SSL library calls the
appropriate client operating system service requesting a
socket connection with the HTTP server identified in the
URL. It will be appreciated that different client computers
may employ different operating systems, such as UNIX or
‘Windows, for instance.

The client and the server establish a socket connection
between them. At this point in the SSL__open process, the
socket connection is not yet a secure one. Rather, it is a
typical connection of the general type that the client oper-
ating system would set up in response to an application
request to open a socket connection. More specifically, the
client operating system transport layer service, over a net-
work architecture of the general type disclosed in FIG. 8,
communicates with the corresponding operating system
service transport layer service of the designated HTTP
server to establish a client endpoint and a server endpoint for
a transport layer socket connection. The client endpoints are
defined by a combination comprising IP address (or DNS
name) and port number. A TCP message header typically
contains a port number which indicate the source and
destination ports of a message. The lower level protocols
carry the IP address. A host (client or server) can determine
whether or not a message is encrypted based upon the port
numbers in the TCP header.

When the client and server operating system services have
established the socket connection described above, the client
operating system returns a message to the SSL library
indicating successful connection. The client side SSL library
and the server side SSL library then engage in a handshake
protocol in accordance with the invention using the socket
connection that has been established by the client and server
operating system services. During the handshake procedure,
for example, encryption/decryption precautions are
negotiated, the server is authenticated and the integrity of the
socket security is checked. A detailed explanation of the
handshake protocol is provided elsewhere in this specifica-
tion. Once the handshake procedure has been successfully
completed, the client SSL library returns to the client appli-
cation a message indicating the HTTP server endpoint of the
socket connection. Meanwhile, the server side SSL library
listens on the endpoint port.

Next, continuing with the above example, the client
application sends an SSL_ write to the client side SSL
library with a message addressed to the designated server
endpoint requesting the information relating to the selected
word “Internet” that appeared in the electronic document. In
response to the SSL_ write, the client side SSL library
encrypts the client application message using an encryption/
decryption scheme agreed upon for the connection during
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the handshake negotiation process. The client side SSL then
calls the client operating system transport layer service with
a request to send the encrypted message addressed to the
HTTP server endpoint using the socket connection created
during the SSL__open. The client operating system sends the
encrypted client application request over the network to the
HTTPS server endpoint. Note that the information trans-
ferred through the socket connection is secure since it was
encrypted before it entered the socket using the agreed upon
SSL library encryption procedures.

Upon receipt of the encrypted client application message
addressed to the designated server port number, the server
calls SSL._read invokes the SSL library decryption routines
which then decrypt the received message using the agreed
upon decryption scheme. Basically, the server knows that
any message sent to the designated server port number is a
message that requires decryption. Whenever a message
arrives on a server port number designated during the
SSL_ open process, the server calls SSL._ read to decrypt
the received message. Once decrypted, the message is
passed over to the server application. The HTTP server
retrieves the information requested by the client application
message.

As explained above, there is a session__identification
table stored for each client-server socket connection which
indicates the master key, cipher and hash for the session.
This session_ identification information is used as context
for the present secure socket connection, and as explained
above, may be reused in later connections.

When the server has retrieved the requested information,
it then calls the server SSL library with an SSL_ write
requesting delivery of the requested information to the client
side endpoint. The server side SSL library encrypts
information, and then calls the server operating system
transport layer service and requests a write of the encrypted
message to the designated client endpoint. The server side
operating system transport layer service handles the request
and delivers the message to the client application endpoint.

Upon receipt of the encrypted server message addressed
to the designated client port number, the client application
calls SSL_ read to invoke the SSL library decryption rou-
tines which then decrypt the received message using the
agreed upon decryption scheme. The client side SSL library
then delivers the decrypted HTTP server message to the
client application.

Finally, the client application displays on the client dis-
play screen information corresponding to the selected word,
“Internet”, which was retrieved from the HTTPS server. T he
server calls SSL__close to close the socket connection when
it has finished sending the requested information.

G. Record Protocol Specification

In this section, additional details are provided concerning
SSL record formats, handshake protocols and security tech-
niques employed by a presently preferred embodiment of the
invention.

SSL Record Header Format

In SSL, all data sent is encapsulated in a record, an object
which is composed of a header and some non-zero amount
of data. Each record header contains a two or three byte
length code. If the most significant bit is set in the first byte
of the record length code then the record has no padding and
the total header length will be 2 bytes, otherwise the record
has padding and the total header length will be 3 bytes. The
record header is transmitted before the data portion of the
record.
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Note that in the long header case (3 bytes total), the
second most significant bit in the first byte has special
meaning. When zero, the record being sent is a data record.
When one, the record being sent is a security escape (there
are currently no examples of security escapes; this is
reserved for future versions of the protocol). In either case,
the length code describes how much data is in the record.

The record length code does not include the number of
bytes consumed by the record header (2 or 3). For the 2 byte
header, the record length is computed by (using a “C” like
notation):

RECORD-LENGTH=((byte[ 0]&0x7f)<<8))|byte[1];
Where byte[ O] represents the first byte received and byte[1]
the second byte received. When the 3 byte header is used, the
record length is computed as follows (using a “C”-like
notation):

RECORD-LENGTH=((byte[ O]&0x3f)<<8))|byte[1];

IS-ESCAPE=(byte[ 01&0x40)!=0;

PADDING=byte[2];

The record header defines a value called PADDING. The
PADDING value specifies how many bytes of data were
appended to the original record by the sender. The padding
data is used to make the record length be a multiple of the
block ciphers block size when a block cipher is used for
encryption.

The sender of a “padded” record appends the padding data
to the end of its normal data and then encrypts the total
amount (which is now a multiple of the block cipher’s block
size). The actual value of the padding data is unimportant,
but the encrypted form of it must be transmitted for the
receiver to properly decrypt the record. Once the total
amount being transmitted is known the header can be
properly constructed with the PADDING value set appro-
priately. The receiver of a padded record decrypts the entire
record data (sans record length and the optional padding) to
get the clear data, then subtracts the PADDING value from
the RECORD-LENGTH to determine the final RECORD-
LENGTH. The clear form of the padding data must be
discarded.

SSL Record Data Format

The data portion of an SSL record is composed of three
components (transmitted and received in the order shown):

MAC-DATA[MAC-SIZE]

ACTUAL-DATA [N]

PADDING-DATA [PADDING]

ACTUAL-DATA is the actual data being transmitted (the
message payload). PADDING-DATA is the padding data
sent when a block cipher is used and padding is needed.
Finally, MAC-DATA is the “message Authentication Code”.

‘When SSL records are sent in the clear, no cipher is used.
Consequently the amount of PADDING-DATA will be zero
and the amount of MACDATA will be zero. When encryp-
tion is in effect, the PADDING-DATA will be a function of
the cipher block size. The MAC-DATA is a function of the
CIPHER-CHOICE (more about that later).

The MAC-DATA is computed as follows:

MAC-DATA:=HASH[SECRET, ACTUAL-DATA,

PADDING-DATA, SEQUENCE-NUMBER]

Where the SECRET data is fed to the hash function first,
followed by the ACTUAL-DATA, which is followed by the
PADDING-DATA which is finally followed by the
SEQUENCE-NUMBER. The SEQUENCE-NUMBER is a
32 bit value which is presented to the hash function as four
bytes, with the first byte being the most significant byte of
the sequence number, the second byte being the next most
significant byte of the sequence number, the third byte being
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the third most significant byte, and the fourth byte being the
least significant byte (that is, in network byte order or “big
endian” order).

MAC-SIZE is a function of the digest algorithm being
used. For MD2 and MDS5 the MAC-SIZE will be 16 bytes
(128 bits).

The SECRET value is a function of which party is sending
the message and what kind of key exchange algorithm/
cipher was chosen.

For the non-token key exchange algorithms (e.g. RSA,
DH):

If the client is sending the message then the SECRET is
the CLIENT-WRITE-KEY (the server will use the
SERVER-READ-KEY to verify the MAC). If the client is
receiving the message then the SECRET is the CLIENT-
READ-KEY (the server will use the SERVER-WRITE-KEY
to generate the MAC).

For the token key exchange algorithms (e.g. RSA-
TOKEN, DH-TOKEN, FORTEZZA-TOKEN):

The SECRET value is the RANDOM-NUMBER from the
CLIENT-SESSION-KEY message. The value is used iden-
tically by the client and the server for both sending and
receiving.

The SEQUENCE-NUMBER is a counter which is incre-
mented by both the sender and the receiver. For each
transmission direction, a pair of counters is kept (one by the
sender, one by the receiver). Every time a message is sent by
a sender the counter is incremented. Sequence numbers are
32 bit unsigned quantities and must wrap to zero after
incrementing past OxXFFFFFFFF.

The receiver of a message uses the expected value of the
sequence number as input into the MAC HASH function
(the HASH function is chosen from the CIPHER-CHOICE).
The computed MAC-DATA must agree bit for bit with the
transmitted MAC-DATA. If the comparison is not identity
then the record is considered damaged, and it is to be treated
as if an “1/0 Error” had occurred (i.e. an unrecoverable error
is asserted and the connection is closed).

A final consistency check is done when a block cipher is
used and the protocol is using encryption. The amount of
data present in a record (RECORD-LENGTH))must be a
multiple of the cipher’s block size. If the received record is
not a multiple of the cipher’s block size then the record is
considered damaged, and it is to be treated as if an “1/0
Error” had occurred (i.e. an unrecoverable error is asserted
and the connection is closed).

The SSL Record Layer is used for all SSL
communications, including handshake messages, security
escapes and application data transfers. The SSL Record
Layer is used by both the client and the server at all times.

For a two byte header, the maximum record length is
32767 bytes. For the three byte header, the maximum record
length is 16383 bytes. The SSL. Handshake Protocol mes-
sages are constrained to fit in a single SSL Record Protocol
record.

Application protocol messages are allowed to consume
multiple SSL Record Protocol record’s.

Before the first record is sent using SSL all sequence
numbers are initialized to zero. The transmit sequence
number is incremented after every message sent, starting
with the CLIENT-HELLO and SERVER-HELLO messages.
Out of Band Data

SSL Version 3 supports the transmission and reception of
“out of band data”. Out of band data is normally defined at
the TCP/IP protocol level, but because of SSL’s privacy
enhancements and support for block ciphers, this becomes
difficult to support.
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To send out-of-band data, the sender sends an escape
record whose body contains a single byte of data indicating
the escape type code:
char escape-tee-code

The escape-type-code value should be SSL.__ET__OOB__
DATA. The record following the escape record will be
interpreted as “out-of-band” data and will only be made
available to the receiver through an unspecified mechanism
that is different than the receivers normal data reception
method. The transmitted data record and the escape record
are transmitted normally (i.e. encryption, MAC
computations, and block cipher padding remain in effect).

Note that the escape record and the following record are
sent using normal TCP sending mechanisms, not using the
“out of band” mechanisms.

H. Handshake Protocol

In this section, additional details are provided concerning
the SSL handshake protocol and security techniques
employed by a presently preferred embodiment of the inven-
tion.

Protocol Flow

The handshake protocol includes several phases. In a
present embodiment of the invention, the first phase is the
“hello” phase which is used to define the capabilities of the
client and server and to agree upon a set of algorithms to use
for privacy and authentication. The first phase also allows
for the discovery of a “session-identification”, and if present,
to skip some of the successive phases. The following mes-
sages are exchanged in the hello phase:

CLIENT-HELLO

SERVER-HELLO

The second phase is the key exchange phase during which
key material is exchanged between the client and server. The
key exchange results in the client and server sharing a master
key. The following are exchanged in the key exchange
phase:

CLIENT-MASTER-KEY

CLIENT-DH-KEY

The third phase is the session key production phase in
which the actual session keys that will be used during the
current communication session are produced. The following
are exchanged in he session key production phase:

CLIENT-SESSION-KEY

The fourth phase is the server-verify phase which, in the
current embodiment, is used only when the RSA key
exchange algorithm is used. This phase verifies the server’s
discovery of the master key and subsequent generation of
the session keys.

The following messages are exchanged in the server
verify phase:

SERVER-VERIFY

The fifth phase involves client authentication. This phase
is used only for key exchange algorithms that do not
authenticate the client. Currently, only the RSA key
exchange algorithm fails to authenticate the client. The
following messages are exchanged in the client authentica-
tion phase:

REQUEST-CERTIFICATE

CLIENT-CERTIFICATE

The sixth phase is the final phase during which both sides
of the conversation exchange “finish” messages. The fol-
lowing messages are exchanged in the finished phase:

CLIENT-FINISHED

SERVER-FINISHED
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Errors

Error handling in the SSL Handshake protocol is very
simple. When an error is detected, the detecting party sends
a message to the other party. Errors that are not recoverable
cause the client and server to abort the secure connection.
Servers and client are required to “forget” any session
identifiers associated with a failing connection.

The SSL. Handshake Protocol defines the following
€ITOrS:

NO-CIPHER-ERROR

The above error is returned by the client to the server
when it cannot find a cipher or key size that it supports that
is also supported by the server. This error is not recoverable.
NO-CERTIFICATE-ERROR

When a REQUEST-CERTIFICATE message is sent, the
above error may be returned if the client has no certificate to
reply with. This error is recoverable (for client authentica-
tion only).

BAD-CERTIFICATE-ERROR

The above error is returned when a certificate is deemed
bad by the receiving party. Bad means that either the
signature of the certificate was bad or that the values in the
certificate were inappropriate (e.g. a name in the certificate
did not match the expected name). This error is recoverable
(for client authentication only).
UNSUPPORTED-CERTIFICATE-TYPE-ERROR

The above error is returned when a client/server receives
a certificate type that it can’t support. This error is recov-
erable (for client authentication only).

Handshake Protocol Messages

Handshake protocol messages are encapsulated using the
“SSL Record Protocol”. The messages are composed of two
parts: a single byte message code and some data. The client
and server exchange messages until both sides have sent
their “finished” message, indicating that they are satisfied
with the handshake protocol conversation. While one end of
the conversation may have finished, the other end may not.
Therefore, the finished end must continue to receive proto-
col handshake messages until it receives a “finished” mes-
sage from its peer.

After the pair of session keys has been determined by each
party, the message bodies are encrypted. For the client, this
happens after it verified the session-identifier or creates a
new master key and has sent it to the server. For the server,
this happens after the session-identifier is found to be good,
or the server receives the client’s master key message.
The following notation is used in the preferred embodiment
for SSLHP messages:

char MSG-EXAMPLE

char FIELD1

char FIELD2

char THING-MSB

char THING-LSB

char THING-DATA[(MSB<<8)|LSB];

This notation defines the data in the protocol message,
including the message type code. The order is presented top
to bottom, with the top most element being transmitted first,
and the bottom most element transferred last.

For the “THING-DATA” entry, the MSB and LSB values
are actually THING-MSB and THING-LSB (respectively)
and define the number of bytes of data actually present in the
message. For example, if THINGMSB were zero and
THING-LSB were 8 then the THING-DATA array would be
exactly 8 bytes long. This shorthand is used below.

Length codes are unsigned values, and when the MSB and
LSB are combined the result is an unsigned value. Unless
otherwise specified lengths values are “length in bytes”.
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ERROR Message
The ERROR message may be sent clear or encrypted. The
error message may be sent in a number of the Handshake
Protocol phases. Its format is:
char MSG-ERROR
char ERROR-CODE-MSB

char ERROR-CODE-LSB

This message is sent when an error is detected. If the
message is sent after session-key have been negotiated then
the message is sent encrypted, otherwise it is sent in the
clear. Also, if the error is unrecoverable then the sender shuts
down its connection after sending the error. In a similar
fashion the receiver will close its connection upon receipt of
an unrecoverable error.

“Hello” Phase Messages

The “Hello” phase messages are used by client and server
inform of security and encryption capabilities. The security
and encryption information is contained the CIPHER-
SPECS data passed initially from the client to the server.
This data defines the kinds of security and encryption
algorithms that the client can support. The data is made
available to the server in the CLIENT-HELLO message. The
CIPHER SPECS contain the key exchange algorithms sup-
ported by the client in server and the certificate types
supported by the client. The server is required to examine the
CIPHER-SPECS sent by the client and remove any that it
does not support and any that it chooses not to support. In
addition, for SSL version 3, the server is required to choose
a single key exchange algorithm from the choices provided
by the client.

The encryption and security capabilities that are resolved by
the “Hello” phase messages are:

The key exchange algorithm and certificates for each
endpoint (the client’s certificate is optional).

The symmetric cipher algorithm the session-key(s) for it
and any key argument data.

The hash function used for MAC computations handshake
hash computation and session key production.
Client-Hello

The client-hello message is sent in the clear. The form of
the client-hello message is as follows:

char MSG-CLIENT-HELLO

char CLIENT-VERSION-MSB

char CLIENT-VERSION-LSB

char CIPHER-SPECS-LENGTH-MSB
char CIPHER-SPECS-LENGTH-LSB

char SESSION-ID-LENGTH-MSB

char SESSION-ID-LENGTH-LSB

char CHALLENGE-LENGTH-MSB

char CHALLENGE-LENGTH-LSB

char CIPHER-SPECS-DATA[(MSB<<8)|LSB]
char SESSION-ID-DATA[(MSB<<8)|L.SB]

char CHALLENGE-DATA[(MSB<<8)|LSB]

When a client first connects to a server it is required to
send the CLIENT-HELLO message. The server is expecting
this message from the client as its first message. It is an error
for a client to send anything else as its first message.

The client sends to the server its SSL version (currently
there are several versions of the novel SSL), its cipher specs
(see below), some challenge data, and the session-identifier
data. The session-identifier data is only sent if the client
found a session-identifier in its cache for the server, and the
SESSION-ID-LENGTH will be non-zero. When there is no
session-identifier for the server SESSION-ID-LENGTH
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must be zero. The challenge data is used to authenticate the
server. After the client and server agree on a pair of session
keys, the server returns a SERVER-VERIFY message with
the encrypted form of the CHALLENGE-DATA

Also note that the server will not send its SERVER-
HELLO message until it has received the CLIENT-HELLO
message. This is done so that the server can indicate the
status of the client’s session-identifier back to the client in
the servers first message (i.e. to increase protocol efficiency
and reduce the number of round trips required).

The server examines the CLIENT-HELLO message and
will verify that it can support the client version and one of
the client cipher specs. The server can optionally edit the
cipher specs. removing any entries it doesn’t choose to
support. The edited version will be returned in the SERVER-
HELLO message if the session-identifier is not in the
server’s cache.

The CIPHER-SPECS-LENGTH must be greater than
zero and a multiple of 3. The SESSION-ID-LENGTH must
either be zero or 16. The CHALLENGE-LENGTH must be
greater than or equal to 16 and less than or equal to 32.

This message must be the first message sent by the client
to the server. After the message is sent the client waits for a
SERVER-HELLO message. Any other message returned by
the server (other than ERROR) is disallowed.
Server-Hello

The SERVER-HELLO message is sent in the clear. The
format of the SERVER-HELLO message is as follows:

char MSG-SERVER-HELLO

char SESSION-ID-HIT

char CERTIFICATE-TYPE

char SERVER-VERSION-MSB

char SERVER-VERSION-LSB

char CERTIFICATE-LENGTH-MSB

char CERTIFICATE-LENGTH-LSB

char CIPHER-SPECS-LENGTH-MSB

char CIPHER-SPECS-LENGTH-LSB

char CONNECTION-ID-LENGTH-MSB

char CONNECTION-ID-LENGTH-LSB

char CERTIFICATE-DATA[MSB<<8)|LSB]

char CIPHER-SPECS-DATA[MSB<<8)|LSB]

char CONNECTION-ID-DATA[MSB<<8)|LSB]

The server sends this message after receiving the clients
CLIENT-HELLO message. The server returns the
SESSION-ID-HIT flag indicating whether or not the
received session-identifier is known by the server (i.e. in the
server’s session-identifier cache). The SESSION-ID-HIT
flag will be non-zero if the client sent the server a session-
identifier (in the CLIENT-HELLO message with SESSION-
ID-LENGTH 0) and the server found the client’s session-
identifier in its cache. If the SESSION-ID-HIT flag is
non-zero then the CERTIFICATE-TYPE, CERTIFICATE-
LENGTH and CIPHER-SPECS-LENGTH fields will be
zero.

The CERTIFICATE-TYPE value, when non-zero, has one
of the values described above (see the information on the
CLIENT-CERTIFICATE message).

When the SESSION-ID-HIT flag is zero, the server
packages up its certificate, its cipher specs and a connection-
id to send to the client. Using this information the client can
generate a session key and return it to the server with the
CLIENT-MASTER-KEY message.

When the SESSION-ID-HIT flag is non-zero, both the
server and the client compute a new pair of session keys for
the current session derived from the MASTER-KEY that
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was exchanged when the SESSION-ID was created. The
SERVER-READ-KEY and SERVER-WRITE-KEY are
derived from the original MASTER-KEY keys in the same
manner as the CLIENT-READ-KEY and CLIENT-WRITE-
KEY:

SERVER-READ-KEY:=CLIENT-WRITE-KEY

SERVER-WRITE-KEY:=CLIENT-READ-KEY

Note that when keys are being derived and the SESSION-
ID-HIT flag is set and the server discovers the client’s
session-identifier in the servers cache, then the KEY-ARG-
DATA is used from the time when the SESSION-ID was
established. This is because the client does not send new
KEY-ARG-DATA (recall that the KEY-ARG-DATA is sent
only in the CLIENT-MASTER-KEY message).

The CONNECTION-ID-DATA is a string of randomly
generated bytes used by the server and client at various
points in the protocol. The CLIENT-FINISHED message
contains an encrypted version of the CONNECTION-ID-
DATA. The length of the CONNECTION-ID must be
between 16 and than 32 bytes, inclusive.

The CIPHER-SPECS-DATA define the kind of algo-
rithms supported by the sender. Each SESSION-CIPHER-
SPEC is 3 bytes long and looks like this:

char CIPHER-KIND-0

char CIPHER-KIND-1

char CIPHER-KIND-2

Where CIPHER-KIND is one of (for SSL version 2 and
version 3):

SSL_CK_RC4 128 WITH_ MDS5

SSL__CK_RC4_128 EXPORT40_WITH__MD5

SSL__CK_RC2_128 CBC_WITH_MDS5

SSL_CK_RC2128 CBC_EXPORT40_WITH_MDS5

SSL__CK_IDEA_ 128 CBC_WITH_MDS5

SSL__CK_DES_64_CBC_WITH_MD5

SSL_CK_DES 192 EDE3 CBC_WITH_ MD5

The following CIPHER-KIND’s are added for SSL ver-
sion 3:

SSL__CK_NULL_WITH_MDS5
SSL__CK_DES_64_CBC_WITH_SHA
SSL_CK_DES 192 EDE3 CBC_WITH_SHA
SSL_KEA_RSA
SSL_KEA_RSA_TOKEN_WITH_DES

SSL_KEA_ RSA_TOKEN_WITH_DES_EDE3

SSL_KEA_ RSA_TOKEN_WITH_RC4

SSL_KEA DH SSL_KEA DH_TOKEN_WITH__

DES
SSL_KEA DH_TOKEN_WITH_DES_EDE3
SSL_KEA_ DH__ANONYMOUS
SSL__KEA DH_ TOKEN_ ANONYMOUS_ WITH
DES

SSL_KEA_ DH_TOKEN_ANONYMOUS_WITH__
DES_EDE3

SSL_KEA_FORTEZZA SSL__KEA_FORTEZZA__
ANONYMOUS

SSL_KEA_FORTEZZA_TOKEN

SSL__KEA FORTEZZA TOKEN_ ANONYMOUS
Note that additional or different algorithms may be used
without departing from the invention.

The server receives CIPHER-KIND-DATA from the cli-
ent and culls out the ciphers the server does not want to
support. In addition, for SSL version 3 the server must
eliminate all but one of the key exchange algorithm’s.
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The SSL_CK_RC4_128 EXPORT40_WITH_MDS5
cipher is an RCJ cipher where some of the session key is sent
in the clear and the rest is sent encrypted (exactly 40 bits of
it). MDS5 is used as the hash function for production of
MAC’s and session key’s. This cipher type is provided to
support “export” versions (i.e. versions of the protocol that
can be distributed outside of the United States) of the client
or server.

An exportable implementation of the SSL Handshake
Protocol will have secret key lengths restricted to 40 bits and
only support either RC2, RC4 or both. For non-export
implementations key lengths can be more generous (we
recommend at least 128 bits). It is permissible for the client
and server to have a non-intersecting set of stream ciphers.
This, simply put, means they cannot communicate.

The SSL Handshake Protocol defines the SSL_CK__
RC4_128 WITH__MDS to have a key length of 128 bits.
The SSL_CK_RC4_128_ EXPORT40_WITH_MDS5
also has a key length of 128 bits. However, only 40 of the
bits are secret (the other 88 bits are sent in the clear by the
client to the server).

The SERVER-HELLO message is sent after the server
receives the CLIENT-HELLO message, and before the
server sends the SERVER-VERIFY message.

Key Exchange Phase Messages

The “Key Exchange” phase is used to establish a
MASTER-KEY that is a shared secret between the client and
the server. The kind of message sent by the client is
dependent on the key exchange algorithm chosen by the
server. If an RSA key exchange algorithm is used then the
CLIENT-MASTER-KEY message will be sent. The
CLIENT-DH-KEY is used for Diffie-Hellman style key
exchanges (e.g. DH and FORTEZZA).

In addition, session key production is a function of the
Kind of key exchange algorithm. “Token” key exchange
algorithms use the CLIENT-SESSION-KEY message to
define the session keys. Non-token key exchange algo-
rithm’5 use the key production facilities described in below
in the section describing session-key production.
Client-Master-Key

The client-master-key is sent primarily in the clear. The
format of the client-master-key message is as follows:

char MSG-CLIENT-MASTER-KEY

char CIPHER-KIND [3]

char CLEAR-KEY-LENGTH-MSB

char CLEAR-KEY-LENGTH-LSB

char ENCRYPTED-KEY-LENGTH-MSB

char ENCRYPTED-KEY-LENGTH-LSB

char KEY-ARG-LENGTH-MSB

char KEY-ARG-LENGTH-LSB

char CLEAR-KEY-DATA[MSB<<8)|LSB]

char ENCRYPTED-KEY-DATA[MSB<<8)|LSB]

char KEY-ARG-DATA[MSB<<8)|LSB]

The client sends this message when it has determined a
master key for the server to use. Note that when a session-
identifier has been agreed upon, the client-master-key mes-
sage is not sent.

The CIPHER-KIND field indicates which cipher was
chosen from the server’s CIPHER-SPECS.

The CLEAR-KEY-DATA contains the clear portion of the
MASTER-KEY. The CLEAR-KEY-DATA is combined with
the SECRET-KEY-DATA (described shortly) to form the
MASTER-KEY, with the SECRET-KEY-DATA being the
least significant bytes of the final MASTER-KEY. The
ENCRYPTED-KEY-DATA contains the secret portions of
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the MASTER-KEY, encrypted using the server’s public key.
The encryption block is formatted using block type 2 from
PKCS#1, as specified in RSA Encryption Standard, Version
1.5, November 1993.

The data portion of the block is formatted as follows:

char SECRET-KEY-DATA [SECRET-LENGTH]

SECRET-LENGTH is the number of bytes of each session
key that is being transmitted encrypted. The SECRET-
LENGTH plus the CLEARKEY-LENGTH equals the num-
ber of bytes present in the cipher key (as defined by the
CIPHER-KIND). It is an error if the SECRET-LENGTH
found after decrypting the PKCS#1 formatted encryption
block does not match the expected value. It is also an error
if CLEAR-KEY-LENGTH is non-zero and the CIPHER-
KIND is not an export cipher.

If the key algorithm needs an argument (for example,
DES-CBC’s initialization vector) then the KEY-ARG-
LENGTH fields will be non-zero and the KEY-ARG-DATA
will contain the-relevant data. For the

SSL_CK RC2_ 128 CBC_WITH MDS5

SSL_CK_RC2_128 CBC_EXPORT40_WITH__

MD5

SSL_CK IDEA 128 CBC_WITH_MDS5

SSL_CK DES 64 CBC_WITH MDS5

SSL_CK_DES_ 192 EDE3_CBC_WITH_MDS$

SSL_CK_DES_ 64 _CBC_WITH_SHA

SSL_ CK_DES 192 EDE3 CBC_WITH_ SHA
algorithms the KEY-ARG data must be present and be
exactly 8 bytes long.

The CLIENT-MASTER-KEY message must be sent after
the CLIENT-HELLO message and before the CLIENT-
FINISHED message. The CLIENT-MASTER-KEY mes-
sage must be sent if the SERVER-HELLO message contains
a SESSION-ID-HIT value of 0.

Session Key Production

Client and server session key production is a function of
the CIPHERCHOICE (Note that this step is skipped for
“token” key exchange algorithm’s—the CLIENT-
SESSION-KEY message is used instead):

SSL_CK_NULL_WITH_MDS

SSL_CK_RC4_128 WITH_MDS

SSL_CK RC4_ 128 EXPORT40_WITH_ MDS

SSL_CK RC2_ 128 CBC_WITH MDS5

SSL__CK_RC2_128 CBC_EXPORT40_WITH__

MDS5

SSL_CK_IDEA_128 CBC_WITH_MDS
KEY-MATERIAL-0:=MDS[MASTER-KEY, “0~,
CHALLENGE, CONNECTION-ID
KEY-MATERIAL-I:=MD5[MASTER-KEY, “17,
CHALLENGE, CONNECTION-ID
CLIENT-READ-KEY:=KEY-MATERIAL-0[0-15]
CLIENT-WRITE-KEY:=KEY-MATERIAL-1[0-15]

Where KEY-MATERIAL-0[0-15] means the first 16
bytes of the KEY-MATERIAL-0 data, with KEY-
MATERIAL-0[0] becoming the most significant byte of the
CLIENT-READ-KEY.

Data is fed to the MDS5 hash function in the order shown,
from left to right: first the MASTER-KEY, then the “0” or
“1”, then the CHALLENGE and then finally the
CONNECTION-ID).

Note that the “0” means the ascii zero character (0x30),
not a zero value. “1” means the ascii I character (0x31).
MDS produces 128 bits of output data which are used
directly as the key to the cipher algorithm (The most
significant byte of the MDS output becomes the most
significant byte of the key material).
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Finally, note that although the NULL cipher produces
session keys in the same was as the other ciphers listed, the
session keys are not actually used for encryption. However,
they are used for the SECRET value in the MAC compu-
tation.

SSL_CK_DES_64_CBC_WITH_MDS5

SSL_CK_DES_64_CBC_WITH_SHA
KEY-MATERIAL-0:=HASH[MASTER-KEY,
CHALLENGE, CONNECTION-ID
CLIENT-READ-KEY:=KEY-MATERIAL-0[0-7]
CLIENT-WRITE-KEY:=KEY-MATERIAL-0[8-15]

For DES-CBC, a single 16 bytes of key material are
produced using HASH. The first 8 bytes of the hash function
results are used as the CLIENT-READ-KEY while the next
8 bytes are used as the CLIENT-WRITE-KEY The initial-
ization vector is provided in the KEY-ARG-DATA. Note
that the raw key data is not parity adjusted and that this step
must be performed before the keys are legitimate DES keys.

SSL_CK_DES_192_ EDE3_ CBC_WITH_MDS5

SSL_CK_DES_192_ EDE3_CBC_WITH__
SHAKEY-MATERIAL-0:=HASH[MASTER-KEY,
“0”, CHALLENGE, CONNECTION-ID KEY-
MATERIAL-I:=HASH[MASTER-KEY, “17,
CHALLENGE, CONNECTION-ID

KEY-MATERIAL-2:=HASH[MASTER-KEY, “27,
CHALLENGE, CONNECTION-ID

CLIENT-READ-KEY-0:=KEY-MATERIAL.-0[0-7]

CLIENT-READ-KEY-1:=KEY-MATERIAL-0[8-15]

CLIENT-READ-KEY-2:=KEY-MATERIAL-I[0-7]

CLIENT-WRITE-KEY-0:=KEY-MATERIAL-I[8-15]

CLIENT-WRITE-KEY-I:=KEY-MATERIAL-2[0-7]

CLIENT-WRITE-KEY-2:=KEY-M ATERIAL-2[8-IS]

Data is fed to the HASH function in the order shown, from
left to right: first the MASTER-KEY, then the “0”, “1” or
“2”, then the CHALLENGE and then finally the
CONNECTION-ID. Note that the “0” means the ascii zero
character (0x30), not a zero value. “1” means the ascii 1
character (0x31). “2” means the ascii 2 character (0x32).

A total of 6 keys are produced, 3 for the read side
DES-EDE3 cipher and 3 for the write side DES-EDE3
function. The initialization vector is provided in the KEY-
ARG-DATA. The keys that are produced are not parity
adjusted. This step must be performed before proper DES
keys are usable.

Recall that the MASTER-KEY is given to the server in
the CLIENT-MASTER-KEY message. The CHALLENGE
is given to the server by the client in the CLIENT-HELLO
message. The CONNECTION-ID is given to the client by
the server in the SERVER-HELLO message. This makes the
resulting cipher keys a function of the original session and
the current session. Note that the master key is never directly
used to encrypt data, and therefore cannot be easily discov-
ered.

Client-DH-Key

The client-DH-Key is sent primarily in the clear. The form
of the client-DH-Key message is as follows:

char MSG-CLIENT-DH-KEY

char Y-LENGTH-MSB

char Y-LENGTH-LSB

char CERTIFICATE-TYPE

char CERTIFICATE-LENGTH-MSB

char CERTIFICATE-LENGTH-LSB

char RANDOM-LENGTH-MSB

char RANDOM-LENGTH-LSB
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char Y-DATA[MSB<<8|LSB]

char CERTIFICATE-DATA[MSB<<8|LSB]

char RANDOM-DATA[MSB<<8|LSB]

The client sends this message to the server to finish a
Diffie-Hellman style key exchange. The client provides it’s
“Y” value either directly in the YDATA or indirectly in the
CERTIFICATE-DATA. If the key exchange algorithm is not
‘anonymous™ then the client must provide the certificate
data.

The RANDOM-DATA is used by the server and client to
produce the MASTER-KEY. This is necessary when mutual
authentication is used because otherwise the MASTER-
KEY would be a constant.

The CLIENT-SESSION-KEY message must immediately
follow this message.

Session Key Production Phase Messages

This message is used by “token” key exchange algo-
rithms. Token’s disallow key material to leave the token
unencrypted and because of this the client must communi-
cate to the server the encrypted value of the session keys
(because the server cannot produce them).
Client-Session-Key

The client-session-key message format is as follows:

char MSG-CLIENT-SESSION-KEY

char CIPHER-KIND [3]

char CLEAR-KEY1-LENGTH-MSB

char CLEAR-KEY1-LENGTH-LSB

char ENCRYPTED1-KEY-LENGTH-MSB

char ENCRYPTED1-KEY-LENGTH-LSB

char CLEAR-KEY2-LENGTH-MSB

char CLEAR-KEY2-LENGTH-LSB

char ENCRYPTED2-KEY-LENGTH-MSB

char ENCRYPTED2-KEY-LENGTH-LSB

char KEY-ARG-LENGTH-MSB

char KEY-ARG-LENGTH-LSB

char RANDOM-NUMBER-LENGTH-MSB

char RANDOM-NUMBER-LENGTH-LSB

char CLEAR-KEY1-DATA[MSB<<8/LSB]

char ENCRYPTED-KEY1-DATA[MSB<<8/LSB]

char CLEAR-KEY2-DATA[MSB<<8/LSB]

char ENCRYPTED-KEY2-DATA[MSB<<8/LSB]

char KEY-ARG-DATA[MSB<<8/L.SB]

char RANDOM-NUMBER-DATA[MSB<<8/LSB]

This message is sent by the client after either the
CLIENT-MASTERKEY message or the CLIENT-DH-KEY
message. The message is used to establish one (or two)
session keys with the server. Each session key is composed
of two pieces: the CLEAR-KEY-DATA and the
ENCRYPTED-KEY-DATA. If the CIPHER-KIND indicates
an export grade cipher then some of the key data will be sent
in the clear (in the CLEAR-KEY-DATA). The CLEAR-
KEY-DATA and the ENCRYPTED-KEY-DATA are concat-
enated to produce a session key. This message allows for two
independent session keys to be established. If two keys are
used then the first key (KEY1) becomes the
CLIENTWRITE-KEY and the SERVER-READ-KEY. The
second key (KEY2) becomes the CLIENT-READ-KEY and
the SERVER-WRITE-KEY.

The ENCRYPTED-KEY-DATA'’s are encrypted using the
MASTER-KEY (the MASTER-KEY was established by the
CLIENT-DH-KEY message). The RANDOM-NUMBER-
DATA is encrypted using KEY1.

The KEY-ARG-DATA is used by ciphers that require
some sort of initialization data (e.g. DES’s IV). The
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RANDOM-NUMBER-DATA is used as the SECRET for
MAC computations (recall that for tokens the session key
data is not available in the clear)

Server Verify Phase Messages

The server-verify message is sent encrypted.
Server-Verify

The client-session-key message has the following format:

char MSG-SERVER-VERIFY

char CHALLENGE-DATA[N-1]

The server sends this message after a pair of session keys
(SERVER-READ-KEY and SERVER-WRITE-KEY) have
been agreed upon either by a session-identifier or by explicit
specification with the CLIENT-MASTER-KEY message.
The message contains an encrypted copy of the
CHALLENGE-DATA sent by the client in the CLIENT-
HELLO message.

“N” is the number of bytes in the message that was sent,
so “N-1" is the number of bytes in the CHALLENGE-
DATA without the message header byte.

This message is used to verify the server as follows. A
legitimate server will have the private key that corresponds
to the public key contained in the server certificate that was
transmitted in the SERVER-HELLO message. Accordingly,
the legitimate server will be able to extract and reconstruct
the pair of session keys (SERVER-READ-KEY and
SERVER-WRITE-KEY). Finally, only a server that has
done the extraction and decryption properly can correctly
encrypt the CHALLENGE-DATA. This, in essence,
“proves” that the server has the private key that goes with
the public key in the server’s certificate.

The CHALLENGE-DATA must be the exact same length
as originally sent by the client in the CLIENT-HELLO
message. Its value must match exactly the value sent in the
clear by the client in the CLIENT-HELLO message. The
client must decrypt this message and compare the value
received with the value sent, and only if the values are
identical is the server to be “trusted”. If the lengths do not
match or the value doesn’t match then the connection is to
be closed by the client.

This message must be sent by the server to the client after
either detecting a session-identifier hit (and replying with a
SERVER-HELLO message with SESSION-ID-HIT not
equal to zero) or when the server receives the CLIENT-
MASTER-KEY message. This message must be sent before
any Phase 2 messages or a SERVER-FINISHED message.
Client Authentication Phase Messages

Client Authentication messages are sent encrypted.
Request-Certificate

The request-certificate message has the following format:

char MSG-REQUEST-CERTIFICATE

char AUTHENTICATION-TYPE

char CERTIFICATE-CHALLENGE-DATA[N-2]

A server may issue this request asking for the client’s
certificate. This message can be used with the RSA key
exchange algorithm only. The client responds with a
CLIENT-CERTIFICATE message immediately if it has one,
or an ERROR message (with error code
NO-CERTIFICATE-ERROR) if it doesn’t. The
CERTIFICATE-CHALLENGE-DATA is a short byte string
(whose length is greater than or equal to 16 bytes and less
than or equal to 32 bytes) that the client will use to respond
to this message.

The AUTHENTICATION-TYPE value is used to choose
a particular means of authenticating the client. The follow-
ing types are defined:

SSL__AT_MD5_WITH_RSA__ENCRYPTION
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The SSL__AT MD5_WITH_RSA_ENCRYPTION
type requires that the client construct an MD5 message
digest using information as described above in the
section on the CLIENT-CERTIFICATE message. Once
the digest is created, the client encrypts it using its
private key (formatted according to the digital signature
standard defined in PKCS#1). The server authenticates
the client when it receives the CLIENT-CERTIFICATE
message.

This message may be sent after a SERVER-VERIFY
message and before a SERVER-FINISHED message.
Client-Certificate

The format of the client-certificate message is as follows:

char MSG-CLIENT-CERTIFICATE

char CERTIFICATE-TYPE

char CERTIFICATE-LENGTH-MSB

char CERTIFICATE-LENGTH-LSB

char RESPONSE-LENGTH-MSB

char RESPONSE-LENGTH-LSB

char CERTIFICATE-D ATA[MSB<<8/L.SB]

char RESPONSE-DATA[M5B<<8/LSB]

This message is sent by one an SSL client in response to
a server REQUEST-CERTIFICATE message. The
CERTIFICATE-DATA contains data defined by the
CERTIFICATE-TYPE value. An ERROR message is sent
with error code NO-CERTIFICATE-ERROR when this
request cannot be answered properly (e.g. the receiver of the
message has no registered certificate).

CERTIFICATE-TYPE is one of:

SSL__X509__ CERTIFICATE

The CERTIFICATE-DATA contains an X.509 (1988)
signed certificate. See CCITT, Recommendation X.509:
“The Directory—Authentication Framework”. 1988.

SSL_ PKCS7__CERTIFICATE

The CERTIFICATE-DATA contains a PKCS-7 formatted
certificate list.

The RESPONSE-DATA contains the authentication
response data. This data is a function of the
AUTHENTICATION-TYPE value sent by the server.

When AUTHENTICATION-TYPE is SSL__ AT MDS__
WITH__RSA__ENCRYPTION then the RESPONSE-DATA
contains a digital signature of the following components (in
the order shown):

1. the KEY-MATERIAL-0

2. the KEY-MATERIAL-1 (only if defined by the cipher

kind)
3. the KEY-MATERIAL-2 (only if defined by the cipher
Kind)

4. the CERTIFICATE-CHALLENGE-DATA (from the
REQUEST-CERTIFICATE message)

5. the server’s signed certificate (from the SERVER-
HELLO message)

The digital signature is constructed using MD5 and then
encrypted using the clients private key, formatted according
to PKCS#1’s digital signature standard. See, RSA
Laboratories, PKCS#1: RSA Encryption Standard, Version
1.5, November 1993. The server authenticates the client by
verifying the digital signature using standard techniques.
Note that other digest functions are supported. Either a new
AUTHENTICATION-TYPE can be added, or the algorithm-
id in the digital signature can be changed.

This message must be sent by the client only in response
to a REQUEST-CERTIFICATE message.

Finished Phase Messages
Finished phase messages are sent encrypted.
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Client-Finished
The Client-finished message has the following format:

char MSG-CLIENT-FINISHED

char CONNECTION-ID-LENGTH-MSB

char CONNECTION-ID-LENGTH-LSB

char HANDSHAKE-HASH-LENGTH-MSB
char HANDSHAKE-HASH-LENGTH-LSB
char CONNECTION-ID-DATA[MSB<<8/LSB]

char HANDSHAKE-HASH-DATA[MSB<<8/LSB]

The client sends this message when it is satisfied with the
server. Note that the client must continue to listen for server
messages until it receives a SERVER-FINISHED message.
The CONNECTION-ID data is the original connection-
identifier the server sent with its SERVER-HELLO mes-
sage.

The HANDSHAKE-HASH data is the hash of the client’s
handshake messages sent previously to the server. The hash
function used is defined by the agreed upon cipher (e.g.,
MDS5). The client initializes the hash function at the begin-
ning of the communications session and feeds into it every
SSL record sent to the server. The entire record is sent
including the record header, MAC, record data and optional
padding. If the record was sent encrypted then the encrypted
data is fed to the hash function, otherwise the clear data is
used. The data is fed to the hash function in the same order
as it is transmitted. When the client is ready to send the
CLIENT-FINISHED message, the client “finalizes” the hash
function retrieving from it the final hash value (in the case
of MDS5, 128 bits of data).

Note that data sent prior to discovery of the hash function
must be saved by the client so that it can be fed to the hash
function once the hash function is determined.

Also note that the client authentication messages will not
be protected under the cover of the HANDSHAKE-HASH.
This is not a problem, however, because the CLIENT-
CERTIFICATE message is sent encrypted and is already
protected with by a MAC.

For version 2 of the protocol, the client must send this
message after it has received the SERVER-HELLO mes-
sage. If the SERVER-HELLO message SESSION-ID-HIT
flag is non-zero then the CLIENT-FINISHED message is
sent immediately, otherwise the CLENTFINISHED mes-
sage is sent after the CLIENT-MASTER-KEY message.
Client-FinishediV2

char MSG-CLIENT-FINISHED-V2

char CONNECTION-ID[N-1]

The client sends this message when it is satisfied with the
server. Note that the client must continue to listen for server
messages until it receives a SERVER-FINISHED message.
The CONNECTION-ID data is the original connection-
identifier the server sent with its SERVER-HELLO
message, encrypted using the agreed upon session key.

“N” is the number of bytes in the message that was sent,

so “N-1” is the number of bytes in the message without
the message header byte.

For version 2 of the protocol, the client must send this
message after it has received the SERVER-HELLO mes-
sage. If the SERVER-HELLO message SESSION-ID-HIT
flag is non-zero then the CLIENT-FINISHED message is
sent immediately, otherwise the CLIENT-FINISHED mes-
sage is sent after the CLIENT-MASTER-KEY message.
Server-Finished

char MSG-SERVER-FINISHED

char SESSION-ID-LENGTH-MSB

char SESSION-ID-LENGTH-LSB
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char HANDSHAKE-HASH-LENGTH-MSB
char HANDSHAKE-HASH-LENGTH-LSB
char SESSION-ID-DATA[MSB<<8/L.SB]

char HANDSHAKE-HASH-DATA[MSB<<8/L.SB]

The server sends this message when it is satisfied with the
clients security handshake and is ready to proceed with
transmission/reception of the higher level protocols data.
The SESSION-ID is used by the client and the server at this
time to add entries to their respective session-identifier
caches. The session-identifier caches must contain a copy of
any necessary data needed to reconstruct the security
enhancements.

The HANDSHAKE-HASH data is the hash of the serv-
er’s handshake messages sent previously to the client. The
hash function used is defined by the agreed upon cipher (e.g.
MDS5). The server initializes the hash function at the begin-
ning of the communications session and feeds into it every
SSL record sent to the client. The entire record is sent
including the record header, MAC, record data and optional
padding. If the record was sent encrypted then the encrypted
data is fed to the hash function, otherwise the clear data is
used. The data is fed to the hash function in the same order
as it is transmitted. When the server is ready to send the
SERVER-FINISHED message, the server ‘finalizes” the
hash function retrieving from it the final hash value (in the
case of MDS5, 128 bits of data).

Note that data sent prior to discovery of the hash function
must be saved by the server so that it can be fed to the hash
function once the hash function is determined.

This message must be sent after the SERVER-VERIFY
message.

Server-Finished-V2
char MSG-SERVER-FINISHED-V2

char SESSION-ID-DATA[N-1]

The server sends this message when it is satisfied with the
clients security handshake and is ready to proceed with
transmission/reception of the higher level protocols data.
The SESSION-ID-DATA is used by the client and the server
at this time to add entries to their respective session identifier
caches. The session-identifier caches must contain a copy of
the MASTER-KEY sent in the CLIENT-MASTER-KEY
message as the master key is used for all subsequent session
key generation.

“N” is the number of bytes in the message that was sent,
so “N-1" is the number of bytes in the SESSION-ID-DATA
without the message header byte.

This message must be sent alter the SERVER-VERIFY
message.

I. Glossary of Terms

The words in this specification shall have their commonly
accepted meaning in the relevant art except where specified
otherwise. The following glossary is not intended to alter the
common meaning of the terms explained in this section. The
purpose of this section is to assist the reader in understand-
ing the specification.

Application Protocol

An application protocol is a protocol that normally layers
directly on top of TCP/IP. For example: HTTP, TELNET,
FTP and SMTP.

Authentication

Authentication is the ability of one entity to determine the
identity of another entity. Identity is defined by this docu-
ment to mean the binding between a public key and a name
and the implicit ownership of the corresponding private key.
Bulk Cipher
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This term is used to describe a cryptographic technique
with certain performance properties. Bulk ciphers are used
when large quantities of data are to be encrypted/decrypted
in a timely manner. Examples include RC2, RC4, and IDEA.
Client

In this specification client generally refers to the applica-
tion entity that is initiates a connection to a server.
CLIENT-READ-KEY

The session key that the client uses to initialize the client
read cipher. This key has the same value as the SERVER-
WRITE-KEY.

CLIENT-WRITE-KEY

The session key that the client uses to initialize the client
write cipher. This key has the same value as the SERVER-
READ-KEY.

MASTER-KEY

The master key that the client and server use for all
session key generation. The CLIENT-READ-KEY,
CLIENT-WRITE-KEY, SERVER-READ-KEY and
SERVER-WRITE-KEY are generated from the MASTER-
KEY.

MD2

MD?2 is a well known hashing function that converts an
arbitrarily long data stream into a digest of fixed size. This
function predates MDS5, also a well known hashing function,
which is viewed as a more robust hash function.

MD5

MDS5 is a well known hashing function that converts an
arbitrarily long data stream into a digest of fixed size. The
function has certain properties that make it useful for
security, the most important of which is it’s inability to be
reversed.

Nonce

A randomly generated value used to defeat “playback”
attacks. One party randomly generates a nonce and sends it
to the other party. The receiver encrypts it using the agreed
upon secret key and returns it to the sender. Because the
nonce was randomly generated by the sender this defeats
playback attacks because the replayer can’t know in advance
the nonce the sender will generate. The receiver denies
connections that do not have the correctly encrypted nonce.
Non-repudiable Information Exchange

When two entities exchange information it is sometimes
valuable to have a record of the communication that is
non-repudiable. Neither party can then deny that the infor-
mation exchange occurred. Version 2 of the SSL protocol
does not support Non-repudiable information exchange.
Public Key Encryption

Public key encryption is a technique that leverages asym-
metric ciphers. A public key system consists of two keys: a
public key and a private key. Messages encrypted with the
public key can only be decrypted with the associated private
key. Conversely, messages encrypted with the private key
can only be decrypted with the public key. Public key
encryption tends to be extremely compute intensive and so
is not suitable as a bulk cipher.

Privacy

Privacy is the ability of two entities to communicate
without fear of eavesdropping. Privacy is often implemented
by encrypting the communications stream between the two
entities.

RC2, RC4

Well known bulk ciphers developed by RSA. RC2 is
block cipher and RC4 is a stream cipher.
Server

In this specification, server generally refers to the appli-
cation entity that responds to requests for connections from
clients. The server generally is passive, waiting for requests
from clients.
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Session cipher

A session cipher is a “bulk” cipher that is capable of
encrypting or decrypting arbitrarily large amounts of data.
Session ciphers are used primarily for performance reasons.
The session ciphers used by this protocol are symmetric.
Symmetric ciphers have the property of using a single key
for encryption and decryption.
Session identifier

A session identifier is a random value generated by a
client that identifies itself to a particular server. The session
identifier can be thought of as a handle that both parties use
to access a recorded secret key (in our case a session key).
If both parties remember the session identifier then the
implication is that the secret key is already known and need
not be negotiated.
Session key

The key to the session cipher. In SSL there are four keys
that are called session keys: CLIENT-READ-KEY,
CLIENT-WRITE-KEY, SERVER-READ-KEY, and
SERVER-WRITE-KEY.
SERVER-READ-KEY

The session key that the server uses to initialize the server
read cipher. This key has the same value as the CLIENT-
WRITE-KEY.
SERVER-WRITE-KEY

The session key that the server uses to initialize the server
write cipher. This key has the same value as the CLIENT-
READ-KEY.
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Symmetric Cipher

Asymmetric cipher has the property that the same key can
be used for decryption and encryption. An asymmetric
cipher does not have this behavior. Some examples of
symmetric ciphers: IDEA, RC2, RC4.

J. Source Code Listing

The following source code, which is hereby incorporated
into this application, is used to implement the SSL library in
accordance with a presently preferred embodiment of the
invention. It will be appreciated that it is possible to imple-
ment the SSL library using different computer code without
departing from the scope of the invention. This listing is
provided merely to illustrate the best mode currently known
to the inventors to practice the invention. Thus, neither the
foregoing description nor the following source code listing
is intended to limit the invention which is defined in the
appended claims.

Notice of Copyright

A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by any one of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent file or records, but otherwise reserves all copyright
rights whatsoever.
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sst.h

** Cepyright ic) 13995. Netscape Communications Corparation. All rights
*e ceserved. This use of thi ats Layer Reference

v Implemencation (the *Software‘) {s govaerned by the tarms of rhe SSU
** Peference Implemencation Llcense Agreement. Ple read the
accompanying “License® flle for a deacription of he rights granted.
Any other third party macerials you use with thls Software may be
subject to additlonal licensa restrictions from the llcensors of such
** thicd party software and/or additional expert restrictions. The SSL
v Implementation License Agreemenc grants you no righta .o any such

** *nlrd pacry material.

fifndef sslref ssl_h__
tdefine sslret_ssl h__

filnclude “ssitypes.n®

’e
" Simple API provided ro appllcations that use SSL.
-

/* Create an SSL handle for “td* v/
extern SSLHandle *SSL_Create(lnt fd. Int flagsi:

tdatine SSL_ENCRYPT_MASK (1<<0)
tdetlne SSL_ENCRYPT (1<<0) /* encrypt the conneccion */
tdeflne SSL_DONT_ENCRYPT (01 7+ dont emcrypt the connaction */
¥detine SSL_PROXY MASK (3<<1}

tdetina SSL SECURE_PROXY (3<<1} /¢ use sald as proxy */

rdefine SSL_PROXY (1<<1} /° use sockd as proxy </

¥deflne SSL No_PROXY (ot /* direct connection */

/* Desrroy an SSL handle for *fd* ~/
extern vald SSL_Dastroy(SSLHandle *h:

s
= cenfiqure SSL server informacion.

‘cert® polnter rc the X509 cercificate Information

. ‘cerclen® lenacth of =he X509 cercificate (nformarion
. 'privkey® "he server's prlvace key

excern vold SSL Sscverinfo(unsigned char *cerc, int certlen.
RSAPrivateKey *privkeyl:

’-
** Conflgure authenticacion hook. The *hook® function is called after a
** certlficace has been received and valldated by SSL. The *hook®

** returns non-zero If It accepts the cerrificarte. or zero {f it
doesn’t. The *arg* value Is an untyped pointer that can be used to
** pass intormactlon ro the *hook® function.

.7

excern void SSL_AuthHook(int (*hook){vold *arg, unslgned char *=ert,
unsigned certlen),
vold “arg):

e
** Configure SS5L cllent informacion

. cert*® polnter to the X509 cerciflcare information
b ‘cartlen® length of the X509 certlflcate information
. ‘privkey® tha client's privace key

“t
extern vold SSL client{nfofunsigned char *cert, {nt cecrlen,
RSAPrivateKey *privKeyt;

s
" Partorm che handshake protocol uslng h. Return the status of the
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ssi.h
*+ handshake.
. “h* the handle to the ssl connectlon
.. *how' datermins how to perform cha handshake [t “how* 1s zero

** then the handshake is dona an SSL client. IZ ‘*how' 1s one then che
** handshake Is done a3 an SSL server. If *how® is two Chen the handshake
** s done as an SSL server and requlres client‘s no authenticate

** rhemseives.

extern int SSL_Handshaket$SLKandle *h, lnt how :

7% Values for ‘how* v/

¢define SSL_HANDSHAKE_AS_CLIENT

¥dafine SSL_HANDSHAKE AS_SERVER

Ydafine SSL_HANDSHAKE_AS_SERVER _WITH_CLIENT_AUTH

e

/* Baslc 1/0 operacions */
excern int SSL_Resd(SSLHandle *h, void *buf. !nt len):
extern int SSL _Write(SSLHandle *h, vold *buf, Int len):

/* Socket cparations */
extarn int SSL_Connect(SSLHandle *h, const void *sa, {nt salen):
extern {nt SSL_Bi{nd(SSLHandle *h, const vold *sa. !nt salen. lnng dsraddc):
extern (nt SSL_Listen(SSLHandle *h, (nt backlegl;
extern SSLHandle *SSL_Accept(SSLHandle *h, void *addr, int *addrlenp!;
extern Int SSL_Gatsocknama{SSLHandle *h, void *name. int *nameienpl ;
extern SSLHandle *SSL_Rcmd(char **ahost,

int inporc,

char *locusar,

char *remuser,

char *cmd,

SSLHandle **h2p,

int creacatlags
axtern Int SSL_HandleToFD(SSLHandle *hl:

/% Error codes. Thesa are che return values ¥/

tdefine SSL_ERROR_NO_CIPHERS -1
Ydefine SSL_ERROR_NO_CERTIFICATE -2
vdefina SSL_ERROR _BAD_CERTIFICATE -4

vdefine SSL_ERROR _UNSUPPORTED_CERTIFICATE_TYPE
¥define SSL_ERROR_I0O

tdefina SSL_ERROR _BAD_MESSAGE

*define SSL_ERROR _BAD_MAC

tdefine SSL_ERROR UNSUPPORTED

tdatine SSL_ERROR_BAD_CERT .SIG

tdatine SSL_ERROR_BAD_CERT

sdatine SSL_ERROR_BAD_PEE!

¥detine SSL_ERROR_PERMISSION_DENIED

revesvreney

Various and sundry protocol constants. DON'T CHANGE THESE. These
** values are defined by rhe SSL protocol specificacion.
7

*dafine SSL_PROTOCOL _VERSION 2

/* Security handshake protocal codes */
¢defina SSL_MT_ERROR

tdefina SSL_MT_CLIENT HELLO

tdefine SSL_MT_CLIENT_MASTER_KEY
*define SSL_MT_CLIENT_FINISHED

$define SSL_MT_SERVER _HELLO

dafine SSL_MT_SERVER_VERIFY

tdefine SSL_MT_SERVER _FINISHED

tdetine SSL_MT_REQUEST_CERTIFICATE
¥defina SSL_MT_CLIENT_CERTIFICATE

PuanaLNmG
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ssLh

77 Cypher kind‘s */
¢detina SSL_CK_RCA 128 _WITH_MDS

¢datine SSL_CK_RC4_128_EXPORT4O_WITH_MDS
vdefine SSL_CK_RC2_128_CBC_WITH_MDS

tdefine SSL_CK_RC2_128_CBC_EXPORTUO WITH_MDS
tdefine SSL_CK_IDEA_12§_CBC_WITH_MDS

define SSL_CK_DES_64_CBC_WITH_MDS

vdatlne SSL_CK_DES_192_EDE3_CBC_WITH_MDS

/v Certificate type's */
tdefine SSL_CT_X509_CERTIFICATE

/* Authencicatlon type’'s */
tdefine SSL_AT_MDS_WITH RSA_EMCRYPTION

/* Error codes */

tdeflne SSL_PE_NO_CIPHERS

¢datlne SSL_PE_NO_CERTIFICATE

vdafine SSL_PE_BAD_CERTIFICATE

rdeflne SSL_PE_UNSUPPORTED_CERTLIFICATE _TYPE

77 Limita </
*dafine SSL_MAX_BLOCK_CYPHER_LEN

tendlf /* sslret_ssi_h__ -/

40

0x01,0x00,0x80
0x02,0x00,0x80
0x03, 0x00, 0x80
0x04, 0x00, 0x80
0x05, 0x00,0x80
0x06, 0x00, 0x40
0x07, 0x00,0xCa

ax01
9x01

0x0001
0x0002
0x0004
ax0006

ox3tee
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ssitypes.h

salref_ssitypes_h
ssiref_ssitypes_h

struct DEALayoutStr DERLayout:
scruct DESContextstr DESContext;
struct MDContextsStr MDCORTexT:
scruct PRCSSKeyStr PXCSSKey
struct RNGContexcStr ANGContext:
struct RSAPrivateKeyStr RSAPrivateKey:
struct RSAPublicKeyStr RSAPublicKey:
struct SSLHandlestr SSLHandle:

sendit /¢ ssivet ssitypes h__ ¢/

42
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Tt Copyright (c) 1995. Metscape Communicattons Corporation. All rights
v reserved. This use of this Secure Sockecs Layer Relerence

°° Inplemencation (cne -"Softwara‘} |s govarned by the tacms of the SSL
Pofarance Implamentation Llcense Agreemenc. Pl ad the
accompanying ‘License‘ (lle for a description of the rights granted.
Any other third party materials you use with this Software may be
subject to additlonal llcense rescrictions from tha Licensors of such
"hird party software and/or additional expart restrictions. Tha SSL
Implemencation License Agreemsnt grants you no rights %o any such
third party macecial.

sitndet _sslref_ctg_n_
tdetlne __sslret_ctq_n_

-
°* It you are using BSAFE, rhen you may or may not be able to use {ts DES
** code for S5L. !f you have a repaired BSAFE (ask RSA 1f you do) rthen

7* define this to rrue, otherwise leave it undefined. It Lt is undefinad
©* then libdas-3.U s used for DES encryption.

Yundef BSAFE_WORKS

vifdef BSAFE
vinclude °bsafe2/source/global.h*
finclude "bsafel/sonrce/bsate2.h”
Yelse /v IBSAFE */

finclude ‘rsaref20/sourcesglobal.h*
*Include ‘rsaref20/source/rsaret.h*
rinclude ‘rsaref20/source/rsa.h*
tendif /* BSAFE </

tendlf /v _sslref_cfq_h_ +/
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-+ Copyrlght Ic) 1935. Nacscape Communicaticns Corporacion. All rights
*¢ reserved. Thls use of ~hia Sacure Sockets Layer Raterence

*+ Implemencaticn (~he *So(tware®) {s governed by the retms of ~he SSL
** Referance Implemencation Llcensa Agreement. FPleasa read the

** accompanylng ‘License’ {{le for a description of the rights granced.
*+ Any other rhird paccy matarials you use with this Softwace may b

** subject to additicnal license restrictions from the licensors of such
third parcy sofcware and/or addltional export rescriccions. The SSL
Implementaclon Llcense Agreement grants you no rights *o any such
third party material

vifndet sslref ssiib h___
tdefine ssiref_ssiib h__

Ie
** Security llbracy used by SSL implementation and applicartions.

** Provides some nisic capabilities wrapped up 5o that the underyllna
v+ crypto libracry ean ba nidden.

12

rinclude <sys/typas.n>

rinclude *ssitypes.n®

tinclude *sslefg.n®

sinclude <stdlib.h>
vinclude <stdio.h>
¥include <unistd.h>
tinclude <string.h>
*lnclude <netinert/in.h>

/* XXX </
extern unsigned char _ssl_ck dea6d(3]:
¥dafine CIPHER_KIND __ 53l _ck_deséd

struct RNGContexrShe ¢
¥lfdel BSAFE
B_ALGORITHM_OBJ rna;
relse
unsigned char scace(lsl:
unsigned char streamtis|
unsianed =rreamlen
¢endl €

struct RSAPrivatekeysec
*itdef BSAFE
B_KEY_0BJ key:
telse /= {BSAl
R_RSA_PRIVATE_KEY kay:
vendif /T BSAFE */
b

struce RSAPUblicKeyStr (
rifdat BSAFE
B_KEY_OBJ key;
valse /* 'BSAFE */
R_RSA_PUBLIC_KEY key:
tendlt /T BSAFE */
Vv

e
** A handle. Used to convalu “he state of <he protocal machlnary
-t

rypedet struct SSLSocksInfoStr SStSecksinfo:

strucr SSLSocksintoStr |
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tnt direct:
inc dldBind:

unsigned long sockdHost:
unsigned shore sockdPort:
strucc sockaddr_in bindAddr:

/* Data returned by sockd */
unsigned long destHost:
unsigned short descPorn

Vi

struct SSLHandlestr
#* Undarlylng unix flle descripror =/
tot fd;
tnt LsSarver:
int serverfinished:
Int clientfinished:
Lnc createflags;
SSLSockalnto *socks:

/* Mandshake state */
int havesiD:

unaigned char *clientChallenge:
unsigned cllentChallengeLen:
nsigned char *connectioniD:
unslgned connectioniDLen;
unsigned char "auchChallenge:
unaigned autnChallengelen:
RSAPub] icKey “pubKey:

7+ MAC state */
Lnt sendseq;
tnt revSeq:

/v Record layer srate
unsigned char header(3l:
int paddina;

/v Read buffer */
unsigned char *base:
unslgned char *dara:
1nt space:

int len:

/* Clpher state */
unsigned char *readkey:
unaigned readkeylen:
unsigned chac *writeKey:
unsigned writeKeylen:

/% Sesslon-1d stuft *7
unsigned char *sesalonlD;
unsigned sessionIDLen:
unsigned char *km:
unsigned kmben;

unelgned char cipherkind{ly:
unaigned char *KeyArg:
unsigned keyArglen:
unsignad char ‘masterkey:
unsigned mastecKeylen:
unaigned char *peerCert;
unsigned peercertlen;

OESConrext *readcx, ‘writecx:
t:

48
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rdefine HSBIx} tiunsigned charl [((lunsigned) txt >> #) & 0x{f))
tdefine LSBix) rfunsigned char) (({unsigned! txt >> 01 & 0xff))
*datine COMBINEIp} tpyiel << &) | aprlily

4detine MD2SIZE 16
tdefine MDSSIZE 16

rdefine SSL_MDZ 1
tdefine SSL_MDS 2

rdefine DER_INTEGER 0x02
tdeflne DER_BIT STRING 0x03
tdetine DER_OCTET STRING 0x04
fdefine OER_NULL 0x05
tdetine DER _OBJECT_ID Ux08
tdefine DER_SEQUENCE 0x10
tdeflne OER_SET ox11
tdefine DER_PRINTABLE SThING 9x13
tdefine DER_T61_STRING oxi4
sdetine DER_IAS_STRING 0x16
vdefine DER_UTC _TIME 0x17
tdafine DER_CONSTRUCTED 0x20
tdafine DER_UNIVERSAL 0x%00
tdefine DER_APPLICATION 0x40
tdefine DER_CONTEXT SPECIFIC 0x80
tdefine DER_PRIVATE 0xCo
1dafine DER_ANY 0x160

struct DERLayourSrr (
nt t
unaigned char *item:
unaigned (remien;

3

[

excern unsigned DER GerHeaderLen(unsigned char *der. unsigned <lenpl;

=xtern long DER GerIntecer(unsignad char “der);

2xtern vold DER EncodaSrriunsianed char *<desc, unsigned <Zestlenp, ln- rype,
nnsigned char *src. unsloned scclen):

=xmern votd DER Encode(nr(unsianed char **desr, unsigned *-estlenp, {nt rype,
loag value)

axt.ern vold OER Encodeseqiunsigned chatr **dest, unaigned *d=stlenp, lar type,
unsigned char *sccl. unsigned srcilen, i

#xtern inc DER_DecodeSeq(DERLayout vseq, Lat nseq, Int type.
'msigned char *src, unslgned scclen);

axtern DESContex: *DES_CreareContext(unsigned char *key, unslgned char ~1v.
int encrypt: :
tern vold DES DestroyContext (DESContext *cxl;
extern vold DES_Encrypr (DESContext *cx, unsigned char ~out. nunsigned ouclen,
unsigned char *in, unsigned lnleni:
axtecn vold DES Decrypr (DESContext *cx, unsigned char vout. unsigned *outlen,
nslgned char *in, unsigned inlen):

excern MOContex: "MD_CreareContext(lnt type):

extarn void MD_Update(KDContext *cx, unsigned char *buf. unsigned len):
excern void MD_Final(HDContext “cx, unsigned char -digesc, unsigned *lenp);
axcern vold MD_Desr.royConrtexc (MDContext *cx|;

sxtecn RSAPrivateKey *PKCS1_CreacePrivateKey(RNGContext *rng. int keylen,
{at pubexpl :
void PXCS1 _DestroyPrivateKey(RSAPrivateKey *xeyl:
unslaned PECS1 GecPrivateKeySize(RSAPrivateKey *
#01d PKCS1 CrivareDactypr (RSAPrivateKey -key,
unslgned char "out. unsigned *outlen.
unsigned char unsigned inlent:

=yl
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extern vold PKCSI _EncodePrivateKey(unsigned char --pk. ansicnea *hklenp.
RSAPrivataKey *key:
axcern RSAPubllcKay «PKCS1_ConvertToPublic(RSAPrivateKey skey!
Xtarn RSAPublicKey -CrearepubllcKey(unalgned char const *n. wnsigned nlen,
unsigned char const *e. unstaned =len::
oXxcarn void PKCS1_DestroyPublicKey(RSAPublicKey <key)
oxtern unsigned PKCS1 _GetPublicKeySlze(RSAPublicKey -
extern vold PKCSI_PublicEnccypr (RSAPublicKey *xay,
unslgned char “our, unsigned *nurlen,
unsigned char <in, unsigned lnlen,
RNGContext *rng);
extern vold PKCS1_EncadebublicKey (unsigned char
RSAPubllcKey *
extern (nt PKCS1_VerifySlanaturelint alg,
“nsigned char consf *Suf. unsloned butlen.
Jnslgned char const *~ta. unsiauad =iglan,
FSAPuDLicKey “vey):

Pk, anstgned *prlenp.
ey

extern vold PKCS1_Siantint alg,
unsigned char -+sig, unsianed *siglen.
unsigned char canst *buf. unsigned buflen.
RSAPrlvareKey *key);

extern PKCSSKay 'PKCSS_Genorxr.eK!ylchar *pw. char *salr, lar {*arar{onCounr; ;

extern void PKCSS DestroyKay(PKCSSKey -key) ;

axeern vold PKCSS_Encrypt (PKCSSKey *key, wunsigned char =out, -nsianed *aurten,
unsigned char *in, unalgned Inlens;

GXEORN vold PKCSS Decrypt (PRCSSKey rkey, unsigned char <out. wnsianed <oucien
unsigned char *in, unsigned inlen)

exeern vold PXCSS_Encode (PKCS5Key “key, unsigned char -+butp, unsianeg “tenp) ;

°XEern vold PRCST Mrap(unsigned char ++dasc, unsigned *destlenp,
unsigned char *rawold, uasigned rawoidian,
unsigned char <*src. unsigned scclens:

excern int PKCS? Unwrap(unsigned char +**o1dp, unsigned otdlenp.
unslgned char *vdatap, unsigned ~dataisng.
unsigned char *sre, unsigned srclen):

extern RSAPrivaceKey *PRCSE Readprivatekey(FILE *in, :nar e
IXCerD vold PKCSS WricePr(vareKev(FILE *ouc, FXCSSKay *av. RSAPFHytaboy svay)

2xearn RNGContexr "SNG CreareContexttchar +preed. inr seedlen: :

3XCAIR vold RNG_GenerateHandomByres (RNGCORCEXE *<x. nslaned -iar St
unslgned len::

extern vold RNG_DestroyConr.exr (RNGConrext *zx)

extern char *s_GetPassword(char =prompet) :

excarn votd S_zfree(vold *buf, unsigned len;

sxtern (nt §_ReadCertificateiinsigned char **cerr, wnstaned ttertlen, FILE *fpi;
oxtamn int S_Read{{nt td, vold *buf, lnc lens;

eXtern int S _Write(int fd, void *buf. Int len):

extarn int S5L_ReadRecord(SSLHandla *h;
extern Int SSL_ReadMessaga(SSLHandle -hi:
axcern Int SSL_SatError(int e

axtern Inc X509_CheckCartiSSLHandle *n, unsigned char consr fTern, tar carten: ;
Sxcern char -XS509_FindSubject (unslgned char const -macr. tae v lent
extarn char °SSL_GatPescCommanName(SSLHandle <h);

/* internal functions =/

excarn vold ssl_DestroySocksnfo(SSLSacksinfo <si);
excacn lat ssl_CreateSocks(nfo(SStHandle *h)
oxcern SSliandle *ssi_Newdandle(in €d, lnr flags):

dendlf /* ssiref_sslib_h__ +/
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e

** Copyrlght ic) 1995. letscape Communications Corporation. All rights

“v reserved. This use of this Secura Sockecs Layer Reference
Implemencacion (the *Software] ls governed by tha terms of the SSL
Raference Implementation Licanse Agreement. Please read the

*v sccompanylng -Llcanse® tile for a description of the righta granted.
** Any other hird party materials you use with this Software may be
subject te additlional licensa restrictions from the licensors of such
third party software and/or additional export rescrictions. The SSL
tmplementation License Agreement grants you no rlghts o any such

«* rhird pacty material.

¢inclode *ssilib.h*

tdefine BEGIN - ----BECIN PRIVACY-ENHANCED MESSAGE---

static vold ZaphLi{char *p|
0

int len:
len = strien(cp);
while ilenl {
it ((cpllen-11
cpl--lenf = 0
+ alse
breal

“An‘) |l (cptlen-1]

“aren

)

static char *Cat{char *a, char *b}
«
ofal o
a = (char*) realloc(a, strlen(al-+s
strocatta, bh;
s alse ¢
a = (char*) malloc(strien(bl«l}:
strepyta. bi:

rlen(b)e1}:

cacutn a:

static ink Strncasecmpichar 3. chac
f

tor o
“nar ca, on:

while (--n

tf (tcb >= *A’) 6& (cb <= ‘Z°))
eb += 32

1€ tca t= cbl return ca - cb:
)
)
recurn 9;
1

sratic It Mapichar ““cpp, int *lenpl
'

chat ©. *=p:
tne len:
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«

c = vepes;

len-

LE (e Hote == cunry) 1) qe == "ty 1) '

conclnm

break
y
*epp = op;

M o((e >= A} 4L c
return 1 - (lnty

I (fc 3= ‘2’ && Jc < [
return t + 26 - (iaF) ic  a‘y;

Le (le >= "0') & (c tay ¢
return L+ 52 « {in€) (c - 0%}

1t (c +‘) return 1 + €2;
it (c 7') return ! - 53
1t (e =') return 0;

Hack to read in certiffcate from a certificate-authorivies email
response. Handles email from a PEM based cectiflcate auchorify.

Int S_ReadCertificate(unsigned chac *v-art, unsigned *~arrlen. FILE *fp)
¢

uaslgned char *bin. *bp;
unsigned binlen:

char line(2000):

char *bady, - “hoayo :

Int goc, bodylen. hu. hl. b, b)

(
cp = tgets(line.
1f (tcp) breax:
ZapNLicp) :

zeoftline), fp1;

Lt tstrempiep, BEGIN} == 0y |
got =
) else if (goc == 1) (

1t tStracasecmp(cp. *originatoc-cerciflcate:*, 33)
cp = strchr(cp, ve

cpes
bady ttbody, cpi:
go
)
) alse It fgot == 2)
if tteplog ‘11l icpto) et
body = Catibody, <pl;
) else
break
)
)
body0 = body:

if f{gor f= 2) [{ tbedy) noto loser:
bodylen = strlenibodys:
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/* Convert body (baseéd encoding) back to binary 7
binlen = (bodylen / &)
bln = bp = (unsigned char
white (bodylen) «
b0 = Maptébody, ebodylen):
Lt (b0 <= 01 goto loser:
bl = Maptibody, &bodylen):
1t (bl <= 0) goto loser:
b2 = Maptibady, ¢bodylen):

) mallectbinleni:

b3 = Mapikbody, ¢bodylen!:
1L (b) < 1 goro loser:

bo-
bl-
i

BRI0I = mU << 1| (ibl >> 4 ux3y s

-

bpas:
) else L0 153 == 91 {
b2--:
= (b0 << 2) | ({bl >> 4} & 0x3):
UtbL & Oxt) << 41 | [(b2 >> 2) & Oxf):

(b0 << 2) | ((bl >> 4} & 0x3];
({bl & Oxf) << 4} | ({b2 >> 21 & Oxf):
(b2 & 0x3) << 6} | bd:

|

tree(bodyQ) :

vcart = bin;
‘certlen = bp - bin:
raturn 0;

losar

ccertlen = u:
Lt (bin) treaibini:
free(body0)
recurn -1;
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Copyrlght (c) 1795. Netscape Communications Corporation. All rights
resorved. Thls use of thia Secure Sockets Liyer Raference
Implementation (rhe ‘Software') 1s governed by the terms of the SSL
Refarence [mplemencation License Agreement. ?Please read the
accompanying ‘License‘ flle for a description of -ha rights granted.
7 Any other rhird party materials you use with this Software may be

o7 subject to additlonal license rescrictions from che licensors af such
{7 third party sotcware and/or additional export restrictions. The SsL
.. Implementation License Agreement grants you no rights ro any sueh

°* third party marterlal.

tinciude “ssl.n°
“include "sstlib.h-

¥lnclude <assert.h>
tinclude <uniscd.h>
Finclude <sedlib.hs
tinclude <scdfo.h>
¢include <string.h>
tinclude <rime.h>
tinclude <sys/socket.h>
tlnclude <neclnat/in.h>

/* Server lnto */
static unaigned char *secver cert;
static Int server_certlen:

static RSAPrivareKey *secver_key;

/* Cllent (nto */
statlc unslgned char *cllent_cert;
statlc int ciient_certLen:

static RSAPrivateKey -client_key:

/* Session-(D dats */

statlc unatgaed char *sid sld;
static unsigned sid_len:
STACLC unsigned char -sid_km:
static unslgned sid_kmien
stacic unsigned char sid_clpherkind(3);
static unsigned char *sid_keyArg:
static unsigned sid_keyArglLen:

static unsigned char *sild_masterKey:
static unsigned sid_masterKeyLen:
static unaigned char *sid_peercert:
stacic unsigned sid_peerCertLen:

static seruct ln_addr sid_{
sracic time r sid_time;

/* Random number genararar
sratic RNGConcext *rng:

static int t*auth _hook) (veld *Arg, unsigned char *cert, unsigned carrtlen) :
static void ~aurh arg:

unsigned char __ssi_ck_dessdl] = i
SSL_CK_DES_§4¢_CBC_WITH_MDS,

I

staric unsigned char clpherSpecs() = ¢
SSL_CK_DES_64_CBC_WITH_MDS,

sraclc vold Copytunsianed char *+destp. unsigned char *sce, int scelen
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1L (*deatp) |
(rea(*destp!:
*destp = O:
1
1t (sre)
*destp = iunsicned char*] mallocisrclen:

memcpy(*destp, src. scclen):
v
Tt L LT T T T RPN PP PP PRI

Generate some random byres. The RSAREF cryptograpnically securs (7}
v~ random number generator is not usable dlrecrly because rhe

** R_GenerateBytes s not part of the accepted API. T2a bad.
.7
static int GeneraveRandomByresiunsicned char *+esr. -msianed leni
{
te (rng o)
eng = RNG_Createtontext(0. 0j:

)
RNG_GenerateRandomByrtas(rng, desc, lenal:
ceturn 0;

)

Jrveevvervirevareny

scatic unsigned char “L.ookupSIDISSLHandle *h, lnc *sidlenp:
{

struct sockaddr_in sin:
Int sinslze;

/¢ Check tor a session-id </
sinsize = sizeot{sln):
getpearname (h->fd. (shruct sockaddr*) &sin. ksinsize):

*stdlenp = u:
{f (sid_sld &¢ (memcmptésin.sin_adde, esid_lp, sizeofrsld tpii = m)
/* Found server In our sesslon-ld cache */
1f (time(0l > sid times
/v session-id is roo ald v/
tree(sid_sidi:
s1d_sid = n:
return ¢;:

]
“sidlenp = sid_len:
return sld_sid:
'
return 0:
)

scatlc vold RecordSID(SSLHandle
¢

nnsigned char tsid. int sidlea:

struct sockaddr_in sin:
int sinsize:

Copy(ksid_sid, sld. sidlem):

sid_len = sidlen:

sinsize = sizeof(sln);

gecpeername (h->(d, (struct sockaddr®) &sin, «sinsize::
memcpy (6sld_lp, &sln.sin.addr. sizeot(sid_ip)):
sid_time = rime(01 + 100:

Copy{ésid_masterKey, h->mascerKey, h->masterkKeylen):
ald_mastarXeylLen = h->masterKeylLen:
Copy(&sid_keyAta. h->keyArg, h->keyArglLen;
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sid_KeyArgLen = hi->keyArglan:
Copy(&aid km, n->km, h >knmlen):

sld_kmLen = h >kmlen:

Copylé31d_peertverrt, ->peercCert, h->paercertien):
s1d_peerCertien = h->pearcertlan:
memcpy(sid_clpherkind. h tcipherKind. 11:

static vold RecoverSIDStareiSSLHandle *h)
‘

Copy(&h->mascerkey, sid_masterKey, sid_mascerKeylen):
h->masterkeylen = sid masterKeylLen:
Copy(&h->keyAra, sld_keyArg, sld_keyArglent :
h->keyArglen = sid_keyAraien:

Copy(&h->km. sid_m. sid_kmlen):

h->kmien = sid_kmien:

Copy{én->paercec, sld_peerCert.. sid peectertten):
h->peercertlen = sld_peerCertien:
Copy(&h->sessionID, sid_sld. sld_len);
h->session{DLen = sid_len:

memcpy(h >cipherkind. sid_cipherKind. 3i:

everveveeravesvsassarrrrnsrrTrrer ey

*+ Produce read & wrlte keys

1
static int ProduceKeys(SSlHandle *h}
t

MDContaxt vdigest:
unsigned chac km{3*1€):
unsigned lnc ouclen:

asserc(h->mascecKeylen f= 0):
asserc(h->clientChallengeLen
assart(h->connezrionlblen !

1€ (memcmp(h->cipherKind. CIPHER_KIND. 1) == 03 {
digest = MD _Crearelontext (SSL_MDSI:
MD_lpdate digest. h->masterKey, h->mascerKeylen):
MD_Updateidigest. ('nsigned char=} *3°. 1};

MD_Updateidigest, h->ciientChalienge, h->cllientChallengeien) :
MD_Update{digest. h-»connectioniD, h->cannectionIDLens:
MD_Finalidigest. km, touclen;:

MD_Destroylonrext (digesti ;

/° Save entire kay material in case cllenc auch (s used <«
he>km = (unalgned char*) malloc(outlenl :

memcpy(h->km, km, ouclen):

h->kmlen = nutlen:

It th->isServer) ( .
Copy{eh->readKey, kmeB. 81;
Copyi{sh->wrireKey, rm, 8]:

) else (

Copy{én->readKey, km, 8):
Copy{&h->writeKey, kme§. §

h->readKeylen =
ho>wrlteKeylen

h->readcx : DES_CreateContext(h->readKey. h->keyArg. Ji:
h->wrirecx = DES_CreaveContexti{h->writeKey, h->xeyArg, li:

cerurn u
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s
** Send a handshake massage ln the clear

’
static Int SendClearMsa(SSLHandle *h, void *but. tnr len)
v

char header!2]:
fnt nb:

headar{0! = 0x80 | MSB(lem :
headeriil = LSBilen):

nb = S_Write(h->fd, header.
=2
SSL_S=tErrar(SSL_ERROR _[71:
cerurn SSL_ERROR 10;

)

nb = S _Write(h-»td. buf, len):

Lt (ob leny
SSL_SetErrer(SSL_ERROR_LO) :
raturn SSL_ERROR_IO;

)
h->sendSeqs«;

return 0;
i

static int SendError(SSLHandle *h, Int arr. lat encrypeed)
i
char magl(3];

@39 (0] = SSL_MT_ERROR:
meg(l) = MSBlerr
m8g({2] = LSBlerr):
1t {encrypted]
teturn SSL_Write(h, msq, 31:

)
return SendClearMsgth, msg. 3i:

static int SendCllenchello(SSLHandlz *h)

unsigned char *msg, -sid:
int sidlen, ab, rv:

/* Generace challenge */
h->clientChallengeLen = 16:

h->ciientChallenge = (unsigned char®) mallocil6i:
£v = GenerareRandomBytes(h->cllentChallenge, 141;
1t lcv < 0) ceturn rv:

/7 Lookup sesslon-td */
3id = LookupSID(h, &sidleni:
te (aid) (

he->haveSID = 1;
V

/* Creace cllent-hello message */

Mg = (unslgned char¥) malloc(9 - slzeof(clpharsSpecs) - sldle
meg{0] = SSL_MT_CLIENT HELLO:

megil] = MSBISSL_PROTOCOL VERSION) ;

msgi2] = LSB(SSL_PROTOCOL VERSION) ;

msg()| = MSB{sizeof(ciphecSpecs) :
msgd]l = LSB{sizeof (cipherSpecs):
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m3g(s| = MSB(sidlen):
@ag(6] = LSBistdlen):
msqgI? =

mag (8] 16

memcpy (msg+9. cipherSpecs. sizeof(clpherSpecs)):
memcpy (mege 9+sizeof (cipharspacs). sid. sidlen:;
memcpy (msq-9-slzeof (clpherSpacaissidlen, h->cllentChallenaa. ist:

SendClearMsath, msa. 9 - slizeof!cipherSpecs) « sidien - I

1:
'

static Int SendClientMasrerKey(SSLHandle *h)
0

inslgned char ‘msg:

fnt nb, cxlen, =klen, ralan:

unsigned ine earlen:

PKCS1_GetpubllcKeySize(h->pubKeyl >> 3;
h->keyAralen:

/* Create clienr-master-key message */

{unsigned char®) malloc(l0+cklenseklenskalens :
* SSL_MT_CLIENT MASTER_KEY:

h->cipherKind (O} ;

n->cipherklnd(il;

h->cipheckind(2];

HSB(cklen] :

LsB(cklen
MSB(eklen
LSB(eklen
MSB(kalen) :
LsB(kalen! :

msg (9]

PKCS1_PubllcEnceype (h->pudKey, msgsi0ecklen, &ouclen,
h->masterKey, h->masterKeylLen, rndl:

memcpytmsa-10scklensaktan, h->keyAra, kalen::

7* Sand the messaga *°
nb = SendClaarMsath. msa, |Decklen-akian-kalen) :
freaimsg) ;
ceturn nb:
'

static int SendCllentCertlficare(SSLHandle *h, uansigned chac
'

unalgned len)

unsigned char *msq. *bue:
unsigned chat *r:
unaigned rlen. blen:

{nt cv:

s

Ganerate response data by peforming 1 PKCS1 signing eperazion on
some particular dara.

M4

blen = h->kmLen + len + h->peerCertlen:

buf = (unslaned char®] malloc(blen):

memcpy (buf, h->km, h->kmLen)

memcpy (bat-h->kmlea. ch. len):

memcpy (buf«h->kmLenslen. h->peerCerr, h->peecCerrlen}:
PKCS1_Sign(SSL_HDS, &r, srlen, buf, blen, client_key):
S_2free(buf. blent;

t /* Cresra cllent-master-key message */
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mag = tunaigned chatrl mallocis-client cerrlen-rien);
mag(0]| = SSL_MT_CLIENT_CERTIFICATE:

mag{Ll] = SSL_CT_XSO9_CERTIFICATE:

msg{2] = MSB{cllent _cecrcLeni;

msg (3} = LSB(client cartlen:

m3g(4] = MSBirlen):

@sg(S) = LSB(rlen.

memcpy (msgs6, cilent cert. clienc_certien::
memcpy (msge6-client cCertlen. . rlen :

£v = SSL_Wcite(h. msg, £+cllent rcertlensrlen) :
S_Ztrea(r. rlen);
frea(msg) ;
recurn rv:

b

statlc int SendCllentfinished(SSLHandie *h)
‘

‘insigned char *msq:

tne rv

@sg = (unsigned chaz®) malloc!l-h->ronnectioniblen! :
m3g{0| = SSL_MT_CLIENT_FINISHED:

meacpy (msgel, h->ConnectionlD. h->connectionfblen: :
£V = SSL_Write(h. msg, 1-h->connectionIbLen;
tree(msg|

raturn ov;

Y T e e YN E et Ye et et et v r v e e rsrrroraorretearany

** Plck a clpher rhat wa both speak
./

seatic Int PlekCipher(SSLHandle *h, wunslgned char *hs, in% hstern
t

unaigned chazr *os;
Int oslen:

/* Make siure we have a good sarver +/
tf thslen v 1)
SSL_SerError(SSL ERROR_BAD I'SFR) ;

ceturn SSL_ERROR _BAD_PRER
'

/° Find (irsc clpher-xind that matches */
tor (; hslen; hsien -= 3) (
oa = clphersSpecs;
oslen = sizeof(cipherSpecs;
for (: oslen: oalen 3. es .= 3y (
LE ((os[01 == ha(01) && (os(1)
/* Found a match */
h->cipharKind(0]
h->cipherKlad|1]
h->cipherkind{2]
raturn 0

hs(1]) & tesl2] == ns(20)) 1

= osl0t:

)
)

SSUL_SetError{SSL_ERROR_NO_CIPHERS) :
cecurn SSL_ERROR_NO_CIPHERS :

‘-

*¢ Generate random data {or masrer hay

atatic int GenerateMasterfey(SSLHandle h)
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ine evs

h->masterkey = funsigned char<*) malloc(8};
h->masterkeylen = A;
rv = GenerareRandomByres(n->masterKey, 8):
Lt tev < U) return v

h->keyArg = (unsigned char®) malloctds:
h->keyArglen = 8:

tv = GenerareRandomBytes(n >keyArg., 81;

tf (rv < 0) recurn ¢
cerurn u

)

T Parterm ciisnr handshake

1
sTaric (ar llentHandshakelSSUHandle *h1
i

lae rv. verston, cerrlen. cslen. cidlen:

/* Flrst send clienc-hello </
€v = SendCllentHello(hl :
tf {ev < 0} recurn rv:

/* Get server hello */
£v = SSL_ReadRecordth
1f trv <z ¢) recuen cv;
1f th->len <= 11}
te ({h->len == 3) && (h->data(0| == SSL_MT_ERROR) ¢
fecurn -COMBINE{h->data+l}: .

)
SSL_Set Ecror (SSL_ERROR_BAD_PEER) ;
recucn SSL_ERROR_BAD_PEER:

fh->datafu0l !s SSL_MT_SERVER_HELLOI {

SSL_SerError (SSL_ERROR_BAD_FEER! ;

cerurn SSL_ERROR BAD_PEER:

verslon = <OMBINE(h->datae}):

certlen = COMBINEth->dara+S| .

cslen - "OMBINE(h->datas7);

cldlen = COMBINE(h->daca+9):

1t tversion $SL_PROTOCOL _VERSION) ¢
SSL_SerError {SSL_ERROR | TED|

rerurn SSL_ERROR_UNSUPPORTED:

¥
Copy(&h->connectlonID, h->data-ll+cer”lenscsien. cidlenl;
n->connectiontblen = cldlen:

/% Chack session-id flag =/
1t th->darai1ly «
e
17 Sesston-id cache hir!. Mext message from server ls
** server-veri(y.

.
Lt (th->haveSID) recurn SSL_SetError(SSL_ERROR, BAD_PEER! ;
Recovers(DStaretn) ;

) else (

7+ Sesslon-1d cache missed */
LE (h->dara(2| *= SSL_CT_XS09_CERTIFICATE) (
#turn SSL_SetErroc (SSL_ERROR_UNSUPPORTED)

}

1t {eslen == 0) rerurn SSL_SeCError(SSL_TRROR_BAD_PEER
Copy (&h->peerCert., h->data-il, certlent:
h->peerCertlen = certlen;
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/* XXX check cidlen =/
Tv = XS09_CheckCerr ih, (insigned char®) h-sdarasll. :=rtlen):
1L {rv < 0) return cv:
€ (auth_hook)
€V = (*auch_hookl (auth_arg, h->datasll, certlens:
Lf {rv == 0) rerscn SSL_SetError(SSL_ZRROR_PERMISSI/N DENIED!

)
£v = PickCipherin, h->dara-ll.certlen. csleni:
Ll {ov < 0) rerurn cv:

/* Genarate master key */
rv = GenerateMascerKey(n:
1f oy < 01 return cv:

/* Now send client-mascer
rv = SendCllentMasrecKey(hi :
L€ tov < 9) cerarn ov

y message *

'
cv = ProduceKeys(hi
LE (rv < 0} return r:

/* Gat server verify message ~

£v = SSL_ReadMessage(h) :

LE (£v <= O} reeurn rv:

tf (h->len ‘= leh->cllencChallengaLlen)
return SSL_SetError (SSL_ERROR_BAD_PEER] :

LE (h->dats(0) '= SSL_MT_SERVER_VERIFY!
return SSL_SetErcor (SSL_ERROR _BAD_PEER) :

f (memcmp(h->data+i, h->cllentChallenge, h->cilentthallengaten-i) ‘:
return SSL_SetError (SSL_ERROR _BAD_PEER) :

- ’ /* Send client finished message
v = SendCllentFinished(h);
Lf (cv < 0) ceturn rv:

/* Get remaining messages from server... */
while (th->serverFinished) {
tv = SSL_ReadMessaqe(h) :

LE (xv <= 0) rewsm rvs
rerirn S5L
switch ih-adaratel) -

2 SSL_MT_ERROR:
return SSL_SerError (-

MBINE(h->dacar 11 1;

y case SSL_MT_SERVER_FINISHED:
/* Capture sesslon-id for lacer -/
RecordSID(h. h->datael. h->len -
h->secverFinished = 1
break:

case SSL_MT_REQUEST CERTIFICATE:
1f fcllenc_cert && client_key &&
(n->dataiil == SSL_AT_MDS _WITIf_RSA_ENCRYPTIONI] ¢
SandCllenrcersiflcate(h, h->dartasz. 4 slen

SendEcrorth, SSL_PE_NO_CERTIFICATE.

0) raturn rv:

/" Handshake is all cone "/
h->len = 0
recurn 0:
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tlc int SendServerHello(SSLHandla *n. Lnt sid., unsianed char 73, lat csien)
unslgned char *msa, ‘ourm. *ms. ‘outbase. ‘P
ia® outlen, mslen, nb;

/* Scan Lncomlna ciphar specs and eliminare anyrthing we don't support

Lt (tsiay
outlen = u;
autbase = sut = Cs;
for (; cslen: cslen -= 31, cs = 3} |
ms = ripherspecs:
mslen = slzeof (cipherspecs;:
for 1; mslen: mslen -= 3) (
tE (ims(01 cs{01) && (ms(1} == es(l]) && tmsi2) == =s(21)}
/* Found a match */
memcpy(auf, <3, Ji:
out +=
outlen = 3:
break:
'
)
)
\f fourlen == 0) (
/* Wa lose. No overlap */

SendError(h, SSL_PE_NO_CIPHERS. 0);:
taturn SSL_SatError{SSL_ERROR_NO_CIPHERS) ;

v

/* Send message */

asserr (h->connectioniDlen

tunsigned char*) mallac

<p msg 11:

msg 0] SSL_MT_SERVER_HELLO:

msgill sid:

msgl2] SSL _CT_X509 _CERTIFICATE:

msg (31 MSB[SSL_PROTOCOL _VERSION)

maa 4] LSBISSL _PPOTOCOL_VERSTONY

Cofstdy i
msgis

0l
(11+server_cectLensoutlensh->connectionlDlen) ;

MSB(0] ;
LSB(O)
HSB(D)
LS8(0) ;

MSB(server_cectlLen) :
LSBiserver_certLen);

server_cert,
ourbase,

nemcpy(cp,
memcpy (cp.

secver_certleni ;
outlani: cp

cp
= outlen:

+= server_certlLen:

i

msg(91 = MSBtn->connectionIDLen
msg(10] = LSB{h->connectionliDlen)
memcpy(cp. h >connectioniD, h->connectionlDLen); cp += h->cenneccion(dlen

nb = SendCleat#Msg(h, msg, cp - msg);
free(msq) :
raturn nb:

ic ine SendServerVerify(SSLHandle *hi
unsigned shar
Inr no;

“msq:
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assarc(h->cilantChallengelen = 01 :
msg = (inaigned chac*) mallac(l+h->clientchallenaeLan:
mag(0l = SSL_MT_SERVER .VERIFY:
memcpy{msg+l, h->clienrChallence, n->clfentChallanaelens
ab = SSL_Wrireth, msq, lsh->cilentChailengelens :
fresimsg) ;
caturn nb:

1

static Int SendRequestCert(flcareiSSLHandle *hy
i

unsignad char *msg:
int nh, rv:

h->auchChallenge = (unsigned char*) mallocil6!;
£v = GeneraceRandomBytesih-raurnChallenge. :5);:
Lt {rv < 03 return rv

he>authChallengeLen = 16:

msg = (unsigned char*) malloc(2+16):
m3g(0) = SSL_MT_REQUEST CERTIFICATE:
m3g(1] = SSL_AT_MDS_WITH_RSA_ENCRYPTION:
mamcpy(msge2, h->authChallenge, 16):

ne SSL Write(h, msg, 2+16);

(rsg
teturn nb:
)

static int SendServerfinlshed(SSLHandle *h)
¢

unsigned char *msg:
Int ab;

asserti{h->sessionIDLen t= 01;
m8g = (unsignad char*i malloc(i+h->sessloniDLen) :
msg(0] = SSL_MT_SERVER_FINISHED:
memcpy(msgel, h->sessionlD. h->sessionlDLen) :
ob = SSL_Wcite(h. msa, l-h->sessionlDLeni
freeimsal ;
return nb:

i

static int CheckCllentiercificate(SsLHandle *h,
unslgned char
unaigned char

unsigned cerrien,
nsigned rlent

T

unsigned char =but;
m unsigned blen:
inc rv;

/% Firsc valldate certiflcace =/

IV = X509 _CheckCerr(h. carr, cartlens:

LE {rv < 0) cerurn tv:

Lt (auth_hock) {
€Y = (“auth_hook) (auth_arg, cert, certLen);

1€ (v == 0) remurn SSL_SetError(SSL_ERROR .PERMISSION DENIED) :

)
Copy(&h->peerCert, cert, carrten):
h->peertertien = certLen:

/* Then verify response =/
blen = h->kmLen + h->auchChiallengeLen - sacver .
buf = (unsigned char<) malloctblen) ;

memcpy (buf, h->km. h->kmLent;

memcpy {buf«h->kmLen, h->authChallenge, h->auchChallenaelens :
memcpy(but-h->kmLen-h->authChallengalen, <erver corr, sarver

' Len:

nreLeny




5,825,890
79 80

98-

sslhp.c

cv = PECSL veritySlanarure(SSL_MDS, tuf. blen, r. rlan. tL->pubKey):
5.Zfreeiouf. rleni:

cerurn ov:

s
** Perform server haindshake
i
sratic Int ServerHandshake(SSLHandle "h. Int authCllent)
l
{nt cv, oursidlen. version. =slen, sidlen. chlen. gotAuth:
tat ckien, eklen, kalen;
unslgned char *std, *
nslgned int outlen. tlen. ~ertlen:

/- Generate connection {d */
n->connectioniD = funsigned char®) malloc(lé);
(v = GenerateRandomBytes(h->conneccioniD. 161:
Lf (rv < 0) recurn ev:

n->connectionliDlen = 16:

/* Read clienc-hellc message "/
cv = SSL_ReadRecord(h}:
1 fcv <= OF rerurn ( ( rv == 0 ) ? -1 : ©v ):
Ut (h->len < 3) return SSL_SetError (SSL_ERROR_BAD_PEER) ;
I{ (h->data(0} != SSL_MT_CLIENT_MELLO]

recurn SSL_SetError (SSL_ERROR_BAD_PEER! ;
version = COMBINE(h->datael
1t (versien SSL_PROTOCOL_VERSIONI

return SSL_SetError (SSL_ERROR_UNSUPPORTED) ;
cslen = TOMBINE(h->data«3}:
sidlen : COMBINE(h->datasS):
chlen = COMBINE(h->datas71
{f (teslen == 01 || tchlen == 0]) return SSL_SetError(SSL_ERROR_BAD_PEER);
Copyt&n->clientChallenge, h->datas9ecslenssidlen, chlenl;
h->clientChallengelen = chien:

/* Check session-id *
sid = L2okupsIDIR, soursldleni:

£ (sidy
LE ‘sidlent ¢
/* Sea tf {r‘s rhe same sid... *’
Ut (memcmpisid, h->data-yscsien. sidlen)i ¢
/® Nor the same sid... "/
oursidien = 0:
else |
7* 1% is =he same sld...wlnner! *7/
¥
oelse (
/% Don‘r use enctry from sld cache because client didn'r use it */
sutsidlen = o

foursidlen == 01 (

/v Genetare sesslon-id */

h->sessionID = (unslgned char®) malloc(16)
rv = GenarateRandomBytesfh->sessionID, 16)
1 (cv < 0) return rv:

n->sessloniDlLen = 15:

/* Sand secver hello message */
tv = SendServertello(h, oursidlen > 1 : 0. h->daras, cslen);
1t trv < 0) renucn

1t (toursidlen)
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/* Get the client-mastar-key message =/
rv = SSL_ReadRecordth);
1L (cv <= 0) return ( [ rv == 0 ) ? -1 : v |;
1t (h->len < 10) return SSL_SetError(SSL_ERROR_BAD_PEER) :
1€ (h->daca(0] != SSL_MT_CLIENT MASTER_KEY)

return SSL_Set€rror (SSL_ERROR_BAD_PEER! :
R->cipherKind(0] = h->datalll;
h->cipherkindIli = h->dacal2];
h->cipherKind{2| = h->data(3f:
cklan = COMBINE(h->datad):
exlan = COMBINE(h->dacass);
kalen = COMBINE(h->data+8) ;
Copy(&h->keyArg, h->dacasliscklenseklen, kalen):
h->keyArgLen = kalen:

/v Decrypt in place the secret using our private ray -
PKCS1_PrivareDecrypt(server _key, h- >data+10+cklen,
Goutlen, h->datasiGecklen, wklent:

Copy{&h->masterkey, h->datasit.cklen, aurlent:
h->mastarXeylLen = outlen:
| else ¢

/% Copy info from session-ld cache into h +/
Recovers[Dstateth)

)

rv = ProduceKeys(h):

Lt (rv < 0) return rv:

tv = SendServarVerlfy(h):
1 (rv < 0) return tv:

tifdef NOTDEFJSW
1

£ (ftouraidlen || !h->peercertLen) &¢ anthClient) t
telsa

Lt fauthClient) (
tendif

/* Authenticate client =/
£V = SendRequestCertif{cate(h);
Lt {rv < 0) rerurn rv:

l

7% Now ualc for ~lient.flntshed massaae *-

gotAuch =
tor (;:) (
rv = SSL_ReadMessage(h; :
Lt (xv <= 0) retum ( ( rv ==

Lt th->len == 0) return SSL SersrrurlssL EFRnR _BAD_PEER] ;
switch (h->data{Qr) |(
case SSL_MT_ERROR:
raturn -COMBINE(h->data«l):

case SSL_MT_CLIENT_CERTIFICATE:
/* Check authentication response */
certlan = COMBINE(h->data+2);
tlen = COMBINE(h->dataed):
£v = CheckCllentCertificata(h, h->data+6, certLen.
he>darashecertilen, rlen):
Lf (rv < 0} recurn rv;
gotAuch = 1
break;

case SSL_MT_CLIENT_FINISHED:
/% Chack connection-id *f
1f (h->connection(DLen h->len-(|
return SSL_SetError(SSL_ERROR_BAD_PEER) -
L€ (mememp(h->connactionlD, h->darasl. h->cennecrionfOLeni '+ 01
return SSL_SatError (SSL_ERROR_RAD_PEERI ;




5,825,890
83 84

-100-

ssthp.c

n->clientFinished = 1:
breax:

/* See Lt It’s rime to stop */
Lt (auehCliencs |
Lt {gotRuch &¢ h->clientFlnlshed)

break:
) alse (
1f (h-»cilentFinished)
break:

[

/7 Send servar (inished message

RecordSID(h, i >session(D, h->sessloniDLen! :
£v = SendServerflinished(h):

11 (tv < 0) carurn cv:

/* Handshake
h->ien = 0;
ceturn 0:

a1l done =/

1

[eeseeensrriirarararay

I

SSL handshake code. Performs the SSL handshake protocol.

Lnt SSL_Handshake(SSLHandle *h, Lnt how|
'

1€ € h >crmanaflags ¢ SSL_ENCRYPT_MASK ! 'z SSL_DONT_ENCRYPT )

switch (how) [
rase SSL_HANDSHAKE_AS_CLIENT:
n->lsServer = 0;
rarurn CllentHandshaka(h ;

case s

L.HANDSHAKE _AS_SERVER:
\->{sserver = |
rarucn SrvarHandshake(h, O :

asie NSL HANDSHAKE_AS_SERVER WITH_CLIENT _AUTH:
h->lssecver = 1
faturn SecverMandshake(h, 1);
1
I oelse (
reruruqu
)

I
** A good place £ ser 1 breakpelint
.’

Int SSL_SetError(int as
1

recurn »:

Stub to deflne setver information

¥old SSL_Servarintolunsianad char *=, Ins cl, RSAPrivareKey <
t

servec_key = ray:
sarver cert = =
server_cerrLen

{
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/e

Stub ro define client Lntormacion

M

veld SSL_CllencInfolunsigned char *2. Lok cl. ASAPrivateKey *vey)
(

client_key = key:

client_cart = «

cllent_certlen = «i:
}

void SSL_AuthHook (1nt [~hook) (void *arg, unsigned char’
'nsigned cercleni,

vold *arq}

auth_hook = haok:
auth_arg = aca:
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Copyright (c) 1995. Necscape Communications Corporation. All rights
reserved. This use of thls Sacure Sockets Layer Reference
Implemencation (the *Sofrware’! (s governed by the terms of "he SSL
Reference [mplemencacion License Agreoment. FPlaase read the
accompanying ‘License’ flle for a descriptlion of the rights granted.
Any otfier rhird party materials you use with this Scftware may be
subject to additlonal llcense restrictions from the llcensors of such
third parcy software and/or addltional export restrictions. The SSL
Implementacion License Agreement grants you no rights to any such
third parcy material.

N

vinclude *ssl.he
¥include "ssllib.h*
vinclude <arrno.h>

i

** Pertorm symmecric OES cryptography.

statlc int Cryptotunsigned char *dest, SSLHandle *h. int readina,
unslgned char *src, Int lemy

unsigned pare;

Lt ireading) (

S_Decrypr(h->readcx. dest, ipart, sre. len):
| else

DES_Encrypr (h->wrlrecx. desc. spart, scc, len

'
return 0

cere evesy

I
** Calculare MAC. ilse MDS.
“/

statlc ine CalcMAC(unsigned char +dest, SSLHandle *

. it reading,
unsianed char *aata. tnr len.

Lnt paddina)
!

“nsioned char seqd4). madie);

unsianed {an anelen:

“DConrexr. =md:

md = MD_Creacelonfext (SSL_MDSI :
1t (reading} {

MD_Updace (md. h->readKey. h->readKeylen):
) else (

MD_Update(md. h->writeKey, h->wrlteKeylLeni;
MD_Updateimd. dara, len):
tt (paddina; |

mamaer (pad, padding, paddingi;
MD_Update(md, pad. paddingi:

Lt (reading) |
seq(0| = (h->rcvSeq »> 24] & Oxf
2eq(l) = (h->rcvSeq >> 16) & Ox€f:
seq(2] = (h->rcvseq >> A) & OxCf;
seqldl = (h->rcvSeq »> 4] & Oxt
h->ccuSeqes:

) alsa ¢

seql0l = (h->sendSeq >> 24} & OX((:
seqfll = (h->sendSeq >> 161 & Oxff:
seql2] < (h->sendSeq >> 8) & Oxff:
seg(3} = (h->sendSeq >> 9) ¢ Oxef:
h->sendseqe-:
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}

MD_Update(nd, seq, iI:
MD_Final{md. desc
MD_Descroyconcext
return 0:

soutlen) :
ar

7 Spin reading until butter is tllled up with requesced amount of data
. .

int $_Read(int {d, vold *baf, Inr len:
(
tnt count = 0:
while {leni ¢
it nb = read(fd. buf. lan;:
LE inb < 01 (
LI (fecmo == EINTR) |{ (ercno == EAGAIN]) ~ontinue:
return nb:

0) break:

en -z nb;

but = tvold*) ({icharvibuf) - nb);
)

return counc:
)

int S Write(int td, void *ouf. it len!
t

int count = 0:
while {leni ¢
int nb = write(td. but,

lens;

tf tnb <o) (
if (termo == EINTRI || ferrno == EAGAIN}} r~ontinue:
return nb:

'

1€ (b =z 0) break:

count = nb:

len -:

but = ruoldey narerkgfy

v
return count:

RN

.
*° Read an SSL record. Gather up the data and put into nhe buffer in h.
.7
Lnt SSL_ReadRecord(SSiHandie *hi
(
tnt nb:

h->len = 0;
nb = S_Read
1 tnd 1= 2
1ty O} return nb:
S§SL_SetError (SSL_ERROR (01 ;
ceturn SSL_ERROR_[O;

(h->fd. h-sheader. Ii:
[

¥

LE ((h->header(0) & 0x80)
/* Get resat of header. <
ab = 5 _Readth->(d. h->header « 2, 1);

2N

Lt (nb {= 1) retucn SSL_SecError (SSL_ERROR_10);
h->len = ((h->header|0] 5 Uxif) << 81 | h->header((];
n->padding = h->headec!21:
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tt (h->header |0l &« Ux40) 1
s* Somebody sent an escape. ..harumph
ceturn SSL_SetError SSL_ERROR _INSUPPORTED) :
)
i alsa (
heslen = ((h->handeri®} & 0x7€) << 8) { h->headec(1l:
h->padding = 0
|

/* Make butfer big en 122
{f (h->len > h->space;
1t (n->base) !
h->base = (nsioned char®] reallocth->base. h->len):
t =lse (

h->base = (inslgned chare) mailoc(h-»len):
1

B osspace - N sdlen

st Read rast of record */

h->data = n->base:

nb = S_Read(h->td, h->data, h->leni:

Lt inb t= h->ieny (
SSL_SetError(SSL_ERROR_10];
ceturn SSL_ERROR_10:

)
h->rcvseqes:

cecurn ho>lel

I

. "r Read {n an ssl massage. Decrypc the lncoming daca.
int SSL_ReadMessage(SStHandle <hi
f

unslgned char mac{MDSSIZE
(G

cv = SSL_ReadRecordth):

Lt (v <= 0) raturn ev

If th-alan < MNSSIZE«h- -paadinal ran
»reuson

rn SSL_SerFrroriSSi. |

TROR _BAD_MESSAGE! ;

/* Decrypt rrhe record ilnplacel */
t€ (memcmp(h->:lpheckind, CIPHER_KIND. 1) LI

L€ (h->len & 71 racurn SSL_SetError{SSL_ERROR _BAD MESSAGE! :
Cryproih->data, h. 1, h->data, h->len):

/* Check the mac */

CalcMACtmac. h. 1, h->datasMDSSIZE, h->len-MDSSIZE. 0):

1t imemempimac. h->data. MDSSIZE)
reraurn SSL_SetError (SSL_ERROR_BAD_MAC) :

1

h->data .= MDSSIZE:
h->len = h->len - MOSSIZE - h->padding:

cetuen h->len;:

Sevees

vold SSL_DestroyiSStHandla *ni

1T (h->base) {rea(h->basel:
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1€ th->cilencChallenge) treeih->cllentchallengal :

£ (h->connectionld) frea(h->connectionlDl:

it (h->pubKey| FKCS1_DestroyPublicKey (h->pubKey);

{f (h->readkey) S_tlree(h->readKey, h->readKeyLen::

il [h->writeKey) S_Zf{ree(h->writeKey, h->writeKeyLen: :
1f (h->sassionliD) frea(h->sessioniDl:

1€ (h->KkeyArg) [ree(h->keyArg):

if (h->masterKey) S_Zfree(h->mascerKey, h->masterKeylen):
LE th->km) S_Ifreeth->km, h->kmlLen :

Lt {h->peerCert) freaih->pearcert):

it (h->readcx) CES_DestroyContext(h->readex):
Lt (h->writecy) DES DestroyContext(h->writecx
Lf (h->s0cks) ssl _DestroySocksIn{o(h->Socks):
S_Tlree(h, sizeof(SSLHandle));

'

flaas)

SSLHandle *ssl tewHandleilne (d. |
i

SSLHandla *n;
h = (SSlHandle*! zallac(t. sizeof (SSLHandle)):
{

n->fd = fd;
n->createflags = tlags:

)
return h:
b

SSLHandle "SSL_Create(lnt fd, Lnc flagsi
i

SSLHandle *h:
lne rv:

h = ssl_NewHandie(td, flags):

Le ¢t hy o
rv = ssl_CreateSocksinfoth);
v o<
SSL_Destray(h);
ho=n;
cetucnnl ;

Int SSL_Read(SSLHandle

void *buf, int lem)

int amount. count. nb:

{1 ( h->creaceFlags & SSL_ENCRYPT ) {
count = 0:
while tlent (
/* Flgure out how much o read this rime =hrouah =/
amount = h->len:
{f f(amounc LIS
Lt {count) break:

/% Gat a new encrypted message from sender */
nb = SSL_ReadMessage(h) :
1t (nb <= 0) rerurn nb:
amounrt h->ten:

1

/% Copy out. a hunk of data +/
Lf (amount > ten) amaunc len:
memcpy{buf, h->dara, amount|:
h->daca -= amount.:
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count. +: amounc:
buf = ivold*) (tchar*ibuf » amount!
)
Velae
count ¢ roadib->(d. but, lent:

raruen count.:

I
* Uimic write's so rhat rthey fir within a single record. Take into
° accounr rhe space naaded by rhe KAC and by the block cypner (DES)
.
vdetine MAX WRITE \

{SSL_MAX _BLOCK CYPHER_LEN - MDSSIZE - 4)

tnt SSL Write(SSiHandle *h, vold *but. inc lem)
|

unsigned char *hase, *cp:
int nb, amounr, count, paddlng, recordien:

If ( ( h->createFlags & SSL_ENCRYPT_MASK | 'z SSL_ENCRYPT | |
rerurn(S Weite(h->€d, but, lenm)

count = U
while {lea) {
/* Make sure we don‘t send too large a record */
amannt = lan:
L€ (amount > MAX WRITEl (
amount : MAX_WRITE:

/* Format up rhe record for rransmission */

base = -p = (unsigned char®) malloc(amount - 4 - MDSSIZE » 71;
padding = amoune & 7
tt (paddina) ¢
paddina = ¥ - padding:
'
recordlen : imount . padding - MOSSIZE:
tt tpadding) |

irecordlen >> 8) & 0x7
recordien & Uxff:
padding;

0x80 | ({recordLlen >> #) & 0x7f):
recordlen & Oxff:

/* Compute mac and store it into the antput buffer =/
CalcMACIcp, h. O, (unsigned char*)buf, amount, padding)
memcpy (CpeMDSSIZE, bif, amounti:

memset (cpHDSSIZE+amounc, padding. padding) ;

/% Now encrypt the mac plus the input data plus the paddinag */
Lf (memcmp(h->cipherKind, CIPHER_KIND, 3 == o1
Cryptoicp, h, 0, cp,” MDSSIZE.amounr-padding) :

MDSSIZE + amount - padding:

/% Write it out <+

nb = S_Writa(h->{d, base, ~p - basel:
free(base:

Lt tnb < )t
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tecuen no:
]
count += amaunt.:
len -= amount:
DUl = fveld*) f({char*ibuf « amount) :

recurn counr:
]

98
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.7 Copyright rcy 1995. Necscape Communications Corporatton. All righes
** reserved. s u5a of this Secure Sockets Layer Reference

°* Implementatlon (fhe *Softwarae‘; ls governed by the cerms of rhe SSL

{7 Raferance Implementation Llcenss Agreement. FPlease read the

., accompanylng “Llcensa* fila for a description of the rights granted.

.7 Any other rhird party materials you use wich this Software may be

.7 subject to additional llcanse restrictions from che licensors of suen
7 "hird party software andror additional expart restrictions. The SSL
** Implementation License Agreement grants you no cights to any such

* third party material.

tincluae *ssllib.h*
*include <stdarg.n>

sratlc uns(aned Headeclen (unsianed len)
:

It (len > 1271 (
Lt (lea > 2551 (
f€ (len > 65535} |
LE (len > 16777215) ¢

return 5
)
! else (
return 4;
)
1 else |
return 3;

I
)
carucn 2;
[

starlc vold StoreHeader(unsianed char *buf. unsigned code, unsigned lan:
i

unslgned char b(d):

D0l = tlen >> 241 & uxte:
BILI = ilen >> 16) & oxte,
BE2] = ilen > Ay & Uxff:
b3l = len & Uxte

“bufes - code:
1f tlen > 1271
it tlen > 2551 ¢
1t tlen > 55535) ¢
Lf (len > 16777215) (

*hufes = Ox@d;
*bufes = b(0];
“butes = b1
*bufes = bf2)
“butes = b(3]
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"butes = BII]:
)
' alse (
*buges = b13);
}
)

vold DER_EncodeStriunsigned char °<-astp, unsigned *destlenp, !nt rype,
unatgned char *src. unsigned srclen)

unsigned char *dp:
unsigned hien;

hlen = HeaderLentsrclent:
*destp = dp = (unsigned char*) malloc(hlen « srcient;
StoreHeader (dp, typa, scclen):
memcpy(dpshlen, scc, srclen):
“destlenp = nlen + srcien:
[

void DER_Encodelnt(unslgned char **destp, unsigned "dasclenp, ln- type,
long
€
unsigned char bb{d|, *dp:
unsigned len, hlen:

bbl0) = {unslgned charl (I >> 24):
bbl1] {unalgned chart (L >> 161
bb{2] = {(unalgned charl (i >> #);
BBL3] = {unsigned charl (L):

** Small tntegers are encoded in a single byte. Larger integers
** require progressively more space.

It (L < -128) (
LE (1 < -32768) (
LE (1l < -3188608) ¢

len = 4
t o=lse
len = 4
}
) alse «
len = 2:

)
) else it (L > 127)
1 (0 > 32767 (
L2 (1 > 8188607) |
len = 4;

) else 1
len = 3:
1
) else ¢
len
}
) else (
len = 1:

)

hlen = Headerten(len;

“destp = dp = (unsigned char*) mallocihlen « lan):
StoreHeader(dp, type, len):

memcpy(dpehlen, bb + (4 - len), len:

*dasclenp = hlan + len;

)

void DER_EncodeSeqtunsigned char ¢*dagtp, unsigned *desrlenp,
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ngianed crar *srcl, insigned srellen.

va_lisc ap:
unalgned hlen. len. catlen:
nnalgnad char tcat, <o, tsec:

va_starciap, scellery;

/v Concatenate argument data and count up total lengch *°
cat = (unsigned char®] malloc(sccllen):

catlen = srcilen;

memcpy (cat. srcl. srcllen):

tar i) o
sre = va_arg(ap, char*i:
len = (unsigned) va_argtap, lati:
1t (src == U) brea

cat = [unsianed chac*l realloctcar, :aclen » lems:
memcpy (catecatlen. sro, lan):
zatlen += lan:

)

va_end(api ;

hlen = HeaderLen(caclen::

*descp = dp = (unsigned chare) malloc(hlen » catlen):
StoreHeader 1dp, DER_SEQUENCE|DER_CONSTRUCTED{type, catlen):
memcpy (dpehlen, car, catien):

free(cac):

“destlenp = hlen + catlen:

Parse a der lengrh code. Peturn rthe total langth of che header s well
“* as the length of objecrt that tha header refers ta (in *lenp: .

.

unafgned DER GetHeaderlen(unsigned char *src. unsigned -lenp)

nnstanad hlen:

tfoIsrelll cx axB01 1
alen = 2 - rsemitl s Sx704
wWibeh (srcltl & 4x26y

~ase UxQ0

*lenp

czi2
il << 8) | steldl:
case 0xC3-
*lenp = isref2l << 161 | {srcldl << 8) | srel4l;
break:
case 0x04:
“lenp = fsrcl2l << 241 | (scef3l << 16) | tsrct4] << B} | srels):
break:
I
1 else (
hlan = 3;

“lenp = seclll:
)
catuzn hlen:

1nn DEF UsradeSeq(DERLayoun *-eq. int nseq. (nt rype,
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unaloned char * insigned sczlent

unatgned hlen. oien:

/* Check and then strip off sequence ¢/
type = type | OER_SEQUENCE | DER.CONSTRUCTED:
1t (areio} “yper |

ceturn

DER_GetHeaderLenisrc. soleni:
hlen:
srclen -= hlen:

/* Capture contents of sequence */
while (--nseq >= 0) [
't ((seq->type 'z DER_ANY) &4 (srcl0l (- seq->rtypei!
return -1;
)
blen = DER_GetHeaderLenisce. <olenl:
seg->item = src:
seq->itemlen = hlen - olen:
seqe;
sre += hlen + olen:
Lt (nlen + olen > scclen) |
recurn -1;
i
stclen -: hlen + olen;

H
raturn 0:
)

long DER GetlInregariunsianed char *=p)
[

unsigned overflow = Oxff << ((sizeof({val) 1)<R};

LE (cplo] ¢
len = cp(1]
{f (len >= uxBU1 certurn v:
cp e= 2:
“hile (lens |
1f itval ¢ overtlows
iEolval <ot
ratucn -i;

DER_INTEGER} rawurn 0

)

remurn (innl ((unsicnedl i1 << (slzent(ival)<”
)
ival = tval << A

}
return tval:
i

vold S_Zfree(vold *buf, unsigned len|
(

memsatibu¢, 0, lan
freatbuf) ;
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v fopyright :ic) 1395. Natscaps Communications Corporation. All rignts
v reserved. Thls use of this Secure SocKets Layer Reference

v Implemancation (the *Softwara®} ls gaverned by Che terms of “he SSL
** Refaranca (molementacion License Agreement. Please read the

** accompanying ‘Llcanse’ (1le tor a description of tha rights granted.
** Any other rrirc party materials you use with this Software may be

v subject co adaitlonal license reatrictions from the licensors of such
** third party software and/or additional export rascrictions. The SSL
** Implementacion Licensa Agreement grants you no rights to any such

** third party matertat.

tinclude *ssilib.h*

¥1tndel BSATE WORKS
’e

“v Use llbdes-\ 0 ro {mplemenc DES when we have a broken 8SAFE 1!brary
1%

rinclude *lthdes-+ n/das.h*

tenalt

struct DESContextSrr (
*1fdef BSAFE_WORKS
B_KEY_OBJ key;
8_ALGORITHK_0BJ alg;
relsa
des_cblock ke
des_chlock 1v
des_key_schadule sched;
tendif
)

*1tdel BSAFE_WORKS

sratic B_ALGORITHM_METHOD *chooser|| = {
&AM_DES CEC ENCRYPT MO_PAD,
&AM _DES_C3C DECRYPT_NO_PAD,
0.

)i
vendit

OESContext *"ES “rsaraconraexteunsianed char kay. snslanaa ~har

DESContexr *~u:

cx = (DESContext.~) ~alloctl, sizeof (DESContext));
¥tfdet BSAFE_WORKS

B_CreateKeyObject (ucx->kay) ;
B8_SecKeylnfo(cx->key, KI_DESB. (POINTER] keyi:
B_Createalgarithmobiectitex->alg) :
8_setAlgoricthmInfolcx->alg, AI_DES_CBC_IVS, (POINTER) iv}:
{f (enc) ¢

B_Encryptinlticx->alg, cx->key, chooser, 0):
} else t

B Decryptinle(cx->alg. cx->key, chocser. 01

1
telse /¢ IBSAFE_WORKS */
memcpy(cx->rey, key, 8
memcpy(cx->lv, lv, §)
des_set_odd_parlty(scx->keyl;
des_key_sched(écx->key, cx->schedl:
tendlf /* BSAFE_WORKS */
return =

1
vold DES_Desrroyccnrexr.{DESConfext *ox)

i
sifdel BSAFE_WORKS
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B_DeatroyKeyubjectiicx->rey! ;
tendit /* BSAFE_WORKS */
memgec(cx, 0. sizeof!DESContext|) :
frae(cx) ;
!

vold DES_Encrypt(DESContext *cx. unslgned char *out. unsigned *~uvlen.
nnalgned char *n. unsigned inten)

¢
11fdat BSAFE_WORKS

B_EncryptUpdatetcx->ala, ouc, ouclen. inlen. ln, inlen. 0. u);
telse /* 'BSAFE_WORKS */

des_cbc_encrype((des_colock®) sinl0l, (des_cblock*: sourinl,

(long) (nlen. cx->sched, scx->iv, 11,

/* update ivec cuz libdes doesn't +/

mamcpy (cx->1iv, &outlinlen-81, 31;

*outlen = lnlen:
®endif /* BSAFE_WORKS * '
y

veld DES_DecryptiDESContext *cx, unslgned char *out, -mnsigned *aurlen.
unsigned char -in, unsigned inlen:

(
fitdat BSAFE_WORKS

8_DecryptUpdate(cx->alg, our, outlen, inlen, in. lnlen, 0. 0);
Yelse /% (BSAFE_WORKS */

unsigned char lastivig):

memcpy{lastiv, «¢in(inlen-8), 8};
des_cbc_encrype((des_chlock*) &in(0), (des_cblock®! &aur(0f.
(long) inlen, cx->sched, &cx->lv. o1;
/* update lvec cuz libdes doesn‘r =/
memcpy(cx->lv, lastlv, 8);
memaat(lastiv, 0, 8};
*outlen = Inlan:
tendif /* BSAFE WORKS *:
)
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v Copyright (c: 1395. ecscape Communications Corporation. il rights
°* reserved. This use of this Secure Sockets Layer Raterence

** Implementation (the "Softwara®) is governed by the tarma of “he SSLU
** Raterence Implementation Llcense Agreemenc. Plaase read the
accompanying *Licen: file for a description of the rights qr-nced
Any athar third party micerials you use with this Softwara may
subject to additional license restrictfons from the licenaors c( such
third party software and/or additfonal exparc rescrictions. The SSL
Implemencation Llcense Agreemenc grants you no rights to aay such
*hird party material.

¢include °ssllib.h®
vitdef araFE

rinclude ‘s

keygn.n*

sratic B_ALGORITUM METHOD *r~hooser!| = +
©AM_RSA KEY GEN,
&AM _RSA_ENCRYPT,
“AM_RSA_DECRYPT,
&AM_RSA_CRT_ENCRYPT.
&AM_RSA_CRT_DECRYPT.
LAM_MD2,
&AM_MDS,
o,

I

’
** Insert laadlng zero for der encoding of private key information. DER
:% encodlng of unalgned integers (which the privace key lnformacion Ls)
** requires a leading zero Lf the hlgh bit is set in tha MSE

v/
staric unsigned char "FIXNZIITEM “ir, unsigned *lenp)
i

unslgned char “cp;

€p = (unsigned char*l malloc(it->len + 1}:
$f (1t->data(0l & 0x801
/% Need exrra 0 .
=p10]
memcpy (cpek. Lt->data. it-slen:
“lenp = in >lan - {
! else (
memcpy(cp, (t->data, ir->len):
"lenp = ir->len:
recurn cp:

)
telse /* ‘BSAFE */

e

** Find flrst non-zero byce in key data buffer. The key data is (in

“* theory) zero fllled. DER encoding requires a leading zero if nhe data
** 12 unsigned and the high bi% 1s se: on the HSB. so add one in Lf

** necessary.

.

static unsigned char *FIndNZ(unsigned char *in. unslgned *lenp, unsigned maxlen)
(
unsianed char *op;

©p = tunsigned chac*) malloctmaxlensii;
Lt (lafo] s uxsol (
/* Add ln leading zero and terurn «/
cpl0) = 0
memcpy (cpel, in. maxlen;
“lenp = maxlensl:
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ceturn co:
h

while (ial0} == n1 ¢
maxlen--:

)
10 tin(0l &« Ox80)
cplo] = 0
memcpy(cpsl. Ln. maxient;
*lenp = maxlen - 1
I else (
memcpy(cp., {n. maxleni:
*lenp = maxlen;

}
retvrn cp:

s

Setup a random number cenecator for ASAREF 15(Ng random byras from
SSL rng.

*r
static void SetupRNG(RNGContext *rng, R_RANDOM_STRUCT *:tx)
¢

unsigned char *r:
unsigned n:

R_RandomInit{cex) ;
R_GetRandomByresNeeded(&n, ctx
r = (unsigned char*) mailoc(n):
RNG_GenarateRandomBytesirng, r, n):
R_RandomUpdate(ctx. r, n:
S_.Ztrea(r, nj;:

3
Vendif /< BSAFE */

FA PP N

s
*v Create a new privare key

RSAPrivatekay ~PKCS1_treiraPelvarekay (RNGCODLEX® *rna. inf kaylen. in- picexp
i

RSAPrivarekey *vey:
int rv:
tifdef BSAFE
B_KEY_OBJ pub:
B_ALGORITHM_OBJ gen:
A_RSA_KEY_GEN_PARAMS g
telse  /+ IBSAFE +/
R_RSA_PUBLIC_KEY pubKey:
R_RSA_PROTO_KEY protoKay:
R_RANDOM_STRUCT ctx:
unsigned char *r
unsigned n:
fendif /= BSAFE */

Lt ( ( keylen > MAX_RSA_MODULUS_BITS i ||

{ keylen < MIN_RSA_MODULUS_BITS | |
*ifdet BSAFE

©v = BE_MODULUS LEN:
Velsa /* BSAFE */

£v = RE_MODULUS_LEN:
tendit /¢ BSAFE */

SSL_SetErrortrv :

returnto) ;
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key - 'RSAPcivareKay"1 -1lloc(l. s!zeof (RSAPrivateKeyii

vitdet GSAFE
8_CreateAlgor |Chmob Ject (sqent ;
B_CreateKayublect (pub) :
B_CreateKeyiblect (kkey - >key| :

oo
do |
kg.moduiusBlrs : veylen: .+ NOT Expoctable from U.S.A.! */
switch ¢ pubexp | (
case J:
kg.publ icExponenc.data = *1003* /¢ =xponent is 3 v’
k9.publ {cExponent.lan = L:
break:
~ase uxii:
kg.publ{cExponent.data = *'021%: v exponant is 17 */
xa.publ icExponenc. len =
hreak:
case Ux010001:
ka.publ IcExponenc.data = *\001\000\001%:/" =xponent is 65517
kg. publ IcExponent.. L en
break
defaul
rv = BE_DATA:
)
1£ (cv) bresk;
tv = B_SetAlgorl=hmInfo{gen. Al_RSAKeyGen. {POINTER)&kg):
1€ (rv) break:
fv = B _Generatelnitigyen, chooser, 0};
LE (rvi break:
tv = 8_GenerateKeypalr(gen, pub, kay->key, rng->rnq, O):
1t (cv) break:
) while (0):
LC tev) o

SSL_SetErrorirvy;
B_DestroyKeyubject (skey->key) ;
_Zfreeikey, slzeot (RSAPrivateKey)):

key = u:

s

8_DestrovAlaocinhmiblectisaen)

B_DestroyKayobiase (Spudi ;

gen = u:

pub = 0

selse /* 'BSAFE -/
SerupRNG(rna. icrx)

/v Make key ° ¢

protoKey.bits = kaylen; /* NOT Exportable from U.S.A.t /
switch { pubexp 1 7* NOTE: RSAREF doesn'rt saem to */
case 3: ; support 17 for the exponent °
protokey.useFermane = v;
break:

rase 0x01000t :
protokey.usefermard = 1:
break:
default:
ceturn (01 :
)
R_GenerarePEMKeys (épubKey, Gkay->key. &protoKey, &ctx):
memzec(kctx, 0, sizesfictxl):
memset {¢pubkey, U. sizeof (pubKey)t:
sendil /> BSAFE *¢

return ke:
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* Destroy an existing privara kay

.
wold PKCS1_DeatroyPrivareKey (RSAPcivareKey -key)
tifdet BSAFE

B_DestroyKeynbject (skey->xey) :
dendif /* BSAFE */
men:

tikey, U, slzeof (RSAPrlvareKey)):
freeikey) :

e
77 Return the size, In bits, ot rhe glven privare kay
.

unsigned PKCS1 _GetPrivateKeySize(RSAPrivacteKey *pibl

*itdef BSAFE
A_RSA_KEY *ki:
unsigned rv:

B_GetKeyInto( (FOINTER*I&k!, pub-»key. KI_RSAPublic):
rv = kl->modulus.ien << 3:
return rv;
velsa
tecurn pub->key.bles:
vendir
i

I

T Perform PKCS1 private key decryprion

vold PKCS1_PrivarteDecrypc(RSAPrlvateKey *priv,
unsigned char *out. unslgned =sutlen,
unsigned char *in, unsigned intenm)

t

rifdef BSAFE
B_ALGORITHM OBJ alg;
unaigned parti, parw2:
tat cv:

B_Creacealgorithmobiect tsalg) ;
do (

£v = B_SetAlgorithminfocaly, Al _PKCS_RSAPrivare. (POINTEP)
1t {rv) break:

£V = B_Decryptinirt(alg. priv->key, chooser, J}:

LL (rv) break:

©v = B_DecryptUpdate(alg, out, &pactl. lnlen, In, lnlen. 3.

Lt (cv) break:
v = B_DecrypcFinaltalg, outepartl, &part2. inlen-parei. :
| whileto);

1t (
SSL_Ser€rror(cv);
*outien = 0

) else (
“outien = partl - parn2:

'

B_DestroyAlgori thnobject(Galg) ;

o

/% 'BSAFE v/

RSAPrivaceDecrype(ont. autlen. (n. inlen. spriv->key:; .
tendif /* SSAFE */
)

val

N

EIN

21

'RSAREF +/
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** UER Encode 4 privare key using PKCS]

’
vold PKCS1_€ncodePrivartekey(unaigned char **pK, :najgned *pklenp.
RSAPrivareKey *kay)

unsigned char -n. *p. *q, *dmodpl, *dmodql, *=oelf:
unsigned char °dn. ‘de. *dd, *dp, rdq, *ddmedpl, *2dmodql. *dcoaft:
unsigned nlen. slen, dien. plen. qlen, dmodpllen. dmodqllen. coefflen;
unsigned dnlen, delen. ddlen, dplen, dqlen, ddmodpllen:
unaigned ddmodgllen. dcoefflen;
unsigned char "vers:
unsigned vacsien:

titdef BSAFE
A_PKCS_RSA FRIVATE_KEY *k1i;

sandit

/* EXtract and prepare xay Informacion -«
vildef BSAFE
1=0;

B_GetkeyInfo((POINTER*}ikl, key->key, KI_PRCS_RSAPrivare:
n = FAXNZ(&ki->modulus, &nlen) :

@ = FIxXNZ(&kl >publlcExponent, &elen);

d = FIXNZ(&ki >privateExponent, &dlen):

P = EIXNZUGkl >prime(01, &plen):

q = FLxNZ(4ki->prime(ll, &qlen):

dmodpl = FIXNZ(6k!->primeExponent (0f, &dmodpllen) ;
dmodql leNZlEkl-)prlm.B(pannclxl, &dmodqllent ;
coeff = FIXNZ(ski->coetflcient, tcoefflen::
7% (BSAFE v/
FindNZ(key->key.modulua, nlen, sizeof(key->key.modulusj):
FlndNZ{key»>kev.pubuczxpanmc. Lelien, sizeof (key->key.publicExponent! ) ;
FIndNZ(key->key.exponenc, &dlan, slzeof tkey->key.axponent)) :
FindNZ(key->key.orime(0], &plen, sizaot (key->Key.prime(0)):
FIncNZ(key->key.primeill, &qlen, sizeof(key->key.primeli]});
dmodpl = FlndNZ(key->key.primeExponent (0], idmodpllen.
slzeof tkey->key .primeExponent.{01]);
dmodql - FinduZ(key->key.primeExponenc(1], idmodqllen,
sizeatikey->key.primeExponent (0]} 1:
coeft : FlndNZlkeykaey.:u-lllclen:, Lcoefflen.
T1z20f (key->kay.comtficlenc: )

wendlt RSAPE ¢

/* €ncode RSAPrivateKey ala PRCSNL v/
DER_Encodelnt (¢vers, aversien, DER_INTEGER. u):
DER EncodeStr(sdn, &dnlen. DER_INTEGER. n, nlem):
DER EncodeStritde. &delen, DER_INTEGER, . elen:
DER _EncodeStr (¢dd. iddlen, DER_INTEGER. d. dlen).
DER_EncodeStriudp, &dplen, DER_INTEGER. ¢, plen::
DER_EncodeStr (¢dq, &dqlen, DER_INTEGER. q, qlen:
OER_EncodeStr féddmodpl, 4ddmodpllen, DER_INTEGER. dmodpl. dmodpllen) :
OER_EncodeStr (éddmodql, sddmodqllen, DER_INTEGER. dmodql, dmodqllen
DER EncodeStr(&dcoeff, idcoefflen, DER_INTEGER. coeff. coettlen|;
DER_EncodaSeqipk. pklenp, DER_CONSTRUCTED.
vers, verslen,

dn. dnlen,
de. dalen,
dd. ddlen.
dp. dplen,
4q, dqlen,

ddmodpl. ddmodpllen.
ddmodql, ddmodqilen.
dzoelf. dcoeftlen,

treetvers:;
S_Zfreein, nlen):
S_Zlres(a, elen):




5,825,890
121 122

-119-

ssipkesi.c

insignea char zsase *huf. unalgnea tutlen
“SAPrivarekey ‘vay)

unsigned char *nb:

unsigned sblen, keySize
1itdet BSAFE

B_ALGORITHM 0BJ slan;

ANGContext *rhd:

Int cx

alse
R_SIGNATURE €TX *=fan:
tendi €

xeySiza = PKCSI GecPrlvateKeySize(keyi >> 3
9b = iunzlaned char®) mallocikeySizel
¢1fdaf bIAFE
B_CrasteAldorinhmobiace thstan) ;

da
v = B Seralaorichminto(sign
(alg == SSL_MDS)
? AL_MDSWIChRSAEncrypcion
: AI_MD2WLChRSAEncryprion
(POIRTER] 0);
v = B_Slyninit(sign, key->key, cheoser, 0)
©v = B_SignUpdate(algn, {unsigned char*} buf, buflen, 01
rv = 8 _SignFinal(slgn, sb, ksblen. keySlze, ¢ o)
| while (0I;
B_DestroyAlgorithmobjece(salgn) ;
it qrv)
SSL_SetErrac(cv):
*aiglen = u;
salg = 0;
free(sb)
rarutn:
b
tolse
sign : 'R_SIGNATURE CTX*) zalloc(l. slzeaf(R_SIGNATURE_Z7X));

R_Stgninlt(sian, (1lg == SSL_MDS) ? DA_MDS : CA_MD2}
R_Signupdateislan. {insianed char®) buf, butleni:
R_S1anFinal{=17n. b, sblen, &hey-skey:
fraeistan) ;

rondl g
“sig =
*siglen
memcpy
{rae(sb)

watlocizblem
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S.ztreeid. dlen):
S_llrea(p, plen):

S_Ttrea(q, qlen):
S_zlree(dmodpl, dmodpllen::
S_.lfree(dmodqgl, dmodgllen! :
S_ifreeicamt(. coetflen;
S_zfrea(dn, dnlen):
S_itrea(de, delen):
S_zfraa(dd, ddlen:;
S_zfree(dp. dpleni:
S_zfreeid3, dalen):
S_ztreeidanodpl, ddmodpllen :
S_Ztreatddmodql. ddmodallen)
S_zfreeidcaell, dcoettlen::

'

JRR D L LT TR P PR

I
** Convert a private key Into a public key

RSAPubllcKey ~PKCS1_ConvertToFublic{RSAPrivateKey +privi
{

RSAPublicKey ~pub:
vifdaf BSAFE
A_RSA_KEY *ki:

tat ¢
vendalt /v BSAFE */

pub = (RSAPublicKey*) calloc(l, sizeof(RSAPublicKev)):
vitdef BSAFE
ki =

B_CreateKeyobject (cpub->key}
do ¢

tv = B_GetkeylInfo((POINTER*)&kl. priv->kay. #1 RSAPublic)
£t (rv) break:
tv = B_SetKeyin(olpub >kay, KI RSAPuDllc, -7 INTERI bii.
L6 (ov) break:
| while (0):
1 tzv) o
SSL_SerError(cvt:
8_DestrayKeyobiect (spub-skey) ;
S_Ztfreeionn, sizect (RSAPuDLLcKey) ) ;
pub = U

}
telse /% (BSAFE -/
Pub->key.birs = priv->key.oit:
meRCDy (pub->key.modulus. priv->key.modulus, sizeot(pub. skey . mulil:
MemCDy (pub- >kay. exponent, priv->kay.publicExponsnr .
sizeot (pub->key.exponent |
rendif /v BSAFE */
ceturn pub;

l

7o
** Dastroy an existing public key

hEs
vold PKCS1_DestroyPublicKey (RSAPublickey *key)

vitdef BSAFE
B_DestroyKeyobjecr tikey~>key) ;
tendlf /* BSAFE */
memset(key. u, slzeof (RSAPubl(cKayi):
frea(key) :
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** Return ~he slze, !n bits, of the given public vay
.
unsigned PKCS1_

+nPubllcKeySlze (RSAPubl LcKey *publ

«

citdet BSAFE
A_RSA_KEY *xi:
nsianed rv:

£v = B_GetKeyInfo((POINTER*)&ki. pib->key, KI_RSAPublic]:
£V = ki->modulus.len << };
return rv:
relse
recurn pub->kay.bits:
vendi €

I
T* Partorm PKCSL publlc key encryption
.7

va1d PKCS1_Publ LGENCIYDR (RSAPubllcKey -pub.
unaigned char *out. unsigned voutlen,
unaigned char *in, unsigned inlen,
RNGConrexe *rng)

(

vitdet BSAFE
B_ALGORITHM_OBJ alg:
unsigned partl, part2. nlen:
toe rv:

nlen = PKCS1_GetPublicKeySize(pub) >» 1:
8_CreaceAlgor LnhmObject (¢alq);
do {
v = B_SetAlgorlchminfo(alg. AI_PKCS_RSAPubllic, (POINTER) 01;
Lf (rv) break;
rv = B_EncryptInit(alg, pub->key, chooser. 0);
£f (rv) break:
Tv = B_EncryptUpdateialg, out, 4partl. nlen. In, inlen. rng->rng,
Lt (rv) break:
rv = B_EncrypnFlnalialg, ourepartl, spart2, nlen-partl, rna->cna,
LE (rv) break:
) waile (01:
B_OusnroyAtancirhmobiecr taalal
sa = o
Lt o (
SSL_SerEcrortrsy:
soutlen = o
b oelse (
“outlen = partl « pare2;
)
telsa /* (BSAFE v/
R_RANDOM_STRUCT crx:

SeCUPRNG(rng, &ctx);

RSAPubl{cEncrypriouc. ourlen. In, inlen, &pub->key, &ctx); /* RSAREF
teadif /v BSAFE !
'

-
** DER Encode a public key using PKCS1

“old PKCS1_EncodePublicKey(unsigned char *vpk, unslgned *pklienp.
RSAPub]{cKey ~kay)

unsigned char *n. va, *dn, “"de:

unsigned nlen, =len. dnlen, delen:
¢{fdef BSAFE

A_RSA_KEY *¥3:

or;

01

1
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¥endif - BSAFE -’
vitdet BSAFE
1= 9;

cKaylnfol (POINTER®16k1, key->kay, KI_RSAPubllct:
n = FLxNZ(eki->modulus. tnlen:;
® = FLXNZ(iKki->axponenr. ielen:
veise s 'BSAFE -/
n = FindNZ(key->key.modulus, snlen, sizeof(key->key .modutusii:

e = FindNZ(key->key.axponent. iwlen, slzeofikey->vay.exponent)]:
vendlf /* BSAFE °/

OER_EncodeStri&dn, &dnlen, DER.[MTEGER. n. nlen):
OER_EncodeStritde. &delen, DER INTEGER, v, =leni:
DER_Encodeseqipk, gxlenp, u

4n. dnlen.
de. delen
3. 0

S_Ztreetn,

S_itreele,

S_Zfree(dn, dnlen):

S_Zireatde, delen):

; rremesseetse

int PKCSI_VerifySignature(lnt alg, unsigned char const *buf, unsigned len,
unsigned char const *sig. .nsigned siglen,
RSAPUD! fcKey *pubKey)

t

lat cv;
vifdet BSAFE
B_ALCORITHN 0BJ varlfy;

8 _Creacealgorithmobject (&verlty) ;
do (

v = B_SerAiqocithmIntotvarify, (alg == SSL_MD2)
* AI_MD2WithRSAEncryprion
- AL_MDSWitARSAEN~rvpr.ion.
FOINTER) 0)

2aK;
VarltyIntr iunclly. jubKey . way, hnoser, |
1t (rv) break:
£y = B_VerifyUpdare(varity, iunsloned chacvinmf, izn, o1
1t (rvi break:
£v = B VerifyFinal({verity, |unsigned char+)sia.
} while (0):
B_DastroyAlgorirthmobjact i&verify) ;
telse  /+ !BSAFE */
R_SIGNATURE CTX *verify:

verify = [R_SIGNATURE CTX"1 callocil. sizeof(R_SIGNATURE CTMI}:
R_VerityInittverity., (alg SSL_MD2) ? DA_MD2 : DA_MDS)
R_VerifyUpdate(verify, (unsigned chare} buf. leul:
£v = R_VerifyFlnalfverify, (unsianed char) sla. slalen, spubKey ~kay)
free(verity);

tendlf /* BSAFE °’

ooy |
SSL_SerError(rvi:
recurn -1:
)
ceturn 0: -

'

votd PKCS1_Signiin~ alg,
unsigned chac **<ig, unstaned *~iglen.
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Copyright tc) 1395. Netacape Communications Corporation. All rights
reserved. This use of this Secure Sockets Layer Referancae
Implemencation (cha ‘Sofrware*) i govarned by the terms of tha SSL
Rutarence [mniemencatlon License Agreement. raad the
Accompanylng ‘License’ file for a description of the rights granted.
Any othar third pacty materlala you use with thls Software may be
subjact o additional license restrictions from the llicensors of such
third parcy software and/or additional export restrictions. The SSL
Implemencation Llcense Agreement grants you no cights to any such
third pacty marertal.

¢includa *ssllib.h®

struct sDConcexrstr i
*1(det BSAFE

B_ALGORTTHM_ 0BT ma:

valse

TV md:

R_DIGEST.

vendif

Vi

sifdal BSAFE
static B_ALGORITHM_METHOD *chooserif = (

SAM_MD2.
&AM _MDS.
o,

B
tendtf

MOContext *MD_CreareConcexc(int type)
{

MDConrexr. *~x:

X = (MDConrtext*) calloc(l, slzeof(MDContext]):

e
Yifdat BSAFE

B_CreateAlgorithmobiect facx->md) ;
B_SetAlgocithminfolcx->md, (type
B_Digesririf(cx->md. 0. chooser. 01 :

SSL_MD21 © AI_MD2 : AI_MDS. {POINTER}O!;

valse

R_Digesrinirigex-smd, Pa == SSL_MD2! T DA_MD2 : JA_MDS);

vandl €

¥

cerurn cx

vold MD_UpdatetMDContext *ox, wunsigned char *buf, unsigned len)

{
¥ifdef BSAFE

tel

B_DigestUpdare(cx->md. buf. len, 0):
se

R_Digesripdacelscx->md. buf. lens;
L

fendl(

)

veld MO_Final(MDContext *cx. unsigned char *2igest, unsigned *lenp)

*lfdaf BSAFE

B_DlgestFlnal(cx>md, digest, lenp, 15. 01;

teisa

tend

)

R_DigescFinal(scx->md, digest, leap):
Lt

vold MD_Destroylontext MbDContext *cxi

¢
“ifdet BSAFE

8_DestroyAlgorizhmobiece{sex->md) ;
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vendit
memameicx. O, sizaot!MDContexcl )
tree(cx);

)

132




133

5,825,890
134

-125-

ssipkes7.c

°* Copyright {c) 1395. ilacacape Communlcacions Corporation. All rignts
** tesecved. This usa of tnls Sacure Sockets Layer Reference

v Implementatlon (the ‘Software‘] !s governed by the rerms of %ha SSL

* Raterance Impiemencatlon Licensc Agreament. Flease read the

T+ accompanylng -License® file for a descriptlon of the rlghts granced.
:7 Any other thlrd party materials you use with this Software may be

¢t subject to additlonal llcense reatrictions from the iicensors of such
 third parcy software and/or additional export rescrictlons. The Ssi
* Implementation License Agreement grants you no rlghts ©o any such

** rhird party marerial.

N
flnclude *ssilib.he

,.
°* Taka an OID and soma dara and wrap it up In a PKCS? Tontentinto
* nbjecr.
“nld PKCS? Wraplinsiahed char <-desc. unsigned *destlenp.
unsigned char *rawoid, unsigned rawoidien.
unslaned char *nrc, unsiqned srclen)

nnsigned char *nid:
unsignad oldlen:

DER_EncodeStrikotd, &oldlen., DER_OBJECT_ 1D, rawold. rawoldlen):
stci0l | DER_CONTEXT_SPECIFIC:
OER_Encodeseq(dest, dasclenp, 0
oid, oldlen, srec, srclen, 0, 0):
fraeioid) ;

"
T Glven a PECS7 Contentinfo object, unwrap It lata lt’s oid and data
mponents. Caller checks the oid for the type of the daca.

inn. FKOST tweaptunsigned char **oidp. unsigned *oidlenp.
'Insigned char <*datap, unsigned *datalenp.
“msigned char rsrc. unslaned scciens

CERLAyour fay)2{
int e

l1ay(0) .type : DER_OBJEC
Llay(l].type = DER_ANY:
£v = DER_DecodeSeqi&layl0i. I, 0, src. srclen);
LE {cv) rerurn ov:

*otdp = (unslaned chac*) mallec(lay(0].ltemLen ;
memcy{*oldp. l3y(0).item. lay(0].lremient:
*otdlenp = lay{0l.iremLan:

“datap = (unsigned char*) malloc(lay(l].l%emLen) :
memcpy(“dartap, lay(ll.ltem, lay{l}.itemien) :
“dacalenp = lay{ll.i%emLen:

renurn 0
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** Copyright tci .23§. siatscape Communications Corporatlion. All rights

** reserved. T of thls Secure Sockects Layer Reference

** Implementatlon e ‘Software*) 13 governed by tha terms of ~ha sSSUL

-+ Raference Implemencatinn License Agreement. Flease cead the

*+ accompany(ng "License: (!la for a description of the rights aranted.

** Any other rhird party materials you use wirh this Software may be

** subject to additionai llcense rescrictions from the licensors of sucn
v third party software and/or additional export rescrictions. The SSL
*+ Implementation License Agreement grants you no rights to any siuch

** third party matectal.

.

slnciude “ssiiib n*

vdefine RSADSI 0x2a, 'x86, uxd48, Ux86., Ox(7, uxvud
sdefina PKCS1  RSADSI. 5x01, uxol
tdefine PKCSS  SSADSI. .x01. 3x05
CS7  2SADSI. -xui. txu?

static nnaigned cha: poeWithMDSAndDEScbel| = ( PKCSS. 9x03. ).
static unaigned char rsaEncryption{| = { PRCS1. ux0i, }:
sfatic unsigned <har encrypredfrivareKeyInfo{| = | PKCS?, 0x08 1:
viltdet BSAFE
sratlc B_ALGORITHM METHOD *=hooser|] = ¢
&AM _MDS RANDOM.
0.
1
vandit
/e

** wWrlte a private key out ro a file using PKCS? and PXCS8. Use PKCS? to
“* *wrap® the data so rhat rhe [lle dacta {3 typed for later reading. Use
** PKCS8 EncryptedKey(nfo for actual key storage.

“r

vnld PRCSR_WrlrePrivarteKey(FILE ‘our, PKCSSKey *ekey, RSAPrivateKey °vey)
‘

unsigned chacr *tpk, "ok, *pkold. *null, ~pkaid, -vers:
unsigned cpklen. pklen. pkoidlen. nulllen. pkaidlen, verslen:
unsigned char *intrs, ‘pkl, *rawencdata. ‘encdata, -nid, *ppep;
snsiqned attrolen, prilen. rawencdartalen, encdatalen, ocidlen. pbeplen:
unslaned char *iiald. *epki, *final

unslanad alaidisn, -cxilen, finallen;

/* Extract and prepare key infaormation */
PKCS1_EncodePrivaceXey(&rpr, &cpklen. key):
DER_Encodester (4pk., soklen. DER_OCTET_STRING, rpk, rpklent:
S_zfreetcpk, cpklen):

/* Encode privateKeyAlgorithm =/
b OER_EncodeStr {épkald, spkoidlen. DER_OBJECT_ID,
: rsaEncryprion, sizeof(rsaEncryptionti:
DER_EncodeStr (4null. snulilen, CER_NULL, 0, 0);
DER _Enconeseqipkald. epkaldlen, DER_CONSTRUCTED,
pkotdlen.
tlllen.

null,

2, 0}
H Eree(pkold) :
tree(null);

/* Encode PrivateKeylnfo using PKCS¥E */
DER Encodelnt(ivers. &verslen. DER_INTEGER.
DER EncodeStrisastirs, Gattrslen, OER_CONTEXT.
UER_Enceceseq(spki. spkilen, DER_CONSTRUCTED,
vers, verslen.
pkald, pkaidlen.
pk. prlen.




5,825,890
137 138

-127-

ssipkcs8.c

attrs, atnrslen.
. 0.
Iraaivers):
frea(pkaid! :
S_zfree(pk, prlens:
freeiaccrs: ;
it 0
{FILE *f = fopen(*fNC-pki
tendlf

w1 fwriteipkl, 1. pkilen, £1;

/* Now encrypt the entire PrivateKeyInfo using PKCSS */

rawencdata = (unsigned char*) malloc(pkilen - R):

PKCSS_Encrypt (ekey, rawencdata, &rawencdatalen, pki. pkilens:

DER_EncodeStrisencdata, encdatalen. DER_OCTET_STRING.,
cawencdara, cawencdaralen):

S_Zfreeipkl. pkilen:

S_Zfreelrawencdata, rawencdactaleni:

/* Encode encryptionAlgorithm -/

DER_Encodestri&old, 4oldlen, DER_OBJECT.!D. phew!hnHDSANDESCH~.
sizeot (pbewlENMDSARADESCHE] | ;

PKCSS_Encodefekey, &pbep, &pbeplen):

DER_EncodeSe=q(&algid, kalatdlen, DER_CONSTRUCTED,
aid, oidlen, pnep, poeplen, 0. 0):

trae(oLd) ;

S_zfree(pbep, poeplen):

7* Encode EncryptedPrivateKeyInfa */
DER_Encodeseqtéepki. &epkilen, DER CONSTRUCTED.
algid, algidlen,
encdata, encdatalen,
1

{reetalgid) ;
S_zfres(encdata, encdatalen):

/* Flnally, wrap the whole thing uslng PKCSE7 */
PKCS7 Wraptéfinal, &finallen,
encryptedPrivatekeylnfo, sizeof(encrypredPrivateKavinto).
=pk1, epkilens:
S_Zfree(epki. -pkileni:

/® Write ourpur </

twrite(flnal, i. flnallen, wuni;
trea(final):

’e

tifdef BSAFE
static void Xter(ITEM *
(

DERLayour. *lay)

unsigned hlen, olen:

hlan = DER_GetHeaderLan{lay->ifem. solen::
d->data = lay->item - hlen:
d->len = olen:
)
talse
static void Zerofill(unsigned char *dest, int dastien, UERLAyout *liyi
(
unsigned hlen. olen:

hlen = DER_GarHeaderlLen(lay->irem, solen:
mamsec (desc, . clens:
memcpy (dest. - destlen - slen, tay->ltem - nlen. »lan):

tendif
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It R®Ad In A privaco xey wricren our using the above wriva courina.
.

RSAPrivaceKey *FFCSA ReadPrivareKey(FILE *in, char *pwi
0

“nsigned char *hif. *sld, *epki, *pki:
unsigned buflen. norused. cldlen, spkilen, pkilen. i. itecationtount:
PKCSSKey “dkey:

RSAPrlvateKey *key:

DERLayout epkilay(2l. algidi2l. pbei2l, pkilayldi, pkialdi2l. pklaylsi:

tendlf

but = (unsigned char®] malloc(10000);
butlen = freadibuf. 1, 10000, in);
Lf ((laribuflen <= 0) goco loser:

/* Flrac unwrap PKCS7 wrapper */
PKCST_linwrapikold, &oldlen. 4epkl. sepkilan, buf, buflen:;
/* XXX chack contentTypa ... */

/7 Next, take 3parc the EncryptedPrivateKeyInfo */
epkllay(u).type = DER_SEQUENCE | DER_COMSTRUCTED:
S epkilay(l].type = DER_OCTET_STRING:

e DER_Decodeseqtéepkllay[0]. 2, DER_CONTEXT_SPECIFIC, apki., apkilen::

/* Take apart rhe encryptlonAlgarichm </
2lgld(0].rype - DER_OBJECT_ID;
algldili.type = DER_ANY,

OER_DecodeSeq(salatdi0l, 2. 0. epkilay(Ol.lnam. apklilay(ul.{rembLen:

/% Check encryptlon alaorithm =/
L0 f(adgld{0)  ttamiv] (= Ux06} I
{algldlul.ttem(df '= sizeof(pbeWlthMDSAGADESche)) |}
(memcmp (kalgld|0).icemi2|, pbewlthMDSANADESCHE,
sizeaf (pbeW!1LhMDSARGDESChCI ] t= 0F) (
/% virong alaorithm a4 */
goco loser:

)

/* Nexn, extract rhe arguments Lo the pbe algorithm v/

pbe (0] DER_OCTET_STRING:
poafll. DER_[NTEGER:

i OER_Decod 2.0, algldf1] irem, algid(ll.lremLen :
’e

= T Construce decryprion key.
.

{ = DER nipbelo) .tem, B
lterationCount. = DER_GetInteqer(pbe(l|.ltem);
Akey = PKCSS_GenerateKey(pw, pba(0l.ltemel, ireracionCounti:

/* Dacrypr encrypradDara to reveal the PrivateKeytn(o *+

Pkt = (unsigned charv) mallociepkilay(1].iremLen) :

! = DER_GetHeaderLen(epkilayil).ltem, Gnotusad);

PKCSS Decrypridkey, pxi, tpkilen. epkilay(l].ivem - |,
=pkilay(1l. izemlen - {);
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1€ (pki(0] 'z IDER_SEQUENCEIDER CONSTRUCTEDI}
7+ Probably a bad password
goto losac;

/* Tear appart rthe PrivaceKeylnfo */
pkilayiO}.type DER_INTEGER:

pkilay(l].typa DER_SEQUENCE | DER _CONSTRIICTED;
pkilayi{2] .type DER_OCTET_STRING:
pkilay(3].typa = DER_ANY:
DER_DecodeSeqiépkilayiv), 4, 0. pkl. pkileni:

/* Make sure lt’s version ¢ */
verston ¢ DER_GetInteaer(pkilay{u|.ltemi:
1f (varsion a1

gota loser

)

/% Tear appart privateKeyAlaocithm */
pklaidi0).type = OER_OBJECT .1D:
pkiaidil] .typa = DER_ANY:
DER_DecodeSeq(4pkialdi0], 2, 0, pkilaylil.item. pkilaylt).{cemien) ;
Lt ((pklald(0].item(O] ‘= 0x061 ||
(pklaid[0].item[1] (= sizeof(rsaEncryptiom)) |{
(memcmp(épklald(0) . item(2], rsaEncryption,
slzeot(rsaEncryptionl) ‘= 0}} (
/* Wrong algoritha id =/
gote losar;

)

= /* Tear appart privateKey and construct RSA privace key */

: key = IRSAPrivateKay<*) ralloctl, sizeof(RSAPrivareKey)!:

tor (L = C; L < 9: k»v)

pklay(!].typa = DER_INTEGER;
s 1 = DER.GetHeaderlLen(pkilay|2].ltem, &notused):
. DER_DecodeSeq(&pklay(0], 3. 0, pkllay{2].itemsi, pk{lay|2).4'emlen 1)
*ifdet BSAFE

Xter(skl.modulus. &pklayiil):
Xfer(&ki.publicExponent, spklay(2l):
Xfer(&kl.privateExponent. tpklayl3ll;

5 Xfertaki.prima(0], &pkiay(4]):
Xfer(ekl . primelll, «pkiaviSii:
Xter (&k1.primeExponenciOl. ipklay(s
Xfer(&kl.primeExponentili, &pklayi?li:
Xfer{iki.coetticlent, tpklay(8]);

- B_CreaceKeyobject (kkey->key) ;
- B_SatKeyInfo(key->key, KI_PKCS_RSAPrivare. (POINTER} skl}:
memset(¢kl. v, sizeot(kl)):
telse
L = DER GetHeaderLen{pklay(l].item., &notused):
kay->key.bits = pklay(ll.ltemlen - 1:
1 (pkiay(1l.itemit] 0x00) ¢
key->key.bits--;

)
Kay->key.blcs <<=
ZeroFlllitkey->key.modulus(0], MAX_RSA_MODULUS_LEM, &pklayill]:
ZaroFill(kkey->key.publicExponent (0], MAX_RSA_MODULUS LEN, «pkiay(2}):
ZaroFill(ckey->key.exponenc{0(, MAX_RSA_MODULUS_LEM, &pklayill!:
ZeraoFillkkey->key.prime(0|{0], MAX_RSA_PRIME_LEN. apklay(d)) :
ZaroFill(kkey->key.primel11 (0], MAX_RSA_PRIME_LEN, &apklay|Sf);
ZaroF1ll(ikey->Kkey.primeExponent| 0] (0], MAX_RSA_PRIME_LEN, &pklaylsiy:
Zerof 111 (kkey->key . primeExponencili (0], MAX RSA_FRIME LEN, &pklayl/[}:
Zarof1ll (kkey->kay.coeflicient (0], MAX_RSA_PRIME LEN, &<pklay|8l}:

tendlf
goto done;

Loser:
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CastroyPrivaceKeyikey!

.

slzeoflepkitay));

. sizeotialgld]):
sizeot(pbe));

9,
v,

sizeat{pkilay)):
sizeof (pkialdi);

sizeot (pklayi):

freetoufl:

1t (old) freetold):
1f lepki) S_2freetepkt, epklleni:

1 (pki) S_ifreeipki, pklleni:
1t (dkey} PKCSS_DestroyKeyidkey)

recurn key:

144
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.
*v Copyright (<) 1395 Hetscape Communlcaticns Corporatlion. All rights

*v remarved. This use of tnis Sacure Socketa Layer Raference
** Implemencation i:he *Saftware®] i3 governed by the terms af nhe SSL

*+ Refarence Implementation LlcCense Agraemenc. Please read the

** accompanying ‘Llicense® file for a description of the rights granted.
** pny other third parcy macerials you use with this Software may be

** subject ro additlonai llcense rescrictions (rom the Licensors of such
** third party software and/or additional export rescrictions. The SSL
v+ Implementation License Adreement grants you mo rights £n any such

+* rhird party marerial.

sinclude *rsillb.h*
sinclude <rermios.h>

sratlc void achont{fin- fd
1t (isaceyitdi o
struct rermios rlo:
tcgetattrifd, stlo):
tlo.c_lflag &= ~ECHO:
rcserattritd, TCSAFLUSH, &rlo):

sracic void echoontlnn fd)

L (lsacryctd)) (
scruce rermios rtla:
tegetacirifd. &tia):
tio.c_lflag {= ECHO:
rcserartritd. TCSAFLUSH, &nie):

)
char *S GetPasswordtchacr *prompci
i

FILE tin, *our
That Ga(12000)

tn x topen(tidavsneys, treh
Sut = topent/devsr
echoOC ({1l mnionn) )
for (i)
tprinttiant. prompri:
elushiourt:
bufiol < 9
fgatsibut. sizeof(bufi, ini:
tprinct (oue,
LE (bat10])

)

)

echoon(f1leno (o)
tclosatont) :
tcloseitnt;

rerurn scrdup (buf)
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1795. Natscape Communicatlons Corporacion. Ail cights
reserved. This usae of this Secure Sockets Layer Reference
Implementacion (the "Software®| +s-governed by the rerms of
Reterance Implemantation License Agrsament. Please read the
accompanying *License- (ile for a description of the rights granted
Any other rhird party macerials you use with thls Software may be
subject ro additlonal llcense restrictions from the llcensors of such
*+ third party software and/or additional export restrictions. The SSL
++ Implementation License Adreemenc grants you no rights ro any such
rhicd party marerial.

Copyrighn

ne SSL

¢include *ssilib.h”

1include <sys/types.h>
sinclude <sys/time.n>
vinciude csys/srat -

1itdet BSAFE

sracic B_ALGORITHM METIOD *~hcosecl! = |
%AM_MDS _RANDOM.
.

dl {

NOTE: because RSAREF doesn‘t expert R _GenerateRandomBytes, we have ro
fake our own generator here. Use someching based on MDS cthat should

be good encuah. No analysls of the security of this generator has been
done. No watranty expressed or implied. etc...

*« Create a new random number generacor.

* [f no seed s passed In then It ls ‘randomly® seeded.

«* Few systems have good ways to do this so wa Lry fo get some
++ external intormarlon pesldes just the time of day ro use.

RNGCOR~exr, *PNG treateContext(r~har *pseed. Lot seedlen)

RNGCantext *~%:
struct *lmeval row:
struct cimezone
inc pid, ppld:
steuck stat.
¢{tndef BSAFE
unsigned statelen:
R_DIGEST_CTX dicesc;
vendit

cx = (RNGContext*) calloc(l, sizeof{RNGContextl):
11tdet BSAFE

B_CreateAlgorithaobject {4cx->tmg) :

B_SerAlgorithminfo(cx->rng, AI_MDSRandom. (POINTER)O}:

B_Random(nirix->eng, chooser. 0):

relse

R_Dlgescinitixdigest. DA_MDS):
randlt

L1( pseed )

rifdet BSAFE
B_RandomUpdarelcx->rng, pseed. seedlen. 01:
teise
R _Digesrupdataitdigest. psead, seedlens;
R_DigesrFlnal (4digass. cx->state, ¢snarelen)

/* Ger #ara for sesding the generacor °/
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geccimeotday (&now
pld = 7etpid(h:

ppld = getppidr):
stat{*/bin/ls®, sist
scat(*/dev’, sdev):
statit/nmpt. Anmp);

tltdet BSAFE
B_Randomupdateicx->rng, (unsigned chare) &now, sizeot(nowi, 0):

B_RandonUpdateicx->tng, (unsigned char®i tpld, sizeofi(ptdr, u):
8_Randomupdacetcx->rng, (ansigned char<i sppid, slzeotippid). ni:
B8] tcx->eng, tunsigned char*l &ls, sizeof(ls), U}
B_RandomUpdate(cx->rng. (unsigned char+) tdev. sizeoftdevi. ui:
B_kandomUpdate(cx->rna. [unsigned chare| Srmp, sizeot{mpi, i:
velse
R_DigestUpdatettdigest. ;unsignad char®) tnow. slzeolinowi):
R_Digeswilpdateédigest, (unsigned char®) spid, :lzeafipidri
R_Digesclpdate(édigesc. tunslaned chars) tppid. sizeotippidi)
R_Dlgescupdateikdlgest, (unsigned char®) 4ls, sizeaf(is)):
R_D1 (edigesc. ( d char®) idev. sizeot(devi):
R_DlgestUpdatersdigest. (unsigned char®) itmp, sizeof(rmpi);
R_DigestFinal (kdigest, cx->srate, &statelen

rendtf
)

return ox:
oo )

scatic void Inciunsigned char "tuf, int lent
‘

int carry = 0:

while (len) (
1t tbuf

void RNG GeneraraRandomByras(PNGConrext *mx, unslanad char *:it, -msianaq lens

tifdet BSAFE
B_GeneracteRandomByrestcx->cng. buf, len. 0):

talse

R_DIGEST_CTX digasc:

= whila (len) ¢
{t {cx->streamlen 0y
R_Digestinlt(sdigest, DA_MDS);
R_DigestUpdateiidigest, cx->state. 16):
Lk R_Digesrfinal(sdigest, cx->stream, sCx->srreamlen:

/* Increment stace */
Inc(ex->atare, 161:

x->stream{--~x->srreamleny ;

]
senatt
)

vold RNG_DesrroyContexr [RNGConrexr *cxi
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0
*1fdef BSAFE

B_DasrroyAlanrithmobiectitcx->rnal ;

vanaif
memmerizx, ‘. 3izeol(PHGContexri :
treafexi.

152
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fopyright fc) 19R3, 1991, 1394
The Reaencs at the Unlvarsicy ot California. All rights reserved.

Rediscribution and use (n source and blnary forms, with or without

modlficacion. are permitred provided rhat tha following conditions

are mat:

Redlstribucions of source code must recaln the above copyright
notice. this llst of condltiona and the following disclaimer.

- Redistributions in blnary form must reproduce tha above copyright
notlce, this 1isc of conditions and the following disclaimer in the
documentation and/or othar materials provided wirh the distribution.

- All advercising macerlals meancionlng features or use of thla sofrware
must display rhe followlng acknowledgement:

This product includes software developed by the Universlty of
California, Berkeley and lts contributors.

4. Nelkher rhe name of rha Univeraity nor the names of 1ts contrlbutors
@ay be used Lo anderse or promote products darlved from thls soffware
without speclfic prior written parmission.

THIS SOFTWARE |3 PROVIDED BY THE REGENTS AND CONTRIBUTORS ‘'AS IS'‘ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLLED WARRANTIES OF MEACHANTASILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLALMED. I[N NO EVENT SHALL THE REGENTS OR CONTRIBUTORS HE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING. BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE. DATA, OR PROFITS; OR BUSINESS INTERRUPTION|
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
QUT OF THE USF OF THIS SOFTWARE, EVEN [F ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

‘

¢1f detined(LIBC_SCCS) &4 !daflned(iintt
stacic char scasidl! = “@{¢)ccnd.c 9.3 (Berkelay} 3/26/94
vendit /* LIBC_SCCS and nor Link */

tinclude <sys/param.h>
tinclude <sys/socker.hs
siuclude <sys/stat.hs

flaclude <neriner/In.n-
vinclude <arpasfuwr.h~

tinclude <signal.h>
tinclude <fcmel.hs
tincluce <netdb.h>
rinclude <unistd.h>
tlnclude <pwd.h>
rtinclude <arrno.h>
tinclude <stdio.h>
finclude <ctype.n>
4inciude <string h>
tinclude "ssi.h®
tinclude “ssllib.n®
rifdet sqi

vinclude <bstring.h>
tendlf

vitdat NO_STRERROR
~har erthuf 101

char *
stcercociin® eccl
!

sprinttiarrbut. *id*, acr);
rerurnf{arcbuf
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}
tendi(
excern Int rresvport( lnr *pore I:

SSLHandle *

SSL_Remd(char **ahost,
tne rpoce,
char *locuser,
char -remiser,
char -cmd.
SSLHandle **h2p,
{nt creartetlags)

steuct hostenc hp:
SCruct sockaddr_in sin, from:
fd_sec caad
long oldras:
pla_t pia;
int s, lporc. *lmo:
char c

SSLHandle *h, *h2, vh3:

getpidi) ;
= gethoacbyname(*anost) ;
ap == NULL) (

fprinct(stderr. *romd:gecthostbyname: Vs\n-. *ihosr);
return (0);

*ahosc = hp->h_name;
oldmask = 3igblock(sigmask(SIGURG)) :
for ttlmo = 1, lport = [PPORT_RESERVED - |
3 = rresvport(&lpoct);
i€ (s <0) (
. if lerrno == EAGAIN)
{veid) fprintlistderr,
“romd: socket: All poarts la usein®|

alse
(vold) tprinet (srderc, “ramd: anckar: ssine,
strerroriacenon:;
sigsermaskioldmaskl :
rerurn tuy

'

vltdet _hpux
loctlts. SIOCSPGRP, pld);

talse
fentl{s, F_SETOWN. pid:

Vendlf

N h = SSL_Creata(s. createtlags);

sln.s(n_family = hp->h
mamcpy(aln.sin_addr,
sin.sin_port = rpore:
{t (SSL_Connecr(h, (struct sockaddr -issin. sizeof(sin) »-
break

S (valdiclosets) ;

1t (errno == EADDRINUSE) (

lpore--;
contin

drt:
hp->h_addr_l1sti0], hp->h_lengeh):

]

{f (errno == ECONNREFUSED && tlmo <= 16) {
(voldisleepirima) :
Eimo *= 1
continue:

}
LL (hp->h_addr_Llsntl) != NULL) ¢
tnt cerrno = errno;

(voldifprintt(stderr, ronnact %o addrass is:
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ineat_ntoalsln.sin_addr)!:
errno =
peCror(o};
np->h_1ddr_listes
memcpy (¢31n.3in_addr, hp->h_addr_)ist(0], hp->n_lengthl
(voidi Cprincf {atderc, *Trying %s...\n*.
inet_ntoatsin.sin_adde}!;
contipue;

1
(vold) fprintf(stderr, *ts: ¥s\n®, hp->h_name, strerroriercnall:
sigsetmask(oldmask) :

taturn (0):

)
It{ SSL_Handshaka(h, SSL_HANDSHAKE_AS_CLIENT! < ¢ i
perror|*SSL_Rcmd:handshake tatled*):

anro bad:

)
lpote-
It ih2p

) alse |
chac num(8];
int s2
int len = sizeaf(from):
struct sockaddr_tn backsin:
tnr sinlen;

s2 = rresvport(&lport);:

11 ts2 < 0)
goeo bad;

h2 = SSL_Creare(s2, createflagsi:
/¢ XXX - send a bind message ro sockd */
1f t 1 h2->createFlags & SSL_PROXY_MASK ) !'= SSL_NO_PROXY 1 (

{€ { SSL_BInd(h2, &backsin, slzeof!backsini.
sln.sin_addr.s_addrj < 0}

$f ( th2->socks->direct || wrrmo = EINVAL )
Perror (*SSL_Rcmd:SSL Bind(i*);
closels2):
goto bad:

- )
'

)
1fi SSL_Gersockname(h2. (struct sockaddr *)ibacksln, &slnlen) < 01

perroct SSL_Rcmd:SSL_Gersockname ()
close(s2
goto bad:

SSL_Llsecenth2. 1)
{vold)sprintfimam, "%u*, nctohsibacksin.sln_porr
it (SSL_Writeth, num, strieni{numie+l) 'z strleatnum)+11 (
tvo1d) fprinct (stderr,
Tromd: write (settlng up stderr): 3s\n®,
strerror{ermolt:
tvaldiclose(s2) ;
goro bad:

)

FD_ZERO{4reads! ;
FD_SET(s. &reads):
FD_SETIs2. &reads):
artno = 0:




159

badz:

5,825,890

-138-

sstremd.c

It (select)2, treads. v, 0, 0)
1€ (errno = 01

160

< 1 )| (FD_ISSET(S2. &readsi)

{vold)tprinct (stderr,
. select [serring up srdercl: is\n*.
strerrorfermmol}:

alse
(void) tprinttis

*selecc:1: protocei (atlure in mtreuir

(voldiclose(s2);
goto bad:
'

rderr,

PRt

h3 = SSL_Accept(nhl. (struct sockaddr *)1&from. simni:

(voidiclosets2) ;

cmd: accept: AS\n®, strertacierrno)

[SSELE T
(vokdifprinct (stdery,
s
tporr = :
goro bad:
1
*h2p = hd:

from.sln_perc = ntohs ((u_short)trem.sin_pors|;

1t ( ( th)->socks->direct | &&
{from.sin_tamtly t= AF_INET

(rom.sin _port >z IPPORT_RESERVED ||
from.sln_pore < [PPORT_RESERVED / 2) ) |

tvoiditprinet (stderr,
protocol

fatlure tn circuir setup.n®t:

1
L SSL_Handshake(h), SSL_HANDSHAKE_AS_CLIENT) < 0 1 (
PeEEor{*SSL_Rumd:scderr handshake allad®):

goto bad?:
)
'
(veld)SSL_Write(h, lacusar,
(vold|SSL_Write(h, remuser,
(vold)SSL_Write(h, cmd. strien(cmd) +11;
1f {SSL Read(h, &c. 1) 1
(voldifprinte isrderr,
~remd

strlentlocisert i)
strlentremuser) «i):

1R As\n*. *anoar. screrroriaccnot

70%0 bad2:

)
it (e = 0) ¢
while (SSL_Read(h, ¢c, 1

1

Pt
{vold)wrlte{STDERR_FILENO, &c. 1)
it “\n"y

= \n
break;
)
goto bad2;
)

sigsetmask(oldmask) ;
ceturn ih);

1t tlpore)
tvoldicloseihl-=(d) :
{void)closa(s);

sigsecmask{oldmask ;
ceturn (0 ;
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copyright tcl 1995. : tons ¢ ton.
*v reservad. This use of this Secure Sockets Layer Referance

Implementation (the "Sottware*) ls govarned by the terms of "he SSL

Impt fon Licensa Pleasa read the

accompanylng *License* file tor a description of the rights granted
Any other third party matariala you use with this Software may be
subject to additional license restrictions from the licensors of such
third parcy software and/or additional expoert rescrictlons. The ssi
fmplementation License Adreement grants you no rlghts ro any such
nird party macerial.

All ctgnts

“r
finciude °*ssilib.b*

srouct FKCSSKeystc
Insigned char keyl(8l:
nsigned char saltifl:
nsigned chac iv(8)
Inr Lrerationconun

Genecate 2 DES key using PKCSS

PXCSSKey *PKCSS_GenerareKey(char *pw, char *salt, int iteraclonCount)

PKCSSKey *k:

unsigned hasnlen:
unsigned chac hashi(161
MDContexe *md:

tee s

X = (PKCSSKey®) callocil. sizeof(PKCS5Key}l;
: k-»lterationCount = lterationCount:
memcpy (k->salc, saln, 81:

/v fanerate kay and v as per SXCSS </

f3c (1 = 0: 1 4 (reracionCount: Le=y !
md = MD_CraaceCencexr.(SSL_WDS) ;
i LEL am o

MD_Updateimd. sw. strlantpwi):
MD_Updateimd, «-salk, slzeo€(k->salell;

I alse ¢
MD_Updaretmd,

sh, hashlen

MD_Finalimd, hast. shashien!:
MD_Dest. royConrexr (md) :

)
e memcpy (k->key, hash, cizeot(k->key)
: memcpy (k->lv, hashed, sizeof(k->iv)):

recurn k:
)

v0id PKCSS_DestroyKey (PKCSSKey *
i

ey

memset(key, U. sizeal{PKCSSKey)):
[ree(keyi:

’o

€ncrypt a block of data using PKCSS style encryption

.
2014 FYTSS_Encryp

PCSSKey *key. unalgned char "ouc, unsigned *ounlen.
unsianed char *in. unstgned inlen)
t

DESChntaxr. *as:
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unsignad part;
unslgned char :n31{3}

soutlen = 1finlen « a1 >> 31 r< Vg

de:

= DES_CrearecContexr (kay->kay, rey->lv. 1);

while finlen >z 81 ¢
DES_Encryp~tdss. curf. spart. !n. 3):
in
ous
tnlon

8

l

memcpy!(tinal. in. inleni;

memset(final-inien. 3 lnlen. i-inleni:
DES_Encrype. ides. flnak, 3):
DES_Destroylonr.ex

** Decrypt 2 block of data using PKCSS style encryption

. vold PKCS5_Decrype(PKCSSKey *key, unsigned char *out, unsigned “autlan,
- unslgned char <in, unsigned inleni
- «

DESContexr -dea;

unsigned padding, parc;

des = DES_CreateContext(key->key, key->iv, 0):
DES_Decrypt{des, out, &pact, ln. (nien):
DES _Desr.roycontextides) ;

padding = outiparr-1
*outlen =

inlen  cadding;

Generate DEP oncoded hey informartan

4
vold PKCSS_:
«

codat PECSS

y "vey. insianad chat Tttuto, msignen t e

unslgned char *salr, «f
vy unsigned saitien, iclen

OER_Encodestr(isalr, tsalclen, LER_OCTET_STRING. rey->salr. «<i:
OER_Encedelnt(iic, siclen, UER_INTEGER. key->iraractionCou
DER_EncodeSeq(bufp. lwnp. . salr, saltlen. !z, i-len. 3.

frea(sale):
fresiic):
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tinclude “ssl.h*
tinclude *sslilb.n®
tinclude <necdb.h>
tinclude <sys/socker .h>
tinclude <errno . n>

* SUCKS detaults
ot

tdefine SOCKS FILE *retc/socks .cont*
tdefine DEF SOCKD PNRT 1480

© SNCKS prorecal Aafinas
tAetlis SNCKS VERSION 1

rdefine SOCKS CONNECT
rdetine SOCKS_8iND H

rdefine SOCKS_RESULT 20
rdeflne SOCKS_FAIL 31
rdefine SOCKS_NO_IDENTD 92 /- Falled te connect to [dentd on cllent machine */
rdetine SOCKS_BAD 10 33 s* cilenc’s Identd reported a different user-1d */

* Make an IP address
s
*detine MAKE_IN_ADDR(a,b,c.d) \

nronl(f(a) << 243 | ({br << 16) | t(e) << 8 | (41}

- s srracture dascribas an entry from the SOCKS configuracion file.
o

ypadaf strucr SocksConflremstr SocksContltem;

“trucr SocksCont{remstr ¢
hat elraze.
inslaned 1zna daddr:
snslaonen tong smase
tat op:
unsigned shorr or
SocksCouf fram naxe;

/° Values for op. d when parsing the port tield of cthe sont file *f
s+define 0P_LESS
tdetine OP_EQUAL
sdefine 0P_LEQUAL
tdefine UP GREATER
«deflne 0P_NOTEQUAL
tdetine 0P _GEQUAL
sdefine OP_ALWAYS

[

statlc unsigned long ourHose;
/= the llst of all enrtrlies from the SOCKS contig flle </
sratlc SocksConfl*am sl _socks _ronts:

ine
351 ("raacaSocksIntoiSSLKandle *h)
'

SSLSocksinfn *at:

1€ (h->socks)
i Alceady buen dons ¢/
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recurn 2

si = (SSLSocksinto~i <allocii,sizaof(SsLSoaksintoll:
'

1t o1st)
n->s0cks = sl:
L€ ( t h->creareflaas & SSL_PROXY MASK ) := SSL_HO_PRAXY

sl->direcr = |
)
return U
)
ceturn -1:

inc
sal_CopySockainfoSSLUARGL *n, SSUlandle <t

inn rv:
sitdet __<plusplus
= on:

cendif
rv = ssl_Createsocksinto(ni:

1t Loy e 0 ) 0
recurnicvi:
)

memcpy (h->sacks. oh->socks, slzeof(SS5LSocksInfol):

return cv:
N

votd
33l _DestroySocksinfo(SSLSocksInto *s)}
0
10 (s (
tree(si)
'
'

static int
ZatOurHose (void)

char name(100]:
strucc hostent *hp:

gachostname (name. sizeof(namei| :
hp = gethostbyname(name) :

1t (hpy (
ourtiost = *(unsigned long *yhp->h_adde:
) eise {
/* Total lossager ~/
recurn -1:
)
return u;

)

*v Setup default SocksConfltem list so thar loopback |s dlrect. thinas
** same subnet (7] address are direct, sveryrhing else nses sokd

i3

atatic void

BulldDetanultContList {void)

1

e

SocksContltem *ci:
SocksContltem -*1p:
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/% Put ioopback onto direct list *f
\p = saal_socks _conts;
ol = iSockscontitem*) ralloc(l,sizeot(SocksContItemt)
L ten o

cecurn;

!

et >direct - 1:

et >daddr MAKE_{l ADDR{127.0,0.1};
ci->dmask = MAKE_IN ADDR(255.255.255,2551
ci->ap = (P ALWAYS:

*lp = cl;

1p = scl-onexe:

/¢ Pur our hosts‘s subnet anto dlrect llst v’
<l = 1Sockstentltem”) =alloc(l,slzeof (SocksContltemt);
te

I
clo>direct = 1:

cl->daddr = htonl ((ntohl(ourHost) & ~0xrf) | OXCL);
cl->dmask = MAKE_IN_ADDR{255.255,255,01;

cl->0p = OP_ALWAYS;

*lp = ot
1p = &ct

snaxe;

/v Everything else goes te sockd */
ci = (SocksconfItem=) callocil,sizeof(SocksContltemt|:
Ut (e ¢

ceturn;

)
ci->daddr = MAKE_IN_ADDR(25S5,255,255,255) ;
cl-rap = OP_ALWAYS:

“1p = et:

s

¢ Break up a1 iin= of “he cont tile (nto whlta-space separated words
4

o staric ot

Fraamen’ Linesha haT Teargu, af maxaracs

inc arge =

: cpeer |
fch == *an‘yy o«
)
Bfog(ch == © ) || (ch == ‘\etyy

/* Seperator. sea 1f it seperared aaything */
1t (cp - save > 01 (
2 mill A% the end of ha word °r

= save:
It largc == maxacgei !
renurn arge:
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)

1f tep - save > 9)
*cp = O:
argee
rarev

save:

rerurn arg

I

* convert the next element of an lnet address string to an integer
M

/v XXX lnet_addr? v/
static char -
ConverrtOneichar *cp. unsigned char *rwp
(
char
L (s)
*s = 0:

= strchricp, *.°)

1
TIVP = atolfcpl & Oxff:
return s ? sel : op:

I
* Convert an ascii string inet address Into an {nteger representation
.

static unsigned long
ConvertAddr (char *buf)
(

unsigned char b0, bl, b2, bi:
unsigned long addr;

= ConvertOne(buf, &bo);
but = ConvertOneibuf, &bl);
buf = ConvertOna{buf. &b2);

buf = ConvertOneibuf, &b3i:

2ddr = (b0 << 24) | (bl << 16} | 1b2 << 81 | b3;
recurn htonl(addr);

s
* Read the SOTKS configuration file
.

static Int
ReadContF1le(void)
{

e rv;

£v = GetOurHost{() :

1t ev <01
/* It we can‘t figure out our host Id, use socks. Losert +f
recurn -1;

SocksConfltem *ci;

SocksConfltem **lp:

FILE *fp;

char *tile = SOCKS_FILE;

{nt op. direct, port. lineNumber = 0:

fp = topenifile, *r1:

Lt trep) o
BuildDetaultConfLisr (i
return U;
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‘* Parse contig file and generate config trem list
1p = &ssl_socks_conts:
for (i) |
char buti1oo0l;
targu{101:

s = (gecsibuf. stzeof(buf). fpi;
VE Uts) o
break:
)
LineNumbere«:
argc = Fragmencline(buf, argy, 101
LE tarac < 33 &
11 qarge == 01 (
/¢ must be 2 comment/empty llne */
sontinue:

)
tprinct (stderr, *ta:%d: bad config llne\n®,
file, lineNumber::

continue:
)
{t tscremplargv(0], *direct) == 01 |
direcc = i:
) else Lf (strcmptargv(Ol, °*sockd®) == 01 (
% direce = 0;
) el

se {

fprintf(stderr. *%s:%d: bad command: \*$s\*\n*,
file. lineNumber, argv{O1l:

continue:

)

/% Look for port spec */
op = OP_ALWAYS;
If fargc > &1 {

it (scremprargvi3dl, “ltep == 0} !
op = OP_LESS:

i else If (stremplargvidl. t
op = OP_EQUAL:

) else Lf (scremplargv(d), *lety == 01 ¢

op = OP_LEQUAL:
else {f (strcmplarav|3]. *gt®l == 0]
op = OP_GREATER:
else if (strempiargvi3]. "neq*)

op = OP_NOTEQUAL;
= ) else if (strempiargv(di, *ge") ‘
op = OP_GEQUAL;

else
tprintfistderr. "¥s:3d: bad comparisen op: \°¥s\*\n’.
ile. lineNumber, argv(3l):
continue;
)
porn = atoilargvi4ll:
'

21 = (SocksConfI%em=] calloc(l.sizeot(SocksContltem!);
1t ety o
break.:

direct:
ConvertAddrfargvilil:
ConvartAddrtarax (]!

=1.>0p = of:
zi->por = por:
2i:




5,825,890
175 176

-146-

ssisocks.c

1p = &cl->next:
)

LE (!ssl_socks_confs) {
/¥ Empty file. Fix it for the user */
ButldDefaulrContLiskt}

}
return o:
)

/* XXX - why do we need the handle??? */
statlc int

ChooseAddress(SSLHandle *h, scruct sockaddr_in *direcr:
(

unsigned long dstAddr:
unsigned shore dstPorr;
SocksContItem *ci;

int rv;

it ttssl_socks_conts) {
rv = ReadContFile{}:
Le trv)
return rv:
)
)

I
** Scan socks Contig info and look for a direcr match or a force o
** use the sockd. Ball on first hit.

direct->sin_addr.s_add.
ntohs (direct->sin_port
<l = ssl_socks_confs:
while fci) {
{f ((ci->daddr & cl->dmask} == (dSLAAdr & ci->dmask])

inc portMacch;

switch (ci->opl ¢
case OP_LESS: portMatch = dstPort < ci->por
case OP_EQUAL: portMatch = dstPort == ci->port
case OP_LEQUAL:  portMatch = dstPott <z ci->po
case OP_GREATER: portMatch = dstPort > cl->port:
case OP_NOTEQUAL: portMatech = dstPort = ci->port:
case OP_CEQUAL: portMatch = dstPort >z ci->porm: break;
case OP_ALWAYS: portMatch = 1: break:

)
it tportMarch) {
recurn ci->direcr:

ci = ci->nexr;
)
return 0
I

.
" Find port « and host * of sacks daemon. Use Info In h->socks struct
** when valid. It net valid. nry ro flgure it all our.

.7

statlc int

FlndDaemon(SSLHandle *h. struct sockaddr_in *onrs

‘

SSLSocksInfo *si;
unsigned shorr. port:
unsigned long hos
struct hostent “henr:
char ~hostname:
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sl : h-»>socks:

/* For now, assume we are using the socks daemon */
host = si->sockdHos®:
port = si-~sockdPor::
It itpert) ¢
static char firstTime = 1:
static unsigned shorr sockdPore:

it (firstTime) {
struct servent “sp:

(irseTime = 0:
sp = gerservbyname(*Socks®, ‘%CpT);
if tspr §

SNCKAPOIT = Sp->S_POrT:

i
port : sockdPor

Lt ftpere) (
port = DEF _SOCKD_PORT:

If (host == 0) (
1€ { hostname = gecenv( *SOCKS_HOST® 1 ) (
hent = gethostbyname(hostnamel :

1t f hent 1 (
host = v(unsigned long *}hent->h_addr_l1st(d):
I elae
errno = EINVAL:
return -1:
}
) else (

J* XXX - is there a better way? */
errno = EINVAL:
return -i:

/% We know tha ip addr of =he socks server */
out->sin_family = AF_INET:
out->sln_port = htonsiport)

2ut->sin_addr.s_addr = host;
return U:
)
e
v+ Send our deslred address and our user name to the socks daemon.
*/

static Int
SayHello(SSLHandle *h, Int cnd, striuct sockaddr_in “sa, char *user)
0

lnt rv,
unsigned char msg{8}:
unsigned short poct:
unsigned lona host:

7+ Send dst message "o sockd "/
port = sa->sin_port:

host = sa->sin_addr.s_addr:
msg{0| = SOCKS_VERSION:

msglil = amd:

memcpy (msge2. &poct. I1:
memcpyimsas4. shost. 41:
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cv = S_Write(h->(d, msg, slzeof(msg)}
1 (v < 0)
goto lo_error:

4+ Send src-user message o sockd */
len = sctrlenqusert«t:
£v = S_Writeih->fd, user. len):
1 (ov < 0y (
gota lo_error:

)
recurn 0:

fo_error:

rerurn -1

static int
GetDst (SSLHandle *h)
i

unsigned char msg(81, omd;

S_Read(h->fd, msg, sizeof(msgl):

cmd = magill:

memcpy (&h->socks->destPort, msgeZ, 2):
memcpy (&h->socks->destHost, msged, 4):

/% Check status back from sockd */
switch (cmd|
case SOCKS_FAIL:
case SOCKS_NO_IDENTD:
case SOCKS_BAD_ID:
/% XXX - 13 there a better way? */
errno = ECONNREFUSED:
recurn -1:
default:
break :
b

recurn 0:

/* 8SDI aln’t gor no cuserid() */
t1tdef __3868SD__

#include <pwd.h>

char vbsdi_cuseridichac *b)

¢

struct passwd *pw = getpwuld(getuld()]:

Lf (tb) recurn pw ? pw->pw_name : NULL:

1f (ipw || tpw->pw_name}
blo] = "\O‘;
else
strcpy(b, pw->pw_name}:
return b
tendlf

ot
S5L_Connect ! SSLHandle

consr vold *sa, lnn saler:

int v, err. direct:
struct sockaddr_in daemon. "sip;
char -user:

180
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eitdet _=pluspius
salen = saien:
vendi €

switch( h->CreareFlags & SSL_PROXY_MASK )
2158 SSL_NO_PROXY :
direcr connect *
direct :
break:
case SSL_PROXY:
/* do we talk to sockd? *
direct - Chooseaddress(h, :struc: sockaddr_tn*isal
brear:
=2se SSL_SECURE_PROXY
/v ralk mo ssld =/
brear
default:
break:

(directi |
sip = (struct sockaddr_in=) sa:
n->socks->direct = 1:
) else
/* Figure out where the sockd is */
. cv = FindDaemon(h, &daemon]:
i 1t trv
ceturn -1:
)
- sip = &daemon;:
h->socks->dlrect

. /* Attempt tirsc connection */

£V = cannect(n->td, (struct sockaddr®isip, slzeot(*sipli;
e oy < o1
£ return v

£t 1t ralking to sockd. co handshake *
ttotrdirece) ¢
* Find us
vifdef __386BSD__
user = bsdi_cuserid(0):

telse

user = cuserld(Ol:
- eendit
Lf (tuser)
ertno = EINVAL:
cerurn -1:

/v Send outr message to it v/

, £v = SayHelloth, SOCKS_CONNECT. rscruct sockaddr_{n* sa, userl:
. $4 vy ¢
return rv:

rhe reply < '
GerDstiht;

recurn r
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)

tnc
SSL_BindtSSLHandle °*h. const vold *sa. It saien. lonag dsthosr
{

ssLSocksInfo *si

int rv, direct:

struct sockaddr_in daemon:
char *user:

struct sockaddr_in dst;:

dst.sin_family = AF_INET:
dst.sin_addr.s_addr = dsthost:
dst.sin_port =

si = h->socks:

£t { ( h->createFlags & SSL_PROXY_MASK | == SSL_PROXY I |
/* Figure out where to connect to */
v = Findbaemonth, tdaemon|;
te vl o
caturn -1;
)
direct = ChooseAddressith, &dst};

} else (
/% don‘t even try socks proxy */
direct = i
}
1f r(direce} (
: 8 h->socka->direct = 1;

rv = bind(h->(d, (struct sockaddr*) sa. salen);

nemcpy (&h->socks->bindAddr, sa, sizeof(strucr sockaddr_in)):
) else (

h->socks->direct = 0:

/* First connect to socks daemon. ASYNC connects must be disabled!
rv = connect(h->fd, (struct sockaddr®i&daemon. slzeof (daemon)):
it (rv < 0}
return rv:
'

/% Find user */
eifdef _ 386BSD__
user = bsdl_cuseridlo]:

tolse
user = cuserid(0):
tendif
LE {tuser) (
errno = EINVAL:
return -1;

/* Send message to sockd
v = SayHelloih, SOCKS_BIND, ¢dst, user):
Lt qovy o

return rv;

/* Gather up bind response from sockd */
£y = GetDst(h):

te 1

v o)

/* Done */

s1->bindAddr.sin_family = AF_INET;
si->bindAddr.sin_pors = si->destPort:
Uf tntohl(si->destHost) == INADDR_ANY1
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si->bindAddr.sin_addr.s_addr = daemon.sin_addr.s_addr;
| else

si->bindAddr.sin_addr.s_addr = sl->destHost:

sl-»didaind = 1:
rarurn ©;
'

SSLHandle *
SSL.dupiSSLHandle *%, inc fat

SSLHandle *nn:
i* Dup tne descriptor and return 1t 7/

7 Dup tne socket structure °/
ah = ssi_NewHandle(fd, h->createflags):
ssl_CopySocksInto(nh, hi:
£ [inn-»>socks) (
close(td
return 0:

return nh:

SSLHandle *
SSL_Accept (S5LHandle *h, void vaddr, int *addrlenp)
'

SSLHandle *n
SSLSocksInfo
fnt rv:

sl = h->socks:

1 { addr && | raddrienp < sizeof(struct sockaddr_in)i) |
uE arrno = EINVAL:
on 0

trsi->didBind || si->direce) (

It we didn‘t do the bind yet this call will generate an error
“v from the OS. If we did do the bind then we must be direct and
lgr che 0S do the accept.

-t
cv = accept(h->fd, {struct sockaddr®] addr, addrlenp):
L tzv < 01
return 0;
.
i else -
/% Get next accept response (rom server */
tv = GeeDst(h}:
1e tevy
return 0:

/v Handshake finished. Glve dest address back to caller */
[fstruct sockaddr_in*laddr)->sin_family = AF_INET:

fistruct sockaddr_in*taddr)->sln_pert = si->descPert:
tis<ruct socxaddr_inviaddr)->sin_addr.s_addr = si->destHost:

% now dup the socker */
dupfh->fd);
DN
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return
)
AR = SSL_dupth. cvi:
return nh:
)
int
SSL_Lisren(SSLHandle -h. int backlogt
'
int rv:
Lf th->socks->direct) ¢
returnilistenih->fd, backleal):
)
recurn 0:
'
nc
SSL_Getsockname SSLHandle *h, vold *name, In" *namelenp!
i
int rv;
= it (tn->socks->didBlnd || h->socks->direct) {

recurn(gecsockname(h-»fd, (struct sockaddr °iname, namelenp)]:
]

1f (*namalenp < sizeof(struct sockaddr_ini) {
errne = EINVAL:
return -i;

}
*namelenp = sizeof(struct sockaddr_in):
memcpy (name. &h->socks->bindAddr, sizeof(struct sockaddr_int);

rerurn 0:

SSL_HandleToFD(SSLHandle *h)
l

= reeurnth->fd :
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/-
** Copyright (ci 1995 Netscape Communications Corporation. All rights
** reserved. This use ot this Secure Sockets Layer Referance

r* Implementation the “Software') is governed by the terms of the SSL
Refarence Implemencacion License Agraement. Plesse read the
accompanylng ‘License® file for a description of the rights granted.
Any other third parcy macerials you use with this Software may be

v subject to additional llcense restrictions from the llcensors of such
T third parcy software and/or additional exporc rescrictions. The SSL
*v Implemencation License Agreement grants you no rights to any such

+v enird party material.

./

tinclude *ssl.h®

tinclude *ssllib.h-

sratic unsigned char md2.alg{) = {
0x30. 0x0d. 0x06, 0x03, O0x2a, 0x96, Ox48, OxA6,
0x£7, 0x0d, 0x0l, 0x01, 0x02, 0x05, 0x00,

I

static unsigned char mdS_alg(} = {
0x10. 0x0d, 0x06, 0x09, Ox2a, 0X86, Ux48, 0x86.
0xf7, 0x0d, 0x0l, 0xOl. Ox04, Ox05, 0x00,

)

statlc unsigned char netscape_testca_nama(] = (

0x31, 0xOb, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04,
0x06, 0x13, 0x02, 0xS55, 0x53, 0x31, 0x10, 0x3Q,
0x0e, 0x06, 0x03, 0x55, 0x0¢, 0x0b, 0x13, 0x07,
0x54, 0x65, 0x73, Ox74, 0x20, Oxd3l, Oxdl, Ox31,
0x26, 0x30. Ox24. 0x06, 0x031, 0x5S, 0x04, OxDa,
Ox13, Ox1d, Ox4e, 0x65, 0x74, Ox73, Ox63, Ox61,
0x70, 0x65, 0x20, Ox4), Ox6f, Ox6d, Ox6d, Ox7S.
Ox6e. 0x63, 0x63, Ox61, Ox74, Ox69, OXSE, Oxée,
0x73, 0x20. Ux43, Ox6f, Ox72, 0x70, O0xle,

sraric unsigned char netscape_testea_n(] = (

Oxb4. Ox6c. UxBa, Dxec, Uxba, 0x18, 0x7b.

0x72, O0xal, Ox)c. Uxcb, Oxe$, Ox81, 0x15. Ox2d,

Oxdf. 0x9b, Oxb2, 0x82, OxSb, Ox13, 0x50, O0x02,
i Ox2a, Oxfe. OxJc, 0x51. 0x07, Oxeé, Ox14, Oxci,
0x60. Oxad, Ux1S, 0x56, Oxde, Oxf0, Oxa7, 0x32,
Oxcl. 0xa0d, 0x34, 0x95, 0xal, Ox6a. Oxde, Oxbf,
0x21, 0x48, Ox4a, Oxda, 0x21., Ox7d, Ox6b, 0x37,
0x12, 0x59, Ox8a, 0xb8, Oxc9, Ox65. Oxtf, Oxa?,
0x45, 0xa0, 0x16. Oxb?, Oxel, Oxbd, Oxcb, 0x52,
Ox0e, 0x16, Oxbd, Oxe0, Ox16, 0xdd, Oxdd, Oxa7,
0x36. 0x67, Oxle. 0x09, Oxb9, Oxdb, 0x33, Oxbd,
Ox74, Oxfc, Oxde, 0xS8, 0x94, Oxcf, 0x28, 0xbl.
0x96, 0xd5, Ox@e, 0x31, 0x61, Ox1f, Oxch, 0x40,
0x3f, Ox2a, 0x29, 0x2d, OxOb, Ox68, Ox87, Ox15,
Ox68, Oxtd, 0x09, 0x00, Oxeld, 0x77, Oxde, Oxd2,
0x40, Uxla. Ox3e, OxSf, Ox9c, Oxd3, Oxce. Ox16,
0x61,

sratic unsianed ~har netacape_testca_ei! = !
o

static unsigned char rsa_secure_server_ca_name{] = (
Ox31. 0xUb, UX30, Ox09, 0x06, Ox03, Ox55, O0x04,
0x06. Ox13, 0x02, Ox55, 0x53, Ox31, 0x20. 0x30,
Oxle. 0x06. 0x03. O0xSS, 0x04. OxCa, Ox13, Ox17,
0x52, 0x53. Ox41, Ox20, Ox44, O0x6l, Ox74, Ox61,
Ux20. UXSY, Ux65. 0x63, 0x75, 0x72. Ox63, Ox7d.
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0x79, Ox2c, Ux20, 0xd49, Oxée, Oxé], Ox2e, Dx31.
Ox2e, 0x30. Ox2c, 0xD6, 0x03. 0x55. 0x04, OxOb
Ox13. 0x25, 0xS53, 0x65, Ox63, 0x75. 0x72, UX85,
0x20, 0x5), Ox65, Ox72, 0x76, 0x65. 0x72, 0x20,
Ox43, 0x65, 0x72. 0x74, Ox69. 0x66, Ox69, 0x63,
0x61, 0x74, Ox69, Ox6f, Oxée, 0x20, 0x41, 0x75.
0x74. Ox68, Ox6f, 0x72, 9x69, 0x7d. 0x79.

igned char rsa_sacure_server ca_n(] =
0x92, Oxce, 0x7a, Oxcl, Oxae, Ox83. OXle,
0x5a, Oxaa, 0x8%, 0x83, Ox57. Dxac, Ox2S, 0xOL,
0x76, 0x0c, Oxad, Oxae, Oxfe, Ox2c, Ox37. Oxce,
Oxab, 0x3S, 0x78, Ox64, 0x54, Ox0). OxeS, OxB4,
0x40, 0x51. 0xc9, Oxbf, Ox8f, 0x08, Oxe2, Ox8a,
0x82, 0x0B, 0xd2, Ox16, Ox&6, 0x37. OxS55. Oxed,
OXbl, 0x21. 0x02. Oxad, Ox76, Ox68. OX81, 0x3a.
0x05, 0xa2, Oxéb, Oxe9, Ox4b. Ux25. Ox66. 0x22,
0X§6. Ox6c. 0x88, Ox07, Ox8f, Oxf?, Ox81, 0XS9,
0x6d, 0xB4, Ox07, Ox65, 0x70, Ox13. Ox71, 0x76,
Oxde, 0x9b. 0x77, Oxdc, Oxel, 0x50. Ox89, OxS6,
0x98, 0x4d, 0xbd, Ox1d, Oxal, 0x29. Oxla. Uxl3,
Ox2e, Ox4a, Ox11, OXS59, Ox9c, Oxle, Ox15. 0xdS,
0x49, 0x5&, Ox2c, 0x73, OxJa, Ox63. Ox82. Oxbl,
0x97, 0x39, Ox9c, Ox€d, 0x70, Ox67. Uxé8, OxeS,
0xdd. 0x2d, Oxdé. 0xc8, Oxle, 0x7b

scatic unsigned char rsa_secure_server_ca_e(| =
0x01. 0x00, 0x€1 .
I

scatic RSAPublicKey *netscape_testca_key:
static RSAPublicKey *rsa_secure_server_ca_key:

L vereiteriiaaeanen,

ii ¥lfndef BSAFE
static void ZeroFlil(unsigned char *dest, inc destlen,
unsigned char consr *src, int srelen!
i
memsetidest, U, destlen):

memcpytdest . destlen - srclen. sre, srclen):

)
vendif

RSAPubl icKey *CreatePublicKey(unsigned char const *n. unsligned nlen,
unsianed char const *a. unsianed «len)
(
RSAPublicKey *key:
#1tdet BSAFE
A_RSA_XEY kl:
s

tendif /> BSAFE v/

key = [RSAPublicKey*! calloct!, sizeof(RSAPublicKey}):
vitdet BSAFE

kl.modulus.data = (unsigned char*! n:

X1.modulus.len = nlen:

ki.exponenc.data = (unsianed chars} o

ki.exponenc.len = elen:

B_CreateKeyobject tikey->key!

v = B_SecKeyInfolkey->key.

1 (rv) {
SSL_SetErroriry
B_DestroyKeyGbjec
Creefkey) ;

T_RSAPublic. [FOINTERIGKI1

ltkey->key) ;
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ceturn 0

telse /v IBSAFE v/
Xey->key.blts = nien * 8:
ZeroFill(kkey->key.modulus|0], MAX_RSA_MODULUS_LEN, n, nlen);
ZeroFlll(kkey->key. exponent {0}, MAX_RSA_MODULUS_LEN, e, elen):
vendi{ /¥ BSAFE */

return key;

stacic Inc Seruplssuers(vold)
nzcscape_tesctca_key =
CreatePubllcKey (netscape_testca_n, slzeofinetscape_cestca n)
netscape_tesctca_e, slzeof inecscape_testca_e))
rsa_secure_server_ca_key =
CreatePublicKey!rsa_secure_server_ca_n, slzeof(rsa_secure_server_ca_n),
tsa_secure_server_ca_e, slzeof(rsa_secure_server_ca_e);

'

sratic int GetLengthiunsigned char canst *p, int *lenlen)
¢
switch (PO} (
case 0x81:
*lenien =
return p(1
case 0x8
*lenlen = 3;
return COMBINE({pel}:
default:
break;

)
*lenlen =
recurn pio

sratic int Skip(unsigned char const *<bodyp, {nt *bodylenp, unsigned char el
f

unsigned char const "body = *bodyp:
in= len. 1l. bodylen = *bodylenp:

L {body(0] '= el return SSL_SetError(SSL_ERROR_BAD_CERT) :
len = GetlLengch (ebody(1], &11);

L€ (len < 0) recurn SSL_SetError(SSL_ERROR_BAD_CERT);
body = body + 1 + L1 - len:

bodylen = bodylen - 1 - 11 - len:

1t (bodylen < 0} recurn SSL_SetError(SSL_ERROR_BAD_CERT!:

*bodyp = body:
bodylenp = bodylen;
turn 0:

)

staric RSAPubllcKey Flndissuer(unsigned char cons~ “body, int bodylen)

[

unsigned char const
ine len, 11
sratic int firsceime = 1;

L€ {tirsteime) ¢
11 tSetupIssuerst) < 01 !
return U
)
tlrsreims =

© 7an eo issuer ¢
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1€ (bodyl0l '= 0x30)
SSL_SetEcror (SSL_ERROR _BAD_CERT) :
return 0:
i
len = GetlLenath(&bodylll, &11);:
Lf {len < 0) ¢
SSL_SetErroriSSL_ERROR_BAD_CERTI :
recurn ¢:

body = body + | + 11:

bodylen = bodylen - } - 11:

€ (bodylen < 0 (
SSL_SerError(SSL_ERROR_BAD_CERT) :

recurn 0:

Lt {Skipiébody, &bodylen, 0x021) ¢ e s e
SSL_SetError(SSL_ERROR_BAD_CERT! :
return 0

if (Skip(ébody, tbodylen. 0x30)} { /* slg ale 7
SSL_SetError(SSL_ERROR_BAD_CERT) :
recurn 0;

Lf (bodylO} t= OX30) (
SSL_SatError{SSL_ERROR_BAD_CERT} ;
return 0:

len = GetLength(ibody(1ll, &11};

i€ (len < 0} |
SSL_SetError (SSL_ERROR_BAD_CERT) ;
return 0:

3

issuer = body » 1 - 11:

bodylen = bodylen - i - i1 - len:

{f (bodylen < 0) {
SSL_SetError(SSL_ERROR_BAD_CERT) :
return 0:

v Now see if we have heard of it +/
1f (tlen == slzeot(natscape_testca_namel! ¢
(memcmptissuar, nerscape_testca_name. lenl =- My -
fecurn netscape_testca_key;

'
1% ((len == sizecl(rsa_secure_servar_ca_name!| &&
{memcmp (issuer, rsa_secure_server_ca_name, lan) == u))
recurn rsa_secure_server_ca_key:

)
SSL_SetError (SSL_ERROR_BAD_CERT! ;
recurn 0;

)

static RSAPublicKey “ExtractPublicKey unsigned char ~ons. - sody,
[

ar vodyleni
int len, 11, baselen, bsien, nlen, alen:

unsigned char const *base, °n, *e:

RSAPUbYicKey *pubKey:

/7 Get to public-key *f

Lf (body[0) 1= Ox30) ¢
SSL_SerError|SSL_ER ROR_BAD_CERT) :
ceturn O:

len = Gerlengrh(ébody (!, &11);

tf flen < 0y (
SSL_SenErroriSSL_ERROR_BAD_CERT! :
ceturn 0
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)
body = body ~ 1 - 11:
bodylen = badylen - 1 - 11:
1t tbodylen < 0} (

SSL_Se%Ecror(SSL_ERROR_BAD_CERT!:

recurn 0:

)

L€ (Skip(kbody, &bodylen, 0x0211 (
SSL_SertError{SSL_ERROR_BAD_CERT) :
return 0:

!

t (Skip(abody, &«bodylen. Ux301} {
S5L_SetnError(SSL_ERROR_BAD_CERT):
recurn O:

’

Ut tSkip(&body, &bodylen, 0x301)
SSL_SetError(SSL_ERROR_BAD_CERT}:
racurn.0:

)

1f (Skip(kbody, &bodylen, 0x30)} (

$SL_SetError(SSL_ERROR_BAD_CERT!:

teturn 0;

L (Skip(&body, «bodylen, 0x30}) (

SSL_SetErtor(SSL_ERROR_BAD_CERTI :

return O;

i1 tbodyl0] t= 0x30)

SSL_SetError (SSL_ERROR_BAD_CERT) ;

return 0:

)
baselen : GetlLangth(ibodyill, &ll1);
Lf (baselen < 0) (

SSL_SetError{SSL_ERROR_BAD_CERT):

return 0:
}
base = body + 1 - 11;

bodylen = bodylen - 1 - 11 - baselen:

1 (bodylen < 0}

1
SSL_SetErrar (SSL_ERROR_BAD_CERT) :

return 0:

1
1t tskiplebase, sbaselen, 0x30)) (

SSL_SetErroriSSL_ERROR_BAD_CERTI ;

return 0:

)
11 (base{o] *= 0x03} {

SSL_SetError(SSL_ERROR_BAD_CERTI :

return 0

)
bslen = Getlength{&basell], &ll}:
if tbslen < 0}

SSL_SetError {SSL_ERROR_BAD_CERT) :

return 0:

)

base = base + 1 + 11;

1f (base(0) ‘= 0x00) ¢
SSL_Ser.Error (SSL_ERROR_BAD_CERT!
renurn 0:

1

bases

bsien--:

(f Ibase(0) 'z 0x30)

SSL_SeError(SSL_ERROP_BAD_CERT! :

return ¢

'
len = GarLensth(ébodyili, &il::

198
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if (len < 0} ¢
SSL_SetError!SSL_ERROR_BAD_CERTI:
recurn 0

i

base - base + | « 11:

/v capture public key info *-

it (base(0] '= 0x02} ( it n s
SSL_SetError(SSL_ERROR_BAD_CERT) :
recurn O:

]

nlen = GetLenathiibase|l|, &l1i):

if {nlen < 0)
SSL_SerErroriS5L_ERROR_BAD_CERT) :
return C-

b

n o= e « 1« 11:

base = n + nlet

if (base(0) ‘= 0x02) { 1 ety
SSL_SetError(SSL_ERROR_BAD_CERT) :
return 0:

)

elen = GetLengthtibaselll, &ll):

1t (alen < 0)
SSL_SatError{SSL_ERROR_BAD_CERT)
return 0; '

}
e = base + 1 « 11:
it nio] oxvel
fee:
nl

1

pubkey = CreatePublicKey(n, nlen, e, eleni:
retucn pubKey:

unsigned char *
FindAetrInRDN(unsighed char const “rdn,

int rdnlen,
unsigned char const *attrrype,
{nt typelen)
t
lnt 11;
int avalen;

unsigned consc char *ava:
int len, checklen, valle
unsigned const char *rtype, -val:
unsigned char *retval:

while ( rdnlen > © } (

if ( ranio) 0x30 | { /* start of an AVAISEQ OF{TYPE, VAL|) -/
SSL_SetError(SSL_ERROR_BAD_CERT) ;
return 0; -

i

avalen = GetLengthiérdn{ll. &11):
rdnlen = rdulen - | - 11 - avalen:

1 ( rdnlen < 0 3
SSL_SetError (SSL_ERROR_BAD_CERT) :
rerurn b;

ava = rdn - 1+ 11:
rdn = ava - avalen
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Lf 1 avalo) 0x6 } { /* object id of attr type °/
SSL_setError(SSL_ERROR_BAD_CERT) :
return 0

}

len = Gerlengthi&avaiil. .&11i;
1 len

- 11 - cypelen:
{f { memcmp(attrtype, type, lenl == 0
7+ match found */
val = type - rypel

it ot val(o) 0x13 | { /* value {s printable sering </
SSL_SetError (SSL_ERROR_BAD_CERTI:
return 0

vallen = GetLength{&vallll. &il):

val = val 1+ 11;

checklen z checklen - 1 - 11 - vallen:

{f ( checklen 0}
SSL_SetError{SSL_ERROR_BAD_CERT) ;
return 0

'

/* malloc space for the value string and copy it */
retval = (char *)calloc(i. vallensl):
1€ ( recval ) {

memcpy(retval, val, vallenl:

ratval(vallen} = 0;

)

return(recval) ;

rerurn U:

unsigned char *
FindAttrinName(unsianed char const *name,
int namelen,
- unsigned char const -attrtype,
int ctypeleni

Lot 11;

Int rdnlen;

unsigned const char *rdn:
unslgned char *value:

while ( namelen > 0 ) (
i 1€ ( nameiC) = Ox31 ) ({ /v start of an RON(SET OF AVA) -/
SSL_SertError (SSL_ERROR_BAD_CERT!
recurn 0;

rdnlen = GetlLengthfename(1], &l1):
namelen = namelen - { - 11 - rdnlea;

1f ( namelen < 0 |
SSL_SetError (SSL_ERROR_BAD_CERT) ;
return :

rdn : name - 1 - 11;
uame = ran - rdnlen:
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value = FIRGACECrINRDN{rdn. rdnlen.

1C ( vaiue |
returnivaluei ;
!

return 0;
i

attreype, typaleni:

static unsigned char commonName|i : | 0xS5, Oxd. 0x) };

char *X509_FindSubjectlunsigned char comst ~cert, int certlen)
§

int subjlen, len, 1l. baselen. bslen,
unsigned char const ~base, °
unsigned char *cname:

/% Strip off outer wrapping !
{

1f (cert|0) t= 0x10)
SSL_SetError(SSL_ERROR_BAD_CERT) :
return 0;

)

outerlen = GetLength(icertili, &l1):

if {outerlen < 0]
$SL_SatError(SSL_ERROR_BAD_CERTI ;
return 0;

)

cert = cert « 1 - 1
certlen = certlen - 1 - 1l1l:
tf (cartlen < 0}
SSL_SetError (SSL_ERROR_BAD_CERT) :
raturn 0:

)

7* Find the certificate body */
{

Lf (cerc|0} '= 0x30)
SSL_SetError{SSL_ERROR_BAD_CERT!:
return 0;

1

bodylen = GetlLengthtécert(l), &11):

1t {bodylen < 0)
SSL_SetError{SSL_ERROR_BAD_CERTI:
recurn O:

+

body = cert;

bodylen = 1 - 11 + bodylen:

cert = cert + bodylen:

certlen = certlen - bodylen:

1f [certlen < 0)
SSL_SetError (SSL_ERROR_BAD_CERT):
return O

/* Get to subject */
L€ (body(01]

SSL_Se"Error(55L_ERROR_BAD_CEPT)
uen 0:

len = GetLengthiébodylll. %11::
if flen < 0) ¢
SSL_SetEBrror (SSL_ERROR_SAD CERT) :
return o;

Te. vbod:

nlen. elen. bodylen. cuterlen
ly :
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bodylen : bodylen - @ - i
If (bodylen < 0} ¢
SSL_SerError(SSL_ERROR_BAD_CERT! :

rerurn o:
)
It (Skip(ébody, sbodylen, 0x02)) t s sn v
SSL_SetError(SSL_ERROR_BAD_CERTI ;
recurn 0;
)
It 1Skipi&body, &bodylen, 0x30)) { 7+ sia aig */
SSL_SerError (SSL_ERROR_BAD_CERT) ;
return Q:
It (Skip(&body, &bodylen, 0x%30t) [ 4% issuer */
SSL_SetError(SSL_ERROR_BAD_CERT) :
rerurn u;

1 (Skiplabody. tbadylen, Ux30)} ( valldiey */
SSL_Set.Erroc(SSL_ERROR_BAD_CERT! ;

cerurn 0:

/* we should be at the subject fleld now */

1t  body(Cl '= 0x30 ) {
SSL_SetError (SSL_ERROR_BAD_CERT) ;
return U:

subjlen = GetLength(&bodyl1]. &l1):
dy + 1 s 11;

body =
bodylen - 1 - 11:
1t ( { bodylen < 0 ) || ( bodylen < subjlen ) | |
SSL_SetError(SSL_ERROR_BAD_CERT) :
recurn 0:

return(FindAttrinNameibody, subjlen, commonName. sizeof (commonName!)) :

char *
SSL_GerpeerCommonName (SSLHandle *h)

1f ( h->peerCerr
return XS09_FindSubject (h->peerCert. h->peerCertlen):
) alse {
catiEn O;
y

T, int certlen)

Lnt X5G9_CheckCert{SSlHandle *h, unsigned char consct

unsigned char const *body, *alg, *sig:
int rv. outerlen, bodylen, alglen. siglen, 1l. da:
RSAPublicKey *pubKey:

7+ Strip of f ourer wrapping */
LT (certiv] '= 0x30} return SSL_SetError(SSL_ERROF_BAD_CERT) :
ocuterlen : Gatlengrhiscert{ll, &111:

Lf (outerlen < O] return SSL_SetError(SSL_ERROR_EAD_CERTI :
cert I T

en = cartlen - 1 - 11;

ctlen < 9 return SSL_SetError(SSL_ERFOR_EAD_CERTI;
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/* Find the cercificate body */

1f (cerci0) != 0x30! return SSL_SecErroriSSL_ERROR_BAD_CERTI:
bodylen = Gatlengchikcarcill. &11i:

1t tbodylen < 0) return SSL_SecError(SSL_ERROR_BAD_CERT!:
body = cert:

bodylen = | + 11 - bodylen;

cert = cert + bodylet
certlen = cerrlen - bodylen:

L€ (certlen < 0) return SSL_SetError (SSL_ERROR_BAD_CERT) :

/+ Find the algorichm lnfo */
1t (cert(0] '= 0xJ0) return SSL_SetError(SSL_ERROR_BAD_CERTI:
alglen = GetLengthiécert(i), &11):

it (alglen < 0) return SSL_SetError(SSL_ERROR_BAD_CERTI ;

alg = cert:

alglen = 1 - il + alglen:

cert = cert - alglen:

certlen = certlen - alglen:

1t (certlen < 0} return SSL_SetError(SSL_ERROR_BAD_CERTI :

/* Find the signature */

LE (cert{0] '= Ox03) return SSL_SetError(SSL_ERROR_BAD_CERT};
siglen = Gatlengthiécerc(ll, €11):

1€ (siglen < 0} return SSL_SecError(SSL_ERROR_BAD_CERTI:

silg = cart + 1 = 11;

cartlen = certlen - 1 - 11 - siglen:

if (certlen !z 0) return SSL.SetError (SSL_ERROR_BAD_CERT! :
if (319(0] != 0x00} recurn SSL_SetError(SSL_ERROR_BAD_CERT) :
sigev: siglen--:

/* See {f we know the certificate issuer */
pubKey = Findlssuer(body, bodylen:
L {'pubKey) return SSL_SetError(SSL_ERROR_BAD_CERT):

o~
** Next, check the signature. First flgure out what kind of hash
*¥ function was used by examining the alginfo

-t
If {falglen == sizeofimd2_ algl] && (memcmptala, md2_alg, alalen: == 1) «
da = SSL_MD2:
) else
It ({alglen == sizeot(mdS_alai! %& imemcmp(ala, mdS_al3, alaleni == ul) *
- da = SSL_MDS:
) else

return $SL_SetError (SSL_ERROR_BAD_CERTI :

rv = PKCS1_VerifySignaturei{da. body. bodylen. sig. siglen. pubKey):
LE (ev) |
return SSL_SerError (SSL_ERROR_BAD_CERT_SIG! :

/* XXX no valldity checking yer */

‘ /% Extract public key and put inte h */
pubKey = ExtraccPublicKey(body, bodylen):
10 {tpubKey) return SSL_SerError|SSL_ERROR_BAD_CERT} :
h->pubKey = pubKey;
recurn 0;
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copytighe 121 1335 Hetscape Communications Cogporation. All cianes
v« reserved. This use of this Secure Sockets Layer Reference

*+ Implementatlon {the *Settware'] Ls governed by the terms of the SSL
<+ Reference Implementatlion License Agreemenc. Please read the

++ accompanylng -Llcense: file for a description of the rights granced
“< Any other third party materials you use with this Software may be

+* subiect to additlonal license restrlctions from the licensors of such
=+ third party software and/or additional exporr. rescrictions. The SSL
- Implementation Llcense Agreement grants you no rlghts to any such

"= rhird party materlal.

.
sitdet BSAFE

sinclude *ssictg.h-
sinclude <stdio.h»

svinclude <stdlib.h>
vinzlude <string.hs

*+ Standard Implementarion of the T_ functions for bsafez assuming a
*+ complete ANSI enviroament

vold T.tree(POINTER block)
'
1f Iblock != NULL_PTR) (
tree(block) ;

POINTER T_malloc{unsigned int len)
i

veturn (POINTER] malloc(len ? len : 1};:
'

int T_memcmp(POINTER firstBlock, POINTER secondBlock, unsigned inc len)
t

if tlen (O
recurn 0;

'
rarurn memcmp(tirseBlock, sscondBlock. len):
void T_memcpy (POINTER output, POINTER inpuc. unsigned in% lenl

1t ilen
memcpy (output. 1nput. len):

void T_memmove(POINTER ourput, POINTER input. unsigned int len)

it tlen t= 0) (
memmove (ourput. Lnput. len):

vold T memsar (FOINTER output, int value, unslgned int len:

if tlen = 01 ¢

mamserioutpur, value, len):

#OINTEP T_resllo=iPOINTER block, unsigned Int len!
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POINTE? r-

{f (bleck == NULL_PTRI

rerurn mallocilen * lep : 1];
rv = (POINTER) realloc(block., len ? len : 1):
i€ NULL_PTRY (
eetblock) ;

}
recurn v

vendlf /7 BSAFE
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What is claimed is:

1. A socket application interface computer program prod-
uct that interfaces application program code executing in an
application layer to transport protocol layer services code,
comprising:

application program interface code that encrypts informa-

tion received from the application program code; and
means for providing the encrypted information to the
transport protocol layer services code.

2. A socket application interface computer program prod-
uct that interfaces application program code executing in an
application layer to transport protocol layer services code,
comprising:

means for decrypting encrypted information received

from the transport protocol layer services code;
application program interface code that provides the
decrypted information to the application layer program.
3. A client security software application for use by a client
application executing on a client computer, for setting up a
secure socket connection for secure data transfer between
the client computer and a server computer:
means for causing the client computer to transmit to the
server computer a client-hello message including chal-
lenge data and client cipher-specs data, the client
cipher-specs data indicating an indication of at least
one bulk cipher supported by the client computer;

means for causing the client computer to receive from the
server computer a server-hello message including
connection__identification data, server__certificate data
and server cipher-specs data, wherein the server cipher-
specs data includes an indication of a bulk cipher to be
used during the secure data transfer.

4. A client security software application as in claim 3, and
further comprising:

means for providing a master key to the server computer.

5. A client security software application as in claim 4,
wherein the master key provided to the server computer is
encrypted using a key exchange encryption algorithm.

6. A client security software application as in claim 5,
wherein the key exchange encryption algorithm is an RSA
public key exchange encryption algorithm.

7. A client security software application as in claim 4,
wherein the master key providing means includes means for
generating the master key by randomly generating a number.

8. A client security software application as in claim 4, and
further comprising:

means for generating a session key.

9. A client security software application as in claim 8,
wherein the session key generating means includes means
for applying a hash function to the master key.

10. A client security software application as in claim 8,
and further comprising:

means for providing to the server computer a client-

finished message indicating that the client security
software application is satisfied with the server.

11. A client security software application as in claim 10,
wherein the client-finished message includes an encoding of
selected cases of handshake protocol messages previously
sent to the client computer by the server during since the
client computer sent the client-hello message.

12. A client security software application as in claim 11,
wherein the encoding included in the client-finished mes-
sage is a hash encoding.

13. A client security software as in claim 11, wherein the
encoding included in the client-finished message is as appli-
cation of the bulk cipher received from the server computer.
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14. A client security software application as in claim 11,
and further including:

means for receiving from the server computer a server

verification message indicating a verification from the
server computer of the integrity of the secure socket
connection.

15. A client security software application as in claim 10,
and further comprising:

means for receiving from the server computer a server-

finished message indicating that the server computer is
satisfied with the client and is ready to begin commu-
nication via the secure socket connection.

16. A client security software application as in claim 15,
wherein:

the server-finished message receiving means includes

means for receiving from the server computer a new__
session__identifier of the server-finished message.

17. A client security software application as in claim 16,
and further comprising;:

means, responsive to the received server-finished

message, for storing the received new-session-
identifier in a memory along with corresponding secu-
rity parameters including the encryption algorithm
selection, for use in a future secure socket connection
between the client computer and the server computer.

18. A client security software application as in claim 15,
wherein the server-finished message includes an encryption
of selected ones of handshake protocol messages sent by the
server computer to the client computer since the server
computer sent the server-hello message to the client com-
puter.

19. A client security software application as in claim 18,
wherein the encryption included in the server-finished mes-
sage is a hash encryption.

20. A client security software application as in claim 19,
wherein the hash encryption included in the server-finished
message is performed using the agreed-upon bulk cipher and
the session key generated by the server computer.

21. A client security software application as in claim 20,
wherein the server-finished message includes challenge data
sent in the client-hello message, encrypted by the selected
bulk cipher using the server write key.

22. A client security software application as in claim 21,
and further comprising;:

means for decrypting the encrypted challenge data

received from the server computer and for comparing
the decrypted challenge data to the challenge data sent
to the server computer in the client-hello message.

23. A client security software application as in claim 17,
further including:

interval timer means to measure whether a length of time

that the new-session-identifiers and corresponding
security parameters have been stored exceeds a prede-
termined interval; and

means for deleting the stored new session__identifier from

the memory if the predetermined interval is exceeded.

24. A client security software application as in claim 23,
and further including:

means for resetting the interval timer means in response

to a subsequent request by the client for a secure socket
connection to the server computer session-identifier
matching a new-session-identifier stored in the
memory.

25. A client security software application as in claim 23,
and further including:

means for receiving a server-hello message from the

server that includes a session__identification__hit indi-
cation;
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means responsive to the session_ identification_ hit
indication, for using the security parameters that were
previously stored in the cache and that correspond the
session-identification sent by the client computer to the
server computer in the client-hello message.

26. A client security software application as in claim 3,
wherein the client-hello message and the server-hello mes-
sage are sent in the clear.

27. A socket application interface computer program
product as in claim 7, and further comprises:

216

means for receiving a request, from a Winsock program,
for a socket connection to a server computer;

means responsive to the request receiving means, for
establishing the socket connection via an operating
system protocol stack;

means for receiving an indication that socket connection
has been successfully established and for so notifying
the Winsock program.



