WV Y T T DK T O A
US 20040049700A1
a9 United States

a2 Patent Application Publication (o Pub. No.: US 2004/0049700 A1l

Yoshida (43) Pub. Date: Mar. 11, 2004
(54) DISTRIBUTIVE STORAGE CONTROLLER Publication Classification
AND METHOD
(51)  Int. CL7 e GO6F 12/14
(75) Inventor: Takeo Yoshida, Tokyo (JP) ¢2) uUSs.Cl .. ... 713/201
Correspondence Address: 67 ABSTRACT

OLIFF & BERRIDGE, PLC An i ve data st techni tilizi abl.
P.O. BOX 19928 inexpensive data storage technique ufilizing available

capacity in individual computer devices connected to a
ALEXANDRIA, VA 22320 (US) network is provided. When a backup client (BC) (14) of a

user PC receives a backup instruction for a file from a user,

. . the backup client (14) requests backup to a backup control
(73)  Assignee: FUJI XEROX CO., LTD., Tokyo (JP) server (20). The backup control server (20) divides and

. encrypts the file to be backed up 1nto a plurality ot encrypte

(21) Appl. No..  10/379,735 he file to be backed up i lurality of d
pieces, transfers the encrypted pieces to user PCs (10), and

22) Filed: Mar. 6, 2003 stores the encrypted piece in the HDDs of the user PCs

(22) \ h d piece in th 12) of th
(10). When the destributively backed up file is to be

(30) Foreign Application Priority Data extracted, the user PC 10 obtains each encrypted piece from
the user PCs 10 on which they are stored, and combines and

Sep. 11, 2002 (JP) e 2002-266137 decrypts the encrypted pieces to restore the original file.
20
BACKUP
CONTROL
SERVER
30\
10 1 0\ 12
USER PC USER PC 14 USER PC
~ 14~ i
14 \_| BACKUP \| BACKUP . %ﬁ'ﬁ?
CLIENT CLIENT ceees
] 12 12— | \
12 | HDD HDD HDD

Google Exhibit 1053
Google v. SFI




Patent Application Publication Mar., 11,2004 Sheet 1 of §

US 2004/0049700 A1
/20
BACKUP
CONTROL
SERVER
3\0\
10 10\ 10
USER PC USER PC USER PC
14~ 14 14~
\| BACKUP \| BACKUP \] BACKUP
CLIENT CLIEENT | | «u... CLIENT
12~ 12~ 12~ .
" HDD "  HDD ' HDD

FIG. 1



Patent Application Publication Mar. 11,2004 Sheet 2 of 8

BACKUP
REQUESTING
DEVICE

S10

RECEIVE
BACKUP
INSTRUCTION

REQUEST
BACKUP

S14

COMPLETION
OF BACKUP

s

|~~~ BSTATUS INQUIRY |-

-7 QF BACKUP

BACKUP
GCONTROL
SERVER

S20

Yad

SEND

-~

TOQ EACH BC
S22

DIVIDE AND
ENCRYPT

l sS24

_
SELET

STORAGE
LOCATIONS

$26
_

. TRANSFER

-

A’

L

S28

RECORD
STORAGE LOCATION

_MAP

S29

)

NOTIFY
.1 COMPLETION

FIG. 2

-

-~

-

PIECES T~

US 2004/0049700 Al

BACKUP
CLIENT
(BC)

$30
o,

STATUS
RESPONSE

)]
w
N

STORE
PIECE




Patent Application Publication Mar. 11,2004 Sheet 3 of 8 US 2004/0049700 A1

100

DATA
TO BE
BACKED UP S200 GOMPRESS DATA

105

/

COMPRESSED
DATA

8202 DIVIDE DATA

110

';wszo4
" REMOVE PORTION

[fm1/115

5206

COMPRESS
AND ENCRYPT

f1 20




Patent Application Publication Mar. 11,2004 Sheet 4 of 8

US 2004/0049700 A1
BACKUP BACKUP BACKUP
REQUESTING CONTROL CLIENT
540 DEVICE SERVER (BC)
\ RECEIVE FILE
EXTRACTION
INSTRUCTION
S42 REQUSEST
\ FILE  F-—- IDENTIFY STORAGE
EXTRACTION P LOCATIONS FROM
STORAGE LOCATION MAP
SO20] oo b S70
STORAGE LOCATION T~ ——
"M STATUS
S54 __-1_RESPONSE
N KNY DEVIC A
WITH POWER
OFF?
S56
,/ S72
INSTRUCT | _ /J
ACTIVATION | "~ ~~p~-—-__ »  SWITCH
_____________ POWER ON
REQUEST PIECE S74
558~ TO STORAGE f~o__ k /
LOCATIONS |~~~ a[ TRANSFER
e PIECE
S60~ [ ResTore &
FiE
s44
/ SUPPLY
OBTAIN i
P
FILE \;6 )

FIG. 4



Patent Application Publication Mar. 11, 2004 Sheet 5 of 8

BACKUP
CLIENT
(BC)

S80
CAPACITY
SUFFICIENT?2

SELECT PIECE
TO BE
TRANSFERRED

REQUEST L
PIECE ~
TRANSFER

BACKUP
CONTROL
SERVER

S86

SEND

"M STATUS INQUIRY |~ _

TO EACH BC
S90

/

A

SELECT
TRANSFER
DESTINATIO

S92

,

TRANSFER |

S96

-~

4
-

-

CORRECT
STORAGE

|__LOCATION MAP |

FIG. 5

~

PIECE -~

-~

US 2004/0049700 A1

OTHER
BACKUP
CLIENT
(BC)

S88
~

1 RESPONSE

STATUS




Patent Application Publication Mar. 11,2004 Sheet 6 of 8 US 2004/0049700 A1

60
50
NETWORK /
CONTROL RELAY
SERVER

INTERNET

40
40 40 <
/ -
- : CLIENT DEVIGE
CLIENT DEVICE CLIENT DEVICE Backup L+~ 44
Comggimjrlm anckor ] 44 | LeonTRoLLER]
CONTROLLER 42
HDD 42 42 =
1 HDD 1]

FIG. 6



Patent Application Publication Mar. 11,2004 Sheet 7 of 8 US 2004/0049700 A1
BACKUP OTHER
REQUESTING CLIENT
DEVICE DEVICES
S100 RECEIVE
\ BACKUP
INSTRUCTION
S 1 02\ SEND
STATUS INQUIRY [~~-___]
TO EACH CLIENT - STATUS |/ S120
—————— PONS
S1 04\ DIVIDE AND |4 -----7~ RESPONSE
ENCEYPT
S106
N oo o,
5108 UPLOAD
\ ENCRYPTED
PIEGE
S110
] request |
DOWNLOAD | " =~~4.____ - DOWNLOAD s122
=M ENCRYPTED f
PIECE _
S124
NOTIFY
12 o] COMPLETION .
_______ OF DOWNLO
S \| sTorAGE |4 AD-
S11 4\ COMPLETION
OF BACKUP

FIG. 7



Patent Application Publication Mar. 11,2004 Sheet 8 of 8 US 2004/0049700 A1
BACKUP OTHER
REQUESTING CLIENT
DEVICE DEVICES
RECEIVE FILE
EXTRACTION
INSTRUCTION
IDENTIFY
STORAGE
LOCATIONS
REQUEST
TRANSFER RS
T~ UPLOAD /’51 40
» ENCRYPTED
PIECE
NOTIFY S142
,,,,,,, COMPLETION -/
DOWNLOAD |/ 4~ OF UPLOAD
ENCYPTED (4~
RESTORE
FILE
COMPLETION
OF FILE
EXTRACTION

FIG. 8



US 2004/0049700 A1l

DISTRIBUTIVE STORAGE CONTROLLER AND
METHOD

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a technique for
storing data through a network.

[0003] 2. Description of the Related Art

[0004] As computer technology has developed, the size of
data handled by various applications has grown larger and
larger. As a result, costly mass storage media, such as MO
(magneto-optical) and CD-R/RW disks are required for
backing up of data. In addition, a disk array system equipped
with mirroring and error correction by RAID (Redundant
Arrays of Independent Disks) is commonly used as a system
for improving security of data to be stored, but this system
also involves a significant cost.

[0005] On the other hand, tremendous increases in the
capacity of hard disk drives (hereinafter referred to simply
as “HDD”) have been achieved in recent years, and even
ordinary personal computers (hereinafter referred to simply
as “PCs”) now commonly come equipped with an HDD
having a capacity of few tens of gigabytes (GB). However,
these high capacity HDDs are rarely utilized to their maxi-
mum capacity, and, in general, a significant portion of the
HDD capacity is substantially unused. Therefore, in large
companies, for example, in which thousands or tens of
thousands of PCs are connected to an internal network, a
data storage capacity measured in terabytes remains idle and
unused in the internal network.

[0006] The present invention was conceived in consider-
ation of the above, and an advantage of the present invention
is that a technique for inexpensively storing data using the
available capacity of individual computer device connected
to a network is provided.

SUMMARY OF THE INVENTION

[0007] According to one aspect of the present invention,
there is provided a distributive storage controller for pro-
viding a data storage service to a plurality of computer
devices connected to a network, the controller comprising a
storage controller which, upon reception of a storage instruc-
tion of data from one of the computer devices, checks the
status of storage devices in a plurality of computer devices,
divides and encrypts the data into a plurality of encrypted
pieces, selects, for each encrypted piece, a computer device
to which the piece is to be stored from among the plurality
of computer devices based on the result of the checking,
transfers and stores the encrypted pieces to selected corre-
sponding computer devices, and generates storage location
information indicating which encrypted piece is stored in
which computer device; and an extraction controller which,
upon reception of an extraction instruction of data from one
of the computer devices, identifies each computer device to
which each of the encrypted pieces for the data is stored
referring to the storage location information, obtains each
encrypted piece from the corresponding computer device,
restores the original data based on the encrypted pieces, and
provides the restored data to the computer device instructing
the extraction.
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[0008] Here, “division and encryption” or “to divide and
encrypt” refers to a process in which data is converted into
a group of a plurality of pieces that are encrypted (encrypted
pieces). The “division and encryption” or “to divide and
encrypt” includes a process to first divide data into a
plurality of pieces and then encrypting the pieces and a
process to first encrypt data and then divide the encrypted
data into a plurality of pieces. Both of these processes are
referred to herein as “division and encryption”.

[0009] According to this device, it is possible to achieve
highly secure storage of data distributed into a storage
device of each computer device.

[0010] According to another aspect of the present inven-
tion, it is preferable that, in the distributive storage control-
ler, during the division and encryption, the storage controller
removes a portion of each divided piece of data, generates
the encrypted pieces from the segment remaining after the
removal, and stores data of the fragment removed from each
piece in a predetermined storage location on the network,
and the extraction controller obtains the data of fragment
from the predetermined storage location, integrates the
group of encrypted pieces obtained from the computer
devices and the data of fragment, and restores the original
data.

[0011] According to this aspect of the present invention,
because a portion of data has been removed from each of the
encrypted pieces which is to be distributed over the network,
an unauthorized party cannot obtain a complete piece of
data, even if they are able to successfully decrypt an
encrypted piece. This configuration therefore reduces the
risk of leakage of data when data is distributed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 is a schematic diagram showing a structure
of a system according to a preferred embodiment of the
present invention.

[0013] FIG. 2 is a flowchart showing an example proce-
dure of a process for backup.

[0014] FIG. 3 is a diagram for explaining an example
procedure of division and encryption.

[0015] FIG. 4 is a flowchart showing an example proce-
dure of a process for extracting a backed up file.

[0016] FIG. 5 is a flowchart showing an example process
when the capacity of a PC becomes insufficient.

[0017] FIG. 6 is a schematic diagram showing a structure
of another system according to another preferred embodi-
ment of the present invention.

[0018] FIG. 7 is a flowchart showing an example proce-
dure of a process for backup.

[0019] FIG. 8 is a flowchart showing an example proce-
dure of a process for extracting a backed up file.

DESCRIPTION OF PREFERRED EMBODIMENT

[0020] A preferred embodiment of the present invention
(hereinafter referred to simply as “the embodiment™) will
now be described with reference to the drawings.

[0021] FIG. 1 is a diagram showing a structure of a file
backup system according to an embodiment of the present
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invention. A system according to this embodiment com-
prises a plurality of user PCs 10 and a backup control server
20 connected to a LAN 30. Each of the user PCs 10
comprises an HDD (Hard Disk Drive) 12 as a fixed disk
device and a backup client software 14 (hereinafter abbre-
viated to as “BC 14”). Each user PC 10 also has a WOL
(Wake On LAN) functionality so that it is possible to switch
the power on (power on operation) in response to an external
activation instruction input through the LAN 30.

[0022] The BC 14 is provided for performing a process for
backing up data in the user PC 10. The backup control server
20, in response to a backup request from a BC of a user PC
10, stores a backup of a requested file utilizing available
capacity in HDDs 12 of the user PCs 10.

[0023] Inthe system according to the present embodiment,
a file to be backed up and stored is divided into a plurality
of blocks, segments, or files, collectively referred to herein
as “pieces” and is distributively stored in a plurality of user
PCs 10. By further applying a concealing process such as
encryption to the pieces to be distributively stored in the user
PCs 10, the risk of data leakage is reduced.

[0024] FIG. 2 is a diagram showing the flow of a dis-
tributive backup process in this system. In this process, first,
the BC 14 in one of the user PCs 10 receives a backup
instruction for a file from a user (S10). The BC 14 sends a
backup request to the backup control server 20 (S12). This
request includes the actual file to be backed up, or informa-
tion necessary for accessing the file (for example, path
information of location where the file is stored).

[0025] The backup control server 20 receives the backup
request and sends inquiries to the BCs 14 of the user PCs 10
via the LAN 30 to obtain their status information (S20). In
response to this inquiry, the BC 14 of each user PC 10 sends,
to the backup control server 20, status information including
the available capacity of the HDD 12 of the user PC 10
(S30). Because any user PC 10 in which the power is
switched off (OFF) cannot respond to this inquiry, the
backup control server 20 can also find the user PCs 10 for
which the power has been switched off. The backup control
server 20 receives the responses and can now determine
which user PCs 10 can be used as a location of distributive
storage of the file.

[0026] When the statuses of all user PCs 10 on the LAN
30 are notified through the inquiry instep S20, the backup
control server 20 applies a division and encryption process
(or an encryption and division process) to the file to be
backed up (S22). In the division and encryption process, the
file to be backed up is converted into a combination of a
plurality of encrypted pieces (encrypted pieces) The division
and encryption includes a process to first divide data into a
plurality of pieces and then encrypting the pieces and a
process to first encrypt data and then divide the encrypted
data into a plurality of pieces. Both of these processes are
referred to herein as “division and encryption”.

[0027] Anexample process for the division and encryption
will now be described referring to FIG. 3. In this process,
the backup control server 20 first compresses the data 100 to
be backed up through a predetermined data compression
algorithm (S200). Then, the compressed data 105 obtained
as the result of the compression is divided into m pieces 110
(m is an integer of at least 2) (P1, P2, . . . Pm) (S202). The
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number m of the pieces for division may be a fixed value
which is determined in advance or may be determined based
on information such as the size of the file to be backed up
and the number of user PCs 10 which can be utilized as the
location for the distributive storage of the file.

[0028] Next, a partial data portion 112 is removed from
each of the divided pieces 110 (P1, P2, .. . Pm) (a partial data
portion 112 cut away in this manner will be referred to as a
“fragment” hereinafter) (S204). The fragments 112 removed
from the pieces 110 are arranged according to the piece
numbers of the pieces from which they were removed, and
are collected as fragment data 130.

[0029] The backup control server 20 then applies a data
compression and encryption process to the pieces 115 (P1',
P2', ... Pm') obtained as a result of the process at step S204
(a remaining portion will be referred to as a “remainder
segment” hereinafter) (S206). Encrypted pieces 120 created
as a result of this process (P1", P2", . .. Pm") are distributed
and stored in the user PCs 10. A compression and encryption
process is also applied to the fragment data 130. Encrypted
data 135 (Px) obtained as a result of this process is stored in
the backup control server 20.

[0030] Fixing the location and size of the portion to be
removed in step S204 simplifies restoration of the removed
segment during a subsequent data extraction process, but
such configuration negatively affects security. Therefore, it
is sometimes also preferable to change the method of the
removal process (for example, the location and size of the
portion to be removed) each time a backup process is
performed. With such a configuration, the backup control
server 20 can record, for each backed up file, the configu-
ration used for the removal process.

[0031] When the division and encryption process in step
S22 is completed in this manner, the backup control server
20 selects, for each encrypted piece 120, a user PC 10 to be
used as a storage location based on the results of the inquiry
at step S20 (S24). During this process, the backup control
server 20 does not select, as the storage location, any user
PC 10 in which power is switched off or any user PC 10
wherein the HDD 12 only has an available capacity which
is smaller than the size of the encrypted piece. Which
encrypted piece 120 should be stored to which user PC 10
can be determined randomly, for example. It is possible to
configure the system so that each of the encrypted pieces 12
is respectively stored in separate user PCs 10, but the present
embodiment is not limited to such a configuration. Although
it is possible to determine the storage location according to
a fixed rule, by randomly determining the storage location as
noted above, it is possible to make it difficult for a third party
to infer which encrypted piece is stored in which user PC 10.
The backup control server 20 transfers, to the BC 14 of the
storage location user PC 10 thus determined, the corre-
sponding encrypted piece 120 and instructs the BC 14 to
store the encrypted piece (S26). The backup control server
20 also stores in its own disk space the encrypted data 135
for the fragments.

[0032] Each BC 14 stores the received encrypted piece
120 in its own HDD12 (S32) and, upon completion of the
storage, notifies the backup control server 20 of the comple-
tion.

[0033] When storage of all encrypted pieces 120 is com-
plete, the backup control server 20 creates and records a
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storage location map which indicates which encrypted piece
of the file to be backed up is stored on which user PC 10
(S28). Then, the backup control server 20 transmits a backup
completion notification to the BC 14 which originally
requested a backup (S29). Upon receipt of the backup
completion notification, the requesting BC 14 displays a
message indicating the completion of backup on a screen of
the user PC 10 and the backup process is completed (S14).

[0034] Next, a process for extracting a file which has been
distributively backed up will be described with reference to
FIG. 4.

[0035] In this process, when the BC 14 in a user PC 10
receives, from a user, an instruction for extracting a backed
up file (S40), the BC 14 sends a file extraction request to the
backup control server 20 (S42). This request includes, for
example, identification information indicating the file to be
extracted. Because the BC 14 of each user PC 10 maintains
a list of files that have been distributively backed up in
response to instructions from the user, it is also possible to
employ a configuration wherein, when a file is to be
extracted, the BC 14 displays the list on a screen of the user
PC 10 and allows the user to select a file for extraction.

[0036] The backup control server 20 receives the file
extraction request, checks the storage location map corre-
sponding to the file to be extracted, and identifies the BC 14
of the storage location for each encrypted piece of the file
(S50).The backup control server 20 then sends inquiries on
the status to each storage location via the LAN 30 (S52).
Each BC 14 receiving this inquiry sends a response if the
device is activated (S70).

[0037] The backup control server 20 determines that
power is switched off in each storage location which did not
return a response (S54) and sends an activation instruction
to the corresponding storage locations via the LAN 30 (S56).
After a predetermined time has elapsed, the backup control
server 20 again sends the status inquiry to the storage
location to check activation. In the user PC 10 receiving the
activation instructions, power is switched on using the WOL
functionality (S72).

[0038] The backup control server 20 transmits, to the BCs
14 of the storage locations for which activation is confirmed
as described above, a message for requesting the encrypted
piece stored in the storage location referring to the storage
location map (S58). The BC 14 of the storage location
receiving this request transfers the requested encrypted piece
to the backup control server 20 (S74).

[0039] When the backup control server 20 obtains, from
the storage locations, all of the encrypted pieces created
from the file to be extracted, the backup control server 20
restores the file to be extracted through an inversion process
of the division and encryption based on the group of
encrypted pieces and the encrypted data 135 for the frag-
ment data corresponding to the file (S60). Then, the backup
control server 20 supplies the restored file to the BC 14
which originally requested extraction of the file (S62). The
requesting BC 14 obtains the file and notifies the user of the
completion of the file extraction (S44). In this manner, a file
which has been distributively backed up can be restored.

[0040] With the described processes, a distributive backup
can be achieved for a file in response to a request from a user
PC 10 which forms a part of the system.
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[0041] Insome cases, as a result of a user PC 10 providing
capacity for the distributive backup, the capacity of the user
PC 10 may become insufficient for normal file storage
desired by the user of that PC. In another example of the
present invention, it is also preferable to transfer the
encrypted piece stored in the user PC 10 to another user PC
10 in such cases to retain a capacity for file storage. A flow
of such process will now be described with reference to
FIG. 5.

[0042] In this example process, the operating system of
the user PC 10 continuously monitors the available capacity
of the HDD 12 of the PC 10 and determines if instructions
by the user and processes by the applications leads to a
shortfall in capacity (S80). This determination may alterna-
tively be, for example, a process by the BC 14 to periodi-
cally monitor the available capacity of the HDD 12 or to
periodically run a program for monitoring the available
capacity of the HDD 12, and to determine whether or not the
available capacity obtained in such a manner has fallen
below a predetermined lower limit. When it is determined as
the result of this determination that the capacity is insuffi-
cient, the BC 14 of the PC 10 is informed of the capacity that
must be released and is requested to release that HDD
capacity. The BC 14 receiving this request selects, from
among the group of encrypted pieces stored in the HDD 12
managed by the BC 14, encrypted pieces sufficient to satisty
the requested amount to be released (S82). The BC 14 sends
a request to the backup control server 20 for transfer of the
selected group of pieces (S84). The transfer request may
include the data of the encrypted pieces themselves, or
information necessary for accessing the data such as, for
example, an address. The backup control server 20 receiving
this transfer request sends to the other BCs 14 inquiries as
to their statuses (S86) and, in response to the inquiries, the
BCs 14 return status information such as the available
capacity to the backup control server 20 (S88). The control
server 20 receives the status response and selects the transfer
destination for the encrypted pieces for which transfer has
been requested based on the information from the BCs 14 on
available capacity or the like (S90). The control server 20
then transfers each encrypted piece to the BC 14 of the
corresponding transfer destination (892). The BC 14 receiv-
ing the transfer of the encrypted piece stores the piece in the
HDD 12 of the PC 10 (S94) and, when the storing process
has been successfully completed, notifies the backup control
server 20 of the successful completion of storage. The
backup control server 20 receiving this notification corrects
the storage location map according to the transfer. In other
words, the backup control server 20 updates the storage
location map with the BC 14 of the transfer destination of
the encrypted piece to be transferred as the new storage
location (S96). In this process, the group of transferred
encrypted pieces may correspond to a plurality of files in
which case the storage location map for each file is cor-
rected.

[0043] The structure and operations of the system exem-
plified in FIG. 1 has been described. According to this
system, it is possible to distributively backup a file to
available capacity of HDDs 12 of a plurality of user PCs 10
connected to the LAN 30. Because of this, it is possible to
backup a file having a size larger than the maximum size that
can be backed up in one user PC 10. In addition, with this
system, because the pieces to be distributively stored to the
user PCs 10 are encrypted, third-party attempts to read the
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encrypted pieces are less likely to succeed. Moreover,
because a portion of each of the encrypted pieces was
removed, it is not possible to obtain the full information of
the piece, even if the encryption is successfully broken.

[0044] In this manner, in the present example of the
embodiment, it is possible to securely backup and store a
large file by effectively using the available capacity of an
individual user PC 10.

[0045] Although in the above example configuration all of
the user PCs 10 on the LAN 30 provide disk capacity for
backup and distributive backup service can be provided for
all of the PCs 10, the present invention is not limited to such
a configuration. It is also possible, for example, that there is
a user PC which does not provide disk capacity and only
receives the backup service or a user PC having the opposite
characteristics.

[0046] Also, although the above-described system is
directed to the realization of a distributive backup process by
a group of user PCs 10 connected to a LAN 30, the present
invention is not limited to such a configuration and may also
be applied to a group of computers connected via the
Internet.

[0047] FIG. 6 shows an example system structure for
realizing distributive backup of computers connected via the
Internet. In this example structure, a plurality of client
devices 40 connected to the Internet 70 provide available
capacity of their own HDDs 42 and receive the distributive
backup service. A backup controller 44 provided in each
client device 40 has both the function of the backup client 14
and the function of the backup control server 20 of the
above-described embodiment. In other words, the backup
controller 44 has a function to receive a backup instruction
from a user, a function for dividing and encrypting a file to
be backed up and distributively storing the file on the
plurality of client devices 40, and a function for restoring the
original file by collecting encrypted pieces distributed
among the plurality of client devices 40.

[0048] A relay server 50 is a server for providing a
relaying location as encrypted pieces are transferred among
the client devices 40. As the relay server 50, for example, an
ftp (file transfer protocol) server may be used. It is also
possible that a plurality of relay servers 50 be made available
on the Internet 70. In such a case, the backup controller 44
can suitably select one or more upload destinations from
among the plurality of relay servers 50.

[0049] A network control server 60 is a server for con-
trolling information relating to each client device 40 and the
relay servers 50 in this system, and maintains information
such as, for example, address information (for example, IP
addresses) of each client device 40 and each relay server 50.
The backup controller 44 of each client device 40 periodi-
cally accesses the network control server 60 and obtains
address information of the other client devices 40 and relay
servers 50. In this manner, each client device 40 can
maintain information on the most recent system structure
and can perform a distributive backup process based on this
information.

[0050] Referring now to FIG. 7, a flow of the backup
proves in the system exemplified in FIG. 6 will be
described. In this process, initially, a backup controller 44 in
a client device 40 receives a backup instruction for a file
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from a user (S100). The backup controller 44 sends status
inquiries to the other client devices 40 on the Internet 70
(S102). The backup controller 44 of the client device 40
receiving this inquiry respond to the originating device of
the inquiry by sending status information of the device
including information on the available capacity of its own
HDD 42 (S120).

[0051] The backup controller 44 of the client device 40
requesting backup divides and encrypts the file to be backed
up through a method such as, for example, that exemplified
in FIG. 3, and creates a plurality of encrypted pieces (S104).
During this process, encrypted data 135 obtained by
encrypting fragment data 130 is stored in the HDD 42 of the
device 40. Here, by additionally storing the encrypted data
135 in a separate device on the Internet 70 such as the
network control server 60, it is possible to restore the file
even when the encrypted data 135 stored in the client device
40 which requested backup cannot be used.

[0052] Then, the backup controller 44 of the backup
requesting device 40 selects a storage location for each
encrypted piece based on the response from each of the other
client devices 40 for the inquiry of step S102 (S106). The
backup controller 44 then uploads each encrypted piece to
the relay server 50 (S108) and sends a download request to
the storage location corresponding to the encrypted piece
(S110). The download request includes information for
accessing the uploaded encrypted piece (for example, the
URL of the encrypted piece). The steps S108 and S110 are
performed for all of the encrypted pieces.

[0053] The backup controller 44 of the client device 40
receiving the download request downloads the encrypted
piece from the relay server 50 according to the request
(S122). When the download is completed, the backup con-
troller 44 transmits a notification of completion of down-
loading to the client device 40 from which the backup
request originates (S124).

[0054] The backup controller 44 of the backup requesting
device creates and stores a storage location map which
indicates to which client device 40 each encrypted piece of
the file to be backed up is stored (S112). With this process,
the sequence of the distributive backup process is completed
(S114).

[0055] Next, referring to FIG. 8, a process for extracting
the file which has been distributively backed up through the
above-described process will be described. A backup con-
troller 44 of a client device 40 maintains a list of files backed
up from that device 40, and a user can input an extraction
instruction designating a file in that list. A backup controller
44 receiving this instruction (S130) identifies the storage
location of each encrypted piece from a storage location map
corresponding to the file (S132). Then, the backup controller
44 sends, to each storage location, a request to transfer the
encrypted piece (S134). The backup controller 44 of the
client device 40 receiving the transfer request uploads the
requested encrypted piece to a relay server 50 (S140) and
sends a notification of completion of uploading which
includes information for accessing the encrypted piece to the
requesting client device 40 (S142). The client device 40
receiving this completion notification accesses the relay
server 50 and downloads the encrypted piece related to the
notification (S136). After all of the encrypted pieces of the
file to be extracted are obtained in this manner, the backup
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controller 44 restores the original file by executing an
inversion process of the division and encryption process
based on the fragment data and the obtained encrypted
pieces (S138). With this process, the file extraction is
completed (S139).

[0056] A structure for distributive backup of a file among
a plurality of client devices 40 via the Internet 70 has been
described. With this configuration, in addition to the advan-
tages similar to those in the system of FIG. 1 as described
above, an advantage can be obtained that, because the
encrypted pieces are actively uploaded to and downloaded
from the relay server 50 by the sender and the receiver when
the encrypted piece is transferred, the client devices 40 do
not need to always open, to the Internet, a port for receiving
data, resulting in strong security against intrusion from
outside.

[0057] Although in the example structure shown in FIG.
6 each client device 40 functions as the backup control
server 20 in the structure exemplified in FIG. 1, the present
invention is not limited to such a configuration, and, even in
a system structure via the Internet 70, it is possible to employ
a client-server structure similar to the backup control server
20 shown in FIG. 1.

[0058] As an alternative example of the system described
above, it is preferable to employ a configuration wherein the
encrypted pieces are redundantly distributed among client
devices 40 located in geographically different locations to
redundantly store the pieces. This structure enables restora-
tion of a file even when a client device 40 in one location
becomes unusable because of, for example, an accident in
that location.

[0059] In this alternative example of the embodiment, the
backup controller 44 of each client device 40 is provided
with information on the physical locations of the other client
devices 40. The information on physical locations may be
the address of the building in which the client device 40 is
placed or information obtained by assigning a code to the
address. It is also preferable to register the physical location
information of the client devices 40 in the network control
server 60, and to allow the client devices 40 to obtain the
information as necessary. During the distributive backup
process, for example, the backup controller 44 may redun-
dantly store each encrypted piece on a plurality of client
devices 40 in different physical locations. With such a
structure, even when any one of the client devices 40
becomes unusable, the same encrypted piece can be obtained
from another client device 40. In addition, as another
method, during when a file is divided and encrypted, parity
data (for example, bit-by-bit parity data) may be generated
for the group of encrypted pieces and the parity data and the
encrypted pieces may be stored in client devices 40 in
different physical locations. With such a structure, even
when one of the client devices 40 becomes unusable, the
original file can be restored from information stored in the
other client devices 40.

[0060] As another alternative example, it is possible to
construct a large distributive backup system made of a
plurality of LAN-based systems as shown in FIG. 1 con-
nected via the Internet. In this example, the backup control
server 20 of the system of FIG. 1 is connected to the
Internet. Each backup control server 20 receives a backup
request from user PCs in its own domain, divides and
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encrypts the file to be backed up, and distributes a group of
encrypted pieces obtained in such a manner not only in its
own domain, but also to the other domains via the Internet.
In this case, it is also preferable to allow the user to designate
the range over which the group of encrypted pieces is to be
distributed. In this case, the user can designate the range of
distribution of the group of encrypted pieces according to
their circumstances or wishes so as to limit the range to his
own domain or to broaden the range to additional domains.
A backup control server 20 receiving an encrypted piece
from another domain either stores the encrypted piece in the
HDD of its own device or in the HDD of a user PC within
the domain to which the backup control server 20 belongs.
When the distributively backed up file is to be restored from
encrypted pieces distributed via the Internet, a backup
control server 20 can request the encrypted piece from a
backup control server 20 at the distribution destination. The
server 20 receiving this request extracts the requested
encrypted piece from the user PC in its own domain or from
its own device, and supplies the piece to the requesting
server 20.

[0061] In the above, examples have been described
wherein an entire file is distributively backed up. The
present invention is not, however, limited to such a configu-
ration and a part of a file may be backed up with similar
structures. For example, if the data to be backed up is
animation data and the entirety of the file of the animation
data is distributively backed up through the methods
described above, a great deal of time may be require to
reconstruct the original animation data if the animation data
is replayed from the distributively backed up data, possibly
resulting in undesirable delay in the replaying process.
Therefore, it may be preferable to store, on the user PC 10
requesting the backup, data corresponding to a predeter-
mined time period from the beginning of the animation data
and to distributively backup the remaining portion of the
animation data through the methods described above. More
specifically, in this configuration, a program which provides
avirtual file API (Application Program Interface) for access-
ing the animation data file is installed to the user PC 10 and
resides in the user PC 10. When writing of an animation data
file is requested to this virtual file API, the file API stores, to
the user PC 10, a portion of the animation data to be written
corresponding to a predetermined time period from the
beginning and requests a distributive backup of the remain-
ing portion to the backup client 14. In response to such a
request, the backup client 14 request distributive backup of
the remaining portion to the backup control server 30 which
performs the distributive backup process as described above.
On the other hand, when reading of the file is requested from
an animation replaying application or the like, the API
provides the data stored within the user PC 10 and corre-
sponding to the predetermined time period from the begin-
ning of the file as stream data and requests restoration of the
backup of the remaining portion of the file to the backup
client 14. In this manner, the backup client 14 collects the
group of distributively backed up encrypted pieces and
reconstructs the remaining animation data while the appli-
cation is replaying the animation data corresponding to the
predetermined time period from the beginning which has
been stored in the user PC 10. Then, the file API connects
without gaps the animation data reconstructed by the backup
client 14 to the animation data of the predetermined time
period from the beginning, as described above, and provides
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the data as stream data to the animation replaying applica-
tion. In this manner, the animation replaying application can
continuously replay the entirety of the original animation
data. With this configuration, because the animation replay-
ing application must only write and read a file through the
file API and need not perform any additional processes,
existing applications may be used without significant modi-
fication. Further, with this configuration, it is possible to
replay animation without a time lag before the start of the
replay of animation, even when only the beginning section
of animation data having an enormous size is stored in the
user PC 10 and the remaining portion is stored on the
network.

[0062] The preferred embodiment of the present invention
has been described. It should be understood that the
examples used to illustrate the embodiment are for the
purpose of exemplifying only, and are not intended to limit
the present invention in any way. For example, although a
system for backing up a file is described above, it would be
apparent to a person with ordinary skill in the art that the
present invention may also be applied to general storage of
a file.

What is claimed is:

1. A distributive storage controller for providing a data
storage service to a plurality of computer devices connected
to a network, the controller comprising:

a storage controller which, upon receiving a storage
instruction of data from one of the computer devices,
checks the status of a storage device of each of the
computer devices, divides and encrypts the data into a
plurality of encrypted pieces, selects, for each
encrypted piece, a computer device on which the piece
is to be stored from among the plurality of computer
devices based on the result of the checking, transfers
and stores the encrypted pieces to selected correspond-
ing computer devices, and generates storage location
information indicating which encrypted piece is stored
in which computer device; and

an extraction controller which, upon receiving an extrac-
tion instruction of data from one of the computer
devices, identifies each computer device to which each
of the encrypted pieces for the data is stored referring
to the storage location information, obtains each
encrypted piece from the computer device, restores the
original data based on the encrypted pieces, and pro-
vides the restored data to the computer device instruct-
ing the extraction.

2. A distributive storage controller according to claim 1,

wherein

during the division and encryption, the storage controller
removes a portion of each divided piece of data,
generates the encrypted pieces from the segment
remaining after the removal, and stores data of frag-
ment which is removed from each piece to a predeter-
mined storage location on the network, and

the extraction controller obtains the data of fragment from
the predetermined storage location, integrates the group
of encrypted pieces obtained from the computer
devices and the data of fragment, and restores the
original data.
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3. A distributive storage controller according to claim 1,
wherein

the storage controller has location information indicating
the physical location of each of the computer devices
and selects a computer devices as a storage location of
each of the encrypted pieces based on the location
information in such a manner that the storage locations
are physically separated.

4. A distributive storage controller according to claim 1,

wherein

the storage controller, upon receiving from one of the
computer devices of a request for transferring the
encrypted piece, checks the status of storage devices of
the other computer devices, selects a computer device
as a transfer destination to which the piece is to be
stored from among the other computer devices based
on the result of the checking, transfers the encrypted
piece from the computer device requesting transfer to
the transfer destination computer device, and corrects
the storage location information of the data correspond-
ing to the encrypted piece according to the transfer.
5. A distributive storage controller according to claim 1,
wherein the distributive storage controller is incorporated
into one of the plurality of computer devices.
6. A distributive storage controller according to claim 5,
further comprising:

a local storage controller which, upon receiving a storage
instruction of a file from a program executed on the
computer device on which the distributive storage
controller is incorporated, stores a predetermined por-
tion of the file to the storage device of the computer
device and issues a storage instruction for the remain-
ing portion as the data to be stored to the storage
controller; and

a local extraction controller which, upon receiving a read
instruction of a file which has been stored by the local
storage, controller from a program executed on the
computer device on which the distributive storage
controller is incorporated, reads a predetermined por-
tion of the file from the storage device of the computer
device, supplies the read portion to the program, issues
an extraction instruction for the stored data correspond-
ing to the remaining portion to the extraction controller,
and supplies the stored data restored by the extraction
controller in response to the extraction instruction to
the program.

7. A distributive storage controller according to claim 6,

wherein

while the local extraction controller is reading the prede-
termined portion from the storage device and supplying
the portion to the program, the extraction controller
restores the stored data corresponding to the remaining
portion.
8. A computer device connected to a network, the com-
puter device comprising;

a response module for returning a response including
information on available capacity of a storage device of
the computer device in response to a status inquiry
received from a requesting device via the network;

a storage module for storing data transmitted from the
requesting device via the network to the storage device;
and
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a data provider which, in response to a data extraction
request sent from the requesting device via the net-
work, reads data related to the extraction request from
the storage device and transmits the data to the request-
ing device.

9. A computer device according to claim 8, further com-

prising

a storage monitor for monitoring the available capacity of
the storage device, determining whether or not the
available capacity is sufficient, and issuing a transfer
request for stored encrypted piece to the requesting
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among the other computer devices based on the results

of the checking process, transfers the encrypted piece

from the computer device issuing the transfer request to

the transfer destination computer device, and corrects

the storage location information of the data correspond-

ing to the encrypted piece according to the transfer.
13. A system according to claim 10, wherein

the storage controller and the extraction controller are
incorporated into at least one of the plurality of com-
puter devices.

14. A method for controlling a distributive storage which

provides a data storage service to a plurality of computer
devices connected to a network, the method comprising the
steps of:

device when determining that the available capacity of
the storage device is insufficient.

10. A distributive storage system comprising:

a plurality of computer devices connected to a network;

a storage controller which is connected to the network and
which, upon receiving a storage instruction of data
from a client device, checks the status of a storage
device of each of the computer devices, divides and
encrypts the data into a plurality of encrypted pieces,
selects, for each encrypted piece, a computer device to
which the piece is to be stored from among the plurality
of computer devices based on the result of the check-
ing, transfers and stores each of the encrypted pieces to
the selected corresponding computer device, and gen-
erates storage location information indicating which
encrypted piece is stored in which computer device;
and

an extraction controller which is connected to the network
and which, upon receiving an extraction instruction of
data from a client device, identifies computer devices to
which the encrypted pieces of the data are stored by
referring to the storage location information, obtains
each encrypted piece from the corresponding computer
device, restores the original data based on the
encrypted pieces, and supplies the restored data to the
client device.

11. A system according to claim 10, wherein

each of the computer devices comprises a power supply
controller for supplying power to in response to an
activation instruction via the network; and

the extraction controller comprises an activation control-
ler for transmitting an activation instruction, when
there is a computer device in which the power is
switched off from among the computer devices identi-
fied from the storage location information, to the power
supply controller of each of the computer devices in
which the power is switched off.

12. A system according to claim 10, wherein

the computer device monitors the available capacity of the
storage device, determines whether or not the available
capacity is sufficient, and, when determining that the
available capacity is insufficient, issues a transfer
request for the stored encrypted piece to the storage
controller; and

the storage controller, upon receiving a transfer request of
the encrypted piece from the computer device, checks
the status of the storage device of each of the other
computer devices, selects a computer device as a trans-
fer destination to which the piece is to be stored from

(a) upon reception of a storage instruction of data, check-
ing the status of a storage device of each of the
computer devices, dividing and encrypting the data into
a plurality of encrypted pieces, selecting, for each
encrypted piece, a computer device on which the piece
is to be stored from among the plurality of computer
devices based on the result of the checking process,
transferring and storing each encrypted piece to the
selected corresponding computer device, and generat-
ing storage location information indicating which
encrypted piece is stored in which computer device;
and

(b) upon reception of an extraction instruction of data,
identifying computer devices to which the encrypted
pieces corresponding to the data are stored by referring
to the storage location information, obtaining the
encrypted piece from each of the computer devices, and
restoring the original data based on the encrypted
pieces.

15. A method according to claim 14, wherein

the step (a) comprises, in the dividing and encrypting
process, substeps of removing a portion of each piece
obtained by dividing the data, generating the encrypted
pieces from the segments remaining after the removal
process, and storing data of the fragments removed
from the pieces to a predetermined storage location on
the network, and

the step (b) comprises substeps of obtaining the data of the
fragments from the predetermined storage location and
restoring the original data after integrating the group of
encrypted pieces obtained from the computer devices
and the data of the fragments.

16. A method according to claim 14, wherein

the step (a) comprises a substep of selecting, based on
location information indicating the physical locations
of the computer devices, computer devices as the
storage locations for the encrypted pieces so that the
storage destination computer devices are physically
separated.

17. A method according to claim 14, further comprising

the step of:

upon receiving a transfer request for the encrypted piece
from any of the computer devices, checking the status
of the storage device of each of the other computer
devices, selecting a compute device as a transfer des-
tination to which the piece is to be stored from among
the other computer devices based on the result of the
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checking process, transferring the encrypted piece from
the computer device issuing the transfer request to the
transfer destination computer device, and correcting the
storage location information for the data corresponding
to the encrypted piece according to the transfer.

18. A method for controlling a computer device which is
connected to a network and provided for a distributive
storage service of data, the method comprising the steps of:

returning a response including information of the avail-
able capacity of a storage device in the computer device
in response to a status inquiry sent from a requesting
device via the network;

storing data transmitted from the requesting device via the
network to the storage device; and

in response to a data extraction request sent from the
requesting device via the network, reading the data
related to the extraction request from the storage device
and transmitting the data to the requesting device.

19. A method according to claim 18, further comprising
the step of:

monitoring the available capacity of the storage device,
determining whether or not the available capacity is
sufficient, and, upon determining that available capac-
ity of the storage device is insufficient, issuing a
transfer request of the stored encrypted piece to the
requesting device.

20. A method for controlling a distributive storage system
comprising a plurality of computer devices, a storage con-
troller, and an extraction controller all of which are con-
nected to a network, the method comprising the steps of:

(a) when the storage controller receives a storage instruc-
tion of data from a client device, checking the status of
a storage device of each of the computer devices,
dividing and encrypting the data into a plurality of
encrypted pieces, selecting, for each encrypted piece, a
computer device to which the piece is to be stored from
among the plurality of computer devices based on the
result of the checking process, transferring and storing
the encrypted piece to the selected corresponding com-
puter device, and generating storage location informa-
tion indicating which encrypted piece is stored in which
computer device; and

(b) when the extraction controller receives an extraction
instruction of data from a client device, identifying
computer devices to which the encrypted pieces corre-
sponding to the data are stored by referring to the
storage location information, obtaining each of the
encrypted pieces from each computer device, restoring
the original data based on the encrypted pieces, and
supplying the restored data to the client device.

21. A method according to claim 20, wherein

when it is determined that the power of any of the
computer devices from among the computer devices
identified from the storage location information has is
switched off, the extraction controller transmits an
activation instruction to the computer device.
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22. A method according to claim 20, wherein

the computer device monitors the available capacity of the
storage device, determines whether or not the available
capacity is sufficient, and upon determining that the
available capacity of the storage device is insufficient,
issues a transfer request for the stored encrypted piece
to the storage controller;

the storage controller, upon receiving the transfer request
for the encrypted piece from the computer device,
checks the status of the storage device of each of the
other computer devices, selects a computer device as a
transfer destination to which the piece is to be stored
from among the other computer devices based on the
result of the checking process, transfers the encrypted
piece from the computer device issuing the transfer
request to the transfer destination computer device, and
corrects the storage location information of the data
corresponding to the encrypted piece according to the
transfer.

23. A computer readable recording medium which records
a program which, when executed, causes a computer system
connected to a network to execute:

a storage control step of, when receiving a storage instruc-
tion of data, checking the status of a storage device of
each of a predetermined plurality of computer devices
on the network, dividing and encrypting the data into a
plurality of encrypted pieces, selecting, for each
encrypted piece, a computer device to which the piece
is to be stored from among the plurality of computer
devices based on the result of the checking process,
transferring and storing the encrypted piece to the
selected corresponding computer device, and generat-
ing storage location information indicating which
encrypted piece is stored to which computer device;
and

an extraction control step of, when receiving an extraction
instruction for data, identifying computer devices to
which the encrypted pieces for the data are stored by
referring to the storage location information, obtaining
the encrypted pieces from the computer devices, and
restoring the original data based on the encrypted
pieces.

24. A computer readable recording medium which records
a program which, when executed, causes a computer system
connected to a network to execute the steps of:

returning a response including information on the avail-
able capacity of a storage device within its own device
in response to a status inquiry sent from a requesting
device via the network;

storing data transmitted from the requesting device via the
network to the storage device; and

in response to an extraction request of data sent from the
requesting device via the network, reading the data
related to the extraction request from the storage device
and transmitting the data to the requesting device.



