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Abstract—In distributed applications, software components
embedded in the communication protocols collectively provide
the interaction and functionality among various parts that run on
the common pervasive platform. However, software components,
as the target for the most of the changes, are expected to carry
majority of the design faults. Hence, their verified conformance to
the specification (correctness) is crucial for the reliable operation
of the application. The paper surveys recent progress in the
development of formal techniques as applied to the verification
of protocols in distributed systems. Based on this analysis an
appropriate method is selected and rigorously scrutinized by its
practice to a specific protocol. Performance issues and possible
improvements are discussed.

I. INTRODUCTION

Distributed systems provides the user with access to the
various resources the system maintains. Access to shared
resources allows computation speedup, and require more reli-
able and disperse communication. A distributed system must
provide various mechanisms for interprocess communication,
such as synchronization and deadlock prevention.
The majority of safety-critical systems are distributed, so

it is necessary to ensure proper functioning of such systems.
Formal methods provide mathematical procedures for describ-
ing and verifying system properties. Hence, formal verification
is the process of ensuring that formal model of the design
(Imp - implementation) satisfies a formal specification (Spec)
with mathematical certainty, or plainly that an implementation
conforms to specification. The possible conformance relations
are equivalences, various simulation relations, (logical) satis-
faction, (logical) implication, refinement, etc. Formal verifica-
tion guarantees beyond any doubt the correct relation between
the mathematical objects Imp and Spec. However, it does not
establish the correctness of the real implementation abstracted
by Imp.
Formally verifying computing algorithms and protocols are

know to be a difficult task since interesting systems, modeled
by a transition structure, will have millions of states. In the
classical proof-based verification, the system description is a
set of formulas (in a suitable logic) and the specification is
another formula . The verification method consists of trying
to find a proof that (i.e. by applying allowable rules
to the set , derive ). In a model-based approach [1], a
finite model in an appropriate logic represents the system.
The specification is again represented by formula . The
verification method consists of computing whether a model
logically satisfies (i.e. ). The model-based approach

is potentially simpler that the proof-based approach, for it is
based on a single model , rather than a possibly infinite
class of them. In model checking one is not concerned with
semantic entailment ( ), or with proof theory ( ),
but rather with the notion of satisfaction, i.e. the satisfaction
relation between the model and a formula ( ).
This paper considers formal specification and verification of

Bounded Retransmission Protocol (BRP) developed by Philips
for the 4th generation infra-red control systems [2]. BRP
represents an extension of the alternating bit protocol [3] for
data packets transmission over lossy channel in limited amount
of time.
The protocol has already been formally described and

verified using various approaches. Groote and van der Pol used
process algebra language CRL (micro Common Representa-
tion Language) and appropriate proof theory [4] for protocol
description and verification [5]. Proof was computer checked
using Coq system.
I/O automata theory is a formalism based on extended finite

state machines. This concept was used in [6] to specify and
verify the protocol. Similarly, computer verification in type
theory was performed using Coq.
Havelund and Shankar used combination of model checking

and theorem proving for BRP verification. They obtained a
down-scaled version and analyzed the protocol with Murp ,
tool based on state exploration. Murph specification was con-
verted into PVS description. This description was generalized
to full infinite state description and verified with PVS. Abstract
description of the protocol was model checked using SMV [7].
In [8] BRP was specified using LOTOS (Language of Tem-

poral Ordering Specification) and verified by CADP toolbox.
Verification of the protocol was achieved by two techniques:
bisimulations and temporal logic.
In [9] lossy channel systems model BRP, and the tool for

checking safety properties is used for verification.
In [10] two tools are used to verify BRP, UPAAL and SPIN.

The protocol is specified as network of timed automata, and
in PROMELA as fine state machine. UPAAL is used to verify
real-time aspects, and SPIN verifies protocol properties.
Dams and Gerth [2] describe the use of abstract interpreta-

tion techniques in model checking. They introduce canonical
abstractions to obtain parametrized finite state system. Proto-
col abstractions and concrete model was implemented using
PROMELA, and verified with SPIN.
Another combination of theorem proving and model check-
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ing in BRP verification is presented [11]. In this paper induc-
tive theorem prover INKA is used to confirm data abstractions.
These abstractions are used when specifying an finite-state
model appropriate for model checking.
In [12] VIS is used to verify protocol properties expressed

in CTL (Computation Tree Logic). Timing aspects as well
as structural aspects of the protocol were considered. Verilog
were used as modeling language.
Our paper presents verification of the protocol and timing

properties using NuSMV tool [13]. NuSMV is a symbolic
model checker which represents an extension of SMV [7]. It
has been chosen because it allows Real-Time CTL (RTCTL)
model checking an quantitative temporal analysis [1]. NuSMV
also implements integration of model checking techniques
based on propositional satisfiability(SAT) [14]. We haven’t
used the SAT-based model checking in this work.
Qualitative and quantitative temporal analysis are presented

in section II. In the following section we briefly describe im-
plementation modeling formalism(NuSMV). Section IV gives
the Bounded Retransmission Protocol service and protocol
specification. Actual specification and verification procedures
and results are described in the subsequent section. Finally, a
conclusion gives some valuable comments on the conducted
experiments and obtained results.

II. QUALITATIVE AND QUANTITATIVE TEMPORAL

ANALYSIS

In this section we describe property specification languages
CTL and its extension RTCTL, and show how to compute
quantitative information about the model.
A formal specification language S provides a notation (syn-

tactic domain), a universe of objects (semantic domain), and a
precise rule defining which objects satisfy each specification.
S is a triple , where and are
sets and is a relation between them. The
more explicit specification language implies the better-defined
formal method. Specification language that is fundamentally
advantageous in specifying system behavior should belong to
the family of temporal logic. In this paper we concentrate on
the branching discrete time temporal logic, i.e. computation
tree logic (CTL) formulae [15] and its extension real-time
computation tree logic (RTCTL).

A. Qualitative temporal analysis

Formula in CTL temporal logic can be true for some states
of the underpinning model (Kripke structure) and false for
other states. The Kripke structure, or the model , is defined
as a triple , where is a set of states,
is a transition relation in the structure, and is a labeling
function that assigns atomic propositional formulas to every
state in . Formulae may change their truth values as the
system evolves from state to state. CTL formulae are built from
atomic propositions, standard Boolean operators, and temporal
operators. Atomic propositions express state properties of the
system. Temporal operators describe when these properties
have to be satisfied. Each temporal operator consists of a

path quantifier and a temporal modality. The path quantifier
indicates that a property is true for all computations (traces,
paths), and denotes that it is true for some computation
(trace, path). The temporal modality describes ordering of
events in time of computation, and can be one of the following:

(in some future and possibly current state), (in every
state), (in the next state), (strong until). In CTL one can
easily express properties such as: ”For any state, if a request
(to deliver a message) occurs, it will eventually be granted”:

(1)

Any CTL formula could be interpreted within the given
Kripke structure M as denoting a set of states, namely those
states Q for which holds, or formally:

is a set of states: (2)

Usually we require that the initial state is included, i.e.
. Clearly, the verification procedure encompasses explo-

ration of states as the system evolves from the initial state
in discrete time steps.
The kind of practically relevant properties that need to be

checked fall in to two main categories. Safety (invariant) prop-
erties ensure that nothing bad ever happens in the considered
system. A failure can be demonstrated by a finite transition
sequence. E.g.: ”From any state it is possible to get to the
state where restart=True”:

(3)

Liveness (progress) properties ensure that something good
should eventually happen. A failure can be demonstrated only
by an infinite transition sequence. An example of liveness
property is given by the Eq. 1.

B. Quantitative temporal analysis

If we want to express complex timing properties of the
system, CTL is not suitable. Because, in CTL we cannot easily
express that “every request should be met with a response

within time” units. Simple and effective way to perform
verification of time bounded properties is to introduce bounds
in CTL temporal operators [1]. The extended logic is called
RTCTL (Real-time CTL). Notice, that RTCTL is expressive as
CTL because time bounded operations can be translated into
nested EX (AX) operators. This translation is often impractical
and error-prone.
The basic RTCTL operator is the bounded until operator

which has the form: where defines the time interval
in which the property must be true. Formula us true
of some path if holds in some future state
on the path, is true in all states between and , and the
distance from to is within the interval [a, b].
Using RTCTL we can easily express properties such as:

“Every request from a client should be met with a response
from the server within five time units”. This property can be
expressed in RTCL as .
Along with the verification of time bounded properties when

timing constraints are known we are interested in computing
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quantitative timing information such as exact minimum and
maximum delays between transitions in discrete model. The
algorithms are designed to work well with symbolic techniques
based on the use of binary decision diagrams.
Both, a minimum delay and a maximum delay algorithm

take as input a Kripke structure and two set of
states and . The minimum delay algorithm returns
the length of shortest path from a state in to a state in

. In no such path exists the algorithm returns .
The maximum delay algorithm returns the length of a longest
path path from a state to a state . If there exists
an infinite path beginning in a state that never reaches
a state , the algorithm returns .

III. NUSMV

NuSMV is a symbolic model checker originated from
reengineering, reimplementation and extension of CMU SMV,
the original BDD-based model checker developed at CMU.
NuSMV allows for the representation of specifications ex-
pressed in CTL and Linear Temporal logic (LTL) using BDD-
based and SAT-based model checking techniques. Also we
have used NuSMV capability to verify RTCTL formulas and
to compute quantitative information on the FSM.
The primary purpose of the NuSMV input language is to

describe the transition relation of a finite Kripke structure.
The input file describes both the model and the specification
(with possible fairness constraints). The states are defined by
a collection of state variables, which may be of Boolean or
scalar type. The transition relation of the Kripke structure
is determined by a collection of parallel assignments, which
are introduced by a keyword ASSIGN. The semantics of
assignment in NuSMV is similar to that of a single assignment
data flow languages. A program can be viewed as a system of
simultaneous equations, whose solutions determine the next
state. When a set is assigned to a variable, the result is a
non-deterministic choice among elements of the set. Non-
deterministic choices are useful for describing systems which
are not yet fully implemented, or abstract models of complex
protocols, where the value of some state variables cannot be
completely determined.

IV. THE BOUNDED RETRANSMISSION PROTOCOL

In this section we provide the service specification (Fig. 1)
and the protocol specification. The service specification de-
scribes how the protocol and an environment are related.
The protocol specification (Fig. 2) describe communication
between the protocol entities and behavior of each protocol
entity.

A. Service specification

In the BRP service specification we consider four entities:
, , and . In Fig. 1 and

Fig. 2 it can be seen how these entities communicate. In
essence the producer wants to deliver large data packet through
lossy channel to the consumer. Data packet is delivered as
sequence of chunks. For each chunk there is a limited amount

BRP Consumer
Sin

Sout

Rout
Producer

Fig. 1. The fi le transfer service specifi cation

of time available for delivery to the consumer. Protocol cannot
guarantee successful delivery within given time bound. The
consumer receives either whole data packet or the first
chunks. The producer and the consumer are informed if whole
data packet was delivered successfully or not.
The producer supplies data packet through (Fig. 1),

for each packet it receives an indication through . If data
packer was delivered successfully to the consumer it receives

. In case of the unsuccessful delivery it receives .
When the sender cannot be sure if the last chunk was delivered
to the consumer, the producer receives the indication .
For each data packet, and for each chunk the receiver

provides an indication to the consumer through . The
consumer receives if a chunk is the first, and there is
at least one more chunk in the data packet. The indication

means that chunk is intermediate. The indication
informs the consumer that chunk is last element of the packet.
If delivery has been aborted due to loss of a chunk receiver
supply the indication.

B. Protocol specification

Channel K

Channel L

Sender Receiver

F G

AB

Sin

Sout
Rout

Protocol

Environment

Fig. 2. The BRP specifi cation

In our specification the BRP can be represented with four
entities: , , and . The
relations between entities are shown in Fig. 2. There are also
three timers. The sender is connected with timers
and , and the receiver with timer . The
environment and the protocol correspond through ,
and as described in the subsection IV-A. The sender
transmit every chunk of the data packet through lossy channel
( ) to the receiver. The receiver acknowledge each
received chunk through lossy channel ( ).
The sender transmit one chunk at a time. Each chunk

consists of an indication and an alternating bit along with
datum. Indication can be: , and . Indication

represents first chunk of data packet which consist of at
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least two chunks. informs that the chunk is neither the
first nor the last in the packet. means that the chunk is
the last one in the data packet. Alternating bit enables that
the receiver can detect duplicate chunks of the same data
packet. Duplicate chunks have same the alternating bit, and
such chunks are not delivered to the environment (consumer),
but nevertheless acknowledged. The sender starts
right after it sends the chunk to the receiver. It waits for an
acknowledgement from the receiver or a timeout of .
In case of the timeout it retransmits the chunk. However, if
number of unsuccessful retransmissions reach a bound, the
sender aborts transfer of data packet currently being sent. After
the abortion it starts and waits for its timeout
before the next delivery of an data packet. This is needed
because the receiver must properly react to abortion.
The receiver starts when it receives a new chunk

from the sender. It acknowledges the chunk and waits for new
one. If times out, it means that new chunk has not
been received for a long time. So, the receiver can be sure that
the sender has cancel the delivery.

V. FORMAL PROTOCOL SPECIFICATION AND VERIFICATION

IN NUSMV

In this section we first describe the formal BRP model im-
plemented in NuSMV. As an example of NuSMV specification
we provide an implementation of the module in
Fig. 3. In the second subsection we present an CTL verification
of service and protocol properties and quantitative analysis of
the BRP protocol.

A. BRP model

The BRP model implementation is obtained using SDL
description provided in [12]. Our NuSMV model consists
of six synchronous modules: , , ,

, and . There are two instances
of the module: and . Also,
we have three instances of the module: ,

and
The module (Fig. 3) consists of three state

variables , and . The variable stores randomly
chosen number of chunks in the data packet. Using ,
the module is informed that delivery of the data
packet starts. Variable , as expected holds a state of the

module. After the signal is received from
, goes to state , where it waits

for information ( ) from the about delivery of the
data packet.
Similarly, we have obtained the NuSMV description for

other five modules presented in our formal specification of
the BRP.

B. Verification and quantitative analysis

Qualitative analysis of the protocol has been performed us-
ing CTL specifications. Basic safety and liveness consideration
are related with the service specification for which we have
verified many CTL formulas. Some of them are listed in Fig. 4

MODULE Producer(conf, ready)
VAR

n : {1, 2, 3, 4};
state : {start, wait_conf};
req : boolean;

ASSIGN
init(n) := {1, 2, 3, 4};
init(state) := start;
init(req) := 0;
next(state) :=
case

state = start & ready=1 : wait_conf;
state = start & ready=0 : start;
state = wait_conf &

conf=NONE : wait_conf;
state = wait_conf & conf!=NONE : start;

esac;
next(req) :=
case

next(state) = wait_conf : 1;
1 : 0;

esac;
next(n) :=
case

state=start : {1, 2, 3, 4};
1 : n;

esac;

Fig. 3. NuSMV code for the producer

# 1. Liveness property
SPEC AG AF (Sender_pr.ready=1->
AX(Producer_pr.req=1))
# 2. First indication
SPEC
AG (Receiver_pr.state=new_file->
AX A[Rout=NONE U
(Rout=I_FST|Rout=I_OK|Sender_pr.ready=1)])
# 3. First indication cannot be I_NOK
SPEC
AG (Receiver_pr.state=first->
AX A[Rout=NONE U Rout!=I_NOK])
# 4. Last indication
SPEC AG((Rout=I_OK | Rout=I_NOK)->
AX A[Rout=NONE U Sender_pr.ready=1] )

Fig. 4. CTL formulas for service specifi cation

The first CTL formula represents liveness property. It states
that the producer produces data packet and the sender start
delivery of them infinitely often. The second formula describes
that first received chunk can be either or . The third
formula states that the first received chunk cannot be .
When or is received we can be sure that this is
the last indication.
In the sequel we perform discrete quantitative analysis

to verify protocol specification. The BRP protocol critically
depends on timeout intervals, so it is important to formally
specify timeout intervals.
We can define , and as timeout

intervals for , and respectively.
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has to be greater than the maximum time needed
for a chunk sent by the sender to get to the receiver and
for acknowledgement to come back if neither the chunk nor
acknowledgments are lost. The computation of the
is shown in Fig. 5. The first formula represents time delay

# 1.
COMPUTE
MIN[Sender_pr.send_CK=1 & ChannelK.output=0,
ChannelK.output=1]
# 2.
COMPUTE
MIN[Receiver_pr.state=new_file &
Receiver_pr.send_CL=0,
Receiver_pr.send_CL=1 ]
# 3.
COMPUTE
MIN[Receiver_pr.send_CL=1 & ChannelL.output=0,
ChannelL.output=1 ]
# 4.
COMPUTE
MIN[Sender_pr.state=wait_ack,
Sender_pr.state=success]

# 5.
SPEC
AG (StartTimer_X=1 ->
!EX E[ FrameLost=0 U
(FrameLost=0 & Timeout_X=1)])

-- the result of
MIN [(Sender_pr.send_CK=1&
ChannelK.output=0),
ChannelK.output = 1 ]
is 2

-- the result of
MIN [ (Receiver_pr.state = new_file &
Receiver_pr.send_CL=0),
Receiver_pr.send_CL=1]
is 3

-- the result of
MIN [ (Receiver_pr.send_CL = 1 &
ChannelL.output = 0),
ChannelL.output = 1 ]
is 2

-- the result of
MIN [ Sender_pr.state = wait_ack,
Sender_pr.state = success ]
is 1

Fig. 5. Computation of the timeout interval of

in the , the second defines how long is needed
for the receiver to process received message. The third for-
mula represents time delay in . Finally, the fourth
formula represents time needed for the sender to receive an
acknowledgment. For our model has to be at least
9. CTL formula 5 states that timeout of means that
chunk has been lost.

Timeout for the appears if new chunk has not
arrived for a long time, that indicates that the sender canceled
transmission of the data packet. Computation of the timeout
interval for the is more difficult with respect to the

. It depends on the number of allowed retransmissions
for the chunks and on the expected time interval between the
end of delivery of one and start of delivery of the next data
packet.

-- 1.
COMPUTE
MIN[StartTimer_Z=1,
Sender_pr.rc=2 &
Sender_pr.state=next_frame];

-- 2.
COMPUTE
MIN[Sender_pr.rc=2 &
Sender_pr.state=next_frame,
Sender_pr.rc=1 &
Sender_pr.state=next_frame];

-- 3.
COMPUTE
MIN[Sender_pr.rc=1 &
Sender_pr.state=next_frame,
Sender_pr.rc=2 &
Sender_pr.state=next_frame];

-- 4.
COMPUTE
MIN[Sender_pr.rc=2 &
Sender_pr.state=next_frame,
ChannelL.state=transfer];
-- 5.
SPEC AG ( StartTimer_Z ->
!EX E[PacketLost=0 U (PacketLost=0 &
Timeout_Z=1)] )

Fig. 6. Computation of the timeout interval of

COMPUTE
MIN [StartTimer_Z=1, StartTimer_SYNC=1]

SPEC
AG (StartTimer_SYNC ->
AX A[ Timeout_SYNC=0 U
Receiver_pr.state=new_file] )

-- the result of
MIN [StartTimer_Z=1, StartTimer_SYNC=1]
is 5

Fig. 7. Computation of the timeout interval of

In Fig. 6 we can see how timeout interval is computed.
Maximum time interval in which the loss of the packet occurs
starts when acknowledgement for the
retransmission is lost in the . In that case, first
timeout for expires and the sender starts the final
retransmission of the chunk. Worst case scenario occurs when
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following transmission is successful. Note, that is not
stopped because the receiver has already received this chunk.
During following attempts timeout can not
occur. It can occur after the last allowed retransmission which
is lost in . We have computed that is
for . For , is
.
Computation of the interval depends only on

the interval , and it can be stated as
for our model, because it takes at least five

state transitions between start of and .
Computation of the timeout interval for the is
shown in Fig. 7.

VI. CONCLUSION

The main novelty of this paper is that it presents the discrete
quantitative analysis of the protocol. Exact computation of
timeout intervals is provided. Complex timing behavior of the
protocol significantly complicates the verification. This analy-
sis is appropriate method in synchronous protocol verification.
Bounded retransmission protocol verification provides use-

ful insights for the further analysis of real-time distributed
systems, which are often used in safety-critical system.
Future work will consider asynchronous protocol specifica-

tion, and verification based on tools that can model continuous
real-time.
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