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PROCESSING ERRORS IN MPEG DATA AS
IT IS SENT TO A FIXED STORAGE DEVICE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to transmission
and presentation of broadcast digital video and audio pro-
gram content and, more particularly, to error recovery,
deletion and/or concealment of corrupted or missing data
transmitted over lossy digital transmission media.

2. Description of the Prior Art

Since its invention, television has been recognized to have
great economic and social potential. At the present time,
when wide bandwidth transmission systems such as coaxial
cable systems are becoming relatively ubiquitous, much of
the economic and social potential derives from the variety of
programming or other information which can be provided to
users and the willingness of users to pay for access to
particular information, such as pay-per-view movies at a
time convenient to them.

While coaxial cable distribution systems provide very
substantial numbers of choices of information available as
well as some capacity for so-called upstream signalling and
even Internet communications of increased speed relative to
telephone/modem arrangements, there is increased demand
for wider variety and flexibility of programming which can
only be provided, at the present state of the art, through
digital communications using extremely broad band trans-
mission media such as microwave, satellite and fiber optic
links.

Even with these broad band communication media, the
required capacity, the volume and variety of data contained
in common programming requires extreme compression to
support the number of separate communications which may
be required to be transmitted over a communication link of
finite although substantial capacity. Accordingly, a compres-
sion convention referred to as MPEG (Motion Picture
Experts Group has been promulgated in several versions
(e.g. MPEG-2) and has become an industry standard. This
standard is extremely flexible and adaptive to transmission
content to allow extreme compression and is largely com-
patible with error recovery and hiding arrangements which
support acceptable video and audio playback even though
the digital transmission medium may be “lossy” and recep-
tion of data with missing or corrupted segments or packets
iS a common occurrence.

In order to implement this compression convention, a
so-called “set-top box” (STB) has been developed (referred
to as a target decoder under the MPEG standard) and, at the
current time, has a well-established architecture. The pro-
cessing of which the STB is capable is, of course, very
substantial since MPEG compression is very complex.
While little storage is generally required for decoding within
the MPEG decoder architecture, public familiarity with the
functions of video cassette recorders (VCRs) has led to a
demand for substantial amounts of storage to support similar
functions in the STB. Decompression is generally performed
in several stages and allows convenient storage in a coded
form which is substantially compressed relative to the final
displayable format. Therefore, at the present time, provision
of substantial storage within the STB and for further storage
on an outboard mass storage device such as a hard disk drive
or compact disk recorder/playback device is being consid-
ered and implemented.

Additionally, user demand for specialized features and
image enhancement has required substantially increased
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complexity beyond the demands of MPEG processing. For
example, a separate microprocessor and associated memory
is generally included and dedicated to provide user-definable
functions such as overlays, picture-in-picture displays,
graphics rendering and morphing and other image manipu-
lations. This additional hardware complexity has pushed the
cost of the STB close to the limit of consumer acceptance
and economic viability. Therefore, additional functions may
only be included if they can be implemented very economi-
cally with little additional hardware and without use of the
additional dedicated microprocessor.

It is desirable to provide error detection and recovery,
deletion and/or concealment of portions of digital data that
may have been lost or corrupted by transmission over a
“lossy” medium. For example, if a video frame is lost or
corrupted during transmission and/or reception, it is con-
ventional to replace corrupted image portions with previ-
ously received image portions which may or may not be
perceptible to a viewer and certainly much less perceptible
than display of random video pixels or playing out random
noise corresponding to corrupted or missing data in a portion
of an image field at random times within the program
sequence.

However, there is some difficulty with limited hardware in
the reliability of detection of errors and substantial numbers
of errors may be undetected in the course of a program;
leading to the production of random artifacts in the image or
audio. Further, such a simple concealment process, imposed
by the limitations on hardware that can be included in a STB,
essentially stops motion of video and imposes some readily
perceptible artifacts in audio playback until valid data is
again detected; either of which becomes irritating and even
more readily perceptible to a user as frequency of corruption
or loss of data and the amount of corrupted or lost data
increases. Further, since only the last valid data is available
when an error is detected, the nature of possible corrections
that are available is very limited and the severity of artifacts
produced cannot be controlled. At the current state of the art,
no further improvement in error concealment has been
proposed that can be implemented with an economically
acceptable amount of additional hardware and/or processing
resources.

SUMMARY OF THE INVENTION

It is therefore an object of the present invention to provide
improved error recovery in the course of storage of digitally
transmitted audio and video signals.

It is another object of the invention to provide improved
hiding of reception errors and reduction in number and
severity of artifacts from stored digitally transmitted audio
and video signals.

In order to accomplish these and other objects of the
invention, a method of hiding and/or correcting errors in
digitally transmitted signals is provided comprising steps of
detecting errored (e.g. erroneous as containing an error) data
in buffered data being routed to a mass storage device,
writing an address of detected errors in a header of a block
or sub-block containing an error, storing the buffered data in
the mass storage device, buffering data read out from the
mass storage device and detecting a length of an error in the
buffered data, and substituting valid data for errored data or
omitting errored data based on valid data preceding and
following errored data in a data stream to form a corrected
data stream.

In accordance with another aspect of the invention, a
method of hiding errors in digitally transmitted signals is
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provided comprising steps of storing digitally transmitted
signals in a mass memory device, parsing the digitally
transmitted signals upon read out from said mass storage to
find valid data preceding and following an error, and deter-
mining a hiding procedure for reducing perceptibility of
artifacts corresponding to the error based on the valid data
preceding and following the error and the size of the error.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages
will be better understood from the following detailed
description of a preferred embodiment of the invention with
reference to the drawings, in which:

FIG. 1 is a schematic block diagram of the architecture of
an MPEG-2 compliant decoder,

FIG. 2 illustrates organization of video data,

FIG. 3 illustrates data organization of a video block or
sub-block, and

FIGS. 4, 5 and 6 are flow charts illustrating operation of
the invention.

FIGS. 7 and 8, illustrates data flow depicted in the flow
chart of FIG. 4.

FIG. 9 illustrates the data flow in which data read out from
mass storage.

FIG. 10 illustrates data flow during playback from
memory.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

Referring now to the drawings, and more particularly to
FIG. 1, there is shown the basic architecture of an MPEG-2
compliant decoder which is the preferred environment of the
invention. It is a feature of the invention that no alteration of
this basic architecture is required for implementation of the
invention. Therefore, FIG. 1 can be understood as including
illustration of the invention. It should also be recognized that
some of the dynamic memory and the outboard mass storage
device illustrated are not required by the MPEG-2 standard
and, while such memory and storage device or port therefor
may be included in the MPEG-2 decoder architecture to
support other desired functions, important meritorious
effects of the invention are derived in connection with them.
Similarly, while the overall organization of the data illus-
trated in FIGS. 2 and 3 are in accordance with the MPEG-2
standard, the invention makes particular use of particular
fields therein, as illustrated. For these reasons, no portion of
any of FIGS. 1-3 is admitted to be prior art in regard to the
present invention.

Nevertheless, much of the architecture illustrated in FIG.
1 is well-understood and need not be discussed in detail. A
brief summary thereof will be sufficient for conveying an
understanding of the invention sufficient to enable its prac-
tice by those skilled in the art.

Basically, a transport stream 10 containing broadcast
digital audio and video information is received by the
transport demultiplexing unit 20 and converted to a com-
pressed and encoded audio/video data in a packetized
elementary stream (PES) format in which the audio and
video data are separated into respective groups of data
blocks (sometimes referred to as sub-blocks if assembled
into larger groups as illustrated in FIG. 3 which is also
disclosed, for example, in concurrently filed U.S. patent
applications Ser. Nos. 09/534,643 and 09/535,069, assigned
to the assignee of the present invention and hereby fully
incorporated by reference), each data block containing only
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audio or video data. If storage for later playback is not
provided in the MPEG-2 decoder, these packetized elemen-
tary streams are sent to respective audio and video decoder
channels 50, 60 which produce signals suitable for applica-
tion to a television set (e.g. analog audio and PAL or NTSC
analog format video) under control of host processor 70
which also supports and controls the operation of various
peripheral devices which may be provided but are of no
importance to the present invention.

If storage and delayed playback are provided in the
STB/decoder, the output of transport demultiplexer 20 is
routed, as desired, to one or more of the storage devices
collectively indicated by dashed line 40 through a cross-bar
switch 30, also controlled by host processor 70. This routing
of data to memory may be performed concurrently with
routing to decoders 50,60 for concurrent playout through the
use of cross-bar switch 30. Host processor may be the same
as the dedicated processor alluded to above or a different
processor provided for purposes of the invention and poten-
tially other functions. As will become evident from the
following discussion, the processing burden placed on host
processor 70 in accordance with the invention is minimal
and would not generally compromise other user defined
functions to any significant degree. On the other hand, the
minimal processing burden needed to implement the inven-
tion allows an inexpensive processor to be used and inclu-
sion of a separate processor for implementing the invention
is economically feasible.

To assist in isolating the data which may contain an error,
the transport packets are arranged in packets of the relatively
small size of 188 bytes. However, the audio and video
decoders must still be able to accommodate errors while
maintaining the number and severity of artifacts at a mini-
mum. In current STB designs, errored data is typically
handled by detecting corrupted or missing data at the
demultiplexer or the audio and video decoders and decoding
the good data in a manner that is as effective in concealing
the error as possible.

To conceal errored data, the STB typically repeats the last
good video frame and repeats and/or mutes the last good
audio sequence until valid data is again received. However,
as alluded to above, these functions generate perceptible
artifacts although the perceptibility is very much reduced
relative to a display and/or playout of errored data, assuming
errored data is detected. The decoders may not, in fact detect
all errored data, given the amount of data which must be
processed. A limit on effectiveness of hiding is imposed by
the inflexibility of the amount of good data which is sub-
stituted when errored or missing data is detected.
Nevertheless, given the time constraints on synchronism
between audio and video data and the rate of data
presentation, no more effective error detection or correction
is possible.

The invention provides more effective detection and error
concealment by exploiting the increased latency and poten-
tial variability of latency of the PES data as it is stored to
mass storage as well as the ability to store errored data with
the capability to correct or patch the data before playback.
In accordance with the MPEG-2 standard, data transferred to
the decoders 50, 60, is placed in a queue (which varies in
length with the amount of data to be processed) until it is
read out for decoding in accordance with presentation time
stamps in headers of the PES packets. Alternatively or
concurrently, the PES streams are written to memories 45,
45' directly in the same manner as the placement of PES
packets in queues.

That is, received data can be sent to decoders 50, 60 to be
played out or directly stored in memories 45, 45' or both. It
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is preferable for practice of the invention to initially write
directly to these memories 45, 45' because of their more
rapid access time and to transfer the data to mass storage 80
in blocks of an arbitrary but fixed size, preferably about one
megabyte. Routing is performed by the cross-bar switch 30
and the direct memory access controller 90. The data routes
for this two-stage writing process is shown in FIGS. 7 and

8.

The forming of blocks of data written to memory can be
configured to result in storage of data in memories 45, 45' for
periods at least several times the duration of the presence of
any given packet or sub-block in the decoder queues. This
period of latency may be easily extended in multiples of the
time for forming a data block by the simple expedient of
collecting several data sub-blocks before writing to mass
memory 80, effectively increasing buffer size and corre-
sponding delay/latency in memory. During this period, the
data can be extracted from the blocks or sub-blocks for
examination for errors or lost data by more thorough pro-
cessing than is available at the decoders. This latency also
allows a degree of freedom from exact synchronism with the
broadcast transmission as well as a more accurate determi-
nation of the extent of the errored data and a greater variety
of error concealment techniques than can be applied at the
decoders 50, 60. The actual processing for correction or
concealment of errors in data is performed by the host
processor 70 while the data resides in memory 45, 45'.

Referring now to FIG. 2, the organization of PES data will
now be described. A video PES data stream is composed of
packets of data. The smallest packet corresponds to a display
area of 16x16 pixels, referred to as a macroblock. A number
of macroblocks (depending on the display format) comprise
a slice of the image sixteen pixels tall. A number of slices
(again depending on the display format) thus fills the display
area and forms a picture (PIC). A sequence of pictures form
a group (GOP) and a plurality of groups of pictures form a
program or portion thereof. Each of these articulations of
data may be considered and handled as a packet which is
comprised of a large number of macroblock packets and
errored data may be contained in any one or combination of
these levels. These packets will also have headers for each
packet at each level.

Data collected in data blocks (as distinguished from
macroblocks) for transfer to mass storage 80 is organized as
illustrated in FIG. 3. For convenience in processing, the
packets or sub-blocks are collected in fixed size buffers
which are transferred to mass memory 80 when full. A block
header containing directory information is applied to each
block and each sub-block includes an individual header, as
shown. The packet or sub-block header includes information
such as a system time clock (STC) stamp, packet length,
pointer to a previous packet and a header identification (ID).

The function of the invention includes three components:
identifying errored data and recording the error address in
sub-block headers as data is written to the mass storage
device 80, parsing good data before and after the error
location and carrying out a correction if correction is
possible, and removing or replacing errored data which is
uncorrectable. (It is often the case that a program may be
retransmitted after it is stored and, if so, errored data in
storage may be replaced by good data selected from the
retransmission.) These component processes in accordance
with the invention are illustrated in FIGS. 4, 5 and 6,
respectively, and will be described in turn.

Referring to FIG. 4, as the transport data stream is
received (402) and processed, audio/video queues may also
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be set up at inputs to respective decoders. The processed
audio/video data is also forwarded to dynamic memory as
well. The data flow is illustrated in FIG. 7. At the same time,
a substantially arbitrary (for purposes of the practice of this
invention) number of boundaries to interrupt (BTI) is set, as
illustrated at 404, to establish a fixed size of sub-block of
data to be sent to memory before an interrupt is issued.

(BTI processing is a well-understood technique for assur-
ing that buffers of a given size do not overflow or underflow
and establish sizes of blocks or sub-blocks of data which are
handled together. For example, BTIs are established in
multiples of 256 Bytes in accordance with data rates such
that audio data is grouped into blocks or sub-blocks of 512
Bytes and video data is grouped into blocks or sub-blocks of
64 Kbytes. A preferred BTI processing technique is set out
in detail in concurrently filed U.S. patent application Ser.
No. 09/534,643, incorporated by reference above.)

When that number of bytes of data have been sent to
memory and a BTI interrupt is issued, as indicated at 406,
the data buffering process begins. When an error is detected
and errored data is being written to the buffer (e.g. config-
ured in DRAM 45 or 45') the address or possible address
range of the errored data (provided at 408) is recorded,
preferably in a look-up table, and used to build the sub-block
header as indicated at 410, 412 and queued to the direct
memory access (DMA) process along with packet or sub-
block data, as shown at 414, 416, which will be performed
by DMA controller 90. The data flow path for this portion of
the process is shown in FIG. 8.

This process is repeated until the buffer is full, as deter-
mined at 418 and looping to 406. When the buffer is full, the
data is written out to mass storage device 80, as illustrated
at 420. Thus the data contained in the mass storage 80 will
include addresses of all errors detected and included in the
stored data.

Referring now to FIGS. 5 and 10, as the data is read out
from mass storage 80 (either for playback or error correction
without playback), it is again buffered in the DRAM 45, 45'.
Again, there is a period of latency (which may be extended
if readout is for error correction only and playback is not
occurring) during which the good data before and after the
error location is parsed, using the stored address of the
missing or corrupted data, as illustrated at 502, and the size
of the data is determined, as illustrated at 504.

It should be appreciated that the two periods of data
latency in the DRAM are sufficient for the detection of errors
in a more rigorous fashion than can be done in or from the
decoder queue and the storage and retrieval of error
addresses allows very rapid evaluation of the size of the
errors to control the type of correction or hiding which will
be applied. As indicated above, either or both of these
periods of latency can be extended at will (since the time of
writing to or reading from mass storage 80 may be freely
altered) to accommodate the processing which is performed;
the particulars of which are not important to the basic
principles of the invention.

It should also be appreciated that buffering of data also
allows concurrent access to good data on both sides of the
error in the data stream. That is, during ordinary real-time
decoding of the PES stream after reception and
demultiplexing, there is no history file to allow inspection of
good data at both ends of the error and thus error size cannot
be determined, much less used to enhance correction or
hiding of artifacts and errors. It is preferred for practice of
the invention at the present time, that the size of the error be
categorized (506) as multiple picture (e.g. GOP), single
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picture (e.g. PIC), multiple slice, single slice or macroblock,
generally corresponding to the hierarchy of the data orga-
nization illustrated in FIG. 2.

Based on the Presentation Time Stamp, picture type, last
valid slice, the last valid audio or video and the next valid
audio or video are examined in regard to the identity (e.g.
picture, slice, etc.) of the type of error, the location in the
stream and the nature of the image. It is then determined if
the error is correctable, as illustrated at 508. If the errored
data is correctable, it is replaced with data based on either or
both of the last and next valid data with or without inter-
polation (e.g. “inbetweening”). Corrections of different
types may be performed based on any of the data considered
in determining correctability or any combination thereof;
presently preferred forms of correction being discussed
below. If the error is not correctable, the sub-block or block
header(s) of one or more sub-blocks or blocks containing
errored data is flagged with an error code.

Before proceeding to a discussion of the correction pro-
cess in regard to FIG. 6, it: should be understood that the
invention can be practiced in either of two ways within the
MPEG-2 compliant decoder of FIG. 1. Specifically, the data
flow illustrated in FIG. 9, in which data is read out from
mass storage 80 to DRAM 45, 45' where errors are corrected
insofar as possible, can be followed directly by playing out
the corrected data to the decoders for presentation. The error
correction burden on the decoders will be much reduced
relative to substantially real-time presentation of received
program data and perceptibility of artifacts will be much
more fully hidden. However, the corrected data will not be
stored unless concurrently forwarded back to another file in
the mass storage 80 by cross-bar switch 30. Playback can
proceed concurrently with correction or hiding of errors but
the effect of, for example, a channel change will be delayed
by the period of latency in memory.

It is also possible to practice the invention with storage
directly back to the mass storage 80 employing the data flow
path of FIG. 8 subsequent to that of FIG. 9 to, in essence,
clean the copy in storage which can then be played back
somewhat more conveniently since buffering latency for
correction will no longer be required. This may be of
importance to accommodate functions such as a forward or
backward search mode requiring accelerated retrieval from
memory. This latter mode could also be arranged to be
performed automatically after a recording of a program is
completed and can include the use of data from a retrans-
mission to replace errored data as alluded to above. Correc-
tion in this latter mode may be possible to execute more
quickly in potentially much less time than the program
duration since valid data need not be processed for correc-
tion at all and synchronism with a television display for
playback need not be maintained. Accordingly, in the fol-
lowing discussion of FIG. 6, the word “sent” is intended to
be understood in the generic sense of sending corrected data
to either the mass storage 80 or the decoders or both.

Referring now to FIG. 6, the header of each block (or
sub-block) is read in turn and checked for error address data
and error flags indicating uncorrectable errors. If a picture
error is discovered at 604, the last picture or similar recon-
structed image is sent and a header is built having an
appropriate presentation time stamp (PTS) as illustrated at
608 and applied to the next valid picture and sent; skipping
further invalid/errored pictures. This procedure greatly
reduces the perceptibility of the repeated picture artifact
which would otherwise be produced by the decoders to
maintain consistency with respective presentation time
stamps when an error extends over a plurality of pictures.
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If the error, as indicated in the sub-block or block header
is not a picture error, it is determined if the error is a slice
error at 612. If the error is a slice error or a multiple slice
error, it can be sent (to the decoders, the mass storage 80 or
both), as illustrated at 614 since it is less than a single picture
and correction can readily be made from the last valid data
through the normal function of the decoders. If the error is
neither a slice error nor a picture error (e.g. flagged as
uncorrectable) the process loops back to 602 and the errored
data is never sent. The corresponding artifact will corre-
spond to a splice in a motion picture film where damaged
frames are removed and may even be less perceptible than
the artifact resulting from correction of a multiple picture
error, discussed above, in which a preceding picture is
repeated a single time. Alternatively, a large multi-picture
error can be replaced from preceding and/or following data,
with or without interpolation and small macroblock errors
can be replaced from preceding or following data by appro-
priate control signals sent to the decoders.

In view of the foregoing, it is seen that the invention, by
providing error correction in connection with recording of a
program to mass storage, such as a hard disk drive (HDD)
or compact disk (CD) recorder/player improved error detec-
tion and improved error correction/hiding with reduced
perceptibility of artifacts can be achieved while reducing
processing burdens on decoders. The data is stored in a
coded and compressed form to reduce required storage
capacity and data is, in general, somewhat further com-
pressed by the action of the invention since multiple picture
and uncorrectable errors are removed.

While the invention has been described in terms of a
single preferred embodiment, those skilled in the art will
recognize that the invention can be practiced with modifi-
cation within the spirit and scope of the appended claims.

We claim:

1. A method of hiding errors in a streaming broadcast of
digital media signals comprising steps of:

detecting erroneous data in buffered data being routed to

a mass storage device, storing an address of errors
detected by said detecting step,
storing said buffered data in said mass storage device,
buffering data read out from said mass storage device and
detecting a length of an error in said buffered data, and

substituting valid data for erroneous data or omitting
erroneous data based on valid data preceding and
following the erroneous data in a data stream to form a
corrected data stream.

2. A method as recited in claim 1, including the further
step of

storing said corrected data stream in said mass storage

device.

3. A method as recited in claim 1, including the further
step of

decoding said corrected data stream for playback.

4. A method as recited in claim 1, including the further
steps of

storing said corrected data stream in said mass storage

device, and concurrently

decoding said corrected data stream for playback.

5. A method as recited in claim 1, including the further
step of substituting a decoder command for erroneous data.

6. A method as recited in claim 1, including the further
step of recording an address of erroneous data in a look-up
table.

7. A method as recited in claim 1, wherein said address or
errors is written in a header of a block or sub-block of said
digitally transmitted signals.



US 6,662,329 B1

9

8. A method as recited in claim 1, wherein said valid data
is obtained from another data stream corresponding to said
data stream containing said errored data.

9. A method as recited in claim 8, wherein said another
data stream is a retransmission of said digitally transmitted
signals.

10. A method of hiding errors in a streaming broadcast of
digital media signals comprising steps of:

storing said digitally transmitted signals in a mass storage

device,

parsing said digitally transmitted signals upon read out

from said mass storage device to find valid data pre-
ceding and following an error, and

determining a hiding procedure for reducing perceptibil-

ity of artifacts corresponding to the error based on said
valid data preceding and following the error and the
size of the error.

11. A method as recited in claim 10, including the further
step of

storing said corrected data stream in said mass storage

device.

12. A method as recited in claim 10, including the further
step of

decoding said corrected data stream for playback.

13. A method as recited in claim 10, including the further
steps of

storing said corrected data stream in said mass storage

device, and concurrently

decoding said corrected data stream for playback.

14. A method as recited in claim 10, including the further
step of substituting a decoder command for erroneous data.
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15. A method as recited in claim 10, including the further
step of recording an address of erroneous data in a look-up
table.

16. A method as recited in claim 10, wherein said valid
data is obtained from another data stream corresponding to
said data stream containing said errored data.

17. A method as recited in claim 16, wherein said another
data stream is a retransmission of said digitally transmitted
signals.

18. A method as recited in claim 1, wherein said storing
step stores an address of errors detected by said detecting
step in a block or sub-block containing an error.

19. A method of hiding errors in a streaming broadcast of
digital media signals comprising steps of:

detecting erroneous data in buffered data being routed to

a mass storage device,

storing an address of errors detected by said detecting
step,
storing said buffered data in said mass storage device,
buffering data read out from said mass storage device and
detecting a length of an error in said buffered data,
receiving a repeat broadcast of the digital media signals,
monitoring the repeat broadcast for error-free data corre-
sponding to the erroneous data, and
storing the error-free data from the repeat broadcast
corresponding to the erroneous data.
20. Amethod as recited in claim 19 wherein the error-free
data from the repeat broadcast is substituted for the errone-
ous data.



