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GOOGLE LLC,
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PATENT OWNER’S OBJECTIONS TO PETITIONER’S
DEMONSTRATIVE EXHIBITS



Patent Owner hereby submits its objections to Petitioner’s demonstratives

exhibits.

l. New Evidence Or Arguments

Slide 21:

116 Ground 1 (obviousness): SFI's Argument #1 (“missing limitation”) fails because evidence of

a POSA’s background knowledge does not need to be named in the ground to be considered

SFI's Sur-Reply

Petificmer also arpucs that modifying Tajima’s key infarmation ta includs First, Philips argues...§ 311(b) prohibits use of general knowledge
) - to supply a missing claim limitation in an inter partes review.
the ey sl woinld have been “obvious™ and “conventional = Reply, 8-% As 1o L
We disagree. ...

canventionality, Petiticner relies o priar woek by three of the *116 Patent’s

Here, Goegle properly alleged that although SMIL 1.0 did not
disclose each and every element of the claimed invention, the
differences between the claimed invention and SMIL 1.0 are such
that the claimed invention would have been obvious to a person
having ordinary skill in the art when considering SMIL 1.0. In

inwentars that it did not include s o groand for invalidiny in the Petition, See

Reply, 9-10. As 1o obviousness, the POR showed thin the Petition counld nos rely

on “common sense” {o supply o limitation that Tajina did not iself disclose, POR,

S Petitioner’s Reply now disclaims reliance an common sense, and cantends it parﬁcular, Google propedy alleged that a skilled artisan would have
relied an “reasaned analysis,” but fhey amaund o the same thing: its expert's sme km“’l] about pipelining and been motivated to combine D'Dem.ﬂ_
with SMIL 1.0.
unfiunded inferences and speculations already addressed in the POR. See Reply,
Bal1; POR, 4.8 Koninkiijke Philips N.V_ v. Google LLC, 848 F.3d 1330, 1337-38 (Fed. Cir. 2020
e R 24;°354 Reply, 22
118 Paper 20 at 12 (cited G089 Reply. 24; "854 Reply

Uncited case: Slide 21 cites a new case (Koninklijke) that is uncited in any

briefing in IPR2024-00212 and presents a new argument that “evidence of a
POSA’s background knowledge does not need to be named in the ground to be

considered” which is not present in briefing (see -00212 Reply, 8-11).



Slide 120:

’609 Ground 2 (obviousness): SFI's Sur-Reply allegation that the Petition’s obviousness

argument did not address Foster’s code is a new argument and fails

Sur_Reply ISR ,609 Patent

- - dac e e . Siorage anca 2500 includes a The secare datn parser of the presese invention may be
pEners almiousncs i gusents s i deficient. Peimner Geputes postion of parsed data 2502, Physical token 2504, having a s G imnplemnent o secure authentieation system whensy
ha i prsented o argurmen s o b (o why| 2 POSITA woulld b modivated o poction of parsed data 2506 would newd 1 be coupled 1o user errallsent ula feg. psswonks, privale encryption
atorge area 2500 using any suitahle communications niee- keys, fingerprict templates, hamewrdc dala or any cther
il CPL A o store emeryplad eontend s on “comaention| face 2508 (g USH, serial. parallel, Bluetooth. 1R, IEEE sullable user corellment dsta) s parsad and splat wemg the
1394, Exhemet, o any other suiishle commumications mier- e it parser, Thae user eorcllment data may ke pased
stornge devices,” caring the Petition o Te-7H Hur this section of the Petiton does face) in onder in nceess the original daa, anl splat wherehy one or moce postions are sloced oo o s
- - card a povernment Comsen Access Canl any suitable
B0k oddrezs W processer exceuting eode mall, See Pet., 76-78 (oddressing anly Orsini 2 L) B T T physical storage device (eg.. magnetic or optical disk, USE
: rsini o S : hew drive, ele. ), ¢ other snitable devi
ke 1o mvodify Foster's memery 400 to store coment). Petitioner’s argument that 2 key drive, =), or ary ather euitable deviee
POSITA “weuld have knmsn 1o mplamient b eatre™ becmss its [063]  According io ane embodiment of the invention, the EX1001, 63:62-67-4 (cited Reply, 15)
user system IS comprises a conventional gereral-parpose
sl ation parponedy “velial on conventional slerape devees” R ssain eompuler hEving one or more micropmesssors, such as, for
, example, an [niel-hased processor, Moreover, (he user sys-
nis. wrgumend. Reply, 11-12 tenn 105 inclades w0 Appropriste opersting system, such s,
for example, an opersling sysiem capable of including
‘809 Paper 33 at 13-14 graphics or windews, such as Windows, Unix, Line, or the
like.
frsini, [D063] (cited 'G08 Pet.. 18); see Pet., 9

EEing e g 00 potent g P

B "Publicover argues that Wenable and Kiderman's disclosures are too sparse to adequately explain to a skilled artisan how to modify Venable's system to
g| identify vestibulo-ocular movement. But as the examiner and Board comectly found, Publicover's specification is just as sparse on how a system would
identify this type of eye movement”

in re Publicover, B13 F. App'x 527 532 (Fed. Cir. 2020) (responsive to 602 Sur-Reply. 13-14)

"A patent specification need not describe what already is well known. Patent Owner does not purport to have invented a micreprocessor or a microcontroller.”

Square, Inc. v. 4361423 Canada inc., IPR2018-01651, Paper 35 (FTAB Ape. 27, 2021) (FWD) [responsive to '809 Sur-Reply, 13-14)
120

Uncited cases, uncited evidence, and new argument: Slide 120 cites

Publicover and Square which are not cited in papers, cites Orsini at [0063] which
is not cited in the portions of the briefing addressing the limitation-at-issue (see -
00214 Pet., 60-62, 72-78; Reply, 6-12), and presents new arguments not in any
briefing that address “SFI’s Sur-Reply allegation” and that the *609 does not

contain any description of “executing code by a processor to perform ... storing.”



Slide 121:

'609 Ground 2 (obviousness): SFI's new Sur-Reply allegation that the Petition did not sufficiently address

Foster’s code for storing fails because SFI's Patent relies on conventional processors and code for storing

'609 Patent

According o ome embodiment, the Irsacticn engise 205 In wlditica, a skilled snizsn will recognize that e This
abso trmsie o confinnation mesage W the vser Although cryplographic sysiem 188 or the st e elrevmstantzal dstn inchudes informsstion such s the e at
thi signing process DA s disclosed with reference b il ik 1l abiliny to reeognize any type of dev whicl lln. |amuﬂm uulh LCaL0 nstance ok place. the
prefiermed and alternative embodaments, te iwvention is not bt gt Timited 1o, tap, a cell phoe.

tended o be limited thorehy. Fatber, a killed antsan will himetric device or the like. According m one enbodiment,
recognize from the dsclosure berein, o wide pamber of surch reomlzon ey conme fre dats suppled i the reqinst r
nlsematives for the signing process 110, For expmple, |h., for a parscular service, such e, o naquest foe anibenticatson caripin of the uthent i
vendor may be replaced with o nser applica of use, 4 reguest for cryprographic func- processor serfal number, ),
emil application. For example. the user may wish 1o ar the Tike wing te one embodiment. 1he

st al

email wish his or her digital wiingg request may include o unigue device identifier. the user is
. I suck on enbodiment, flse transission threugh such as, for example. a processor [0 located on a petwork which uses proxies or network: addiress

nimg process TI0 may scvambageousty include trams bstiion ar smolber Techs

enly ome copy of a hash ol he mesiage. Moreover, a slcu'l!a! EX1001, 37:14-24 (responsive to Sur-Reply, 13-14) {he enginating compuer. o
artisan will recegnze from (ke daschosire berein e a wide vy i determined arly, in may cases infor-
amber of et agrpications meay reqwsst digial sigstures. B - such us the provessor serial namber will not be
For example, the client applications. may comprise word FIG, 31 ustranmvely show s how e asrangement of FIG avuiluble because of either limitations of the hardwan: ar

M g 10 A slnnge deviesh e sy being e, disabling of such fmiunes by
imsert {egz., o database field), or transmit (e soross @ the eperator of the syswem, or oiber lmiosons of the
network) command is issued in applcation byer 324, A coansetion betwoan the Usor's system and the st enging
are 1M s 10 B secured s identified and a call is mack: 1.

10 the secure data parser. The call is passed through wrapger
layer 3E2 wh or bayer 22 sarvams EX1001, 38-62-30-14

f he i i I.. i datn N .
—QH_ Il-ult'.u 008 o (responsive to Sur-Reply, 13-14)
o, filemsames,

processors, spreadshects, ensails, voloomail. access 10

restricted system aress. or e ke,

EX1001, 32:23-38 ({responsive to Sur-Reply. 13-14)

2000 binaiinn ther=of may be gored (5.
weapper layer 3022), Secune data processar 300 res = "
Eaca TR wCor aitd splits the data 1t takes o5 ipen fronk .|-\1L|| e dats Secure data parser 3000
bulfer 3808 in

coordines with the presen mvention, I
detslares s sl s bl 1D

Fpper bner 0T sopad i

- S < ‘O:g amy su]l;:!:‘]ﬂur“\i']llﬂmﬂi 'lsrl.\_\l\'.\’JI!J_l WIpper

| | 3022 at step 3102) and share locatica(s) ez Trom oee or

—*{ (hare EMundiﬂq" D;B‘?,.r-,‘:ﬁo,.]— - : configusation files). Wrspper Lver MIT ten wriles

| e shaes e, o il shes s 30161

o0t 9 mm.s». ).
EX1001. FIG. 31 (partial) (highlighted) EX1001, 72:33
HET - {responsive to Sur-Reply, 13-14) responsive to Sur-Reply, 13-14)

54

i

New argument: Slide 121 contains presents new arguments not in any
briefing, which are purportedly “responsive to [the] Sur-Reply,” that “SFI’s Patent

relies on conventional processors and code for storing.”



Slide 122:

'609 Ground 2: SFI's Argument #2 (processor “instructions”) raises a new claim construction

dispute about the scope of limitation [1F]

SFI's POR Reply SFI's Sur-Reply

Peittioner, howrver, does no

ot hn shion fhast Fuster's CPLLADE, SF1 argues Fosier's processer s “agnastic s o what dhe recipient dogs with” I reply, Petitioner gomtends tiat the POR's mwing “is & mew comstrigtion

d il o “imsiract ihe recipient i stors or per

action relofed in A2 10600 arsd S inhemeifies: s ime

POR, 4341, Thiz i e constrpetion (EX160} md SF1 i

devioe.” Reply, 6=7.7 Bt the PUR did not offer

L1}

nplain—how Freser's CPALL i, which i

Jer sustom i} evidense reguitang he procesar W inEE 4 SoEpe deiss Wi comsimction. [athar, he claim Ewngieaps on-iits-facs roquings tha the “pmssssor

enisalis e 1 S 1 GonlEl

5 o The: seqparale et & e divhid v, Conrineal dwrowntive S, lnc, 953 F.3d 1

“eneeut]e] eide” “ perfurne” Eliming o L o don

i (o o | e

baxl See Pet, T27% Mor is there mimy reasom o believe that

Cir. W17, Chim | ooy requires ewecutisg code 10 periime

memmy sonape device As the claim says, the processor must execane code that perfoms

et coda 9 perform sioning the cortest units om Foster's reciion 430 conglind 0 the procesan As diseussod, e sliires that Festie's prossensor sering tha datn chimks. And, as the POR:

ol

e fr storing in torsge-device casensed on Fiaster's prodissan il “peforms

o, dhore is no such oodo

bexuse, a5 D, Rulbin explains, Fosler's CPU 406 simgly tmnsnsis the costen o thant beeaise il execines code it encry

g o i o ik im

s 1o

= recipiern 430 i i pEnosiic s 10 what the recipient £10 does with fhe cal to Foeton' s processor. [, Hacharjee-Ruply, 6 il peci pienn or e recipient s had drive, POR, 2247

el

fler wansmission: Bt evem under SFI's new, narmowi

tinm, Foater amicipuies, in

severl ways ‘608 Paper 33 at 5-8

‘G028 Paper 22 at 43

"800 Paper 25 at §-7

Claim construction can be an evolving issue.... [Wle are not persuaded that the subsequent development of both parfies’ positions on the
interpretation of this term throughout the course of this proceeding is confrary to our nules. “There is no rule, for example, requiring a petition to
describe all possible or reasonable claim constructions and o present invalidity theories under those constructions.' Axonics, Inc. v Medtronic,
Inc., 75 F.4th 1374, 138081 (Fed. Cir. 2023). The Axonics court further opined that ‘we have confinued fo recognize that a petitioner is entitled
under the APA to respond to new claim construction arguments made by a patent owner’ /d. at 1382 The fact remains that limitation 1[g] is in
dispute as to its scope and application. ... Motwithstanding the lack of a “‘conventional’ claim construction proposal from either party, we review the
parties’ contentions, which we view as propery and fimely submitted, as follows.

Appie Inc. v. Immervision, Inc., IPR2023-00472, Paper 22 (FWD)at 21-23 (July 28, 2024) responsive to ‘608 Sur-Reply, 5-6)

Uncited case: Slide 122 cites a new case (Immervision) “responsive to [the]

’609 Sur-Reply” that is not cited in any briefing.




Slide 125:

’609 Ground 2: Because SFI did not raise Argument #2’s new claim construction pre-institution,

Petitioner’s reply was permitted to prove that Foster meets or render obvious under SFI's claim scope

Institution Decision SFI's POR

Petitioner, however, does not attempt to show that Foster's CPU 406,

C. Claim Construction

*orox exceutes any code relating to staring content units on recipient 430 or instructing
4. Limitation [1F]: “storage device”

Claim 1 recites “storing, in a memory coupled {o the processor, at recipient 430 to store content units. Petitioner does not mention—let alone

least one data chunk of the plurality of data chunks with data indicative of at explain—how Foster’s CPU 406, which is part of Foster’s computer system 400,

least one of the distinct encryption keys on at least one storage device.” exceutes code to store the content units on the separate recipient 430 (e.g., a sct=top N (o) citation S
Ex. 1001, 83:27-30 (emphasis added).

Patent Owner argues that the recited “storage device” is for long-term

SlOl’BEeZ
[The skilled artisan] reviewing the *609 patent would not
understand a “storage device” to encompass something like
Foster’s receiver (e.g., a set-top box or a DVD player) because
the examples of storage devices given in the *609—*magnetic or content units after transmission Paper 22 at 43; see also id., 42-56
optical disk, USB key drive, etc.”—are each devices primarily
dedicated to long-term storage.

box). See Pet., 72-75. Nor is there any reason to believe that Foster’s CPU 406 to ’609 pate nt

executes code to perform storing the content units on Foster’s recipient 430

because, as Dr. Rubin explains, Foster’s CPU 406 simply transmits the content

units to the recipient 430 and is agnostic as to what the recipient 430 does with the

* % x
We note that claim 1 does not use the term “long-term.” Nonetheless, “Barring argument and evidence in a reply directed to a new claim construction proposed by the patent
we need not resolve whether the claim requires long-term storage at this owner would create opportunities for sandbagging by the patent owner in order to create an estoppel. A}

patent owner has the opportunity in a preliminary response to oppose institution on the ground that the
claim construction relied on by the petitioner is incorrect, and the Board may adopt the patent owner's
proposed claim construction and deny institution if the petition fails to demonstrate a reasonable
likelihood that a claim would be unpatentable under the correct claim construction. See 35 U.S.C. §
314(a). The result would be that there would be no institution and no estoppel pursuant to 35 U.S.C. §
SFI’s Dr. Rubin 315(e). But if instead of raising the issue in a preliminary response, a patent owner sits on its strongest
claim construction arguments before institution and then raises them in response after institution, a
A.  So the word “agnostic” does not appear in patent owner could obtain a favorable final IPR decision and an estoppel without the Board's reaching
the merits of any invalidity arguments under the newly adopted claim construction.... We are reluctant
to adopt a construction of the APA and the Board's rules that would permit such gamesmanship.

stage of the proceeding because we disagree with Patent Owner that this
feature distinguishes Foster, See infra § [11.D.2.a.

'609 Paper 16 at 18-19

the claims here...

'609 EX1099, 189 (cited Reply, 6)
Axonics, Inc. v. Medtronic, Inc., 75 F. 4th 1374, 1384 (Fed. Cir. 2023) (cited '609 Reply, 4; '854 Reply, 14)

Uncited case: Slide 125 quotes Axonics citing “’609 Reply, 4; 854 Reply,

14,” but the specified briefing relates to a different limitation and cites a different

portion of Axonics for a different proposition.



Slide 126:

’609 Ground 2: SFI's Assertion that the claims require that the processor send “instructions”

to a storage device is refuted by the ’609 patent’s specification

SFI's POR Orsini

Petitioner, however, does not attempt to show that Foster’s CPU 406,
TUST e

executes any code relating to stoting content units on recipient 430 or instrueting m‘/’A‘\ s o
v 70 i

recipient 430 to store content units. Petitioner does not mention-—let alone

serasronr

. 5, PR o N To ANSAC] A
explain—how Foster’s CPU 406, which is part of Foster’s computer system 400, COMMCATO 33 TRACTON oty R
o [

exceutes code to store the content units on the separate recipient 430 (e.g., a set-top

box). See Pet., 72-75. Nor is there any reason to believe that Foster’s CPU 406

executes code 1o perform storing the content units on Foster’s recipient 430 usss srouace [f- z2r

because, as Dr. Rubin explains, Foster’s CPU 406 simply transmits the content

units to the recipient 430 and is agnostic as to what the recipient 430 does with the Figure 2

confent units after transmission: EX1005, FIG. 2 (annotated) (cited Pet., 20) (also responsive to Sur-Reply, 6, 13-14);

see Pet., 9 (demonstrating same figure is in the '609 patent); see also '609 Reply, 4

Paper 33 at 43 (citing '609 patent, 15:51-16:3)
3
SFI’s Sur-reply
N . CRYPTOGRAPHIC ENGINE oz
instruet a storage device.” Reply, 6-7.7 But the POR did not offer a new claim — - ENRER o [
fp—— — [onittome o7 oatitione
canstruction. Rather, the claim language on-its-face requires that the “processor” THOH CRYPIQGRAPE EGIHG 10 TRansacrion
0N TRAMSACTION ENGINE. |~ 1o crriroceapc enane o i m e
“execut(e] code” “to perform” storing at least one data chunk on at least one FROM DEPOSIGAY 10 ogpasiTony
oo wumoncanon—fi |
storage device. As the claim says, the processor must execute code that performs e
storing the data chunks. And, as the POR explained, there is no such code
cexecuted on Foster’s processor that “performs™ storing at least one data chunk on Figure. Figure6
the recipient or the recipient’s hard drive. POR. 42-47 EX1005, FIG. 4 (annotated) (cited Pet., 40) (responsive to Sur-Reply, 6, EX1005, FIG. 6 (annotated) (cited Pet., 19) (responsive to Sur-
13-14); see Pet., 9 (demonstrating same figure is in the '609 patent) Reply, 6, 13-14); see Pet_, 9 (demonstrating same figure is in the
609 pa ; see also '609 1 a 51-16:3
Paper 33 at 6 609 patent); see also 609 Reply, 4 (citing ‘609 patent, 1551 161 )A

Uncited evidence and new argument: Slide 126 shows Orsini Figures 2, 4,

and 6 to “respon[d] to [the] Sur-Reply” and citing Pet., at 9, 20, and 19, but the
specified briefing relates to a different ground and does not present any argument
that “SFI’s Assertion that the claims require that the processor send ‘instructions’

to a storage device is refuted by the *609 patent’s specification.”




Slide 157:

116 Grounds 3-4: SFl alleges AoNT causeses “error-propagation” but Rivest teaches that

ways to minimize error propagation were already known to POSAs

SFI's POR Dr. Bhattacharjee

C.  Response to Argument That AoNT Has Terrible Error
Propagation Properties

Petitioner ly ignores drawback associated with using

AONT, As Dr. Rubin explains: 51. Dr Rubin argues that a POSA would not have applied AoNT because

Rivest also points out that “all-or-nothing encryption has ferrible error- s
N Rivest says “all-or-nothing encryption has terible error propagation properties’
propagation properties” because if any pseudo-message block is

damaged “then it is likely that every message block will be damaged.” because if any message block is damaged “then it is likely that every message

EX1034, 216.  Accordingly, redundancy information should be block will be damaged” (Rivest, 216). EX2033, {88. I disagree that a POSA would
included in any data set before it is transformed using the AONT, a

practice that is suggested in the "116 (see 77:23-36) but which would understand Rivest to be discouraging the use his own transform. Rivest is simply

have to be added to Tajima. pointing out the importance or using reliable transmission means to reduce data

corruption and/or to use error-correction techniques. EX1034, 216. Second, in the

SFI's S R I 116 Paper 17 at 31
S sur-rneply Tajima-Rivest combination the transformed data—both the first implementation

Petitioner admits that in its proposed combination, “individual where the key nformation is transformed, and in the second implementation in

sransformed message blocks are kept and transmitted together.” Reply, 20, the which the data fragment is transformed using the key information (see First

same action that Rivest discloses can lead to damage that would prevent inversion Declaration, §189-190)—the individual transformed message blocks are kept
of the transformation. Thus Petitioner’s Tajima-Rivest would require additional, together, transmitted and stored together. Thus., there is no “error propagation” in
failure-proof error-correction techniques not disclosed in either Tajima not Rivest Tajima-Rivest

'11spﬂaerzgatﬂ LIS Exiit ot (citad 18 Ranke 1020,

“Although the prior art that can be considered in inter partes reviews is limited to patents and printed publications, it does not
follow that we ignore the skilled artisan’s knowledge when determining whether it would have been obvious to modify the prior art.

Koninklijke Philips N.V. v. Google LLC, 948 F.3d 1330, 1337 (Fed. Cir. 2020) (cited ‘609 Reply, 24; '854 Reply, 22) (quoting 35 U.S.C. §103) (pre-AlA)

157

Uncited case: Slide 157 cites a new case (Koninklijke) that is uncited in any

briefing in IPR2024-00212 and presents a new argument that “it does not follow
that [the Court] ignore the skilled artisan’s knowledge when determining whether it
would have been obvious to modify the prior art” which is not present in briefing

(see -00212 Reply, 8-11).



Slide 167:

SFI's Expert Admits Tajima’s FIG. 13 Shows “Key Information”

SFI’s Dr. Rubin

Q.

o

So let me ask agamn. In Figure 13 there’s encrypted
personal information and key mformation on the
key that was used in encrypting the personal
mformation, correct?

I'm sorry. Go ahead, Nate.

And the key information of that first key is shown
by the two hash marks in Figure 13, correct?

‘When you say the two boxes that are shaded?
Yes.

That represents information about the key that
was used to encrypt the personal information.

And if you look to Figure 11, it has a very similar
figure, and 1t calls those two boxes key information.
Do you see that?

Yes.
And Figure 13, it's just left out that label. Do you
see that?

The label is not there.

Right. But the key information is what those two
hash marks are in Figure 13, correct?

I think that's what is explained in the text, and I
believe that's the case,

116 EX1099, 172-173 (objections omitted)
(responsive to 116 Sur-Reply, 14)

167

Uncited evidence: Slide 167 quotes from Ex. 1099 at 172-173 that is uncited

in any briefing and which is allegedly “responsive to [the] *116 Sur-Reply.”



Slide 178:

“Patent Owner asserts that Petitioner's Reply brief “presents new evidence
and arguments beyond the scope of a proper reply” and “[tlhe Board should
refuse to consider” it. Sur-reply 9—10. This generic objection to the entire
Reply fails to provide adequate notice regarding which of Petitioner’s theories
and arguments Patent Owner contends are allegedly new and improper. See,
e.g., Rembrandt Diagnostics, LP v. Alere, Inc., 76 F.4th 1376, 1383 (Fed. Cir.
2023) (rejecting generic objection to alleged new theories in reply as failing to
provide adequate notice of which theories are allegedly new). Accordingly, we
reject Patent Owner'’s request that we “refuse to consider” the entirety of the
Reply. Where Patent Owner's Sur-reply raises mere particularized complaints
regarding Petitioner’s allegedly improper new arguments, we address those
complaints as appropriate below.

Life Spine, Inc. v. Globus Med., Inc., IPR2022-01599, Paper 39 at 24 n.10 (FWD) (PTAB)

“Mr. Hatch's testimony in paragraphs 53-55 is persuasive to support the
argument for which Petitioner cites them and the mere fact that Mr. Hatch
provides additional detail to support that argument does not amount to an
improper incorporation by reference. Indeed, expert testimony is generally
more persuasive when it does not merely parrot the arguments in the briefs,
but provides additional detail supporting the argument for which it is cited, as
it does here.”

Life Spine, Inc. v. Globus Med., Inc., IPR2022-01599, Paper 49 at 45 (FWD) (PTAB)

“Patent Owner asserts that Petitioner’s Reply “exceeds the proper scope of
reply by explaining its protrusion theory for the first time via lengthy new
testimony (Ex. 1072 ] 122-131), despite Mr. Drewry's original declaration
never referencing the issue.” Sur-reply 27 (citing Ex. 1002 (Drewry Decl.) 111
461-66). We disagree. We find that Petitioner’s discussion of the protrusion
problem is both a permissible expansion on its arguments made in the
Petition, and response to Patent Owner. See Corephotonics, Ltd. v. Apple
Inc., 84 F.4th 990, 1008 (Fed. Cir. 2023) (“there is no blanket prohibition
against the introduction of new evidence during an IPR,’ provided it is an
‘expan[sion] on and . . . fair extension of . . . [a] previously raised . . .
argument’ and has a ‘nexus’ (and is therefore responsive) to an argument
made by the patent owner or the Board”) (quoting Rembrandt Diagnostics, 76
F.4th at 1384-85) (alterations in original). The Petition identifies a concern
with the actuator “stick[ing] out the far end of the central ramp,” and Mr.
Drewry’s original declaration stated that the combination would “allow a
surgeon to use a shorter actuator.” Pet. 109; Ex. 1002 (Drewry Decl.) { 462.
As we discuss above, in attempting to rebut Petitioner’s argument, Patent
Owner misdescribed Petitioner’s proposed combination. Under the
circumstances here, we find that Petitioner’s Reply and Mr. Drewry's Reply
declaration appropriately elaborate on the Petition and respond to Patent
Owner’s counterarguments related thereto.

Life Spine, Inc. v. Globus Med., Inc., IPR2022-01599, Paper 39 at 95 n.20 (FWD) (PTAH

178

Uncited cases: Slide 178 quotes from several papers in Life Spine, which

was never cited in any paper of record.

10



Slide 179

“The facts in Gurley's record are that this use of epoxy was
known, the structure of these circuit boards was known,
and epoxy had been used for Gurley's purpose. We share
Gurley's view that a person seeking to improve the art of
flexible circuit boards, on learning from Yamaguchi that
epoxy was inferior to polyester-imide resins, might well be
led to search beyond epoxy for improved products.
However, Yamaguchi also teaches that epoxy is usable
and has been used for Gurley's purpose. The Board
recognized Yamaguchi's teaching of the deficiencies of
epoxy-impregnated material, but observed that Gurley did
not distinguish his epoxy product from the product
described by Yamaguchi. On the facts of this case,
Gurley's “teaching away” argument was insufficient to
establish patentability. Gurley did not offer specific
epoxies, or improved properties, and we are not
presented with the question of whether any such products
might meet the requirements of patentability. Even
reading Yamaguchi's description as discouraging use of
epoxy for this purpose, Gurley asserted no discovery
beyond what was known to the art.”

“Appellants argue that “the prior art disclosed alternatives
to each of the claimed elements A [the perimeter], B [the
shape of the surface], and C [the orientation of the
surface]. Choosing one alternative necessarily means
rejecting the other, i.e., following a path that is ‘in a
divergent direction from the path taken by the applicant.””
This interpretation of our case law fails. The prior art's
mere disclosure of more than one alternative does not
constitute a teaching away from any of these alternatives
because such disclosure does not criticize, discredit, or
otherwise discourage the solution claimed in the '198
application. Indeed, in the case cited by appellants, In re
Gurley, we held that the invention claimed in the patent
application was unpatentable based primarily on a prior
art reference that disclosed two alternatives, one of which
was the claimed alternative. Accordingly, mere disclosure
of alternative designs does not teach away.”

in re Fulton, 391 F.3d 1195, 1201 (Fed. Cir. 2004)
(respensive to, e.g., "116 Sur-Reply, 14; '609 Sur-Reply, 16-21, 26-30; ‘854 Sur-Reply, 7-9)

In re Gurley, 27 F.3d 551, 554 (Fed. Cir. 1994) (responsive to, e '116 Sur-Reply, 14; '609 Sur-Reply, 26-30; '854 Sur-Reply, 19-26)

Uncited cases: Slide 179 quotes from Gurley and Fulton to “respon[d] to

[the] *609 Sur-Reply,” but neither case was ever cited or presented in any briefing

of record.
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Il.  Evidence Incorporated-By-Reference In Briefing

Slide 28:

’116 Ground 1: It was conventional for “key information”

to include (at least) the key itself

EX1114

[0022] Unlike the two aforedescribed traditional encryp-
tion techniques (i.e. public-key and private-key encryption)
and the Infosafe system, in the present invention the key
information preferably comprises at least a public key which
is accessible to both the owner of the data and the third party,
and a master key the details of which are known only to the
data owner. The master key is preferably used in order to
generate the public key. The encrypting step thercfore pref-
erably also comprises the step of generating the public key.

'116 EX1114, [0022] (cited "116 Reply, 6)
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FIG. 13

[0092] Then the encrypted divided multimedia infor-
mation D1a is stored in the first storage unit 53 along
with the decryption key K2a (i.e., the encryption key K2);
the encrypted divided multimedia information D2a is
stored in the second storage unit 31 along with the de-
cryption key K3a (i.e., the encryption key K3); and the
encrypted divided multimedia information D3a is stored
in the third storage unit 41 along with the decryption key
K1a (i.e., the encryption key K1).

[0098] As described thus far, encrypting the dividedly
stored multimedia information enhances the security.
Storing the key information for decrypting the encrypted
multimedia information in a storage unit separately from
the one storing the encrypted multimedia information it-
self in the process prevents an illegitimate decrypting if
the encrypted multimedia information is stolen, since the
key for decrypting the encryption is stored in a different
storage unit.

*118 EX1113, FIG. 13, [0092], [0098] (cited '116 Reply, 9)

28

Evidence incorporated-by-reference: Slide 28 contains quotes from Ex. 1113

at [0092], [0098] and Ex. 1114 at [0022] that were only cited without explanation

in the identified portions of the briefing (-00212 Reply, 6-9).
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Slide 68:

Foster: SFI’'s Argument #1 (“streaming”) fails because POSAs knew CAS-based

systems store encrypted content

Reply

Finally, even Foster's in

3:56-5:8, FIG. 1; EX1092, [0079]).

("CASs™) is not limited to “live” broadeasting, POSAs knew content service
providers used CAS in video-on-demand (VOD), like Foster describes ([0005],
[0049]-[0052]). In VOD systems, “content is stored pre-encrypted on hard drives
in the VOD server” (EX1110, [0007]) and again in “storage media in which the
delivered content can be stored” (EX 1072, [0043]). Bhattacharjee-Reply, §174-85
(citing EX1073, [0001]-[0004], [0043], [0098], FIG. 3; EX1097, 2:31-53, FIG. 1;

EX1075, 1:51-67, FIG. 2; EX1076, 9:53-10:5, FIG. 2; EX1077, 1:12-21, 1:48-65,

systems

EX1072

bere i oo o ]

[0043] Video on demand (VOD) 345 enables the subscrib-
ers to select a particular content type from a list of available
content stored on a plurality of servers at the head-end ta be
viewed by the subscribers. The selected content type could
be television programs, movies, events, sporling events,
music or some other form of stored media or real-time
encoded broadcast. The VOD servers send the requested
content to the subscriber over a delivery mechanism such as
cable, satellite, or other transmission infrastructure. The
client device may have some storage media in which the
delivered content can be stored and viewed by the users. The
user may also be provided with the transport control func-
tiens such as controlling the delivered video. This may
include pause, fast forward, and so forth. The transport
control functions are typically supported at the headend
tol/ot =

ooy D 24 _io 4 oD

26;'609 Reply, 2-3

EX1073

[0003] Conditional Access

[0004] The system implementing VOD provides the capa-
bility 1o limit content access to authorized subscribers only,
as the contents delivered as part of the service are generally
considered valuable intellectual properties by their owners.
In cable and satellite television, such capability is known as
conditional access. Conditional access requires a trustwor-
thy mechanism for classifying subscribers into different
classes, and an enforcement mechanism for denying access
to unauthorized subscribers. Encryption is typically the
mechanism used to deny unauthorized access to content (as (
opposed to carrier signal).

$64 EX1073, [0003]-[0004]

ted 854 Reply, 9;
6 Reply, 26;

9 Reply, 3)

EX1075

It would be advantageous to provide a bandwidth-efficient
system for conveying digital television programs and/or
other content (e.g., multimedia) in their original format,
which may comprise, for example, MPEG-2 transport pack-
ets. The system should allow the programs and other content
to be provided on a non-real-time basis for later use by a
recipient. Such content should be able to be easily received,
recorded on a digital VCR or otherwise stored, and played
back at the user’s convenience.

'854 EX1075, 1:51-59 (cited '854 Reply, 9; 116 Reply, 26; '609 Reply, 3)

X EATO/2, [0043]
(cited '854 Reply, 9;

*116 Reply, 26;
'609 Reply, 3)
68

Evidence incorporated-by-reference: Slide 68 contains quotes from Ex. 1072

at [0043], Ex. 1073 at [0003]-[0004], and Ex. 1075 at 1:51-59 that were only cited

without explanation in the identified portions of the briefing (-00212 Reply, 26; -

00214 Reply, 2-3; -00215

Reply, 9).
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Slide 69:

Foster: SFI’s Argument #1 (“streaming”) fails because POSAs knew CAS-based

systems store encrypted content

EX1097

Disadvantageously, for VOD, real-time encryption poses EX1097 Foster

much greater cost and space issues. A medium-sized cable
system may have, for example, 50,000 subscribers. Using a
common estimate of 10% peak simultaneous usage, there
can be up to 5000 simultaneous VOD sessions during the

400

T et B/“”
412
ATIACH, SYSTEM
414
PARSE SYSTEM

peak hours. A typical encryption device can process a small i e
number of transport multiplexes (digital carriers). Over 300 — el

such real-time encryption devices will be needed to handle

the peak usage in the example system. Such a large amount 2 L s16
of equipment not only adds significantly to the system cost, [ Lsrg
but also poses a space requirement challenge. Distibution 404 (s | L20
. - . [ oesesvsrem 17
One solution to the aforementioned problem is disclosed System Hetwork ) RETN T 422
in copending related application entitled, “SYSTEM FOR s Lo ST g
SECURELY DELIVERING PRE-ENCRYPTED CON- e 120 - (o s
TENT ON DEMAND WITH ACCESS CONTROL,” Ser. ! setiop |
No. 09/898,184, filed Jul. 3, 2001, which is hereby incor- _ 106 Populatior
- L
eI
OICES

porated by reference in its entirety. In U.S. Ser. No. 09/898,

184, a system is disclosed that encrypts content offline Billing cmz‘“‘ Interactive
(typically before the content is rgum%q:_rm_ v the user) before Systom System Hework

it is distributed to point-to-point systems such as cable m | e T
systems. The system allows content to be gncrypted once. at
a centralized facility, and to be useable at different point- FIG. 16
to-point systems. Advantageously, the pre-encrypted con- FIG. 1
tents in the present invention have indefinite lifetimes. The

ER1008, FIG. 16 (cited '854 Pet., 62; 116 Pet., 53-54; '609 Pet., 64)

'854 EX1097, 2:31-54, FIG. 1
(ited 1824 Replv 0 116 Reply, 26600 Reply 3)

69

Evidence incorporated-by-reference: Slide 69 contains quotes from Ex. 1097

at 2:31-54 and Figure 1 that were only cited without explanation in the identified

portions of the briefing (-00212 Reply, 26; -00214 Reply, 3; -00215 Reply, 9).
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Slide 70:

Foster: SFI’'s Argument #1 (“streaming”) fails because POSAs knew CAS-based

systems store encrypted content

EX1076

FIG. 5 is a flow chart that schematically shows an
overview of operations of computer 34 in preparing and
transmitting data stream 40 over network 28, in accordance EX1 0 7 6
with a preferred embodiment of the present invention.
Details of some of the steps in the operation are shown in
FIGS. 7-9 and described further with reference thereto.
Exemplary programs for carrying out the functions illus-
trated in FIG. § arc incorporated hercin in a software
appendix, which is described further hereinbelow.

To begin the broadcast, computer 34 connects 10 server
36, optionally opening the plurality of links shown in FIG.
4. Broadcast data are then input to the computer, for
cxample, from input devices 22, or from a video, audio or
animation sequence stored on disk or tape. The data arc
compressed at step 80, and are then “sliced™ at step 82 into
files 42, 44, 46, 48, ctc., as shown in FIG. 3A. Computer 34
conveys file 40 to server 36 over links 60, 62, 64, 66 and 68,
as described above, preferably using FTP, at step 84. Each
time a new file is uploaded to the server, index file 50 (FIG.
3B) is updated, at step 86.

Foster

) » “

54 Reply, O
09 Reply, 3) FIG. 2

EX1092 O FIG. 16

[0079] FIG. 9 illustrates a communications system 900 e —
X1076, FIG. 2

that includes a storage device 908, such as a video-on- e P B M e CA'REA Dat B9 '4AR =
demand server. It will be appreciated that the video-on- (cited '854 Reply, 9; 116 Reply, 26;'609 Reply, 3) (cited '854 Pet., 62; '116 Pet

demand server can store other types of information, such as
audio and data, and are not constrained to storing video only.

EX1092, [0079] (cited '854 Reply, 9; '609 Reply. 3)

Evidence incorporated-by-reference: Slide 70 contains quotes from Ex. 1076

at 9:53-10:5 and Figure 2 and quotes from Ex. 1092 at [0079] that were only cited
without explanation in the identified portions of the briefing (-00212 Reply, 26; -

00214 Reply, 3; -00215 Reply, 9).
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Slide 75:

Foster: SFI's Argument #1 (“streaming”) fails because Foster encrypts for a “program

stream,” which Foster says (and POSAs knew) is “generally used” “in fixed storage”

Reply Foster

Consistent with its DRMS disclosures, Foster discloses processing datasets [0073] Once the encrypted key (and any optional identifier
information and/or verifier) has been attached to PES packet
306, the resulting PES unit 302 can then be multiplexed in
for storing “in fixed storage.” Foster, [0073]; see also EX2014, 1 (“[p]rogram two different system options. The first is shown in FIG. 14
and is known as a transport stream. A transport stream is
typically used in error-prone broadcast environments such as

for an MPEG “program stream,” which Foster says (and POSAs knew) is intended

streams are designed for...storage™); EX1108, 1:65-2:31; EX1109, 1-9, 13);

EX1072, [0002]-[0004], [0011], [0042]-[0043]; Bhattacharjee-Reply, 67-73; digital television. As depicled, transport stream packels
) ) ] _ 350A-F are relatively small, and it generally takes multiple
Rubin-Depo., 82-85 (admitting there are “different ways of encoding MPEG data™ transport stream packe[s 350A-C to contain a single video

PLES unit 302. The second option is a program stream, which

but he did not “discuss[] the distinctions™). Foster’s text makes clear that Foster . " = _
is shown in FIG. 15. A program stream is generally used in

includes storage-based embodiments. more reliable transmissions such as those with error cor-

recting codes or in fixed storage. Unlike transport stream

. "854 Paper 24 at 8; 116 Reply, 26; '609 Reply, 2 packels, however, a sigle program siream packel can
SFI’'s EX2039 hold multiple video PES units 302 and 362.

The MPEG-2 standard defines two ways to deliver packetized elementary streams:

progam streomms and transport streams. '854 EX1008, [0073] (cited '854 Reply, 9; '116 Reply, 26; ‘609 Reply, 2, 10, 15)

Program Streams EX1 1 08
Program streams are designed for environments that are relatively error-free, such as The program
local file storage. In a program stream, the PES packets are multiplexed and organized and transport streams may be recorded on or played back
into units called packs. All of the PES streams in a program stream are synchronized to Irom a digilal VIdeO QIse ! TV Jl, Vidco Eapc, magnelic or
the same clock. optical disk drive or other suitable storage device.

EX2039, 1 (cited "854 Reply, 8; '116 Reply, 26; '609 Reply, 2) EX1108, 2:1-4 (cited '854 Reply, 9; 116 Reply, 26; '609 Reply, 2)

Evidence incorporated-by-reference: Slide 75 contains quotes from Ex. 1108

at 2:1-4 that were only cited without explanation in the identified portions of the

briefing (-00212 Reply, 26; -00214 Reply, 2; -00215 Reply, 8).
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Slide 79:

’116/’854 Foster-Hayhurst: SFI’'s Argument #2 (' incompatibility”) fails even if Foster were limited to real-time

streaming because SFI’s patents say (and POS As knew) that distributed storage/delivery supports streaming

SFI’s Sur-Reply Dr. Bhattacharjee

. . 105, In my opinion, based on my experience and research in this space, I
Foster's emphasis is avoiding delays to allow swift random access to Y op ¥ exp P

N s “ - do not agree and POSAs would not agree that there would be “enormous delays™
content. As Petitioner’s expert concedes, “synchronous transmission™ of a series

r Foster. See supra §VI.B.2 (di: sing how Foster-Hayhur Id re
of packets and the keys used to encrypt them to “foster random access to content™ over Foster. See supra § (discussing how Foster-Hayhurst would reduce

delays over Foster alone).

at a (single) receiver was “sort of the whole invention in Foster.” EX2034

106. For one, I note that the *116 patent itself recognizes that sending data

[Bhattachariee-Depo.], 32:20-23. The Foster-Hayhurst combination, however, via “multiple parallel streams” (as would have oecurred in Hayhurst-Foster but not

would thwart these aims because applying Hayhurst's distribution regime to Foster Foster alone) provides for “increasing speed and efficiency.” EX1001, 70:10-12

would massively increase delays (the very thing Foster sought to avoid) and Benefits of increased speed and efficiency are exactly two of the benefits that 1

e ChRiireal Sie tresam ing BN S CONTEOoe LN i) /e, 57-64. The opined would have motivated POSAS to pursue the Foster-Hayhurst combination,

synchronization of keys and content required by Foster is irrelevant to Hayhurst. which I corroborated with independent prior art (7.e.. my opinion was not based on

Id., 57-58. hindsight from the *116 patent’s teachings).

’116 Patent

Inits Reply, Petitioner argues that Foster is not “limited to streaming ‘live’

'854 EX1111 11105-106
(cited Reply, 11)
116 EX1111 151-52

broadeasts™ and “also concerns storing secured data.” Reply, 26-27. But Patent

Similarly, in the case of streaming broadcasts of data (e.g..

@ Owner has never argued that Foster is so limited. Rather. the POR demonstrated

that Foster seeks to improve upon prior-art systems (DRMS and CAS) used for live

or real-time television/streaming by synehronizing eontent packets and the keys

used to encrypt each. POR, 12-13; see also EX1006 [Foster], [0006]-[0007],

[0050], [0052]

116 Paper 29 at 17-18; '854 Sur-Reply, 7

audio, video), the outgoing data may be parsed and sepa-
rated into multiple streams each containing a portion of the
parsed data. The multiple streams may be transmitted along
one or mote paths and recombined at the recipient’s location
in accordance with the present invention. One of the benefits
of'this approach is that it avoids the relatively large overhead
associated with traditional encryption of data followed by
transmission of the encrypted data over a single communi-
cations channel. The secure parser of the present invention

(cited Reply, 19-20)

allows data in motion to be sent in multiple parallel streams,

dnereasing speed and efficiency, 116 EX1001, 70:1-12

(cited Reply, 27)

79

Evidence incorporated-by-reference: Slide 79 contains quotes from the reply

declaration at {f 105-106 that were only cited without explanation in the identified

portions of the briefing (-00212 Reply, 19-20; -00215 Reply, 11).
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Slide 86:

Foster-Hayhurst: SFI's Argument #4 (“less secure”) fails because changing a KEK is

not claimed or disclosed by SFI’s patents or required by Foster

Dr. Bhattacharjee

106, In my opinion, POS As would have also disagreed with SFI's
argument that the Foster-Hayhurst combination s less secure than Foster's

unmodified system. POR, 58-61. That argument is premised on the idea that

(i) ehanging or replacing Foster’s key-eneryption-key (“KEK®) would have been

more difficult in Foster-Hayhurst because the KEK would have (according to SFT)

been located in more than one storage location, and (ii) Foster-Hayhurst would

have stored the in more loeations, which SFI alleges would have made it more

vulnerable to attack, POR, 58-61,

107, As to SFI's first allegation regarding the need to update o replace the

KEK. T note that the claims do not have any limitations directed to updating or

replacing any of the encryption keys, in particular the external key that is met by
Foster’s KEK under SFI's claim constructions. The Foster-Hayhurst combination
that I described in my First Declaration did not require updating or replacing the
KEK as part of the combination. and thus the combination would not have had o
updte or replace the KEK. Thus, even if it were true that Foster by itself preferred
to have the ability to update / change the KEK. that was not a feature that POSAs

‘& needed in Foster-Hayhurst for the combination™s system to have

would ha

worked properly, and thus it would not have discouraged POSAs from pursuing the
combination. Moreover, the combination had other benefits over Foster alone that
would have also mativated the combination (e.g.. efficiency, intelligent content
delivery, enhanced security from distributed storage, etc.)

108, Furthermore, Foster itself does not require updating or replacing the
KEK. Instead, Foster explicily says the KEK “can be” (ic.. docs not have to be)
changed in Foster’s system. Foster, [00354]. Thus, to the extent SFI is arguing
Foster (by itself) required the ability to change its KEK, POSAs would disagree as

Foster says otherwise

109, Foster also recognizes that KEKs “are inherently more secure than

That

oster, [00:

title keys, and do not need o be changed as frequently
disclosure in Foster further reinforces my opinion that the ability to change /
update the KEK would not have dissuaded POSAS from pursing Foster-Hayhurst
because the fact that the KEK did not have to be changed frequently meant it
would have been an easier problem (o solve compared to an encryption key that

had to be changed more frequently

110, But even though changing and updating the KEK is nol required by
Foster, Foster-Hayhurst, or the challenged claims, POSAs would still disagree with
SFT's angument because POSAs would have known how to update and/or replace
KEKSs that have been distributed actoss many devices/users. In addition, POSAs
would have recognized that whether the encrypted content was stored in one
location (as in Foster alone) or across distributed storage devices (as in Foster-
Hayhurst), changing the KEK would have to be propagated across the same

number of scgments. Aceordingly, there would be no meaningful difference (let

alone insurmountable different requiring more than ordinary skill) to POSAS in
complexity between Foster's updating of the KEK and Foster-Hayhurst's updating
the KEK. {1 note, however, that as I discuss below, Foster-Hayhurst would not

have stored the KEK on every storage device in the sysiem anyway.)

854 EX1111, 1111108-110 (cited Reply, 11)
116 EX1111, 11]159-163 (cited Reply, 28)

86

Evidence incorporated-by-reference: Slide 86 contains quotes from the reply

declaration at ff 106-110 that were only cited without explanation in the identified

portions of the briefing (-00212 Reply, 28; -00215 Reply, 11).
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Slide 87:

change KEKs in a distributed environment like Foster-Hayhurst

Reply

IE N G

Morcover, POSAs knew changing a KEK in Foster-Hayhurst would be
comparable to doing 50 in Foster alone because both would involve changing a KEK
used for multiple segments. Furthermore, POSAs knew how 1o change/replace
KEKs across many devicesusers.  Bhattachanee-Reply, *9104-105, €9110-115

(citing EX1078, 4:5-28; EX1079, 544-546; EX1080, 2-7),

854 Paper 24 at 11-12,'116 Reply, 28

SFI's Sur-reply

Petitioner also argues, without explanation, that “POSAs knew how to
change/replace KEKs across many devices/users.” Reply, 11-12 (citing new
Exhibits 1078-1080). This argument exemplifics why Petitioner’s unexplained

citations 1o new references should be rejected. Aside from being untimely, none of

the newly cited exhibits involve changing/replacing KEKs, much les
devicesiusers, See Ex. 1078, 4:5-28 (concerming information delivery method in
peer-10-peer network, not KEKs). Ex. 1079, 544-546 (replacing session keys, not
KEKSs); Ex. 1080, 2-7 (replacing traffic encryption keys, not KEKs).

854 Paper 32 at 8-9; '116 Sur-Reply, 19

Multicast communications is efficient since
it reduces the demands on network and bandwidth resources. It
will play a key role in delivering services shared by many users,
such as pay-per-view broadcasts of sporting events, as well as
allowing for i i imedi lications such as inter-
active ision, video and 1 gaming.

o

11, KEY MANAGEMENT IN MULTICAST COMMUNICATIONS
= ox ow
Due to the dynamic nature of the group, and the possible expi-
ration of keying material, it is necessary to update both the SK
and KEKs using rekeying messages. The three operations in-
volved are key refreshing. key updating when a new user joins
the service. and key updating when a user departs the service.

In a broadcast-based network, multicast traffic will
become the norm rather than the exception. Random
browsing is supported in unicast, via the broadcast
channel for large files, and via the narrowband circuit
for delay-sensitive and low-volume traffic, Multicast
traffic comprises the main volume, and takes two forms
~ streaming for all real-time multipoint content, and
offline for all file transfer content. Any web site may
have a combination of all three

EX1079, 544-46 (cited '854 Reply, 11-12; 116 Reply, 28)

t waffic are defined in the
pushed Internet — streaming and offline. Streamed
content may be live (and usually has a limited shelf-
life), or may be playout of pre-recorded content. It is
intended to be used in real time, that is, at the time of
reception only. Lf user recording of streamed content is
an issue for content owners, they need to examine
options to manage this. Offline multicast content
comprises files for local storage and use some time
after  reception

Two- forms of mul

To send the TEK securely it must itself be encrypted,
and for this an agreement is made between the source
and each user on a Key Encryption Key (KEK). In
order 1o manage the various problems involved in large
multicasts, the KEK is part of a hierarchy of
frequently-changed keys, but is bascd on unique
information about each user subscription known to the
source. Protection of subscriber information is

important but is outside the scope of this paper.

ns 0 the various complications of large-scale
ist are discussed below:

(Cited ‘854 Reply, 11-12; 116 Reply, 28)

Foster-Hayhurst: SFI’s Argument #4 (“less secure”) fails because POSAs knew how to

Evidence incorporated-by-reference: Slide 87 contains quotes from Ex. 1079

19

at 544-546 and Ex. 1080 at 2-6 that were only cited without explanation in the

identified portions of the briefing (-00212 Reply, 28; -00215 Reply, 11-12).




Slide 89:

’116/°854 Foster-Hayhurst: SFI’s Sur-Reply argument fails because Foster-Hayhurst

has undisputed benefits over Foster alone, and tradeoffs are commonplace
116 Sur-Reply Dr. Bhattacharjee

Ultimately, “[{Jhe Board pust weigh the benefits and drawbacks of the 174, But even if Foster-Hayhurst were less secure than Foster in some of
modification against each other, to delermine whether there would be a motivation the ways SFI asserts, in my opinion POSAs would have been motivated to pursug
tocombine.” Arctic Cal Inc. v. Polaris Indus., 795 Fed. App’x 827, 833 (Fed. Cir. Foster-Hayhurst for the reasons I identified in my First Declaration because.
2019): POR 56-57, 33 (citing additional cases). But Petitioner does not perform POSAs would have recognized that the combination would have added various

security techniques that Foster lacks, as my First Declaration discussed (and |

'y such weighing in its Reply, and does not dispute Patent Owner’s showing that

the numerous drawbacks described in the POR outweigh the benefits alleged in the reiterated above and further below)

Pettion. S Reply, 24.29. 175, Separate from improvements in security that I refterated above,

Foster-Hayhurst would have also provided other (undisputed) benefits in terms of

116 Paper 29 at 20; '854 Sur-Reply, 10

Reply increased speed, intelligence, efficiency, bandwidth requirements, as I discussed in

my First Declaration (9242-246) and above (§V1B.1). Those benefits would have

also motivated POSAS (0 pursue Foster-Hayhurst, with & reasonable expectation of

But even if Foster-Hayhurst were less secure than Foster in ways SF1 alleges

(it is not), Foster-Hayhurst added a security technique that Foster lacks (distributed suecess. Indeed, 0 el

storage) and provided the other (undisputed) benefits (e g., speed, intelligence, encrypted content was a matter of tradeoffs:
Data protection in storage management systems is a tradeoff between

efficiency, and redundancy) that also motivated Foster-Hayhurst. Petition, 62-63 * @
user’s convenience and security, speed of operation and capabilities of

(citing EX1028-EX1031); Bhattacharjee-Reply, 94174176 (citing corroboration): the encryption algorithm, length of the encryption keys, government _16 EX1111, 1174-75
Testrictions, and other elements known in the art. There are many ited Reply, 29)
Corephotonics 2031 WL AS44471 a4 *6 (desn dessions enal making adeoffs | e pton ssontms valablsthat vary by srngth, s and oher 54 EX1111, 1[121-122
116 Paper 21 at 29; cited Reply, 12-13)

among multiple objectives”) '854 Reply, 12

“[IIt is @ commonplace fact that design decisions entail making tradeoffs among multiple objectives. Allied Erecting and Dismantling
Co. v. Genesis Attachments, LLC, 825 F.3d 1373, 1381 (Fed. Cir. 2016) (‘A given course of action often has simultaneous
advantages and disadvantages, and this does not necessarily obviate motivation to combine.’).”

Corephotonics, Ltd. v. Apple Inc., 2021 WL4944471, at *6 (Fed. Cir. Oct. 25, 2021) (cited 116 Reply, 29; '854 Reply, 13)

Evidence incorporated-by-reference: Slide 89 contains quotes from the reply

declaration at §f 174-175 that were only cited without explanation in the identified

portions of the briefing (-00212 Reply, 29; -00215 Reply, 12-13).
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Slide 95:

Foster: SFI's “packets” argument fails because a POSA understands that Foster’s

“packets”/“payloads” meet the claimed “data chunks”

SFI's POR

“The prior inventor does not need to...conceive of its invention using

-,
Certainly, Foster never refers to its packet payloads as “data the same words as the patentee would later use to claim t.

chunks™ or “shares.” Teva Pharm. Indus. Ltd. v. AstraZeneca Pharms. LP, 661 F.3d 1378, 1384 (Fed. Cir. 2011)
(cited "854 Reply, 16; '609 Reply, 5)

'854 Paper 21 at 66; '116 POR, 20-21; '609 POR, 37 Reply

It is also irrelevant that some non-prior-art “literature™ says a “payload” or
As Dr. Rubin explains, the literature frequently refers to a packet o . . X X
- “packet” can be “divided into ‘chunks’ or ‘shares.”™ POR,66." As discussed, neither

onpacketipaylondlasisomethingytha fisdiviiexmi tigohumics orgshares the challenged claims nor the specification preclude a payload packet from (i) being

a single share (or chunk when encrypted) or (i) being divisible info multiple

'854 Paper 21 at 66; '116 POR, 20; '609 POR, 37

shareslchunks. The patent only requires that a share contain less than the entire data

This usage, wherein a packet is divided into data chunks is, moreover. 5
58 P > ; sel. Foster’s payloads are cach less than Foster’s entire data st

reflected in the "854 patent itself. Per Dr. Rubin

854 Paper 24 at 16 116 Reply, 20-31. 600 Reply. 5

Consistent with this usage in the literature, the "854 identifies a EX1 082
data packet (or packet payload) as something that is divided into shares.
Ex. 1001 [*854] 82:21-24 (“At step 4106, tie data packet or data block 3.2.1 Transport Stream
MPEG video, audio and data streams are usually combined
together to form a Transport Stream. A Transport Stream
consists of short, fixed-length (188 byte) packets concatenated

may then be partitioned into two or more data shares ...”), 81:36-37

(“Packets of data (e.g., network packets) may also be efficiently split

and restored™), 81:54-58 (... simplified data partitioning process 4010 tog ther. Each EﬂCkef tains a header foll d by a
.. may be performed on network packets, ...”). payload which is a chunk of a parficular elementary stream.
'854 Paper 21 at 67-68; '116 POR, 21-22;'609 POR, 38 Y LT Rl R 3 )

854 Reply, 16 n.4 (citing also EX1083-1085); '116 Reply, 31)

95

Evidence incorporated-by-reference: Slide 95 contains quotes from Ex. 1082

at 8 that were only cited without explanation in the identified portions of the

briefing (-00212 Reply, 31 -00215 Reply, 16 n.4).
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Slide 96:

Foster: SFI's “packet” argument also fails because cited literature that SFl ignores

says a “packet” can be a “chunk” of a data set

EX1082

3.2.1 Transport Stream

MPEG video, audio and data streams are usually combined
together to form a Transport Stream. A Transport Stream
consists of short, fixed-length (188 byte) packets concatenated
rogerher. Each Euckel contains a header followed by a
payload which is a chunk of a particular elementary stream.

EX1085

EX1083

EX1082, 8 (cited, e.g., '854 Reply, 16 n.2)

A packet is a chuck of data provided by the application
program. UDF Typically sends a single “application-level
packet” as a single UDP packet. However, TCP may break
a single application-level packet into multiple smaller TCP
“segments”, each of which is treated as a separate “packet™
at the TCP layer. The Nagle Algorithm (discussed below)
does the opposite: It takes multiple small application packets
and combines them into a single larger TCP segment.

EX1084

EX1083, 7:32-40 (cited, e.g., '854 Reply, 16 n.2)

[0026] RTP packet: A chunk or portion of multimedia data

In one aspect of the invention, there is provided a method
for data storage in a distributed data storage system with
redundancy, including disassembling a data set into a plural-
ity of data blocks; defining a number of distinct data chunks
N; defining aminimal number of data chunks K =N needed o
restore one data block; transforming each of the data blocks
into L data chunks, wherein K=L=N; and distributing the
data chunks to storage elements of the distributed storage
system. The storage elements may be different storage for
each of data block, or for some of the data blocks. Filler can
be added to any data block. Filler can be added to the data set
50 that the data set is an integral number of data blocks. Each
data chunk can include an identifier derived from some func-
tion used for its generation. A size of each data chunk can be
defined based on an integral number of Message Transfer
Units. A size of gach data chunk can correspond to packet
size, or an integral number of packets. A number L of chunks
is chosen such that L =M+K, where M is maximum nuwmber
of storage elements that can fail simultaneously.

as sent over an [P néTwork, prepended with certain infor- EX1085, 4:7-25 (cited, e.g., '854 Reply, 16 n.2)

mation, such as a time stamp and a sequence number.

EX1084, [0028] (cited, e.g., ‘854 Reply, 16 n.2)

Evidence incorporated-by-reference: Slide 96 contains quotes from Ex. 1082

at 8, Ex. 1083 at 7:32-40, Ex. 1084 at [0026], and Ex. 1085 at 4:7-25 that were
only cited without explanation in the identified portions of the briefing (-00212

Reply, 31 -00215 Reply, 16 n.4).
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Slide 139:

Orsini (Obviousness): POSAs knew encrypting keys with a KEK added

additional security beyond what Orsini’s obfuscation provides

’609 Reply Dr. Bhattacharjee
Orsini’s obfuscation also disregards industry-wide best practices. The 176. EX1106 further directs POSAs that the “confidentiality of all

National Institute of Standards and Technology (“NIST”) advised POSAs that when, symmetric and private keys shall be protected.” EX1106, 72 (all emphasis
as in Orsini, a “key exists external to the cryptomodule, confidentiality protection original). It further states that “[w]hen the symmetric or private key exists
shall be provided either by encryption (e.g., key wrapping) [i.c., a KEK]" or external to the eryptomodule, confidentiality protection shall be provided either
physically protecting keys (like using a safe, which would be inconsistent with by encryption (e.g., key wrapping) or by controlling access to the key via
Orsini’s electronic storage of keys). EX1106, 34, 61, 123-125. Bhattacharjee- physical means (e.g. storing the keying material in a safe with limited access).”
Reply, ff171-176 EX1106, 72 (emphasis of “shall” original)." Orsini’s method stores the share

. ; * _ i encryption keys electronically with the data, and so storing the keying material
609 Paper 25 at 26 (citing EX1108, [sic:] 72);" '854 Paper 24 at 19 (citing EX11086) -

physically in a safe would be contrary to Orsini’s system. Thus, EX1106 informs

12 Because Orsini is electronically storing key information with the data, using POSAS (as they already knew and consistent with the opinions I offered in my
physical security (like storing the plain text keys in a safe) is not compatible with First Declaration), to have “confidentiality protection” of the share keys “provided
Orsini’s system (let alone a practical solution for most electronic communication [1 by encryption (e.g., key wrapping)” (i.e., a KEK). EX1106, 72.

and storage systems).

609 EX1111, 11176 (cited POR, 26); '854 EX1111, 1193 (cited POR, 19)

Evidence incorporated-by-reference: Slide 139 contains quotes from the

reply declaration at { 176 that were only cited without explanation in the identified

portions of the briefing (-00214 Reply, 26; -00215 Reply, 19).
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Slide 128:

’609 Ground 2: SFI's “instructions” argument fails because it was at least obvious to store

encrypted data in RAM before sending to another device

Repl
Pl EX1117

First, Foster’s processor executes code that encrypts and stores data_on [0003] The basic components of a conventional computer
storage-device memory (RAM) directly coupled fo it. Bhattacharjee-Reply. 162+ typically include one or more processors for processing

program instructions; a temporary memory device (such as

random access memory, or RAM) for storing program data

below): EX1001, 80:63-81:2 (“RAM” is “local [storage] hardware™); DI, 25 and instructions that are being processed by the processors;

a_permanent_memory device (such as a_magnetic disk) for

storing the computer’s operating system. programs and data;

67 (citing EX1117, [0003]-[0005]); Foster, [0075]-[0078], FIG. 16 (annotated

(rejecting SFI’s pre-institution argument — which SFI's POR does not repeat — that

claim 1 requires long-term storage devices).

EX1117, [0003] (cited Reply at 7)
= —

COMPUTERSISTEM 400
25 R T el o Foster
|‘“’ b ATAGH SsTEN | :ﬁ . -
a0 CEEITH | o Stored in memory 402 is
semill] . attachment system 412, which includes parsing system 414,
404 s 111 o0 encryption system 416, key system 418, designation system
w WO ] 40 Storing 420, combination system 422 and transmission system 424.
INTERFICES cou s ] encrypled
TRANS, SYSTEN content EX10086, [0078] (cited Reply at 7)
408 L_@/{N
EXERIAL j
DENICES
FIG. 16

609 Paper 25 at 7-8 e

Evidence incorporated-by-reference: Slide 128 contains quotes from EX.

1117 at [0003] that were only cited without explanation in the identified portions

of the briefing (-00214 Reply, 7).
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Slide 144

’854/°609 Orsini (Obviousness): SFI’'s Argument #1 (“missing limitation”) fails because using a

KEK to encrypt keys was conventional and had well-known benefits

854 Reply

EX1087

EX1112

The Petition demonstrated, supported by expert testimony and multiple
pieces of corroborating evidence, that POSAS would have encrypted Orsini’s keys
with a KEK to prevent an attacker from reconstructing the enerypted dataset, even

when they possessed every encrypted

re. Pelition, 4344 The Petition’s

as direct in its te; prographic keys should pever
occur in ¢lear [1.e., unencrypted] form outside the cryptographic deviee ™ EX1035,
12:15-23 (cited Petition, 43)

Petitioner's cited prior art explains that POSAS knew that when an encryption
key is transmitted or stored (as in Orsini). the system should “encrypt the encryption
keys themselves.. [with] a key encryption key” EX1036, 1:66-2:6 (cited Petition,
43). That was true whether the “encryption keys were included with the encrypted
message” (id.) or stored separately from and/or obfuscated with encrypted data-
portions (EX1035, 10:42-62; EX1036, 1:66-2:6; EX1086, 7:3-22; EX1087, [0017]-
[0025]; EXT112, [0022]-[0027] (“Wherever the session key is stored, itis preferable

that itis encrypted beforehand. ™). Petition, 43-45. Bhattacharjee-Reply, 19157-179.

[0017] A first aspeet of the present invention is a method
of securely storing data. The data are stored initially in a first
portable storage device. Then, for security, the data are
cncrypted using a backup key, thereby transforming, the data
into enerypted backup data. The backup key is protected as
a protecied backup key. When the data need to be restored,
the protected backup key is retrieved and the encrypted
backup data are decrypted.

[0020] Preferably, protecting the backup key includes
enerypting the backup key, and retrieving the protected
backup key includes decrypting the protected backup key.
More preferably, the backup key is encrypted using an
encryption password that is stored in a backup key storage
device that is used 1o protect the backup key by storing the
backup key therein; and the method of the present invention
also includes providing an alleged encryption password to
the backup key storage device. Examples of backup key
storage devices include an internet server and a trusted
computer that are used to store the backup key.

’854 Paper 24 at 18; '609 Reply, 20

Cited "854 Pet. 43; '854 Reply, 18, 21-22;
'609 Pet., 40; '609 Reply, 20-21

. As
a unique session key is used to encrypt each individual field
of data stored in the data store, a recipient in possession of
one particular session key will not be able to access other
encrypied data which is stored at the data store.

[0027] The session key may be stored in the same data
store used to store the encrypted data, or in a different data
store., sl iss i 2 2

it_is_encrypted beforehand. The session key may be

encrypted using the master key.

EX1112, [0025], [0027] (cited '854 Reply, 18; '609 Reply, 20)

EX1087, [0017], [0020]
cited "854 Reply, 18; '609 Reply, 20)

Additional Corroborating Evidence

EX1037 EX1080

EX1088 Dr. Rubin

EX1035 EX103

EX1086

EX1106

144

Evidence incorporated-by-reference: Slide 144 contains Ex. 1087 at [0018],

briefing (-00214 Reply, 20; -00215 Reply, 18).
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Slide 169:

’854 EX1035

'854 EX1036

Because the ciphering algorithm used is not secret,
the degree of protection that can be derived from a
cryptographic system ultimately depends upon the se-
curity of the cryptographic keys. Therefore, the objec-
tives of key management are: (1) cryptographic keys
should never occur in clear form outside the crypto-
graphic device, except under secure conditions during
the period when keys are originally distributed and
installed or when stored in a secure place such as a safe,
vault or similar location for backup or recovery and (2)
no cryptographic operation, or combination thereof,
using any cryptographic quantities which are routinely
stored or routed through the system, or derived there-
from, should permit clear keys to be recoverable out-
side the cryptographic device. Therefore, in keeping
with the first objective, if the system generated terminal
keys are to be stored at the host system they must be
protected by being enciphered under another key.

Security for such a system, where the encryption keys are
included with the encrypted message, is not to store or
transmit the encryption keys in an easily readable format but
rather to encrypt the encryption keys themselves. This
approach mecans that the data encryption keys will be

'854 EX1035, 10:42-59 (cited "854 Pet., 18; ‘609 Pet., 40)
'116 EX1022 (cited "116 Pet., 33)

encrypted by a kev encrvption key.

'854 EX1036, 1:66-2:4 (cited "854 Pet., 43;'609 Pet., 40)

"854 EX1087

[0020] Preferably, protecting the backup key includes
encrypting the backup key, and retricving the protected
backup key includes decrypting the pratected backup key.
More preferably, the backup key is encrypied using an
encryption password that is stored in a backup key storage
device that is used to protect the backup key by storing the
backup key therein; and the method of the present invention
also includes providing an alleged encryption password to
the backup key storage device. Examples of backup key
storage devices include an internet server and a trusted
computer that are used 10 store the backup key.

854 EX1037, [0020]
(cited '854 Reply, 18;'609 Reply, 20

"854 EX1112

[0027] The session key may be stored in the same data
store used to store the encrypted data, or in a different data
store. Wherever the session key is stored, it is preferable that
it is encrypted beforchand. The session key may be
encrypted using the master key.

854 EX1112, [0027]
(cited "854 Reply, 18; '609 Reply, 20)

169

Evidence incorporated-by-reference: Slide 169 quotes from Ex. 1087 at

briefing (-00214 Reply, 20; -00215 Reply, 18).
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