2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PO. Box 1450

ﬁiﬁsd;z,g\;gglma 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare T00532-C5
CONFIRMATION NO. 2297
33438 POWER OF ATTORNEY NOTICE
TERRILE, CANNATTI & CHAMBERS, LLP

P.0. BOX 203518

N AP0V AN
AUSTIN, TX 78720 000000137535092

Date Mailed: 03/09/2023

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 02/28/2023.

« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare T00532-C5
CONFIRMATION NO. 2297
189503 POA ACCEPTANCE LETTER

Security First Innovations, LLC
10 Fatiami & Farjami LLP I

26522 La Alameda Ave., Suite 360

Mission Viejo, CA 92691
Date Mailed: 03/09/2023

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 02/28/2023.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/sltorres/
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Attorney Docket No.: 0890104C5
STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: Security First Innovations. LLC

Application No./Patent No.: _16/127,077 Filed/Issue Date: 9/10/2018
Titled: SECURE DATA PARSER METHOD AND SYSTEM

Security First Innovations, LLC, a Limited Liability Company ,
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3, or 4 below):
1. The assignee of the entire right, title, and interest

2. |:| An assignee of less than the entire right, title and interest (check applicable box):

|:| The extent (by percentage) of it's ownership interest is %. Additional Statement(s) by the
owners holding the balance of the interest must be submitted to account for 100% of the ownership interest.

There are unspecified percentages of ownership. The other parties, including inventors, who together own the
entire right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for
the entire right, title, and interest.
3. I:l The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).

The other parties, including inventors, who together won the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for
the entire right, title, and interest.

|:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety
4. (a complete transfer of ownership interest was made). The certified documents(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B
below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded
in the United States Patent and Trademark Office at Reel, Frame, or for which a copy thereof is attached.

OR

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as
follows:
1. From: O’'Hare, et al. To: SECURITY FIRST CORP.

The document was recorded in the United States Patent and Trademark Office at
Reel 049184 Frame 0302, or for which a copy thereof is attached.

2. From: SECURITY FIRST CORP. To: SECURITY FIRST INNOVATIONS, LLC

The document was recorded in the United States Patent and Trademark Office at
Reel 061262, Frame 0865, or for which a copy thereof is attached.

[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:| As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/farshad farjami/ February 28, 2023
Signature Date
Farshad Farjami, Esq. 41.014
Printed or Typed Name Title or Registration Number
[Page 2 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.

SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc Code: PAL. o
FTOAIANGZA (D7-13)

Document Description: Power of Altorney Approved for use through G3/31/2021. OMB 08S1-0045
U8 Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papgerwork Reduction Act of 1885, no persons are required to respond fo a collection of information unless i displays a valid OMEB controt number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This formis to be submitied with the Power of Attorney by Applicant form (PTO/AIASZ2E) 1o identify the application to which the
Power of Attorney is directed, in accordanoce with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. if neither form PTO/AIABZA nor form PTO/AIABZE identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not de recognized in the apglication.

Application Number 16/127,077

Filing Date 9/10/2018

First Named inventor O'Hare

Title SECURE DATA PARSER METHOD AND SYSTEM

Art Unit

Examiner Name

Atiorney Docket Number 10800104C5

SIGNATURE of Applicant or Patent Practitioner

Signature /Farshad Farjami/ ore omen 2/28/2023

Name Farshad Fariami Registration 41014
Number

Title (if Applicantis a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and cedifications. {f
more than one applicant, use muliple forms.

m *“Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USFTO to process) an application. Confidentiaiity is governed by 35 U.8.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated {o take 3 minutes {o complete, including gathering, preparing, and submitting the completad
application form 1o the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you reguire
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commnissioner for Patents, P.O. Box 1480, Alexandria, VA 22313-1480,

if you need assistance in completing the form, call 1-800-FTO-10¢ and sefect option 2.
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FPTOASBISC (11-08)

Approved for use through 1U30/2020. OME 0651-0035

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Uader the Faperwork Reduction Actof 998, po persuns are seauiced to respond o a eollestion of information unless it displays 1 valid OMB control number

7 ey

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

N y.

| hereby revoke all previous powers of aftorney given in the application identifies in the attached statement under
37 CFR 2.73(h).

t hereby appoint:
: v i Practitioners associated with the Customer Number: | - 189503
OR i

i Praciifioner(s) named below {if more than ten patent practitioners are to be named, ther a customer number fmust be saed):

Name Registeation

Name Registration
Nugriber

MNumber

1}

§ 35 attamayls) oragent(s) to represent the undersigned before the United States Patent and rademark Oﬁc& {USPTOY In cornaction with
any and all patent applications assigried only to the undersigned acsording to the USRTD assignment records or assignment dotuments
atiached fo this form in accordance with 37 OFR 2.73(by.

Please change the comespondence address Torihe application ideriified in'the aitachied statermsnt under 37 CFR 3.73(b) to;

Vi 169503

O
Firm or
individual Name
Address

The address associated with Susiomer Number:

ity Slate Zip

Country

Telephone [ Email

Assignes Name:and Address:

Sacurity First Innovations, LLC
44083 Pipaling Plaza, Suite 140
Ashburn, VA 20147

& copy of this form, together with a statement under 37 CER 3.73b) (Form PTO/SBISE or equivalent) is requirad to be
filed in cach application In which this form is used. The statement under 37 CFR 4.73{b} may be sompleted by one of
the practitioners appointed in this form i the Appointed practitioner is authorized 1o act on behalf of the assignee,
and must identify the application i which this Power of Attorney is to bé filed.

s _-SIGNATURE of Assignes of Record

el

}”é : indfVidual wiiisl signgtafi-snd itle mgupplizd below is authorized so.act on behalf of the agsignee

- e . \“."" : Tt = s
Soawe | PN pof EA AL S A e /20 [ Y or
Name ' h Mr. Leo Guthart Teiephcne{‘e;"? c o3l

Tithe Member, Security First Innovations, LLC

This. colleciion of information is required by &7 GFR 1,31, 3.30 and 1.58, The information s required to obIRIN of retain a beneht by the public which is to file (and
by the USPTO tu process) an spplication. Confiden s governesd by 35 U.S.C. 122and 37 CFR 1.1 and 114, This collection is estimaied to take 3 minutes
{6 comgiete, including gathering, preparing, sod submi ng the completed gpplication form 1o the USPTO. Time will vary depending upon the individual case. Any
cormments on the amount.of tine you requins o complete this fom andlor suggestions far fedcing this buider, Should he sent 10 the Ghist Information Officer,
U.8. Patart and Trademark: Cifice, U.S. Depariment of Connnerce, PO, Box 1458, Alexandria, V& 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THiS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22393-1480,

i you need assistance in completing the form, calf F-800-PT-§199 and select aption 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-879) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accardingly,
pursuant to the requirements of the Act, pieass be advised that: {1} the general authonity for the
soilection of this information is 35 U.S.C, 2(6)(2); () furmnishing of the information solicited is voluntary:
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office Is to process andfor examine your submission related to & patent application or patent. If you do
rot furnish the requesiad information, the .S, Patent and Trademark Office may not be able o
process andlor examine your submission, which may restlt in termination of procesdings or
akandonment of the application or expiration of the patent.

The information provided by you i this form will he subjed! o the following routine uses:

1

o]

The information on this form will be weated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act:(8 U.S.C 552a). Records from
this system of recards may be disclosed to the Department of Justice fo determine whether
disciosure of these racords js required by the Freedom of Informatien Act.

Acrecord from this system of records may be disclosed, as a routine use, in'the courss of
presenting evidence to a court, magistrate, or administrative tribunial, including disclosares to
oppesing counsel in the course of setilement negotiations:

A record in this syster of records may be disclosed, as & routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individuai has requested assistance from the Member with respect to the subject matier of the
record.

A racord i this system of Tecords may be disclosed, as a routine use, 1o a contiactor of the
Agenay having need for the information in order to perfarm a contract. Recipients of
information shall bié required to comply with the requirerents of the Privacy Act of 1674, as
amended, pursuantteS U.S.C. 55Zaim.

A record related to-an Intermational Agplication filed under the Patent Cooperation Treaty in
this system of records may be disciosed, as @ routine use, to the International Bureau of the
World intellectual Property Oiganization, pursuant to the Patert Coaperation Tresty,

A record in this aystem of records may be disclosed, as a routine use, to another federal
agency for purposes of Natianal Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(g)). '

A record from this system of records may be disclosed, 25 a routine use, to the Administeator,
General Services, or hisfher designee, during an inspaction of records conducted by GBAas
part of that agency's responsibifity to recommend improvements i records management
practices and programs, under authority of 44 U.8.C. 2004 and 2908. Such disclosure shall
be made in accordance with the GSA regutations goverming ingpection of records for this
purpose; and any other relevant (e, GSA or Commerce) directive. Such disclosure shatl wot
be used to make deferminations about individuals:

Arécord from this system of records may be disdiosed, as a routine use, to the public gfter
either publication of the application pursuanitc 35 U.S.C. 122(b) orissuance of a patent
pursuant to 38 U.5.C. 151. Further, a récord may be disciosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public i the record was filed in an application which
became abandoned of inwhich the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection. or an
issued patent.

Avrecord from this system of fecords may be disclosed, as-a routine use, o a Federal, State,
orjosal law erforcemant agency, if the USPTO becomes aware of & violation or potential
violation of taw or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 47608176
Application Number: 16127077
International Application Number:
Confirmation Number: 2297

Title of Invention:

SECURE DATA PARSER METHOD AND SYSTEM

First Named Inventor/Applicant Name:

Mark S. O'Hare

Customer Number:

33438

Filer:

Michael Farjami/Evan Gunderman

Filer Authorized By:

Michael Farjami

Attorney Docket Number: T00532-C5
Receipt Date: 28-FEB-2023
Filing Date: 10-SEP-2018
Time Stamp: 18:07:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
1164244
0890104C5_POA_Feb_28_23.
1 yes 6

p b4df63fo89beeb93872c934f5466f501cd 19|
3e3f

EX1002 - Page 8




Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Power of Attorney 2 6
Warnings:
Information:
Total Files Size (in bytes){ 1164244

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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FARJAMI & FARJAMI Lip

AN INTELLECTUAL PROPERTY LAW FIRM

Www farjami.com

26522 La Alameda Avenue, Suite 360
Mission Viejo, California 92691

tel: (949) 282-1000

fax: (949) 282-1002

ELECTRONIC TRANSMISSION COVER SHEET

Date: February 28, 2023

To: United States Patent and Trademark Office
Examiner: Revak, Christopher A.; Art Unit: 2431

Re: Application Serial No.: 16/127,077
Filing Date: 9/10/2018; First-Named Inventor: O’Hare
Attorney Docket No.: 0890104C5

From: Farjami & Farjami LLP

Number of pages including the cover sheet: 6

Message:

Enclosed, please find:

1. Transmittal for Power of Attorney (Form PTO/AIA/82A);
2. Statement Under 37 CFR 3.73(c) (Form PTO/AIA/96); and
3. Power of Attorney Document (Form PTO/AIA/82B)

Authorization is hereby given to the Commissioner to charge any fees associated with this
communication or credit any overpayment to Deposit Account 50-0731.

Thank you.

The documents accompanying this electronic transmission contain PRIVILEGED AND CONFIDENTIAL information intended only
for use of the individual or entity named above. If you are not the intended recipient, disclosure, copying, distribution or use of the
contents of this electronic transmission information is prohibited. If you have received this electronic transmission in error, please
immediately notify us by telephone and return the original electronic transmission to us at the above address via U.S. Postal Service.
We will reimburse you for all expenses incurred.
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PO. Box 1450

lesig‘?;‘l;(a),g\;ggmia 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare T00532-C5
CONFIRMATION NO. 2297
33438 POA ACCEPTANCE LETTER
TERRILE, CANNATTI & CHAMBERS, LLP

P.0. BOX 203518

PO, BOX 203518 N AP0 LT AN

Date Mailed: 02/03/2021

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/27/2021.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/dtdinh/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106
CONFIRMATION NO. 2297
15314 POWER OF ATTORNEY NOTICE
Haley Guiliano LLP (S&L)
75 Broad Street R AT LT AR
Suite 1000 000000123049446

New York, NY 10004-3226
Date Mailed: 02/03/2021

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 01/27/2021.
« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/dtdinh/

page 1 of 1
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Doc Code: PA..

N PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 33438

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:
OR

D Firm or
Individual Name

Address

City | state | Zip
Country

Telephone I Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Security First Corp.

[ ] inventor or Joint Inventor title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent
The undersigned (whosepf@ is,supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature /// | Date (Optional) |
Name Andrew S. Price
Title CFO

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/AIA/82C (07-13)
Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

No more than ten (10) patent practitioners total may be appointed as set forth below by name and registration number.

This page need not be submitted if appointing the Patent Practitioner(s) associated with a Customer Number (see form
PTO/AIA/82B):

Registration
Name Number
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Security First Corp.

Applicant’/Patent Owner:

Application No./Patent No.: 16/127,077 Filed/Issue Date: 2018-09-10

Titled: Secure Data Parser Method and System

Security First Corp. _ g Corporation

{Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: O'Hareetal. To: Security First Corp.

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Kent B. Chambers/ January 27, 2021
Signature Date

Kent B. Chambers 38,839

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 41764473
Application Number: 16127077
International Application Number:
Confirmation Number: 2297

Title of Invention:

SECURE DATA PARSER METHOD AND SYSTEM

First Named Inventor/Applicant Name:

Mark S. O'Hare

Customer Number:

15314

Filer:

Kent Bryan Chambers/Celeste Scarborough

Filer Authorized By:

Kent Bryan Chambers

Attorney Docket Number: 104093-0004-106
Receipt Date: 27-JAN-2021
Filing Date: 10-SEP-2018
Time Stamp: 18:23:26

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Ml.lltl- 'Pages
Number Message Digest | Part/.zip| (if appl.)
208416
1 Power of Attorney T00532-C5_POA_82A.pdf no 1
d1d230143c6ba3e5e629a1cb4319084d51

869455

Warnings:
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Information:

189734
2 Power of Attorney SecurityFirst_POA_82B.pdf no 3
46d2dc88cf8db0f87d2e41a49f19f2167béd|
Warnings:
Information:
118435
3 Assignee showing of ownership per 37 T00532-C5_Statement_373.pdf no 3
CFR3.73
e882e757548f8fe1020d3f7afecc238e42604
3ab
Warnings:
Information:
Total Files Size (in bytes)1 516585

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 16/127,077

Filing Date September 10, 2018

First Named Inventor Mark S. O'Hare

Title Secure Data Parser Method and System

Art Unit 2431

Examiner Name Christopher A. Revak

Attorney Docket Number | T00532-C5

SIGNATURE of Applicant or Patent Practitioner

Signature /Kent B. Chambers/ o ©vtena | January 27, 2020
Name Kent B. Chambers Eﬁﬂi‘éi“on 38,839

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of ] forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/127,077 10/22/2019 10452854 104093-0004-106 2297
15314 7590 10/02/2019
Haley Guiliano LLP
75 Broad Street
Suite 1000

New York, NY 10004-3226

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Mark S. O'Hare, Coto De Caza, CA;

Security First Corp., Rancho Santa Margarita, CA;
Rick L. Orsini, Flower Mound, TX;

Roger S. Davenport, Campbell, TX;

Steven Winick, Roslyn Heights, NY;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through S should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

15314 7590 06/13/2019 Certificate of Mailing or Transmission
Ha_ley Guiliano LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
75 Broad Street addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
P g
Suite 1000 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
New York, NY 10004-3226 (Typed or printed name)
(Signature)
(Date)
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106 2297
TITLE OF INVENTION: SECURE DATA PARSER METHOD AND SYSTEM
| APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 09/13/2019
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
REVAK, CHRISTOPHER A 2431 713-193000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys .
or agents OR, alternatively, 1_Halev Guiliano LLP

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|93}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Security First Corp. Ladera Ranch, California

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual XI Corporation or other private group entity (J Government

4a. Fees submitted: Klissue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

X1 Electronic Payment via EFS-Web (1 Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)
(X The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. _06-1075

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Maxim Rapoport/ Date September 12,2019
Typed or printed name Maxim Rapoport Registration No. 67,675
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 16127077

Filing Date: 10-Sep-2018

Title of Invention: SECURE DATA PARSER METHOD AND SYSTEM
First Named Inventor/Applicant Name: Mark S. O'Hare

Filer: Maxim Rapoport/Linda Blake

Attorney Docket Number: 104093-0004-106

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suz—;l'g(t;)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1000
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Electronic Acknowledgement Receipt

EFS ID: 37145542
Application Number: 16127077
International Application Number:
Confirmation Number: 2297

Title of Invention:

SECURE DATA PARSER METHOD AND SYSTEM

First Named Inventor/Applicant Name:

Mark S. O'Hare

Customer Number:

15314

Filer:

Maxim Rapoport/Linda Blake

Filer Authorized By:

Maxim Rapoport

Attorney Docket Number:

104093-0004-106

Receipt Date: 12-SEP-2019
Filing Date: 10-SEP-2018
Time Stamp: 17:02:41

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $1000

RAM confirmation Number E20199BH03166612
Deposit Account 061075
Authorized User Linda Blake

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
. . File Siz Multi P
Document Document Description File Name es e(B){tes)l " tl. . ages
Number Message Digest | Part/.zip| (if appl.)
155290
1 Issue Fee Payment (PTO-85B) 104093-0004- 1(:{(]26_Issue_Fee. no 1
p e5525f7c6e5ea3e267814501612dc4 195l
14p9
Warnings:
Information:
30361
2 Fee Worksheet (SB06) fee-info.pdf no 2
27a8b9709e91c6ba575ab608dfadadd734d|
Warnings:
Information:
Total Files Size (in bytes){ 185651

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106
CONFIRMATION NO. 2297
15314 PUBLICATION NOTICE

Haley Guiliano LLP

75 Broad Street N AP0 AR MR

Suite 1000 00000109232605
New York, NY 10004-3226

Title:SECURE DATA PARSER METHOD AND SYSTEM

Publication No.US-2019-0197248-A1
Publication Date:06/27/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
15314 7590 06/13/2019
Haley Guiliano LLP REVAK, CHRISTOPHER A
75 Broad Street
Suite 1000 | ART UNIT PAPER NUMBER |
New York, NY 10004-3226 2431
DATE MAILED: 06/13/2019
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106 2297

TITLE OF INVENTION: SECURE DATA PARSER METHOD AND SYSTEM

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 09/13/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

15314 7590 06/13/2019 Certificate of Mailing or Transmission
Ha_ley Guiliano LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
75 Broad Street addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
P g
Suite 1000 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
New York, NY 10004-3226 (Typed or prined rame)
(Signature)
(Date)|
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106 2297
TITLE OF INVENTION: SECURE DATA PARSER METHOD AND SYSTEM
| APPLN. TYPE I ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 09/13/2019

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
REVAK, CHRISTOPHER A 2431 713-193000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [ MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. [ CONFIRMATION NO. |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106 2297
| EXAMINER |
15314 7590 06/13/2019
Haley Guiliano LLP REVAK, CHRISTOPHER A
75 Broad Street
Suite 1000 | ART UNIT PAPER NUMBER |
New York, NY 10004-3226 2431

DATE MAILED: 06/13/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. 3 16/127,077 O'Hare et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
CHRISTOPHER A REVAK 2431 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥] This communication is responsive to papers filed on 9/10/18.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.} The allowed claim(s) is/are 2-21 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JAIl b) (JSome  *c) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {(not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4} Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 3/14/19.

3.0J Examiner's Comment Regarding Requirement for Deposit 7. O Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/CHRISTOPHER A REVAK/
Primary Examiner, Art Unit 2431

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190608

EX1002 - Page 33




Application/Control Number: 16/127,077 Page 2
Art Unit: 2431

NOTICE OF ALLOWANCE

Notice of Pre-AlA or AIA Status

1. The present application is being examined under the pre-AIA first to invent provisions.

Information Disclosure Statement
2. The information disclosure statement (IDS) submitted on March 14, 2019 is in compliance with
the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being considered by

the examiner.

Claim Interpretation
3. The following is a quotation of 35 U.S.C. 112(f):

(f) Element in Claim for a Combination. — An element in a claim for a combination may be expressed as
a means or step for performing a specified function without the recital of structure, material, or acts
in support thereof, and such claim shall be construed to cover the corresponding structure, material,
or acts described in the specification and equivalents thereof.

The following is a quotation of pre-AlA 35 U.S.C. 112, sixth paragraph:

An element in a claim for a combination may be expressed as a means or step for performing a

specified function without the recital of structure, material, or acts in support thereof, and such claim

shall be construed to cover the corresponding structure, material, or acts described in the

specification and equivalents thereof.
4, The claims in this application are given their broadest reasonable interpretation using the plain
meaning of the claim language in light of the specification as it would be understood by one of ordinary
skill in the art. The broadest reasonable interpretation of a claim element (also commonly referred to as

a claim limitation) is limited by the description in the specification when 35 U.S.C. 112(f) or pre-AlA 35

U.S.C. 112, sixth paragraph, is invoked.
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Application/Control Number: 16/127,077 Page 3
Art Unit: 2431

As explained in MPEP § 2181, subsection I, claim limitations that meet the following three-prong
test will be interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph:

(A) the claim limitation uses the term “means” or “step” or a term used as a substitute for “means”
that is a generic placeholder (also called a nonce term or a non-structural term having no
specific structural meaning) for performing the claimed function;

(B) the term “means” or “step” or the generic placeholder is modified by functional language,
typically, but not always linked by the transition word “for” (e.g., “means for”) or another linking
word or phrase, such as “configured to” or “so that”; and

(C) the term “means” or “step” or the generic placeholder is not modified by sufficient structure,
material, or acts for performing the claimed function.

Use of the word “means” (or “step”) in a claim with functional language creates a rebuttable
presumption that the claim limitation is to be treated in accordance with 35 U.S.C. 112(f) or pre-AlA 35
U.S.C. 112, sixth paragraph. The presumption that the claim limitation is interpreted under 35 U.S.C.
112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph, is rebutted when the claim limitation recites sufficient
structure, material, or acts to entirely perform the recited function.

Absence of the word “means” (or “step”) in a claim creates a rebuttable presumption that the
claim limitation is not to be treated in accordance with 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth
paragraph. The presumption that the claim limitation is not interpreted under 35 U.S.C. 112(f) or pre-
AlA 35 U.S.C. 112, sixth paragraph, is rebutted when the claim limitation recites function without
reciting sufficient structure, material or acts to entirely perform the recited function.

Claim limitations in this application that use the word “means” (or “step”) are being interpreted
under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph, except as otherwise indicated in an

Office action. Conversely, claim limitations in this application that do not use the word “means” (or
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Application/Control Number: 16/127,077 Page 4
Art Unit: 2431

“step”) are not being interpreted under 35 U.S.C. 112(f) or pre-AIA 35 U.S.C. 112, sixth paragraph,
except as otherwise indicated in an Office action.

5. This application includes one or more claim limitations that do not use the word “means,” but
are nonetheless being interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph,
because the claim limitation(s) uses a generic placeholder that is coupled with functional language
without reciting sufficient structure to perform the recited function and the generic placeholder is not
preceded by a structural modifier. Such claim limitation(s) is/are: “hardware processor configured to
receive/generate/performing/store” in claim 12; “hardware processor is configured to store” in claim
13; “hardware processor is configured to include” in claim 14; “hardware processor is configured to use”
in claim 15; “hardware processor is configured to use” in claim 16; “hardware processor is configured to
encrypt” in claim 18; and “hardware processor is configured to generate/distribute” in claim 19.

Because this/these claim limitation(s) is/are being interpreted under 35 U.S.C. 112(f) or pre-AlA
35 U.S.C. 112, sixth paragraph, it/they is/are being interpreted to cover the corresponding structure
described in the specification as performing the claimed function, and equivalents thereof.

If applicant does not intend to have this/these limitation(s) interpreted under 35 U.S.C. 112(f) or
pre-AlA 35 U.S.C. 112, sixth paragraph, applicant may: (1) amend the claim limitation(s) to avoid it/them
being interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph (e.g., by reciting
sufficient structure to perform the claimed function); or (2) present a sufficient showing that the claim
limitation(s) recite(s) sufficient structure to perform the claimed function so as to avoid it/them being

interpreted under 35 U.S.C. 112(f) or pre-AIA 35 U.S.C. 112, sixth paragraph.

Allowable Subject Matter

6. Claims 2-21 are allowed.

7. The following is an examiner’s statement of reasons for allowance:
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As per claim 2, it was not found to be taught in the prior art of receiving an external key from an
extarnal storage systam, generating a plurality of data chunks based on the data sei, such that the data
st can be reconstructed using at least a minimum number of the plurality of data chunks, wherein
generating the data chunks comprises: distributing the date set into a plurality of shares, whersin each
of the shares comprises tess than all of the data set, accessing a plurality of distinct encryption keys,
encrypting sach of the shares with a respective one of the plurality of distinct encryption keys,
performing an encryption operation basad on the external key to further secure the plurality of data
chunks; and storing with the plurality of data chunks data indicative of at least one of the distingt

encryption Keys on a plurality of different storags devices.

As per clairm 12, it was not found to be taught in the prior art of receive an external key from an
external storage system, generate a plurality of data chunks based on the data set, such that the data
set can be reconstructed using at least a minimurm number of the plurality of data chunks, wherein
generating the data chunks comprises: distributing the data set into a plurality of shares, wherein each
of the shares comprises tess than all of the data set, accessing a plurality of distinct encryption keys, and
encrypting each of the shares with a respective one of the plurality of distinct encryption keys,
performing an encryption operation based on the external key to further secure the plurality of dats
chiurks; and store with the plurality of data chunks data indicative of at least one of the distinct

encryption keys on a plurality of different storags devices,

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”
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Conclusion
8. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to CHRISTOPHER A REVAK whose telephone number is (571)272-3794. The examiner
can normally be reached on 5:30am - 3:00pm.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
LYNN FEILD can be reached on 571-272-2092. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/CHRISTOPHER A REVAK/
Primary Examiner, Art Unit 2431
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Internet<U RL:http://citeseerx.ist.psu.edu/viewdoc/su mmary?doi=10.1.1 .53.7183>pgs. 1-20
{1994).

16 | Plank, James A_, "A Tutorial on Reed-solomon Coding for Fault-Tolerance in RAID-like systems,”
Retrieved from the Internet <URL:
citeseerx.ist.psu.edufviewdoc/download?doi=10.1.1.160.4742&rep=rep 1&type=pdf>; pp. 1-18 as
printed (1997).

17 | Rabin, “Efficient Dispersal of Information for Security, Load Balancing, and Fault Tolerance,”
Journal of the Association for Computing Machinery, Vol. 36, No. 2, pp. 335-348, April 1989.

Examiner Date
Signature /CHRISTOPHER A REVAR/ o ered 05/28/2019

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.
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Receipt date: 03/14/2019 18/127,077 ~ GAU: 2431

PTO/SB/08 Equivalent
Complete if Known
INFORMATION DISCLOSURE Application Number 16/127,077
STATEMENT BY APPLICANT Filing Date September 10, 2018
First Named Inventor Mark S. O'Hare
{Use as many sheets as necessary) Art Unit 2827
Examiner Name Not Yet Assigned
Sheet 7 of 7 Attorney Docket Number | 104093-0004-106
NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the authar {in CAPITAL LETTERS), title of the article (when appropriate}, title of the item (book, T
Initials No. magazine, joumal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or

country where published.

18 | Rivest, "All-Or-Nothing Encryption and The Package Transform," Proc. Of the 4th Intl. Workshop
on Fast Software Encryption (1997), 9 pgs.

19 | Schnitzer et al., "Secured Storage Using SecureParserTM,”

STORAGESS'05. Proceedings of the 2005 ACM Workshop on Storage Security and Survivability,
[Proceedings of the ACM Workshop on Sterage Security and Survivability. Storagess], New York,
NY: ACM, US, P, Nov. 11, 2005 {2005-11-11); XP002582438, ISBN: 978-159593-233-4;
Retrieved from the Internet: URL:http://delivery.acm.org/10.1145/1110000/1103801/p135-
schnitzer.pdf?key1=11038018key2=6709743721&col 1=GUIDE&d1=
GUIDE&CFID=87774082&CFTOKEN+ 5114601 1[retrieved on 201005-10].

20 | Schwarlz, Richard, "Using field encryption in applications”; 2001; Retrieved from the
Internet<URL:ibm.com/developerworks/lotus/library/IS-filed_encryption/>; pp. 1-16 as printed.

21 | Sengar et al., "MTPSec: Customizable Secure MTP3 Tunnels in the SS7 Network," Proceedings
of the 19th IEEE International Parallel and Distributed Processing Symposium, 8 pages (2005).
22 | Tewari et al.; "High Availability in Clustered Multimedia Servers,” 1996; Retrieved from the
Internet <URL:ieeexplore.ieee.org/xpls/abs_all.jsp?armmumber=492215>, pp. 110 as printed.

23 | Wells, "The OceanStore Archive: Goals, Structures, and Self-Repair," 2001; Retrieved from the
Internet <URL: oceanstore org/publications/papers/pdi/>, pp. 1-20 as printed.

24 | wylie et al., "Selecting the right data distribution scheme for a survivable storage system," 2001;
Retrieved from the Internet <URL:
repository.cmuledu/compsci/2164/?utm_source=repository.cmu.edu%
2Fcompsci%2F2164&utm_medium=PDF&utm_campaign=PDFCoverP ages>, pp. 1-25 as printed.

25 | Xu et al., "Highly Available Distributed Storage Systems,"” Retrieved from the Internet <URL:
link.springer.com/chapter/10.1007°/02FBFb01100967LI=true>; pp 1-24 as printed (1999).

Examiner /CHRISTOPHER A REVAK/ Date

Signature Considered 05/28/2019

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

T1_ Applicant is to place a check mark here if English language Translation is attached.
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EAST Search History

EAST Search History (Prior Art)

Ref {iHits Search Query DBs Default {Plurals {iTime
# Operator Stamp
L1 426185 ii(chunk or portion or segment or US-PGPUB; OR ON 2019/06/07
partition$3 or USPAT; 12:22
part)with(reconstruct$3 or USOCR; FPRS;
reassembl$3 or regenerat$3 or EPO; JPO;
reconstitut$3 or recreat$3 or DERWENT;
restor$3 or rebuild$3) IBM_TDB
L2 117903 {i(chunk or portion or segment or US-PGPUB; OR ON 2019/06/07
partition$3 or part)with(encrypt$3 {USPAT; 12:31
or decrypt$3 or unencrypt$3 or USOCR; FPRS;
decipher$3 or encipher$3 or EPO; JPO;
cipher$4 or cryptograph$6) DERWENT;
IBM_TDB
L3 292880 ikey near6(external$2 or remot$3 {US-PGPUB; OR ON 2019/06/07
or portable or removable or USPAT; 12:32
smartcard or dongle or token or USOCR; FPRS;
drive or disk) EPO; JPO;
DERWENT;
IBM_TDB
L4 3869 1 same 2 US-PGPUB; OR ON 2019/06/07
USPAT; 12:33
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L5 {94 3 same 4 US-PGPUB; OR ON 2019/06/07
USPAT; 12:33
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L6 15065382 {i(chunk or portion or segment or US-PGPUB; OR ON 2019/06/07
partition$3 or part)with(external$2 JUSPAT; 12:33
or remot$3 or portable or USOCR; FPRS;
removable or smartcard or dongle {EPO; JPO;
or token or drive or disk) DERWENT;
IBM_TDB
L7 494 4 same 6 US-PGPUB; OR ON 2019/06/07
USPAT; 12:34
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L8 310 7 and 3 US-PGPUB; OR ON 2019/06/07
USPAT; 12:34
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L9 130921 i(GO6F21/62 or HO4L9/085 or US-PGPUB; OR ON 2019/06/07
H04L9/3247 or HO4L63/0428 or USPAT; 12:35
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H04L9/3231 or H04L2209/80 or
H041L2209/56).cpc.

USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L11

204

7 and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;

OR

ON

2019/06/07
12:35
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EAST Search History

EAST Search History (Prior Art)

< This search history is empty>

EAST Search History (I nterference)

RefijHits jjSearch Query DBs Default Plurals {Time
# Operator Stamp
L1 {44725 {{(GOBF21/62 or HO4L9/085 or HO4L9/3247 or {US OR ON 2019/06/08
H04L63/0428 or HO4L9/3231 or PGPUB; 09:43
H04L2209/80 or H04L2209/56).cpc. USPAT
L2 203 share.clm. and chunk.clm. us OR ON 2019/06/08
PGPUB; 09:43
““““““““““““““““““““ USPAT
L3 47 key.clm. and 2 us OR ON 2019/06/08
PGPUB; 09:43
USPAT
L4 {12 1and 3 us- OR ON 2019/06/08
PGPUB; 09:44
USPAT
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/127,077
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (8), of (©) N/A N/A N/A N/A 300
SEARCH FEE
(27 CFR 1.16(K). i, or (m) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR1.16(0), (B}, or (2) N/A N/A N/A N/A 760
TOTAL CLAIMS .
(37 CFR 1.16()) 20 minus 20= OR |x 100 - 0.00
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 2 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 800
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 2520
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * i - =
s (37 CF;I 16(i)) Mins OR |x
) Independent * Minus | *** =
5 (37 CFR 1.16(h)) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | ** = =
= (37 CF?H.IB(H) OR |« -
% Independent * Minus | *** = = OR X =
w (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

APII\DI%JII\?IQEIIQON I 3%(1%\11;?:;]5 G%?\I?FT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
16/127,077 09/10/2018 2827 2520 104093-0004-106 20
CONFIRMATION NO. 2297
15314 UPDATED FILING RECEIPT
Haley Guiliano LLP
75 Broad Street R A
Suite 1000

New York, NY 10004
Date Mailed: 03/20/2019

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Mark S. O'Hare, Coto De Caza, CA;
Rick L. Orsini, Flower Mound, TX;
Roger S. Davenport, Campbell, TX;
Steven Winick, Roslyn Heights, NY;
Applicant(s)
Security First Corp., Rancho Santa Margarita, CA;

Power of Attorney: The patent practitioners associated with Customer Number 15314

Domestic Priority data as claimed by applicant
This application is a CON of 14/546,887 11/18/2014 PAT 10108807
which is a CON of 14/133,903 12/19/2013 PAT 9317705
which is a CON of 13/668,433 11/05/2012 PAT 8644502
which is a CON of 13/172,682 06/29/2011 PAT 8320560
which is a CON of 11/602,667 11/20/2006 PAT 8009830
which claims benefit of 60/738,231 11/18/2005

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/11/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/127,077

Projected Publication Date: 06/27/2019
Non-Publication Request: No

Early Publication Request: No
Title

SECURE DATA PARSER METHOD AND SYSTEM
Preliminary Class
365
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16127077 Document Date: 03/14/2019

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):

e USPTO employees may access SCORE content via eDAN using the Supplemental Content
tab, or via the SCORE web page.

e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: August 26, 2013
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Docket No.:  104093-0004-106
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Security First Corp.

Application No.: 16/127,077 Confirmation No.: 2297

Filed: September 10, 2018 Art Unit: 2827

For: SECURE DATA PARSER METHOD AND Examiner: Not Yet Assigned
SYSTEM

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPER

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Notice to File Corrected Application Papers dated October 15,
2018.

Amendments to the Drawings begin on page 2 of this Amendment

Remarks/Arguments begin on page 3 of this paper.
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Application No. 16/127,077 Docket No.:  104093-0004-106
Reply dated March 14, 2019
Notice dated October 15, 2018

AMENDMENTS TO THE DRAWINGS

Replacement Drawings for Figures 1-42 are submitted herewith.
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Application No. 16/127,077 Docket No.:  104093-0004-106
Reply dated March 14, 2019
Notice dated October 15, 2018

REMARKS

On October 15, 2018, the Patent and Trademark Office issued a Notice requiring Applicant
to submit Replacement Drawings because Figures 1-42 allegedly included “alterations, overwriting,

interlineations, folds, and copy marks.”

Accordingly, Applicant has supplied Replacement Figures that are substantively identical to
the originally submitted Figures and are free of any alterations, overwriting, interlineations, folds,
and copy marks. Thus, no new matter has been added. Applicant requests withdrawal of the notice

to file corrected application papers.

Applicant believes no fee is due with this response other than as set forth in the
accompanying fee statement. However, if any additional fee is due, the Director is hereby

authorized to charge Deposit Account No. 06-1075, under Order No. 104093-0004-106.

Respectfully submitted,

Date: March 14, 2019 [Maxim Rapoport/

Maxim Rapoport
Registration No. 67,675

HALEY GUILIANO LLP
Customer No. 75563
75 Broad Street
Suite 1000
New York, New York 10004
(646) 973-2511
Attorney for Applicant
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Docket No.: 104093-0004-106

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant . Security First Corp.

Inventors . Mark S. O’Hare, et al.

Application No. : 16/127,077 Confirmation No.: 2297
Filed : September 10, 2018

For . SECURE DATA PARSER METHOD AND SYSTEM

Group Art Unit : 2827
Examiner . Not Yet Assigned

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

Sir:

Pursuant to 37 C.F.R. §§ 1.56, 1.97, and 1.98, applicant wishes to call the attention of the
Examiner to the documents listed on the accompanying Form PTO/SB/08. It is respectfully
requested that these documents be (1) fully considered by the United States Patent and
Trademark Office during examination of this application and (2) printed on any patent which
may issue on this application. Applicant requests that a copy of Form PTO/SB/08, as considered
and initialed by the Examiner, be returned with the next communication.

In accordance with 37 C.F.R. § 1.98(a)(2)(ii), no copies of the listed U.S. patent
documents are being submitted.

Certain of the documents listed on the accompanying Form PTO/SB/08 are of record in

parent U.S. Patent Application No. 14/546,887, filed November 18, 2014, which is relied on for

755065_1
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Application No. 16/127,077 Docket No.: 104093-0004-106
Information Disclosure Statement dated March 14, 2019

an earlier effective filing date under 35 U.S.C. § 120. In accordance with 37 C.FR. § 1.98(d), no
copies of these documents are being submitted.

Applicant reserves the right to establish the patentability of the claimed invention over
any of the information provided herewith, and/or to prove that this information may not be prior
art, and/or to prove that this information may not be enabling for the teachings purportedly
offered.

This Information Disclosure Statement is being filed more than three months from the
application filing date, but before the mailing of a first Office Action on the merits. Therefore, in
accordance with 37 C.F.R. § 1.97(b)(3), submission of this Statement requires no fee. However,
if for any reason a fee is due, the Director is hereby authorized to charge payment of any fees
required in connection with this Information Disclosure Statement to Deposit Account No. 06-

1075, under Order No. 104093-0004-106.

Consideration of the foregoing in relation to this patent application is respectfully

requested.

Respectfully submitted,

Date: March 14, 2019 /Maxim Rapoport/

Maxim Rapoport
Registration No. 67,675

HALEY GUILIANO LLP
Customer No. 15314
75 Broad Street
Suite 1000
New York, New York 10004
(646) 973-2511
Attorney for Applicant
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EX1002 - Page 64



PTO/SB/08 Equivalent

Complete if Known
INFORMATION DISCLOSURE | Application Number 16/127,077
STATEMENT BY APPLICANT F!Im Date September 10, 2018
First Named Inventor Mark S. O'Hare
(Use as many sheets as necessary) Art Unit 2827
Examiner Name Not Yet Assigned
Sheet10of 7 Attorney Docket Number | 104093-0004-106
U.S. PATENT DOCUMENTS
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials No. Number-Kind Code (¥ known) MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Figures Appear
1| 5,150,407 09-22-1992 Chan
2 | 5,239,659 08-24-1993 Rudeseal et al.
3 | 5,603,003 02-11-1997 Akizawa et al.
4 | 5,623,546 04-22-1997 Hardy et al.
5 | 5,666,414 09-09-1997 Micali
6 | 5,666,514 09-09-1997 Cheriton
7 | 5,768,388 06-16-1998 Goldwasser €t al.
8 | 5,910,987 06-08-1999 Ginter et al.
9 | 5,937,066 08-10-1999 Gennaro et al.
10 | 5,966,448 10-12-1999 Namba et al.
11 | 6,009,173 12-28-1999 Sumner
12 | 6,084,968 07-04-2000 Kennedy et al.
13 | 6,088,454 07-11-2000 Nagashima et al.
14 1 6,192,472 02-20-2001 Garay et al.
151 6,381,331 04-30-2002 Kato
16 | 6,557,123 04-29-2003 Wiencko, Jr. et al.
17 | 6,631,201 10-07-2003 Dickinson et al.
18 | 6,662,299 12-09-2003 Price, 1l
19 | 6,785,768 08-31-2004 Peters et al.
20 | 6,789,198 09-07-2004 Chan
21 | 6,807,649 10-19-2004 Murthy
22 | 6,853,988 02-08-2005 Dickinson et al.
23 | 6,856,383 02-15-2005 Vachris et al.
24 | 6,898,285 05-24-2005 Hutchings et al.
251 6,931,549 08-16-2005 Ananda
26 | 6,952,684 10-04-2005 Toshikage et al.
27 | 7,003,668 02-21-2006 Berson et al.
28 | 7,107,385 09-12-2006 Rajan et al.
29 | 7,111,173 09-19-2006 Scheidt
30 | 7,140,044 11-21-2006 Redlich et al.
31| 7,143,289 11-28-2006 Denning et al.
32| 7,174,385 02-06-2007 Li
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33| 7,187,711 03-06-2007 Dickinson et al.
34 | 7,206,250 04-17-2007 Groux
35| 7,213,158 05-01-2007 Bentz et al.
36 | 7,225,158 05-29-2007 Toshikage et al.
37 | 7,260,724 08-21-2007 Dickinson et al.
38 | 7,260,727 08-21-2007 Fougeroux et al.
39 | 7,302,583 11-27-2007 Forrest
40 | 7,391,865 06-24-2008 Orsini et al.
41 | 7,428,751 09-23-2008 Oom Temudo de Castro
etal
42 | 7,440,953 10-21-2008 Sidman
43 | 7,444,421 10-28-2008 Katayama
44 | 7,469,340 12-23-2008 Karamchedu et al.
45| 7,472,105 12-30-2008 Staddon et al.
46 | 7,499,905 03-03-2009 Jaschek et al.
47 | 7,549,061 06-16-2009 Nonaka et al.
48 | 7,584,285 09-01-2009 Hudson et al.
49 | 7,587,368 09-08-2009 Felsher
50 | 7,596,570 09-29-2009 Emigh et al.
51 | 7,596,741 09-29-2009 LaVigne et al.
52 | 7,683,992 04-06-2010 Watson
53 | 7,743,261 06-22-2010 Nonaka et al.
54 | 7,865,741 01-04-2011 Wood et al.
55 | 7,869,597 01-11-2011 Nakai et al.
56 | 7,916,871 03-29-2011 Brookner et al.
57 | 7,921,288 04-05-2011 Hildebrand
58 | 8,009,830 08-30-2011 Orsini et al.
59 | 8,195,976 06-05-2012 Rao et al.
60 | 8,261,084 09-04-2012 Nonaka et al.
61 | 8,266,438 09-11-2012 Orsini et al.
62 | 8,271,802 09-18-2012 Orsini et al.
63 | 8,300,822 10-30-2012 Nakai et al.
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64 | 8,320,560 11-27-2012 Orsini et al.
65 | 8,321,688 11-27-2012 Auradkar et al.
66 | 8,332,638 12-11-2012 Orsini et al.
67 | 8,397,084 03-12-2013 Ranade
68 | 8,745,372 06-03-2014 Orsini et al.
69 | 8,745,379 06-03-2014 Orsini et al.
70 | 8,769,699 07-01-2014 Orsini et al.
71 | 8,782,436 07-15-2014 Koifman et al.
72 | 8,782,491 07-15-2014 Resch et al.
73| 8,793,510 07-29-2014 Koifman et al.
74 | 8,874,768 10-28-2014 Holden et al.
75 | 2001/0024502 09-27-2001 Ohkuma et al.
76 | 2002/0016773 02-07-2002 Ohkuma et al.
77 | 2002/0125245 09-12-2002 Cassagnol et al.
78 | 2002/0157007 10-24-2002 Sashihara
79 | 2002/0191796 12-19-2002 Muschenbom
80 | 2003/0084020 05-01-2003 Shu
81 | 2003/0084290 05-01-2003 Murty et al.
82 | 2003/0084397 05-01-2003 Peleg
83 | 2003/0167408 09-04-2003 Fitzpatrick et al.
84 | 2003/0182435 09-25-2003 Redlich et al.
85 | 2003/0188153 10-02-2003 Demoff et al.
86 | 2003/0204605 10-30-2003 Hudson
87 | 2004/0078542 04-22-2004 Fuller etal.
88 | 2004/0215955 10-28-2004 Tamai et al.
89 | 2005/0111657 05-26-2005 Lee etal.
90 | 2005/0285218 12-29-2005 Rothman et al.
91 | 2007/0165865 07-19-2007 Talvitie
92 | 2008/0082670 04-03-2008 Gounares et al.
93 | 2008/0232592 09-25-2008 Lee etal.
94 | 2008/0240441 10-02-2008 Kawakami
95 | 2009/0092252 04-09-2009 Noll et al.
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96 | 2010/0125730 05-20-2010 Dodgson et al.
97 | 2010/0150341 06-17-2010 Dodgson et al.
98 | 2010/0153703 06-17-2010 Dodgson et al.
99 | 2010/0154053 06-17-2010 Dodgson et al.
100 | 2010/0161981 06-24-2010 Dodgson et al.
101 | 2010/0162001 06-24-2010 Dodgson
102 | 2010/0162003 06-24-2010 Dodgson et al.
103 | 2010/0169662 07-01-2010 Summers
104 | 2011/0202755 08-18-2011 Orsini et al.
105 | 2011/0202763 08-18-2011 Martin et al.
106 | 2011/0246766 10-06-2011 Orsini et al.
107 | 2012/0198338 08-02-2012 Flint et al.
108 | 2012/0221854 08-30-2012 Orsini et al.
109 | 2012/0221855 08-30-2012 Orsini et al.
110 | 2012/0221856 08-30-2012 Orsini et al.
111 | 2012/0226904 09-06-2012 Orsini et al.
112 | 2012/0255034 10-04-2012 Orsini et al.
113 | 2012/0255035 10-04-2012 Orsini et al.
114 | 2013/0046973 02-21-2013 Resch et al.
115 | 2013/0046992 02-21-2013 Resch et al.
116 | 2013/0047057 02-21-2013 Resch et al.
117 | 2013/0275768 10-17-2013 Orsini et al.
118 | 2013/0276074 10-17-2013 Orsini et al.
119 | 2013/0283065 10-24-2013 Orsini et al.
120 | 2014/0304503 10-09-2014 O'Hare et al.
121 | 2014/0310516 10-16-2014 O'Hare et al.
122 | 2014/0365831 12-11-2014 Resch et al.
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SheetS5of 7 Attorney Docket Number | 104093-0004-106
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1 | AU 2004/248616 12-23-2004 Security First Corp.
2 | EP 0851629 A2 07-01-1598 Canon Kabushiki Kaisha
Tokyo (JP)
3 | WO 2001/054370 07-26-2001 The University of
Manitoba
4 | WO 2004/001561 12-31-2003 Armoursoft Limited
5 | WO 2008/054406 05-08-2008 Orsini, Rick L. et al.
6 | WO 2011/123692 10-06-2011 Orsini et al.
7 | WO 2011/123699 10-06-2011 Orsini et al.
NON PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 71
Initials No. magazine, joumnal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or
country where published.
1 Bendix, "RAID and Informix Databases,” White Paper, Advanced Technology Group,
June 1995; Retrieved from the Internet <URL: informix.com_ua/articles/raid/raid.htm>,
retrieved from the intemet on December 3, 2014, pp. 1-15 as printed.
2 | Burkhard et al., "MDS Disk Array Reliability,” November 5, 1992, retrieved from the
internet at <URL:ieeexplore.ieee.org/xpls/abs_all jsp?arnumber=627 346&tag=1>, pp. 1-
26 as printed.
3 | CHEN, et al., "RAID: High-Performance, Reliable Secondary Storage" Retrieved from
the internet,
<URL:https:/iweb archive orgiweb/20040721062927 /hitp://meseec. ce. rit. eduteecc?22-
fal12002/paperstio/3/chen94raid pdf> 26:145-184 (1994)
4 | D'Arco et al., "Fault Tolerant and distributed Broadcast Encryption"; 2003: Retrieved
from the Internet<URL:link springercom/chapter/10.1007/3-540-36563-x18#page-1>;
pp. 1-18 as printed.
5 | Goodson et al., "Efficient consistency for erasure-coded data via versioning servers,”
Retrieved from the
Internet<URL:oai.dtic.mil/oai/oai?verb=getRecord&metadataPrefix=ht
mi&identifie=ADA461126> 25 pages, March 2003.
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Initials No. magazine, journal, serial, symposium, catalog, efc.), date, page(s), volume-issue number(s), publisher, city and/or
country where published.

6 | Hand et al., Spread Spectrum Storage with Mnemosyne, 2003, Retrieved from the
Internet <URL:
springerlink.com/content/9vdp5b40ep2pjvba/>, pp 1-5 as printed.

7 | Haniotakis et al., "Security Enhancement Through Multiple Path Transmission in Ad Hoc
Networks," IEEE Intl. Conference on Communications, June 20-24, 2004, 5 pgs.

8 | Home et al., "Escrow Services and Incentives in Peer-to-Peer Networks," EC 2001, October 14-
17, 2001, Retrieved from the Internet URL:dl acm org_citation cfm?id=501168, pages 85-94.

9 | International Search Report — International Application No. PCT/US06/45066,
dated July 17, 2008

10 | Johnson, "MLS-Net and Secure Parser: A New Method for Securing and Segregating Network
Data," [Online] July 8, 2007, XP002582437 5th International Symposium on Risk Management
and Informatic: WMS 12007, Orlando Florida, USA.

11 | Kim et al., "Secure Group Key Management for Storage Area Networks,” IEEE Communications
Magazine, August 2003, pp. 92-99.

12 Krawczyk, "Distributed Fingerprints and Secure Information Dispersal," 12t ACM, Symposium on
Principles on Distributed Computing, Ithaca, NY, ACM 0-89191-613-1/93/0008/0207, 1993, pages
207-218.

13 Krawczyk, "Secret sharing made Short," IBM T.J. Watson Research Center, [Online] 1998,
retrieved from the Intemet: URL:http://www.cs.comell.edu/coursesics75 4/2001fa/secretshort. pdf>
[retrieved on 11-24-2008].

14 | Kubiatowicz et al., OceanStore: an architecture for global-scale persistent storage, Refrieved from
the Internet <URL: dl.acm.org/citation.cfim?id=356989.357007>, 2000, pp 1-12 as printed.

15 | Long et al., "Swift/RAID: A Distributed RAID System,” Retrieved from the
Internet<U RL:http://citeseerx.ist. psu.eduiviewdoc/su mmary?dei=10.1.1 .53.7183>pgs. 1-20
{1994).

16 | Plank, James A_, "A Tutorial on Reed-solomon Coding for Fault-Tolerance in RAID-like systems,”
Retrieved from the Internet <URL:
citeseenx.ist_psu.edulviewdoc/download?doi=10.1.1.160.4742&rep=rep 1&type=pdf>; pp. 1-18 as
printed (1997).

17 | Rabin, “Efficient Dispersal of Information for Security, Load Balancing, and Fault Tolerance,”
Journal of the Association for Computing Machinery, Vol. 36, No. 2, pp. 335-348, April 1989.
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18

Rivest, "All-Cr-Nothing Encryption and The Package Transform," Proc. Of the 4th Intl. Workshop
on Fast Software Encryption (1897), 9 pgs.

19

Schnitzer et al_, "Secured Storage Using SecureParserTM,"

STORAGESS'05. Proceedings of the 2005 ACM Workshop on Storage Security and Survivability,
[Proceedings of the ACM Workshop on Storage Security and Survivability. Storagess], New York,
NY: ACM, US, P, Nov. 11, 2005 (2005-11-11};, XP002582438, ISBN: 978-159593-233-4,
Retrieved from the Internet: URL http://delivery.acm.org/10.1145/1110000/1103801/p135-
schnitzer pdf?key1=11038018key2=6709743721&col 1=GUIDE&d1=

GUIDE&CFID=87774082& CFTOKEN+ 5114601 1[retrieved on 201005-10].

20

Schwartz, Richard, "Using field encryption in applications”; 2001; Retrieved from the
Internet<URL:ibm.com/developerworks/lotus/library/IS-filed_encryption/>; pp. 1-16 as printed.

21

Sengar et al., "MTPSec: Customizable Secure MTP3 Tunnels in the 887 Network,” Proceedings
of the 19th IEEE International Parallel and Distributed Processing Symposium, 8 pages (2009).

22

Tewari et al_; "High Availability in Clustered Multimedia Servers," 1996; Retrieved from the
Internet <URL ieeexplore ieee. org/xpls/abs_all jsp?arnumber=492215>, pp. 110 as printed.

23

Wells, "The OceanStore Archive: Goals, Structures, and Self-Repair,” 2001; Retrieved from the
Internet <URL: oceanstore.org/publications/papers/pdf/>, pp. 1-20 as printed.

24

Whlie et al., "Selecting the right data distribution scheme for a survivable storage system,” 2001;
Retrieved from the Internet <URL:
repository.cmuledu/compscif2164/?utm_source=repository.cmu.edu%
2Fcompsci%2F21648utm_medium=PDF&utm_campaign=PDFCoverP ages>, pp. 1-25 as printed.

25

Xu et al., "Highly Available Distributed Storage Systems,"” Retrieved from the Internet <URL:
link.springer.com/chapter/10.1007°/02FBFb01100967LI=true>; pp 1-24 as printed {1999).
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PTOAINZZ {03-13}

Approved for use theaugh 11/36:2020. OMB 0851-0G31

U.B. Patert and Trademark Oftics; 1.8, DEPARTMEMNT OF COMMERCE

Undar the Paperwork Reduction Act of 1895, no peraons are reguired to respond to & colleclion of information unless it displays & valld OB control number.

Packet Mumber {Optional}

PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | 104093-0004-106

Application Number

16/127.077 " September 10, 2018

" SECURE DATA PARSER METHOD AND SYSTEM

Art Unit Examiner

2827 Not Yet Assigned

This is a request under the provisions of 37 CFR 1.136(a) to extend the pericd for filing a reply in the above-identified application.

Thie requested extensiont and fee are as follows {check ime period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Enlity Fee
[ 1 ©One montn (37 CFR 1.17(a)(1)) $200 $100 8§50 $
D Two months {37 CFR 1.17{a}2h $800 $300 $150 §
Three months (37 CFR 1.17(a)3)) 1,400 $700 $350 $ 1,400
D Four moriths {37 CFR 1.17{a}{4)) $2,200 $1,100 $550 $
D Five months {37 CFR 1.17{a)(5)} $3,000 $1.500 $750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro enlify stafus. See 37 CFR 1.28,
Form PTOMSEM15A or B ar sguivaiont must sither e sarlosed or have besn submitted previousiy.

A check in the amount of the fee is enclosed,

Payment by credit card. Form PTO-2038 is attached.

The Director has already been authorized to charge fees in this application lo 8 Deposit Account,

KV R I A

The Director is hereby authorized to charge any fees which may be required, or cradit arty overpayment, to
Deposit Account Number 06-1075

Payment made via EFS-\Web.

WARNING: Information on this form may become public. Cradit card information should nat be included on this form. Provide
credit card information and authorization on PT0O-2038,

Fam the

D applicant,

attorney of agent of record. Registration number 8716?5

D atlorney or agent acting under 37 CFR 1.34. Registration number
{Maxim Rapoport/ March 14, 2019

Signature Date
Maxim Rapoport (64863 973~2511
Typed of printed name Telephone Number

NOTE: This form musi be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirerments and ceriifications. Submit
mudtiple forms i more than one signature is required, see below”,

E * Total of ! forms are submitted.

Thig collection of isfesmation s requissd by 37 CFR 1.138(). The information is required {o obtain or sstsin & beeedit by the gublic, wiseh is o tits (and by the
USPTO to procass) an applicaton. Confidentialdy is govened by 3 U S.C 122 and 37 CFR 1.11 and 1.14. This collection is sstimated to take 8 minutes (o
compiate, intluding gathering, preparing. and submitting the completed spplication fonm to the USPTQ. Time will vary depending upeon the individua! case. Any
comments an the amount of tme you require to complete this form andfar suggestions for reducing this burden shouid be sert to the Chief [nformation Officer,
1.5, Patent ardd Teademark Offics, U8, Bepartrneat of Commsecs, PO, Box 1450, Alsxandsds, WA 22313-1450. BO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SENB TQ: Mait Stop PCT, Commissions: for Patesds, P.O. Box 1450, Alexanddia, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579} requires that you bhe given ceriain information in connaction with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant 1o the requirements of
the Act, please be advised that: (1) the general authority for the coltection of this information is 35 U.S.C. 2{b)(2}; {2}
furnishing of the informadion soliciied is voluntary; and (3} the principal purpose for which the information is used by the
U.8. Patent and Trademark Cffice is {o process andfor examine your submission related to a patent application or
patent. i you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examineg your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

©

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.5.C. 552} and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosad {o the Depariment of Justice {o determine whether disclosure of these records is required by the
Freedom of information Acl.

A record from this system of recards may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures o opposing counsel in the course of
salilement negoliations.

A record in this system of records may be disclosed, as a routine use, {o a Member of Congress submitting a
request involving an individual, to whom the record perfains, when the individual has reguested assistance from
the Mamber with respact to the subjact matier of the record.

A record in this system of records may be disclosed, as a routine use, fo a confractor of the Agency having
need for the information in order lo parform a conlract. Recipients of information shall be required fo comply
with the requirements of the Privacy Act of 15874, as amendad, pursuant o 5 U.S.C. 552a{m).

A record relaled to an International Application filed under the Patent Cooperation Traaly in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Inlellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A racord in this system of records may be disclosed, as a routine use, 1o another federal agency for purposas
of Natiohal Security review {35 U.5.C, 181} and for review pursuant to the Atomic Energy Act {42 U.8.C.
218{ch).

A record from this system of records may be disclosed, as a routine use, to the Administrator, Genaral
Services, or hisfher designee, during an inspection of records conducted by GSA as part of that agency's
responsibility fo recommend improvemaentis in records management practices and programs, under authority of
44 4.5.C, 2204 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant {i.e., GSA or Commerce} directive. Such
disclosure shall not be used o make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, fo the public after either publication of
the application pursuant fo 35 U.S.C. 122(b}) or issuance of g patent pursuant to 35 U.8.C. 181, Further, a
record may be disclosed, subject o the iimitations of 37 CFR 1.14, as a rouline use, o the public if the recard
was filed in an application which became abandonad or in which the proceedings ware terminated and which
application is referenced by sither a published application, an application open o public inspection or an issuad
patent.

A record from this system of records may be disclosed, as a roufine use, (o a Federal, State, or local law
enforcement agency, if the USPTO bacomes aware of a violation or potential violalion of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

16127077

Filing Date:

10-Sep-2018

Title of Invention:

SECURE DATA PARSER METHOD AND SYSTEM

First Named Inventor/Applicant Name:

Mark S. O'Hare

Filer:

Maxim Rapoport/Juanita Alvarez

Attorney Docket Number:

104093-0004-106

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suz-;l'g(t;)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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e . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 3 months with $0 paid 1253 1 1400 1400
Miscellaneous:
Total in USD ($) 1400
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Electronic Acknowledgement Receipt

EFS ID: 35423755
Application Number: 16127077
International Application Number:
Confirmation Number: 2297

Title of Invention:

SECURE DATA PARSER METHOD AND SYSTEM

First Named Inventor/Applicant Name:

Mark S. O'Hare

Customer Number:

15314

Filer:

Maxim Rapoport/Juanita Alvarez

Filer Authorized By:

Maxim Rapoport

Attorney Docket Number:

104093-0004-106

Receipt Date: 14-MAR-2019
Filing Date: 10-SEP-2018
Time Stamp: 18:42:38

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $1400

RAM confirmation Number

031519INTEFSW00005243061075

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

EX1002 - Page 118




File Listing:

Document . . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (if appl.)
107336
1 Applicant Response to Pre-Exam 104093_0004_106_Reply_to_N no 3
Formalities Notice TFCAP.pdf
3e2d22b2db37d9520396c528717ed 299bf
labba
Warnings:
Information:
138235
2 Transmittal Letter 104093_0004_1d(z6_lDS_Letter. no 2
p e87269de6d 18edcb469c7a7677ebccab976)
cd7e4
Warnings:
Information:
201834
3 Information Disclosure Statement (IDS) 104093_0004_106_IDS.pdf no 7
Form (SB08)
7d0d5f258e90852df75b6729c74bcal6477
e8d80
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
12670700
4 Non Patent Literature Rabln_Eff|C|ent_D|sper;al_of_ln no 14
formation_for_Security.pdf
2940fd280370d322934e9ca234fbaBd38e7|
0e234
Warnings:
Information:
1717097
5 Extension of Time 104093*0004?1 06_Extension_ no 2
of_Time.pdf
0c6918ae012fc1694403797738%ee05adf5)
fesf
Warnings:
Information:
22828230
Drawings-other than black and white 104093_0004_106_Replaceme
6 . . . no 42
line drawings nt_Drawings.pdf
7f66ec5732e1193abc0515f021ceaB5dad83|
b423
Warnings:
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Information:

30866
7 Fee Worksheet (SB06) fee-info.pdf no 2
03c9034123068ac721721b43094621b4db
e8c024
Warnings:
Information:
Total Files Size (in bytes){ 37694298

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/127,077 09/10/2018 Mark S. O'Hare 104093-0004-106
CONFIRMATION NO. 2297
15314 FORMALITIES LETTER

Haley Guiliano LLP

75 Broad Street N AT
Suite 1000 000000103014913
New York, NY 10004

(T

Date Mailed: 10/15/2018

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

* Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:
* The drawings must be reasonably free from erasures and must be free from alterations, overwriting,
interlineations, folds, and copy marks. See Figure(s) ALL.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

page 1 of 2
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https://sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/meggal
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/127,077
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (8), of (©) N/A N/A N/A N/A 300
SEARCH FEE
(27 CFR 1.16(K). i, or (m) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR1.16(0), (B}, or (2) N/A N/A N/A N/A 760
TOTAL CLAIMS .
(37 CFR 1.16()) 20 minus 20= OR |x 100 - 0.00
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 2 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 800
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 2520
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * i - =
s (37 CF;I 16(i)) Mins OR |x
) Independent * Minus | *** =
5 (37 CFR 1.16(h)) OR |x
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus | ** = =
= (37 CF?H.IB(H) OR |« -
% Independent * Minus | *** = = OR X =
w (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

APll\)I%JII\igEIIQON I 35&:%\11;3;;]5 G%I;?"FT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
16/127,077 09/10/2018 2827 2520 104093-0004-106 20
CONFIRMATION NO. 2297
15314 FILING RECEIPT
Haley Guiliano LLP
75 Broad Street AU ORI A LN
Suite 1000

New York, NY 10004
Date Mailed: 10/15/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Mark S. O'Hare, Coto De Caza, CA;
Rick L. Orsini, Flower Mound, TX;
Roger S. Davenport, Campbell, TX;
Steven Winick, Roslyn Heights, NY;
Applicant(s)
Security First Corp., Rancho Santa Margarita, CA;

Power of Attorney: The patent practitioners associated with Customer Number 15314

Domestic Priority data as claimed by applicant
This application is a CON of 14/546,887 11/18/2014 PAT 10108807
which is a CON of 14/133,903 12/19/2013 PAT 9317705
which is a CON of 13/668,433 11/05/2012 PAT 8644502
which is a CON of 13/172,682 06/29/2011 PAT 8320560
which is a CON of 11/602,667 11/20/2006 PAT 8009830
which claims benefit of 60/738,231 11/18/2005

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1of 4
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/11/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/127,077

Projected Publication Date: To Be Determined - pending completion of Corrected Papers
Non-Publication Request: No

Early Publication Request: No
Title

SECURE DATA PARSER METHOD AND SYSTEM
Preliminary Class
365
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Doc Code: PA.. PTOIRABZA (07-13)
s . ‘ RLAS {0ZENE
Document Descri DtiOn. Power of Aﬁcrney Approved for use theough 1H1/31/2018, OMB 0851-0035

11.5. Patent and Trademark Oftics; 1.8, BEPARTMENT OF COMMERCE
Undear the Papenvork Reduction Act af 1885, no persons are required ta respond to a collection of information uniese it dispiaye a valid OME control member,

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is fo he submitied with the Power of Atforney by Applicant form (PTO/AIA/B2E) to identify the application fo which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, urdess the application number and filing date are identified in the Power of
Attorney by Apphcant foro. If neither form PTO/AIAIBZA nor formt PTO/AIABZE identifies the application to which the Power of Altorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned

Filing Date Herewith

Mark S. O'Hare
First Named inventor

Title SECURE DATA PARSER METHOD AND SYSTEM

Art Unit Not Yet Assigned

Examiner Name Not Yet Assigned

Attorney Docket Number | 104093-0004-106

SIGNATURE of Applicant or Patent Practitioner

Signature /MaXfm Rapoport/ Date (Optional} September 10, 2018
Namie Maxim Rapoport Registration 87.675
Number

Title (if Applicant is a
juristic enlity}

Applicant Name (if Applicani is a jusistic entily}

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. (f
more than one applicant, use multiple forms.

“Total of ~ forms are submitted.

This collection of information is required by 37 CFR 1,131, 1.32, and 1.33. The information is required to obiain or retain a benefit by
the pubiic which is to file {and by the USPTO fo process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.11 and 1.14. This coliection is estimated o take 3 minuies to complete, including gathering, prepanng, and submitting the completed
appticattion form to the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U8, Patent and
Trademark Office, U.S. Departiment of Commaerce, P.G. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTQ-319¢ and selaect aption 2.
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PTO/SRAO {11-08}

Approved for use through 11/3062011. OMB 06510035

1.8, Patent ant Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under tha Faperwork Reduction Act of 1995, no persons are required o respond to a collection of information unless it displays @ valid OME control rumber.

.

POWER OF ATTORNEY TO PROSECUTE APPLICAT!QNS BEFORE THE USPTO

-

| hereby revoke ail previous powers of attarney given in the application identified in the attached statement under
37 CFR 3.73(b).

{ hersby appoint;
Practitioners associated with the Customer Number: 15314
. OR -
Practitionet(s) named betow §f more than ten patent practiioners are fo be named, then a customer nurmber must be used):
» Narme Hoegistration ) Name ﬁegistraﬁon
Number i ' MNumbar

s atomey(s} OF aGBNUS) 1o fepresen the underaigned before the United States Patent ang Trademark OHice (USPTO] in connaction with
any and all patent applications assigned gnly o the undersigned according to the LISPTO assignment records or assignment documents
aftached to this form in accordance with 37 CFR 3.73(h).

Ploase change the carrespondence address for the application identified in the attached statement under 37 CFR 3.73(b} to:

15314

" The address associated with Customer Number:
OR

Firm or
individual Name
CAddress

City ] State ) Zip

Country

. Telsphone [ Eenail

Asaignee Name and Address:

Security First Corp.
20811 Santa Margarita Parkway, Suite 800
Rancho Santa Margarita, CA 92688

A copy of this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/IE or equivalent) is reguired to be
fited int each application in which this form is used. The statement under 37 CER 3.73(b) may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,

_and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignes

Signature C(:/’:;'%&_/ Date M 7 / ZO/7

Name James Varner Tolephone ¢

Title President & CEOQ, Security First Corp.

Thiz coflecton of information 1 required by 37 GFR 1.41, 1.32 and 1.33. The infoymation is fegulred to Sblain or retain a benallt by the public which is to fils (and ‘

by the USPTO to process) an application. Confidentiality is governad by 35 U.B.C. 122 and 37 CFR 1.11 and 1.14. This coflection is sstimated to take 3 minutes
o complate, induding gathering, preparing, and submiting the completed application Torm 1o the USPTO. Time will vary depending upon the individuzl case. Any
comments on the amount of Eme you raqifre 1 zomplets this form andior suggestions for reducing this burden, should be sent to the Chief Informaton Oifficer,
1.9, Patent and Tradamark Office, U.S. Depatment of Commree, P.O. Box 1360, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORNMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you nesd assistance in completing the form, oalf 1-800-PTO-0189 and sefect opfion 2.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove

Inventer (1
Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

| [

5

P'Hare

E

Residence Information (Select One) e US Residency

Non US Residency

Active US Military Service

City | Coto De Caza

State/Province CA

Country of Residence S

Mailing Address of Inventor:

Address 1 B Kennedy Court

Address 2

City | t:oto De Caza I State/Province | |CA
Postal Code | lo2679 | Countryi | lus

Inventor 2

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

‘ -] Rick

L

Orsini

E

Residence Information (Select One) (8 US Residency

Non US Residency

Active US Military Service

City | Flower Mound

State/Province TX

Country of Residencé s

Mailing Address of Inventor:

Address 1

P100 Kings Forest Lane

Address 2

City | Flower Mound

| State/Province

| Ix

Postal Code | ’75028

| Countryi

| ‘us

Inventor 3

Remove

Legal Name

Prefix| Given Name

Middle Name

Family Name

Suffix

[f

5.

IDavenport

| [

Residence Information (Select One) (®) US Residency

Non US Residency

Active US Military Service
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

City | [Campbell State/Province | [TX Country of Residencé | US

Mailing Address of Inventor:

Address 1 3204 CR 4119

Address 2

City | l’:ampbell I State/Province | rrx

Postal Code | ’75422 | Countryi | ‘UX

Inventor 4

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El ISteven ‘ lNinick ‘ El
Residence Information (Select One) (® US Residency Non US Residency Active US Military Service

City | Roslyn Heights State/Province | NY Country of Residencé | US

Mailing Address of Inventor:

Address 1 B Expressway Plaza

Address 2

City | Foslyn Heights | State/Province | r\IY

Postal Code | 177 | Countryi | ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Gustomer Number 5314

Email Address hgpatentdocket@hglaw.com | | Add Email ] [Remove Email

Application Information:

Title of the Invention SECURE DATA PARSER METHOD AND SYSTEM

Attorney Docket Number| [104093-0004-106 Small Entity Status Claimed [ ]

Application Type Nonprovisional v
Subject Matter | Htility -
Total Number of Drawing Sheets (if any) 42 Suggested Figure for Publication (if any)
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below {i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country N
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.5.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 15314

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

[Continuation of 14/546887 2014-11-18

4
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Attorney Docket Number

104093-0004-106

Application Number

Title of Invention

SECURE DATA PARSER METHOD AND SYSTEM

Prior Application Status | Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14/546887 |Continuation of +| han3zsos |2013-12-19 p317705 p016-04-1 9
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘14/133903 |Continuation of -] fase68433 |2012-1 1-05 )8644502 P014-02-04
Prior Application Status | Patented v Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 3/668433 |Continuation of - |1 31172682 |201 1-06-29 )8320560 Po12-1 1-27
Prior Application Status | Patented -
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 3/172682 |Continuation of +| h1me02667 |2006—1 120 )8009830 pm 1-08-30
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

[11/602667 60/738231 2005-11-18

Claims benefit of provisional v

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the pricrity document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i){(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Access Codé (if applicable)

Application Number Countryi Filing Date (YYYY-MM-DD)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition

Applications

[] 16, 2013.

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
18, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX)} - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Security First Corp.

Mailing Address Information For Applicant:

Address 1 P9811 Santa Margarita Parkway, Suite 600

Address 2

City Rancho Santa Margarita State/Province CA
Country ‘ s Postal Code 02688
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [{Maxim Rapoport/ Date (YYYY-MM-DD)| [2018-09-10
First Name Naxim Last Name | Papopon Registration Number 7.675
Additional Signature may be generated within this form by selecting the Add button.
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Application Number

Title of Invention SECURE DATA PARSER METHOD AND SYSTEM

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/cr examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Docket No.: 104093-0004-106

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of:
Security First Corp.
Application No.: Not Yet Assigned Confirmation No.: Not Yet Assigned
Filed: Herewith Art Unit: Not Yet Assigned
For: SECURE DATA PARSER METHOD AND Examiner: Not Yet Assigned
SYSTEM

FIRST PRELIMINARY AMENDMENT UNDER 37 C.F.R. 1.115

MS Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Dear Sir:
Prior to examination on the merits, please amend the above-identified U.S. patent
application as follows:
Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims begin on page 3 of this paper.

Remarks begin on page 7 of this paper.
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AMENDMENTS TO THE SPECIFICATION

Please replace paragraph [0001] with the following paragraph [0001]:

Cross-Reference to Related Applications

[0001] This application is a continuation of U.S. Patent Application Serial No. 14/546,887, filed
November 18, 2014, which is a continuation of U.S. Patent Application Serial No. 14/133,903,
filed December 19, 2013 (now U.S. Patent No. 9,317,705), which is a continuation of U.S. Patent
Application Serial No. 13/668,433, filed November 5, 2012 (now U.S. Patent No. 8,644,502),
which is a continuation of U.S. Patent Application Serial No. 13/172,682, filed June 29, 2011 (now
U.S. Patent No. 8,320,560), which is a continuation of U.S. Patent Application Serial No.
11/602,667, filed November 20, 2006 (now U.S. Patent No. 8,009,830), which claims the
benefit of U.S. provisional application No. 60/738,231, filed November 18, 2005. The

aforementioned, earlier-filed applications are hereby incorporated by reference herein in their

entireties.
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First Preliminary Amendment

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of the Claims

1. (Canceled)

2. (New) A method for securely storing a data set, the method comprising:
receiving an external key from an external storage system,
generating a plurality of data chunks based on the data set, such that the data set can be
reconstructed using at least a minimum number of the plurality of data chunks, wherein generating
the data chunks comprises:
distributing the data set into a plurality of shares, wherein each of the shares
comprises less than all of the data set,
accessing a plurality of distinct encryption keys,
encrypting each of the shares with a respective one of the plurality of distinct
encryption keys,
performing an encryption operation based on the external key to further secure the plurality
of data chunks; and
storing with the plurality of data chunks data indicative of at least one of the distinct

encryption keys on a plurality of different storage devices.
3. (New) The method of claim 2, wherein storing with the plurality of data chunks data indicative of
at least one of the distinct encryption keys comprises storing each of the plurality of data chunks

with at least one of the distinct encryption keys.

4. (New) The method of claim 2, wherein storing each of the plurality of data chunks with at least

one of the distinct encryption keys comprises including with a particular data chunk of the plurality
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of data chunks data indicative of an encryption key that was used to encrypt a different data chunk

of the plurality of data chunks.

5. (New) The method of claim 2, wherein distributing the data set into a plurality of shares

comprises using a random technique or pseudorandom technique.

6. (New) The method of claim 2, wherein distributing the data set into a plurality of shares

comprises using a deterministic technique or pseudorandom technique.

7. (New) The method of claim 2, wherein each share of the plurality of shares comprises a

substantially random distribution of a subset of the data set.

8. (New) The method of claim 2, wherein performing an encryption operation based on the external
key to further secure the plurality of data chunks comprises encrypting primary data with the

external key.

9. (New) The method of claim 2, wherein distributing the data set into a plurality of shares
comprises:
generating a split encryption key based on the external key; and

distributing the data set based on the split encryption key.

10. (New) The method of claim 9, further comprising encrypting each of the shares with the

external key.

11. (New) The method of claim 10, wherein the data set is recoverable using at least a minimum

number of the plurality of data chunks and the external key.

12. (New) A computer system for securing a data set, the system comprising:

4
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at least one hardware processor, configured to:
receive an external key from an external storage system,
generate a plurality of data chunks based on the data set, such that the data set can be
reconstructed using at least a minimum number of the plurality of data chunks, wherein generating
the data chunks comprises:
distributing the data set into a plurality of shares, wherein each of the shares
comprises less than all of the data set,
accessing a plurality of distinct encryption keys, and
encrypting each of the shares with a respective one of the plurality of distinct
encryption keys,
performing an encryption operation based on the external key to further secure the
plurality of data chunks; and
store with the plurality of data chunks data indicative of at least one of the distinct

encryption keys on a plurality of different storage devices.

13. (New) The computer system of claim 12, wherein while storing with the plurality of data chunks
data indicative of at least one of the distinct encryption keys, the at least one hardware processor is
configured to store each of the plurality of data chunks with at least one of the distinct encryption

keys.

14. (New) The computer system of claim 12, wherein while storing each of the plurality of data
chunks with at least one of the distinct encryption keys, the at least one hardware processor is
configured to include, with a particular data chunks of the plurality of data chunks, data indicative

of an encryption key that was used to encrypt a different data chunk of the plurality of data chunks.
15. (New) The computer system of claim 12, wherein when distributing the data set into a plurality

of shares, the at least one hardware processor is configured to use a random technique or

pseudorandom technique.
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16. (New) The computer system of claim 12, wherein when distributing the data set into a plurality
of shares, the at least one hardware processor is configured to use a deterministic technique or

pseudorandom technique.

17. (New) The computer system of claim 12, wherein each share of the plurality of shares comprises

a substantially random distribution of a subset of the data set.

18. (New) The computer system of claim 12, wherein, when performing an encryption operation
based on the external key to further secure the plurality of data chunks, the at least one hardware

processor is configured to encrypt primary data with the external key.

19. (New) The computer system of claim 12, wherein when distributing the data set into a plurality
of shares, the at least one hardware processor is configured to:
generate a split encryption key based on the external key; and

distribute the data set based on the split encryption key.

20. (New) The computer system of claim 19, wherein the data set is recoverable using at least a

minimum number of the plurality of data chunks and the external key.

21. (New) The computer system of claim 20, wherein the data set can be reconstructed using at least

two of the plurality of data chunks and the key received from the external storage system.
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REMARKS

Applicant has amended the related applications paragraph of the specification. No new

matter has been added, and the amendments are fully supported by the application as originally

filed.

Claim 1 has been cancelled without prejudice. Claims 2-21 are new and are supported by

the specification.

An early and favorable action is respectfully requested.
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Respectfully submitted,

/Maxim Rapoport/

Maxim Rapoport
Registration No. 67,675
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Cross-reference to Related Applications

[0001] This application is a continuation of U.S.
Patent Application Serial No. 14/133,903, filed
December 19, 2013, which is a continuation of U.S.
Patent Application Serial No. 13/668,433, filed
November 5, 2012, now U.S. Patent No. 8,644,502, which
is a continuation of U.S. Patent Application Serial No.
13/172,682, filed June 29, 2011, now U.S. Patent No.
8,320,560, which is a continuation of U.S. Patent
Application Serial No. 11/602,667, filed November 20,
2006, and now U.S. Patent No. 8,009,830, which claims
the benefit of U.S. provisional application No.
60/738,231, filed on November 18, 2005. The
aforementioned, earlier-filed applications are hereby

incorporated by reference herein in their entireties.

Field of the Invention

[0002] The present invention relates in general to a
system for securing data from unauthorized access or

use.

Background of the Invention

[0003] In today's society, individuals and
businesses conduct an ever-increasing amount of

activities on and over computer systems. These computer
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systems, including proprietary and non-proprietary
computer networks, are often storing, archiving, and
transmitting all types of sensitive information. Thus,
an ever-increasing need exists for ensuring data stored
and transmitted over these systems cannot be read or
otherwise compromised.

[0004] One common solution for securing computer
systems is to provide login and password functionality.
However, password management has proven to be quite
costly with a large percentage of help desk calls
relating to password issues. Moreover, passwords
provide little security in that they are generally
stored in a file susceptible to inappropriate access,
through, for example, brute-force attacks.

[0005] Another solution for securing computer
systems is to provide cryptographic infrastructures.
Cryptography, in general, refers to protecting data by
transforming, or encrypting, it into an unreadable
format. Only those who possess the key(s) to the
encryption can decrypt the data into a useable format.
Cryptography is used to identify users, e.g.,
authentication, to allow access privileges, e.g.,
authorization, to create digital certificates and
signatures, and the like. One popular cryptography
system is a public key system that uses two keys, a
public key known to everyone and a private key known
only to the individual or business owner thereof.
Generally, the data encrypted with one key is decrypted
with the other and neither key is recreatable from the
other.

[0006] Unfortunately, even the foregoing typical
public-key cryptographic systems are still highly

reliant on the user for security. For example,

47448421_1
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cryptographic systems issue the private key to the
user, for example, through the user's browser.
Unsophisticated users then generally store the private
key on a hard drive accessible to others through an
open computer system, such as, for example, the
Internet. On the other hand, users may choose poor
names for files containing their private key, such as,
for example, "key." The result of the foregoing and
other acts is to allow the key or keys to be
susceptible to compromise.

[0007] In addition to the foregoing compromises, a
user may save his or her private key on a computer
system configured with an archiving or backup system,
potentially resulting in copies of the private key
traveling through multiple computer storage devices or
other systems. This security breach is often referred
to as "key migration.”" Similar to key migration, many
applications provide access to a user's private key
through, at most, simple login and password access. As
mentioned in the foregoing, login and password access
often does not provide adequate security.

[0o008] One solution for increasing the security of
the foregoing cryptographic systems is to include
biometrics as part of the authentication or
authorization. Biometrics generally include measurable
physical characteristics, such as, for example, finger
prints or speech that can be checked by an automated
system, such as, for example, pattern matching or
recognition of finger print patterns or speech
patterns. In such systems, a user's biometric and/or
keys may be stored on mobile computing devices, such

as, for example, a smartcard, laptop, personal digital

47448421_1
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assistant, or mobile phone, thereby allowing the
biometric or keys to be usable in a mobile environment.
[0009] The foregoing mobile biometric cryptographic
system still suffers from a variety of drawbacks. For
example, the mobile user may lose or break the
smartcard or portable computing device, thereby having
his or her access to potentially important data
entirely cut-off. Alternatively, a malicious person
may steal the mobile user's smartcard or portable
computing device and use it to effectively steal the
mobile user's digital credentials. On the other hand,
the portable-computing device may be connected to an
open system, such as the Internet, and, like passwords,
the file where the biometric is stored may be
susceptible to compromise through user inattentiveness

to security or malicious intruders.

Summary of the Invention

[0010] Based on the foregoing, a need exists to
provide a cryptographic system whose security is
user-independent while still supporting mobile users.
[0011] Accordingly, one aspect of the present
invention is to provide a method for securing virtually
any type of data from unauthorized access or use. The
method comprises one or more steps of parsing,
splitting and/or separating the data to be secured into
two or more parts or portions. The method also
comprises encrypting the data to be secured.

Encryption of the data may be performed prior to or
after the first parsing, splitting and/or separating of
the data. 1In addition, the encrypting step may be
repeated for one or more portions of the data.

Similarly, the parsing, splitting and/or separating

47448421_1
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steps may be repeated for one or more portions of the
data. The method also optionally comprises storing the
parsed, split and/or separated data that has been
encrypted in one location or in multiple locations.
This method also optionally comprises reconstituting or
re-assembling the secured data into its original form
for authorized access or use. This method may be
incorporated into the operations of any computer,
server, engine or the like, that is capable of
executing the desired steps of the method.

[0012] Another aspect of the present invention
provides a system for securing virtually any type of
data from unauthorized access or use. This system
comprises a data splitting module, a cryptographic
handling module, and, optionally, a data assembly
module. The system may, in one embodiment, further
comprise one or more data storage facilities where
secure data may be stored.

[0013] Accordingly, one aspect of the invention is
to provide a secure server, or trust engine, having
server—-centric keys, or in other words, storing
cryptographic keys and user authentication data on a
server. According to this embodiment, a user accesses
the trust engine in order to perform authentication and
cryptographic functions, such as, but not limited to,
for example, authentication, authorization, digital
signing and generation, storage, and retrieval of
certificates, encryption, notary-like and
power-of-attorney-like actions, and the like.

[0014] Another aspect of the invention is to provide
a reliable, or trusted, authentication process.
Moreover, subsequent to a trustworthy positive

authentication, a wide number of differing actions may
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be taken, from providing cryptographic technology, to
system or device authorization and access, to
permitting use or control of one or a wide number of
electronic devices.

[0015] Another aspect of the invention is to provide
cryptographic keys and authentication data in an
environment where they are not lost, stolen, or
compromised, thereby advantageously avoiding a need to
continually reissue and manage new keys and
authentication data. According to another aspect of
the invention, the trust engine allows a user to use
one key pair for multiple activities, vendors, and/or
authentication requests. According to yet another
aspect of the invention, the trust engine performs at
least one step of cryptographic processing, such as,
but not limited to, encrypting, authenticating, or
signing, on the server side, thereby allowing clients
or users to possess only minimal computing resources.
[0016] According to yet another aspect of the
invention, the trust engine includes one or multiple
depositories for storing portions of each cryptographic
key and authentication data. The portions are created
through a data splitting process that prohibits
reconstruction without a predetermined portion from
more than one location in one depository or from
multiple depositories. According to another
embodiment, the multiple depositories may be
geographically remote such that a rogue employee or
otherwise compromised system at one depository will not
provide access to a user's key or authentication data.
[0017] According to yet another embodiment, the
authentication process advantageously allows the trust

engine to process multiple authentication activities in
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parallel. According to yet another embodiment, the
trust engine may advantageously track failed access
attempts and thereby limit the number of times
malicious intruders may attempt to subvert the system.
[0018] According to yet another embodiment, the
trust engine may include multiple instantiations where
each trust engine may predict and share processing
loads with the others. According to yet another
embodiment, the trust engine may include a redundancy
module for polling a plurality of authentication
results to ensure that more than one system
authenticates the user.

[0019] Therefore, one aspect of the invention
includes a secure cryptographic system, which may be
remotely accessible, for storing data of any type,
including, but not limited to, a plurality of private
cryptographic keys to be associated with a plurality of
users. The cryptographic system associates each of the
plurality of users with one or more different keys from
the plurality of private cryptographic keys and
performs cryptographic functions for each user using
the associated one or more different keys without
releasing the plurality of private cryptographic keys
to the users. The cryptographic system comprises a
depository system having at least one server which
stores the data to be secured, such as a plurality of
private cryptographic keys and a plurality of
enrollment authentication data. Each enrollment
authentication data identifies one of multiple users
and each of the multiple users is associated with one
or more different keys from the plurality of private
cryptographic keys. The cryptographic system also may

comprise an authentication engine which compares
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authentication data received by one of the multiple
users to enrollment authentication data corresponding
to the one of multiple users and received from the
depository system, thereby producing an authentication
result. The cryptographic system also may comprise a
cryptographic engine which, when the authentication
result indicates proper identification of the one of
the multiple users, performs cryptographic functions on
behalf of the one of the multiple users using the
associated one or more different keys received from the
depository system. The cryptographic system also may
comprise a transaction engine connected to route data
from the multiple users to the depository server
system, the authentication engine, and the
cryptographic engine.

[0020] Another aspect of the invention includes a
secure cryptographic system that is optionally remotely
accessible. The cryptographic system comprises a
depository system having at least one server which
stores at least one private key and any other data,
such as, but not limited to, a plurality of enrollment
authentication data, wherein each enrollment
authentication data identifies one of possibly multiple
users. The cryptographic system may also optionally
comprise an authentication engine which compares
authentication data received by users to enrollment
authentication data corresponding to the user and
received from the depository system, thereby producing
an authentication result. The cryptographic system
also comprises a cryptographic engine which, when the
authentication result indicates proper identification
of the user, performs cryptographic functions on behalf

of the user using at least said private key, which may
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be received from the depository system. The
cryptographic system may also optionally comprise a
transaction engine connected to route data from the
users to other engines or systems such as, but not
limited to, the depository server system, the
authentication engine, and the cryptographic engine.
[0021] Another aspect of the invention includes a
method of facilitating cryptographic functions. The
method comprises associating a user from multiple users
with one or more keys from a plurality of private
cryptographic keys stored on a secure location, such as
a secure server. The method also comprises receiving
authentication data from the user, and comparing the
authentication data to authentication data
corresponding to the user, thereby verifying the
identity of the user. The method also comprises
utilizing the one or more keys to perform cryptographic
functions without releasing the one or more keys to the
user.

[0022] Another aspect of the invention includes an
authentication system for uniquely identifying a user
through secure storage of the user's enrollment
authentication data. The authentication system
comprises one or more data storage facilities, wherein
each data storage facility includes a computer
accessible storage medium which stores at least one of
portions of enrollment authentication data. The
authentication system also comprises an authentication
engine which communicates with the data storage
facility or facilities. The authentication engine
comprises a data splitting module which operates on the
enrollment authentication data to create portions, a

data assembling module which processes the portions
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from at least one of the data storage facilities to
assemble the enrollment authentication data, and a data
comparator module which receives current authentication
data from a user and compares the current
authentication data with the assembled enrollment
authentication data to determine whether the user has
been uniquely identified.

[0023] Another aspect of the invention includes a
cryptographic system. The cryptographic system
comprises one or more data storage facilities, wherein
each data storage facility includes a computer
accessible storage medium which stores at least one
portion of one ore more cryptographic keys. The
cryptographic system also comprises a cryptographic
engine which communicates with the data storage
facilities. The cryptographic engine also comprises a
data splitting module which operate on the
cryptographic keys to create portions, a data
assembling module which processes the portions from at
least one of the data storage facilities to assemble
the cryptographic keys, and a cryptographic handling
module which receives the assembled cryptographic keys
and performs cryptographic functions therewith.

[0024] Another aspect of the invention includes a
method of storing any type of data, including, but not
limited to, authentication data in geographically
remote secure data storage facilities thereby
protecting the data against composition of any
individual data storage facility. The method comprises
receiving data at a trust engine, combining at the
trust engine the data with a first substantially random
value to form a first combined value, and combining the

data with a second substantially random value to form a
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second combined value. The method comprises creating a
first pairing of the first substantially random value
with the second combined value, creating a second
pairing of the first substantially random value with
the second substantially random value, and storing the
first pairing in a first secure data storage facility.
The method comprises storing the second pairing in a
second secure data storage facility remote from the
first secure data storage facility.

[0025] Another aspect of the invention includes a
method of storing any type of data, including, but not
limited to, authentication data comprising receiving
data, combining the data with a first set of bits to
form a second set of bits, and combining the data with
a third set of bits to form a fourth set of bits. The
method also comprises creating a first pairing of the
first set of bits with the third set of bits. The
method also comprises creating a second pairing of the
first set of bits with the fourth set of bits, and
storing one of the first and second pairings in a first
computer accessible storage medium. The method also
comprises storing the other of the first and second
pairings in a second computer accessible storage
medium.

[0026] Another aspect of the invention includes a
method of storing cryptographic data in geographically
remote secure data storage facilities thereby
protecting the cryptographic data against comprise of
any individual data storage facility. The method
comprises receiving cryptographic data at a trust
engine, combining at the trust engine the cryptographic
data with a first substantially random value to form a

first combined value, and combining the cryptographic
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data with a second substantially random value to form a
second combined value. The method also comprises
creating a first pairing of the first substantially
random value with the second combined value, creating a
second pairing of the first substantially random wvalue
with the second substantially random value, and storing
the first pairing in a first secure data storage
facility. The method also comprises storing the second
pairing in a secure second data storage facility remote
from the first secure data storage facility.

[0027] Another aspect of the invention includes a
method of storing cryptographic data comprising
receiving authentication data and combining the
cryptographic data with a first set of bits to form a
second set of bits. The method also comprises
combining the cryptographic data with a third set of
bits to form a fourth set of bits, creating a first
pairing of the first set of bits with the third set of
bits, and creating a second pairing of the first set of
bits with the fourth set of bits. The method also
comprises storing one of the first and second pairings
in a first computer accessible storage medium, and
storing the other of the first and second pairings in a
second computer accessible storage medium.

[0028] Another aspect of the invention includes a
method of handling sensitive data of any type or form
in a cryptographic system, wherein the sensitive data
exists in a useable form only during actions by
authorized users, employing the sensitive data. The
method also comprises receiving in a software module,
substantially randomized or encrypted sensitive data
from a first computer accessible storage medium, and

receiving in the software module, substantially

47448421_1

EX1002 - Page 163



10

15

20

25

30

randomized or encrypted data which may or may not be
sensitive data, from one or more other computer
accessible storage medium. The method also comprises
processing the substantially randomized pre-encrypted
sensitive data and the substantially randomized or
encrypted data which may or may not be sensitive data,
in the software module to assemble the sensitive data
and employing the sensitive data in a software engine
to perform an action. The action includes, but is not
limited to, one of authenticating a user and performing
a cryptographic function.

[0029] Another aspect of the invention includes a
secure authentication system. The secure
authentication system comprises a plurality of
authentication engines. Each authentication engine
receives enrollment authentication data designed to
uniquely identify a user to a degree of certainty.
Each authentication engine receives current
authentication data to compare to the enrollment
authentication data, and each authentication engine
determines an authentication result. The secure
authentication system also comprises a redundancy
system which receives the authentication result of at
least two of the authentication engines and determines
whether the user has been uniquely identified.

[0030] Another aspect of the invention includes a
secure data in motion system whereby data may be
transmitted in different portions that are secured in
accordance with the present invention such that any one
portion becoming compromised shall not provide
sufficient data to restore the original data. This may
be applied to any transmission of data, whether it be

wired, wireless, or physical.
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[0031] Another aspect of the invention includes
integration of the secure data parser of the present
invention into any suitable system where data is stored
or communicated. For example, email system, RAID
systems, video broadcasting systems, database systems,
or any other suitable system may have the secure data
parser integrated at any suitable level.

[0032] Another aspect of the invention includes
using any suitable parsing and splitting algorithm to
generate shares of data. Either random, pseudo-random,
deterministic, or any combination thereof may be

employed for parsing and splitting data.

Brief Description of the Drawings

[0033] The present invention is described in more
detail below in connection with the attached drawings,
which are meant to illustrate and not to limit the
invention, and in which:

[0034] FIGURE 1 illustrates a block diagram of a
cryptographic system, according to aspects of an
embodiment of the invention;

[0035] FIGURE 2 illustrates a block diagram of the
trust engine of FIGURE 1, according to aspects of an
embodiment of the invention;

[0036] FIGURE 3 illustrates a block diagram of the
transaction engine of FIGURE 2, according to aspects of
an embodiment of the invention;

[0037] FIGURE 4 illustrates a block diagram of the
depository of FIGURE 2, according to aspects of an
embodiment of the invention;

[0038] FIGURE 5 illustrates a block diagram of the
authentication engine of FIGURE 2, according to aspects

of an embodiment of the invention;
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[0039] FIGURE 6 illustrates a block diagram of the
cryptographic engine of FIGURE 2, according to aspects
of an embodiment of the invention;

[0040] FIGURE 7 illustrates a block diagram of a
depository system, according to aspects of another
embodiment of the invention;

[0041] FIGURE 8 illustrates a flow chart of a data
splitting process according to aspects of an embodiment
of the invention;

[0042] FIGURE 9, Panel A illustrates a data flow of
an enrollment process according to aspects of an
embodiment of the invention;

[0043] FIGURE 9, Panel B illustrates a flow chart of
an interoperability process according to aspects of an
embodiment of the invention;

[0044] FIGURE 10 illustrates a data flow of an
authentication process according to aspects of an
embodiment of the invention;

[0045] FIGURE 11 illustrates a data flow of a
signing process according to aspects of an embodiment
of the invention;

[0046] FIGURE 12 illustrates a data flow and an
encryption/decryption process according to aspects and
yet another embodiment of the invention;

[0047] FIGURE 13 illustrates a simplified block
diagram of a trust engine system according to aspects
of another embodiment of the invention;

[0048] FIGURE 14 illustrates a simplified block
diagram of a trust engine system according to aspects
of another embodiment of the invention;

[0049] FIGURE 15 illustrates a block diagram of the
redundancy module of FIGURE 14, according to aspects of

an embodiment of the invention;
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[0050] FIGURE 16 illustrates a process for
evaluating authentications according to one aspect of
the invention;

[0051] FIGURE 17 illustrates a process for assigning
a value to an authentication according to one aspect as
shown in FIGURE 16 of the invention;

[0052] FIGURE 18 illustrates a process for
performing trust arbitrage in an aspect of the
invention as shown in FIGURE 17; and

[0053] FIGURE 19 illustrates a sample transaction
between a user and a vendor according to aspects of an
embodiment of the invention where an initial web based
contact leads to a sales contract signed by both
parties.

[0054] FIGURE 20 illustrates a sample user system
with a cryptographic service provider module which
provides security functions to a user system.

[0055] FIGURE 21 illustrates a process for parsing,
splitting and/or separating data with encryption and
storage of the encryption master key with the data.
[0056] FIGURE 22 illustrates a process for parsing,
splitting and/or separating data with encryption and
storing the encryption master key separately from the
data.

[0057] FIGURE 23 illustrates the intermediary key
process for parsing, splitting and/or separating data
with encryption and storage of the encryption master
key with the data.

[0058] FIGURE 24 illustrates the intermediary key
process for parsing, splitting and/or separating data
with encryption and storing the encryption master key

separately from the data.
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[0059] FIGURE 25 illustrates utilization of the
cryptographic methods and systems of the present
invention with a small working group.

[0060] FIGURE 26 is a block diagram of an
illustrative physical token security system employing
the secure data parser in accordance with one
embodiment of the present invention.

[0061] FIGURE 27 is a block diagram of an
illustrative arrangement in which the secure data
parser is integrated into a system in accordance with
one embodiment of the present invention.

[0062] FIGURE 28 is a block diagram of an
illustrative data in motion system in accordance with
one embodiment of the present invention.

[0063] FIGURE 29 is a block diamgram of another
illustrative data in motion system in accordance with
one embodiment of the present invention.

[0064] FIGURE 30-32 are block diagrams of an
illustrative system having the secure data parser
integrated in accordance with one embodiment of the
present invention.

[0065] FIGURE 33 is a process flow diagram of an
illustrative process for parsing and splitting data in
accordance with one embodiment of the present
invention.

[0066] FIGURE 34 is a process flow diagram of an
illustrative process for restoring portions of data
into original data in accordance with one embodiment of
the present invention.

[0067] FIGURE 35 is a process flow diagram of an
illustrative process for splitting data at the bit
level in accordance with one embodiment of the present

invention.
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[0068] FIGURE 36 is a process flow diagram of
illustrative steps and features, that may be used in
any suitable combination, with any suitable additions,
deletions, or modifications in accordance with one
embodiment of the present invention.

[0069] FIGURE 37 is a process flow diagram of
illustrative steps and features, that may be used in
any suitable combination, with any suitable additions,
deletions, or modifications in accordance with one
embodiment of the present invention.

[0070] FIGURE 38 is a simplified block diagram of
the storage of key and data components within shares,
that may be used in any suitable combination, with any
suitable additions, deletions, or modifications in
accordance with one embodiment of the present
invention.

[0071] FIGURE 39 is a simplified block diagram of
the storage of key and data components within shares
using a workgroup key, that may be used in any suitable
combination, with any suitable additions, deletions, or
modifications in accordance with one embodiment of the
present invention.

[0072] FIGURES 40A and 40B are simplified and
illustrative process flow diagrams for header
generation and data splitting for data in motion, that
may be used in any suitable combination, with any
suitable additions, deletions, or modifications in
accordance with one embodiment of the present
invention.

[0073] FIGURE 41 is a simplified block diagram of an
illustrative share format, that may be used in any

suitable combination, with any suitable additions,
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deletions, or modifications in accordance with one

embodiment of the present invention.

Detailed Description of the Invention

[0074] One aspect of the present invention is to
provide a cryptographic system where one or more secure
servers, or a trust engine, stores cryptographic keys
and user authentication data. Users access the
functionality of conventional cryptographic systems
through network access to the trust engine, however,
the trust engine does not release actual keys and other
authentication data and therefore, the keys and data
remain secure. This server-centric storage of keys and
authentication data provides for user-independent
security, portability, availability, and
straightforwardness.

[0075] Because users can be confident in, or trust,
the cryptographic system to perform user and document
authentication and other cryptographic functions, a
wide variety of functionality may be incorporated into
the system. For example, the trust engine provider can
ensure against agreement repudiation by, for example,
authenticating the agreement participants, digitally
signing the agreement on behalf of or for the
participants, and storing a record of the agreement
digitally signed by each participant. 1In addition, the
cryptographic system may monitor agreements and
determine to apply varying degrees of authentication,
based on, for example, price, user, vendor, geographic
location, place of use, or the like.

[0076] To facilitate a complete understanding of the

invention, the remainder of the detailed description
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describes the invention with reference to the figures,
wherein like elements are referenced with like numerals
throughout.

[0077] FIGURE 1 illustrates a block diagram of a
cryptographic system 100, according to aspects of an
embodiment of the invention. As shown in FIGURE 1, the
cryptographic system 100 includes a user system 105, a
trust engine 110, a certificate authority 115, and a
vendor system 120, communicating through a
communication link 125.

[0078] According to one embodiment of the invention,
the user system 105 comprises a conventional
general-purpose computer having one or more
microprocessors, such as, for example, an Intel-based
processor. Moreover, the user system 105 includes an
appropriate operating system, such as, for example, an
operating system capable of including graphics or
windows, such as Windows, Unix, Linux, or the like. As
shown in FIGURE 1, the user system 105 may include a
biometric device 107. The biometric device 107 may
advantageously capture a user's biometric and transfer
the captured biometric to the trust engine 110.
According to one embodiment of the invention, the
biometric device may advantageously comprise a device
having attributes and features similar to those
disclosed in U.S. Patent Application No. 08/926,277,
filed on September 5, 1997, entitled "RELIEF OBJECT
IMAGE GENERATOR, " U.S. Patent Application

No. 09/558,634, filed on April 26, 2000, entitled
"IMAGING DEVICE FOR A RELIEF OBJECT AND SYSTEM AND
METHOD OF USING THE IMAGE DEVICE," U.S. Patent
Application No. 09/435,011, filed on November 5, 1999,
entitled "RELIEF OBJECT SENSOR ADAPTOR," and U.S.
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Patent Application No. 09/477,943, filed on January 5,
2000, entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM
FOR GENERATING AN ELECTRONIC IMAGE OF A RELIEF OBJECT
FOR FINGERPRINT READING," all of which are owned by the
instant assignee, and all of which are hereby
incorporated by reference herein.

[0079] In addition, the user system 105 may connect
to the communication link 125 through a conventional
service provider, such as, for example, a dial up,
digital subscriber line (DSL), cable modem, fiber
connection, or the like. According to another
embodiment, the user system 105 connects the
communication link 125 through network connectivity
such as, for example, a local or wide area network.
According to one embodiment, the operating system
includes a TCP/IP stack that handles all incoming and
outgoing message traffic passed over the communication
link 125.

[0080] Although the user system 105 is disclosed
with reference to the foregoing embodiments, the
invention is not intended to be limited thereby.
Rather, a skilled artisan will recognize from the
disclosure herein, a wide number of alternatives
embodiments of the user system 105, including almost
any computing device capable of sending or receiving
information from another computer system. For example,
the user system 105 may include, but is not limited to,
a computer workstation, an interactive television, an
interactive kiosk, a personal mobile computing device,
such as a digital assistant, mobile phone, laptop, or
the like, a wireless communications device, a
smartcard, an embedded computing device, or the like,

which can interact with the communication link 125. 1In
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such alternative systems, the operating systems will

likely differ and be adapted for the particular device.

However, according to one embodiment, the operating

systems advantageously continue to provide the

appropriate communications protocols needed to

establish communication with the communication link

125.

[0081] FIGURE 1 illustrates the trust engine 110.

According to one embodiment, the trust engine 110

comprises one or more secure servers for accessing and

storing sensitive information, which may be any type or

form of data, such as, but not limited to text, audio,

video, user authentication data and public and private

cryptographic keys. According to one embodiment, the

authentication data includes data designed to uniquely

identify a user of the cryptographic system 100. For

example, the authentication data may include a user

identification number, one or more biometrics, and a

series of questions and answers generated by the trust

engine 110 or the user, but answered initially by the

user at enrollment. The foregoing questions may

include demographic data, such as place of birth,

address, anniversary, or the like, personal data, such

as mother's maiden name, favorite ice cream, or the

like, or other data designed to uniquely identify the

user. The trust engine 110 compares a user's

authentication data associated with a current

transaction, to the authentication data provided at an

earlier time, such as, for example, during enrollment.

The trust engine 110 may advantageously require the

user to produce the authentication data at the time of

each transaction,

or, the trust engine 110 may

advantageously allow the user to periodically produce
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authentication data, such as at the beginning of a
string of transactions or the logging onto a particular
vendor website.

[0082] According to the embodiment where the user
produces biometric data, the user provides a physical
characteristic, such as, but not limited to, facial
scan, hand scan, ear scan, iris scan, retinal scan,
vascular pattern, DNA, a fingerprint, writing or
speech, to the biometric device 107. The biometric
device advantageously produces an electronic pattern,
or biometric, of the physical characteristic. The
electronic pattern is transferred through the user
system 105 to the trust engine 110 for either
enrollment or authentication purposes.

[0083] Once the user produces the appropriate
authentication data and the trust engine 110 determines
a positive match between that authentication data
(current authentication data) and the authentication
data provided at the time of enrollment (enrollment
authentication data), the trust engine 110 provides the
user with complete cryptographic functionality. For
example, the properly authenticated user may
advantageously employ the trust engine 110 to perform
hashing, digitally signing, encrypting and decrypting
(often together referred to only as encrypting),
creating or distributing digital certificates, and the
like. However, the private cryptographic keys used in
the cryptographic functions will not be available
outside the trust engine 110, thereby ensuring the
integrity of the cryptographic keys.

[0084] According to one embodiment, the trust engine
110 generates and stores cryptographic keys. According

to another embodiment, at least one cryptographic key
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is associated with each user. Moreover, when the
cryptographic keys include public-key technology, each
private key associated with a user is generated within,
and not released from, the trust engine 110. Thus, so
long as the user has access to the trust engine 110,
the user may perform cryptographic functions using his
or her private or public key. Such remote access
advantageously allows users to remain completely mobile
and access cryptographic functionality through
practically any Internet connection, such as cellular
and satellite phones, kiosks, laptops, hotel rooms and
the like.

[0085] According to another embodiment, the trust
engine 110 performs the cryptographic functionality
using a key pair generated for the trust engine 110.
According to this embodiment, the trust engine 110
first authenticates the user, and after the user has
properly produced authentication data matching the
enrollment authentication data, the trust engine 110
uses 1ts own cryptographic key pair to perform
cryptographic functions on behalf of the authenticated
user.

[0086] A skilled artisan will recognize from the
disclosure herein that the cryptographic keys may
advantageously include some or all of symmetric keys,
public keys, and private keys. In addition, a skilled
artisan will recognize from the disclosure herein that
the foregoing keys may be implemented with a wide
number of algorithms available from commercial
technologies, such as, for example, RSA, ELGAMAL, or
the like.

[0087] FIGURE 1 also illustrates the certificate

authority 115. According to one embodiment, the
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certificate authority 115 may advantageously comprise a
trusted third-party organization or company that issues
digital certificates, such as, for example, VeriSign,
Baltimore, Entrust, or the like. The trust engine 110
may advantageously transmit requests for digital
certificates, through one or more conventional digital
certificate protocols, such as, for example, PKCS10, to
the certificate authority 115. 1In response, the
certificate authority 115 will issue a digital
certificate in one or more of a number of differing
protocols, such as, for example, PKCS7. According to
one empodiment of the invention, the trust engine 110
requests digital certificates from several or all of
the prominent certificate authorities 115 such that the
trust engine 110 has access to a digital certificate
corresponding to the certificate standard of any
requesting party.

[0088] According to another embodiment, the trust
engine 110 internally performs certificate issuances.
In this embodiment, the trust engine 110 may access a
certificate system for generating certificates and/or
may internally generate certificates when they are
requested, such as, for example, at the time of key
generation or in the certificate standard requested at
the time of the request. The trust engine 110 will be
disclosed in greater detail below.

[0089] FIGURE 1 also illustrates the vendor system
120. According to one embodiment, the vendor system
120 advantageously comprises a Web server. Typical Web
servers generally serve content over the Internet using
one of several internet markup languages or document
format standards, such as the Hyper-Text Markup
Language (HTML) or the Extensible Markup Language
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(XML) . The Web server accepts requests from browsers
like Netscape and Internet Explorer and then returns
the appropriate electronic documents. A number of
server or client-side technologies can be used to
increase the power of the Web server beyond its ability
to deliver standard electronic documents. For example,
these technologies include Common Gateway Interface
(CGI) scripts, Secure Sockets Layer (SSL) security, and
Active Server Pages (ASPs). The vendor system 120 may
advantageously provide electronic content relating to
commercial, personal, educational, or other
transactions.

[0090] Although the vendor system 120 is disclosed
with reference to the foregoing embodiments, the
invention is not intended to be limited thereby.
Rather, a skilled artisan will recognize from the
disclosure herein that the vendor system 120 may
advantageously comprise any of the devices described
with reference to the user system 105 or combination
thereof.

[0091] FIGURE 1 also illustrates the communication
link 125 connecting the user system 105, the trust
engine 110, the certificate authority 115, and the
vendor system 120. According to one embodiment, the
communication link 125 preferably comprises the
Internet. The Internet, as used throughout this
disclosure is a global network of computers. The
structure of the Internet, which is well known to those
of ordinary skill in the art, includes a network
backbone with networks branching from the backbone.
These branches, in turn, have networks branching from
them, and so on. Routers move information packets

between network levels, and then from network to
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network, until the packet reaches the neighborhood of
its destination. From the destination, the destination
network's host directs the information packet to the
appropriate terminal, or node. In one advantageous
embodiment, the Internet routing hubs comprise domain
name system (DNS) servers using Transmission Control
Protocol/Internet Protocol (TCP/IP) as is well known in
the art. The routing hubs connect to one or more other
routing hubs via high-speed communication links.

[0092] One popular part of the Internet is the World
Wide Web. The World Wide Web contains different
computers, which store documents capable of displaying
graphical and textual information. The computers that
provide information on the World Wide Web are typically
called "websites.”" A website is defined by an Internet
address that has an associated electronic page. The
electronic page can be identified by a Uniform Resource
Locator (URL). Generally, an electronic page is a
document that organizes the presentation of text,
graphical images, audio, video, and so forth.

[0093] Although the communication link 125 is
disclosed in terms of its preferred embodiment, one of
ordinary skill in the art will recognize from the
disclosure herein that the communication link 125 may
include a wide range of interactive communications
links. For example, the communication link 125 may
include interactive television networks, telephone
networks, wireless data transmission systems, two-way
cable systems, customized private or public computer
networks, interactive kiosk networks, automatic teller
machine networks, direct links, satellite or cellular

networks, and the like.
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[0094] FIGURE 2 illustrates a block diagram of the
trust engine 110 of FIGURE 1 according to aspects of an
embodiment of the invention. As shown in FIGURE 2, the
trust engine 110 includes a transaction engine 205, a
depository 210, an authentication engine 215, and a
cryptographic engine 220. According to one embodiment
of the invention, the trust engine 110 also includes
mass storage 225. As further shown in FIGURE 2, the
transaction engine 205 communicates with the depository
210, the authentication engine 215, and the
cryptographic engine 220, along with the mass storage
225. In addition, the depository 210 communicates with
the authentication engine 215, the cryptographic engine
220, and the mass storage 225. Moreover, the
authentication engine 215 communicates with the
cryptographic engine 220. According to one embodiment
of the invention, some or all of the foregoing
communications may advantageously comprise the
transmission of XML documents to IP addresses that
correspond to the receiving device. As mentioned in
the foregoing, XML documents advantageously allow
designers to create their own customized document tags,
enabling the definition, transmission, validation, and
interpretation of data between applications and between
organizations. Moreover, some or all of the foregoing
communications may include conventional SSL
technologies.

[0095] According to one embodiment, the transaction
engine 205 comprises a data routing device, such as a
conventional Web server available from Netscape,
Microsoft, Apache, or the like. For example, the Web
server may advantageously receive incoming data from

the communication link 125. According to one
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embodiment of the invention, the incoming data is
addressed to a front-end security system for the trust
engine 110. For example, the front-end security system
may advantageously include a firewall, an intrusion
detection system searching for known attack profiles,
and/or a virus scanner. After clearing the front-end
security system, the data is received by the
transaction engine 205 and routed to one of the
depository 210, the authentication engine 215, the
cryptographic engine 220, and the mass storage 225. 1In
addition, the transaction engine 205 monitors incoming
data from the authentication engine 215 and
cryptographic engine 220, and routes the data to
particular systems through the communication link 125.
For example, the transaction engine 205 may
advantageously route data to the user system 105, the
certificate authority 115, or the vendor system 120.
[0096] According to one embodiment, the data is
routed using conventional HTTP routing techniques, such
as, for example, employing URLs or Uniform Resource
Indicators (URIs). URIs are similar to URLs, however,
URIs typically indicate the source of files or actions,
such as, for example, executables, scripts, and the
like. Therefore, according to the one embodiment, the
user system 105, the certificate authority 115, the
vendor system 120, and the components of the trust
engine 210, advantageously include sufficient data
within communication URLs or URIs for the transaction
engine 205 to properly route data throughout the
cryptographic system.

[0097] Although the data routing is disclosed with
reference to its preferred embodiment, a skilled

artisan will recognize a wide number of possible data
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routing solutions or strategies. For example, XML or
other data packets may advantageously be unpacked and
recognized by their format, content, or the like, such
that the transaction engine 205 may properly route data
throughout the trust engine 110. Moreover, a skilled
artisan will recognize that the data routing may
advantageously be adapted to the data transfer
protocols conforming to particular network systems,
such as, for example, when the communication link 125
comprises a local network.

[0098] According to yet another embodiment of the
invention, the transaction engine 205 includes
conventional SSL encryption technologies, such that the
foregoing systems may authenticate themselves, and
vise-versa, with transaction engine 205, during
particular communications. As will be used throughout
this disclosure, the term "% SSL" refers to
communications where a server but not necessarily the
client, is SSL authenticated, and the term "FULL SSL"
refers to communications where the client and the
server are SSL authenticated. When the instant
disclosure uses the term "SSL", the communication may
comprise % or FULL SSL.

[0099] As the transaction engine 205 routes data to
the various components of the cryptographic system 100,
the transaction engine 205 may advantageously create an
audit trail. According to one embodiment, the audit
trail includes a record of at least the type and format
of data routed by the transaction engine 205 throughout
the cryptographic system 100. Such audit data may
advantageously be stored in the mass storage 225.
[0100] FIGURE 2 also illustrates the depository 210.

According to one embodiment, the depository 210
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comprises one or more data storage facilities, such as,
for example, a directory server, a database server, or
the like. As shown in FIGURE 2, the depository 210
stores cryptographic keys and enrollment authentication
data. The cryptographic keys may advantageously
correspond to the trust engine 110 or to users of the
cryptographic system 100, such as the user or vendor.
The enrollment authentication data may advantageously
include data designed to uniquely identify a user, such
as, user ID, passwords, answers to questions, biometric
data, or the like. This enrollment authentication data
may advantageously be acquired at enrollment of a user
or another alternative later time. For example, the
trust engine 110 may include periodic or other renewal
or reissue of enrollment authentication data.

[0101] According to one embodiment, the
communication from the transaction engine 205 to and
from the authentication engine 215 and the
cryptographic engine 220 comprises secure
communication, such as, for example conventional SSL
technology. In addition, as mentioned in the
foregoing, the data of the communications to and from
the depository 210 may be transferred using URLs, URIs,
HTTP or XML documents, with any of the foregoing
advantageously having data requests and formats
embedded therein.

[0102] As mentioned above, the depository 210 may
advantageously comprises a plurality of secure data
storage facilities. In such an embodiment, the secure
data storage facilities may be configured such that a
compromise of the security in one individual data
storage facility will not compromise the cryptographic

keys or the authentication data stored therein. For
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example, according to this embodiment, the
cryptographic keys and the authentication data are
mathematically operated on so as to statistically and
substantially randomize the data stored in each data
storage facility. According to one embodiment, the
randomization of the data of an individual data storage
facility renders that data undecipherable. Thus,
compromise of an individual data storage facility
produces only a randomized undecipherable number and
does not compromise the security of any cryptographic
keys or the authentication data as a whole.

[0103] FIGURE 2 also illustrates the trust engine
110 including the authentication engine 215. According
to one embodiment, the authentication engine 215
comprises a data comparator configured to compare data
from the transaction engine 205 with data from the
depository 210. For example, during authentication, a
user supplies current authentication data to the trust
engine 110 such that the transaction engine 205
receives the current authentication data. As mentioned
in the foregoing, the transaction engine 205 recognizes
the data requests, preferably in the URL or URI, and
routes the authentication data to the authentication
engine 215. Moreover, upon request, the depository 210
forwards enrollment authentication data corresponding
to the user to the authentication engine 215. Thus,
the authentication engine 215 has both the current
authentication data and the enrollment authentication
data for comparison.

[0104] According to one embodiment, the
communications to the authentication engine comprise
secure communications, such as, for example, SSL

technology. Additionally, security can be provided
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within the trust engine 110 components, such as, for
example, super-—-encryption using public key
technologies. For example, according to one
embodiment, the user encrypts the current
authentication data with the public key of the
authentication engine 215. 1In addition, the depository
210 also encrypts the enrollment authentication data
with the public key of the authentication engine 215.
In this way, only the authentication engine's private
key can be used to decrypt the transmissions.

[0105] As shown in FIGURE 2, the trust engine 110
also includes the cryptographic engine 220. According
to one embodiment, the cryptographic engine comprises a
cryptographic handling module, configured to
advantageously provide conventional cryptographic
functions, such as, for example, public-key
infrastructure (PKI) functionality. For example, the
cryptographic engine 220 may advantageously issue
public and private keys for users of the cryptographic
system 100. In this manner, the cryptographic keys are
generated at the cryptographic engine 220 and forwarded
to the depository 210 such that at least the private
cryptographic keys are not available outside of the
trust engine 110. According to another embodiment, the
cryptographic engine 220 randomizes and splits at least
the private cryptographic key data, thereby storing
only the randomized split data. Similar to the
splitting of the enrollment authentication data, the
splitting process ensures the stored keys are not
available outside the cryptographic engine 220.
According to another embodiment, the functions of the
cryptographic engine can be combined with and performed

by the authentication engine 215.
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[0106] According to one embodiment, communications
to and from the cryptographic engine include secure
communications, such as SSL technology. In addition,
XML documents may advantageously be employed to

transfer data and/or make cryptographic function

requests.
[0107] FIGURE 2 also illustrates the trust engine
110 having the mass storage 225. As mentioned in the

foregoing, the transaction engine 205 keeps data
corresponding to an audit trail and stores such data in
the mass storage 225. Similarly, according to one
embodiment of the invention, the depository 210 keeps
data corresponding to an audit trail and stores such
data in the mass storage device 225. The depository
audit trail data is similar to that of the transaction
engine 205 in that the audit trail data comprises a
record of the requests received by the depository 210
and the response thereof. In addition, the mass
storage 225 may be used to store digital certificates
having the public key of a user contained therein.
[0108] Although the trust engine 110 is disclosed
with reference to its preferred and alternative
embodiments, the invention is not intended to be
limited thereby. Rather, a skilled artisan will
recognize in the disclosure herein, a wide number of
alternatives for the trust engine 110. For example,
the trust engine 110, may advantageously perform only
authentication, or alternatively, only some or all of
the cryptographic functions, such as data encryption
and decryption. According to such embodiments, one of
the authentication engine 215 and the cryptographic
engine 220 may advantageously be removed, thereby

creating a more straightforward design for the trust

47448421_1

EX1002 - Page 185



10

15

20

25

30

- 35 -

engine 110. 1In addition, the cryptographic engine 220
may also communicate with a certificate authority such
that the certificate authority is embodied within the
trust engine 110. According to yet another embodiment,
the trust engine 110 may advantageously perform
authentication and one or more cryptographic functions,
such as, for example, digital signing.

[0109] FIGURE 3 illustrates a block diagram of the
transaction engine 205 of FIGURE 2, according to
aspects of an embodiment of the invention. According
to this embodiment, the transaction engine 205
comprises an operating system 305 having a handling
thread and a listening thread. The operating system
305 may advantageously be similar to those found in
conventional high volume servers, such as, for example,
Web servers available from Apache. The listening
thread monitors the incoming communication from one of
the communication link 125, the authentication engine
215, and the cryptographic engine 220 for incoming data
flow. The handling thread recognizes particular data
structures of the incoming data flow, such as, for
example, the foregoing data structures, thereby routing
the incoming data to one of the communication link 125,
the depository 210, the authentication engine 215, the
cryptographic engine 220, or the mass storage 225. As
shown in FIGURE 3, the incoming and outgoing data may
advantageously be secured through, for example, SSL
technology.

[0110] FIGURE 4 illustrates a block diagram of the
depository 210 of FIGURE 2 according to aspects of an
embodiment of the invention. According to this
embodiment, the depository 210 comprises one or more

lightweight directory access protocol (LDAP) servers.
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LDAP directory servers are availlable from a wide
variety of manufacturers such as Netscape, ISO, and
others. FIGURE 4 also shows that the directory server
preferably stores data 405 corresponding to the
cryptographic keys and data 410 corresponding to the
enrollment authentication data. According to one
embodiment, the depository 210 comprises a single
logical memory structure indexing authentication data
and cryptographic key data to a unique user ID. The
single logical memory structure preferably includes
mechanisms to ensure a high degree of trust, or
security, in the data stored therein. For example, the
physical location of the depository 210 may
advantageously include a wide number of conventional
security measures, such as limited employee access,
modern surveillance systems, and the like. 1In addition
to, or in lieu of, the physical securities, the
computer system or server may advantageously include
software solutions to protect the stored data. For
example, the depository 210 may advantageously create
and store data 415 corresponding to an audit trail of
actions taken. In addition, the incoming and outgoing
communications may advantageously be encrypted with
public key encryption coupled with conventional SSL
technologies.

[0111] According to another embodiment, the
depository 210 may comprise distinct and physically
separated data storage facilities, as disclosed further
with reference to FIGURE 7.

[0112] FIGURE 5 illustrates a block diagram of the
authentication engine 215 of FIGURE 2 according to
aspects of an embodiment of the invention. Similar to

the transaction engine 205 of FIGURE 3, the
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authentication engine 215 comprises an operating system
505 having at least a listening and a handling thread
of a modified version of a conventional Web server,
such as, for example, Web servers available from
Apache. As shown in FIGURE 5, the authentication
engine 215 includes access to at least one private key
510. The private key 510 may advantageously be used
for example, to decrypt data from the transaction
engine 205 or the depository 210, which was encrypted
with a corresponding public key of the authentication
engine 215.

[0113] FIGURE 5 also illustrates the authentication
engine 215 comprising a comparator 515, a data
splitting module 520, and a data assembling module 525.
According to the preferred embodiment of the invention,
the comparator 515 includes technology capable of
comparing potentially complex patterns related to the
foregoing biometric authentication data. The
technology may include hardware, software, or combined
solutions for pattern comparisons, such as, for
example, those representing finger print patterns or
voice patterns. In addition, according to one
embodiment, the comparator 515 of the authentication
engine 215 may advantageously compare conventional
hashes of documents in order to render a comparison
result. According to one embodiment of the invention,
the comparator 515 includes the application of
heuristics 530 to the comparison. The heuristics 530
may advantageously address circumstances surrounding an
authentication attempt, such as, for example, the time
of day, IP address or subnet mask, purchasing profile,
email address, processor serial number or ID, or the

like.
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[0114] Moreover, the nature of biometric data
comparisons may result in varying degrees of confidence
being produced from the matching of current biometric
authentication data to enrollment data. For example,
unlike a traditional password which may only return a
positive or negative match, a fingerprint may be
determined to be a partial match, e.g. a 90% match, a
75% match, or a 10% match, rather than simply being
correct or incorrect. Other biometric identifiers such
as voice print analysis or face recognition may share
this property of probabilistic authentication, rather
than absolute authentication.

[0115] When working with such probabilistic
authentication or in other cases where an
authentication is considered less than absolutely
reliable, it is desirable to apply the heuristics 530
to determine whether the level of confidence in the
authentication provided is sufficiently high to
authenticate the transaction which is being made.
[0116] It will sometimes be the case that the
transaction at issue is a relatively low value
transaction where it i1s acceptable to be authenticated
to a lower level of confidence. This could include a
transaction which has a low dollar value associated
with it (e.g., a $10 purchase) or a transaction with
low risk (e.g., admission to a members-only web site).
[0117] Conversely, for authenticating other
transactions, it may be desirable to require a high
degree of confidence in the authentication before
allowing the transaction to proceed. Such transactions
may include transactions of large dollar value (e.g.,
signing a multi-million dollar supply contract) or

transaction with a high risk if an improper
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authentication occurs (e.g., remotely logging onto a
government computer) .

[0118] The use of the heuristics 530 in combination
with confidence levels and transactions values may be
used as will be described below to allow the comparator
to provide a dynamic context-sensitive authentication
system.

[0119] According to another embodiment of the
invention, the comparator 515 may advantageously track
authentication attempts for a particular transaction.
For example, when a transaction fails, the trust engine
110 may request the user to re-enter his or her current
authentication data. The comparator 515 of the
authentication engine 215 may advantageously employ an
attempt limiter 535 to limit the number of
authentication attempts, thereby prohibiting
brute-force attempts to impersonate a user's
authentication data. According to one embodiment, the
attempt limiter 535 comprises a software module
monitoring transactions for repeating authentication
attempts and, for example, limiting the authentication
attempts for a given transaction to three. Thus, the
attempt limiter 535 will limit an automated attempt to
impersonate an individual's authentication data to, for
example, simply three "guesses." Upon three failures,
the attempt limiter 535 may advantageously deny
additional authentication attempts. Such denial may
advantageously be implemented through, for example, the
comparator 515 returning a negative result regardless
of the current authentication data being transmitted.
On the other hand, the transaction engine 205 may

advantageously block any additional authentication
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attempts pertaining to a transaction in which three
attempts have previously failed.

[0120] The authentication engine 215 also includes
the data splitting module 520 and the data assembling
module 525. The data splitting module 520
advantageously comprises a software, hardware, or
combination module having the ability to mathematically
operate on various data so as to substantially
randomize and split the data into portions. According
to one embodiment, original data i1s not recreatable
from an individual portion. The data assembling module
525 advantageously comprises a software, hardware, or
combination module configured to mathematically operate
on the foregoing substantially randomized portions,
such that the combination thereof provides the original
deciphered data. According to one embodiment, the
authentication engine 215 employs the data splitting
module 520 to randomize and split enrollment
authentication data into portions, and employs the data
assembling module 525 to reassemble the portions into
usable enrollment authentication data.

[0121] FIGURE 6 illustrates a block diagram of the
cryptographic engine 220 of the trust engine 200 of
FIGURE 2 according to aspects of one embodiment of the
invention. Similar to the transaction engine 205 of
FIGURE 3, the cryptographic engine 220 comprises an
operating system 605 having at least a listening and a
handling thread of a modified version of a conventional
Web server, such as, for example, Web servers available
from Apache. As shown in FIGURE 6, the cryptographic
engine 220 comprises a data splitting module 610 and a
data assembling module 620 that function similar to

those of FIGURE 5. However, according to one
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embodiment, the data splitting module 610 and the data
assembling module 620 process cryptographic key data,
as opposed to the foregoing enrollment authentication
data. Although, a skilled artisan will recognize from
the disclosure herein that the data splitting module
910 and the data splitting module 620 may be combined
with those of the authentication engine 215.

[0122] The cryptographic engine 220 also comprises a
cryptographic handling module 625 configured to perform
one, some or all of a wide number of cryptographic
functions. According to one embodiment, the
cryptographic handling module 625 may comprise software
modules or programs, hardware, or both. According to
another embodiment, the cryptographic handling module
625 may perform data comparisons, data parsing, data
splitting, data separating, data hashing, data
encryption or decryption, digital signature
verification or creation, digital certificate
generation, storage, or requests, cryptographic key
generation, or the like. Moreover, a skilled artisan
will recognize from the disclosure herein that the
cryptographic handling module 825 may advantageously
comprises a public-key infrastructure, such as Pretty
Good Privacy (PGP), an RSA-based public-key system, or
a wide number of alternative key management systems.

In addition, the cryptographic handling module 625 may
perform public-key encryption, symmetric-key
encryption, or both. In addition to the foregoing, the
cryptographic handling module 625 may include one or
more computer programs or modules, hardware, or both,
for implementing seamless, transparent,

interoperability functions.
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[0123] A skilled artisan will also recognize from
the disclosure herein that the cryptographic
functionality may include a wide number or variety of
functions generally relating to cryptographic key
management systems.

[0124] FIGURE 7 illustrates a simplified block
diagram of a depository system 700 according to aspects
of an embodiment of the invention. As shown in FIGURE
7, the depository system 700 advantageously comprises
multiple data storage facilities, for example, data
storage facilities D1, D2, D3, and D4. However, it is
readily understood by those of ordinary skill in the
art that the depository system may have only one data
storage facility. According to one embodiment of the
invention, each of the data storage facilities D1
through D4 may advantageously comprise some or all of
the elements disclosed with reference to the depository
210 of FIGURE 4. Similar to the depository 210, the
data storage facilities D1 through D4 communicate with
the transaction engine 205, the authentication engine
215, and the cryptographic engine 220, preferably
through conventional SSL. Communication links
transferring, for example, XML documents.
Communications from the transaction engine 205 may
advantageously include requests for data, wherein the
request is advantageously broadcast to the IP address
of each data storage facility D1 through D4. On the
other hand, the transaction engine 205 may broadcast
requests to particular data storage facilities based on
a wide number of criteria, such as, for example,
response time, server loads, maintenance schedules, or

the like.
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[0125] In response to requests for data from the

transaction engine 205,

the depository system 700

advantageously forwards stored data to the

authentication engine 215 and the cryptographic engine

220. The respective data assembling modules receive

the forwarded data and assemble the data into useable

formats. On the other hand,

communications from the

authentication engine 215 and the cryptographic engine

220 to the data storage facilities D1 through D4 may

include the transmission of sensitive data to be

stored. For example,

according to one embodiment, the

authentication engine 215 and the cryptographic engine

220 may advantageously employ their respective data

splitting modules to divide sensitive data into

undecipherable portions,

and then transmit one or more

undecipherable portions of the sensitive data to a

particular data storage facility.

[0126] According to one embodiment,

storage facility, D1 through D4,

and independent storage system,

directory server.

the invention,

each data

comprises a separate

such as, for example, a

According to another embodiment of

the depository system 700 comprises

multiple geographically separated independent data

storage systems.

By distributing the sensitive data

into distinct and independent storage facilities D1

through D4, some or all of which may be advantageously

geographically

separated, the depository system 700

provides redundancy along with additional security

measures. For
only data from
facilities, D1

reassemble the

example, according to one embodiment,

two of the multiple data storage

through D4, are needed to decipher and

sensitive data.

Thus,

as many as two of

the four data storage facilities D1 through D4 may be

47448421_1

EX1002 - Page 194



10

15

20

25

30

inoperative due to maintenance, system failure, power
failure, or the like, without affecting the
functionality of the trust engine 110. In addition,
because, according to one embodiment, the data stored
in each data storage facility is randomized and
undecipherable, compromise of any individual data
storage facility does not necessarily compromise the
sensitive data. Moreover, in the embodiment having
geographical separation of the data storage facilities,
a compromise of multiple geographically remote
facilities becomes increasingly difficult. In fact,
even a rogue employee will be greatly challenged to
subvert the needed multiple independent geographically
remote data storage facilities.

[0127] Although the depository system 700 is
disclosed with reference to its preferred and
alternative embodiments, the invention is not intended
to be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of
alternatives for the depository system 700. For
example, the depository system 700 may comprise one,
two or more data storage facilities. 1In addition,
sensitive data may be mathematically operated such that
portions from two or more data storage facilities are
needed to reassemble and decipher the sensitive data.
[0128] As mentioned in the foregoing, the
authentication engine 215 and the cryptographic engine
220 each include a data splitting module 520 and 610,
respectively, for splitting any type or form of
sensitive data, such as, for example, text, audio,
video, the authentication data and the cryptographic
key data. FIGURE 8 illustrates a flowchart of a data

splitting process 800 performed by the data splitting
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module according to aspects of an embodiment of the
invention. As shown in FIGURE 8, the data splitting
process 800 begins at step 805 when sensitive data "S"
is received by the data splitting module of the
authentication engine 215 or the cryptographic engine
220. Preferably, in step 810, the data splitting
module then generates a substantially random number,
value, or string or set of bits, "A." For example, the
random number A may be generated in a wide number of
varying conventional techniques available to one of
ordinary skill in the art, for producing high quality
random numbers suitable for use in cryptographic
applications. In addition, according to one
embodiment, the random number A comprises a bit length
which may be any suitable length, such as shorter,
longer or equal to the bit length of the sensitive
data, S.

[0129] In addition, in step 820 the data splitting
process 800 generates another statistically random
number "C." According to the preferred embodiment, the
generation of the statistically random numbers A and C
may advantageously be done in parallel. The data
splitting module then combines the numbers A and C with
the sensitive data S such that new numbers "B" and "D"
are generated. For example, number B may comprise the
binary combination of A XOR S and number D may comprise
the binary combination of C XOR S. The XOR function,
or the "exclusive-or" function, is well known to those
of ordinary skill in the art. The foregoing
combinations preferably occur in steps 825 and 830,
respectively, and, according to one embodiment, the
foregoing combinations also occur in parallel. The

data splitting process 800 then proceeds to step 835
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where the random numbers A and C and the numbers B and
D are paired such that none of the pairings contain
sufficient data, by themselves, to reorganize and
decipher the original sensitive data S. For example,
the numbers may be paired as follows: AC, AD, BC, and
BD. According to one embodiment, each of the foregoing
pairings is distributed to one of the depositories D1
through D4 of FIGURE 7. According to another
embodiment, each of the foregoing pairings is randomly
distributed to one of the depositories D1 through D4.
For example, during a first data splitting process 800,
the pairing AC may be sent to depository D2, through,
for example, a random selection of D2's IP address.
Then, during a second data splitting process 800, the
pairing AC may be sent to depository D4, through, for
example, a random selection of D4's IP address. 1In
addition, the pairings may all be stored on one
depository, and may be stored in separate locations on
said depository.

[0130] Based on the foregoing, the data splitting
process 800 advantageously places portions of the
sensitive data in each of the four data storage
facilities D1 through D4, such that no single data
storage facility D1 through D4 includes sufficient
encrypted data to recreate the original sensitive data
S. As mentioned in the foregoing, such randomization
of the data into individually unusable encrypted
portions increases security and provides for maintained
trust in the data even if one of the data storage
facilities, D1 through D4, is compromised.

[0131] Although the data splitting process 800 is
disclosed with reference to its preferred embodiment,

the invention is not intended to be limited thereby.
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Rather a skilled artisan will recognize from the
disclosure herein, a wide number of alternatives for
the data splitting process 800. For example, the data
splitting process may advantageously split the data
into two numbers, for example, random number A and
number B and, randomly distribute A and B through two
data storage facilities. Moreover, the data splitting
process 800 may advantageously split the data among a
wide number of data storage facilities through
generation of additional random numbers. The data may
be split into any desired, selected, predetermined, or
randomly assigned size unit, including but not limited
to, a bit, bits, bytes, kilobytes, megabytes or larger,
or any combination or sequence of sizes. In addition,
varying the sizes of the data units resulting from the
splitting process may render the data more difficult to
restore to a useable form, thereby increasing security
of sensitive data. It is readily apparent to those of
ordinary skill in the art that the split data unit
sizes may be a wide variety of data unit sizes or
patterns of sizes or combinations of sizes. For
example, the data unit sizes may be selected or
predetermined to be all of the same size, a fixed set
of different sizes, a combination of sizes, or randomly
generates sizes. Similarly, the data units may be
distributed into one or more shares according to a
fixed or predetermined data unit size, a pattern or
combination of data unit sizes, or a randomly generated
data unit size or sizes per share.

[0132] As mentioned in the foregoing, in order to
recreate the sensitive data S, the data portions need
to be derandomized and reorganized. This process may

advantageously occur in the data assembling modules,
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525 and 620, of the authentication engine 215 and the
cryptographic engine 220, respectively. The data
assembling module, for example, data assembly module
525, receives data portions from the data storage
facilities D1 through D4, and reassembles the data into
useable form. For example, according to one embodiment
where the data splitting module 520 employed the data
splitting process 800 of FIGURE 8, the data assembling
module 525 uses data portions from at least two of the
data storage facilities D1 through D4 to recreate the
sensitive data S. For example, the pairings of AC, AD,
BC, and BD, were distributed such that any two provide
one of A and B, or, C and D. Noting that S = A XOR B
or S = C XOR D indicates that when the data assembling
module receives one of A and B, or, C and D, the data
assembling module 525 can advantageously reassemble the
sensitive data S. Thus, the data assembling module 525
may assemble the sensitive data S, when, for example,
it receives data portions from at least the first two
of the data storage facilities D1 through D4 to respond
to an assemble request by the trust engine 110.

[0133] Based on the above data splitting and
assembling processes, the sensitive data S exists in
usable format only in a limited area of the trust
engine 110. For example, when the sensitive data S
includes enrollment authentication data, usable,
nonrandomized enrollment authentication data is
available only in the authentication engine 215.
Likewise, when the sensitive data S includes private
cryptographic key data, usable, nonrandomized private
cryptographic key data is available only in the
cryptographic engine 220.
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[0134] Although the data splitting and assembling
processes are disclosed with reference to their
preferred embodiments, the invention is not intended to
be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of
alternatives for splitting and reassembling the
sensitive data S. For example, public-key encryption
may be used to further secure the data at the data
storage facilities D1 through D4. In addition, it is
readily apparent to those of ordinary skill in the art
that the data splitting module described herein is also
a separate and distinct embodiment of the present
invention that may be incorporated into, combined with
or otherwise made part of any pre-existing computer
systems, software suites, database, or combinations
thereof, or other embodiments of the present invention,
such as the trust engine, authentication engine, and
transaction engine disclosed and described herein.
[0135] FIGURE 9A illustrates a data flow of an
enrollment process 900 according to aspects of an
embodiment of the invention. As shown in FIGURE 9A,
the enrollment process 900 begins at step 905 when a
user desires to enroll with the trust engine 110 of the
cryptographic system 100. According to this
embodiment, the user system 105 advantageously includes
a client-side applet, such as a Java-based, that
queries the user to enter enrollment data, such as
demographic data and enrollment authentication data.
According to one embodiment, the enrollment
authentication data includes user ID, password(s),
biometric(s), or the like. According to one
embodiment, during the querying process, the

client-side applet preferably communicates with the
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trust engine 110 to ensure that a chosen user ID is
unique. When the user ID is nonunique, the trust
engine 110 may advantageously suggest a unique user ID.
The client-side applet gathers the enrollment data and
transmits the enrollment data, for example, through and
XML document, to the trust engine 110, and in
particular, to the transaction engine 205. According
to one embodiment, the transmission is encoded with the
public key of the authentication engine 215.

[0136] According to one embodiment, the user
performs a single enrollment during step 905 of the
enrollment process 900. For example, the user enrolls
himself or herself as a particular person, such as Joe
User. When Joe User desires to enroll as Joe User, CEO
of Mega Corp., then according to this embodiment, Joe
User enrolls a second time, receives a second unique
user ID and the trust engine 110 does not associate the
two identities. According to another embodiment of the
invention, the enrollment process 900 provides for
multiple user identities for a single user ID. Thus,
in the above example, the trust engine 110 will
advantageously associate the two identities of Joe
User. As will be understood by a skilled artisan from
the disclosure herein, a user may have many identities,
for example, Joe User the head of household, Joe User
the member of the Charitable Foundations, and the like.
Even though the user may have multiple identities,
according to this embodiment, the trust engine 110
preferably stores only one set of enrollment data.
Moreover, users may advantageously add, edit/update, or
delete identities as they are needed.

[0137] Although the enrollment process 900 is

disclosed with reference to its preferred embodiment,
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the invention is not intended to be limited thereby.
Rather, a skilled artisan will recognize from the
disclosure herein, a wide number of alternatives for
gathering of enrollment data, and in particular,
enrollment authentication data. For example, the

applet may be common object model (COM) based applet or

the like.
[0138] On the other hand, the enrollment process may
include graded enrollment. For example, at a lowest

level of enrollment, the user may enroll over the
communication link 125 without producing documentation
as to his or her identity. According to an increased
level of enrollment, the user enrolls using a trusted
third party, such as a digital notary. For example,
and the user may appear in person to the trusted third
party, produce credentials such as a birth certificate,
driver's license, military ID, or the like, and the
trusted third party may advantageously include, for
example, their digital signature in enrollment
submission. The trusted third party may include an
actual notary, a government agency, such as the Post
Office or Department of Motor Vehicles, a human
resources person in a large company enrolling an
employee, or the like. A skilled artisan will
understand from the disclosure herein that a wide
number of varying levels of enrollment may occur during
the enrollment process 900.

[0139] After receiving the enrollment authentication
data, at step 915, the transaction engine 205, using
conventional FULL SSL technology forwards the
enrollment authentication data to the authentication
engine 215. 1In step 920, the authentication engine 215

decrypts the enrollment authentication data using the
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private key of the authentication engine 215. 1In
addition, the authentication engine 215 employs the
data splitting module to mathematically operate on the
enrollment authentication data so as to split the data
into at least two independently undecipherable,
randomized, numbers. As mentioned in the foregoing, at
least two numbers may comprise a statistically random
number and a binary XORed number. In step 925, the
authentication engine 215 forwards each portion of the
randomized numbers to one of the data storage
facilities D1 through D4. As mentioned in the
foregoing, the authentication engine 215 may also
advantageously randomize which portions are transferred
to which depositories.

[0140] Often during the enrollment process 900, the
user will also desire to have a digital certificate
issued such that he or she may receive encrypted
documents from others outside the cryptographic system
100. As mentioned in the foregoing, the certificate
authority 115 generally issues digital certificates
according to one or more of several conventional
standards. Generally, the digital certificate includes
a public key of the user or system, which is known to
everyone.

[0141] Whether the user requests a digital
certificate at enrollment, or at another time, the
request is transferred through the trust engine 110 to
the authentication engine 215. According to one
embodiment, the request includes an XML document
having, for example, the proper name of the user.
According to step 935, the authentication engine 215

transfers the request to the cryptographic engine 220
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- 53 -

instructing the cryptographic engine 220 to generate a
cryptographic key or key pair.

[0142] Upon request, at step 935, the cryptographic
engine 220 generates at least one cryptographic key.
According to one embodiment, the cryptographic handling
module 625 generates a key pair, where one key is used
as a private key, and one is used as a public key. The
cryptographic engine 220 stores the private key and,
according to one embodiment, a copy of the public key.
In step 945, the cryptographic engine 220 transmits a
request for a digital certificate to the transaction
engine 205. According to one embodiment, the request
advantageously includes a standardized request, such as
PKCS10, embedded in, for example, an XML document. The
request for a digital certificate may advantageously
correspond to one or more certificate authorities and
the one or more standard formats the certificate
authorities require.

[0143] In step 950 the transaction engine 205
forwards this request to the certificate authority 115,
who, in step 955, returns a digital certificate. The
return digital certificate may advantageously be in a
standardized format, such as PKCS7, or in a proprietary
format of one or more of the certificate authorities
115. In step 960, the digital certificate is received
by the transaction engine 205, and a copy is forwarded
to the user and a copy is stored with the trust engine
110. The trust engine 110 stores a copy of the
certificate such that the trust engine 110 will not
need to rely on the availability of the certificate
authority 115. For example, when the user desires to
send a digital certificate, or a third party requests

the user's digital certificate, the request for the
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- 54 -

digital certificate is typically sent to the
certificate authority 115. However, if the certificate
authority 115 is conducting maintenance or has been
victim of a failure or security compromise, the digital
certificate may not be available.

[0144] At any time after issuing the cryptographic
keys, the cryptographic engine 220 may advantageously
employ the data splitting process 800 described above
such that the cryptographic keys are split into
independently undecipherable randomized numbers.
Similar to the authentication data, at step 965 the
cryptographic engine 220 transfers the randomized
numbers to the data storage facilities D1 through D4.
[0145] A skilled artisan will recognize from the
disclosure herein that the user may request a digital
certificate anytime after enrollment. Moreover, the
communications between systems may advantageously
include FULL SSL or public-key encryption technologies.
Moreover, the enrollment process may issue multiple
digital certificates from multiple certificate
authorities, including one or more proprietary
certificate authorities internal or external to the
trust engine 110.

[0146] As disclosed in steps 935 through 960, one
embodiment of the invention includes the request for a
certificate that is eventually stored on the trust
engine 110. Because, according to one embodiment, the
cryptographic handling module 625 issues the keys used
by the trust engine 110, each certificate corresponds
to a private key. Therefore, the trust engine 110 may
advantageously provide for interoperability through
monitoring the certificates owned by, or associated

with, a user. For example, when the cryptographic
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- 55 -

engine 220 receives a request for a cryptographic
function, the cryptographic handling module 625 may
investigate the certificates owned by the requesting
user to determine whether the user owns a private key
matching the attributes of the request. When such a
certificate exists, the cryptographic handling module
625 may use the certificate or the public or private
keys associated therewith, to perform the requested
function. When such a certificate does not exist, the
cryptographic handling module 625 may advantageously
and transparently perform a number of actions to
attempt to remedy the lack of an appropriate key. For
example, FIGURE 9B illustrates a flowchart of an
interoperability process 970, which according to
aspects of an embodiment of the invention, discloses
the foregoing steps to ensure the cryptographic
handling module 625 performs cryptographic functions
using appropriate keys.

[0147] As shown in FIGURE 9B, the interoperability
process 970 begins with step 972 where the
cryptographic handling module 925 determines the type
of certificate desired. According to one embodiment of
the invention, the type of certificate may
advantageously be specified in the request for
cryptographic functions, or other data provided by the
requestor. According to another embodiment, the
certificate type may be ascertained by the data format
of the request. For example, the cryptographic
handling module 925 may advantageously recognize the
request corresponds to a particular type.

[0148] According to one embodiment, the certificate
type may include one or more algorithm standards, for

example, RSA, ELGAMAL, or the like. 1In addition, the
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certificate type may include one or more key types,
such as symmetric keys, public keys, strong encryption
keys such as 256 bit keys, less secure keys, or the
like. Moreover, the certificate type may include
upgrades or replacements of one or more of the
foregoing algorithm standards or keys, one or more
message or data formats, one or more data encapsulation
or encoding schemes, such as Base 32 or Base 64. The
certificate type may also include compatibility with
one or more third-party cryptographic applications or
interfaces, one or more communication protocols, or one
or more certificate standards or protocols. A skilled
artisan will recognize from the disclosure herein that
other differences may exist in certificate types, and
translations to and from those differences may be
implemented as disclosed herein.

[0149] Once the cryptographic handling module 625
determines the certificate type, the interoperability
process 970 proceeds to step 974, and determines
whether the user owns a certificate matching the type
determined in step 974. When the user owns a matching
certificate, for example, the trust engine 110 has
access to the matching certificate through, for
example, prior storage thereof, the cryptographic
handling module 825 knows that a matching private key
is also stored within the trust engine 110. For
example, the matching private key may be stored within
the depository 210 or depository system 700. The
cryptographic handling module 625 may advantageously
request the matching private key be assembled from, for
example, the depository 210, and then in step 976, use
the matching private key to perform cryptographic

actions or functions. For example, as mentioned in the
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foregoing, the cryptographic handling module 625 may
advantageously perform hashing, hash comparisons, data
encryption or decryption, digital signature
verification or creation, or the like.

[0150] When the user does not own a matching
certificate, the interoperability process 970 proceeds
to step 978 where the cryptographic handling module 625
determines whether the users owns a cross-certified
certificate. According to one embodiment,
cross—certification between certificate authorities
occurs when a first certificate authority determines to
trust certificates from a second certificate authority.
In other words, the first certificate authority
determines that certificates from the second
certificate authority meets certain quality standards,
and therefore, may be "certified" as equivalent to the
first certificate authority's own certificates.
Cross—-certification becomes more complex when the
certificate authorities issue, for example,
certificates having levels of trust. For example, the
first certificate authority may provide three levels of
trust for a particular certificate, usually based on
the degree of reliability in the enrollment process,
while the second certificate authority may provide
seven levels of trust. Cross-certification may
advantageously track which levels and which
certificates from the second certificate authority may
be substituted for which levels and which certificates
from the first. When the foregoing cross-certification
is done officially and publicly between two
certification authorities, the mapping of certificates

and levels to one another is often called "chaining."
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[0151] According to another embodiment of the
invention, the cryptographic handling module 625 may
advantageously develop cross-certifications outside
those agreed upon by the certificate authorities. For
example, the cryptographic handling module 625 may
access a first certificate authority's certificate
practice statement (CPS), or other published policy
statement, and using, for example, the authentication
tokens required by particular trust levels, match the
first certificate authority's certificates to those of
another certificate authority.

[0152] When, in step 978, the cryptographic handling
module 625 determines that the users owns a
cross-certified certificate, the interoperability
process 970 proceeds to step 976, and performs the
cryptographic action or function using the
cross-certified public key, private key, or both.
Alternatively, when the cryptographic handling module
625 determines that the users does not own a
cross-certified certificate, the interoperability
process 970 proceeds to step 980, where the
cryptographic handling module 625 selects a certificate
authority that issues the requested certificate type,
or a certificate cross-certified thereto. In step 982,
the cryptographic handling module 625 determines
whether the user enrollment authentication data,
discussed in the foregoing, meets the authentication
requirements of the chosen certificate authority. For
example, i1f the user enrolled over a network by, for
example, answering demographic and other questions, the
authentication data provided may establish a lower
level of trust than a user providing biometric data and

appearing before a third-party, such as, for example, a
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notary. According to one embodiment, the foregoing
authentication requirements may advantageously be
provided in the chosen authentication authority's CPS.
[0153] When the user has provided the trust engine
110 with enrollment authentication data meeting the
requirements of chosen certificate authority, the
interoperability process 970 proceeds to step 984,
where the cryptographic handling module 825 acquires
the certificate from the chosen certificate authority.
According to one embodiment, the cryptographic handling
module 625 acquires the certificate by following steps
945 through 960 of the enrollment process 900. For
example, the cryptographic handling module 625 may
advantageously employ one or more public keys from one
or more of the key pairs already available to the
cryptographic engine 220, to request the certificate
from the certificate authority. According to another
embodiment, the cryptographic handling module 625 may
advantageously generate one or more new key pairs, and
use the public keys corresponding thereto, to request
the certificate from the certificate authority.

[0154] According to another embodiment, the trust
engine 110 may advantageously include one or more
certificate issuing modules capable of issuing one or
more certificate types. According to this embodiment,
the certificate issuing module may provide the
foregoing certificate. When the cryptographic handling
module 625 acquires the certificate, the
interoperability process 970 proceeds to step 976, and
performs the cryptographic action or function using the
public key, private key, or both corresponding to the

acquired certificate.
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[0155] When the user,

in step 982, has not provided

the trust engine 110 with enrollment authentication

data meeting the requirements of chosen certificate

authority, the cryptographic handling module 625

determines, in step 986 whether there are other

certificate authorities that have different

authentication requirements.

For example, the

cryptographic handling module 625 may look for

certificate authorities having lower authentication

requirements,

but still issue

the chosen certificates,

or cross-certifications thereof.

[0156] When the foregoing certificate authority

having lower requirements exists, the interoperability

process 970 proceeds to step 980 and chooses that

certificate authority.

certificate authority exists,

Alternatively, when no such

in step 988, the trust

engine 110 may request additional authentication tokens

from the user. For example, the trust engine 110 may

request new enrollment authentication data comprising,

for example,

biometric data.

Also, the trust engine

110 may request the user appear before a trusted third

party and provide appropriate authenticating

credentials,

such as, for example, appearing before a

notary with a drivers license,

social security card,

bank card, birth certificate, military ID, or the like.

When the trust engine 110 receives updated

authentication data,

the interoperability process 970

proceeds to step 984 and acquires the foregoing chosen

certificate.

[0157] Through the foregoing interoperability

process 970,

the cryptographic handling module 625

advantageously provides seamless, transparent,

translations and conversions between differing
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cryptographic systems. A skilled artisan will
recognize from the disclosure herein, a wide number of
advantages and implementations of the foregoing
interoperable system. For example, the foregoing step
986 of the interoperability process 970 may
advantageously include aspects of trust arbitrage,
discussed in further detail below, where the
certificate authority may under special circumstances
accept lower levels of cross-certification. 1In
addition, the interoperability process 970 may include
ensuring interoperability between and employment of
standard certificate revocations, such as employing
certificate revocation lists (CRL), online certificate
status protocols (OCSP), or the like.

[0158] FIGURE 10 illustrates a data flow of an
authentication process 1000 according to aspects of an
embodiment of the invention. According to one
embodiment, the authentication process 1000 includes
gathering current authentication data from a user and
comparing that to the enrollment authentication data of
the user. For example, the authentication process 1000
begins at step 1005 where a user desires to perform a
transaction with, for example, a vendor. Such
transactions may include, for example, selecting a
purchase option, requesting access to a restricted area
or device of the vendor system 120, or the like. At
step 1010, a vendor provides the user with a
transaction ID and an authentication request. The
transaction ID may advantageously include a 192 bit
quantity having a 32 bit timestamp concatenated with a

128 bit random quantity, or a "nonce," concatenated

with a 32 bit vendor specific constant. Such a

transaction ID uniquely identifies the transaction such
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that copycat transactions can be refused by the trust
engine 110.

[0159] The authentication request may advantageously
include what level of authentication is needed for a
particular transaction. For example, the vendor may
specify a particular level of confidence that is
required for the transaction at issue. If
authentication cannot be made to this level of
confidence, as will be discussed below, the transaction
will not occur without either further authentication by
the user to raise the level of confidence, or a change
in the terms of the authentication between the vendor
and the server. These issues are discussed more
completely below.

[0160] According to one embodiment, the transaction
ID and the authentication request may be advantageously
generated by a vendor-side applet or other software
program. In addition, the transmission of the
transaction ID and authentication data may include one
or more XML documents encrypted using conventional SSL
technology, such as, for example, * SSL, or, in other
words vendor-side authenticated SSL.

[0161] After the user system 105 receives the
transaction ID and authentication request, the user
system 105 gathers the current authentication data,
potentially including current biometric information,
from the user. The user system 105, at step 1015,
encrypts at least the current authentication data "B"
and the transaction ID, with the public key of the
authentication engine 215, and transfers that data to
the trust engine 110. The transmission preferably
comprises XML documents encrypted with at least

conventional * SSL technology. In step 1020, the
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transaction engine 205 receives the transmission,
preferably recognizes the data format or request in the
URL or URI, and forwards the transmission to the
authentication engine 215.

[0162] During steps 1015 and 1020, the vendor system
120, at step 1025, forwards the transaction ID and the
authentication request to the trust engine 110, using
the preferred FULL SSL technology. This communication
may also include a vendor ID, although vendor
identification may also be communicated through a
non-random portion of the transaction ID. At steps
1030 and 1035, the transaction engine 205 receives the
communication, creates a record in the audit trail, and
generates a request for the user's enrollment
authentication data to be assembled from the data
storage facilities D1 through D4. At step 1040, the
depository system 700 transfers the portions of the
enrollment authentication data corresponding to the
user to the authentication engine 215. At step 1045,
the authentication engine 215 decrypts the transmission
using its private key and compares the enrollment
authentication data to the current authentication data
provided by the user.

[0163] The comparison of step 1045 may
advantageously apply heuristical context sensitive
authentication, as referred to in the forgoing, and
discussed in further detail below. For example, if the
biometric information received does not match
perfectly, a lower confidence match results. 1In
particular embodiments, the level of confidence of the
authentication is balanced against the nature of the

transaction and the desires of both the user and the
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vendor. Again, this is discussed in greater detail
below.

[0164] At step 1050, the authentication engine 215
fills in the authentication request with the result of
the comparison of step 1045. According to one
embodiment of the invention, the authentication request
is filled with a YES/NO or TRUE/FALSE result of the
authentication process 1000. In step 1055 the
filled-in authentication request is returned to the
vendor for the vendor to act upon, for example,
allowing the user to complete the transaction that
initiated the authentication request. According to one
embodiment, a confirmation message is passed to the
user.

[0165] Based on the foregoing, the authentication
process 1000 advantageously keeps sensitive data secure
and produces results configured to maintain the
integrity of the sensitive data. For example, the
sensitive data is assembled only inside the
authentication engine 215. For example, the enrollment
authentication data is undecipherable until it is
assembled in the authentication engine 215 by the data
assembling module, and the current authentication data
is undecipherable until it is unwrapped by the
conventional SSL technology and the private key of the
authentication engine 215. Moreover, the
authentication result transmitted to the vendor does
not include the sensitive data, and the user may not
even know whether he or she produced valid
authentication data.

[0166] Although the authentication process 1000 is
disclosed with reference to its preferred and

alternative embodiments, the invention is not intended
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to be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of
alternatives for the authentication process 1000. For
example, the vendor may advantageously be replaced by
almost any requesting application, even those residing
with the user system 105. For example, a client
application, such as Microsoft Word, may use an
application program interface (API) or a cryptographic
API (CAPI) to request authentication before unlocking a
document. Alternatively, a mail server, a network, a
cellular phone, a personal or mobile computing device,
a workstation, or the like, may all make authentication
requests that can be filled by the authentication
process 1000. In fact, after providing the foregoing
trusted authentication process 1000, the requesting
application or device may provide access to or use of a
wide number of electronic or computer devices or
systems.

[0167] Moreover, the authentication process 1000 may
employ a wide number of alternative procedures in the
event of authentication failure. For example,
authentication failure may maintain the same
transaction ID and request that the user reenter his or
her current authentication data. As mentioned in the
foregoing, use of the same transaction ID allows the
comparator of the authentication engine 215 to monitor
and limit the number of authentication attempts for a
particular transaction, thereby creating a more secure
cryptographic system 100.

[0168] In addition, the authentication process 1000
may be advantageously be employed to develop elegant
single sign-on solutions, such as, unlocking a

sensitive data vault. For example, successful or
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positive authentication may provide the authenticated
user the ability to automatically access any number of
passwords for an almost limitless number of systems and
applications. For example, authentication of a user
may provide the user access to password, login,
financial credentials, or the like, associated with
multiple online vendors, a local area network, wvarious
personal computing devices, Internet service providers,
auction providers, investment brokerages, or the like.
By employing a sensitive data vault, users may choose
truly large and random passwords because they no longer
need to remember them through association. Rather, the
authentication process 1000 provides access thereto.
For example, a user may choose a random alphanumeric
string that is twenty plus digits in length rather than
something associated with a memorable data, name, etc.
[0169] According to one embodiment, a sensitive data
vault associated with a given user may advantageously
be stored in the data storage facilities of the
depository 210, or split and stored in the depository
system 700. According to this embodiment, after
positive user authentication, the trust engine 110
serves the requested sensitive data, such as, for
example, to the appropriate password to the requesting
application. According to another embodiment, the
trust engine 110 may include a separate system for
storing the sensitive data vault. For example, the
trust engine 110 may include a stand-alone software
engine implementing the data wvault functionality and
figuratively residing "behind" the foregoing front-end
security system of the trust engine 110. According to
this embodiment, the software engine serves the

requested sensitive data after the software engine
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receives a signal indicating positive user
authentication from the trust engine 110.

[0170] In yet another embodiment, the data vault may
be implemented by a third-party system. Similar to the
software engine embodiment, the third-party system may
advantageously serve the requested sensitive data after
the third-party system receives a signal indicating
positive user authentication from the trust engine 110.
According to yet another embodiment, the data vault may
be implemented on the user system 105. A user-side
software engine may advantageously serve the foregoing
data after receiving a signal indicating positive user
authentication from the trust engine 110.

[0171] Although the foregoing data vaults are
disclosed with reference to alternative embodiments, a
skilled artisan will recognize from the disclosure
herein, a wide number of additional implementations
thereof. For example, a particular data vault may
include aspects from some or all of the foregoing
embodiments. In addition, any of the foregoing data
vaults may employ one or more authentication requests
at varying times. For example, any of the data wvaults
may require authentication every one or more
transactions, periodically, every one or more sessions,
every access to one or more Webpages or Websites, at
one or more other specified intervals, or the like.
[0172] FIGURE 11 illustrates a data flow of a
signing process 1100 according to aspects of an
embodiment of the invention. As shown in FIGURE 11,
the signing process 1100 includes steps similar to
those of the authentication process 1000 described in
the foregoing with reference to FIGURE 10. According

to one embodiment of the invention, the signing process
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1100 first authenticates the user and then performs one
or more of several digital signing functions as will be
discussed in further detail below. According to
another embodiment, the signing process 1100 may
advantageously store data related thereto, such as
hashes of messages or documents, or the like. This
data may advantageously be used in an audit or any
other event, such as for example, when a participating
party attempts to repudiate a transaction.

[0173] As shown in FIGURE 11, during the
authentication steps, the user and vendor may
advantageously agree on a message, such as, for
example, a contract. During signing, the signing
process 1100 advantageously ensures that the contract
signed by the user is identical to the contract
supplied by the vendor. Therefore, according to one
embodiment, during authentication, the vendor and the
user include a hash of their respective copies of the
message or contract, in the data transmitted to the
authentication engine 215. By employing only a hash of
a message or contract, the trust engine 110 may
advantageously store a significantly reduced amount of
data, providing for a more efficient and cost effective
cryptographic system. In addition, the stored hash may
be advantageously compared to a hash of a document in
question to determine whether the document in question
matches one signed by any of the parties. The ability
to determine whether the document is identical to one
relating to a transaction provides for additional
evidence that can be used against a claim for
repudiation by a party to a transaction.

[0174] In step 1103, the authentication engine 215

assembles the enrollment authentication data and
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compares it to the current authentication data provided
by the user. When the comparator of the authentication
engine 215 indicates that the enrollment authentication
data matches the current authentication data, the
comparator of the authentication engine 215 also
compares the hash of the message supplied by the vendor
to the hash of the message supplied by the user. Thus,
the authentication engine 215 advantageously ensures
that the message agreed to by the user is identical to
that agreed to by the wvendor.

[0175] In step 1105, the authentication engine 215
transmits a digital signature request to the
cryptographic engine 220. According to one embodiment
of the invention, the request includes a hash of the
message or contract. However, a skilled artisan will
recognize from the disclosure herein that the
cryptographic engine 220 may encrypt virtually any type
of data, including, but not limited to, video, audio,
biometrics, images or text to form the desired digital
signature. Returning to step 1105, the digital
signature request preferably comprises an XML document
communicated through conventional SSL technologies.
[0176] In step 1110, the authentication engine 215
transmits a request to each of the data storage
facilities D1 through D4, such that each of the data
storage facilities D1 through D4 transmit their
respective portion of the cryptographic key or keys
corresponding to a signing party. According to another
embodiment, the cryptographic engine 220 employs some
or all of the steps of the interoperability process 970
discussed in the foregoing, such that the cryptographic
engine 220 first determines the appropriate key or keys

to request from the depository 210 or the depository
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system 700 for the signing party, and takes actions to
provide appropriate matching keys. According to still
another embodiment, the authentication engine 215 or
the cryptographic engine 220 may advantageously request
one or more of the keys associated with the signing

party and stored in the depository 210 or depository

system 700.
[0177] According to one embodiment, the signing
party includes one or both the user and the vendor. 1In

such case, the authentication engine 215 advantageously
requests the cryptographic keys corresponding to the
user and/or the vendor. According to another
embodiment, the signing party includes the trust engine
110. In this embodiment, the trust engine 110 is
certifying that the authentication process 1000
properly authenticated the user, vendor, or both.
Therefore, the authentication engine 215 requests the
cryptographic key of the trust engine 110, such as, for
example, the key belonging to the cryptographic engine
220, to perform the digital signature. According to
another embodiment, the trust engine 110 performs a
digital notary-like function. In this embodiment, the
signing party includes the user, vendor, or both, along
with the trust engine 110. Thus, the trust engine 110
provides the digital signature of the user and/or
vendor, and then indicates with its own digital
signature that the user and/or vendor were properly
authenticated. In this embodiment, the authentication
engine 215 may advantageously request assembly of the
cryptographic keys corresponding to the user, the
vendor, or both. According to another embodiment, the

authentication engine 215 may advantageously request
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assembly of the cryptographic keys corresponding to the
trust engine 110.

[0178] According to another embodiment, the trust
engine 110 performs power of attorney-like functions.
For example, the trust engine 110 may digitally sign
the message on behalf of a third party. In such case,
the authentication engine 215 requests the
cryptographic keys associated with the third party.
According to this embodiment, the signing process 1100
may advantageously include authentication of the third
party, before allowing power of attorney-like
functions. In addition, the authentication process
1000 may include a check for third party constraints,
such as, for example, business logic or the like
dictating when and in what circumstances a particular
third-party's signature may be used.

[0179] Based on the foregoing, in step 1110, the
authentication engine requested the cryptographic keys
from the data storage facilities D1 through D4
corresponding to the signing party. In step 1115, the
data storage facilities D1 through D4 transmit their
respective portions of the cryptographic key
corresponding to the signing party to the cryptographic
engine 220. According to one embodiment, the foregoing
transmissions include SSL technologies. According to
another embodiment, the foregoing transmissions may
advantageously be super-encrypted with the public key
of the cryptographic engine 220.

[0180] In step 1120, the cryptographic engine 220
assembles the foregoing cryptographic keys of the
signing party and encrypts the message therewith,
thereby forming the digital signature(s). In step 1125
of the signing process 1100, the cryptographic engine
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220 transmits the digital signature(s) to the
authentication engine 215. 1In step 1130, the
authentication engine 215 transmits the filled-in
authentication request along with a copy of the hashed
message and the digital signature(s) to the transaction
engine 205. In step 1135, the transaction engine 205
transmits a receipt comprising the transaction ID, an
indication of whether the authentication was
successful, and the digital signature(s), to the
vendor. According to one embodiment, the foregoing
transmission may advantageously include the digital
signature of the trust engine 110. For example, the
trust engine 110 may encrypt the hash of the receipt
with its private key, thereby forming a digital
signature to be attached to the transmission to the
vendor.

[0181] According to one embodiment, the transaction
engine 205 also transmits a confirmation message to the
user. Although the signing process 1100 is disclosed
with reference to its preferred and alternative
embodiments, the invention is not intended to be
limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of
alternatives for the signing process 1100. For
example, the vendor may be replaced with a user
application, such as an email application. For
example, the user may wish to digitally sign a
particular email with his or her digital signature. In
such an embodiment, the transmission throughout the
signing process 1100 may advantageously include only
one copy of a hash of the message. Moreover, a skilled
artisan will recognize from the disclosure herein that

a wide number of client applications may request
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digital signatures. For example, the client
applications may comprise word processors,
spreadsheets, emails, voicemail, access to restricted
system areas, or the like.

[0182] In addition, a skilled artisan will recognize
from the disclosure herein that steps 1105 through 1120
of the signing process 1100 may advantageously employ
some or all of the steps of the interoperability
process 970 of FIGURE 9B, thereby providing
interoperability between differing cryptographic
systems that may, for example, need to process the
digital signature under differing signature types.
[0183] FIGURE 12 illustrates a data flow of an
encryption/decryption process 1200 according to aspects
of an embodiment of the invention. As shown in FIGURE
12, the decryption process 1200 begins by
authenticating the user using the authentication
process 1000. According to one embodiment, the
authentication process 1000 includes in the
authentication request, a synchronous session key. For
example, in conventional PKI technologies, it is
understood by skilled artisans that encrypting or
decrypting data using public and private keys is
mathematically intensive and may require significant
system resources. However, in symmetric key
cryptographic systems, or systems where the sender and
receiver of a message share a single common key that is
used to encrypt and decrypt a message, the mathematical
operations are significantly simpler and faster. Thus,
in the conventional PKI technologies, the sender of a
message will generate synchronous session key, and
encrypt the message using the simpler, faster symmetric

key system. Then, the sender will encrypt the session
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key with the public key of the receiver. The encrypted
session key will be attached to the synchronously
encrypted message and both data are sent to the
receiver. The receiver uses his or her private key to
decrypt the session key, and then uses the session key
to decrypt the message. Based on the foregoing, the
simpler and faster symmetric key system is used for the
majority of the encryption/decryption processing.

Thus, in the decryption process 1200, the decryption
advantageously assumes that a synchronous key has been
encrypted with the public key of the user. Thus, as
mentioned in the foregoing, the encrypted session key
is included in the authentication request.

[0184] Returning to the decryption process 1200,
after the user has been authenticated in step 1205, the
authentication engine 215 forwards the encrypted
session key to the cryptographic engine 220. 1In step
1210, the authentication engine 215 forwards a request
to each of the data storage facilities, D1 through D4,
requesting the cryptographic key data of the user. 1In
step 1215, each data storage facility, D1 through D4,
transmits their respective portion of the cryptographic
key to the cryptographic engine 220. According to one
embodiment, the foregoing transmission is encrypted
with the public key of the cryptographic engine 220.
[0185] In step 1220 of the decryption process 1200,
the cryptographic engine 220 assembles the
cryptographic key and decrypts the session key
therewith. In step 1225, the cryptographic engine
forwards the session key to the authentication engine
215. 1In step 1227, the authentication engine 215 fills
in the authentication request including the decrypted

session key, and transmits the filled-in authentication
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request to the transaction engine 205. In step 1230,
the transaction engine 205 forwards the authentication
request along with the session key to the requesting
application or vendor. Then, according to one
embodiment, the requesting application or vendor uses
the session key to decrypt the encrypted message.
[0186] Although the decryption process 1200 is
disclosed with reference to its preferred and
alternative embodiments, a skilled artisan will
recognize from the disclosure herein, a wide number of
alternatives for the decryption process 1200. For
example, the decryption process 1200 may forego
synchronous key encryption and rely on full public-key
technology. In such an embodiment, the requesting
application may transmit the entire message to the
cryptographic engine 220, or, may employ some type of
compression or reversible hash in order to transmit the
message to the cryptographic engine 220. A skilled
artisan will also recognize from the disclosure herein
that the foregoing communications may advantageously
include XML documents wrapped in SSL technology.

[0187] The encryption/decryption process 1200 also
provides for encryption of documents or other data.
Thus, in step 1235, a requesting application or vendor
may advantageously transmit to the transaction engine
205 of the trust engine 110, a request for the public
key of the user. The requesting application or vendor
makes this request because the requesting application
or vendor uses the public key of the user, for example,
to encrypt the session key that will be used to encrypt
the document or message. As mentioned in the
enrollment process 900, the transaction engine 205

stores a copy of the digital certificate of the user,
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for example, in the mass storage 225. Thus, in step
1240 of the encryption process 1200, the transaction
engine 205 requests the digital certificate of the user
from the mass storage 225. 1In step 1245, the mass
storage 225 transmits the digital certificate
corresponding to the user, to the transaction engine
205. In step 1250, the transaction engine 205
transmits the digital certificate to the requesting
application or vendor. According to one embodiment,
the encryption portion of the encryption process 1200
does not include the authentication of a user. This is
because the requesting vendor needs only the public key
of the user, and is not requesting any sensitive data.
[0188] A skilled artisan will recognize from the
disclosure herein that if a particular user does not
have a digital certificate, the trust engine 110 may
employ some or all of the enrollment process 900 in
order to generate a digital certificate for that
particular user. Then, the trust engine 110 may
initiate the encryption/decryption process 1200 and
thereby provide the appropriate digital certificate.

In addition, a skilled artisan will recognize from the
disclosure herein that steps 1220 and 1235 through 1250
of the encryption/decryption process 1200 may
advantageously employ some or all of the steps of the
interoperability process of FIGURE 9B, thereby
providing interoperability between differing
cryptographic systems that may, for example, need to
process the encryption.

[0189] FIGURE 13 illustrates a simplified block
diagram of a trust engine system 1300 according to
aspects of yet another embodiment of the invention. As

shown in FIGURE 13, the trust engine system 1300
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comprises a plurality of distinct trust engines 1305,
1310, 1315, and 1320, respectively. To facilitate a
more complete understanding of the invention, FIGURE 13
illustrates each trust engine, 1305, 1310, 1315, and
1320 as having a transaction engine, a depository, and
an authentication engine. However, a skilled artisan
will recognize that each transaction engine may
advantageously comprise some, a combination, or all of
the elements and communication channels disclosed with
reference to FIGURES 1-8. For example, one embodiment
may advantageously include trust engines having one or
more transaction engines, depositories, and
cryptographic servers or any combinations thereof.
[0190] According to one embodiment of the invention,
each of the trust engines 1305, 1310, 1315 and 1320 are
geographically separated, such that, for example, the
trust engine 1305 may reside in a first location, the
trust engine 1310 may reside in a second location, the
trust engine 1315 may reside in a third location, and
the trust engine 1320 may reside in a fourth location.
The foregoing geographic separation advantageously
decreases system response time while increasing the
security of the overall trust engine system 1300.
[0191] For example, when a user logs onto the
cryptographic system 100, the user may be nearest the
first location and may desire to be authenticated. As
described with reference to FIGURE 10, to be
authenticated, the user provides current authentication
data, such as a biometric or the like, and the current
authentication data is compared to that user's
enrollment authentication data. Therefore, according
to one example, the user advantageously provides

current authentication data to the geographically
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nearest trust engine 1305. The transaction engine 1321
of the trust engine 1305 then forwards the current
authentication data to the authentication engine 1322
also residing at the first location. According to
another embodiment, the transaction engine 1321
forwards the current authentication data to one or more
of the authentication engines of the trust engines
1310, 1315, or 1320.

[0192] The transaction engine 1321 also requests the
assembly of the enrollment authentication data from the
depositories of, for example, each of the trust
engines, 1305 through 1320. According to this
embodiment, each depository provides its portion of the
enrollment authentication data to the authentication
engine 1322 of the trust engine 1305. The
authentication engine 1322 then employs the encrypted
data portions from, for example, the first two
depositories to respond, and assembles the enrollment
authentication data into deciphered form. The
authentication engine 1322 compares the enrollment
authentication data with the current authentication
data and returns an authentication result to the
transaction engine 1321 of the trust engine 1305.

[0193] Based on the above, the trust engine system
1300 employs the nearest one of a plurality of
geographically separated trust engines, 1305 through
1320, to perform the authentication process. According
to one embodiment of the invention, the routing of
information to the nearest transaction engine may
advantageously be performed at client-side applets
executing on one or more of the user system 105, vendor
system 120, or certificate authority 115. According to

an alternative embodiment, a more sophisticated
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decision process may be employed to select from the
trust engines 1305 through 1320. For example, the
decision may be based on the availability, operability,
speed of connections, load, performance, geographic
proximity, or a combination thereof, of a given trust
engine.

[0194] In this way, the trust engine system 1300
lowers its response time while maintaining the security
advantages associated with geographically remote data
storage facilities, such as those discussed with
reference to FIGURE 7 where each data storage facility
stores randomized portions of sensitive data. For
example, a security compromise at, for example, the
depository 1325 of the trust engine 1315 does not
necessarily compromise the sensitive data of the trust
engine system 1300. This is because the depository
1325 contains only non-decipherable randomized data
that, without more, is entirely useless.

[0195] According to another embodiment, the trust
engine system 1300 may advantageously include multiple
cryptographic engines arranged similar to the
authentication engines. The cryptographic engines may
advantageously perform cryptographic functions such as
those disclosed with reference to FIGURES 1-8.
According to yet another embodiment, the trust engine
system 1300 may advantageously replace the multiple
authentication engines with multiple cryptographic
engines, thereby performing cryptographic functions
such as those disclosed with reference to FIGURES 1-8.
According to yet another embodiment of the invention,
the trust engine system 1300 may replace each multiple
authentication engine with an engine having some or all

of the functionality of the authentication engines,
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cryptographic engines, or both, as disclosed in the
foregoing,

[0196] Although the trust engine system 1300 is
disclosed with reference to its preferred and
alternative embodiments, a skilled artisan will
recognize that the trust engine system 1300 may
comprise portions of trust engines 1305 through 1320.
For example, the trust engine system 1300 may include
one or more transaction engines, one or more
depositories, one or more authentication engines, or
one or more cryptographic engines or combinations
thereof.

[0197] FIGURE 14 illustrates a simplified block
diagram of a trust engine System 1400 according to
aspects of yet another embodiment of the invention. As
shown in FIGURE 14, the trust engine system 1400
includes multiple trust engines 1405, 1410, 1415 and
1420. According to one embodiment, each of the trust
engines 1405, 1410, 1415 and 1420, comprise some or all
of the elements of trust engine 110 disclosed with
reference to FIGURES 1-8. According to this
embodiment, when the client side applets of the user
system 105, the vendor system 120, or the certificate
authority 115, communicate with the trust engine system
1400, those communications are sent to the IP address
of each of the trust engines 1405 through 1420.
Further, each transaction engine of each of the trust
engines, 1405, 1410, 1415, and 1420, behaves similar to
the transaction engine 1321 of the trust engine 1305
disclosed with reference to FIGURE 13. For example,
during an authentication process, each transaction
engine of each of the trust engines 1405, 1410, 1415,

and 1420 transmits the current authentication data to
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their respective authentication engines and transmits a
request to assemble the randomized data stored in each
of the depositories of each of the trust engines 1405
through 1420. FIGURE 14 does not illustrate all of
these communications; as such illustration would become
overly complex. Continuing with the authentication
process, each of the depositories then communicates its
portion of the randomized data to each of the
authentication engines of the each of the trust engines
1405 through 1420. Each of the authentication engines
of the each of the trust engines employs its comparator
to determine whether the current authentication data
matches the enrollment authentication data provided by
the depositories of each of the trust engines 1405
through 1420. According to this embodiment, the result
of the comparison by each of the authentication engines
is then transmitted to a redundancy module of the other
three trust engines. For example, the result of the
authentication engine from the trust engine 1405 is
transmitted to the redundancy modules of the trust
engines 1410, 1415, and 1420. Thus, the redundancy
module of the trust engine 1405 likewise receives the
result of the authentication engines from the trust
engines 1410, 1415, and 1420.

[0198] FIGURE 15 illustrates a block diagram of the
redundancy module of FIGURE 14. The redundancy module
comprises a comparator configured to receive the
authentication result from three authentication engines
and transmit that result to the transaction engine of
the fourth trust engine. The comparator compares the
authentication result form the three authentication
engines, and if two of the results agree, the

comparator concludes that the authentication result
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should match that of the two agreeing authentication
engines. This result is then transmitted back to the
transaction engine corresponding to the trust engine
not associated with the three authentication engines.
[0199] Based on the foregoing, the redundancy module
determines an authentication result from data received
from authentication engines that are preferably
geographically remote from the trust engine of that the
redundancy module. By providing such redundancy
functionality, the trust engine system 1400 ensures
that a compromise of the authentication engine of one
of the trust engines 1405 through 1420, is insufficient
to compromise the authentication result of the
redundancy module of that particular trust engine. A
skilled artisan will recognize that redundancy module
functionality of the trust engine system 1400 may also
be applied to the cryptographic engine of each of the
trust engines 1405 through 1420. However, such
cryptographic engine communication was not shown in
FIGURE 14 to avoid complexity. Moreover, a skilled
artisan will recognize a wide number of alternative
authentication result conflict resolution algorithms
for the comparator of FIGURE 15 are suitable for use in
the present invention.

[0200] According to yet another embodiment of the
invention, the trust engine system 1400 may
advantageously employ the redundancy module during
cryptographic comparison steps. For example, some or
all of the foregoing redundancy module disclosure with
reference to FIGURES 14 and 15 may advantageously be
implemented during a hash comparison of documents
provided by one or more parties during a particular

transaction.
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[0201] Although the foregoing invention has been
described in terms of certain preferred and alternative
embodiments, other embodiments will be apparent to
those of ordinary skill in the art from the disclosure
herein. For example, the trust engine 110 may issue
short-term certificates, where the private
cryptographic key is released to the user for a
predetermined period of time. For example, current
certificate standards include a validity field that can
be set to expire after a predetermined amount of time.
Thus, the trust engine 110 may release a private key to
a user where the private key would be valid for, for
example, 24 hours. According to such an embodiment,
the trust engine 110 may advantageously issue a new
cryptographic key pair to be associated with a
particular user and then release the private key of the
new cryptographic key pair. Then, once the private
cryptographic key is released, the trust engine 110
immediately expires any internal valid use of such
private key, as it is no longer securable by the trust
engine 110.

[0202] In addition, a skilled artisan will recognize
that the cryptographic system 100 or the trust engine
110 may include the ability to recognize any type of
devices, such as, but not limited to, a laptop, a cell
phone, a network, a biometric device or the like.
According to one embodiment, such recognition may come
from data supplied in the request for a particular
service, such as, a request for authentication leading
to access or use, a request for cryptographic
functionality, or the like. According to one
embodiment, the foregoing request may include a unique

device identifier, such as, for example, a processor
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ID. Alternatively, the request may include data in a
particular recognizable data format. For example,
mobile and satellite phones often do not include the
processing power for full X509.v3 heavy encryption
certificates, and therefore do not request them.
According to this embodiment, the trust engine 110 may
recognize the type of data format presented, and
respond only in kind.

[0203] In an additional aspect of the system
described above, context sensitive authentication can
be provided using various techniques as will be
described below. Context sensitive authentication, for
example as shown in FIGURE 16, provides the possibility
of evaluating not only the actual data which is sent by
the user when attempting to authenticate himself, but
also the circumstances surrounding the generation and
delivery of that data. Such techniques may also
support transaction specific trust arbitrage between
the user and trust engine 110 or between the vendor and
trust engine 110, as will be described below.

[0204] As discussed above, authentication is the
process of proving that a user is who he says he 1is.
Generally, authentication requires demonstrating some
fact to an authentication authority. The trust engine
110 of the present invention represents the authority
to which a user must authenticate himself. The user
must demonstrate to the trust engine 110 that he is who
he says he is by either: knowing something that only
the user should know (knowledge-based authentication),
having something that only the user should have
(token-based authentication), or by being something
that only the user should be (biometric-based

authentication).

47448421_1

EX1002 - Page 235



10

15

20

25

30

[0205] Examples of knowledge-based authentication
include without limitation a password, PIN number, or
lock combination. Examples of token-based
authentication include without limitation a house key,
a physical credit card, a driver's license, or a
particular phone number. Examples of biometric-based
authentication include without limitation a
fingerprint, handwriting analysis, facial scan, hand
scan, ear scan, 1iris scan, vascular pattern, DNA, a
voice analysis, or a retinal scan.

[0206] Each type of authentication has particular
advantages and disadvantages, and each provides a
different level of security. For example, it is
generally harder to create a false fingerprint that
matches someone else's than it is to overhear someone's
password and repeat it. Each type of authentication
also requires a different type of data to be known to
the authenticating authority in order to verify someone
using that form of authentication.

[0207] As used herein, "authentication” will refer
broadly to the overall process of verifying someone's
identity to be who he says he is. An "authentication
technique”™ will refer to a particular type of
authentication based upon a particular piece of
knowledge, physical token, or biometric reading.
"Authentication data" refers to information which is
sent to or otherwise demonstrated to an authentication
authority in order to establish identity. "Enrollment
data" will refer to the data which is initially
submitted to an authentication authority in order to
establish a baseline for comparison with authentication

data. An "authentication instance" will refer to the
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data associated with an attempt to authenticate by an
authentication technique.

[0208] The internal protocols and communications
involved in the process of authenticating a user is
described with reference to FIGURE 10 above. The part
of this process within which the context sensitive
authentication takes place occurs within the comparison
step shown as step 1045 of FIGURE 10. This step takes
place within the authentication engine 215 and involves
assembling the enrollment data 410 retrieved from the
depository 210 and comparing the authentication data
provided by the user to it. One particular embodiment
of this process is shown in FIGURE 16 and described
below.

[0209] The current authentication data provided by
the user and the enrollment data retrieved from the
depository 210 are received by the authentication
engine 215 in step 1600 of FIGURE 16. Both of these
sets of data may contain data which is related to
separate techniques of authentication. The
authentication engine 215 separates the authentication
data associated with each individual authentication
instance in step 1605. This 1is necessary so that the
authentication data is compared with the appropriate
subset of the enrollment data for the user (e.g.
fingerprint authentication data should be compared with
fingerprint enrollment data, rather than password
enrollment data).

[0210] Generally, authenticating a user involves one
or more individual authentication instances, depending
on which authentication techniques are available to the
user. These methods are limited by the enrollment data

which were provided by the user during his enrollment
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process (if the user did not provide a retinal scan
when enrolling, he will not be able to authenticate
himself using a retinal scan), as well as the means
which may be currently available to the user (e.g. if
the user does not have a fingerprint reader at his
current location, fingerprint authentication will not
be practical). In some cases, a single authentication
instance may be sufficient to authenticate a user;
however, in certain circumstances a combination of
multiple authentication instances may be used in order
to more confidently authenticate a user for a
particular transaction.

[0211] Each authentication instance consists of data
related to a particular authentication technique (e.g.
fingerprint, password, smart card, etc.) and the
circumstances which surround the capture and delivery
of the data for that particular technique. For
example, a particular instance of attempting to
authenticate via password will generate not only the
data related to the password itself, but also
circumstantial data, known as "metadata", related to
that password attempt. This circumstantial data
includes information such as: the time at which the
particular authentication instance took place, the
network address from which the authentication
information was delivered, as well as any other
information as is known to those of skill in the art
which may be determined about the origin of the
authentication data (the type of connection, the
processor serial number, etc.).

[0212] In many cases, only a small amount of
circumstantial metadata will be available. For

example, if the user is located on a network which uses
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proxies or network address translation or another
technique which masks the address of the originating
computer, only the address of the proxy or router may
be determined. Similarly, in many cases information
such as the processor serial number will not be
available because of either limitations of the hardware
or operating system being used, disabling of such
features by the operator of the system, or other
limitations of the connection between the user's system
and the trust engine 110.

[0213] As shown in FIGURE 16, once the individual
authentication instances represented within the
authentication data are extracted and separated in step
1605, the authentication engine 215 evaluates each
instance for its reliability in indicating that the
user is who he claims to be. The reliability for a
single authentication instance will generally be
determined based on several factors. These may be
grouped as factors relating to the reliability
associated with the authentication technique, which are
evaluated in step 1610, and factors relating to the
reliability of the particular authentication data
provided, which are evaluated in step 1815. The first
group includes without limitation the inherent
reliability of the authentication technique being used,
and the reliability of the enrollment data being used
with that method. The second group includes without
limitation the degree of match between the enrollment
data and the data provided with the authentication
instance, and the metadata associated with that
authentication instance. Each of these factors may

vary independently of the others.
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[0214] The inherent reliability of an authentication
technique is based on how hard it is for an imposter to
provide someone else's correct data, as well as the
overall error rates for the authentication technique.
For passwords and knowledge based authentication
methods, this reliability is often fairly low because
there is nothing that prevents someone from revealing
their password to another person and for that second
person to use that password. Even a more complex
knowledge based system may have only moderate
reliability since knowledge may be transferred from
person to person fairly easily. Token based
authentication, such as having a proper smart card or
using a particular terminal to perform the
authentication, is similarly of low reliability used by
itself, since there is no guarantee that the right
person is in possession of the proper token.

[0215] However, biometric techniques are more
inherently reliable because it is generally difficult
to provide someone else with the ability to use your
fingerprints in a convenient manner, even
intentionally. Because subverting biometric
authentication techniques is more difficult, the
inherent reliability of biometric methods is generally
higher than that of purely knowledge or token based
authentication techniques. However, even biometric
techniques may have some occasions in which a false
acceptance or false rejection is generated. These
occurrences may be reflected by differing reliabilities
for different implementations of the same biometric
technique. For example, a fingerprint matching system
provided by one company may provide a higher

reliability than one provided by a different company
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because one uses higher quality optics or a better
scanning resolution or some other improvement which
reduces the occurrence of false acceptances or false
rejections.

[0216] Note that this reliability may be expressed
in different manners. The reliability is desirably
expressed in some metric which can be used by the
heuristics 530 and algorithms of the authentication
engine 215 to calculate the confidence level of each
authentication. One preferred mode of expressing these
reliabilities is as a percentage or fraction. For
instance, fingerprints might be assigned an inherent
reliability of 97%, while passwords might only be
assigned an inherent reliability of 50%. Those of
skill in the art will recognize that these particular
values are merely exemplary and may vary between
specific implementations.

[0217] The second factor for which reliability must
be assessed is the reliability of the enrollment. This
is part of the "graded enrollment” process referred to
above. This reliability factor reflects the
reliability of the identification provided during the
initial enrollment process. For instance, 1f the
individual initially enrolls in a manner where they
physically produce evidence of their identity to a
notary or other public official, and enrollment data is
recorded at that time and notarized, the data will be
more reliable than data which is provided over a
network during enrollment and only vouched for by a
digital signature or other information which is not
truly tied to the individual.

[0218] Other enrollment techniques with varying

levels of reliability include without limitation:
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enrollment at a physical office of the trust engine 110
operator; enrollment at a user's place of employment;
enrollment at a post office or passport office;
enrollment through an affiliated or trusted party to
the trust engine 110 operator; anonymous or
pseudonymous enrollment in which the enrolled identity
is not yet identified with a particular real
individual, as well as such other means as are known in
the art.

[0219] These factors reflect the trust between the
trust engine 110 and the source of identification
provided during the enrollment process. For instance,
if enrollment is performed in association with an
employer during the initial process of providing
evidence of identity, this information may be
considered extremely reliable for purposes within the
company, but may be trusted to a lesser degree by a
government agency, or by a competitor. Therefore,
trust engines operated by each of these other
organizations may assign different levels of
reliability to this enrollment.

[0220] Similarly, additional data which is submitted
across a network, but which is authenticated by other
trusted data provided during a previous enrollment with
the same trust engine 110 may be considered as reliable
as the original enrollment data was, even though the
latter data were submitted across an open network. 1In
such circumstances, a subsequent notarization will
effectively increase the level of reliability
associated with the original enrollment data. In this
way for example, an anonymous or pseudonymous

enrollment may then be raised to a full enrollment by
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demonstrating to some enrollment official the identity
of the individual matching the enrolled data.

[0221] The reliability factors discussed above are
generally values which may be determined in advance of
any particular authentication instance. This is
because they are based upon the enrollment and the
technique, rather than the actual authentication. 1In
one embodiment, the step of generating reliability
based upon these factors involves looking up previously
determined values for this particular authentication
technique and the enrollment data of the user. 1In a
further aspect of an advantageous embodiment of the
present invention, such reliabilities may be included
with the enrollment data itself. 1In this way, these
factors are automatically delivered to the
authentication engine 215 along with the enrollment
data sent from the depository 210.

[0222] While these factors may generally be
determined in advance of any individual authentication
instance, they still have an effect on each
authentication instance which uses that particular
technique of authentication for that user.
Furthermore, although the values may change over time
(e.g. if the user re-enrolls in a more reliable
fashion), they are not dependent on the authentication
data itself. By contrast, the reliability factors
associated with a single specific instance's data may
vary on each occasion. These factors, as discussed
below, must be evaluated for each new authentication in
order to generate reliability scores in step 1815.
[0223] The reliability of the authentication data
reflects the match between the data provided by the

user in a particular authentication instance and the
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data provided during the authentication enrollment.
This is the fundamental question of whether the
authentication data matches the enrollment data for the
individual the user is claiming to be. Normally, when
the data do not match, the user is considered to not be
successfully authenticated, and the authentication
fails. The manner in which this is evaluated may
change depending on the authentication technique used.
The comparison of such data is performed by the
comparator 515 function of the authentication engine
215 as shown in FIGURE 5.

[0224] For instance, matches of passwords are
generally evaluated in a binary fashion. In other
words, a password is either a perfect match, or a
failed match. It is usually not desirable to accept as
even a partial match a password which is close to the
correct password if it is not exactly correct.
Therefore, when evaluating a password authentication,
the reliability of the authentication returned by the
comparator 515 is typically either 100% (correct) or 0%
(wrong), with no possibility of intermediate values.
[0225] Similar rules to those for passwords are
generally applied to token based authentication
methods, such as smart cards. This is because having a
smart card which has a similar identifier or which is
similar to the correct one, is still just as wrong as
having any other incorrect token. Therefore tokens
tend also to be binary authenticators: a user either
has the right token, or he doesn't.

[0226] However, certain types of authentication
data, such as questionnaires and biometrics, are
generally not binary authenticators. For example, a

fingerprint may match a reference fingerprint to
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varying degrees. To some extent, this may be due to
variations in the quality of the data captured either
during the initial enrollment or in subsequent
authentications. (A fingerprint may be smudged or a
person may have a still healing scar or burn on a
particular finger.) In other instances the data may
match less than perfectly because the information
itself is somewhat variable and based upon pattern
matching. (A voice analysis may seem close but not
quite right because of background noise, or the
acoustics of the environment in which the voice 1is
recorded, or because the person has a cold.) Finally,
in situations where large amounts of data are being
compared, it may simply be the case that much of the
data matches well, but some doesn't. (A ten-question
questionnaire may have resulted in eight correct
answers to personal questions, but two incorrect
answers.) For any of these reasons, the match between
the enrollment data and the data for a particular
authentication instance may be desirably assigned a
partial match value by the comparator 515. In this
way, the fingerprint might be said to be a 85% match,
the voice print a 65% match, and the questionnaire an
80% match, for example.

[0227] This measure (degree of match) produced by
the comparator 515 is the factor representing the basic
issue of whether an authentication is correct or not.
However, as discussed above, this is only one of the
factors which may be used in determining the
reliability of a given authentication instance. Note
also that even though a match to some partial degree
may be determined, that ultimately, it may be desirable

to provide a binary result based upon a partial match.

47448421_1

EX1002 - Page 245



10

15

20

25

30

In an alternate mode of operation, it is also possible
to treat partial matches as binary, i.e. either perfect
(100%) or failed (0%) matches, based upon whether or
not the degree of match passes a particular threshold
level of match. Such a process may be used to provide
a simple pass/fail level of matching for systems which
would otherwise produce partial matches.

[0228] Another factor to be considered in evaluating
the reliability of a given authentication instance
concerns the circumstances under which the
authentication data for this particular instance are
provided. As discussed above, the circumstances refer
to the metadata associated with a particular
authentication instance. This may include without
limitation such information as: the network address of
the authenticator, to the extent that it can be
determined; the time of the authentication; the mode of
transmission of the authentication data (phone line,
cellular, network, etc.); and the serial number of the
system of the authenticator.

[0229] These factors can be used to produce a
profile of the type of authentication that is normally
requested by the user. Then, this information can be
used to assess reliability in at least two manners.

One manner is to consider whether the user is
requesting authentication in a manner which is
consistent with the normal profile of authentication by
this user. If the user normally makes authentication
requests from one network address during business days
(when she is at work) and from a different network
address during evenings or weekends (when she is at
home), an authentication which occurs from the home

address during the business day is less reliable
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because it is outside the normal authentication
profile. Similarly, if the user normally authenticates
using a fingerprint biometric and in the evenings, an
authentication which originates during the day using
only a password is less reliable.

[0230] An additional way in which the circumstantial
metadata can be used to evaluate the reliability of an
instance of authentication is to determine how much
corroboration the circumstance provides that the
authenticator is the individual he claims to be. For
instance, if the authentication comes from a system
with a serial number known to be associated with the
user, this is a good circumstantial indicator that the
user is who they claim to be. Conversely, 1if the
authentication is coming from a network address which
is known to be in Los Angeles when the user is known to
reside in London, this is an indication that this
authentication is less reliable based on its
circumstances.

[0231] It is also possible that a cookie or other
electronic data may be placed upon the system being
used by a user when they interact with a vendor system
or with the trust engine 110. This data is written to
the storage of the system of the user and may contain
an identification which may be read by a Web browser or
other software on the user system. If this data is
allowed to reside on the user system between sessions
(a "persistent cookie"), it may be sent with the
authentication data as further evidence of the past use
of this system during authentication of a particular
user. In effect, the metadata of a given instance,
particularly a persistent cookie, may form a sort of

token based authenticator itself.
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[0232] Once the appropriate reliability factors
based on the technique and data of the authentication
instance are generated as described above in steps 1610
and 1615 respectively, they are used to produce an
overall reliability for the authentication instance
provided in step 1620. One means of doing this is
simply to express each reliability as a percentage and
then to multiply them together.

[0233] For example, suppose the authentication data
is being sent in from a network address known to be the
user's home computer completely in accordance with the
user's past authentication profile (100%), and the
technique being used is fingerprint identification
(97%), and the initial finger print data was roistered
through the user's employer with the trust engine 110
(90%), and the match between the authentication data
and the original fingerprint template in the enrollment
data is very good (99%). The overall reliability of
this authentication instance could then be calculated
as the product of these reliabilities: 100% * 97% * 90%
* 99% - 86.4% reliability.

[0234] This calculated reliability represents the
reliability of one single instance of authentication.
The overall reliability of a single authentication
instance may also be calculated using techniques which
treat the different reliability factors differently,
for example by using formulas where different weights
are assigned to each reliability factor. Furthermore,
those of skill in the art will recognize that the
actual values used may represent values other than
percentages and may use non-—-arithmetic systems. One
embodiment may include a module used by an

authentication requestor to set the weights for each
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factor and the algorithms used in establishing the
overall reliability of the authentication instance.
[0235] The authentication engine 215 may use the
above techniques and variations thereof to determine
the reliability of a single authentication instance,
indicated as step 1620. However, it may be useful in
many authentication situations for multiple
authentication instances to be provided at the same
time. For example, while attempting to authenticate
himself using the system of the present invention, a
user may provide a user identification, fingerprint
authentication data, a smart card, and a password. In
such a case, three independent authentication instances
are being provided to the trust engine 110 for
evaluation. Proceeding to step 1625, if the
authentication engine 215 determines that the data
provided by the user includes more than one
authentication instance, then each instance in turn
will be selected as shown in step 1630 and evaluated as
described above in steps 1610, 1615 and 1620.

[0236] Note that many of the reliability factors
discussed may vary from one of these instances to
another. For instance, the inherent reliability of
these techniques is likely to be different, as well as
the degree of match provided between the authentication
data and the enrollment data. Furthermore, the user
may have provided enrollment data at different times
and under different circumstances for each of these
techniques, providing different enrollment
reliabilities for each of these instances as well.
Finally, even though the circumstances under which the
data for each of these instances is being submitted is

the same, the use of such techniques may each fit the
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profile of the user differently, and so may be assigned
different circumstantial reliabilities. (For example,
the user may normally use their password and
fingerprint, but not their smart card.)

[0237] As a result, the final reliability for each
of these authentication instances may be different from
One another. However, by using multiple instances
together, the overall confidence level for the
authentication will tend to increase.

[0238] Once the authentication engine has performed
steps 1610 through 1620 for all of the authentication
instances provided in the authentication data, the
reliability of each instance is used in step 1635 to
evaluate the overall authentication confidence level.
This process of combining the individual authentication
instance reliabilities into the authentication
confidence level may be modeled by various methods
relating the individual reliabilities produced, and may
also address the particular interaction between some of
these authentication techniques. (For example,
multiple knowledge-based systems such as passwords may
produce less confidence than a single password and even
a fairly weak biometric, such as a basic voice
analysis.)

[0239] One means in which the authentication engine
215 may combine the reliabilities of multiple
concurrent authentication instances to generate a final
confidence level is to multiply the unreliability of
each instance to arrive at a total unreliability. The
unreliability is generally the complementary percentage
of the reliability. For example, a technique which is
84% reliable is 16% unreliable. The three

authentication instances described above (fingerprint,
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smart card, password)which produce reliabilities of
86%, 75%, and 72% would have corresponding
unreliabilities of (100- 86)%, (100- 75)% and (100-
72)%, or 14%, 25%, and 28%, respectively. By
multiplying these unreliabilities, we get a cumulative
unreliability of 14% * 25% * 28% - .98% unreliability,
which corresponds to a reliability of 99.02%.

[0240] In an additional mode of operation,
additional factors and heuristics 530 may be applied
within the authentication engine 215 to account for the
interdependence of various authentication techniques.
For example, if someone has unauthorized access to a
particular home computer, they probably have access to
the phone line at that address as well. Therefore,
authenticating based on an originating phone number as
well as upon the serial number of the authenticating
system does not add much to the overall confidence in
the authentication. However, knowledge based
authentication is largely independent of token based
authentication (i.e. if someone steals your cellular
phone or keys, they are no more likely to know your PIN
or password than if they hadn't).

[0241] Furthermore, different vendors or other
authentication requestors may wish to weigh different
aspects of the authentication differently. This may
include the use of separate weighing factors or
algorithms used in calculating the reliability of
individual instances as well as the use of different
means to evaluate authentication events with multiple
instances.

[0242] For instance, vendors for certain types of
transactions, for instance corporate email systems, may

desire to authenticate primarily based upon heuristics

47448421_1

EX1002 - Page 251



10

15

20

25

30

- 101 -

and other circumstantial data by default. Therefore,
they may apply high weights to factors related to the
metadata and other profile related information
associated with the circumstances surrounding
authentication events. This arrangement could be used
to ease the burden on users during normal operating
hours, by not requiring more from the user than that he
be logged on to the correct machine during business
hours. However, another vendor may weigh
authentications coming from a particular technique most
heavily, for instance fingerprint matching, because of
a policy decision that such a technique is most suited
to authentication for the particular vendor's purposes.
[0243] Such varying weights may be defined by the
authentication requestor in generating the
authentication request and sent to the trust engine 110
with the authentication request in one mode of
operation. Such options could also be set as
preferences during an initial enrollment process for
the authentication requestor and stored within the
authentication engine in another mode of operation.
[0244] Once the authentication engine 215 produces
an authentication confidence level for the
authentication data provided, this confidence level is
used to complete the authentication request in step
1640, and this information is forwarded from the
authentication engine 215 to the transaction engine 205
for inclusion in a message to the authentication
requestor.

[0245] The process described above is merely
exemplary, and those of skill in the art will recognize
that the steps need not be performed in the order shown

or that only certain of the steps are desired to be
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performed, or that a variety of combinations of steps
may be desired. Furthermore, certain steps, such as
the evaluation of the reliability of each
authentication instance provided, may be carried out in
parallel with one another if circumstances permit.
[0246] In a further aspect of this invention, a
method is provided to accommodate conditions when the
authentication confidence level produced by the process
described above fails to meet the required trust level
of the vendor or other party requiring the
authentication. In circumstances such as these where a
gap exists between the level of confidence provided and
the level of trust desired, the operator of the trust
engine 110 is in a position to provide opportunities
for one or both parties to provide alternate data or
requirements in order to close this trust gap. This
process will be referred to as "trust arbitrage"
herein.

[0247] Trust arbitrage may take place within a
framework of cryptographic authentication as described
above with reference to FIGURES 10 and 11. As shown
therein, a vendor or other party will request
authentication of a particular user in association with
a particular transaction. In one circumstance, the
vendor simply requests an authentication, either
positive or negative, and after receiving appropriate
data from the user, the trust engine 110 will provide
such a binary authentication. In circumstances such as
these, the degree of confidence required in order to
secure a positive authentication is determined based
upon preferences set within the trust engine 110.

[0248] However, it is also possible that the vendor

may request a particular level of trust in order to
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complete a particular transaction. This required level
may be included with the authentication request (e.g.
authenticate this user to 98% confidence) or may be
determined by the trust engine 110 based on other
factors associated with the transaction (i.e.
authenticate this user as appropriate for this
transaction). One such factor might be the economic
value of the transaction. For transactions which have
greater economic value, a higher degree of trust may be
required. Similarly, for transactions with high
degrees of risk a high degree of trust may be required.
Conversely, for transactions which are either of low
risk or of low wvalue, lower trust levels may be
required by the vendor or other authentication
requestor.

[0249] The process of trust arbitrage occurs between
the steps of the trust engine 110 receiving the
authentication data in step 1050 of FIGURE 10 and the
return of an authentication result to the vendor in
step 1055 of FIGURE 10. Between these steps, the
process which leads to the evaluation of trust levels
and the potential trust arbitrage occurs as shown in
FIGURE 17. 1In circumstances where simple binary
authentication is performed, the process shown in
FIGURE 17 reduces to having the transaction engine 205
directly compare the authentication data provided with
the enrollment data for the identified user as
discussed above with reference to FIGURE 10, flagging
any difference as a negative authentication.

[0250] As shown in FIGURE 17, the first step after
receiving the data in step 1050 is for the transaction
engine 205 to determine the trust level which is

required for a positive authentication for this
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particular transaction in step 1710. This step may be
performed by one of several different methods. The
required trust level may be specified to the trust
engine 110 by the authentication requestor at the time
when the authentication request is made. The
authentication requestor may also set a preference in
advance which is stored within the depository 210 or
other storage which is accessible by the transaction
engine 205. This preference may then be read and used
each time an authentication request is made by this
authentication requestor. The preference may also be
associated with a particular user as a security measure
such that a particular level of trust is always
required in order to authenticate that user, the user
preference being stored in the depository 210 or other
storage media accessible by the transaction engine 205.
The required level may also be derived by the
transaction engine 205 or authentication engine 215
based upon information provided in the authentication
request, such as the value and risk level of the
transaction to be authenticated.

[0251] In one mode of operation, a policy management
module or other software which is used when generating
the authentication request is used to specify the
required degree of trust for the authentication of the
transaction. This may be used to provide a series of
rules to follow when assigning the required level of
trust based upon the policies which are specified
within the policy management module. One advantageous
mode of operation is for such a module to be
incorporated with the web server of a vendor in order
to appropriately determine required level of trust for

transactions initiated with the vendor's web server.
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In this way, transaction requests from users may be
assigned a required trust level in accordance with the
policies of the vendor and such information may be
forwarded to the trust engine 110 along with the
authentication request.

[0252] This required trust level correlates with the
degree of certainty that the vendor wants to have that
the individual authenticating is in fact who he
identifies himself as. For example, if the transaction
is one where the vendor wants a fair degree of
certainty because goods are changing hands, the vendor
may require a trust level of 85%. For situation where
the vendor is merely authenticating the user to allow
him to view members only content or exercise privileges
on a chat room, the downside risk may be small enough
that the vendor requires only a 60% trust level.
However, to enter into a production contract with a
value of tens of thousands of dollars, the vendor may
require a trust level of 99% or more.

[0253] This required trust level represents a metric
to which the user must authenticate himself in order to
complete the transaction. If the required trust level
is 85% for example, the user must provide
authentication to the trust engine 110 sufficient for
the trust engine 110 to say with 85% confidence that
the user is who they say they are. It is the balance
between this required trust level and the
authentication confidence level which produces either a
positive authentication (to the satisfaction of the
vendor) or a possibility of trust arbitrage.

[0254] As shown in FIGURE 17, after the transaction
engine 205 receives the required trust level, it

compares in step 1720 the required trust level to the
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authentication confidence level which the
authentication engine 215 calculated for the current
authentication (as discussed with reference to FIGURE
16). If the authentication confidence level is higher
than the required trust level for the transaction in
step 1730, then the process moves to step 1740 where a
positive authentication for this transaction is
produced by the transaction engine 205. A message to
this effect will then be inserted into the
authentication results and returned to the vendor by
the transaction engine 205 as shown in step 1055 (see
FIGURE 10).

[0255] However, if the authentication confidence
level does not fulfill the required trust level in step
1730, then a confidence gap exists for the current
authentication, and trust arbitrage is conducted in
step 1750. Trust arbitrage is described more
completely with reference to FIGURE 18 below. This
process as described below takes place within the
transaction engine 205 of the trust engine 110.

Because no authentication or other cryptographic
operations are needed to execute trust arbitrage (other
than those required for the SSL communication between
the transaction engine 205 and other components), the
process may be performed outside the authentication
engine 215. However, as will be discussed below, any
reevaluation of authentication data or other
cryptographic or authentication events will require the
transaction engine 205 to resubmit the appropriate data
to the authentication engine 215. Those of skill in
the art will recognize that the trust arbitrage process

could alternately be structured to take place partially
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or entirely within the authentication engine 215
itself.

[0256] As mentioned above, trust arbitrage is a
process where the trust engine 110 mediates a
negotiation between the vendor and user in an attempt
to secure a positive authentication where appropriate.
As shown in step 1805, the transaction engine 205 first
determines whether or not the current situation is
appropriate for trust arbitrage. This may be
determined based upon the circumstances of the
authentication, e.g. whether this authentication has
already been through multiple cycles of arbitrage, as
well as upon the preferences of either the vendor or
user, as will be discussed further below.

[0257] In such circumstances where arbitrage is not
possible, the process proceeds to step 1810 where the
transaction engine 205 generates a negative
authentication and then inserts it into the
authentication results which are sent to the vendor in
step 1055 (see FIGURE 10). One limit which may be
advantageously used to prevent authentications from
pending indefinitely is to set a time-out period from
the initial authentication request. In this way, any
transaction which is not positively authenticated
within the time limit is denied further arbitrage and
negatively authenticated. Those of skill in the art
will recognize that such a time limit may vary
depending upon the circumstances of the transaction and
the desires of the user and vendor. Limitations may
also be placed upon the number of attempts that may be
made at providing a successful authentication. Such
limitations may be handled by an attempt limiter 535 as
shown in FIGURE 5.
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[0258] If arbitrage is not prohibited in step 1805,
the transaction engine 205 will then engage in
negotiation with one or both of the transacting
parties. The transaction engine 205 may send a message
to the user requesting some form of additional
authentication in order to boost the authentication
confidence level produced as shown in step 1820. In
the simplest form, this may simply indicates that
authentication was insufficient. A request to produce
one or more additional authentication instances to
improve the overall confidence level of the
authentication may also be sent.

[0259] If the user provides some additional
authentication instances in step 1825, then the
transaction engine 205 adds these authentication
instances to the authentication data for the
transaction and forwards it to the authentication
engine 215 as shown in step 1015 (see FIGURE 10), and
the authentication is reevaluated based upon both the
pre-existing authentication instances for this
transaction and the newly provided authentication
instances.

[0260] An additional type of authentication may be a
request from the trust engine 110 to make some form of
person-to-person contact between the trust engine 110
operator (or a trusted associate) and the user, for
example, by phone call. This phone call or other
non-computer authentication can be used to provide
personal contact with the individual and also to
conduct some form of questionnaire based
authentication. This also may give the opportunity to
verify an originating telephone number and potentially

a voice analysis of the user when he calls in. Even if
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no additional authentication data can be provided, the
additional context associated with the user's phone
number may improve the reliability of the
authentication context. Any revised data or
circumstances based upon this phone call are fed into
the trust engine 110 for use in consideration of the
authentication request.

[0261] Additionally, in step 1820 the trust engine
110 may provide an opportunity for the user to purchase
insurance, effectively buying a more confident
authentication. The operator of the trust engine 110
may, at times, only want to make such an option
available if the confidence level of the authentication
is above a certain threshold to begin with. 1In effect,
this user side insurance 1s a way for the trust engine
110 to vouch for the user when the authentication meets
the normal required trust level of the trust engine 110
for authentication, but does not meet the required
trust level of the vendor for this transaction. 1In
this way, the user may still successfully authenticate
to a very high level as may be required by the vendor,
even though he only has authentication instances which
produce confidence sufficient for the trust engine 110.
[0262] This function of the trust engine 110 allows
the trust engine 110 to vouch for someone who is
authenticated to the satisfaction of the trust engine
110, but not of the vendor. This is analogous to the
function performed by a notary in adding his signature
to a document in order to indicate to someone reading
the document at a later time that the person whose
signature appears on the document is in fact the person
who signed it. The signature of the notary testifies

to the act of signing by the user. In the same way,
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the trust engine is providing an indication that the
person transacting is who they say they are.

[0263] However, because the trust engine 110 is
artificially boosting the level of confidence provided
by the user, there is a greater risk to the trust
engine 110 operator, since the user is not actually
meeting the required trust level of the vendor. The
cost of the insurance is designed to offset the risk of
a false positive authentication to the trust engine 110
(who may be effectively notarizing the authentications
of the user). The user pays the trust engine 110
operator to take the risk of authenticating to a higher
level of confidence than has actually been provided.
[0264] Because such an insurance system allows
someone to effectively buy a higher confidence rating
from the trust engine 110, both vendors and users may
wish to prevent the use of user side insurance in
certain transactions. Vendors may wish to limit
positive authentications to circumstances where they
know that actual authentication data supports the
degree of confidence which they require and so may
indicate to the trust engine 110 that user side
insurance is not to be allowed. Similarly, to protect
his online identity, a user may wish to prevent the use
of user side insurance on his account, or may wish to
limit its use to situations where the authentication
confidence level without the insurance is higher than a
certain limit. This may be used as a security measure
to prevent someone from overhearing a password or
stealing a smart card and using them to falsely
authenticate to a low level of confidence, and then

purchasing insurance to produce a very high level of
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(false) confidence. These factors may be evaluated in
determining whether user side insurance is allowed.
[0265] If user purchases insurance in step 1840,
then the authentication confidence level is adjusted
based upon the insurance purchased in step 1845, and
the authentication confidence level and required trust
level are again compared in step 1730 (see FIGURE 17).
The process continues from there, and may lead to
either a positive authentication in step 1740 (see
FIGURE 17), or back into the trust arbitrage process in
step 1750 for either further arbitrage (if allowed) or
a negative authentication in step 1810 if further
arbitrage is prohibited.

[0266] In addition to sending a message to the user
in step 1820, the transaction engine 205 may also send
a message to the vendor in step 1830 which indicates
that a pending authentication is currently below the
required trust level. The message may also offer
various options on how to proceed to the vendor. One
of these Options is to simply inform the vendor of what
the current authentication confidence level is and ask
if the vendor wishes to maintain their current
unfulfilled required trust level. This may be
beneficial because in some cases, the vendor may have
independent means for authenticating the transaction or
may have been using a default set of requirements which
generally result in a higher required level being
initially specified than is actually needed for the
particular transaction at hand.

[0267] For instance, it may be standard practice
that all incoming purchase order transactions with the
vendor are expected to meet a 98% trust level.

However, if an order was recently discussed by phone
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between the vendor and a long-standing customer, and
immediately thereafter the transaction is
authenticated, but only to a 93% confidence level, the
vendor may wish to simply lower the acceptance
threshold for this transaction, because the phone call
effectively provides additional authentication to the
vendor. In certain circumstances, the vendor may be
willing to lower their required trust level, but not
all the way to the level of the current authentication
confidence. For instance, the vendor in the above
example might consider that the phone call prior to the
order might merit a 4% reduction in the degree of trust
needed; however, this is still greater than the 93%
confidence produced by the user.

[0268] If the vendor does adjust their required
trust level in step 1835, then the authentication
confidence level produced by the authentication and the
required trust level are compared in step 1730 (see
FIGURE 17). If the confidence level now exceeds the
required trust level, a positive authentication may be
generated in the transaction engine 205 in step 1740
(see FIGURE 17). 1If not, further arbitrage may be
attempted as discussed above if it is permitted.

[0269] In addition to requesting an adjustment to
the required trust level, the transaction engine 205
may also offer vendor side insurance to the vendor
requesting the authentication. This insurance serves a
similar purpose to that described above for the user
side insurance. Here, however, rather than the cost
corresponding to the risk being taken by the trust
engine 110 in authenticating above the actual
authentication confidence level produced, the cost of

the insurance corresponds to the risk being taken by
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the vendor in accepting a lower trust level in the
authentication.

[0270] Instead of just lowering their actual
required trust level, the vendor has the option of
purchasing insurance to protect itself from the
additional risk associated with a lower level of trust
in the authentication of the user. As described above,
it may be advantageous for the vendor to only consider
purchasing such insurance to cover the trust gap in
conditions where the existing authentication is already
above a certain threshold.

[0271] The availability of such vendor side
insurance allows the vendor the option to either: lower
his trust requirement directly at no additional cost to
himself, bearing the risk of a false authentication
himself (based on the lower trust level required); or,
buying insurance for the trust gap between the
authentication confidence level and his regquirement,
with the trust engine 110 operator bearing the risk of
the lower confidence level which has been provided. By
purchasing the insurance, the vendor effectively keeps
his high trust level requirement; because the risk of a
false authentication is shifted to the trust engine 110
operator.

[0272] If the vendor purchases insurance in step
1840, the authentication confidence level and required
trust levels are compared in step 1730 (see FIGURE 17),
and the process continues as described above.

[0273] Note that it is also possible that both the
user and the vendor respond to messages from the trust
engine 110. Those of skill in the art will recognize
that there are multiple ways in which such situations

can be handled. One advantageous mode of handling the
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possibility of multiple responses is simply to treat
the responses in a first-come, first-served manner.

For example, if the vendor responds with a lowered
required trust level and immediately thereafter the
user also purchases insurance to raise his
authentication level, the authentication is first
reevaluated based upon the lowered trust requirement
from the vendor. If the authentication is now
positive, the user's insurance purchase is ignored. 1In
another advantageous mode of operation, the user might
only be charged for the level of insurance required to
meet the new, lowered trust requirement of the vendor
(if a trust gap remained even with the lowered vendor
trust requirement).

[0274] If no response from either party is received
during the trust arbitrage process at step 1850 within
the time limit set for the authentication, the
arbitrage is reevaluated in step 1805. This
effectively begins the arbitrage process again. If the
time limit was final or other circumstances prevent
further arbitrage in step 1805, a negative
authentication is generated by the transaction engine
205 in step 1810 and returned to the vendor in step
1055 (see FIGURE 10). If not, new messages may be sent
to the user and vendor, and the process may be repeated
as desired.

[0275] Note that for certain types of transactions,
for instance, digitally signing documents which are not
part of a transaction, there may not necessarily be a
vendor or other third party; therefore the transaction
is primarily between the user and the trust engine 110.
In circumstances such as these, the trust engine 110

will have its own required trust level which must be
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satisfied in order to generate a positive
authentication. However, in such circumstances, it
will often not be desirable for the trust engine 110 to
offer insurance to the user in order for him to raise
the confidence of his own signature.

[0276] The process described above and shown in
FIGURES 16-18 may be carried out using various
communications modes as described above with reference
to the trust engine 110. For instance, the messages
may be web-based and sent using SSL connections between
the trust engine 110 and applets downloaded in real
time to browsers running on the user or vendor systems.
In an alternate mode of operation, certain dedicated
applications may be in use by the user and vendor which
facilitate such arbitrage and insurance transactions.
In another alternate mode of operation, secure email
operations may be used to mediate the arbitrage
described above, thereby allowing deferred evaluations
and batch processing of authentications. Those of
skill in the art will recognize that different
communications modes may be used as are appropriate for
the circumstances and authentication requirements of
the wvendor.

[0277] The following description with reference to
FIGURE 19 describes a sample transaction which
integrates the various aspects of the present invention
as described above. This example illustrates the
overall process between a user and a vendor as mediates
by the trust engine 110. Although the various steps
and components as described in detail above may be used
to carry out the following transaction, the process
illustrated focuses on the interaction between the

trust engine 110, user and vendor.
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[0278] The transaction begins when the user, while
viewing web pages online, fills out an order form on
the web site of the vendor in step 1900. The user
wishes to submit this order form to the vendor, signed
with his digital signature. In order to do this, the
user submits the order form with his request for a
signature to the trust engine 110 in step 1905. The
user will also provide authentication data which will
be used as described above to authenticate his
identity.

[0279] In step 1910 the authentication data is
compared to the enrollment data by the trust engine 110
as discussed above, and if a positive authentication is
produced, the hash of the order form, signed with the
private key of the user, is forwarded to the vendor
along with the order form itself.

[0280] The vendor receives the signed form in step
1915, and then the vendor will generate an invoice or
other contract related to the purchase to be made in
step 1920. This contract is sent back to the user with
a request for a signature in step 1925. The vendor
also sends an authentication request for this contract
transaction to the trust engine 110 in step 1930
including a hash of the contract which will be signed
by both parties. To allow the contract to be digitally
signed by both parties, the vendor also includes
authentication data for itself so that the vendor's
signature upon the contract can later be verified if
necessary.

[0281] As discussed above, the trust engine 110 then
verifies the authentication data provided by the vendor
to confirm the vendor's identity, and if the data

produces a positive authentication in step 1935,
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continues with step 1955 when the data is received from
the user. If the vendor's authentication data does not
match the enrollment data of the vendor to the desired
degree, a message 1s returned to the vendor requesting
further authentication. Trust arbitrage may be
performed here if necessary, as described above, in
order for the vendor to successfully authenticate
itself to the trust engine 110.

[0282] When the user receives the contract in step
1940, he reviews it, generates authentication data to
sign it if it is acceptable in step 1945, and then
sends a hash of the contract and his authentication
data to the trust engine 110 in step 1950. The trust
engine 110 verifies the authentication data in step
1955 and if the authentication is good, proceeds to
process the contract as described below. As discussed
above with reference to FIGURES 17 and 18, trust
arbitrage may be performed as appropriate to close any
trust gap which exists between the authentication
confidence level and the required authentication level
for the transaction.

[0283] The trust engine 110 signs the hash of the
contract with the user's private key, and sends this
signed hash to the vendor in step 1960, signing the
complete message on its own behalf, i.e., including a
hash of the complete message (including the user's
signature) encrypted with the private key 510 of the
trust engine 110. This message is received by the
vendor in step 1965. The message represents a signed
contract (hash of contract encrypted using user's
private key) and a receipt from the trust engine 110
(the hash of the message including the signed contract,

encrypted using the trust engine 110's private key).
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[0284] The trust engine 110 similarly prepares a
hash of the contract with the vendor's private key in
step 1970, and forwards this to the user, signed by the
trust engine 110. 1In this way, the user also receives
a copy of the contract, signed by the vendor, as well
as a receipt, signed by the trust engine 110, for
delivery of the signed contract in step 1975.

[0285] In addition to the foregoing, an additional
aspect of the invention provides a cryptographic
Service Provider Module (SPM) which may be available to
a client side application as a means to access
functions provided by the trust engine 110 described
above. One advantageous way to provide such a service
is for the cryptographic SPM is to mediate
communications between a third party Application
Programming Interface (API) and a trust engine 110
which is accessible via a network or other remote
connection. A sample cryptographic SPM is described
below with reference to FIGURE 20.

[0286] For example, on a typical system, a number of
API's are available to programmers. Each API provides
a set of function calls which may be made by an
application 2000 running upon the system. Examples of
API's which provide programming interfaces suitable for
cryptographic functions, authentication functions, and
other security function include the Cryptographic API
(CAPI) 2010 provided by Microsoft with its Windows
operating systems, and the Common Data Security
Architecture (CDSA), sponsored by IBM, Intel and other
members of the Open Group. CAPI will be used as an
exemplary security API in the discussion that follows.

However, the cryptographic SPM described could be used
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with CDSA or other security API's as are known in the
art.

[0287] This API is used by a user system 105 or
vendor system 120 when a call is made for a
cryptographic function. Included among these functions
may be requests associated with performing various
cryptographic operations, such as encrypting a document
with a particular key, signing a document, requesting a
digital certificate, verifying a signature upon a
signed document, and such other cryptographic functions
as are described herein or known to those of skill in
the art.

[0288] Such cryptographic functions are normally
performed locally to the system upon which CAPI 2010 is
located. This is because generally the functions
called require the use of either resources of the local
user system 105, such as a fingerprint reader, or
software functions which are programmed using libraries
which are executed on the local machine. Access to
these local resources is normally provided by one or
more Service Provider Modules (SPM's) 2015, 2020 as
referred to above which provide resources with which
the cryptographic functions are carried out. Such
SPM's may include software libraries 2015 to perform
encrypting or decrypting operations, or drivers and
applications 2020 which are capable of accessing
specialized hardware 2025, such as biometric scanning
devices. In much the way that CAPI 2010 provides
functions which may be used by an application 2000 of
the system 105, the SPM's 2015, 2020 provide CAPI with
access to the lower level functions and resources

associated with the available services upon the system.
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[0289] In accordance with the invention, it is
possible to provide a cryptographic SPM 2030 which is
capable of accessing the cryptographic functions
provided by the trust engine 110 and making these
functions available to an application 2000 through CAPI
2010. Unlike embodiments where CAPI 2010 is only able
to access resources which are locally available through
SPM's 2015, 2020, a cryptographic SPM 2030 as described
herein would be able to submit requests for
cryptographic operations to a remotely-located,
network-accessible trust engine 110 in order to perform
the operations desired.

[0290] For instance, if an application 2000 has a
need for a cryptographic operation, such as signing a
document, the application 2000 makes a function call to
the appropriate CAPI 2010 function. CAPI 2010 in turn
will execute this function, making use of the resources
which are made available to it by the SPM's 2015, 2020
and the cryptographic SPM 2030. 1In the case of a
digital signature function, the cryptographic SPM 2030
will generate an appropriate request which will be sent
to the trust engine 110 across the communication link
125.

[0291] The operations which occur between the
cryptographic SPM 2030 and the trust engine 110 are the
same operations that would be possible between any
other system and the trust engine 110. However, these
functions are effectively made available to a user
system 105 through CAPI 2010 such that they appear to
be locally available upon the user system 105 itself.
However, unlike ordinary SPM's 2015, 2020, the
functions are being carried out on the remote trust

engine 110 and the results relayed to the cryptographic
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SPM 2030 in response to appropriate requests across the
communication link 125.

[0292] This cryptographic SPM 2030 makes a number of
operations available to the user system 105 or a vendor
system 120 which might not otherwise be available.
These functions include without limitation: encryption
and decryption of documents; issuance of digital
certificates; digital signing of documents;
verification of digital signatures; and such other
operations as will be apparent to those of skill in the
art.

[0293] In a separate embodiment, the present
invention comprises a complete system for performing
the data securing methods of the present invention on
any data set. The computer system of this embodiment
comprises a data splitting module that comprises the
functionality shown in FIGURE 8 and described herein.
In one embodiment of the present invention, the data
splitting module, sometimes referred to herein as a
secure data parser, comprises a parser program or
software suite which comprises data splitting,
encryption and decryption, reconstitution or reassembly
functionality. This embodiment may further comprise a
data storage facility or multiple data storage
facilities, as well. The data splitting module, or
secure data parser, comprises a cross-platform software
module suite which integrates within an electronic
infrastructure, or as an add-on to any application
which requires the ultimate security of its data
elements. This parsing process operates on any type of
data set, and on any and all file types, or in a
database on any row, column or cell of data in that

database.
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[0294] The parsing process of the present invention
may, in one embodiment, be designed in a modular tiered
fashion, and any encryption process is suitable for use
in the process of the present invention. The modular
tiers of the parsing and splitting process of the
present invention may include, but are not limited to,
1) cryptographic split, dispersed and securely stored
in multiple locations; 2) encrypt, cryptographically
split, dispersed and securely stored in multiple
locations; 3) encrypt, cryptographically split, encrypt
each share, then dispersed and securely stored in
multiple locations; and 4) encrypt, cryptographically
split, encrypt each share with a different type of
encryption than was used in the first step, then
dispersed and securely stored in multiple locations.
[0295] The process comprises, in one embodiment,
splitting of the data according to the contents of a
generated random number, or key and performing the same
cryptographic splitting of the key used in the
encryption of splitting of the data to be secured into
two or more portions, or shares, of parsed and split
data, and in one embodiment, preferably into four or
more portions of parsed and split data, encrypting all
of the portions, then scattering and storing these
portions back into the database, or relocating them to
any named device, fixed or removable, depending on the
requestor's need for privacy and security.
Alternatively, in another embodiment, encryption may
occur prior to the splitting of the data set by the
splitting module or secure data parser. The original
data processed as described in this embodiment is
encrypted and obfuscated and is secured. The

dispersion of the encrypted elements, if desired, can
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be virtually anywhere, including, but not limited to, a
single server or data storage device, or among separate
data storage facilities or devices. Encryption key
management in one embodiment may be included within the
software suite, or in another embodiment may be
integrated into an existing infrastructure or any other
desired location.

[0296] A cryptographic split (cryptosplit)
partitions the data into N number of shares. The
partitioning can be on any size unit of data, including
an individual bit, bits, bytes, kilobytes, megabytes,
or larger units, as well as any pattern or combination
of data unit sizes whether predetermined or randomly
generated. The units can also be of different sized,
based on either a random or predetermined set of
values. This means the data can be viewed as a
sequence of these units. In this manner the size of
the data units themselves may render the data more
secure, for example by using one or more predetermined
or randomly generated pattern, sequence or combination
of data unit sizes. The units are then distributed
(either randomly or by a predetermined set of values)
into the N shares. This distribution could also
involve a shuffling of the order of the units in the
shares. It is readily apparent to those of ordinary
skill in the art that the distribution of the data
units into the shares may be performed according to a
wide variety of possible selections, including but not
limited to size-fixed, predetermined sizes, or one or
more combination, pattern or sequence of data unit
sizes that are predetermined or randomly generated.
[0297] One example of this cryptographic split

process, or cryptosplit, would be to consider the data

47448421_1

EX1002 - Page 274



10

15

20

25

30

- 124 -

to be 23 bytes in size, with the data unit size chosen
to be one byte, and with the number of shares selected
to be 4. Each byte would be distributed into one of
the 4 shares. Assuming a random distribution, a key
would be obtained to create a sequence of 23 random
numbers (rl, r2, r3 through r23), each with a wvalue
between 1 and 4 corresponding to the four shares. Each
of the units of data (in this example 23 individual
bytes of data) is associated with one of the 23 random
numbers corresponding to one of the four shares. The
distribution of the bytes of data into the four shares
would occur by placing the first byte of the data into
share number rl, byte two into share r2, byte three
into share r3, through the 23" byte of data into share
r23. It is readily apparent to those of ordinary skill
in the art that a wide variety of other possible steps
or combination or sequence of steps, including the size
of the data units, may be used in the cryptosplit
process of the present invention, and the above example
is a non-limiting description of one process for
cryptosplitting data. To recreate the original data,
the reverse operation would be performed.

[0298] In another embodiment of the cryptosplit
process of the present invention, an option for the
cryptosplitting process is to provide sufficient
redundancy in the shares such that only a subset of the
shares are needed to reassemble or restore the data to
its original or useable form. As a non-limiting
example, the cryptosplit may be done as a "3 of 4"
cryptosplit such that only three of the four shares are
necessary to reassemble or restore the data to its
original or useable form. This is also referred to as

a "M of N cryptosplit" wherein N is the total number of
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shares, and M is at least one less than N. It is
readily apparent to those of ordinary skill in the art
that there are many possibilities for creating this
redundancy in the cryptosplitting process of the
present invention.

[0299] In one embodiment of the cryptosplitting
process of the present invention, each unit of data is
stored in two shares, the primary share and the backup
share. Using the "3 of 4" cryptosplitting process
described above, any one share can be missing, and this
is sufficient to reassemble or restore the original
data with no missing data units since only three of the
total four shares are required. As described herein, a
random number is generated that corresponds to one of
the shares. The random number is associated with a
data unit, and stored in the corresponding share, based
on a key. One key is used, in this embodiment, to
generate the primary and backup share random number.

As described herein for the cryptosplitting process of
the present invention, a set of random numbers (also
referred to as primary share numbers) from 0 to 3 are
generated equal to the number of data units. Then
another set of random numbers is generated (also
referred to as backup share numbers) from 1 to 3 equal
to the number of data units. Each unit of data is then
associated with a primary share number and a backup
share number. Alternatively, a set of random numbers
may be generated that is fewer than the number of data
units, and repeating the random number set, but this
may reduce the security of the sensitive data. The
primary share number is used to determine into which
share the data unit is stored. The backup share number

is combined with the primary share number to create a
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third share number between 0 and 3, and this number is
used to determine into which share the data unit is
stored. In this example, the equation to determine the
third share number is:

(primary share number + backup share number) MOD 4 =
third share number.

[0300] In the embodiment described above where the
primary share number is between 0 and 3, and the backup
share number is between 1 and 3 ensures that the third
share number is different from the primary share
number. This results in the data unit being stored in
two different shares. It is readily apparent to those
of ordinary skill in the art that there are many ways
of performing redundant cryptosplitting and non-
redundant cryptosplitting in addition to the
embodiments disclosed herein. For example, the data
units in each share could be shuffled utilizing a
different algorithm. This data unit shuffling may be
performed as the original data is split into the data
units, or after the data units are placed into the
shares, or after the share is full, for example.

[0301] The various cryptosplitting processes and
data shuffling processes described herein, and all
other embodiments of the cryptosplitting and data
shuffling methods of the present invention may be
performed on data units of any size, including but not
limited to, as small as an individual bit, bits, bytes,
kilobytes, megabytes or larger.

[0302] An example of one embodiment of source code
that would perform the cryptosplitting process
described herein is:

DATA [1:24] - array of bytes with the data to be split
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— 2-dimensionalarray with each row

representing one of the shares

RANDOM[1:2
0..3
S1 =
S2
S3
S4 =

Il

For J = 1 to 24 do

Begin

4] - array random numbers in

IF RANDOM[J[

ELSE

ELSE

Else

END;

47448421_1

Begin

SHARES[1,S1]

S1 = 81
End

==(0 then

+ 1;

DATA [J];

IF RANDOM[J[ ==1 then

Begin

SHARES[2,S52]

S2 = 82
END

IF RANDOMI[J[

Begin

Shares[3,S83]

S3 = 83
End

begin

Shares[4,54]

S4 = 384
End;

= DATA [J];
+ 1;

==2 then

= data [J];
+ 1;

= data [J];
+ 1;
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[0303] An example of one embodiment of source code
that would perform the cryptosplitting RAID process
described herein is:

[0304] Generate two sets of numbers, PrimaryShare is
0 to 3, BackupShare is 1 to 3. Then put each data unit
into share[primaryshare[l]] and

share|[ (primaryshare[l]+backupshare[l]) mod 4, with the
same process as in cryptosplitting described above.
This method will be scalable to any size N, where only
N-1 shares are necessary to restore the data.

[0305] The retrieval, recombining, reassembly or
reconstituting of the encrypted data elements may
utilize any number of authentication techniques,
including, but not limited to, biometrics, such as
fingerprint recognition, facial scan, hand scan, iris
scan, retinal scan, ear scan, vascular pattern
recognition or DNA analysis. The data splitting and/or
parser modules of the present invention may be
integrated into a wide variety of infrastructure
products or applications as desired.

[0306] Traditional encryption technologies known in
the art rely on one or more key used to encrypt the
data and render it unusable without the key. The data,
however, remains whole and intact and subject to
attack. The secure data parser of the present
invention, in one embodiment, addresses this problem by
performing a cryptographic parsing and splitting of the
encrypted file into two or more portions or shares, and
in another embodiment, preferably four or more shares,
adding another layer of encryption to each share of the
data, then storing the shares in different physical
and/or logical locations. When one or more data shares

are physically removed from the system, either by using
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a removable device, such as a data storage device, or
by placing the share under another party's control, any
possibility of compromise of secured data is
effectively removed.

[0307] An example of one embodiment of the secure
data parser of the present invention and an example of
how it may be utilized is shown in FIGURE 21 and
described below. However, it is readily apparent to
those of ordinary skill in the art that the secure data
parser of the present invention may be utilized in a
wide variety of ways in addition to the non-limiting
example below. As a deployment option, and in one
embodiment, the secure data parser may be implemented
with external session key management or secure internal
storage of session keys. Upon implementation, a Parser
Master Key will be generated which will be used for
securing the application and for encryption purposes.
It should be also noted that the incorporation of the
Parser Master key in the resulting secured data allows
for a flexibility of sharing of secured data by
individuals within a workgroup, enterprise or extended
audience.

[0308] As shown in Figure 21, this embodiment of the
present invention shows the steps of the process
performed by the secure data parser on data to store
the session master key with the parsed data:

[0309] 1. Generating a session master key and
encrypt the data using RS1 stream cipher.

[0310] 2. Separating the resulting encrypted data
into four shares or portions of parsed data according
to the pattern of the session master key.

[0311] 3. In this embodiment of the method, the

session master key will be stored along with the
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secured data shares in a data depository. Separating
the session master key according to the pattern of the
Parser Master Key and append the key data to the
encrypted parsed data.

[0312] 4. The resulting four shares of data will
contain encrypted portions of the original data and
portions of the session master key. Generate a stream
cipher key for each of the four data shares.

[0313] 5. Encrypting each share, then store the
encryption keys in different locations from the
encrypted data portions or shares: Share 1 gets Key 4,
Share 2 gets Key 1, Share 3 gets Key 2, Share 4 gets
Key 3.

[0314] To restore the original data format, the
steps are reversed.

[0315] It is readily apparent to those of ordinary
skill in the art that certain steps of the methods
described herein may be performed in different order,
or repeated multiple times, as desired. It is also
readily apparent to those skilled in the art that the
portions of the data may be handled differently from
one another. For example, multiple parsing steps may
be performed on only one portion of the parsed data.
Each portion of parsed data may be uniquely secured in
any desirable way provided only that the data may be
reassembled, reconstituted, reformed, decrypted or
restored to its original or other usable form.

[0316] As shown in FIGURE 22 and described herein,
another embodiment of the present invention comprises
the steps of the process performed by the secure data
parser on data to store the session master key data in

one or more separate key management table:
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[0317] 1. Generating a session master key and
encrypt the data using RS1 stream cipher.

[0318] 2. Separating the resulting encrypted data
into four shares or portions of parsed data according
to the pattern of the session master key.

[0319] 3. In this embodiment of the method of the
present invention, the session master key will be
stored in a separate key management table in a data
depository. Generating a unique transaction ID for
this transaction. Storing the transaction ID and
session master key in a separate key management table.
Separating the transaction ID according to the pattern
of the Parser Master Key and append the data to the
encrypted parsed or separated data.

[0320] 4. The resulting four shares of data will
contain encrypted portions of the original data and
portions of the transaction ID.

[0321] 5. Generating a stream cipher key for each
of the four data shares.

[0322] 6. Encrypting each share, then store the
encryption keys in different locations from the
encrypted data portions or shares: Share 1 gets Key 4,
Share 2 gets Key 1, Share 3 gets Key 2, Share 4 gets
Key 3.

[0323] To restore the original data format, the
steps are reversed.

[0324] It is readily apparent to those of ordinary
skill in the art that certain steps of the method
described herein may be performed in different order,
or repeated multiple times, as desired. It is also
readily apparent to those skilled in the art that the
portions of the data may be handled differently from

one another. For example, multiple separating or
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parsing steps may be performed on only one portion of
the parsed data. Each portion of parsed data may be
uniquely secured in any desirable way provided only
that the data may be reassembled, reconstituted,
reformed, decrypted or restored to its original or
other usable form.

[0325] As shown in Figure 23, this embodiment of the
present invention shows the steps of the process
performed by the secure data parser on data to store
the session master key with the parsed data:

[0326] 1. Accessing the parser master key
associated with the authenticated user

[0327] 2. Generating a unique Session Master key
[0328] 3. Derive an Intermediary Key from an
exclusive OR function of the Parser Master Key and
Session Master key

[0329] 4. Optional encryption of the data using an
existing or new encryption algorithm keyed with the
Intermediary Key.

[0330] 5. Separating the resulting optionally
encrypted data into four shares or portions of parsed
data according to the pattern of the Intermediary key.
[0331] 6. In this embodiment of the method, the
session master key will be stored along with the
secured data shares in a data depository. Separating
the session master key according to the pattern of the
Parser Master Key and append the key data to the
optionally encrypted parsed data shares.

[0332] 7. The resulting multiple shares of data
will contain optionally encrypted portions of the
original data and portions of the session master key.
[0333] 8. Optionally generate an encryption key

for each of the four data shares.
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[0334] 9. Optionally encrypting each share with an
existing or new encryption algorithm, then store the
encryption keys in different locations from the
encrypted data portions or shares: for example, Share
1 gets Key 4, Share 2 gets Key 1, Share 3 gets Key 2,
Share 4 gets Key 3.

[0335] To restore the original data format, the
steps are reversed.

[0336] It is readily apparent to those of ordinary
skill in the art that certain steps of the methods
described herein may be performed in different order,
or repeated multiple times, as desired. It is also
readily apparent to those skilled in the art that the
portions of the data may be handled differently from
one another. For example, multiple parsing steps may
be performed on only one portion of the parsed data.
Each portion of parsed data may be uniquely secured in
any desirable way provided only that the data may be
reassembled, reconstituted, reformed, decrypted or
restored to its original or other usable form.

[0337] As shown in FIGURE 24 and described herein,
another embodiment of the present invention comprises
the steps of the process performed by the secure data
parser on data to store the session master key data in
one or more separate key management table:

[0338] 1. Accessing the Parser Master Key
associated with the authenticated user

[0339] 2. Generating a unique Session Master Key
[0340] 3. Derive an Intermediary Key from an
exclusive OR function of the Parser Master Key and

Session Master key
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[0341] 4. Optionally encrypt the data using an
existing or new encryption algorithm keyed with the
Intermediary Key.

[0342] 5. Separating the resulting optionally
encrypted data into four shares or portions of parsed
data according to the pattern of the Intermediary Key.
[0343] 6. In this embodiment of the method of the
present invention, the session master key will be
stored in a separate key management table in a data
depository. Generating a unique transaction ID for
this transaction. Storing the transaction ID and
session master key in a separate key management table
or passing the Session Master Key and transaction ID
back to the calling program for external management.
Separating the transaction ID according to the pattern
of the Parser Master Key and append the data to the
optionally encrypted parsed or separated data.

[0344] 7. The resulting four shares of data will
contain optionally encrypted portions of the original
data and portions of the transaction ID.

[0345] 8. Optionally generate an encryption key
for each of the four data shares.

[0346] 9. Optionally encrypting each share, then
store the encryption keys in different locations from
the encrypted data portions or shares. For example:
Share 1 gets Key 4, Share 2 gets Key 1, Share 3 gets
Key 2, Share 4 gets Key 3.

[0347] To restore the original data format, the
steps are reversed.

[0348] It is readily apparent to those of ordinary
skill in the art that certain steps of the method
described herein may be performed in different order,

or repeated multiple times, as desired. It is also
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readily apparent to those skilled in the art that the
portions of the data may be handled differently from
one another. For example, multiple separating or
parsing steps may be performed on only one portion of
the parsed data. Each portion of parsed data may be
uniquely secured in any desirable way provided only
that the data may be reassembled, reconstituted,
reformed, decrypted or restored to its original or
other usable form.

[0349] A wide variety of encryption methodologies
are suitable for use in the methods of the present
invention, as is readily apparent to those skilled in
the art. The One Time Pad algorithm, is often
considered one of the most secure encryption methods,
and is suitable for use in the method of the present

invention. Using the One Time Pad algorithm requires

that a key be generated which is as long as the data to

be secured. The use of this method may be less

desirable in certain circumstances such as those

resulting in the generation and management of very long

keys because of the size of the data set to be secured.

In the One-Time Pad (OTP) algorithm, the simple
exclusive-or function, XOR, 1s used. For two binary
streams x and y of the same length, x XOR y means the

bitwise exclusive-or of x and y.

[0350] At the bit level is generated:

0 XOR 0 = 0

0 XOR 1 =1

1 XOR 0 = 1

1 XOR 1 =0

[0351] An example of this process is described
herein for an n-byte secret, s, (or data set) to be
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split. The process will generate an n-byte random
value, a, and then set:

b = a XOR s.

[0352] Note that one can derive "s" via the
equation:

s = a XOR b.

[0353] The values a and b are referred to as shares
or portions and are placed in separate depositories.
Once the secret s is split into two or more shares, it
is discarded in a secure manner.

[0354] The secure data parser of the present
invention may utilize this function, performing
multiple XOR functions incorporating multiple distinct
secret key wvalues: K1, K2, K3, Kn, K5. At the
beginning of the operation, the data to be secured is
passed through the first encryption operation, secure
data = data XOR secret key 5:

S = D XOR K5

[0355] In order to securely store the resulting

encrypted data in, for example, four shares, S1, S2,

" "

S3, Sn, the data is parsed and split into "n" segments,

or shares, according to the value of K5. This

operation results in "n" pseudorandom shares of the
original encrypted data. Subsequent XOR functions may
then be performed on each share with the remaining
secret key values, for example: Secure data segment 1 =

encrypted data share 1 XOR secret key 1:

SDl1 = S1 XOR K1
SD2 = S2 XOR K2
SD3 = S3 XOR K3

SDn = Sn XOR Kn.
[0356] In one embodiment, it may not be desired to

have any one depository contain enough information to
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decrypt the information held there, so the key required

to decrypt the share is stored in a different data

depository:

Depository 1: SD1, Kn

Depository 2: sSDh2, K1

Depository 3: SD3, K2

Depository n: SDn, K3.

[0357] Additionally, appended to each share may be

the information required to retrieve the original
session encryption key, K5. Therefore, in the key
management example described herein, the original

session master key is referenced by a transaction ID

split into "n" shares according to the contents of the

installation dependant Parser Master Key (TID1, TID2,

TID3, TIDn):

Depository 1: SD1, Kn, TID1

Depository 2: sSb2, K1, TID2

Depository 3: SD3, K2, TID3

Depository n: SDn, K3, TIDn.

[0358] In the incorporated session key example

described herein, the session master key is split into

n" shares according to the contents of the

installation dependant Parser Master Key (SK1l, SK2,

SK3, SKn):

Depository 1: SD1, Kn, SK1

Depository 2: SD2, K1, SK2

Depository 3: SD3, K2, SK3

Depository n: SDn, K3, SKn.

[0359] Unless all four shares are retrieved, the

data cannot be reassembled according to this example.
Even if all four shares are captured, there is no

possibility of reassembling or restoring the original
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information without access to the session master key
and the Parser Master Key.

[0360] This example has described an embodiment of
the method of the present invention, and also
describes, in another embodiment, the algorithm used to
place shares into depositories so that shares from all
depositories can be combined to form the secret
authentication material. The computations needed are
very simple and fast. However, with the One Time Pad
(OTP) algorithm there may be circumstances that cause
it to be less desirable, such as a large data set to be
secured, because the key size is the same size as the
data to be stored. Therefore, there would be a need to
store and transmit about twice the amount of the
original data which may be less desirable under certain

circumstances.

Stream Cipher RS1

[0361] The stream cipher RS1 splitting technique is
very similar to the OTP splitting technique described
herein. Instead of an n-byte random value, an n' =
min(n, 16)-byte random value is generated and used to
key the RS1 Stream Cipher algorithm. The advantage of
the RS1 Stream Cipher algorithm is that a pseudorandom
key is generated from a much smaller seed number. The
speed of execution of the RS1 Stream Cipher encryption
is also rated at approximately 10 times the speed of
the well known in the art Triple DES encryption without
compromising security. The RS1 Stream Cipher algorithm
is well known in the art, and may be used to generate
the keys used in the XOR function. The RS1 Stream
Cipher algorithm is interoperable with other

commercially available stream cipher algorithms, such
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as the RC4™ stream cipher algorithm of RSA Security,
Inc and is suitable for use in the methods of the
present invention.

[0362] Using the key notation above, Kl thru K5 are
now an n' byte random values and we set:

SD1

S1 XOR E (K1)
SD2

S2 XOR E (K2)
SD3 = S3 XOR E (K3)
SDn

Sn XOR E (Kn)

where E(K1l) thru E(Kn) are the first n' bytes of output
from the RS1 Stream Cipher algorithm keyed by K1 thru
Kn. The shares are now placed into data depositories
as described herein.

[0363] In this stream cipher RS1 algorithm, the
required computations needed are nearly as simple and
fast as the OTP algorithm. The benefit in this example
using the RS1 Stream Cipher is that the system needs to
store and transmit on average only about 16 bytes more
than the size of the original data to be secured per
share. When the size of the original data is more than
16 bytes, this RS1 algorithm is more efficient than the
OTP algorithm because it is simply shorter. It is
readily apparent to those of ordinary skill in the art
that a wide variety of encryption methods or algorithms
are suitable for use in the present invention,
including, but not limited to RS1, OTP, RC4™, Triple
DES and AES.

[0364] There are major advantages provided by the
data security methods and computer systems of the
present invention over traditional encryption methods.
One advantage 1s the security gained from moving shares
of the data to different locations on one or more data

depositories or storage devices, that may be in
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different logical, physical or geographical locations.
When the shares of data are split physically and under
the control of different personnel, for example, the
possibility of compromising the data is greatly
reduced.

[0365] Another advantage provided by the methods and
system of the present invention is the combination of
the steps of the method of the present invention for
securing data to provide a comprehensive process of
maintaining security of sensitive data. The data is
encrypted with a secure key and split into one or more
shares, and in one embodiment, four shares, according
to the secure key. The secure key is stored safely
with a reference pointer which is secured into four
shares according to a secure key. The data shares are
then encrypted individually and the keys are stored
safely with different encrypted shares. When combined,
the entire process for securing data according to the
methods disclosed herein becomes a comprehensive
package for data security.

[0366] The data secured according to the methods of
the present invention is readily retrievable and
restored, reconstituted, reassembled, decrypted, or
otherwise returned into its original or other suitable
form for use. In order to restore the original data,
the following items may be utilized:

[0367] 1. All shares or portions of the data set.
[0368] 2. Knowledge of and ability to reproduce

the process flow of the method used to secure the data.

[0369] 3. Access to the session master key.
[0370] 4. Access to the Parser Master Key.
[0371] Therefore, it may be desirable to plan a

secure installation wherein at least one of the above
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elements may be physically separated from the remaining
components of the system (under the control of a
different system administrator for example).

[0372] Protection against a rogue application
invoking the data securing methods application may be
enforced by use of the Parser Master Key. A mutual
authentication handshake between the secure data parser
and the application may be required in this embodiment
of the present invention prior to any action taken.
[0373] The security of the system dictates that
there be no "backdoor" method for recreation of the
original data. For installations where data recovery
issues may arise, the secure data parser can be
enhanced to provide a mirror of the four shares and
session master key depository. Hardware options such
as RAID (redundant array of inexpensive disks, used to
spread information over several disks) and software
options such as replication can assist as well in the

data recovery planning.

Key Management

[0374] In one embodiment of the present invention,
the data securing method uses three sets of keys for an
encryption operation. Each set of keys may have
individual key storage, retrieval, security and
recovery options, based on the installation. The keys
that may be used, include, but are not limited to:

The Parser Master Key

[0375] This key is an individual key associated with
the installation of the secure data parser. It is
installed on the server on which the secure data parser
has been deployed. There are a variety of options

suitable for securing this key including, but not
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limited to, a smart card, separate hardware key store,
standard key stores, custom key stores or within a
secured database table, for example.

The Session Master Key

[0376] A Session Master Key may be generated each
time data is secured. The Session Master Key is used
to encrypt the data prior to the parsing and splitting
operations. It may also be incorporated (if the
Session Master Key is not integrated into the parsed
data) as a means of parsing the encrypted data. The
Session Master Key may be secured in a variety of
manners, including, but not limited to, a standard key
store, custom key store, separate database table, or
secured within the encrypted shares, for example.

The Share Encryption Keys

[0377] For each share or portions of a data set that
is created, an individual Share Encryption Key may be
generated to further encrypt the shares. The Share
Encryption Keys may be stored in different shares than
the share that was encrypted.

[0378] It is readily apparent to those of ordinary
skill in the art that the data securing methods and
computer system of the present invention are widely
applicable to any type of data in any setting or
environment. In addition to commercial applications
conducted over the Internet or between customers and
vendors, the data securing methods and computer systems
of the present invention are highly applicable to non-
commercial or private settings or environments. Any
data set that is desired to be kept secure from any
unauthorized user may be secured using the methods and
systems described herein. For example, access to a

particular database within a company or organization
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may be advantageously restricted to only selected users
by employing the methods and systems of the present
invention for securing data. Another example is the
generation, modification or access to documents wherein
it is desired to restrict access or prevent
unauthorized or accidental access or disclosure outside
a group of selected individuals, computers or
workstations. These and other examples of the ways in
which the methods and systems of data securing of the
present invention are applicable to any non-commercial
or commercial environment or setting for any setting,
including, but not limited to any organization,
government agency or corporation.

[0379] In another embodiment of the present
invention, the data securing method uses three sets of
keys for an encryption operation. Each set of keys may
have individual key storage, retrieval, security and
recovery options, based on the installation. The keys
that may be used, include, but are not limited to:

1. The Parser Master Key

[0380] This key is an individual key associated with
the installation of the secure data parser. It is
installed on the server on which the secure data parser
has been deployed. There are a variety of options
suitable for securing this key including, but not
limited to, a smart card, separate hardware key store,
standard key stores, custom key stores or within a
secured database table, for example.

2. The Session Master Key

[0381] A Session Master Key may be generated each
time data is secured. The Session Master Key is used
in conjunction with the Parser Master key to derive the

Intermediary Key. The Session Master Key may be
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secured in a variety of manners, including, but not
limited to, a standard key store, custom key store,
separate database table, or secured within the
encrypted shares, for example.

3. The Intermediary Key

[0382] An Intermediary Key may be generated each
time data is secured. The Intermediary Key is used to
encrypt the data prior to the parsing and splitting
operation. It may also be incorporated as a means of
parsing the encrypted data.

4. The Share Encryption Keys

[0383] For each share or portions of a data set that
is created, an individual Share Encryption Key may be
generated to further encrypt the shares. The Share
Encryption Keys may be stored in different shares than
the share that was encrypted.

[0384] It is readily apparent to those of ordinary
skill in the art that the data securing methods and
computer system of the present invention are widely
applicable to any type of data in any setting or
environment. In addition to commercial applications
conducted over the Internet or between customers and
vendors, the data securing methods and computer systems
of the present invention are highly applicable to non-
commercial or private settings or environments. Any
data set that is desired to be kept secure from any
unauthorized user may be secured using the methods and
systems described herein. For example, access to a
particular database within a company or organization
may be advantageously restricted to only selected users
by employing the methods and systems of the present
invention for securing data. Another example is the

generation, modification or access to documents wherein
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it is desired to restrict access or prevent
unauthorized or accidental access or disclosure outside
a group of selected individuals, computers or
workstations. These and other examples of the ways in
which the methods and systems of data securing of the
present invention are applicable to any non-commercial
or commercial environment or setting for any setting,
including, but not limited to any organization,
government agency or corporation.

Workgroup, Project, Individual PC/Laptop or Cross

Platform Data Security

[0385] The data securing methods and computer
systems of the present invention are also useful in
securing data by workgroup, project, individual
PC/Laptop and any other platform that is in use in,
for example, businesses, offices, government agencies,
or any setting in which sensitive data is created,
handled or stored. The present invention provides
methods and computer systems to secure data that is
known to be sought after by organizations, such as the
U.S. Government, for implementation across the entire
government organization or between governments at a
state or federal level.

[0386] The data securing methods and computer
systems of the present invention provide the ability to
not only parse and split flat files but also data
fields, sets and or table of any type. Additionally,
all forms of data are capable of being secured under
this process, including, but not limited to, text,
video, images, biometrics and voice data. Scalability,
speed and data throughput of the methods of securing
data of the present invention are only limited to the

hardware the user has at their disposal.
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[0387] In one embodiment of the present invention,
the data securing methods are utilized as described
below in a workgroup environment. In one embodiment,
as shown in FIGURE 23 and described below, the
Workgroup Scale data securing method of the present
invention uses the private key management functionality
of the TrustEngine to store the user/group
relationships and the associated private keys (Parser
Group Master Keys) necessary for a group of users to
share secure data. The method of the present invention
has the capability to secure data for an enterprise,
workgroup, or individual user, depending on how the
Parser Master Key was deployed.

[0388] In one embodiment, additional key management
and user/group management programs may be provided,
enabling wide scale workgroup implementation with a
single point of administration and key management. Key
generation, management and revocation are handled by
the single maintenance program, which all become
especially important as the number of users increase.
In another embodiment, key management may also be set
up across one or several different system
administrators, which may not allow any one person or
group to control data as needed. This allows for the
management of secured data to be obtained by roles,
responsibilities, membership, rights, etc., as defined
by an organization, and the access to secured data can
be limited to just those who are permitted or required
to have access only to the portion they are working on,
while others, such as managers or executives, may have
access to all of the secured data. This embodiment
allows for the sharing of secured data among different

groups within a company or organization while at the
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same time only allowing certain selected individuals,
such as those with the authorized and predetermined
roles and responsibilities, to observe the data as a
whole. In addition, this embodiment of the methods and
systems of the present invention also allows for the
sharing of data among, for example, separate companies,
or separate departments or divisions of companies, or
any separate organization departments, groups,
agencies, or offices, or the like, of any government or
organization or any kind, where some sharing is
required, but not any one party may be permitted to
have access to all the data. Particularly apparent
examples of the need and utility for such a method and
system of the present invention are to allow sharing,
but maintain security, in between government areas,
agencies and offices, and between different divisions,
departments or offices of a large company, or any other
organization, for example.

[0389] An example of the applicability of the
methods of the present invention on a smaller scale is
as follows. A Parser Master key is used as a
serialization or branding of the secure data parser to
an organization. As the scale of use of the Parser
Master key is reduced from the whole enterprise to a
smaller workgroup, the data securing methods described
herein are used to share files within groups of users.
[0390] In the example shown in FIGURE 25 and
described below, there are six users defined along with
their title or role within the organization. The side
bar represents five possible groups that the users can
belong to according to their role. The arrow
represents membership by the user in one or more of the

groups.
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[0391] When configuring the secure data parser for
use in this example, the system administrator accesses
the user and group information from the operating
system by a maintenance program. This maintenance
program generates and assigns Parser Group Master Keys

to users based on their membership in groups.

[0392] In this example, there are three members in
the Senior Staff group. For this group, the actions
would be:

[0393] 1. Access Parser Group Master Key for the

Senior Staff group (generate a key if not available);
[0394] 2. Generate a digital certificate
associating CEO with the Senior Staff group;

[0395] 3. Generate a digital certificate
associating CFO with the Senior Staff group;

[0396] 4. Generate a digital certificate
associating Vice President, Marketing with the Senior
Staff group.

[0397] The same set of actions would be done for
each group, and each member within each group. When
the maintenance program is complete, the Parser Group
Master Key becomes a shared credential for each member
of the group. Revocation of the assigned digital
certificate may be done automatically when a user is
removed from a group through the maintenance program
without affecting the remaining members of the group.
[0398] Once the shared credentials have been
defined, the parsing and splitting process remains the
same. When a file, document or data element is to be
secured, the user is prompted for the target group to
be used when securing the data. The resulting secured
data is only accessible by other members of the target

group. This functionality of the methods and systems
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of the present invention may be used with any other
computer system or software platform, any may be, for
example, integrated into existing application programs
or used standalone for file security.

[0399] It is readily apparent to those of ordinary
skill in the art that any one or combination of
encryption algorithms are suitable for use in the
methods and systems of the present invention. For
example, the encryption steps may, in one embodiment,
be repeated to produce a multi-layered encryption
scheme. In addition, a different encryption algorithm,
or combination of encryption algorithms, may be used in
repeat encryption steps such that different encryption
algorithms are applied to the different layers of the
multi-layered encryption scheme. As such, the
encryption scheme itself may become a component of the
methods of the present invention for securing sensitive
data from unauthorized use or access.

[0400] The secure data parser may include as an
internal component, as an external component, or as
both an error-checking component. For example, in one
suitable approach, as portions of data are created
using the secure data parser in accordance with the
present invention, to assure the integrity of the data
within a portion, a hash value is taken at preset
intervals within the portion and is appended to the end
of the interval. The hash value is a predictable and
reproducible numeric representation of the data. If
any bit within the data changes, the hash value would
be different. A scanning module (either as a stand-
alone component external to the secure data parser or
as an internal component) may then scan the portions of

data generated by the secure data parser. Each portion
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of data (or alternatively, less than all portions of
data according to some interval or by a random or
pseudo-random sampling) is compared to the appended
hash value or values and an action may be taken. This
action may include a report of values that match and do
not match, an alert for values that do not match, or
invoking of some external or internal program to
trigger a recovery of the data. For example, recovery
of the data could be performed by invoking a recovery
module based on the concept that fewer than all
portions may be needed to generate original data in
accordance with the present invention.

[0401] Any other suitable integrity checking may be
implemented using any suitable integrity information
appended anywhere in all or a subset of data portions.
Integrity information may include any suitable
information that can be used to determine the integrity
of data portions. Examples of integrity information
may include hash values computed based on any suitable
parameter (e.g., based on respective data portions),
digital signature information, message authentication
code (MAC) information, any other suitable information,
or any combination thereof.

[0402] The secure data parser of the present
invention may be used in any suitable application.
Namely, the secure data parser described herein has a
variety of applications in different areas of computing
and technology. Several such areas are discussed
below. It will be understood that these are merely
illustrative in nature and that any other suitable
applications may make use of the secure data parser.

It will further be understood that the examples

described are merely illustrative embodiments that may
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be modified in any suitable way in order to satisfy any
suitable desires. For example, parsing and splitting
may be based on any suitable units, such as by bits, by
bytes, by kilobytes, by megabytes, by any combination
thereof, or by any other suitable unit.

[0403] The secure data parser of the present
invention may be used to implement secure physical
tokens, whereby data stored in a physical token may be
required in order to access additional data stored in
another storage area. In one suitable approach, a
physical token, such as a compact USB flash drive, a
floppy disk, an optical disk, a smart card, or any
other suitable physical token, may be used to store one
of at least two portions of parsed data in accordance
with the present invention. In order to access the
original data, the USB flash drive would need to be
accessed. Thus, a personal computer holding one
portion of parsed data would need to have the USB flash
drive, having the other portion of parsed data,
attached before the original data can be accessed.
FIGURE 26 illustrates this application. Storage area
2500 includes a portion of parsed data 2502. Physical
token 2504, having a portion of parsed data 2506 would
need to be coupled to storage area 2500 using any
suitable communications interface 2508 (e.g., USB,
serial, parallel, Bluetooth, IR, IEEE 1394, Ethernet,
or any other suitable communications interface) in
order to access the original data. This is useful in a
situation where, for example, sensitive data on a
computer is left alone and subject to unauthorized
access attempts. By removing the physical token (e.g.,
the USB flash drive), the sensitive data is

inaccessible. It will be understood that any other
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suitable approach for using physical tokens may be
used.

[0404] The secure data parser of the present
invention may be used to implement a secure
authentication system whereby user enrollment data
(e.g., passwords, private encryption keys, fingerprint
templates, biometric data or any other suitable user
enrollment data) 1s parsed and split using the secure
data parser. The user enrollment data may be parsed
and split whereby one or more portions are stored on a
smart card, a government Common Access Card, any
suitable physical storage device (e.g., magnetic or
optical disk, USB key drive, etc.), or any other
suitable device. One or more other portions of the
parsed user enrollment data may be stored in the system
performing the authentication. This provides an added
level of security to the authentication process (e.g.,
in addition to the biometric authentication information
obtained from the biometric source, the user enrollment
data must also be obtained via the appropriate parsed
and split data portion).

[0405] The secure data parser of the present
invention may be integrated into any suitable existing
system in order to provide the use of its functionality
in each system's respective environment. FIGURE 27
shows a block diagram of an illustrative system 2600,
which may include software, hardware, or both for
implementing any suitable application. System 2600 may
be an existing system in which secure data parser 2602
may be retrofitted as an integrated component.
Alternatively, secure data parser 2602 may be
integrated into any suitable system 2600 from, for

example, its earliest design stage. Secure data parser
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2600 may be integrated at any suitable level of system
2600. For example, secure data parser 2602 may be
integrated into system 2600 at a sufficiently back-end
level such that the presence of secure data parser 2602
may be substantially transparent to an end user of
system 2600. Secure data parser 2602 may be used for
parsing and splitting data among one or more storage
devices 2604 in accordance with the present invention.
Some illustrative examples of systems having the secure
data parser integrated therein are discussed below.
[0406] The secure data parser of the present
invention may be integrated into an operating system
kernel (e.g., Linux, Unix, or any other suitable
commercial or proprietary operating system). This
integration may be used to protect data at the device
level whereby, for example, data that would ordinarily
be stored in one or more devices 1s separated into a
certain number of portions by the secure data parser
integrated into the operating system and stored among
the one or more devices. When original data is
attempted to be accessed, the appropriate software,
also integrated into the operating system, may
recombine the parsed data portions into the original
data in a way that may be transparent to the end user.
[0407] The secure data parser of the present
invention may be integrated into a volume manager or
any other suitable component of a storage system to
protect local and networked data storage across any or
all supported platforms. For example, with the secure
data parser integrated, a storage system may make use
of the redundancy offered by the secure data parser
(i.e., which is used to implement the feature of

needing fewer than all separated portions of data in
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order to reconstruct the original data) to protect
against data loss. The secure data parser also allows
all data written to storage devices, whether using
redundancy or not, to be in the form of multiple
portions that are generated according to the parsing of
the present invention. When original data is attempted
to be accessed, the appropriate software, also
integrated into the volume manager or other suitable
component of the storage system, may recombine the
parsed data portions into the original data in a way
that may be transparent to the end user.

[0408] In one suitable approach, the secure data
parser of the present invention may be integrated into
a RAID controller (as either hardware or software).
This allows for the secure storage of data to multiple
drives while maintaining fault tolerance in case of
drive failure.

[0409] The secure data parser of the present
invention may be integrated into a database in order
to, for example, protect sensitive table information.
For example, in one suitable approach, data associated
with particular cells of a database table (e.g.,
individual cells, one or more particular columns, one
or more particular rows, any combination thereof, or an
entire database table) may be parsed and separated
according to the present invention (e.g., where the
different portions are stored on one or more storage
devices at one or more locations or on a single storage
device). Access to recombine the portions in order to
view the original data may be granted by traditional
authentication methods (e.g., username and password

query) .

47448421_1

EX1002 - Page 305



10

15

20

25

30

- 155 -

[0410] The secure parser of the present invention
may be integrated in any suitable system that involves
data in motion (i.e., transfer of data from one
location to another). Such systems include, for
example, email, streaming data broadcasts, and wireless
(e.g., WiFi) communications. With respect to email, in
one suitable approach, the secure parser may be used to
parse outgoing messages (i.e., containing text, binary
data, or both (e.g., files attached to an email
message)) and sending the different portions of the
parsed data along different paths thus creating
multiple streams of data. TIf any one of these streams
of data is compromised, the original message remains
secure because the system may require that more than
one of the portions be combined, in accordance with the
present invention, in order to generate the original
data. In another suitable approach, the different
portions of data may be communicated along one path
sequentially so that if one portion is obtained, it may
not be sufficient to generate the original data. The
different portions arrive at the intended recipient's
location and may be combined to generate the original
data in accordance with the present invention.

[0411] FIGURES 28 and 29 are illustrative block
diagrams of such email systems. FIGURE 28 shows a
sender system 2700, which may include any suitable
hardware, such as a computer terminal, personal
computer, handheld device (e.g., PDA, Blackberry),
cellular telephone, computer network, any other
suitable hardware, or any combination thereof. Sender
system 2700 is used to generate and/or store a message
2704, which may be, for example, an email message, a

binary data file (e.g., graphics, voice, video, etc.),
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or both. Message 2704 is parsed and split by secure
data parser 2702 in accordance with the present
invention. The resultant data portions may be
communicated across one or more separate communications
paths 2706 over network 2708 (e.g., the Internet, an
intranet, a LAN, WiFi, Bluetooth, any other suitable
hard-wired or wireless communications means, or any
combination thereof) to recipient system 2710. The
data portions may be communicated parallel in time or
alternatively, according to any suitable time delay
between the communication of the different data
portions. Recipient system 2710 may be any suitable
hardware as described above with respect to sender
system 2700. The separate data portions carried along
communications paths 2706 are recombined at recipient
system 2710 to generate the original message or data in
accordance with the present invention.

[0412] FIGURE 29 shows a sender system 2800, which
may include any suitable hardware, such as a computer
terminal, personal computer, handheld device (e.g.,
PDA), cellular telephone, computer network, any other
suitable hardware, or any combination thereof. Sender
system 2800 is used to generate and/or store a message
2804, which may be, for example, an email message, a
binary data file (e.g., graphics, voice, video, etc.),
or both. Message 2804 is parsed and split by secure
data parser 2802 in accordance with the present
invention. The resultant data portions may be
communicated across a single communications paths 2806
over network 2808 (e.g., the Internet, an intranet, a
LAN, WiFi, Bluetooth, any other suitable communications
means, or any combination thereof) to recipient system

2810. The data portions may be communicated serially
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across communications path 2806 with respect to one
another. Recipient system 2810 may be any suitable
hardware as described above with respect to sender
system 2800. The separate data portions carried along
communications path 2806 are recombined at recipient
system 2810 to generate the original message or data in
accordance with the present invention.

[0413] It will be understood that the arrangement of
FIGURES 28 and 29 are merely illustrative. Any other
suitable arrangement may be used. For example, in
another suitable approach, the features of the systems
of FIGURES 28 and 29 may be combined whereby the multi-
path approach of FIGURE 28 is used and in which one or
more of communications paths 2706 are used to carry
more than one portion of data as communications path
2806 does in the context of FIGURE 29.

[0414] The secure data parser may be integrated at
any suitable level of a data-in motion system. For
example, in the context of an email system, the secure
parser may be integrated at the user-interface level
(e.g., into Microsoft® Outlook), in which case the user
may have control over the use of the secure data parser
features when using email. Alternatively, the secure
parser may be implemented in a back-end component such
as at the exchange server, in which case messages may
be automatically parsed, split, and communicated along
different paths in accordance with the present
invention without any user intervention.

[0415] Similarly, in the case of streaming
broadcasts of data (e.g., audio, video), the outgoing
data may be parsed and separated into multiple streams
each containing a portion of the parsed data. The

multiple streams may be transmitted along one or more
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paths and recombined at the recipient's location in
accordance with the present invention. One of the
benefits of this approach is that it avoids the
relatively large overhead associated with traditional
encryption of data followed by transmission of the
encrypted data over a single communications channel.
The secure parser of the present invention allows data
in motion to be sent in multiple parallel streams,
increasing speed and efficiency.

[0416] It will be understand that the secure data
parser may be integrated for protection of and fault
tolerance of any type of data in motion through any
transport medium, including, for example, wired,
wireless, or physical. For example, voice over
Internet protocol (VoIP) applications may make use of
the secure data parser of the present invention.
Wireless or wired data transport from or to any
suitable personal digital assistant (PDA) devices such
as Blackberries and SmartPhones may be secured using
the secure data parser of the present invention.
Communications using wireless 802.11 protocols for peer
to peer and hub based wireless networks, satellite
communications, point to point wireless communications,
Internet client/server communications, or any other
suitable communications may involve the data in motion
capabilities of the secure data parser in accordance
with the present invention. Data communication between
computer peripheral device (e.g., printer, scanner,
monitor, keyboard, network router, biometric
authentication device (e.g., fingerprint scanner), or
any other suitable peripheral device) between a
computer and a computer peripheral device, between a

computer peripheral device and any other suitable
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device, or any combination thereof may make use of the
data in motion features of the present invention.
[0417] The data in motion features of the present
invention may also apply to physical transportation of
secure shares using for example, separate routes,
vehicles, methods, any other suitable physical
transportation, or any combination thereof. For
example, physical transportation of data may take place
on digital/magnetic tapes, floppy disks, optical disks,
physical tokens, USB drives, removable hard drives,
consumer electronic devices with flash memory (e.g.,
Apple IPODs or other MP3 players), flash memory, any
other suitable medium used for transporting data, or
any combination thereof.

[0418] The secure data parser of the present
invention may provide security with the ability for
disaster recovery. According to the present invention,
fewer than all portions of the separated data generated
by the secure data parser may be necessary in order to
retrieve the original data. That is, out of m portions
stored, n may be the minimum number of these m portions
necessary to retrieve the original data, where n <= m.
For example, if each of four portions is stored in a
different physical location relative to the other three
portions, then, if n=2 in this example, two of the
locations may be compromised whereby data is destroyed
or inaccessible, and the original data may still be
retrieved from the portions in the other two locations.
Any suitable value for n or m may be used.

[0419] In addition, the n of m feature of the
present invention may be used to create a "two man
rule" whereby in order to avoid entrusting a single

individual or any other entity with full access to what
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may be sensitive data, two or more distinct entities,
each with a portion of the separated data parsed by the
secure parser of the present invention may need to
agree to put their portions together in order to
retrieve the original data.

[0420] The secure data parser of the present
invention may be used to provide a group of entities
with a group-wide key that allows the group members to
access particular information authorized to be accessed
by that particular group. The group key may be one of
the data portions generated by the secure parser in
accordance with the present invention that may be
required to be combined with another portion centrally
stored, for example in order to retrieve the
information sought. This feature allows for, for
example, secure collaboration among a group. It may be
applied in for example, dedicated networks, virtual
private networks, intranets, or any other suitable
network.

[0421] Specific applications of this use of the
secure parser include, for example, coalition
information sharing in which, for example, multi-
national friendly government forces are given the
capability to communicate operational and otherwise
sensitive data on a security level authorized to each
respective country over a single network or a dual
network (i.e., as compared to the many networks
involving relatively substantial manual processes
currently used). This capability is also applicable
for companies or other organizations in which
information needed to be known by one or more specific
individuals (within the organization or without) may be

communicated over a single network without the need to
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worry about unauthorized individuals viewing the
information.

[0422] Another specific application includes a
multi-level security hierarchy for government systems.
That is, the secure parser of the present invention may
provide for the ability to operate a government system
at different levels of classified information (e.g.,
unclassified, classified, secret, top secret) using a
single network. If desired, more networks may be used
(e.g., a separate network for top secret), but the
present invention allows for substantially fewer than
current arrangement in which a separate network is used
for each level of classification.

[0423] It will be understood that any combination of
the above described applications of the secure parser
of the present invention may be used. For example, the
group key application can be used together with the
data in motion security application (i.e., whereby data
that is communicated over a network can only be
accessed by a member of the respective group and where,
while the data is in motion, it is split among multiple
paths (or sent in sequential portions) in accordance
with the present invention).

[0424] The secure data parser of the present
invention may be integrated into any middleware
application to enable applications to securely store
data to different database products or to different
devices without modification to either the applications
or the database. Middleware is a general term for any
product that allows two separate and already existing
programs to communicate. For example, in one suitable
approach, middleware having the secure data parser

integrated, may be used to allow programs written for a
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particular database to communicate with other databases
without custom coding.

[0425] The secure data parser of the present
invention may be implemented having any combination of
any suitable capabilities, such as those discussed
herein. In some embodiments of the present invention,
for example, the secure data parser may be implemented
having only certain capabilities whereas other
capabilities may be obtained through the use of
external software, hardware, or both interfaced either
directly or indirectly with the secure data parser.
[0426] FIGURE 30, for example, shows an illustrative
implementation of the secure data parser as secure data
parser 3000. Secure data parser 3000 may be
implemented with very few built-in capabilities. As
illustrated, secure data parser 3000 may include built-
in capabilities for parsing and splitting data into
portions (also referred to herein as shares) of data
using module 3002 in accordance with the present
invention. Secure data parser 3000 may also include
built in capabilities for performing redundancy in
order to be able to implement, for example, the m of n
feature described above (i.e., recreating the original
data using fewer than all shares of parsed and split
data) using module 3004. Secure data parser 3000 may
also include share distribution capabilities using
module 3006 for placing the shares of data into buffers
from which they are sent for communication to a remote
location, for storage, etc. in accordance with the
present invention. It will be understood that any
other suitable capabilities may be built into secure

data parser 3000.
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[0427] Assembled data buffer 3008 may be any
suitable memory used to store the original data
(although not necessarily in its original form) that
will be parsed and split by secure data parser 3000.

In a splitting operation, assembled data buffer 3008
provides input to secure data parser 3008. In a
restore operation, assembled data buffer 3008 may be
used to store the output of secure data parser 3000.
[0428] Split shares buffers 3010 may be one or more
memory modules that may be used to store the multiple
shares of data that resulted from the parsing and
splitting of original data. In a splitting operation,
split shares buffers 3010 hold the output of the secure
data parser. 1In a restore operation, split shares
buffers hold the input to secure data parser 3000.
[0429] It will be understood that any other suitable
arrangement of capabilities may be built-in for secure
data parser 3000. Any additional features may be
built-in and any of the features illustrated may be
removed, made more robust, made less robust, or may
otherwise be modified in any suitable way. Buffers
3008 and 3010 are likewise merely illustrative and may
be modified, removed, or added to in any suitable way.
[0430] Any suitable modules implemented in software,
hardware or both may be called by or may call to secure
data parser 3000. If desired, even capabilities that
are built into secure data parser 3000 may be replaced
by one or more external modules. As illustrated, some
external modules include random number generator 3012,
cipher feedback key generator 3014, hash algorithm
3016, any one or more types of encryption 3018, and key
management 3020. It will be understood that these are

merely illustrative external modules. Any other
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suitable modules may be used in addition to or in place
of those illustrated.

[0431] Cipher feedback key generator 3014 may,
externally to secure data parser 3000, generate for
each secure data parser operation, a unique key, or
random number (using, for example, random number
generator 3012), to be used as a seed value for an
operation that extends an original session key size
(e.g., a value of 128, 256, 512, or 1024 bits) into a
value equal to the length of the data to be parsed and
split. Any suitable algorithm may be used for the
cipher feedback key generation, including, for example,
the AES cipher feedback key generation algorithm.
[0432] In order to facilitate integration of secure
data parser 3000 and its external modules (i.e., secure
data parser layer 3026) into an application layer 3024
(e.g., email application, database application, etc.),
a wrapping layer that may make use of, for example, API
function calls may be used. Any other suitable
arrangement for facilitating integration of secure data
parser layer 3026 into application layer 3024 may be
used.

[0433] FIGURE 31 illustratively shows how the
arrangement of FIGURE 30 may be used when a write
(e.g., to a storage device), insert (e.g., in a
database field), or transmit (e.g., across a network)
command is issued in application layer 3024. At step
3100 data to be secured is identified and a call is
made to the secure data parser. The call is passed
through wrapper layer 3022 where at step 3102, wrapper
layer 3022 streams the input data identified at step
3100 into assembled data buffer 3008. Also at step

3102, any suitable share information, filenames, any
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other suitable information, or any combination thereof
may be stored (e.g., as information 3106 at wrapper
layer 3022). Secure data processor 3000 then parses
and splits the data it takes as input from assembled
data buffer 3008 in accordance with the present
invention. It outputs the data shares into split
shares buffers 3010. At step 3104, wrapper layer 3022
obtains from stored information 3106 any suitable share
information (i.e., stored by wrapper 3022 at step 3102)
and share location(s) (e.g., from one or more
configuration files). Wrapper layer 3022 then writes
the output shares (obtained from split shares buffers
3010) appropriately (e.g., written to one or more
storage devices, communicated onto a network, etc.).
[0434] FIGURE 32 illustratively shows how the
arrangement of FIGURE 30 may be used when a read (e.g.,
from a storage device), select (e.g., from a database
field), or receive (e.g., from a network) occurs. At
step 3200, data to be restored is identified and a call
to secure data parser 3000 is made from application
layer 3024. At step 3202, from wrapper layer 3022, any
suitable share information is obtained and share
location is determined. Wrapper layer 3022 loads the
portions of data identified at step 3200 into split
shares buffers 3010. Secure data parser 3000 then
processes these shares in accordance with the present
invention (e.g., 1f only three of four shares are
available, then the redundancy capabilities of secure
data parser 3000 may be used to restore the original
data using only the three shares). The restored data
is then stored in assembled data buffer 3008. At step
3204, application layer 3022 converts the data stored

in assembled data buffer 3008 into its original data
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format (if necessary) and provides the original data in
its original format to application layer 3024.

[0435] It will be understood that the parsing and
splitting of original data illustrated in FIGURE 31 and
the restoring of portions of data into original data
illustrated in FIGURE 32 is merely illustrative. Any
other suitable processes, components, or both may be
used in addition to or in place of those illustrated.
[0436] FIGURE 33 is a block diagram of an
illustrative process flow for parsing and splitting
original data into two or more portions of data in
accordance with one embodiment of the present
invention. As illustrated, the original data desired
to be parsed and split is plain text 3306 (i.e., the
word "SUMMIT" is used as an example). It will be
understood that any other type of data may be parsed
and split in accordance with the present invention. A
session key 3300 is generated. If the length of
session key 3300 is not compatible with the length of
original data 3306, then cipher feedback session key
3304 may be generated.

[0437] In one suitable approach, original data 3306
may be encrypted prior to parsing, splitting, or both.
For example, as FIGURE 33 illustrates, original data
3306 may be XORed with any suitable value (e.g., with
cipher feedback session key 3304, or with any other
suitable value). It will be understood that any other
suitable encryption technique may be used in place of
or in addition to the XOR technique illustrate. It
will further be understood that although FIGURE 33 is
illustrated in terms of byte by byte operations, the
operation may take place at the bit level or at any

other suitable level. It will further be understood
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that, if desired, there need not be any encryption
whatsoever of original data 3306.

[0438] The resultant encrypted data (or original
data if no encryption took place) 1is then hashed to
determine how to split the encrypted (or original) data
among the output buckets (e.g., of which there are four
in the illustrated example). In the illustrated
example, the hashing takes place by bytes and is a
function of cipher feedback session key 3304. It will
be understood that this is merely illustrative. The
hashing may be performed at the bit level, if desired.
The hashing may be a function of any other suitable
value besides cipher feedback session key 3304. 1In
another suitable approach, hashing need not be used.
Rather, any other suitable technique for splitting data
may be employed.

[0439] FIGURE 34 is a block diagram of an
illustrative process flow for restoring original data
3306 from two or more parsed and split portions of
original data 3306 in accordance with one embodiment of
the present invention. The process involves hashing
the portions in reverse (i.e., to the process of FIGURE
33) as a function of cipher feedback session key 3304
to restore the encrypted original data (or original
data if there was no encryption prior to the parsing
and splitting). The encryption key may then be used to
restore the original data (i.e., in the illustrated
example, cipher feedback session key 3304 is used to
decrypt the XOR encryption by XORing it with the
encrypted data). This the restores original data 3306.
[0440] FIGURE 35 shows how bit-splitting may be
implemented in the example of FIGURES 33 and 34. A

hash may be used (e.g., as a function of the cipher

47448421_1

EX1002 - Page 318



10

15

20

25

30

- 168 -

feedback session key, as a function of any other
suitable value) to determine a bit value at which to
split each byte of data. It will be understood that
this is merely one illustrative way in which to
implement splitting at the bit level. Any other
suitable technique may be used.

[0441] It will be understood that any reference to
hash functionality made herein may be made with respect
to any suitable hash algorithm. These include for
example, MD5 and SHA-1. Different hash algorithms may
be used at different times and by different components
of the present invention.

[0442] After a split point has been determined in
accordance with the above illustrative procedure or
through any other procedure or algorithm, a
determination may be made with regard to which data
portions to append each of the left and right segments.
Any suitable algorithm may be used for making this
determination. For example, in one suitable approach,
a table of all possible distributions (e.g., in the
form of pairings of destinations for the left segment
and for the right segment) may be created, whereby a
destination share value for each of the left and right
segment may be determined by using any suitable hash
function on corresponding data in the session key,
cipher feedback session key, or any other suitable
random or pseudo-random value, which may be generated
and extended to the size of the original data. For
example, a hash function of a corresponding byte in the
random or pseudo-random value may be made. The output
of the hash function is used to determine which pairing
of destinations (i.e., one for the left segment and one

for the right segment) to select from the table of all
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the destination combinations. Based on this result,
each segment of the split data unit is appended to the
respective two shares indicated by the table wvalue
selected as a result of the hash function.

[0443] Redundancy information may be appended to the
data portions in accordance with the present invention
to allow for the restoration of the original data using
fewer than all the data portions. For example, if two
out of four portions are desired to be sufficient for
restoration of data, then additional data from the
shares may be accordingly appended to each share in,
for example, a round-robin manner (e.g., where the size
of the original data is 4MB, then share 1 gets its own
shares as well as those of shares 2 and 3; share 2 gets
its own share as well as those of shares 3 and 4; share
3 gets its own share as well as those of shares 4 and
1; and share 4 gets its own shares as well as those of
shares 1 and 2). Any such suitable redundancy may be
used in accordance with the present invention.

[0444] It will be understood that any other suitable
parsing and splitting approach may be used to generate
portions of data from an original data set in
accordance with the present invention. For example,
parsing and splitting may be randomly or pseudo-
randomly processed on a bit by bit basis. A random or
pseudo-random value may be used (e.g., session key,
cipher feedback session key, etc.) whereby for each bit
in the original data, the result of a hash function on
corresponding data in the random or pseudo-random value
may indicate to which share to append the respective
bit. In one suitable approach the random or pseudo-
random value may be generated as, or extended to, 8

times the size of the original data so that the hash
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function may be performed on a corresponding byte of
the random or pseudo-random value with respect to each
bit of the original data. Any other suitable algorithm
for parsing and splitting data on a bit by bit level
may be used in accordance with the present invention.
It will further be appreciated that redundancy data may
be appended to the data shares such as, for example, in
the manner described immediately above in accordance
with the present invention.

[0445] In one suitable approach, parsing and
splitting need not be random or pseudo-random. Rather,
any suitable deterministic algorithm for parsing and
splitting data may be used. For example, breaking up
the original data into sequential shares may be
employed as a parsing and splitting algorithm. Another
example 1s to parse and split the original data bit by
bit, appending each respective bit to the data shares
sequentially in a round-robin manner. It will further
be appreciated that redundancy data may be appended to
the data shares such as, for example, in the manner
described above in accordance with the present
invention.

[0446] In one embodiment of the present invention,
after the secure data parser generates a number of
portions of original data, in order to restore the
original data, certain one or more of the generated
portions may be mandatory. For example, if one of the
portions is used as an authentication share (e.qg.,
saved on a physical token device), and if the fault
tolerance feature of the secure data parser is being
used (i.e., where fewer than all portions are necessary
to restore the original data), then even though the

secure data parser may have access to a sufficient
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number of portions of the original data in order to
restore the original data, it may require the
authentication share stored on the physical token
device before it restores the original data. It will
be understood that any number and types of particular
shares may be required based on, for example,
application, type of data, user, any other suitable
factors, or any combination thereof.

[0447] In one suitable approach, the secure data
parser or some external component to the secure data
parser may encrypt one or more portions of the original
data. The encrypted portions may be required to be
provided and decrypted in order to restore the original
data. The different encrypted portions may be
encrypted with different encryption keys. For example,
this feature may be used to implement a more secure
"two man rule" whereby a first user would need to have
a particular share encrypted using a first encryption
and a second user would need to have a particular share
encrypted using a second encryption key. In order to
access the original data, both users would need to have
their respective encryption keys and provide their
respective portions of the original data. In one
suitable approach, a public key may be used to encrypt
one or more data portions that may be a mandatory share
required to restore the original data. A private key
may then be used to decrypt the share in order to be
used to restore to the original data.

[0448] Any such suitable paradigm may be used that
makes use of mandatory shares where fewer than all
shares are needed to restore original data.

[0449] In one suitable embodiment of the present

invention, distribution of data into a finite number of
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shares of data may be processed randomly or pseudo-
randomly such that from a statistical perspective, the
probability that any particular share of data receives
a particular unit of data is equal to the probability
that any one of the remaining shares will receive the
unit of data. As a result, each share of data will
have an approximately equal amount of data bits.

[0450] According to another embodiment of the
present invention, each of the finite number of shares
of data need not have an equal probability of receiving
units of data from the parsing and splitting of the
original data. Rather certain one or more shares may
have a higher or lower probability than the remaining
shares. As a result, certain shares may be larger or
smaller in terms of bit size relative to other shares.
For example, in a two-share scenario, one share may
have a 1% probability of receiving a unit of data
whereas the second share has a 99% probability. It
should follow, therefore that once the data units have
been distributed by the secure data parser among the
two share, the first share should have approximately 1%
of the data and the second share 99%. Any suitable
probabilities may be used in accordance with the
present invention.

[0451] It will be understood that the secure data
parser may be programmed to distribute data to shares
according to an exact (or near exact) percentage as
well. For example, the secure data parser may be
programmed to distribute 80% of data to a first share
and the remaining 20% of data to a second share.
[0452] According to another embodiment of the
present invention, the secure data parser may generate

data shares, one or more of which have predefined
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sizes. For example, the secure data parser may split
original data into data portions where one of the
portions is exactly 256 bits. In one suitable
approach, if it is not possible to generate a data
portion having the requisite size, then the secure data
parser may pad the portion to make it the correct size.
Any suitable size may be used.

[0453] In one suitable approach, the size of a data
portion may be the size of an encryption key, a
splitting key, any other suitable key, or any other
suitable data element.

[0454] As previously discussed, the secure data
parser may use keys in the parsing and splitting of
data. For purposes of clarity and brevity, these keys
shall be referred to herein as "splitting keys." For
example, the Session Master Key, previously introduced,
is one type of splitting key. Also, as previously
discussed, splitting keys may be secured within shares
of data generated by the secure data parser. Any
suitable algorithms for securing splitting keys may be
used to secure them among the shares of data. For
example, the Shamir algorithm may be used to secure the
splitting keys whereby information that may be used to
reconstruct a splitting key is generated and appended
to the shares of data. Any other such suitable
algorithm may be used in accordance with the present
invention.

[0455] Similarly, any suitable encryption keys may
be secured within one or more shares of data according
to any suitable algorithm such as the Shamir algorithm.
For example, encryption keys used to encrypt a data set
prior to parsing and splitting, encryption keys used to

encrypt a data portions after parsing and splitting, or
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both may be secured using, for example, the Shamir
algorithm or any other suitable algorithm.

[0456] According to one embodiment of the present
invention, an All or Nothing Transform (AoNT), such as
a Full Package Transform, may be used to further secure
data by transforming splitting keys, encryption keys,
any other suitable data elements, or any combination
thereof. For example, an encryption key used to
encrypt a data set prior to parsing and splitting in
accordance with the present invention may be
transformed by an AoNT algorithm. The transformed
encryption key may then be distributed among the data
shares according to, for example, the Shamir algorithm
or any other suitable algorithm. In order to
reconstruct the encryption key, the encrypted data set
must be restored (e.g., not necessarily using all the
data shares if redundancy was used in accordance with
the present invention) in order to access the necessary
information regarding the transformation in accordance
with AoNTs as i1s well known by one skilled in the art.
When the original encryption key is retrieved, it may
be used to decrypt the encrypted data set to retrieve
the original data set. It will be understood that the
fault tolerance features of the present invention may
be used in conjunction with the AoNT feature. Namely,
redundancy data may be included in the data portions
such that fewer than all data portions are necessary to
restore the encrypted data set.

[0457] It will be understood that the AoNT may be
applied to encryption keys used to encrypt the data
portions following parsing and splitting either in
place of or in addition to the encryption and AoNT of

the respective encryption key corresponding to the data
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set prior to parsing and splitting. Likewise, AoNT may
be applied to splitting keys.

[0458] In one embodiment of the present invention,
encryption keys, splitting keys, or both as used in
accordance with the present invention may be further
encrypted using, for example, a workgroup key in order
to provide an extra level of security to a secured data
set.

[0459] In one embodiment of the present invention,
an audit module may be provided that tracks whenever
the secure data parser is invoked to split data.

[0460] FIGURE 36 illustrates possible options 3600
for using the components of the secure data parser in
accordance with the invention. Each combination of
options is outlined below and labeled with the
appropriate step numbers from FIGURE 36. The secure
data parser may be modular in nature, allowing for any
known algorithm to be used within each of the function
blocks shown in FIGURE 36. For example, other key
splitting (e.g., secret sharing) algorithms such as
Blakely may be used in place of Shamir, or the AES
encryption could be replaced by other known encryption
algorithms such as Triple DES. The labels shown in the
example of FIGURE 36 merely depict one possible
combination of algorithms for use in one embodiment of
the invention. It should be understood that any
suitable algorithm or combination of algorithms may be

used in place of the labeled algorithms.

[0461] 1) 3610, 3612, 3614, 3615, 36l6, 3617, 3618,
3619
[0462] Using previously encrypted data at step 3610,

the data may be eventually split into a predefined

number of shares. If the split algorithm requires a
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key, a split encryption key may be generated at step
3612 using a cryptographically secure pseudo-random
number generator. The split encryption key may
optionally be transformed using an All or Nothing
Transform (AoNT) into a transform split key at step
3614 before being key split to the predefined number of
shares with fault tolerance at step 3615. The data may
then be split into the predefined number of shares at
step 3616. A fault tolerant scheme may be used at step
3617 to allow for regeneration of the data from less
than the total number of shares. Once the shares are
created, authentication/integrity information may be
embedded into the shares at step 3618. Each share may
be optionally post-encrypted at step 3619.

[0463] 2) 3111, 3612, 3614, 3615, 3616, 3617, 3618,
3619
[0464] In some embodiments, the input data may be

encrypted using an encryption key provided by a user or
an external system. The external key is provided at
step 3611. For example, the key may be provided from
an external key store. If the split algorithm requires
a key, the split encryption key may be generated using
a cryptographically secure pseudo-random number
generator at step 3612. The split key may optionally
be transformed using an All or Nothing Transform (AoNT)
into a transform split encryption key at step 3614
before being key split to the predefined number of
shares with fault tolerance at step 3615. The data is
then split to a predefined number of shares at step
3616. A fault tolerant scheme may be used at step 3617
to allow for regeneration of the data from less than
the total number of shares. Once the shares are

created, authentication/integrity information may be
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embedded into the shares at step 3618. Each share may
be optionally post-encrypted at step 3619.

[0465] 3) 3612, 3613, 3614, 3615, 3612, 3614, 3615,
36l6, 3617, 3618, 3619

[0466] In some embodiments, an encryption key may be
generated using a cryptographically secure pseudo-
random number generator at step 3612 to transform the
data. Encryption of the data using the generated
encryption key may occur at step 3613. The encryption
key may optionally be transformed using an All or
Nothing Transform (AoNT) into a transform encryption
key at step 3614. The transform encryption key and/or
generated encryption key may then be split into the
predefined number of shares with fault tolerance at
step 3615. If the split algorithm requires a key,
generation of the split encryption key using a
cryptographically secure pseudo-random number generator
may occur at step 3612. The split key may optionally
be transformed using an All or Nothing Transform (AoNT)
into a transform split encryption key at step 3614
before being key split to the predefined number of
shares with fault tolerance at step 3615. The data may
then be split into a predefined number of shares at
step 3616. A fault tolerant scheme may be used at step
3617 to allow for regeneration of the data from less
than the total number of shares. Once the shares are
created, authentication/integrity information will be
embedded into the shares at step 3618. Each share may
then be optionally post-encrypted at step 36109.

[0467] 4) 3612, 3614, 3615, 36l6, 3617, 3618, 3619
[0468] In some embodiments, the data may be split
into a predefined number of shares. If the split

algorithm requires a key, generation of the split
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encryption key using a cryptographically secure pseudo-
random number generator may occur at step 3612. The
split key may optionally be transformed using an All or
Nothing Transform (AoNT) into a transformed split key
at step 3614 before being key split into the predefined
number of shares with fault tolerance at step 3615.

The data may then be split at step 3616. A fault
tolerant scheme may be used at step 3617 to allow for
regeneration of the data from less than the total
number of shares. Once the shares are created,
authentication/integrity information may be embedded
into the shares at step 3618. Each share may be
optionally post-encrypted at step 3619.

[0469] Although the above four combinations of
options are preferably used in some embodiments of the
invention, any other suitable combinations of features,
steps, or options may be used with the secure data
parser in other embodiments.

[0470] The secure data parser may offer flexible
data protection by facilitating physical separation.
Data may be first encrypted, then split into shares
with "m of n" fault tolerance. This allows for
regeneration of the original information when less than
the total number of shares is available. For example,
some shares may be lost or corrupted in transmission.
The lost or corrupted shares may be recreated from
fault tolerance or integrity information appended to
the shares, as discussed in more detail below.

[0471] In order to create the shares, a number of
keys are optionally utilized by the secure data parser.

These keys may include one or more of the following:
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[0472] Pre-encryption key: When pre-encryption of
the shares is selected, an external key may be passed
to the secure data parser. This key may be generated
and stored externally in a key store (or other
location) and may be used to optionally encrypt data
prior to data splitting.

[0473] Split encryption key: This key may be
generated internally and used by the secure data parser
to encrypt the data prior to splitting. This key may
then be stored securely within the shares using a key
split algorithm.

[0474] Split session key: This key i1s not used with
an encryption algorithm; rather, it may be used to key
the data partitioning algorithms when random splitting
is selected. When a random split is used, a split
session key may be generated internally and used by the
secure data parser to partition the data into shares.
This key may be stored securely within the shares using
a key splitting algorithm.

[0475] Post encryption key: When post encryption of
the shares is selected, an external key may be passed
to the secure data parser and used to post encrypt the
individual shares. This key may be generated and
stored externally in a key store or other suitable
location.

[0476] In some embodiments, when data is secured
using the secure data parser in this way, the
information may only be reassembled provided that all
of the required shares and external encryption keys are
present.

[0477] FIGURE 37 shows illustrative overview process
3700 for using the secure data parser of the present

invention in some embodiments. As described above, two
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well-suited functions for secure data parser 3706 may
include encryption 3702 and backup 3704. As such,
secure data parser 3706 may be integrated with a RAID
or backup system or a hardware or software encryption
engine in some embodiments.

[0478] The primary key processes associated with
secure data parser 3706 may include one or more of pre-
encryption process 3708, encrypt/transform process
3710, key secure process 3712, parse/distribute process
3714, fault tolerance process 3716, share
authentication process 3716, and post-encryption
process 3720. These processes may be executed in
several suitable orders or combinations, as detailed in
FIGURE 36. The combination and order of processes used
may depend on the particular application or use, the
level of security desired, whether optional pre-
encryption, post-encryption, or both, are desired, the
redundancy desired, the capabilities or performance of
an underlying or integrated system, or any other
suitable factor or combination of factors.

[0479] The output of illustrative process 3700 may
be two or more shares 3722. As described above, data
may be distributed to each of these shares randomly (or
pseudo-randomly) in some embodiments. In other
embodiments, a deterministic algorithm (or some
suitable combination of random, pseudo-random, and
deterministic algorithms) may be used.

[0480] In addition to the individual protection of
information assets, there is sometimes a requirement to
share information among different groups of users or
communities of interest. It may then be necessary to
either control access to the individual shares within

that group of users or to share credentials among those
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users that would only allow members of the group to
reassemble the shares. To this end, a workgroup key
may be deployed to group members in some embodiments of
the invention. The workgroup key should be protected
and kept confidential, as compromise of the workgroup
key may potentially allow those outside the group to
access information. Some systems and methods for
workgroup key deployment and protection are discussed
below.

[0481] The workgroup key concept allows for enhanced
protection of information assets by encrypting key
information stored within the shares. Once this
operation is performed, even if all required shares and
external keys are discovered, an attacker has no hope
of recreating the information without access to the
workgroup key.

[0482] FIGURE 38 shows illustrative block diagram
3800 for storing key and data components within the
shares. In the example of diagram 3800, the optional
pre-encrypt and post-encrypt steps are omitted,
although these steps may be included in other
embodiments.

[0483] The simplified process to split the data
includes encrypting the data using encryption key 3804
at encryption stage 3802. Portions of encryption key
3804 may then be split and stored within shares 3810 in
accordance with the present invention. Portions of
split encryption key 3806 may also be stored within
shares 3810. Using the split encryption key, data 3808
is then split and stored in shares 3810.

[0484] In order to restore the data, split
encryption key 3806 may be retrieved and restored in

accordance with the present invention. The split
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operation may then be reversed to restore the
ciphertext. Encryption key 3804 may also be retrieved
and restored, and the ciphertext may then be decrypted
using the encryption key.

[0485] When a workgroup key is utilized, the above
process may be changed slightly to protect the
encryption key with the workgroup key. The encryption
key may then be encrypted with the workgroup key prior
to being stored within the shares. The modified steps
are shown in illustrative block diagram 3900 of

FIGURE 39.

[0486] The simplified process to split the data
using a workgroup key includes first encrypting the
data using the encryption key at stage 3902. The
encryption key may then be encrypted with the workgroup
key at stage 3904. The encryption key encrypted with
the workgroup key may then be split into portions and
stored with shares 3912. Split key 3908 may also be
split and stored in shares 3912. Finally, portions of
data 3910 are split and stored in shares 3912 using
split key 3908.

[0487] In order to restore the data, the split key
may be retrieved and restored in accordance with the
present invention. The split operation may then be
reversed to restore the ciphertext in accordance with
the present invention. The encryption key (which was
encrypted with the workgroup key) may be retrieved and
restored. The encryption key may then be decrypted
using the workgroup key. Finally, the ciphertext may
be decrypted using the encryption key.

[0488] There are several secure methods for deploying
and protecting workgroup keys. The selection of which

method to use for a particular application depends on a
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number of factors. These factors may include security
level required, cost, convenience, and the number of
users in the workgroup. Some commonly used techniques
used in some embodiments are provided below:

[0489] Hardware-based Key Storage

Hardware-based solutions generally provide the
strongest guarantees for the security of
encryption/decryption keys in an encryption system.
Examples of hardware-based storage solutions include
tamper-resistant key token devices which store keys in
a portable device (e.g., smartcard/dongle), or non-
portable key storage peripherals. These devices are
designed to prevent easy duplication of key material by
unauthorized parties. Keys may be generated by a
trusted authority and distributed to users, or
generated within the hardware. Additionally, many key
storage systems provide for multi-factor
authentication, where use of the keys requires access
both a physical object (token) and a passphrase or
biometric.

[0490] Software-based Key Storage

While dedicated hardware-based storage may be desirable
for high-security deployments or applications, other
deployments may elect to store keys directly on local
hardware (e.g., disks, RAM or non-volatile RAM stores
such as USB drives). This provides a lower level of
protection against insider attacks, or in instances
where an attacker is able to directly access the
encryption machine.

[0491] To secure keys on disk, software-based key
management often protects keys by storing them in
encrypted form under a key derived from a combination

of other authentication metrics, including: passwords
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and passphrases, presence of other keys (e.g., from a
hardware-based solution), biometrics, or any suitable
combination of the foregoing. The level of security
provided by such techniques may range from the
relatively weak key protection mechanisms provided by
some operating systems (e.g., MS Windows and Linux), to
more robust solutions implemented using multi-factor
authentication.

[0492] The secure data parser of the present
invention may be advantageously used in a number of
applications and technologies. For example, email
system, RAID systems, video broadcasting systems,
database systems, or any other suitable system may have
the secure data parser integrated at any suitable
level. As previously discussed, it will be understand
that the secure data parser may also be integrated for
protection and fault tolerance of any type of data in
motion through any transport medium, including, for
example, wired, wireless, or physical transport
mediums. As one example, voice over Internet protocol
(VoIP) applications may make use of the secure data
parser of the present invention to solve problems
relating to echoes and delays that are commonly found
in VoIP. The need for network retry on dropped packets
may be eliminated by using fault tolerance, which
guarantees packet delivery even with the loss of a
predetermined number of shares. Packets of data (e.g.,
network packets) may also be efficiently split and
restored "on-the-fly" with minimal delay and buffering,
resulting in a comprehensive solution for various types
of data in motion. The secure data parser may act on
network data packets, network voice packets, file

system data blocks, or any other suitable unit of
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information. In addition to being integrated with a
VoIP application, the secure data parser may be
integrated with a file-sharing application (e.g., a
peer—-to-peer file-sharing application), a video
broadcasting application, an electronic voting or
polling application (which may implement an electronic
voting protocol and blind signatures, such as the
Sensus protocol), an email application, or any other
network application that may require or desire secure
communication.

[0493] In some embodiments, support for network data
in motion may be provided by the secure data parser of
the present invention in two distinct phases -- a
header generation phase and a data partitioning phase.
Simplified header generation process 4000 and
simplified data partitioning process 4010 are shown in
FIGURES 40A and 40B, respectively. One or both of
these processes may be performed on network packets,
file system blocks, or any other suitable information.
[0494] In some embodiments, header generation
process 4000 may be performed one time at the
initiation of a network packet stream. At step 4002, a
random (or pseudo-random) split encryption key, K, may
be generated. The split encryption key, K, may then be
optionally encrypted (e.g., using the workgroup key
described above) at AES key wrap step 4004. Although
an AES key wrap may be used in some embodiments, any
suitable key encryption or key wrap algorithm may be
used in other embodiments. AES key wrap step 4004 may
operate on the entire split encryption key, K, or the
split encryption key may be parsed into several blocks

(e.g., 64-bit blocks). AES key wrap step 4004 may then
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operate on blocks of the split encryption key, if
desired.

[0495] At step 4006, a secret sharing algorithm
(e.g., Shamir) may be used to split the split
encryption key, K, into key shares. Each key share may
then be embedded into one of the output shares (e.g.,
in the share headers). Finally, a share integrity
block and (optionally) a post-authentication tag (e.g.,
MAC) may be appended to the header block of each share.
Each header block may be designed to fit within a
single data packet.

[0496] After header generation is complete (e.g.,
using simplified header generation process 4000), the
secure data parser may enter the data partitioning
phase using simplified data splitting process 4010.
Each incoming data packet or data block in the stream
is encrypted using the split encryption key, K, at step
4012. At step 4014, share integrity information (e.g.,
a hash H) may be computed on the resulting ciphertext
from step 4012. For example, a SHA-256 hash may be
computed. At step 4106, the data packet or data block
may then be partitioned into two or more data shares
using one of the data splitting algorithms described
above in accordance with the present invention. 1In
some embodiments, the data packet or data block may be
split so that each data share contains a substantially
random distribution of the encrypted data packet or
data block. The integrity information (e.g., hash H)
may then be appended to each data share. An optional
post—-authentication tag (e.g., MAC) may also be
computed and appended to each data share in some

embodiments.
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[0497] FEach data share may include metadata, which
may be necessary to permit correct reconstruction of
the data blocks or data packets. This information may
be included in the share header. The metadata may
include such information as cryptographic key shares,
key identities, share nonces, signatures/MAC values,
and integrity blocks. In order to maximize bandwidth
efficiency, the metadata may be stored in a compact
binary format.

[0498] For example, in some embodiments, the share
header includes a cleartext header chunk, which is not
encrypted and may include such elements as the Shamir
key share, per-session nonce, per-share nonce, key
identifiers (e.g., a workgroup key identifier and a
post—-authentication key identifier). The share header
may also include an encrypted header chunk, which is
encrypted with the split encryption key. An integrity
header chunk, which may include integrity checks for
any number of the previous blocks (e.g., the previous
two blocks) may also be included in the header. Any
other suitable values or information may also be
included in the share header.

[0499] As shown in illustrative share format 4100 of
FIGURE 41, header block 4102 may be associated with two
or more output blocks 4104. Each header block, such as
header block 4102, may be designed to fit within a
single network data packet. 1In some embodiments, after
header block 4102 is transmitted from a first location
to a second location, the output blocks may then be
transmitted. Alternatively, header block 4102 and
output blocks 4104 may be transmitted at the same time
in parallel. The transmission may occur over one or

more similar or dissimilar communications paths.
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[0500] Each output block may include data portion
4106 and integrity/authenticity portion 4108. As
described above, each data share may be secured using a
share integrity portion including share integrity
information (e.g., a SHA-256 hash) of the encrypted,
pre-partitioned data. To verify the integrity of the
outputs blocks at recovery time, the secure data parser
may compare the share integrity blocks of each share
and then invert the split algorithm. The hash of the
recovered data may then be verified against the share
hash.

[0501] Although some common applications of the
secure data parser are described above, it should be
clearly understood that the present invention may be
integrated with any network application in order to
increase security, fault-tolerance, anonymity, or any
suitable combination of the foregoing.

[0502] Additionally, other combinations, additions,
substitutions and modifications will be apparent to the
skilled artisan in view of the disclosure herein.
Accordingly, the present invention is not intended to
be limited by the reaction of the preferred embodiments
but is to be defined by a reference to the appended

claims.
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What is Claimed is:

1. A method for securing a transmission of

data blocks in a data stream, the method comprising:

encrypting each data block in the data
stream with an encryption key;

distributing portions of the encryption
key into at least two share headers;

distributing data units from the
encrypted data blocks into at least two data shares,
wherein each of the at least two data shares
respectfully contains a substantially random
distribution of a respective subset of the data units;
and

transmitting the at least two data
shares and the at least two share headers to a remote
location over at least one communications path, whereby
the data stream is restorable from at least two data
shares of the at least two data shares and from at
least two share headers of the at least two share

headers.
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104093-0004-106

SECURE DATA PARSER METHOD AND SYSTEM

Abstract of the Invention

[0503] A secure data parser is provided that may be
integrated into any suitable system for securely
storing and communicating data. The secure data parser
parses data and then splits the data into multiple
portions that are stored or communicated distinctly.
Encryption of the original data, the portions of data,
or both may be employed for additional security. The
secure data parser may be used to protect data in
motion by splitting original data into portions of
data, that may be communicated using multiple

communications paths.
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