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PSEUDORANDOM NUMBER GENERATOR FOR A
STREAM CIPHER

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims priority from German
Patent Application No. 103 47 455.2, which was filed on
Oct. 13, 2003, and is incorporated herein by reference in its
entirety.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention relates to pseudorandom
number generators and, in particular, to pseudorandom num-
ber generators which are suitable for so-called stream
ciphers, that is sequential encrypting devices. In particular,
the inventive pseudorandom number generators are suitable
as key sequence generators for such ciphering devices.

[0004] 2. Description of the Related Art

[0005] Such a well-known random number generator is
illustrated in FIG. 12. The pseudorandom number generator
of FIG. 12 which is also referred to as a linear feedback shift
register, includes a plurality of memory cells 51, 52, 53, 54,
which, in FIG. 12, are numbered O to n. The memory cells
can be initialized to an initial value via initializing means 55.
The memory cells 51 to 54 together form feedforward
means, while the linear shift register formed by the memory
cells 51 to 54, is fed back by feedback means coupled
between an output 56 of the circuit and the memory cell n.
In particular, the feedback means includes one or several
combining means 57, 58 which are fed by respective feed-
back branches 59a, 59b, 59c as is exemplarily illustrated in
FIG. 12. The initial value of the last combining means 58 is
fed into the memory cell n which, in FIG. 12, is designated
by 54.

[0006] The linear feedback shift register shown in FIG. 12
is driven by a clock so that the occupancy of the memory
cells is shifted by one step, referring to FIG. 12, to the left
in each clock cycle, so that in each clock cycle the state
stored in the memory means 51 is output as a number, while
at the same time the value is fed into the first memory cell
n of the sequence of memory cells at the output of the last
combining means 58. The linear feedback shift register
illustrated in FIG. 12 thus provides a sequence of numbers
responsive to a sequence of clock cycles. The sequence of
numbers obtained at the output 56 depends on the initial
state made by the initializing means 55 before operating the
shift register. The initial value input by the initializing means
55 is also referred to as a seed, which is why such arrange-
ments illustrated in FIG. 12 are also referred to as seed
generators.

[0007] The sequence of numbers obtained at the output 56
is referred to as a pseudorandom sequence of numbers since
the numbers seem to follow one another in a seemingly
random way, but are periodical in all even though the period
duration is great. In addition, the sequence of numbers can
be repeated unambiguously and thus has a pseudorandom
character when the initializing value fed to the memory cells
by the initializing means 55 is known. Such shift registers
are, for example, employed as key stream generators to
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provide a stream of encoding/decoding keys depending on a
special initializing value (seed).

[0008] Such shift registers illustrated in FIG. 12 have the
disadvantage of a small linear complexity. Thus, 2 n bits of
the output sequence are sufficient in an n-bit LFSR (LFSR=
linear feedback shift register) to calculate the entire
sequence. The advantage of such well-known LFSRs illus-
trated in FIG. 12, however, is that they incur very low
hardware costs.

[0009] In addition, there are irregularly clocked LFSRs.
They incur somewhat increased hardware costs with a
mostly smaller period. The linear complexity, however, may
be increased considerably. A disadvantage of such irregu-
larly clocked devices, however, is the fact that the output
sequence can, in principle, be established by means of
measuring the current in an SPA (SPA=simple power analy-
sis) due to the irregular clocking. By using the shift register
devices as parts of key generators which produce data to be
kept secret inherently, that is key data, it is of crucial
importance for them to be safe against any kind of crypto-
graphic attacks.

[0010] On the other hand, there is the requirement in such
devices, in particular when they are to be accommodated on
chip cards, that the hardware costs be low. Put differently,
the chip area such devices occupy must be as small as
possible. The reason for this is that in semiconductor manu-
facturing, the chip area of an entire device in the end
determines the price and thus the profit margin of the chip
manufacturer. In addition, a specification, especially in chip
cards, usually is such that a customer sets the maximal area
of a processor chip, in square millimeters, on which different
functionalities must be accommodated. It is thus the task of
the circuit manufacturer to distribute this valuable area for
the individual components. Regarding cryptographic algo-
rithms which are becoming more complex all the time,
efforts of the chip manufacturer are directed to the chip
having the largest amount of memory possible to be able to
calculate even algorithms requiring lots of working memory
in an acceptable time. The chip area for key generators and
other such components thus must be kept as small as
possible in order to be able to accommodate a greater
amount of memory on the chip area given.

[0011] The general requirement for key generators or
devices for generating a pseudorandom sequence of num-
bers thus is to be safe on the one hand and to require as little
space as possible on the other hand, that is to incur the
lowest possible hardware costs.

[0012] In principle, linear shift registers have different
applications in coding theory, cryptography and other areas
in electro-technology. The output sequences of linear shift
registers have useful structural features which can be
divided into algebraic features and distribution features.

[0013] One knows that the output sequence of an n-step
linear shift register, as has been explained, is periodic. The
length of the period can be rather large and is often expo-
nential with regard to n, that is the number of memory cells.
In particular, the length of the period is 2"-1 when the shift
register is based on a primitive feedback polynomial.

[0014] The linear complexity of such a sequence, how-
ever, at most equals n. The linear complexity of a periodic
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sequence, as per definition, equals the number of cells of the
smallest possible shift register the sequence considered can
produce.

[0015] Due to this fact, it can be shown that, as has been
explained, 2 n successive expressions of the sequence are
sufficient to predict all the remaining expressions of the
sequence. Additionally, there is an efficient algorithm, the
so-called Berlekamp Massey algorithm, for calculating the
parameters required to obtain the entire sequence. For this
reason, sequences of linear shift registers, despite their
potentially great periods and their statistically good distri-
bution features, are not directly suitable as key sequences in
so-called stream ciphers. In addition, there are other appli-
cations in which the comparatively small linear complexity
of a sequence produced by a linear shift register is to be seen
as a disadvantage.

[0016] Conventionally, linear shift registers are described
by their characteristic polynomial. The degree of the char-
acteristic polynomial equals the number of delay elements,
which are usually embodied as flip-flops, of the shift register
considered. The exponents of the terms of f(x), except for
the leading term, correspond to the delay elements of the
shift register contributing to the feedback. The linear shift
register illustrated in FIG. 12 would thus have a character-
istic polynomial of the following kind:

FO)=x" x4l

[0017] If such linear shift registers, as are exemplarily
illustrated in FIG. 12, are loaded with an initializing state by
the initializing means 55, wherein this state is also referred
to as the initial state vector, they will typically output a
periodic sequence which, depending on the implementation,
has a certain pre-period and a subsequent period. Linear shift
registers will always be periodic. It is strived for in techno-
logical applications for the output sequence to have both a
great period length and a high linear complexity.

[0018] In principle, pseudorandom number generators, as
have, for example, been illustrated referring to FIG. 12, are
required for different purposes, that is for simulation pur-
poses, for performing random samples in statistic applica-
tions, for testing computer programs, for sequentially
ciphering to generate a key sequence, for probabilistic
algorithms, in numerical mathematics, in particular for a
numerical integration, for generating keys in cryptology or
for Monte Carlo methods. In particular, pseudorandom num-
ber generators are commercially employed for safety ICs,
within typically integrated random number generators,
within crypto-modules or for pay TV applications or even in
chip cards for cell phones, etc.

[0019] Basically, random numbers can be generated on the
basis of a physically random process or else by certain
mathematical manipulations. Only in the latter case, we
speak of pseudorandom numbers, while in the first case, we
speak of true random numbers. In a pseudorandom number
generator, numbers are generated from certain initial values,
the so-called seed which is effected by the initializing means
55 of FIG. 12, typically at a very high speed, wherein the
numbers must pass a number of tests which true random
numbers would also pass. The seed, however, is produced by
a true physical random process. As has been illustrated
referring to FIG. 12, linear feedback shift registers (LFSR)
are used to provide pseudorandom number generators. Shift
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registers with a linear feedback are of advantage in that they
are mathematical theories stating that certain features of the
pseudorandom numbers produced can be predicted theoreti-
cally. The most important features are the period length and
the linear complexity of the output sequence. Thus, there are
theories for linear shift registers which make it possible to
either exactly predict the output sequence or at least to make
statements on the minimum length of the period and the
maximum size of the linear complexity. Put differently,
lower thresholds for the period length and the linear com-
plexity can be indicated and proved by mathematical pro-
cesses.

[0020] The disadvantage connected to using shift registers
with linear feedback as basic building blocks in pseudoran-
dom number generators is that the output sequences have a
linear complexity which is relatively small compared to the
period length. The reason for this is that the output
sequences of an individual shift register with linear feedback
already have such a disproportion of period length to linear
complexity. When a shift register with linear feedback, for
example, includes N memory cells, such as, for example,
flip-flops, the period length of the output sequence can at
most take the value 2N-1. If the feedback polynomial is
selected well, this will really be the case. The linear com-
plexity of the output sequence, however, at most equals N.

[0021] In order to increase the period length and at the
same time the linear complexity, it would thus be necessary
using a shift register with linear feedback to keep on
increasing the number of memory cells, which, on the one
hand, entails problems regarding the space and which, on the
other hand, entails electrical problems since all the memory
cells in a shift register must be addressed by a block, wherein
synchronization problems are becoming ever more pro-
nounced when the number of memory cells increases.

[0022] Additionally, an ever greater number of memory
cells within a single shift register has the result that the
pseudorandom number generator can be localized ever more
casily by an attacker and thus becomes the target of a crypto
attack ever more easily. This is of special disadvantage when
the pseudorandom number generator contains secret infor-
mation or operates on the basis of secret information, which
will typically be the case when the pseudorandom number
generator is used in a cryptographic field.

[0023] Such pseudorandom number generators described
herein before are usually used in stream ciphers, which are,
for example, employed in safety ICs, random number gen-
erators, crypto modules, pay TV applications, cell phones or
chip cards.

[0024] In principle, the requirements in pseudorandom
number generators differ depending on the field in which the
pseudorandom number generators are employed. If a pseu-
dorandom number generator is, for example, required to
control a simulation based on random numbers, such as, for
example, a Monte Carlo simulation, certain randomness will
be required from the pseudorandom numbers in order for the
simulation to operate optimally. Safety aspects, however, do
not play a role. If, however, a pseudorandom number gen-
erator is to be employed in a stream cipher, it will have to
deal with processing secret information. Typically, the ini-
tialization of the random number generator, that is the
so-called seed, will be the secret or the session key which
must be known to both a sender of encrypted data as well as
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to a receiver of the encrypted data to perform encryption on
the sender side and to perform decryption on the receiver
side.

[0025] In contrast to plain pseudorandom number genera-
tors, additional requirements are placed on key sequence
generators in a stream cipher. It is thus not sufficient for
optimal applications for the key sequence to have good
statistical features (which, for a Monte Carlo simulation,
will be sufficient), but the output sequence or key sequence
the pseudorandom number generator provides must not
make possible drawing conclusions to the current state of the
key sequence generator itself and, in particular, to the
initialization, which is the actual secret, which is the basis
for the key sequence. Put differently, so-called correlation
immunity is required for a pseudorandom number generator
which is to be employed in a stream cipher.

[0026] Complete correlation immunity means that the
output sequence (=key sequence) does not contain any
information on the one or several individual input sequences
(which here are the preferably used individual shift register
sequences). The output sequence must be uncorrelated to
each individual shift register sequence (input sequence).

[0027] Additionally, high-quality stream ciphers have the
characteristic of having the so-called “strict avalanche cri-
terion”. The following is meant by this criterion. A bit of the
output sequence (key sequence) always has to change with
the probability of 0.5 when exactly one input bit is comple-
mented, i.e. when a 1 becomes a 0 or when a 0 becomes a
1, while the other input bits, however, remained unchanged.
From that point of view it is not important which input bit
will be complemented.

[0028] Both the correlation immunity and the strict ava-
lanche criterion are thus quality requirements which, in the
end, determine whether a pseudorandom number generator
will not only be used for statistical simulations but also for
cryptographic purposes, since ever higher safety require-
ments of the pseudorandom number generators can be
fulfilled with an ever improving correlation immunity and/or
avalanche criterion.

SUMMARY OF THE INVENTION

[0029] It is an object of the present invention to provide a
pseudorandom number generator or a ciphering/deciphering
device having such a pseudorandom number generator,
which, on the one hand, are safe and, on the other hand,
efficient.

[0030] In accordance with a first aspect, the present inven-
tion provides a pseudorandom number generator having:
means for providing a number of 2n sequences of numbers,
n being greater than or equal to 2; means for combining the
sequences of numbers to obtain an output sequence, wherein
the means for combining has: an intermediate processing
stage for combining the sequences of numbers to produce an
intermediate processing sequence; and a final processing
stage for combining a subgroup of k of the sequences of
numbers with the intermediate processing sequence to
obtain the output sequence, k being greater than or equal to
1 and smaller than n.

[0031] In accordance with a second aspect, the present
invention provides a method of providing pseudorandom
numbers, having the following steps: providing a number of
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2n sequences of numbers, n being greater than or equal to 2;
and combining the sequences of numbers to obtain an output
sequence, wherein the sequences of numbers will at first be
combined in an intermediate processing step to obtain an
intermediate processing sequence, and wherein the interme-
diate processing sequence will then be combined with a
subgroup of k of the sequences of numbers in a final
processing step to obtain the output sequence, k being
greater than or equal to 1 and smaller than n.

[0032] In accordance with a third aspect, the present
invention provides a device for ciphering or deciphering,
having: means for providing a plain text sequence to be
ciphered or a secret text sequence to be deciphered; a
pseudorandom number generator having: means for provid-
ing a number of 2n sequences of numbers, n being greater
than or equal to 2; means for combining the sequences of
numbers to obtain an output sequence, wherein the means
for combining has: an intermediate processing stage for
combining the sequences of numbers to produce an inter-
mediate processing sequence; and a final processing stage
for combining a subgroup of k of the sequences of numbers
with the intermediate processing sequence to obtain the
output sequence, k being greater than or equal to 1 and
smaller than for providing an output sequence; and means
for linking the plain text sequence to the output sequence or
the secret text sequence to the output sequence to obtain a
ciphered sequence or a deciphered sequence.

[0033] In accordance with a fourth aspect, the present
invention provides a method of ciphering or deciphering,
having the following steps: providing a plain text sequence
to be ciphered or a secret text sequence to be deciphered;
providing a pseudorandom output sequence according to a
method of providing pseudorandom numbers, having the
following steps: providing a number of 2n sequences of
numbers, n being greater than or equal to 2; and combining
the sequences of numbers to obtain an output sequence,
wherein the sequences of numbers will at first be combined
in an intermediate processing step to obtain an intermediate
processing sequence, and wherein the intermediate process-
ing sequence will then be combined with a subgroup of k of
the sequences of numbers in a final processing step to obtain
the output sequence, k being greater than or equal to 1 and
smaller than n; and linking the plain text sequence to the
output sequence or the secret text sequence to the output
sequence to obtain a ciphered sequence or a deciphered
sequence.

[0034] Inaccordance with a fifth aspect, the present inven-
tion provides a computer program having a program code
for performing a method of providing pseudorandom num-
bers, having the following steps: providing a number of 2n
sequences of numbers, n being greater than or equal to 2; and
combining the sequences of numbers to obtain an output
sequence, wherein the sequences of numbers will at first be
combined in an intermediate processing step to obtain an
intermediate processing sequence, and wherein the interme-
diate processing sequence will then be combined with a
subgroup of k of the sequences of numbers in a final
processing step to obtain the output sequence, k being
greater than or equal to 1 and smaller than n, or a method of
ciphering or deciphering, having the following steps: pro-
viding a plain text sequence to be ciphered or a secret text
sequence to be deciphered; providing a pseudorandom out-
put sequence according to the above-mentioned method of
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providing pseudorandom numbers; and linking the plain text
sequence to the output sequence or the secret text sequence
to the output sequence to obtain a ciphered sequence or a
deciphered sequence, when the program runs on a computer.

[0035] The present invention is based on the finding that
a high correlation immunity can be obtained by combining
2n sequences of numbers, that is several sequences of
numbers, in a two-stage combining process in which, at first,
an intermediate processing stage for combining the
sequences of numbers is provided to obtain an intermediate
processing sequence, and in which a final processing stage
is also provided to combine the intermediate processing
sequence with a subgroup of k sequences of numbers to
obtain the output sequence, wherein the value of k is greater
than or equal to 1 and smaller than or equal to n.

[0036] Put differently, it has been found that a high cor-
relation immunity can be obtained by feeding a number k of
sequences of numbers to both the intermediate processing
stage and the final processing stage, i.e. is used multiply in
that it is combined with an overall combining result of all the
sequences of numbers. Additionally, it has been found that
this two-stage combining concept in which all the partial
sequences are fed to the intermediate processing stage and
only some partial sequences are fed to the final processing
stage, are favorable at the same time regarding the strict
avalanche criterion.

[0037] In a preferred embodiment, the intermediate pro-
cessing stage is symmetrical in that it combines the first n
sequences of numbers to obtain a first sub-combining result,
in that it also combines the second n sequences of numbers
to obtain a second sub-processing result, and in that it
additionally multiplies the two sub-processing results to
obtain the intermediate processing sequence which in turn is
fed to the final processing stage, together with k partial
sequences of the above n sequences of numbers and, at the
same time, with a number of k partial sequences of the lower
n partial sequences, wherein, as has been explained, k is
greater than or equal to 1 and smaller than or equal to n-1.
This symmetry ensures a highly advantageous correlation
immunity to be obtained on the one hand and, at the same
time, the criterion of the strict avalanche criterion to be
fulfilled to an increasingly better extent. The most favorable
results are particularly obtained by the fact that the indi-
vidual sequences of numbers are derived from shift registers
having non-linear feedback, which has the direct conse-
quence that the periodicity and the linear complexity
become maximal, too.

[0038] Dividing the combination of the sequences of num-
bers of the elemental shift registers into a two-stage com-
bining concept wherein all the elemental sequences are
combined in the first intermediate processing stage and a
combination result of all the sequences is combined in a
second combining stage with only a part of the original
sequences, is additionally of advantage in that good predic-
tions about the behavior and the features of the final output
sequence can be made, wherein this even applies in the case
in which the elemental shift registers are shift registers
having a non-linear feedback feature.

[0039] It is further preferred for high linear complexities,
high period lengths and a flexible usage of hardware
resources already present for the pseudorandom number
generator to be assembled of a plurality of elemental shift
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registers having non-linear feedback features and for signals
to be combined with one another on the outputs of the
elemental shift registers to obtain a combined signal which
is, for example, a binary digit of a pseudorandom number.

[0040] 1t is to be pointed out here—in a binary case—a
binary digit at the output, of course, already is a random
number. Usually, a pseudorandom number with, for
example, 8, 16, . . . bits is, however, required. In this case,
8, 16, . . . successive bits at the output of the pseudorandom
number generator would, for example, be selected. The bits
can be successive or not even though the “withdrawal” of
successive bits at the output is preferred.

[0041] Depending on the combining rule used which is
implemented by combining means, a flexible increase in the
linear complexity can be obtained. When a non-linear com-
bining rule is used as combining means, such as, for
example, a multiplication, that is an AND gate in the binary
case, the linear complexity of a pseudorandom number
sequence produced by the pseudorandom number generator,
under suitable preconditions, equals the product of the linear
complexities of the pseudorandom number sequences gen-
erated by the individual elemental shift register having
non-linear feedback features. When, however, a linear com-
bination is used, such as, for example, in addition (modulo
2), that is an XOR operation in the binary case, the linear
complexity of the output sequence of the pseudorandom
number generator equals the sum of the linear complexities
of the pseudorandom number sequences generated by the
elemental shift registers having a non-linear feedback fea-
ture. The usage of elemental shift registers having non-linear
feedback features instead of linear feedback features makes
it possible for the relations illustrated above regarding linear
complexity to apply. In addition, the period length of the
pseudorandom number generator sequence will always
equal the product of the elemental shift register period
lengths themselves.

[0042] The pseudorandom number generator concept is of
particular advantage in that any number of elemental shift
registers having non-linear feedback features can be used
and that the outputs thereof can be combined by combining
means, wherein the combining means can be formed to be
very simple, namely, for example, by only performing an
AND operation and/or an XOR operation, that is an addition
modulo 2.

[0043] By using any number of elemental shift registers in
the pseudorandom number generator, there is a high flex-
ibility in producing a special linear complexity or period
length for every special application. An individual elemental
shift register having non-linear feedback thus need not be
intervened in when a pseudorandom number generator for a
different application is required. Instead, the preferred con-
cept makes it possible for every different application to
provide a different number of elemental shift registers
having non-linear feedback and to couple them by combin-
ing means. The developer, however, is provided with a high
degree of freedom to generate, for each application, a
precisely dimensioned product which, on the one hand, is
not over-dimensioned (and is thus cost effective) and which,
on the other hand, is not under-dimensioned and thus
comprises the period length and the linear complexity for a
special application required.

[0044] In addition, the preferred concept is advantageous
with regard to safety and flexibility when designing the
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circuit since various elemental shift registers can be
arranged as special units at positions within an integrated
circuit desired by the circuit developer. If, however, the
number of memory cells were increased when using a single
shift register for increasing the linear complexity, such a
shift register arrangement having a large number of memory
cells could be recognized ever more clearly compared to
different considerably smaller elemental shift registers
which, in principle, can be arranged at will on an integrated
circuit and thus can hardly be localized by an attacker or not
localized at all. In the pseudorandom number generator, the
elemental shift registers only have to be connected to
combining means which usually also includes one or several
gates via a single elemental shift register output line,
wherein the combining means can be hidden on an inte-
grated circuit easily and without great efforts.

[0045] In summary, the pseudorandom number generator
is of advantage in that it can be formed efficiently and
scalable for the corresponding requirements on the one
hand, and that, on the other hand, it entails the possibility to
be arranged on an integrated circuit in a distributed way such
that it cannot be localized easily for safety-critical applica-
tions.

[0046] In preferred embodiments of the present invention,
the elemental shift registers used are binary shift registers
having a non-linear feedback function, which produce maxi-
mally periodic sequences whenever not all the cells of the
shift register contain the bit 0. Such a maximally periodic
shift register having N memory cells produces output
sequences of the period length 2N-1.

[0047] In addition, it is preferred for the numbers of
memory cells of the elemental shift registers having non-
linear feedback features used in a pseudorandom number
generator, in pairs, not to have a common divisor. This
means that the elemental shift registers which each include
a certain number of memory cells, include numbers of
memory cells, the greatest common divisor of which equals
1.

[0048] In addition, it is preferred for the elemental shift
registers used to comprise the additional feature to produce
sequences of maximal linear complexity whenever not all
the cells of the shift register contain a 0. Such a shift register
having N memory cells produces output sequences having a
linear complexity of 2N-2. If this feature applies to all the
shift registers used, the linear complexity of the output
sequence of the pseudorandom number generator has a
corresponding maximal value for the linear complexity.

[0049] Additionally, it is preferred for the output
sequences of some shift registers to be multiplied by one
another segment per segment (multiplication modulo 2). The
product sequences formed in this way are fed to a total adder.

[0050] Additionally, it is preferred for the output sequence
of at least one shift register to be directly fed to the total
adder.

[0051] Finally, it is preferred the output sequence of the
total adder which is part of the combining means to represent
the output sequence of the entire pseudorandom number
generator. In this context, an XOR operation of several input
sequences, that is term by term, that is in the binary case bit
by bit, is meant by total adder.
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[0052] It is particularly preferred to use simple combina-
tions of existing non-linear feedback shift registers since
theoretical statements about the period length and the linear
complexity of the output sequences can exactly be proved
mathematically via these simple combinations. This allows
the controlled usage of the inventive shift register having a
non-linear feedback feature in pseudorandom number gen-
erators.

[0053] In addition, it is preferred for the individual
elemental shift registers, as has been explained, to be
maximally periodic non-linear feedback feature shift regis-
ters (MP-NLFSRs). A maximally periodic non-linear feed-
back feature shift register is an NLFSR having the feature of
being able to generate sequences of maximal period length.
It is assumed that the shift register has N memory cells. The
maximal period length will then be 2N—~1. When the memory
cells of an MP-NLFSR are occupied by any initial state (the
only exception is that not all the cells can contain the bit 0),
this MP-NLFSR will always generate a sequence of maxi-
mal period length.

[0054] Depending on the implementation MP-NLFSRs
can be produced in an experimental manner by computer
searching. It has been found that MP-NLFSRs constructed
in this way almost always have a very high linear complex-
ity. This means that the output sequence produced by the
MP-NLFSR thus not only has a maximal period length of
2N_1, but generally also has a similarly high linear com-
plexity. In particular, the maximal value possible for the
linear complexity is 2N-2, wherein this value is sought for
the present invention. This observation results from com-
puter experiments on the one side and is also conform with
the mathematically proven rule by Meidl and Niederreiter
which is illustrated in IEEE Transactions on Informations
Theory 48, no. 11, pp. 2817-2825, November 2002.

[0055] As has been explained, it is preferred for the
numbers of memory cells of the MP-NLFSRs used, in pairs,
not to have common divisors among one another. Exact
values for the period length and the linear complexity of the
output sequence can then be proved mathematically for
certain combinations of the MP-NLFSRs, by a formula
containing the quantities R, S, T, . . ., wherein R is the
number of memory cells of the first maximally periodic
non-linear feedback shift register, S is the number of
memory cells of the second maximally periodic non-linear
feedback shift register, T is the number of the third elemental
shift register, etc.

[0056] In addition, maximally periodic non-linear feed-
back shift registers can be used, the output sequences of
which do not have the maximal linear complexity but
(somehow) smaller values, such as, for example, L1, L2, and
L3. When such elemental shift registers are combined,
preferably using a simple combination rule which, for
example, only includes an AND or XOR etc. operation, that
is a simple logic operation, a formula for the period length
and for the linear complexity can also be proved exactly
mathematically for the output sequence of the pseudoran-
dom number generator device formed in this way. Such a
formula for the linear complexity of the output sequence,
however, instead of the quantities R, S, T, . . . , now contains
the quantities L1, L.2, L3, . . ..
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BRIEF DESCRIPTION OF THE DRAWINGS

[0057] Preferred embodiments of the present invention
will be detailed subsequently referring to the appended
drawings, in which:

[0058] FIG. 1 shows a block diagram of an inventive
pseudorandom number generator according to the present
invention;

[0059] FIG. 2 shows a block diagram of a pseudorandom
number generator according to a preferred embodiment of
the present invention;

[0060] FIG. 3 shows a generalized block diagram of a
pseudorandom number generator according to an embodi-
ment of the present invention;

[0061] FIG. 4 shows a fundamental illustration for
explaining the sequential ciphering;

[0062] FIG. 5 is a fundamental illustration of an inventive
device for ciphering and deciphering, respectively;

[0063] FIG. 6 shows a preferred setup of an elemental
shift register having non-linear feedback;

[0064] FIG. 7 shows an alternative setup for an elemental
shift register having non-linear feedback;

[0065] FIG. 8 shows an alternative setup for an elemental
shift register having non-linear feedback;

[0066] FIG. 9 shows an alternative setup for an elemental
shift register having a non-linear feedback feature;

[0067] FIG. 10 shows an exemplary setup for an elemen-
tal shift register having non-linear feedback;

[0068] FIG. 11 is a general illustration of an elemental
shift register with memory cells in the feedforward means
and feedback function F; and

[0069] FIG. 12 shows a well-known linear shift register
for producing a random number sequence.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0070] FIG. 1 shows an inventive pseudorandom number
generator having means 100 for providing a number of 2n
sequences of numbers, wherein n is greater than or equal to
2. The means 100 is formed to provide the sequences of
numbers SN1, SN2, SN3, . . . SN(2n-2), SN(2n-1) and
SN(2n). Downstream of the means for providing there is
combining means 102 which, in FIG. 1, is indicated in a
dotted line. The combining means 102 is divided into an
intermediate processing stage 102z and a final processing
stage 102b. The intermediate processing stage 102a is
formed to combine all the 2n sequences of numbers pro-
vided by means 100 with one another to obtain an interme-
diate processing sequence on an intermediate processing
sequence line 104. The final processing stage 102b in turn is
formed to combine the intermediate processing sequence on
the line 104 with a number of k sequences of numbers, that
is a subgroup having k sequences of numbers of the original
2n sequences of numbers. Preferably, the final processing
stage 1026 is formed to combine not only a first (upper)
subgroup of k sequences of numbers 1064, but also a second
(lower) subgroup of k sequences of numbers 1065 with the
intermediate processing sequence on the line 104 to obtain,
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at an output 108 of the final processing stage which, at the
same time, is the output of the pseudorandom number
generator, an output sequence representing the pseudoran-
dom sequence of numbers over the time.

[0071] Regarding the output sequence at the output 108,
either the individual bit can be considered as pseudorandom
numbers which either take the value O or the value 1.
Alternatively, the output sequence can also be regarded as a
pseudorandom sequence of numbers in which a pseudoran-
dom number has a certain number of bits, such as, for
example, a 32-bit random number, a 64-bit random number.
If the pseudorandom number generator shown in FIG. 1 is
inventively employed in a device for ciphering and deci-
phering, respectively, which operates as a stream cipher, the
output sequence will be combined, segment per segment,
that is, for example, bit by bit, with a plain text/secret text
message in binary representation, wherein an XOR or
XNOR operation is usually employed for this.

[0072] The inventive pseudorandom number generator, as
is illustrated in FIG. 1, can, however, also be employed in
all the other fields of application for pseudorandom number
generators, such as, for example, for statistical simulations,
etc.

[0073] Subsequently, an inventive pseudorandom number
generator according to a preferred embodiment will be
explained referring to FIG. 2. It again comprises means 100
for providing 2n sequences of numbers and intermediate
processing means 1022 and final processing means 102b.
The means 100 for providing 2n sequences of numbers
preferably includes a number of 2n elemental shift registers
having a number of memory cells, wherein the number of
memory cells, apart from the corresponding elemental shift
register, such as, for example, 100a, 1005, 100c and 1004,
is referred to as R, S, T and U, respectively. The individual
elemental shift registers 100a-100d which preferably all
have a non-linear feedback feature, are coupled to initializ-
ing means 110 which is formed to provide a “seed” to place
the individual elemental shift registers 100a-100d in a
defined initial state in order for them to produce a repro-
ducible defined pseudorandom sequence of numbers depart-
ing from this initial state. It is also to be mentioned that all
the non-linear shift registers 100a-100d can be initialized to
the same value or to different values. Typically, the elemen-
tal shift registers will, however, have different numbers of
memory cells so that they will typically be initialized to
different values.

[0074] In a certain sense, FIG. 2 shows a minimal version
since means 100 includes only four elemental shift registers
1002-100d such that the parameter n equals 2. Due to the
definition of the parameter k which indicates the number of
sequences of numbers which cannot only be provided to the
intermediate processing stage but also the final processing
stage, this parameter, in the embodiment shown in FIG. 2,
can only take the value “1” such that the upper subgroup of
k sequences of numbers which, in FIG. 2, is referred to by
1064, only includes a single sequence of numbers and such
that the lower subgroup of sequences of numbers which, in
FIG. 2, is referred to by 106b, also includes a single
sequence of numbers only which is provided by the means
100.

[0075] In the preferred embodiment of the present inven-
tion shown in FIG. 2, the intermediate processing means is
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formed to include a first initial adder 1204 and a second
initial adder 1205 to obtain at first a first sub-processing
result at an upper adder output line 122 and a correspond-
ing second sub-processing result at a lower adder output line
122p. The signals on the lines 122 and 122b are finally
multiplied with one another in a multiplexer 124 to output
the intermediate processing sequence on the line 104. The
intermediate processing sequence is then fed to the final
processing stage 10256 which in a preferred embodiment of
the present invention only includes a single adder 126 to add
the intermediate processing sequence on the line 104 to the
first subgroup 106a of k sequences of numbers and the
second subgroup 1065 having k sequences of numbers to
obtain the output sequence.

[0076] In particular, the shift register 10a consists of R
memory cells. The shift register 1005 consists of S memory
cells. The shift register 100c consists of T memory cells and
the shift register 1004 includes U memory cells. In principle,
the shift registers are assembled as will be illustrated sub-
sequently referring to FIG. 11 or FIGS. 6 and 7.

[0077] In a preferred embodiment, the shift registers are
assembled such that the numbers R, S, T and U, in pairs, do
not have a common divisor. In a preferred embodiment of
the present invention, the following values are chosen:
R=23, S=19, T=22 and U=21. Thus, an approximate value
results, due to a context, which will be detailed later, for the
period length of the key sequence as follows:

period length=2%°.
[0078] For the linear complexity of the key sequence, an

approximate value results which, due to a context which will
be explained later, is as follows:

linear complexity=2*+.
[0079] In another example of application, the following

could apply: R=31, S=29, T=30 and U=25. In this case, the
following approximate value results for the period length:
period length=2"1%,
[0080] The following value results for the linear complex-
ity:
linear complexity=2°".
[0081] Subsequently, the preferred features of the pseu-
dorandom number generator illustrated in FIG. 2 will again
be illustrated clearly. In particular, preconditions are given
for obtaining a maximal predictability on the one hand and
a maximal periodicity on the other hand, a maximum linear

complexity, the best correlation immunity and the best
avalanche criterion results:

[0082] NLFSR#1 has R memory cells
[0083] NLFSR#2 has S memory cells
[0084] NLFSR#3 has T memory cells
[0085] NLFSR#4 has U memory cells

[0086] The following must apply for the numbers R. S, T
and U:

[0087] gcd(R,S)=gcd(R,T)=gcd(R,U)=ged(S,T)=gcd(S,
U)=gcd(T,U)=1.

[0088] (r)=(ro,r1500, - -
NLFSR#1,

.) to be the output sequence of
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[0089] (s)=(50,81,S2, - - - ) to be the output sequence of

NLFSR#2,

[0090] (t)=(to,ts,ts, - - . ) to be the output sequence of
NLESR#3,

[0091] (u)=(up,uy,u,, .. .) to be the output sequence of
NLESR#4.

[0092] It is assumed that all the shift registers have a
maximal periodicity and can generate output sequences of
maximal linear complexities. Consequently, the following
applies:

Per((r)) =28 - 1 and lin. compl. () =2%-2,
Per((s)) =25 -1 and lin. compl. () =2%-2,
Per((t) = 2T_1 and lin. compl. () = 2T -2,
Per((u)) = V-1 and lin. compl. (W) = 2U _

[0093] Features of the key sequence (z):
[0094]

Per((z))=(2"-1)=(25-1)(2™-1)(2"-1)

maximal period length:

[0095] high linear complexity:

lin. compl. ((z))= (2R—2)(2T 2)+(2R 2)(2V-1)+(25-
2)(2T-2)+(25-2)(2V-2)+2842V

[0096] correlation immunity:

1
Pri=z)=Psi=z)=Plti=2)=Pu =z)= 3

[0097] FIG. 3 shows a generalized version of the pseu-
dorandom number generator of FIG. 2. In particular, the
inventively preferred symmetry can be seen in that 2n
sequences of numbers are provided at first and that the first
n sequences of numbers, that is the outputs of the first n shift
registers R;, R,, R, ..., R, in principle are treated like the
second (lower) n output signals of the corresponding
elemental shift registers T;, T,, T, . . ., T,. The combining
means having the intermediate processing stage on the one
hand and the final processing stage on the other hand is again
assembled like in FIG. 2. Unlike FIG. 2, the individual
adders 120a, 1205 and 126 have a greater number of inputs
than in the first case since the number of sequences of
numbers, compared to the case of FIG. 2, can now be
arbitrarily great. In addition, the case in which the number
k=3 (or greater) is shown in FIG. 3.

[0098] The general device in FIG. 3 thus includes 2xn
maximally periodic NLFESRs. The number of memory cells
of the 2n NLFSRs preferably do not have a common divisor,
taken in pairs. In addition, the device includes two initial
adders 120a, 1205, a multiplier 124 and a final adder 126. It
is to be pointed out that addition and multiplication in the
binary case both are “modulo 2”7, which means that the
addition equals the XOR operation. Furthermore, the mul-
tiplication, in the binary case, also equals a modulo multi-
plication and thus corresponds to an AND operation.

[0099] The combining means is formed to feed the output
sequences of the first n shift registers R;, R,, R5, ..., R to
the first initial adder 120A and to feed the output sequences
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of the second n shift registers T;, T,, T, . . ., T, to the
second initial adder 120B. The output sequences of the two
initial adders 120A, 120B are fed to the multiplier 124. The
output sequence of the multiplier 124 will finally be fed to
the final adder 126. In addition, the number k is selected to
be between 1 and n-1. Next, k NLFSRs are selected from
the group of the first n NLFSRs. In addition, k NLFSRs are
also selected from the second group of NLFSRs. The output
sequences of all the 2k shift registers selected are directly
fed to the final adder 126, as can particularly be seen in
FIGS. 1 to 3. Subsequently, for the case shown in FIG. 3, a
number of preferred settings for the shift registers and the
combining means is presented to obtain an optimal pseudo-
random number generator having all the corresponding
features mentioned before in an optimal manner.

[0100] R, R,, ..., T, T, ..
memory cells of the NLFSRs.

. are the numbers of the

[0101] The preferred precondition of not having a com-
mon divisor is as follows:

[0102] gcd(R;,R)=1, ged(T;,T;)=1 for i=

[0103] and ged(R;,T)=1 for every i, je{1,2, . . . , n}.
[0104] The quantities of all the shift registers are numbers
which, in pairs, do not have a common divisor.

[0105] All the shift registers occurring are non-linear and
maximally periodic. The first shift register, for example,
includes R; memory cells and produces a bit sequence
having the period length of 28*—1.

[0106] For the number k, 1=k=n-1 applies.

[0107] The output sequence (Z,), i=1, 2, 3, . .
entire device has the following characteristics:

., of the

[0108] 1.(Z) has a correlation immunity with regard to
the output sequence of each individual shift register

[0109] 2. (Z,) meets the strict avalanche criterion
[0110] 3. The period length of (Z,) is:

period = H @R - 1)]_[ Qi -1
=1 =l
[0111] The linear complexity L of (Z)) is:

L= [—2n+ ﬁ2Ri][—2n+ ﬁzTi] +i @R 4271y — 4k
i=1

i=1 i=1

[0112] The pseudorandom number generators described
before are particularly suitable for sequential ciphering.
Preferably, the pseudorandom number generators illustrated
in FIGS. 1 to 3 are formed as simple hardware devices to be
used in a stream cipher. The inventive concept can, however,
be implemented in software, too. The realization in hard-
ware, however, guarantees a considerably higher encrypting
rate since the individual elemental shift registers can be
assembled more efficiently of memory cells, such as, for
example, flip flops. Nevertheless, it may be preferred for
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certain applications in which throughput rate is not as high
an issue to do without a hardware assembly which may be
too complicated compared to a software implementation and
instead to provide a software implementation. This variation
should be of particular advantage where only very small
numbers of pieces are expected. In the case of a software
implementation, the individual sequences of numbers can
either be produced by a corresponding simulation of elemen-
tal shift registers or in another way of producing soft-
generated pseudorandom numbers.

[0113] Subsequently, the fundamental principle of sequen-
tial ciphering (deciphering) and the usage of the inventive
pseudorandom number generator for sequential ciphering
are detailed with reference to FIGS. 4 and 5. The essential
component of a stream cipher is the key sequence generator
130 illustrated in FIG. 5, which can be initialized with the
key (seed) 110. The key sequence generator 130 of FIG. 5
is set up as has been illustrated referring to FIGS. 1 to 3. The
key sequence generator produces a sequence of z; key
sequence bits at the key sequence generator output 108. In
addition, means 132 for providing a sequence of plain text
bits, which are linked by linking unit 134 with the key
sequence bits is formed. As is illustrated in FIG. 4, the
linkage between plain text and key takes place by means of
an addition modulo 2, that is a segment-per-segment addi-
tion modulo 2. This operation corresponds to an XOR
operation. The XNOR operation can also be employed with
the same advantage as in the XOR operation. Both opera-
tions have the characteristic that a double cascading execu-
tion of the same operation returns the original result, such
that, as is particularly illustrated with reference to FIG. 5,
plain text a can be substituted by secret text ¢ and vice versa.
The key sequence generator 130 then produces a long
pseudorandom bit sequence in dependence on a relatively
short bit sequence, that is the cryptographic key with which
the individual elemental shift registers are initialized. Sender
and receiver have identical designs of the key sequence
generator and use the same cryptographic key. They are thus
able to generate identical key sequences.

[0114] The sender uses this key sequence for encrypting
its message. Here, the message is regarded as a bit sequence
or translated in a bit sequence. This is referred to as a plain
text sequence. The key sequence and the plain text sequence
are then added modulo 2 bit per bit. The result is the secret
text sequence (cipher text sequence). The receiver in the
same way links the secret text sequence received with the
key sequence and again obtains the plain text sequence. The
inventive key sequence generator 130, in particular in its
hardware design according to FIGS. 1 to 3, is able to operate
as the key sequence generator 130 for a stream cipher since
a long key sequence can be produced at high speed with low
hardware costs, the key sequence additionally fulfilling the
“secret requirements” for a high correlation immunity and a
strict avalanche criterion.

[0115] Subsequently, referring to FIGS. 6 to 10, a number
of different embodiments for embodying the individual
elemental shift registers 101-111 in FIGS. 6 to 9 will be
given. It is also pointed out that not all the shift registers,
such as, for example, in FIG. 5 the shift registers 101-111,
must have the same setup but may have different setups as
long as at least one and preferably all of the shift registers
has/have a non-linear feedback feature.
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[0116] FIG. 6 shows an elemental shift register having
non-linear feedback for generating a pseudorandom
sequence of numbers with feedforward means 1 comprising
a sequence of memory cells 2 to 5 and additionally including
input 6 and output 7 which corresponds to the output of the
device for outputting the sequence of pseudorandom num-
bers. It is to be pointed out that the sequence of pseudoran-
dom numbers can be supplemented by further means not
shown in FIG. 6 to buffer sequences of random numbers, to
combine them in another way, etc.

[0117] The device shown in FIG. 6 further includes feed-
back means 8 having a variable feedback feature and
coupled between the input 6 and the output 7 of feedforward
means 1. The variable feedback feature of the feedback
means 8 is illustrated in FIG. 6 in that the feedback means
8 can take a first feedback feature 9 or a second feedback
feature 10, wherein switching between the first feedback
feature 9 and the second feedback feature 10 can, for
example, take place by means of switching means 11. The
control signal for the switching means 11 is only exemplar-
ily provided by the fourth memory means SE2, as is sym-
bolically illustrated by a signal path. The first feedback
feature 9 and the second feedback feature 10 differ in the
embodiment shown in FIG. 6 in that in the case of the first
feedback feature the state of the memory means 1 (No. 3)
enters into feedback while in the case of the second feedback
feature the state of the memory means 5 (SEn) contributes
to feedback.

[0118] Alternatively or additionally, the feedback means 8
can be formed such that in the feedback feature combining
the value at the output 7 of the feedforward means with an
inner state of the feedforward means, a different combining
rule is used depending on the feedback features selected. In
this way, an AND combination could be used for example in
the first feedback feature for combining the value at the
output 7 and the value of the register cell 3, while the second
feedback feature differs from the first feedback feature in
that it is not an AND but an OR combination that is used for
combining the two values mentioned. It is obvious for those
skilled in the art that different types of different combination
rules can be employed.

[0119] In addition, values of the memory means SE1 and
SEn, respectively, need not be fed directly to combining
means in the feedback means, but these values can, for
example, be inverted, combined with one another or pro-
cessed non-linearly in any way before the processed values
are fed to combining means.

[0120] In addition, it is not essential for the switching
means 11 to be controlled directly by the state of the memory
cell SE2. Instead, the state of the memory means SE2 could
be inverted, processed logically or arithmetically in any
other way or even combined with the state of one or several
further memory means as long as a device for generating a
pseudorandom sequence of numbers having a feedback
means is obtained the feedback feature of which is not static
but can varied dynamically depending on the feedforward
means and, in particular, on one or several states in memory
cells of the feedforward means.

[0121] In the feedforward means 1 of FIG. 6, additionally
control means 13 arranged between two memory cells,
namely in the example shown in FIG. 6 between the
memory cells 4 and 5, is incorporated. Since there is a signal
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flow from the memory cell 0 to the memory cell n in FIG.
6, the memory cell 4 is the memory cell arranged in front of
the control means as far as the signal flow is concerned,
while the memory cell 5 is the signal arranged after the
control means as far as the signal flow is concerned. The
control means 13 has a control input 132 which can be
provided with a control signal which, in principle, can be
any control signal.

[0122] The control signal can, for example, be a true
random number sequence so that the output sequence of the
shift register arrangement is a random number sequence.
The control signal can also be a deterministic control signal
so that a pseudorandom number sequence is obtained on the
output side.

[0123] The control input 13a, however, is preferably con-
nected to the feedback means 8, as is illustrated in FIG. 6 by
the corresponding broken line, such that a signal in the
feedback means provides the control signal for the control
means 13 which means that the control signal is a deter-
ministic signal, too.

[0124] Even though the feedback means 8 in the embodi-
ment shown in FIG. 6 is designated to be a variable
feedback means, the feedback means can also be feedback
means having a constant feedback feature, as is represented
by a broken line 14. In this case, the control signal for the
control input 13 would be derived from a branching point
14a, as is schematically illustrated in FIG. 6 by the broken
line from point 14a to the control input 13a of the control
means 13.

[0125] In addition, the elemental number sequence gen-
erator shown in FIG. 6, to increase efficiency, is used to
produce, for example, not only a sequence at the output 7 but
also a second sequence of preferably pseudorandom num-
bers at another input 15, wherein both sequences or only one
sequence of the two sequences are/is fed into combining
means. Incorporating the control means 13 has the effect that
the sequence output at the output 7 is really different from
the sequence output at the output 15, wherein the two
sequences are not shifted towards another but, as has been
explained, are really different since they are “extracted”
before and after the control means 13, respectively, as far as
the signal flow is concerned.

[0126] FIG. 7 shows an 8-bit shift register, wherein a
multiplexer 20 is controlled via a control input 20a depend-
ing on the state of the memory means no. 4. If the control
input 20g is in a zero state, i.e. if there is a zero state in the
memory cell no. 4, the multiplexer will be controlled such
that it connects the state of the memory means no. 7 at a first
input line 20b of it to an output line 20d4. This would
correspond to the effect of a linear shift register having the
following feedback polynomial:
4x’+1

[0127] If the control input 20« is, however, in a one state,
the state of the memory means no. 6 will be connected to the
output line 20d of the multiplexer 20 at a second input 20c.
The output line 204 is connected to combining means 21
which, in the embodiment shown in FIG. 7, is also fed the
value at the output 7 of the feedforward means, which at the
same forms the output of the device for generating a
pseudorandom sequence of numbers. The result calculated
by combining means 21 in turn is fed to the first memory
means no. 7 in FIG. 7.
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[0128] If the content of the memory cell no. 4 equals 1,
there will be the following feedback polynomial:

x%+x%+1
[0129] It becomes evident from the above description that
switching between the two mentioned feedback polynomials

takes place depending on the contents of the memory cell no.
4 of the feedforward means 1.

[0130] It has been found that the linear complexities of
sequences obtained according to the invention are high,
namely between 234 and 254 when the shift register has 8
flip-flops. It is to be pointed out that the period length of a
sequence produced by any 8-step shift register can, as a
maximum, be 255. The maximal value for the linear com-
plexity of such a sequence is 254.

[0131] The most simple of all 8-step elemental shift reg-
isters which can produce a sequence is the shift register
illustrated in FIG. 7 having the two feedback polynomials
illustrated in FIG. 7. Regarding the theory of the linear shift
registers as a comparative example, it is to be pointed out
that there are 16 degree 8 primitive polynomials. Each such
polynomial describes a linear shift register which can pro-
duce a sequence of the period length 255 and the linear
complexity 8. In contrast, there are many more shift regis-
ters—namely 2020—according to the present invention
which can produce the sequences of the period length 255
according to the present invention.

[0132] In addition, the sequences which are produced by
the inventive shift registers have much greater linear com-
plexities than their analog embodiments according to the
prior art. As has been explained, the embodiment shown in
FIG. 7 is preferred among all the possibilities examined for
an 8-bit shift register having feedback means since it entails
the lowest hardware costs, at the same time has a maximal
period duration and additionally comprises a maximal linear
complexity.

[0133] Control means 13 is further arranged between two
memory cells in FIG. 7, wherein these are memory cells 1
and 2. The control means 13 is provided with a control signal
which is extracted from the feedback means 8 having a
variable feedback feature. Of course, the signal for the
control means can also be “extracted” after the XOR gate 21
as far as the signal flow is concerned. In addition, the control
means 13 can, of course, also be formed between any two
other memory cells, such as, for example, between the
memory cells 5 and 6 or between the memory cells 0 and 7,
i.e. either, in the signal flow direction, after the memory cell
0 so that the signal at the output of the memory means is
directly output at the output 7 or directly before the memory
cell 7.

[0134] 1t is, however, preferred for reasons of signal
processing for all the signals, such as, for example, output
sequences, control signals and data signals for the multi-
plexer, etc., to be extracted at the output of shift registers so
that the shift register, apart from its functionality for pro-
ducing the number sequence, also serves to provide stable
signals for logic gates. Thus, corresponding output stages for
logic gates need not be produced when control signals or
output signals are extracted from the outputs of the logic
gates themselves.

[0135] Subsequently, reference will be made to FIG. 8 to
illustrate a special implementation of the multiplexer means
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20 of FIG. 7. The multiplexer 20 can easily be implemented
by two AND gates 40a, 40b which are both connected to OR
gates (or XOR gates) 414, 41b coupled in series, as is shown
in FIG. 8. In particular, the state of the memory cell 4 is fed
to the first AND gate 40a, while the inverted state of the
memory cell 4 is fed to the second AND gate 40b. For
determining the corresponding feedback polynomial, the
contents of the memory cell 6 is fed to the first AND gate
40g as a second input, while the contents of the memory cell
7 is fed to the second AND gate 40b and a second input.
Additionally, it is to be pointed out that the two OR gates
41a, 41b connected in series could be implemented in an
alternative way. When, however, implementations are
required in which each logic gate has two inputs and an
output, the illustration exemplarily shown in FIG. 8 will be
of advantage.

[0136] In a method for generating a pseudorandom
sequence of numbers from an elemental shift register using
a feedforward means 1 having a plurality of memory means
having an input and an output for outputting the sequence of
numbers, and feedback means comprising a variable feed-
back feature and connected between the input and the
output, a step of initializing the memory means in the
feedforward means to a predetermined initial value will be
performed at first.

[0137] Responsive to the state of a memory means of the
plurality of memory means of the feedforward means, the
control means will then be controlled in another step
depending on the feedback signal. Subsequently, the state of
a memory means connected to the output of feedforward
means 1 is output to obtain a number of the sequence of
random numbers. After this, a decision block is performed to
examine whether further random numbers are required. If
this question is answered with a no, the process ends here.
If it is, however, determined that further numbers are
required, the decision block will be answered with a “yes”,
whereupon another step follows in which the plurality of
memory means are reoccupied based on a previous state of
the memory means and on an output of the feedback means.
The steps of controlling the control means, outputting and
reoccupying are repeated as often as desired in a loop to
finally obtain a pseudorandom sequence of numbers.

[0138] It is to be pointed out that this method can be
performed using a regular clock or even using an irregular
clock even though the version having the regular clock is
preferred as far as an improved safety against power or time
attacks is concerned.

[0139] In the case of the linear shift register illustrated in
FIG. 7, it is pointed out that reoccupying the plurality of
memory means takes place in a series, based on the previous
state of the memory means which—taken as a whole—is
shifted by one step to the left so that one state of the memory
means 0“drops out” on the output side. This “dropped out”
value is the number which will be output. The memory
means number 7 in FIG. 7 to the very right can be reoccu-
pied by left shifting the entire state of all the memory means
considered. The plurality of memory means and, in particu-
lar, memory means 7 are thus reoccupied depending on an
output of the feedback means at the actual clock point in
time.

[0140] FIG. 9 shows an alternative embodiment in which
the alternative of the feedback means referred to by the
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reference numeral 14 in FIG. 6 is illustrated. In particular,
the feedback means 14 in FIG. 9 is formed such that it does
not have a variable feedback feature but has a constant
feedback feature. The inventive advantages are obtained by
arranging at least one control means 13 and preferably
another control means 60 in the feedforward means.

[0141] In the embodiment shown in FIG. 9, the control
means 13 is controlled with a control signal which is directly
derived from the feedback means 14. In the feedforward
means shown in FIG. 9, only two memory means 2 and 3 are
provided, wherein the first control means 13 is connected
between the memory cells 2 and 3, while the second control
means 60 is connected between the memory cell 3 and the
memory cell 2 (via the feedback means 14). In addition, a
signal flow is marked by an error 61 in FIG. 9, which
represents the signal flow in the feedforward means which in
the embodiment shown in FIG. 9 is from the right to the left
hand side. A bit at first reaches the memory means D2. The
bit stored in D2 is output and forms a bit of the first
sequence. At the same time, the bit output by the memory
means 2 is XOR-ed in the embodiment shown in FIG. 9 with
the bit just applying at the feedback means 14 to obtain a
result bit which will then be clocked into the memory cell 3
in the next cycle at an output of the XOR operation. Thus the
bit just present in the memory cell 3 will be clocked out of
the memory cell 3 and thus represents a bit of the second
pseudorandom sequence of numbers. The bit at the output of
the memory cell 3 is then XOR-ed with a control signal for
the second control means 60, wherein the control signal is
produced from the signal on the feedback means 14 and the
output signal of the first control means 13 by means of
combining means. The combining means 62 preferably is a
logic gate and, in particular in the embodiment shown in
FIG. 9, an AND gate. The first sequence is output via an
output 7, while the second sequence is output via an output
15. The two sequences output via the outputs 7 and 15 are
really different and not only phase-shifted with regard to
each other.

[0142] Inorder to simplify the implementation of the XOR
gate 60, another memory cell is provided in another pre-
ferred embodiment after the XOR gate 60 in the signal flow
direction, wherein at the output of this memory cell a
sequence which is only phase shifted to the first sequence at
the output 7 which is, however, different in principle to the
second sequence at the output 15 will be output.

[0143] FIG. 10 shows an 8-bit elemental shift register
with flip-flops D0-D7 which are connected in series,
wherein additionally the second control means 60 is pro-
vided between the fourth and third flip-flops, while the first
control means 13 is provided between the seventh and sixth
flip-flops. The first control means 13 is again fed directly
with the feedback signal on the feedback means 14, while
the second control means 60 is provided with the output
signal of the AND gate 62 which in turn is fed on the one
hand by the feedback means 14 and on the other hand by the
output signal of the fifth cell DS. In analogy to the embodi-
ment shown in FIG. 9, the output sequence of the fourth cell
D4 represents the second pseudorandom number sequence,
while the output sequence of the seventh cell D7 represents
the first random number sequence.

[0144] The embodiments shown in FIGS. 9 and 10 for an
elemental shift register differ in that two further register cells
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D5, D6 are connected between the two control means and
that further memory cells D0 to D3 are formed at the output
of the XOR control means 60 so that an 8-bit shift register
is formed. In an embodiment, a pseudorandom number
sequence is extracted at the output of each memory cell
DO0-D7 and fed to combining means to obtain a particularly
efficient pseudorandom number generator. In particular, the
two sequences output by the cells D4 and D5 are shifted
versions of the sequence output by the cell D6. In addition,
the four sequences output by the cells D2, D1, DO and D7
are shifted versions of the sequence output by the cell D3.
Thus, each sequence of the cells D7, DO, D1, D2, D3 is
essentially different to a sequence of the cells D4, DS, D6.

[0145] TItis to be pointed out that the initial state which the
shift register is initialized to, that is so-called seed explained
referring to FIG. 7, element 55, is to be designed such that
it at least includes a value for a memory cell which is
unequal to zero in order for the shift register to somehow
“start up” and not to output eight zero sequences at the eight
outputs. Subsequently, when this condition is fulfilled, all
the eight sequences have a maximum periodicity, that is
have a period length of 255. In addition, each of the eight
sequences output in the embodiment shown in FIG. 10 has
a maximal linear complexity of 254. Furthermore, as has
already been explained, the two sequences output by the
cells D3 and D6 are essentially different.

[0146] As can also be seen from FIG. 10, memory cell D5
here is the control cell. If the cell D5 contains a 0, the effect
of the control means 60 between the cells D3 and D4 will be
suppressed. Only the XOR between the cells D6 and D7 will
then be applied. If the cell DS, however, includes a 1, both
XOR means 13 and 60 will be used.

[0147] FIG. 11 shows a general feedback shift register
having memory cells Dy, . . ., D,_; with feedforward means
and feedback means which is referred to by F(x,, X, . . .,

Xp1)-

[0148] A general n-step (or n-cell) feedback shift register
over the base element GF(2)={0,1} is assumed here. The
shift register includes n memory cells (flip-flops) Dy, D, .

., D,_; and the (electronical) realization of a feedback
function F(xq, X4, . . . , X,_7). The feedback function
associates an unambiguous value from GF(2), that is the
value O or 1, to each n tuple including n bits. In mathematical
terminology, F is a function with a definition domain of
GF(2)' and a target domain of GF(2).

[0149] The shift register is controlled by an external clock.
The contents of the memory cell D; is shifted to the left
neighboring cell D;_; with each clock, wherein 1=j=n-1.
The contents of the memory cell Dy, is output. If the contents
of the memory cells Dy, Dy, ..., D, 5, D,_;, at a time t, are

given by
St Stats + + ¢ 5> Sten—2> Stan—1>
[0150] the memory cells, one clock later, that is at a time

t+1, will contain the bits

Sta1s> Sta2s + -+ 5 Stn—1> Stan>
[0151] wherein the value s, entering the cell D,_,; is
given by

St4n=F(Sp Sty1) Sten-1)-
[0152] The n tuple(s, Si,q5 - - - » Seen_1) describes the state
of the shift register at a time t. The n tuple (g, 1, . . ., Sp_1)
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is called the initial state. FSR(F) is used as an abbreviation
for the general feedback shift register having a feedback
function F (FSR stands for feedback shift register). FIG. 12
shows a general feedback shift register.

[0153] The shift register outputs one bit with each clock of
the external clock. In this way, the shift register can produce
a periodic bit sequence Sg, Sq, S5, . . . , a so-called shift
register sequence. Sy, S;, - . . , S,_; are to be taken as initial
values of the shift register sequence. The feedback function
F(xg, X4, - - - » X,_7) and the initial values sy, 81, . . ., S,_;
completely determine the shift register sequence. Since there
are only 2" different states for the shift register, the period
length of the shift register sequence sy, S;, S,, . . . is at most
2"

[0154] A general feedback shift register FSR(F) will be
called homogenous if its feedback function F is homog-
enous, i.e. if F(0, 0, . . ., 0)=0. A homogenous shift register
put in the initial state sy=s,= . .. =s, ;=0 will produce the
zero sequence. It follows that the period length of the output
sequence of an n-step homogenous shift register can at most
be 2"-1. When the period length has the maximum value of
2°-1, the shift register sequence is called an M sequence and
the shift register is at a maximum. It is an important task to
find maximum shift registers.

[0155] Two special cases of the general feedback shift
register FSR(F) are of particular interest. In one case, the
feedback function F has the form:

Fxo, X1, o0 s Xpm1) = Z a;jiXiXj

O=i=j=n—1

[0156] wherein the coefficients a;; are either O or 1. In this
case, this is called a squared feedback function as an
example for a non-linear feedback function and the expres-
sion squares is also transferred to the shift register.

[0157] The other special case is when the feedback func-
tion F is linear. In this case, F has the following form:

F(xg Xy .oy Xp_)=@XgHa X+ . . . +a, X, 4,

[0158] wherein the coefficients a; occurring are again O or
1, that is elements of GF(2). In this case, this is called a
linear or a linear feedback shift register and the abbreviation
LFSR (linear feedback shift register) is used for this. It is to
be noted that both the linear feedback as well as the squared
feedback shift registers are homogenous.

[0159] An n-step linear feedback shift register is usually
characterized by a binary degree n polynomial f(x) in a
variable x. This polynomial f is called the characteristic
polynomial of the linear feedback shift register. The shift
register is then indicated as LFSR(f).

[0160] The feedback function F(x,, x;, . . ., X,_;) of a
linear feedback shift register is a polynomial in n variables
Xg» X35 - - - » X,_; and of degree 1. In contrast, the charac-
teristic polynomial f(x) of the same linear shift register is a
polynomial of only one variable, namely the variable x, but
of degree n. The following applies:

fO)=x"+F(1, x, x . .., 2™

[0161] The nonlinearity of the feedback function can thus
be performed by relatively arbitrary designs of the feedback
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function F. For this, it will suffice in principle to only
multiply the output signals of two memory cells D; and D, ,,
wherein a squared shift register would be the result of this.
Of course, more than two memory cell outputs can be
multiplied by one another or be subjected to some non-linear
function. In principle, a feedback with only one output
signal of a single memory could, however, also be per-
formed by for example only feeding the output signal of the
memory cell D, feeding it to the function F(x,) and feeding
the output signal of this function, for example, on the input
side into the memory cell D,_;. Such a non-linear function
with only one value would, for example, be an inversion, i.e.
a logic NOT function. The non-linear function could, how-
ever, also be any other function, such as, for example, a
non-linear association function or a cryptographic function.

[0162] Depending on the circumstances, the inventive
method for producing pseudorandom numbers and method
of ciphering and deciphering can be implemented in either
hardware or software. The implementation can take place on
a digital storage medium, such as, for example, a floppy disc
or a CD with control signals which can be read out elec-
tronically and which can cooperate with a programmable
computer system such that the corresponding method will be
executed. In general, the invention also includes a computer
program product having a program code stored on a
machine-readable carrier for performing the inventive
method when the computer program product runs on a
computer. Put differently, the invention can thus be realized
as a computer program having a program code for perform-
ing the method when the computer program runs on a
computer.

[0163] While this invention has been described in terms of
several preferred embodiments, there are alterations, per-
mutations, and equivalents which fall within the scope of
this invention. It should also be noted that there are many
alternative ways of implementing the methods and compo-
sitions of the present invention. It is therefore intended that
the following appended claims be interpreted as including
all such alterations, permutations, and equivalents as fall
within the true spirit and scope of the present invention.

What is claimed is:
1. A pseudorandom number generator comprising:

a unit for providing a number of 2n sequences of numbers,
n being greater than or equal to 2; and

a unit for combining the sequences of numbers to obtain
an output sequence, wherein the unit for combining
comprises:

an intermediate processing stage for combining the
sequences of numbers to produce an intermediate
processing sequence; and

a final processing stage for combining a first subgroup
of k of the sequences of numbers with the interme-
diate processing sequence to obtain the output
sequence, k being greater than or equal to 1 and
smaller than n.

2. The pseudorandom number generator according to
claim 1, wherein the final processing stage includes an
adder.

3. The pseudorandom number generator according to
claim 2, wherein the sequences of numbers are binary
sequences and the adder is designed as an XOR gate.
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4. The pseudorandom number generator according to
claim 1, wherein the intermediate processing stage com-
prises:

a first combiner for combining a first group of n sequences
of numbers to obtain a first group sequence of numbers,

a second combiner for combining a second group of n
sequences of numbers to obtain a second group
sequence of numbers, and

a third combiner to combine the first group sequence of
numbers and the second group sequence of numbers to
obtain the intermediate processing sequence.

5. The pseudorandom number generator according to
claim 4, wherein the first combiner and the second combiner
execute a same combination rule, wherein this combination
rule differs from a combination rule executable by the third
combiner.

6. The pseudorandom number generator according to
claim 4, wherein the first combiner comprises an adder, the
second combiner comprises an adder, and the third combiner
comprises a multiplier.

7. The pseudorandom number generator according to
claim 6, wherein the sequences of numbers are binary
sequences, and wherein the first combiner comprises an
XOR gate, the second combiner also comprises an XOR
gate, and the third combiner comprises an AND gate.

8. The pseudorandom number generator according to
claim 1,

wherein the intermediate processing stage comprises
exactly one adder for adding n sequences of numbers,
exactly one adder for adding n remaining sequences of
numbers and exactly one multiplier for multiplying
results of the first and the second adder, and

wherein the final processing stage comprises exactly one
adder for adding the intermediate processing sequence
to the first subgroup of k sequences of numbers and a
second subgroup of k different sequences of numbers.

9. The pseudorandom number generator according to
claim 1, wherein the unit for providing comprises an indi-
vidual feedback elemental shift register for each sequence of
numbers.

10. The pseudorandom number generator according to
claim 9, wherein at least one of the feedback elemental shift
registers is a shift register having a non-linear feedback
feature.

11. The pseudorandom number generator according to
claim 1, wherein an elemental shift register comprises:

a plurality of memory cells connected in series, wherein
the elemental shift register output is coupled to an
output of a memory cell; and

a feedback unit having a feedback input and a feedback
output, wherein the feedback input is connected to an
output of a memory cell and is formed to combine
signals at outputs of at least two memory cells to one
another in a non-linear manner.

12. The pseudorandom number generator according to

claim 9,

wherein each feedback shift register comprises a number
of memory cells, wherein the numbers of memory cells
of the elemental shift registers differ from one another.
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13. The pseudorandom number generator according to
claim 9, wherein each feedback shift register comprises a
number of memory cells, and wherein the number of
memory cells of the shift registers, taken in pairs, do not
have a common divisor.

14. The pseudorandom number generator according to
claim 9, wherein each feedback shift register comprises a
number of memory cells, and wherein the elemental shift
registers are designed such that a greatest common divisor
between the numbers of the memory cells among all the shift
registers equals 1.

15. The pseudorandom number generator according to
claim 1, wherein the unit for providing is formed to produce
the 2n sequences of numbers such that the 2n sequences
have a maximal periodicity.

16. The pseudorandom number generator according to
claim 1, wherein the unit for providing is formed to generate
the 2n sequences of numbers such that the 2n sequences
have a linear complexity which equals the maximal linear
complexity or is smaller than the maximal complexity by at
most a predetermined amount.

17. The pseudorandom number generator according to
claim 16, wherein the predetermined amount is 75% of the
maximal linear complexity.

18. The pseudorandom number generator according to
claim 1, wherein the unit for combining is formed to include
only gates which are selected from the group consisting of
AND gates, NAND gates, OR gates, NOR gates, XOR gates,
and XNOR gates.

19. A method of providing pseudorandom numbers, com-
prising the steps of:

providing a number of 2n sequences of numbers, n being
greater than or equal to 2; and

combining the sequences of numbers to obtain an output
sequence, wherein the sequences of numbers are at first
combined in an intermediate processing step to obtain
an intermediate processing sequence, and wherein the
intermediate processing sequence is then combined
with a subgroup of k of the sequences of numbers in a
final processing step to obtain the output sequence, k
being greater than or equal to 1 and smaller than n.

20. A device for ciphering or deciphering, comprising:

a unit for providing a plain text sequence to be ciphered
or a secret text sequence to be deciphered;

a pseudorandom number generator comprising: a unit for
providing a number of 2n sequences of numbers, n
being greater than or equal to 2; a unit for combining
the sequences of numbers to obtain an output sequence,
wherein the unit for combining comprises: an interme-
diate processing stage for combining the sequences of
numbers to produce an intermediate processing
sequence; and a final processing stage for combining a
subgroup of k of the sequences of numbers with the
intermediate processing sequence to obtain the output
sequence, k being greater than or equal to 1 and smaller
than for providing an output sequence; and

a unit for linking the plain text sequence to the output
sequence or the secret text sequence to the output
sequence to obtain a ciphered sequence or a deciphered
sequence, respectively.
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21. The device according to claim 20, wherein the plain
text sequence or the secret text sequence comprises
sequence segments,

wherein the output sequence comprises output segments,
and

wherein the unit for linking is formed to perform linking

segment per segment.

22. The device according to claim 20, wherein the pseu-
dorandom number generator is initialized to an initial value
by a seed, wherein the seed represents a ciphering secret.

23. A method of ciphering or deciphering, comprising the
steps of:

providing a plain text sequence to be ciphered or a secret
text sequence to be deciphered;

providing a pseudorandom output sequence according to
a method of providing pseudorandom numbers, com-
prising the steps of: providing a number of 2n
sequences of numbers, n being greater than or equal to
2; and combining the sequences of numbers to obtain
an output sequence, wherein the sequences of numbers
are at first combined in an intermediate processing step
to obtain an intermediate processing sequence, and
wherein the intermediate processing sequence is then
combined with a subgroup of k of the sequences of
numbers in a final processing step to obtain the output
sequence, k being greater than or equal to 1 and smaller
than n; and
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linking the plain text sequence to the output sequence or
the secret text sequence to the output sequence to
obtain a ciphered sequence or a deciphered sequence,
respectively.

24. A computer program having a program code for
performing a method of providing pseudorandom numbers,
comprising the steps of: providing a number of 2n sequences
of numbers, n being greater than or equal to 2; and com-
bining the sequences of numbers to obtain an output
sequence, wherein the sequences of numbers are at first
combined in an intermediate processing step to obtain an
intermediate processing sequence, and wherein the interme-
diate processing sequence is then combined with a subgroup
of k of the sequences of numbers in a final processing step
to obtain the output sequence, k being greater than or equal
to 1 and smaller than n, when the program runs on a
computer.

25. A computer program having a program code for
performing a method of ciphering or deciphering, compris-
ing the steps of: providing a plain text sequence to be
ciphered or a secret text sequence to be deciphered; provid-
ing a pseudorandom output sequence according to the
method of claim 19; and linking the plain text sequence to
the output sequence or the secret text sequence to the output
sequence to obtain a ciphered sequence or a deciphered
sequence, respectively, when the program runs on a com-
puter.





