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A system and method for privatizing computer data com-
prises the steps of opening a plurality of original data files,
fragmenting said original data files into fragments, and
interspersing said fragments among each other forming
composite files (privacy protected files). The method then
comprises the steps of creating a reconstitution file, which
identifies hidden dispersion locations and placement of
individual fragments to reconstruct the original data files.
Finally, the composite files are dispersed to hidden locations.
To enhance security, each fragment may be disguised
through a multiplicity of high speed mathematical opera-
tions, which are directed by a fragment handling guide
drawn from a random table, before interspersing fragments
in the composite files.
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Figure 01: Program to privatize computer data
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Figure 02: System and method to privatize computer data (0110)
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Figure 03: User's control selections (0210)
Privatizing files -- options dialog
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Figure 04: User's control selections (0210)
Privatizing files -- locations dialog
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Figure 05: User's control selections (0210)
Privatizing files -- select files dialog
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Figure 06: Select alternate drive dialog (0511)

0610 Drive
holding
original data
files

0620
OK buttan

0630
Cance! button




Patent Application Publication Apr. 11,2002 Sheet 7 of 40 US 2002/0042859 A1
Figure 07: Original data files (0220)
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Figure 08: Random tables (0230)
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Figure 09: Other prerequisites to privatize data (0240)
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Figure 10: Output -- Composite files (0250)
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Figure 11: Output -- Index file (0260)
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Figure 12: Output -- Reconstitution files (0270)
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Figure 13: Reconstitution header (1250)

1340
1320 1330 Camputer Passward far

I —» Reconstitution —» identifier code —M this file
file type (see 0922) (see 0330)

1350 1370 1390
Dispersion 1360 Cascade Eight random - 1380 ) Offsets within

count data — tahie identifiers File counts reconstitution
(see 0410} {see 0830) file

1

1361
Level of
SECUrity

{see 0350)

i

1362
Cascade count
(see 0360)

I

1363
Cascade
number

1

1364
index file
offset range

1310
Random hytes




Patent Application Publication Apr. 11,2002 Sheet 14 of 40  US 2002/0042859 A1

Figure 14: Reconstitution body (1260)
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Figure 15: Elements of the reconstitution plan (1270)
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Figure 16: Intermediate objects (0280)
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Figure 17: Processing to privatize computer data (0290)
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Figure 18: Fragment original data files (1740)
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Figure 19: Reset, check input data status (1810)
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Figure 20: Finalize a fragment heap (1870)
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Figure 21: Build a reconstitution file (1770)
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Figure 22: Support procedure to share access (0120)
Requester sends signature file (Marpex dialog)
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Figure 23: Support procedure to share access (0120)
Author enters sharing control selections
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Figure 24: Support procedure to share access (0120)
Author specifies passwords for reconstitution copies
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Figure 25: Support procedure to validate archive (0130)
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Figure 26: Support procedure to delete archive (0140)
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Figure 27: Support procedure to plan locations (0150)
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Figure 28: Support procedure to reconstitute files (0160)
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Figure 29: Support procedure to reconstitute files (0160)
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Figure 30: Support procedure to reconstitute files (0160)
File selection and processing

econtitut ﬁts] from ahiv w Sele files! G
T s :

ad000831 1tf 03/31/200010:39:20 M
ad000905. it 09/06/2000 03.12:44 AM

ad000907 1t 09/11/2000 11.07:20 AM &
ad000311an.tat 09/11/2000 04:30:30 PM h
2d00091 2.1t 0941152000 08:18:02 PM

ADDO0I! 4.0 09/14/2000 12:03:40 PM
ad00091 des. it (0841472000 09:40:14 AM
ad00091Bex.itf 09/16/2000 03:47.56 PM
ADO0OD919.ntf 0941942000 10:36:40 A
ADD00921.f 09/21/2000 01:54:04 PM
ad000321 exrtf 09/21/2000 10:30:28 AM
ad000323an.itf 09/23/2000 10:25:02 &M ©
ad001003ex.rt 10/03/2000 10 0114 &M -7
SANM INBay any 717290 Pb s i

3010 3020 5
validate Assemble <elocted Yes
archive copies on 990
(figure 25) hard disk )
No
I Y
3031 3032 3033 F‘rc?cD:sl?a to
Select Select file w  Selection reconstitute
directory names flag files
3050
Report




Patent Application Publication Apr. 11,2002 Sheet 31 of 40

Figure 31: Extensions to the method (0170)
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Figure 32: Listing of all figures and patent reference codes
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0451 Names of output files

0452 Names for 7 output reconstitution files
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Figure 09: Other prerequisites to privatize data (0240)
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1513 Action code 13
1521 Action code 21
1522 Action code 22
1531 Action code 31
1532 Action code 32
1541 Action code 41
1542 Action code 42
1591 Action code 91

Figure 16: Intermediate objects (0280)
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1810 Reset and check input data status (fig 19)
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Figure 19: Reset and check input data status (1810)
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Figure 20: Finalize a fragment heap (1870)
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2140 Compress trailers according to action code
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Figure 22: Support procedure to share access (0120)
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Figure 23: Support procedure to share access (0120)
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Figure 24: Support procedure to share access (0120)
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Figure 25: Support procedure to validate archive (0130)
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2581 Check presence of other recon files

2590 Report

Figure 26: Delete privacy protected archive (0140)

2610 Specify archive / select reconstitution file
2620 Enter password

2640 User confirms deletion

2650 Delete files

2660 Report

Figure 27: Support procedure to plan locations (0150)

2710 Load file ILocate.dat into memory
2720 Remove disguise, display content
2730 Select a location

2740 Delete selected location

2750 Validate a location

2760 Add individual location

2770 Edit location

2780 Add multiple locations from text file
2790 Disguise file contents

2795 Write contents to file [Locate.dat

Figure 28: Support procedure to reconstitute files (0160)
Reconstitute -- select archive dialog
2810 Specify archive / select reconstitution file

2820 Enter password
2830 "Next" button

Figure 32, page 8
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Figure 29: Support procedure to reconstitute files (0160)
Reconstitute -- Options dialog

2910 Select target drive
2920 Select all files versus custom selection
2930 Select choice re overwriting newer files

Figure 30: Support procedure to reconstitute files (0160)
File selection dialog and processing

3010 Validate archive per fig 25

3020 Assemble copies on hard disk

3030 All files selected? (2920)

3031 Select directory [not shown if all files 2920]
3032 Select file names

3033 Selection flag

3040 Process to reconstitute files

3050 Report

Figure 31: Extensions to the method (0170)

3110 All results in a single file

3120 Input is a single file

3130 Compression

3140 Automated privatizing and reconstitution

3150 Method standardized within an operating system
3160 Same reconstitution file, varied archives

3170 Dynamic dispersion for secure Internet data

Figure 32, page 9
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METHOD AND SYSTEM FOR PRIVATIZING
COMPUTER DATA

[0001] This invention claims priority from a Provisional
Application having file No. 60/238,604, which was filed on
Oct. 6, 2000. The Provisional application is incorporated
herein by reference.

[0002] A microfiche appendix is included with this patent
application.

[0003] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by any one of the patent disclosure, as it
appears in the Patent and Trademark Office patent files or
records, but otherwise reserves all copyright rights whatso-
ever.

BACKGROUND OF THE INVENTION

[0004] Keeping data private and secret from unauthorized
persons is desirable to everyone. People do not want their
personal information such as credit card numbers, medical
records, or financial documents disseminated without their
permission. Businesses often require that only authorized
personnel view or have access to various documents and
information. Even the government, including the Federal
Bureau of Investigation and the Central Intelligence Agency,
has high demand for keeping government matters secret and
private, especially matters of national security. In today’s
technologically advanced society, it is becoming easier for a
computer hacker to obtain access to secret files of the
unwary data owner.

[0005] Currently, to prevent unauthorized access to data
being stored on a hard drive of a computer or to send data
over the Internet, encryption is used to scramble the mes-
sage. There are numerous ways to encrypt plaintext. Some
encryption techniques use one private access key for encryp-
tion and decryption. The private access key manipulates
plaintext into ciphertext and vice versa. This is often referred
to as a “symmetric algorithm.” Because the same key is used
for encryption and decryption, security and protection of the
plaintext is directly related to the private key owner’s ability
to keep the private key hidden or secret from unauthorized
users.

[0006] Another method of encryption uses a public key to
encrypt plaintext into ciphertext and a private key to decrypt
the ciphertext into a readable message. This technique is
referred to as an asymmetric algorithm. Because the encryp-
tion key can be released into the public domain, no harm is
done unless the private key is discovered to decrypt the
ciphertext.

[0007] Regardless of what technique is used, in traditional
encryption one basic premise is retained: one file equals one
message. Traditional encryption methods have many prob-
lems, including lack of efficiency, reliability and simplicity
of use. To completely privatize computer data, a system and
method are needed that break out of the conventional
encryption wisdom that one file equals one message. Noth-
ing in the art suggests or teaches a method to easily privatize
data in such a way that the user(s) is not even aware of the
high level of security being provided. Accordingly, what is
needed in the art is a system and method for privatizing
computer data wherein data files are fragmented, randomly
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interspersed with other fragments from other files to form
composite files and then randomly dispersed to hidden
locations over the Internet, a hard drive of a stand-alone
personal computer and/or other media, such that only autho-
rized users have access to such data.

SUMMARY OF THE INVENTION

[0008] A system and method for privatizing computer data
comprises the steps of opening a plurality of original data
files, fragmenting said original data files into fragments, and
interspersing said fragments among each other forming
composite files, which together with an index file comprise
a privacy protected archive. The method then comprises the
steps of creating a reconstitution file, which identifies hidden
dispersion locations and placement of individual fragments
to reconstruct the original data files. Finally, the composite
files may be dispersed to the hidden locations. To enhance
security, each fragment is disguised through an exclusive
OR operation and other mathematical operations, with the
disguising directed by a fragment handling guide drawn
from a random table, before interspersing fragments within
the composite files.

[0009] Accordingly, it is an objective of the present inven-
tion to provide a system and method for privatizing com-
puter data, which provides substantially complete security
from unauthorized persons, without resorting to strong
encryption techniques.

[0010] Further, it is another object of the present invention
to provide a system and method for privatizing computer
data, which provides freedom from data mining.

[0011] Another objective of the present invention is to
provide a system and method for privatizing computer data
by dispersing files to hidden locations on the Internet and/or
other media.

[0012] Further, another objective of the present invention
is to provide a system and method for privatizing computer
data wherein only authorized users on authorized computers
can open a reconstitution file to obtain access to the com-
puter data.

[0013] Still yet, another objective of the present invention
is to provide a system and method for privatizing computer
files, which serves as an encryption enhancer in that the
method can be used on files that are already encrypted.

[0014] Another objective of the present invention is to
provide a system and method for privatizing computer files,
which uses cascading fragmentation.

[0015] Further, another objective of the present invention
is to provide a system and method for privatizing computer
files which protects from file loss through automated redun-
dancy.

[0016] Another objective of the present invention is to
provide a system and method for privatizing computer files
wherein data restoration is tightly controlled and the frag-
mentation process is precisely reversed in order to recon-
stitute data.

[0017] Still, another objective of the present invention is
to provide a system and method for privatizing computer
files wherein computer files can be automatically restored to
the original directory locations.
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[0018] Another objective of the present invention is to
provide a method for privatizing computer files wherein an
older version does not overwrite a newer copy unless
specifically requested.

[0019] Still yet, another objective of the present invention
is to provide a computer readable medium containing
instruction for controlling a computer system to perform a
method, where the method comprises the steps of providing
a plurality of original data files, providing a plurality of
fragment storage structures, providing a plurality of com-
posite files, providing at least two locations for storing the
plurality of composite files, fragmenting the original data
files into fragments, reading each of the fragments from the
plurality of original data files, writing each of the fragments
into one of the plurality of fragment storage structures,
forming interspersed fragments, filling the fragment storage
structures with fragments, and writing the interspersed frag-
ments to the composite files.

[0020] Another objective of the present invention is to
provide a method for privatizing computer files that is
economical in price and light in its demands on computer
resources.

BRIEF DESCRIPTION OF DRAWINGS

[0021] The Figures listed below have been selected to
illustrate a preferred embodiment of the present invention.
These Figures along with the accompanying description and
the appended source code of core processes are sufficient for
those skilled in the art to practice the invention as claimed.
Note that all entities and actions within the drawings are
designated by four digit numbers. In all cases, the first two
digits are the Figure number in which the action or entity is
introduced. Hence each entity or action discussed in this
document can be related directly to a specific drawing. In
turn, all drawings except the first relate back to a previously
discussed action or entity. All Figures, and all boxes within
each Figure, are discussed in numeric order below.

[0022] The invention may take physical form in certain
parts and arrangement of parts, a preferred embodiment of
which will be described in detail in this specification and
illustrated in the accompanying drawings which form a part
hereof and herein:

[0023] FIG. 01 is a diagram providing an overview of a
program that incorporates the system and method, together
with five support procedures. Reference is made to exten-
sions to the method not currently implemented within the
program;

[0024] FIG. 02 is a flow chart showing all inputs, all
outputs, and the interim objects involved in conjunction with
the processes that together comprise the system and method
0110 to privatize computer data;

[0025] FIG. 03 is a diagram of the first group of user
control selections 0210 which are required inputs for the
system and method 0110;

[0026] FIG. 04 is a diagram of a second group of user
control selections 0210 which are required inputs for the
system and method 0110;

[0027] FIG. 05 is a diagram of a third group of user
control selections 0210 which are required inputs for the
system and method 0110;
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[0028] FIG. 06 is a diagram of a subsidiary user control
selection 0210, whose presence speeds the listing of files in
FIG. 05 which the user may select as candidates for priva-
tizing through the system and method 0110;

[0029] FIG. 07 is a diagram showing aspects of original
data files 0220,

[0030] FIG. 08 is a diagram showing aspects of random
tables 0230, which serve as a “catalytic” input (they
enhance, but are not changed) in the system and method
0110

[0031] FIG. 09 is a diagram showing aspects of the
remaining prerequisites 0240 to the system and method
0110;

[0032] FIG.10is a diagram showing aspects of composite
files 0250, the primary output of the system and method
0110

[0033] FIG. 11 is a diagram showing aspects of the index
file 0260, a support output of the system and method 0110,

[0034] FIG. 12 is a diagram showing aspects of the one or
more reconstitution files 0270, relatively small outputs of
the system and method 0110 whose absence and/or security
features preclude the ability of an unauthorized party to
retrieve the original data files 0220,

[0035] FIG. 13 is a sequentially ordered diagram of the
elements comprising the header 1250 of a reconstitution file
0270 output by the system and method 0110;

[0036] FIG. 14 is a sequentially ordered diagram of the
elements comprising the body 1260 of a reconstitution file
0270 output by the system and method 0110;

[0037] FIG. 15 is a diagram setting out the various build-
ing blocks, which are assembled to create the reconstitution
plan 1270 within a reconstitution file 0270 output by the
system and method 0110,

[0038] FIG. 16 is a diagram showing aspects of interme-
diate objects 0280 which are used in the system and method
0110 to convert the inputs 0210, 0220, 0230, and 0240 into
the outputs 0250, 0260, and 0270.

[0039] FIG. 17 is a flow chart setting out the processing
steps 0290 to privatize data;

[0040] FIG. 18 is a flow chart expansion of the privatizing
processing step, “fragment original data files”1740;

[0041] FIG. 19 is a flow chart expansion of the fragment-
ing step, “reset and check input data status”1810;

[0042] FIG. 20 is a flow chart expansion of the fragment-
ing step, “finalize a fragment heap”1870;

[0043] FIG. 21 is a flow chart expansion of the privatizing
processing step, “build a reconstitution file”1770;

[0044] FIG. 22 is a flow chart of the steps required of a
person wishing to gain access in the support procedure to
share access 0120 to a privacy protected archive 0261;

[0045] FIG. 23 is a flow chart of the first of two sets of
inputs required of a person wishing to distribute authoriza-
tion to others in the support procedure to share access 0120
to a privacy protected archive 0261,
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[0046] FIG. 24 is a flow chart of the second of two sets of
inputs required of a person wishing to distribute authoriza-
tion to others, together with underlying processing, in the
support procedure to share access 0120 to a privacy pro-
tected archive 0261,

[0047] FIG. 25 is a flow chart of the steps required in the
support procedure to validate 0130 a privacy protected
archive 0261,

[0048] FIG. 26 is a flow chart of the steps required in the
support procedure to delete 0140 a privacy protected archive
0261,

[0049] FIG. 27 is a flow chart of the steps required in the
support procedure to plan Internet-based locations 0150 for
privacy protected archives 0261;

[0050] FIG. 28 is a flow chart of the first of three sets of
inputs required in the support procedure to reconstitute data
0160 that has been previously privatized 0110;

[0051] FIG. 29 is a flow chart of the second of three sets
of inputs required in the support procedure to reconstitute
data 0160 that has been previously privatized 0110;

[0052] FIG. 30 is a flow chart of the last of three sets of
inputs and steps required in the support procedure to recon-
stitute data 0160 that has been previously privatized 0110;

[0053] FIG. 31 is a diagram showing a series of exten-
sions 0170 to the system and method to privatize data 0110,
and

[0054] FIG. 32 is a table in numeric order of all entities
and actions referenced in FIGS. 01 through 31 and in this
document.

PREFERRED EMBODIMENT

[0055] In order to facilitate the efforts of a person of
ordinary skill in the art to implement this system and
method, a functional set of C++ language source code
functions is included in a microfiche appendix to this patent
application. Two files in the appendix are especially to the
point. A set of implementation notes and the main( ) function
appear in a file “PryvitDL.cpp”. At the end of the appendix,
the header file “PryvitDL.h” contains comments on a wide
range of variables that are accessible through an “access
class” and a “#include PryvitDL.h” statement in each of the
other functions. Variable names shown in this patent appli-
cation are quoted from “PryvitDL.h”. Memory management
is simplified in the C++ version through declaring maximum
quantity and size of most variables; the cost is a globally
accessed “access class” of under three megabytes, which
presents no challenge to modern personal computers.

[0056] The instant invention fulfills the strong need in the
art for providing the highest levels of security and privacy to
computer data. Computer data files are fragmented and then
fragments are individually manipulated to make each frag-
ment unrecognizable. The fragments from multiple files are
randomly mixed together and further disguised to form
composite files. Disguising techniques are performed with-
out any detectable pattern. The composite files are then sent
to a plurality of hidden locations, such as the Internet, local
area networks, a hard drive of a stand-alone computer, a
tape, a disk, a smart card or other storage media. All the
composite files together with one index file (listing of file
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names, directories, sizes, dates), wherever they are located,
comprise a privacy protected archive. A compact reconsti-
tution file is prepared for the archive; it contains among
other things a highly compressed step-by-step plan to
retrieve the original data files from the privacy protected
archive.

[0057] The Internet appears very public, yet it is an
excellent hiding place for composite files located under
obscure directory and subdirectory names. For persons to
access the secured data, they would need to find the location
of every composite file, identify and separate out the many
fragments, undo the fragment disguises, and then place the
fragments in the correct order. Because the number of
possible hidden locations is nearly infinite, it would be
almost impossible for an unauthorized user to gain access to
the privatized data without the reconstitution file. Only those
with authorization can access the private computer data.
Further, the private data can be accessed from anywhere in
the world by authorized persons who have the proper
reconstitution file.

[0058] FIG. 01 is a diagram providing an overview of a
program that incorporates the system and method to priva-
tize computer data 0110, together with five support proce-
dures. The system and method 0110 is detailed in FIGS. 02
through 21. However, it cannot stand alone; privatized data
that can never be recovered amounts to the proverbial
“write-only memory”—an interesting abstraction, but of no
practical value. Therefore, FIG. 01 introduces supporting
procedures 0120 to 0160 (see FIGS. 22 to 30), which are
essential to make an implementation viable. Lastly, FIG. 01
touches on extensions 0170 to the system and method; these
extensions are listed in FIG. 31. The essence of the tech-
niques of randomly fragmenting data to ensure privacy can
find broad application and contribute to enhanced handling
of privacy-related issues on the Internet, in operating sys-
tems, etc. as well as in individual and corporate use of
computers.

[0059] FIG. 02 is a diagram providing an overview of the
system and method 0110, broken into components to facili-
tate learning by a person of ordinary skill in the art. It is a
standard practice in information technology to determine
what are the desired outputs from a system and the required
inputs, then to establish the processing structures, and the
intervening procedures/steps/algorithms required to create
those outputs.

[0060] Hence FIG. 02 refers first to four inputs. User
control selections 0210 are required as input to the system
and method 0110 each time that the user wishes to privatize
a set of original data files 0220; these user control selections
0210 are detailed in FIGS. 03 through 06. The second input
is a set (one or a multiplicity) of original data files 0220
which are deemed vulnerable to data mining and other
abuses; aspects of original data files 0220 are detailed in
FIG. 07. The third input to the system and method 0110 is
a set of random tables 0230; see FIG. 08. Other prerequisite
inputs 0240 are set forth in FIG. 09.

[0061] FIG. 02 next introduces three outputs from the
system and method to privatize data 0110. Composite files
0250 are introduced in FIG. 10. The one index file 0260 is
analyzed in FIG. 11. The reconstitution file or files 0270 are
examined in increasing detail in FIGS. 12 through 15. Note
in passing that two outputs together (from 2 to 120 com-
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posite files 0250, together with one index file 0260) com-
prise a privacy protected archive 0261. One privacy pro-
tected archive 0261 is created each time the system and
method to privatize computer data is run.

[0062] FIG. 02 turns then to how the inputs are trans-
formed into the outputs. Interim objects 0280 are detailed in
FIG. 16. The steps in processing 0290 to privatize computer
data are expanded in FIGS. 17 to 21.

[0063] FIGS. 03 through 06 treat a broad category of
inputs, user’s control selections 0210. A person wishing to
privatize a selection of original data files 0220, whether
consciously or not, must set a range of specifications related
to items 0310 through 0630 below. While the list is lengthy,
the demands on the user can be reduced by presenting
default values, which the user may either accept or amend.
A graphical user interface (GUI) is ideal for this purpose.

[0064] FIG. 03 shows a working user interface in the form
of an “options dialog” through which the user specifies six
items.

[0065] The location of the directory 0310 containing ran-
dom tables 0230 must be available to the computer program
0930. A minimum of one and preferably eight or more
random tables 0230 should be present on the hard disk. They
need be present in one copy each, together in one known
directory or subdirectory location 0310.

[0066] If the user enters no name for the first reconstitu-
tion file 0320, a meaningless name 0451 will be used for the
first (and usually only) reconstitution file 0270. Often, the
user will prefer to specify a name that reminds him/her
specifically of the privacy protected archive 0261 with
which the reconstitution file 0270 is associated. The sug-
gested suffix for the name of reconstitution files is “.REC”,
but this is not required.

[0067] A password 0330 is embedded in each reconstitu-
tion file 0270 in order to prevent an unauthorized person (for
example, a thief who has purloined a laptop computer) from
running the procedure 0160 to reconstitute privatized data.
Where multiple pass cascading fragmentation 0362 has been
used, each reconstitution file in the set (one per cascade)
carries the same password 0330 in order to automate,
expedite, and simplify the reconstitution process 0160.
Blank passwords are permitted, and may be appropriate
provided the implementation of the system and method
incorporates a computer-specific identifier system and the
risk of mischief from malevolent hackers is moderate or low.

[0068] The user is provided an automatic deletion option
0340 for original data files 0220. Privatizing these files and
then leaving them in their original form on the hard disk
leaves them open to prying eyes, surreptitious data mining,
etc. However, the user may wish to back up original data
files 0220 prior to deletion. This yes/no toggle option 0340
gives the user control.

[0069] Level of security 0350 is a choice between two
levels of privacy protection, one the routine “private” level
and the other level for cases in which there is heightened
concern over possible intent by other persons and/or the
specially high value of the original data files 0220 to be
protected.

[0070] If the “high security” option is selected as the level
of security 0350, an additional drop down box appears in the
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dialog. Count of cascades 0360 (explained in the following
two paragraphs) may range from 2 to 7 under high security;
the count of cascades 0360 is one if the merely “private”
security option 0350 is selected.

[0071] Single pass fragmentation 0361 is applied auto-
matically if the user selects the routine level of security
0350. In this case, the original data files 0220 selected as
input by the user are subjected to the process to privatize
data 0290 (detail in FIGS. 17 to 21) once only, and the
outputs 0250, 0260, and 0270 on this single pass constitute
the final result. Single pass fragmentation 0361 is equivalent
to a single cascade in contrast to multiple pass cascading
fragmentation 0362 in the next paragraph.

[0072] Multiple pass cascading fragmentation 0362 is
applied if the user selects the heightened security option. In
this case, the user is asked to specify a number of cascades
0360, ranging from two to seven. Cascading fragmentation
0362 provides ultra high privacy because the content from
the original data files 0220 is rearranged and fragmented
repeatedly. After each fragmentation run, step 1740, the
resulting composite files 0250 are gathered and used as input
for another run of fragmenting 1740. A useful metaphor is to
liken this repetitive process to blowing up a building,
sweeping up the rubble, blowing that up, gathering the
now-much-finer rubble, exploding that, and so forth for up
to seven iterations. The difference from the building explo-
sion metaphor is that the original data files 0220 can be
reconstituted quickly, provided only that the last set in its
entirety of composite files 0250, an extended final index file
0260, and one reconstitution file 0270 for each iteration (or
cascade) are available to the authorized computer and user.
Security is eminently higher, because a person who is denied
access to even one element of the outputs listed above is
utterly incapable (with intensive reverse engineering or even
complete source code for the system and method) to retrieve
the original data files 0220. For example, if even one of the
reconstitution files 0270 is unobtainable, unauthorized users
have no hope of making sense of outputs 0250 that may
come into their hands.

[0073] Returning to FIG. 03, the user who wishes even
greater security is always free to perform multiple single
pass iterations 0361, manually setting output from one
session as input for the next, with different passwords 0330
for each, for as many iterations/cascades 0360 as desired—
well beyond the automated maximum of seven.

[0074] FIG. 04 is a diagram of a second group of user
control selections 0210 which are required inputs for the
system and method 0110. The illustrated locations dialog in
FIG. 04 invites either input or confirmation from the user on
six elements of data.

[0075] The dispersion count 0410 is selected by the user.
The higher the dispersion count 0410, the more widely the
fragments 1620 are dispersed and the more difficult it would
be for a malevolent person to access all the parts of a privacy
protected archive 0261 and to decipher their content. Values
for the dispersion count 0410 may range from 2 to 16; a
default of 3 is often appropriate. The dispersion count 0410
is used in two ways. Fragments 1620 are dispersed across a
minimum of two and a maximum of 16 fragment heaps
1651; hence the expression “dispersion count”. These frag-
ment heaps 1651 are padded as necessary to create com-
posite segments 1652, camouflaged, and written to compos-



US 2002/0042859 Al

ite files 0250, which in turn may be optionally dispersed in
unique sets to “dispersion count” Internet locations. It will
be shown later that the number of unique composite files
0250 produced is always an exact multiple of the dispersion
count 0410.

[0076] The user must specify a working directory 0420, a
location on the hard drive or on a local area network to
which all copies of output files 0250, 0260, and 0270 may
be written. While the system and method 0110 provides for
optional dispersion of composite files 0250 and the index file
0260 to the Internet, it is always the case that the outputs
0250, 0260, and 0270 are placed together in one directory on
the user’s computer 0920. The rationale of a single working
directory 0420 is that it permits backup prior to optional
erasure of the hard disk copy. In addition, it provides
essential working storage for interim composite files 0250
that may be used as inputs in lieu of original data files 0220
in successive cascades, should the user desire the benefits of
multiple pass cascading fragmentation 0362.

[0077] Redundancy count 0430 is an option in which the
user may specify that zero, one, two, or three copies of each
composite file are to be automatically dispersed to Internet
locations 0440. Redundancy 0430 is measured in addition to
the single copy of each output placed in the working
directory 0420 of the user’s hard disk. Only one copy of each
composite file 0250 needs to be present for the process of
reconstituting privatized data 0160, even if several copies
were originally created and distributed under the redundancy
0430 option. Occasionally, Internet servers are temporarily
out of service. If a composite file 0250 or index file 0260 is
hidden on an out-of-service server, it is not retrievable from
that location 0440. Using redundancy 0430, each file com-
prising the privacy protected archive 0261 is sent to multiple
hidden dispersion locations 0440 to minimize the risk of
encountering a down server. During the reconstituting pro-
cess 0160, the search is terminated for any one copy of a
composite file 0250 or the index file 0260 when the first
copy of it is found.

[0078] Target Internet dispersion locations 0440 are
required whenever the redundancy is greater than zero. To be
precise, dispersion count 0410 (value 2 to 16) multiplied by
redundancy count 0430 (value 0 to 3) target Internet loca-
tions 0440 are needed. The count of Internet dispersion
locations 0440 may range from zero (0 times any value 2 to
16) to 48 (3 copies for each of 16 sets). However, counts
above 12 would be unusual. Among the supporting proce-
dures is planning the dispersion of privatized data 0150 (see
detail in FIG. 27), in which the user may set up and manage
an extended list 0915 from which Internet locations data
0440 are drawn. In each session of creating a privacy
protected archive 0261, the user may select 2 to 16 (i.e., the
dispersion count 0410) times 0, 1, 2, or 3 (i.e., the redun-
dancy count 0430) specific Internet dispersion locations
0440 to which copies of composite files 0250 and the index
file 0260 will be sent. In the preferred embodiment, the user
sets both the dispersion count 0410 and the intended redun-
dancy 0430, and the program automatically selects random
Internet dispersion locations 0440 from the “ILocate.dat”
file 0915. The user may override these random selections if
desired. Usually he or she will not override them, since the
actual targets in any one instance do not really matter,
provided they are locations to which the user has access. It
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is usually sufficient to know that the material has been
dispersed as broadly as desired (dispersion count 0410) with
adequate redundancy 0430.

[0079] A prefix for output file names 0450 may be speci-
fied. This tactic permits the user to override the first one,
two, or three characters of all output file names associated
with the privacy protected archive 0261, making them
consistent across that archive. In this way the user may
distinguish among files from different archives. The advan-
tage of such an override is that the probability of two files
from different archives 0261 having exactly the same name
(and one overwriting the other) is reduced from one chance
in 341,172 to zero chance. The first character in a prefix
0450 must be a letter. The second and third may be a letter
or a numeric digit in the range 2 to 7.

[0080] A major characteristic of output file names 0451 is
meaninglessness. The actual names are normally immaterial
to an authorized person who wishes to reconstitute original
data files 0220; management of file names is totally taken
care of through the reconstitution file 0270. During the
fragmentation process 1740, the program creates a scramble
of letters and digits (for example DSGUIWBB) for each
output file—the one index file 0260, up to 120 composite
files 0250, and up to seven reconstitution files 0270. This is
done specifically to minimize clues and patterns that might
benefit a malevolent person trying to break the privacy.
These names consist of eight characters (the first a letter, the
second through eighth a letter or a digit 2 . . . 7), with a suffix
.PVT for the index file 0260 and composite files 0250, and
suffix .REC for the reconstitution files 0270. The 128 names
are each unique in the five characters combinations making
up the fourth through eighth character.

[0081] Names for seven output reconstitution files 0452
are as per the discussion of names for output files 0451, with
the one exception that the user has the opportunity to
stipulate a meaningful name for the first reconstitution file
0320.

[0082] FIG. 05 introduces the “select files” dialog. The
primary control selection 0210 in the mind of the user is
likely to be creation of the selection list 0520 of original data
files 0220. The ability to select multiple files at a time for
input is a common feature of graphical user interfaces.

[0083] The “select files” dialog offers five selection but-
tons 0510.

[0084] Button 0511, “select files from another drive”, is an
artifice that substantially speeds up display of directory
locations 0530 and original data file names 0540. The
Windows version of the computer program 0930 starts with
one hard disk drive only in the directory locations area 0530.
This saves time the program would otherwise use having to
cycle through all available drives; such cycling carries a
penalty of several seconds for each removable media drive
that is currently empty. The “select files from another drive”
button 0511 provides flexibility, should the user wish to
access other drives.

[0085] Button 0512“add selected folders and subfolders to
list” and button 0513“remove selected folders and subfold-
ers from list” both require that a folder be highlighted by the
user in the directory location area 0530, found in the lower
left panel in the screen image in FIG. 05. Button 0512 adds
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all files in the highlighted folder and its subfolders to the
current selection list of data files 0520. Button 0513 removes
them from the list.

[0086] Button 0514“add selected files to list” and button
0515“remove selected files from list” both require that one
or more files be highlighted by the user in the original data
file name area 0540, found in the lower right panel in the
screen image in FIG. 05. Button 0514 adds the files to the
current selection list of data files 0520. Button 0515 removes
them from the list.

[0087] The current selection list of data files 0520 starts
empty. Files are moved into and out of the list using a
combination of the five selection buttons 0510 and high-
lighting of folders and files in the two lists. The objective is
to specify all the original data files 0220 that are to be made
private by the system and method 0110 in one privacy
protected archive 0261. The current selection list 0520 must
contain at least one file for the system and method to work;
the list may contain literally thousands of files.

[0088] Directory locations 0530 are displayed in the lower
left panel. Any section may be expanded by clicking on a
plus sign to the left; it may be contracted by clicking on a
minus sign to the left. The directory locations 0530 of
selected files 0520 will be preserved in the index file 0260,
so that files may be restored to the same place on the same
drive, or within an identical framework on another drive in
the procedure to reconstitute data 0160.

[0089] Original data file names 0540 are displayed in the
lower right panel whenever a directory in the directory
locations 0530 panel is double clicked. The names 0540 of
selected files 0520 will be preserved in the index file 0260,
so that files may be restored with the identical names in the
procedure to reconstitute data 0160.

[0090] A privatize flag 0550 (in the form of four asterisks
in the screen image) to the right of a name in the file name
list 0540 indicates that the file is currently in the selection
list 0520.

[0091] Sizes 0560 of all files are listed in bytes in the
lower right panel. This information aids the selection pro-
cess since time to privatize files 0110 and time to reconsti-
tute them 0160 are both functions of the total sizes of files
placed within the current selection list 0520. At the same
time, there is no technical upper bound to the size of an
original data file 0220, beyond that imposed by the operating
system. For example, in a 32 bit implementation, a file of 2
to the 32nd power bytes (over 4 billion bytes) can be
handled. At the other extreme, the programmer may wish to
impose a lower bound on cumulative file size (say 16 bytes)
to guard against attempts at reverse engineering.

[0092] Date and time 0570 of all files are shown as an aid
to the user in ensuring that selected files are appropriate
versions. Date and time of selected files are incorporated
during processing into the index file 0260 and used in the
reconstitution process 0160 so that retrieved data may be
identical in every respect to the original form.

[0093] FIG. 06 shows a “select alternative drive dialog”,
a selection device necessary if the user clicks on the “select
files from another drive” button 0511. A drop down box lists
the drives available on the computer; the user is expected to
click on one as a drive 0610 holding original data files 0220.
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The OK button 0620 returns the user to the “select files”
dialog in FIG. 05. The Cancel button 0630 is handy if the
user selects a removable media drive within which there is
currently no medium (floppy disk, mass storage disk, etc.)

[0094] FIG. 07 is a diagram showing aspects of original
data files 0220.

[0095] The first aspect is eligibility 0710 of an original
data file 0220 for privatizing. In their normal (non-privatized
form), original data files 0220 are vulnerable to misappro-
priation, data mining, and other undesired and unintended
uses. But this does not apply to all files. For example, there
is little to be gained in privatizing files which are publicly or
broadly available. Neither does it seem appropriate to priva-
tize executable programs, most operating system files, etc.
Typically a small subset of what is on the hard disk of a
computer consists of data, which has value to the user or to
the organization that the user represents. In general, only
data files that contain valued personal or organizational
property should be made private.

[0096] Type 0720 is the second aspect. The system and
method of privatizing computer data treats all files as byte
streams; hence any file type whatsoever (word processing
output, spreadsheet, database, graphic, etc.) may be speci-
fied as an original data file 0220, within any operating
system in which the system has been implemented. In the
light of the preceding paragraph, consider all eligible data
files as “regular files”0721. This is in contrast to two other
types, which present themselves as interesting possibilities
where security is a major concern. Files already privatized
0722 can be used as input for another round of privatizing;
this forms the basis of cascaded fragmentation 0362. Files
already encrypted 0722 can also be used as input to the
system and method 0110. In this sense, the underlying
technique of random fragment dispersion elevates the sys-
tem and method of privatizing computer data 0110, which is
documented here, into an encryption enhancer.

[0097] Count 0730 is also relevant. The number of files
being made private in one archive may be any integral
quantity without limit.

[0098] FIG. 08 shows another major input to the method.
Random tables 0230 play several roles in disguising frag-
ments 1620 while making possible a very compact rendering
of the reconstitution plan 1270 for a privacy protected
archive 0261. Five aspects of random tables 0230 are
considered in 0810 through 0850.

[0099] The source 0810 of random tables 0230 is normally
the Internet. Master copies of random tables 0230 are
provided for users by the firm responsible for commercial-
izing the system and method 0110 of privatizing data. In the
preferred embodiment, over a hundred random tables 0230,
each unique, are freely posted for download on the Internet.
Although the system functions with only one random table
0230 present on the hard disk, the user is encouraged to keep
a minimum of eight and preferably more on hand.

[0100] The size 0820 of each and every random table 0230
is precisely 65,536 bytes. Sixteen bits (two eight bit bytes)
can be used to express any integer value between 0 and
65,535 (one less than two to the power 16). Every possible
16 bit address points to a valid offset within the random table
0230, and no parts of the random table 0230 are missed by
16 bit addressing.
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[0101] The name and identifier 0830 of each random table
0230 is derived from a five digit number ranging from 00000
to 65535. In the preferred embodiment, the five digit iden-
tifier number is built into the name of the random tables
0230 which have names of the form PVT####. TBL, for
example PVT29876.TBL and PVT09137.TBL. The numeric
identifier corresponds to the binary value in the first two
bytes of the 65,536 byte random table 0230.

[0102] The content 0840 of a random table 0230 is a
highly randomized stream of bits. The only exception is the
first two bytes (16 bits), which form a binary integer in the
range zero to 65,535; these two bytes match the name and
identifier 0830 of that particular random table 0230. In their
creation, care is taken that no two random tables 0230 share
lengthy subsets, and that each passes the latest anti-virus
check so as not to create problems for users.

[0103] The count 0850 of random tables 0230 must be at
least one and ideally is greater than eight.

[0104] FIG. 09 is a diagram showing aspects of three
remaining prerequisites 0240 to the system and method
0110.

[0105] The first is Internet locations data 0910 comprising
the targets 0440 to which composite files 0250 and the index
file 0260 may be optionally dispersed. Each entry consists of
four elements. An IP (Internet Protocol) address 0911 may
be expressed either as four numbers, each in the range 0 to
255, separated by periods (example: 64.224.160.161) or as
a verbal form such as ftp.MyHidingPlace.com. Within this
address, files may be hidden in innocuously named direc-
tories and/or a hierarchical sequence of subdirectories 0912.
Next comes the name of a user 0913 authorized to post files
by file transfer protocol (FTP) to that location. The fourth
element is the password 0914 required to place files in that
location. In the preferred embodiment, entries with each of
these four elements comprise a file named “ILocate-
.dat”0915. This file is maintained in the same directory as
the random tables 0230; “ILocate.dat”0915 is disguised
sufficiently to protect against data mining or casual obser-
vation of Internet target locations 0910. Lists of Internet
locations entries may also appear in temporary text files
0916, provided by Internet Service Providers (ISPs), or
Internet Storage Service Providers (ISSPs). Organizations
with Intranets may also create lists to aid their employees in
building suitable “ILocate.dat” files 0915. Ideally, all files
containing Internet location data should be given a com-
puter-specific disguise, to impede theft of files and misuse of
Internet sites listed therein.

[0106] Note that where the user is content to keep the
privacy protected archive 0261 on hard disk, Internet loca-
tions data (0910 and 0440) is not an essential input.

[0107] FIG. 09 states the obvious that a computer 0920 is
required in order to implement the system and method to
privatize computer data 0110. The method makes no dis-
tinction or restriction as to type of computer (mainframe,
mini, personal, etc.). The first implementation was built for
personal computers using a 32 bit operating system, namely,
MICROSOFT WINDOWS® (a registered trademark of the
Microsoft Corporation). The system and method, however,
imposes no inherent restriction on the selection of the
computer operating system. While technically possible to
use the system and method without Internet access and to
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privatize computer files locally, it is desirable that a com-
puter 0920 using the system and method to privatize com-
puter files should have Internet access 0921. Another useful
feature on the computer 0920 would be a software applica-
tion (outside the purview of this patent application) that
generates an eight byte computer identifier 0922 and appro-
priate signature files 0923 which authenticate the identity of
the user’s computer. This identification feature has a role in
sharing access to privacy protected archives 0261 that have
been posted to the Internet. In the first commercial rendition
of the method, a product called Secure Software Rental by
Marpex Inc. has been used for this purpose.

[0108] FIG. 09 introduces another prerequisite, a com-
puter program 0930 which implements the system and
method. Three characteristics of this program are important.
These are set out in 0931 through 0933.

[0109] The efficiency 0931 of the computer program is
crucial to a good implementation. The process of fragment-
ing original data files 1740 is highly iterative. With frag-
ments 1620 ranging from 1 to 16 bytes in size, the average
fragment size is about 8.5 bytes. Hence a megabyte (1,048,
576 bytes) of input from original data files 0220 is broken
into over 123,000 fragments 1620. Efficient processing of
this iterative process is required to ensure that response time
is acceptable to the user.

[0110] Precision 0932 of the computer program is essen-
tial. Reconstitution 0160 from a privacy protected archive
0261 is possible only if the steps in the fragmenting process
1740 are precisely reversed. Tests with the prototype imple-
mentation showed that this is possible even for exceptionally
large quantities of content in the original data files 0220. In
one test, for example, 43 megabytes comprising 79 files
were reconstituted with byte for byte equivalence to the
originals in 49 seconds on a laptop computer running at 360
megahertz.

[0111] The scope 0933 of the computer program 0930
should include the series of procedures 0120 through 0160
that make an implementation useful. These support proce-
dures are listed in FIG. 01 and detailed in FIGS. 22 through
30.

[0112] FIG. 10 is a diagram showing four aspects of
composite files 0250, the primary output of the system and
method 0110.

[0113] The content 1010 of composite files 0250 is frag-
ments 1620, drawn from original data files 0220, disguised,
and interspersed in random and unpredictable ways, and
padded as necessary to create composite segments 1652.
Each composite segment 1652 is further camouflaged before
it is written out or appended to a composite file 0250.

[0114] The size 1020 of composite files 0250 is always a
multiple of 1,024 bytes. Composite files 0250 are written out
in segments of 65,536 bytes, or some lesser multiple of
1,024 bytes when there are no further original data files
0220. To be precise, all composite files 0250 are a multiple
of 65,536 bytes in size, with the exception of the last
“dispersion count”0410 composite files; these last are
smaller, but still a multiple of 1,024 bytes in size. Padding
with random bytes is added as necessary to fill out the
fragment heap 1651 into a composite segment 1652 with the
appropriate multiple of 1,024 bytes.
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[0115] The count 1030 of composite files 0250 is always
equal to or some multiple of the dispersion count 0410 (2 to
16) in any one privacy protected archive 0261. The upper
bound is the highest multiple of the dispersion count 0410
where that multiple is less than 121. When about 7.5
megabytes (120 times 65,536 bytes) have been written out,
all up to 120 possible composite files 0250 are in use, and
further composite segments 1652 are appended starting over
again at the first composite file 0250 and adding to the end
of each successive composite file in order, repeating as
necessary until all incoming original data files 0220 have
been processed.

[0116] Names 1040 of composite files are as set out in
names for output files 0451. In other words, composite files
0250 all have meaningless names of one alphabetic charac-
ter followed by a combination of seven alphabetic characters
and/or numeric digits, with the suffix “.PVT” added to the
name. The first one, two, or three characters may be over-
ridden and made uniform if the user has selected a prefix
0450 for output file names.

[0117] FIG. 11 is a diagram showing aspects of the index
file 0260, a support output of the system and method 0110.
This index file 0260 is a disguised listing of directory
locations and names of original data files 0220, together with
subsidiary information on each file. All of the index file 0260
except the subsidiary information is text. The entire content
is disguised prior to the index file 0260 becoming part of a
privacy protected archive 0261.

[0118] Each directory tree entry 1110 (for example,
“>c:\data\personal\MyFinances”) starts with a “greater
than” symbol and finishes with a terminating null.

[0119] After each directory location entry 1110 there may
be one or a plurality of names 1120 of original data files
0220 drawn from that directory.

[0120] After the terminating null of each file name 1120
appear four binary data elements which are supplementary
file information 1130. The first supplement 1130 is a one
byte value (0. . . 15) indicating the input stream 1131 during
fragmentation 1740. Next is a four byte date-time stamp
1132 corresponding to the displayed time and data 0570 for
that file in FIG. 05. The third supplement 1130 is the size
1133 of the file in bytes 0560 in the form of a compressed
integer 1240. The fourth supplement 1130 is the offset 1134
of the first byte of the directory location 1110 applicable to
this file earlier within this index file 0260. Offset 1134 is also
recorded in the form of a compressed integer 1240. These
subsidiary data elements enable later restoration of the
directory location 0530, original data file name 0540, and
time stamp 0570 of the original data file 0220 and optionally
verifying the size 0560 when the original data file 0220 is
reproduced by the procedure to reconstitute privatized data
0160.

[0121] The size 1140 of the index file 0260 is the smallest
multiple of 2,048 that will include all directory entries 1110
with their respective file entries 1120 and subordinate file
data 1130.

[0122] The count 1150 is always exactly one index file
0260 for each privacy protected archive 0261.

[0123] Where multiple pass cascading fragmentation 0362
is used, the index file 0260 is comprised of multiple seg-
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ments, a successive segment for each cascade 0360. The
applicable range 1160 for a cascade 0360 is noted in that
cascade’s reconstitution file 0270. Only the segment for the
first cascade contains original file names and data. The
second through to the next to last segment of the index file
0260 each hold names of temporary composite files 0250
which are destroyed once they have served the purpose of
input for the following cascade.

[0124] The index file name 1170 follows the convention
for names of output files 0451; the name in this case
masquerades as a composite file 0250 with the same eight
character content followed by a suffix “.PVT”. The index file
0260 is distinguished by two features. When dispersed, it is
sent to the target location(s) for the first group of composite
files 0250. Secondly, the index file 0260 tends to be smaller
than composite files 0250.

[0125] FIG. 12 introduces aspects of the reconstitution file
0270. Where normal security is desired, there is one recon-
stitution file 0270 to match the one cascade 0360 associated
with single pass fragmentation 0361. If multiple pass cas-
caded fragmentation 0362 is selected, there is one reconsti-
tution file 0270 for each cascade.

[0126] The type and purpose 1210 of a reconstitution file
0270 can be subdivided among three possibilities. These are
master 1211, backup 1212, and distribution 1213. A master
(“M”) 1211 reconstitution file 0270 is created each time the
user employs the system and method 0110 to privatize
computer data; two to seven such master 1211 reconstitution
files 0270 are created if multiple pass cascading fragmen-
tation 0362 is involved. Backup (“B”) 1212 and distribution
(“D”) 1213 reconstitution files 0270 are created by the
support procedure to share access 0120 to privacy protected
archives 0261. Master 1211 and backup 1212 reconstitution
files 0270 may be used to view hidden dispersion locations
0440, to run the support procedure to share access 0120 and
create additional reconstitution files 0270 for either backup
or distribution, and/or delete privacy protected archives
0261 that are posted to Internet locations 0440. A reconsti-
tution file 0270 marked “D” for distribution 1213 may be
used only to reconstitute privatized data 0160, and to delete
privacy protected archives 0261 on local hard disk.

[0127] Secure handling precautions 1220 are in order for
reconstitution files 0270. These files are designed to be quite
small in comparison to the components of the counterpart
privacy protected archive 0261. Without access to the recon-
stitution file or files 0270, it is virtually impossible for
anyone to precisely reverse the process required to recoup
the original data files 0220. By moving the reconstitution
files 0270 off line to other media, the user makes the related
privacy protected archive especially free from attack. At a
minimum, it should be moved to an anonymous alternative
location. Of course, effective security must be supported by
prudent backup procedures. If the reconstitution file were
lost and if the original data files were not backed up, the
content is lost forever.

[0128] The reconstitution file name 1230 follows the car-
lier discussion under 0320, 0451, and 0452.

[0129] Seclected elements in reconstitution files 0270 are
stored in the form of a compressed integer 1240. Com-
pressed integers are non-negative integers expressed in one
or more sequential bytes. Bytes are arranged in descending
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order from high to low value. In the first byte, the location
of the first bit which is turned on determines the number of
bytes. If the high order bit (the very first bit) is set, the
compressed integer is shown in the remaining seven bits of
that one byte (range 0 to 127). Bit pattern 01 at the beginning
of the first byte means the value is in fourteen bits (remain-
ing six bits of byte 1, the eight bits of byte 2) with range 128
to 16,383. Bit pattern 001 in lead-in to the first byte means
a three byte integer in twenty-one bits (5+8+8 bits) with
range 16,384 to 2,097,151. Bit pattern 0001 in lead-in to the
first byte means a four byte integer in twenty-eight bits
(4+8+8+8 bits) with range 2,097,152 to 268,435,455. There
is no theoretical upper bound to compressed integers. The
preferred embodiment limits its use to values less than
268,435,456.

[0130] There are three limitations to the use of compressed
integers: 1) they must be non-negative integers, 2) the
programmer must know where in a byte stream a com-
pressed integer starts, and 3) byte streams containing com-
pressed integers can only be read in the forward direction.
Trying to detect a compressed integer by reading backward
in a stream is open to misinterpretation. A function to
convert from an integer to a compressed integer, and a
counterpart function to convert from a compressed integer to
a normal integer each amount to little more than bit shifting.
These functions therefore are very quick. Examples in the
microfiche appendix are named “fr_c_int.cpp” (from com-
pressed integer) and “to_c_int.cpp” (to compressed integer).
Compressed integers are useful for avoiding patches of null
bytes that show up frequently in fixed length data. Disguised
or encrypted compressed integers are less vulnerable to
pattern detection. In the reconstitution file 0270, compressed
integers contribute significantly to reducing file size.

[0131] Each reconstitution file 0270 is comprised of a
header 1250, a body 1260, and a reconstitution plan 1270.
These are detailed in FIGS. 13, 14, and 15 respectively.

[0132] FIG. 13 sets out in sequence the constituent ele-
ments of a reconstitution header 1250 within a reconstitution
file 0270. The header contains many items, but their cumu-
lative length in the preferred embodiment is under 128 bytes.
There are nine elements or groupings in the reconstitution
header 1250.

[0133] The first grouping is a set of 15 random bytes 1310
for use in encryption. The reconstitution file 0270 is sub-
jected to a standard form of encryption 2160 using for its key
less than the maximum number of bits (currently 40)
allowed under the United States Bureau of Export Admin-
istration for what is termed “light” encryption. The actual
key can be hidden in, derived, and calculated from a set of
15 random bytes 1310 at the beginning of the reconstitution
header 1250.

[0134] The reconstitution file type 1320 is indicated by a
one byte ASCII flag containing one of three letters: M=Mas-
ter 1211, B=Backup 1212, D=Distribution 1213.

[0135] The computer identifier code 1330 within the
reconstitution header 1250 holds eight binary bytes 0922
generated by the one and only computer that is authorized to
handle this specific reconstitution file 0270. Other (even
many) computers 0920 may access the same privacy pro-
tected archive, but each computer must have its own spe-
cially tailored copy of the reconstitution file 0270.
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[0136] Thirty bytes (up to 29 characters and a terminal
null character) are set aside for the password 1340 required
to restrict access to this file to authorized users. In the
preferred embodiment, alphabetic letters and digits are
retained from the password 0330 specified by the user; all
punctuation and other characters are collapsed out. The same
logic is used behind the scenes both for initial capture of the
password, and for situations where the password must be
given. Hence there is no impact on the user. Note that blank
passwords are permitted, on the basis that “my computer is
my password” where reconstitution files are disguised in
computer-specific ways.

[0137] The reconstitution header includes a record 1350 of
the dispersion count 0410, a one byte binary value in the
range 2 to 16.

[0138] Cascade data 1360 in the reconstitution header is
comprised of four elements 1361 through 1364.

[0139] Level of security 1361 is recorded in a one byte
binary integer. The value 1 denotes regular security. Value 2
signals heightened security, representing the security level
0350 selected by the user.

[0140] The count of cascades 1362 is stored as a one byte
binary value from 1 to 7. This matches the number of
cascades 0360 sclected by the user.

[0141] The cascade number 1363 within the count of
cascades 0360 and 1362 is stored as a one byte binary value
ranging from 1 to the maximum number of cascades. It is
specifically this cascade number 1363 that distinguishes
internally the several reconstitution files 0270 generated in
multiple pass cascading fragmentation 0362.

[0142] The offset range 1364 within the index file 0260
consists of two binary integers, specifically the beginning
offset and the terminating offset 1160 within the index file
0260 that apply to the current cascade.

[0143] Up to eight random table identifiers 1370 are stored
in the next sixteen bytes. These take the form of eight 16 bit
binary integers, recording the identifiers 0830 of the one to
eight random tables 0230 used in creating the current
privacy protected archive 0261 and reconstitution file(s)
0270. If the count of random tables is less than eight, the
unused identifier spaces 1370 are filled with random bits.

[0144] A series of five file counts 1380 is stored as
compressed integers. Some of these counts are not finalized
until the end of a session of privatizing computer files. The
individual counts follow.

[0145] (1) Count of random tables 0230 is deter-
mined by the program 0930. While initializing, the
program 0930 searches the directory 0310 contain-
ing random tables 0230. At least one random table
0230 must be present for the process to continue. If
from two to eight are present, all are used. If more
than eight are present, the program randomly selects
eight of them. The random table count 1380 (value 1
to 8) determines how many of the random table
identifiers 1370 is valid; the remaining identifiers
1370 if any are disregarded as random numbers.

[0146] (2) Count 0730 of original data files 0220
made private in the corresponding privacy protected
archive 0261.
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[0147] (3) Count of composite files 0250 ranges from
2 to 120 and is an exact multiple of the dispersion
count 0410. For dispersion counts of 2, 3,4, 5, 6, 8,
10, 12, and 15 the maximum count is 120 since 120
is a multiple of each of these numbers. The other
maxima are set to the nearest multiple under
120 . . .119 for 7, 117 for 9, 110 for 11, 117 for 13,
112 for 14, and 112 for 16.

[0148] (4) Count of the number of composite seg-
ments 1652 is equal to or greater than the count of
composite files 0250. A composite segment 1652 is
created, camouflaged, and written out whenever a
fragment heap 1651 becomes full or is terminated. It
is full when it reaches 65,521 or more bytes, i.e., it
no longer has capacity for a 16 byte fragment 1620.
It is terminated when there is no more input data
from original data files. If full, the fragment heap
1651 is padded with random bytes as necessary to
65,536 bytes; if terminated, it is padded to the
nearest multiple of 1,024 bytes. In general, if there is
more than about 7.5 megabytes of input from origi-
nal data files 0220 (120 times 65,536), the maximum
number of composite files 0250 is in use, and later
segments are appended round robin at the end of the
composite files 0250 already created.

[0149] (5) Count of Internet redundancy stores the
redundancy setting 0430, value O to 3 copies, speci-
fied by the user.

[0150] A series of offsets 1390 pointing further on within
the reconstitution file 0270 complete the header 1250. All
but two of these compressed integer offsets are measured in
bytes from the beginning of the reconstitution file 0270.
Eight offsets follow:

[0151] (1) The first offset points to the beginning of
location strings 1410.

[0152] (2) The second is a relative offset, added to the
first offset to find the location string which indicates
the directory 0310 containing random tables 0230.

[0153] (3) The third offset is also relative, added to
the first offset to find the location string, which
indicates the working directory 0420.

[0154] All remaining offsets are counts of bytes from the
beginning of the reconstitution file 0270.

[0155] (4) The fourth points to the name 1420 of the
first (and perhaps only) reconstitution file 0270.

[0156] (5) The fifth offset points to the name 1430
assigned to the index file 0260.

[0157] (6) The sixth offset points to the name 1440
assigned to first of the composite files 0250.

[0158] (7) The seventh offset points to the beginning
of an array of from zero to 48 compressed integers,
the active elements of variable PvtLocOffsets[16]
[3], where each clement is a relative offset within
location strings 1410. These strings are the target
Internet locations 0440, if any, of composite files
0250. From O to 3 Internet locations are used for each
of “dispersion count 0410” (2 to 16) groupings of
composite files 0250. Technical caution: the seventh
offset is absolute, the array to which it points con-
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tains relative offsets. In the case that the redundancy
count 0430 is zero and Internet locations 0440 are
not assigned, this seventh offset contains a value that
may be disregarded.

[0159] (8) The eighth and last offset in group 1390
points to the beginning of the reconstitution plan
1270.

[0160] FIG. 14 delineates in order the elements compris-
ing the reconstitution body 1260 within the reconstitution
file 0270. These elements are either variable length or
unpredictable in number until all variables (see FIG. 13) in
the reconstitution header 1250 are known.

[0161] Location strings 1410 are null terminated ASCII
strings. They take one of two forms. Those on hard drive or
on local-area network (“LAN”) drives each contain a drive
letter, a colon, and a directory or subdirectories sequence
(example: “c:\data\RandomTables”). Internet locations typi-
cally start with “ftp.” or “www.” followed by a text string,
a type identifier, and possible directory and subdirectory
elements separated by slashes. The first location string 1410
is normally that of the directory 0310 containing the random
tables 0230. The second is normally that of the working
directory 0420. Location strings 1410 are written one after
the other, with only a terminating null to separate them.
Location strings 1410 are referenced by their relative offsets
within this concatenated list. For example, the first location
is zero, the second location counts forward the length of the
first location plus one for its null.

[0162] Names 1420 of reconstitution files 0270 are as
discussed under 0451 names of output files, 0320 name of
first reconstitution file, and 0450 prefix for output file names.
The next two entries 1421 and 1422 provide detail.

[0163] The name of the first reconstitution file 1421
appears in long form. The user was given the option to
impose a name 0320 for the first reconstitution file 0270.
Long form names in many operating systems may be up to
256 bytes in length. If no name was imposed, a scrambled
name is used. The name, whatever its derivation, is stored at
this point in the reconstitution body 1260.

[0164] Names of additional reconstitution files 1422, if
any, are stored in the short form. If multiple pass cascading
fragmentation 0362 is used, there are up to six additional
reconstitution files 0270 created, one for each cascade after
the first. The names are as discussed under names of output
files 0451 (see also 0450, 0452, and 1230). When stripped of
its .REC suffix, each name is comprised of exactly 8 bytes
of letters and digits; the last five or more are randomly
selected. These additional names (if any) are recorded
immediately after the name of the first reconstitution file
1421, each with a terminating null byte.

[0165] The name 1430 (sce also 1170) of the one index file
0260 is disguised under what appears to be the name of a
composite file 0250. The eight first bytes of that name with
a terminating null byte are recorded at this point in the
reconstitution body.

[0166] The names 1440 of the 2 to 120 composite files are
stripped of their .PVT suffix. The eight byte names as
discussed above (0451 and 0450) are listed one after another
at this point in the reconstitution body 1260. Each eight byte
name is followed by a terminal null.



US 2002/0042859 Al

[0167] Offsets of Internet locations 1450 take the form of
from zero to 48 compressed integer relative offsets within
location strings 1410. The actual number is determined by
calculating the redundancy setting 0430 (range O to 3) times
the dispersion count 0410 (range 2 to 16). Each Internet
location string appears as a null terminated ASCII sequence
within strings 1410; among offsets 1450 each is referenced
by its relative offset within the set of location strings 1410
within the reconstitution body 1260.

[0168] FIG. 15 sets out the elements that are the building
blocks of the reconstitution plan 1270. The reconstitution
plan 1270 is a compressed list of the steps required to
reconstitute original data files 0220 from the dispersed
composite files 0250 and the index file 0260. The process of
reconstituting data 0160 is a precise and exact step-by-step
reversal of the actions taken during the fragmentation run
1740. For example, some action codes are associated with
the opening or closing of files. Where a code represents
opening a file for processing in fragmentation 1740, that
code represents closing the same file and finishing process-
ing of that file in reconstitution 0160. The same reversing
effect applies to all actions. One consequence is that files
must be fully identified both when they are opened and when
they are closed.

[0169] The reconstitution plan 1270 comprises one byte
action codes followed immediately by a trailer appropriate
to that action code. In the plan 1270, action codes and
trailers are interspersed as one continuous byte stream.
There are 12 action codes; their numbering is historical
accident deriving from creation of the first prototype. The
one essential feature is that the numbers must be under 256
so that each code may be expressed in one byte. The
discussion at this point views the reconstitution plan as a
completed entity; FIGS. 18, 19, and 20 deal with how this
entity is created.

[0170] Each record 1501 within the reconstitution plan
denotes an action code 01. The most basic process in the
system and method to privatize computer data 0110 is to
identify a fragment 1620 from within a original data file
0220, apply disguising techniques to the fragment, and
assign it a location in one of a plurality of fragment heaps
1651. This process is directed by a fragment handling guide
1640, which is drawn from a random table 0230. A lengthy
series of such actions 1501 can be recorded very compactly
in only five bytes—the 01 code in one binary byte, the two
byte address of a starting location for the first in a series of
fragment handling guides 1640, and the two byte address of
the last location in that series. In the process of reconstitut-
ing privatized data 3040 this five byte sequence provides all
that is needed to apply in reverse order a series of fragment
handling guides 1640 in order to remove disguises from
fragments 1620 drawn now in reverse round-robin order
from composite files 0250 and to reconstitute the original
data files 0220 in their vulnerable form.

[0171] Each record 1502 denotes an action code 02. This
is a single instance of applying one only fragment handling
guide 1640 to one particular fragment 1620. Action code 02
is used in the special case where the fragment 1620 consti-
tutes the remaining byte(s) at the beginning of an original
data file 0220, and that fragment is shorter than is indicated
by the selected fragment handling guide 1640. The trailer for
an action code 02 consists of the two byte address of the
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specific fragment handling guide 1640 and one byte indi-
cating the actual length of the residual fragment 1620. Entity
1502 (action code 02) is relatively infrequent—not more
than the number 0730 of original data files 0220 that
comprise input for one privacy protected archive 0261.

[0172] Each record 1511 denotes an action code 11. This
one byte code plus a compressed integer trailer indicates the
closing of a original data file 0220 which is output during
reconstitution 0160. (During fragmentation 1740, the same
1511 action indicates opening the next available original
data file 0220 as input.) The trailer is the offset within the
index file 0260 where information is stored regarding that
original data file’s name 0540, directory location 0530, size
0560, date and time 0570. Where there is only one cascade
(single pass fragmentation 0361), the trailer is an absolute
offset within the index file 0260. Where there has been
multiple pass cascading fragmentation 0362, the trailer for
an action code 11 is relative within the offset range 1364
indicated within the reconstitution file 0270.

[0173] Each record 1512 denotes an action code 12. This
one byte code plus a compressed integer trailer is the
counterpart of an action code 11 (entity 1511). Action code
12 signals opening the next available original data file 0220
during reconstitution and closing it during fragmentation.
The trailer is an offset in the index file 0260, the same as in
action code 11.

[0174] Each record 1513 denotes an action code 13. There
are up to 16 file pointer streams available for input during
fragmentation 1740, or output during reconstitution 3040, of
data elements read from or written to original data files
0220. Each such file is opened once and closed once; during
the time that it is open, the original data file 0220 is
associated with one and only one stream. The streams are
numbered O through 15. Thus, while it is open, an original
data file 0220 is fully identified by a four bit (half a byte)
stream number. This very compact identifier is used within
fragment handling guides 1640; since these are drawn from
random tables, the effect is unpredictability with respect to
where fragments are drawn from or written to. Streams are
opened only once, and closed only once during either
privatizing 1740 or reconstitution 3040. Zero, one, or a
plurality of original data files 0220 may be handled through
one stream, but only one file at a time. When there are over
16 original data files 0220, then all streams will be open for
at least part of the processing. When a file associated with
that stream is closed, the next file to be opened will be
associated with that same stream. It is of fundamental
importance to know which streams are open and which are
closed. Action code 13 plus one binary byte containing the
stream number O to 15 signals opening a stream for the first
time during reconstitution and permanently closing the
stream during fragmentation once the point is reached that
there are no further original data files 0220 to process.
Action code 13 is used once for each stream number. When
a stream is closed, the stream number in any fragment
handling guide 1640 defaults automatically to the next
higher stream number that is still open (cycling through . . .,
14, 15,0, 1,2, . . . and up as needed).

[0175] Each record 1521 denotes an action code 21. This
one byte code has a trailer of four integers. During recon-
stitution 3040, action code 21 prompts a sequence of iden-
tifying a composite file 0250, opening that file, identifying
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and positioning to a composite segment 1652 within that file,
reading that segment into a fragment heap 1651, closing the
composite file 0250, and positioning a pointer to the first
byte past the end of the real data in the segment (to any
random padding that filled the segment out to 65,536 bytes
or to some lower multiple of 1,024 bytes). The four integers
in the trailer are: (a) a two byte size 1654 of the composite
segment 1652 in bytes prior to random padding—typically
a value just less than 65,536, with the value zero interpreted
as exactly 65,536; (b) a one byte value 0 . . . 119 which
specifies a particular one of the up to 120 composite files
0250; (c) a one byte value 0 . . . 15 which specifies one of
the fragment heaps 1651; and (d) a compressed integer
containing the offset in multiples of 1,024 at which the
composite segment 1652 begins within the composite file
0250. Example: Suppose an action code 21 appears in the
reconstitution plan followed by the four values 65531, 97, 2,
and 192. That means that the segment is 65,531 bytes long,
the composite file 0250 name and related data are found at
subscript 97. The segment of interest will be placed in
fragment heap subscript 2 during reconstitution, and will be
read from the target file starting at 192 k (byte # 196608).

[0176] Each record 1522 denotes a dummy action code 22.
This is used during a fragmentation run 1740 to carry
temporarily some of the trailer data for action code 21.
Action code 22 does not appear in the reconstitution plan
1270 and is not used in the reconstitution process 3040.

[0177] Each record 1531 denotes an action code 31. This
one byte code with a one byte trailer signals a cessation of
use, at least for the time being, of a random table 0230
during the reconstitution process 0160. The trailer holds the
subscript 0 . . . 7 of the random table. This subscript in turn
points to the 65,551 byte buffer 1630 set aside for the
random table and to one of the eight random table identifiers
1370 in the reconstitution header 1250. In every instance but
the last, an action code 31 and its trailer are followed by an
action code 32.

[0178] Each record 1532 denotes an action code 32. This
one byte code plus its one byte trailer are the counterpart to
action code 31. Action code 32 refers to the commencement
of use of a random table 0230 during the reconstitution
process 0160. The trailer is exactly as for action code 31.

[0179] Each record 1541 denotes an action code 41. Con-
tent of the camouflage buffer 1680 is swapped at random
intervals during processing in both directions. Action code
41 signals closing out the use of one set of contents during
reconstitution. The one byte trailer contains an entry number
0 ... 119, which specifies a particular one of the up to 120
composite files 0250.

[0180] Each record 1542 denotes an action code 42, the
counterpart of action code 41, with the same one byte trailer.
Action code 42 signals loading the camouflage buffer with
the first 65,536 byte sector of the indicated composite file
0250.

[0181] Each record 1591 denotes an action code 91. This
last action code takes a four byte trailer, identical in makeup
to the action code 01 trailer, that is, a beginning 16 bit offset
and a terminating 16 bit offset within the currently active
random table 0230. Action code 91 indicates a series of
exclusive OR operations being applied from the camouflage
buffer 1680 to a composite segment 1652 in both directions

Apr. 11, 2002

of processing. During fragmentation 1740, a random number
of exclusive OR operations are applied from the camouflage
buffer 1680 to the composite segment 1652 just before it is
written out to a composite file 0250. During reconstitution
3040, the same exclusive ORs are applied (in the reverse
order) to a composite segment 1652 just after it has been
read into the buffer for the fragment heap 1651 from the
composite file 0250. Each exclusive OR operation is guided
by 6 bytes in the active random table 0230. Action code 91
appears in the reconstitution plan as the very first entry after
a composite segment 1652 has been read in. The trailer
indicates a range of bytes in the currently active random
table 0230—from 2 byte address to 2 byte address. Each two
byte address in the range points to a six byte portion, again
within the currently active random table 0230. This six byte
portion is treated as three two byte integers: (a) starting byte
in the camouflage buffer, (b) starting byte in the fragment
segment buffer, and (c) length of the exclusive OR opera-
tion. Exclusive ORs are truncated if they pass the end of
either the camouflage buffer 1680 or the composite segment
1652 held in the buffer for the fragment heap 1651.

[0182] The purpose of action code 91 is to destroy, all if
any, vestige of pattern in composite files 0250. The content
of the camouflage buffer 1680 is randomly changed. All
exclusive OR operations are random and unpredictable. The
result is that the person wishing to recover data is utterly
dependent on access to the reconstitution plan 1270 within
the reconstitution file 0270. There is a staggeringly high
number of possible exclusive OR options across a privacy-
protected archive 0261. For a reverse engineer, there is no
objective evidence to show whether any particular attempt
has been an improvement or deterioration in progress toward
the solution. Without the reconstitution file 0270 to provide
the reconstitution plan 1270, a reverse engineer or even a
person equipped with full source code is unable to retrieve
the original data files 0220 in their vulnerable form.

[0183] Note that action code 91 is applied during the last
cascade only if the user has selected multiple pass cascading
fragmentation. Very little is achieved by obscuring patterns
in the temporary files since the interim outputs are deleted
and only the last set of composite files 0250 is kept.

[0184] AIll discussion to this point has been of inputs and
outputs pertaining to the system and method to privatize data
0110. FIG. 16 introduces intermediate objects 0280 which
support the processing required to convert inputs to outputs.
There are ten such objects or groupings of objects. Variable
names are shown for some of the elements in the support
groups; these names are drawn from the microfiche appen-
dix accompanying this patent application; see in particular
the header file “PryvitDL.h”.

[0185] (1) Intermediate object group 1610 comprises sup-
port for 16 concurrently active original data files 0220. The
user’s original data files 0220 are unpredictable in size and
number. There is no assurance that it is safe to read an entire
file into random access memory. Hence each such file is
brought one segment at a time into a specific one of 16
original data buffers. The primary members of intermediate
object group 1610 are 16 original data buffers 1612, and a
current input identifier 1613. The latter is a value from 0 to
15 which designates which of the up to 16 members of the
group is being currently referenced.

[0186] Most operating systems allow more than 16 file
streams to be open at one time, but not necessarily 32 or
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more. The limit of 16 open file streams is selected both
because it is supported by all relevant operating systems, and
further because it allows a file that is open to be completely
identified by a four bit value 0 through 15. The result is that
references to one of the user’s original data files 0220 can be
compressed to four bits within the reconstitution plan 1270.

[0187] The original data buffers 1612 take the form of an
array of one byte integers named “OrigBuff[ 16][2048]. (The
value 2048 is arbitrary; any value may be selected that is
appropriate for memory management under the implemen-
tation’s selected operating system and computer language.)
The current input identifier 1613, that is, the currently
referenced member in the support group 1610, is identified
by an integer “CurrOrigNo” (value 0 to 15) drawn from a
fragment guide 1640. Other relevant variables in interme-
diate object group 1610 are: (a) integer “sizeOrigFile[16]’=
the size of each original data file 0220 currently open, (b)
integer “TimeStamp[16]’=the date and time of each such
original data file, (c) integer “OrigDirLocn[16]”=the offset
within the location strings 1410 of each such file’s directory
location, (d) file stream pointers “fpOrig[16]”=operating
system access to up to 16 currently open original data files
0220, (e) integer “ptOrigBuff[16]”=pointers within each
buffer, and (f) single byte integer “OrigStream Active[ 16]’=a
flag to indicate for each stream whether it is currently
active/open, with O indicating inactive and 1 indicating
normal operations.

[0188] (2) A fragment 1620 is an essential subset of an
original data file 0220. In processing to privatize data 0290,
original data files 0220 are exploded into fragments 1620
with each fragment ranging from 1 to 16 bytes in length. The
small and unpredictable size of fragments 1620 and the
further unpredictable ways in which fragments 1620 from
multiple original data files 0220 are disguised and placed
together in composite files 0250 enhances the method’s
intended indecipherable pattern-free privacy.

[0189] (3) The random table buffer 1630 supports eight
random tables 0230 in memory. Logic in later processing is
simplified if each of eight sections within the buffer is
65,551 bytes rather than only 65,536 bytes in length. The
program 0930 has identified the directory 0310 containing
random tables 0230. It searches that directory for names of
the form PVT#####. TBL; there must be a minimum of one
for the program to continue. If over eight random tables are
present, the program randomly selects any eight. If eight or
fewer are present, all are selected. Each of the selected
random tables is read into one of eight sections in the buffer
(single byte integer “RTable[8][65551]); then the first 15
bytes are copied over into the extra space at the end of the
section. This means that the longest fragment 1620 (16
bytes) can be matched by any two byte address zero to
65,535 within the random table 0230. A pointer within the
active table is declared (integer “ptRTable”) for a variety of
uses. A further need is to know which random table 0230 is
currently active; this subscript is stored in an integer
“ActiveRTable”.

[0190] (4) A fragment handling guide 1640 comprises six
successive bytes from the random table 0230. In step 1840
the fragment handling guide will be broken into compo-
nents. The first component is current input identifier 1613
which designates which of the up to 16 input streams will act
as the source of the fragment. This value 0 to 15 is taken
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from the high order four bits of the first byte of the fragment
guide 1640. The length 1642 of the fragment (integer
“FragmentLength”) is calculated by adding one to the value
in the last four bits of the same byte; the length ranges
between 1 and 16. In the special case 1502 where the length
remaining in the original data file 0220 is shorter than that
calculated from the guide 1640, the length 1642 is set to the
actual remaining length. The second and third bytes of the
guide 1640 are treated as a pointer 1643 (integer “Bgn-
FragXOR”) within the currently active random table 0230 to
a stream of random bits equal in length to the fragment 1620.
These random bits will be overlaid on the fragment in an
exclusive OR operation as a method of primary disguise of
the fragment. The fourth through sixth bytes of the guide
1640 are each split into two 4 bit integers, “DisguiseMethod
[3]” and “DisguiseParam[3]”, the high and low four bits of
each byte respectively. These fragment disguise controls
1644 guide up to three additional mathematical techniques
that may be applied to a fragment 1620 to disguise its
content.

[0191] (5) Intermediate object group 1650 is support for
16 fragment heaps 1651 (single byte integer “FragHeap[16]
[6553671”). Each 65,536 byte heap is a repository (or storage
structure, such as, but not limited to a buffer) for fragments
1620 that have been drawn from the original data files 0220
and disguised per the parameters in a fragment guide 1640.
Only “dispersion count 04107, that is, 2 or more of the
fragment heaps 1651 will be in use; any extras in the range
“dispersion count plus one” up to 16 are idle. Pointers
(integer “ptFragHeap[16]”) indicate accumulated bytes in
each heap. When a fragment heap is so full that it cannot
contain the next fragment, or when there are no original data
buffers 1612 remaining active within intermediate object
group 1610, the size 1654 of the fragment heap 1651 is
noted, and then the fragment heap 1651 is padded as
necessary with random bytes out to the next multiple of
1,024 bytes. At this point (being full or terminated, and then
padded), the content of the fragment heap 1651 becomes a
composite segment 1652. This composite segment 1652 is
subjected to a camouflage process (1680 and 2085), then
written or appended to a composite file 0250.

[0192] (6) Group 1660 is support for 120 composite files
0250, many of which may be inactive throughout one
session of privatizing original data files 0220. (a) An integer
value, “MaxCtPvtFiles”, is calculated based on the disper-
sion count 0410 to set the actual maximum number of
composite files 0250. Per the discussion under the third of
the five file counts 1380, for dispersion counts of 2, 3, 4, 5,
6, 8, 10, 12, and 15 the maximum count is 120 since 120 is
a multiple of each of these numbers. The other maxima are
set to the nearest multiple under 120 . . . 119 for 7, 117 for
9, 110 for 11, 117 for 13, 112 for 14, and 112 for 16. This
count is included as the third among the five file counts 1380
included in the reconstitution header 1250. (b) Another
integer, “ctPvtFiles”, tracks the count of composite files
actually created, up to the above maximum value. (¢) An
integer “ctPvtSegments” counts the segments written so far;
this is the same as the count of files until the maximum count
is reached. (d) The names of 120 composite files 0250 (as
well as the index file and seven reconstitution files) are
created, per the discussion under the heading names of
output files 0451. The 128 names are checked for uniqueness
in characters 4 through 8, and more names are created as
necessary to ensure this uniqueness. If the user has specified
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a common prefix 0450 to the output file names, this is
applied to all the names. Note that composite files 0250 are
only opened momentarily, and only one at a time, in order
to write or to append a composite segment 1652. There are
therefore no ongoing file pointers or open streams for output
composite files 0250 (in contrast to the handling of input).

[0193] (7) Group 1670 is support for one index file 0260
as described in FIG. 11.

[0194] (8) The camouflage buffer 1680 supports camou-
flage of composite segments 1652. The camouflage buffer is
exactly 65,536 bytes in size, matching the size of a random
table 0230 and a full fragment heap 1651. The camouflage
buffer 1680 can be declared as single byte integer “Camou-
flage[65536]”, together with a pointer (integer “ptCamou-
flage”) within the buffer, and another integer (integer
“idCamouflage™) to specify current contents of the buffer.
When initialized, the buffer is loaded with a copy of the first
65536 bytes of the first section of the random table buffer
1630, and the identifier is set to some “magic number”
outside the normal range to identify the temporary special
content. It is sufficient at this point to initialize the camou-
flage variables; usage of the camouflage buffer will be
discussed in 2020 and 208S5.

[0195] (9) Group 1690 relates to a temporary file to
accumulate fragmentation steps. This fragmenting record is
unpredictable with respect to number of steps and cumula-
tive size. Since the information is not used until it is time to
build the reconstitution plan (steps 2130 and 2140), another
entity is initialized at this point. A temporary file 1690 is
established to record fragmentation actions/steps. The file
consists of one byte action codes alternating with four byte
fixed length trailers. A count of fragmentation action records
is helpful data. Records 1501 merit special handling, since
one action code and one trailer summarize many sequential
action code 01 steps. Therefore provision is made to count
unbroken sequences of action code 01 steps and to record the
offset of the first fragment guide 1640 within the currently
active random table 0230.

[0196] (10) Group 1695 relates to support for locations
strings. There is one directory 0310 on hard disk for all the
random tables 0230, one location on hard disk for the
working directory 0420, and up to 16 times 3 (or 48) Internet
locations 0440 (see also 1450). Data must be put in its final
form in order to have access to the offset of each location
within the buffer. Assuming the worst case of 256 bytes for
each of the 1+1+48 locations means that it is sufficient to set
aside a buffer of 12,800 bytes. Support includes the neces-
sary pointers to these up to 50 strings.

[0197] FIGS. 17 through 21 deal with processing steps
acting upon or creating the input, output, and intermediate
entities above.

[0198] FIG. 17 provides a first level of detail of the steps
involved in processing 0290 to privatize data. Before getting
into detail, consider the key aspects of FIG. 17. After
initialization, fragments 1620 of up to 16 original data files
0220 at a time are drawn in apparently random order
progressively forward from the end of each input file,
disguised, and added round robin at the end of fragment
heaps 1651. Completed fragment heaps 1651 are padded
into composite segments 1652, then camouflaged and writ-
ten out to composite files 0250. The balance of the method
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comprises the steps of creating a reconstitution file 0270,
finalizing and dispersing the various outputs, and reporting
results to the user.

[0199] Now for greater detail regarding FIG. 17. The user
is presumed to have clicked on the first tool bar icon in FIG.
01, the system and method to privatize computer files 0110.

[0200] In step 1710, the user inputs the control selections.
Behind the scenes, the program devises the preferred default
values and displays them within the “options” (FIG. 03),
“locations” (FIG. 04), “select files” (FIG. 05), and “select
drive” (FIG. 06) dialogs. The user’s choices within these
dialogs are presented in detail earlier in this document
(FIGS. 03 through 06).

[0201] Step 1720 is to initialize the intermediate objects
0280 as detailed in FIG. 16. This initialization in part
precedes, in part is simultaneous with, and in part follows up
on step 1710. Most of the detail can be inferred from FIG.
16. Certain portions warrant further comment. For example,
with the current file selection list 0520 in hand, it is possible
to open up to sixteen original data files 0220 (see interme-
diate object group 1610). Here refer to function “OpenOne-
Orig.cpp” in the microfiche appendix, whose precise logic
for opening each input original data file 0220 is summarized.
The first time data is read from an original data file 0220 into
one of the 16 original data buffers 1612 within intermediate
object group 1610, the system positions to 2,048 bytes
before the end of the original data file 0220 and reads the last
2,048 bytes into the appropriate one of the 16 original data
buffers 1612 in sequential order. In the actual processing
(FIGS. 18 and 19), under direction from the random table
0230 and the fragment handling guide 1640, fragments are
drawn successively from the end and progressively forward
from the original data buffer 1612, and are added at the end
of the next fragment heap 1651 in sequence. Key point:
Original data files 0220 are fragmented from the end,
moving progressively forward. The cost in complexity is
minor compared to the efficiency and simplicity that are
achieved in writing out reconstituted original data files 0220
when they are later retrieved 0160 from their privatized
state.

[0202] Each time a portion of an original data file 0220 is
loaded for the first time, a file pointer to an input stream is
opened. If there are less than 16 original data files 0220 in
total within the selection list of data files 0520, then a flag
should be set to indicate there are less than sixteen input files
(see intermediate object group 1610).

[0203] Initialization 1720 must provide for cascading
0362 if this has been selected. This is accomplished in part
by putting step 1740 within a loop with “count of cascades
0360~ (1 to 7) iterations.

[0204] The central task within FIG. 17 is to fragment
(1740) original data files 0220. Detail of this processing is
found in FIGS. 18, 19, and 20.

[0205] Step 1750 is reached from step 1820 when all input
data has been processed. Step 1750 consists of finalizing and
dispersing composite files 0250. Each fragment heap 1651 is
randomly padded 2010 to the nearest 1,024 byte multiple,
transforming it into a composite segment 1652. The remain-
ing steps in FIG. 20 are repeated for each of the fragment
heaps 1651. If the user has elected to disperse composite
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files 0250 to Internet locations 0440, all files are copied,
normally by file transfer protocol (FTP), to their respective
Internet destinations.

[0206] Step 1760 is to finalize the index file 0260. It has
been written to disk progressively during fragmentation. If
a suitable disguising technique has not been applied during
processing, the content may be retrieved, its contents dis-
guised, and written out with the assigned name 1170. If
outputs are being dispersed to the Internet, the index file
0260 should be sent to the first of the “dispersion count
0410 sites (with copies to mirror sites if redundancy count
0430 is greater than one).

[0207] Step 1770, building a reconstitution file, is
described in FIG. 21.

[0208] Step 1780 consists of housekeeping matters such as
closing files that are open, and deleting original data files
0220 if the user selected the option 0340 for automatic
deletion. Deletion may be more secure if the content of the
file is overwritten with random data and saved prior to its
deletion. Step 1780 normally includes reporting to the user
successful completion. The version in the microfiche appen-
dix also reports timing. When an exceptional situation
occurs, the interface must list specific error situations
encountered in the process of privatizing computer data.

[0209] FIG. 18 scts out detail underlying step 1740,
fragmenting original data files 0220. This processing is set
up within a loop that may be traversed hundreds of thou-
sands of times for one set of original data files 0220. There
is considerable detail within each step shown in FIG. 18. A
good implementation depends on checking very quickly
whether each particular step applies on a particular iteration.
For example, steps 1810 (check input status), 1830 (process
random table matters), and 1860 (ensure space for fragment)
normally amount to nothing more than a very high speed
check of a condition before proceeding to the next step. The
core steps of fetching a fragment guide and interpreting it
1840, applying the guide to disguise and append a fragment
to a fragment heap 1880, and recording an action 1890 are
each very quick. The net result is that the user perceives a
rapid completion of the task of privatizing an entire set of
original data files 0220. The version in the microfiche
appendix demonstrates the speeds that can be attained in a
good implementation.

[0210]

[0211] Step 1810 is to reset and check input data status.
There is no need each time to check every one of the up to
16 inputs, but only the one input from which a fragment was
drawn in the preceding iteration. If 16 or more bytes remain
(enough for the largest possible fragment), then nothing
more remains to be done in step 1810. In the exceptional
situation in which the number of bytes remaining in the most
recently active original data buffer 1612 has dropped below
16, only then is it necessary to proceed through the detail of
step 1810 found in FIG. 19.

[0212] Step 1820 is to determine whether every input
stream has reached the point of having no further input data.
This amounts to checking a flag that is set within the detail
in FIG. 19. If more input data exists, processing passes to
step 1830. Once and once only, when the point is reached in
which all data has been used up, processing passes instead
to step 1750, finalizing and dispersing the composite files
0250.

FIG. 18 consists of the following repetitive steps.
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[0213] Step 1830 serves the purpose of reducing predict-
ability and suppressing the emergence of patterns that might
otherwise inform a reverse engineer who is trying to inter-
pret files within a privacy protected archive 0261. Process-
ing random table matters 1830 may be subdivided into
periodic swap of the active random table 1831 and periodic
swap of the start position step 1832 within the active random
table 0230.

[0214] In step 1831, it must first be determined whether it
is time to swap the selection of which section of the random
table buffer 1630 is currently active. If only one section of
the random table buffer 1630 is in use, the answer remains
“no” throughout. If two or more random tables 0230 have
been found and loaded during initialization (1720 and 1630),
then swaps are possible. If there are three or more, the choice
of which to designate the active section is made randomly.
In function “HandleRTable.cpp™ in the appendix, the swaps
are set to occur on the average once in every 256 fragments
1620 that are processed. This must be at random rather than
calculated intervals, since a central objective of the present
invention is unpredictability. Therefore, a random number is
selected each time this point is passed. If the random number
is a multiple of 256, the choice of section within the random
table buffer 1630 is swapped (one chance in 256). If there is
a swap, it is recorded with an action code 32 (close during
fragmenting 1532) followed by an action code 31 (open
during fragmenting 1531). The swap amounts only to a
change of subscript (integer “ActiveRTable”) from one
value to another within the range zero to seven.

[0215] In step 1832, it is determined whether it is time to
change position within the current section of the random
table buffer 1630. The answer is yes under any of following
conditions: (a) the pointer is within six bytes of the end of
the underlying random table 0230, (b) a random table swap
has just taken place, or (¢) a random number is a multiple of
512 (one chance in 512). Note that repositioning within a
random table buffer 1630 breaks a series of action code 01
processes. The next action code 01 (record 1501) must start
with a new beginning position.

[0216] Step 1840 involves obtaining and interpreting a
fragment guide 1640. An example of the logic appears in the
function “GetlnterpretFragGuide.cpp” in the appendix. The
guide is copied from the currently active random table buffer
1630, starting either immediately after where the preceding
six byte guide was taken, or (if step 1832 led to a change)
at the designated new starting point. Once copied, the guide
is broken into its components . . . the source file stream
number 1641, the fragment length 1642, the pointer for the
beginning of the exclusive OR operation 1643, and the three
fragment disguise controls 1644. The first half of the first
byte yields the new current input identifier (1641 and 1613)
which indicates which of the sixteen original data files 0220
is to act as source of the fragment 1620. If this stream has
been marked inactive (because it is out of data), the number
of the next higher active stream is used (cycle to zero after
fifteen). Next, adding one to the second half of the first byte
yields sixteen possible fragment lengths 1642 ranging from
one to sixteen bytes. Bytes two and three of the fragment
guide 1640 are used as a seemingly random offset within the
currently active section of the random table buffer 1630 to
be used as the starting point for a byte-for-byte exclusive OR
operation applied to the fragment 1620 with a string of the
same length within the same section of the random table
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buffer 1630. Recall that in anticipating an overflow, the first
fifteen bytes are repeated at the end of the section of the
random table buffer 1630. Bytes four, five, and six each
control a further method of disguising the current fragment
1620 with the first four bits designating the method, and the
last four bits a parameter for that disguise. For example, bit
shifting might be one of the sixteen methods, and the last
three bits of the lower four bits can designate the starting
point for the bit shifting. In the version in the appendix, bit
shifting is implemented for the first control 1644; the second
and third controls are left unused.

[0217] Step 1850 involves simply copying the last frag-
ment-length 1642 bytes from the original data buffer 1612
designated by the current input identifier 1613. There are
sufficient bytes in that original data buffer 1612 except in the
case where in step 1810 it is found that the original data file
0220 in its entirety has been read, and that all but one or a
few bytes of the last original data buffer 1612 read from that
original data file 0220 is as yet unprocessed. If there are
insufficient bytes left, this is noted, so that an action code 02
(1502) will be recorded rather than an action code 01 (1501).

[0218] The fragment is now on hand, not yet disguised.
The next step, 1860, ensures that there is enough space to
receive this fragment in the next eligible fragment heap
1651. In most cases, there is enough space. In the excep-
tional case, space must be provided. There are two to sixteen
open fragment heaps 1651. Eligibility is determined on a
round robin basis. More specifically, the first fragment 1620
is sent to fragment heap 1651 subscript zero, the second
fragment to fragment heap 1651 subscript one, etc. . . . the
next fragment to the nth fragment heap 1651 (dispersion
count 0410 less one), and the following fragment 1620 to
fragment heap 1651 subscript zero. If the fragment heap
1651 does not have enough space, the target fragment heap
1651 is finalized in step 1870.

[0219] Step 1870, finalizing a fragment heap, is expanded
in FIG. 20 below.

[0220] Step 1880 involves disguising and appending the
current fragment 1620 to the next fragment heap 1651 in
round robin order. At least two disguises should be applied
to each fragment 1620. Each disguise should be computa-
tionally quick, and should use random data drawn from the
fragment guide 1640 as parameters. These techniques, com-
bined with the fact that fragment 1620 borders are unde-
fined, make the emergence of patterns virtually impossible.
In example function “DisguiseFragment.cpp” in the micro-
fiche appendix, the first disguise is an exclusive OR onto the
fragment 1620 with length 1642 starting at the point in the
currently active section of the random table buffer 1630
designated by pointer 1643. From zero to three additional
disguises may be applied using the disguise controls 1644.
In the example function “BitScramble.cpp”, the second
disguise is a lateral shift of bits across the bytes of the
fragment 1620. Note that these “short key” techniques are
computationally much more efficient that conventional
encryption. They also remain well within any known legal
limit on key length.

[0221] Instep 1890, the action taken on the fragment 1620
is recorded. In most cases, the record is simply an action
code 01 (1501); in this case, nothing is written for the time
being to the temporary file 1690 to accumulate actions. If
this is the first action code 01 in a row (some other action
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code has intervened since the last action code 01), then the
beginning and ending addresses for the trailer are set the
same. If it is a subsequent action, the ending address is
changed in the trailer. However, if the fragment 1620 was
smaller than the size designated by the fragment handling
guide 1640, this latest iteration through loop 1810 to 1890
is recorded as an action code 02. (If an action code 02—or
any code other than 01—is written, then any accumulation
of action 01 records 1501 must be written first.) To complete
step 1890, the current heap pointer is reset to zero, and the
fragment heap 1651 assignment is set to the next sequential
higher number (or back to the first heap if the dispersion
level 0410 has been reached).

[0222] At this point, processing returns to step 1810. Steps
1810 through 1890 comprise a loop, which is reiterated until
no original data files 0220 remain.

[0223] FIG. 19 is an expansion of step 1810 which
focuses on management of an original data file 0220 while
fragmenting. FIG. 19 comprises steps 1910 through 1990.

[0224] Step 1910 determines whether sixteen or more
bytes exist in the “latest use” original data buffer 1612.
Latest use is determined by the identifier 1641 in the latest
fragment guide 1640. If there are sixteen or more bytes in
that original data buffer 1612, then input status 1810 is okay
for this iteration through the loop comprising FIG. 18;
control is passed to step 1820 in FIG. 18.

[0225] Ifin step 1910 it is determined that there are fewer
than sixteen bytes in the original data buffer 1612, every
possible fragment 1620 size cannot be accommodated
therein. The first option in this case is to replenish the
original data buffer 1612. Step 1920, replenishing the origi-
nal data buffer 1612, can be carried out only if bytes remain
in the original data file 0220 that have not yet been read into
the original data buffer 1612. If that file is already depleted,
skip to step 1930.

[0226] If unread bytes remain, step 1920 starts by posi-
tioning backward in the original data file 0220 roughly 2,048
bytes earlier than the point at which data was brought in
from this file on the previous reading. To be precise, the
position is 2,048 bytes back, then the number of unprocessed
bytes still in the original data buffer 1612 forward. For
example, if there are still 13 unprocessed bytes in the
original data buffer 1612, the correct positioning point is
2,035 (2,048 minus 13) bytes prior to the point in the
original data file 0220 from which content was read the last
time from this file. Then 2,048 bytes are read. The 13
residual bytes in the example now appear as the last 13 of the
new group of bytes in the original data buffer 1612. On the
last reading from the beginning of the original data file 0220,
there is typically not 2,048 bytes not yet processed. Posi-
tioning in this special case is to the beginning of the original
data file 0220. The number of bytes is adjusted to ensure that
exactly enough bytes were taken in to handle all the as-yet-
unprocessed bytes of the original data file 0220. Also in the
special case of reading from the beginning of the file, a flag
is set to indicate that content of this original data file 0220
has been depleted.

[0227] If replenishing the original data buffer 1612 is
successful in step 1920, processing returns to step 1820.
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[0228] Reading and positioning errors in step 1920 are
fatal. If a fatal error occurs due to reading and positioning
errors, the entire process is aborted and a final report 1780
is shown to the user.

[0229] Step 1930 is reached only if the original data file
0220 was already depleted when step 1910 was reached.
Step 1930 determines whether there is still one or more bytes
in original data buffer 1612. If there are still 1 to 15 bytes
(there will not be more), processing returns to step 1820.

[0230] Step 1940 is undertaken if no bytes remain in the
original data buffer 1612 after replenishment, step 1920. In
this case, that particular original data file 0220 is closed and
an action code 12 is recorded (1512).

[0231] Step 1950 determines whether any more original
data files 0220 remain unprocessed in the user’s selection
list 0520.

[0232] Step 1960 is undertaken if more original data files
0220 remain to be processed. In this case, the next original
data file 0220 in the selection list 0520 is opened. It is
assigned the same input file stream number as the file that
was just closed. An action code 11 is recorded; its trailer
contains the offset in the index file 0260 that will apply to the
newly opened original data file 0220. The last 2,048 bytes of
the original data file 0220 (or all bytes if the original data file
0220 is under 2,048 bytes in length) are read into the same
original data buffer 1612. Since all the information is on
hand for this new file, a record is made in the index file
0260 . . . the directory entry 1110 if that has changed, the file
name 1120, the input stream number 1131, the time and date
stamp 1132, the file size in bytes 1133, and the offset of the
applicable directory location 1134 within this index file
0260. Control then passes back to step 1820.

[0233] Step 1970 is reached when there are no bytes left
in the current original data buffer 1612 and there are no
further original data files 0220 in the user’s selection list
0520. Step 1970 sets a flag that the input stream is no longer
inactive. This portion of logic is reached a maximum of
sixteen times in one fragmentation processing run. This
happens only in the latter stages of the run.

[0234] Step 1980 checks whether any file input streams at
all remain open. If there are, processing returns to step 1820.

[0235] Step 1990 is reached if there are no remaining
active input streams. In step 1990, a flag is set to indicate that
no further input data remains. Control passes to step 1820
and in this one special case, will pass next to step 1750,
finalizing composite files.

[0236] FIG. 20 is an expansion of finalizing a fragment
heap, step 1870.

[0237] Normally, step 2010 is to pad the unused zero to 15
bytes at the end of the designated fragment heap 1651 with
random bytes out to 65,536 bytes. In the event that all data
has been used and there will be no further fragments, O to
1,023 random bytes are added, exactly enough to convert the
fragment heap 1651 into a composite segment 1652 whose
active size is a multiple of 1,024 bytes.

[0238] Step 2020 is to apply camouflage to the composite
segment 1652. The purpose is to remove any possibility of
patterns appearing within a composite segment 1652 of a
composite file 0250. An action code 91 (1591) series of
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exclusive OR operations is executed for some random
number of steps starting at a random point in the currently
active section of the random table buffer 1630. See 1591
action step 91 for detail and also see “HandleFragFiles.cpp”
in the appendix for an implementation. The camouflage
buffer 1680 is used as a source of bytes for exclusive OR
operations in random patterns across the composite segment
1652. An action code 91 is recorded with its beginning and
terminating offsets within the currently active section of the
random table buffer 1630.

[0239] Step 2030 involves writing an action code 21
(1521) to indicate closure of the composite segment 1652.
The first three trailer items—two byte size of the composite
segment 1652 in bytes prior to random padding, one byte
value 0 . . . 119 which specifies the composite file 0250 to
which the composite segment 1652 is written, and a one byte
value 0 . . . 15 which specifies the fragment heap 1651 from
which the composite segment 1652 was created.

[0240] Step 2040 is to write a dummy action code 22 with
the fourth trailer for action code 21 (1521), the offset in
multiples of 1,024 at which the composite segment 1652
begins within the composite file 0250. Action code 22 is
needed during fragmentation 1740 because at this stage the
trailer width is fixed at four bytes. This restriction is lifted
later when the reconstitution plan 1270 is created in steps
2130 and 2140.

[0241] Step 2050 is a test to determine if all eligible
composite files 0250 have been written to disk. This test
takes into consideration the setting of the maximum count
“MaxCtPvtFiles” within intermediate objects group 1660, in
the range 110 to 120. If not all file names have been used,
the current segment is written in step 2060 to a new file
assigned the next composite file name in sequence. Other-
wise, step 2070 is performed, in which the composite
segment 1652 is appended to the next available composite
file 0250 in round robin order.

[0242] Step 2080 is to check the status of the camouflage
buffer 1680. When the first of all the composite segments
1652 is written out to the first composite file 0250, the
camouflage buffer 1680 contains only a copy of the first
random table 0230. This is swapped out in a step 2085 in the
first instance that a composite segment 1652 contains a full
complement of 65,536 bytes. At this point, the camouflage
buffer 1680 is filled with the content of the first composite
segment 1652 that has just been written out in step 2060; this
is recorded as an action code 41 (1541). Thereafter, on a
random basis (one chance say in four), in step 2085 swap the
camouflage buffer content 1680 by overwriting it with the
initial 65,536 bytes of the composite file 0250 associated
with the latest sector just written out in step 2060 or 2070.
In each swap 2085, two records are added to the temporary
file 1690 . . . an action code 42 (1542) to “close” the old
camouflage buffer content 1680 and an action code 41
(1541) to record the new.

[0243] In step 2090 the fragment heap 1651 is reinitiated
by resetting the pointers so that the fragment heap 1651 can
receive new entries starting at its beginning.

[0244] Recall that steps 2010 through 2090 are detail that
are entered into only when step 1860 revealed that there was
not enough space remaining in the fragment heap 1651 to
receive the latest fragment 1620.
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[0245] FIG. 21 expands upon step 1770, building a recon-
stitution file 0270. This is reached only after all processing
within FIGS. 18, 19, and 20 has been exhausted. The
objective at this point is to create a reconstitution file 0270
containing all information needed to retrieve the original
data files 0220 in the future. This reconstitution file 0270
will be disguised and encrypted so that it can be used only
by the computer that created it.

[0246] Step 2110 is to create the reconstitution header
1250. The structure in FIG. 13 is sufficient to guide con-
struction of the header. The first portion of “BuildReconFi-
le.cpp” in the appendix illustrates a straight forward imple-
mentation of this step.

[0247] Step 2120 is to create the reconstitution main body
1260. All components for the body are described in FIG. 14.
Their content is in RAM in final form, so they are simply
appended as the next part of the reconstitution file 0270.
Again, “BuildReconFile.cpp” provides a useful illustration.

[0248] Step 2130 lays the groundwork to cycle through all
action codes in reverse order. During fragmentation 1740, all
actions were recorded in a temporary file 1690 in fixed width
format—one byte action code followed by the trailer in four
byte form. These five byte segments must be read in reverse
order. Since the full size is known, a buffer can be allocated
dynamically. The entire temporary file is read into this
buffer. A pointer is set to the end of this buffer.

[0249] Step 2140 involves reading the action codes with
their trailers in reverse order, copying the code, and com-
pressing integers or otherwise processing the trailer in a way
that depends on the particular action code. The result is
appended, one action code at a time, onto the end of the
reconstitution file 0270. The totality of these action codes
with their processed and/or compressed trailers constitute
the reconstitution plan 1270. Specific processing of the
action codes follows.

[0250] Step 2141 applies to action codes 01 and 91 (1501
and 1591). The four byte trailer, consisting of two 16 bit
offsets, is copied without change.

[0251] Step 2142 applies to action code 02 (1502). The
first three bytes are copied, and the fourth byte is dropped.

[0252] Step 2143 applies to dummy action code 22 (1522).
The first two bytes are retained in memory in preparation for
the action code 21 which will immediately follow. There is
no further action with dummy action code 22.

[0253] Step 2144 creates a four integer trailer with five or
more bytes for an action code 21 (1521). Full detail and an
example are provided in 1521 above.

[0254] Step 2145 applies to action code 13 (1513). The
stream number is reduced to a one byte compressed integer
trailer.

[0255] In step 2146, all remaining action codes (1511,
1512, 1531, 1532, 1541, 1542) have their trailers reduced to
one compressed integer.

[0256] Step 2150 is undertaken when all action codes and
their trailers have been processed to complete the reconsti-
tution plan 1270. Step 2150 is to disguise the completed
reconstitution file 0270 in a way that makes it accessible to
only the computer which privatized the current set of
original data files 0220. The implementation of step 2150
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depends on the computer identification system that is used in
conjunction with the system and method to privatize com-
puter data. See computer identifier 0922.

[0257] Step 2160 is to encrypt the entire reconstitution file
using a broadly respected cryptographic algorithm. A defini-
tive choice is outside the purview of this patent application.
Recall that the reconstitution file 0270 is normally withheld
or distributed only in a most guarded manner 1220. The
intent of encryption is to add another layer of protection,
should the reconstitution file fall into unfriendly hands. The
standard reference work on encryption is Bruce Schneier,
Applied Cryptography, 2nd edition, New York: John Wiley
and Sons, 1996. In the first Windows implementation of the
method to privatize computer data 0110, the selected tech-
nique was GOST (Soviet military encryption that came into
public domain with the fall of the Soviet Union). A 32 bit
key was derived from the 15 random bytes 1310 included at
the beginning of the reconstitution header. Calculating a key
from random bytes is not as secure as a public key/private
key protocol; other methods might be considered as net-
working connectivity improves in the future. Another sig-
nificant factor in the choice of encryption methodology (at
least for US citizens) is evolution of regulations of the
Bureau of Export Administration (US Department of Com-
merce). Recall that the reconstitution file 0270 has been
designed to be quite small relative to the composite files
0250. Because the intensive computation required for
encryption is applied to a relatively small entity, the user
does not experience the delays to be expected when encrypt-
ing large quantities of data.

[0258] 2170 is the last step in FIG. 10. The disguised and
encrypted reconstitution file 0270 is named as in 0320, 0451,
and 0450, and written out to hard disk. For the sake of
increased security, there is no automatic transfer of the
reconstitution file 0270 to Internet locations.

[0259] This completes all aspects of processing to priva-
tize data.

[0260] FIGS. 22, 23, and 24 demonstrate an implemen-
tation of the support procedure to share access 0120 to
privacy protected archives 0261, whether for recovery on a
backup computer or for deliberate distribution of rights to
specific other computers. The distribution procedure is not
essential to the system and method to privatize computer
data. But it provides an attractive means to get privacy
protected information quickly to anywhere in the world,
taking advantage of the nature of the Internet. To repeat from
above: The Internet appears very public, yet it is an excellent
hiding place for composite files 0250 located under obscure
directory and subdirectory names. An authorized person
equipped with a reconstitution file 0270 tailored to his/her
computer plus the correct password 0330 could reconstitute
data hidden on the Internet. He or she does not even need to
know where the information is; the reconstitution file 0270
holds all the relevant information. Thus the system and
method forms a basis for “private distribution” that is quick,
accurate, and totally independent of geography (location in
the world).

[0261] FIG. 22 is technically not part of this patent
application. It demonstrates a support process that facilitates
granting access to other computers. The viewpoint in FIG.
22 is that of the person requesting access to one or more
privacy protected archives 0261.
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[0262] Note 2210: This capability does depend on a com-
puter identification system of some sort. This technology as
noted above (0922 and 0923) is outside the purview of this
patent application. Assume simply that there is a means of
reliably identifying the computer that is operating the pro-
gram 0930, and that users can exchange computers signature
files 0923 that are self-authenticating.

[0263] Note 2220: The screen image shown in FIG. 22 is
from a product called “Secure Software Rental” by Marpex
Inc. (also the originator of the system and method to
privatize computer files 0110). This screen image is viewed
on the computer of the person who requests access to one or
more privacy protected archives 0261.

[0264] In step 2230, fill in a time span over which the
signature file created here is to be valid. A default value of
60 days, 0 hours, and 0 minutes is deemed reasonable.

[0265] Step 2240, an “in response to” input, may be left
blank.

[0266] Step 2250 should start with browsing to a location
in which the signature file is to be placed. Then give a name
for the signature file. A suffix “.XPM” will be added auto-
matically.

[0267] Clicking the “save signature” button initiates a
process 2260, which creates a computer signature file 0943.
This system produces a 1,260 byte signature that uniquely
identifies the computer without using data from any files and
without any information about the user of the computer or
about any organizations. It contains material that can be used
later to disguise a reconstitution file 0270 so that it can be
used only by this requesting computer and by no other.

[0268] In step 2270, the requester transmits the signature
file 0943 by some means (possibly email attachment) to the
author of the desired privacy protected archive(s) 0261.

[0269] FIG. 23 presents the first of two screens used for
input by the owner of a master or backup copy of a
reconstitution file 0270. The objective is to share access to
one or more privacy protected archives 0261 with selected
persons on computers for which those selected persons have
submitted signature files 0943. These signature files 0943
are collected on the author’s hard drive. If the Secure
Software Rental version is used, the signature files are
placed in a directory called “Marpex” in the drive on which
Windows is installed.

[0270] Step 2310 is to identify the privacy protected
archive 0261 for which access is to be shared. This is done
by browsing and selecting the reconstitution file 0270 (or
first reconstitution file if multiple pass cascading fragmen-
tation 0362 has been used).

[0271] Step 2320 is to enter the valid password 0330 for
that reconstitution file 0270.

[0272] Step 2330 is to select the rights to be assigned to
the new version of the reconstitution file 0270, whether
backup 1212 or distribution 1213. Backup versions 1212
have considerably more scope, and should only be given to
trusted persons.

[0273] Step 2340 is to select one signature file 0943 at a
time.
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[0274] These signature files 0943 are incorporated into a
list 2350, which is displayed in the lower half of the screen
image. This list should contain signature files 0943 only for
computers and users that are to be granted authorization.

[0275] A signature file 0943 name 2351 normally corre-
sponds to the name 2250 given by the requester. Built into
the signature file 0943 is among other things an eight byte
computer ID 2352; see 0922.

[0276] A delete button 2360 is available to remove a
highlighted entry from the list 2350.

[0277] Pressing the “next” button 2370 initiates a brief
process to validate that the current computer 0920 has rights
to the selected reconstitution file (0270 and 2310), that the
reconstitution file type 1320 is either Master or Backup, and
that the password 2320 matches the password 0330 in the
file. After validation, control passes to FIG. 24.

[0278] The steps in FIG. 24 allow the author to set
passwords to be built into new copies of the reconstitution
file 0270 and 2310.

[0279] Instep 2410, specify a signature file 2250 from the
list 2350.
[0280] In step 2420, specify a password and confirm it.

[0281] Step 2430 provides an option to assign the same
password to all new reconstitution files that will be con-
structed in the next step.

[0282] In step 2440, the author creates new reconstitution
file(s), one for each signature file which is to be granted
access. The underlying steps are (a) to undo the encryption
of step 2160, (b) remove the author-computer-specific dis-
guise of step 2150, (c) replace the computer identifier field
1330, (d) change the reconstitution file type 1320 to either
“B” backup or “D” distribution, (e) replace the password
1340 with the selection 2430, (f) replace the disguise, now
with one based on the computer signature file for the target
requester’s computer, and (g) encrypt again as in step 2160.
In the Windows implementation, each new reconstitution
file 0270 was given the same name as the original; this was
placed in a subdirectory named for the requester’s signature
file 2250.

[0283] In step 2450, the author transmits the new recon-
stitution file(s) to the intended receivers by some appropri-
ately secure means.

[0284] On receipt, the user is able to access the privacy
protected archive using the procedure to reconstitute priva-
tized data 0160 that has been dispersed to Internet locations
0440.

[0285] FIG. 25 presents a support procedure 0130 to
validate privacy protected archives 0261. The objective is to
ensure that the files necessary for reconstituting privatized
data 0160 are accessible. This set of files is comprised of
each and every composite file 0250, the index file 0260,
other reconstitution files 0270 if any resulting from multiple
pass cascading fragmentation 0362, and the applicable ran-
dom tables 0230. Any user with a reconstitution file 0270
and password 0330 valid on the computer currently in use
may validate the corresponding archive 0261.

[0286] Instep 2510, the user specifies the archive 0261 by
browsing and selecting its reconstitution file 0270.
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[0287] In step 2520, the user inputs the password 0330.

[0288] Step 2530 is to select among three types of vali-
dation. The options are to check hard disk location only,
check for sufficiency of the archive, or check for complete-
ness of the archive. The hard disk requirement limits the
search for files to the working directory on the hard disk.
Sufficiency requires that at least one copy of each file listed
above be found in one of the expected locations. Search is
on hard disk first, then on the Internet at the indicated
locations 0440. Note that random tables 0230 are required
on hard disk. If any are missing, the user should be told the
location on the Internet from which the missing tables may
be downloaded. Completeness of an archive requires in
addition that every Internet-dispersed file copy is in place in
the prescribed location; reports on hard disk presence and
Internet presence may be separated since the user may not
elect to copy all files in from the Internet to hard disk.

[0289] The user then clicks on the “verify archive” button.
The computer verifies that the current computer is eligible,
and aborts procedure 0130 with a report if the computer is
not eligible. The selected reconstitution file 0270 is pre-
sumed to be in the working directory 0420.

[0290] Step 2540 occurs only if the program cannot find
the random tables. Step 2540 is to specify location of
random tables 0230, typically through a standard browse
and select procedure. This is the last user input. Processing
from this point forward is under the program’s control.

[0291] Step 2550 is to check the presence of all needed
random tables 0230. This involves extracting the count 1380
of random tables and the associated random table identifiers
1370. This list is compared with the names of random table
files 0230 present in the directory selected in step 2540 as
the location of random tables. Deficiencies in random tables
0230 will be reported in detail in step 2590, no matter what
the reconstitution file type 1320.

[0292] Step 2560 is to check the presence of all composite
files 0250. This involves passing through the list of com-
posite file names 1440 and checking first on hard disk in the
working directory 2510 and, if the validation type 2530 is
either Master or Backup, in the Internet locations 0440.

[0293] Step 2570, checking the presence of the index file
0260, is a simplified version of step 2560. Only one file
name is involved 1430. If Internet locations are checked, it
is for the first location only (locations, plural, if redundancy
0430 and completeness checking 2530 both apply).

[0294] Step 2580 is to check whether cascading 0362 has
been used. This is determined from count of cascades 1362
in the reconstitution header 1250.

[0295] If cascading 0362 has been used, step 2581 checks
for the presence of the remaining reconstitution files named
in 1421 and 1422. The search is limited to the hard disk
working directory 2510, the reconstitution file 0270 holds no
information on Internet-based dispersion of reconstitution
files 0270.

[0296] Step 2590 fulfils the purpose of validation . . . a
report to the user on the status of the privacy protected
archive and the associated files. First, missing random tables
0230 are listed. Then if the reconstitution file 0270 used to
specify 2510 the archive is a master or backup type 1320,
remaining exact deficiencies should be reported. This list
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should list file names in all cases and Internet locations
where applicable. If the specifying reconstitution file 0270 is
a distribution type 1320 only, the user is not entitled to
names of files other than random tables 0230, nor to hidden
dispersion locations 0440. The user in the latter case is
simply advised to contact the author/publisher because the
set of files is not complete.

[0297] FIG. 26 presents a support procedure to delete
privacy protected archives (0140). In step 2610, the user
specifies the archive 0261 which is to be deleted. This is
done by browsing and selecting its reconstitution file 0270.

[0298] In step 2620 the password 0330 is entered. When
the user clicks on the “delete archive” button, rights to use
the reconstitution file 0270 are checked through both the
computer identifier 0922 and the password 0330. If the
selected reconstitution file 0270 has only distribution status
1320, all deletions will be limited to the hard disk only.

[0299] The location of one reconstitution file 0270 has
been determined in step 2610. If multiple pass cascaded
fragmentation 0362 has been used, the program checks that
the remaining reconstitution files are together in the same
location with the named reconstitution file 0270. Note that
random tables 0230 are not deleted since they may be
associated with other privacy protected archives 0261.

[0300] Step 2640 is to request confirmation that the user
really wishes to delete all copies of composite files 0250,
index file 0260, and reconstitution file(s) 0270. The process
aborts if the user selects the “cancel” alternative.

[0301] Step 2650 is to delete the files. If Internet locations
1450 are involved, access to the Internet is required at this
point. All copies of composite files 0250 are deleted from
hard disk in all cases, and from all Internet locations where
there is master or backup status 1320. The same procedure
is followed with copies of the index file 0260. Finally, the
reconstitution file(s) are deleted.

[0302] Step 2660 is to report to the user either success or
problems encountered.

[0303] FIG. 27 provides detail on how to plan dispersion
of privatized data 0150. This support procedure amounts to

adding to and editing one disguised file, “ILocate.dat”
(0915).

[0304] When the user selects planning dispersion, step
2710 is to load file “ILocate.dat” into memory. This file is
unlikely ever to exceed 10,000 bytes.

[0305] Step 2720 is to decrypt the contents or to remove
whatever disguise has been applied. The disguise ideally
should be computer specific to preclude people taking
advantage of stolen “ILocate.dat” files 0915.

[0306] Step 2730 is an option to select an existing entry in
the display. If this is done, the selection is highlighted.

[0307] Step 2740 is an option to delete a highlighted
existing entry.

[0308] Step 2750 is to validate a highlighted existing
entry. This step, if used, requires Internet access. This is a
standard procedure.

[0309] Step 2760 is to add individual locations, one at a
time. This is a less efficient, but more secure, alternative to
step 2780.
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[0310] Step 2770 is to edit locations, user names, and
passwords already on file in “ILocate.dat”.

[0311] Step 2780 is to select and add text files containing
additional locations, in the event the user has received file(s)
containing locations, user names, and passwords.

[0312] Step 2790 is to disguise the contents of the revised
file prior to writing it out. If the computer identifier system
used in conjunction with this system and method provides an
appropriate computer identifier 0922 and/or computer sig-
nature 0923, variations on an exclusive OR of the identifier
or signature with the buffer content may be sufficient.

[0313] Step 2795 is to write contents of the buffer back
into file “ILocate.dat”.

[0314] The advantage of these procedures is that they
allow update and expansion of the pool of Internet locations
0440 from which the program may draw when the user
specifies dispersion of the components of a privacy pro-
tected archive 0261.

[0315] FIGS. 28,29, and 30 deal with an essential support
procedure, that of reconstituting privatized data 0160. This
will typically be the most frequently used procedure asso-
ciated with the system and method 0110. Reconstitution
logic amounts to a careful reversal of the steps 0290 that
were used in privatizing the original data files 0220 in the
first place.

[0316]

[0317] In step 2810, the user specifies the target archive
0261 by browsing and selecting its reconstitution file 0270.

[0318]

[0319] When in step 2830 the user clicks on the “Next”
button, rights to use the reconstitution file 0270 are checked
through both the computer identifier 0922 and the password
0330. The location of the reconstitution file is presumed to
be the working directory 0420.

[0320]
entry.

FIG. 28 involves two elements of data entry.

In step 2820 the password 0330 is entered.

FIG. 29 involves three more elements of data

[0321] Step 2910 permits recovery to an alternative drive.
Directories and subdirectories not present will be created on
whatever drive is selected.

[0322] Step 2920 is to specify whether all files or only a
subset are to be retrieved.

[0323] Step 2930 is to indicate whether older files may be
permitted to overwrite newer copies in the target location.

[0324] The label on the button is “Next” changes to
“Retrieve” if in 2920 all files are to be reconstituted. By
whatever name, the user clicks on this button to proceed.

[0325] The screen image in FIG. 30 appears only if the
user specified in step 2920 that a subset needs to be selected.

[0326] In step 3010, the program executes steps 2540
through 2581 to validate the archive 0261 on a sufficiency
basis 2530. If essential files are missing, the reconstitution
procedure 0160 is aborted and the user is informed of the
deficiencies. If it is only random tables 0230 that are
missing, the user is invited to download copies from the
Internet.
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[0327] In step 3020 the program assembles one copy of
each file in the working directory 0420 on hard disk. Failure
in any part leads to aborting the procedure and advising the
user.

[0328] Ifthe user has elected 2920 to retrieve only a subset
of the original data files 0220, step 3030 provides opportu-
nity to select the files to be retrieved. The display list is
created directly from the content of the index file 0260.

[0329] In the three steps “select directory”3031, “select
file names”3032, and “selection flag”3033 the interface
should mimic the corresponding actions in FIG. 05. This
reduces the learning curve and any confusion. For example,
directories may be shown in a left panel, with files from the
highlighted directory or subdirectory listed in a right panel.
The console version in the microfiche appendix lacks the
elegance of the later Windows version, but it does illustrate
one of many possible marking techniques to show which
files the user has selected for retrieval.

[0330] Step 3040, a process to reconstitute files, is then
launched. This is a direct pass through the reconstitution
plan 1270. If the user selected all original data files 0220,
then every action is processed. If the user selected a subset
of files, a little work may be saved by indicating that a
current output is inactive. A second saving comes when all
requested files have been recovered; if there are more
actions, they may be disregarded at this point. Simply close
all files and report.

[0331] Anyone capable of implementing the privatizing
process will find that retrieval is straight-forward. Much of
the source code can be re-used. An efficient and fully
functional source code example of the reconstitution
sequence is included in the appendix. The heart of a C or
C++ language implementation is a switch statement that
responds to each action code in turn, starting from the
beginning of the reconstitution plan and proceeding code by
code. See in the appendix the function “DoReconAction-
s.cpp” and the various “DoAct####.cpp” sub-functions.
When the last action code has been processed, all original
data files 0220 are in place on the intended drive in the same
directory structure in which they were originally found.

[0332] Differences between fragmentation 1740 and
reconstitution 0160 in all cases serve to speed up and to
simplify reconstitution. For example, in reconstitution,
lengths of all buffers are known once the reconstitution
header 1250 has been interpreted; therefore, memory man-
agement is simpler. All use of the reconstitution file 0270 is
in read-only mode; nothing has to be created other than the
original data files 0220. These original data files 0220 are
written out to disk in a forward direction, directly as the
fragments 1620 are processed.

[0333] Step 3050 is either to report success or to list error
conditions encountered.

[0334] FIG. 31 presents extensions 0170 to the system
and method to privatize computer data.

[0335] Extension 3110 consolidates all files within a pri-
vacy protected archive 0261 within a single file. This serves
a need for simplicity on behalf of persons who wish to retain
output from the system and method on hard disk or on a
backup medium, without concern for proliferation of files.
This objective may be achieved with a simple wrapper for
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the consolidated output file . . . a listing at the beginning of
the names, sizes, and offsets of each embedded file, followed
by the named files appended one after another. For security
reasons, the user should be given the option whether the
reconstitution file or files 0270 is/are to be included within
the consolidated file. Security is greater if they are separate;
convenience is greater if they are placed together.

[0336] Extension 3120 focuses on privatizing a single
original data file 0220. There may be circumstances in which
it is convenient for the user to have one privacy protected
archive for one original data file 0220.

[0337] The method in extension 3120 is to mathematically
break apart the single original data file 0220 into between
three and 16 files, each roughly (but not precisely) the same
size. A small “script” file should be created giving the
original file name with its size and time-date stamp, plus a
breakdown of the temporary names, the size of each tem-
porary file, and from where it was extracted in the original
data file 0220. This script file should be added to the other
temporary files as yet another input, with a name that flags
it as an “implement-this-when-reconstituted” signal. From
this point forward, fragmentation 1740 is carried out in the
normal way, using the temporary files as the input. Recon-
stitution 0160 is also normal. The only additional require-
ment is for the program to recognize at the end of the process
that steps are to be carried out under the direction of one of
the output files. Technically, all that is required is copying
bytes under the guidance of a script, assigning the consoli-
dated result the original name and time-date stamp, and
deleting the temporary files and script.

[0338] Extension 3130 is the addition of file compression.
This is a natural feature to include where archives of any sort
are to be constructed. Standard techniques may be used; see
for example James A. Storer, Data Compression: methods
and theory, Rockville, Md.: Computer Science Press, 1988.
Compression is applied directly to the original data files
0220 after they have been selected by the user and before
they are passed through the fragmentation process 1740.
Decompression is applied at the end of the reconstitution
process 0160.

[0339] There are several advantages to compression in the
context of privatizing computer data. The first is that cumu-
lative size of the output may be reduced significantly,
leading to savings in storage space and transmission time.
The second is that time taken for compression is offset by
reduced time to fragment the smaller body of input. A third
is that compression is itself a useful way to obscure content
and make it less vulnerable to data mining. The combination
of compression and the system and method to privatize
computer files 0110 provides further enhanced security.

[0340] Extension 3140 is to automate privatizing and
reconstitution of designated file types. To implement this
system, the user must designate certain file types by suffix as
vulnerable data that should be routinely privatized. For
example, all *.xls, all *.doc, all *.rtf, and all *.igx files might
be considered as candidates for automatic privatizing. In
routine use, a worker at the end of the day would need to
click one option, to search for and privatize all files of the
designated types. The program would be set to scan the
entire hard disk for each file with a designated suffix.
Management of the result is simplest if extension 3110 (all
results in a single file) and extension 3120 (input as a single
file) are applied, so that each input file is handled indepen-
dently. The resulting single file outputs should be named
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with the original name, but now with a suffix that denotes it
as a privatized version. Reconstitution files 0270 may be
embedded (greater convenience), sent to a specified direc-
tory for convenient offloading (greater security), or aggre-
gated in one indexed mass of reconstitution files, which
could itself be privatized.

[0341] The same worker might the next morning either
specify particular files to be reconstituted or with one click
and a date selection order up all privatized files after a
certain date to be automatically reconstituted.

[0342] Extension 3140 would be especially helpful to
users who travel with laptop computers. This would reduce
vulnerability to data theft to a minimum.

[0343] Extension 3150 is to standardize within an operat-
ing system the method to privatize computer data. This
might be implemented as a variation on extension 3140,
such that original data files 0220 deemed vulnerable by the
user are routinely privatized whenever they are not in use.
An operating system can unobtrusively privatize and recon-
stitute files when they are to be opened or when they have
been closed by other application software. Extension 3150
would maximize convenience and security both at the same
time.

[0344] Extension 3160 is to cause one reconstitution file to
be used across varied archives. This carries a particular
advantage where data is being privately distributed. A new
reconstitution file need not be transmitted; the intended
recipient needs only to know which reconstitution file
among a supply of them is to be used for a particular archive.
Obviously, the stock of reconstitution files must be handled
in a very guarded way 1220; otherwise, a security gap would
be opened. To implement this extension, the temporary
fragmentation steps file 1690 should not be erased. In
addition, the differences in file sizes must be handled, either
by random padding out to original sizes, or by scripting the
breakup and/or consolidation of new input files, changing
their names and sizes to correspond to those of the input files
used when the temporary fragmentation steps file 1690 was
first created.

[0345] Extension 3170 is called dynamic dispersion. Its
application is to secure Internet data. This is a variation of
the system and method to privatize files that takes further
advantage of the ability to hide files on the Internet. Instead
of multiple composite files as output, there need to be only
one. Extension 3120 (input in a single file) together with
compression 3130 are applied to those parts of an Internet
page or pages that are to be accessible only to selected
receivers. The output from privatizing 1740 is run through a
further “alphaclad” step. This is a standard technique in
which each six bits of a file are replaced by one of 64
characters (A through Z, a through z, 0 through 9, and two
punctuation characters). These 64 characters are arranged in
a random order; this string must be accessible to a computer
that is authorized to access the original data.

[0346] Dispersion is not in this case of the main body of
data; that is public. It is embedded within HTML pages that
can be viewed over the Internet. The person without autho-
rization sees privatized passages as lines of scrambled upper
and lower case characters intermingled with digits and a
couple of punctuation characters. By Internet display, 95
percent or more of the required data is made available to the
user by conventional Internet browser techniques.

[0347] Dispersion is of three items, combined as one . . .
the reconstitution file 0270, the decompression table 3130 if
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applicable, and the 64 byte alphaclad string. This informa-
tion is hidden somewhere on the Internet with an obscure file
name in an obscure subdirectory. Security of Internet data
under this regime is extremely high. There are for example
64 factorial different alphaclad arrangements (64 ways of
selecting the first, 63 ways of selecting the second, etc.) . . .
an extremely high number. It has already been established
that without the reconstitution file the data is impenetrable.
The decompression table adds yet another measure of secu-
rity. The person without these three sets of information is
totally unable to crack data that is openly displayed on the
Internet.

[0348] Dispersion is dynamic in that the name and loca-
tion of the hidden data change at random time intervals, with
shorter periods for highly sensitive data. The data in
alphaclad form and the associated reconstitution file may
also be completely replaced at random times. The only thing
that an astute viewer on the Internet would notice is that the
scramble of letters, digits, etc. has changed from what it was
on a previous viewing.

[0349] A variety of techniques may be applied to make the
name and location of the hidden data accessible to an
authorized viewer. The selection of technique depends on
the trade-off between convenience and security, and on the
swiftness of change of the data. Note that information posted
on the Internet under “dynamic dispersion for secure Inter-
net data 3170” may be highly volatile. The author/publisher
can change content and re-privatize it many times per day.

[0350] To briefly summarize the foregoing, a system for
privatizing computer comprises a plurality of original data
files 0220, a plurality of original data storage structures
(original data buffers 1612), a plurality of fragment storage
structures (fragment heaps 1651), a plurality of composite
files 0250, and at least two hidden locations for storing the
plurality of composite files. Data from each of the original
data files is read into a corresponding original data storage
structure in reverse sequential order. Data in the storage
structures is fragmented into fragments, where each of said
fragments is read from one of the plurality of original data
storage structures and written into one of the said plurality
of fragment storage structures, forming interspersed frag-
ments. To be more precise, one of the plurality of original
data storage structures is selected randomly. A random size
fragment is read from the end (reverse order) of that original
data storage structure, disguised by multiple techniques, and
written into the next available fragment storage structure in
round robin order. After any one of said fragment storage
structures is filled, it is padded to become a composite
segment which is then camouflaged and written to one of the
plurality of composite files. The fragment storage structure
is reinitiated after said interspersed fragments are written to
the composite files. Once all the data has been fragmented,
disguised, interspersed and formed into new composite files,
the composite files are sent to at least two hidden dispersion
locations.

[0351] The system further comprises a reconstitution file
having the reconstitution plan. The reconstitution plan com-
prises the locations of the dispersed composite files and the
order of said fragments to reconstruct the plurality of
original data files. The plan also guides the identification of
fragments, the removal of their disguises, and their alloca-
tion to correct locations in the reconstituted versions of the
original data files. Fragment disguising is performed through
a plurality of high speed mathematical manipulations,
guided by parameters determined by a fragment handling
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guide which starts at a seemingly random starting point in a
randomly selected table consisting of random bytes.

[0352] Naturally, this method and system is not limited to
any specific computer media. Further, any apparatus, such
as, but not limited to, a computer, CD-ROM, floppy disk or
hard disk, or similar apparatus may hold the software for
privatizing computer data.

[0353] The invention has been described with reference to
preferred embodiment. Obviously, modifications and alter-
ations will occur to others upon a reading and understanding
of this specification. It is intended to include all such
modifications and alternations in so far as they come within
the scope of the appended claims or the equivalence thereof.

What is claimed is:
1. A method for privatizing computer data, comprising the
steps of:

providing at least one original data file;
fragmenting said original data file into fragments;

creating at least one composite file by interspersing said
fragments;

creating a reconstitution file, said reconstitution file com-
prising a reconstitution plan; and

dispersing said at least one composite file to at least one
location.
2. The method for privatizing computer data of claim 1,
wherein creating at least one composite file, further com-
prises the step of:

disguising said fragments.

3. The method for privatizing computer data of claim 2,
wherein disguising said fragments further comprises the step
of:

disguising said fragment through at least two mathemati-
cal techniques.
4. The method for privatizing computer data of claim 2,
wherein said step of disguising said fragments further com-
prises the steps of:

accessing a random table, said random table being a
randomized plurality of data bytes; and,

accessing a fragment handling guide, said fragment han-
dling guide comprising a predetermined number of
successive bytes from said random table.
5. The method for privatizing computer data of claim 4,
wherein said step of accessing said fragment handling guide
comprises the step of:

determining a starting point in said random table.
6. A method for privatizing computer data comprising the
steps of:

providing a plurality of original data files, each of said
original data files being a binary stream;

fragmenting said plurality of original data files into frag-
ments;

creating at least two composite files by interspersing said
fragments;

creating a reconstitution file having a reconstitution plan;
and
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dispersing said at least two composite files to at least two
different locations.
7. The method for privatizing computer data of claim 6,
wherein fragmenting said plurality of original data files into
fragments, further comprises the steps of:

processing original data file matters;
processing random table matters;
obtaining a fragment handling guide;
interpreting said fragment handling guide;
obtaining one of said fragments;

providing space in a fragment storage structure for said
one of said fragments;

disguising said one of said fragments;

writing said disguised one of said fragments to said
fragment storage structure so as to intersperse said
disguised one of said fragments with other fragments
stored therein;

writing said interspersed fragments to said composite file
when said fragment storage structure is filled with said
interspersed fragments;

recording an action taken on said fragment to said recon-
stitution file; and

repeating said steps for fragmenting said data files into
fragments until no input data remains in said original
data files.
8. The method for privatizing computer data of claim 7,
further comprising the step of:

reinitiating said fragment storage structure after said
interspersed fragments are written to said composite
file.
9. The method for privatizing computer data of claim 7,
wherein the step of processing original data file matters
further comprises the step of:

finalizing input matters when said input data being stored
in one of a plurality of original data storage structures
exceeds or equals a threshold value.
10. The method for privatizing computer data of claim 7,
wherein processing data input file matters further comprises
the step of:

replenishing an original data storage structure when input
data being stored in said original data storage structure
is less than a threshold value.
11. The method for privatizing computer data of claim 10,
further comprising the step of:

closing one of said plurality of original data files if no
input data is being stored in said corresponding original
data storage structure.
12. The method for privatizing computer data of claim 11,
further comprising the step of:

marking said closed original data file inactive if no input
data exists therein.
13. The method for privatizing computer data of claim 7,
wherein of processing random table matters comprises the
step of:
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accessing a random table having a predetermined number
of randomized bytes, wherein the first two bytes are
binary integers identifying said random table.
14. The method for privatizing computer data of claim 7,
wherein obtaining one of said fragments further comprises
the step of:

reading and writing data from each of said plurality of
original data files to a plurality of original data storage
structures, said plurality of original data storage struc-
tures corresponding to each of said plurality of original
data files, wherein said fragments are drawn from each
of said original data storage structures.

15. The method for privatizing computer data of claim 14,
wherein writing data from each of said plurality of original
data files to said plurality of original data storage structures
is performed in sequential order.

16. The method for privatizing computer data of claim 14,
wherein writing said disguised one of said fragments to said
fragment storage structure so as to intersperse said disguised
one of said fragments with other fragments stored therein
comprises the steps of:

reading and writing each of said fragments from each
original file data structure to one of a plurality of
fragment data storage structures, resulting in inter-
spersed fragments; and

reading and writing said interspersed fragments to said

composite files.

17. The method for privatizing computer data of claim 16,
wherein said original data storage structures have an end,
wherein writing said disguised one of said fragments to said
fragment storage structure further comprises the steps of:

selecting one of said original data storage structures
randomly;

drawing the next fragment in sequence from said end of
said original data storage structure resulting in a new
current end;

repositioning said new current end forward to the begin-
ning of the just drawn fragment such that said frag-
ments are drawn from said original data storage struc-
tures in a combined random and reverse order, said
fragments being read into said corresponding fragment
data storage structures in a round robin order.

18. The method for privatizing computer data of claim 7,
wherein said step of disguising said one of said fragments is
performed through at least two mathematical techniques,
said one of said fragments having a fragment length and a
starting point in a random table, said fragment length and
said starting point designated by said fragment handling
guide.

19. The method for privatizing computer data of claim 6,
wherein creating a reconstitution file, further comprises the
steps of:

creating a header with counts and offsets;
appending all location strings;

appending names of all random tables;
appending all original data file names;
appending all composite files names;

compressing trailers; and
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writing actions with compressed trailers in reverse order.
20. A system for privatizing computer data, said system
comprising:

a plurality of original data files;

a plurality of fragment storage structures, said original
data files being fragmented into fragments, each of said
fragments being read from one of said plurality of
original data files and written into one of said plurality
of fragment storage structures forming interspersed
fragments;

a plurality of composite files, wherein the interspersed
fragments of one of said fragment storage structure is
written to one of said composite files after each occur-
rence that one of said fragment storage structures is
filled; and

at least two different storage locations.

21. The system for privatizing computer data of claim 20,
said system further comprising a plurality of original data
storage structures corresponding with each of said plurality
of original data files, data from each of said original data
files being read into one of said corresponding original file
storage structures, said fragment being read from said origi-
nal storage structure and written into said fragment storage
structure.

22. The system for privatizing computer data of claim 21,
wherein said fragments are read into said original storage
structures in sequential order.

23. The system for privatizing computer data of claim 20,
wherein said fragments are written into said plurality of
fragment storage structures in reverse order.

24. The system for privatizing computer data of claim 20,
wherein said fragment storage structure is reinitiated after
said interspersed fragments are written to said composite
files.

25. The system for privatizing computer data of claim 20,
said system further comprising a reconstitution plan adapted
to restore said fragments into said plurality of original data
files.

26. The system for privatizing computer data of claim 20,
wherein said fragments are disguised.

27. The system for privatizing computer data of claim 26,
wherein the system further comprises a random table for
disguising said fragments, said random table being a ran-
domized plurality of data bytes.

28. The system for privatizing computer data of claim 27,
wherein said disguising is performed by an operation having
a starting point in said random table, said operation and
starting point being determined by a fragment handling
guide.

29. A computer readable medium containing instructions
for controlling a computer system to perform a method, the
method comprising the steps of:

providing a plurality of original data files;
providing a plurality of fragment storage structures;
providing a plurality of composite files;

providing at least two locations for storing said plurality
of composite files;

fragmenting said original data files into fragments

25
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reading each of said fragments from said plurality of
original data files;

writing each of said fragments into one of said plurality of
fragment storage structures;

forming interspersed fragments;

filling said fragment storage structures with fragments;
and,

writing said interspersed fragments to said composite
files.
30. The computer readable medium of claim 29, the
method further comprising the step of:

providing a plurality of original data storage structures
one of which corresponds with each of said plurality of
original data files;

reading and writing data from each of said original data
files into said corresponding original file storage struc-
tures; and

reading and writing said fragment from said original

storage structure into said fragment storage structure.

31. The computer readable medium of claim 29, wherein

reading and writing data from each of said original data files

into said corresponding original file storage structures fur-
ther comprises the step of:

reading and writing said portions of original data files into
said original storage structures progressively in reverse
sequential order.

32. The computer readable medium of claim 29, wherein
reading and writing said fragment from said original storage
structure into said original file storage structure further
comprises the steps of:

randomly selecting fragments of random length from the
ends of the original file storage structures; and

reading and writing said fragments into said plurality of
fragment storage structures in round robin order.
33. The computer readable medium of claim 29, the
method further comprising the step of:

reinitiating said fragment storage structure after said
interspersed fragments are written to said composite
files.
34. The computer readable medium of claim 29, the
method further comprising the step of:

providing a reconstitution plan; and,
retrieving said plurality of dispersed composite files; and

reordering said fragments to reconstruct said plurality of
original data files.
35. The computer readable medium of claim 29, the
method further comprising the step of:

disguising said fragments.

36. The computer readable medium of claim 35, wherein
the step of disguising said fragments is determined by a
random table, said random table being a randomized plu-
rality of data bytes.

37. The computer readable medium of claim 36, wherein
said step of disguising said fragments is performed by an
operation having a starting point in said random table, said
operation and starting point being determined by a fragment
handling guide.
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38. An apparatus, comprising:

means for opening a plurality of original data files, each
of said original data files being a binary stream;

means for fragmenting said plurality of original data files
into fragments;

means for creating at least two composite files by inter-
spersing said fragments;

means for creating a reconstitution file having a recon-
stitution plan; and

means for dispersing said at least two composite files to
at least two different locations.
39. The apparatus of claim 38, wherein means for frag-
menting said plurality of original data files into fragments
further comprises:

means for processing original data file matters;
means for processing random table matters;

means for obtaining a fragment handling guide;
means for interpreting said fragment handling guide;
means for obtaining one of said fragments;

means for providing space in a fragment storage structure
for said one of said fragments;

means for disguising said one of said fragments;

means for writing said disguised one of said fragments to
said fragment storage structure so as to intersperse said
disguised one of said fragments with other fragments
stored therein;

means for writing said interspersed fragments to said
composite file when said fragment storage structure is
filled with said interspersed fragments;

means for recording an action taken on said fragment to
said reconstitution file; and

means for repeating said steps for fragmenting said data
files into fragments until no input data remains in said
original data files.

40. The apparatus of claim 39, further comprising:

means for reinitiating said fragment storage structure after
said interspersed fragments are written to said compos-
ite file.
41. The apparatus of claim 39, wherein means for pro-
cessing original data file matters further comprises:

means for finalizing input matters when said input data

being stored in one of a plurality of original data

storage structures exceeds or equals a threshold value.

42. The apparatus of claim 39, wherein means for pro-
cessing original data file matters further comprises:

means for replenishing an original data storage structure
when input data being stored in said original data
storage structure is less than a threshold value.

43. The apparatus of claim 42, further comprising:

means for closing one of said plurality of original data
files if no input data is being stored in said correspond-
ing original data storage structure.
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44. The apparatus of claim 43, further comprising:

means for marking said closed original data file inactive
if no input data exists therein.
45. The apparatus of claim 39, wherein said means for
processing random table matters comprises:

means for accessing a random table having a predeter-

mined number of randomized bytes, wherein first two

bytes are binary integers identifying said random table.

46. The apparatus of claim 39, wherein said means for
obtaining one of said fragments further comprises:

means for reading and writing data from each of said
plurality of original data files to a corresponding origi-
nal data storage structure, wherein said fragments are
drawn from each of said original data storage struc-
tures.

47. The apparatus of claim 46, wherein said means for
writing data from one of said plurality of original data files
to its corresponding original data storage structure is per-
formed in sequential order from end to beginning of said
original data file.

48. The apparatus of claim 46, wherein said means for
writing said disguised one of said fragments to said fragment
storage structure so as to intersperse said disguised one of
said fragments with other fragments stored therein com-
prises:

means for reading and writing each of said fragments
from one of said original file data structures to one of
a plurality of fragment data storage structures, resulting
in interspersed fragments, said original file data struc-
ture being randomly selected;

means for reading and writing said interspersed fragments

to said composite files.

49. The apparatus of claim 48, wherein each of said
original data storage structures comprises an end and each of
said fragment data storage structures comprises an end,
wherein each of said fragments is drawn from said end of
said randomly selected original data storage structure, and
each of said fragments is read successively into said end of
one of said fragment data storage structures in round robin
order.

50. The apparatus of claim 39, wherein said means for
disguising said one of said fragments is performed through
an exclusive OR operation, said one of said fragments
having a fragment length and a starting point in a random
table, said fragment length and said starting point designated
by said fragment handling guide.

51. The apparatus of claim 38, wherein creating a recon-
stitution file, further comprises:

means for creating a header with counts and offsets;
means for appending all location strings;

means for appending all random table names;
means for appending original data file names;
means for appending composite files names;

means for compressing trailers; and

means for writing actions each with its compressed trailer
in reverse order.





