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7 ABSTRACT

A method for backing up data in a plurality of computers
connected via a network. The method includes forming part-
nerships between the plurality of computers such that each
computer in a partnership commits under agreements to help
backup the data of its partners. The method further includes
periodically verifying that previously backed up data is being
retained by the computers committed to act as backup part-
ners in accordance with the agreements. In another embodi-
ment, the method provides a distributed cooperative backing
up of data in a system that includes a loose confederation of
computers connected via a network. In this embodiment the
method includes selecting computers as potential backup
partners from among the loose confederation of computers
connected via the network based on predetermined criteria,
and negotiating a reciprocal backup partnership agreement
between the computers based on predetermined require-
ments, including backup requirements. Once the negotiations
are complete and the agreements are made, the method pro-
ceeds to form partnerships between the computers. The com-
puters become backup partners by agreeing to cooperatively
provide backup services to each other so that a distributed
cooperative backing up of data can be administered in the
absence of central control. The method further includes peri-
odically backing up data at the backup partners, where the
data being backed up is encoded. The method also includes
periodically verifying that previously backed up data is
retained by the backup partners. Another aspect of the inven-
tion is a distributed cooperative backup system that includes
a network and a loose confederation of computers connected
via the network. A plurality of computers from among the
loose confederation of computers is configured for distrib-
uted cooperative backing up of data and for functioning as
backup partners. Each computer of the plurality of computers
has a storage that can be used for providing reciprocal backup
services. Each computer of the plurality of computers respec-
tively also has a computer readable medium embodying com-
puter program code configured to cause the computer to per-
form functions comparable to the method steps as described
above.

34 Claims, 7 Drawing Sheets
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METHOD AND SYSTEM FOR
COOPERATIVELY BACKING UP DATA ON
COMPUTERS IN A NETWORK

REFERNCE TO FIRST APPLICATION

This application claims the benefit of U.S. Provisional
Application No. 60/209,174, entitled “Method And System
For Cooperatively Backing Up Data On Computers In A
Network,” filed Jun. 2, 2000.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This application relates to data archiving and, specifically,
to backing up data in the context of a plurality of computers
connected via a network.

2. Background Art

Safeguarding a computer file system prevents irrevocable
loss of data stored in the file system. Creating backup copies
of the file system data is essential for ensuring resiliency of
the data. Traditionally, backup involves creating a copy of the
data and storing the backup copy safely. Namely, traditional
backup creates one or a few backup copies, stores them on a
storage medium, and deposits the storage media at a safe,
preferably distant, place. To recover lost data, the storage
medium is located and the data is retrieved therefrom. This
approach requires manual handling of the backup copies or a
more sophisticated automated handling. Manual handling is
slow and vulnerable to errors and it requires human diligence
and discipline. Automated handling can overcome some of
the manual handling shortcomings but it can be expensive and
difficult to implement. In either case, considerable adminis-
trative and capital expense is needed for setting up a backup
system. Backup administration involves, for example, sched-
uling and monitoring backup operations, mounting and dis-
mounting backup media, and maintaining backup media on
and off site. Capital expenses are incurred in purchasing of
backup media such as tape drives and disk arrays and in
acquisition of storage space for the backup media. Advances
in technology have made it possible to store and retrieve more
data and to access it more quickly. Networking via the Eth-
ernet and Internet, file transfer protocols (fip) and bulletin
board systems (bbs) characterize such advances. Several
schemes can be pointed out to illustrate the development of
data storage and retrieval.

One scheme is a distributed storage and retrieval system
proposed in a Doctoral Thesis entitled “The Eternity Ser-
vice,” by Tonda Benes of the Department of Software Engi-
neering, Faculty of Mathematics and Physics, Charles Uni-
versity Prague, dated Nov. 13, 1998, and available at http://
www.kolej.mff.cuni.cz/~eternity/. The stated goal of this
storage and retrieval system, which is known as the Eternity
Service (hereafter “service”), is to increase availability and
resiliency of the data. To achieve this goal, an arbitrary num-
ber of data copies are randomly distributed via the Internet to
servers across the world. The system does not keep a record of
this distribution and maintains no information on the identity
of the data owner (i.e., user or user’s computer identity).
Instead, along with the data, each server stores a list of key
words associated with the data. In case a user wants to access
the data,, the data can be retrieved from any server that stores
it using the key words as a search criteria. For security, the
data owner can encrypt the data before it is stored so as to
render its retrieval useless to unintended users. The servers
can run under various operating system platforms and are
expected to be resilient to potential attacks (e.g., viruses etc.).
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For further reliability, data integrity verification can be imple-
mented using, for example, a digital signature to sign the data.
The data owner and any of the servers enter into an agreement
for a pre-paid duration of data storage, after which the data is
discarded. Proof of data retention is required before payment
is made. The idea of storage-for-pay may be suitable for some
users such as large commercial entities, but it may not be
suitable for other users.

Another data storage and retrieval approach is proposed by
M. Quataibah et al. in an article entitled “Coding for High
Availability of a Distributed-Parallel Storage System,” avail-
able on pages 1237-1252 of Vol. 9, No. 12, of IEEE Transac-
tions of Parallel and Distributed System publication, Decem-
ber 1998. The functional design strategy for the proposed
distributed parallel storage system is to provide a high-speed
block server that is distributed across a wide area network and
used to supply data to applications located anywhere in the
network. With this approach, the distributed parallel storage
system employs the aggregate bandwidth of multiple data
servers connected by high-speed wide-area network to
achieve scalability and high data throughput. One such stor-
age system can be distributed across several geographically
distant sites connected via a high-speed network that uses a
transport protocol such as IP (internet protocol) over ATM
(asynchronous transfer mode). The distributed parallel stor-
age system provides an architecture for caching large
amounts of data that can be used by many different users and
processes. To enhance the reliability and availability of such
network-based distributed storage system, an error-correc-
tion code scheme is used to reconstruct missing information.
This scheme protects the system against data loss by adding
redundancy to the original data. The basic idea of the scheme
is to fragment a stored object (e.g., file) into blocks and
distribute the blocks across available servers divided among
servers that hold original data and servers that hold redundant
data. If the total number of failed servers is less than the
number of servers holding the redundant data, the actual data
can be restored. However, the way these blocks are distributed
over the different servers is left open. It is the responsibility of
the application to choose a proper data layout to maximize
parallelism.

Yet another data storage and retrieval approach is provided
by the Intermemory Initiative as described at http://inter-
memory.org/ and as is further described by Y. Chen et al. in a
technical paper entitled “A Prototype Implementation Of
Archival Intermemory,” published in ACM Digital Libraries,
August 1999, available via http://Intermemory.org/papers/
improto/main.html. The prime design initiative for the archi-
val intermemory aims to develop a large-scale and secure
widely-distributed storage that can later become an important
component of digital libraries. Inspired by the growth of
Internet, and using distributed algorithms and protocols, this
design targets self organization, self maintenance and effec-
tive administration in the absence of central control. Archi-
tecturally, the storage system is made up of numerous widely
distributed processors (computer systems) that are individu-
ally unreliable and untrustworthy but with the overall system
nevertheless secure. The processors cooperate over the inter-
net to create a data storage space that preserves the data
despite destruction of nearly half the processors, disconnec-
tion of the network in multiple geographic regions, or pres-
ence of malicious attacks on data stored in the processors. The
design builds on erasure-codes for information dispersal,
digital signatures, one-way functions, byzantine agreements
and the like. The system further builds on a synchronization
mechanism where information is automatically dispersed
throughout the network and where damaged or lost data is
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automatically replaced through a subscriber’s interactions
with each of its 32 neighbors in the system, i.e., automated
refreshing. As with the previously described system the issues
of who gets to store how much data and how the participating
server owners are to be paid are not addressed.

Accordingly, what is needed is a free-of-charge simpler but
effective and safe administration of distributed storage of
backups in the absence of central control. The present inven-
tion addresses this and related issues.

SUMMARY OF THE INVENTION

The present invention provides a distributed cooperative
backup system and the method of implementing and operat-
ing the same. In accordance with the present invention, a
plurality of computer systems cooperate over the network to
create a distributed storage space and to provide backup ser-
vices for each other using the distributed storage space. Nota-
bly, the cooperative aspect of the distributed backup is real-
ized by forming over the network backup partnerships among
pairs of computer systems in the network where backup part-
ners agree to help backup each other’s data. What is more, the
present invention targets self-maintenance and effective
administration of the backup operations in the absence of
central control with the goal of freeing the system from user
intervention or any type of system administration. Finally, by
automating everything about the backup procedure except
installing backup software and performing initial configura-
tion, the present invention advantageously removes substan-
tial obstacles that prevent computer users from otherwise
regularly backing up their files.

Hence, in accordance with the purpose of the invention, as
embodied and broadly described herein, the invention relates
to amethod for a distributed cooperative backing up of data in
a system that includes a loose confederation of computers
connected via a network. The method includes selecting com-
puters as potential backup partners from among the loose
confederation of computers connected via the network based
on predetermined criteria, and negotiating reciprocal backup
partnership agreements between the computers based on pre-
determined requirements, including backup requirements.
Once the negotiations are complete and the agreements are
made, the method proceeds to forming partnerships between
the computers. The computers become backup partners by
agreeing to cooperatively provide backup services to each
other so that a distributed cooperative backing up of data can
be administered in the absence of central control. It is noted
that there are multiple reciprocal partnership agreements
among groups of computers, rather than just one. Suppose for
example that computers B and C are backup partners of
computer A. Then, computer A is a backup partner of com-
puter B and computer C based on the respective reciprocal
agreements with computers B and C. The method further
includes periodically backing up data at the backup partners,
where the data being backed up is encoded, and periodically
verifying that previously backed up data is retained by the
backup partners.

In further accordance with the purpose of the invention as
embodied and broadly described herein, the invention relates
to a distributed cooperative backup system that includes a
network and a loose confederation of computers connected
via the network. A plurality of computers from among the
loose confederation of computers is configured for distrib-
uted cooperative backing up of data and functioning as
backup partners. Each computer of the plurality of computers
has a storage that can be used for providing reciprocal backup
services, and each computer of the plurality of computers
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respectively has a computer readable medium embodying
computer program code configured to cause the computer to
perform functions comparable to the method steps as
described above.

Various modifications to the preferred embodiment will be
apparent to those skilled in the art from consideration of the
disclosure and practice of the invention disclosed herein and
the generic principles herein may be applied to other embodi-
ments. Thus, the present invention is not intended to be lim-
ited to the embodiments shown, but is to be accorded the
widest scope consistent with principles and features
described herein.

Advantages of the invention will be understood by those
skilled in the art, in part, from the description that follows.
Advantages of the invention will be realized and attained
from practice of the invention disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate several
embodiments of the invention and together with the descrip-
tion, serve to explain the principles of the invention. Wher-
ever convenient, the same reference numbers will be used
throughout the drawings to refer to the same or like elements.

FIG. 1 shows an example of a distributed cooperative
backup system.

FIG. 2 illustrates the elements of a suitably configured
computer system.

FIG. 3 is a flow diagram showing backup operations, in
general, of the cooperative backup system from the stand-
point of any computer system in the distributed cooperative
backup system.

FIG. 4 is a flow diagram illustrating how the computer
system verifies that its backup partners have retained its pre-
viously backed up data.

FIG. 5 is a flow diagram illustrating the selection of a new
backup partner.

FIG. 6 is a flow diagram illustrating the step of generating
and distributing the encoded data.

FIG. 7 is a flow diagram illustrating the restoration of data
from the backup partners.

DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to data archiving and, specifi-
cally, to backing up data in the context of a plurality of
computers connected via a network. As a functional and
architectural strategy, the invention contemplates a distrib-
uted cooperative backup system made up of a plurality of,
preferably widely distributed, computers that may be indi-
vidually unreliable and untrustworthy but with the overall
system being nevertheless reliable and secure. The plurality
of computers cooperate over the network to create the distrib-
uted storage space that preserves the data. The cooperative
aspect of the distributed backup system is realized by forming
backup partnerships among computers in the network where
backup partners agree to help backup each other’s data. Nota-
bly also, the present invention targets self-maintenance and
effective administration of backup operations in the absence
of central control, the goal being to substantially free the
backup system from user intervention or any type of system
administration. By automating everything about the backup
procedure except installing backup software and performing
initial configuration, the present invention advantageously
removes most of the obstacles that prevent computer users
from regularly backing up their files.
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To enable one of ordinary skill in the art to make and use the
invention, the description of the invention is presented herein
in the context of a patent application and its requirements.
Although the invention will be described in accordance with
the shown embodiments, one of ordinary skill in the art will
readily recognize that there could be variations to the embodi-
ments and those variations would be within the scope and
spirit of the invention.

As mentioned, the present invention operates in the context
of a collection of computers connected via a network. The
collection of computers may be large or small, such as the
plurality of computers connected to a local area network
(LAN) or to the Internet, respectively. FIG. 1 illustrates a
distributed cooperative backup system as contemplated by
the present invention. The computer systems 14, , shownin
FIG. 1 represent any personal computers, workstations or the
like, and are connected via network 12 such as the Internet
and/or LAN. In the distributed cooperative backup system 10,
pairs of computers from among the computer systems 13,
» are expected to cooperate with each other in a backup part-
nership for backing up each other’s data. An optional broker
server 16 can assist any of the computer systems 14,  ,, to
locate a suitable backup partner. In this example, computer
system 1 (14,) contains potentially important data to be
backed up. Computer systems 2, ...n (14, ) are potential
backup partners for computer system 1 (14,). In the absence
of the broker server 16, computer system 1 (14,) will itself
select suitable backup partner(s) from among the group of
computer systems 2, ...n (14, ).

In order to participate in the distributed cooperative backup
system, a computer system 1, .. .n (14, ) needs to be
suitably equipped to handle the backup and backup protocols.
FIG. 2 illustrates the elements of a suitably equipped com-
puter system i (14,), where i€(1, . . . n). Architecturally, the
computer system (14,) includes one or more processors 102,
amemory 104, a data storage such as disks 108 and a network
adapter 112. The memory 104 may be any computer readable
medium that embodies program code of a computer program
for the cooperative backup system 106. The computer pro-
gram code 106 causes the computer system 14,, via the pro-
cessor(s) 102, to partner with other computer systems for
backing up each other’s data. The network adapter 112 facili-
tates the link to other computers systems via the network.

In general, the data storage 108 of the i-th computer system
(14,) holds a file system including the operating system,
applications, database files etc. One type of files, such as the
operating system, are customarily provided by software ven-
dors on a CD-ROM or the like. A second type of files, such as
database files, hold important data that is not necessarily
available from a vendor on a CD-ROM. Typically, therefore,
only files of the second type need to be safeguarded through
backup. A local backup copy in the data storage 108 is clearly
useless if a computer system is physically destroyed.

Accordingly, the distributed cooperative backup system of
the present invention targets available data storage space in
each computer system to facilitate the backing up of data from
other computer systems without incurring additional costs.
This strategy is consonant with the two-fold increase every
year in the data storage capacity. What is more, there are many
computer system users in the same position who wish to have
their important data backed up but who do not wish to admin-
ister or pay for the administration of the backup. Therefore,
the data storage 108 of the i-th computer system (14,) holds
data to be backed up 110 and data that need not be backed up,
and the remaining space in the data storage is targeted for
backing up backup partners’ data. Namely, there is reason-
able probability that there is sufficient data storage space
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available in each of the computer systems in the network to
allow backing up of data from their respective backup part-
ners. Moreover, the data to be backed up occupies a relatively
small storage space as compared to the space occupied by the
entire file system. This eliminates the need for off-line storage
media (e.g., disk, tape or the like). Furthermore, computer
systems are typically up and on-line either always or at least
during regular and predictable times (e.g. office hours).
Building on this environment, the basic idea is that computer
systems that function as backup partners agree to hold each
other’s backup data in their respective data storage (108) by
exchanging the data to be backed up via the network.

In the absence of a central control, the exchange between
the backup partners follows a cooperative backup protocol, as
will be later explained. In essence, a first computer system
assumes the task of holding backup data received via the
network from a second computer system. In return, the sec-
ond computer system assumes the task of holding backup
data from the first computer system. Hence the term “backup
partners.” In this example, the first computer system helps
“back up” the second computer system and is thus a backup
partner of the second computer system, and vice-versa. The
first and second backup partners mutually impose on each
other the duty to maintain the backup data by adhering to the
cooperative backup protocol. Enforcing the protocol of the
cooperative backup prevents freeloading by computer sys-
tems. The goal of creating a backup is the ability to recover
from the loss of a data storage or the entire computer system.
In order to restore lost data, the first computer system, for
example, can retrieve the backup data from its backup part-
ners, in this case, just the second computer system.

It is noted that, in practice, the first computer system backs
up more than one computer system and, in turn, more than one
computer system helps back up the first computer system.
Namely, each computer system that participates in the dis-
tributed cooperative backup system is expected to provide
backup services to and, in turn, receives backup services from
its backup partners. It is further noted that computer systems
can enter and leave the cooperative backup system at any
time. What is more, the administration of the distributed
cooperative backup among the backup partners is achieved in
the absence of central control (seeing that, optionally, a bro-
ker server as the one shown in FIG. 1 merely assists in locat-
ing prospective backup partners).

The aforementioned cooperative backup protocol corre-
sponds with the backup operations as hereafter described.
FIG. 3 is a flow diagram showing backup operations, in gen-
eral, of the cooperative backup system from the standpoint of
any computer system in the distributed cooperative backup
system. Therefore, for simplicity, the discussion that follows
speaks of one such computer system.

As a rule, backup of data occurs regularly in order to
refresh the backed up data. Accordingly, as shown, the com-
puter system waits until the next backup time before com-
mencing the backup procedure (step 202). Backup can be first
performed following initial system startup and periodically
thereafter. Hence, the next backup time may be any time
subsequent to initial start up and periodically thereafter. In the
absence of central control or administration, the backup part-
ners themselves periodically monitor each other’s perfor-
mance of the reciprocal agreement to hold each other’s
backup data. The monitoring is performed primarily in order
to verify that no backup partner is free-loading, i.e., receiving
backup services without providing them in return. A more
detailed explanation of this verification will be later provided
in conjunction with the description of FIG. 4.
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To prepare data for backup, the computer system scans the
data storage to find new data to be backed up and possibly
identify previously backed up data that no longer needs to be
backed up (step 206). Various algorithms may be used to
determine the data to be backed up. As mentioned before, the
data storage of the computer system holds a file system of
which some files need to be backed up and others do not. It is
noted that when speaking of data to be backed up it is usually
meant that such data is embodied in file(s) of the file system.
A typical hierarchical file system features a tree structure with
any number of sub-tree structures. Nodes in the tree structure
are file folders, the root node being the top-level file folder in
the hierarchical file system. Since only some of the files need
to be backed up, only some of the sub-trees containing such
files need to be targeted for backup. Namely, only selected file
folders need to be periodically backed up, either in part or in
their entirety. Various schemes for specifying data to be
backed up may be implemented without departing from the
scope and spirit of the invention. For example, a user may
specify certain sub-trees in the file system to be backed up in
their entirety say once a week. Incremental backups can be
used to refresh the backup data more frequently (e.g., daily).
For daily backups the user may specify only files within these
sub-trees that have changed. Moreover, previously backed up
files for which backups are no longer needed are no longer
specified for backup.

Following the designation of data to be backed up, the
computer system generates encoded data from the designated
data and distributes the encoded data to its backup partners,
hence the term “distributed backup” (step 208). Encoding and
dispersing the data among backup partners allows recovers of
the data even when some of the backup partners fail or renege
on their promise to hold back up data for other backup part-
ners in their available storage space. The step of encoding and
dispersing the data to be backed up will be described in more
detail below in conjunction with the explanation of FIG. 6. As
will be later explained, the data to be backed up is advanta-
geously also encrypted. As is further shown in FIG. 3, the
backup operations of the computer system involve also, and
are primarily for, restoring lost data. The step of restoring data
from backup partners (step 212) will be explained in detail in
the description of FIG. 7.

The cooperative backup operations as outlined above from
the standpoint of one computer system apply similarly to
other computers systems on the network that are set up with
the cooperative backup software. The cooperative interaction
between the collection of computer systems forms the dis-
tributed backup, where each computer receives backup ser-
vices from its backup partners in return for it providing
backup services to its backup partners. In order to prevent
freeloading by purported backup partners, the computer sys-
tem imposes the cooperative backup protocol on its backup
partners. Participation in the distributed cooperative backup
system builds on establishing partnerships between computer
systems and on honoring the partnership (reciprocal) agree-
ments by following the cooperative backup protocol. Hence,
to verify that the agreements with its backup partners are
honored, the computer system verifies periodically that its
backup partners have retained previously backed up data
(FIG. 3, step 204). It is noted that the verification should be
sufficiently frequent to ensure that backed up data is main-
tained by the backup partners. FIG. 4 is a flow diagram
illustrating how the computer system verifies that its backup
partners have retained its previously backed up data.

Initially, as part of the backup strategy, the computer sys-
tem starts with processing the actual data to be backed up.
And, as nearly all files in a file system are divided into file
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blocks, each typically including a fixed number of consecu-
tive data bytes, the block of actual data to be backed up is
typically a file block. Assuming then that a block of actual
data to be backed up is x, processing (compressing, encrypt-
ing and encoding) of the actual data block, x, converts it into
D, which is the part of x that is to be stored in the designated
backup partner. In actual fact, D is one of a number of blocks
that, in the aggregate, embody the encoded and encrypted
representation of the entire block of actual data. As will be
later explained in more detail, the encoding adds redundancy
to the actual data thus providing fault-tolerance, i.e., data loss
resiliency. As will be further explained, the blocks produced
from x, including D, are each assigned to a distinct backup
partner for storage. The encryption is an effective way to
achieve data security. For example, an encrypted file block
requires a secret key or password to read it.

Each computer system that participates in the backup strat-
egy may eventually need to restore lost data by retrieving
blocks of previously backed up data from its backup partners.
As mentioned, the blocks of backed up data are respectively
distributed among backup partners for safe storage. Thus,
each computer system that participates in the backup strategy
periodically tests whether its backup partners have faithfully
stored the data entrusted to them. To do this, each computer
system follows an algorithm as shown in FIG. 4. Hence, for
each of its backup partners, the computer system selects a
block from among the previously backed up blocks of data
purportedly retained by the backup partner (step 224).
Assuming that the computer system has stored blocks Dy,
D, ...D,...onbackup partner B and the selected block is D,,
the computer system needs to retrieve (step 226) and verify
the validity of D, (step 228). Retrieval and verification of
block D, allow restoration of lost data and help make certain
that the backup partner faithfully retains block D,.

A block can be selected randomly or in another way. The
random selection of a block prevents the backup partner from
having prior knowledge of the block to be evaluated and from
having the opportunity to circumvent the reciprocal agree-
ment with the computer system. However, this approach may
allow the computer system to treat its backup partner as a file
server and potentially overload this backup partner. Accord-
ingly, the preferred way for selecting the block uses a protocol
rather than random block selection. More particularly, the
computer system and its backup partner (the one being tested)
engage in a protocol to produce a random number, but neither
of them controls the outcome individually. The block that
corresponds to the random number is the selected block.
Moreover, to read a particular block of data from its backup
partner the computer system must request all the data,
although its backup partner may limit the number of times it
allows the computer system to retrieve all the data, say to a
few times a year. This approach effectively prevents the com-
puter system from using its backup partner as a file server, but
it allows the computer system to check that the backup partner
is faithfully maintaining its backup data. Thus, this approach
ensures that the backup partners are not used in an improper
manner but, rather, only as intended by honest participants.

The protocol for producing the random number can be
implemented in various ways. Namely, there are various ways
in which the computer system and its backup partner can
agree on a random number. One protocol involves a crypto-
graphically secure hash function, H0, such as MDS5 (a hash
function or algorithm produces a hash value from a data
block). In this protocol, the computer system picks a random
number, Ra, and sends to its backup partner a hash value, X,
of Ra, i.e., X=H(Ra). The backup partner picks and sends to
the computer system a random number, Rb. The computer



US 7,529,834 B1

9

system then sends Ra to the backup partner that, in turn,
verifies that X=H(Ra), i.e., that X is indeed the hash value of
Ra. Otherwise, this procedure is repeated as the computer
system has cheated. The computer system and its backup
partner then compute a random number, R, such that R=Ra
XOR Rb. Next, the computer system and its backup partner
preferably use R mod C, where C is the number of data blocks
stored by the computer system and its backup partner. This
works because neither one of the computer system and its
backup partner control the final value of R. The computer
system cannot control the selection of Rb and, in turn, its
backup partner cannot control the selection of Ra. Moreover,
the computer system does not see Rb before it selects Ra and
cannot change its selection of Ra in view of Rb. In turn, its
backup partner does not see Ra before it selects Rb and cannot
change its selection of Rb in view of Ra. It is assumed that the
computer system cannot find collision in HO.

As before, it is assumed that the computer system has
stored blocks Dy, D, ... D, ... on backup partner B and the
selected block is D,. For the above-stated reasons, the com-
puter system needs to retrieve and verify the validity of D,. To
do it efficiently, the computer system can use hashing. Hash-
ing produces a hash value from a data block using a formula
(hash algorithm or function). Distinct text strings produce
distinct hash values with exceedingly high probability. Hash
values are generally used to verify that transmitted data is not
been tampered with. For instance, a sender (i) generates a
hash of a message, encrypts the hash, and sends the hash
together with the message; (ii) produces another hash from
the received message; and (iii) compares the two hashes to
determine if they are equal and indicating that message trans-
mitted is intact.

In this case, to verify that the retrieved block, D,, is indeed
a valid block the backup partner B is required to store D', not
merely D,, where D'=D, H(S, D,, B, 1); H0 being a crypto-
graphically secure hash function, S being a secret key known
only to the computer system and B indicating which backup
partner is to store the block. Upon additionally retrieving D+,
from its backup partner, the computer system can extract D,
from D', and again compute H(S, D,, B, i). The computer
system can next compare the newly computed hash value with
the previously computed hash value, D',. If the values match
the computer system can conclude that the block, D,, is valid.
This works because had the backup partner changed D, it
could not create a matching value in D',, not knowing S and
not being able to invert HO.

Alternatively, but at present not preferably, the computer
system can verify the validity of the block, D,, without trans-
mitting the block over the network. One way for verifying
D,’s validity without transmitting D, over the network is to use
RSA cryptography. With RSA cryptography, the computer
system generates two random large primes, p and q, the
product of which being N; N=pq. For any D, the computer
system wishes to store on a respective backup partner, the
computer system computes and stores locally d=D, mod phi
(N), where phi(N) is the Euler Totient function. The phi(N)
can be obtained if the factorization of N is known. When the
computer system intends to verify that its respective backup
partner has D,, the computer system invents a new random
number, r, which it sends together with N to its respective
backup partner. The backup partner is then required to com-
puter r™ mod N, which it can only do if it has D,. Meanwhile,
the computer system computes r¥ mode N, and since d is
smaller than D, this computation is faster. Because of the
relationship between d and D, the results yielded by these
computations should be the same. Hence, the computer sys-
tem can verify that its backup partner indeed has D, without
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having to store D, or transmit it over the network on each
verification. This approach is not preferred because it is too
slow. Over time, such alternative ways to verifying D,’s valid-
ity may turn out to be the chosen approach, but at present the
aforementioned preferred approach is more -efficient.
Namely, as more efficient computations become increasingly
feasible relative to the cost of higher bandwidth such alterna-
tive ways may turn to be the preferred approach. Approaching
this goal is a method described in U.S. Pat. No. 5,848,159 of
Collins et al. entitled “Public Key Cryptographic Apparatus
and Method” which is incorporated herein by reference. The
Collins approach improved upon the RSA public key encryp-
tion and decryption schemes by employing a composite num-
ber formed from three or more distinct primes to allow divid-
ing the computation task into sub-parts that can be processed
in parallel.

Whichever approach is used for verifying that backup part-
ners retained previously backed up data, if the computer
system finds that a backup partner has not done so it considers
the backup partner to have reneged on its promise. However,
a backup partner may have merely failed to respond to the
computer system request for a block. A failure to respond may
be due to no fault of the backup partner as when the backup
partner is physically defective or simply off-line. Accord-
ingly, a backup partner is considered only temporarily
reneged until it is proven to have reneged over an extended
period of time or for more than a predetermined number of
times (step 230). Namely, the backup partner is given a failure
grace period beyond which the backup partner’s regression is
no longer forgiven.

The fallacy of the grace period concept can be in the expec-
tation that backup partners will not exploit it for freeloading.
In reality, however, there is the possibility that a particular
computer system purporting to be a backup partner is in fact
intending to be a freeloader. This particular computer system
can form reciprocal backup agreements with a number of
computer systems and benefit from backup services under
those agreements without honoring them. In particular, such
purported backup partner can receive backup services while
failing to respond to challenges from its backup partners for
the duration of the grace period. Just before the grace period
runs out, this particular computer system can form new recip-
rocal partnership agreements, and so on. Since grace periods
can be long enough—on the order of weeks—to accommo-
date vacation time or the like, the particular computer may not
find it too onerous to pick new backup partners each time a
grace period is about to run out.

In order to address this problem, the computer system
preferably uses the concepts of a commitment period. Pro-
vided that the commitment period is longer than the grace
period the potential freeloader will no longer be able to use
the above-mentioned strategy. Specifically, when a backup
partnership agreement is made between the computer system
and a chosen backup partner, each side commits to store the
data in the normal way. In addition each side guarantees that
restoration requests will not be made or honored for a prede-
termined commitment period longer than the grace period,
although queries (for agreement monitoring purposes) will be
responded to. This approach works for a number of reasons.
In order to obtain continuous backup services, the would be
freeloader must exhaust the commitment period with the
subsequent group of its backup partners before the grace
period runs out on the previous group of its backup partners.
Such a potential freeloader must start storing data from its
subsequent group of backup partners before it stops storing
data from its previous group of backup partners. This will
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force the potential freeloader to store more data than it oth-
erwise would if it honored the partnership agreements.

Once the grace period runs out on a backup partner the
computer system informs the backup partner that it is consid-
ered to have reneged and is removed from the group of' backup
partners, probably to be replaced with another backup partner
(step 232). The step of selecting a backup partner after it is
removed from the list, either initially or to replace a reneging
backup partner, will be hereafter explained with respect to
FIG. 5.

FIG. 5 is a flow diagram illustrating the selection of a new
backup partner. As will be later explained in more detail, in
order to enhance the reliability of the distributed cooperative
backup system, an encoding scheme is used to protect the
system from loss of data allowing reconstruction of the origi-
nal data even in the absence of some data blocks. The encod-
ing scheme employs error correction or, preferably, erasure
coding adding redundancy to the data blocks to be backed up.
In essence, data to be backed up is divided into data blocks
and from these data blocks redundant data blocks are com-
puted. The data blocks and redundant data blocks are distrib-
uted among distinct backup partners. The distribution is such
that if a number of backup partners are lost, and that number
is smaller than or equal to K(<=k), it is still possible to recover
any block by using data blocks and redundant data blocks
from remaining backup partners. There needs to be a suffi-
cient number of backup partners to provide sufficient storage
space and to reduce the probability of data loss. To illustrate,
assume two cases, one with two and one with ten backup
partners. In the first case the loss of either one but not both of
the backup partners can be tolerated. When both of them are
lost the data is unrecoverable. In the second case it is assumed
that the erasure code can tolerate the loss of any four of the
backup partners. Additionally, the probability of a backup
partner being unavailable at any given instance is assumed to
be p. In the first case, the data is unrecoverable with a prob-
ability of p*. In the second case, the data is unrecoverable with
a probability of p'%+10%p *q+10%9/(2)*p®*q>+10%*9*8/
(2%3)*p7*q +10%9%8*7/(2%3 %4 )*p®*q*4+10%#9**7%6/
(2*3*4%5)*p>*q> where q=1-p. When p is very small this
second value is much smaller than the first value. For
instance, when p=0.01 the first value is 10~* and the second
value is 2.4%107%, Thus, it is more likely that the data will be
unrecoverable in the first case than in the second case. This is
true even though 50% redundant storage is used in the first
case as compared to 40% in the second case. It is therefore
useful at times to select more, rather than fewer, backup
partners in order to adjust the probability in a favorable direc-
tion.

Accordingly, if there is a sufficient number of backup part-
ners for the number of blocks to be backed up, selection of a
new backup partner is not necessary (step 264). In this case,
the selection process stops (step 278). If, on the other hand,
there is insufficient number of backup partners in the group
for holding all the blocks, the selection process continues to
next find a prospective backup partner (step 266). A prospec-
tive backup partner can be selected by the computer system
itself (the one seeking a backup partner) or it can be suggested
by a broker server (as mentioned with reference to FIG. 1). To
simplify the discussion, selection only by the computer sys-
tem is hereafter discussed, although either or both of the
computer system and broker server can participate in the
selection of backup partners. Whichever mechanism is used
for selecting the backup partner, a prospective backup partner
is one which satisfies certain criteria (step 268).

One possible criterion is geographic separation. Namely, it
is preferred to keep backup partners apart from each other in
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order to avoid irrevocable loss of data say from a localized
destructive event (i.e., power interruption, fire, flood etc.)
Each computer system, and hence each backup partner, con-
nected to the network has a network address. For example,
computer systems connected to the Internet are each
addressed by an IP (Internet protocol) address which gener-
ally includes four bytes. For example, if two randomly chosen
IP addresses, X and Y, differ in the first of these bytes, there is
a high probability (but not complete certainty) that the chosen
IP addresses belong to two computer systems that are geo-
graphically far apart from each other. Thus, geographic sepa-
ration can be addressed via selection of potential backup
partners, e.g., from different parts of the network (different
sub-networks), with significantly different network
addresses. Depending on the network type, this can mean
selection of potential backup partners located, for example, in
separate buildings of a campus or separate facilities of an
organization that are geographically dispersed. The Internet,
of course, allows selection as a potential backup partner of
any computer system anywhere in the world.

A second possible criterion is system diversity, such as
operating system diversity. System diversity decreases the
susceptibility of the distributed cooperative backup system to
assaults such as virus attacks. In particular, a prospective
backup partner with a network address that satisfies the geo-
graphic separation criteria is contacted by the computer sys-
tem and requested to report its operating system and machine
type. The computer system can then determine whether the
potential backup partner is a suitably different system from
the computer system and others of its backup partners. The
computer system prefers to go forward with the selection of a
more diverse group chosen from among the potential backup
partners that satisfy the geographic separation criteria.

Thus, if (in step 268) the computer system determines that
the potential backup partner satisfies the geographic separa-
tion and system diversity criteria (step 270) it can proceed to
establishing the reciprocal agreement for cooperative backup
with this backup partner (step 272). If, however, the potential
backup partner is insufficiently different (step 270), i.e., it
does not satisfy the foregoing criteria, the computer system
repeats the above-described steps for finding another poten-
tial backup partner (i.e., it returns to step 266).

To establish the reciprocal agreement, the computer system
“negotiates” with the “chosen” backup partner by exchanging
with it some information. In particular, the computer system
queries the chosen backup partner about its ability to satisfy
additional requirements. These requirements include, for
example, a predictable and suitable time schedule for being
on-line, matching backup requirements, suitable network
bandwidth, and cooperative backup track record. More spe-
cifically, backup partners are assumed to adhere to certain
time schedules for being on-line. The computer system pre-
fers to partner, i.e., reach a reciprocal agreement, with backup
partners that, as compared to its time schedule, keep a similar
or otherwise a suitable time schedule for being on-line and for
providing backup services. Moreover, the computer system
expects the chosen backup partner to maintain its stated on-
line time schedule. The computer system further prefers to
partner with backup partners to which it is connected via a
network (or network portion) having a bandwidth that is at
least better than a required threshold bandwidth. Preferably,
also, the average bandwidth of such network (or network
portion) should be larger than the required threshold band-
width. In addition, the computer system prefers to partner
with backup partners that have matching backup require-
ments. To this end, the computer system sends a query to the
chosen backup partner regarding its backup space require-
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ments and availability of backup space. The chosen backup
partner’s cooperative backup track record is an additional
consideration for the computer system. The computer system
prefers to partner with a backup partner that has not reneged
on a large number of other computer systems. By exchanging
messages, the computer systems can collectively keep track
of an estimate of how many times each computer system has
reneged on others recently. For this purpose, the number of
other computer systems can be predetermined (to be, for
example, two other computers systems). In actual fact, any
reasonable value of this parameter will be within the scope
and spirit of the present invention.

It is noted again that the foregoing operations are from the
standpoint of the computer system, and that the same opera-
tions are expected to be performed by the chosen backup
partner. Thus, it is expected that the chosen backup partner
will query the computer system in a similar manner. If both
the computer systems and chosen backup partner agree that
their requirements can be mutually met, and thus the coop-
erative backup can be properly performed, the reciprocal
agreement between them is made (step 274). If, by contrast,
the agreement cannot be reached (step 274) the computer
system returns to start looking for another suitable backup
partner (at step 266). In the case that an agreement is made,
the computer system accepts the chosen backup partner to the
group and adds it to the list of its group of backup partners.
Clearly, also, the new backup partner accepts the computer
system as its new backup partner and adds the computer
system to its list of backup partners (step 276). After accept-
ing the new backup partner, the computer system repeats the
step of determining whether it has sufficient number of
backup partners for its blocks (returning to step 264). If it
does, the selection process ends (step 278). If it does not, the
computer system proceeds to look for an additional backup
partner repeating the steps as explained above.

It is noted that, preferably, each backup partner of the
computer system stores arecent list of the backup partners for
the computer system. The redundant copies of this list prevent
its loss in case the computer system or some of its backup
partners lose this list. Additionally, a user of the computer
system can obtain an electronic or hard copy (e.g., disk file or
printed copy) of: (i) the identities of a significant number of
backup partners of the computer system; and (ii) the encryp-
tionkey under which the backed up data blocks are encrypted.
This information can be sufficient for reconstructing the
actual data from the backed up data in the event that data is
lost. Lost data can be recovered as long as sufficient number
of backup partners are available, anywhere in the world.

Accordingly, once, the computer system has partnered
with a sufficient number of computer systems on the network,
the new or modified group of backup partners is ready to
proceed with the cooperative backup operations. As men-
tioned before with reference to FIG. 3, the computer system
generates and distributes encoded data to its backup partners
(step 208). FIG. 6 is a flow diagram illustrating the step of
generating and distributing the encoded data. First, in step
282, data to be backed up is retrieved from the data storage of
the computer system (see, FIG. 2). Next, data compression,
preferably lossless data compression, is performed to help
reduce storage space and network bandwidth usage (step
284). With the lossless data compression method no data is
lost and the space saving can be significant. Although the data
compression is beneficial and thus preferred, it is clearly
optional and not necessary in the context of the invention.

In order to render the data non-decipherable to any other
computer system, the computer system uses cryptography to
translate the data (or compressed data) into a secret code
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known as ciphertext (step 290 and optionally step 286). Also,
the computer system encrypts the data to be backed up to
prevent a backup partner from being able to use the other
backup partners to obtain the back up data it is supposed to be
storing (step 290). This would let the backup partner to cir-
cumvent the reciprocal agreement, i.e., freeloading. In fact,
the computer system can, although it is not required to,
encrypt the data to be backed up twice rather than once: (i) to
protect the data (step 286); and (ii) to prevent freeloading by
a backup partner (step 290). In this case, the second encryp-
tion can but need not be as secure as the first.

To implement the data encryption, the computer system
employs data encryption algorithms for converting the data
from plaintext to ciphertext; and a secret key enables decryp-
tion (translation back into plaintext) of the encrypted data. A
product cipher known as DES (data encryption standard), for
example, is a data encryption algorithm that operates on (e.g.,
64-bit) blocks of data using a (e.g., 56-bit) key. Then again, a
cipher, known as RC4, accepts keys of arbitrary length, and is
essentially a pseudo random number generator with the out-
put of the generator being XORed with the data stream to
produce the encrypted data. As another alternative, public-
key encryption is an encryption method that uses a pair of
public and private keys. The public and private keys are
related to each other such that the public key can be used to
encrypt data and only the corresponding private key can be
used to decrypt (translate to plaintext) the encrypted data. At
its present state, public-key encryption, including RSA, is
rather slow and is therefore not the preferred method. RSA
encryption is an example of public-key encryption method.
(Essentially, RSA encryption method (i) takes two large
prime numbers, p and q; (i) finds their product, n(n=pq),
where n is called the modulus (ii) chooses a number, e, that is
less than n and relatively prime to (p—1)(q-1); and (iv) finds
d, the inverse of e mod ((p-1)(q-1)), such that ed=1 mod
((p-1)(g-1)). Respectively, e and d are called public and
private exponents, where the public key is the pair (n, ¢) and
the private key is d.) As noted before, over time public key
encryption may become more efficient and, when it does, it
may be preferred because of its superior security character-
istics. In any event, the private key is known only to the
computer system and, in all likelihood, cannot be computa-
tionally obtained by others of the computer systems. It is
noted that other encryption methods can be implemented
without departing from the scope and spirit of the present
invention so long that such algorithms provide strong data
security.

In addition to encryption for rendering the data to being
backed up non-decipherable the computer system adds
redundancy to the data to achieve loss resiliency (step 288).
To add the redundancy the computer system uses error cor-
rection coding or, better yet, erasure coding (also called loss-
resilient encoding or simply encoding). In the case of data
encryption being performed once (step 290), the computer
system adds the redundancy to the data before the data
encryption is performed (and after the compression if com-
pression is used). It is noted that data compression removes
redundancy while erasure coding is adding redundancy. Fur-
thermore, to optimize data security the optimal time to
encrypt data is when the data contains as little redundancy as
possible. Therefore, theoretically, the best time to encrypt the
data and render it non-decipherable (step 286) is between the
data compression (step 284, if used) and erasure coding (step
288). However, it is imperative that data encryption is done
after erasure coding in order to prevent freeloading by backup
partners. That is, data encryption after erasure coding is
essential in order to prevent a backup partner that failed to
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retain data entrusted to it from reconstructing this data upon
being challenged by retrieving backed up data stored at other
backup partners. It is noted that the danger that a cryptogra-
phy analyst could potentially use redundancy added by era-
sure coding to break the cryptosystem is outweighed by the
strength of present cryptosystems. The security features of
present cryptosystems are sufficiently strong to make such
occurance a remote possibility. Thus, although the desire for
security suggests that data is encrypted twice, one time before
and one time after the erasure coding, encryption can be
performed only once without significantly compromising the
performance of the backup system. But when encryption is
performed only once the computer system is supposed to add
the redundancy to the data before the data encryption is per-
formed (and after the compression if compression is used; i.e.
steps 284, 288 and 290 in order).

In case the computer system does perform the data encryp-
tion twice, the computer system is supposed to add the redun-
dancy to the data between these two encryption steps, 286 and
290. That is to say, the computer system sequentially per-
forms in this case the first encryption to protect the data (and
this step may be preceded by data compression if it is used),
the erasure coding to add redundancy, and the second encryp-
tion to prevent freeloading. More on the encoding aspect will
be later explained (with reference to FIGS. 6 and 7).

After the data encryption (step 290) the encrypted data is
divided into blocks (step 292). Optionally, cryptographic
checksums or digital signatures are added to each block to
render them self-identifying (step 294). Finally, the blocks
are distributed to the backup partners (step 296). Thereafter,
the backup partners are expected to hold the, periodically
refreshed, backed up data until they are called on by the
computer system to provide it, in part or in full. Loss of data
is one instance in which the computer system may request the
data. Another instance is the periodic monitoring of backup
partners as explained above. Upon loss of data the computer
system takes steps to restore the lost data by retrieving pre-
viously backed up data from its backup partners.

Earlier in the discussion it is mentioned that encoding of
data to be backed up by adding redundancy thereto intends to
achieve fault-tolerance. That is, protection against data loss is
provided by adding redundancy to the actual data. Redun-
dancy can, in fact, be added by replication or encoding. Rep-
lication duplicates the data to be backed up say k times to
accommodate the loss of k blocks out of m original blocks
(producing a total of mx(k+1) blocks). Replication is thus
simple but inefficient for large data size as compared to
encoding techniques. Encoding includes techniques such as
error correction coding and erasure coding. With error cor-
rection a storage device failure is manifested by storing and
retrieving incorrect values that can only be recognized by
embedded coding (i.e., the error location is unknown). Alter-
natively, the type of errors where the error location is known
are usually called erasures. With erasure coding a storage
device failure is manifested in lost data and the failed device
(location of lost data) is recognized. The following discussion
presents a sampling of error correction coding and erasure
coding that are currently used as encoding techniques.

By and large, encoding techniques start with the general
idea that the data to be stored (or, in this case, to be backed up)
comprises the actual data and redundancy, and is often
referred to as the data object or code word. The actual data,
also referred to as data items or symbols, is fragmented into m
blocks and assigned to m storage devices that are referred to
as data devices or data sites. The redundancy, also called
checks, check symbols or checksum, is fashioned in addi-
tional k blocks the content of which is computed from and is
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of'the same type as the actual data (e.g., bits, packets etc.). The
additional k blocks are assigned to additional k storage
devices that are often referred to as checksum devices or
check sites. Hence, the n=m+k blocks are assigned to a total
of n=m+k storage devices (e.g., n=m+k servers or, in this
case, backup partners with data storage). Moreover, when
storage is distributed among n storage devices, fault-toler-
ance maintains data reliability in the event of failure of some
(but no more than k) of the n storage devices. The term “faulty
storage device” indicates several possible failures, including:
storage device is down, network delay is high, network pack-
ets are lost or corrupted, the file to be stored (backed up) is
corrupted or destroyed, or only part of the data object is
transmitted. In this case, as mentioned before, additional pos-
sibilities are a backup partner being off-line or a backup
partner reneging. The degree of fault-tolerance determines
the number (k) of the faulty storage devices that can be
tolerated. Accordingly, fault-tolerance is achieved through
encoding, and decoding, techniques that are designed to over-
come failure of up to k data storage devices.

For example, erasure coding called “n+1-parity” is often a
sufficient encoding technique for fault-tolerance with small
values of n. With n+1-parity, one checksum device is suffi-
cient. The i-th byte of the checksum device is calculated to be
the bitwise exclusive-or (XOR) of the i-th byte of each of the
remaining m storage devices. Alternatively, an error correc-
tion coding for tolerating a simultaneous failure of k storage
device is an encoding technique called Reed Solomon coding
(or RS coding). A detailed description of RS coding can be
found in an article entitled “A Tutorial On Reed Solomon
Coding For Fault-Tolerance in RAID-Like Systems,” by
James S. Plank of the Department of Computer Science ofthe
University of Tennessee, available on pages 995-1012 of
Software Practice and Experience (SPE), Volume 27, No. 9,
September 1997, and which is incorporated herein by refer-
ence. The RS coding technique for error correction came to
the fore with the development of redundant arrays of inex-
pensive disks (RAID) and distributed systems (e.g., the afore-
mentioned n storage device) for achieving high-bandwidth
and failure recovery. RS coding takes, for example, a set of
bits, some of which have been erroneously flipped, and
resolves which bits have been flipped.

Error correction coding methods, including the above-
mentioned RS coding, correct random errors at unknown
locations in a stream of symbols (Actual data). This implies
extra redundancy for error location. In the case of the distrib-
uted cooperative backup system, however, the location of the
faulty backup partners (i.e. inaccessible or in breach of the
reciprocal agreement) is known to the computer system.
Therefore, the locations of the missing blocks are also known.
As noted before, such errors are called erasures. Erasure
coding takes advantage of the errors location information to
avoid unnecessary consumption of time and space in that it
reduces the redundancy required for a given degree of fault-
tolerance; and, since the error location is known, erasure
coding is easier to implement. For this reason, erasure coding
is preferred over error correction coding for achieving the
desired backed up data error resiliency. Erasure coding (e.g.,
Tornado coding, etc.) is a coding technique that takes, for
example, a set of bits, some of which are missing or have been
erroneously deleted, and a list of the bits that have been
deleted, and determines the values of the missing bits. With
erasure coding code words represent actual data plus redun-
dancy.

It is noted that as long as the erasure coding (or more
generally encoding) allows the recovery of lost data any form
of erasure coding can be used without departing from the
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scope and spirit of the invention. It is important to further
point out that in the distributed cooperative backup system the
data to be backed up by the computer system comprises a
plurality of actual data blocks. That is, the files in the file
system are fragmented into say p blocks, each of which being
capable of further fragmentation into sub-blocks. The follow-
ing illustrates an erasure coding approach that facilitates the
backing up and retrieving of these blocks, although, clearly,
other ways are possible. Each of the p blocks (or sub-blocks)
represents a vector of actual data, U, p- Moreover, a code
wordV=(v,,v,,...V,_;)isproduced by multiplying the actual
data, U=(ug, u,, . . . u,,,), by G=[g;], an mxn matrix with
rows that act as the basis for a vector space containing the
code words. That is to say, the code word V, is a vector the
elements of which are produced by V=UG. Then, the n=m+k
elements of each of the code words,V,  ,, are correspond-
ingly assigned to n=m+k storage devices (i.e., in the backup
partners). For example, the i-th backup partner is expected to
hold the i-th element of each of the p code words. Namely,
each backup partner is assigned to an aggregation of p ele-
ments.

At any point in time, one or all of the p elements assigned
to each backup partner will be requested by the computer
system either for monitoring purposes or upon loss of data.
The computer system relies on the backup partners to recover
its lost data by retrieving from each of them the elements of
the p code words, i.e., the elements of each of the p vectors
V., ., , When less than all n elements v, v, are
available for a given code word V, the computer system is
nevertheless able to reconstruct the actual datau,,, . .. ,u,, ; if
it has a sufficient number of elements, say v';, . . ., v';, where
I>=m.

Decoding is the technique by which the computer system
reconstructs its actual data from the previously backed up
data. In particular, for a given degree of fault-tolerance, e.g.,
k faulty storage devices (backup partners), the redundancy
provided by the encoding allows reconstruction of U,
_____ , using G'"ll, .. p» Which is the inverse of
G, ., whereG',  pisG, _ , with the columns
corresponding to the elements of V, p issing from
,,,, p deleted (e.g., V'=UG"). Each vector U is recon-
structed by U=V'G'. Several rules apply to the matrix G': (i)
for a systematic code (i.e., the code words), the matrix should
be systematic; (ii) the rows of the matrix must be linearly
independent; and (iii) every m columns of the matrix must be
linearly independent so that the matrix G is always invertible.
Insum, the reconstructed vectors U, reconstitute the lost
file(s). The foregoing approach is featured, for example, in the
previously-mentioned article by M. Quataibah et al., entitled
“Coding for High Reliability of a Distributed-Parallel Stor-
age System,” which is incorporated herein by reference.

A further sampling of encoding and decoding techniques
can be gleaned from U.S. Pat. No. 6,081,909, issued to M.
Luby et al. on Jun. 27, 2000, U.S. Pat. No. 6,081,918 issued to
D. Spielman et al. on Jun. 27, 2000, and U.S. Pat. No. 6,073,
250 issued to M. Luby et al. on Jun. 6, 2000, all of which are
incorporated herein by reference. Respectively, the enumer-
ated patents are entitled: “Irregularly Graphed Encoding
Technique”; “Loss Resilient Code With Cascading Series of
Redundant Layers”; and “Loss Resilient Decoding Tech-
nique.”

In view of the above techniques, FIG. 7 is a flow diagram
illustrating the restoration of data from the backup partners.
In the event that data is lost, the computer system restores the
lost data by first retrieving and next processing the backed up
data from its backup partners, one block at a time (step 302).
When a block is retrieved, the computer system then checks
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the digital signature attached to the block (step 304). The
computer system uses the private key known only to it to
create a digital signature from the data and compares the
digital signature it created with the one retrieved with the
block (See: FIG. 4 and above discussion on data block valid-
ity verification). If the block has a “bad” signature (or hash
value), it cannot be relied upon for reconstructing the data.
Accordingly, next there is a need to verify next that the num-
ber of “good” blocks already retrieved is sufficient to restore
the data (step 306). If more bocks are needed, the steps of
retrieving and checking the integrity of an additional block
are repeated (steps 302, 304 and 306). In fact, these steps are
repeated until the number of blocks is satisfactory.

The number of blocks needed for restoring the data is
related to the error-correction or erasure coding as explained
above. With a sufficient number of blocks for restoring the
data, the computer system can proceed to decode the data
(step 310). Before that, however, the computer system per-
forms a decryption of the data in the blocks (step 308). This
decryption is the inverse of the encryption step 290 in FIG. 6.
(It is noted that in the case that the backup system embodies
the two-encryption approach, the computer system then pro-
ceeds to step 312 to perform a second decryption of the
decoded data. If performed, the second decryption is the
inverse of the encryption step 286 in FIG. 6. Otherwise, if
only one encryption is used this step is inapplicable.) Option-
ally, if compression is used the computer system also decom-
presses the compressed data (step 314). Finally, the computer
system writes the restored data into its data storage (step 316).

In summary, the present invention provides a distributed
cooperative backup system and the method of implementing
and operating the same. In accordance with the present inven-
tion, a plurality of computer systems cooperate over the net-
work to create a distributed storage space and to provide
backup services for each other using the distributed storage
space. Notably, the cooperative aspect of the distributed
backup is realized by forming over the network backup part-
nerships among groups of computer systems in the network
where backup partners agree to backup each other’s data.
What is more, the present invention targets self maintenance
and effective administration of the backup operations in the
absence of central control with the goal of freeing the system
from user intervention or any type of system administration.
Finally, by automating everything about the backup proce-
dure except installing backup software and performing initial
configuration, the present invention advantageously removes
substantial obstacles that prevent computer users from other-
wise regularly backing up their files.

Although the present invention has been described in
accordance with the embodiments shown, variations to the
embodiments would be apparent to those skilled in the art and
those variations would be within the scope and spirit of the
present invention. Accordingly, it is intended that the speci-
fication and embodiments shown be considered as exemplary
only, with a true scope of the invention being indicated by the
following claims and equivalents.

What is claimed is:
1. A method for backing up data on a plurality of computers
connected via a network, comprising:

forming one or more backup partnerships among the plu-
rality of computers such that each computer in a backup
partnership commits under an agreement to store backup
data received from one or more backup partners,
whereby a first computer in each partnership assumes
the task of storing backup data received from one or
more other computers in the partnership and one or more



US 7,529,834 B1

19

of'the other computers in the partnership assume the task
of storing backup data received from the first computer;
backing up data in accordance with each agreement; and
periodically verifying that previously backed up data is
being retained by the computers committed to act as
backup partners in accordance with each agreement.

2. The method of claim 1, further comprising:

selecting potential backup partners from among the plural-

ity computers based on predetermined criteria.

3. The method of claim 1, further comprising:

negotiating the agreements between the plurality of com-

puters based on predetermined requirements, including
backup requirements.

4. The method of claim 1, wherein the plurality of comput-
ers administer a distributed cooperative backing up of data in
the absence of central control.

5. The method of claim 1, wherein each of the plurality of
computers has a storage, the storage being periodically
scanned to find data to be backed up and identify data previ-
ously backed up that no longer needs to be backed up, the data
to be backed up being retrieved from the storage for a next
periodic backup.

6. The method of claim 1, wherein the verifying that pre-
viously backed up data is retained by the backup partners
includes monitoring the backup partners, and for any one of
the backup partners being monitored,

selecting a block of data stored at the monitored backup

partnet,

requesting the block of data from the monitored backup

partner, and

receiving from the monitored backup partner and checking

the block of data to determine if the block of data rep-
resents a corresponding block of previously backed up
data.

7. The method of claim 6, wherein the block is selected
randomly.

8. The method of claim 6, wherein the block is selected
using a protocol to produce a number that corresponds to the
selected block and that is controlled by at least two backup
partners.

9. The method of claim 8, wherein the protocol, being
performed by any computer of the plurality of computers,
includes

sending by the computer to a monitored one of its backup

partners a has value of a first random number,
receiving by the computer from the monitored one of its
backup partners a second random number,

sending by the computer to the monitored one of its backup

partners the first random number,

computing the number from the first and second random

numbers by both the computer and the monitored one of
its backup partners.

10. The method of claim 1, further comprising:

selecting another computer connected via the network to

be a new backup partner if it is determined that a backup
partner has reneged by not retaining the previously
backed up data;

negotiating and, if an agreement is reached, forming a

partnership with the other computer, accepting the other
computer as the new backup partner.

11. The method of claim 10, wherein selecting another
computer to be the new backup partner includes

determining if there are sufficient backup partners for

backing up the data, and

searching for the other computer based on predetermined

criteria including one or both of geographic separation
and system diversity.

10

25

30

40

45

60

65

20

12. The method of claim 10, wherein if after accepting the
other computer as the new backup partner it is determined that
the backup partners are insufficient in number for backing up
the data, the selecting, negotiating and forming backup part-
nership with yet another computer are repeated, the determin-
ing, selecting, negotiating and forming backup partnership
being repeated until the number of backup partners is suffi-
cient.

13. The method of claim 2, wherein selecting computers as
potential backup partners includes

determining if there are sufficient backup partners for

backing up the data, and

searching for computers based on the predetermined crite-

ria that includes one or both of geographic separation
and system diversity.

14. The method of claim 3, wherein negotiating the agree-
ments includes, for any computer of the plurality of comput-
ers,

exchanging queries between the computer and computers

selected as its potential backup partners about each such
computer’s ability to satisfy the predetermined require-
ments that include one or more of

predictable and suitable time schedule for being on-line,

suitable network bandwidth,

matching backup space requirements, and

backup track record.

15. The method of claim 14, wherein, the computer prefers
to partner with those of its potential backup partners that
satisfy the predetermined requirements.

16. The method of claim 14, wherein the suitable network
bandwidth is equal or larger than a predetermined threshold
bandwidth and is characterized by an average bandwidth that
is larger than the predetermined threshold bandwidth.

17. The method of claim 14, wherein the backup track
record includes not reneging on a number of other backup
partners that is greater than a predetermined number.

18. The method of claim 1, wherein each of the backup
partners has arecent copy of a list of its backup partners’ other
backup partners.

19. The method of claim 1, wherein the agreements are
respectively negotiated between the plurality of computers
such that in each partnership each computer commits to avoid
making or honoring a data restoration request for a commit-
ment period that is longer than a grace period, wherein the
grace period for a backup partner of a computer starts to run
ifitis determined that the backup partner has failed to respond
to such computer verifying that the backup partner is retain-
ing the previously backed up data or to prove to such com-
puter that it is retaining the previously backed up data, and
wherein upon the grace period running out such computer
considers the backup partner to have reneged on its agree-
ment.

20. The method of claim 1, wherein the data being backed
up is file contents.

21. The method according to claim 1, wherein said forming
comprises forming at least two partnerships among the plu-
rality of computers.

22. The method according to claim 1, wherein at least one
computer of the plurality assumes the task of storing backup
data received from at least two other computers.

23. The method according to claim 1, wherein different
portions of data of at least one computer of the plurality are
stored by at least two other computers.

24. A distributed cooperative backup system, comprising:

a network; and

a loose confederation of computers connected via the net-

work, a plurality of computers from among the loose
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confederation of computers being configured for distrib-
uted cooperative backing up of data, each computer of
the plurality of computers having a storage that can be
used for providing reciprocal backup services, and each
computer of the plurality of computers respectively hav-
ing a computer readable medium embodying computer
program code configured to cause the computer to

form backup partnerships between the plurality of comput-
ers, each of the backup partnerships being of computers
such that each computer in a partnership commits under
an agreement to store backup data received from one or
more backup partners, whereby a first computer in each
partnership assumes the task of storing backup data
received from one or more other computers in the part-
nership and one or more of the other computers in the
partnership assume the task of storing backup data
received from the first computer;

back up data in accordance with each agreement; and

periodically verify that previously backed up data is being

retained by the computers committed to act as backup
partners in accordance with each agreement.

25. The system of claim 24, wherein each of the backup
partners is allowed to leave the system and return to the
system.

26. The system of claim 24, wherein prevention of free-
loading is enforced by the backup partners, by any of the
backup partners being requested to prove that it is retaining
the previously backed up data.

27. A distributed cooperative backup system, comprising:

a network; and

a loose confederation of computers connected via the net-

work, a plurality of computers from among the loose
confederation of computers being configured for distrib-
uted cooperative backing up of data and functioning as
backup partners, each computer of the plurality of com-
puters having a storage that can be used for providing
reciprocal backup services, and each computer of the
plurality of computers respectively having a computer
readable medium embodying computer program code
configured to cause the computer to

select computers as potential backup partners from among

the plurality of computers based on predetermined cri-
teria,

negotiate a reciprocal backup partnership agreement

between the computer and the selected computers based
on predetermined requirements, including backup
requirements,

form partnerships between the computer and selected com-

puters, the computer and the selected computers becom-
ing backup partners by agreeing to cooperatively pro-
vide backup services to each other such that a first
computer in each partnership assumes the task of storing
backup data received from one or more other computers
in the partnership and one or more of the other comput-
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ers in the partnership assume the task of storing backup
data received from the first computer and so that a dis-
tributed cooperative backing up of data is administered
in the absence of central control,

periodically back up data at the backup partners, encoding

the data each time before the data is backed up, and
periodically verify that previously backed up data is
retained by the backup partners.

28. A method for backing up data on a plurality of com-
puters connected via a network, comprising:

exchanging messages among computers of the plurality to

determine the ability of each to satisfy backup storage
requirements of one or more others;

forming a partnership among computers of the plurality in

which a first computer in the partnership stores backup
data received from one or more other computers in the
partnership and one or more of the other computers in
the partnership store backup data received from the first
computer; and

each of the computers in the partnership periodically veri-

fying that its backup data is being retained by one or
more of the other computers in the partnership.

29. The method according to claim 28, wherein the verify-
ing includes selecting a block of the previously backed up
data wherein the selecting is controlled by at least two of the
computers.

30. The method according to claim 28, wherein the part-
nership consists of two computers.

31. The method according to claim 28, further comprising
at least one additional partnership among the plurality of
computers.

32. The method according to claim 28, wherein the first
computer of the partnership stores backup data received from
at least two other computers in the partnership.

33. The method according to claim 28, wherein different
portions of data of the first computer of the plurality are stored
by at least two other computers in the partnership.

34. Computer readable media having stored thereon com-
puter code for a method of backing up data on a plurality of
computers connected via a network, the method comprising
steps of:

exchanging messages among computers of the plurality to

determine the ability of each to satisfy backup storage
requirements of one or more others;

forming a partnership among computers of the plurality in

which a first computer in the partnership stores backup
data received from one or more other computers in the
partnership and one or more of the other computers in
the partnership store backup data received from the first
computer; and

periodically verifying that stored backup data is being

retained by one or more of the computers in the partner-
ship.
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