
A Bounded Retransmission Protocol for Large Data PacketsA Case Study in Computer Checked Algebraic Veri�cationJan Friso Groote & Jaco van de PolDept. of Philosophy, Utrecht University, The Netherlandse-mail: jfg@phil.ruu.nl, jaco@phil.ruu.nlAbstractA protocol is described for the transmission of large data packets over unreliable channels. The protocolsplits each data packet and broadcasts it in parts. In case of failure of transmission, only a limited numberof retries are allowed (bounded retransmission), hence the protocol may give up the delivery of a part ofthe packet. Both the sending and the receiving client are informed adequately. This protocol is used inone of Philips' products.We used �CRL as formal framework, a combination of process algebra and abstract data types. Theprotocol and its external behaviour are speci�ed in �CRL. The correspondence between these is shownusing the proof theory of �CRL. The whole proof of this correspondence has been computer checked usingthe proof checker Coq. This provides an example showing that proof checking of realistic protocols isfeasible within the setting of process algebras.1 IntroductionBackground and motivation. During the last 15 years the state-of-the-art in the descriptionand analysis of parallel and distributed systems has advanced enormously. Still the �eld has notreached a state in which the results are applied frequently and routinely in industry. This situationis improved by carrying out small scale case studies into existing industrial distributed systems. Thespin-o� of these experiments is generally an assessment of the theory and some indications for furtherdevelopments of the encountered shortcomings. It is our belief that such hints can steer the theorytowards a situation where it can e�ectively be used at acceptable cost. Therefore, we have started tospecify and verify instances of simple distributed systems, using process algebra.Around 1990 it was realised that process algebraic languages [1, 14] lack a su�ciently precisetreatment of data. Up till that moment it seemed su�cient for veri�cation purposes to use standarddata types and the generally accepted common sense knowledge about them. This route had alreadybeen abandoned by developers of speci�cation languages as they had experienced that commonlyaccepted data types do not exist (see e.g. [11, 13]). Therefore, abstract data types were added toprocess algebra.Given the additional requirement that speci�cations in such a language should be suited for han-dling by computer based tools, the language �CRL (micro Common Representation Language) wasborn. This is a simple, semantically clear and completely formally de�ned language based on processalgebra that incorporates data [6]. The next step was to de�ne a proof theory that enabled to provedistributed systems correct [7]. From this point on �CRL was ready for its usability test. Several dis-tributed systems have now been proved correct [2, 3, 5, 12]. These experiments have revealed severalproblems. The most important is that proofs contain very many trivial steps. For human beings itis hard to guarantee that all these steps are correct. Therefore, we think it necessary to check thecorrectness proofs with automated proof checkers [15, 16, 12, 2].Veri�cation of the BRP. The Bounded Retransmission Protocol of Philips is an example of adistributed system which relies heavily on data. It is a simpli�ed variant of a telecommunicationprotocol that is used in one of Philips' products. The protocol allows to transmit large blocks ofdata within a limited amount of time. After transmission it indicates whether delivery was successful.The key features of the protocol are that data is transferred in small chunks, and that only a limitednumber of retransmissions are allowed for each chunk.1
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The protocol and its external behaviour are speci�ed in �CRL (Sections 2 and 3) and provedequivalent using the proof system for �CRL (Theorem 4.1). The correctness proof for the BRP israther typical, because proof principles of process algebra, abstract data types and inductive argumentscohere in an intricate way. This was one of the motivations for designing �CRL. Instead of assumingfairness, we exclude possibly diverging internal behaviour by induction on the bounded number ofretries still allowed and the length of the data packet.The creative part of the proof is to �nd a suitable system of recursive equations, that has theprotocol as well as the external behaviour among its solutions. This is far from trivial; in Section 4we explain the intuition behind this system. The desired equivalence then follows from the RecursiveSpeci�cation Principle (RSP), which states that a system of guarded equations has a unique solution.The by far largest part of the proof consists of a proof that the protocol is indeed a solution. This proof(Section 5) is structured by induction on the number of retries still allowed. Within this induction, alarge amount of purely algebraic manipulations are necessary, using the equations of process algebraand the axioms of our abstract data types. As we will show, this part lends itself very naturally toterm rewriting and hence to automated proof checking.Finally, the whole correctness proof has been proof checked using the system Coq [4] along thelines set out in [15, 16] (see also [2]). This guarantees the highest degree of correctness that can bereached nowadays. We think that we can safely claim that all lemmas and theorems in this documentare correct and that they can be proved correct using only the axioms mentioned in this document.In Section 6 we report on this veri�cation process. It is explained which features of Coq wereused, and which missing features would have been helpful. The algebraic part of the veri�cation hasbeen mechanized. Apart from a rigorous discipline, the veri�cation yields a term rewriting system tocompute the expansion of parallel processes in an optimal way. Large parts of the veri�cation can bereused for other protocols.Discussion. The same protocol has been studied in the setting of I/O-automata [10]. Severalinvariants, safety, deadlock freeness and liveness results are proven. Parts of these proofs are machinechecked. A more recent approach can be found in [9]. Here an abstract interpretation is given, withthe help of a theorem prover. The abstract protocol, which has a �nite state space, could be veri�edby a model checker. Our work [8] precedes these two approaches.We feel that our approach has several merits. The description of the protocol is very compact(it �ts in one page, instead of eleven pages in [9]) and completely formal. Furthermore, we givea compact, perspicuous and intuitive correctness proof. Finally, the correctness criterion is highlyinformative, because the protocol is proved equivalent to a straightforward description, representingthe external behaviour of the protocol. Here equivalence (branching bisimulation) means that thereis no observable di�erence. Hence a simple process answers all possible questions about the externalbehaviour of the protocol (inclusive safety, deadlock freeness and liveness). Consequently, any useronly needs to understand this description. This is a real advantage in the common situation that manypeople work on the same project, while only a few know about the particularities of the protocol.Of course, we leave it to the interested reader to judge which approach is mostly suited to hispurposes. The common conclusion is, that a formal speci�cation and analysis of realistic distributedsystems is possible. We amplify this statement for the algebraic approach.Acknowledgements. Thanks go to Leen Helmink, Alex Sellink, Frits Vaandrager and Thijs Winterfor working on and discussing this protocol. We also thank Doeko Bosscher and Jan Springintveld forreading a preliminary version of this paper.2 Description of External Behaviour of the BRPThis section ends with a formal description of the external behaviour of the Bounded RetransmissionProtocol (BRP) for large data packets. This behaviour is modeled as the process X1, de�ned below2
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by a system of four recursive equations, written in the syntax of �CRL. Some standard data typesare speci�ed in Appendix A. We �rst give an informal description of the external behaviour.As any transmission protocol, the BRP behaves like a bu�er, i.e. it reads data from one client,to be delivered at another one. There are two distinguishing features that make the behaviour muchmore complicated than a simple bu�er. Firstly, the input is a large data packet (modeled as a list),which is delivered in small chunks. Secondly, there is a limited amount of time for each chunk to bedelivered, so we cannot guarantee an eventually successful delivery within the given time bound. It isassumed that either an initial part of the list or the whole list is delivered, so the chunks will not begarbled or change order. Of course, both the sender and the receiver want an indication whether thewhole list has been delivered successfully or not.
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Figure 1: External behaviour of the BRPThe input is read on port 1 (r1(l) in X1; let l = d1; � � � ; dn). Ideally, (the outer edge of Figure 1)each di is delivered on port 4 (the s4-action in X2). Each chunk is accompanied by an indication.This indication can be IFST , IINC or IOK . IOK is used if di is the last element of the list. IFST isused if di is the �rst element of the list and more will follow. All other chunks are accompanied byIINC .However, when something goes wrong, a \not OK" indication (INOK) is sent without datum(s4(INOK) in X4). Note that the receiving client doesn't need a \not OK" indication, before deliveryof the �rst chunk, nor after delivery of the last one. In these cases, the protocol goes through X3.This accounts for the irregularity before d1 and after dn in Figure 1.The sending client is informed after transmission of the whole list, or when the protocol gives up.An indication is sent on port 1 (s1(c) in X3 or X4). This indication can be IOK , INOK or IDK .After an IOK or an INOK indication, the sender can be sure, that the receiver has the correspondingindication. A \don't know" indication IDK may occur after delivery of the last-but-one chunk dn�1.This situation arises, because no realistic implementation can make sure whether the last chunk gotlost. The reason is that information about a successful delivery has to be transported back somehowover the same unreliable medium. In case the last acknowledgement fails to come, there is no way toknow whether the last chunk dn has been delivered or not. This explains the exception after dn�1 inFigure 1. After this indication, the protocol is ready to transmit a subsequent list.3
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The rest of this section is devoted to the formal description below. The language primitives are:basic actions (ri(d) and si(d) stand for read and send datum d over port i, respectively), sequentialcomposition (xy), choice over a data type (Pd:D x(d)), a then-if-else construction (x /b. y) and choicebetween two processes (x + y). Furthermore, � is a silent step. These operators are enumerated inorder of binding strength (strongest �rst). See also Table 2 in Appendix B.In X1 some list l is read, and forwarded to X2, in order to transmit the elements one by one. Toinform X2 whether it is sending the �rst element of the initial list, it is provided with an extra bitb, which equals e1 only if the list is fresh, and e0 if some elements of the initial list have been sentalready.X2 is of the form � x+ � y, where x and y correspond to loosing or delivering the �rst element ofl. Note that just x+ y would mean that the user could refuse to accept failure and force the protocolto succeed. So the silent steps are essential to specify our intention. At the point of choice, the onlyalternative is to perform a silent step, so success cannot be forced by the user.The functions Cind and Iind compute the indications for the sending and receiving client, respec-tively. See Appendix A for the auxiliary function indl, which yields true for empty and singletonlists).sort Indfunc IFST ; IOK ; INOK ; IINC ; IDK :! IndCind : List! IndIind : Bit�Bit! Indif : Bool� Ind � Ind ! Indvar l : List; i1; i2 : Indrew Cind(l) = if (eq(indl(l); e0); INOK ; IDK)Iind(e0; e0) = IINCIind(e0; e1) = IOKIind(e1; e0) = IFSTIind(e1; e1) = IOKif (t; i1; i2) = i1if (f; i1; i2) = i2act r1 : Lists1; s4 : Inds4 : D � Indproc X1 =Pl:List r1(l)X2(l; e1)X2(l:List; b:Bit) =�(X3(Cind(l)) / eq(b; e1) . X4(Cind(l)))+ � s4(head(l); Iind(b; indl(l)))�(� X3(IOK) + � X3(IDK)) / last(l) . (� X2(tail(l); e0) + � X4(INOK))�X3(c:Ind) = s1(c)X1X4(c:Ind) = s1(c) s4(INOK)X13 Description of the ProtocolWe now describe the protocol itself. It consists of a sender S equipped with a timer T1, and a receiverR equipped with a timer T2 that exchange data via two unreliable channels K and L. See Figure 2and also the de�ning equations below.The protocol has an intricate timing behaviour. The timers use a new set of signals (TComm). Atimer can only signal a time out, if it is set; resetting a timer turns it o�. Because we have no explicit4
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time in our framework, we could not deal with explicit time bounds. The timers just have the choiceto expire; we only cared about order of actions. Synchronization is enforced by two extra signals.These signals are lost and ready, to be sent over the links 9 and 10. These signals are understoodas \elapse of time" and not as physical signals. The dashed lines in Figure 2 indicate that 9 and 10don't model a physical medium.It would be interesting to describe the protocol using explicit time delays, to be able to verify thatthe protocol terminates transmission within the required time bound.
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4Figure 2: The structure of the BRP.The sender reads a list at r1 and sets the retry counter rn to 0 (equation S). Then it startssending the elements of the list one by one in S1. Timer T1 is set (s7(set)) and a frame is sent intochannel K. This frame consists of three bits (e0 or e1) and a datum. The �rst bit indicates whetherthe datum is the �rst element of the list. The second bit indicates whether the datum is the lastitem of the list. The third bit is the so-called alternating bit, that is used to guarantee that data isnot duplicated. After having sent the frame, the sender waits (in S2) for an acknowledgement fromthe receiver, or for a time out. In case an acknowledgement arrives (r6), the timer T1 is reset and(depending on whether this was the last element of the list) the sending client is informed of correcttransmission, or the next element of the list is sent.If timer T1 signals a time out, the frame is resent, (after the counter for the number of retries isincremented and the timer is set again), or the transmission of the list is broken o� and timer T2 isallowed to expire (s10(ready)). This occurs if the retry counter exceeds its maximum value.The receiver (initially equation R) waits for a �rst frame to arrive. This frame is delivered (inR2) at the receiving client, timer T2 is started and an acknowledgement is sent (s5). Then the receiversimply waits for more frames to arrive (in R1); the value of the alternating bit is stored.The �rst bit of R1 indicates whether the previous frame was the last element of the list; the secondbit is the expected value of the alternating bit. Each frame is acknowledged, but it is handed over tothe receiving client only if the alternating bit indicates that it is new. In this case timer T2 is reset.Note that (only) if the previous frame was the last of the list, then a fresh frame will be the �rst ofthe subsequent list and a repeated frame will still be the last of the old list. This explains the doublereuse of bit b.This goes on until T2 times out. This happens if for a long time no new frame is received, indicatingthat transmission of the list has been given up. The receiving client is informed, provided the lastelement of the list has not just been delivered. Note that if transmission of the next list starts beforetimer T2 expires, the alternating bit scheme is simply continued. This scheme is only interrupted aftera failure.Timer T1 times out if an acknowledgement does not arrive \in time" at the sender. It is set whena frame is sent and reset after this frame has been acknowledged. To avoid that a message arrivesafter the timer expires, we let the channels K and L send a signal s9(lost) to T1, indicating that a5
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time out may occur. This models the following assumption: the total time to move a datum throughK, to generate an acknowledgement in R and to transfer this via L is bounded by a �xed delay.Timer T2 is (re)set by the receiver (r8(set)) at the arrival of each new frame. It times out if thetransmission of a list has been interrupted by the sender. So its delay must exceed max times thedelay of T1. It is also used to model that the sender does not start reading and transmitting the nextlist before the receiver has properly reacted to the failure. This is necessary, because the receiver hasnot yet switched its alternating bit, so a new frame would be interpreted as a repetition.The time out (s8(signal)) is preceded by a signal of the sender (r10(ready)) to make sure thattransmission of the current list has come to a standstill. It is followed by r8(ready) s10(ready), toprevent the sender from sending a new list too early.sort TCommfunc set; reset; signal; ready; lost : TCommact r2; s2; c2; s3; r3; c3 : Bit�Bit�Bit�Dr5; s5; c5; r6; s6; c6r7; s7; c7; r8; s8; c8; r9; s9; c9; r10; s10; c10 : TCommcomm r2js2 = c2 r5js5 = c5 r7js7 = c7 r9js9 = c9r3js3 = c3 r6js6 = c6 s8jr8 = c8 r10js10 = c10proc K =Pb;b0;b00:Bit;d:D r2(b; b0; b00; d) �� s3(b; b0; b00; d) + � s9(lost)�KL = r5 (� s6 + � s9(lost))LS(b00:Bit;max:N) =Pl:List r1(l)S1(l; e1; b00; 0;max)S1(l:List; b; b00:Bit; rn;max:N) = s7(set) s2(b; indl(l); b00; head(l))S2(l; b; b00; rn;max)S2(l:List; b; b00:Bit; rn;max:N) =r6 s7(reset) (s1(IOK)S(inv(b00);max) / last(l) . S1(tail(l); e0; inv(b00); rn;max))+ r7(signal)S3(l; b; b00; rn;max;Cind(l))S3(l:List; b; b00:Bit; rn;max:N; c:Ind) =s1(c) s10(ready) r10(ready)S(inv(b00);max) / eq(rn;max) . �+ S1(l; b; b00; s(rn);max) / lt(rn;max) . �T1 = r7(set) �r9(lost) s7(signal) + r7(reset)�T1R =Pb0;b00:Bit;d:D r3(e1; b0; b00; d)R2(b0; b00; d; Iind(e1; b0))R1(b; b00:Bit) =Pb0:Bit;d:D �r3(b; b0; b00; d) s8(reset)R2(b0; b00; d; Iind(b; b0))+ r3(b0; b; inv(b00); d) s5R1(b; b00)�+ r8(signal) �s4(INOK) s8(ready)R / eq(b; e0) . s8(ready)R�R2(b0; b00:Bit; d:D; i:Ind) = s4(d; i) s8(set) s5R1(b0; inv(b00))T2 = �r8(set) �r10(ready) s8(signal) r8(ready) s10(ready) + r8(reset)�+ r10(ready) s10(ready)�T2The Bounded Retransmission Protocol for large data packets can now be described as follows. De�neI := fc2; c3; c5; c6; c7; c8; c9; c10g and H := fr2; s2; r3; s3; r5; s5; r6; s6; r7; s7; r8; s8; r9; s9; r10; s10g.proc BRP (max:N) = �I@H(T1 k S(e0;max) k K k L k R k T2)6
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4 The Correctness ProofThe main result to be established is that the BRP meets its external behaviour. The rest of thissection is devoted to a proof of the following theorem, where equality refers to the theory of �CRL(see Appendix B). Branching bisimulation (a strong variant of weak bisimulation) is a model of thistheory. The importance of this theorem is that a user of the BRP only needs to understand thede�nition of X1. This answers all questions about the BRP, like \What happens when an empty listis sent?"1 Note that the equation even holds when max = 0 and also when all signals in TCommare equal, because it is not speci�ed that they are pairwise di�erent. The technical calculations arepostponed to Section 5.Theorem 4.1. For all max : N we �nd X1 = BRP (max).The heart of the correctness proof is as usually an application of RSP, which states that everyguarded equation has a unique solution. So a suitable system of recursive equations is needed, havingboth the protocol and its external behaviour as a solution. Finding it is the creative step in the proof.For simple protocols, this system of equations is just the de�nition of the external behaviour, or asmall variation of it.In our case, the intermediate system of equations is less straightforward. The intuitive reason isthat the protocol can start transmission of a list from two distinct situations. The �rst situation occursafter start up of the protocol and after termination due to a failure. In this situation the receiverdoesn't know what the toggle bit of the list will be; the receiver is in state R. The second situationarises after the successful transmission of a list. In this case, the receiver assumes that the alternatingbit sequence is simply continued; the receiver is in state R1(e1; b00), where b00 is the expected bit.In the set of equations (I) below, Z1 and Z 01 denote these two situations. Z2; : : : ; Z 004 are inspiredby X2; : : : ; X4 of the external behaviour, but the two situations described before are kept distinct. T 02is an abbreviation, de�ned at the beginning of Section 5.Z1(b00;max) =Pl:List r1(l) �I@H(T1 k S1(l; e1; b00; 0;max) k K k L k R k T2)Z 01(b00;max) =Pl:List r1(l) �I@H(T1 k S1(l; e1; b00; 0;max) k K k L k R1(e1; b00) k T 02)Z2(l; b00;max) =�� Z4(IDK ; b00;max) + � Z3(l; b00;max)�/last(l).�� Z4(INOK ; b00;max)+ � s4(head(l); IFST ) (� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max))�(I) Z 02(l; b; b00;max) =�� (Z4(IDK ; b00;max) / eq(b; e1) . Z 004 (IDK ; b00;max)) + � Z3(l; b00;max)�/last(l).�� (Z4(INOK ; b00;max) / eq(b; e1) . Z 004 (INOK ; b00;max))+ � s4(head(l); Iind(b; e0)) (� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max))�Z3(l; b00;max) = s4(head(l); IOK) (� Z 04(IOK ; b00;max) + � Z4(IDK ; b00;max))Z4(c; b00;max) = s1(c)Z1(inv(b00);max)Z 04(c; b00;max) = s1(c)Z 01(inv(b00);max)Z 004 (c; b00;max) = s1(c) s4(INOK)Z1(inv(b00);max)1In this case one element is delivered, namely head(empty).7
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At this point we are near the system of equations, suitable for RSP. It is obtained by replacingthe �rst two equations in (I) by the true equationsZ1(b00;max) =Pl:List r1(l)Z2(l; b00;max)Z 01(b00;max) =Pl:List r1(l)Z 02(l; e1; b00;max)These equations follow from Lemma 5.1.17 and 5.1.18 (using A5 and B1 from Appendix B).Lemma 5.1 relies on a large number of straightforward calculations, which are postponed to the nextsection for expository reasons.The new set of equations is clearly guarded, so by RSP it has a unique solution. Trivially,Z1; : : : ; Z 004 form a solution. \Another" solution is given by the following substitution, as can be easilyveri�ed from the equations de�ning X1; : : : ; X4 (use a case distinction on last(l) for the equationswith X2).X1 for Z1(b00;max) and Z 01(b00;max)X2(l; e1) for Z2(l; b00;max)X2(l; b) for Z 02(l; b; b00;max)s4(head(l); IOK) (� X3(IOK) + � X3(IDK)) for Z3(l; b00;max)X3(c) for Z4(c; b00;max) and Z 04(c; b00;max)X4(c) for Z 004 (c; b00;max)These solutions are the same, so Z1(b00;max) = X1. By Lemma 5.1.1 and the de�nition ofBRP(max) we �nd that BRP(max ) = Z1(e0;max). These two results imply the theorem. �5 CalculationsIn this section we give the calculations that were needed in the correctness proof. All calculations fallwithin the proof theory developed in [7] including the branching � -laws mentioned in [1].Lemma 5.1 establishes the link between the process equations (I) and the BRP protocol. Items 1and 2 are explained in the previous section. The goals are item 17 and 18; all other items are neededin the proof. The proof is in fact by unfolding the equations. Although usually recursive equationsspecify in�nite processes, we use the fact that for given max, rn and l, the equations in (I) containno in�nite loop. Eventually, we end up in Z1 or Z 01. The proof proceeds by induction on the numberof retries still allowed (minus(max; rn)) and on (the length of) list l.De�ne the auxiliary processesK 0(b; b0; b00; d) := (� s3(b; b0; b00; d) + � s9(lost))KL0 := (� s6 + � s9(lost))LT 02 := (r10(ready) s8(signal) r8(ready) s10(ready) + r8(reset))T2T 01 := (r9(lost) s7(signal) + r7(reset))T1Lemma 5.1. For all b; b; b00; b000 : Bit, max; rn : N, i; c : Ind with lt(rn;max) or eq(rn;max), we �nd1. Z1(b00;max) = �I@H(T1 k S(b00;max) k K k L k R k T2)2. Z 01(b00;max) = �I@H(T1 k S(b00;max) k K k L k R1(e1; b00) k T 02)3. Z4(c; b00;max) = �I@H(T1 k S3(l; b; b00;max;max; c) k K k L k R k T2)4. Z 004 (c; b00;max) = �I@H(T1 k S3(l; b; b00;max;max; c) k K k L k R1(e0; b000) k T 02)5. Z4(c; b00;max) = �I@H(T1 k S3(l; b; b00;max;max; c) k K k L k R1(e1; b000) k T 02)6. Z 04(c; b00;max) = �I@H(T1 k s1(c)S(inv(b00);max) k K k L k R1(e1; inv(b00)) k T 02)8
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7. last(l) = f !� (� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max)) =� �I@H(T 01 k S2(l; b; b00; rn;max) k K k L0 k R1(e0; inv(b00)) k T 02)8. last(l) = t !� (� Z 04(IOK ; b00;max) + � Z4(IDK ; b00;max)) =��I@H(T 01 k S2(l; b; b00; rn;max) k K k L0 k R1(e1; inv(b00)) k T 02)9. last(l) = t !Z3(l; b00;max) = �I@H(T 01 k S2(l; b; b00; rn;max) k K k L k R2(indl(l); b00; head(l); IOK) k T2)10. last(l) = t !� (� Z 04(IOK ; b00;max) + � Z4(IDK ; b00;max)) =� �I@H(T 01 k S2(l; b; b00; rn;max) k K 0(b; indl(l); b00; head(l)) k L k R1(e1; inv(b00)) k T 02)11. last(l) = t !� (� Z 04(IOK ; b00;max) + � Z4(IDK ; b00;max)) =�I@H(T1 k S1(l; b; b00; rn;max) k K k L k R1(e1; inv(b00)) k T 02)12. last(l) = f !s4(d; i) (� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max)) =�I@H(T 01 k S2(l; b; b00; rn;max) k K k L k R2(e0; b00; d; i) k T2)13. last(l) = f !�(� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max)) =� �I@H(T 01 k S2(l; b; b00; rn;max) k K 0(b; indl(l); b00; head(l)) k L k R1(e0; inv(b00)) k T 02)14. last(l) = f !�(� Z 02(tail(l); e0; inv(b00);max) + � Z 004 (INOK ; b00;max)) =�I@H(T1 k S1(l; b; b00; rn;max) k K k L k R1(e0; inv(b00)) k T 02)15. � Z2(l; b00;max) = � �I@H(T 01 k S2(l; e1; b00; rn;max) k K 0(e1; indl(l); b00; head(l)) k L k R k T2)16. � Z 02(l; b; b00;max) =� �I@H(T 01 k S2(l; b; b00; rn;max) k K 0(b; indl(l); b00; head(l)) k L k R1(b; b00) k T 02)17. � Z2(l; b00;max) = �I@H(T1 k S1(l; e1; b00; rn;max) k K k L k R k T2)18. � Z 02(l; b; b00;max) = � �I@H(T1 k S1(l; b; b00; rn;max) k K k L k R1(b; b00) k T 02)Proof. In each step, the parallel processes at the right hand side have to be expanded, to see whatsteps they can perform. These expansions have been omitted, as they are completely standard. Weonly show how the inductive proof is structured, and which facts are used.1,2 Straightforward expansion.3,4,5 After an expansion, use 1.6 After an expansion, use 2.8,10,11 Simultaneous induction on minus(max; rn), the number of retransmissions still allowed. For�xed max and rn, 11 is a consequence of 10. For the base case, �rst prove 8, using 5 and 6; thistogether with 5 is used for 10. For the step case, 8 uses 6 and the induction hypothesis for 11;10 uses the just obtained result for 8, and the induction hypothesis for 11.9 Use 8. 9
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7,12,13,14,16,18 First, for �xed max; rn and l, 7 ) 12, 13 ) 14 and 16 ) 18 can be seen byexpansions only. The proof proceeds by simultaneous induction on minus(rn;max) and withinthat to the list l. If l = empty, then 7 and 13 are vacuously true, because then last(empty) = t.For rn = max, 7 implies 16. To see this, we need 4 or 5 (depending on bit b) and 9 or 12(depending on last(l)).Case 0, add. For 7, use 4 and the innermost induction hypothesis of 18. This, together with 4is used for 13.Case s, empty. In this case, 16 can be proved with the help of 9, and the outer inductionhypothesis for 18.Case s, add. 7 uses the outer induction hypothesis of 14 and the inner induction hypothesisof 18. This instance of 7, together with the outer induction hypothesis of 14 is used toestablish the induction step for 13. For 16, the outer induction hypothesis for 18 is used,and either 9 or 12 (which holds, because 7 has just been established), depending on last(l).15,17 By simultaneous induction on minus(max; rn). First note that for �xed max and rn, 15implies 17. The base case of 15 uses 3; the step case uses the induction hypothesis of 17.Furthermore, both cases use 9 or 12, depending on whether last(l) holds or not. �6 Mechanical Proof Checking using Coq V5.8.2About Coq. The veri�cation of the correctness proof has been carried out in the theorem proverCoq V5.8.2 [4]. This system is designed as a proof checker and is not an automated theorem prover.The user can enter tactics (called vernacular code), which enable Coq to reproduce the proof. Thesetactics allow to introduce and unfold de�nitions, to apply previously proved theorems, to use (directed)equations and to perform induction. Moreover, such tactics can be combined by tacticals, like Repeatand Orelse. With the help of these tacticals, simple predicates (e.g. membership of lists) can bemechanized, and also a term rewriting system can be implemented within Coq.Coq's logic is based on a powerful type theory, known as the Calculus of Inductive Constructions(i.e. higher order arithmetic). The main advantage of this strong theory is that all concepts can bede�ned without encoding. Although the largest part of the proof uses only �rst order equationallogic, we bene�tted from Coq's expressive power. We used polymorphism to formulate schematicrules (like induction rules and RSP) as single rules. Note also that RSP quanti�es over processoperators (modeling the right hand of a recursive equation), which take a parametrized process X(d)as argument, which in turn takes a �rst order datum as argument. So the RSP axiom is a fourthorder object in Coq.Reusable part of the veri�cation. We refer to [15] for a detailed explanation how the syntax,axioms and rules of �CRL can be incorporated in Coq. We reused vernacular code from [2] for a lotof standard facts of process algebra. The �les with vernacular commands are available and can beobtained by contacting the second author.Recursive processes are de�ned by adding a constant for the process and putting the de�ningequation as an axiom. This is in fact a hidden appeal to the Recursive De�nition Principle, whichsays that each equation has at least one solution.Because Lemma 5.1 requires a large number of elementary calculations, we have automatized thecomputation of the expansion of parallel processes. Lemma 5.1.1 for instance requires the followingequality:Xl:Listr1(l) �I@H(T1 k S1(l; e1; b00; 0;max) k K k L k R k T2) = �I@H(T1 k S(b00;max) k K k L k R k T2);10
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which can be obtained by expanding the right hand side once (i.e. by looking which steps this termcan perform). By CM1, each pair x; y of the 6 processes put in parallel, gives rise to three scenarios:either x or y performs a �rst step, or they synchronize into a communication. The Handshaking axiomtells that at most two processes can synchronize. Hence, there are 36 scenarios to be considered (6single steps, and 5 � 6 = 30 combinations), indicating a potential blow up.However, the left hand side shows that only one scenario really occurs, namely S may performa r1(l) step for some l. All other single steps are encapsulated by the @H . Furthermore, immediatesynchronizations are forbidden by the comm part in Section 3. In this way, the equality above canbe proved by applying equations only.We succeeded to mechanize these parts of the proof almost completely. To this end a term rewritingsystem was identi�ed that computes the expansions. With outermost rewriting, the potential blow upis avoided, because the 36 scenarios are not generated at once. Before a new scenario is generated, itis tried to eliminate the old one by encapsulation and excluding synchronization. In vernacular code,the proof of the equation above has the following form:Goal (b'':Bit)(max:Nat)<proc>(sum List [l:List] (seq (ia List r1 l) (hide IL (enc HL(mer T1 (mer (S1 l e1 b'' o max) (mer K (mer L (mer R T2)))))))))=(hide IL (enc HL (mer T1 (mer (S b'' max) (mer K (mer L (mer R T2))))))).Intros.Pattern 2 T1; Rewrite <- hnf_T1. Rewrite <- Proc_S. ...Load exp_tac.Rewrite -> hnf_T1; Rewrite -> Proc_S; ...Rewrite <- S_Lmer.Load hide_strip.Load equal_tac.Save Exp_1.First the equation is stated as a goal. Then we unfold the de�nitions of the processes in the righthand side. Now the term rewriting system is called (it is stored in the �le exp tac). The processde�nitions are folded back. At this point we need an auxiliary lemma, called S Lmer. Finally, wecompute the result of hiding, and call the tactic equal tac, which compares left and right hand sidemodulo associativity and commutativity. The proof is stored as Exp 1.Lacking features of Coq. Unfortunately, we could not mechanize all parts of the algebraic compu-tation. In the example above, we used a lemma (S Lmer) and we had to specify which abbreviationsto unfold. A full mechanization of the algebraic part would be desirable. First of all, this saves a lotof time. More importantly, unmechanized parts of the proof are very sensitive to small changes. Afterthe �rst veri�cation, we made some changes in the protocol. This only invalidated parts of the proof,where mechanization had not been successful (e.g. the proof of lemma S Lmer).We identi�ed some features that would enable us to complete the mechanization. These featuresare currently lacking in the Coq system.� Metavariables. We had to compute the left hand side of the Goal above ourselves, beforeentering it. Ideally, one would type a metavariable for the left hand side, which would beinstantiated after the computation of the expansion. A metavariable could also be generatedduring the application of a theorem, whose premises contain variables that are not present inthe conclusion (e.g. transitivity). This variable could get its value in the next proof step. Coqrefuses such applications.� Full second order matching is needed for instance in the application of SUM3 (Table 2) fromright to left. In the current version, the user has to specify p and e, preventing the use of ageneral tactic. 11
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� De�nition unfolding mechanism. In the example above, de�nitions have to be unfolded (andrefolded) by hand. Especially the Pattern construct is very sensitive to small changes in theformulae.� Extensible vernacular language. This has been added to Coq 5.10. It allows to add for instancea term rewriter as a common vernacular command.Speci�c part of the veri�cation. We will not fully discuss the part of the veri�cation that isspeci�c to this protocol. We only mention two deviations of the proof in the previous sections. The�rst deviation is, that we didn't use RSP in the way indicated in Section 4. Instead of this, we encodedthe system of recursive equations as one single recursive equation. This simpli�es the formulation ofRSP considerably.The second deviation is that we implemented the sorts N; Bit; List and Bool as inductive sets,instead of as abstract data types. Functions on these sets have been de�ned with primitive recursion.The division between free constructors and functions was done by hand. In order to check that thesede�nitions coincide with the algebraic speci�cation, the equalities in the speci�cation were provedwith induction. Note that the proof theory of �CRL already incorporates induction. See also [16].This approach is advantageous, as Coq highly supports induction and primitive recursion overinductively de�ned sets. Furthermore, equality between terms of these sorts coincides with Coq'smeta-equality, and can be checked by the system immediately. For the other sorts (D;TComm; Ind)this approach was not possible, because the free constructors of them are not given.We give some statistics, in order to show which fraction of the vernacular code can be reused. Thetotal amount of vernacular code is about 123 Kb, divided over 4367 lines. 1172 lines comprise thede�nitions of �CRL prove the standard facts and set up the term rewriting system; these are reusablefor other protocols. The de�nition of the protocol requires 468 lines (228 to specify actions, 240 forprotocol and behaviour). Speci�cation and proofs regarding data took 497 lines. For Lemma 5.1 weused 1706 lines (311 for auxiliary lemmas, 548 lines for the expansions and 847 lines for the inductiveargumentation). The main proof needed 524 lines of code (mainly for the encoding of the system ofequations into one equation). A Sparc Station 10-514 needed 11 hours to interpret these vernacularcommands and to generate a concrete proof term; this proof term is about 15 Mb large.Appendix A Standard Data TypesStandard data types used in the BRP are described in Table 1. The functions are fully self explaining.No other facts about data types have been used in the correctness proof of the BRP than those thatare mentioned in the main text and in this appendix. Some of the functions, such as ^; pred andminus have neither been used in the description of the external behaviour nor in the description ofthe BRP itself, but were instrumental in the correctness proof. We also used the usual rules for �rstorder predicate logic with equality. Finally, the following induction schemata were incorporated.P (e0) P (e1)8e:Bit P (e) P (t) P (f)8b:BoolP (b) P (0) 8x:N P (x) ! P (s(x))8x:N P (x)P (empty) 8d:D 8l:List P (l)! P (add(d; l))8l:List P (l)Appendix B Axioms of �CRLAll the process algebra axioms used to prove the BRP can be found in Table 2{5. These axioms formthe basic theory that has been provided to the theorem prover Coq. We do not explain the axioms(see [1, 7]) but only include them to give an exact and complete overview of the axioms that we used.12
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The axiom SC4 is a direct consequence of SC3 and Handshaking. Axiom CD2 is implied by CD1 andSC3. Furthermore, the 
-function is de�ned as follows: 
(a; b) = c if and only if ajb = c or bja = coccur in the comm part of the speci�cation in Section 3.Besides the axioms we have used the RSP principle, saying that guarded recursive equations haveat most one solution. In the following x; y denote parametrized processes that can be applied to adata parameter d of sort D, and deliver a process. The symbol 	 is a process operator, i.e. a processwhich is parametrized with a process x(d) and a datum element d. It models the right hand side of arecursive equation.RSP 	 is guarded 8d x(d) = 	(x; d) 8d y(d) = 	(y; d)8d x(d) = y(d) :In the correctness proof in this paper we have used a weak notion of guardedness, namely: for guardedprocesses p0 and p00, an arbitrary process q, boolean term b and action a(d), the following processesare guarded: a(d), �, � , p0 + p00, p0 / b . p00, Pd:D p0(d), a(d) q and � p0.sort Boolfunc f; t :! Bool^ : Bool�Bool! Boolvar b : Boolrew t ^ b = bf ^ b = fsort D;Listfunc d0 :! Dif : Bool�D �D ! Deq : D �D ! Boolempty :! Listadd : D � List! Listhead : List! Dtail : List! Listlast : List! Boolindl : List! Bitvar d; d1; d2 :! Dl :! Listrew head(empty) = d0head(add(d; l)) = dtail(empty) = emptytail(add(d; l)) = llast(empty) = tlast(add(d; empty)) = tlast(add(d1; add(d2; l))) = findl(empty) = e1indl(add(d; empty)) = e1indl(add(d1; add(d2; l))) = e0if (t; d1; d2) = d1if (f; d1; d2) = d2eq(d; d) = tif (eq(d1; d2); d1; d2) = d2

sort Bitfunc e0; e1 :! Bitinv : Bit! Bitif : Bool�Bit�Bit! Bitvar b; b1; b2 : Bitrew inv(e0) = e1inv(e1) = e0if (t; b1; b2) = b1if (f; b1; b2) = b2if (eq(b1; b2); b1; b2) = b2eq(b; inv(b)) = feq(b; b) = tsort Nfunc 0 :! Ns; pred : N ! Neq : N � N ! Boollt : N � N ! Boolminus : N � N ! Nvar n; n1; n2 :! Nrew eq(0; 0) = teq(0; s(n)) = feq(s(n); 0) = feq(s(n1); s(n2)) = eq(n1; n2)lt(0; s(n)) = tlt(n; 0) = flt(s(n1); s(n2)) = lt(n1; n2)pred(0) = 0pred(s(n)) = nminus(n; 0) = nminus(n1; s(n2)) = pred(minus(n1; n2))Table 1: Speci�cation of standard data types used in the BRP13
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A1 x+ y = y + x SUM1 �d:Dx = xA2 x+ (y + z) = (x+ y) + z SUM3 �d:D p(d) = �d:D p(d) + p(e)A3 x+ x = x SUM4 �d:D(p(d) + q(d)) = �d:D p(d) + �d:D q(d)A4 (x+ y) � z = x � z + y � z SUM5 �d:D(p(d) � x) = (�d:D p(d)) � xA5 (x � y) � z = x � (y � z) SUM11 (8d p(d) = q(d)) ! �d:D p(d) = �d:D q(d)A6 x+ � = x Bool1 :(t = f)Bool2 :(b = t) ! b = fB1 x � � = x C1 x / t . y = xB2 z � (� � (x+ y) + x) = z � (x+ y) C2 x / f . y = yTable 2: pCRL axiomsSUM6 �d:D(p(d) k z) = (�d:D p(d)) k zSUM7 �d:D(p(d)jz) = (�d:D p(d))jz CF a(d)jb(e) = 8<: 
(a; b)(d) if d = e and
(a; b) de�ned� otherwiseSUM8 �d:D(@H(p(d))) = @H(�d:D p(d))SUM9 �d:D(�I (p(d))) = �I(�d:D p(d))SUM10 �d:D(�R(p(d))) = �R(�d:D p(d)) CD1 �jx = �CD2 xj� = �CM1 x k y = x k y + y k x+ xjy CT1 � jx = �CM2 c k x = c�x CT2 xj� = �CM3 c�x k y = c�(x k y)CM4 (x + y) k z = x k z + y k z DD @H(�) = �CM5 c�xjc0 = (cjc0)�x DT @H(�) = �CM6 cjc0�x = (cjc0)�x D1 @H(a(d)) = a(d) if a =2 HCM7 c�xjc0�y = (cjc0)�(x k y) D2 @H(a(d)) = � if a 2 HCM8 (x + y)jz = xjz + yjz D3 @H(x + y) = @H(x) + @H(y)CM9 xj(y + z) = xjy + xjz D4 @H(x�y) = @H(x)�@H(y)Table 3: Primary �CRL axiomsTID �I(�) = �TIT �I(�) = �TI1 �I(a(d)) = a(d) if a =2 ITI2 �I(a(d)) = � if a 2 ITI3 �I(x + y) = �I (x) + �I(y)TI4 �I(x�y) = �I(x)��I (y)Table 4: Secondary �CRL axioms
SC1 x k (y k z) = (x k y) k zSC2 x k � = x �SC3 x j y = y j xSC4 (x j y) j z = x j (y j z)SC5 (x j y) k z = x j (y k z)Handshaking (x j y) j z = �Table 5: Standard Concurrency and Handshaking14
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