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I. Relief Requested

Google, LLC (Petitioner) requests inter partes review of claims 1-7, 10,
1219, and 22-27 of U.S. Patent No. 8,886,954 (“the 954 patent”) based on the

following grounds (Decl., 69-70):

Ground Claim(s) Challenged 35U.S.C. § Reference(s)

1,2,4-7,10,12, 13, 15, 16,
1 103 Ludtke
18, 19, and 22-27

2 3,14, 17 103 Ludtke and Kon

II1. The °954 Patent
A. Overview

The *954 patent was filed on December 10, 2012 and claims priority to
provisional applications filed on December 20, 2004 and February 14, 2005. Ex.
1001, cover page. The *954 patent generally relates to “authentication responsive
to biometric verification.” Ex. 1001, 1:19-22.

Figure 6 illustrates a process for “verifying a subject” using a biometric key.
Ex. 1001, 7:60-62, FIG. 6. As shown in Figure 6, the device receives biometric
scan data, such as a fingerprint scan, from the user (step 620). Ex. 1001, Fig. 6. If
the scan data matches “previously-stored biometric data,” (step 630), the user is
“verified” (step 640), at which point a “code” is sent to a trusted key authority

(step 650). Ex. 1001, 7:64-8:4, FIG. 6.
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YES

Y

Y

The Subject Is Verified
As The Registered User
640

Verification
Failed

650

\ 4

Wirelessly Send Code Indicating
Successful Verification of User

Once the code is received, as illustrated in Figure 7, the trusted key authority

determines whether the code is “authentic” (step 730). Ex. 1001, 8:5-12, FIG. 7. “If

authentication is successful, the trusted key authority sends an access message to

[an] application to allow user access and/or provide additional information from

the profile” (step 740). Ex. 1001, 8:12-15, FIG. 7. If authentication is not
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successful, authentication fails (step 750) and “the message to the application
indicates that the user should be denied access.” Ex. 1001, 8:15-17, FIG. 7; Decl.,

46-48.

START
705

Y

Wirelessly Receive The Code
710

v

Request Authentication
Of The Code

720

y

Code Authenticated? NO
730

YES

\ 4

ticati
Send Access Message To The Application Aum':e;lec: on

740 750
- T

Ex. 1001, FIG. 7.
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III. Claim Construction

In a previous district court litigation, Proxense, LLC v. Samsung Electronics
Co., Ltd., Case No. 6-21-cv-00210, two terms from the *730 patent, to which the
954 patent claims benefit, were construed by the court (Exs. 1009-1010):

e Device ID Code — “[a] unique code identifying a device;” and
e Access Message — “[a] signal or notification enabling or announcing
access.”
Ex. 1009, 3; Ex. 1010, 15, 20; Decl., 49-52.

Because the prior art in this Petition discloses each of these prior
constructions, and the plain and ordinary meaning of all terms, Petitioner submits
that no claim terms need to be construed to resolve unpatentability in this Petition.
Realtime Data, LLC v. Iancu, 912 F.3d 1368, 1375 (Fed. Cir. 2019).

IV. Level of Ordinary Skill

A person of ordinary skill in the art (“POSITA”) at the time of the purported
invention would have had at least a bachelor’s degree in Computer or Electrical
Engineering or an equivalent engineering discipline, and at least three years of
experience in the field of encryption and security, or the equivalent. Decl., 31-32,
53-55. Additional education could substitute for professional experience, and

significant work experience could substitute for formal education. Decl., 54.
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V. Ground 1: Claims 1, 2, 4-7, 10, 12, 13, 15, 16, 18, 19 and 22-27 Are
Obvious Over Ludtke.

A. Overview of Prior Art Ludtke

Ludtke, filed December 11, 2000, is prior art under at least 35 U.S.C.
§ 102(e). Ludtke, cover page. Ludtke discloses systems and methods of authorizing
a user to conduct a transaction using a “biometric device” (also called a
“transaction device”) such as a privacy card and/or digital wallet. Ludtke, Abstract,
3:32-36, 6:36-44. The transaction device includes a processor, memory, and
fingerprint recognition technology. Ludtke, 5:60-64, FIG. 7A. Ludtke stores
“authorized fingerprint recognition samples,” a device ID corresponding to the
privacy card, and a public key infrastructure (“PKI”) on the transaction device.
Ludtke, 11:66-12:7, 14:19-21, 38:26-29. Ludtke also indicates that the biometric
device can use other techniques, such as a “retinal scan, voice, DNA, hand profile,
face recognition, etc.,” instead of or in addition to fingerprints. Ludtke, 35:61-64.

When an authorized user attempts to use the transaction device, e.g., at a
point of sale (“POS”) terminal, or other “service,” the user is “prompted to supply
a fingerprint recognition sample,” as an initial security measure. Ludtke, 1:22-31,
1:37-38, 14:33-42, 18:45-50, 18:52-55. The sample is compared to stored
fingerprints and if the sample is recognized, the user is authorized. Ludtke, 14:40-

46.
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In one embodiment, “the transaction device is used to trigger shopping
activity” such as a “web-based transaction using a transaction device such as a
privacy card and/or digital wallet and a personal POS terminal” by “clicking on a
‘Buy’ or similar button in the web browser.” Ludtke, 28:15-18, 28:26-40. The POS
asks the transaction device to “validate the user” and the user is “prompted to
supply a fingerprint recognition sample,” as an initial security measure. Ludtke,
1:22-31, 1:37-38, 14:33-42, 18:45-50, 18:52-55, 28:57-62. The sample is compared
to stored fingerprints and if the sample is recognized, the user is authorized.
Ludtke, 14:41-46. Once the transaction device authorizes the user based on the
matching biometric information, the personal POS terminal “opens a secure
communications session to the TPCH, requesting a transaction” and “provides the
transaction record that it received from the web browser and the unique ID of the
transaction device.” Ludtke, 29:5-12 (emphasis added); see also Ludtke, 27:12-13
(“Privacy card information is provided to TPCH, step 1510.”), 34:25-27
(explaining that “necessary secure transaction communication with the TPCH
[includes] providing the transaction data and its device ID.” (emphasis added)).
The TPCH is a trusted third-party agent, separate from the transaction device,
personal POS terminal and the back-end transacting entity (e.g., vendor). Ludtke,

7:42-48, 9:26-34, FIG. 6.
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Ludtke also discloses an alternate embodiment in which the POS
“functionality of providing secure communication and transactions with the
Transaction Privacy Clearing House (TPCH)” described above “can be integrated
into the digital wallet directly.” Ludtke, 28:41-45. Thus, Ludtke also discloses
communicating the device ID directly from the transaction device to the TPCH
responsive to a “match” between the scanned biometric data (fingerprint) and
stored data.

Next, “[t]he TPCH uses the unique ID of the transaction device to process
the transaction. After validating that the transaction device is in good standing and
that the selected account has sufficient funds for the transaction, the TPCH issues a
transaction confirmation back to the personal POS terminal” that “reflects the
transaction confirmation back to . . . the transaction device. The transaction device
may display a transaction confirmation to the user and may additionally record the

transaction in its local storage.” Ludtke, 29: 12-23, FIG. 15.
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1505
INTIATETRANSACTION |~
! 1510
PRIVACY CARD INFO -~
PROVIDED TO TPCH
! 1520
TPCH CONFIRMS TRANSACTION]~ '~
AND SENDS CONFIRMATION
TO VENDOR AND USER
: 1525
VENDOR COMPLETES |\~
TRANSACTION

Ludtke, FIG. 15.

Ludtke is analogous art to the *954 patent because it is directed to the same
technical field: user authentication methods and systems. Compare Ex. 1001, 1:19-
21, with Ludtke, 1:59-61. Decl., 33, 56-63.

B. Claims
1. Independent claim 1
a. [1preamble]: “A method comprising:”

To the extent limiting, Ludtke discloses [1preamble] because Ludtke
discloses “[a] method of identifying an authorized user with a biometric device and

enabling the authorized user to access private information” using a “transaction
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device” such as a privacy card and/or digital wallet (integrated device). Ludtke,
Abstract, 3:32-36; Decl., 71-72.
Ludtke explains that “[t]he user connects to and performs transactions with

[an] eCommerce system through a transaction device which has a unique identifier
(ID)” such as “a privacy card is used” or “a digital wallet” (integrated devices).
Ludtke, 3:32-36; Decl., 72.

b. [1ai]: “persistently storing biometric data of a user [in

a tamper proof format written to a storage element on

the integrated device that is unable to be subsequently
altered] and”

Ludtke discloses [1ai] because its transaction device, like a privacy card
and/or digital wallet (integrated device), stores “authorized fingerprint recognition
samples” (biometric data of the user) in a “user identity/account information block
760” or “write-once memory” (persistent storage). Ludtke, 13:27-29, 14:19-21,
19:9-14, 19:29-40, FIGS. 7B-7C. Decl., 73-77.

The 954 patent defines “integrated device” as a device, such as a “mobile
phone (e.g. a cellular phone or Smartphone), tablet, laptop, mp3 player, mobile
gaming device, watch, key fob or other mobile device” “having an integrated
biometric key.” Ex. 1001, 2:41-48, 4:6-14 (emphasis added). The *954 patent
further describes a “biometric key” as including the elements illustrated in Figure

2, including a biometric module, a control module, and an RF module. Ex. 1001,
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FIG. 2, 4:40-5:62. Ludtke’s transaction device (such as a digital wallet or privacy
card) likewise includes a biometric key and constitutes an integrated device
consistent with this construction, as explained below. Decl., 74.

Ludtke’s privacy card (integrated device) has a “user identity/account
information block 760 [that] stores data about the user and accounts that are
accessed by the card” including “the authorized fingerprint recognition samples.”
Ludtke, 13:27-29, 14:19-21, 14:13-18 (emphasis added) (explaining that the
privacy card embodied in Figure 7C “may include those functions set forth in FIG.
7b, referred to herein as first generation privacy card technology
block 775 and FeliCa' Technology block 774.”); Decl., 75.

Ludtke explains that “[t]he fingerprint data entry process may be performed
at least twice, to confirm that the user has entered the correct data (using the
correct fingerprint). If confirmation succeeds, “the device writes the fingerprint
image data info write-once memory” (persistent storage). Ludtke, 19:9-14, 19:29-

40 (emphasis added); Decl., 76.

! FeliCa is a “contactless (wireless) card execution platform.” Ludtke, 11:1-5.

10
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A POSITA would have understood that Ludtke’s fingerprint data is

persistently stored in a tamper-proof format that is unable to be subsequently
altered because it is stored in “write-once memory.” Ludtke, 19:9-14, 19:29-40;
Decl., 77. This is consistent with the 954 patent which explains that “at least some

of persistent storage 226 is a memory element that can be written to once but

cannot subsequently be altered. Persistent storage 226 can include, for example, a

ROM element, a flash memory element, or any other type of non-volatile storage

element. Persistent storage 226 is itself, and stores data in, a tamper-proof format
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to prevent any changes to the stored data. Tamper-proofing increases reliability of
authentication because it does not allow any changes to biometric data (i.e., allows
reads of stored data, but not writes to store new data or modify existing data).” Ex.
1001, 5:22-34 (emphasis added). Decl., 77.

c. [1aii]: “[persistently storing] a plurality of codes and
other data values comprising a device ID code
uniquely identifying an integrated device [in a tamper
proof format written to a storage element on the

integrated device that is unable to be subsequently
altered] and”

Ludtke discloses and renders obvious [1aii] because its transaction device
(integrated device) stores a “unique transaction device ID value[]” (device ID
code) in its “permanent memory” (persistent storage). Ludtke, 30:20-23; Decl., 78-
81.2

Ludtke’s stored device ID, like “globally unique silicon ID (GUID) 764[,] is

used to identify the privacy card among other existing transaction cards,” and thus

2 Patent Owner indicated in its Sur-reply Claim Construction Brief that “the plain
and ordinary meaning of the claim term, that within this stored area are (1) codes
and values uniquely identifying an integrated device or biometric key; and (2) a
secret decryption value.” Ex. 1021, 8. Ludtke’s transaction devices likewise store a

device ID and a secret decryption value, as explained below.
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uniquely identifies the privacy card (integrated device). Ludtke, 13:39-41. Even if
the claim language is interpreted to require storing additional codes besides the
“device ID code,” Ludtke discloses that the device ID is stored along with other
codes and data values, e.g., magnetic stripe and bar codes, that allow the
transaction device to interface with a POS terminal. Ludtke, 8:63-67, 9:18-24,
23:11-19; Decl., 79.

A POSITA would have understood that the transaction device ID is stored in
a tamper-proof format unable to be subsequently altered because it is intended to
uniquely identify the corresponding device and “contain[s] an identification that
maintains the confidentiality of the user’s identity” Ludtke, 10:64-67, 30:20-23;
Decl., 80. Storing the device ID in a tamper proof format unable to be subsequently
altered would have comported with Ludtke’s goal of ensuring that the device is
authorized to perform certain transactions and ensuring the integrity of the
confidential information. Ludtke, 30:18-27; Decl., 80. Ludtke’s use of FeliCa
technology further suggests storing information in a tamper proof format because
contactless smart cards implementing FeliCa were known to be tamper resistant.
Ex. 1015, 21, 25; Decl., 80.

To the extent Patent Owner disputes that the transaction device ID is stored
in a tamper proof format unable to be subsequently altered, a POSITA would have

been motivated and found it obvious to store the device ID in “write-once
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memory” to prevent modification of the transaction device ID and ensure that the
ID is associated with the correct device. Decl., 81. Ludtke uses write-once memory
to store other kinds of sensitive information (e.g. biometric data as explained in
[1ai], supra) in a tamper proof format unable to be subsequently altered, and a
POSITA would have had a reasonable expectation of success in using the same
type of memory to store the device ID as well. Decl., 81. Indeed, because Ludtke’s
device ID “contain[s] an identification that maintains the confidentiality of the
user’s identity” (Ludtke, 10:64-67), a POSITA would have understood the
importance of ensuring the integrity of the device ID and would have been
motivated to store it in the same format as Ludtke’s fingerprint data—tamper proof
and unable to be subsequently altered—to preserve its integrity. Decl., 81.

d. [1aiii]: “[persistently storing] a secret decryption

value in a tamper proof format written to a storage

element on the integrated device that is unable to be
subsequently altered;”

Ludtke discloses and renders obvious [1aiii] because the transaction device
uses a public key infrastructure (PKI) to verify the user, and the PKI requires the
transaction device to store either a public key or a private key (secret decryption
value) to decrypt encrypted data. Ludtke, 5:11-20; 38:9-14; Decl. 82-94. The
disclosure of Ludtke makes clear that both Ludtke’s public key and private key are

“secret values” that are used for decryption. Ludtke discloses that the “sensitive
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nature of the information being transferred, such as access codes, PINs, etc.,” make
it “desir[able] to use a secure communication means and/or encryption to lessen
the possibility of unauthorized use of the information.” Ludtke, 37:39-45. To
ensure the integrity of sensitive information, Ludtke uses a PKI system to encrypt
and decrypt transmitted data. Ludtke, 5:11-20; 38:9-14; Decl., 82-94.

Public Key Decryption

In one example, the transaction device stores a secret decryption value
configured as a public key. While public keys were traditionally known to various
parties (and therefore not secret), Ludtke discloses using a public decryption key
that is only known to the communicating parties for the purposes of exchanging
sensitive data, like a password, in a one-to-one configuration where a single
“public key” 1s distributed to correspond to a single “private key”; therefore, both
the public and private keys of Ludtke comprise a “secret” value. Ludtke, 38:1-3
(“[T]here may be a one-to-one relationship between a password and a public key”)
(emphasis added), 38:12-14 (“data that is encrypted with a private key [is] only []
capable of being decrypted with the public key[,]”), 38:25-29 (“The back-end
distributes one public key with each password and the biometric device stores and
associates these back-end public keys with the associated password and data. . ..”

(emphasis added)). This is also consistent with Patent Owner’s expert’s

representations in the district court that “something that is secret is typically
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referred to as something that’s not known to the adversary” (Ex. 1020, 45:16-22),
or in other words, secret values “are not available to anyone who hasn’t been
explicitly given the secret value.” Ex. 1020, 46:11-18; Decl., 84; see also Ex. 1020,
50:11-14 (“The idea behind these protocols is that only the parties that the designer
of the protocol wants would know the secret keys, and the bad guys wouldn’t.”).

Ludtke’s secret public decryption key is used by the transaction device to
decrypt data encrypted by the back end’s private key. More specifically, “the back-
end select[s] an unused PKI key pair (one public, one private) from its internal
database of keys” then “combines the selected public key with the password data
structure, adds a password ID, and encrypts this entire combination with its private
session key. It then, at 2710, transmits this to the device.” Ludtke, 38:45-53
(emphasis added). When the device receives the encrypted information (e.g., a
Password ID), “the device decrypts and authenticates the incoming data using the
public session key of the back-end system and other elements of the PKI system
that are well known to those skilled in the art.” Ludtke, 38:49-61 (emphases
added); Decl., 85.

Accordingly, a POSITA would have understood that Ludtke stores a secret

public decryption key, i.e., a secret decryption value. Decl., 86.
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Furthermore, a POSITA would have been motivated and found it obvious to

store the key in a tamper-proof format unable to be subsequently altered to

comport with Ludtke’s goal of preserving the integrity and confidentiality of

sensitive information, like the key. Ludtke, 38:9-21, 38:40-46; Decl., 87. Because
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the key itself is considered sensitive and confidential information, since it grants
access to additional sensitive and confidential information, if the key could be
modified or tampered with, its integrity would be compromised. Indeed, the
integrity of the system at large, which is intended to secure sensitive and
confidential information, would also be compromised if the secret key cannot be
secured. Decl., 87.

Specifically, a POSITA would have been motivated and found it obvious to
store the key in “write-once memory,” i.e., in a tamper proof format that is unable
to be subsequently altered, to prevent tampering and modification, thereby
enhancing the security of the system generally and ensuring that sensitive data, like
the key itself, remains secure. Decl., 88. Ludtke uses write-once memory to store
other kinds of sensitive information (e.g. biometric data as explained in [1ai],
supra), and a POSITA would have had a reasonable expectation of success in
using the same type of memory to store the key as well. Decl., 88.

Private Decryption Key

Ludtke also discloses storing one or more private keys (secret decryption
values) on the transaction device. Decl., 89.

Because information that is encrypted using a public key is decrypted with a
private key (Ludtke, 38:9-14), a POSITA would have also understood that the

private key stored at the transaction device is used to decrypt data encrypted using
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a public key—and therefore constitutes a secret decryption value. Decl., 90. A
POSITA would have been motivated and found it obvious to store the key in
“write-once memory,” i.e., in a tamper proof format that is unable to be
subsequently altered, to prevent modification and thereby enhance the security of
the system, as discussed above. Decl., 91.

Private Encryption Key

Patent Owner in its complaint and infringement contentions identifies an
“encryption key” as a “secret decryption value.” Ex. 1013, § 75 (“‘Android phones
must contain a secret[] decryption value (i.e., the encryption key only accessible on
the user’s own device)”); Ex. 1014, 15, 54. Ludtke also discloses storing a private
encryption key on its transaction device. Decl., 92.

For example, Ludtke explains that the transaction device may transmit a
password encrypted with the device’s private encryption key to the back-end for
decryption. As explained in column 39, the transaction device may ‘“choose the
PKI key pairs associated” with passwords, and “inform the back-end system about
this key/password relationship, passing a ‘security mechanism public key’ and
password to the back-end.” Ludtke, 39:7-12. Then, “[w]hen the back-end issues a
challenge for a password with a given ID, the device encrypts the password with its
corresponding private key and transmits [both] to the back-end” for decryption.

Ludtke, 39:13-18 (emphasis added). In another example, Ludtke the digital wallet
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(transaction device) sends the “DW [Digital Wallet] identification (ID) plus an

encrypted message using the DW private key” so the access site (back-end) “will

decrypt the message with the DW public key.” Ludtke, 40:5-26; Decl., 93.

Access Site 3350

A

Digital Wallet 3320
;-

Serips of Dial Access Number and
- Tongs wait a number of seconds
Receive tones 1 3322
3352 :
E Ser:ies of
Send Random Number Tones
3354 t »| Receive Random Number
; 3324
| y
Sericsof | Send DWid + Encrypt with
- - Tones DW private key (Time

Lookup DWid public (e 0.n Stamp + DWid + Random
key (make sure DW ; number)
has access) 3326

Decrypt package with i
DW public key E

Check Random i
Number (make sure ;
same as sent before) :

Check Time Stamp ' Private Key — “a secret decryption value in a
(make sure it has not ' t £ 1 t written t t ] t
been seen before) amper'proo orma WI'I cn 'O a storage cicmen

Check DWid . on the integrated device that is unable to be

If OK, grant access . subsequently altered”

3356
FIG.33

Ludtke, FIG. 33 (annotated).
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Thus, the private encryption key stored on Ludtke’s transaction device is
also a “secret decryption value” within the meaning prescribed by Patent Owner in
its infringement contentions and construction. As explained for the private
decryption key above, a POSITA would have been motivated and found it obvious
to store the key in “write-once memory,” 1.e., in a tamper proof format that is
unable to be subsequently altered, to prevent modification, thereby enhancing the
security of the system, as discussed above. Decl., 94.

e. [1b]: “responsive to receiving a request for a

biometric verification of the user, receiving scan data
from a biometric scan;”

Ludtke discloses [1b] because Ludtke discloses “validating that the user
interacting with the device is an authorized user” by prompting the user to “supply
a fingerprint recognition sample” and receiving a fingerprint sample (scan data)
from a “fingerprint recognition pad” (a biometric scan) in response to the prompt
(request for biometric verification). Ludtke, 14:33-42; Decl., 95-96.

In Ludtke, the privacy card user authentication® block 777 “includes a

biometric solution” such as a fingerprint recognition pad for “validating that the

3 The authentication block performs authorization that is distinct from the
authentication performed by the third-party trusted authority described in [1d]

below.
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user interacting with the device 1s an authorized user.” Ludtke, 14:33-40. In
operation, “the user is prompted to supply a fingerprint recognition sample,” after
which the “block captures the sample, and carries out a recognition algorithm
against the authorized samples that are stored in the user identity block ... Ifa
match is found, the user is authorized to access the data and functionality of the
device. Ludtke, 14:40-46; Decl., 96; see also Ludtke, 16:47-50 (explaining that the
digital wallet also receives biometric scan data after prompting).

f. [1c]: “comparing the scan data to the biometric data

to determine whether the scan data matches the
biometric data;”

Ludtke discloses [1c] because as explained in [1b], the transaction device
uses a “recognition algorithm” to compare the fingerprint sample (scan data)
“against the authorized samples that are stored in the user identity block™
(biometric data) to determine “a match.” Ludtke, 14:40-46; Decl., 97.

g. [1d]: “responsive to a determination that the scan
data matches the biometric data, wirelessly sending
one or more codes from the plurality of codes and the
other data values for authentication to a third party
that operates a trusted authority, wherein the one or

more codes and other data values includes the device
ID code; and”

Ludtke discloses [1d] because Ludtke discloses transferring (sending) the
transaction device ID (one or more codes from the plurality of codes and the other

data values) to a “single trusted” and ‘“highly secured” transaction processing
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clearing house (TPCH) (third-party trusted authority) over a wireless network
connection using “wireless or cellular signals” (wirelessly) once a fingerprint
match is identified (responsive to a determination that the scan data matches the
biometric data). Ludtke, 5:63-64, 7:46-48, 9:26-30, 9:35-42, 9:51-59, 28:50-29:12,
30:23-27; Decl., 98-106.

First, Ludtke determines whether the scan data matches the biometric data
(as explained for [1b] and [1c]) and sends the transaction device ID responsive to a
“match” between the scan data and stored data. Decl., 99.

In one embodiment, where “the transaction device is used to trigger
shopping activity” such as a “web-based transaction using a transaction device
such as a privacy card and/or digital wallet and a personal POS terminal” “the user
may tap on an on-screen icon being displayed by the transaction device, e.g.,
digital wallet; and the digital wallet transmits a signal” which “causes” a “web
browser” for purchasing desired content (application) “to launch.” Ludtke, 28:15-
18, 28:26-40. “Once a transaction has been triggered, the browser communicates
with the personal POS terminal, requesting it to initiate a transaction” and
“provides a transaction record, which includes all of the necessary data to support
th[e] transaction, including a list of items being purchased, unit cost and quantity,
the vendor who will provide the items, etc.” Ludtke, 28:13-18, 28:50-56; Decl.,

100.
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The POS asks the transaction device to “validate the user” and the user is
“prompted to supply a fingerprint recognition sample,” as an initial security
measure. Ludtke, 1:22-31, 1:37-38, 14:33-42, 18:45-50, 18:52-55, 28:57-62. The
sample is compared to stored fingerprints and if the sample is recognized, the user
1s authorized. Ludtke, 14:41-46. After the transaction device receives the
fingerprint recognition sample “to confirm [an] entire transaction and that the user
is authorized,” the personal POS terminal “opens a secure communications session
to the TPCH, requesting a transaction” and “provides the transaction record that it
received from the web browser and the unique ID of the transaction device.
Ludtke, 28:50-29:12 (emphases added); see also Ludtke, 27:12-13 (“Privacy card
information is provided to TPCH, step 1510.”), 34:25-27 (explaining that the
“necessary secure transaction communication with the TPCH” includes “providing
the transaction data and [the] device ID.”); Decl., 101.

The “confirmation that the user is authorized” is based on the match between
the scan data and stored data, as explained for [1b] and [1c]. Ludtke, 14:40-46;
Decl., 102; see also Ludtke, 4:62-5:1(“The transaction device enhances security by
authenticating the user of the card prior to usage such that if a card is lost or
stolen, it is useless in the hands of an unauthorized person. ... [A]uthentication
may be achieved by using more sophisticated technologies such as a biometric

solution (e.g., fingerprint recognition)” (emphasis added)).
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Ludtke also discloses an alternate embodiment in which the POS
“functionality of providing secure communication and transactions with the
Transaction Privacy Clearing House (TPCH)” described above “can be integrated
into the digital wallet directly.” Ludtke, 28:41-45. Thus, Ludtke also discloses
communicating the device ID directly from the transaction device to the TPCH
responsive to a “match” between the scan data and stored data. Decl., 103.

Second, Ludtke discloses sending the transaction device ID wirelessly.
Decl., 104. More specifically, Ludtke discloses that “the TPCH is located at a
secure location” and “embodied as a secure server.” Ludtke, 9:26-34. The TPCH
receives incoming communications, including the transaction ID using
an “incoming communications mechanism 605 using “wireless or cellular
signals.” Ludtke, 9:35-42; Decl., 104.

Finally, Ludtke discloses that the TPCH is a third party that operates as a
trusted authority. Decl., 105. As Ludtke explains, with respect to Figure 6, the
TPCH is an entity separate from the parties to a transaction because it is distinct
from the transaction device, the POS on which the user/transaction device is
performing a transaction, and the “external retailers and vendors” that complete the
transaction. Ludtke, 9:35-39 (emphasis added), FIG. 6. Ludtke further discloses
that the separation between the TPCH, vendors, and the POS on which the

user/transaction device is performing a transaction “ensures secure
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communications among the components internal to the TPCH 600 and the entities
external to the TPCH 600,” and “ensures that only authorized entities are allowed
access to data and that only authorized transaction devices can execute transactions
against a user’s account,” thereby allowing the TPCH to function “as the
middleman of the distribution channel.” Ludtke, 7:46-48, 9:26-30, 9:43-59. Indeed,
as Ludtke explains, “The incoming communications mechanism 605 and outgoing
communications mechanism 610 are the means of communicating with external
retailers and vendors, as well as the transaction device.” Id. That the vendors and
transaction device are “external” to the TPCH confirms that the TPCH is a third

party, and not a party to the transaction itself. Decl., 105.
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Ludtke, FIG. 6.

This is consistent with Patent Owner’s previous “agree[ment] that at a ‘third-
party trusted authority’ is an institution or entity that is outside of the multi-party
system (user and application or vendor) that is being authenticated” and the
Board’s construction that third-party trusted authority is a trusted authority that is
an entity separate from the parties to the transaction,” and one that is “separate
from the principal parties to a transaction.” Ex. 1007, 13-15 (emphases added).

Indeed, the Board differentiated the prior art cited in the prior IPR2021-01447
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because the purported third party authority was not a third party at all, stating “the
DPC is the resource to be accessed, but it is a party to the transaction, rather than
a third party.” Ex. 1007, 24; Decl., 106.

Here, to the extent Patent Owner raises any argument that the TPCH of
Ludtke is similar to the mapping in the prior IPR, Patent Owner is wrong,
particularly because Ludtke expressly identifies the TPCH as external to the parties
to the transaction, capable only of communication with the parties, as explained
above. That the TPCH is capable in certain embodiments of settling funds does not
make it a “party” to the transaction because it remains independent of the user,
POS, and “external” vendors. Moreover, Ludtke expressly discloses that the TPCH
“may issue a funds settlement request to a third party financial institution on behalf
of the user, causing the necessary funds to be transferred to the vendor from the
user’s account” thus, further confirming that the TPCH is not the vendor/retailer,
or even the user’s financial institution from which funds are withdrawn. Ludtke,
29:43-46; Decl., 106.

h. [1e]: “receiving, at an application, an access message
from the trusted authority indicating that the trusted
authority successfully authenticated the one or more

codes and other data values sent to the third party
and allowing the user access to the application.”

Ludtke discloses or renders obvious [1e] because after the TPCH

authenticates the transaction device ID (device ID code), a “web browser”
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webpage (application) receives an indication of “approval of the transaction to be
performed” (access message indicating that the third party trusted authority
successfully authenticated the ID code) from the TPCH. Ludtke, 24:17-32; 28:26-
40, 29:15-20. The access message also allows the user to access “content or a
reference to the content” on the webpage. Ludtke, 29:15-20, 29:29-30, 31:41-52;
Decl., 107-114.

Ludtke explains that when “the transaction device is used to trigger shopping
activity, the user may tap on an on-screen icon being displayed by the transaction
device, e.g., digital wallet; and the digital wallet transmits a signal” which “causes”
a “web browser” for purchasing desired content (application) “to launch.” Ludtke,
28:26-40. “Once a transaction has been triggered, the browser communicates with
the personal POS terminal, requesting it to initiate a transaction” and “provides a
transaction record, which includes all of the necessary data to support th[e]
transaction, including a list of items being purchased, unit cost and quantity, the
vendor who will provide the items, etc.” Ludtke, 28:50-56; Decl., 108.

The POS asks the transaction device to “validate the user” causing the
transaction device to “display[] the transaction amount, and request[] the user to
select which account to use for payment.” Ludtke,28:64-67. After selecting an

account and confirming for the POS that “the entire transaction and that the user is
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authorized[,]” the transaction record “and the unique ID of the transaction device”
are sent to the TPCH as discussed in [1d]. Decl., 109

Next, the TPCH “uses the unique ID of the transaction device to process the
transaction” and ““issues a transaction confirmation back to the personal POS
terminal” (access message) after “validating that the transaction device is in good
standing and that the selected account has sufficient funds for the transaction.”
Ludtke, 29:12-22. The “transaction confirmation” (access message) is “reflect[ed]
back to the web browser [(application)] and transaction device” and “[s]ecure
distribution of physical (or electronic) content to the user is performed” based on
the confirmation. Ludtke, 29:15-22, 29:29-30. The distributed content includes the
content itself or a reference to that content, such as a “web-URL.” Thus, Ludtke
discloses receiving at a web browser webpage (application), a transaction
confirmation (access message) that allows the user to access electronic content on
the web browser (application). Decl., 110.

Ludtke also discloses [1e] because Ludtke discloses downloading “new
functionality,” software, and services (an application) on the transaction device,
and accessing the service after receiving the transaction confirmation (access
message) at the transaction device. Decl., 111.

Ludtke’s transaction device is configured to “adapt to new services and

functionality, either automatically by the transaction device or manually by the

30



IPR2024-00233
U.S. Patent No. 8,886,954

user. For example, on a web site the user might click a button that causes new
functionality to be downloaded to the transaction device for access at a future
time.” Ludtke, 31:11-16 (emphasis added); Decl., 112; see also Ludtke, 19:45-50
(explaining that the transaction device is “to be used for the initial set of services
that the user requested during the registration process” and that “[o]nce the device
has been 1nitialized for secure transactions, additional services could be
downloaded to the device.”), 31:19-52 (describing downloaded “‘services and
functionality” including services for purchasing a “train ticket to certain
destinations” and “electronic content” from a “content provider.”).

The transaction device can “download and store a large amount of services
and functionality” and “if the transaction device finds itself in the presence of a
service that is managed by an alternate system, it can download not only the
service software, but also the necessary underlying ‘transaction system’ software.”
Ludtke, 31:23-26, 31:30-40. The downloaded functionality and software/service is
an “application” within meaning of the ’954 patent, which defines “application” as
“a resource that can be accessed by a verified and authenticated user.” Ludtke,
19:45-50, 31:11-52; Ex. 1001, 6:18-24; Decl., 113.

Ludtke further explains that “once a user has carried out a typical transaction
to purchase electronic content” using the downloaded functionality—that is, after

the TPCH validates the transaction device and sends a “transaction confirmation”
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(access message) back to the transaction device, as discussed above—a “content
provider” has the content “delivered to the transaction device” thereby allowing the
user to access the service(s) offered by the downloaded functionality/software.
29:15-20, 31:41-50; Decl., 114. Thus, Ludtke discloses receiving at the
downloaded software/functionality (application) a transaction confirmation (access
message) that allows the user to access the services prescribed by the downloaded
software/functionality (application). Decl., 114.

2. Claim 2: “The method of claim 1, wherein the one or more

codes and the other data values are transmitted to the
trusted authority over a network.”

Ludtke discloses claim 2. Decl., 115-116.

As explained for [1d], the device ID and other codes are sent to the external
TPCH server over a wireless network connection using e.g. “wireless or cellular
signals.” Ludtke, 9:35-42, 5:63-64 (“Furthermore, the privacy card may have a
wireless communication mechanism for input and output.”) Decl., 116.

3. Claim 4: “The method of claim 1, wherein the one or more

codes and the other data values indicate that the biometric
verification was successful.”

Ludtke discloses claim 4 because, as discussed in [1d], sending the
transaction Device ID (one or more codes and the other data values) indicates that
the scan data matches the biometric data (the biometric verification was

successful). See [1d]; Decl., 117-121. This is consistent with the 954 patent, which
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explains that the act of sending the device ID indicates that biometric verification
was successful. Ex. 1001, FIG. 6 (“Wirelessly Send Code Indicating Successful
Verification of User”), 7:18-20 (“If the biometric verification of the user is
successful, the key provides its code over the secure communications channel.”);
Decl., 117.

As explained for [1b]-[1c], fingerprint recognition is a security measure
“that limits access to the card 705 to authorized users.” Ludtke, 12:23-25, 4:62-5:1
(“The transaction device enhances security by authenticating the user of the card
prior to usage such that if a card is lost or stolen, it is useless in the hands of an
unauthorized person. ... [A]uthentication may be achieved by using more
sophisticated technologies such as a biometric solution (e.g., fingerprint
recognition).”); Decl., 118.

And as explained for [1d], when the “personal POS terminal receives the
transaction request, it communicates with the transaction device, asking the
transaction device to validate the user, confirm that the user wants to make this
transaction, and get the appropriate information for which account the user wants
to use for payment.” Ludtke, 28:57-62 (emphasis added); [ 1d]. Upon receiving the
request, the transaction device “validat[es] that the user interacting with the device
is an authorized user” by prompting the user to “supply a fingerprint recognition

sample” and receiving a fingerprint sample (biometric scan) from the “fingerprint
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recognition pad” in response to the prompt to generate the scan data.
Ludtke, 14:33-42; [1b]; Decl., 119.

The transaction device user authentication block “captures the sample, and
carries out a recognition algorithm against the authorized samples that are stored in
the user identity block ” Ludtke, 14:40-46. Then, “[i1]f a match is found, the user is
authorized to access the data and functionality of the device” and “validates that
the user 1s authorized” to conduct their transaction at the POS terminal. Ludtke,
14:40-46; 29:5-6; Decl., 120; see also Ludtke, 16:47-49 (explaining that the digital
wallet also receives biometric scan data after prompting).

Thus, communicating the device ID (one or more codes) responsive to the
fingerprint (or other biometric scan) recognition, as disclosed by Ludtke, indicates
that the biometric verification was successful. Decl., 121.

4. Claim 5: “The method of claim 1, wherein the biometric
data includes one or more of a fingerprint, palm print, a
retinal scan, an iris scan, a hand geometry, a facial

recognition, a signature recognition and a voice
recognition.”

Ludtke discloses claim 5 because its biometric data expressly includes a
“fingerprint” as well as a “retinal scan, voice, DNA, hand profile, face recognition,

etc.” Ludtke, 35:61-64; Decl., 122.
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5. Claim 6: “The method of claim 1, wherein the integrated
device comprises one or more of a mobile phone, tablet,

laptop, mp3 player, mobile gaming device, watch and a key
fob.”

Ludtke discloses or renders obvious claim 6. Decl., 123-128.

Ludtke explains that the “transaction device is an interactive device with
communications capabilities” that allow it to receive “messages via the TPCH in a
variety of ways, including wireless, Internet, a pager system, cellular, etc.” Ludtke,
33:46-49, 17:3-10. The transaction device is also configured to allow the user to

99 ¢¢

“directly” “view and respond to messages” and further includes conventional
computing circuity such as a processor, memory, and “instructions” for execution.
Ludtke, 33:49-54, 11:66-12:7, 15:65-16:8, FIGS. 7A and 9A. Moreover, Ludtke
expressly discloses the transaction device having “pager or cell phone functionality
built-in.” Ludtke. 17:65-18:4; Decl., 124.

A POSITA reading Ludtke would have found the structural and functional
configurations of the disclosed portable transaction device—especially its cellular
and wireless adaptations, to be at least suggestive of a mobile phone. Decl., 125
(citing Ludtke, 9:39-41 (explaining that transaction devices may operate on
“cellular signals™), 26:56-57 (“The personal POS terminal may be configured to be

mobile, such that the user may take it out of the home environment.”). Indeed,

because the 954 patent does not specify (and the claims do not recite) the precise
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characteristics of the mobile phone, a POSITA would have understood that a

99 ¢¢

transaction device having “built in” “cell phone functionality” is a mobile phone or
tablet. Decl., 125.

To the extent this is disputed, a POSITA would have been motivated and
found it obvious to implement the transaction device as a mobile phone to enable
the user to safely conduct financial transactions (e.g., purchases) using a single
device. Decl., 126. Furthermore, it was known in the art at the time of the
invention to implement biometric security features on a mobile device for financial
transactions. See e.g., Udom, Abstract, [0014], [0032]-[0033] (describing a
“process of verifying an individual’s identity and authorizing that person to have
access to a secure resource (e.g., a bank account...) [where] the software within
the CPU 104 compares data from the sensor 106 that represents a scanned
biometric characteristic, to either data or data templates stored for various
individuals in memory 105 and “processor 104 might just as well be comprised of
a cellular telephone.”); Lapsley, Abstract, [0024] (describing “biometric
authorization of an electronic transaction between a consumer and a merchant
us[ing] an electronic identicator and an access device” where “the access device

may be a wireline telephone, a wireless telephone, a two-way pager, a personal

digital assistant, or a personal computer.”); Decl., 127.
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Thus, A POSITA would have reasonably expected implementing Ludtke’s
transaction device as a mobile phone or tablet to succeed because Ludtke already
contemplates using the transaction as a “cell phone” and such implementations
were established in the art. Ludtke. 17:65-18:4 Decl., 128.

6. Claim 7: “The method of claim 1, wherein the application
includes one or more of a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive,

computer software, a web site, a file and a financial
account.”

Ludtke discloses claim 7 because, as explained for [1¢], the transaction
confirmation (access message) is received at a web browser that includes a user-
accessible web site. Ludtke, 29:15-20, 29:29-30, 31:41-52; Decl., 129.
Alternatively, the transaction confirmation is received at software/functionality
downloaded to the transaction device, as also discussed in [1¢e]. Ludtke, 31:11-52;
Decl., 129.

7. Claim 10: “The method of claim 1, further comprising:
establishing a secure communication channel prior to

sending the one or more codes and the other data values for
authentication”

Ludtke discloses claim 10 because, as explained for [1aiii], Ludtke discloses
“establish[ing] a secure connection to a back-end system” prior to transferring

(sending) the “access codes, PINs, etc.” using a public key infrastructure. Ludtke,

37:39-45. Decl., 130.
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8. Independent Claim 12
a. [12preamble]: “An integrated device comprising:”

Ludtke discloses [12preamble] because as explained for [1preamble], Ludtke
discloses “a biometric device” (also called a transaction device) such as a privacy
card and/or digital wallet for “enabling the authorized user to access private
information over a voice network.” Ludtke, Abstract, 3:32-36. Decl., 131.

b. [12ai]: “a persistent storage media that stores
biometric data of a user, and”

Ludtke discloses [12ai] for the reasons explained for [1ai]. Decl., 132.

c. [12aii]: “a plurality of codes and other data values
comprising a device ID code uniquely identifying the
integrated device, and”

Ludtke discloses [12aii] for the reasons explained for [1aii] (construing
“device ID” as “uniquely identifying the integrated device”). Decl., 133.
d. [12aiii]: “a secret decryption value in a tamper proof

format written to the memory that is unable to be
subsequently altered;”

Ludtke discloses [12aiii] for the reasons explained for [1aiii]. Decl., 134.
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e. [12b]: *“a validation module, coupled to communicate
with the persistent storage media, that receives scan
data from a biometric scan for comparison against
the biometric data, and that sends one or more codes
and other data values from the plurality of codes and
other data values for authentication by a third party
that operates a trusted authority, wherein the one or

more codes and other data values includes the device
ID code; and”

Ludtke discloses [12b] because the transaction device ID (ID code) is
wirelessly sent to a “single trusted” and ‘“‘highly secured” TPCH (third party that
operates as a trusted authority) using e.g., the privacy card’s input/output logic
which “enable[s] the privacy card to send and receive information” using “wireless
or cellular signals,” or the digital wallet’s “wireless transmission driver” that uses
the same wireless technology. Ludtke, 5:63-64, 7:46-48, 9:26-30, 9:35-42, 9:51-59,
12:10-16, 17:3-4, 28:50-29:12, 30:23-27. Decl., 135-137.

As explained for [1b], the privacy card includes a user authentication block
777 (validation module) for “validating that the user interacting with the device is
an authorized user.” Ludtke, 14:33-40. In operation, “the user is prompted to
supply a fingerprint recognition sample,” after which the “block captures the
sample” and communicates with information block 760 (persistent storage media
that “stores data about the user and accounts that are accessed by the card”
including “the authorized fingerprint recognition samples”) to “carr[y] out a

recognition algorithm against the authorized samples that are stored in the user
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identity block.” Ludtke, 14:40-44; [1a] and [1c], supra; Decl., 136; see also
Ludtke, 16:47-49 (explaining that the digital wallet also receives biometric scan
data after prompting). Finally, “[i]f a match is found, the user is authorized to
access the data and functionality of the device.” Ludtke, 14:45-46.

Once the user/transaction device is authorized (fingerprint match identified),
the transaction device ID (ID code) is wirelessly sent to a “single trusted” and
“highly secured” TPCH (third party that operates a trusted authority) using e.g.,
input/output logic that “enable[s] the privacy card to send and receive information”
using “wireless or cellular signals,” or (in the case of a digital wallet) a “wireless
transmission driver” that uses the same wireless technology. Ludtke, 5:63-64, 7:46-
48, 9:26-30, 9:35-42, 9:52-59, 12:10-16, 17:3-4, 28:50-29:12, 30:23-27; Decl.,
137. This 1s consistent with the *954 patent which does not explain how a
validation module communicates codes, but does explain that an RF module
wirelessly sends a code to the trusted authority. Ex, 1001, 5:49-52, 8:2-4; Decl.,

137.
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f. [12¢]: “a radio frequency communication module that
receives an access message from the trusted authority
indicating that the trusted authority successfully
authenticated the one or more codes and other data

values to the third party and allowing the user access
to an application.”

Ludtke discloses [12¢] because the transaction device receives an “approval
of the transaction to be performed” (access message) from the TPCH via its

99 ¢¢

“cellular” “wireless communication mechanism” (radio frequency communication
module) that allows the user to access services and content (an application).
Ludtke, 5:63-64, 6:36-44, 9:39-42, 17:3-10, 29:5-23, 29:29-30, 31:11-52, 33:46-
49. Decl., 138-140.

As explained for [1e], the transaction device receives an indication of
“approval of the transaction to be performed” (access message) from the TPCH
after “validating that the transaction device is in good standing and that the
selected account has sufficient funds for the transaction.” Ludtke, 29:15-20. The
approval allows the user to access services and content, i.e., an application. Ludtke,
29:15-20, 29:29--30, 31:11-52; Decl., 139. In one embodiment, the TPCH “issues a
transaction confirmation” (access message) “back to the personal POS terminal”
where it is then reflected “back to the web browser and the transaction device” and

displayed to the user. Ludtke, 29:15-23 (emphases added). Alternatively, where the

communication functions of the POS are integrated into the transaction device, the
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confirmation may be delivered to the transaction device. Ludtke, 28:41-45; Decl.,
139.

Ludtke further discloses that the transaction device uses a “wireless
communication mechanism for input and output,” including for receiving “cellular
signal” communication output from the TPCH. Ludtke, 5:63-64, 9:39-42, 17:3-10,
33:46-49. Because the transaction device communicates using cellular technology,
a POSITA would have understood that the wireless communication mechanism is a
radio frequency communication module. Decl., 140.

9. Claim 13: “The integrated device of claim 12, wherein the

one or more codes and the other data values are transmitted
to the trusted authority over a network.”

Ludtke discloses claim 13 for the reasons explained for claim 2. Decl., 141.

10. Claim 15: “The integrated device of claim 12 comprising:
an LED to be activated for requesting the biometric scan.”

Ludtke discloses or renders obvious claim 15 because Ludtke’s verification
unit (verifier) includes a “high resolution color” or “black and white” “LCD
screen” that is activated when the user “interacts with the device” for fingerprint
recognition. Ludtke, 11:37-41, 14:54-63, 16:53-56; Decl., 142-146.

Ludtke discloses that the “fingerprint recognition, on-card display
technology” of the transaction device authentication block verification

unit/verifier) “may be enabled via thin LCD technologies.” Ludtke, 11:37-41
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(emphasis added). The LCD is configured such that when “the user interacts with
the device” the LCD generates (displays) “the appropriate images.” Ludtke, 14:54-
63. Moreover, “[w]hen the user has selected an account, the transaction device
asks the user to confirm the entire transaction and that the user is authorized, for
example, by entering a PIN or providing a fingerprint recognition sample” and
“request[s] the user’s attention, either via audio or video signals, or both.” Ludtke,
28:63-29:4 (emphases added); Decl., 143.

A POSITA would have understood that Ludtke’s LCD, which asks the user
to “provid[e] a finger print recognition sample” using “video signals” and
“appropriate images,” does so using its display, which is conventionally backlit
using an LED. Ludtke, 14:54-63, 28:63-29:4; Siegel, [0041] (“[M]ost LCD panels
are backlit with fluorescent tubes or arrays of light-emitting diodes (LEDs) that are
built into the sides or back of the panel.”); Ikegami, [0024], [0108], [0110], [0135],
[0141], [0154], [0187] (describing an “authenticating apparatus” including “an
instruction unit for prompting the person to be authenticated to input data” like
“biometrics information” and wherein the instruction unit prompts the user with “a
light emitting element such as an LED or the like.”); Decl., 144.

Thus, Ludtke discloses activating the LCD when a fingerprint scan
(biometric scan) is needed (for requesting the biometric scan), and therefore at

least suggests activating an LED as part of the process because LCDs typically use
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LEDs to backlight their display. Siegel, [0041]; Ikegami, [0024], [0108], [0110],
[0135], [0141], [0154], [0187]; Decl., 145.

To the extent it is disputed that Ludtke’s LCD is at least suggestive of an
LED, a POSITA would have been motivated and found it obvious to backlight
Ludtke’s LCD using LEDs because “liquid crystals do not emit light” and “most
LCD panels are backlit with fluorescent tubes or arrays of light-emitting diodes
(LEDs) that are built into the sides or back of the panel” to achieve the desired
lighting. Siegel, [0041]; Decl., 146. A POSITA would have had a reasonable
expectation of success in backlighting the LCD with LEDs since such a
modification would have only required the use of routine components (LEDs) in
accordance with their known and conventional use (backlighting an LCD) as
taught by Siegel, and further because it was known in the art to use LEDs to
prompt a user’s attention for the purposes of inputting biometric information in an
authentication device. Ikegami, [0024], [0108], [0110], [0135], [0141], [0154],

[0187]; Decl., 146.
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11. Independent Claim 16

a. [16preamble]: “A method for authenticating a
verified user using a computer processor configured
to execute method steps, comprising:”

Ludtke discloses [16preamble] because, as explained for [1e], Ludtke
discloses a method of authenticating a verified user using a POS terminal (a device
with a computer processor to execute steps). Ludtke, 28:57-29:20; Decl., 147-149.

As illustrated in Figure 14, Ludtke’s POS terminal includes a processor
configured to execute software, including “internal driver software that executes
locally to drive the wireless transceiver, software to store incoming data into
memory and to control input/output to a computer (e.g., PC) coupled to the
personal POS terminal[,]” “host application software[,]”” and “user application
software” stored on the POS terminal. Ludtke, 25:34.-58, FIG. 14. “The personal
POS terminal may also include software that is configured to communicate with
the PC and the eCommerce system to perform the transaction.” Ludtke, 26:23-26;

Decl., 148.
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Ludtke, FIG. 14.
Executing the software causes the steps recited in each of [16a]-[16d] to be
executed, as explained below. Decl., 149.

b. [16a]: “wirelessly receiving one or more codes and
other data values from a plurality of codes and other
data values including a device ID code, wherein the
plurality of codes and other data values comprises the
device ID code uniquely identifying an integrated
device associated with a biometrically verified user,
the device ID code being registered with a trusted
authority for authentication, the trusted authority
operated by a third party”

Ludtke discloses [16a] because the POS terminal wirelessly receives the

transaction device’s device ID, as explained for [1¢]. Decl., 150-154.
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When Ludtke’s “personal POS terminal receives the transaction request, it
communicates with the transaction device, asking the transaction device to
validate the user, confirm that the user wants to make this transaction, and get the
appropriate information for which account the user wants to use for payment.”
Ludtke, 28:57-62 (emphasis added). The POS terminal then receives the validating
information, including the transaction device’s transaction device ID, so that it can
“provide[] the transaction record that it received from the web browser and the
unique ID of the transaction device” to the TPCH, as explained for [1e]. Ludtke,
28:50-29:12 (emphasis added); Decl., 151.

The transaction device ID uniquely identifies the transaction device and is
one of one or more codes from a plurality of codes and other data values (such as
bar codes and magnetic strip information), as also explained for [1aii]. Ludtke,
3:49-53; Decl., 152.

The transaction device ID is also registered with a TPCH (third party trusted
authority). The TPCH includes various databases for storing the transaction ID and
linking the user to the transaction ID. Ludtke, 10:15-22, 10:40-45, 33:37-41. For
example, the “customer database” “holds information regarding each customer of
the TPCH” and links the “actual user identity information” to “the digital aliases
provided by the transaction device,” 1.e., the transaction device ID. Ludtke, 10:15-

19, 33:39-42 (“the transaction device acts as a digital alias for its user.”). The
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“transaction database” maintains transaction records that include the transaction

device ID. Ludtke, 10:19-22, 10:40-45, 33:37-41 (““Whenever the user carries out a

transaction using the system, vendors receive only the transaction device ID in the

transaction record.”) (emphasis added); Decl., 153.
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Ludtke further discloses that the TPCH can “maintain a copy” of “unique
transaction device ID values” so that “whenever a transaction arrives with one of
these values, the TPCH knows which transaction device, and hence which user, the
transaction [is] associated with.” Ludtke 30:23-27. Thus, Ludtke discloses the
device ID code being registered with the TPCH. Decl., 154.

c. [16b]: “requesting authentication of the integrated

device using the one or more codes and other data
values by the trusted authority;”

Ludtke discloses [16b] for the reasons explained for [1e]. Decl., 155-156.

After receiving a fingerprint recognition sample “to confirm [an] entire
transaction and that the user is authorized,” Ludtke’s personal POS terminal
“opens a secure communications session to the TPCH, requesting a transaction” to
request authentication of the transaction device ID (one or more codes) and
“provides the transaction record that it received from the web browser and the
unique ID of the transaction device.” Ludtke, 28:50-29:12. The authentication
“validat[es] that the transaction device is in good standing and that the selected
account has sufficient funds for the transaction” and thus determines whether the

transaction device ID is legitimate Ludtke, 29:15-18; Decl., 156.

49



IPR2024-00233
U.S. Patent No. 8,886,954

d. [16¢c]: “receiving, at an application, an access message
from the trusted authority indicating that the trusted
authority successfully authenticated the one or more
codes and other data values to the third party; and”

Ludtke discloses or renders obvious [16¢] for the reasons explained for [1e].
Decl., 157.

e. [16d]: “in response to receiving the access message,
allowing the biometrically verified user access to the
application.”

Ludtke discloses or renders obvious [16d] for the reasons explained for [1e].

Decl., 158.

12. Claim 18: “The method of claim 16, further comprising:
establishing a secure communications channel with the
integrated device, wherein the one or more codes and other
data values associated with the biometrically verified user is
received from the integrated device.

Ludtke discloses claim 18 for the same reasons explained for claim 10.

Decl., 159.

13. Claim 19: “The method of claim 16, wherein the application
includes one or more of a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive,
computer software, a web site, a file and a financial
account.”

Ludtke discloses claim 19 for the reasons explained for claim 7. Decl., 160.
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14. Independent claim 22
a. [22preamble]: “A system, comprising:”

Ludtke discloses [22preamble] because, as illustrated in Figure 2, Ludtke
discloses a system. Ludtke, Abstract, FIG. 2; Decl., 161-162.

Ludtke’s system includes the elements recited in [22ai]-[22c], such as a
biometric integrated device (privacy card) and a POS terminal (authentication
unit), for communication with a TPCH (third party trusted authority) for reasons

explained below. Decl., 162.
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Ludtke, FIG. 2.

b. [22ai]: “an integrated hardware device that stores
biometric data of a user”

Ludtke discloses [22ai] for the reasons explained for [1ai]. Ludtke, Abstract,

3:32-36; Decl., 163.

c. [22aii]: “and a plurality of codes and other data
values comprising a device ID code uniquely
identifying the integrated hardware device”

Ludtke discloses [22aii] for the reasons explained for [1aii]. Decl., 164.
d. [22aiii]: “and a secret decryption value in a tamper
proof format written to a storage element in the

integrated hardware device that is not capable of
being subsequently altered,”

Ludtke discloses [22aiii] for the reasons explained for [1aiii]. Decl., 165.
a. [22aiv]: “and that wirelessly sends one or more codes
and other data values from the plurality of codes and

other data values, wherein the one or more codes and
other data values include the device ID code; and”

Ludtke discloses [22aiv] for the reasons explained for [16a]. Decl., 166-167.

When Ludtke’s “personal POS terminal receives the transaction request, it
communicates with the transaction device, asking the transaction device to
validate the user, confirm that the user wants to make this transaction, and get the
appropriate information for which account the user wants to use for payment.”
Ludtke, 28:57-62 (emphasis added). The POS terminal then receives the validating

information, including the transaction device’s transaction device ID, so that it can
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“provide[] the transaction record that it received from the web browser and the
unique ID of the transaction device” to the TPCH, as explained for [1e]. Ludtke,
28:50-29:12 (emphasis added); Decl., 167.

b. [22b]: “an authentication circuit that receives the one
or more codes and other data values and sends the
one or more codes and other data values to a third
party that operates a trusted authority for
authentication, and that receives an access message
from the trusted authority indicating that the trusted
authority successfully authenticated the one or more

codes and other data values to the third party and
allows the user to access an application.”

Ludtke discloses [22b] because the system includes a POS terminal
(authentication circuit) that (1) receives the transaction device ID from the
transaction device, (2) sends the transaction ID to the TPCH (third party trusted
authority) for authentication, and (3) receives an approval (access message) from
the TPCH indicating that the ID was authenticated allowing the user to access
content (application) as explained in [1e]. Ludtke, 28:50-29:12; Decl., 168-170.

Ludtke describes an exemplary transaction performed utilizing the disclosed
system and illustrated in Figure 17, wherein “the transaction device is used to
trigger” a purchase, such as a “shopping activity” and a POS (authentication
circuit) “initiates the transaction.” Ludtke, 28:11-18, 28: 22-23, 28:26-31, 28:50-
52. “When the personal POS terminal receives the transaction request, it

communicates with the transaction device, asking the transaction device to validate
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the user, confirm that the user wants to make this transaction, and get the
appropriate information for which account the user wants to use for payment.”
Ludtke, 28:57-62. Then, the “POS terminal opens a secure communications session
to the TPCH” (third party trusted authority) and “provides the transaction record
that it received from the web browser and the unique ID of the transaction device.”
Ludtke, 29:6-12 (emphases added). Thus, Ludtke discloses receiving the device ID
and providing the device ID to a third-party trusted authority. Decl., 169.

“The TPCH uses the unique ID of the transaction device to process the
transaction” and “[a]fter validating that the transaction device is in good standing
and that the selected account has sufficient funds for the transaction, the TPCH
issues a transaction confirmation” (access message indicating that the trusted
authority successfully authenticated the ID code) “back to the personal POS
terminal” which allows the user to access purchased content (application) by
determining whether the user’s account has “sufficient funds” and transferring the
appropriate amount from the user’s account to the vendor. Ludtke, 29:15-18, 29-
36; Decl., 170; see also Ex. 1001, 6:18-24 (defining “application” as a “resource

that can be accessed by a verified and authenticated user.”).
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15. Claim 23: “The system of claim 22, wherein the integrated
hardware device receives an authentication request from

the authentication circuit, and in response, requests a
biometric scan from the user to generate scan data.”

Ludtke discloses claim 23 because, as explained for [1b] and [1¢e], Ludtke’s
transaction device (integrated hardware device) receives a validation request from
the POS terminal (authentication request from the authentication circuit) and
prompts the user to scan their fingerprint (requests a biometric scan) to validate the
user. Ludtke, 14:33-41, 28:57-62; Decl., 171-173.

When the “personal POS terminal receives the transaction request, it
communicates with the transaction device, asking the transaction device to
validate the user, confirm that the user wants to make this transaction, and get the
appropriate information for which account the user wants to use for payment.”
Ludtke, 28:57-62 (emphasis added); [1e]. Upon receiving the request, Ludtke’s
transaction device “validat[es] that the user interacting with the device is an
authorized user” by prompting the user to “supply a fingerprint recognition
sample” and receiving a fingerprint sample (biometric scan) from the “fingerprint
recognition pad” in response to the prompt to generate the scan data. Ludtke,
14:33-42; [1b]. Ludtke’s transaction device’s user authentication block “captures
the sample[] and carries out a recognition algorithm against the authorized samples

that are stored in the user identity block.” Ludtke, 14:40-46; Decl., 172.
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Then, “[1]f a match is found, the user is authorized to access the data and
functionality of the device” and “validates that the user is authorized” to conduct
their transaction at the POS terminal. Ludtke, 14:40-46, 29:5-6; Decl., 173; see
also Ludtke, 16:47-49 (explaining that the digital wallet also receives biometric
scan data after prompting).

16. Claim 24: “The system of claim 22, wherein when the
integrated hardware device cannot verify scan data as being

from the user, the integrated hardware device does not send
the one or more codes and other data values.”

Ludtke discloses or renders obvious claim 24. Decl., 174-178.

As explained for claim 23, Ludtke’s “user is prompted to supply a
fingerprint recognition sample,” after which the “block captures the sample, and
carries out a recognition algorithm against the authorized samples that are stored in
the user identity block” to determine “if ... the user is authorized to access the data
and functionality of the device” and whether to “validate[] that the user is
authorized” to conduct the transaction at the POS terminal. Ludtke, 14:40-46, 29:5-
6; Decl., 175.

A POSITA would have understood that the transaction device does not send
the one or more codes if it cannot verify the scan data is from the user because the
biometric scan data “is used as a security mechanism that limits access to

the card 705 to authorized users” and the user is only authorized/validated “[i]f a
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match is found” between the scan data and “stored” “authorized samples.” Ludtke,
12:23-25, 14:40-46; Decl., 176. Indeed, a transaction device that cannot be
authenticated/validated as being from the user is “useless.” Ludtke, 4:62--5:1; see
also Ludtke, 39:50-56 (“At 3104 the DW checks to see if a fingerprint has been
detected. If not then the DW loops back looking for a fingerprint. If a fingerprint
has been detected, then at 3106 a check i1s made to see if it matches a stored
authorized fingerprint. If @ match does not occur, then at 3110 an error message is
output and the DW returns to checking to see if a fingerprint has been

detected 3104.” (emphasis added)); Decl., 176.

Additionally, a POSITA would have been motivated and found it obvious to
configure Ludtke’s transaction device to not send the one or more codes and other
data values if the transaction device (integrated device) cannot verify the scan data
as being from the user, to prevent unauthorized use of the transaction device when
“lost or stolen.” Ludtke, 4:62-5:1, 18:23-31; Decl., 177.

Such a modification would have been within the purview of one skilled in
the art, and would have only required the use of known conventional components
in accordance with their known use—for example, configuring Ludtke’s
authorization block to output an “error” or “authentication failure” message upon
failing to detect a fingerprint match, as was well known in the art. See e.g., Ludtke,

39:50-56; Kon, [0007]-[0010] (describing “a conventional process of identifying a
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person using biometric information” wherein a comparator transmits an

“authentication failure message” “[i]f it is determined that the input data does not

match with the registered information.”); Decl., 178. Accordingly, a POSITA

would have been motivated to make such a modification and had a reasonable

expectation of success in doing so. Decl., 178.

VI

17.

Claim 25: “The method of claim 1, wherein the integrated
device comprises one or more of a mobile phone, tablet,
laptop, mp3 player, mobile gaming device, watch and a key
fob.”

Ludtke discloses claim 25 for the reasons explained for claim 6. Decl., 179.

18.

Claim 26: “The method of claim 1, wherein the biometric
data includes one or more of a fingerprint, palm print, a
retinal scan, an iris scan, a hand geometry, a facial
recognition, a signature recognition and a voice
recognition.”

Ludtke discloses claim 26 for the reasons explained for claim 5. Decl., 180.

19.

Claim 27: “The method of claim 1, wherein the application
includes one or more of a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive,
computer software, a web site, a file and a financial
account.”

Ludtke discloses claim 27 for the reasons explained for claim 7. Decl., 181.

Ground 2: Claims 3, 14, and 17 are Obvious Over Ludtke and Kon.

Dependent claims 3, 14, and 17 require an age or birthdate verification.

While Ludtke does not expressly disclose age or birthdate verification, Kon does,
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and it would have been obvious to add Kon’s age and birthdate verification to
Ludtke.

A. Kon

Kon, filed August 31, 2001 and published April 18, 2002, is prior art under

35 U.S.C. § 102(b). Kon, cover page.

Kon discloses authenticating a user transaction “in response to a request
from a user device.” Kon, [0174]. Like Ludtke, Kon uses the user’s biometric
information, which includes “fingerprint information, retina pattern information,
iris pattern information, voice print information, and handwriting information” and
“the ID of a user device” (device ID) to authorize a user and their corresponding
device to conduct a transaction. Kon, [0060], [0174], [0178], [0194] (explaining
that the public key certificate (PKC) includes the ID of the user device), [0026]-
[0229] (explaining that a person identification certificate (“IDC”) includes the

PKC).

Kon’s authenticating information is stored in the IDC, illustrated in Figure 5.
Kon, FIG. 5, [0194] (explaining that the PKC * ” field includes the ID of the

user device), [0217] [0226]-[0229] (explaining that the IDC includes “Subject

Template Info ” where “data representing biometric information such as a
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fingerprint of the user is stored,” and “Subject PK.C Info ” containing the PKC

information).

ey Deserption -l
Version Version
Serial Number Identification Number
signature algorithm Signature algorithem
Identifier
algorithm Algorithm
Indis- parameters Parameters
pensabple | Issuer Name of the identification authority
Items (in the form of a distinguished name)
Validity Period during which the certificate is valid
notBefore Start date
notAfter Expiration date
Subject Name of the subject to be certificated
(in a DN form)
subject Template Info Template information
encrypt Type * encrypt Type
encrypt Unique ID *The unique ID or the certificate
number of a public key certificate
. . used for encryption
encryption Algorithm * Algorithm
parameter * parameter
validity -(\jlatlldity period (start date, expiration
. ate
sub!ect Template Source *Type of the template
subject Template * Template
Subject PKC info Information about the public key certificate
) ) of the subject
subject PKC serial * Certificate number of the subject public
Number key certificate :
a . * Unique ID of the subject of the subject
Extended| subject PKC Unique ID pulﬂic key cerﬁﬁcatel e
Hams Issuer Unique ID Unique ID of the issuer
Subject Unique ID Unique ID of the subject
Public Key Certificate Public key certificate
Issuer Alt Name Alternative name of the issuer
subject Directory Personal information (encrypted as required)
Attributes information used to authenticate subject
Age, sex, etc.

Kon, FIG. 5 (annotated, excerpted).

Kon further discloses that the user’s personal information, including the

user’s age, is registered for incorporation in the IDC (e.g., in the “Extended” field
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section) in association with the device ID (located in the field). Kon,
[0194] (“Subject is a field in which the name of a subject or a user is described.
More specifically, for example, the ID of a user device or the ID of a subject which
supplies services is described” (emphasis added)), [0234] (“[ A]n arbitrary attribute
of [a] user, such as an age, sex, address, [or] telephone number, is encrypted as
required to identify the user.” (emphases added)), [0241] (“The person
identification certificate (IDC) described above includes information (template
information) used to identify a person. An example of template information is
biometric information . . . Personal identification information other than biometric
information is also usable. Specific examples of such personal identification
information includes a seal, a passport, a driver’s license, and a card.” (emphasis
added)), [0264] (“To effectively register a person identification certificate (IDC), a
person to be certified with a person identification certificate (IDC) first presents
sampling information to register his/her template.” (emphasis added)), [0265]
(“FIG. 9 illustrates a flow in terms of registration of a template and creation of an
IDC. Registration of a template is performed on the basis of information (sampling
information) acquired using an apparatus capable of acquiring personal

information in one of the various forms described earlier.”), FIGS. 5 and 9.
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e Deserption o
Version Version
Serial Number Identification Number
signature algorithm Signature algorithem
Identifier
algorithm Algorithm
Indis- parameters Parameters
pensable | Issuer Name of the identification authority
Items (in the form of a distinguished name)
Validity Period during which the certificate is valid
notBefore Start date
notAfter Expiration date
Subject Name of the subject to be certificated
(in_ a DN form)
subject Template Info Template information
encrypt Type * encrypt Type
encrypt Unique ID *The unique ID or the certificate
number of a public key certificate
. . used for encryption
encryption Algerithm + Algorithm
parameter * parameter
validity ‘c\j/atlldity period (start date, expiration
. ate
sub!ect Template Source * Type of the template
subject Template * Template
Subject PKC info Information about the public key certificate
. ) of the subject
subject PKC serial * Certificate number of the subject public
Number llj(ey certgica;e
. ) * Unique ID of the subject of the subject
Extended | subject PKC Unique ID putﬂic key ceniﬁcatel H
Fams Issuer Unique ID Unique ID of the issuer
Subject Unique ID Unique ID of the subject
Public Key Certificate Public key certificate
Issuer Alt Name Alternative name of the issuer
subject Directory Personal information (encrypted as required)
Attributes information used to authenticate subject
Age, sex, elc.

Kon, FIG. 5 (annotated, excerpted) (illustrating registered user information).
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((START A TEMPLATE REGISTRATION PROCESS )«— —
USER CREATES A TEMPLATE USING |S11 ’
A TEMPLATE DETECTOR OF THE IDA ,
7 | $17
THE USER SUBMITS HIS/HER S12 | ERROR
IDENTIFICATION DATA TO THE IDA HANDLING
v
THE USER SUBMITS ADDITIONAL |S13
INFORMATION gsucu AS A PIN)
TO THE IDA AS REQUIRED
THE IDA CHECKS THE VALIDITY NG
OF THE RECEIVED DATA
S14
7oK

THE IDA ASSIGNS AN IDENTIFICATION |S15
NUMBER TO THE RECEIVED DATA
AND STORES IT IN A DATABASE

¥

THE IDA ENCRYPTS THE TEMPLATE |S16
USING A PUBLIC KEY OF THE IDA
AND GENERATES AN IDC ON THE
BASIS THEREOF

Kon, FIG. 9 (illustrating process for registering user identification information).

Kon is analogous art to the 954 patent because it is directed to the same
technical field: user authentication methods and systems. Compare Ex. 1001, 1:19-
21, with Kon, [0020], [0034]. Decl., 64-68.

B. Claims

1. Claim 3: “The method of claim 1, further comprising:

registering an age verification for the user in association
with the device ID code.”

Ludtke in combination with Kon renders obvious claim 3. Decl., 182-188.
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Kon discloses registering and storing a user’s personal information,
including the user’s age, in association with the user device’s device ID—the
user’s device ID is stored in a “Subject” field and the user’s age is stored in a
“Directory Attribute field” of a registered IDC certificate. Kon, [0194] (“Subject is
a field in which the name of a subject or a user is described . . , for example, the ID
of a user device or the ID of a subject which supplies services is
described”(emphasis added)), [0234] (“[ A]n arbitrary attribute of a[] user, such as
an age, sex, address, [or] telephone number, is encrypted as required to identify the
user.” (emphases added)), [0265] (“FIG. 9 illustrates a flow in terms of registration
of a template and creation of an IDC. Registration of a template is performed on
the basis of information (sampling information) acquired using an apparatus

capable of acquiring personal information in one of the various forms described

earlier.” (emphasis assed), FIGS. 5 and. 9; Decl., 184.
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e Deserption o
Version Version
Serial Number Identification Number
signature algorithm Signature algorithem
Identifier
algorithm Algorithm
Indis- parameters Parameters
pensable | Issuer Name of the identification authority
Items (in the form of a distinguished name)
Validity Period during which the certificate is valid
notBefore Start date
notAfter Expiration date
Subject Name of the subject to be certificated
(in_ a DN form)
subject Template Info Template information
encrypt Type * encrypt Type
encrypt Unique ID *The unique ID or the certificate
number of a public key certificate
. . used for encryption
encryption Algerithm + Algorithm
parameter * parameter
validity ‘c\j/atlldity period (start date, expiration
. ate
sub!ect Template Source * Type of the template
subject Template * Template
Subject PKC info Information about the public key certificate
. ) of the subject
subject PKC serial * Certificate number of the subject public
Number llj(ey certgica;e
. ) * Unique ID of the subject of the subject
Extended | subject PKC Unique ID putﬂic key ceniﬁcatel H
Fams Issuer Unique ID Unique ID of the issuer
Subject Unique ID Unique ID of the subject
Public Key Certificate Public key certificate
Issuer Alt Name Alternative name of the issuer
subject Directory Personal information (encrypted as required)
Attributes information used to authenticate subject
Age, sex, elc.

Kon, FIG. 5 (annotated, excerpted) (illustrating registered user information).
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FIG. 9

@TART A TEMPLATE REGISTRATION PROCESS )e——

USER CREATES A TEMPLATE USING |S11 }
A TEMPLATE DETECTOR OF THE IDA

Y | $17
THE USER SUBMITS HISHHER S12 | ERROR
IDENTIFICATION DATA TO THE IDA HANDLING
)

THE USER SUBMITS ADDITIONAL [S13
INFORMATION gsucri AS A PIN)

TO THE IDA AS REQUIRED
THE IDA CHECKS THE VALIDITY NG
OF THE RECEIVED DATA
S14
VOK

THE IDA ASSIGNS AN IDENTIFICATION |S15
NUMBER TO THE RECEIVED DATA
AND STORES IT IN A DATABASE

¥

THE IDA ENCRYPTS THE TEMPLATE |S16
USING A PUBLIC KEY OF THE IDA
AND GENERATES AN IDC ON THE
BASIS THEREOF

Kon, FIG. 9 (illustrating process for registering user identification information).

As illustrated in Figure 9, user identification registration includes
submitting, by a user, their identifying information (e.g., age) (step S12), and
validating (verifying) the received information (step S14) before storing it in a
database. Kon, [0265]-[0266], FIG.9. Documentation corroborating, i.e., verifying,
the user’s age may be supplied, including the user’s passport or driver’s license.
Kon, [0241] (“The person identification certificate (IDC) described above includes
information (template information) used to identify a person. ...Specific examples

of such personal identification information include[] a seal, a passport, a driver’s
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license, and a card.”(emphasis added)). Thus, Kon discloses registering the user’s
age verification in association with the user’s device ID. Decl., 185.

The user’s age, like the biometric information, provides another data point
for identifying the user (Kon, [0241]); thus, a POSITA would have understood the
benefit of using age as an identifying data point for authentication. Decl., 186.
Indeed, a POSITA would have considered age to be an especially useful identifier
where, for example, a service or transaction implicates an age minimum (e.g.,
purchasing alcohol, cigarettes, or other age-restricted shopping content). Decl.,
186-187 (citing Ex. 1015, [0005] (“‘As particular types of information or images
contained in this uncontrolled information collection may not be suitable for
certain users, it may be desirable to selectively restrict access to WWW
resources.”); [0078] (noting that if an account is designated to a child, it may be
restricted from accessing “age-restricted shopping content” or require verification
“that the associated account can access such shopping content”); [0082]
(describing the need to control access to certain services, and explaining that age
may be used to restrict user access); FIG. 14 (showing a user interface for
accessing age-restricted shopping content)).

Accordingly, a POSITA would have been motivated and found it obvious to
register the user’s age, as taught by Kon, in association with Ludtke’s device ID to

facilitate age prohibitive transactions. Decl., 188 (citing Ex. 1016).
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2. Claim 14: “The integrated device of claim 12, wherein an

age verification is registered in association with the device
ID code.”

Ludtke in view of Kon renders obvious claim 14 for the reasons explained
for claim 3. Decl., 189.

3. Claim 17: “The method of claim 16, further comprising:
registering a date of birth or age with the agent.”

Ludtke in view of Kon renders obvious claim 17 for the reasons explained
for claim 3. Decl., 190.

VII. Discretionary Denial Is Not Warranted
A. Discretionary Denial is Not Warranted under § 325(d).

Neither Ludtke nor Kon were considered by the Examiner during
prosecution. See generally Ex. 1002. Accordingly, Petitioner submits that the first
part of the Advanced Bionics framework is not satisfied because this Petition
includes grounds based on combinations of prior art not previously considered by
the Office.

To the extent the Board determines an analysis under part 2 of Advanced
Bionics 1s warranted, Petitioner submits that the asserted Grounds demonstrate that
the Examiner erred in its evaluation of the prior art. Accordingly, Petitioner
submits that the evidence and facts presented in the Petition warrant
reconsideration of the prior art, and respectfully requests the Board decline

exercising its discretion to deny institution under 35 U.S.C. § 325(d).
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B. Discretionary Denial Is Not Warranted Under Fintiv

Petitioner is defendant in the pending case captioned Proxense, LLC v.
Google LLC, No. 6:23-cv-00320 (W.D. Tex) (“the pending litigation™). While the
trial is currently tentatively scheduled for the week of January 20, 2025, “or as
soon as practicable,” Ex. 1008, 4, the case schedule is subject to change. The
scheduling order indicates, “If the trial date materially differs from the Court’s
default schedule, the Court will consider reasonable amendments to the case
schedule.” Ex. 1008, 4. Moreover, the median time from complaint to a final
appealable judgment in the Western District of Texas is 25.8 months, which would
set trial for approximately June-July, 2025, around the time a final written decision
would be expected in this proceeding. Ex. 1022, 5.

In addition, Petitioner has a pending motion to transfer in the parallel district
court litigation, Proxense, LLC v. Google LLC, Case No. 6:23-cv-00320, Dkt. 32
(W.D. Tex., Aug. 21, 2023). If the motion is granted, the case will be transferred to
the Northern District of California where a new case schedule will be entered.
Petitioner intends to provide a further update on the status of the district court
litigation, including the pending motion to transfer at the relevant time, prior to the

decision on institution.

69



IPR2024-00233
U.S. Patent No. 8,886,954

VIII. Mandatory Notices
A. Real Parties-in-Interest Under 37 C.F.R. § 42.8(b)(1)

Google LLC is the real party-in-interest for this Petition.*

B. Related Matters Under 37 C.F.R. § 42.8(b)(2)

To the best of Petitioner’s knowledge, the 954 patent is/was involved in the

following district court litigations/proceedings:

Name Number Court Filed

Proxense, LLC v. Microsoft
Corp.

Proxense, LLC v. Google LLC 6:23-cv-00320 | WDTX | May 2, 2023

6:23-cv-00319 | WDTX | May 2, 2023

C. Lead and Back-Up Counsel Under 37 C.F.R. § 42.8(b)(3)

Lead Counsel Back-Up Counsel
Erika H. Arner (Reg. No. 57,540) Kara A. Specht (Reg. No. 69,560)
erika.arner@finnegan.com kara.specht@finnegan.com
Finnegan, Henderson, Farabow, Finnegan, Henderson, Farabow,
Garrett, & Dunner LLP Garrett, & Dunner LLP
1875 Explorer Street, Suite 800 271 17th Street, NW, Suite 1400
Reston, VA 20190-6023 Atlanta, GA 30363-6209
Tel: 571-203-2700 Tel: 404-653-6400
Fax: 202-408-4400 Fax: 404-653-6444
Cory C. Bell (Reg. No. 75,096)
cory.bell@finnegan.com
Finnegan, Henderson, Farabow,
Garrett, & Dunner LLP
2 Seaport Lane, 6th Floor

* Google LLC is a subsidiary of XX VI Holdings Inc., a subsidiary of Alphabet Inc.

XXVI Holdings Inc. and Alphabet Inc. are not real parties-in-interest here.
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Lead Counsel Back-Up Counsel
Boston, MA 02210-2001

Tel.: 617-646-1641

Fax: 202-408-4400

Safiya Aguilar (Reg. No. 77,212)
safiya.aguilar@finnegan.com
Finnegan, Henderson, Farabow,
Garrett, & Dunner LLP

901 New York Avenue NW
Washington, DC 20001-4413
Tel.: 202-408-4160

Fax: 202-408-4400

Shawn Chang (Reg. No. 81,437)
shawn.chang@finnegan.com
Finnegan, Henderson, Farabow,
Garrett, & Dunner LLP

271 17th Street, NW, Suite 1400
Atlanta, GA 30363-6209

Tel: 404-653-6455

Fax: 404-653-6444

D.  Service Information Under 37 C.F.R. § 42.8(b)(4)

Please address correspondence to lead and back-up counsel at the addresses
above and Google-Proxense-IPRs@finnegan.com. Petitioner consents to electronic
service by e-mail.

IX. Standing

Petitioner certifies that the 954 patent is available for IPR, and Petitioner is
not barred or estopped from requesting IPR on the grounds identified in this

Petition.
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X. Conclusion

Petitioner has established a reasonable likelihood of prevailing for the
challenged claims and requests the Board institute IPR and cancel each challenged

claim as unpatentable.

Date: January 17, 2024 Respectfully submitted,

/Erika H. Arner/
Erika H. Arner, Lead Counsel
Reg. No. 57,540
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CERTIFICATE OF COMPLIANCE

The undersigned hereby certifies that the foregoing Petition for Inter Partes
Review contains 12,761 words, excluding those portions identified in 37 C.F.R.
§ 42.24(a), as measured by the word-processing system used to prepare this paper.
/Erika H. Arner/

Erika H. Arner, Lead Counsel
Reg. No. 57,540
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CERTIFICATE OF SERVICE

The undersigned certifies that the foregoing Petition for Inter Partes Review,
Power of Attorney, and all supporting exhibits were served on January 17, 2024 by
FedEx Priority Overnight at the following address of record for the subject patent:

Greg Sueoka
Patent Law Works/Proxense
4516 South 700 East, Suite 290
Salt Lake City, UT 84107

A courtesy copy has been mailed to litigation counsel at the following:

David L. Hecht
HECHT PARTNERS LLP
125 Park Avenue, 25th Floor
New York, New York 10017

Date: January 17, 2024 /Lisa C. Hines/
Lisa C. Hines
Case Manager
FINNEGAN, HENDERSON, FARABOW,
GARRETT & DUNNER, LLP




