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Issued: January &, 2013 Art Unit: To Be Assigned
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Title: BIOMETRIC PERSONAL DATA | REQUEST FOR EX PARTYE
KEY (PDK) AUTHENTICATION | REEXAMINATION UNDER
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Mail Stop Ex Parte Reexam

Attn: Central Reexammation Unit
Commuissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
Dear Commissioner:

Pursuant to 35 U.S.C. § 302 and 37 CFR. §§ 1.510 et seq., Samsung
Flectronics  Amernica, Inc. (Samsung” or “Requestor”™) requests ex  parie
reexamination of claims 1-17 {the “Challenged Claims”) of U.S. Patent No.
8,352,730 (“the *730 patent,” Exhibit 1001), entitled “Biometric Personal Data Key

(PDK) Authentication.” The "730 patent issued on Januwary 8 2013, from

Application No. 11/314,199, which was filed on December 20, 2005,
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Patent Owner has asserted the “730 patent against Samsung and Samsung’s
parent, Samsung Electronics Co., Ltd., mn Proxense, LLC v. Samsung Electronics
Co., Lid., et. af ) Case No. 6:21-CV-00210-ADA (W .D. Tex.). Because the 730

patent 18 mvolved 1 concurrent litigation, the Patent Office should accord the

requested reexamination “priority over all other cases.” MPEP § 2261,

3
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(52

(dy [1d] comparing the scan data to the biometric data
to determine whether the scan data matches the

BIOmMEtrIC QA

(e} [le]responsive to a determination that the scan
data matches the biometric data, wirelessly
sending one or more codes from the plurality of
codes and the other data values for authentication
by an agent that s a third party trusted authonity
possessing a hist of device 1D codes uniguely
identifving legitimate integrated devices, wherem
the one or more codes and other data values

mcludesthe device D code;and ..

(f)  [Hf] responsive to authentication of the one or
more codes and the other data values by the agent,
recerving an access message from the agent
allowing user access to an application, where the
application 1s selected from a group consisting of a
casino machine, a keyless lock, a garage door
opener, an ATM machine, a hard drive, computer

software, awebstteand afile. .ol

Claim 2: “The method of claim 1, wherein the one or
more codes and the other data values are transmitted to

the agent over anetwork” ..

Clanm 4: “The method of claim 1, wherein the one or
more codes and the other data values mdicate that the

biometric verification was successtid. o

Claim 5: “The method of ¢laim 1, wherein the biometric
data and the scan data are both based on a fingerprint

scan by the user.”

Claim 6: “The method of claim 1, further comprising:
gstablishing a secure connection channel prior to sending
the one or more codes and other data values for

AU CATION

Claim 7: “The method of claim 1, further comprising:
receiving a request for the one or more codes and the
other data values without a request for biometric

.69
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information; and responsive to receiving the request for
the one or more codes and the other data values without a
request for biometric wformation, sending the one or
more codes and the other data values without requesting

e 80a1 QAL
I B

{a} [8a] “An integrated device for verifying a user
during authentication of the mtegrated device,

COMIPTISIIE. e

(b} [8b] “a memory stores biometric data of a user and
a plurality of codes and other data values
comprising a device 1D code uniquely identifying
the mtegrated device and a secret decryption value
in a tamper proof format written to the memory
that 1s unable to be subsequently altered; wheremn
the biometric data 1s selected from a group
consisting of a palm print, a retinal scan, an iris
scan, a hand geometry, a facial recogmition, a

signature recognition and a voice recognition;” ...

(¢} [8c¢] “a vertfication unmit, in communication with
the memory, recetves scan data from a biometric
scan for comparison against the biometric data,
and if the scan data matches the biometric data,
wirelessly sends one or more codes from the
plurality of codes and the other data values for
authentication by an agent that 1s a third-party
trusted authority possessing a list of device 1D
codes uniquely identifying legiimate integrated
devices, wherein the one or more codes and other

data values mcludes the device 1D code; and ...

(dy [8d] responsive to the agent authenticating the one
or more codes and the other data values, a radio
frequency communicator, TeCeives an access
message from the agent allowing the user access to
an application, wherein the application 1s selected
from a group consisting of a casino machine, a

L5

3
A
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9.

0.

It

kevless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web
siteandafile 76

Claim 9 “The mtegrated device of claim &, wherein the
ong or more codes and the other data values are
transmitted fo the agent over anetwork.” ... 76

Claim 11 “The integrated device of claim 8, wherem the
verifier comprises: an LED to be activated for requesting
the Blometrico scanm.” ... 76

Chaimn 0 78

(a)

(c)

[12a]. “A method for authenticating a verified user
using a computer processor configured to execute
method steps, mncluding” . 78

[12b]. “recetving one or more codes from a
pharality of codes and other data values including a
device 1D code, whereimn the plurality of codes and
the other data values comprises the device 1D code
uniquely identifying the integrated device and a
secret decryption value associated with a
biometrically verified user, the device 1D code
bemg registered with an agent that 1s a third-party
trusted authority possessing a list of device ID
codes uniguely identifying legitimate mitegrated
QOVICES 78

12¢] “requesting authentication of the one or more

codes and the other data values by the agent,

wherein the authentication determines whether the

one or more codes and the other data values are-
LegitImate]” 79

112d] receiving an access message from the agent;

[12¢] 1n response to a posiive access message,
alfowimg the biometrically verified user access to
an application, wherein the application is selected
from a group conststing of a casino machine , a
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kevless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a
websiteandafile. .. 80

Claim 14: “The method of clanm 12, further comprising:
establishing a secure communications channel with a
biometric key, wherein the one or mode codes and the
other data values associated with the biometrically

verified user 1s received from the brometrickey.” ... 80
Clatm 15 81
(a)y [15a]asystem, COMPIISIIE ...t 81
(b} [15b] a biometric key stores biometric data of a

(¢)

(d)

user and a plurahity of codes and other data values
comprising a device 1D code uniquely identifying

the biometric key and a secret decryption value in

a tamper proof format written to a storage clement

on the biometric key that is unable to be

subsequently altered, ... 81

[15¢]: “and if scan data can be verified as being

from the user by comparing the scan data to the

biometric data, wirelessly sending, one or more

codes from the plurality of codes and other data

values wheretn the one or more codes and other

data values inchude the device 1D code, and the

biometric data 1s selected from a group consisting

of a palm print, a retinal scan, an 1ris scan, a hand
geometry, a facial recognition, a signature

recognition, and a voice recognition; and” . ... 82

[15d]: “an authentication unit receives the plurality

of codes and the other data values and send|] the
phurality of codes and the other data values to

agent for authentication to determine whether the

one or more codes and the other data values are
legitimate, wherein the agent is a third party

trusted authority possessing a list of device 1D

codes uniquely identifying mtegrated devices,”............ 82
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(e} [15e]: “and responsive to the device ID code bemg
authenticated, the authentication umif recetving an
access message from the agent allowing the user to
access an application, wherein the application 18
selected from a group consisting of a ¢casino
machine, a keyless lock, a garage door opener, an
ATM machine, a hard drive, computer software, a
web site, and a e 83

14, Claim 16 “The system of claim 15, wherem the
biometric key receives an authentication request from the
authentication unit, and in response, requests a biometric

scan from the user to generate the scandata”™ ... 83
15, Clamm 17 “The system of claim 15, wherem if the
brometric key cannot verify the scan data as being from
the user, 1t does not send the one or more codes and the
otherdata values.” . ... 83
B. SN No. 2: Ludtke m combination with Okereke and
Robimnson Renders Claims 3, 10, and 13 Obvious. ... 83
i The proposed combimation......................... 85
(a)  The Prior Art Discloses the Claim Limitations ... 85
{(by POSITA Would have been Motivated to Combine
Robinson with Ludtke and Okereke ... 85

2. Claim 3: “The method of claim 1, further comprising:
registering an age vertfication for the user in association
with the device TD code. ... 86
3. Claim 10: “The integrated device of claim 9, wherein an
age verification is registered in association with the

device IDcode. ... 87

4. Claim 13: “The method of claim 12, further comprising:
registering a date of birth or age with the agent.”. ... 88

C. SNQ No. 3: Ludtke m combination with Scott Renders Clamms
1-2,4-9, 11-12, and 14-17 ObVIoUS ... 88
i The proposed combimation..................... 88
{a)  The Prior Art Dascloses the Claim Limatations ... 88

G
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[

(b)

POSITA Would be Motivated to Combine Ludtke
AN S GO 91

ChaIn L g5

(a)

(b)

(¢)

H

[1a] “A method for venifying a user during
authentication of an mtegrated device, comprising
the steps OF 7 G5

[ 1b] persistently storing biometric data of the user

and a plurality of codes and other data values

comprising a device ID code uniquely identifying

the mtegrated device and a secret decryption value

in a tamper proof format written to a storage

clement on the integrated device that 1s unable to

be subsequently altered wherein the biometric data

1s selected from a group consisting of a palm print

a retinal scan, an 11s scan, a hand geometry, a

facial recognition and a voice recognmifion; ... G6

[1c] responsive {o receiving a request for a
biometric verification of the user, receiving scan
data from a Bometric sCan.............oociiii 99

| 1d] comparing the scan data to the biometric data
o determine whether the scan data matches the
B OmMEtIC QA o, 99

[1e] responsive to a determmation that the scan

data matches the biometric data, wirelessly

sending one or more codes from the plurality of

codes and the other data values for authentication

by an agent that 15 a third party trusted authority
possessing a hist of device 1D codes uniquely

identifving legitimate integrated devices, wherein

the one or more codes and other data values

mcludesthe device ID code;and .. 99

[ 1] responsive to authentication of the one or
more codes and the other data values by the agent,
receiving an access message from the agent
allowing user access to an application, where the
application 1s selected from a group consisting of a

10
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6.

casino machine, a keyless lock, a garage door
opener, an ATM machine, a hard drive, computer
software, awebsiteand afile. . 100

Claim 2: “The method of claim 1, wherem the one or
more codes and the other data values are fransmitted to
the agent over anetwork.” ... 100

Claim 4; “The method of claim 1, wherein the one or
more codes and the other data values indicate that the
biometric verification was successful.” oo, 100

Clamm S: “The method of claim 1, wherein the biometric

data and the scan data are both based on a fingerprint

scan by the user.” 101
Claim 6: “The method of claim 1, further comprising:
establishing a secure connection channel prior to sending

the one or more codes and other data values for

authentication™ ... 1O

Claim 7: “The method of claim 1, further comprising:

recetving a request for the one or more codes and the

other data values without a request for biometric

mformation; and responsive to recerving the request for

the one or more codes and the other data values without a
request for biometric wformation, sending the one or

more codes and the other data values without requesting
thescan data.” ., 101

I B 101

{a} [8a] “An integrated device for verifying a user
during authentication of the mtegrated device,
COMPTISINE. e 1O

{(b) [8b] “a memory stores biometric data of a user and
a plurality of codes and other data values
comprising a device [ code uniquely identifying
the mtegrated device and a secret decryption value
in a tamper proof format written {o the memory
that 13 unable to be subsequently altered; wherein
the biometric data 1s selected from a group

11
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9.

0.

I

(d)

consisting of a palm print, a retinal scan, an ir1s
scan, a hand geometry, a facial recogmition, a

signature recognition and a votce recognition;” ...

[8c] “a verification unit, in commumnication with
the memory, receives scan data from a biometric
scan for comparison against the biometric data,
and 1f the scan data matches the biometric data,
wirelessly sends one or more codes from the
plarality of codes and the other data values for
authentication by an agent that 1s a third-party
trusted authority possessing a list of device ID
codes uniguely identifying legitimate mtegrated
devices, wherem the one or more codes and other

data values mcludes the device ID code; and ...

[8d] responsive to the agent authenticating the one
or more codes and the other data values, a radio
frequency communicator, receives an access
message from the agent allowing the user access to
an application, wherein the apphication is selected
from a group consisting of a casino machine, a
keyless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web

site and a fle. e,

Claim 9 “The mtegrated device of claim &, wherein the
one or more codes and the other data values are

transmitted to the agent over a network.”

Claim 11 “The integrated device of claim 8, wherem the
verifier comprises: an LED to be activated for requesting
the BIometric sCam.” i 103

LBt L 104

(a)

(b)

[12a]. “A method for authenticating a venified user
using a computer processor configured to execute

method steps, mchuding™

[12b]. “recetving one or more codes from a
plurality of codes and other data values including a
device 1D code, whereimn the plurality of codes and

12

102
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the other data values comprises the device 1D code
uniquely identifying the integrated device and a

secret decryption vahlue associated with a

biometrically verified user, the device ID code

being registered with an agent that is a thurd-party

trusted authority possessing a list of device ID

codes uniquely dentifying legitimate witegrated

QOVICEE i 104

(¢} [12c] “requesting authentication of the one or more
codes and the other data values by the agent,
wherein the authentication determines whether the
one or more codes and the other data values are-
legttimate]” 104

(dy [12d] recerving an access message from the agent;

(e} [1Z2e]in response to a positive access message,
allowing the biometrically verified user access to
an apphication, wherein the application 1s selected
from a group consisting of a casmo maching |, a
keyless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a
websiteand afile ... 105

{Claim 14: “The method of claim 12, further comprising:
gstablishing a secure communications channel with a
biometric key, wherein the one or mode codes and the
other data values associated with the biometrically

verified user 1s received from the biometrickey.” ... 105
Claim FS e 106
{a} [15a]asystem, COMPIISING ..o 106

(by [15b] a biometric key stores biometric dataof a
user and a plurality of codes and other data values
comprising a device 1D code uniquely identifying
the biometric key and a secret decryption value i
a tamper proof format written to a storage element
on the biometric key that is unable to be
subsequently altered, ... 106

13
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(¢} [15c] “and if scan data can be veritied as being
from the user by comparing the scan data to the
biometric data, wirelessly sending, one or more
codes from the plurality of codes and other data
values wherein the one or more codes and other
data values nclude the device 1D code, and the
brometric data s selected from a group consisting
of a palm pring, a retinal scan, an iris scan, a hand
geometry, a facial recognition, a signature
recogmition, and a voice recognition; and” ... 106

(dy [15d]: “an authentication unit receives the plurality
of codes and the other data values and send|] the
phurality of codes and the other data values to
agent for authentication to determine whether the
oneg or more codes and the other data values are
fegitimate, wherein the agent 1s a third party
trusted authority possessing a hist of device 1D
codes uniquely identifying integrated devices,”. ... 107

(e} [15e]: “and responsive to the device I code being
authenticated, the authentication umif recetving an
access message from the agent allowing the user to
access an application, wherein the application is
selected from a group consisting of a casine
machine, a kevless lock, a garage door opener, an
ATM machine, a hard drive, computer software, a
web site, and a fle. 107

t4.  Claim 16: “The system of claim 15, wherem the
biometric key receives an authentication request from the
authentication unit, and in response, requests a biometric
scan from the user to generate the scandata™ ... 108

15, Claim 17 “The system of claim 15, wherein if the
biometric key cannot verify the scan data as being from
the user, 1t does not send the one or more codes and the

other data values.” ... 108
D, SN No. 4 Ludtke in combination with Scott and Robinson
Renders Claims 3, 10, and 13 Obvious ... 109
14
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1. The proposed combination..................................... 109
{a}  The Prior Art Discloses the Claim Limitations ... 109
(by POSITA Would have been Motivated to Combine
Robimson with Ludtke and Scott ... 109
2 Claim 3. “The method of claim 1, further comprismg;

registering an age verification for the user i association

with the device ID code. ... R A
3 Claim 10: “The integrated device of c¢laim 9, wherein an

age verification is registered i association with the

device D code. ... 11
4. Claim 13: “The method of claim 12, further comprising:
registering a date of birth or age with the agent.”. ... it
X1, REAL PARTIES OF INTEREST . e, 11l
XL CONCLUSION e, 112
15
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LISTING OF CLAIMS

fa

A method for vertfying a user during authentication of an
infegrated device, comprising the steps of’

ib

persistently stormg biometnie data of the user and a plurality of
codes and other data values comprising a device ID code
uniquely identifying the integrated device and a secret
decryption value in a tamper proof format written fo a storage
clement on the integrated device that 1s unable to be
subsequently altered; wherein the biometric data 1s selected
from a group consisting of a palm print, a retinal scan, an iris
scan, a hand geometry, a facial recognition, a signature
recognition and a voice recognition;

responsive to receiving a request for a biometric vertfication of
the user, receiving scan data from a biometric scan;

comparing the scan data to the biometric data to determine
whether the scan data matches the biometric data;

responsive to a determination that the scan data matches the
biometric data, wirelessly sending one or more codes from the
plurality of codes and the other data values for authentication
by an agent that 15 a third-party trasted authority possessing a
list of device ID codes uniquely identifying legitimate
integrated devices, wherein the one or more codes and other
data values includes the device 1D code; and

responsive to aathentication of the one or more codes and the
other data values by the agent, receiving an access message
from the agent allowing the user access to an application,
wherein the application 15 selected from a group consisting of a

17
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casino machine, a keyless lock, a garage door opener, an ATM
machineg, a hard drive, computer software, a web site and a file.

2 The method of claim 1, wherein the one or more codes and the
other data values are transmitted to the agent over a network.

3 The method of clatm 1, further comprising:
registering an age verification for the user in association with
the device [D code.

4 The method of claim 1, wherein the one or more codes and the
other data values imdicate that the biometric verification was
successtul.

3 The method of claim 1, wherein the biometric data and the scan
data are both based on a fingerprint scan by the user.

& The method of claim 1, further comprising:
gstablishing a secure communication channel prior to sending
the one or more codes and the other data values for
authentication.

7 The method of claim 1, further comprising:

recetving a request for the one or more codes and the other data
values without a request for biometric verification; and
responsive to recetving the request for the one or more codes
and the other data values without a request for biometric
vertfication, sending the one or more codes and the other data
values without requesting the scan data.

18
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Q3 An mtegrated device for verifying a user during authentication
of the integrated device, comprising:

8b a memory stores biometric data of a user and a plurality of
codes and other data values comprising a device 1D code
umiquely dentifying the integrated device and a secret
decryption value m a tamper proof format written to the
memory that 15 unable to be subsequently altered; wherein the
biometric data s selected from a group consisting of a palm
print, a retinal scan, an iris scan, a hand geometry, a facial
recognition, a signature recognttion and a voice recogmition;

L¢ a verification untt, m communication with the memory, receives
scan data from a biometric scan for comparison against the
biometric data, and if the scan data matches the biometric data,
wirelessly sends one or more codes from the plurality of codes
and the other data values for anthentication by an agent that is a
third-party trusted authority possessing a list of device 1D codes
uniguely dentifying legitimate integrated devices, wherein the
one or more codes and the other data values mchades the device
1D code; and

2d responsive to the agent authenticating the one or more codes
and the other data values, a radio frequency communicator,
recetves an access message from the agent allowimg the user
access to an apphication, wherein the application is selected
from a group consisting of a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive, computer
software, a web site and a file.

9 The mtegrated device of claim 8, wherein the one or more
codes and the other data values are transmitted 1o the agent over
a network,
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10

The mtegrated device of claim 9, wherein an age vernification 1s
registered in association with the device ID code.

I

The mtegrated device of claim 8, wherein the vertfier
comprises: an LED to be activated for requesting the biometric
scan.

i12a

A method for authenticating a verified user using a computer
processor configured o execute method steps, comprising:

12b

receiving one or more codes from a plarality of codes and other
data values including a device 1D code, wherein the plurality of
codes and the other data values comprises the device 1D code
uniquely dentifying the mmtegrated device and a secret
decryption value associated with a biometrically verified user,
the device 1D code being registered with an agent that is a third-
party trusted authority possessing a hist of device 1D codes
uniquely identifving legitimate integrated devices;

requesting authentication of the one or more codes and the other
data values by the agent, wherein the authentication determines
whether the one or more codes and the other data values are-
lggitimate;

receiving an access message from the agent; and

i response to a positive access message, allowing the
biometrically verified user access to an application, wherein the
application is selected from a group consisting of a casino

Patent Owner Exhibit 2023, Page 20 of 113



Request for ex parfe reexamination of U.S. Patent No. 8,352,730

Control No.

machine, a keyless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web site and a file.

13

The method of claim 12, further comprising:
registering a date of birth or age with the agent.

t4

The method of claim 12, further comprising:

establishing a secure commumications channel with a biometric
key, wherein the one or more codes and the other data values
associated with the biometrically verified user 1s received from
the biometric key.

15a

A system, comprising:

15b

a biometric key stores biometric data of a user and a plurality of
codes and other data values comprisig a device 1D code
uniguely identifying the biometric key and a secret decryption
value in a tamper proof format written to a storage element on
the biometric key that 1s unable to be subsequently altered, and
if scan data can be verified as being from the user by comparing
the scan data to the biometric data, wirelessly sending, one or
more codes from the plurality of codes and other data values
wherein the one or more codes and the other data values include
the device ID code, and the biometric data 1s selected from a
group consisting of a pabm print, a retinal scan, an 1118 scan, a
hand geometry, a facial recognition, a signature recognition and
a voice recognition; and

if scan data can be verified as being from the user by comparing
the scan data to the biometric data, wirelessly sending, one or
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more codes from the plurality of codes and other data values
wherein the one or more codes and the other data values include
the device ID code, and the biometric data 1s selected from a
group consisting of a palm print, a retinal scan, an 118 scan, a
hand geometry, a facial recognition, a signature recognition and
a voice recognition; and

15d

an agthentication unit receives the pluraiity of codes and the
other data values and send]] the plurality of codes and the other
data values to agent for authentication to determine whether the
one or more codes and the other data values are legitimate,
wherein the agent 1s a third-party trusted authority possessing a
fist of device 1D codes uniquely dentifying legitimate
miegrated devices, and responsive to the device 1D code being
authenticated, the authentication unif receiving an access
message from the agent allowing the user to access an
application, wherein the application s selected from a group
consisting of a casino machine, a kevless lock, a garage door
opener, an ATM machine, a hard drive, computer software, a
web site and a file,

and responsive to the device [D code being authenticated, the
authentication unit receiving an access message from the agent
allowing the user to access an application, wherem the
application is selected from a group consisting of a casino
machine, a kevless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web site and a file.

16

The system of claim 15, wherein the biometric key receives an
authentication request from the authentication unit, and in
response, requests a biometric scan from the user to generate
the scan data.
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17 The system of claim 15, wherein 1f the biometric key cannot
vertfy the scan data as being from the user, it does not send the
one or more codes and the other data values.
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I INTRODUCTION
The challenged claims are directed to conventional technology to prevent
unauthorized use of a wireless device by verifying both biometric information and

2~
7
I

the device itself. None of the concepts m the *730 patent were new when the patent
was filed; they are clearly disclosed in prior art references that together disclose each
and every element of the challenged claims. Moreover, all of the concepts m the

7
i/
i

patents were used for various different applications for years before the “730 patent
was filed. Nevertheless, Patent Owner has launched a lawsuit against Samsung,
alleging mfringement of technology far newer and more mnovative than the
technology described in the challenged claims.

The lawsuit agamnst Samsung wmvolves five patents, all relating to similar
technology. After the lawsuit against Samsung was filed, Samsung filed IPRs
against all five asserted patents. Two of the IPRs were mnstituted (agaimst US Patent
Nos. 9,049,188 and 9,235,700) and are currently pending. The Board denied
mstitution, however, on the "730 patent and two additional related family members:
1J.8. Patent Nos. 9,298 905 and 10,698 989, In the decisions not to institute the
IPRs, the Board found merit in the Patent Owner’s argument (which Samsung did
not foresee, as it contradicted Patent Owner’s claim construction arguments in

fitigation) that the prior art did not disclose a “third party trusted authonity.” The

24
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present petition addresses Patent Owner’s new argument with different prior art, and
therefore presents substantial new questions of patentability.

This Request presents several substantial new questions of patentability. All
four SNQs rely primanly on a new reference (Ludtke) that was cited netther during
prosecution of either the "730 patent or any of 1ts parents nor in the prior IPR petition
regarding the “730 patent. Specifically, SNQ 1 relies on a combination of Ludtke
and Okercke, neither of which was presented in the IPR. SNQ 2 relies on a third
reference for a single limitation found in a handful of dependent claims. SNQs 3
and 4 rely on a combination of Ludtke and Scott, and while the Scott reference was
presented in the IPR, 1t 1s cited here only as a secondary reference. Like SNQ 2,
SNQ 4 relies on a third reference for a single limitation in a number of dependent
claims. Respectfully, these combinations present substantial new questions of
patentability that have not been considered by either the PTO or the PTARB.

. REQUIREMENTS FOR EX PARTE REEXAMINATION UNDER 37
C.F.R. § 1.510

2~
/
i

This request for ex partfe reexamination of the “730 patent satisfies each
requirement of 37 CFR. § 1.510.
A.  Payment of Fees - 37 (. F.R. § 1.510(a)

Reguestor authorizes the Patent and Trademark Office to charge Deposit

Account No. DA3S05708 for the fees set in 37 C.P.R. § 1.20(c){(1) for reexamination.
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B. Statement Pointing Out Each Substantial New Question of
Patentability Based on Prior Art Patents and Printed
Publications — 37 C.F.R. § 1.510(h}(1)
A detailed discussion of pertinent new teachings n the prior art references
that present substantial new questions of patentability 1s provided in Section X,
. Identification of every claim for which reexamination is

requested, and a detailed explanation of the pertinency and
manner of applying the cited prior art - 37 C.F.R. § 1.516(b)(2)

Samsung respectfully requests reexammation of claims 1-17 of the 730
patent based on the following proposed rejections:

SNQ 1: Ludtke in combination with Okereke renders obvious claims 1-2, 4-
9, 11-12, and 14-17 under 35 U.S.C. §§ 102 (ayand {¢) and 35 U.S.C. § 103;

SNQ 2: Ludtke m combination with Okereke and Robinson renders obvious
clamms 3, 10, and 13 under 35 US.C. § 102 (a)and () and 35 UU.S.C. § 103;
SN 3 Ludtke i combination with Scott renders obvious claims 1-2, 4-9,
11-12, and 14-17 under 35 US.C. § 102 (byand (e) and 35 U.S.C. § 103; and

SNQ 4: Ludtke in combination with Scott and Robinson renders obvious
clanms 3, 10, and 13 under 35 U.S.C. (a), (b), and {¢) and 35 U.S.C. § 103,

A detailed explanation of the pertinence and manner of applyving the cited

prior art to claims 1-17 of the "730 patent 1s provided m Section X,

26
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B.  Copies of the Cited Prior Art Presented- 37 C.F.R. § LS1O(B}3)

A copy of every patent or printed publication relied upon as a basis of

unpatentability are submitted as exhibits in conpunction with this request for

reexamination. In addition, a Form PT(/SB/08a 15 attached hereto as Exhibit 1011,
A full list of exhibits appears on page 16.

E.  Copy of the Patent for Which Reexamination Is Requested- 37
C.F.R. § L5106(b)}{(4)

~
I
i

A copy of the *730 patent 1s attached to this Request as Exhubit 1001,

F.  Certification of Service on the Patent Owner- 37 CF.R. §
L3105}

The signature on this request certifies that a copy of the request has been
served m its entirety on PO’s representative at the address provided for in 37
C. F.R. §1.33(c). Specifically, PO’s representative was served by first-class U.5.

matl on June 8, 2022, addressed to PO’s attorney of record:

27
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Patent Law Works/Proxense
Greg Sueoka
310 East 4500 South, Suite 400
Salt Lake City, UT 84107
The Requester has also provided courtesy copies to PO’s counsel i the
aforementioned litigation by first-class U.S. mail on June 8, 2022, addressed to:
Hecht Partners
David Hecht
1258 Park Avenue, 25th Floer
MNew York, NY 16017
Susman Godfrey
Brian Melton
1000 Louisiana St, Suite 5160
Houston, TX 77002

G.  Certification of Statutory Estoppel Provisions - 37 C.F.R. §
LS10(bh)6)

Samsung certifies that the statatory estoppel provisions of 35 US.C. §§
315¢ex(1) and 325(e}1) do not prohibit 1t from filing this ex parte reexamination
request.

Requestor previously filed one petition for infer partes review against the *730
patent. See IPR2021-01444. The petition was denied mstitution,

i, PROCEDURAL HISTORY

Requestor 1s unaware of any co-pending Patent Office proceedings mvolving

the 730 patent. This s the first reexamination request challenging the claims of the

’730 patent.

28
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The 730 patent claims priority to two provisional patents: U.S. Patent
Apphication Nos. 60/637 538, filed on Dec. 20, 2004, and 60/652,7635, filed on Feb.
14, 2005, The application that led to the 730 patent was filed on December 20,

2005, The "730 patent 1ssued on January 8, 2013,

A.  Prosecution History of the 730 Patent

The apphication that led to the "730 Patent was filed on December 20, 2003,
Ex. 1002 at 760-61.

Omn April 27, 2009, after lengthy exchanges regarding vartous formalities, the
U.S. Patent & Trademark Otfice (heremafter “Patent Office”) issued the first non-
final Otfice Action rejecting clatms 1-21 under both 35 U.S.C. §§ 102 and 103 m
fight of Hsu et al. (U.S. Patent No. 6,041,410} in view of Saito et al. (US
20040129787). See Ex. 1002 at 475-93.

After a series of amendments and further rejections based on Stanko (US
2005/0074126) and Beenau et al. (US 2004/0230488), the Patent Office 1ssued a
Notice of Allowance on August 31, 2012, Ex. 1002 at 24-26, 88-103, and 258-72.

B.  The IPR filed against the *730 Patent

Samsung previously filed an IPR against the *730 patent. 1PR2021-01444.
The IPR presented four grounds. The first three grounds were based on the Scott
reference, combined with others. The fourth ground was based on the Berardi

reference in combmation with others. The PTAB demied mstitution of the first
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three grounds based on its belief that none of the cited prior art disclosed a “third
party trusted authority” with respect to claim 1. See, e.g., IPR2021-01444, Paper
11 at 22-29. The PTAB demied mstitution on the fourth ground for unrelated

reasons. See, e.g., IPR2021-01444, Paper 11 at 30-33.

V. THIS REQUEST SHOULD NOT BE DENIED BASED ON
DISCRETIONARY ISSUES

Patent Owner may argue that this request should be denied in accordance
with § 325(d) based on the Federal Circuit’s decision in In re Viving, Inc., 14 F 4th
1342 (Fed. Cir. 2021). That case, however, does not apply here. In [iving, the
Requestor filed an Fx Parte Reexam request after filing a series of vexatious IPR
petitions, the last of which the Board found was an “undesirable, incremental”
attack on the Patent Owner. The Board reasoned that allowing such practices
“risks harassment of patent owners and frastration of Congress’s intent in enacting
[the ATA]” and therefore denied the petition. /d. at 1346,

Notwithstanding that denial, the Requestor m Vivinf filed a reexam request
that ultimately resulted m cancellation of the challenged claims. On review, the
Federal Circait reversed the CRU’s decision to grant the reexam, finding that the
request, just like the denied IPR petition, was an abusive filing. The Federal
Circuit noted that the vast majority of the reexam was a copy of the denied IPR
petition, and the Court conchuded that the Director’s finding that the IPR petition

3G
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was abusive should have likewise applied to the reexam request. Specifically, the
Court found that the reexam “copied, word-for-word, two grounds from the
[denied IPR petition}--the very petition deemed ‘a case of undesirable, incremental
petiioning.”” Id at 1353, And, for the portions that were not copied, the EPR
“used prior Board decisions as a roadmap to correct past deficiencies.” /d.

The facts here are distinguishable. First, and most importantly, Samsung’s
previous PR petition was not a series of “sertal” petitions that were “undesirable,
mcremental petitions.” There was only a single prior IPR filed on the "730 patent.

Second, this request s not a “word-for-word” copy of the denied IPR
petition. To the contrary, the first SN 1n this request mcludes completely new art
that was not seen in either prosecution or the prior IPR. In all four SNQs presented
in this reexam, the primary reference, Ludtke, i1s completely new and was not
considered during prosecution or presented w the previously filed IPR. Although
the Scott reference was previously used in the prior IPR, it 1s used here only as a
secomdary reference m two SNQs. Similarly, the Robison reference, which was
used for a very specific imitation found in a handful of dependent claims, is also
used for that same himitation 1n the dependent claims. Notably, the Board did not

disagree that Robinson teaches that limatation.
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Third, this reexam is not using the prior, denied *730 IPR petition as a
“roadmap” to correct past deficiencies. In Viving, the requestor copied, word-for-
word, two grounds in their entivety, which the Board had already found to be
vexattous harassment. Even m the portions that were not copied, the Board found
that the same or similar prior art was used. Here, Samsung’s request presents
entirely new proposed SNQs of rejection. There are no SNQs that are “word-for-
word” copies of the IPR grounds, and indeed, the primary reference that forms the
vast basis for the rejections 1s entirely different and thus do not, and could not, use
the prior IPR petition demal as a “roadmap.”

Fourth, cach of the above patents and publications are prior art to the
Asserted Patents, and as mentioned above, the grounds of rejection outhined in this
Request raise substantial new guestions of patentability, because the reference
combinations used to establish these grounds provide teachings not previously
considered by the Office. None of the reference combinations used to establish the
grounds for rejection mn this Request, nor the grounds themselves, were advanced
by the Examiner during prosecution of the applications that matured into the
Asserted Patents.

Further, the references are also non-cumulative because, as discussed m

more detail below, the prior art reference mdividually and/or m combination
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disclose each and every limitation of the challenged claims—including the
challenged independent clatms that were allowed over the considered prior art.

For these reasons, the present request should not be denied pursuant to the
CRU’s discretionary powers,
V. LEVEL OF SKILL IN THE ART

The *730 patent claims prionty to two provisional applications filed on
December 20, 2004, and February 14, 2005, A person of ordinary skill in the art
{(“POSITA™) at that ttme would have had a bachelor’s degree 1 computer or
glectrical engineering {or an equivalent degree) with at least three years of
expertence  the field of encryption and security (or an equivalent). More education
could compensate for less experience and vice versa. Ex. 1003 at §13 Each of the
arguments below 1s made from the standpoint of a POSITA 1n the field of the 730
patent. Requestor’s expert, Dr. Benjamin Goldberg, was at feast a POSITA af the
time of the alleged mvention. /d; Ex. 1004,

VI, CLAIM CONSTRUCTION

The USPTO construes claims n accordance with thewr “broadest reasonable
interpretation” {“BRI7) i ight of the claim language and specification. [n re Reuter,
670 F 24 1015, 1019 (C.C.P. A 1981, In re Smith International, Inc. 871 F 3d 1375,
1381, 1382-83 (Fed. Cir. September 26, 2017). This is as true in reexamination

proceedings as it 1s during ortgmal prosecution. [ re Am. dcad. of Sci. Tech Ctr.,

33
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367 ¥.3d 1359, 1364 (Fed. Cir. 2004); In re I{CON Health & Fimess, Inc., 496 F 3d
1374, 1379 (Fed. Cir. 2007). The USPTO broadly mierprets clamms during
examination of a patent application because the applicant may “amend his clamms,
the thought being to reduce the possibility that, after the patent 1s granted, the claims
may be interpreted as giving broader coverage than 1s ystified.”™ /o re Prater, 415
F2d 1393, 1404-05 (C.C.P.A. 1969). According to the Federal Circutt, “[t}his
approach serves the public mierest by reducing the possibility that claims, finally
allowed, will be given broader scope than 1s justified. Applicants’ interests are not
impaired singe they are not foreclosed from obtaming appropriate coverage for their
mvention with express claim language.” In re Yamamoto, 740 F 2d 1569, 1571-72
(Fed. Cir. 1984) (citing In re Prater, 415 ¥.2d at 1405 n.31). The same policy
underpinning the use of the broadest-reasonable-interpretation standard in mitial
examination justifies tts application wn reexamination. /d.

Since the filing of the IPR, the Dustrict Court has 1ssued a claim construction

order construing terms as follows:’

{Claims Term {onstruction

£.3,8,10,12.15 | “device 1D code” | A umigue code identifying a device

U Other terms addressed by the Court were given their plain and ordinary

Meaning, o no construction was necessary.
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1,812,135 “access message” | A signal or notification enabling or
ANNOUNCING ACCESS

Ex. 1010 at 3. In addition to these terms, the Court also construed a number of
terms as having their “plam meaning.” [d. Although the terms above have been
construed according to the Phillips standard, Requestor has applied these
constructions i the discussion below, as the Broadest Reasonable Interpretation
encompasses the Phillips standard. Accordimgly, if the prior art meets the
fimitations construed according to the Phillips standard, it meets the imitations
construed according to BRI

A, “third party trusted authority” {(claims 1, &, 12, and 15}

In the previous IPR, the PTAB construed the term “third party trusted
authority™ as “an entity or party separate from the principal parties to a transaction.”
Ex. 1009, IPR2021-01444, Paper 11 at 14, In considering the prior art in light of its
construction of the term, the PTAB found that Petitioner did not “explamf]
sufficiently why Lapsley’s DPC is a third-party trusted authority, what entities the
DPC 1s a third-party relative to, or what application 1s being permitted to access

the asserted combination.” /d. at 26.% The Patent Owner argued that the DPC in

* Lapsley was the prior art reference that was relied upon for the “third party
trusted authority” limitation i the [PR.

(98]
(¥
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Lapsley (which Petitioner pointed to as the “third party trusted authority”} actually
acted as a “cloud based digital wallet,” and further that the purchaser did not access
the digital wallet using a “fob” or “phone,” but rather a device in the store where
they were purchasing something. Ex. 1009 at p. 26. Based on these arguments, the
PTAR found that the “the DPC 15 the resource to be accessed”™ and that “it 15 a party
to the transaction, rather than a third party.” Id. The PTAB further observed that
during prosecution, the apphicant explamed that a “user [jproviing] fo the same
instifution that authenticates the fingerprint mformation that the user 1s who he
purports to be” does not satisfy the “third party” hmitation.” J/d. at 26-27; see afso
Ex. 1002 at. 434,

Requestor has applied this construction, in hight of the Board’s observations
and analysis, to the prior art below.
VII. PRIORITY DATE OF THE "730 PATENT

The "730 patent claims prionity to two provisional applications: U.S. Patent
Application No. 60/637,538, filed December 20, 2004, and U.S. Patent Application
No. 60/652,7635, filed on February 14, 2005, Although Requestor does not concede
that all 17 claims are entitled to one or both of the priority dates of the provisional
applications, all prior art references relied on 1 this petition date back to before
December 20, 2004, and therefore, no further determination needs to be made

regarding the priority date.
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VI OVERVIEW OF THE TECHNOLOGY

The "730 patent relates to integrated wireless devices in a generic
“computerized authentication” system that 1s used to gain access to devices,
applications, or accounts through a biometric validation procedure. Ex. 1001 at
1:15-18, 1:51-53. The integrated device validates a user’s biometric scan against
biometric data stored on the device. /d at 1:59-64. After validation using the
biometric scan, a code stored on the device i1s transmitted to indicate that the user’s
identity has been verified. /d at 1:64-67. The device transmits the code 1o a third-
party trusted authority that determines if the code is anthentic by checking it
agawnst a list of legitimate mtegrated device codes. Id at 2:1-4. If the code 1s
authentic, the user is allowed access to the device, application, or account they

L
J
i

seek access to. fd at 2:4-5. The 730 patent purports to solve for users the
problem of having to “memorize or otherwise keep track of thelir] credentials.” 7d
at 1:.28-30. The patent also purports to solve the problem of illegitimate users

“usfimg] a stolen access object to enter a secured location because the user’s

identity 1s never checked.” /d. at 1:41-43,
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IX. OVERVIEW OF THE PRIOR ART
A.  Ludtke (Ex. 1805)
U.S. Patent No. 7,188,110 (“Ludtke”) was filed on December 11, 2000, It

issued on March 6, 2007 1t is therefore prior art under 35 U.S.C. § 102(e) (pre-
ATA).

Titled “Secure and Convement Method and Apparatus for Storing and
Transmitting Telephony-Based Data,” Ludtke discloses a method of identifying an
authorized user with a biometric device and enabling the authorized user to access
private mformation. Ex. 1005 at Abstract. Ludtke recognizes both the need to
ensure the integrity of financial information and the privacy of the user. /d at
1:11-20.

The system disclosed n Ludtke is strikingly hike the system disclosed in
the "730 Patent. The Ludtke system allows transactions through an eCommerce
system through a “transaction device™ that has a unigue identifier (ID). /4. at 3:34-
35. The transaction device can be a privacy card or a digital wallet or both. /4 at
35-39. This transaction device 1s a wireless device that 1s carried and mamntained
by auser. See, e.g., id at 5:40-44. The transaction device includes a highly
secured memory that can provide a transaction processing clearing house (TPCH)
the necessary information to authorize a transaction. /d. at 3:40-45. The Ludtke

system 18 described m Figure 1
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COMMERCE QENERAL ARCHITECTURE
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As demonstrated n this figure, the Consumer 120 uses a transaction device
130 (in this figure, shown as a privacy card). The consumer wishes to purchase
something from a vendor 125, The transaction device provides information to the

performed. /d. at 6:36-44. The TPCH 1s not part of the transaction, but rather

functions as a third-party middieman of the transaction. /d. at 7:44-46. This

ensures that sensitive information 1s not shared with the vendor. 74 at 7:46-48.
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Recognizing the need to protect the authorization of a user, Ludtke also
discloses the use of fingerprint recognition as part of the digital wallet. /d. at
18:16-17. This biometric verification occurs before any transaction can take place,
and therefore authorizes the user before the transaction device authornizes the
device with the TPCH. /d at 25:65-26:9.

B.  Okerecke (Ex. 1006)
{J.S. Publication No. 2003/0196084 (“Okereke”) was filed Aprid 11, 2003 It

published October 16, 2003, It 1s therefore prior art under 35 U.S.C. § 102(a) (pre-
AlA.

Okereke describes a “system and method for allowing users of wireless and
mobile devices to participate in Public Key Infrastructure{PKI|” and also indicates
that 1t “facilitates secure remote communications.” Ex. 1006 at Abstract. Okereke
states that “systems that perform electronic financial transactions or electronic
commerce must protect agamst unauthorized access to confidential records and
unauthorized modification of data.™ /d. at %3,

In setting up communications for a mobile device, Okercke specifically
teaches that “a unigue identifier for the wireless product to be employed is passed
Isic] at 210 to the proxy server 125 program for authonization. The wireless product

165 can be a personal digital assistant (PDA), laptop, cellular telephone or any other
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device capable of remote wireless communication. The unique identifier can be a
serial number or SIM.” Id. at § 25,

Okercke describes the PRI “With PKI, a public and private key are created
stmultancously using the same algonthm by a certificate authority. Information
encrypted by the private key can only be decrypted with the corresponding public
key. ... The private key 1s given only to the requesting party and the public key 1s
made publicly available as part of a digital certificate i a directory that all parties
can access. The private key 1s never shared with anyone or sent across the network”
Id. at ¥ 7. Therefore, the private key 1s secret information. Ex. 1003 at 445,

. Robinson (Ex. 1047)

U.S. Publication No. 2003/0177102 (“Robinson™) was filed February 19,
2003, It published September 18, 2003, It 1s therefore prior art under 35 US.C. §
102{(a) {pre-AlA).

Robmson discloses that a central database 102 holds information related to
users to authenticate a user’s age to access an age restricted area, for example. Ex.
1007 at 9927-28, 32, 66-67, Fig. 1. The central database 102 stores age verification
records related to mdividuals seeking age verification (called “presenters”™),
mciuding mformation such as a user’s age, date of birth, government 1D number,
biometric template, and at least one 1D number that identifies the presenter within
the system. /d. Prior to using the age-verification system, an individual presents
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biometric and age-verifying information. /d at 913-15. Robinson further
discloses that age-veritying mformation is associated with at least one ID number
{SID) identifying the user.

D, Scott (Ex. 1808)

{nternational PCT Application WO 99/56429 (“Scott”™) was filed on Apnil 26,
1999, It was published on November 4, 1999, The International Publication Date
is November 4, 1999, making 1t prior art under 35 U.5.C. § 102(b) (pre-AlA).

Scott discloses a method for vertfving a user durnng authentication of an
integrated device {e.g., personal identification device ("PID™) 6), 1n order to, for
example, provide secure access to protected resources such as a hotel room or a
point-of-sale transaction. Ex. 1008 at Abstract, 2:5-23, 4:22-5:9, 7:24-8:12; see

clamms [1A]-{1H] nfra.
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Ex. 1008 at Fig. 1.°

i. A POSITA Would Have Been Motivated to Combine the
Teachings of the Ludtke, Okereke, and Robinsen

SNQ 1 involves combining the Ludtke and Okereke references, and SNQ
2 mvolves combining the Ludtke, Okereke, and Robinson references. Ludtke,
Okereke, and Robimson all relate to protecting confidential imnformation,
communication over wireless networks, and the use of biometric information to
protect this communication. All three references relate to communications for
the purpose of financial transactions. Ex. 1005 at 4:54-56, 6:51-67; Ex. 1006 at
3; Ex. 1007 at 9931-32, 47, Fig.1. A POSITA would naturally consider the
teachings of Ludtke, Okereke, and Robinson in order to get a full understanding
of the available options for secure commumications and would have been
motivated by this to combine the references” teachings. As explained in detadd
below, a POSITA would have considered applying the teachings of Okereke and

Robinson to the teachings of Ludtke.

> Annotations are added to figures unless indicated otherwise.
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2. A POSITA Would Have Been Motivated to Combine the
Teachings of Ludtke, Scott, and Robinson

SNQ 3 mvolves combining the Ludtke and Scott references, and SNQ 4
involves combining the Ludtke, Scott, and Robinson references. Ludtke, Scott,
and Robinson also relate to protecting confidential information over wireless
networks, using biometric information to protect sensitive information, and also
relates to financial information. Ex. 1005 at 4:54-56, 6:51-67; Ex. 1007 at 9331~
32,47, Fig.1; Ex. 1008 at 10:24-32, 18:29-19:20. Therefore, a POSITA would
have combined the Scott reference with Ludtke and Robinson for the same
reasons above with respect to Okereke. In fact, a POSITA would have
considered all of these references tn trying to develop a process of secure
communications,
¥X.  DETAILED EXPLANATION OF THE PROPOSED REJECTIONS

As shown in detail below, claims 1-17 of the 730 patent are unpatentable
under 35 U.S.C. § 103 in light of the prior art references and combinations of
references presented below. The following rejections should be adopted n their
entirety:

SNQ 1. Ludtke i combination with Okereke renders obvious claims 1-2, 4-

9, 11-12, and 14-17 under 35 U.S.C. §§ 102 (@) and () and 35 U.S.C. § 103;
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claims 3, 10, and 13 under 35 US.C. 8§ 102 (a) and (e} and 35 U.S.C. § 103;
SNQ 3: Ludtke in combination with Scott renders obvious claims 1-2, 4-9,
11-12, and 14-17 under 35 US.C. §§ 102 (b)and (¢) and 35 U.S.C. § 103; and
SN 4: Ludtke in combination with Scott and Robinson renders obvious
claims 3, 10, and 13 under 35 U.S.C. §§ 102(a), (b), and (&) and 35 U.S.C. § 103,

A, SN{} No. 1: Ludtke in combination with Okercke Renders
Claims 1-2, 4-9, 11-12, and 14-17 Obvious

i. The Proposed Combination
{a} The Prior Art Discloses the Claim Limitations

SN 1 relies on Ludtke as the base reference, which discloses a mobile
device used for performing financial transactions. Ludtke discloses all of the
himttations in claims 1-2, 4-9, 11-12, and 14-17 except the “unique Device ID” and
storage of “secret mformation.” Specifically, Ludtke discloses the system as

shown below in figure 1:
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Figare | shows one embodiment of the system o Ludtke. Ludike discloses a
“transaction device,” which 1s seen above as the Privacy Card 130, Ex. 1005 at
6:36-44, Fig. 1. The transaction device 1s a device that the consumer 120 uses and
mncludes a number of embodiments, including a privacy card | and digital wallet .
id at 5:1-5, 11-14, 6:36-44. The transaction device also authorizes the consumer
120 using biometric data, including a fingerprint and other biometric information.
Ludtke’s transaction device mcludes and discloses a persistent, tamper proof

storage. Ludtke also discloses the process to authenticate a financial fransaction
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between the consumer 120 and a vendor 125, The financial transaction 1s
authorized through the transaction privacy clearing house 110, which 1s a thied
party, independent of the consumer 120 and the vendor 125. Ludtke emphasizes
the third-party aspect of the transaction privacy clearing house 110 because the
third party ensures that private imnformation is not exchanged between the consumer
120 and the vendor 125, Id at 6:45-49, 29:43.53.

The claims require storage of “secret information™ in the user’s device.
Although Ludtke does not explicitly disclose this “secret information,” 1t does
disclose (1) a storage location for this information, (id. at 10:46-49, 24:61-65), as
well as (2) the importance of mamtaining the confidentiality of private mformation
(id. at 3:45-47; 5:30-31, 6:45-49). Okereke discloses this “secret information.”
Specifically, Okereke discloses a “secret key” that 1s mamtaimed by the user, and
can be used to encrypt and decrypt mformaton communicated to the user. Ex.
1006 at 925,

The claims also require an “1D code”™ that 15 umique and identifies the user’s
device (“a unique code 1dentifying a device™) that 1s communicated to the third
party trusted authority for authorization of the device. Ludike discloses
“transaction device information” that is communicated from the consumer’s

transaction device 130 to the transaction privacy clearing house 110 for
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authorization, but Ludtke does not explicitly indicate that this “transaction device
miformation” 1s a unique code identifying the consumer’s fransaction device.
Okereke, however, does disclose this unique device 1D} code mformation, in the

form of a unique serial number or SIM mamber that 1dentifies the user device, /4.

(b} POSITA Would be Motivated to Combine Ludtke
and Okereke

The scope and content of the prior art would have motivated POSITA to
combine Ludtke and Okereke. As explained above, Ludtke discloses almost all of
the imitations of the claims except for “secret information” and the “unigue”
nature of a device 1D,

Ludtke discloses a persistent, tamper-proof memory, and a POSITA would
have been motivated to combine the secret key disclosed in Okereke with the
system disclosed m Ludtke. Ex. 1003 at 954, A POSITA would have already
known, as of the priority date of the 730 patent, that encryption using a secret key
such as that as part of PKI would have been obvious when communicating
confidential information. /d. A POSITA specifically recognized the importance of
encrypted communication when engaging in communications regarding financial
information and especially when authenticating financial transactions. /d. The
use of secret mformation to perform this type of encryption was well-known
decades before the filing date of the "730 patent, and was a well-established, well-
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imown method for implementing encryption. /d. PKI encryption was developed in
the 1970s, and serves as a well-known way to encrypt and authenticate secret or
confidential information. /d. A POSITA would recognize that such encryption 1s
mportant to many applications, mchuding financial information where 1t 18
particularly important to keep the information secret. /d A POSITA would
therefore recognize that the use of PKI encryption, which 1s disclosed in Okereke,
would make the system of Ludtke even more secure. /d. Ckereke simply
demonstrates this knowledge prior to the "730 patent’s priority date.

Ludtke discloses transaction device mformation communicated between the
transaction device and the transaction privacy clearing house for authortzation of a
financial transaction. A POSITA would have combined the teachings of Okereke’s
unique Device 1D with Ludtke’s system. As discussed above, Ludtke explicitly
teaches communication of “transaction device information” with the TPCH. Ex.
1005 at 6:38-51. POSITA would have recognized that such transaction device
miformation necessarily mcludes unique device wdentifiers sach as a senal number
or a SIM. Ex. 1003 at §55. Okercke expheitly discloses this fundamental
mformation. Ex. 1006 at 925,

POSITA would have been motivated to combine Ludtke and Okercke

because they are both 1n the same field of endeavor. Indeed, both references are in
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the same field of endeavor as the 730 patent, /.¢e., authentication of a user and
device, including use of biometric wformation, for the purpose of exchanging
sensittve information over a network. See Ex. 1001 at 1:15-18 (*The present
mvention relates generally to computerized authentication, and more specifically,
to an authentication responsive to biometric verification of a user being
authenticated”); Ex. 1005 at Abstract ("A method of identifying an authorized user
with a biometric device and enabling the authorized user to access private
information over a voice network 1s disclosed™); Ex. 1006 at Title (“System and
method for secure wireless communication using PKI7); id 931 (“In order to begin
using the system via wireless device, the user may be required to provide
additional forms of authentication to the CPS, such as password or biometric
signature.”).

A POSITA would also have reasonably expected the combmation of Ladike
and Okereke to succeed and yield predictable results. Ludtke’s system already
discloses a persistent and tamper-proof memory and discusses the use of sensifive
mnformation. Ludtke also discloses transaction device information. Ex. 1005 at
6:38-51. Given this disclosure m Ludtke, a POSITA would have expected the
combination to result in Ludtke’s financial system storing the secret information n

Ludtke’s memory and using the unique device 1D disclosed in Okereke as the

LIt
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transaction device information. A POSITA would have expected this to yield the
predictable result of the option to use PKI-comphant encryption and decryption
with a private key (secret mmformation), as well as the ability to ensure
autheatication of an authorized device ustng anique device identifying information
suich as a sertal nmumber or SIM, and would have expected this combination to
succeed. Ex. 1003 at §57.

For example, Ludtke describes a protected memory to keep the type of
important and sensitive information described 1 Okereke. Ex. 1005 at 19:37-40.
Moreover, a POSITA would be familiar with the PKI-comphiant encryption system
because it had long been used as a way to encrypt and decrypt mformation and
share such mtormation only for authorized users. Implementing such a system
with Ludtke would have been logical and obvious to POSITA. Finally, both
systems have similar types of mobile devices, and have simiar goals. It would
make sense to POSITA to use the type of information identified in Okereke n the

Ludtke system to further complement Ludtke’s featares. Ex. 1003 at 958,

(¥
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2, Claim 1

{a} [la] “A method for verifying a user during
authentication of an integrated device, comprising the
steps of”

Ludtke discloses a method for veritying a user during authentication of an
mtegrated device. Ludtke discloses an integrated device, e.g., Ludtke’s “transaction
device.” Ex. 1005 at 3:32-35.

Ludtke’s transaction device provides a number of different “integrated”
functions, inchuding maintaining bills and bill paying on the device (id. at 4:3-6),
online shopping (id. at 4.7-35), and downloading and accessing electronic catalogs
(id. at 4:36-39). The transaction device inchudes a number of hardware options such
as a magnetic stripe generator (id. at 3:49-51), a screen (id. at 3:55-57), and a bar
code reader (id. at 3:61-63).

Ludtke explains that the “transaction device enhances security by
authenticating the user of the card priov to usage.. ” /d at 4:62-65. This
authentication can be performed by PIN code entry, or by other technologies such
as a biometric solution. /d. at 4:65-5:1.

Ludtke also specifically discloses authentication of a device through the use
of “ransaction device mformation.” /d. at 6:36-44. A POSITA would recognize
that this transaction device information necessarily includes unique device [Ds, such

as serial numbers and SiMs. Ex. 1003 at 462, But this knowledge of POSITA 1s
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further embedded within Okereke. See /d., see also BEx. 1006 at 930. As explamed
above m detail, a POSITA would have been motivated to combine the disclose of
Ludtke with the disclosure 1n Okereke.

Okereke also discloses a method for venifymg a user during authentication of
an integrated device. Okereke discloses wireless and mobile devices which are
mtegrated devices. Ex. 1006 at Abstract. “The wireless product 165 can be a
personal digital assistant (PDA), laptop, cellular felephone or any other device
capable of remote wireless communication”. /d. at §25.

Okereke specifically discloses authenticating the wireless device. Okercke
describes a proxy server program awaiting imitiation to establish secure wireless
access capabilities. /d at §25. When authentication is requested, “aunique tdentifier
for the wireless product to be employed 1s passed as at 210 to the proxy server 125
program for authorization.” /d. “The unmique identifier can be a serial mamber or
SIM number, for example.” /d. A POSITA would recognize that a serial number or
SIM number 1s a unigue tdentifier of a mobile device. Ex. 1003 at 964, Once the
proxy server confirms the unique identifier, it authorizes the device by sending
approval to a desktop computer to make a key exchange to allow communication.

Id.

(¥
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{b} [1b] persistently storing biometric data of the user
and a plurality of codes and other data values
comprising a device ID code uniquely identifying the
integrated device and a secret decryption value in a
tamper proof format written to a storage clement on
the integrated device that is unable o be subseguently
altered wherein the biometric data is selected from a
group consisting of a palm print a retinal scan, an iris
scan, a hand geomelry, a facial recognition and a
voice recognition;

Persistently storing biometric data of the user . . . in a tamper proof format
written 1o a storage element on the integrated device that is unable to be
subsequently aliered. Tudtke discloses a tamper-proof format on the integrated
device. Specifically, the transaction device disclosed in Ludthke mcludes a process
to use fingerprint data (biometric data of the user) to secure the device. Ludtke
describes persistently storing the fingerprint data on the mmtegrated device i a
tamper-proof format that cannot be subsequently altered:

The fingerprint data entry process may be performed at least twice, to confirm
that the user has entered the correct data (usimg the correct fingerprint). It

(¥
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confirmation succeeds, the device writes the fingerprint image data into write
once memory, or other memory that1s protected from accidental modification.

Ex. 1005 at 19:35-40. This fingerprint data is persistently stored in a tamper-proof
format that is unable to be subsequently altered (write-once memory or other
memory that is protected from accidental modification). Indeed, a write-once
memory will only allow writing once, therefore, the information cannot be tampered
with, and cannot be modified. Ex. 1003 at 465. Mewmory that 1s protecied from
accidental modification 15 also tamper-proof, since it will prevent unauthorized
modification—whether by accident, or by someone who might have malicious
intent. /d. In each case, this tamper-proof memory is persistent storage, because the
nformation stored 1s not easily re-writable. fd.

Persistently storing . . . a plurality of codes and other data values comprising
a device ID code uniguely identifving the integrated device and a secret decryption
value in a tamper proof format wrilten o a storage element on the integrated
device that is unable to be subseguently altered. As explamed above, Okereke
discloses a plurality of codes and other data values comprising a device 1D code
umiquely identifying the integrated device and a secret decryption value.
Specifically, Okereke discloses in the form of a serial number or SIM nunber. Ex.
1006 at 925. Both serial numbers and SIM numbers are unigue codes that identify

the devices they are attached to. Ex. 1003 at 466. Okercke also discloses a “secret

(¥
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decryption value” Specifically, Okereke describes a private/public key process.
Okereke, for example, describes a Diffie Hellman Key Exchange, which uses AES
{Advanced Encryption Standard). “AES is an encryption algorithm used by U.S.
government agencies for securing sensitive but unclassified communications.” Ex.
1006 at 925, Specifically, the system uses a secret “private key” which can be used
to encrypt and decrypt data that 1s exchanged between the wireless device and other
system devices. /d. at 924, Ex. 1003 at %66. The secret key and the 1D code together
comprise a “plurality of code and other data values.”

As discussed above, a POSITA would have been motivated to modify the
system of Ludtke to mcorporate the public/private key structure of Okereke and the
unigue serial numbers and SIMs. Ex. 1003 at €67, see supra § X A1, Specifically,
the Okercke device did not include a tamper-proof format that could not be altered,
but Ludtke does tnclude such an area of the integrated device. /d.. A POSITA would
have been motivated to store permanent information, such as the secret key (private
key) and unigue device wdentifiers (seral number and/or SIM).  Moreover, a
POSITA would have recognized that the “transaction device information”™ disclosed
within Ludtke could further mclude the umique device mformation in Okereke,
which would ensure that the information used to authenticate the device only

wdentifies the authonzed device. Id.. A POSITA would have stored the unique device
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identifiers and the secret key in the persistent tamper-proof memory, because this is
mportant tformation that allows authornization and sensitive communications to
take place, and POSITA would have recognized the need to take care to ensure it 18
not ¢asy to tamper with and modity the mformation. /d..

Wherein the biometric data is selecied from g group consisting of a palm
print, a retinal scan, an iris scan, a hand geometry, a facial recognition and a voice
recognifion. Ludtke describes a number of different types of biometric information
that may be used: “The identification by the biometric device may be achieved in a
variety of ways, as discussed above. For example, biometric identification, may be,
fingerprint, retinal scan, voice, DNA, hand profile, face recognition, etc.” Ex. 1005
at 35:60-64.

{¢} |lc] responsive to receiving a request for a biometric

verification of the user, receiving scan data from a
biometric scan

Ludtke describes receiving scan data from a biometric scan responsive to
recetving a request for a biometric verification of the user. As explained above,

Ludtke describes using biometric verification — including a fingerprint* - to verify

* Samsung contends that a fingerprint is not within the scope of claim 1.
However, Ludtke still discloses the elements of ¢laim 1 in that it discloses different
types of brometric information, including those covered by claim 1. See Ex. 1005
at 4:66-5:1.
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the user of the device. Figure 28 shows a device with a Fingerprint Identification

Unit (FIU) 2806 and a touchpad 2808 for user tnput

What do you wish to do?

Access Dialing Code
View Balances

Credit cards

2804
= N T ™
iU Touchpad
2806 | 2808
. AN S/

2802
FIG. 28

Ex. 1005 at Fig. 28 “The user of the consumer access device 2802 would be
authorized access to the device 2802 1f the device recognized the user after the user

had pressed his finger against the FIU 28067 /d. at 39:24-27.

Patent Owner Exhibit 2023, Page 58 of 113



Request for ex parfe reexamination of U.S. Patent No. 8,352,730
Control No.

Figure 31 describes the process to verify a user of the integrated device

(described 1n this embodiment as a digital wallet):

P Catput Brroy
T hlessage
™ 2110

Access Function of Digital
Wallet
Allow selecton of cades
38

FIG 31

Id. at Fig. 31, As can be seen in the flow chart, the device 1s continuously looking

for a request for vertfication (“Detect fingerprint™). In response to that request, it
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will receive scan data from the touchpad so if can determine whether the fingerprint
matches (3106). /d. at 39:47-59,

{d} |[ld] comparing the scan data to the biometric data to
determine whether the scan data matches the
biometric data

Ludtke also shows this limitation m Figure 31
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Ex. 1005 at Fig. 31. Ludtke explamns that if “a fingerprint has been detected, then
at 3106 a check 1s made to see 1f it matches a stored authorized fingerprint. Ha
match does not occur, then at 3110 an error message 18 output and the DW [Digital
Wallet/Integrated Device] returns to checking to see if a fingerprint has been
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detected 3104, If the fingerprint does match a stored one, then at 3108 the DW
allows access to functions of the DW and access to a selection of codes.”™ /d. at

9:53-59,

42
42

{¢} [le] responsive to a determination that the scan data
matches the biometric data, wirelessly sending one or
more codes from the plurality of codes and the other
data values for authentication by an agent thatis a
third party trusted authority possessing a list of
device 1D codes unigquely identifying legitimate
integrated devices, wherein the one oy meore codes and
other data values includes the device ID code; and

Although this limitation includes citations to “one or more codes from the
plurality of codes and the other data values,” this 1s reference to the antecedent
basis of this term in [ 1b] describing the storage of that category of information.
The “wheren” clause m this limitation shows that only the device 1D code 1s
wirelessly sent. Therefore, of the information required to be stored in the
persistent memory, only the Device ID code needs to be sent (although additional
mformation 1s not prechaded from being sent). Takig this into constderation, this
limitation can be more easily mterpreted as: “responsive to a determination that
the scan data maiches the biometric data, wirelessly sending [the device 1D code]
for authentication by an agent that is a third party trusted authority possessing a list

of device 1D codes umiguely identifving legitimate mtegrated devices.”
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Responsive {o a defermination that the scan data maiches the biometric
data: As explained m conpunction with himatation {1d}], f the scanned fngerprint
data matches the stored fingerprint, then access to functions of the integrated
device, such as the digital wallet, 15 permitted. /d. at 39:47-54,

Third party trusied authority. Ludtke describes a transaction processing jor
privacy] clearing house (TCPH) which 1s a third party trusted authonity. The
TPCH “may access relevant account information to authorize transactions.” /d. at
3:40-45. Figure 1 of Ludtke shows how the TPCH 1s a third party (1.e., an entity or

party separate from the principal parties to the transaction):
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Ex. 1005 at Figure 1. Figure | shows the commerce general architecture. /d. at
6:36-8:24. Figure 1 shows a consumer 120 who wishes to complete a purchase,
id. at 6:36-64, and a vendor 125, who is selling something to the user 120. /d. “In
this embodiment, a transaction privacy clearing house (TPCH) 110 mmterfaces a
user 120 and a vendor 1257 /4. at 6:36-39.

The TPCH 1s a third party to the transaction between the user/consumer 120
and the vendor 125. Ludtke explains that in “one embodiment of electronic

distribution, the TPCH 110 functions as the middleman of the distribution channel.
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This allows TPCH 110 to retain user privacy by not exposing addressing
miformation and possibly email addresses to third parties.”™ /d. at 7:42-48. This
demonstrates that the TPCH acts as a muddieman to ensure that only necessary
mformation 1s exchanged between the consumer 120 and the vendor 125, but 15 not
assoctated with etther of them.

The TPCH 1s also a “trusted authority.” Ludtke explams that the
“transaction device information is provided to the TPCH 110 that then indicates to
the vendor 125 and the user 120 approval of the transaction to be performed.” /d.
at 6:41-44. The consumer 120 and vendor 125 therefore trust the TPCH to indicate
whether the transaction may be complete.

The third party trusted authority possesses a fist of codes: Ludtke also
explains that the “TPCH 110 maintains a secure database of transaction device
nformation and user mformation. In one embodiment, the TPCH 110 mterfaces to
at least one financial processing system 140 to perform associated financial
transactions, such as confirming sufficient funds to perform the transaction, and
transters to the vendor 125 the fees required to complete the transaction.” [d. at
6:49-55. And as explained above, Ludtke explains that the “transaction device
information 1s provided to the TPCH 110 that then indicates to the vendor 125 and

the user 120 approval of the transaction to be performed.” /d. at 6:41-44,
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Therefore, the TPCH includes information that can be compared with information
from the consamer and the consumer’s device so the TPCH can determine whether
the consumer 120 1s authorized to complete a transaction with vendor 125, Indeed,
the transaction device information that the TPCH compares to the received
transaction device information must be stored within the TPCH as a list of codes
{(and specifically, a list of Device 1D codes), 1n order to perform the comparison
function that 1s disclosed. /d. at 30:19-27; Ex. 1003 at 978,

Wirelessly sending a code to the third party trusted authority for
authorization. Ludtke explains that “[t}he transaction device mtormation is
provided to the TPCH 110 that then indicates to the vendor 125 and the user 120
approval of the transaction to be performed.” Ex. 1005 at 6:41-44. Ludtke also
explains that “the transaction device may contain wireless data communication,”
and may also “closely resemble a standard credit card.” /d. at 5:36-41. In
describing the TPCH specifically, Ludtke indicates that a “variety of
communication devices may be used, such as the Internet, direct dial-up modem
connections, wireless or cellular signals, ete.” /d. at 9:35-42.

Bevice ID Code: Ludtke does not describe the specific “transaction device
information” that 1s provided to the TPCH 110 and that 1s maintained in a secure

database by the TPCH 110, /4. at 6:41-44. However, as discussed above, a
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POSITA would have been motivated to combine Ludtke with the teachings of
Okercke, and would have recognized that the “transaction device imformation”
would include a device serial number or SIM code, both of which uniguely identity
the mtegrated device. Ex. 1006 at 925; Ex. 1003 at 480,

(fy [Hf] responsive to authentication of the one or more
codes and the other data values by the agent,
receiving an access message from the agent allowing
user access to an application, where the application is
selected from a group consisting of a casino machine,
a kevless lock, a garage door opener, an ATM

machine, a hard drive, computer software, a web site
and a file.

Ludtke teaches this limitation. As explained above, the terms “the one or
more code and other data values™ can be synthesized into the “Device 1D code.”

Responsive to authentication of the device ID code by the agent, receiving
an access message from the agent allowing user access to an application: In this
case, the “agent” 1s the third party trusted authority. As indicated above, Ludtke
explatns that the “transaction device mformation s provided to the TPCH 110 that
then indicates to the vendor 125 and the user 128 approval of the transaction to be
performed.” Ex. 1005 at 6:41-44. A POSITA would recognize that when the
TPCH 110 “indicates to . . . the user 120.” that indication 1s in the form of an
access message allowing the user access to an application. Ex. 1003 at 482, In this
case, the TPCH sends a signal (or a notification) to the transaction device, which
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will allow {enable or announce) access to the application on the transaction device

that will permat the transaction to be conmpleted. Ludtke further discloses this

limttation af Fig. 15, Step 1520:

&ART )

¥

£508
INTIATE TRANSACTION | ™
¥
1510
PRIVACY DARD INFD b
PROVIOED TO TROH

¥

TPGH CONFIRMS TRANSACGTIONT ~
AND SENGS CONPIRMATION

“TO VENDOR AND USER
X 1525
YENDOR DOMPLETES S
TRANBALTION

FIG. 15

Ex. 1005 at Fig. 15, see also Fig. 17, steps 8§-11. With regard to step 1520, Ludtke

teaches that the “TPCH, at step 1520, confirms the transaction and provides the
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confirmation to the vendor and the user. Atfstep 1525, the vendor completes the
transaction without the knowledge of the user.” /d. at 27:13-16.

Where the application is selected from a group consisiing of a casing
machine, a keyless lock, a garage door opener, an ATM machine, a hard drive,
computer software, a web site and a file: In Ludike, access would be given
applications of either computer software, a file (or both). In a number of
embodiments, Ludtke describes the transaction device as including a “digital
wallet” which a POSITA would recognize as computer software and files that
allow a user to digitally store credit card and other payment information and to
make transactions with that card. See e.g. Ex. 1005 at Fig. 5a-b, 9:7-25; see also
Ex. 1003 at §83.

3. Claim 2: “The method of claim 1, wherein the one or more
codes and the other data values are transmitted to the agent
gver a network.”

As explammed above, Ludtke explamms that “[tlhe transaction device
information is provided fo the TPCH 110 that then indicates to the vendor 125 and
the user 120 approval of the transaction o be performed.” Ex. 1005 at 6:41-44.
Ludtke also explams that “the transaction device may confain wircless data
communication,” and may also “closely resemble a standard credit card” /d. at
5:36-41. In describing the TPCH specifically, Ludtke mdicates that a “vartety of

communication devices may be used, such as the Internet, direct dial-up modem

6%
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connections, wireless or cellular signals, etc.” /4. at 9:35-42. Therefore, the
communications described above in conjunction with claim 1 (by both Ludtke and
Okereke) to the agent are transmitted over a network.

4. Claim 4: “The method of claim 1, wherein the one or more
codes and the other data values indicate that the biometric
verification was successful.”

As explamned above, Ludtke mcludes disclosure where the biometric

information 15 checked to verify the user before they can access the financial

application. Ludtke describes this m Figure 31:

-3
b
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Ex. 1005 at Fig. 31, Ludtke explains that if “a fingerprint has been detected, then at
3106 a check 1s made to see if 1t matches a stored authorized fingerprint. If a match
does not occur, then at 3110 an error message 1s output and the DW [Digatal

Wallet/Integrated Device] retums to checking to see if a fingerprint has been
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detected 3104. If the fingerprint does match a stored one, then at 3108 the DW

allows access to functions of the DW and access to a selection of codes.” Id at

(52
N

9:52-59.

Claim 4 requires only that the vertfication s part of the “one or more codes or
other data values.” In claim 1, these codes are stored in the persistent tamper-proof
memory. One of ordinary skill 1n the art would find 1t obvicus to store the
vertfication as part of the codes and other data values in this memory as it relates to
the brometric mformation which 1s important information that one would not want
to be tampered with, Ex. 1003 at §87. Moreover, the storage as part of the “one or
more codes or other data values” ensures that the vertfication formation 1s
available to be used for other purposes by the device. /d.

o0

5. Claim 5: “The method of claim 1, wherein the biometric
data and the scan data are both based on a fingerprint scan
by the user.”

Ludtke discloses this limitation. Ludtke describes a number of different types
of biometric mformation that may be used, mcluding a fingerprint:  “The
identification by the biometric device may be achieved m a variety of ways, as
discussed above. For example, biometric identification, may be, fingerpring, retinal
scan, voice, DNA, hand profile, face recognition, etc.” Ex. 1005 at 35:60-64 .

6. Claim 6: “The method of claim 1, further comprising:
establishing a secure connection channel prior {o sending

-3
2
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the one or more codes and other data values for
authentication”

Ludtke discloses this himitation. This limitation refers to the transaction
device establishing a comnection for communicating with the TPCH, or third party
trusted authority. Ex. 1003 at §89. The TPCH includes a security management

function 620 responsible for secure communications:
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FIG. 6
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Ex. 1005 at Fig. 6. “The security management function 620 ensures secure
communications among the components nternal to the TPCH 600 and the external
entities external to the TPCH 600. This ensures that only authorized entities are
allowed access to data and that only authorized transaction devices can execute
transactions against a user’s account.” fd. at 9:52-59. Therefore, with the security
management 620, the transaction devices communicate with the TPCH 600 via a
secure communication channel.

7. Claim 7: “The method of claim 1, further comprising:
receiving a request for the one or more codes and the other
data values without a request for biometric information;
and responsive to receiving the request for the one or more
codes and the other data values without a reguest for

biometric information, sending the one or more codes and
the other data values without requesting the scan data.”

Ludtke discloses this imitation. Ludtke envisions using different forms of
authentication other than biometric mformation. Ludike states: “One means of
authentication 1s some kind of PIN code entry. Alternately, authentication may be
achieved by using more sophisticated technologies such as a biometric solution (e.g.,
fingerprint recogmition).” Ex. 1003 at 4:65-5:1. In the situation where a PIN was
used, there would be no need for a request for biometric mformation. Ex. 1003 at

990,

-3
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Claim &

(a)

[8a] “An integrated device for verifying a user during
authentication of the integrated device, comprising.”

Ludtke and Okercke disclose an integrated device for verifymg a user during

authentication of the integrated device. See Element [1a], Section X A2 3, supra.

{b)

{8b] “a memory stores biometric data of a user and a
plurality of codes and other data values comprising a
device I code uniquely identifying the integrated
device and a secret decryption value in 3 tamper
proof format written to the memory that is unable to
be subsequently aliered; wherein the biometric data is
selected from a group consisting of a palm print, a
retinal scan, an iris scan, a hand geometry, a facial
recognition, a signature recognition and a veice

recognition;”

Ludtke and Okereke disclose this element.  See Element [Ib], Section

XA2Db, supra.

{c}

{8¢] “a verification unit, in communication with the
memory, receives scan data from a biometric scan for
comparison against the biometric data, and if the scan
data matches the biometric data, wirelessly sends one
or more codes from the plurality of codes and the
other data values for authentication by an agent that
is a third-party trusted authority possessing a list of
device ID codes uniquely identifying legitimate
integrated devices, wherein the one or more codes and
other data values includes the device 1D code; and

Ludtke discloses this limitation. See Elements {Ic-1e}, Sections X A 2.¢c-¢,

SUPFA.

~3
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The “verification unit” will be the portion of memory and nstructions that
vertfy the biometric information. Ex. 1003 at §94. A POSITA would recognize
that the verification unit would be in communication with the memory, since the
bometric mformation that the vertfication unit compares with recetved biometric
information 1s stored in the memory for comparison. fd,

{(d) [8d] responsive {o the agent authenticating the one or
more codes and the other data values, a radio
frequency communicator, receives an access message
from the agent allowing the user access {0 an
application, wherein the application is selected from a
group consisting of a casino machine, a keyless lock, a
garage door epener, an ATM machine, a hard drive,
computer software, a web site and a file.

Ludtke discloses this limitation. See Element [1f], Section X A 2.1, supra.

9. Claim 9: “The integrated device of claim 8, wherein the one
or more codes and the other data values are transmitted to
the agent over a network.”

See Claim 2. Section X A3, supra.
16.  Claim 11: “The integrated device of claim 8, wherein the

verifier comprises: an LED to be activated for requesting
the biometric scan.”

Ludtke discloses notifications to request a biometric scan and it would be
obvious to use an LED. In describing the fingerprint scanner, Ludtke mdicates that
at “various times during interaction, the user is prompted to supply a fingerprint

recogmition sample.” Ex. 1005 at 14:40-42. A POSITA would recogmize that the

-3
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prompt can be in a number of ways that would be consistent with alerts on a mobile
device. Ex. 1003 at §97. One of the common alert mechanisms m a mobile device

is an LED. /d. Ludtke further discloses a user interface:. For example, figure 28

shows a device with a screen 2804 that asks a user what they wish to do:

What do you wish o do?

Access Dialing Code
View Balances

Cradit cards

2804
N S I ™
fFEU Touchpad
2806 2808
. VAN A

2802 |

FIG. 28
i
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Ex. 1005 at Fig. 28. POSITA would have recognized that user mterface screens
such as these are very often implemented with an LED screen, and an LED screen
would be the obvious choice tor alerting the user.

11, Clamm 12

{(a} [12a]. “A method for authenticating a verified user
using a computer processor configured to execute
method steps, including:”

Ludtke and Okercke disclose this limitation. See Element [1a]. Section
X.A.2.a, supra.

it 1s mherent that any steps needed to authenticate the verified user would be
executed using a computer processor. Ex. 1003 at 999,

(b} [12Zbl. “receiving one or more codes from a plurality
of codes and other data values including a device D
code, wherein the plurality of codes and the other
data values comprises the device 1D code uniquely
identifving the integrated device and a secret
decryption value associated with a biometrically
verified user, the device I} code being registered with
an agent that is a third-party trusted authority
possessing a list of device 1D codes uniguely
identifving legitimate integrated devices”

k2

Ludtke and Okereke disclose this limitation. See Elements {1b], [le], Sections
X.A2b, X.AZe, supra. The claim does not specifically mdicate what “recetves”
the one or more codes, and therefore, the receiver can be the device itself, a memory

or processor on the device, or another device receiving the codes. Ex. 1003 at 9101,

-3
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Specifically, the transaction device disclosed in Ludtke includes a process to use
fingerprint data (biometric data of the user) to secure the device. This means Ludtke
discloses “biometrically verified users.”

A POSITA would recognize that i order for the transaction devige’s
information to be present in the TPCH, the information would need to be registered
with the TPCH. /d at 9102, The registration process ensures that the formation
1s stored on the TPCH when it authenticates the device. /d.

{¢} [12¢] “requesting authentication of the one or more
codes and the other data values by the agent, wherein

the authentication determines whether the one or
more codes and the other data values are-legitimate;”

Ludtke discloses this limitation. See element [le], section X A 2.e, supra.
Ludtke explains that “{tthe transaction device mformation 1s provided to the TPCH
110 that then mndicates to the vendor 125 and the user 120 approval of the
transaction to be performed.” Ex. 1003 at 6:41-44. Ludtke also explains that “the
transaction device may contam wireless data communication,” and may also
“closely resemble a standard credit card.” /d. at 5:36-41. In describing the TPCH
specifically, Ludtke mndicates that a “vanety of communication devices may be
used, such as the Internet, direct dial-up modem connections, wireless or cellular
signals, etc.” /d at 9:35-42. A POSITA would recognize that when the

transaction device information is sent to the agent, it 15 a request for authentication.
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Ex. 1003 at §103. When the TPCH approves the transaction, it is indicating that
the codes and other data [iransaction device mformation] 1s legitimate, 7d.
{d} [12d] receiving an access message from the agent; and
Ludtke discloses this limitation. See element [1{], section X A 2.£, supra.

{e} [l2e] in response to a positive access message,
allowing the biometrically verified user access to an
application, wherein the application is selected from a
group consisting of a casinoe machine , a keyless lock,
a garage door opener, an ATM machine, a hard drive,
computer software, a website and a file.

Ludtke discloses this limitation. See element { 1], section X A2 1, supra.
12,  Claim 14: “The method of claim 12, further comprising:
establishing a secure communications channel with a
biometric key, wherein the one or mode codes and the other

data values associated with the biometrically verified user is
received from the biometric key”

Ludtke discloses this limitation. See Clanm 6, section X A6, supra. This
claim indicates that the “one or more codes and the other data values associated with
the biometrically verified user” are stored on a “biometric key” before being
transferred to the third party trusted authority. The memory where these values are
stored on the Ludtke user device 1s a “biometric key” because 1t 1s accessed when
the user s vertfied with blometric information, giving access to the data on the
device, and eventually allowing authentication by the TPCH. Ex. 1005 at 4:62-5:1;

Ex. 1003 at 9106.

&0
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13. Claim 15
{a} [13a] a system, comprising:
Ludtke discloses this limitation. Spectfically, Ludtke discloses a system for
transactions between a transaction device 130 being used by a consumer 120, and a
vendor 125, with authorization performed by the transaction privacy clearing house

110, as shown m Figure 1:
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(b} [15b] a biometric key stores biometric data of a user
and a plurality of codes and other data values
comprising a device ID code uniguely identifving the
biometric key and a secret decryption value in a

g1
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tamper proof format written to a storage clement on
the biometric key that is unable to be subsequently
altered,

Ludtke and Okercke disclose this hmstation.  See element {Ib], section
XA 2D, supra. This claim uses the term “biometric key” to refer to the device the
user uses (known in other claims as an “integrated device.”)

{¢} [15¢]: “and if scan data can be verified as being from
the user by comparing the scan data to the biometric
data, wirelessly sending, one or more codes from the
plurality of cedes and other data values wherein the
one or more codes and ether data values include the
device ID code, and the biometric data is selected
from a group consisting of a palm print, a retinal
scan, an iris scan, a hand geometry, a facial
recognition, a signature recognition, and a voice
recognition; and”

Ludtke and Okereke disclose this imitation. See claim elements [1b],
[1d], and [1e], sections X.A.2.b, d, ¢, supra.

{(d) |18d}]: “an authentication unit receives the plurality of
vodes and the other data values and send{] the
plurality of codes and the other data values to agent
for authentication to determine whether the one or
more codes and the other data values are legitimate,
wherein the agent is a third party frusted authority
possessing a list of device 1D codes uniguely
identifying integrated devices,”

Ludtke and Okercke disclose this himitation. See claim element [le],

section X.A.2.¢, supra. Here, the “authentication unit™ 1s code on a processor on

&2
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the ntegrated device that is responsible for sending the Device D code or
additional codes to the third party trusted authority to authenticate the user and
device. Ex. 1003 at §110.

(e} [15e¢]: “and responsive to the device ID code being
authenticated, the authentication unit receiving an
access message from the agent allowing the user to
access an application, wherein the application is
selected from a group consisting of a casino machine,
a kevless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web site,
and a file”

Ludtke discloses this limitation. See claim element {11}, section X A2 £
supra.

14, Claim 16: “The system of claim 15, wherein the biometric
key receives an authentication request from the
authentication unit, and in response, requests a biometric
scan from the user to generate the scan data.”

Ludike discloses this Iimitation. See claim element [lc], section X. A2 ¢,
SUpra.

15,  Claim 17: “The system of claim 15, wherein if the biometric
key cannot verify the scan data as being from the user, it
does not send the one or more codes and the other data
values.”

Ludtke discloses this limitation. Figure 31 describes the process to verify a

user of the infegrated device {described in this embodiment as a digital wallet):
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{d. at Fig. 31, As can be seen mn the flow chart, if the scan data does not match the
stored data (i.e., the device cannot authenticate the user), if will cutput an ervor
message, and not allow access to the digital wallet or selection of codes. /. at 39:47-

59.
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B. SN} MNe. 2: Ludtke in combination with Okereke and
Robinson Renders Claims 3, 10, and 13 Obvious

i. The proposed combination
{a} The Prior Art Discloses the Claim Limitations

SNQ 2 rehies entirely on Luditke and Okereke for the same reasons as
outhned i1 SNQ 1, but also relies on Robinson for the limitations in dependent
claims 3, 10, and 13. Al three of these dependent claims mvolve registering an
age vertfication. Where Ludtke and Okereke do not explicitly disclose registering
an age verification, Robinson discloses the age verification 1n claims 3, 10, and 13,
As explained below, POSITA would be motivated to combine the age verification
disclosed in Robinson with the system disclosed m Ludtke with the secret
mformation and unique device 1D disclosed in Okereke.

(b} POSITA Would have been Motivated to Combine
Robinson with Ludtke and Okereke

The scope and content of the prior art would have motivated POSITA to
combine Robinson with Ludtke and Okercke. Ex. 1003 at 9116, Like both Ludtke
and Okercke, Robinson discloses a way to improve security and to authenticate a
user and device. Ex. 1007 at 9927-29, 32, 66-67 Fig. 1.

All three of the references are therefore in the same field of endeavor, with
Robinson spectfically teaching improving secunty with an additional age-based

authorization factor and to authenticate a user for age-restricted access or
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transactions mitiated by a wireless device like Ludtke’s transaction device. /d. at
9-10; Ex. 1003 at 117, A POSITA would have recognized that the disclosure of
Ludtke welcomes this modification with its stated aim to provide, for example,
secure access fo restricted areas. Ex. 1005 at 2:3-8, 10:24-28 . Indeed, POSITA
would have recognized that the age verification disclosed in Robinson would, for
example, allow a way for the Ludtke system to ensure that the user 1s old enough to
conduct a transaction, access a specific financial system or application, or to enter
a restricted area. Ex. 1003 at 9117,

POSITA would also have had a reasonable expectation of success because
age vertfication as disclosed 1 Robinson 1s a logical extension of the type of
information that is exchanged. Ex. 1003 at %118, Robinson, like Ludtke and
Okereke, also discloses the use of biometric information to verify a user. Ex. 1007
at 939, It would be logical to modify the system of Ludtke and Okercke to also
include the age of the user who was vertfied with biometric information. Ex. 1003
at §118. The age would logically be registered at Ludtke’s TPCH, where the age
can also be kept confidential from third parties, consistent with Ludtke’s goals. /d.

2. Claim 3: “The method of claim 1, further comprising:

registering an age verification for the user in association
with the device ID code.

Ludike 1 combination with Okereke disclose all of the himitations of claim

1. See SNQ 1, Claim 1. Section X A2, supra.
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However, neither Ludtke nor Okercke expressly disclose “registering an age
vertfication for the user™ as recited 1o this lumitation. Robison (US2003/0177102)
discloses that a central database 102 holds information related to users to
authenticate a user’s age to access an age restricted area, for example., Ex. 1007 at
UG27-28, 32, 66-67 Fig. 1. The central database 102 stores age verification records
related to mdividuals seeking age venification (called “presenters”), including
mformation such as a user’s age, date of birth, government D number, biometric
template, and at least one 1D number that identifies the presenter within the system.
Id. Prior to using the age-verification system, an individual presents biometric and
age-verifymg mformation. /d at §13-15. Robmson further discloses that age-
verifying information 1s associated with at least one ID number (SID) identifymg
the user.

3. Claim 10: “The integrated device of claim 9, wherein an

age verification is registered in association with the device
1D code.

Ludtke in combimation with Okercke disclose all of the himitations of claim
9. See SNQ I, Claim 9. Section X A9, supra.

Robinson 1 combination with Ludtke and Okercke disclose all of the
fimtations of claim 10 for the same reasons as described 1 conjpunction with claim

3. Section X .B.2, supra.
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4. Claim 13: “The method of claim 12, further comprising:
registering a date of birth or age with the agent.”

Ludtke in combination with Okereke disclose all of the imitations of claun
12. See SNQ 1, Claim 12, Section X A 11, supra.

Robinson in combination with Ludtke and Okercke disclose all of the
himttations of claim 13 for the same reasons as described m conjunction with claim
3. Section X.B.2, supra.

. SN{} No. 3: Ludtke in combination with Scotf Renders Claims
1-2, 4-9, 11-12, and 14-17 Obvious

1. The proposed combination
{a} The Prior Art Discloses the Claim Limitations

SN 3 relies on Ludtke as the base reference, which discloses a mobile
device used for performing financial transactions. Ludtke discioses all of the
limitations m claims 1-2, 4-9, 11-12, and 14-17 except the “unique Device ID” and
storage of “secret information.” Specifically, Ludtke discloses the system as

shown below in figure 1:
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Figare | shows one embodiment of the system o Ludtke. Ludike discloses a
“transaction device,” which 1s seen above as the Privacy Card 130, Ex. 1005 at
6:36-44, Fig. 1. The transaction device 1s a device that the consumer 120 uses and
mncludes a number of embodiments, including a privacy card, and digital wallet.
id at 5:1-5, 11-14, 6:36-44. The transaction device also authorizes the consumer
120 using biometric data, including a fingerprint and other biometric imformation.
Ludtke’s transaction device mncludes and discloses a persistent, tamper proof

storage. Ludtke also discloses the process to authenticate a financial fransaction
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between the consumer 120 and a vendor 125, The financial transaction 1s
authorized through the transaction privacy clearing house 110, which 1s a thied
party, independent of the consumer 120 and the vendor 125. Ludtke emphasizes
the third party aspect of the transaction privacy clearmg bouse 110 because the
third party ensures that private information is not exchanged between the consumer
120 and the vendor 125, Id at 6:45-49, 26:43.53.

The claims require storage of “secret information™ in the user’s device.
Although Ludtke does not explicitly disclose this “secret information,” 1t does
disclose (1) a storage location for this information, (id. at 10:46-49, 24:61-65), as
well as (2) the importance of mamtaining the confidentiality of private mformation
(id. at 3:45-47; 5:30-31, 6:45-49). Scott discloses this “secret information.”
Specifically, Scott includes an extensive discussion regarding a secret key
nfrastructure. Scott discloses that the device’s memory 20 also stores a private
kevy unique to each device and used for encryption, which can be “set into memory
by the manufacturer.” Ex. 1008 at 11:24-30, 28:13-15, 4:14-18. Scott discloses
that this “private key” used by the PID 6 1s never disclosed. /d. at 8:21-22.

Ludtke discloses “transaction device mformation” that 18 communicated
from the consumer’s fransaction device 130 to the transaction privacy clearing

fiouse 110 for authonzation, but Ludtke does not explicitly mdicate that this

90
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“transaction device information” 1s unique and identifies the consumer’s
transaction device. Scott, however, does disclose an 1D code that 15 umique and
identifies the PID 6. Ex. 1008 at 4:9-10 {(“The memory can further 10 store an 1D
code mdicative of the enrolled person or the device.™), 8:13-22, 11:14-20.
Specifically, memory 20 stores information “specific to processing unit 16,7
mcluding an 1D code umique to the device, which may be set by the device
manufacturer and can be the device sertal nummber. /d at 11:11-13. Scott also
discloses wheremn the PID 6 stores other data values such as “a synchromization
counter associated with the user device.” Id. at 6:28-7:23, 13:10-15, 19:30-32.

(b} POSITA Would be Motivated to Combine Ludtke
and Seott

The scope and content of the prior art would have motivated POSITA to
combine Ludtke and Okereke. As explained above, Ludtke discloses almost all of
the limitations of the claims except for “secret nformation” and the “unique”
nature of a device 1D code. Sumilar to Ludtke, Scott discloses authenticating a aser
using a “personal identification device” (PID) for protected applications such as
opening a hotel room door or a conducting a point-of-sale transaction. /d at 8:5-
12. Scott specifically describes a system for authentication of a mobile device to

protect information for financial transactions. /d. at 2:3-16
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Ludtke discloses a persistent, tamper proof memory, and a POSITA would
have been motivated to combine the secret key disclosed 1in Scott with the system
disclosed in Ludtke. Ex. 1003 at 130, The secret key infrastructure disclosed in
Scott is similar to that disclosed in Okereke, as discussed above. /d. As discussed
above, a POSITA would have already known, as of the priority date of the "730
patent, that encryption using a secret key such as that disclosed in Scott would
have been obvious when communicating confidential information. /d A POSITA
specifically recognized the importance of encrypted communication when
engaging in communications regarding financial information and especially when
authenticating financial transactions. /d. The use of secret information (such as
that in PKI encryption) to perform this type of encryption was well-known decades
before the filing date of the "730 patent, and was a well-established, well-known
method for implementing encryption. fd.. For example, Public Key Cryptography,
later developed into PKI encryption well before the *730 patent, was developed in
the 1970s, and serves as a well-known way to encrypt and authenticate secret or
confidential information. /d. POSITA recognized that such encryption is
mmportant to many applications, mchuding financial information where 1t 1
particularly important to keep the information secret. /d. A POSITA would

therefore recognize that the use of secret mformation, which 1s disclosed 1n Scott,
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would make the system of Ludtke even more secure. /d. Scott simply

>~
1
i

demaonstrates this knowledge prior to the *730 patent’s prionity date.

Ludtke discloses transaction device mmformation communicated between the
transaction device and the transaction privacy clearmg house for authornization of a
financial transaction. A POSITA would have combined the teachings of Scott’s
unique Device ID with Ludtke’s system. As discussed above, Ludtke explicitly
teaches commumnication of “transaction device mformation”™ with the TPCH. Ex.
10035 at 6:38-51. A POSITA would have recognized that such transaction device
information necessarily includes unique device identifiers such as a serial number
or other number that 1s specific to the processing unit. Ex, 1003 at 9131, Scott
explicitly discloses this fundamental mformation. /d.

A POSITA would have been motivated to combine Ludtke and Scott
because they are both n the same field of endeavor. Indeed, both references are in

r~
7
H

the same field of endeavor as the “730 patent, 7 ¢, authentication of a device,
mecluding ase of biometric information, for the purpose of exchanging sensitive
information over a network. See Ex. 1001 at 1:15-18 (*The present invention
relates generally to computerized authentication, and more specifically, to an

authentication responsive to biometric verification of a user being authenticated”),

Ex. 1005 at Abstract (A method of identifying an authorized user with a biometric
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device and enabling the authorized user to access private information over a voice
network s disclosed™); Ex. 1008 at Abstract (“A portable, hand-held personal
identification device {6) and method for providing secure access to a host
facility ...™).

A POSITA would have reasonably expected the combination of Ludtke and
Scott to succeed and yield predictable results. Ludtke’s system already discloses a
persistent and tamper-proof memory and discusses the use of sensifive information.
Ludtke also discloses transaction device information. Ex. 1005 at 6:38-51. Scott
similarly discloses a persistent, tamper-proof memory. Scott teaches that data 1s
stored in a memory where, after biometrnic enrolhment, “there 1s no going back or
editing.” Ex. 1008 at 16:11-12. Given these disclosures, a POSITA would have
expected the combination to result in Ludtke’s financial system storing the secret
mformation i Ludtke’s memory and using the umique device 1D disclosed i Scott
as the transaction device information. A POSITA would have expected this to
vield the predictable result of the option to use secret key encryption and
decryption with a private key (secret information), as well as the ability fo ensure
authentication of an authorized device ustng anique device identifying information
suich as a sertal number, and would have expected this combination to succeed.

Ex. 1003 at 9133,
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For example, Ludtke describes a protected memory to keep the type of
mportant and sensitive mformation described i Scott. Ex. 1005 at 19:37-40.
Moreover, a POSITA would be familiar with the secret key encryption system
because 1t had long been used as a way to encrypt and decrypt tnformation and
share such mformation only for authorized users. Implementing such a system
with Ludtke would have been logical and obvious to POSITA. Finally, both
systems have stmilar types of mobile devices, and have similar goals. If would
make sense to POSITA to use the type of information identified m Scott n the
Ludtke system to further complement Ludtke’s features. Ex. 1003 at §134.

2. Claim 1
{a} [la] “A method for verifying a user during

authentication of an integrated device, comprising the
steps of”

The disclosure of Ludtke for this limitation 15 described above m SN 1.
Section X A 2.a, supra.

As explained above in detail, a POSITA would have been motivated to
combine the disclose of Ludtke with the disclosure in Scott.

Scott also discloses a method for verifying a user during authentication of an
mtegrated device (e.g., personal identification device (“PID”) 6), m order to, for

example, provide secure access to protected resources such as a hotel room or a
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point-of-sale transaction. Ex. 1008 at Abstract, 2:5-23, 4:22-5:9, 7:24-8:12; see

claims [TA]-[1H] infra.
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Fx. 1008 at Fig. 1.

(b} [1b] persistently storing biometric data of the user
and a plurality of codes and other data values
comprising a device 1D code uniguely identifving the
integrated device and a secret decryption value in a
tamper proof format written to a storage element on
the integrated device that is unable to be subsequently
altered wherein the biometric data is selected from a
group consisting of a palm print a retinal scan, an iris
scan, 2 hand geometry, a facial recognition and a
voice recognition;

The disclosure of Ludtke for this limifation s described above 1n SN 1.

Section X A 2.b, supra.

96
Patent Owner Exhibit 2023, Page 96 of 113



Request for ex parfe reexamination of U.S. Patent No. 8,352,730
Control No.

Persistently storing . . . a plurality of codes and other data values comprising
a device ID code uniguely identifving the integrated device and a secret decrypiion
value in a tamper proof format writien to a storage element on the integrated
device that is unable fo be subseguently altered. As cxplamed above, Scott
discloses that the memory 20 of the PID 6 persistently stores a plurality of codes and
other data values mcluding a unique D code that identifies the PID 6. Ex. 1008 at
4:9-10 (*“The memory can further store an 1D code mdicative of the enrolled person
or the device.”), 8:13-22, 11:14-20. Specifically, memory 20 stores mformation
“specific to processing unit 16,7 mchuding a unigue ID code that identifies the
device, which may be set by the device manufacturer and can be the device seral
number. /d at 11:11-13. A serial number 15 a unique code that identifies the device
it 15 attached to. Ex. 1003 at 139, Scott also discloses wherein the PID 6 stores
other data values such as “a synchromization counter associated with the user
device.” Ex. 1008 at 6:28-7:23, 13:10-15, 19:30-32

Scott also discloses a “secret decryption value.” Specifically, Scott discloses
that the device’s memory 20 also stores a private key unique to each device and used
for encryption, which can be “set into memory by the manufactarer.” /d at 11.24-
30, 28:13-135, 4:14-18. Scoftt also discloses that the private key used by the PID 6 15

never disclosed. Id at 8:21-22. The PID 6 uses its private key to encrypt a
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transmission to a host system. /d. at 17:9-12. The host system uses a corresponding
public key to decrypt the transmission. {d. Thus, a POSITA would have recognized
the benefits of increased security and privacy by using the private/public key pair to
protect all transmissions between PID 6 and host facility 4. Ex. 1003 $140. Scott’s
PID 6 would thus use its private key to decrypt messages such as, for example, a
random number signal for verification (Ex. 1008 at 17:32-18:2, 27:4-17), that were
encrypted with the corresponding public key at the host system. Ex. 1003 §140.

As discussed above, a POSITA would have been motivated to modify the
system of Ludtke to mncorporate the public/private key structure of Scott and the
untque serial numbers also disclosed n Scott. Jd. Y141 see supra §X.C1. A
POSITA would have been motivated fo store permanent information, sach as the
secret key {private key) and unique device identifiers (serial number). Moreover,
POSITA would have recognized that the “transaction device information” disclosed
within Ludtke could further include the unique device information in Scott, which
would ensure that the wformation used to authenticate the device only identifies the
authorized device. Ex. 1003 at 141, A POSITA would also have stored the unique
device identifiers and the secret key in the persistent tamper-proof memory, because

this 1s important information that allows authorization and sensitive communications
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to take place, and a POSITA would have recognized the need to take care to ensure

it 15 not easy to tamper with and modify the information. /d. 9141,

{c)

{1c] responsive to receiving a request for a biometric
verification of the user, receiving scan data from a
biometric scan

The disclosure of Ludtke for this limitation 1s described above m SNQ 1.

Section X A 2.c, supra.

{d}

{1d] comparing the scan data to the biometric data te
determine whether the scan data matches the
biometric data

The disclosure of Ludtke for this limitation 1s described above m SNQ 1.

Section X A .2.d, supra.

(e}

{le] responsive o a determination that the scan data
matches the biometric data, wirelessly sending one or
more codes from the plurality of codes and the other
data values for authentication by an agent thatis a
third party trusted authority possessing a list of
device ID codes uniquely identifying legitimate
integrated devices, wherein the one or more codes and
other data values includes the device [ code; and

The disclosure of Ludtke for this limitation is described above n SNGQ 1.

Section X A 2, supra.

Device ID Code: Ludtke does not describe the specific “transaction device

information” that 1s provided to the TPCH 110 and that 1s maintained in a secure

database by the TPCH 110, Ex. 1005 at 6:36-64. However, as discussed above,
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POSITA would have been motivated to combine Ludtke with the teachings of
Scott, and would have recognized that the “transaction device mformation” would
include a device serial code which uniquely identify the integrated device. Ex.
1008 at 4:1-14, 5:10-21; Ex. 1003 at 9145,

(fy [1f] responsive to authentication of the one or more
codes and the other data values by the agent,
receiving an access message from the agent allowing
user access to an application, where the application is
selected from a group consisting of a casino machine,
a kevless lock, a garage door opener, an ATM
machine, a hard drive, computer software, a web site
and a file.

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.
Section X A 2.1, supra.

3. Claim 2: “The method of claim 1, wherein the one or more
codes and the other data values are transmitted to the agent
over a network.”

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.
Section X A3, supra.

4. Claim 4: “The method of claim 1, wherein the one or more
codes and the other data values indicate that the biometric
verification was successful”

The disclosure of Ludike for this limitation 18 described above m SNQ 1.

Section X A 4, supra.
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5. Claim 5: “The method of claim 1, wherein the biometric
data and the scan data are both based on a fingerprint scan
by the user.”

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.
Section X.A.S, supra.

6. Claim 6: “The method of claim 1, further comprising:
establishing a secure connection channel prior to sending
the one or more codes and other data values for
authentication”

The disclosare of Ludtke for this limitation is described above i SNQ 1.
Section X A6, supra.

7. Claim 7: “The method of claim 1, further comprising:
receiving a request for the one or more codes and the other
data values without a request for biometric information;
and responsive {0 receiving the request for the one or more
codes and the other data values without a request for
biometric information, sending the one or more codes and
the other data values without requesting the scan data.”

The disclosure of Ludike for this limitation 18 described above m SNQ 1.
Section X A7, supra.

8. Claim 8:

{a} [8a] “An integrated device for verifving a user during
authentication of the integrated device, comprising.”

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.

Section X A 8.a, supra.
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Ludtke and Scott disclose this limitation. See Claim Element {1a], Section

X.C2.a,supra

(b}

{8b] “a memory stores biometric data of a user and a
plurality of codes and other data values comprising a
device 1D code uniquely identifving the integrated
device and a secret decryption value in a tamper
proof format written to the memory that is unable to
be subsequently altered; wherein the biometric data is
selected from a group consisting of a palm print, a
retinal scan, an iris scan, 2 hand geometry, a facial
recognition, a signature recognition and a voice
recognition;”

The disclosure of Ludtke for this limitation is described above in SNQ 1.

Section X.A.8.b, supra.

~ .

Ludtke and Scott disclose this limitation. See Claim Element [1b], Section

X.C2b, supra

{c)

[8¢] “a verification unit, in communication with the
memory, receives scan data from a biometric scan for
comparison against the biometric data, and if the scan
data matches the biometric data, wirelessly sends one
or more codes from the plurality of codes and the
other data values for authentication by an agent that
is a third-party trusted authority possessing a list of
device ID codes uniquely identifying legitimate
integrated devices, wherein the one or more codes and
other data values includes the device [ code; and

The disclosure of Ludtke for this himitation is described above in SNQ 1.

Section X A .8.¢, supra.
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k2

Ludtke and Scott disclose this hmitation. See Claim Elements [lc-le]
Sections X.C.2.¢c-¢, supra

{d} [8d] respensive to the agent authenticating the one or
more codes and the other data values, a radio
frequency communicator, receives an access message
from the agent allowing the user access to an
application, wherein the application is selected from a
group consisting of a casino machine, a keyless lock, a
garage door opener, an ATM machine, a hard drive,
computer software, a web site and a file.

The disclosure of Ludtke for this limitation 1s described above m SNQ 1.
Section X A.8.d, supra.
Ludtke and Scott disclose this limiutation. See Claim Element [1f], Section
X.C.21% supra.
9. Claim 9: “The integrated device of claim 8, wherein the one

or more codes and the other data values are transmitted to
the agent over a network.”

See Claim 2. Section X .C.3, supra.
16.  Claim 11: “The integrated device of claim 8, wherein the

verifier comprises: an LED to be activated for requesting
the bicmetric scan.”

The disclosure of Ludtke for this limitation is described above m SNQ 1.

Section X.A.8.10, supra.
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11, Claim 12

{(a} [12a]. “A method for authenticating a verified user
using a computer processor configured to execute
method steps, including:”

The disclosure of Ludtke for this limitation 15 described above m SN 1.
Section X A 11.a, supra.

Ludtke and Scott disclose this limitation. See Clann Element [la], Section
X.C2a, supra

(b} [12b]. “receiving one or more codes from a plurality
of codes and other data values including a device ID
code, wherein the plurality of codes and the other
data values comprises the device 1D code uniquely
identifying the integrated device and a secret
decryption value associated with a biometrically
verified user, the device 1D code being registered with
an agent that is a third-party trusted authority
possessing a list of device ID codes uniquely
identifying legitimate integrated devices”

The disclosure of Ludtke for this himitation 15 described above 1 SNG 1.
Section X A 11.b, supra.

Ludtke and Scott disclose this limitation.  See Claim Elements [1b], [lel,
Section X.C.2b, X A2.e, supra

¢ 12¢] “requesting authentication of the one or more
codes and the other data values by the agent, wherein
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the authentication determines whether the one or
more codes and the other data values are-legitimate;”

The disclosure of Ludtke for this limifation 1s described above 1n SN 1.
Section X A 1l.¢, supra.
Ludtke and Scott disclose this limitation. See Claim Element [le], Section
X.Cle, supra
(d} [12d] receiving an access message from the agent; and
The disclosure of Ludtke for this limitation is described above in SNQ 1.
Section X A 11.d, supra.
Ludtke and Scott disclose this limitation. See Claim Element [1£], Section
X.C2 1 supra
{e} [12e] in response to a positive access message,
allowing the biometrically verified user access to an
application, wherein the application is selected from a
group consisting of a casine machine , a kevless lock,

a garage door opener, an ATM machine, a hard drive,
computer seftware, 2 website and a file.

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.
Section X A 11.¢, supra.
Ludtke and Scott disclose this imitation. See Claim Element [1f], Section
X.C21, supra
12.  Claim 14; “The method of claim 12, further comprising:

establishing a secure communications channel with a3
biemetric key, wherein the one or mode codes and the other
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data values associated with the biometrically verified user is
received from the biometric key.”

The disclosure of Ludtke for this limitation 15 described above m SN 1.
Section X A 12, supra.

13, Claim I8
{(a} [15a] a system, comprising:

The disclosure of Ludtke for this limitation 1s described above m SNQ 1.
Section X.A.13.a, supra.

(b} [15b] a biometric key stores biometric data of a user
and a plurality of codes and other data values
comprising a device ID code uniquely identifving the
biometric key and a secret decryption value in a
tamper proof format written to a storage element on
the biometric key that is unable to be subsequently
altered,

The disclosure of Ludike for this limitation 18 described above m SNQ 1.
Section X . A.13.b, supra.

Ludtke and Scott disclose this hmitation. See Claim Element {1b], Section
X.C2b, supra.

{¢} [15¢|: “and if scan data can be verified as being from
the user by comparing the scan data to the biometric
data, wirelessly sending, one or more codes from the
plurality of codes and other data values wherein the
one or more codes and other data values include the
device 1D code, and the biometric data is selected
from a group consisting of a palm print, a retinal
scan, an ivis scan, a hand geometry, a facial
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recognition, a signature recognition, and a veice
recognition; and”

The disclosure of Ludtke for this Iimitation is described above m SN 1.

Section X A 13.¢, supra.

Ludtke and Scott disclose this limitation. See Claim Flements [1b], [1d], and

[le], Section X.C2.b, d, e, supra.

(d)

[15d]: “an authentication unit receives the plurality of
codes and the other data values and send]] the
plurality of codes and the other data values to agent
for authentication to determine whether the one or
more codes and the other data values are legitimate,
wherein the agent is a third party trusted authority
possessing a list of device 1D codes uniguely
identifving integrated devices,”

The disclosure of Ludtke for this lumitation 1s described above m SNQ 1.

Section X A 13.d, supra.

Ludtke and Scott disclose this limitation. See Claim Element {1¢], Section

X.C2e, supra

{e)

{15¢]: “and responsive to the device ID code being
authenticated, the authentication unit receiving an
access message from the agent allowing the user to
access an application, wherein the application is
selected from a group consisting of a casino machine,
a keyless lock, a garage door opener, an ATM

FG7
Patent Owner Exhibit 2023, Page 107 of 113



Request for ex parfe reexamination of U.S. Patent No. 8,352,730
Control No.

machine, a hard drive, computer software, a web site,
and a file.”

The disclosure of Ludtke for this limitation 15 described above m SN 1.
Section X A 13.¢, supra.
Ludtke and Scott disclose this limitation. See Claim Element {1{], Section
X.C21 supra
4. Claim 16: “The system of claim 15, wherein the biometric
key receives an authentication request from the

anthentication unit, and in response, requests a biometric
scan from the user to generate the scan data.”

The disclosure of Ludtke for this limitation 1s described above m SNQ 1.
Section X A 14, supra.
Ludtke and Scott disclose this limitation. See Claim element [1c], Section
X.C.2.¢, supra
15, Claim 17: “The system of claim 15, wherein if the biometric
key cannot verify the scan data as being from the user, it

does not send the one or more codes and the other data
values.”

The disclosure of Ludtke for this limitation is described above n SNGQ 1.

Section X A 15, supra.

108
Patent Owner Exhibit 2023, Page 108 of 113



Request for ex parfe reexamination of U.S. Patent No. 8,352,730
Control No.

. SN} MNo. 4: Ludtke in combination with Scott and Robinson
Renders Claims 3, 10, and 13 Obvious

i. The proposed combination
{a} The Prior Art Discloses the Claim Limitations

SNQ 4 rehies entirely on Ludtke and Scott for the same reasons as outhned
i SNQ 3, but also relies on Robimson for the limitations i dependent claims 3, 10,
and 13. All three of these dependent claims mvolve registering an age verification.
Where Ludtke and Scott do not explicitly disclose registering an age verification,
Robinson discloses the age vertfication in claims 3, 10, and 13, As explained
below, a POSITA would be motivated to combine the age verification disclosed n
Robimson with the system disclosed in Ludtke with the secret information and
unigue device [ disclosed in Scoft.

(b} POSITA Would have been Motivated to Combine
Robinson with Ludtke and Scott

The scope and content of the prior art would have motivated POSITA to
combine Robinson with Ludtke and Scott. Ex. 1003 at 9187, Like both Ludtke
and Scott, Robinson discloses a way to improve security and to authenticate a user
and device. Ex. 1007 at 9927-29, 32, 66-67 Fig. 1.

All three of the references are therefore in the same field of endeavor, with
Robinson spectfically teaching tmproving secunty with an additional age-based

authorization factor and to authenticate a user for age-restricted access or

[
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transactions nitiated by a wireless device like Ludtke’s transaction device. Ex.
1007 at 99-10; Ex. 1003 at 9188. A POSITA would have reccgnized that the
disclosure of Ludtke welcomes this modification with its stated aim to provide, for
example, secare access to restricted areas. Ex. 1005 at 2:5-8, 10:24-28. Indeed, a

ee verification disclosed in Robinson

s

POSITA would have recognized that the a
would, for example, allow a way for the Ludtke system to ensure that the user s
old enough to conduct a transaction, access a specific financial system or
application, or to enter a restricted area. Ex. 1003 at §188.

A POSITA would also have had a reasonable expectation of success because
age vertfication as disclosed 1 Robinson 1s a logical extension of the type of
mformation that 1s exchanged. Ex. 1003 at §189. Robinson, like Ludtke and Scott,
also discloses the use of biometric imformation to venify a user. Ex. 1007 at 939 It
would be logical to modify the system of Ludtke and Scott to also mclude the age
of the user who was verified with biometric information. Ex. 1003 at §189. The
age would logically be registered at Ludtke’s TPCH, where the age can also be
kept confidential from thurd parties, consistent with Ludtke’s goals. /d.

2. Claim 3: “The method of claim 1, further comprising:

registering an age verification for the user in association
with the device ID code.

Ludike 1 combination with Scott disclose all of the imutations of ¢claim 1.

See SNQ 3, Claim 1. Section X.C.2, supra.

1O
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However, neither Ludtke nor Scott expressly disclose “registering an age
vertfication for the user™ as recited m this limitation. Robmson discloses this
limitation as described 1 SNQ 2. See Section X B.2.

3. Claim 10: “The integrated device of claim 9, wherein an

age verification is registered in association with the device
1D code.

Ludtke 1 combination with Scott disclose all of the imitations of claim 9,
See SNQ 3, Claim 9. Section X.C.9, supra.

Robinson i combination with Ludtke and Okercke disclose all of the
fimitations of claim 10 for the same reasons as described in conjunction with claim
3. Section X.1D.2, supra.

4. Claim 13: “The method of claim 12, further comprising:
registering a date of birth or age with the agent.”

Ludtke in combination with Scott disclose all of the imitations of claim 9.
See SNQ 3, Claim 12, Section X.C.11, supra.

Robinson in combination with Ludtke and Okereke disclose all of the
fimtations of claim 13 for the same reasons as described 1n conjunction with claim
3. Section X.D.2, supra.

XI. REAL PARTIES OF INTEREST

Reqguestor certifies that Samsung Electromics America, Inc. and Samsung

Electronics Co., Ltd. are the real parties-in-interest.
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XH. CONCLUSION

For at least the reasons cited heremn, the prior art references cited in this
Request present substantial new guestions of patentability with respect to the
Challenged Claims of the "730 patent. Accordingly, the Office should declare a
regxamination of these claims and reject them on at least the SNQs detatled m this

Request.
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DATED: June 8§, 2022 Respectfully submitted,

By s/ Marissa Ducea
QUINN EMANUEL VRQUHART &
SULLIVAN, LLP

Marissa Ducca

Quinn Emanuel Urquhart & Sullivan, LLP
1360 | Street NW, Suite 900

Washington, DC 20005

Email: marissaducca@quinnemanuel.com
Phone: (202} 538-8000

Fax: (202) 538-8100

James M. Glass (Reg. No. 46,729)
Qumn Emanuel Urguhart & Sullivan,
LLP

51 Madison Avenue, 22nd Floor
New York, NY 10010

Email | pmglass{@quinnemanuel com
Phone: 212-849-7142

Fax: 212-849-7100

Attorneys for Third-Party Requestor
Samsung Electronics America, Inc.
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