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SYSTEVIS A IID METHODS FOR PROVIDING
A GLOBAL VIRTUAL NETWORK (GV. I)

RI II AI'I:D APPI.I('Al'ION

llns application is a contimiation ul Ser. No. 16/S63,263,
Iilcd Sep. 29. 2017, wluch m a U.S. Nauonal Stage appli-
cation under 35 U S.('s 371 of International Patent Appli-
cation No P("I'/US2016/026439, filed Apr. 7. 2016. wluch
claims the benefit of and priority to U.S. Provisional Appli-
cation No. 62/144,293, filed on Apr. 7. 2015, and U.S.
Provisional Application No. 62/I S1,174, Iilcd on Apr. 22,
2015, each of wluch Is incorporated hcrcul by reference in
its cnliretv.

BACKCIROUND OF THE INVENTION

TccluucJl Field

1'he present disclosure relates generally to networks. and
more particularly. a global virtual network and various
associated ancillary modules.

Descnption of the Related An

Hunlan beings are able to perceive delays of 200 lns or
more as this is typically the avemsge human reaction time to
Jn evenn If latmlcy Is too lugh, onhne syslems such as
thin-clients to cloud-based scrvcrs. customer rclauonslup
mans ement (('RM), enterprise resource planning (I:RP)
and other systems will perform poorly and may even cease
functioning, due to timeouts I ligh latency combined v ith
hi h packet loss can make a connection unusable. Even if
data gets tlmluvp. at a ceitain point too much slowness
results in a poor user cxpcnencc (UX) and ul those instances
thc result can bc refusnl by users to accept those conditions
hl cflbi'1 rclxlcrlllg poorlv dehvcrcd services as useless

1'o address sonic of these issues. various teclmologies
have been developed One such technokigy i ~ WAN opti-
mization. typically involving a hardware (HW) device at the
edge of a local area network (LAN) which builds a tunnel to
another WAN optimizauon HW device at the edge of
another LAN, forming a wale arcs nctts ork (WAN) between
Ihem. Tins tcclmology assumes a stable connection fluough
which the two devices connect to each other A WAN
optimizer strives to compress and secure the data tlnw often
resulting in a speed gain. The conmtercinl driver for the
adoption of WAN optimization is to save on the volume of
data seni in an cilort to rcducc lhc cost of dale transmission.
Diwidi antages of tlus nrc that it Is ollen porn(-to-point and
cml struggle when the connection between thc two devices
is not good as there is little to no control over the path of the
floiv of tratfic through the Internet benveen them ill address
this, users of WAN optimizers often opt to run rheir WAN
over an Muitipmtocol Label Switching (MPLS) or DDN line
or other dcdicatcd circuit resulting in Jn added expense and
again usually entailing a ngid. Ftxcdl point-lo-poull conncm
uon.

Direct links such as MPI S. DDN, Dedicated ('ircuits or
other types of fixed poiilt-to-point comlection offer quality
of connection and Quality of Service (QoS) guaranrees.
They are expensive and often take a significantly long time
to install due to thc nccd to physically draw lules Ibom a POP
at each side of thc connccuon. The poim-lo-poull lopology
works well when connecting from ts itlun onc LAN to the
resources of another I.AN via this directly connected WAN.
I loivever. when the gateway ((IW) to the general Internet ls

08,595 B2

locamd at thc LAN of one end, say at thc corpomtc head-
quarters, then traffic front the remote LAN of a subsidiary
country nuiy bc routcsI io thc Intcnlct tluough lhc OW. A
slowdov n occurs as traffic flows through the internet hack to
servers in thc same country as thc subsidinry. Trallic musl
then go froin the I,AN thmugh the WAN to the I.AN where
the CIW is located and then througrhthe Internet back to a
server m the origin colultry, then back through the internet
to the CrW. and then back down the dedicated line to the

I i 1

c bent dcvicc w i(inn Ule LAN. In essmicc doubling or tnplulg
(or worse) the global transit time ofwhat should tal e a small
fraction of global lntcncy to access tlus nearby site. To
overcome this, alternative connectivity of another internet
lute with appropriate conliguration changes and addcdI
devices can otfer local traflic to the internet. at each end of
such a system.

Another option for creatin WAN links from one I,AN to
another LAN involve the buikhn of tunnels such as IPSec
or other protocol tuiulcls bctwcml two routcrs, lircw alla, or
equivalent edge devices. These are usually encrypted and
cilll oficl coinplcsstoll Illul othcl logic lo Irv lo llllplove
connectivity I'here is little to no control over the routes
bctwimn the Iwo points as they rely on thc pohcy of various
middle players on the ultcrnet who carry their Irafiic over
their network(s) and peer to other carriers and or nenvork
openstors. Firelvalls and routers, switches and other devices
from a nlunber of equipment vendors usually have tunnelin
options built into their firmware.

so While last mile connectivity has vastly improved in recent
years there still exist problmns with long distance conncc-
tivity and throughput duc to issues related to distance,
pmtocol limitations, peerina. interference. and other pmb-
lems mid threats. As such, there exists a need for secure

ls network optimization services running over the top of stan-
dard internet connections.

SUMMARY Ol''Ill i DISCI OSIB(I!

so A lobal virtual network (CIVN) is a type of network
which ofl'ers netv, ork optimization over the top (OTT) of the
internet. It is a disruptive u:chnology which provides a low
cost altcmativc to costly MPLS or dcdicatcd luies. Havulg
a sccurc tunnel betweml an cnd poult dcvicc (EPD) and an
access point server (SRV AP) linked to the bniader ()VN
global network offers many advantages 'I'he core technolo-
gies of the CIVN v,ere created to fill aps ~here solutions
v ere required but for wluch teclmology did not exist.

In addition to thc broader dtcmc of addressulg quality of
o scrvicc (QoS) issues related to thc network connectivity

which lluprovc gullet Jl pcllornlaiu:c Slid cllhallcc Uscl expe-
rience, two other nlain features are that this topology alkiws
for the extension of a netivork edge into the cloud Addi-
tionally. the EPD acts as a bridge between the broader

11 network and a local area network (LAN) bringing elements
of thc cloud as a local node extension into thc cdgc of thc
LAN

Thc disclosed sublcct matter dcscnbcs venous mlcillary
modules of the global vimial network which are either

io facilitated by a (IVN or ivhich assist it in its openstions 'I he
gcogmphic destination claims have to do specifically with
how the CDA and the CPA work. as well as their intemsctions
and coordinated cflhrts. The gcocasting clement dcscnbcs
how thc (leoD mcmhamsm can oilbr a reverse-CDN geo-

ss casting operation utilizing the topolog) of thc CIVN. The
tunnels describe what cml be done with the plumbing from
a higher level. Architecture and al orithm/logic inventions
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dcscnbc component parts Grdpluc user mterfacc and related
HW and S5V frameworks are also outlined ns is file tmns-
Icrllng.

Systems and methods lbr marmgulg a virtual lobal
netlvork connection between an endpoint device and an
access point server are disclosed In one embodiment the
network system may include an endpoint device. an access
point server. and a control server. The endpoint device and
the access point server may be connected with a first tunnel.
Thc access poult server m&d thc control server may bc
co&uux(cd w&(h a second tunnel.

BRIEF DESCRIPTION OF THE DRAWINCiS

In order Io lac&1&ui(e a fuller unders(mlding oi Ihc presmlt
disclosure. reference is now made to the accompanying
drawing~. in which like elements are referenced lvith like
numerals or references These drawings slxluld not be con-
stn&ed as linliting the present disclosure, but are intended to
be illustrative only.

FIG. 1 illustrates thc packet bloat I'or IP transport packc(s
when headers arc added to Ihe data a( vdnous layers.

Fl(i 2 illustrates the packet bloat of data and headers at
each of the seven layers of the OSI &nodal

Fl(i 3 shows a block diagram depicting, resolution of
universal resource locator (URI ) via lookup through inter-
net domain name system (DNS) for routing, from Host
(chen() Io tlw numemc IP address of Ihe Hosl (server).

FIG. 4 illustrates, &n accordance wuh ccumn cmbod&-
ments of the d&sclosed subject matter, an equation to calcu-
late bandwidth delay pmduct (BDP) tilr a connection seg-
ment or path taking into account various connectivity
attributes.

FIG. 5 illustrates. in accordance lvith certain embodi-
ments of tlw d&scloscd sub)ac( mancr. Ihe traflic flow palh
witlun an cnd po&n( dev&cc (EPD).

FIG. 6 iflustrates. &n accordance with ccrtmn mnbod&-
nlents of the disclosed subject matter. an over the top (01'I')
tunnel created on top of a reguLlr internet connection

FI(b 7 illustrates. &n accordance v,ith certain embodi-
ments of the disclosed subject matter, a virtual interface for
over thc top (OTT) tunnels crea(ed on Iop of a regular
inierncl cotulecuon.

FIG. 8 illustrates a conventional embodiment of flow of
the Internet traflic.

lqCi 9 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. a tunnel (TUN) bu&lt

between two ateway devices (GWD).
FIG. 10 illustrates, in accordance with col(au& mnbod&-

ments ol'he d&scloscd subject mat(cr, thc communications
betw Own EPD 100, SRV CNTRL 200, imd SRV AP 300 via
the neutral API mechanism (NAPIM) of the (&VN via paths
API-10AI-(0A2, API-10A3-10A2, and API-10AI-10A3

FI(b 11 illustrates. in accordance with certain embodi-
ments of the chsclosed subject matter. the tlow of infom&a-
uon requ&red by two pccrs in a peer pair.

FIG. 12 &llustra(cs, &n accordance with ccrtaul cmbod&-
ments of the d&scloscd sublixt metier, a process of building
a tunnel.

lqCi 13 is a flowchan illustrating the logical used to
assign a port to an IP address used to build a tunnel in
accorcLsnce with certain embodiments of the disclosed sub-
Icct mala:r.

FIG. 14 illustrates, in accordance with col(au& mnbod&-
ments of Ihc disclosed subject nmuer, Ihc imporuincc of a
server availability hst and how IP addresses and ranges are
assig»ed for venous devices

FICi 15 illustrates. in accordance w&th ccrta&n embodi-
ments of the disclosed subject matter. elements of a CIVN
Tunnel fiom LAN Io EPD to SRV AP Io SRV AP (o EPD
to I AN, including peerin points peering points be(ween
ISPs and network cdgcs.

l&I(i 16 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. a multi-perimeter
firewall (MPF)V) in the cloud supporting a personal end
point device.

1&l
FICi 17 illustrates. in accordance w&(h ccr(aul embodi-

ments of the disci&sad subject matter. how tables on the
da(abascs of various GVN de& iccs arc rclatcxt to each other
and in which lvay they interact

FICi 18 show~, in accordance w&th ccrtmn cmbodimmlts
of the disclosed subject matter. a block diagranl of technol-
o~ used by and enabled by a global vutual network
("(iVN'*).

FICI. 19 illustrates, in accordance with certain embodi-
lc a&cuts ol thc iiiscloscci sublcc1 nliiucl; Iblcc ill:vices (hei

worl together to provide geogmphic destination services to
d cheat Io opnnuzc Ihc lelrli:vill, trdnsll:n anil sclvulg ol
em&tent froin servers located in a remote location

l&I(i 20 further illustrates the operation of the three
devices described in ill(i 19 in accordance with certain
embodiments of the disclosed subject matter.

FICI 21 is an exemplary embodiment which continues to
dcscribc thc opera(ion oi' geographic dcstulauon meeha-
n&sm further explauling thc reuicval ol'a semcs of tiles I'rom

lo various types of server~, the clumping together of the
retrieved files and the subsequent transmission fnlm the
access point ser&er (SRV Ap) to the end point device
(EPD).

FICI. 22 illustrates the prior art of how geocastin works
ls w&thin a con(cnt dclwery network (CDN).

FICi 23 &llus(ra(cs thc analysis and &n(erpretation of
periods ol'&ck cycles.

l&I(i 24 describes holv a descript&on of two different sets
of data can provide information when comparing various

do dissim&lar data sets in accordance w&th certain embodiments
of the disclosed subject matter.

FICi 25 illustrates. in accordance w&th ccrta&n cmbodi-
mcnts ol Ihc d&scloscd subtix( matter, thc ultegrauon ol'

nliil(l-pc&lou(et Ill&:&vail with other sy's(cuts ul d CiVN.
lll(i 26 illustrates, in accordance with certain embodi-

ments of the disclosed subject matter, both paths through the
open Internet as v,ell as paths wlfich are a combination of
network optimized trafiic &lith a blend of global virtual
nc(work (GVN) segments oscr the top (OTT) of thc base

O Internet mid open Intcmc( scgmcnts
FICi 27 iflustra(es a GVN using hub and spoke topology

with a backbone and octa on routing in accordance lvith
certain embodinlents of the disclosed subject nlatter.

FICI 28 illustrates, in accordance v ith certam embodi-
ss ments of the disclosed subject nlatter. a d&stnbuted end point

administranvc eius(cr (DEPAC) which can be v&rtually con-
structed wi(hin a global 1irtual network (GVN) or other
sun&id& Iopolilgv.

lll(i 29 illustrates the logical construction of a series of
co tests to be nul on the internet testing various ports and IP

addresses in accordance with certain embodunents of the
disclosed subject matter.

FICi 30 lllustra(es a mcclrdn&sm for logging ol'onnec-
t&v&ty traffic acuv&ty betweml various dcv&ces opera(ul in a

ss global v&rtual nc(work (GVN) or other sun&lar topolog&es in
accordance lvith certain embodiments of the disclosed sub-
ject matter.



US 11,10((,595 B2
i

FIG. 31 illustrates thc tradluonal tluck stack 31-20 lay-
ered access between the application layer 31-800 and a
netlvork interface card (NIG) 31-000 as compared to a tlun
stack approach 31-10 which directly accesses the NIG
31-000 in accordance with certain embodiments of the
disclosed subject matter.

FIG. 32 illustrates a simple example databases schema for
relaiing mid sloung conncchvity ulformalion from boih tests
and production em ironment usage

Fl(i 33 illustrates, in accordance with certain embodi-
nlents of the disclosed subject matter. the usage of custonl
conlnlands that act as a defensive cushion between a trigger
on an application layer such as a button clicked on a graphic
user ullcrlbcc and lhc deep logic and conunands to be run as

result of the tugger.
l)Ci 34 is a simplified description of the modules on

related devices In a geographic destination mechanisnl
within a Blobal virtual nenvork (CiVN) in accordance v ith
certain embodiments of the disclosed subject matter.

FIG. 35 dlustrates„ in accordance with certain embodi-
ments of thc disclosed subydct mauer. d fcw ways how a
portable cnd poult device (PEPD) nu ht connect lo a lobal
vimml netv ork ((iVN) or similar topology

Fl(i 36 illustrates, in accordance with certain embodi-
nlents of the disclosed subject rnatter, the relationship
between a poitable end point device (PEPD) and an access
point server (SRV AP) 36-300.

FIG. 37 illustrates, in accordance with ccrtaul embodi-
ments of the disclosed sub)act matter, some of the difl'crmll
types of extensible software that may be run on a portable
end point device (Pl:PD) where the software is stored on a
remote device such as an access point server (SRV AP) to
be sent front the SRV AP lo the PEPD.

FIG. 38 dlustrates„ in accordance with certain embodi-
ments ol tlu: disclosed sublccl mailer, multiple tuiulcls
belwcmn devices witlun a global virtual nclwork (GVN)
across mulhplc regions

Fl(i 39 illustrates, in accordance with certain embodi-
nlents of the disclosed subject matter. the framev ork for a
conlnlon code base to be utilized by various types of
devices. with each having their own attributes/type and
ideniily.

FIG. 40 illustrates, in accordance with ccrtaul embodi-
menis ol lhc disclosed subject matlcr, lhc rclauonslups,
interaction, and relevance of data to various devices within
a global vimml network ((iVN)

FIG. 41 dlustrates„ in accordance with certain embodi-
ments of the disclosed subject matter. the topology of a
global virtual network (CiVN) over lhe top (OTT) of the
Iulclucl dud vauous ilcvlccs oper'tlhug withal IL

FIG. 42 illustrates, in accordance with consul mnbudi-
nlents of the disclosed sublect matter, code both alxlve the
web mot and below the web mot.

FI(fi 43 illustmstes, in accortkutce with certain embodi-
ments of the disclosed sublect matter. algorithms incorpo-
I illulg hlfollualloll lroul i xi i IBBI solilccs w ilk AI kuiiwlcdgc
leamcd intcmally.

FIG. 44 illustrates, in accordance with ccrtaul embodi-
ments of the disclosed subject matter. a simplitied represen-
tation of an appmach to designing a sinarter algorithnl by
taking into account factors that one has and balancing
against one's personal needs.

FIG. 45 illustrates, in accordance with consul mnbudi-
mcnts of thc disclosed subject matter, some system modules
and components I'or an cnd point device (EPD), central
control seller (SRV ('NTRI,), and an access point server
(Sl(V AP)

FICi 46 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. some system modules
and components for an cnd poult device (EPD). central
control scrvcr (SRV CNTRL), and au access poult server
(SRV AP)

lil(i 47 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. some system modules
and components for an end point device(EPD), central
control server (SRV CNTRL). and an access point server.

lo FICi 48 illustrates a blocl did ram of ml exemplary
computing dcvicc accordulg lo certain embodinu'um ol'hc
disclosed subject matter.

ill(i 49 illustrates a pmcess of the dolvnloading of a file
in a LAN as well as the downloading a file fmm the Internet
in accordance v,ith certain embodiments of the disclosed
subject matter.

FICi 50 illustrates the operation of a lilc trtmsfi:r manager
(FTM) on an cnd poult device (EPD) and of tm FTM on an
access point server (Sl(V AP) in accordance with certain

Io embodinlents of the disclosed subject nlatter
FICi 51 illustrates, in accordance v ith certam embodi-

ments of the disclosed subject matter. the relationship
between the physical storage of a file on a secure file stomsge
volume, lhe Bdving ol'nlilnnalion about thc file ullo a
rclaholml database (DB). and data rclauonslups bctwccu
files, file infomlation, and steps in a file transfer pmcess.

DETAILED DESCRIPTION

lo In the tillloiving description, numerous specific details are
set forth regarding the systems. methods and media of the
disclosed subject nlatter and the environnlent in which such
systems. methods and media may operate, etc.. in order to
provide a thorough understanding of the disclosed subject

ls mailer. Il will bc apparent lo one skilled ul ihe arl, however,
that thc dtscloscxi sublcct nuiucr may bc practiced without
sllch spcclfic ilelalls, rind lhdl ccltdlu features, which alc
well known in the art. are not described in detail in order to
avoid complication of the disclosed subject matter In addi-

do tion. It v, ill be understood that the examples provided below
are exemplary. and that it is contemplated that there are other
systems, methods, imd media that are w ithul thc scope of thc
disclosed subject maucr.

A global virtual ncswork (CiVN) olfi:rs sccurc network
optimizatiiul services to clients over the top (OT I') of their
standard internet connection This is an overview of the
constituent parts of a CiVN as well as a description of related
teclulologies lvhich can serve as CiVN elements. CiVN
elcmcnts may operate utdcTIendcntly or w Itluu the ecosys-

o tcm ol a GVN such as ulihzulg ihc GVN lramework for Ihcir
owu pufpiiscs. CI cdu bc ileplovcd lo cuhtlucc lhc'. pcllol-
mance and etficiency of a CiVN 'ibis overview also
describes how other technolo ies can beneht from a (iVN
either as a stand-alone deployment using some or all com-

Ss ponents of a ()VN, or lvhich could be rapidly deployed as an
inde)lcndcnt mcmhamsm on lop of an existing GVN, uhllz-
lug lls bCIICfltS.

A sofiwarc (SXV) based iirtual puvale network (VPN)
offers privacy via a tunnel betv een a client device and a

io VPN server I'hese have an advantage of encryption and in
some cases aiso compression. But here again there is little to
no control over how traffic flows betsseen VPN client and
VPN scrvcr as well as bctwcen lhc VPN scrvcr and host
scrvcr, host chant or other devices at deslinahon. Thcsc are

Ss often point-lo-poult coiuleclions thai rcIIOIrc chant software
to be mstalied per device using the VPN and some teclulical
pmhciency to maintain the connection for each device If a
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VPN server egress poult Is in close proxinuly via quality
communication path to destination host server or lxlst client
then pertilrnlance will be good If not, then there will be
noticeable dra s on performance and dissatisfaction from a
usability perspective. It is nften a requirement for n VPN
user to have to disconnect from one VPN server and
reconnect to another VPN scrvcr Io llsvc quality or local
access Io content from one region versus Ihc content from
another reguotl

A (ilobal Virtual Network ((JVN) is a type of computer
netivork on top of the internet providing global secure
network optimization services utilizing n mesh of devices
distributed around the u orld securely linked to each other by
advanced tunnels, collaboraung and conunumcaung via
Application Program Interface (API), Daidbasc (DB) rctIJI-
cation. and other methods Tratfic routing in the (JVN is
alwaYs via best conlmunication path governed by Advatlced
)nlart Routing (ASR) powered by automated systems which
combine builders„managers, testers. algorithmic analysis
and other nlethodologies to adapt to changing conditions and
lcdming oi cr time Io coniigurc and reconligurc Ihc syslmn.

lhc GVN oflbrs a service to provide secure, rchable, fast,
stable, precise and focused concurrent connectivity nver the
top of one or more regular internet connections 'I'hese
benehts are achieved through compression of data tlow
trattsiting multiple connections of wrapped. disguised and
encrypted tunnels between the EPD and access point servers
(SRV AP) ul close proximity to the EPD. Thc quality of
colunxuon between EPD and SRV AP's is colwtantly being
monitored.

A (JVN is a combination of a hardware (I IW) I'.nd Point
l)evice (I JPI)) with installed software ()W), databases (DB)
and other mltomated modules of the CJVN system such as
Neutral Application Pmgramming Interface Mechanism
(NAPIM). back charulel manager. Iululcl mamiger. and more
li:a lures which coruwct thc EPD to distnbutcd inibastructure
devices such as access point scrvcr (SRV AP) and central
server (SRV ('N'I RI.) within the (iVN

Algorithms continually analyze current network state
ivhile taking into account tmtiling trends plus long teml
historical perfonnance to determine best route for trnflic to
takeand winch is thc best SRV AP or series oi'RV AP
scrvcrs to push trallic tluough. Conii uratiors conumuncd-
Iltiu palh iuul other chBugcs BIC BIBdc siltoulatlcaliv Blxi ou
the fly ivith minimal or no user interactinn or intervention
required

Advanced Smart Routing in an EPD nnd in an SRV AP
ensure that trnffic flows via the most ideal path from ongin
to destination through an as simple as possible '*Third
Layer" OJ'tin: CJVN Tlus durd layer is semi by client devices
connected Io thc GVN as a normal ulternet path but with a
lower munber of hops, better security and in nxlst cases
lower latency than traflic flowing thnlugh the regular inter-
net to the same destination. Logic and automation operate at
the "second layer** of the CJVN where the sofiware of the
GVN automatically monitors and controls Ihc underlying
routing and construct of virtual ulterlaccs (VIF), multiple
Iululcls and binding of conmlurucauun paihs. The tlnrd and
second layers of the (iVN exist on top of the nperational
*'first layer" of the (iVN which interacts with the devices of
the underlying Internet network.

The cloud from n technical and netv'orkiltg perspective
Icitxs Iii iicviccs UI'roUps ol tltrtlvs tir chlslcp'l devices
winch dre conncctcd mid arc available Io other devices
tluough Ihc open intcruct. The physlcdl locatliiu of Ihcsc
devices is nnt nf significant importance as they ofien have
their data replicated across multiple locations ivith delivery

to/Jinni closest server 10/Jinni IcqUcstulg cheat Utlhzulg
content delivery network (('I )N) or other such technology to
speed connectivity which enhances user experience (UX)

In some embodiments, the disclosed subject matter is
related to increasing utility value of firewalls (FW) by
extending perimeters into the cloud. A firev all ts a device
pnmarily designed Io protect;m intents l network agaulst Ihc
cxtcnlal tlncam Irom ml outside network, ns well as protect-
ing the leakage nf information data from the mternal net-

In work A firewall has traditionally been placed at the edge
between one network such as a lncal area network (I,AN)
and another network such as its uplink to a broader network.
Network adtninisuators llsve sensitivities about the place-
ment and tntstwortluncss ol'a FW bccdusc of their rcliancc
ou tt Io sccurc their networks.

lii(i I illustrates the packet bloat for IP transport packets
v hen headers are added to the data at various layers At the
Application f,eyer I-I,04. the data payload has an mitial sire
as indicated by Data I-D4. The size of the packet is indicated

Io by Packet Size I -PBytes, At the next layer, Transport I eyer
1-L03, thc Packet Size I-PBytcs has thc ougulal wzc of Ihc
data 1-D4 which ts equal Io Data UDP 1-D3 II further
includes bloat of I leader IJI)p I-II3 At the next layer,
Internet I.eyer I-I,02 the body payload l)ata Ip I-l)2 is a
cmnbmation of I-D3 and I-I l3. It increasesl-Pliytes by
Header IP 1-H2. At the Link Layer I-L01, Frame Data I-D1
is a combination of I-H2 and I-D2. It htrther increases
I-PBytcs by Header Frame I-H1 and Footer Frame 1-FI.

FICi 2 Illustrates thc packet bloat of dnta mid headers at
lc each of the seven layers of the OSI model 'I'he original data

2-l)0 orotvs at each level Application OSI I eyer 7 2-I,7 tvith
the addition of header: such as I leader 2-JJ7. At each
subsequent layer doivn from layer 7 to layer 1. the data layer
is a combination of the previous upper level*s layer of Data

ls and Header combined. Thc total packet bloat In an OSI
model at thc Physical OSI Layer 2-L1 Is dcnotcd by Packet
Size 2-PBytcs.

lii(i 3 shnivs a block diagram depicting resolution of
universal resnurce locator (URI.) via lookup thmugh inter-

do net domain name system (DNS) for mutin from Host
(client) to the numeric IP address of the Host (server). A
content rcqucst or push lbom host (chmlt) source 101 to host
(server) target 301 as Jilcs or streams or blocks of data lions
iu thc direction ol'001. Thc response 002 oI'content delivery
from host (server) target 301 to host (client) source 101 as
files nr streams nr blocks of iLtta 'I'he host (client) source
101 in Client-Server (C-S) relatn&nship that makes request to
access content from a remote host (server) or sends data to
remote host (server) via a universal rcsourcc locator (URL)

o or otlmr network reachable address.
Thc connection from Ihc host chcnt to the ultcrnct ts

marked as P01~onnection front client 101 to POP 102
directly facing or can be located in a local area nenvork
(LAN) wlfich then connects to the internet via a point of

11 presence (POP) can be referred to as the last mile connec-
tion. Thc point of prcscncc (POP) 102 which represents
conncmtton provided Ibom ml mid poult by au Internet service
provider (ISP) Io thc internet igi their network and its
interconnects. If the URI, is a donlain name rather than a

ii! nunleric address. then this URI. Is sent to donlain naine
system (DNS) server 103 where the domain name is trans-
Lated to an IPv4 or IPvfi or other address for routin
pUrposcs.

Tralhc from client 101 to seri cr 301 is routed tluou h Ihc
ss Internet 120 rcprcscnting uanstt bctwccn POPs (102 and

302) mcluding peering. backhaul. nr other transit of nenvork
boundaries
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llic connection P02 from POP 102 io DNS 103 to look up
a munber address from a umversal resource locator (URL)
to gcx the IPv4 address or other numcnc address of target
server can be directly accessed from the VOV 102, or via the
Internet 120. Thc connccuon P03 frum POP 102 of an ISP
to rhe Internet 120 can be single-honed or multi-lamed.
There is a connection P04 frnm the Internet 120 to the ISP* s
or internet data center's (Il)(') internet-facing, VOV 3()2 'I he
connection P05 from the POP 302 of the server ro the host
301 cnn be direct or via muluple hops.

The lookups from name to numeric address via domain
n;mie systems m a standard on thc Intcmct today and
assumes that the DNS server is integra[ and that its results
arc current and can be trusted.

l1(i 4 illustrates. in accordance with certain embndi-
ments of the disclosed subject matter, an equation to calcu-
late bandwidth delay product (BDP) 4-080 for a connection
segnient or path takin into account various connecrivity
attnbutcs. The further thc distmice between die two puints
and/or other factors winch increase latencv unpact the
amount of rhsta that the line can blindly absorb before the
sending device knows receives back a message fnim the
recipient device about whether or not they were able to
accept the volume of data.

In short, the BDP 4-080 calculation can represent a
mensurc of how much data can lill a pipe bcforc the server
knows it is scnihng too much at too fast a rate.

')lie l3andwidth 4-(N)0 can be measured in megabits per
second (Mbps) and (iranularity 4-002 can be unit of time
relative to one second 'lii accurately reflect 13DV 4-080. the
Bytes 4-020 are divided by the number of Birs 4-022 of a
system. Latency 4-050 is a measurement of round trip time
(RTT) in milliseconds (ms) bctwccn ihe tv,o points.

So lbr example, BDP 4-080 of thc follow uig network path
with these attnbutes l3andwidth 4-000 of IO (iigEI usiag
(iranularity 4-022 of one second. on an eight bit systeni over
a path v ith I.atency 4-05U of 220 ms can be calculated as
follows:

)0000(i)oui)0 i
0 220 = 273.000 oori 0 is OR 33 309 3 MB

i s

'llierefore on a [O (iigii lme, the sending device cnuld
theoretically send 33,569 3 megabytes of infnrmatioa (MB)
in the 220 ms before a message can be received back fmm
the recipient client device

lllls rut[cola)loll call also bc'ile bash of otlicl rllgorltliills
such as onc to govern the size of a RAM bufli:r, or one to

govern the time and amount of data that rs buflbrcd before
there is a realization of a problem such as an attack vectnr.
'I'he throttlin down by host server could lead to underuti-
lized pipes but the accepting too much data can also leod to
other issues. The calculation of BDP 4-080 and proactive
management approach to issues leads to eflicmnt utilization
of luirdware and network resources.

FIG. 5 illustrates, in accordance sstth certmn embodi-
ments of rhe disclosed subject matter. the traffic flow path
within an end point device (I IVD). I'he traflic flows between
the LAN 5-000 and the end point device (EPD) 5-100 over
connection 5-CPOO. End point device (EPD) 5-100 flov.s to
thc point of prcsmicc (POP) 5-010 over connecnon 5-CP06.
Thc point ol'resence (POP) 5-010 is connected to the
Intcrnct 5-020 via connection 5-CPOS.

FI(i 6 illustrates. m accordance with certain embodi-
nients of the disclosed subject matter. an over the top (01'I')

tunnel created on top ol' regular intcmct coruiection. FIG.
6 is similar to FICi. 5 and additionally shov s an access point
scrvcr (SRV AP) 6-300. The access point scrvcr (SRV AP)
6-30() includes a tunnel listener I'NI.U 6-38() The end point
device (EPD) 5-100 includes a tunnel manager TMNO
6-180. A tunnel I"UNO 6-( VSO is constmcted that connects
the tunnel manager TMNO 6-180 and the tunnel listener
'I'[.U 6-380. 'I'he tunnel is constnrcted over-the-top (O'I "I')

of the regular internet connection 6-CP06 ond 6-CPOS.
i it

FICi 7 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. a virtual interface for
over thc top (OTT) turuiels created on top ol' re ular
internet cnnnection iri(i 7 is similar to Iii(i 6 and addi-
tlollallv lltcllldcs a virtual Ill)col[ice (VIF) as a hook point on
each device I IVD 7-lt)0 and SRV AV 7-30U fiir multiple
tunnels to be built betrveen two. This fi ure also shows
nniltipie tunnels 7-(:VS(). 7(:V82. and 7-('V84 between I IVI )
7-100 and SRV AP 7-300. A main advanta e of the virtual
interface VIFO 7-170 and V[F0 7-370 on each device
respectively is that tlus approach enables clean stnrctural
attnbutea and a logical pathway lor morc complex cun-
stnrcts of tunnels and subsequent routing complexity.

('ertain other advantages ivith regards to timing and flos
cmitrol will be described in subsequent figures below

FICi 8 illustrates a conventional embodiment of flow of
the Internet traffrc. In FI(fi 8. the traffic through the Internet
is from a Host (client) Ongin 8-101 connected to a local area
network (LAN) 8-102 to a point ol'presence (POP) 8-103 of

io an Internet service pmvider (ISV) to the Internet 8-30[ to a
VOV 8-204 of an Inteniet dare center (ID(') 8-203 to a load
balancer 6-2()2 routing traffic to a [Inst (server) 'I'arget
8-201.

The client and the server both have little to no control over
3s tile routes tllrlt their traflic iakcs tluough thc lntcrnct and

other networks between them.
FICi 9 illustrates. in accordance with certain embodi-

ments of the disclnsed subject matter, a tunnel (1'UN) built
between two gateivay devices ((iWD) In I'l(i 9. (iWD Al

so and CiWD Bl are each located betv, een the edges EDCiE-I
and EDCrE-2 of their internal networks ond the open Inter-
net. Thc TUN cotuicxts thc two local area networks (LAN)
into 0 broader wale arcs network (WAN). The GWD Al
rccclvcs its collllixtli itv'roill ali Illtcrllct service provider
ISV-I and GWI) I)1 from ISV 3. A key point is that while the
'I'UN offers security and other benefits, there me potential
ne ative issues because traffic from [SP-I destined for ISP-3
must transit through the netsvork of ISP-2.

Congestion duc to saturation. packet loss, or other issues
o can occur at pixring points PP-01 and/or at PP-02 or within

the network of ISP-2. Bcxausc neither CiWD Al nor GWD
131 is a client nf ISV-2, they have to reach igp-2 via
cmnplaining to their respective ISV of ISV-I or ISV-3

Another tlun to note is that whde the Internet path may
i. consist of many hops such as. for example. external hop

(EH) EHI )[trough EH17, withui thc TUN thcrc will be only
onc hop at each ol thc mxl points ol thc tunnel The tunnel
is an encrypted path oi cr the top (OTT) of thc open Intcmct.

[il(i [0 illustrates, in accnrdance with certain embodi-
io ments of the disclosed subject matter. the communications

between EPD 10-100, SRV CNTRL 10-200, and SRV AP
10-300 via the neutral API mechanism (NAP[M) of the
GVN via paths API-10AI-10A2. API-IUA3-10A2, ond API-
10A1-10A3.

Gs For tunnels TUN10-1. TUN10-2, and TUNIS-3 to bc built
between IIVD 10-100 and SRV AV [0-300 as well as fiir
tunnels from IiVD 1(BIOU to other SRV AV servers such as
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TUN10-4 and from other EPDs to SRV AP 10-300 via
'I'I.JNI(L5. each device m the peer pair requires certain
information per tunnel

'lite NA VIM mechanism stores relevant credentials, coor-
dinates and other information for each side of a peer pair to
utilize when buildin new tunnels via the Tunnel Managers
2110 mid 2310. Thc scrvcr availabihty mcchatusm 2222 on
thc SRV CNTRL 10-300 evaluaies fiie perlbrmancc of
various ninnels tested on the EVD side via 'I'iuinel 'tester
2112 and the Sl(V AV side by 'I'unnel Tester 2312. The
information from the tests is relayed to the Connectivity
Analyzer 2288 on the SRV CNTRI 10-200. Test results
include assigned IP address and port combinations. ports
Used, iiwUlm frutti llistorlcdl eolith&its(it&its fisc. lcsillls flu&it

purl spec(nun tests, and other related information.
Server availabihty lists present the EVD 10-100 with a list

of IV addresses and ports which could be utilized by the
'I'unnel Manager to build new: tunnels. I'he SRV AV 10-3(lfi
and other SRV AP servers noted on the list will be notified
listen for coiuiection attempts to be made by EPD 10-100.

Sct&cr atmlability pnont&zcs thc list ol SRV AP IP
address and port combinanons based on cxpcc(cd best
performance of the tunnels to be built while also lnnking at
current load of available )l(V AV servers. balancing
assigtted lists given to other I IVDs as well as other available
information.

FI(J. 11 illustrates. in accordance with certain embodi-
ments of (hc disclosixl subject metier, the flow of uifomia-
uon rixpiired by two pccrs in a pimr pmr. Thc peers can either
be a ('lient ((') and a Server CS), or a Veer tn another Veer
in a V-2-V topology I'or simplicity of L&beling and descrip-
tions tvithin this example embodiment, the C'o S and P-2-V
represent the same type of two peer relationship, with C to
S described herein. The CiVN mainly uses C'o S reL&tion-

slups betwcmn dctoces but its methods mid tecluiology can
also be appln:d to P-2-P pix:r pairs li&r tutu&el buildm .

An cncryptcd tunnel by &ts nature is a secure conumuu-
cation path through which data can flow )Vhen the Client
and the Sef& er are sepamsted by distance and the cnnnection
between them is over the open, unencrypted Internet. Un

encrypted tunnel is an ideal channel through tvhich to safely
exchange da(a. If (herc &s a hummi network athnuustrator at
ctthcr mid, they can progrmn devices. But (herc exists a
Clldllt:llgt: Oii liow 10 fold)'CCt1&11)'iiiotiiia1&oii 11LC pdSS
phrase~, keys and other infi&rmation Some may use a voice
phone call to coordination, others a series of postings
through secure web sites to share information or other
methods. Manually setting up a single tunnel can be a task.
Aihnintstering mult&pie tunnels can become onerous.

To automat&cally build a series Ol encrypted tuiuicls
betwcmn two dev&ccs in a pccr pair thcrc cxis1s a nimd 1o

securely share information. 'I he tunnel infi&nnatinn also
needs to be current and securely stored on a device. Iiur-
themu&re, during the establishment process. there exist
tlu eats which must be addressed. Whfie a tunnel is up. other
tlucdts exist which need to be addressed.

SRV CNTRL 11DOO is a central scrvcr winch contains
Repository managing information ui Da(abase tables. files
stored in a Secure I'ile Storage system, lists in memnry and
other related information 1 he )RV ( N'I'RI, alsn has algo-
rithms and mechanisms to evaluate certain data to genem&te

information reports
Client Dcvicc 11D01 rc)&resents d dcvwe winch will

litt(Idle (l&C bU&ldlllg Ol a ttlllllCl by '*dirt llllg 11&C Ct&ill&CC(toll

to thc Scr& cr device via a speci lie IP Adtlrcss mid Port. There
cmi be many ('lient devices I I DOI concurrently cniuiected
to the CiVN with similar software and configuration ivith a

dilfi ran(mt tug factor bctw cen Clients ol'tuquc device Itkn-
tity. UUII)'s, and also unique information per tunnel per
( 1&Cllt.

Server l)evice 11D02 represents a device which will be
listening for client connection attempts on specific IP
Addresses and Ports. If the Client follows correct protocol
and establishment scqucncc, and prcsmtts correct crcdcntials
and otlmr scmunty information. thc Scrvcr will allow the
('lient to build a tiuinel 10 it. I'here can be many Server

io devices ill)02 concurrently connected to the (iVN tvith
siniilm sofitv&me and conhguration with a differentiating
factor of unique device Identity, UUID's. and other unique
information.

Tunnel Info 11S2 shows thc infi&nnat&on stored on a
Client Dcvicc 11DOI mid a Scrvcr Device 11D02. Each
device can establish multiple tunnels and each tunnel will
have its nwn set of Tunnel Inti&rntation and Security Infi&r-

matton Snme tunnel infoniiation sets may be used fi&r

buildin of current active tunnels and other tunnel info sets
zo may be held in reserve fi&r hmire tunnels.

Certain infi&nnation bc(wow& thc C and S is cqu&valent
such as a pass-phrase which onc will prcscnt to dic other,
and other infomiation will be different depending on appli-
cability Inti&rniation requirements for building of a tunnel
between two pnints can include: client/server topology and
settings: IP and port of each end point to be used by the
tunnel: tunnel metrics including MTU size. protocol. and
o1hcr tnfomiation used for its operations, keys. pass phrases
and other inli&rmauon about security protcctiom used Ibr thc

io tunneh SSI, certificates and other inforniation for protecting
the information exchmige pre-tunnel I.JV: and other infi&r-

matton 1)ie infnnnation is shared between devices using,
speciiic API Action calls of the Neutral API of the GVN.

Before Tunnel 11SO describes the process of receivin
&s and sharing &nfonnatton bctw can devices 11D01 tmd 11D02

and thc repository 11DOO on SRV CNTRL and back to
dcviccs 11D01 and 11D02. API Conununicauon Paths API-
('VO, AVI-('V2, AVI-CV4, and AVI-('P6 represent Request-
Rcspotisc illfi&fftlattoi'i cxciiaiigc tvltll tile al'I'ows I'cprcscflt-

do ing the direction of the flow of information fmm one device
to another device.

Scrvcr 11D02 reports information to Reccivc Inlb C-0
module ol'hc SRV CNTRL 11DOO dcv&cc v&a path API-
CPO. SRV CNTRL 11DOO rcccn cs informntion from sew-
ers and stores relevant Identity, Tunnel, ('urrent I.oad and
other information in its repository i&or exan&pie, algorithms
and Ai logic on SRV CNTRL 11DOO analyze server load
and based on current and anticipated demand from Client
11D01 dcviccs, Server Availability C-1 matnx is updated.

o The Scrvcr Availability C-I infonnauon may be convcycxI
by iLitabase rephcauon tluough the API ol'hc GVN to
('lients Ill)(ll via Share Info C-6 ntodule via API call path
AVI-('V6, by direct file sharing, via (JVN. or other method

Client 11DOI reports information to Receive Info C-0
&s module of the SRV CNTRL 11DOO device via path API-

CP2. This inlhmiauon w&11 bc stored ui the rcpos&tory of
SRV CNTRL 11DOO. Spccilic tunnel information I'rom a
Client 11DOI cdn bc shared with Server 11D02 by Sharc
Info ('-6 mndule via path API-CV4

io SRV (JN I'RI, 11DOO compiles a current I.ist of Clients
11C-4 per server v:hich it publishes to Server 11D02 via
Share Info C-6 via path API-CP4.

If cithcr Client 11DOI or Sert cr 11D02 detects problems
in establisluncnt of tutu&el uiilizing current tutu&el infonnd-

Ss (loll, Otic ttl tile tttllcf ilt:&1cc cdll rcqUcst a tlcw sct of (U&1&ic'I

informatinn tn be generated by SRV ('Nq RI. via AVI-('V2
or API-(JVO respectively Nev ninnel infi& sets can be shared
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& is Slmrc Info C-6 w&th both peers m a peer pmrmg with
( lien& IIDUI info sent via API-CV4 and Server D02 info
sent via AVI-('V6

'lite I ist of ('lients ('-4 and the current state of a Server
IID02 will have a direct impact on the Server Availability
C-2.

Each Scrvcr 11D02 needs to organize, secure and coor-
d&nate iis List of Cl&ants C-4 wluch will attcmp1 to build ncw
tunnels to shared resources of Server IID02. 'Ibis informa-
tion &vill be fluid and need to be updated regularly via secure
Apl calls to Sl(V ('N'll(I I I DUO.

The need to securely harmonize info between devices &s

essential to protect the intek&rity of tunnels behveen &bern

Tunnel Bu&ld S4 phase dcscnbcs &he process ol'unnel
cs&ablislunent v&a Share Info C-6. Rcfcr io FIG. 11 for thc
steps taken between ('1&ent and Server to build the tunnel.
'I'he path IVO represents path behveeo Client IIDOI and
info I ixchan e ('-10 and fmm Info I ixchange C-10 to Server
IID02 via path IITP2.

Establishment Threats C-8 refers to threats to Info
Exchange C-10 dunng tunnel cstablisluncn&. If thc s&gnat ure
ol &bc &u&u&cl type &s v&sible, then &herc may bc tluea1s during
the tunnel establishment C-8 such as fake 'I ransport I eyer
Security (1I,S) handshakes fmm illegitimate actors in the
n&iddle. 'I'I S ermrs on handshake. Vert and IV identitication
resulting in blockin or obstructing. time outs due to filtering
devices. reset packets sent by ISP or fire&vali or device in the
m&ddlc. or other tluca&s.

II'he Info Exchange C-10 &s successful, &hc Build Tuiuicl
( -12 step v ill be taken with routes applied and other related
actions to enable the tunnel I'UN to be securely bu&lt

bet&veen ('lient I I OUI and Server I ID02
Tunnel UP S6 describes the period during normal flow of

traffic tlm&ugh a tiumel. It is essential to convey infomtation
betwcmn de»ccs and there axis&s a gee&i on SRV CNTRL
11DOU to manage uiuque info I'or venous Client 11DOI and
Scrvcr 11D02 devices. as well as for mulhplc tunnels to be
built bet&veen then&

1'he exchange of inforniation between devices has to be a
regular occurrence as there exists a recurring need to mal e
fresh, new dynamic tunnels. Some ports on an IP address
may bc blocked or become blocked and simply cl&an ing thc
port for that IP address w&ll allow thc humcl to be built and
for data to flow Furthenm&rc, each tutu&el necrls onc or morc
unique ports per IV Address to avoid collisions between
tunnels. When a ('lient I ID(ll device requests new tunnel
information to be created, a random port nmnber is ener-
ated and the port availability for that specific IP address ol&

thc target Server 11D02 m chcckcd sgauis& two or more
factors includ&ng, &f 1hat port &s already in use by an ex&sting
tunnel (cither an opcrahonal onc or onc on s&andby wh&ch
could be made opemst&anal), and if that port has been used by
that specific ('lient I I I )U I/Server I I I )02 peer pair in the past
and if it has been blocked. In both case~. a new random
number &vill be generated. There are 65,53(i ports avaiLable
pcr IP address w&th a ccr&aui number reserved fi&r spccilic
scrv&ces. A floor lbr cxmnplc ol',500 would leave ava&table
60.036 ports wluch could bc used by thc rimdom number
generator w&th a min of 5(X)I and max of 65536 When a
tunnel is dismantled and the port is marked as blocked for a
peer pair. it is made available to other peer pairs to ut&lize.
This freeing up of ports is necessary to avoid exlmustion of
ports. 11&erclbrc thc tracku&g IP and Port combuiat&ons by
SRV CNTRL 11DUU is csscntial.

A tunnel can help w&th &ts own es&ablislmicnt Ihri&ugll
steps but it also has limitations. While secure. most tunnels
are visible during establishment 'the handshake and signa-

turc of wha& k&nd of tunnel it is may bc vis&ble dunng
operation. Manually set keys are cumbersome and not often
changed and if used for &oo long. thc risk that they can be
bmken increases: therefore keys should be re-keyed ivith
ncw uncs on a frequent bas&s.

Autoniated systems need to ensure that infonnat&on such
as new keys. ports to IP Addresses and other info can be
created and that this information is available to both sides of
the peer pair so that tunnels can be built and rebuilt. Both

1&&

sales have &o bc configured & ready &o bc able to bu&ld

tunnels. Therefore. the exchange of info betv een peer pairs
n&mds to bc sccurc or m&egnty ol'hc security ol'he tunnel
itself is coinpmmised.

Wlulc h&nncl &s up and puslung &rafl&c, opcrahonal tlucs1s
('-14 ex&st I'he tll&1&1el signan&re may be visible (e g if the
tunnel is sniff-able and not obfuscated). The stn&cture of the
tunnel may be known if type of tunnel &s able to be
discovered. This risks the stream of packets bein" grabbed
and bru&c Ibrcc kcy breaking being used &o decrypt thc
contents of the tunnel. Or a reset signal can break tunnel if
the react code or other &u&uicl control codes arc known.
1'herefore to maintain tunnel security and integrity between
('1&ent IIDUI and Server I IDU2 devices in a peer pair. the
updatmg and sharing of information needs to be automated
and secure.

The O'vN structure allows dev&ces to be enabled for
automated secure hmncl cstablislunent between peer pairs
based on most current mfonnat&on. A comb&nat&on ol'ccu-

&o rity features and methodologies otTer self-re&nfi&rcing pro-

tect&a&l&s

l&I(i IZ illustrates, in accordance with certain embodi-
ments of the disclosed subject matter, a process of buildin
a tunnel. The example shown in FICi. 12 demonstmstes

&s managers, modules, proccsscs. databases (Db). storage
dcviccs (HFS), pa&hs and other features fi&r the conumuu-
cat&on bctw ecn three pcrtinm&1 players in thc &u&uml bu&lduig
all&I fit'i&lag&fig pl'ocess

In this example, a single runnel TUN() 12-( V80 is built
so between an end point device (EPD) 12-100 and an access

point server (SRV AP) 12-300. The tunnel is initiated by the
Tunnel Manager (Builder) 12-D110 on thc EPD 12-100. It
"d&als'* a spec&lic pain& on an IP address wluch &s bcu&g
1&s&cncd to by thc Tunnel Ma»ager (Lm&cger) 12-D310 on thc
Si(V AV 12-30U.

'I'he three main steps bet&veen the builder and the listener
are the handshake (12-SI), the infonnat&on exchange (12-
SZ) and the tunnel build process (12-S3).

There are also o&hcr conunu&ucauons paths dcscribcd such
o as path 12-CP02 wluch could be a d&rect SSH or cqu&valcn&

type of direct dcv&cc-to-dcvicc commun&canon.
An AVI path 12-VAI behveen I:VD 12-100 and a central

cmitrol server (SRV ('N'I'RI
) 12-2UU and another A VI path

12-PA2 behveen SRV AP 12-300 and SRV CNTRL 12-300
can be utilized to securely share infonnat&on about the
tunnel, about the peers EPD 12-100 m&d SRV AP 300, or
other rclatcd &nfonnauon v&a SRV CNTRL 12-300.

Within each dev ice. thc Tunnel Marm gers collaborate w &th

other modules and managers such as Device Manager
ro 12-D120 and IZ-D320. as &veil as others

Paths IZ-TPOI to 12-TP02 between EPD 12-100 and
SRV AP 300 can represent another ded&cated tunnel for
infi&rmahon cxchangc ui addi& &on &o 1hc tunnel I'or data tra flic
TUNO 12-CP80.

ss FICi 13 is a flowchart illustrating thc logical used &o

assign a port to an IV address used to build a tunnel in
accordance ivith certain embodiments of the disclosed sub-
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ject nuiucr. The liow takes into account various fimtors eben
selectinu the port and IP address to use

'lhe first step is to gather parameters 13-01() for the port
to IP address assignment by checking to see if desired port
and IP Addrress have been specified to be used by a specilic
device by its Device ID, and other Ihctors, The parameters
also dclincate a lloor value tmd a roof value for pot( munbcr,
slid nltile govClllltlg SCtllllgs.

1'he "lo ic ate IF+Port specified'& 13-t)2(P'tep checks to
see if there is a request fiir a specific port attached to a
specihc IP address for a server device by l)evice IP.

If the port and IP address have been specified, rhen the
availability for their use is accepted and logic follows path
Yes 13-P022. II' preferential port and IP are not spocilied
then logic follows path No 13-P030 to random number
generator for a random port to be generated within mange
13-03U.

A lookntp is done at step 13-050 to check against current
and histoncal use (via path 13-B102 to Db Registry
13-BIUU) for that port to IP address mapping to see if the
port is frcm or 11't is currently ui use. A secondary check is
done by looking ut hmtoncal use to scc il'it uidicatcs if )liat
port and IP conibination has been used in the past by tlus
device or other devices, and if so. if that use proved to be
relatively problematic. Some unstable or unreliable ports
due to filtering or congestion throu h devices or orher
reasons can be marked as being problematic. If there is also

ucnd for blockuig of problematic pons I'or other devices,
then the port to IP address combination can be marked as
unavailable

If the port is not available at step 13-060, the process of
generating a port to Ip address mapping is restarted via
junction point 13-012.

If the port is avaiLable, then the port to IP address will be
assignixl for usc at step 13-100. Tlus assigtuncnt will be
saved ui the Db registry 13-B100 via path 13-B112. Next,
thc Port to IP Address assigiuncnt is published via an API
call 13-120 so that relevant devices know about the avail-
ability stanis of the port. The last step is to loa the assigtt-
ment 13-130 of port to IP address including the logic used
and other factors v hich could assist in improving the
cfflctclicv'l futiilc poll assiglllllc'nun

FIG. 14 illustrates, in accordance with ccrtaut embodi-
menis ol thc disclosed subject matter. 1hc importance of a
server availability list and how IP addresses and ranges are
assigned for venous devices. Although Ipvti olfers a huge
ran e of possible IP addresses, the IPv4 standard has a finite
amount of both public and private IP addresses. This has an
inllumice on wluch EPDs can coiuicct which SRV APs

In tlus ligure, EPD 14-100 builds tunnels with SRV APs
14-300. 14-302 und 14-306. EPD 14-102 builds tunnels with
SRV APs 14-300. 14-3U4, and 14-3()8.

1'his example denionstrates hotv the internal IP range
10.10.191.0 tluough 10.10.191.255 can be used on two
SRV APs 14-302 and 14-304, and IP range 10.10.192 0
tluough 10 10.192 255 can bc used on both SRV AP 14-306
and 14-308.

llicrcforc for example. 10.10.191.18 ca+but ustxl by EPD
14-1 UU to build a tunnel to SVR AP 14-302 and at the same
tinie 10.10 191 18 can also be used by iipl) 14-102 to
connect ivith SRV AP 14-304

EPD 14-100 and EPD 14-102 do not have to directly
interact with each other to avoid conllicts bcmmiac 1hc scrvcr
availability hst pubhshcd I'or each EPD in coordmation with
thc TUN manager will assign IP address (intcmal and
external) combinations for lip))s to connect with SRV APs
without any conflicts
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FICi 15 illustrates. in accordance with certain embodi-

ments of the disclosed subject matter. elenients of a ()VN
'I'iutael from I AN to lip)) to SRV Ap to Sl(V AP to Epl)
to I AN, including peerin points peering points behveen
ISPs and nehvork ed es. This illustrates an end-to-end C)VN
tunnel(s) between edges of two LANs via hvo SRV APs and
i1 also further illus)ra)ca more infonnauon about dilfcrenl
Internet Service Providers (ISP) currying traliic over certain
portimis of the Internet behveen 1111-3 and EI 1-15

io ED(iE-I is the demarcation point for nehvork access
cmtnectinn between the devices of I AN-1 and the POP of
ISP-1. PP-01 is the point where peering occurs between the
ISP-I and ISP-2 networks. PP-02 is the point where peering
occurs bctwecn thc networks of ISP-2 and ISP-3. EDGE-2

1 1s tile ilcluarciitloll poult for ac(work ticccss coilllcction
betweett devices nf I,AN-2 and the POP of ISP-3

Snme advantages can be realized by placing SRV AP-I at
Pp-I so that this SRV Ap directly can peer with both ISP-1
and ISP-2. More advantages can be realized by placin

zo SRV AP-2 at PP-2 so that tlfis SRV AP can directly peer
with both ISP-2 and ISP-3. II'hc network ol'SP-2 is not
ideal, it is possible for traffic to bc altcrnahvely routes)
around ISP-2 by the GVN thmugh another route or line or
ISP or carrier

I'he hop count throu h the neutral ')bird I eyer of the
C)VN is eiaht. The distance between ISPs is not to scale.
Furthemtore. it is likely that there could be more hops within
thc network ol'n ISP but lbr simplicity sake, tlm quanuty
illustrated has been lani(cd.

10 lil(i 16 illustrates, in accordance with certain embodi-
ments of the disclosed subject matter. a multi-perimeter
firewall (MPF)V) in the cloud supporting a personal end
point device. This figure shows portable devices which
v ould hook into the GVN from a mobile location and where

is 16-Ml boundary is thc edge betwcmn a personal arcs ac(-
work (PAN) 16-010 and thc CiVN.

This Iigurc shows thc topology of a personal cnd pout)
device (Flip))) 16-130 ivith some of its connectivity and
other functionality distributed in the cloud 1his figure

so further describes Iirewall opemstions distributed into the
cloud alon v,ith those other operations perfomied in the
cloud on behalf Of a local device such as a personal cnd pouit
device (PEPD) 16-130. Where a PEDP 16-130 is a less
powcllul alul niolc ptilu'Ibh: device than till clif poult dcvlcc
(I:PD), it can still take advantage of the personal area
network cnnnectii ity a tforded by a (IVN, including features
such as advanced an)art routing (ASR). multi-perimeter
firewal la, and more.

Thc kcy point illustrated is that thc personal device
0 spreads its aced lor proccssuig power into 1hc cloud. The

modules rcsiduig on thc PEPD include lrardwarc compo-
nents for processor ('PU lt)6. memory RAM )08, and
netwnrk interface NI('02 1he operating system is a
minimal 0/S 110 to provide a platform for system soihvare

ss System SW'12 and a Connectivity 172 module. This basic
configuration is enough to allow thc PEPD 16-130 to build
a tunnel IG TUN2 bctw can 11self and un access point scrvcr
SRV AP 16-300.

'I'he component parts at the SRV AP 16-3()l) hardware
ii! components for pmcessor('PU 306. memory RAM 3()8, and

network interface NIC 302. The operatin system 0/S 310
is a more extensive install than 0/S 110. 0/S 310 provides
a platform for system software System SW 312 and a
Conncctivity 372 module for thc SRV AP 16-300.

ss Advanced smart rouhng (ASR) 350 moduleand other mud-
ules 370 offer binctionality both to the SRV AP 16-30() and
to the connected Pl ipl)-16-130
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11&c PEPD 16-130 may bc dependent on the tunnel

16-TUN2 to be up and able to carry traflic to realize cloud
based ASR, FW and other operat&onal funcuo&uil&ty.

l1(i 17 illustrates, in accordance with certain embodi-
menis of thc disclosed subject nmlter, hov, tables on thc
databases of various (iVN devices are related to each other
and in which way they interact. For example, the repos&tory
database l))3 23UU on the SRV CN'I'RI has various tables
on it related to devices and the interaction between dev&ces

»a thc neutral API mcclrsnism (NAPIM) of the GVN.
Tables such as Dev&ce Registry DBT 2310 in database
DB 2300 is designated as REPO ACTIVE winch mmins
that it receives information from many sources, is read/wnte
and &s able to bc queued as the source of information for
selective or full replication to tables such as l)evice Identity
DBT 2102 as a part of the &Lstabase EPD Local Db
l))3 21UU This table DI3'I'101 has the desiW&ation SEII,

REP+W winch allows for selective replication from
DBT 2310 as well as I'or &I to rcport relevant nlenuty back
to the device re istry.

11&e control and release ol infonnat&on is governed by
data nlanaaers l)atabase table type desig&tators include
Ri&(iUI AR for normal, read/write tables, as RIIV INI'0 fi&r

read only. replicated tables, as Sill. Rl!V read only. partially
replicated tables with only related roivs, as REPOS AC-
TIVE a table combined from all sources on repository for
dcvicc registry DBT 2310 such as &dent&t&cs. Other pose&-

bd&ties include LOGGING fmm source tables to be com-
bined on the cLstabase l))328()t) on SRV I,O(iS. I'hese
desianations for tables are fi&r exmnple only and may be
different in real world use and there are many nx&re tables
and other types based on use.

FIG. 18 shows, in accordance with certain embodiments
ol'hc iliscloscd sub)cc& maucr, a block diagr un of teclulol-
ogy use&i by and enabled by a global v&rtual network
(**GVN'*) ulcludu&g thc CiVN core elements GO, G'v'N mod-
ules (i100, and technology enabled (i200 by the global
vi&nml nenvork (iVN 'I'he (iVN core includes an overview
of the nlechanism Ci1 and its constituent component parts of
Topology &12, Construct Ci3. Lo ic G4, and Control G5
layers. Thc CiVN core Ci0 also ulcorporatcs the relations to
snd w &th CiVN Elcmcnts G6.

lilt: GVN cau ulcluili: pli&g-ul anil/ol stan&I-alone GVN
modules (i100 including but noi limited to Neutral API
Mechanism ("NAVIM") (il02, described in VC1'nterna-
tional Application No. PCT/US16/12178. which is incorpo-
rated herein by reference in its entirety: Cieodestination
(**Geo-D") G104, dcscnbcd in PCT Intenuit&o&ml Apphca-
uon No. PCT/US15/64242, wluch is u&co&pointed here&n by
rel'crcncc &n &ts cnt&rcty, Advmlced Smart Routulg ("ASR")
(i I t)6. ('onnect (i I Ug. and other modules (il I 0 described in
U.S. Vrovis&onal Application 62/151.174, which is incorpo-
rated herein by reference in its entirety.

The GVTxt also pmv&des a platform which can enable other
technolog&es includ&ng but not linutcd to: Network Tapestry
G202, MPFWM G204, Network Siuigshoi G206: Network
Beacon G208. Granulanty of a tick G210, and other tech-
nologies (i212 1hese are described in in U 8 Vmvisional
Application 62/174B94 and U 8 Provisional Application
62/266.060. which are incorporated herein by reference in
their entireties.

GVN Modules (G100) aud Technology (G200) enabled
by GVN can operate on top of an ex&sting G'v'N, as a
component part of a GVN, or can bc indcpmlilmlt mill uuhze
all or some isolated parts of a (iVN to support their 1mn
stand-alone operations

FICi 19 illustrates. in accordance w&th ccrta&n embodi-
ments of the disci&sed subject matter, tltree devices that
work logcthcr to prov&dc gcograplnc dest&nat&on services to
a client to optimize the retrieval. transfer, and serving of
content from scrvcrs located ul a remote locat&on.

I'he devices are an end point device (I:VD) 19-1()0, an
access point server (SRV AP) 19-300, and in a supportin
capacity, a central contml server (SRV ('N1 RI,) 19-300

A content delivery agent (CDA) 19-D120 operates on the
I 1 &

EPD 19-100, and a con&wit pullulg agent opera&ca on the
SRC&V AP 19-300.

Thc CDA 19-D120 coordulates w&th the advanced smart
routing (ASR) 19-DIU2 module on the I:VD 19-1()t) as well
as w&th thc cache manager 19-D130.

('VA 19-l)32() comnninicates &vith the URI. lookup and
DNS cache manager 19-D310 and it d&rectly provides
instmctions and receives information from the Remote
Fetcher BOT (RFBOT) 19-D328. as well as coordinating its
scious with the cache nuinagcr 19-D330 on thc SRV AP
19-300.

Thc CPA 19-D320 recciica ulstruct&ons from thc CDA
19-D120 to contact a content server to retrieve content from
s tsrgi:I sc&ven

l&I(i 20 further illustrates the operation of the three
dcviccs doser&bcxI ul FIG. 19 ul accordance w&th certain
embodiments of the disclosed subject matter 'I'he three
devices. which constitute a geographic destination mecha-
nism, include an end point device (I:VD) 20-10(), an access
point server (SRV AP) 20-300. and a central control server
(SRV CNTRL) 20-200.

The content pulling agent (CPA) 20-D320 receives
iustnictions ffom lhc content dain cry agent (CDA) 20-D120
that the Client 20-80() connected to the EVI) 20-lt)t) has
rcqucstcd geographic destination fi:tchu&g m&d retrieval of
em&tent fro&n a content server 20-600 that is located in the
re ion where the SRV AP 20-300 resides.

'I'he ('VA 2()-I )32() receives the instn&ctions fmm the ('I )A

so 20-D120 to fetch content from a URL. The CPA 20-D320
passes tlus &nformat&onto the rcmotc fetcher BOT (RFBOT)
ZU-D328 to do a lookup of the URL to see if its DNS
infi&rmation &s locally cached at 20-D310. II'&1 m cached and
thc inli&rmation is not stale, then thc cached &nlbmlation is
used If the information is not in the cache, or if it is stale,
a fresh lookup &vill be made to l)NS server 2(L6()4. 'Ihe
results &vill be returned and stored in 20-D310. The RFBOT
ZU-D328 notifies the CPA 20-D320 that it has successfully
obtaulcd DNS inl'ormation. Thc CPA 20-D320 instructs the

o RFBOT 20-D328 io con&sex the content scrvcr 20-600 and &I

fi:&ches thc content lile(s) from that server The RFBOT
2()-D328 passes the content to the ('VA 20-D320 fi&r parsing
to seek for more content links &vh&ch are embedded in the
fetched content. The CPA 20-D320 then collabomstes with

&1 the URL Lookup and DNS cache manger 20-D310 and as
well as with the RFBOT 20-D328 to fetch information about
thc network coordu&aies ol thc scrvcr(s) whcrc the other
content resides. For examples. an assets scrvcr 20-602 msy
host images, CSS, lavaScript, and other related assets files

rc Streaming files n&ay be served from streanting specific
servers 20-606. iles may be served fmm file servers 20-610,
and included content from third parties will be available
from the&r scrvcrs 20-608.

FICi 21 is an exemplary mubodiment wh&ch continues to
ss describe the operation of a gcograph&c des&&nat&on mecha-

nism further expLaining the retrieval of a series of files from
various types of sewers. &he clump&ng together of the
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rctncvcd Iilcs and the subscxlucnt transnussion from thc
access point server (SRV AV) 21-20() to the end point
device (I!VD) 21-10()

After the content files are successfully retrieved by the
RFBOT 21-D328. they are passed to the Cache Manager
21-D330. The information about each file as well Bs the
mamfi:st of all ol'hc lilcs rctneved is mialyzcd by the
content pulluig agent (CPA) 21-D320. Tlus mfi&rmation is
conveyed to the cache manager 21-D330 as v ell as to the
cache manager 21 D13U on the EVD 21-1()0.

1'he manifest of content file inforination i ~ further shared
ivith the content delivery a ent (CDA) 21-120 on the EPD
21-100. The CDA 21-IZO communicates with the cache
manager 21-130 to expect and receive the clump of files
from 21700 to bc dc-clumped and inihvidually served from
a local host on the 21-1 UU to serve clients connected and in
close proximity to the IIVD 21-100.

In many respects, this operates like a reverse of content
delivery network.

FIG. 22 illustrates the prior art ofhow eocasting works
Bi&Jun a content dclivcry network (CDN) whcrc a server in
one region S 22-00 has content like s&reiunuig video tlmt
clients located in another region such as ('2-20, C 22-22,
and&or ('2-24 desire to retrieve said content. 'I'here are
bandkvidth and latency issues that impede the transporting of
the infomtatioil &iver a long distance ihom S 22-00 located in
one region to the clients in another region.

To mingate the uegativc cflimts, thc owner of S 22-00 may
sct up d geocdsuug server (GS) such ds GS 22-10 to bufli:r
content fmm S 22-OU or act as a stree&ning reflector for live
streams fmm S 22-t)l) to be efliciently served by (iS 22-ll)
to the clients ('2-20. C 22-22, aod/or C 22-24.

FIG. 23 illustrates the analysis and interpremtion of
periods of ticl cycles. Artificial intelligence can assist in
fu&ure calculations to csuma&c how long thc processing and
post processing times ol' tick will iake based on quantities
ol iiems to process taking Into account system resources and
other factors

Ver period calculated metrics ivith data from current
period, short term and long term historical data can be
plotted on B standard deviation curve based on the various
cychcal trends. Notation of iowa, lughs, avcragcs mid other
dlldlVSIS Cd&1 Illd&CB&c Wllctl&CI CIBZC&lt pC&forll&B&lce IS ill 11&IC

with cxpccnitious or is bc&ter, worse. or otherwise difl'crmit
than previous experience

'lliis data gathering and contextual analysis assists artifi-
cial intelligence (AI) algorithms in decision making.

Current penod 13-TOO can be compared with short tern&
13-T18 mid long term 13-T28 pcrfomiance daui.

FIG. 24 descnbcs how a dcscnption of tv,o difli:rent acts
Ol ddtd Cilll p&OV&dc it&fort&lilt&oil Wile'll Coillpa&11&g Vill&0&IS

dissimilar data sets in accordance ivith certain embodintents
of the disclosed subject niatter.

A key point is that while Ciroup 1 lms A, B, C. D. Bnd F
sets of data, Cimup 2 contains data sets A. C. D. Bnd E.
Information from thc direct companson where &herc is an
overlap for sets A. C, and D can provide a contrast or
corroboration ol'charactenstics of thc acts bem comparixk

And a comparison of the results of 13 set against Ei set may
also pmvide insight into difFerences aod alternatives which
could be considered.

An intelli ent algorithm which will be presented with
difli:rmit acts of data at difli:rent times nimds to be able to
compare sets which overlap be&ween groups as well as being
able to take lllto i&econ&it liow to Blldlvzc sots whlcli Brc ill
one amup and not in the other group, and to weight this into
the results.

FICi 25 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. the integration of a
multi-perimeter tirewall with other systenis in a GVN. Acts
of infommtion ivarfare are always occurring Whether they
are by nation state. by corporate players„hackem. or other
actors. these attacks are relentless and according to trends,
the tlucdts arc increasing. Utilizing thc topology dcscribcxl
herein, thcrc exists thc possibih&y to uitcgratc information
about live attacks which is detected by passive firewalls or

io other such monitoring middle devices on the inteniet aggre-
gated and reported by security provider companies or orga-
nizations. Whether the nature of the attacl Is an intrusion,
phishing attack, attempt to steal intellectual property. DDoS
attack. Cr other thrent known or unknown, thc kcy point is
to protect one's Bc&work.

lil(i 25 shows request,'response (REQ/Rl ISV) A VI loops
be&wee&I various devices I hese information loops can slmre
inforntation that a cloud fire&val such as ( I )V-DVI
25-142LB or CFW-SPI 25-144LB learns about tmsflic flow-

zo in through it ivhich is reported to SRV CNTRL 25-200.
The uifomiation loops can share information about snacks
iu other locahties by passing inlbnnation I'rom SRV CN-
1'RI 25-ZOO to the cloud tirewall such as ('I'W-DVI
25-142I,II or ('I:W-SVI 25-144I.I3 I'urthermore the intiir-
mation stored in the database l)b 25-l3200 on SRV ('N I'RI,
25-200 can aiso contain heuristic patterns. signatures of
known tlueats. as well as information from global internet
moiutoring feeds &o bc slmred. Visibility for a human mhnin-
istrator can also be made available lbom B hosted uistancc on

so EVD 25-10() via a graphic user interface ((JI.JI) on the ('lient
25-0 N via path 25-(JIJI-AJAX.

'I'he flexibility of this intiinnation exchange topology also
allows for perfonnance monitoring, billing module for
cloud-based scaiable use of firev,all resources, systems

Is adnutustration, and other purposes.
A grapluc user intcrl'acc (GUI) hosted on either &he end

point device (EPD) 25-100 or on the central control server
(Sl(8 CN'I'RI,) 25-ZOO cmi pmvide inforniation about the
opemstions of the fire&veil and also offer point and click

do control surfaces for users to utilize
FICi 26 illustrates, in accordance v ith certam embodi-

ments of the disclosed sublcct matter, two paths~ac
tluough thc open Intcrnct as well as ano&hcr path which Is B

combination ol'network optinuzcd traflic vui global vidual
network ((IVN) segnients mer the top (OT'I') of the hase
Internet combined with open Internet segments

One path is tiuough the open Internet fmm hop PO-1

through PO-14 via Internet local 26-CPT140 to Internet
trans-regional 26-CPT340 &o Intcrnct local 26-CPT240.

o Thc other path is also from hop PO-1 tluough PO-14 but
dilfcrs from thc previous path as i& oes lbom &unnel OTT
last nnle to (IVN's SRV AV 26-('VJ 100 to long distance
cminectivity via CIVN tunnel 26 ('VJ 30() to I IIV to target via
Internet in remote region 26-(. PT200.

ss Metncs about each block of nenvorl segnients such as a
mcasurc of time At=26—TZ ms for long distance connectiv-
ity via GVN tiuuicl 26-CPT300 olfbr a quannliablc value
which can bc compnrcd. Algoritlunic analysis can compare
paths such as starting at 26-l)00 One analysis of Measure

io Internet QOS 26-DIO can look at the end-to-end open
Internet path and the other can look at Measure CIVN QoS
26-D20. A compare and contrast evaluation is run at Con-
nimuvity Internet vs GVN 26-D30.

If thc open Interact Is bcncr (26-DP40), then that path is
ss used. II'hc GVN optimized path is bcttcr (DP-DP50), then

that is used This is only one embodiment for illustration
purpose and is not liniiting
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FIG. 27 illustrates a GVN usul hub imd spoke topology
with a backbone and octagon routing in accordance v ith
certain embodiments of the disclosed subject matter. I'l(i. 27
shohvs the nenvork topology of a (iVN in nvo difTerent
re iona 27-RC)N-A and 27-RC)N-B and how the regions are
connected via paths 27-PUA and 27-PUB tlmhugh global
conncoiivity 27-RGN-ALL. In addition, FIG. 27 shows the
hub 8: spoki: connections ul each ol lhc iv,o regions.

SIRV l3BX 27-280 and SRV l3BX 27-282 are backbone
exchmige servers and provide the global connectivity.
SltV I)I3X may be one or more load-balanced servers m a
region servin as global links. Access point servers (SR-
V AP) 27-302. 27-304 and 27-306 in 27-17-RC(N-A con-
nioi io SRV BBX 27-280. Thc central, control server
(SRV CNTRL) 27-200 scrvcs all of ihe devices wiilun thai
region and it may be one or more nndtiple master SJtV GN-
'I'RI servers. Jind point devices (EPI)) 27-100 tlirough
27-110 will connect with icne or more multiple SRV Ap
servers through one or more multiple concurrent tunnels.

This figure also shows multiple e(rress ingress points
(EIP) 27-EIP420, 27-EIP400. 27-EIP430, mid 27-EIP410 In
each region as added spokes to thc hub mid spoke model
with paths to and fmm the open internet. 1'his topology can
offer IIPD connections to an JIIP in remote regions routed
through the (JVN In the alternative this topology also
supports EPD connections to an EIP in the same region. to
and an EPD in the same region. or to an EPD in a remote
region. These connections arc securely optutnzcd liuough
thc GVN.

11(i 28 illustrates, in accordance with certain embodi-
ments of the disclosed subject matter. a distributed end point
aihninistrative cluster (DI IPA(') 28-800 which can be virtu-
ally constnicted within a global virtual network (GVN)
28-000 or other sunilar topolog~.

Traffic bciwccn devices is carncd withm encrypted tun-
nels and thcsi: iunni:ls )oln dc'vices iogi:lhcl into a broader
network over thc top (OTT) of thc base Inicmct.

1'here are two types of end points described herein. an end
point device (I:PD) such as 28-120 behind which is a local
area network (LAN) or a portable end point device (PEPD)
such as 28-150 belfind which is a personal area network
(PAN).

Other devices dcscribcd hcrcin arc access poult servers
(SRV AP) such as 28-308 and a central control server
(SRV ('ihflltl ) 28-200

'ibis topology offers security both fiir tmsflic through the
tunnels as well as by concealin the IP address of the device
as its traffic egresses to the Internet via a remote egress
ingress point (EIP).

Best and most cflicleni routing for traffic wiilun a CVN
28-100 cml be routed by an advanced smart routulg (ASR)
illeChaillsnl.

FI(i 29 illustrates the logical constmction of a senes of
tests to be run on the Internet testin various ports and IP
addresses in accordance with certain embodiments of the
disclosed sublcci matter It allows lor a specitication of a

r;mgc ol'ports io run on a spccdic IP Address via dauI array
29-BT030.

A counter keeps tmsck of tests 29-(k10 'I'he results of each
test are saved in an array 29-090 which is then returned and
lo ed at step 29-800.

This algorithm can be used to test inventory of available
IP and Ports assigned Rlr production. (o test and allalyzc IP
and Port perlomlancc to the same access point scrvcr
(SRV AP) io compare them It is useful to look ai the results
of current tests versus the pertiirmance logs of production
connectivity both to establish a baseline and to assess

whcihcr tests results are within an expioied perfonnance
mhage And also to monitor network connectivity during tests
to make sure tests do not affect perfiirnlailce of other
colmcctivity

FICi. 30 illustrates a mechanism for Jogging of connec-
tivity trafftc activity benveen various devices opemsting in a
global virtual ac(work (GVN) or other sunllar topologles in
accordance with certain embodiments of thc disclosed sub-
ject matter Such devices can include an end point device

ic (EPD) 30-(00, and access point servers (Sl(V AP) 30-300
and 30-32U.

A meter point of lo ing (MPoL) on network mterfaces
and virtual interfaces and ninnel Interfaces logs both
inbound and outbound traffic for each dcvlcc.

So for cxamplc thc tunnel TUNU 30-TUU bctwccn EPD
3U-100 mid SltV AP 3U-300 has four such points of logging
on EPD 30-IUU MPOI. (inbound) 3U-108 and MPOI, (out-
bound) 30-106 and on SltV Ap 30-300 MPOI, (inbound)
30-308 and MPoL (outbound) 30-306.

Io There exists a direct relation benveen the outbound MPoL
on onc dcvicc and the inbound MPoL on thc device to wluch
it Is connected.

So for example. the outbound MPOI. 30-306 on SRV AP
30-300 measures traffic sent to the EPI) 30-100 and the
direct correlation via path 3U-F108 to the inbound MPOI,
30-108. The aggregate totals of tmsfilc sent can be compared
to the amount of traffic received on the other end. The
amounts should bc CIJOSI io each other If thc runount
rcccivcd is less Illan the amount transmlued, then ilus

ic indicates lose. Iimm a fainless perspective on a consumption
bilhng nlechanism, if traffic is billed on the EPI) 3(bl00, it
should be based on the traflic received on the inlxiund
30-108. Conversely trafiic that reaches the SRV AP 30-300
from the EPD 30-100 should be billed based on the amount

li reccivcd by thc inbound MPoL 30-308 on thc SRV AP
30-300.

If a slniiltlon cxtsm whclc ihc italic rect:lvcd on an
inbound MPOI is greater than the tratfic sent its correspond-
ing outbound Mpol„ this can indicate either an ermr or a

so malfunction or a data injection by a malicious plaver in the
middle

Thc dilli:rcncc bein cen a bandw nlth (BW) billing model
and a consumpuon (CONS) billing model are that in a
Bandkhidth Model 30-1008, the trrdlic may bc slrapcxJ to an
amount which is less than the carrying BW capacity of the
line 30-1002 Conversely in a consumption based model
there is no shaping of the BW and the max bandwidth
30-1086 may actually exceed the mated BW carryin capac-
ity ol'hc lute 30-1002.

c Thc advmliagcs ol'a BW model 30-1008 are that unlim-
ited dais trafiic up io thc mnount ul Mbps of ilm paid BW
tunnel. 'I'here is a relatively hiP cost harrier for this and the
actual utilization is usually only during certain hours hvith
wasted capacity at other times.

ls The advantages of a CONS model 30-1088 are that there
is no lluotihng ol tunnel so Ii cml reach or even exceed ihc
rated BW carrying cnpaciiy ol'lm hnc This model is
advantageous bccausc dais will trmlsfer as fast as possible
and it is billed on a pay as you go basis. And paid by the

ic gigabyte (JB transferred it can off'er a low barrier to entry fiir
consumers.

FICi. 31 illustrates the traditional tiuck stack 31-20 lay-
ered access between thc application layer 31-800 and a
network interlhcc card (NIC) 31-000 as comparcxJ to a thin

si stack approach 31-10 wluch directly acccsses thc NIC
31-000 in accordance with certain embodiments of the
disclosed subject matter.
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lllc Bdr Bntligcs of B lhul sIBck over thick sllick Blc th'n ll

is faster. consumes less resources, and therefilre can process
relatively more nenvork comlectivity interactions

11(i 32 illustrates a simple example databases schema for
relating and storing connectivity information from both tests
and production envimnment usage.

lllosc expenmlccd In thc arl will scc ils advantages. The
tables, the liclds, labels and other information arc provided
for reference only and may differ in the various production
deploynlents

1'he Server Availability 32-280 module examines current
allocation of IP address ond port combinations while taking
account actual use. load. and other factors of the live
production cnvironmmll. Il lurlhcr analyzes lhc potential
impact of assigned bul standby allocanons lo predict thc
impact of those resource demands going live.

When a device makes a request to the server availability
module, what it is really asking filr is a list of available
servers, and specifically an IP and port which it could utihze
to in the present or in the fiiture to build a nuulel to. Each
tunnel hds speciiic Information wluch needs to bc known to
each pair in the tunnel building process as delincd by tables
under Tunnel information 32-220

1'he list of server availabihty is tied to Connectivity Info
used to nmke tunnels 32-210 by both device iD 32-F288 and
device type ID 32-P220.

The Peer Origin ID refers to the ID of the originaring
dcvicc making thc tunnel.

lllc Peer Target ID rcfcrs Io the ID ol thc hstening
device to rvhich the tunnel will be made In nxlst cases,
l)evice ID held m the array 32-B'I'I)20 is equivalent to the
Peer Ori in ID held in the 32-B'I'020.

The List of Server Availability is therefore a liar which can
be utilized by all devices but for which a contextual list for
onc cr:nllin deva:c ls cllsllv lcnlcvcd with conloxtUId records
relevant to il. The Iield Flag Suite ul array 32-BT020 Is
siglulicant bccausc 11 can uldicate the sta(e ol'lus rnlhmla-
tion. if it is unused. in production. retired, blocked or
otherwise marked

The server availability mechanism 32-280 considers
many factors balancing demand for resources by clients such
ds EPDs uniting lo building tunnels agaulsl available
resources of SRV AP's wluch they would connect with

llns govcmhlg nu:chBnlsnl cnsUrc's liat BUliuuafic lunlps
of nlnnels from many IIVI&s to one specific device do not
occur. Iror exanlple, if all I ipl&s share the same list of server
avaiLability, without an influence on how an EPD picks
which servers to connect with. there are scenarios where too
many EPDs connect with some SRV APs and too fi:w to
others. And when thc EPDs conncclcd to file oversaturated
SRV AP realize that they are rcceivulg less limn optimal
connectivity, if they share the same list. by jumping to the
next sen er on the list. they will be cmising a v obbly shifting
of the problem dov n the line.

Server availability addressin this sort of scenario by
rankrng best SRV APs In order contextually lhr that spccilic
EPD. mid when gr:nerating thc hsl, taking into mcount a
holistic i iew and prcdiclivcly sprcadulg load m imtmrpalion
of demand pressures on the production environment

11(i 33 Illustrates, in accoroance with certain embodi-
ments of the disclosed subject matter. the usage of custom
commands that act as a defensive cushion benveen a trigger
on an Bpphcauou layer such as a buuon chckcd on a grapluc
user ullcrfacc and Ihc dccp logic and commands lo be run as
a result ol'he tnggcr.

1'he deeper a trigger's code execution can penetrate. the
nlore risk of conlproinise to the system ibis presents a

conundrum because on onc hand, an uupnvilcgcd clicnl
should not have deep access. Yet. certain scripts that a user
will vvant to tnggcr will ncxd lo delve drxp or they will be
rendered moot and not take eil'ect when executed

This Iigure has suflicicnt labcllulg so tlrdt a reader with
reasonable skill in this area rvill be able to understand the
information fkllv.

'I'he step executing custonl command 33-200 presumes
that the triggering user has limited ri hts only to the ('ustom

I i 1

Conunands 33-L20 execution level mid uot below. These
limited rights preclude the ability to nnl sensitive com-
mands, to access dccp lhlders or Iiles, or otherwise bann or
penetnlte deeper levels of the system The path 33-PI 50 to
custonl conundnd is prn ilcgcd to cull deeper scripts and

commands 33-1)150" defines a sequence and series of steps
that vvlli allovv the specific custom conunand to run the
intended specific functionality in a safe and secure manner

At "0/S installed pacl oges+configs** 33-12, the embed-
ded commands willun thc custom conmland may bc able to
evoke control over deep 0/S level functionality but in a
controlled mimncr. 11lc lowest possible level conunands
may also be evoked but in a controlled manner and only
based on the contents of an untempered custonr command

I'herefore, the triggering user cannot dig deeper than
31-L20 and has no right to call sensitive conunands, how-
ever by the action of calling o custom conuuand to wlfich
thc)'rc allowed dcccss, lhc ciullcnls of lhc cilslonl conl-
mand Iilc can be run Bl dn elevated nghts state wilhoul

lo compromising the security of the systenr. with only the
calling and potentially the result of the custonl command
beulg avaiklble to the triggering client 33-800.

FICi. 34 is a simplified description of the modules on
related devices in a geographic destination mechanism

ls within a global virtual nctsv ork (GVN) ul accordance wifll
certain embodiments of Ihc disclosed sublccl maucr. Il
describe intcrdcuon bclwccn content dchvery agent (CDA)
and the content pulling 1 ent (('PA)

While the ('f)A and ('PA and associated modules are
do designed to run independently. there exists a flow of infor-

mation between them winch trigger operations of each.
For cxamplc. thc ASR module on thc EPD 34-D120 will

bc able to advise Ihe CDA 34-D110 that a URL Is Io bc
fetched Irom thc remote region where thc SRV AP 34-300
is located. 1'he ('l)A 34-D110 rvill comnrunicate with the
('VA 34-1)310 via path 34-( F310 that it desires the geo-
gmphic destination mechanism to fetch this content and all
associated content at that URL from the remote region.

Thc CPA 34-D310 Instructs thc rcmotc fetcher BOT
o (RFBOT) 34-D312 to do a loot -up at 34-D350 to lind Ihe

exact target server mid to have tlu: RFBOT 34-D312 fi:Ich
that content CPA 34-1)310 parses the content for embedded
links to more included content which it then asks the
RFBOT 34-D312 to fetch.

ls The subsequently pulled content is Inventoried by the
CPA 34-D310 lilr trio purposes. First n to amid thc malufcst
dnd lhc Ictnovod dulB Io lhc cliche nlanagi 1 34-D330, Bs well
as a copy of the mamli:st back to the CDA 34-D110.

'I'his collaboration is useful because the ('DA 34-I&110 is
io able to coordinate rvith the cache manager 34-1)130 to

expect the receipt of the fetched data ond can compare the
data received against the manifest created by the CPA
34-D310. There arc cfliciency gains rcafizoxt by llus con-
trolled approach as well as secunty advantages bccausc Ihe

ss reccivcd data must match the manifest or red flags could
tngger scnitiny of either possible malfiulction or malicious
man-m-the-middle type of data alteration attack.
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llic SRV CNTRL 34-200 is uscl'ul ds a ncutml clrdiuicl
for information conveyance benveen devices. and also for
holistic managenient of the chained caches on various
devices.

FIG. 35 diustrates„ in accordance with certain embodi-
ments of the disclosed subject matter, a few ways how a
portable cnd pouit device (PEPD) such ds 35-150 or 35-152
nnght connect to a global virtual ncmork (GVN) 35-000 or
similar topology In this example, the Pi'.PD 35-150 has
nniltiple connection options to three different devices First
to tivo diff'creat access point servers (SRV AP) 35-304 via
paths 35-T10B to 35-TIUA in a region close to it, as well as
to SRV AP 35-300 in another region via paths 35-T12A to
35-T12B. A tlurd opuon I'or PEDP 35-150 is to EPD 35-100
i is 35-T12A to 35-T12C.

'lhe Piipl) may connect to as many SRV AP servers as its
resources and its rights via a server availability mechanisni
pemiit However. for a Piipl) 35-130 to connect to an I(Pl)
35-100, they must have a relationslfip between rhem such as
wliat would exist if both belonged to the same distributed
cnd point area cluster (DEPAC) and nghts werc granted for
thc PEPD to connimt to tlrdt EPD.

FIG 36 illustrates, in accordance with certain embodi-
nients of the disclosed subject rnatter, the relationship
betiveen a portable end point device (PIIPD) 36-150 and an
access point server (SRV AP) 36-300. It hirther describes
some of the modules on each of the aforementioned devices.
Thc PEPD 36-150 will typically have a comparatively
smaller amount ol'hysical resources such as processing
power 36-106. RAM 36-102. storage 36-11100, and Other
systeni attnbutes An SRV AP 36-300 can be a cloud based
dynamic virtualized instance ofFering huge amounts of RAM
36-302, processing power 36-306. storage 36-H300, and
other resources.

Tile PEPD 36-150 will typically Imve a nunmial operatuig
system 36-110, simple security suite 36-114. nunimalizcd
system software 36-120 and gcncrally d small I'ootpmnt. Tlus
barebones approach ensures that there exists a balance
betiveen fiuictionality required and other related factors such
as cost, battery consumption, physical size. and more.

One solution is for a virtual sofiware conminer 36-160 to
bc available on thc PEPD 36-150 wluch is able to either
download and run soltw are locally, or Io acl as a hook point
for a symbolic link between local system and soltw are run
on a remote location such as on the SltV Ap 36-300.

'this arrangement is possible and secured by a tunnel
TUNO belts een the tv o devices throu h which nor only data
traffic can Ikiv, tluough but also software conuuands. que-
ries, results. and other functionality wluch can bc rmnotcly
run.

TllCIC CxlSI SCVCrdl BdvaltlagCS ni Iills BpplixiCh slS 111011-

tioned but others niay also exist
FIG 37 illustrates, in accordance with certain embodi-

ments of the disclosed subject matter. some of the diff'erent

types of extensible software that may be nm on a portable
mxl point device (PEPD) 37-150 whcrc the sofiware is
stored Ou d rclllotc device silch ds Bll access polllt scrvcr
(SRV AP) 37-300 to bc sent Ibom 37-158 to thc PEPD
37-15U.

'lhe first type is core software stored and running on the
PEPD 37-150 such as software downloaded and locally
executed 37-1520 Another type is remotely nm distributed
sofiwarc 37-1300 which tethcrs Ihe PEPD 37-150 to an
SRV AP 37-300 whcrc thc sofrware is nui.

llierc exist many advmilagcs to tlus meclmmsm. uiclud-
ing efficient use of Pl:Dp resources, as well as ensuring that
the most recent version of software is up and nuining

26
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property of the producer of the software due to the fact that
S0111C pll)'S1CBIIV liVCS ill 011C lociltlon arid 11111 %1(h ICSBIIS

used by a sofiware hook point in another location. In such
a topology, both devices would Imvc to be acccsscd to have
visibility to the complete framework. codebase, and nin-
time attributes.

lii(i 38 illustrates, in accordance with certain embodi-
ments of the disclosed subject matter, multiple tunnels

1 I 1

bctwimn devices witlun a global virtual network (GVN)
across nndtiple regiom. The EPD 38-100 is in one location
38-MO. SRV APs in region 38-M2 include SRV AP
38-300, SRV AP 38-302, and SRV AP 38-3U4. SRV Aps
in region 38-M3 SRV AP 38-310. SRV AP 38-312, and
Sit 9 AP 38-314 Advanced smart routing (ASR) is used to
manage routing over the multiple tunnels and paths behveen
the EPI) 38-100 and the various SRV AP devices ASR can
mitigate the risk of looping. wmn geographic destination
routuig, ASR remote rcdirixt backtrack, broken links
between SRV APs, regions, and other problems.

FILI 39 illustrates. in accordance with ccrtaui embodi-
ments of the disclosed subject matter, the frmnew:ork for a
cmnnion code base to be utilized by various t)pes of
devices, with each having their own attributes/type and
identity.

A hardware UUID 39-110 utdized by a device identity
module 39-100, related to dcvicc rclatcd records stored in a
database 39-BIOO, and calluig an ulcntity class 39-120 acts

10 up many different contextual relationships for that specific
device

Within the scope of a common code fran)cwork. by a
device knowing about its own identity from a few sources
via 39-100. it can glean ninny things such as its role 39-310,

is its type 39-300, wluch clemmits of thc base code penaui to
it 39-200, wluch applications it should load and cxccuic
39-800.

Knock on logical next steps are that by knowing device
type 39-3UO, device type specific niodules 39-320 can be

do loaded. and these along with device role 39-310, can trigger
0/S specific modules to be loaded 39-500 to sustain opera-
tions for that type of device.

Dcvicc type 39-300 mid role 39-310 also have unpact on
pimring pimr pair relationships 39-520, as well as on opcm-
tions and integration 39-600

Once the envimnment specific to that device is opera-
tional. applications 39-800 can be run contextually iiir that
specilic device.

It should bc evident to rcadcrs with sullicicnt skill ui tlus
IJ drCB

FILI 40 illustrates. in accordance with ccrtaui embodi-
ments Of the disclosed subject matter. the relationships,
interaction, and relevmice of data to various devices ivithin
a global virtual network (GVN)

i. The Port and IP Address Manager 40-200 will use various
data about tiuuicls 40-270. about servers 40-220, mid other
factors to assign resources for server availabihty 40-260 to
tllcll utilize dlld dole out ki vdl10us devices.

'I'here are logical relationships between data such as a list
io of Devices 40-110. and Servers 40-220, and hov: modules

interact ivith each other to use this information.
Internal Subnet Manager [EPD subnets]+[SRV AP sub-

ncts]+[Inlbastructure subncts] 40-300 uses tins information
to both calculate subnct ranges which could bc used wlulc

ss avoiding conllicts and also '*reserving" ranges to ensure no
future contiicts; both in mitoniatic settings and also in
messa ing to administrators regarding use
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llic global virtual network (GVN) relics on varnous

devices which work together to weave together a nenvork
type over tlu: top (OTT) of the Intcmch A registry 40-BIOU
kiwps track of devices, of their relationships. (heir speciti-
cations, their type, and other factors. Lore elements of the
system include modules and managers that work together to
construct and efliciently ntanage the (SVN construct

1'he advanced smart muting (ASH) Manager 4()-5t)0 looks
dt both ihe base intcrnct connecuvity as well as the network
stitlun thc CiVN layer OTT the intcmct. In order for mito-
mated systems to operate efliciently and effectively. Port and
IP Address Mana er 40-200 and Internal Subnet Manager
40-300 interact with various other modules.

Server Availability 40-260 looks at the tunnels 40-270,
their IP and port usc 40-276, reviews coiuiimtivity tests
40-158, both current nnd lustoricdi, calculates port avail-
ability based on usa e per IP Address, the IP addresses
assigned to servers 40-122, devices 40-210. and other fac-
tors to mans e how server resources are utilized and
assigrletl.

llic nurser avmlability module's maui beniflit is to catalog
thc rcsourccs usage. IP addresses and ports ol'access pouit
servers (SRV AP) and to look at which devices 40-210 such
as end point devices (EPD) that would like to connect to
SRV A V's to build tunnels ('I "l)Ns) 40-27() ivith then). 1 he
server availability module calculates and compiles a custont-
madc lisi of IP Addrcsscs and PorN wluch are contextually
dcsigncd to provule best options liir EPD's to utihze. Thc
tunnel registry 40-150 allows Server Availability to reviev
Db: Connectivity Tests 40-158 and based on current and
historical conditions to weigh and rank best connectivity
options for both tunnels 40-270 to be built and fiir routing
1 ia ASR 40-500.

Distributed end pout) adnunistrative clusters (DEPAC)
40-250 are an extension of the construct of a CiVN. DEPACs
allow for the linking of the local area network (LAN) and
personal area network (VAN) subnets behind lip)) and
portable end point devices (VitVD) 40-210 into a bmader
conncmted no(stork by )outing thc subnets together 40-300.
Thc Internal subnet manager needs to posiiively know about
EPD subnets. SRV AP subnets for tunnels, and other related
infrastructure subnets 40-300, so that when it assi@is new
ones and stiches an edge of one subnet with another one into
as broader fabric. by knowing about ones currently in use, it
mtsurcs that thcrc arc no con)bets ol'verlapping assign-
Ittcltts t11'ubncts.

The Db of IP address assignments 40-120 provides the
information to be used by the internal subnet manager
40-300 'I'he l)itVA('lusters 40-25U have member devices
4()-21U and each device has an identity 40-212 unique to it.

llierc arc also relationships bctwccn Users 40-280s and
dcviccs 40-210 based on dcvicc identity 40-212 governed by
an identity class or similar logic 40-282. Users can therefore
adntinister DEPAC clusters

'lite described topology alkiws for automatic and ntanu-
ally assisted constnict of tunnels 40-270, with etficient
routing thanks to ASR Manager 40-500, and other factors.

If a dcvicc is malfunctioning. needs to bc updated, is
oversubscribed. or is in another state which is not optimal,
a device flag 40-112 for that device can be set to something
other than "available*'o that the Server Availability module
4()-26U can know that that device is not available to be
assignixl to ness scrvcr avmiability lists winch would be
pubhshed to other devices to utilize.

Other bcnclits ure that analysis ol'ustoncdi usc can bc
compared with current conditions and Al algontluns used to
tllilkC OCCiSltlllS pCrtallllllg to loutillg, to 1'usotlrCC tllloCdtlt111,

and other factors
Ccntralizcxt rcul-time monitoring of connccuvity.

resources use. and other factors is made possible by access-
in the data in the database re istry 40-BIOO and displayin
It iit '1 (iUI

Administration is made easier by automated systems
1 I 1

which utilize infomtntion provided by CiVN modules and
managers to buiid and manage elements of the construct.

Deep analysis is possible for traflic flow. patlw as sci by
ASR, server availability 40-260 and other modules not
displayed herc. This not only facilitates visibility on past and
current use, but can serve as a basis fbr predictive cognitive
analytics of hoiv a future connectivity will operate.

lil(i 41 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. the topology of a
global virtual network (GVN) over thc top (OTT) of thc
internet and various devices operatin within it. Some
examples of devices uiclude end point devices (EPD) such
as UVD 41-lit). portable end point devices (VIIP))) such as
41-152, access pouit scrvcrs (SRV AP) such as 41-308. and
central control server (SRV ('N1 RI.) such as 41-200, and
tllore

'I'here are also egress ingress points (I IIV) such as 41-318
between a GX'N device such as SRV AP 41-308 and the
Internet such as 41-018

1(l In FICi. 41. there also exists another layer representin
two independent distnbutcd end point admirustrative clus-
ters DEPACO and DEPAC2.

Thc members of DEPACO arc PEPD 41-150, EPD
41-102, and IIVI) 41-106

Thc mcmbcrs of DEPAC2 are EPD 41-100, PED 41-152.
EPD 41-110, and I(VI) 41-108

DEPAC members connect to each other through existin
(iVN pathways and only connect subnets together and link

so internal tunnels joining local area networks (LANs) and
personal arcs nctv'orks (PANs) into a wider wide arcs
network (WAN)

lil(i 42 illustrates. in accordance with certain embodi-
ments of the disclosed subject matter. code both above the

es web root 42-Bound2 and below the web root 42-Bound0.
The bare minimum ofcode should be stored in tiles within

folders wluch arc directly ncccssiblc lrom thc open uitemet
below thc web root 42-Bound0.

Sensitive files including conhguration tile, cLssses. func-
tions, credentials. sensitive info, and other files are stored
above the web root 42-Bound2.

While it may be argued that the server side script peel age
(purser) 42-D110 should process the sensitive code within
lilcs wlmn they arc rculcvcil. (ltcrc arc iiistaiiccs wllcii a
malfunction or nusconliguration or hacking could allow the
file to be downloaded which yves direct visibihty to the
embedded code which should have been executed

The only server side code included in the files stored
below shouid be reLstive links to files above the web root
42-Bound4.

Thc tcmis above and bcloss refer to file patlw such as.

'iunteifnidet tttstsn cicodc/pui i cihttplALL here is on nptn intetnct HTTP
vniume fnidet utstu«et odetpuhi hnpsiALL here s on open uttetnet HTTPS
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Thc web root(s) ul tlm above examples arc.

'luurc fnidcr rusisuccr odcrpubi rhitp
'iumc fnidcr ursi:urccrcodcrpubi«hitpsr

Anything, above those is only accessible from v ithin the
server, not reachable via internet. And all files and folders
w ittun the http and https Ihldcrs are reaclmble.

FIG. 43 dlustrateb„ in accordance with certain embodi-
ments ol'hc disclosed sub)cct maucr. dlgontluns incorpo-
ration information from external sources with AI knov ledge
lcdmixl intcmally.

'lhe step Start checking veracity of Info 43-000 does so by
source and type of info.

Defined patterns 43-102 can be validated by 43-PIUS to
become udes. Warnings 43-122 based on infomtation fmm
others mdy either bc dlsrcgardcd or they ioo could become
rules 43-112.

FIG. 44 illustrates, in accordance with ccitaut mnbodi-
ments of the disclosed subject matter. a simplified represen-
tauon ol'n approach to designing a snuirter algomtlun by
takinc into account factors that one lms and balanciag
dgiilllst otic s pcrsondl llcixls hl lhls lillccs cxanlph) lhc
*'blend something together 44-130" step can be described as
a process which is important to focus on to achieve the
dcstux) resuh Thc **analysis of neo«Is mct 44-140" deter-
mines If best result has bixu aclucved ll thc process should
run again ivith slightly different inputs and methods to get
closers to desired result

In some embodiments, based on haves and needs for best
income. during the process elements may be utilized which
are not incorpomsted in the product of the final process but
suit have an impact ou lhc resulh To cxlcnd the juice
cxilnlplc oilh d citrus pccl call chccr a pcl'soll up (c.go lhc
maker ol lhc )uice) when pcelulg lhe Irull but it is ultimately
discarded and not used Another example is that apple and
orange are both good for one's health but citui~ may not be
ideal for someone with an acidity condition.

ICey point is for an algoritlnn to be flexible and to take into
account venous conditions, processcb, inputs, and outputs
taking a holistic approach lo evaluation.

FIG. 45 lllustraicb, in accordance with ccrtaul embodi-
ments of the disclosed subject matter, some system modules
and components for an end point device I IPD 45-100. central
control server SRV CNTRL 45-200, and an access point
server SRV AP 45-300. This figure also illustrates ILsmbase
5100 on EPD 45-100, database 5200 on SRV CNTRL
45-200. repository database 5202 on SRV CNTRL 45-200,
and database 5300 on SRV AP 45-300. The ligure is hier-
archical. with lowest level hardware devices at the bottonl,
and subsequent systems, components, modules and manag-
ers built on top of lower layers Files and data are stored on
the Hierarclucal File System (HFS) attached storage devices
45-HIUU on EPD 45-100, 45-H200 on SRV CNTRL
45-200, and 45-H300 on SRV AP 45-300. Thc components
illuslralixl in these systems diagrams all operate uldepen-
dently but may also rely on information about other devices
that they interact with

RAM stands for msndom access memory. C'PU for central
processing unit (v hich can also include sub-processors),
NIC for network interface card, Db for database sofiwiirc,
DNS Ibr domain uiunc system. HOST for hosung sofiwiirc,
API Ihr application progmnuning uttcrtacc, ASR for
advanced smart routing. ()eol) for geodestination, CIVN filr

lobe) virtual network. GDA for content delivery agent. ('PA

for content pulling agent, mid RF BOT for remote fi:tchcr
bot. There may be additional modules. mangers. systems, or
soflwillc colnpollcllts.

lri(i 46 illustrates, in accordance with certain embodi-
ments of thc disclosed subject matter, some system modules
and components for an end point device I:PD 46-100, central
control server SRV CNTRL 46-200, and an access point
server Slt 8 AP 46-300. 'I his figure further identifies sub-
systems for each device such as EPD sub-sys 46-1000 for
EPD 46-100, SRV CNTRL Sub-sys 46-2000 for CNTRL
46-200. and SRV AP sub-sys 46-3000 for SRV AP 46-300.
Subsystems have bimn iden(illus) by function and arc indi-
cated with prefixes including I'W for firewall related sub-
systems, TUN for tunnel rclatcd subsystems. VIF for virtual
interface related subsystems, SRV Avail for the server
availability list and related subsystems. BUFF Mgr for
buft'er nlmlagement and related subsystems, I.O(i for the
lo ging moduie and related subsystems. and CONNEC:TIV-
ITY for general connccuiity opcrauous.

FICI 47 illustrates, in accordance v ith certam embodi-
ments of the disclosed subject maucr. some system modules
and components for an end point device I:PD 47-100, central
cmltrol server SRV ('N'I'RI 47-200, and an access point
server SIRV AP 47-300. Subsystems have been identified by
function and are indicated with prefixes including Connec-
tivity for general connectivity operations. ASR for advanced
smart roulrng, API Ibr application programming interface.
LOCi lilr the loggulg module and rclatcd subsystems. GcoD

so for the geodestination nlodule and related subsystems,
Si(V Avail tbr sen:er availability list and related subsys-
tems, l)uffer for buffer management and related subsystems

FICI. 48 illustrates a block diagram of an exemplary
computing device 4800 according to certain embodiments of

ls the disclosed sub)uml matter. In some mnboduncnls, lhe
computing dcvicc 4800 cml bc any suitable device dtsciosuxt
ul lhc ciimcnt jllvcnllon. Thc conlpiuulg iii:vlcc 4800 can
include at least one processor 4802 and at least one memory
4804. I'he processor 48U2 can be hardware that is configured

do to execute computer readable instructions such as software.
The processor 4S02 can be a genemsl processor or be an
application specific hardware (egn an application specific
in)agre)cd crrcinl (ASIC). progranunable logic array (PLA).
field programmablc gate array (FPGA), or any other inte-
grated circuit) 'I'he pmcessor 4802 can execute computer
instmctions or computer code to perfilrn) desired tasks. 'I he
memory 4804 can be a transitory or non-transitory computer
reaiLsble medium. such as flash memory. a nm netic disk
dnve, an optical dnvc, a programmablc read-only memury

o (PROM), a read-only memory (ROM), a random access
memory (RAM), or dny other nu:mory or combination of
incfnoi1cs.

In some enlbodiments. Ihe memory 48U4 includes a
module 4806. The processor 4802 can be configured to nm

n. the module 4S06 stored in the memory 4804 that is contig-
urcd lo cmise the processor 4802 to perform venous sieps
thai arc discussid tluoughout the disclosed sub)ccl mauer.

FIC) 49 illustrates a process of thc dowuloaihng of a lite
in a I,AN as well as the downloadin a hie from the internet

ro in accordance v,ith certain embodiments of the disclosed
subject matter. It compares and contrasts the file served by
EPD at LAN edge 49-880 to file served by remote server
49-840.

Downloading a lite within a LAN 49-880 olfi:rs total
ss control over lircwalls. littering. as well as rclauvcly lugh

bandwidth (BW), ultra-low latency, an a small number of
hops, and other advantages
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Downloading Irom a rcmotc scrvcr on Ihe open inicrnci
has very little to no control over the path in the middle and
there can also be filtering fn&m fire&veil or constrictions due
to middle dev&ces

By optin&izing the trafhc in the middle. many issues get
resolved. However, the download BW is still constricted by
thc lasi mile connccl&on or thc smallcsi peering poinl or
network scgmcnt.

1'hereti&re the do&vnload of file 49-810 from a remote
sewer from a ren&ote internet 49-05U will in most cases be
slo&ver than downloading a file 49-8(80 from the I,AN
49-020.

FIG, 50 illustmtes the operation of a file transfer manager
(FTM) on an m&d point device (EPD) 50-100 and of an FTM
50-360 on an access point server (SRV AP) 50-300 &n

accordance with certain en&bodiments of the disclosed sub-
ject matter.

'(lie client 50-UOU initiates the upk&ad transfer of a file
50-800 to the server 50-350 via the path 50-PUUU to LAN
50-020 to EPD 50-100 which routes the trafiic tlirough a
global v&rtual network (GVN) 50-020 over m& op&in»zcxl,
lung d&stance 50-980 to SRV AP 50-300 io 50-P050 Io the
internet in the remote mgion 3(f050 and on to the server
50-350 via path 50-F350 1he server 50-350 accepts the
connection from client 50-000 and begins the process of
receiving the file in multi-part attachments sent within a
streani of peel etized payloads.

For Iilcs larger than a certain s&ze set by a tlucslx&ld
parmnetcr venable, thc onginal upload stream of lile 50-800
fmm the client 50-OUU &s detected at step I 50-10 by the
lrl'M 5U-160 and this file streani is then captured and pulled
into the file cache 50-(80 on the IIPD 50-100. As tlus
network path is an extremely short distance with super-lov
latency 50-920. the remaining data in the file upload com-
pletes upload&ng very qu&ckly thus roducu&g Ihc upload t&me

Iron& Ihc chen& s pc&spec&&vc. 11us has ihc advBnlago of
freeing the client up. Thc FTM 50-160 maintmns thc stremn
of the upload to server 5U-350 and sends this data from file
cache 50-180 while rece&ving and after having already
received the complete file, it contim&es the upload on behalf
of the client unt&l the upload is complete.

Ai s&07& 1 50-10, the ongu&al stream is detected. B&xl only
dficr Ihc scrvc&'&cccpm thc connect&on Bnd opens up a vahd
socket is Ihc stream decmcd as valnl.

At step 2 50-12. the upk&ad stree&n is redirected into the
local tile cache 50-180 to accumulate there at the high rate
of speed of the LAN 50-020. It will also continue to be
sending the upload steam to server 50-350 via the optimized
GVN topology. &ncluding trans&t ai siep 3 50-28 to ihc tile
cache 50-380 on thc SRV AP 50-300 u& thc remote region
in close prox&m&ty to the target scrvcr 50-350.

1'he lrl'M 5U-360 on SRV AP 50-300 maintains the
connection and sends the file 50-810 to the server 50-350 as
fast as it can via path 50-P350. Step 5 50-32 notes that tlus
is where the connection is kept alive and healthy. Bnd where
the lile 50-810 w&11 cgrcss the GVN ai a sho&t d&suincc and
low latency 50-950 bctwccn thc SRV AP 50-300 and thc
scrvcr 50-350.

)1G 51 illustrates, in accordance with certain embodi-
ments of the d&sclosed subject matter, the relations)up
between the physical storage of a file on a secure file stomge
volume 51-H750. the saving of inii&nnation ebon& the file
into a relational database (DB) such as 51-B700, m&d data
relai&onships betwixn liles. Iile infonnai&on. Bnd steps u& a
lile trm&sli:r process. When a Iilc is sent (rom a client 51-000
to a server 51-350 via an upload stream capture, and cha&ned
caching of the tile by saving it in a file cache 51-180 close

to the source lile, pushing thc lilc to thc next lilc cache
51-380, and then saved to the server 51-350 governed by file
transfer manager (lrl'M) 51-360 A multi-dimensional array
51-B1'030 describing info about the tile (l&ile Info). the path
through the (& ON that the file should take (F&le Path). as
v ell as Meta data (File Meta). and dest&nation information
(Desi Inlo). The dcstindiion u&fo includes target dcv&ce

type, crcdcntials &f rcqu&rml, and other &nl'onnat&on.
I'he sub-array for file path multi-dimensional array

&0 51-B'I'050 includes infom&ation about the ongin, the target,
as well as the intermediary hops.

There is a sub-array describing the chamcteristics of each
hop 51 BT-070 includes information about the device, its
type, a code or hosindmc for ii, and other u&fom&ation. 11us
sub-array is also linkmi io table: dcv&ccs 51-730

'I'he table: I'iles 51-720 contains inforniat&on about the
file, including a &uiiversal unique ident&fier for the file
51-722. 1'he file name on the physical storage can be the
UUID 51-722 v, ith a symbolic link v&a table: files 51-720 of

Io the UUID to the file info record including the name of the
lilc.

II is Io be understood thai Ihc disclosed sub)cci muller &s

not limited in its application to the details of constniction
and to the arrmigements of the components set fort)i in the
following description or illustrated in the draw:ings 1'he
disclosed subject matter is capable of other embodiments
and of being practiced and camed out in various ways. In
add&tion, &t &s to bc understood that thc pludscology and
tcm&inology employed hcrcin arc fi&r thc purpose of dcscrip-

&o tion and slmuld not be regarded as linuting
As such, those skilled in the art will appreciate that the

concept&on, upon which this disclosure is based, may readily
be ut&l&zed as a basis for the designing of other structures,
systems. methods and media for carrying out the several

is purposes of the disclosed subject maucr. It &s imporuu&i,
thc&cfo&c, Ihdt thc cldnns bc I'cgtndcd Bs n&cludn&g si&ch

equivalent constructions u&solar as &hey do not depart from
the spirit and scope of the disclosed subject matter

Although the disclosed subject matter has been described
do and illustrated in the foregoing exemplary embodiments, it

is understood that the present disclosure has been made only
by way ol cxamplc, and tluii numerous changes &n Ihe deuiils
of implmncntat&on of ihe disclosed sublcct matter may bc
nunlc w&tho&1& dcparlh&g f&on& Ihc sp&r&i Bnd scope ol Ihc
disclosed subject matter. &vhich is limited only by the claims
v h&cl& fbllo&v.

What is ciaimed is:
I A n&cthoil con&pr&su&g:

0 rcccivu&g, by one or morc computer processors. a rex(ucsi
for a 1&st ol'va&lablc scrvcrs lyom a network dcv&ce:

retneving. by the one or more computer processors, the
list of available servers;

retneving, by the one or nn&re computer processors, one
&s or more records associated with the network device:

dynamically ordcnng. by thc one or morc computer
processors. shel&st ofai ailablc scrv era based on thc onc
or more records assoc&ated w&th the network dcv&ce.
'lnd

io tmnsmitting, by the one or more computer pmcessors. the
ordered list of avaiLable servers to the netv ork device.

2 The method of claim 1. where&n the network device is
an endpoint dev&cc.

3 Thc method of clam& 2, where&n at least one server
ss among thc list of ava&)able sar&era is an access po&ni server.

4 'I he method of claim 1. further compnsing anticipating
a level of demand for at least one server among the list of
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available servers. and whcrcul dynanucally ordering thc list
of available servers is further based on the anticipated level
ol'emand.

5 The method of claim 1, wherein dynamically ordering
Ihe list ol availuble servers Is further bases! on onc or morc
second ordered lists of available servers transmitted to one
or nlore second network devices.

6 The method of claim 1, wherein dynamically ordering
the list of available servers comprises generating ranking
inl'ounation for cuch scrvcr in Ihc hst of avmlable servers

7. The method ofclaim 1, wherein the one or more records
dre retrieved based ou a uiuquc device identity associated
with the network device

8. 01 systmu composing.
a memory stoung mstulctions; and
one or more processors coupled to the memory. rhe one or

more processors being configured to execute the
instule tione, the Instuict iona when executed causing the
linc or lnol'c proccssol 1 10 pcrloun opcl dl loud conlprls-
ing:
receiving a rcqllcsl fol II llsl ill avallabh: scrvcm floni

a neuvork device;
rctrievulg the list ol'vailable servers;
retrieving one or more records associated v ith the

network device,
dyntunically orderulg the hat of avmlablc scrv era based

on the onc or morc records assoctatcxl wilh the
neuvork device; and

transmitting the ordered list of available servers to the
network device.

9. The system of claim 8. wherein the network device Is
an endpoint device.

10. The systmu of clean 9, whcrcin at least onc server
among Ihc list of uvailablc servers is an access pouu server.

1 1 I'he system of claim 8, wherein the operations hirther
comprise anticipating a level of deinand for at least one
server anion the list of available servers. Snd wherein
dynamically orderin the hst of available servers is further
based on the anticipated level of demand.

12. Thc system of claun 8, whcrcin dynamically ordering
thc list of available scrvcrs m liiuher basixi on one or more
second ordered lists of available servers transmitted to one
or more second network devices

12s The system of claim 8, wherein dynranicnlly ordering
the list of available servers comprises generating ranking
information for each server in the list of available servers

14h lllc sy'steal of cldlnl 8, uhcrcln thc onc 01 uiou:
records arc rctrievcxl based on a unique dcvicc Identity
associated with the network device.

15. Sk network system for managin a global virtual
network, comprisingi

an access point server configured to connect to one or
nlorc clnlpolnt devices 1 la Ollc or Inure llIsi nlnncls,
dnd

a control server connected to the access point server via

I i 1

a second tunnel, the control server storing one or more
records associated ivith each of the one or more end-
point devices, wherein the contml server is configured
10.

rcccivc a rcqucst for a list of available scrvcrs from a
first endpoint device among the one or more end-
point devices, the list of available servers includin
the access point server;

retrieve the list of available servers,
rctrievc Ihc onc or more rixords associated with thc

lirst endpoint device:
lc dynamically order the list of available servers for the

first endpoint device based on the one or more
records associated ivith the network device, and

transinit the ordered list of available servers to the first
endpoint dcvicc.

16 l'he netivork system of claim 15, wherein the contml
server is further configured to predict a level of demand fiir
the access point server, and lvherein dynamically orderin
the list of available servers is further based on the anticipated
level of demand.

17. Thc network system ol'clmm 15, whereul dynamically
ordering thc list of available scrvcrs Is 1'urthcr based on one
or nlore second ordered lists of available servers transmitted
to one or more second endpoint devices among the pluuslity
of endpoint devices.

18. The network systenl ofclaun 15. wherein dynamically
ordering the list of available servers comprises generating
ranlong inl'omlation for each server In thc list Ol'vailable
SCI VCIS.

19 lhe network system of claim 15, the one or more
records are retrieved based on a unique device identity
associated with the first endpoint device

20. The netlvork system of claim 15, wherein the control
server receives tunnel information associated with the one or
more lirst tunnels i is thc global virtual network, and
whcrcin dynamically ordering thc list ol'available sellers Is
further based on the tunnel information
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