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A global server load-balancing 1GSLB) switch serves as a 
proxy to an authoritative DNS and communicates with 
numerous site switches that are coupled to host servers serv- 

ing specific applications. The GSLB switch receives from site 
switches operational information regarding host servers 
within the site switches neighborhood. When a client pro- 
gram requests a resolution of a host name, the GSLB switch, 
acting as a proxy o f an authoritative DNS, returns one or more 
ordered IP addresses for the host name. The IP addresses are 
ordered using metrics that include the information collected 
from the site switches or based on other metric information. 
Examples of metrics include weighted site, weighted IP, and 
active bindings metrics. The GSLB switch places the address 
that is deemed "best" at the top of the list. 
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GLOBAL SERVER LOAD BALANCING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation of U. S. 
application Ser. No. 10/376, 903, entitled "GLOBAL 
SERVER LOAD BALANCING, " filed Feb. 28, 2003, which 
is a continuation-in-part of U. S. application Ser. No. 10/206, 
580, entitled "GLOBAL SERVER LOAD BALANCING, " 
filed Jul. 25, 2002, which is a continuation-in-part of U. S. 
application Ser. No. 09/670, 487, entitled "GLOBAL 
SERVER LOAD BALANCING, " filed Sep. 26, 2000, all of 
which are assigned to the same assignee as the present appli- 
cation, and are incorporated herein by reference their entire- 
ties. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] This disclosure relates generally to load balancing 
among servers. More particularly but not exclusively, the 
present disclosure relates to achieving load balancing by, in 
response to resolving a DNS query by a client, providing the 
address of a server that is expected to serve the client with a 
high performance in a given application. 
[0004] 2. Description of the Related Art 
[0005] Under the TCP/IP protocol, when a client provides a 
symbolic name ("URL") to request access to an application 
program or another type o f resource, the host name portion o f 
the URL needs to be resolved into an IP address o f a server for 
that application program or resource. For example, the URL 
(e. g. , http: //www. foundrynet. corn/index. htm) includes a host 
name portion www. foundrynet. corn that needs to be resolved 
into an IP address. The host name portion is first provided by 
the client to a local name resolver, which then queries a local 
DNS server to obtain a corresponding IP address. If a corre- 
sponding IP address is not locally cached at the time of the 
query, or if the "time-to-live" (TTL) of a corresponding IP 
address cached locally has expired, the DNS server then acts 
as a resolver and dispatches a recursive query to another DNS 
server. This process is repeated until an authoritative DNS 
server for the domain (e. g. , foundrynet. 

corn, 

in this example) 
is reached. The authoritative DNS server returns one or more 
IP addresses, each corresponding to an address at which a 
server hosting the application (" host server") under the host 
name can be reached. These IP addresses are propagated back 
via the local DNS server to the original resolver. The appli- 
cation at the client then uses one of the IP addresses to estab- 
lish a TCP connection with the corresponding host server. 
Each DNS server caches the list o f IP addresses received from 
the authoritative DNS server for responding to future queries 
regarding the same host name, until the TTL of the IP 
addresses expires. 
[0006] To provide some load sharing among the host serv- 
ers, many authoritative DNS servers use a simple round-robin 
algorithm to rotate the IP addresses in a list of responsive IP 
addresses, so as to distribute equally the requests for access 
among the host servers. 

[0007] The conventional method described above for 
resolving a host name to its IP addresses has several short- 

comings. First, the authoritative DNS server does not detect a 
server that is down. Consequently, the authoritative DNS 
server continues to return a disabled host server's IP address 
until an external agent updates the authoritative DNS server's 

resource records. Second, when providing its list of IP 
addresses, the authoritative DNS server does not take into 
consideration the host servers' locations relative to the client. 
The geographical distance between the server and a client is a 
factor affecting the response time for the client's access to the 
host server. For example, traffic conditions being equal, a 
client from Japan could receive better response time from a 
host server in Japan than from a host server in New York. 
Further, the conventional DNS algorithm allows invalid IP 
addresses (e. g. , that corresponding to a downed server) to 
persist in a local DNS server until the TTL for the invalid IP 
address expires. 

SUMMARY OF THE INVENTION 

[0008] One aspect of the present invention provides an 
improved method and system for serving IP addresses to a 
client, based on a selected set of performance metrics. In 
accordance with this invention, a global server load balancing 
(GSLB) switch is provided as a proxy for an authoritative 
DNS server, together with one or more site switches each 
associated with one or more host servers. Both the GSLB 
switch and the site switch can be implemented using the same 
type of switch hardware in one embodiment. Each site switch 
provides the GSLB switch with current site-specific informa- 
tion regarding the host servers associated with the site switch. 
Under one aspect of the present invention, when an authori- 
tative DNS server resolves a host name in a query and returns 
one or more IP addresses, the GSLB switch filters the IP 
addresses using the performance metrics compiled from the 
site-specific information collected from the site switches and/ 

or other metrics. The GSLB switch then returns a ranked or 
weighted list of IP addresses to the inquirer. In one embodi- 
ment, the IP address that is estimated to provide the best- 
expected performance for the client is placed at the top of the 
list. 

[0009] Examples of suitable performance metrics include 
availability metrics (e. g. , a server's or an application's 
health), load metrics (e. g. , a site switch's session capacity or 
a corresponding preset threshold), and proximity metrics 
(e. g. , a round-trip time between the site switch and a request- 
ing DNS server, the geographic location of the host server, the 
topological distance between the host server and the client 
program). (A topological distance is the number of hops 
between the server and the client). Another proximity metric 
is the site switch's "flashback" speed (Le. , how quickly a 
switch receives a health check result). Yet another metric is a 
connection-load metric that is based on a measure of new 
connections-per-second at a site. The ordered list can also be 
governed by other policies, such as the least selected host 
server. 

[0010] In accordance with embodiments of the invention, a 
weighted site or a weighted IP metric can be used. The 
weighted site metric can be based on a weight that determines 
how much traffic a site will receive with respect to other sites 
in comparison, while the weighted IP can be based on a 
weight that determines how much traffic an IP address will 
receive with respect to other IP addresses in comparison. An 
embodiment provides an active bindings metric that is based 
on a measure of the number of active real servers bound to a 
virtual IP address residing on a GSLB site. The active bind- 

ings metric bases its selection of the best IP address on this 
number and prefers a VIP with the highest number of active 
bindings. 
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[0011] The present invention is better understood upon 
consideration of the detailed description of the embodiments 
below, in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 illustrates a global server load-balancing 
configuration in accordance with one embodiment of the 
invention. 

[0013] FIGS. 2A-2D illustrate in a flow chart one embodi- 
ment of an algorithm for selecting the "best" address from the 
list of addresses supplied by an authoritative DNS, where 
FIG. 2D depicts the relative position of portions of the flow 
chart. 

[0014] FIG. 3 is a block diagram showing the functional 
modules of a GSLB switch and a site switch relevant to the 
global server load balancing function in accordance with one 
embodiment of the invention. 

DETAILED DESCRIPTION 

[0015] Embodiments for global server load-balancing are 
described herein. In the following description, numerous spe- 
cific details are given to provide a thorough understanding of 
embodiments of the invention. One skilled in the relevant art 
will recognize, however, that the invention can be practiced 
without one or more of the specific details, or with other 
methods, components, materials, etc. In other instances, well- 
known structures, materials, or operations are not shown or 
described in detail to avoid obscuring aspects of the invention. 

[0016] Reference throughout this specification to "one 
embodiment" or "an embodiment" means that a particular 
feature, structure, or characteristic described in connection 
with the embodiment is included in at least one embodiment 
of the present invention. Thus, the appearances of the phrases 
"in one embodiment" or "in an embodiment" in various 
places throughout this specification are not necessarily all 
referring to the same embodiment. Furthermore, the particu- 
lar features, structures, or characteristics may be combined in 
any suitable manner in one or more embodiments. 

[0017] FIG. 1 illustrates one embodiment of the present 
invention that provides a global server load-balancing con- 
figuration. As shown in FIG. 1, a global server load balancing 
(GSLB) switch 12 is connected to an Internet 14 and acts as a 
proxy to an authoritative Domain Name System (DNS) server 
16 for the domain "foundrynet. corn" (for example). That is, 
while the actual DNS service is provided by DNS server 16, 
the IP address known to the rest of the Internet for the authori- 
tative DNS server of the domain "foundrynet. corn" is a virtual 
IP (VIP) address configured on GSLB switch 12. Of course, 
DNS server 16 can also act simultaneously as an authoritative 
DNS server for other domains. GSLB switch 12 communi- 
cates, via Internet 14, with site switches 1SA and 1SB at site 
20, site switches 22A and 22B at site 24, and any other 
similarly configured site switches. Site switch 1SA, 1SB, 22A 
and 22B are shown, for example, connected to routers 19 and 
21 respectively and to servers 26A, . . . , 26I, . . . 26N. Some 
or all of servers 26A, . . . , 26I, . . . , 26N may host application 
server programs (e. g. , http and ftp). 
[001S] These host servers are reached through site switches 
1SA, 1SB, 22A and 22B using one or more virtual IP 
addresses configured at the site switches, which act as proxies 
to the host servers. A suitable switch for implementing either 
GSLB switch 12 or any of site switches 1SA, 1SB, 22A and 

22B is the "ServerIron" product available from Foundry Net- 
works, Inc. of San Jose, Calif. 

[0019] FIG. 1 also shows a client program 2S connected to 
Internet 14, and communicates with local DNS server 30. 
When a browser on client program 2S requests a web page, for 
example, using a Universal Resource Locator (URL), such as 
http: //www. foundrynet. corn/index. htm, a query is sent to 
local DNS server 30 to resolve the symbolic host name www. 
foundrynet. corn to an IP address of a host server. The client 
program 2S receives from DNS server 30 a list ofIP addresses 
corresponding to the resolved host name. This list of IP 
addresses is either retrieved from local DNS server 30's 
cache, if the TTL of the responsive IP addresses in the cache 
has not expired, or obtained from GSLB switch 12, as a result 
of a recursive query. Unlike the prior art, however, this list of 
IP addresses is ordered by GSLB switch 12 based on metrics 
described in further detail below. 

[0020] In the remainder of this detailed description, for the 
purpose of illustrating embodiments of the present invention 

only, the list of IP addresses returned are assumed to be the 
virtual IP addresses configured on the proxy servers at 
switches 1SA, 1SB, 22A and 22B (sites 20 and 24). In one 
embodiment, GSLB switch 12 determines which site switch 
would provide the best expected performance (e. g. , response 
time) for client program 2S and returns the IP address list with 
a virtual IP address configured at that site switch placed at the 
top. (Within the scope of the present invention, other forms of 
ranking or weighting the IP addresses in the list can also be 
possible. ) Client program 2S can receive the ordered list of IP 
addresses, and typically selects the first IP address on the list 
to access the corresponding host server. 

[0021] FIG. 3 is a block diagram showing the functional 
modules of GSLB switch 12 and site switch 1SA relevant to 
the global server load balancing function. As shown in FIG. 3, 
GSLB switch 12 includes a GSLB switch controller 401, 
health check module 402, DNS proxy module 403, metric 
agent 404, routing metric collector 405, and metric collector 
406. GSLB switch controller 401 provides general control 
functions for the operation of GSLB switch 12. Health check 
module 402 is responsible for querying, either periodically or 
on demand, host servers and relevant applications hosted on 
the host servers to determine the "health" (e g. , whether or not 
it is available) of each host server and each relevant applica- 
tion. The metric collector 406 communicates with metric 
agents in site-specific switches (e. g. , FIG. 3 shows metric 
collector 406 communicating with metric agent 407 of a site 
server load balancing ServerIron or "SLB SI") to collect 
site-specific metrics (e. g. , number of available sessions on a 
specific host server and/or connection-load data at that host 
server or other metric data). Any suitable communication 
protocol can be used for the communication between the 
metric collector 406 and the metric agent 407. 
[0022] For example for a connection-load metric in one 
embodiment, metric agent(s) 407 can perform sampling to 
obtain connections-per-second at their respective site, and 
then obtains load averages from the samples or performs 
other calculations. The metric collector 406 of the GLSB 
switch 12 then obtains the load averages from the metric 
agent(s) 407 and provides these load averages to the switch 
controller 401, to allow the switch controller 401 to use the 
load averages to rank the IP addresses on the ordered list. 
Alternatively or in addition to the metric agent(s) 407, the 
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switch controller 401 can perform at least some or most of the 
connection-load calculations from sampling data provided by 
the metric agent(s) 407. 
[0023] Routing metric collector 405 collects routing infor- 
mation from routers (e. g. , topological distances between 
nodes on the Internet). FIG. 3 shows, for example, router 408 
providing routing metric collector 405 with routing metrics 
(e. g. , topological distance between the load balancing switch 
and the router), using the Border Gateway Protocol (BGP). 
DNS proxy module 403 (a) receives incoming DNS requests, 

(b) provides the host names to be resolved to DNS server 16, 
(c) receives from DNS server 16 a list of responsive IP 
addresses, (d) orders the IP addresses on the list received from 
DNS server 16 according to an embodiment of the present 
invention, using the metrics collected by routing-metric col- 
lector 405 and site specific collector 406, and values of any 
other relevant parameter, and (e) provides the ordered list of 
IP addresses to the requesting DNS server. Alternatively or in 
addition, the GSLB switch controller 401 can perform at least 
some of these operations. Since GSLB switch 12 can also act 
as a site switch, GSLB switch 12 is provided a metric agent 
404 for collecting metrics for a metric collector. 

[0024] In one embodiment, the GSLB switch controller 
401 can be programmed with data to be used for at least one 
of weighted site, weighted IP, or active bindings metrics. For 
example for the weighted site metric, the GSLB switch con- 
troller 401 can be programmed with the assigned weights for 
particular sites (e. g. , the sites 20 and 24). For example for the 
weighted IP metric, the GSLB switch controller 401 can be 
programmed with the assigned weights for IP addresses for a 
particular zone. Alternatively or in addition to being pro- 
grammed into the GSLB switch controller 401, these weight 
assignments can be stored in a component (such as in a 
database or memory) that is remote from, but accessible to, 
the GSLB switch controller 401 (or other component of the 
GSLB switch that can use this metric to reorder address lists). 

[0025] In one embodiment, the metrics used in a GSLB 
switch 12 includes, but are not limited to: (a) the health of 
each host server and selected applications, (b) the assigned 
weights under the weighted site metric, or under the weighted 
IP metric in the alternative, (c) each site switch's session 
capacity threshold, (d) the round trip time (RTT) between a 
site switch and a client in a previous access, (e) the geographi- 
cal location of a host server, (fJ the connection-load measure 
of new connections-per-second at a site switch, (g) the current 
available session capacity in each site switch, (h) active bind- 

ings or the measure of the number of active real servers bound 
to a VIP residing on a GSLB site, (I) the "flashback" speed 
between each site switch and the GSLB switch (i. e. , how 
quickly each site switch responds to a health check from the 
GSLB switch), and (j) a policy called the "Least Response 
Selection" (LRS) which prefers the site least selected previ- 
ously. Many of these performance metrics can be provided 
default values. Each individual metric can be used in any 
order and each metric can be disabled. In one embodiment, 
the LRS metric is always enabled. 

[0026] FIGS. 2A-2D illustrate in a flow diagram one 
embodiment of an optimization algorithm utilized by GSLB 
switch 12 to process the IP address list received from DNS 
server 16, in response to a query resulting from client pro- 
gram 2S, where FIG. 2D shows the relative position of por- 
tions of the flow diagram shown in FIGS. 2A-2C. At least 
some of the elements of the flow diagram can be embodied in 
software or other machine-readable instruction stored on one 

or more machine-readable storage media. For example, such 
software to perform portions of the algorithm may be present 
at the GSLB switch 12 in one embodiment and executed by 
the switch controller 401. 
[0027] As shown in FIG. 2A, in act 100, upon receiving the 
IP address list from DNS server 16, GSLB switch 12 per- 
forms, for each IP address on the IP address list (e. g. , host 
server 261 connected to site switch 1SB), a layer 4 health 
check and a layer 7 check. Here, layers 4 and 7 refer respec- 
tively to the transport and application protocols in the Open 
System Interconnection (OSI) protocol layers. The layer 4 
health check can be a Transmission Control Protocol (TCP) 
health check or a User Datagram Protocol (UDP) health 
check. Such a health check can be achieved, for example, by 
a "ping-like" operation defined under the relevant protocol. 
For example, under the TCP protocol, a TCP SYN packet can 
be sent, and the health of the target is established when a 
corresponding TCP ACK packet is received back from the 
target. In this embodiment, the layer 7 health check is pro- 
vided for specified applications, such as the well-known 

Hyper Text Transport Protocol (HTTP) and the File Transfer 
Protocol (FTP) applications. An embodiment of a technique 
to distribute health check tasks to peer metric agents (e. g. , the 
metric agents 407) is disclosed in U. S. application Ser. No. 
10/305, 823, entitled "DISTRIBUTED HEALTH CHECK 
FOR GLOBAL SERVER LOAD BALANCING, " filed Nov. 

27, 2002, with inventor Praj akta S. Joshi et al. , assigned to the 
same assignee as the present application and incorporated 
herein by reference in its entirety. 

[0028] If a host server or an associated application fails any 
of the health checks, it is disqualified from being the "best" 
site and may be excluded from the IP address list to be 
returned to client program 2S. Since the health check indi- 
cates whether or not a host server or an associated application 
is available, the health check metric is suitable for use to 
eliminate an IP address from the candidates for the "best" IP 
address (i. e. , the host server expected to provide the highest 
performance). After act 100, if the list of IP addresses has only 
one IP address (act 101), the list of IP addresses is returned to 
client program 2S at act 108. 
[0029] Afteract100, ifthelistofcandidateIPaddresses for 
the best site has multiple IP addresses, then the list of candi- 
date IP addresses is assessed next either under the weighted 
site metric at act 116 or under the weighted IP metric at act 
118. In an embodiment, only one of these two metrics can be 
enabled at any one time. The weighted site metric at act 116 
will be described herein first, followed by the weighted IP 
metric at act 118. 
[0030] With the weighted site metric, traffic can be distrib- 
uted among sites (e. g. , the sites 20 and 24) based on weights 
configured for those sites. The GSLB switch controller 401 
achieves the distribution by selecting an IP address belonging 
to a particular site to be the best IP address in the DNS reply 
to the client program 2S, and the client program 2S subse- 
quently makes request to access that IP address. 

[0031] The weighted site metric is an optional metric in the 
GSLB algorithm of FIGS. 2A-2D. It is disabled by default in 
an embodiment, and when enabled, it is placed by default 
after the health-check metric at act 100. Placing the weighted 
site (or weighted IP) metric after the health check metric is 
beneficial in that the health check metric eliminates sites that 
are down, and thus deviates traffic from these sites. It is 
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appreciated that the default metric order can be changed 
anytime using any suitable metric-order command at the 
policy configuration level. 
[0032] To use the weighted site-metric, the metric is 
enabled and weights are assigned to the GSLB sites (e. g. , the 
sites 20 and 24). Each site may include of one or more site 
switches (e. g. , the site switches 1SA and 1SB for the site 20), 
but the weight is applicable to the site on the whole. This 
weight determines how much traffic the site will receive with 
respect to other sites in comparison, which themselves may or 
may not be weighted. 

[0033] For example, three sites may be assigned the follow- 
ing weights: San Jose: 50; New York: 30; and London: 20, 
which instructs the GSLB switch controller 401 to send 50% 
of the traffic to San Jose, 30% of the traffic to New York and 
20% of the traffic to London. The weight assigned to a site 
determines the percentage of traffic that the site will receive 
relative to weights of other sites in comparison. According to 
various embodiments, these programmed weights may be 
present in databases, lookup tables, software code, memory, 
or other data repository at the GSLB switch 12 or other 
accessible location, including at the sites themselves. 
[0034] In the above-mentioned example, the distribution is 
straightforward because the total weight of all three sites is 
100, which makes the distribution simpler. However, a total 
weight of 100 is not a requirement. Weights may be chosen 
such as: San Jose: 15; New York: 20; and London: 10, making 
the total weight 45. Thus, the traffic distribution will be: San 
Jose: 33% (15/45*100); New York: 44% (20/45*100); and 
London: 22% (10/45*100). The relative percentages may be 
calculated by the GSLB switch controller 401 (or by some 
other component or software) by normalizing the total weight 
to 100%. 
[0035] When evaluating the potential candidates using the 
weighted site metric at act 116, the GSLB switch controller 
401 bases the selection on the number of times an IP address 
is already selected, since it generally cannot be accurately 
anticipated how many requests are going to be made in the 
future. One or more counters (not shown) may be present in 
the GSLB switch 12 to count each time an IP address is 
selected as best, although it is appreciated that external serv- 
ers or other components can be used alternatively or in addi- 
tion to the counter(s) to track such selection data. The follow- 
ing formula is used in one embodiment to compute a relative 
weight for each IP address and to select the IP address with 
the least relative weight: 

Relattveweight, =(SelectionCounter, *Sum» 
tc(weight, „)1/Weight, 

where, 
[0036] SelectionCounter, : refers to a number of times 

the GSLB switch controller 401 selected the IP address 
as the best choice over the other candidates; 

[0037] N: refers to a number of eligible candidate IP 
addresses to be evaluated by the weighted site metric; 
and 

[003S] Weight, : refers to a calculated weight assigned to 
an IP address based on the following criteria: 

[0039] If the IP address corresponds to a real server, 
then Weight, is zero (0). In such cases, Relative- 
Weight, is calculated to be MaxRelativeWeight; and 

[0040] If the IP address is a virtual IP (VIP) address, 
then Weight„ is calculated as follows: 

Weight„=weightan, ~NumCandidatevipsa„, ~ 

[0041] where, 

[0042] Site X: refers to the site to which the VIP 
belongs; 

[0043] Weight~„, ~: refers to weight of Site X; 
and 

[0044] NumCandidateVips~„, ~: refers to a 
number o f candidate VIP addresses belonging to 
Site X that are being evaluated by the weighted 
site metric. 

[0045] It is noted that in an embodiment, if the Relative- 
Weight, of an IP address is equal to MaxRelativeWeight, the 
IP address is eliminated from being selected as the best IP 
address. This will be the case for all real servers and also for 
VIP addresses that belong to sites with no weights configured 
or configured with weights of zero. If the user wishes to use 
the weighted site metric, the user assumes that all IP 
addresses are VIP addresses belonging to sites to which the 
user wishes to distribute traffic. If the user wants a site to be 
ignored by the weighted site metric, the site can be ignored by 
not configuring a weight for that site. Since a real server is not 
part of any site in one implementation, an embodiment mim- 
ics the same behavior and assigns the real server with a weight 
of zero(0), so that the real server is ignored when the weighted 
site metric evaluates candidate IP addresses. 

[0046] If all candidate IP addresses have a RelativeWeight, 
of MaxRelativeWeight at act 120, the weighted site metric 
will make no selection and passes all the candidates to the 
next stage in the GSLB algorithm. Likewise, if two or more 
VIP addresses have equal values of RelativeWeight, at act 
120, all of them are passed on as eligible candidates to the 
next stage in the GSLB algorithm. If there are no multiple 
remaining address candidates at act 120 after application of 
the weighted site metric, then the IP address list (with the best 
IP address placed on top) is passed to the client program 2S at 
act 10S 
[0047] If DNS response selection counters are maintained 
per domain name in one embodiment, the weighted site met- 
ric distribution is accurate with respect to the domain name. 
Consider the following example: 

[004S] Assume three sites with the following weights: San 
Jose (50); New York (30); and London (20). All three sites 
host the application www. gslb. corn and sites New York and 
London also host ftp. gslb. corn. This scenario is illustrated 
below: 
www. gslb. corn 

[0049] 1. 1. 1. 1 (VIP address, belongs to site San Jose, with 
weight 50) 
[0050] 1. 1. 1. 2 (VIP address, belongs to site New York, with 
weight 30) 
[0051] 1. 1. 13 (VIP address, belongs to site London, with 
weight 20) 
ftp. gslb. corn 

[0052] 1. 1. 1. 2 (VIP address, belongs to site New York, with 
weight 30) 
[0053] 1. 1. 13 (VIP address, belongs to site London, with 
weight 20) 
[0054] Assuming 10 DNS requests (for example) are made 
to www. gslb. corn, the traffic distribution among the sites is 
San Jose (5 requests, 50%), New York (3 requests, 30%), and 
London (2 requests, 20%). This distribution can be viewed by 
looking at the DNS selection counters for www. gslb. corn, 
such as by using a command line interface (CLI) command: 
show gslb dns zone. 
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[0055] Now for example, if 5 requests are made to ftp. gslb. 
corn and since an embodiment maintains counters per domain 
and not per IP address, the distribution is New York (3 
requests, 60%) and London (2 requests, 40%), which reflects 
the weights 30 and 20, normalized to 60 and 40 respectively. 
However, if the total site traffic for both applications is con- 
sidered, then the traffic distribution is San Jose (5 requests, 
33%), New York (6 requests, 40%) and London (4 requests, 
26%), which does not correlate with the weights assigned to 
the sites. Hence, the results of the weighted metric is evalu- 
ated by an embodiment with respect to a specific domain 
name. 
[0056] To use the weighted site metric, the metric is 
enabled in the GSLB algorithm (or policy) and weights are 
assigned to configured sites. These may be performed by a 
system administrator or in an automated manner via so ftware. 
The various implementations below use example CLI com- 
mands for purposes of illustration and explanation. It is 
appreciated that other embodiments can perform the relevant 
operation using different types of commands and/or other 
syntax. 
[0057] The weighted site metric can be enabled/disabled at 
the "gslb policy" config level of the CLI using the following: 

[0058] SLB-Serveriron(config-gslb-policy)¹ [no] 
weighted-site 

[0059] The weights can be configured per site at the "gslb 
site &site-name&" configuration level using the following CLI 
command for San Jose (as an example site): 

[0060] SLB-Serveriron(config-gslb-policy)¹ gslb site 
SanJose 

[0061] SLB-Serveriron(config-gslb-site-SanJose)¹ 
weight 50 

[0062] The default metric order can be changed using the 
following CLI command: 

[0063] SLB-Serveriron(config-gslb-policy)¹ metric-or- 
der set weighted-site 

[0064] The results of the distribution can be viewed with 
the following CLI command: 

[0065] SLB-Serveriron(config)¹show gslb traffic site 
This command shows for each site, all domains hosted by the 
site, and for each domain name, the amount of traffic is sent to 
each site switch (a ServerIron SI) at that site and the total 
percentage of traffic sent to the site. The following is a sample 
output of the command: 

3/I ¹show gslb traffic site 
SITE: local Weight: 60 

* a. b. c 
DNS Requests: 36 

SI VIP Selection (%1 

1. 1. 1. 1 1. 1. 1. 1 81 9 (26%1 
1. 1. 1. 1 1. 1. 1. 1 80 9 (26%1 

Site Selection for Domain: 18 (60%1 
* b. b. c 
DNS Requests: 0 

SI VIP Selection (%1 

1. 1. 1. 1 1. 1. 1. 1 21 0 (0%1 
Site Selection for Domain: 0 (0%1 

SITE: TWO Weight: 60 
* a. b. c 
DNS Requests: 36 

SI VIP Selection (%1 

1. 1. 1. 2 1. 1. 1. 182 18 (60%1 
Site Selection for Domain: 18 (60%1 

-continued 

* b. b. c 
DNS Requests: 0 

SI VIP Selection (%1 

1. 1. 1. 2 1. 1. 1. 1 22 
Site Selection for Domain 

SITE: THREE 
* a. b. c 
DNS Requests: 36 

SI VIP 

0 (0%1 
0 (0%1 

Selection (%1 

1. 1. 1. 3 1. 1. 1. 1 83 
Site Selection for Domain 

* b. b. c 
DNS Requests: 0 

SI VIP 

0 (0%1 
0 (0%1 

Selection (%1 

1. 1. 1. 3 1. 1. 1. 1 23 0 (0%1 
Site Selection for Domain: 0 (0%1 

[0066] In the above example, there are two hosts, a(http) 
and b(ftp) belonging to the zone b. c. There are three sites as 
listed below: 

[0067] Local (weight: 50, SI: 1. 1. 1. 1, Vips: 1. 1. 1. 180 
(http), 1. 1. 1. 181(http), 1. 1. 1. 121(ftp)) 

[0068] TWO (weight: 50, SI: 1. 1. 1. 2, Vips: 1. 1. 1. 182 
(http), 1. 1. 1. 122(ftp)) 

[0069] THREE (weight: 0, SI: 1. 1. 13, Vips: 1. 1. 1. 183 
(http), 1. 1. 1. 123(ftp)) 

[0070] The IP resolution for the domain names is as fol- 
lows: 

[0071] a. b. c: 1. 1. 1. 180, 1. 1. 1. 181, 1. 1. 1. 182, 1. 1. 1. 183 

[0072] b. b. c: 1. 1. 1. 121, 1. 1. 1. 122, 1. 1. 1. 123 

[0073] The metric order selected was "site weight, " fol- 
lowed by the tie-breaker "least-response-selection" (LRS) 
where the prior metric was inconclusive. After making 36 
requests for domain "a. b. c, " the distribution was: 

[0074] Site Local: received 18 requests (VIP 1. 1. 1. 180 
received 9 requests, and VIP 1. 1. 1. 181 received 9 
requests); 

[0075] Site TWO: received 18 requests (VIP 1. 1. 1. 182 
received all 18 requests); and 

[0076] Site THREE: did not receive any requests, owing 
to its weight zero. 

[0077] Note that within a site, each VIP address is consid- 
ered equal by one embodiment of the weighted site metric. 
The tie between the addresses is broken by the next stage in 
the GSLB algorithm. In this case, the tie was broken by the 
"least response" metric, although it is appreciated that any 
suitable one of the subsequent metrics could have broken the 
tie. Per-metric response selection counters (not shown) can be 
viewed by the existing CLI command "show gslb dns detail, " 
which has been extended to include support for the weighted 
site metric. Examples of implementations of per-metric 
response counters are disclosed in U. S. application Ser. No. 
10/211, 822, entitled "STATISTICAL TRACKING FOR 
GLOBAL SERVER LOAD BALANCING, " filed Aug. I, 
2002, and disclosed in U. S. application Ser. No. 10/377, 364, 
entitled "METHOD AND SYSTEM TO CLEAR 
COUNTERS USED FOR STATISTICAL TRACKING FOR 
GLOBAL SERVER LOAD BALANCING, " filed concur- 
rently herewith, with inventor Sunanda L. Kommula. Both of 
these co-pending applications are assigned to the same 
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assignee as the present application and are incorporated 
herein by reference in their entireties. 

[007S] The weighted IP metric at act 11S is now explained. 
The weighted IP metric allows a user (e. g. , a system admin- 

istrator) to distribute traffic among IP addresses in the DNS 
reply, based on the weights configured for the IP addresses. 
The weighted-IP-metric is an optional metric in the GSLB 
algorithm of FIGS. 2A-2D in one embodiment, and is dis- 
abled by default. When enabled, the weighted IP metric by 
default is placed after the health check metric of act 100 in the 
GSLB algorithm. As before, the default metric order can be 
changed anytime using the "metric-order" command (or 
other suitable command) at the GSLB policy configuration. 

[0079] To use the weighted IP metric, the user enables the 
metric and assigns weights to the desired IP addresses. The 
weight of an IP address determines the percentage of traffic 
that the IP address will receive with respect to the other 
candidate IP addresses, which themselves may or may not be 
weighted. For example, the user may assign weights to the 
three IP address for zone www. gslb. corn according to the 
following: 1. 1. 1. 80: 50; 1. 1. 2. 80: 30; and 1. 13. 80: 20. Based 
on these assigned weights, the GSLB switch controller 401 
will send 50% of the traffic to wwwgslbcom to 1. 1. 1. 80; 30% 
to 1. 1. 2. 80; and 20% to 1. 1. 3. 80. 

[00SO] In the above-described example, the distribution is 
again straightforward because the total weight of all three IP 
addresses is 100, which makes the distribution simpler. How- 
ever, having a total weight of 100 is not a requirement. 
Weights such as 1. 1. 1. 80: 15; 1. 1. 2. 80: 20; and 1. 13. 80: 10 
can be chosen, thus making the total weight 45. The traffic 
distribution in this instance will therefore be 1. 1. 1. 80: 33% 
(15/45*100); 1. 1. 2. 80: 44% (20/45*100); and 1. 13. 80: 22% 
(10/45*100). The relative percentages are calculated by nor- 
malizing the total weight to 100%. 
[00S1] In an embodiment, when the user configures a zone 
and a host for GSLB, the GSLB switch controller 401 will 
start making background DNS queries for the configured 
zones and hosts and stores the IP addresses that are resolved, 
and does the necessary pre-processing for each IP address, so 
as to efficiently serve DNS requests from clients. This behav- 
ior remains unchanged when the weighted IP metric is 
enabled. As usual, the GSLB switch controller 401 resolves 
configured domain names to IP addresses, and the default 
weight for each IP address is zero. Once the user configures 
the weight against an IP address, the weight is used as appro- 
priate by the weighted IP metric. 

[00S2] As with the weighted site metric, the weighted IP 
metric (when enabled) is placed second in the GSLB algo- 
rithm at act 11S after the health check metric at act 100, so as 
to allow the health check metric to deviate traffic from 
downed IP addresses. As before, the metric order can be 
changed or other metrics can be enabled/disabled to satisfy 
specific requirements. 

[00S3] When evaluating the potential candidates using the 
weighted IP metric, the selection is based on the number of 
times an IP address is already selected, since the number of 
requests that are going to be made in the future generally 
cannot be anticipated. The following example formula is used 
in one embodiment to compute a relative weight for each IP 
address and to select the IP address with the least relative 
weight: 

Relattveweight, =(SelectionCounter, *Sum 

tc(weight, )1/Weight, 

where, 
[00S4] SelectionCounter, : refers to the number of times 

the GSLB switch controller 401 selected the IP address 
as the best choice over the other candidates; 

[00S5] N: refers to the number of eligible candidate IP 
addresses to be evaluated by the weighted IP metric; and 

[00S6] Weight, : refers to the weight assigned to the IP 
address. 

[00S7] If a weight for an IP address is not assigned or 
otherwise configured, the Weight, of the IP address is 
assumed to be zero. In such cases, RelativeWeight, is calcu- 
lated to be MaxRelativeWeight. If the RelativeWeight, of an 
IP address is equal to MaxRelative Weight, the IP address will 
be eliminated from being selected as the best IP address. This 
will be the case for all IP addresses with no weights config- 
ured or configured with zero (0) weights. 
[00SS] If all candidate IP addresses have a RelativeWeight, 
of MaxRelative Weight, the weighted IP metric will make no 
selection and passes all the candidates to the next stage in the 
GSLB algorithm. Likewise, if two or more IP addresses have 
equal values of RelativeWeight, at act 120, all of them are 
passed on as eligible candidates to the next stage of the GSLB 
algorithm. If the weighted IP metric is able to identify the best 
IP address, based on that IP address having the least relative 
weight, then that IP address is placed at the top of the address 
list, and the address list is passed to the client program 2S at 
act 10S. 
[00S9] As mentioned above, to use the weighted IP metric, 
the user needs to enable the metric in the GSLB policy and 
assign weights to IP addresses. The weighted IP metric can be 
enabled/disabled at the "gslb policy" config level of the CLI 
using the following command: 
SLB-Serveriron(config-gslb-policy)¹ [no] weighted-IP 
SLB-Serveriron(config-gslb-policy)¹ gslb dns zone gslb. 
corn 
SLB-Serveriron(config-gslb-dns-gslb. corn)¹ host www http 
[0090] The second command above configures the zone 
gslb. corn, while the third command above configures the host 
www as a http application of gslb. corn. 
[0091] The weights can be assigned or configured per IP 
address at the "gslb dns zone" config level using the following 
CLI command syntax: 
SLB-Serveriron(config-gslb-dns-gslb. corn)¹ host www ip- 
weight &ip&&weight& 
An example of this is the following, to assign a weight of 50 
to an IP address 1. 1. 1. 80 for the zone gslb. corn: 
SLB-Serveriron(config-gslb-dns-gslb. corn)¹ host www ip- 
weight 1. 1. 1. 80 50 
[0092] The default metric order can be changed using the 
following CLI command: 
SLB-Serveriron(config-gslb-policy)¹ metric-order set 
weighted-ip 
[0093] The results of the traffic distribution can be viewed 
with the following CLI command: 
SLB-Serveriron(config)¹show gslb dns zone 
[0094] After act 120, if the list of candidate IP address for 
the best site has multiple IP addresses after the weighted site 
or weighted IP metrics are applied, the IP address list is 
further assessed in act 102 based upon the capacity threshold 
of the site switch serving that IP address. Each site switch may 
have a different maximum number of TCP sessions it can 
serve. For example, the default number for the "ServerIron" 
product of Foundry Networks is one million sessions, 
although it can be configured to a lower number. The virtual 
IP address configured at site switch 1SB may be disqualified 
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from being the "best" IP address if the number of sessions for 
switch 1SB exceed a predetermined threshold percentage 
(e. g. , 90%) of the maximum number of sessions. (Of course, 
the threshold value of 90% of the maximum capacity can be 
changed. ) After act 102, if the list of IP addresses has only one 
IP address (act 103), the list of IP addresses is returned to 
client program 2S at act 10S. 
[0095] After act 102, if the IP address list has multiple IP 
addresses (act 103), the remaining IP addresses on the list can 
then be reordered in act 104 based upon a round-trip time 
(RTT) between the site switch for the IP address (e. g. , site 
switch 1SB) and the client (e. g. , client 2S). The RTT is com- 
puted for the interval between the time when a client machine 
requests a TCP connection to a proxy server configured on a 
site switch, sending the proxy server a TCP SYN packet, and 
the time a site switch receives from the client program a TCP 
ACK packet. (In response to the TCP SYN packet, a host 
server sends a TCP SYN ACK packet, to indicate acceptance 
of a TCP connection; the client machine returns a TCP ACK 
packet to complete the setting up of the TCP connection. ) The 
GSLB switch (e. g. , GSLB switch 12) maintains a database of 
RTT, which it creates and updates from data received peri- 
odically from the site switches (e. g. , site switches 1SA, 1SB, 
22A and 22B). Each site collects and stores RTT data for each 
TCP connection established with a client machine. In one 
embodiment, the GSLB switch favors one host server over 
another only if the difference in their RTTs with a client 
machine is greater than a specified percentage, the default 
specified percentage value being 10%, for example. To pre- 
vent bias, the GSLB switch ignores, by default, RTT values 
for 5% of client queries from each responding network, for 
example. After act 105, if the top entries on the list of IP 
addresses do not have equal RTTs, the list of IP addresses is 
returned to client program 2S at act 10S. 
[0096] If multiple sites have equal RTTs (act 105), then the 
list is reordered in act 106 based upon the location (geogra- 
phy) of the host server. The geographic location of a server is 
determined according to whether the IP address is a real 
address or a virtual IP address ("VIP"). For a real IP address, 
the geographical region for the host server can be determined 
from the IP address itself. Under IANA, regional registries 
RIPE (Europe), APNIC (Asia/Pacific Rim) and ARIN (the 
Americas and Africa) are each assigned different prefix 
blocks. In one embodiment, an IP address administered by 
one of these regional registries is assumed to correspond to a 
machine located inside the geographical area administered by 
the regional registry. For a VIP, the geographic region is 
determined from the management IP address of the corre- 
sponding site switch. Of course, a geographical region can be 
prescribed for any IP address to override the geographic 
region determined from the procedure above. The GSLB 
switch prefers an IP address that is in the same geographical 
region as the client machine in an embodiment. At act 107, if 
the top two entries on the IP list are not equally ranked, the IP 
list is sent to the client program 2S at act 10S. 
[0097] After act 107, if multiple sites are of equal rank for 
the best site, the IP addresses can then be reordered based 
upon site connection load (act 114). The connection-load 
metric feature allows comparison of sites based on the con- 
nection-load on their respective agent (e. g. , at the metric 
agent 407 of the site Serveriron switch 1SA in FIG. 3, for 
instance). 

[009S] The connection-load is a measure of new connec- 
tions-per-second on the agent 407 in one embodiment. An 

administrator can set a threshold limit for the connection-load 
to pass a given site; can select the number of load sampling 
intervals and duration of each interval; and can select the 
relative weight for each interval to calculate the average load 
for a period of time (ke. , new connections per the period of 
time). 
[0099] The "connection load limit" value specifies the load 
limit for any site to pass the metric. The minimum value is I, 
and a parser or other software component in the site switch 
1SA, for instance, limits the maximum value there need not 
be a default value. By default, this connection-load metric is 
turned off and can be turned on when the load limit is speci- 
fied. The average load for a given site is calculated using the 
user-defined weights and intervals, which will be explained 
later below. If the calculated average load is less than the load 
limit specified, the site is passed on to the next stage of the 
GSLB algorithm described herein otherwise that site is 
eliminated/rejected from the set of potential candidates. 
[0100] In one embodiment, the number of "load sampling 
intervals" and also the "sampling rate" can be configured. The 
sampling rate defines the duration of each sampling interval 
in multiples of the initial rate. For example, if 6 sampling 
intervals and a sampling rate of 5 seconds are chosen, the site 
will sample the average load at 5, 10, 15, 20, 25, and 30. At 
any instant, the site will have the average load for the previous 
5 seconds, 10 seconds, 15 seconds, 20 seconds, 25 seconds, 
and 30 seconds. This is a "moving average" in that at the 35th 
second, for example, the average for the 5th to 35th seconds is 
calculated. Note that even though this is a moving average, 
the accuracy is limited by the initial sampling rate, meaning 
that since samples are taken after every 5 seconds, at the 7th 
second, the average for the 1st to 5th second is available and 
not the 2nd to 7th second average. 
[0101] The sampling rate also defines the update interval 
for the site (e. g. , the metric agent 407) to upload the load 
averages to the metric collector 406 at the GSLB switch 12. A 
given site is capable of maintaining load-averages for any 
number of collectors at a time. Each collector is updated with 
the load information periodically, and the update interval is 
also specific to the collector in various example embodi- 
ments. 
[0102] The minimum number of intervals is I and the max 
is 8 in one embodiment. The default number is 5, which is set 
when the connection load limit is configured. It is appreciated 
that these are merely illustrative examples and may be differ- 
ent based on the particular implementation. 

[0103] For the load-sampling interval, the minimum value 
is I second and maximum value is 60 seconds. The default 
value is 5 seconds. So, the maximum range for load average 
calculation is 60*8 seconds=480 seconds=8 minutes. Thus, 
one can consider up to the previous 8-minute average for load 
analysis. Again, these are example settings. 

[0104] Weights can be assigned to each interval to calculate 
the average load. By default in one embodiment, each interval 
is given an equal weight of 1. The average load for a site can 
be calculated using the following formula: 

N 

(AvgLoad of interval ii * (Weight of interval ii 

N 

F (Weight of interval ii 
~=0 
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where N=Number of sampling intervals and AvgLoad of 
interval i=new connections of interval i. 
[0105] The contribution of any interval can be nullified by 
giving it a weight of zero. If every interval is given a weight of 
zero, the average load is zero. (We cannot divide by zero). In 
one embodiment, the metric agent 407 can calculate this 
average load and provide it to the metric collector 406 at the 
GSLB switch 12. In other embodiments, the metric collector 
406 and/or the switch controller 401 can perform the average 
load calculation based on values collected and provided by 
the metric agent 407. 
[0106] By default, the connection-load metric is not turned 
on in the GSLB algorithm. The metric is automatically turned 
on when the user specifies the connection-load limit, in an 
embodiment. The specific configuration needs for connec- 
tion-load sampling and calculation can be configured on the 
switch controller 401, whether the switch 12 is used for 
GSLB or as a site-specific switch. To configure the connec- 
tion load limit (such as a connection load limit of 500), at the 
GSLB policy configuration level, the following example 
command can be used: 

[0107] SW-GSLB-Controller (config-gslb-policy) ¹con- 
nection-load limit 500 

Again, as described above, if the calculated average load is 
less than this limit, then the site is kept as a potential candi- 
date. 
[0108] To configure the number of sampling intervals and 
the sampling rate (e. g. , sampling rate=5, interval=6), the fol- 
lowing example command may be used: 

[0109] SW-GSLB-Controller (config-gslb-policy) ¹con- 
nection-load intervals 6 5 

[0110] To configure the interval weights, the following 
example command can be used: 

[0111] SW-GSLB-Controller (config-gslb-policy) ¹con- 
nection-load weights I 2 3 4 5 6 

The syntax of this command is: 
connection-load weights&weight of interval-1&&weight of 
interval-2&&weight of interval-3&. . . up to 8, for example. 
[0112] All weights for all intervals need not be configured 
if not considering beyond a certain point. The configured 
weights will be assigned to intervals starting from the first and 
any non-configured interval will be as signed a weight o f zero. 
For example, if only the 5-second average is desired, the 
following can be used: 

[0113] SW-GSLB-Controller (config-gslb-policy) ¹con- 
nection-load intervals 6 5 

[0114] SW-GSLB-Controller (config-gslb-policy) ¹con- 
nection-load weights I 

Thus, even though 6 intervals are configured in the above 
example, all the others are nullified due to zero weights. 
[0115] By default the connection-load metric is not 
included in the GSLB algorithm. Once the connection-load 
limit is configured, the metric is included after the geo- 
graphic-location metric in the metric order according to one 
embodiment, such as shown in FIG. 2B. It is understood that 
the metric order can be changed or customized. 
[0116] At act 115, if there are no multiple candidates at the 
top of the IP list that have passed the connection-load metric 
(or there are none of equal rank), then the IP address list is sent 
to the client program 2S at act 108. After act 115, if multiple 
sites are of equal rank for the best site, the IP addresses can 
then be reordered based upon available session capacity (act 
109). For example in one embodiment, if switch 1SA has 
1, 000, 000 sessions available and switch 22B has 800, 000 

sessions available, switch 1SA is then preferred, if a tolerance 
limit, representing the difference in sessions available 
expressed as a percentage of capacity in the larger switch, is 
exceeded. For example, if the tolerance limit is 10%, switch 
1SA will have to have at a minimum 100, 000 more sessions 
available than switch 22B to be preferred. If an IP address is 
preferred (act 110), the IP address will be placed at the top of 
the IP address list, and is then returned to the requesting entity 
at act 108. Otherwise, if the session capacity metric does not 
resolve the best IP address, then the GSLB metric applies the 
active bindings metric at act 122. 

[0117] According to an embodiment, active bindings is a 
measure of the number of active real servers (e. g. , the servers 
26A, 26B, etc. ) bound to a VIP address residing on a GSLB 
site (e. g. , the sites 20 or 24). The active bindings metric bases 
its selection of the best IP address on this number of active 
servers and prefers a VIP with the highest number of active 
bindings. In effect by selecting the VIP with the highest 
number of active bindings, the active bindings metric allows 
the VIP with the largest server capacity to handle a corre- 

spondingly greater load of traffic. 

[0118] An embodiment of the active bindings metric is an 

optional metric in the GSLB algorithm, and is disabled by 
default. When enabled, the active bindings metric is placed 
after the session capacity metric of act 102 in the GSLB 
algorithm. The default metric order can be changed anytime 
using the metric-order command (or other suitable command) 
at the policy configuration level. To use the active bindings 
metric, the user enables the metric in the GSLB policy. 

[0119] As part of the GSLB protocol communications 
between the GSLB switch controller 401 and the remote 
metric agent 407 (indicated in FIG. 3 as the Foundry GSLB 
protocol communication between the metric collector 406 
and the metric agent 407), the metric agent 407 periodically 
reports the information necessary for the GSLB switch con- 
troller 401 to implement the active bindings metric. This 
information includes, for each VIP address on the agent SI 
(e. g. , the site switch 1SA in FIG. 3), the virtual ports config- 
ured and the number of active real servers bound to the virtual 
port(s). The GSLB switch controller 401 processes the infor- 
mation from the metric agent 407 and for each VIP of interest, 
stores the number of active bindings for the respective appli- 
cation port. 

[0120] If the metric agent 407 at the site switch is running a 
version of code that does not support the active bindings 
metric, the metric agent 407 of one embodiment will not 
report any information specific to the active bindings metric. 
In this case, the GSLB switch controller 401 assumes a 
default active bindings value of one (I) for each VIP address 
residing on that site, if the VIP address is active as determined 

by the GSLB health check metric. If the VIP address is not 
active or is down, the active bindings value is zero (0). The 
same logic applies to an IP address that is a real server. The 
active bindings value is either 0 or I, depending on the health 
check of the real IP address. 

[0121] When the active bindings metric is enabled, at the 
active bindings metric stage (act 122) in the GSLB algorithm, 
the GSLB switch controller 401 evaluates each IP address in 
the DNS reply from the authoritative DNS server 16, and 
selects the IP address with the highest value of active bind- 
ings. The number of active bindings for an IP address is 
defined as follows in one embodiment: 
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If the IP address is a VIP address residing on a remote site that 

supports the active bindings metric: 

[0122] ActiveBindings„= 
NumActiveRealServersBoundForApplicationPort„ 

If the IP address is a VIP address residing on a remote site that 
is running older versions of GSLB agent code and hence does 
not support the active-bindings metric: 

[0123] ActiveBindings„=l, if the VIP address has 
passed a health check; and 

[0124] ActiveBindings„=O, if the VIP address is down. 

If the IP address is a real server: 

[0125] ActiveBindings, =I, if the real IP address is 
determined active by the GSLB health check mecha- 
nism; and 

[0126] ActiveBindings, =0, if the real IP address is 
down. 

[0127] If all potential candidates have zero or equal value of 
active bindings, the active bindings metric considers all of 
them to be equal and passes them to be evaluated by the next 
stage in the GSLB algorithm at act 124. Likewise, if two or 
more IP addresses have the highest value of active bindings, 
the active bindings metric will make no selection and passes 
all candidates with the high value to the next stage in the 
GSLB algorithm at act 124. 
[012S] To use the active bindings metric, the metric is 
enabled in the GSLB policy or algorithm. The active bindings 
metric can be enabled/disabled at the "gslb policy" config 
level of the CLI using the following example command: 

[0129] SLB-Serveriron(config-gslb-policy)¹ [no] 
active-binding s 

[0130] The active bindings value for each IP address can be 
viewed using the CLI command "show gslb dns zone, " with 
the example syntax shown below: 

[0131] SLB-Serveriron(config)¹ show gslb dns zone 

[0132] If the active bindings metric at act 122 does not 
resolve the best VIP address, then act 111 then attempts to a 
resolution based upon a "flashback" speed. The flashback 
speed is a time required for a site switch to respond to layers 
4 and 7 health checks by the GSLB switch. The flashback 
speed is thus a measure of the load on the host server. Again, 
the preferred IP address will correspond to a flashback speed 
exceeding the next one by a preset tolerance limit. 

[0133] In one embodiment, flashback speeds are measured 
for well-known applications (layer 7) and their corresponding 
TCP ports (layer 4). For other applications, flashback speeds 
are measured for user selected TCP ports. Layer 7 (applica- 
tion-level) flashback speeds are compared first, if applicable. 
If the application flashbacks fail to provide a best IP address, 
layer 4 flashback speeds are compared. If a host server is 
associated with multiple applications, the GSLB switch 
selects the slowest response time among the applications for 
the comparison. At act 112, if a best IP address is resolved, the 
IP address list is sent to client program 2S at act 10S. Other- 
wise, at act 113, an IP address in the site that is least often 
selected to be the "best" site is chosen. The IP address list is 
then sent to client program 2S (act 10S). 
[0134] Upon receipt of the IP address list, the client pro- 
gram 2S uses the best IP address selected (Le. , the top of the 
list) to establish a TCP connection with a host server. Even 
then, if there is a sudden traffic surge that causes a host server 
to be overloaded, or if the host servers or the applications at 

the site become unavailable in the mean time, the site switch 
can redirect the TCP connection request to another IP address 
using, for example, an existing HTTP redirection procedure. 

[0135] To provide an RTT under an embodiment of the 
present invention described above, at the first time a client 
accesses an IP address, a site switch (e. g. , site switch 22A of 
FIG. 2) monitors the RTT time the time difference between 
receiving a TCP SYN and a TCP ACK for the TCP connec- 
tion and records it in an entry of the cache database. The 
RTT time measured this way corresponds to the natural traffic 
flow between the client machine and the host server specified, 
rather than an artificial RTT based on "pinging" the client 
machine under a standard network protocol. Periodically, the 
site switches report the RTT database to a GSLB switch along 
with load conditions (e. g. , number of sessions available). The 
GSLB switch aggregates the RTTs reported into a proximity 
table indexed by network neighborhood. (A network neigh- 
borhood is the portion of a network sharing a prefix of an IP 
address. ) The GSLB switch can thus look up the RTT for a 
client machine to any specific host server, based on the cli- 
ent's network neighborhood specified in the client's IP 
address. From the accesses to the host servers from a large 
number of network neighborhoods, the GSLB switch can 
build a comprehensive proximity knowledge database that 
enables smarter site selection. In order to keep the proximity 
table useful and up-to-date, the GSLB switch manages the 
proximity table with cache management policies (e. g. , purg- 
ing infrequently used entries in favor of recently obtained 
RTTs). The proximity data can be used for all IP addresses 
served by each site switch. 

[0136] All of the above U. S. patents, U. S. patent applica- 
tion publications, U. S. patent applications, foreign patents, 
foreign patent applications and non-patent publications 
referred to in this specification and/or listed in the Application 
Data Sheet, are incorporated herein by reference, in their 
entirety. 

[0137] The above description of illustrated embodiments of 
the invention, including what is described in the Abstract, is 
not intended to be exhaustive or to limit the invention to the 
precise forms disclosed. While specific embodiments of, and 
examples for, the invention are described herein for illustra- 
tive purposes, various equivalent modifications are possible 
within the scope of the invention and can be made without 
deviating from the spirit and scope of the invention. 

[013S] For example, while various configuration com- 
mands or other software commands are explained above 
using a certain specific syntax, it is appreciated that this 
syntax is merely illustrative. Other types of commands, 
operations, or syntax can be used to perform the desired 
operations and settings. 

[0139] These and other modifications can be made to the 
invention in light of the above detailed description. The terms 
used in the following claims should not be construed to limit 
the invention to the specific embodiments disclosed in the 
specification and the claims. Rather, the scope of the inven- 

tion is to be determined entirely by the following claims, 
which are to be construed in accordance with established 
doctrines of claim interpretation. 

1. A method of providing load balancing, the method com- 
prising: 

determining a number of active host servers bound to each 
of a plurality of virtual addresses; 
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receiving a list of virtual addresses; and 

arranging the virtual addresses in the list of virtual 

addresses to identify at least one virtual address, having 

a highest said determined number of active host servers 

bound to it, from the list as a candidate optimum virtual 
address to receive traffic. 

2. An apparatus, comprising: 
a load balance switch having a controller to arrange a list of 

addresses and to identify a candidate optimum address 
as one of said addresses having a largest number of 
active servers bound to it. 
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