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CONNECTING A CLOUD NETWORK TO
THE INTERNET

liil if .I )

1'he present application relates to a technique tn cnnnect
a private network and/or a cloud netv'ork to the Internet

BACKCiROUND

Various advancements in neuvorking address interoper-
dbihly ol'onc or more devices across one or more networks.
Two different physical networks mny communicate via a
ncttsork device. A network device, such as a rouler, may
create a hardware bndge benveen two networks. Addition-
dllv, ii Ictilolc device, sucll as d dt'vlcc iiit d rciltolc Ilclwork,
for example. may comnlunicate with a local network by
executing a virtual private network (VPN), typically by
executing a software prograni ln this context (e g., tluough-
out this document). the temi "remote*'r similar tenus refer
to ihe dcvicc not being a part of a particular network and the
term "local** or simiLar terms refer to a collection of devices,
for example. that arc part of that network. VPN sofiw are. for
example, niay create a reasonably secure channel of conl-
muiucaiion bclwccn a rmnole device mid local nclwork and
may route tmstfic to the remote device. 'I'his inav allow the
reniote device to communicate with the local network ns if
the reniote device were physically part of the local nenvork,
rather than remote. Unfortunately. such approaches have
I arious drawbacks.

BRIEF DESCRIPTION OF THE DRAWINGS

Clauncd sublecl matter Is parucularly pouilcd out and/or
distinctly claimed in the concluding portion nf the specifi-
cduon. How cvcr, both as to orgimization mid/or method of
operation, to ether with oblects. features, and/or advantages
thereof. claimed subject matter may be understood by ref-
erence to the fnllowing detailed description if read with the
accompanyin drav in s in which:

I1G I is a schematic diagram illustrating an embodiment
to connect a private network to the Internet:

FIG. 2 is a schcmaltc diagram illuslmling another
embodiment to connect a private networl to the Internet,

FIG. 3 is a schematic diagrmn illuslraling yel another
embodiment to connect a private network tn the Internet,

FIG. 4 Is a fiowcharl Illustrating mi embodiment of a
method lor connecting a private network to lhc Internal, and

FIG. 5 is a schemauc diagram illustralmg a compuluig
environnient in which an embodiment may be implenlented.

Reference is made in the following detailed descriptinn to
accompanying drav in s. which Iiirm n part hereof. u:herein
like nunierals may designate like parts throu/tout to indi-
cate corresponding nnd/or mialogous compoimnls, for
example. Il will bc apprcciatcd Ihal components Illustrated
in lhc ligures huvc not neccssanly biun drawn lo scale, such
as tier siniplicity and/or clanty of illustmstion I'or example,
dimensions of some coniponents may be exaggerated rela-
tive to other components. Further. it is to be understood tlmt
other enibodiments may be utilized. Furthermore. structural
and/or other chungcs may bc made without departing from
clduncd sublcct matter. It should also be nottxl that direc-
ttoits diid/or siiililar rcfbrciu:ts, iol cxiiillpht up, diiwil, lop,
bottom. and sn on, niay be used to facilitate discussion of
drawings and/or are not intended to restrict application of
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cleaned sublcct mauer. Therefore, thc following dctailcd
description is not to be taken to limit clauned subject matter
and/or equivalents.

DETAILED DESCRIPTION

In lhc follow uig dcimled dcscriptiou, numerous specific
details are scl Ibrlh to provide a thorough uudcrslanduig of
claimed subject matter. Iior purposes of explanation, specific

ln munbers, systems mid,'or confi urations are set forth. tiir
exanlple. Ilowever. it should be apparent to one skilled in
the relevant art bavin benefit of this disclosure that claimed
subject matter may be practiced ivithout specific details. In
olhcr instances. well-known features may bc onutt txf miiffor
simplified so as not to obscure claimed sublect nuitlcr. Wlulc
certain features have been illustrated and/or described
herein, many modifications. substitutions. changes and/or
equivalents may occur to those skilled in the art It is,
therefore, to be understood that appended claims are

In intended to cover any nnd all modifications nnd/or changes
as fall u illun clauncd subject maucr.

Rcfi:rance throu bout llus spccilicdtion to onc unplcmen-
tation, an implenientation, one embodiment, an enibodiment
and/or the like niay mean that a particular feature, stnicture,
and/or characteristic described in connection with a particu-
lar implementation and/or embodiment may be included in
at least one implementation and/or embodiment of claimed
subject matter. Thus, appearances of such pludscs. Ibr
cxiunplc, in various places lluoughoul this spiuilicalion arc

Io not necessarily intended to refer to the same implementation
or to any one particular implementation described Iiurther-
more, it is to be understood that particular features, stmc-
tures. and/or characteristics described may be cnmbined in
various vvays in one or more implementations In genemsl. of

Ii course. thcsc and other issues may vnry with context.
Therefore, particulur context of descnpuou aud/or usage
may pmvide helpful guidance regarding Infi:rcnccs lo be
draw fi.

Operations and/or processing. such as in association ivith
do networks. such as conmiunication networks. for example,

may uivolve physical manipulations of physical quantities.
Typically, although nol accessarily, these quantiucs may
take thc fomi ol'lcctncal and/or magnetic signals capable
ol; for cxiuuple, bcuig storixt, transfi:rrixl, combuied, pro-
cessed, compared mid,'or otherwise nianipulated lt has
pmven cnnvenient, at tinies, principally for reasons of
conunon usa e, to refer to these signals ns bits, data, values,
elements. symbols, chamscters. terms. numbers, numerals
and/or thc hkc. Il should be understood, however, that all of

o these and/or sinular terms dre lo be associated with appro-
pnatc physical quimuucs and arc inlmidcd to mcrcly be
cmivenient labels

l,ikewise, in this context, the terms "coupled". "con-
nected.*'nd/or similar terms may be used generically. It

s. should be understood that these temis are not intended as
synonyms. Rather, "coiuicclcd" il'sed gencncdlly nmy bc
used lo indicate that

torso

or morc components, fiir example.
arc in direct physical mid/or clcctncal contact, wlule.
"coupled" if used generically may mean that two or more

io components are in direct physical or electrical contact;
however. "coupled" if used generically may alan mean that
two or more components are not in direct contact. but mny
noucthelcss co-operate or uilcrimt. Thc tenn cmiplcd may
also bc understood gcncrmdlly to mean uidircclly connected,

Si fiir cxamplc, in an appropriate context.
I'he tenus, "and*'. "or", "snit'or" and/or similar terms, as

used herein, inay include a variety of meanmgs that also are
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cxpccscd to depend nl least in perl upon lhc particular
context in &vhich such tern&a are used. I'ypically, "or" if used
to associate a list. such as A, 13 or (L is intended to niean A,
13. and (L here used in the inclusive sense, as &veil as A. H
or H. here used in the exclusive sense. In addition, the tern&
"one or niore" and/or similar terms may be used ro describe
any fcaturc. structure, mid/or charactcristw. ui the su&gular
and/or may be us&xi to dcscnbe a plural&ly or some other
combination of features, stnictures and/or characteristics.
'I'hough. it should be noted that this is merely an illustrative
example and claimed subject matter is not limited to tlus
example. Again. particular context of description and/or
usage niay provide helpful guidance regarding inferences to
bc drawn.

Il should be understood that for ease 01 dcscnpnon a
net&vork device (also referred to as a nenvorking device/
may be embodied and/or described in terms of a con&puting
device I iowever. it should further be understood that tlus
description should in no way be construed rhnt claimed
subject matter is limited to one embodiment. such as a
computing device or a network device, micl, instead, may be
cmbodicd as a vancty of devices or combuiauons thereof,
includinn, for example, one or more illustrative examples

In this context, the term nenvork device refers to any
device capable of communicating via and/or as parr of a
network. While netv orl devices may be capable of sending
and/or receivin sigruals (e, signai packets). such as via a
wired or wirclcss network, they may also be capable of
performing antlmictic and/or log&c opcrauons, processing
and&or storing signals, such as in memory as physical
memory states, and/or may, for example. operate as a server
in various embodiments. Nenvork devices capable of oper-
ating as a server. or otherv ise, may include. as examples,
dedicated rack-mounted servers, desktop computers, laptop
computers, set lop boxes, tablets. nelbooks. smarl plx&nes,
inlcgrdicd dcviccs combuiing lwo or morc lealurcs of the
foregouig dcviccs, thc like or any combuuition thereof

A nenvork may con&prise two or more network devices
and&or niay couple ne&work devices so that signai conunu-
nications, such as in the form of signai packets. for example,
may be exchanged„such as between a server and a client
dcvicc and/or other types of dcv&ces, mciudui between
wireless dcviccs coupled via a wireicss nclwork for
example.

A network niay also include noiv known. Or to be later
developed arrangenients, derivatives, and/or improvenlents,
including„ for example, past, present ancpor future mass
stowage, such as netv ork attached storage (NAS). a stowage
arcs network (SAN), and/or other forms of computer and/or
machine readable media, for cxiunple. A network may
include thc Intcnicl, onc or more local area networks
(I,ANs). one or more &vide area nenvorks (WANs), wire-line
type connections, wireless type connections. other connec-
tions, or any combination thereof. Thus, a nenvork may be
&vorldwide in scope and/or extent. Lil ewise. sub-nenvorks,
such ds may employ d&ili:nng arcluleciures or may bc
compliant and/or compaublc 0 1th chiTenng protocols, such
ds comnnuiication protocols (e.g., network communication
pmtocolsl. nmy interoperate within a larger nenvork. I&1 tlus
context. the term sub-ne&work refers to a portion or part of
a nenvork. Various types ofdevices, such as nenvork devices
and/or computing devices. may be made available so tint
device uileropcrability is cnablcd mid/or, in al least some
insianccs. may bc transparent to lhe devices. In llus conlcxl,
thc tenn lransparmil rcfi:rs lo dcv&ces, such as network
devices ancpor computing devices, conununicating via a
net&vork in which the devices are able to communicate via

intermediate dcviccs. bul without thc commuiucatuig
devices necessarily specifyiim one or more intermediate
devices and/or niay include communicating as if intermedi-
ate devices are not necessarily involved in coiliniuilication
trmismissions. For example„a router may provide a link or
connection between otherwise separate and/or independent
LANs. In lies context. a prix ate network rcfcrs to a particu-
lar. limit&xi set of ac&worl dci ices able to corrumuucatc w&th

other network devices in the particular, lint&ted set, such as
&0 via signai packet tnsnsmissions, for exaniple, without a need

for re-muting ancUor redirecting such network conmiunica-
tions. A private network may comprise a stand-alone net-
worl, however, a private network may also comprise a
subset of a larger ac&work such as, for example. w&ghoul

1&nutation, thc In&cruel. Thus. Ibr example. a private new ork
"in the cloud" may refer to a private nework that comprises
a subset of the Internet. for example. Although signai packet
transniissions may en&ploy intermediate devices to exchange
signal packet transmissions, those intermediate devices may

10 not necessarily be included in the private network by not
being a source or des&inst&on for onc or more signai packet
lriiilsuussious, 101 cxiiiliplc. As i&null&i:r cxiiillplc, d logical
bmadcast dnmain, explained in more detail herein, may
cmnprise an example of a private nenvork. It is understood
in this cnntext that a private 1&etv ork may pmvide outgoing
network comnnuucations to devices not in the private net-
worl . but such devices outside the private network may not
direct inbound network commurucauons to dcv&ccs &ncludod
iu thc pnvalc ac&worl .

&o 'I'he Internet refers to a decentralized global network of
interoperable netivorks &hat con&ply with the Internet Proto-
col (IP) It is noted tlmr there are several versions of the
Internet Protocol. Here, the tenn Internet Protocol or IP is
intended to refer to any version. now known or later devel-

&i Oped. Thc Internet includes local arcs networks (LANs),
wale arcs ac&works (WANsb wirelcas networks, and/or long
haul public networks that, for example, may allow s&goal
packets to be cnmmunicated benveen I.ANs The term world
wide web (WWV/) and,'or siniilar terms may also be used,

do although it refers to a sub-portion of the Internet that
complies with the Hypertext Transfer Protocol or HTTP. It
is no&cd that &herc arese&eral versions of thc Hyperlcxt
Transfer Protocol. Herc. the term Hypcrtcxt Transfer Pro-
tocol Or HTTP &s intcndccl to ref&:r to auy version, now
known or later developed. Ir is likewise noted that m various
places in this document substitution of the tern& Internet ivith
the term worid v, ide web niay be made u ithout a significant
departure in meanin and may„ therefore, not be inappro-
pnalc in that lhe slalcmenl would remain correct with such

0 a substitution.
Signai packets, also rcli:rrml to as signal packet trmisnus-

sions, may be communicated beween nodes of a network,
where a node niay comprise one or more network devices
and/or one or more con&puting devices. for example. As an

&s illustrative example, but &vithout limitation, a node may
coil&prise i&110. OI illorc sites 1:illploviiig a 10&al nc&wc&1k

address. Likewise, a dcvicc. such as a network dcv&cc mi&Uor

d CO&I&pl&i&rig ciCv&CC. ulav bi: &ISSOC&alixl willi lhal &lode. A
signal packet may, ti&r example, be communicated via a

co communication channel or a communication path compris-
in the internet. from a site via an access node coupled to the
Internet. Lii ewise. a signal packet may be forv arded via
network nodes lo a target siic coupled lo u local network, lor
example. A signai packet conunumcdtcd via lhc Internet, lor

ss example, may bc routed via a path compns&ng onc or more
gateways, servers, etc. that may. fi&r exaniple, mute a signai
packet in accordance &vith a target address and availability of
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network path ol'etwork nodes to a uirgct address.
Although the Internet comprises a network of interoperable
ilctivol'kw nol Bll of those Ultcl'opcl'able ncnvol'ks Bl'e ntx-
essarily available or accessible to the public

Although physically connecting a network via a hardware
bridge is done, there may be one or more drawbacks. A
hardware bndgc may not typically include a capablhty of
intcropcrdbihty via higher lcvcls of a network conunumca-
tions protocol A network communications protocol refers to
a set of signalin conventions for coinmunications benveen
or anlong devices in a network. t)pically nenvork devices,
for example. devices that substantially comply wirh the
protocol or that are substantially compatible with the pro-
tocol. In this context, thc tenn "bciwccn*'nd/or sinular
terms are understood to Include "among" lf appropnate for
the particular usage I.ikewise, in this context. the terms
*'compatible with". "conlply with" and/or similar ternls are
understood to include substantial compliance anoyor sub-
stantial compatibility.

Typically. a network communications protocol has several
layers. These layers may be rcfbrred to herc as a network
conunUnlcanon stBck VBI10ils tvpcs of nclv,olk conuuiuu-
cations nlay occur acmss various layers I'or example. as one
nloves higher in a network communication stack, additional
operations may be available by transmitting network conl-
munications that are compatible and/or compliant with a
particular nenvork conununications protocol at these higher
layers. Thercforc, for example, a hardware bridge may bc
unable to lorward signal packets sulcc 11 may operate at a
layer of a network conlmunication stack that does not
pmvide that capability Although higher layers of a nenvork
communications protocol may, filr exainple. atfect device
communication permissions, user conmtunication permis-
sions, etc., a hardware bridge. for example. may typically
provide it/le user control, such as for lughcr layer opera-
nons. Furlhcmlorc, malong changes dt a lrdrdw are layer may
poicntially alibct performance of nclwork conununicanons,
such as tilr one or nlore layers. for example Another
drawback. as mentioned previously, is that it may be ditfi-
cult, time consuming and/or expensive to senip and/or
modif) features of a hardware bridge lvithout speciafized
skills rind/or cxpcrlcncc, sUch ds tcchnical know-how.

A VPN. such as prevlmisly dcscnbcxl, may enable a
rcmotc dcvicc to communicate via a local nctv,ork, but may
also have dmcwbacks A router may allow netv ork conlmu-
nications in the fornl of network transmissions (e.a, signal
packets). for example. to occur from a remore device to a
VPN server on a local network. A remote device may be
authcnncated and a VPN scrvcr, for example. may create a
spccuii roUtc bctw ccn a loi al nciwolk and Ihc Ionlole deva:c
fitlough an intcrvcning router. However, a route may be

enemted and'or also regenencte if the renxlte device is
polver cycled, for example Also, a VPN typically may affect
a single remote device. v lich may be limiting, for example,
in some siniations. Similarly, here too, ac mentioned previ-
ously. it may bc ddlicult, time consuming and/or expensive
to ac/up and/or modify features of a VPN w ilhout special-
lzcd skills Bail/or cxpcrlcnco, sUch Bs U:chnlcBI know-how

A nenvork may be very large, such as compri ~ing thou-
sands 0 f nodes. millions of nodes, billions of Ixldes. or nlore,
as examples As the number of networl devices conmtuni-
cating via a network grow, signals transmissions via a
nctwolk, sUch Bs nl thc fornl ol signal packcls. fiir cxanlplc,
may bcgul to utter(ere. Tlnis, it may be desirable to create
and/or gencratc a logical, pnvatc +cwork, such as via (c g.,
over) the Internet, to potentially limit the nuinber of signal
transmissions at least partially cvithout necessarily limiting

grmgraphics, Ibr example. by having poruons of a logmdl,
connected, secure private netivork in geographies of poten-
tial interest In addition. it may be possible to purchase
available capacity, such as nlemory and/or processing capac-
ity of a third party, as examples, in separate markets, such as
markets where costs may be more appealin, providin
another potential benelit, as explmnixl in morc detail later.
For cxiunple, applications, such as software apphcatlons,
may execute above or on infrastructure. such as nenvorking

la infmcstmcture and,'or computing infrastmcture, in a manner
to provide capabilities, such as these as well as others. 'I'hus,
for example. one or more sofnvare applications may execute
on computin and/or memory resources o~ned by a third
party lo create and/or gmlcrate a logical. private network lor
an entity other than Ule third party that owns the computulg
and/or memory resources. as explained in more detail later
In thic context, networkina infrastnlcture refers to conven-
tional hardware and software that is deployed or deployable
to provide networking functionality and/or network services

zo v ithout using or including components substantially in
accordance with claimccl subject. Likewise, ul tlus context,
computing inl'restructure rcfi:rs Io convmlnonal hardware
and coftware that is deployed or deployable to pmvide
cmnputing functionality and/or services without using or
including components substantially in accordance ivith
clauned subject matter.

Although a router may link otherv, ise independent LANs
tluough routulg of signal packets, a router may also provide
some limits on signal packet trmlsmlssions to a select set of

so devices, such as network devices and/or conlputulg devices,
for example. A router may linlit sigIIBI packet tmnsmissions
via implicitly or explicitly pmducing a broadcast domain
(also referred to as BD or as a broadcast domain). In this
context. the term broadcast domain refers to a set of devices,

lc such as Bc/work devices and/or computing devices, ulclud-
hlg associated services dail/01 silpport, occilp)'nlg B nclw ilrk
digress spdcc. such as d local network address space, nl
which any device is able to communicate with any other
device in the bmadcast donlain without rerouting a trans-

do mission. such as a si nal packet, for example Although
clauned subject matter is not necessarily limited m ccope in
this respect, additional example embodnnents of a broadcdsl
domain (along with rcldtcd teclmologyj may bc discussed in
U.S. patent applicauon Scr. No. I3/543,729, titled WCOM-
MUNICAI1ON 131ITVI'iiliN 131&OAIFCAS1 DOMAINS,'*
filed on .Iul 6, 2012, by I lankins et al, herein incorporated
by reference in its entirety and assivgned to the ascignee of
currently claimed subject nlatter. For example, a signal
packet nial'c Iransnullcd 10 other dcvlccs nl d broadcast

o domain w i/bout bculg dlrcctcd or rcdircctcd wa a router or
sunilar dcvicc, such as a dec icc capable ol'liiwting routulg
of signal packets, for example I.ising a router or a similar
device able to perform netivork address tmcnslation, portions
ofnetcvorks may be logically sepamcte and independent such

ss that transmissions in the foml of signal packets tmsnsmitted
by B network dcvicc on a network, for example. may not
niocssarily bc forwarded Ibom tlu: BD unless a destinatlon
havulg a particular deslulation address of a signal packel
transnlission exists outside the particular broadcast domain

io In this context, a device capable of performing nenvork
address translation is referred to generically as a NAT device
or a NAT. The foregoing efi'actively illustrates one example
of logically uldepelxient and separate (e.g.. non-ovcrlap-
plngi dlvislolw of a network. ul which thc divisions may

Sc comprise examples of respcctn c broadcast domains.
I ixamples of broadcast domains nlay include logical 131)s,

virtual BDs, physical 131)s or non-virtual 13Ds. Iior example,
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in this context. a physical BD refers to a traditional BD
comprisiim a set of physical devices, in which a physical
device is able tn communicate with another physical device
in the broadcast domain. eg, as previously explained,
without being rerouted. For example, a si nnl packer may be
transmitted fmm one device in the BD to another device in
thc BD without being directed or rcdirectcd via a router or
similar device. such as a device capable of afli:cting routuig
of signal packets. fi)r example In contrast, a virtual BD
reters to a 131) tllat illcludes at least some virtual compoileilts
within the 131), such as a virtual device, and/or to a BD in
ivhich physical devices are linked, such as via n nuuiel
server, for example. as explained in more detail Later. If used
in a networking context, ratlmr than generically, the terms
linked and/or coruiectcd, such as, lor cxmnplc, if used to
refer to devices in separate IIDs, such as network devices
andior computing devices. refers to allowing signal packets
to communicate benveen broadcast domains as if the broad-
cast domains are not separate. but ivithout substantially
changing the bmadcast domain conflguration of the separate
brodiiCdst Ili1lllilills. Agaiii. Iillllougll CldllllCII Silbloct llldltCI
is not nixcssarily limited in scope in tlus respcmt. ailditioiial
example embodiments (along with related technology) may
be discussed in afiirementioned D S patent application Ser.
No I),'54)n 2I) 'I'he temis connected, linked, logically
joined and/or similar terms may be used interchan enbly in
context, such as In a networking context. Likew:ise, in tlus
contexn a virtual broadcast domaui may reii:r to a broadcast
donunn gcncratcd aud/or crcatixl by lmkmg two or morc
bmadcast domains at least for a period of tiine A vhtual 131)

operates like (e g, similar tol a physical 131), however, a
vimial device that may be part of a 131) (e g, a virtual BD),
for example. is not necessarily associated with the same
particuhar physical devices at all times. For example, a
1 irtual dcvicc ui a virtual BD. may move from one physical
device to a ddlbrcnt physical device, ds a simple exinnple,
and remain in the BD whcrc. Iiir example. state of the
device. although virtual, is maintained Tints„while a virtual
device in the 13D necessarily executes on a physical device,
it does not necessarily always execute on the same physical
device at all times.

A broadcast domaui may also bc referred to as a lo ical
broadcast domaui (also rcfcrrcd to as LBD). A lo ical
broadcast domaui may compnsc a virtual broadcast ilommn
andior a physical broadcast domain A logical broadcast
domain that includes a virtual broadcast domain. for
example. may refer to a logical broadcast domain in which
spatial conhnes. so to speak, of at least portions of the
broadcast domuui may not be entirely related to a particular
sct of physical dcwces. For cxamplc, some devices ui the
BD mdy not bc consistently ignited or associatcil with any
particular physical devices. Some devices of the broadcast
domain. for example, may be logically independmit of
physical devices. as alluded to above in connection v.ith
discussion of a virtual BD.

Along similar lures, a virtual local ared network (VLAN)
may. for example, compnsc a logical partition or sub-
paruuon ol'n othcrwtsc physical LAN and/or lo wally
joined (e .. linked) logical partitions or lngical sub-parti-
tions of niultiple physical I.ANS, fiir exainple I,ikewise, a
virtual networl may comprise a similar concept in which
lo ical partitions or sub-partitions of I ANs. VLANs or
1 irtual broadcast domains, may. for cxamplc, m an mnbodi-
mcnt, be logically Ioincd (c.g., luikml) at least for a pcuod
ol'mc. A non-virtual broadcast domain snuply is another
way to refer to a physical 13D since it refers to a broadcast
domain in v hich the broadcast domain devices exclude any

virtual dcviccs. Thus, dcviccs ui a nou-virtual BD may
comprise physical devices. such as a router. a computing,
platfomi (that includes a computing device, for example), a
network device, etc 1'he tern) broadcast don)sin is also used
in a generic sense meaning that it is not limited exclusively
to a broadcast type of signal packet transmission scheme
and/or may include in addition to and/or In place of a
broadcast, other types of signul packet transmission
schemes, such as, but not liniited to, anycast, broadcast,

ill illilltlC:1st, iiliiC;1st, gCOC'1st, tile like. Or Bllv Conllunatli1lls
thereof.

A network device comprises a device capable of commu-
nicating via a netivork. as ntentioned. A computing device
composes a device capable ol'xecutuig computations.
Tints, for cxamplc, network devices may compose comput-
ing devices. non-computing devices, and/or other devices A
network device may con)prise, as non-hniiting exmnples. a
router, gatev,ay, lnib. switch. host, mobile device, server,
client. NAT device, the like. or any combinations thereof. A

Io server, which may comprise a computing device, may also
opcratc as network dcvicc. by serving content over a nct-
Wotk For Cxalllplix d SCIVCI IIIII)'roViili: IIOW klloWII dllil/Ol
to be later developed. service arrangenients. derivatives,
and/or miprovements. including past, present, and/or future
services coinprising, but not limited to. Iveb services. third-
party services. audio services, video services, email services,
instant messaging (IMj services. SMS services. MMS ser-
vices. voice over IP (VOIP) scrviccs, cdlcndanug services.
photo scrviccs. database sciSices. facsunilc services, Iilc

Io services, doinain name services, game services, printing
services, proxy services. data streaming services. peer-to-
peer services. other services. the like or any combinations
thereof. Examples of content may include text, images,
audio. video, the like, or any combinations thereof, which

Ii may bc proccsscxI ui the Ibrm of physical signals. such as
clcctncal signals, flir cxmnple, or may bc stored in memory,
ds pll)'steal a/rites, Ior cxatliplix

As indicated above, a logical broadcast doniain refers to
at least a logical division of a network comprising a plunality

do of network devices such that networl devices comnninicat-
ing via the logical division of the neuvork may communicate
WI111 OIIICI IICIWOIk ilCVICCS COIIIIIIUIIICBtillg Via tile loglCd1
divwion without usc of d router or other network device
capnblc ol'inuting network communications imd/or rerout-
ing signal packet transmissions. Iior exaniple, as a ilon-
linutin illustration, a sin le lngical broadcast domain inay
be constructed using multiple repeaters. hubs, NAT devices,
and/or switches. whereby a netivorl device conununicatin
vgi onc ol'hc nuiluple repeaters, hubs, NAT devices or

o swiIchcs may conunuiucau: with another network device
conumuucating via one oi'hc repeaters. hubs, NAT dcviccs
and/or sv itches

In one exainple illustrative embodiment. use of a discov-
ery device and a reflecting device, may allow network

11 devices communicatin via their respective broadcast
domains, for cxamplc. Io discover and rcrlucst services
available via other ac/work dcvwes wlule still conunuiucdt-
iug via remote broadcast domauis and potmitgilly with less
complexity, tra5c and/or expense than conventional routing

ro In one possible illustrative embndinient, a controller inay
manage a plurality of respective discovery and reflectin
devices communicating via their respective broadcast
domains. In still another possible embodunmit, a controller
Illii)'lovisioit otic ot mi1rc tuilllcl scrv era. fot cxaillplc, to

si facilitate conunumcauons bctwccn network devices com-
municating as part ofditferent broadcast domains. I,ikeivise,
in still another illustrative embodiment. a controller may
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comprise a master controller the& may bc usccl to maimgc
other controllers. for example, although there may. of
course. be more than one or even sevehcl master contmllers
in a particular enibodinient In one or more embodiment,
operations may be perfomied, for exmnple. by sofiware
implemented applications that may be executing on or above
d soflwBI'c slack of B dcvlcc, such Bs 5 Iii'Iwork ilcvicc Briil/or
d Co&lip&it&rig iICVICC, Of Coli&SC, dirc 15 &10 l IICCCSSB&il)'equired.

but it niay be typical in some embodiments.
For exmnple. in an embodiment. a discovery device may

comprise a nehvork device capable of contnninicatiitg as
part of a broadcast domain to discover features of the
particular broadcast domain without human intervention to
gcncrale d broadcast domaui configuration Ol lhc particular
broadcast domain. A &hscovery dcvicc may migage ui a
variety of activities to accomplish this including. but nnt
liniited to any nf the following passively rmmitoring signal
packers, actively probing other network devices. port scan-
nin other nehvork devices. querying other network devices,
querying servers. such as a domain controller or other server
respoimiblc Ibr a &hrectory Ol'broadcast dommn fi:aturcs, any
combuiations Ihcrcol; or other approaches. In tins conlcxl,
as &ncntiooed. 1vftho&rt 11&i&&lan lntcrvcfltion i&Bi&cate'5 that
pmcesses may be executed without human intellmence
being on hand or otherwise avaiLcble to make apphipriate
adaptations or changes. such as, if unanticipated events tal e
place, for example. One or more processes may execute
satisfactorily to accomplish a particular rcsull, for example,
without such lnimau uitclhgcnce, interaction Or direction.
I in&5, in a seiise, processes &nay be perfiirmed autontatically,
so to speak. As previously mentioned, in one or niore
embodimenrs, nperations niay be pertormed„ for example,
by sofhvare unplemented applicationc that mny be executing
on or above a software stack of a device, such as a network
ilcvicc arid/or d cori&pi&I&rig device, of coumc, 111&5 Is 1101

nimcssarily required. but it may be typical ui some mnbudi-
I&ICII IS.

Industry sofhvare applications may also assist in gener-
ating a broadcast domain configuration. I'or example, Nmap,
a ()NU software propam. written by Cr'ordon Lyon (also
known by his pseudonym Fyodor Vaskovich) and available
for download, lor example, Bl Ihe wcbsitc www.nmap.org,
comprises network sciirlrlcr softwale capable of discover&rig
hos&s and/or services ou a broadcast domain. Nmap may bc
executed by a computing or a nehvork device to send
net&vork transmissions in the fiirm of signal packets to hosts
on a broadcast domain and may evaluate received response
packets. Nmap is at least capable of discovering a host
operalmg system, names and versions of avmlable servmes,
cslimdicd uplunc, hardware parmnclers and/or Other ncl-
work pariunc&crs. A discovery device. Ibr example, may
discover a broadcast domain configuhction parameter using
Nmap or any other software application capable of similar
discovery. Thus. a sofiv are implemented application to
perform discovery, for example. may execute above or on
other sofiwarc ol a soflwarestack cxcculuig on a device,
such ds a compuung device mid&or d nciwork device, for
example. As an example, a virtual device may be executing
discovery l,ikewise, as previously indicated„ in an embodi-
ment, the virtual device may be executing on a physical
device owned by a third party, for example; although, again,
not necessarily.

illus. in an example embodiment, a broadcast domain
conligurauon may bc generated by a discovery device
moruloruig discovery signal packch via a broadcast domain.
A discovery device in an embodiment. as indicated, may
comprise a network device and/or a computing device

cxccutrng au appropriate sollware apphcdtiou A discovery
device may also passively monitor signal packets that may
comprise infornmtion relative to a broadcast domain con-
figuration. A discnvery device may also actively probe one
or more devices. such as conmuinicatin as part of a
broadcast domain or addressable via a broadcast domain.
For example. a discovery dcvicc may port scan another
dcvicc conuuuuicdiing ds part of a broadcast domaui, or use
a softv are application capable of acconiplishing such a task,

10 for exaniple. In this context, a dnmam controller refers to a
netwnrk device that is capable of responding to security
authentication requests on a broadcast domain. A discovery
device may request broadcast domain configuration param-
eters from an active dircciory server or other network device
capnblc ol'arntainuig d directory ol'roadcast domain
configuration parmneters i&or exmnple, a doniain controller
may con&prise an active directory server. and a discovery
device may query an active directory server by transmitting
signal packets requesting a response comprising discovery

Io signal uifonnation, Again, as indicated„a software imple-
11&C&&ICd ilpp 1&Cairo&1, f 1& CxiirllplC, Iilav pC&for&11 OpCI&11101&S &11

an embodiment.
I,ikewise, in annther embodiment. available services via a

netwnrk device may be detemiined based at least in part on
which ports are npen on a nehvork device. Port scanning a
network de& ice may determine which ports may be open by
transmitting signal packets to request a connection with a
network dcvicc on u purl. A nciw Ork device may respond, for
cxiunplc, by lransnntling signal packets In&healing mi avail-

30 able cnmiection See, for example, RI'(: 7&)3 I'ransmission
('ontml Pmtocol, available. for exaniple, froni the Internet
I:agineering I'ask liorce (li.'ll'). at www.ietfor . Signal
packets comprising responses may imply that a port may be
available.

3& BCCduSC lich&0&k port IlurllbC&5 &liny CO&15&SIC&&IIV &iiap 10

known services, a ne&work device mom&onng &hase

&Capo&&Sea ItldV Bt ICBSI Irl pi&11 ii&SCOVCI'lllch SCIVICCS 111BV

be available via other nehvork devices i&or example, an
open port 2ll or 21 may imply that an Irl'P service may be

do available. Additionally, SSH may be avaiLable via port 22,
Telnet may be available via port 23, SMTP may be available
vui pun 25, POP3 may bc a& ailablc via port f10, or HTTPS
may bc available vm port 443. Ibr example. As m known in
thc arl, associatrons between port numbers and services may
be consistent, or may chanue over time As associations
betwemi port numbers and services evolve. it is intended that
clauned subject matter include discovery of available cer-
vices accordin to evolving industry standards. Ac in known
iu thc arl, port scaniung may bc accomplished via TCP

0 scanning, SYN scanning, UDP scanning, ACK scaniung,
Wutdow Svmuiuig, FIN scaniung, or other scanning &ypes or
methods, as may be known in the art or may later be
developed.

In another illustrative embo&hment, a reflecting device
15 may comprise a network device capable of communicating

as pari a broadcast domaui and capuble ol'mulating a
gcncratcd (c.g.. other) broadcas& domain configurauon w ith-
oul human uilcrvcnlion. As previously mcntionixi In con-
nection with discussiol'I ot' discnvery device, m one0&'c

more embodiments. operations of a refiecting device may be
perfomied, for example. by software implemented applica-
tions that may be executing on or above a softv are stack of
a devrcc, such as a network device and/or a compuluig
dcvicc, of course, tins is no& necessahly rcquircd, but it may

Sc bc typical ui some embodunents In &lus contex&, thc tenn
emulate refers to software stnred or capable of executing on
a physical device in which. the sofhvare, if executed by a
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phvslclil ilcvlcc, lor cxBnlphx would BppcBr 10 sino!her
netlvork device as a device other than the physical device
that is executing the software Iimulation Inay include nper-
ating as a proxy, meaning to appear as another device that
may exist or it may include appearing as a device that does
not exist anywhere. Likewise. emulation mny include
dppclll1ng Bs Bn enhanced 01 Bilgnlcnuxl vol alon ol luiolhcr
device or as a morc lunltcd version of another device.
liurthermnre, the tenn device. unless specitied to he a
physical device may include a virtual device or an emulated
device

In an enlbodiment. emulation may comprise. for exnlnple,
a first network device simulating another network device via

broadcast domaul. Another network device. ul tlus
cxdnlplc. Oldv coulprlsc B phvnficBI ncl&ork dcvu:c, or
vimial netv Ork device 'I'herefore, the einulated device may
not exist as a physical piece of hardware 'Ihe emulating
device may, however. nlake services available via a brnad-
cast domain by tmsnsmitting signal packets in which, for
example. requests for services may be forwarded to the
cmuldlcd device to perform Bdvcrtiscd services, for
cxlunple, if the mnulalcd device compnses a physical
device In another enlbodiment. an emulating device may
offer services via a broadcast domain witlxlut forwardhtg
requests to another network device Additionally, emulation,
in an embodiment„may comprise imitatin. another network
device. However. another network device mny exist virtu-
dllv, Iind/Or nlay coulpnsc d sci ulslrilcllons bculg cxcciln:il
lie another network dcvicc and.'or compululg device.
Although services nlay appear to be available via a device,
the device may, therefore, in an embodiment, compnse a
virtual device. I'Or example, a sofnvare applicatinn may
execute instnictions such as a virtual device on or above a
software stack of a physical device.

In a possible cxamplc embodiment, a reffectmg device
may receive signal packets from a discovery device com-
nuuuciinng via B rcnlolc bloadcasl ilonlaul, Which nla)'omprisea broadcast domam configumltinn including fea-
tures of a broadcast domain. such as those disclnsed below,
for example. A refiecting device may forward signai packets
via a local broadcast domain in a manner so as to emulate a
gcncraled broadcast domain coniigurauon.

In ibis context, ihe Icml logical broadcasl domam con-
Iiguranon refhrs to venous hardware dcvwes, linnwarc,
andior software applications (if residing in nne nr nmre
locations within a I,I3I) so as to be capable Ofbeing accessed
or executed electmnically, such as via n computing device)
supporting 0 logical broadcast domain. As used in tlus
specification, a logical bmadcast domain configuration,
thcrcforc, may ulclude stored signal packets rclaling 10 One
or morc li:dlures of a logical broadcasi domaul. For exiunple,
a configuratinn may represent. characterize and'nr specify
infonnatinn, although in physical form, such as signals,
reLated to one or more feature~, and/or other stored infor-
mation, again. In physical foml, such as memory states,
rclalmg lo onc or more features of a network device com-
municating via Ihc logicBI broddcBsl donlBUI, such Bs 10

rcprcscnl. charactcnze and/or specify the one or morc fea-
tures of the 1.13D Although claimed subject matter is nnt
necessarily hmited in scope in this respect, additional
example embodiments of a broadcast domain conf nration
(along with related teclmology) may be discussed in afore-
mentioned U.S. patent application Ser. No. 13/S43,729.

For cxamplc, a broadcast domain conliguration may
include d subset ol: and/or additions lo die Ibllowing non-
limiling illustmltive exanlples of features one or nlore
netlvork protocols, available addresses, used addresses,

topologlcs, devices used, such as switches or hubs, lustoncal
settings, such as for security, for a network protocol, etc,
modifications of the foregoing. user accounts, including,
status, authentication, etc . secunty settings of a bnladcast
domain. workgroup or domain names, device names includ-
in status, avaiiable device features, etc.. services available
and/or used. status of ihe nclworl devices, as well as other
fi:aturcs.

In one example illustrative embodiment, use of a nenvork
10 device, for example, may allow nenvork devices conununi-

cating via their respective lokucal broadcast domains, tilr
example. to discover and/or request services available via
network devices of another Iogcai broadcast domain while
still conunulucatulg lie their rcspectivc logical broadcast
domains, polcnnally at lanai partially wuh less complcxuy,
traffic and/or expense Ihml conventional routing In this
context, the term gateway device may also he employed to
refer to a netv,ork device able to link logical broadcast
domains via a tunnel server. As a matter of convenience,

10 however. it is understood that any network device mny
include suCh 0 capnbilily. such as, for cxnmple, If Ioadcxi
with sofiwarc proliihng ml appropnnle capablhly, Bs

described in mnre detail thmughout this specification
1'herefore. it is nnt intended that the terna gateway be used
in this dncument to exclusively refer to devices having such
capability. Likelvise, in tins context. the tenn linking logical
broadcast domains refers to allowing signal packets to
conunulucatc between logically SCTVaratc broadcast domains
as If the logical broadcast domaim are nol separate, but

10 v ithout substantially changing, the broadcast domain con-
figuration of the sepamte, lonical bmadcast domains As
mentioned, the terms connected, linked, logically joined
and/or similar temls are used interchangeably in context,
such as m a netv, orking context (as opposed to generically).

ls Likcwisc, ul tlus context. a virtual bromlcast domain may be
gcneratcd and/or created by lu&king logical broadcast
domains at least for a period of linn: Il is nlso noted thai in
an embodiment nr implementation. a logical broadcast
donlam may comprise a single and/Or remote stand-akme

an device
Thus. in one embodiment, devices communicating as part

of 0 virtual broadcast domain, may conununlcalc with
devices operating as part of a non-virtual broadcast domain.
respectively, for exnmplc. In one illustrative cmboduuenn

a- dus nmy be accomplished via use nf a tunnel server linking,
several netwnrk devices. tilr exmnple A tunnel server may,
for example. execute sofilvare capable of receiving and/or
sending signal packets from nenvork devices m difihrent
logical bmiulcast domains. Difii:rent logical broadcast

0 iloulduls nulv othcrw lac Usc scpardlc roUB:rs, Iol cxanlphv
Typically, therefore, dificrcnt logical brondcast domams
may occupy separate netlvork address spaces, such as sepa-
mate IP address spaces. as an example Also, typically. routers
may provide network address translation so that siytai

ls pacl ets may be properly routed after leaving a particular
logical broadcast domain. However. If, fiir example, scpa-
rale routcrs lilr respective BDS include n rouung table. or
similar mcmhanism. such lluit signal packets intcndcd lo
reach annther ingical bmadcast donlain are routed to a

10 tunnel server, in this example embodiment, as a result,
network address translation may be by-passed. Netv'ork
devices in separate logical broadcast domains may, there-
fore, couuuunlcatc w lib Iind/or via II 1UUBOI scrvcr. A IUnnc'I

scrvcr may forward udfiic (e.g., signal packet trlutsmtsstons)
ss bclwimn gateway del lccs. Ior cxmnple, such as lor commu-

nications between different logical broadcast domains
Although claimed subject matter is not necessarily limited in
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scope in llus respect, add&tional cx(unple embodunenls of a
tunnel sewer (along with related technology) may be d&s-

cussed in U S patent application Ser No 13/675.552, titled
*'I.INKIN(i I,O(&l('AI, BROAD('AS f l)OMAINS," filed
on Nov. 13. 2012, by Hankms et al., herein incorpomted by
reference in its entirety and a&sip&ed to the assignee of
currently clmmcd sublccl matter.

llius. I'or cxamplc, &f a v&rtual bmadcast domam provides
a sigimf packet A to a tunnel server, it may be encapsulated.
I ikewise. &f a non-v&rtual bmadcast domain provides a
signal packet B to a tunnel server it &nay be encapsulated.
However. in this embodiment. a tunnel server may likewise
rentove encapsulation (e.g.. referred to as termination) to
dciernnnc where lo forward a s& nal packet and rc-m&cap-
sulale &I lor lorward&ng II is noted lhat lhc encdpsulal&on &s

a term of art. but may take a variety of fi&rms ('laimed
subject matter is not intended to be limited to a part&cular
fi&rm ofencapsulation I ikewise. in an embodiment. as a fev
non-limiting illustmtive examples. encapsulation may
include encryption as well, and/or may separate encapsuhs-
t&on froul tcruun(alon. Of coilrscx Usc ol gBlcwav deva:cs,
nclwo&k ill:t &ccs Bnd/or Ituulcl sc'Ivc&s nld)'ivolvc nlilch
niore complex network tnsnsmission and/or routing arrange-
nients as &veil 'lite previous description is simplified fi&r

purposes of illustration and. therefi&re, is not intended to be
limiting.

In one possible illustrative embodiment. n controller may
uidridgl: B plU&dl&l)'f respect&vc'. gBlcwav deva:cs conunu-
u&ca&Big t &II lhc&r rcspccnvc Iog&c(ll broddcBsl don&&Bus. Iu
still another possible embodiment. a contmller may provi-
sion one or niore tunnel servers. for exainple. to fac&1&tate

communications between network devices communicating
as part of different, respective logical broadcast dome&ns
(e.g.. gateways &n respective LBDS may conununicate via a
tunnel scrvcr). L&ke&v&sc. &0 sufi another &llustrauvc mnbod&-
ment, a controller muy compnsc a master conlroller llml may
be used lo manugc ollmr controllers, li&r example. alllx&ugh
there may. Of course, be more than one or even several
niaster controllers, as &veil as several private netv orks, in a
particular embodiment. As shall become clear later. &n an
entbodiment, althoug&hsubject matter is not limited in scope
in llus respccl, usc of a con(roller may provnle a capability
for ccnlrahzed marmgmncnt ol' private network, for
example. In an embod&mcnn lor example, tlus may at least
partially. for exaniple, include one or more software &mple-
nlcltlcd appl&cat&oils.

The tenn tuiuiel server refers to a meclmnism or teclmique
capable of being implemented in a networl. such as in
sofiwt&rtx I&ra&ware. ha&Swale UI Bnv con&ha&at&on licit of
(olhcr lhBU soflwdrc pcr sc. Bhicc sollw ale Is cxccultxL of
course. Iyp&cally on onc or morc computuig devices). Ilml
includes a capability to hnk logical bn&adcast domains, such
as via encapsulation of signal packets„as previously
described. for example. For example, a tunnel server may
con&prise a sofiware application initiated by a controller, but
polmii&ally cxcculcd elsewhcrc. such as on a separale server.
Tluoughoul tlus document thc tern& software application
dnd/or sofiwarc &mplmncntcd appl&cauon is understood to
also encompass more than ime software application and/or
more than one software implemented application I&or

example. in an embodiment. a tunnel server may be imple-
mented as a virtual device executin on one or more servers
owned by one or more tlurd partms, ai(hou h claimed
subgct matter &s not lun&lcd in scope ui Iius respect. Fur-
thcnnorc, in another embodiment, a tunnel server may
comprise a network dev&ce physically, logically, vinually or
non-virtually separate from a controller I,ikewise. a tunnel
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server may cxcculc addnional seri&ccs For example, m an
embodiment, a tunnel service may also include a capability
to implement a private nenvork policy and inspection. In this
context, thc Ici'01 pfivatc network pohcv and ulspcct&iul
refers to a capability to implement a unified networkin
policy. despite potentially being physically or logically
sc)&aratc networks and/or physically or log&cally scparaie
sub-networks, for cxdmplc. Furthcrmorc. implemcntuig a
private netv;ork policy and inspection includes a capability

10 for selected networks mid,'or sub-networks to implement
selected policies or for selected networks and/or sub-net-
worl s to implement or employ a un&fied policy. Selected
networking paiicies or a unified netv, orking pohcy may, for
cxiunplc, u&elude paruculdrs regarding &mplmnenluig at lcdsl

I onc of thc foilowhlg p&occsst:s vuus scdnnu&g. (&Utica'nl&ca-

tion, filtering (including Ul(I. tiltering, for exalupfe), deep
packet inspection, encryption. a firewall, or any combina-
tions thereof

Likewise. in an embodiment, a gatev ay device may
Ic comprise a network device capable of conununicating as

part of a broadcast domain lo d&scovcr fi:aturcs of another
broadcast domain withoul human u&tcrvm&l&on, such as, for
exaniple, to generate a broadcast dome&n configuration of
another broadcast domain. Although claimed subject matter
is not necessarily limited in scope in this respect. additional
example embodiments of a broadcast domain configuration
(along v,ith related technology) may be discussed in afore-
mentioned U.S. patent dpphcanon Scr. No. 13/5(13,729. As
dcscribcd previously. the lcnn ga law uy dev&cc &s uitroducod

1(i,'ls a ltlattci'f convcnlcucc; It Is bi&ended llmt wtthnl this
specification any nenvork device may include such a capa-
bility, such as via one or niore software iniplemented appli-
cat&ons. for example. For exaniple. a netv orl device may
en age in a variety of activities to accomplish this including,

&s bul nol lunilcd. k& any ol Ihc following. pass&vcly mo&ulor-

ing s&gnal packets, acutely probing other nclwork dcv&ces,
port scanning other Bc(work dcv&ces, query&ng other Bc(-
work devices, querying servers, such as a domain controller
and/or other server responsible for a directory of broadcast

dc domaui feature~, any combinations thereof, or even other
approaches. Tlnis, although a gateway device may be
rclbrrcd lo iis ii nulllcr ol convcnu:ncc ul couuccnon wnh &I

broadcast dome&n, for example, it &s to be undcrslood, of
course, that a gateway dc(ice is prov&dcd as merely onc
illustration of a network device, such as a nenvork device
v ith capability to perfonii openstions, as described. fi&r

example. such as, discovery. reflection. communication with
a tmmel server. operating as a tunnel server, operating as a
controller, etc. Likewise, a network dcmce may bc imple-

0 mauled v&ru&ally (c.g.. logically) or non-v&rlually (c.g.,
phys&cally). Furthermore. ui this conlcxt, w&thou& human
intervention indicates that processes may be executed with-
out human intelligence being on hand or otherwise generally
available to make appropriate adaptations or changes, such

&s as. if unanticipated events take pLace. for example. Thiough-
oul this specification, unless olhcrw&se ala&cd. it &s &ntcndcd
that a process or proccsscs bc intcrprcted as being executod
wilhoul human &nlervenlion. Thus. onc or more processes
may execute satisfactorily to accomphsh a panicular result,

(0 v ithout lnunan intelligence, interaction and/or direction, fi&r

example. Thus. in a sense, such processes at least may be
said to be performed automatically. Typ&cally. althou h not
nimcssarily. tlus may mclude onc or morc software uuple-
menlcd applications.

ss As prev&ously descnbcd, &n an emboihmcnt. for example,
a controller may provide a capability of centralized man-
agenient of a private net&cork, such as a netivork comprising
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dt least two logical broadcast domains, fiir cximiple As
su gested, although claimed subject matter is niIt necessar-
ily limited in this respect. in an embodiment, fiir exaniple, a
controller may be implemented via a server that niav be
associated with a node on the Internet, for example. How-
ever, as also suggested previously. mans ement of a net-

workk.

9UCh iIS II pilVBII: IIClwolk, (WIIICh nlBy, as Siiilply Bil

cxiunple, compuse a commuiucations nclv,ork Ibr a busi-
ness or an entity. for example) conventionally or typically
involves some depth of technical knowledge and/or experi-
ence, such as typically niay reside in a company's I'I'epartment„for example. Unfortunately. however. for small
businesses or the like, as non-limiting examples. such
knowlcxtgc. cxpcnencc and/or capabilily may al less! In
some respects be oul of reach, as a result oi'vcrhcad
expense. for example, that may accompany maintaining
such a department

One advantage of employing approaches consistent v ith
embodiments previously discussed and/or related subject
matter ntay be that a communications network may be
imlialixl, expanded, moihiied ancgor mainlauted ycl slill
Iciillzc ilil ils90cliilcil rcilUccil coil aiiil/01 pciiorinaiii:c
improvement in comparison with traditional. conventional
or state of the art networking approaches Of course,
niedium or lar e size business may also benefit frnm such as
approach. As will be discussed, additional advanmges may
also be present in an embodiment.

Possible benciits depending, of course, on particulars of
dn embodiment may Include, for example, providuig cssen-
11ally' tiii'Ilkev mech;iilisiu to bi1ilg oillllle 9 pl'lv;itc
netivork nf potentially worldw:ide geographical scope v ith
roughly little more than an amount of technical knnwledge
usually employed to operate a standardly available web
browser on a standardly available computing device. for
cxiunple, such as thc amount of tcchnical knowledge
cmploycd to participate In a social network, such as Facc-
book or Google+, as simply illustmiive cxmnplcs. 111us, In
an embodinient, a private nenvork "in the cloud" may be
nianaaed via a (JI.JI essentially as easily as it is tn "friend"
someone via Facebook. for example. Furthermore. in some
entbodiments. for example, hardware instalLation or even
ownership may not necessarily bc uivolved, as alluded to
pri:i ioiisly'ixl I:xphiiiiCII ill BIOIC IICL'iil lan:n Liki:UISIL IIS

alluded io, an mnboduncnt of a pnvatc nclwork ui accor-
dance with claimed subject matter, for exainple. may be
secure, seiunles, scalable and provide real-time, nearly
instant (e.g.. on demand) service.

As alluded. embodiments. for example, may be of benetit
to smaller busincsscs, entincs or Ihc like. Ihal lypmally may
1101 hdVi: SUlhCICI11 resources 10 IiilailCC iii Iniiiiltiiiii 1111 IT
deparlmmil on even a modest scale (ahhough, as mdtcatcxt,
larger businesses may likewise benefit). I ikev ise. as also
alluded. embodiments may leverage. fiir example. conunon
place tecluucal knowledge possessed by individuals, for
example, such as those whn may not be tecluiical profes-
SIOIU119 iiilil/Or Ilia)'osSCSS II paSSiiig fdiililiiirltv w 1th Ciun-
puling and/or network communications technolo y (c.g, an
dinouul 01 fainiliai ii)'0 Usc coilvcnllonal coinpU!Iiig
device~, such as laptops, for example. and/or to comnnuu-
cate with others via those devices, etc ), but little mnre. Of
course. it is also appreciated that these are merely illustrative
examples and it is not intended that claimed subject matter
be lunited ui scope lo exmnplcs provided mcrcly for illus-
lrdl i i c pUiposc9

To prox ide only a few non-luniting examples herc, in an
embodiment, simple, but also seamless management capa-
bilities may include provisioning and/or remnvina coniput-
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Iilg iiild/OI UICIuiiiy I csoul ccs. pIOVtsioiililg Biiil/OI Ii inoviiig
technical services, provisioniim and/or renioving software
applications, adding and/or reniovin network users, adding,
and/nr reinoving network devices. structuring gmups of
users and/or devices, such as for merger and/or segregation
for on-going business projects. etc As suggested. in this
i:oiilcxh in gciii:idl, rcsoiirci:9 ri:fcr lo phy'sii al IcsoUlccs,
such as may bc pros tdcd by hardware (e g., adihtional
meniory and/or prncessina capability) I.ikewise, in genensl,

la applications refer to software-related applications (e.g, at
least partially iniplemented via software) 'lhe term 'ser-
vices'efers generally to provisionin a capability for use,
such as via a particuLsr private networl, v hich may. for
cxiunplc, include provisioning of resources mid/or applica-
tions for usc.

I nr example. in an enibodinieilt, to nlailage a private
network, such as one includin at least two I.IIDs, fiir
exaniple, signal packet transmissions through a nenvork
may be initiated via (e.g.. from) a nehvork device. The

Ic initiating network device, nonetheless, need not be included
in lhc pnvate nchvork. Des iccs uicludcd In a phvale net-
work, as previously discussed, rcli:rs lo a particular, Iimitcxt
set nf nenvork devices able to conimunicate with other
netwnrk devices in the particular, limited set, such as via
signal packet transmissions, tier exanlple, ivithout a need ti1r
re-routing and/or redirecting such communicatinns. In con-
trast. hoivever. a device not included in the private network
may bc capable of bmng employed In managcmcnl of thc
pnvale network. without accessarily being a device within

io the pnvate nehvork Of course, likewise. a device within the
private network may also be capable of being employed to
manage the private nehvork. I,ikewise, one or more third
party devices, such as a virtual device executing on one or
more third party servers, as an example. may be employed.

Is For cxamplc. In an embodimen( a network dcvicc may be
associated with a node and a controller may bc assocrdtcxt
with another node. Although clainuxl sublimt maucr is nol
linuted in scope in this respect, thus. in one example, the
netwnrk device and the controller nlay respectively be

do associated v,ith separate nodes, the nodes being accessible
via the Internet. as an illustration. Thus, si nal packet
transmissions may bc nuttatcd from a network dcvicc to a
controller, Ibr cxamplc. In llus exumplc, a controller may
CoiupriSC II IUCChaiuSIU fiir CCIilrallzi:il IIIBllagCI11Cill Of 11

private netivork, such as previously descnbed lior example,
a cmitroller may be implemented on a server. as one
example. mentioned previously. Typically, but not necessar-
ily. a controller may exist virtually. and/or may comprise a
scl instructions being executed via u device, such as a

a iiclwoik ilcvicc Bilil/01 cotnpiiliilg ili:vlci: AllhoUgh d cilil-
trollcr may appear lo be dvmlable, lhc dcvicc may, in an
embodinient, cnmprise a virtual device I'or example. a
sofhvare application may execute instructions such as a
virtual device on or above a software stacl of a physical

s. device
A network device, such as dcscnbcxt ui this example.

typically may include a GUI. so that rcndcruig of thc GUI
may lake place. Ol'course. any onc of u host of mechanisms
to accomplish this are possible. Iior example, a standard web

ii! bmwser may be employed to render a (iUI A (JIJI. fiir
example. may be rendered on a network device and/or a
computing device based at least in part on signal packet
transmissions to lhc device tluit may be uuuatcxt by a
controller, for cxamplc. Thus. a client-server model in

ss whtctb for example, a controller scrvcs content to a client
may be employed to render a (iUI nn a network device via
a conventional broivser without a plug-in. fiir example
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Altcmdtcly, a plug-in may becmploycd to lhcilitatc render-
ing of a (iUI In still another possible einbodiment, a device,
such as a network device and/or computing, device, may
include native sofhvare to render a (iIJI 'I'hese. of course,
are nierely illustrative examples and claimed subject mauer
is not restricted in scope to these or any other particuLar
approaches, now known or later developc(L that may be
cmploycd to render a GUI ou a device havmg a display, such
as on a network device. for example Although in tlus
example, the Internet was discussed, in an alternative
embodiment, of course. the network may comprise any
network, such as 8 stand-alone private network. an Intranet,
a local area netv ork. a wide area network. etc. Thus, as
dlllldcd 10 prcvloUsly', 8 dcvicc, BUcll as 8 IICIwork dcvicc
dnd/or 8 computing device. 10 mana c a pnvate Bc(work
may be included within the private network, but is not
necessarily so

As suggested previously, signal packet transmissions may
be initiated from a device, such as a network device and/or
a computing device. Initiated signal packet transmissions
Iluly'C Of Ilsc dt iitISI ill pal1 ill ICIIUS Ol IUBIIBgcnlcilt Ol II

pni etc network, such as onc comprism a11cast two or more
logical broadcast domains. Again. as one simple and non-
limiting example, initiated signal packet transmissions may
result in a controller genenstmg a separate logical broadcast
domain that includes several devices that are included in a
particular pnvate network and are accessible to a controller
of tluit network, for cxamplc. Sinuldrly, but ahematcly,
lllludtCd Siglldl pBckC1 trtlllSIIIISSIOUS lllav ICSilll ill 8 coll-
troller enerating a separate logical bniadcast domain that
includes several users for a private nehvork. where. for
example. users may be accessible via devices on the private
network„ the devices being associated with the users.

Although the previous example referred to 8 single
device. of course, multiple devices mdy rcspcctively have
GUls with similar capabilities. Likcwisc, an emboduncut
Iluly'llvolvc lllUhlpk: private lie(works. Fillthcnuorc,
although a network device and/or a coinputing device may
comprise a physical device; likeivise. a device inav comprise
a virtual device in an embodiment. such ns previously
indicated. Along sinular lines. in a generated LBD. as
discussed above. onc of thc devices associated wtdt one of
the users may compnac a physical dcvicc, a virtual devwc or
d I(set Ilulys for cxalllplc, hBvc both Bll Bssoctau:0 pily'81cdl
device and another associated virtual device. as an example.

In an embodiment. a device may relationally depict or
dispLay a network. such as a private network. in terms of
users on the network. rather than in terms of devices on the
network. One possible advtmtage includes 8 capability 10

thcrcby manage thc network ui a mmuier morc in tenue of
thc particular trait being depicted. For example, a network
niay be managed or oriented with respect to users, rather
tlmn devicex which nlay. In some sihiations or envirol-
ments. turn out to be more useful or desirable. It is noted that
the terms depict, display or similar terms may be used
inierchangeably. Ahhough claimed subject mauer is not
nioessarily lunitcd in scope ui this respect, additional
example cmboduncnts of a broadcast domam conliguration
/along with related technologyi may be discussed in U S.
patent apphcation Ser No 11/263,SOS, titled "PIIOPI.I(
CENTRIC: IVLANA(iEMENT OF CLOUD NET(VORKS
VIA (JUI'L hied on Jan. 22. 2013. by Cartsonis et al.. herein
incorporatixl by reference in im entirely mid assignixl 10 the
assignee of clanued sublcct muller.

In an example mubodimeuh a database, such as a rela-
tional database, may store nehvork-related associations
fe B., traitsi, for example 1herefore. in an illustrative. yet

simpliiicd emboduncnt, a dcvicc muy display 8 relational
(ii JI. I(or example. a depiction of a nehvork niay be rendered
in terms of users, for exmnple I lowever, it niay be desirable
to see a display of geographies in which those users are
located, for example. In an enibodiment. manipulation of a
relational (iUI on a device may result in querying a rela-
tional database. Signal paclet transnnssions from 8 control-
ler may provulc query results and a relational GUI may
re-render a display of a network of users in terms of

10 geography Again, this is merely an illustrative, yet simpli-
fied, example and it is not intended that claimed subject
matter be limited to simplified, dlustmstive examples, of
COUlSC

All CxiullplC Of (Ill Clllbod11110111 Ol 8 priv(I(C 1101w Ork. SIICh

at least two LBDB, Is discussed below. FIG. I is a did rtun
illustrating an embodiment. I lowever, m addition, as further
discussed below, in this embodiment, for example, the
private nehvork may be linked or connected to the Internet
A capability to generate a private netv ork and link it to the

Io Internet may provide desirable features.
For cxamplc. ui onc embodimenk a method may include

collilCCtlllg Slid/Or llllklllg OUC Or lllorc pllvtuC UCtwolkS 10

the Internet where a private nehvork includes at least hvo
logical broadcast domains. I(or example. as explained in
nxire detail, the one or more louical broadcast domains may
comprise dynamically linked logical bmadcast domains
(LBDsh For example, linking may be accomplished via one
or morc tunnel scrvcrs, ds discussed previously, in an
mubodunent. As alluded to pres tously, in an embodiment, 8

so tunnel server may be iniplemented as a virtual device on a
tlurd party server, for example; however. clauned subject
matter is not limited in scope to Illustmstions. such as the
foregoui iliustrations.

As shall be described, one or more dynamically linked
Is LBDs may bc dynamically addnl or dynanncdlly rcmovcd.

Sunilarly, one or morc des iccs may be dynamically addixi or
dyuiunically removed Irom Ihe onc or morc logical broad-
cast domains. Iiurthermore. One or more devices may com-
prise one or more virtual devices. 'therefore, one or more

do private networks may include vutual network portions and
the one or more virnial network portions may be dynami-
cally add(xi or dynamically removed. Along sunilar lures.
ouc or morc sub-Bc(works may bc dyoammdlly added or
dynamically rmnovcd from the onc or more logical broad-
CBSt dolllallIS

A possible feature for one or more private nehvorks (nay
include a capability iniplement a pnvate netv ork policy and
inspection process. For example, a unified networkin
policy may bc implcmcnted, despite potentially being physi-

o cally or logically scpdratc networks aud/or physically or
logically separate sub-nctssorks, Ibr example. Likewise, a
private netivork policy and inspection process may include
selected netv,orks and(or sub-networks entploymg selected
policies or selected nehvorks and/or sub-netv orl s employ-

11 ing a unified policy. A selected or a unified nehvorking
pohCV 11110'. Iol cxdlliplC, IIIChldc pal llCUIBIS Icgardlllg
implementing at least one of QIC following processes. virus
scanning, mithenucauon. Iihering /for example, URL Iiltcr-
ingi, deep packet inspection, encryption. a firewall, or any

(o combinations thereof Additionally, the one or more private
networks are reconiigurable in real-time. As simply one
example of re-configurability, the pnvate networks may be
geographically rcconfigurcdI, as explained later.

As mentioned, the onc or morc pnvate networks may also
ss bc hnkcd fc.g., coiuuotcdi to thc Internet This may be

accomplished via one node or more than one node I.ike-
wise, the one or more nodes respectively each ntay comprise
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onc or morc dcv&ccs. In an cmbodnuenl, for a node, lhc onc
or more devices. for example. may comprise at least one
vimial device executing on a third party server finis, the
one or more dev&ces may be more or other than merely one
or more dedicated hardware devices. Furthemtore. since. as
mention&. configumbihty may be real-time, rhe one or
morc dev&ccs may bc morc or other thtm merely one or more
pre-cxistu&g, coniigured devices.

As discussed above, in one embodiment, one or nlore
tunnel servers n&ay be employed Although claimed subject
n&atter is not limited in scope in this respect„ the one or nlore
numel servers may incorporate networl address translarion
or a NAT device. For this example, therefore. linking to the
Internet may bc incorporated wuh one or more tuiu&cl

scrvcrs. Of course, u& other cmbodunents. a NAT device to
link to the Internet n&ay be external to any tunnel servers, as
described in more detail in the examples below

Referring to I'l(i I, I.BI)s 209. 210 and 214 are illus-
trated. for example. A controller 206 and a nmnel server 260
are also illustrated„as descnbed in more detail below. In one
cmbodimcnt, iudcpcndcu( logical broadcast dommns may
cx&st before a virtual broadcast domain &s io be gm&eratcd via
linkina I l3I)s, for example: although "pre-existing," l3l)s &s

not intended to be a requirement. (iateway devices ((il)s)
215. 211. and 208 may be mcluded within respective i,l3))s
or may be genemted or produced, such as. in one example
entbodiment, tl&rough installation of a software applicarion
on i& ih:v&cc, such i&s d nclwolk dcv&cc, Ib& cxan&phx or
tluough another mechm»sm GDs 215 and 211 may com-
municate w&th controller 206 in one embodiment. (iateway
devices 211 and 215 may, for example, transmit a broadcast
domain contiguration to contmller 206 I,ikewise, controller
206 may provision tunnel server 260 and may nori0 gate-
way devices 211 and/or 215 of a networl address for tunnel
server 260. L&kew&sc. tutu&cl server 260 nuiy lu&k logical
broadcast domains 214 aud 210, u& an mubodnnenl. Turu&el

server 260 may u& another mnboduncn( also lu&k more than
nvo independent logical bmadcast domains. such as nlore
than nvo pre-existing I,I3I)s, for example Again pre-existiag
BDs are discussed for illustration purposes, but being pre-
existing is not intended as a requirement.

Gatcw ay dev&ccs 211 and 215 may iransm&l signal packets
comprising a broadcast domau& conligural&on lo tuiu&cl

scrvcr 260. A luru&el server may forward s&g&uil packets,
previously rece&ved, for example, that may compose a
bmadcast don&ain conhguration, such as via forwarding
front gate&vay device 211 to gateway device 215. for
example. A tunnel server. such as 260, may also forv.ard
signal packets, previously race&ved. Ii&r cxamplc, thai may
comprise a broadcast dome&n con(i urat&on, such as for-
warding to gateway dev&cc 211, fur example. A v&rlual
bmadcast domain 06I3I)). therefore, may be generated at
least for a period of time by linking logical broadcast domain
214 and logical broadcast domain 210, for example. to
genemte a private netv ork.

DCT&cnd&ng al least &n par( on paniculars ol'n embod&-
ment, gateway dcv&ccs. such as 211 m&d 215. fi&r example,
may. u& m& mnbodiment, emulate a rcce&vcd broadcast
domain configuration, as shall be explained in more detail
infra. and as may be discussed, for exmnple, 1along v ith
related technology) in prev&ously referenced U.S. patent
application Ser. No. 13/543,729, titled "COMMUNICA-
TION BETWEEN BROADCAST DOMAINS," Iilcd on Jul.
6, 2012. by Ha&duns ct al., wh&ch is ass&gncd to (hc assignee
ol'hc presently claimed subject matter and &s lmrein u&cor-

porated by reference m its entirety; however. these
examples, including examples from U S patent application

Ser. No. 13&543,729. of course, arc s&mply provided as
illustrative examples and are not intended to limit clai&ned
subject matter in scope (late&vay devices 211 and 215 may,
for exmnple, emulate a received bmadcast don&ain configu-
ration from other sources. such as. but not limited to,
controllers. tunnel servers. other gateway devices, etc., for
example. In a s&nnlar manner. morc than two log&cal broad-
cast dome&ns may be hnk&xt, such as prev&ously mcntioncd.
A gateway device may receive a broadcast don&ain configu-

&o nation fmm a plurality of other gateway devices conununi-
cat&ng entirely, primarily or at least partially via other logical
broadcast domains, for example.

In one embodiment, as previously disclosed, responsive to
in&t&sled s&g&ml packets. a controller may i&ul&ate u&a&rue&iona

for gateway dcviccs, such as 208, 211, and 215. for example.
to con&municate v, ith and/or via a tunnel server, such as 260,
for example (iate&vay devices 208, 211. and 213 &nay

communicate with and&or via a tunnel server, such as 260
(iateway device 211 may generate a bmadcast domain

&o configuration corresponding to logical broadcast domain
210. for example. Gateway dcvicc 208 may gcncmie d

broadcast domau& coniigurdlion corresponding to logmdl
bmadcast domain 209, for exan&pie

(iateway devices 208 and 211 may transmit respective
generated broadcast domain configuration to controller 206
Controller 206 may forward broadcast doma&n contigura-
tions. such as received from other gateway devices, for
cxiunplc, to gateway device 215. Gate&vay device 215 may
muulalc multiple reccivrxl broadcast dome&n couiiguralions

&o as pmt of logical broadcast domain 214 I&or example, as an
illustration. network device 216 may discover nenvork
device 223 conununicating as part of logical broadcast
doma&n Z09 and/or network device 212 communicating as
part of logical broadcast don&ain 210. As mentioned,

&s dlthough nol ncccsmnllv'cquucxl, h& an cn&bodhucnl,

softw-

arec &mplcmcnled appl&cai&ons may al least part&ally or
pnmarily bc employed lo implement operations, such as
these illustrations, for example

('ontinuing with the embodiment of I'l(i I. as an illus-
do trat&on of one possible scenario. network device 216 may

conununicate a request. such as by transmittin one or more
signal packets. such ds lo network dev&cc 223, Ibr example.
Tin&s, via gateway dcvicc 215, Ibr example, onc or morc
signal packets comprising a request may bc forwarded I'rom
network device 216 to tunnel server 260 I'unnel server 26()

may, as a result. forward one or more s&gnal packets, such as
to gateway device 208, for example. (iateway device 208
may tmnsmit si nal packets via a lo ical broadcast domain,
here 209, li&r cxamplc. Su&cc network deuce 223 comprises

o part of log&cal broadcast dome&n, &1 may thcrcforc rcce&vc a
request that may be vicwcd as m& amulet&ou of a request
from network device Z 1 6 via the now local logical broadcast
don&am. I la&s, network device 223 may accept the request
and respond according to established network protocols in

&s an embodiment. for example. In this illustmtive example. a
rcsponsc may 1&kcvnsc bc Ibrwardcd back via gateway
dcv&ce, 208, and tunnel scrvcr 260. to gateway dcv&ce 215
for emulation as perl of log&cal broadcast domau& 214.
(iateway device 215 may transmit one or more signal

io packets via logical broadcast domain 214 indicating an
accepted request from nenvork device 223 to network device
216 Thus, network devices 216 and 223 may communicate
vu& a v&rtual broadcast domdu& composing LBDs 209 and
214. &n tlus example, dnd by-passing NAT implemented by

ss roulers. for example. Thus, a puvalc network managed by
cm&troller 206 has been illustrated by this example In an
inlplementation, net&vork devices 216 and 223 may or may
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not rccogmze that the&r tramm&ssions are forwarded v&a a
tunnel ser&er and/or to other logical broadcast dnmains. As
mentioned. again, in an embodiment. although not neces-
sarily requ&red, software implemented applications may at
least partially or primarily be employed to implement open-
tions. such as these illustrations. for example.

In FIG. 1. routcrs 202, 203. or 204, Ibr cx unplc, may
rouic signal packets, such as bc&ween logmal broadcast
domains or to a contmller. such as a &naster controller 'I'hus,
a gateway device 215 may transmit a generated broadcast
domain contiguration to a controller or a master controller,
such as 206. Controller 206 may store a generated broadcast
domain conti uration received from a ateway device. such
ds ilev&cc 215, for cxamplc, using a memory dcvwc 207.
Memory dci ice 207 may compnse a local storage device or
a non-local ntemory device otherwise accessible by contrnl-
ler 206. for exantple In an embodiment. as prev&ously
described. likewise a database associating users. devices and
other network-related tmstts may also be stored there.

In one embod&ment, routers 202. 203. or 204 may employ
network address translation (NAT). Typ&calls. roulcrs llml
employ NAT may mod&fy a signal packet by allenng a
source address of a source device that may be part of a
logical broadcast domam (liken:ise, a router employing NAT
n&ay also modify a destination address) I'hereti&re, a signal
packet transmission from a router employi&tg NAT may
appear as though the signal packet originated from the router
rather than hav&ng ongumtcd elsewhcrc. L&kcv,&sc. Bc&work
dcviccs on a log&cal broadcast domdu& may have m& utter-
vening router. or a sinular device pertorming nenvork
address translation, for example, between the logical brnad-
cast domain and other networks Therefore, nther portions of
a nenvork that have other lngical broadcast domains, may
not conventionally be accessible to devices opera&i&tg as part
ol'hc other broadcast dome&ns, at least nol willx&u! some
Iornl of Bc&work iiddrcss niinsliinon convcntuurdlly'nking
place. Lilewisc, roulers employing NAT also may in some
situations not necessanly allow signal packets to traverse a
particular lotpcal broadcast domain if the packets originate
from outside the particular logical broadcast domain (e
not permit signal packets to reach a network device that may
bc part of thc particular LBD). However, in an cmboduueut,
for cxmnplc. such as &mplcmenung d pnvalc nclv,ork, NAT
may be by-passed, such as previously described. for
example linis, other devices may be accessible desp&te
intervening routers without a significant change in infra-
SII1lcmre.

White„as described NAT implemented by routers are
by-passed for s&gnat packet trimsm&ss&ons w&lhin Ihe private
network, u& &his exmnplc: noncthclcss, a NAT dcv&cc may be
inc iud&xt for co&u&cc ung or I u&kutg Ihe pn vale nelw ork lo the
internet. as previously suggested Although claimed subject
n&atter is not limited in scope in this respect. as mentioned,
a feature of such an embodiment. for example. mny include
a unified nenvorkin policy being implemented across a
pnidlc network as well as selected nelworlong pohc&es
implmnmtted lor selcclcd port&ons (c.g., scleclcd sub-Bc&-

worl s). as prcv&ously dcscnbcd. Tlnis. Ibr example, rcfcr-
ring to l&l(i. t. a NAI'ev&ce 265 coupled tn tunnel server
260 may be able to connect a private network to the Internet
by implementin netv ork address translation for si &ml

packets outbound from TS 260 to the internet. As shown in
FIG. I, NAT dcv&cc 265 may be u& conunumcauon w&th

controller 206 Thus, controller 206, in this ex&unple, may
cxcrcisc oversight ol'nbound and outbound conunu&uca-
tions benveen the private network and the Internet. I &ke-

wise, as prev&ously described. a unified networking policy or

sclcctcd networking pohc&cs may be implemcntcd u& tlus
manner for a network or selected sub-networks.

As d&scusscd previously. in an mubodimenl, a v&rtual

bmadcast domain nmy con&prise logical broadcast domain
214, and log&cal broadcast dommn 210 Thcrcforc,

network

device 216, communicating as part of log&cat broadcast
doma&n 214, may discover and/or request services from a
n&essagn&g server 224. communicating as part of logical
broadcast domain 210. Also. networl dev&ce 212, commu-

l &
n&cating as part of logical broadcast domau& 210, may
discover and/or request services from a file server 220,
conunu&ucat&ng as part 01'logical broadcast domain 214. Of
course, clai&ned subject matter is not 1&mited in scope to
example cmbod&ments. such as thc forego&ng provalcd lor
illustrative purposes. for ex&unple

Although claimed subject n&atter is not hmited in scope in
tlus respect. in an embodiment. as was mentioned, a poten-
tial feature may include centralized mana ement, such as,
for cxmnple, of a broadcast domain, aud/or muh&pic broad-
cast domains, despite. for example. the distributed nature of
dcviccs &n thc rcspcclne BDs, sUch Bs w&lh bile&vcnulg
independently managed nenvnrk devices, as occurs in con-
nectinn with the Internet. as one exantple Additionally, in an
embodin&ent, a secure. scalable, real-tin&e, turnkey, iveb-
related private network that is relatively simple and/or easy
to mauttain, modify and/or manage may be set up. As
mentioned, agmn, u& an mubodinu:nt, although uol ncccs-
sdrily'cquuc'0, soflwiirc huplcnn:nlcxl dppln al&ons on ol

&o above infrastructure, such as computing and/or nenvorking,
infmsstmcture, as well as network connect&vity, may at least
partially or primarily be en&ployed to &mplen&ent opemstioils,
such as these illustrations, for example.

As &vas discussed, in an embodiment, controller 206 may
&s bc accessed via a de&&cc, such as a network dcv&cc. A

controller, such as controller 206. may reccivc broadcast
ilou&dnl cont&gnidfions Iron& other galcvvav ilcviccs conuuU-
nicating via other logical bmadcast don&sins, whereby more
than two ingical bmadcast dome&ns may be similarly linked

do such that devices conununicating v&a one of a plurality of
logical broadcast domains, may discover and/or request
scrv&ccs available via dc& iccs commu&ucat&ng vgi another of
thc plurality of log&cal broadcast domn&m. For example.
controller 206 may also receive a broadcnst domau& con-
figurat&on from gateway device 208, commun&cating via
logical broadcast domain 209. Controller 206, may also
fo&ward other received broadcast domain confi urations
from logicai broadcast domains 214. or 210, for example, to
logical broadcast domain 209, for example, to bc cu&utalcxt

0 vgi gateway dcv&ce 208 or olhcrw&se emulnted.
Rcfc&ring to FIG. 1, as pre& &ously d&scussed, a broadcast

don&am configuration may include devices communicating
via a virtual private net&vork (VPN), for example. In this
context. a VPN refers to a mechanism in which a remote

&s host. such as a network device. conununicates with a VPN
scivci 10 cncrvpl a conuuUU&cd&ion slrciinl ul &I un&unct so
thin lhc rcn&olc host is able &0 rcdsonablv scciucly'ouuuU-
n&cate w&th other dev&cis of ttu: broadcast domain and in
v hich an intervening muter has a conhguration that allows

io the remote host to initiate the VPN even with nenvork
address translation being implemented. A dev&ce communi-
cat&ng v&a a VPN. such as virtual device 222. may connect
to log&ca I broa dc as I domain 214, or d& s co&u&act from 1ogmd I

broadcast dome&n 214. Likcw&sc. as dmcusscd w&th other
ss examples, herc. m& cx;m&pie cmbodunm&l, such as llus onc,

may be manageable fmm a device, such as a network device
and/or a co&nputing device.
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Likewise. a tunnel scrvcr nuiy be accessed and/or man-

aged from a device, such as a network device and/or a
computin device In one embodiment. a tunnel server, such
as tunnel server 260, shown in I'I(i I, for example, nlav be
employed to also perform functions of a conuoffer. For
example. one or more software implemented applications
may miplcmcnt desired operations. Tunnel server 260 may,
for example, receive a broadcast domaui configuration.
'I'unnel server 261) may fonvard one or nxlre broadcast
dolnain configurations to one or niore gateway devices.
'I'unnel server 261) may fonvard one or nxlre broadcast
domain configurations based at least in part on currently
conlnnulicating devices. such as a network device. or oth-
crwtsc. for example, such as storcxf BD configurations, as
another example. Adihtlonally. a inking table or other
mechanisnl, filr exanlple, may specify forwarding niles or
the like, to, for example. specify linking or additional
functionality, such as between logical broadcast donlains,
for example. to form a virtual broadcast domain. In another
embodiment. tunnel server 206 may transmit n portion (e g.,
digest or subset) of a gcncrated broadcast dommn conligu-
ration. For cxamplc, in an cmbodlmcnt. a gcncratu! bruad-
cast domain configuration may comprise a selection of a set
or subset of features of a logical broadcast domain 210 to be
forwarded. such as to one or more gateway devicew filr
example, by tunnel server 260. operating ns n controller. in
dais illustrative example.

Snnllallv, vlrtutll deva:cs fol B pnviiu: Ilctw iilk lllav Blso
bc managed from u network device, even a virtual network
device or other virtual device. In an embodiment, emulation
may comprise, for example, a first device simulating another
device via a broadcast domain Another device. in tlus
example. may compnse a physical network device. or a
virtual network device. Therefore, the emulated device may
noi exist as a physical pwcc of liardwsre, although may be
cxccutcd ol stol'cd on ti phvslcal dcvlcc, ol ciiulsc. An
emulating dcvicc may, however, make services available via
a bmadcast domain by transmitting signal packet ~ in wluch,
for example. requests for services may be tilrwarded to the
ennihsted device to perform advertised services, for
example, if the ennilated device comprises a physical
dcvicc. In another embodiment, mi emulatmg device may
olfer seri iccs via a logical broadcast domain without for-
warding rcqucsts to another network device. Additionally,
emulation, in an embodiment, may coinprise imitating
another device. Such as a network device and/ore computing
device. However. another device may exist virtually. Bnd/or
may comprise a set instnlctions being executed via another
device. Although services may appear to bc avmlablc via a
device (e.g.. physical dcvlcck the device mav, thcrcforc, in
an cmbodimcnt, compose a virtual device. Likewise, as
suagested previously. the virtual device may be executing on
a physical device olvned by a third party inaking processing
and/or meniory capacity available for purchase. for exalnple.
Likewise. as indicated previously, for these various aspects,
NAT 265 is able to provide a capabiliiy to connect a private
nciwork to the Internet, such as under three(ion or overs& ht
of controller 206, for cxamplc.

It is likewise noted that in an alternate embodinlent, a
NA'I device may be incorporate into a tunnel server. such as
260. for example Like~isa. as was described. n nuulel
server may execute additional services. Again, although not
necessarily. typically scrvlccs nuiy bc nnplcmentu! usuig
one or more sol'twurc apphcations, as was mentioned. For
cxtunple, in an mnboduncnt, a tuiuicl service may also
include a capability inlplenient a private netlvork policy and
inspection process. lvhich may, filr example, includmg a

uiufied networking policy, despite potentially being physi-
cally or logically sepamte nenvorks and/or physically or
logically separate sub-networks. for example A private
network policy and inspection process may also include filr
selected netivorks and/or sub-networks employing selected
policies or selected networks and/or sub-networks employ-
ing a unilicd pohcy. Sclccted networking policics or s
uiulicd networking policy may. for cxumple, include par-
ticulars regarding inlplementing at least one of the tilllolving

lc pmcesses virus scanning. authentication, filtering (tilr
exanlple, lfl(I, lilterinal. deep packet inspection, encryption,
a firev alL or any combinations thereof„as an example. A
NAT device, such as 260, may be employed to maintain state
of ultcrscnons between dei iccs in thc pnvate network and
devices outside the pni ate network, such as Internet host
devices, for example As a result. some trade-offs may exist
regarding whether to incorporate the NA'I'ithin the tunnel
server in an embodiment Since, lf the NA'I'ails. State inay
be lost between the private nenvork and the Internet. and a

lo disniption of service may occur until connections may be
rc-cstilbhsllcil.

In one possible approach. NAT functlonahty may be
included with a tunnel server. Such as one tunnel server per
NA'I. if a server fails on lvhich a 'I'S is executed, the users
on the private network are impacted, but not necessarily
others. In another approach. the NAT may comprise a
separate component, such as 265. illustmsted in Flfi. 1, and
multiple tunnel scrvcrs may potentially connect to thc Inlcr-
nct via 265, I'or cxamplc. Thus. if a TS Ibils, but not the NAT.

lc state is generally maintained lvith the Internet; how:ever, if
the NAI'ails. more users may be impacted In still another
approach, a 'lg and a NA'I'ay conlprise separate compo-
nents (such as software applications executin on separate
physical device~, for examplek but may still do so in

li onc-to-onc rclationslup. Tlus approach has some partml fmilt
tolcrmlce bcncfits. but may increase cost and/or complexity.
Likcwisc, ml approach other than onc-to-onc. such as two-
to-one, etc, may be employed ln an enibodiment

Ill ai! embodiment, nlore dian one tunnel server may be
so employed to link a plumlity of logical broadcast domains to

form a virtuai broadcast domain„although, of course,
cleaned sublect maner is not linnted in scope ln tlus respect.
FID. 2 is a schcmanc diagram showulg an mnbodiment with
morc than one timncl sets cr ui one illustrauvc non-lunitulg
exanlple. In one embodiment. for example, four logical
bmadcast domains may be in communication via more than
one tunnel server, (fateway devices 311, 321, 331. and 341
may enerate a broadcast domain configuration for their
respcctivc logical broadcast domains, for example Gateway

o dcviccs 311. 321, 331, and 341 may forward rcspiwtive
broadcast domain configurations to controller 350. Control-
ler 350 nmy prot ision ninnel server one, shown as 36(l
('ontmller 350 may initiate instnlctions to gateway devices
311, 321, 331, and 341 to conununicate v ith tunnel server

s. one 360. Ciatev:ay devices 311. 321. 331, and 341 may
thcrcfilrc initiate conunumcauons, such as via signal packet
tliulsllllsslolis, fol cxiunpbv

In onc embodiment. logical broadcast domaul A 310. and
logical bmadcast domain il 32(t may be located within a

ic sinlilar geographic boundary. such as. the same building, the
same city. the same state, the same country, the same
continent. the same planet, or other. for example. In an
embodiment, logical broadcast domaui C 330, and logical
broadcast domain D 340. may reside ln another gcograpluc

si region dlfibrent Ibom thc gcograpluc region whcrc logical
bmadcast doinain A 311) or lo ical broadcast domain B may
reside In one embodiment. filr example, logical broadcast
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donunn A 310 and logical broadcast dommn B 320 may bc
physically located in Los Ange)es, Calif.. U.S.A. while
logical broadcast domain C 330 and logical broadcast
domain D 340 niay be physically located in New York City,
N.Y.. U.S.A. Ol'ourse, these arc simply exlunples for
illustration and are not nieant to be limiting in any way

In this embodiment. tunnel server one 360. may also be
physically located in I os Angeles, ( alif., U S A. so that
trattsmissions fe.g.. signal packets) between logical broad-
cast dommn C 330 and logical bmades st dommn D 340 /c g.,
communicating vin tunnel server one 360. located in Los
Angeles), may bc transmi«cd to Los An cles. Bnd back to
Neiv York

A path or chtnuicl lor conunuiucd»ons may p01m»ially be
enhanced by controller 350 provisioning an additional tun-
nel server located more physically proximate to logical
bmadcast domain ('30 and logical broadcast domain D
340. for example. Controller 350 may provision tunnel
scrvcr two 370 For cxmnplc, ui an embodiment, provision-
ing a tunnel server may be accomplished via execution of
one or morc sol'twarc applicauons. Controller 350 may
therefore initiate instntctions to gateway devices 311, 321,
331. and 341 to additionally initiate comiminications v ith
tunnel server two 370. while also continuing to be in
coninuuiication with tunnel server one 360. for example.
Oateway devices 311. 321. 331, and 341 mny thus iniriate
conuuuntcaltous to tunnel server two 370 after being
dcploymi. Furthcnuorc. in an embodiment, although claimed
subject matter is not limited m scope in this respect. trans-
mission~. such as signal packet tnsnsmissions may take place
betiveen tunnel servers, such as 360 and 370, in tlus
example.

Provisioning an additional tunnel server may be bused at
least ui part on a vancly of factors or constdemlions. For
cxtunple, signal packets communicatcx( vtd uuuiel server oue
360 may be a factor or a consideration. Provisiomng an
additional tunnel server niay likeivise be based at least in
part on signals fmm a controller. other than controller 350,
for example. Likev ise, ateway devices may optionally
coninuuiicate ivith other gateway device~. such as via nuuiel
scrvcr onc or tunnel scrvcr two, for example, dcpcnding al
ICd91 ill pdlt 011 d host Ol possiblC IBC(ols. SUC11 89, gCogriipll)',
latency, utilization, bandwidth /c.g.. tluoughpul). availabil-
ity. efficiency, cost, etc liurthennore, via a controller, such
as 350. a private network may be reconfigured without
huninn intervention„ for example, to improve performance
and/or reduce cost For example. if available bandwidth
dc»rouses. tf latency increases, ttnd/01 if network ulilizalion
i»Crt:d9t:s. Ciilitrolh:1 350 lllav ptL1Vlsion Bdd«tonal (Ullllel
ScrVC19 01 nid)'t»visloll (UllllC1 SClvCls in 8 inallliC1 10

improve perfonnance and/or reduce cost without human
intervention. Iixmnples of possible monitoring andtor niea-
surement of network perfonnance and/or cosr-reffisted
parameter ivere previously discussed.

As an cxamplc, gateway dcvtcc 311 may trmisnut signal
peel Lxs lo gateway dcvicc 321. Gateway device 311 may
uausmit signal packets vta tuiuiel scrvcr onc 360 suicc
tunnel server nne 360 is more pmximate to lxith gateway
device 311 and gateway device 321 in this example In
another embodiment. gateway device 311 may transmit
signal packets via tunnel server two 370, such as if nuuiel
server one may be unavailable. Ibr a variety of reasons, such
as, bui nol limited to one or morc of lhe follow mg sttua1tons
d 90f(V:dtc 1SSUC, 8 collhgUra(10« 19Siuh si piiwci 1SSUC,

scheduled niaintenance, insufficient permissions. a security
issue, other issues. or combinations thereof.

26
Likewise, a varwty of factors or cottstdcrattons may

likewise atfect signai packet transn»ssions between already
pmvisioned tunnel servers. such as 360 and 370, for
exaniple, in an embodiment As a siniple illustrative
example. not meant to limit cLaimed subject matter, a nlnnel
server in Europe may conununicate with a tunnel server in
the Ututcxl States to pass signal packet trattsmtssions, such
as from a broadcast dommn in Europe to a broadcast domain
in the United States; hoivever. respective bmadcast domains

in in I iurope may communicate via the tunnel server in I iurope
while respective broadcast domains in the I.lnited States may
conununicate via the tunnel server in the United States. For
example. again. witl»&ut intending to limit claimed subject
ma«cr, il may be fiat latency is potentially rcduccd in
comparison with using only either thc tunnel server in
I:urope or only the tunnel server in the I.Jnited States to pass
signal packet transmissions from a broadcast domain in
I:urope to a broadcast domain in the United States. Of
course. comnuuiications may also take place between more

zo than two tunnel servers in an embodiment.
Ill still 8110111Lr cxdlliplC illiplClllC1«811011 illvolvillg tnote

lililll lwo IUilllLI SCrvt:lS. Jtit d SlrCtllll Ol SUCCiuSiVC Siglial
packets to be communicated between two broadcast
doniams, the signal packets niay be conimunicated using
nxire than one tunnel seri er in a nianner so that unmediately
successive signal packets have a signal conuuunication path
that uiciudes different tunnel servers. As one non-limiting
cxiunplc, a first broadcast domain may commuiucalc signai
packet transmissions to a second broadcast domaui usm 8

so plunslity of tunnel servers in a manner so that, fiir example,
for N tumiel servers. Vvhere N is an mteger greater than one,
every Nth sio nal packet front the first broadcast domain inay
be transmitted to the second broadcast domain via the Nth
tunnel server. Likewise. of course. every Nth signal packet

is from thc second broadcast dommn may bc lrmismincd to lhe
Iirst broadcast domain vta the Nth tunnel scrvcr, however,
the Nth tiuuicl server from thc lirst BD to thc second BD
may not necessarily correspond to the Nth tunnel server
from second l3() to the hrst l3D Of course. other approaches

do of distributin signal packet transmissions across multiple
tunnel servers are also intended to be included. implemen-
tations in which multiple tunnel servers arc employed may
offer a variety ol'potenndl bmielits. although clatmixl subtect
matter is not ncccssarily limited in scope to unplemcntalions
having these benefits. lior example, security may be
etffianced l.ikeivise, impmved fault tolerance, redundancy
and/or load balancing of tunnel servers may also be accom-
phshed.

In one emboduncnt, tunnel scrvcr one 360, may spcctahze
o iu Iile scrvuig. and tunnel sets er two 370 may specialize in

message servuig. In mi cmbodimmit. gateway dcvtcc 331,
ti itlsiurtttilg stgital packL'ts cotllpt'isitlg fil serviflg. 111;1)'o
so via tunnel server 360 or tunnel server 370 In general, a
plurality of gateway devices mny communicate with a

ss plurality of tunnel servers. For example, pmvisiomn addi-
tional tunnel servers mdy ds onc possible consalcraltun.
po1milially enlmncc communications by providing aitematc
pall» bc(ween gateway devices communicating as part of
other logical broadcast domains that niay be linked via

ii! tunnel servers. Nonetheless. one or more ne«corks of logical
broadcast domains and tunnel servers may be enerated
based at least in part on a host ofconsiderations, such as. for
example, cost, capnbilily. ellicmncy, compaubthty,
resources, proximity, latency. bandwidth /c.g., throughput),

ss utt)rztttton. others or combinations thereof. In one embodi-
ment, network device 312 niay cnmniunicate with or access
network device 322. such as usin gateway devices 311 and
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321 conuuun&cauug vui tunnel scrvcr onc 360, lor example.
A sin, typically. but not necessarily. one or more softv.are
implmncntcd appl&cauous may bc uiilized. Network dev&ce

322 may communicate w&th or access network device 342,
such as us&ng gateway dcv&ccs 311 and 341 communicating
via tunnel server nvo 370, for example. (Iateway device 311

may also conmninicate via tunnel server one 360 and via
tunnel server &wo 370. concurrently

In an enibodiment, a tunnel server may, ii&r exiunpl, store
onc or nn&rc scrv&cc rcqUcsts, silcll ds nl locBI Iuc&uoiy. 1&1 B&1

embodiment. if multiple devices, such as a nenvork device,
rixpicst s&nular scrv&ces, a tunnel scrvcr may provideserv&cc,
or a response to a service request to a requesting dev&ce

perhaps without fonvard&ng Ihe service rcxlucst to a dev&ce

able to initiate service, for example; however, this mav vary
at least in part on particulars of a situation and/or an
embodime&it, fi&r example

Additionally. in an embodiment, a tunnel server may
dcknowhxlgc rcce&pt of onc or more signal packcIs before
arrival at a destination dev&ce, such as B network device For
cxiunple, in onc embodiment, nct&sork device 332 may
transmit a tile, or other large mnount of stored inforniation
states (e.g. stored as phys&cal slaIcs m memory). Ior
example, to network device 322. such as via tunnel server
one 360. In an mnboduncnt, tunnel scrvcr one may acknow I-

edge receipt of one or more signal packets before nenvork
device 322 acknowledges receipt of the one or more signal
packets. for exaniple 'Ibis may accelemte transmissions.
For example, network device 322 may receive acknowl-
txlgcment of oue or morc signal packeIV. Bnd Iransmit
subsequent signal packets with less dehay as a result. for
cxiunple, pot m&1&ally unprovuig wide area network conunu-
n&cat&ons, for exalt&pic

A tunnel scrvcr may also rcplicaie scrvircs ava&lablc via
other network devices In this context. replication coniprises
reading and wnting stored information states (e, stored as
physical states &n niemoryj Iieplicafion &nay be desirable for
a variety of reason~, &ncludin, improved consistency
betwcmn two or morc redundant rcsourccs, such as sofIware
or hard&vere components. improved reliability. improved
dcccssibil&ty, improved fmilt Iolertmcc, or combuiat&ons
Ihereoli Repl&cat&ou may comprise stora c rc7&iication. and/
or replicat&on of computational tasks, or may comprise
active or passive rephcat&on as &s known in the art Agaui. an
implementation may be in accordance vvith execution of one
or niore software applications

In onc emboihmcnt. tu&u&cl ac&Vcr Iwo 370, may store
network conmiun&cauous. Network dcv&ce 322 may com-
pnse a lilc server. for cxamplc. A dcvicc, such as network
device 312, may request file services from file server 322 via
tunnel server &wo 370 Network device 312 may receive
requested services. Subsequently, network device 332 may
request similar file serv&ces from file server 322 via nuuiel
scrvcr Iwo 370. Tu&u&cl server two 370, havui stored
prt:t ious rt:qut:sts for fihc scrv&cc, Io& cxanlphv Iluly'cspond
by provnling a rcqucstcd lilc service, w&thou& necessarily
communicating a request to file server 322 A tiuinel server
may. for example. in an embodiment, potentially provide a
faster response by stonng previous service request~. referred
to here as caching the prev&ous service requests. In another
cxiunple embodunm&1, a dcv&cc such ds ncnV ork dev&cc 342
may comprise a database scrvcr. Tunnel server 370 may
replicate thc database (or a portion fl&ercoij of database
ser& er 342. In an embodiment, if a device, for example, v ere
to request database services from database server 342. via

tunnel scrvcr two 370, Iu&uicl server Iwo 370 may respond.
for exmnple, tvithout necessarily communicating with data-
base server 342

lil(i 2 also illustrates an embodinient &n which, as pre-
viously described, separate NAT dev&ces may be employed
in a one-to-one relationship with tunnel servers: although,
cia&mcd subject matter is not limited Io a onc-Io-onc rcld-
t&onslup, as previously explained. Thus, as &llustratixk NAT
365 corresponds tvith 'lg 360 and NA1 375 concsponds

Io with 'lag 370 f,ikewise, NAIs 365 and 375 also may
cmnniunicate with controller 350 in the embodm&ent illus-
trated. Therefore. benefits. such as previously described,
may be available. altlu&ugh claimed subject matter is not
1&nutcd u& tlus rcspcct. As one example. a unilicd ue&worlong
pohcy or schwtcd networking policms may be &mplcmcntixk
such as previously described. Again. sofnvare may execute
or be executable on or above infrastructure to unplement
such policies, for ex&unple

FIO. 4 is a flo&vchart illustrat&ng an embodiment of a
Io method of conununication benveen broadcast domains. Of

course. cia&mcd subjcci mailer is not lim&tcd &n scope to Ihe
part&euler order or arrangcmmit of blocks shown. L&kew&sc,

additional or replacement blocks may be included in an
embodin&ent, such as blocks depicting one or more open-
tions in place of those shov n niay be used m an embodi-
ment, for example.

Referring to FIO. 4. gateway devices A and B may be
inch&dud Bs part of si.pdra&t: log&ctll brirddcast do&1&BU&s u& Bn

cxiunplc cmbodimcnt. As shown by block 401, gateway
&o device A may discover and generate a broadcast domain

co&&figuratio without burns&i intervention. as part of a
logical broadcast domain. ti&r example. As shown by block
410. ateway device B may likewise discover and enerate
a broadcast domain configuration as part of a logical broad-

&i cast dommn. fi&r cxamplc. AI block 402. gateway device A
may uutiatc trdnsnussion of a gm&crated broadcast domain
conligurat&on, such as in thc form ol'&gnal packets. for
exaniple, to a controller or a master controller At block 411,
gateway device l3 may initiate transmission of a generated

do broadcast domain coniiguration. such as in the fomi of
signal packets. for exaniple. Io a controller or a master
controller. At blocl 420. d controller may race&ve one or
morc gcncrated broadcast dome&n conligurations from onc
or morc giitc&V ay det &ccs. such as A and/or B. for example.

lil(i 4 sho&vs an embodiment mcluding the bk&cks
described above as &veil as the blocks described immediate
below. startin with block 421. Iqowever. hkewise. in an
embodiment. a flowchart of provisioning a tunnel server
may begin with block 421. Of course, as u&d&cdtcd above,

0 cia&mcd sublict maucr &s not 1&mitcxt &n scope to thc par-
t&euler order or arrangemm&t of blocks shown. Likew&sc,
additional or replacement blocks may be included in an
embodin&ent, such as blocks depicting one or more open-
tions in place of those slm&vn may be used &n an embodi-

&s ment.
Referring Io blocl 421. for example, a controller may

»1&t&alc prov%&0&lnlg of Onc or &1&orc IUUBCI scivc&s, SUch Bs

for device A and/or dcvwe B, for example At block 422. a
co&ltn&lie&'rlav in&t&atc tmuslnlsslon of onc or OICI'c nci&voi'k

to addresses for one or more tunnel servers to gatew:ay device
A and/or gatev:ay device B. for example. At block 423,
gateway devices A and/or B may initiate conununication
w&th onc or more tunnel servers, for cxiunple, via onc or
more network addrcsscs for the respixuvc onc or more

ss tunnel servers, for example. Likcwisc, thc gateway dcviccs
may thereti&re forward broadcast don&sin and/or internet
sigaal packet transniissions to the one or more tunnel
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scrvcrs. Al block 424, onc or morc tiuulcl servers may
receive signal packets and may initiate services Services
may include. for example, a private network policy and
inspection process, ivhich may include. as examplew vinis
sculuung. filtering (for example, URL filterin ). deep packet
inspection, a tirewall, and others, in connection with pro-
cissulg of lhc received signal packets. Likewise, as shown
al block 425. Ihc onc or morc tunnel scrvcrs may initiate
forwarding of signal packets, such as between gateway
devices. such as A and/or 11. for example At block 426. one
or more tunnel servers may determine if any of the received
signai packet tmnsmlssions are betv'een a atew:ay device
and the Internet (e ., one or more devices accessible viu the
Internet) and. If so, may u»(late forwardulg 01 signal packets
lo one or more NAT devices, for cxtunple. Al block 427. thc
one or more NA'I'evices nlay initiate transmission of signal
packets to the Internet (e 8,. to one or more devices acces-
sible via the Internet to which the signal packets are
directed). It is noted, that in an embodiment in which u NAT
device is incorporated into a tunnel server, although tlus
OpCIdlion nlav OCCUI. 11 UIB)'tikc pldCC BS pill( iif (Unnci
server operation. Thcrcibrc. agaul, bcnclits, simh as previ-
ously described, nlay be available. although claimed subject
nlatter is not limited in this respect For example, a unified
netivorking policy or selected networking policies nlav be
implemented.

FI(1. 3 is a schematic diagram illustmsting still another
mubodimcnt 590 of a virtual bmadcast domam comprising
d plurahty of logical broadcast domains. In one emboduueut,
respective aateway devices (e o.. 511, 515) may generate
respective broadcast donlain configurations and may. for
example. initiate transnussion to a controller. such as 506,
for example, via a router. That is, it is not necessarily
required that u tunnel server always be employed. such as,
for example, il'etwork dcviccs arc network addressable,
such ds via an IP address, for cxamplc.

Respective gutelvay devices (c.g., 511, 515) nuiy rcxtucst
fmm a controller, such as 506. broadcast domain conhgu-
rations of other logical broadcast domains and may enndate
the generated broadcast domain configurations viu the
respective logical bmadcast domains ofwhich the respective
gaieway devices may bc a part. Likewise, a gateway device
may. ulsu:dd, request that a controller, for exmnple, ulslrucl
d gdlcwBv'h:vlcc ki uu(IBlc transuussion of a gener'Bu:il
bmadcast domain configumtion to a requesting gateway
device In one enlbodinlent, gateway device 515 may. for
example. request a enerated broadcast domain configum-
tion front controller 506 corresponding to non-virtual broad-
cast domdul 510, for cxamplc. Likewise, gateway device
511 may rcqucst u gcucra lcd broadcast dome m contigura lion
from controller 506 corresponihng to virtual broadcast
domain 58U.

In one embodiment, devices conununicating as part of
virtual broadcast domain 514 may communicate v.ith
devices operating as patt of non-virtual broadcast domain
510. In one illustrative cmbodimcnl. (his may be accom-
plishixt I is a tiumcl scrvcr. such as 560. Tunnel server 560
may. Ibr example, cxecutc sofiw arc capable of receiving and
sending signal packets from network devices in difTerent
logical broadcast domains that may otherwise use separate
routers. for example. If, for example. the separate routers
include a routing table or similar mechanism such that si rml
packets intended to riuch another logical broadcast domain
drc lou(oil to a (Unncl server, silch Bs 560. then, ul this
cxtunple embodimcnk as a result, network address transla-
tion nlay be by-passed 'I'hus, devices, such as network
devices. may conlmunicate with tunnel server 560 and

tunnel server 560 may Ibrw drd trailic betw eml dcviccs, such
as ml different logical broadcast domains

'lhus, for example. if virtual broadcast donlain 514 pro-
vides a signal packet A to tunnel server 56U, it may be
encapsulated. Likewise. ifnon-virtual broadcast domain 510
provides a si nal packet B to tunnel server 560, it muy be
encapsulatmi. However. in an embodunmlt, a tunnel server
nui)'cnlovc cncBpsidation (C.g.. Icfclrcd to Bs 0:Ilnhialiiln)
to determine where to tilrward a signal packet and re-

in encapsulate it tilr forwarding so that it may be muted via
intermediate network devices. I,ikewise, in an embodiment,
as u fev: non-limiting illustrative examples. encapsulation
may include encryption as well„or may sepamste encapsu-
lation Ironl icnnuuuion.

In an cmbodimcnl, lululel scil cr 560 may bc controlled at
least in part by a controller 506 I'or example, tunnel server
56U may be instnicted to forward network transmission
signal packets frnm gateway device 515 to gateway device
511, and forward network transmission si nal packets from

IC gateway dei ice 511 to gateway device 515. for an embodi-
ment, for cxamplc. For an emboduumlt, gateway device 515
iu virtual broadcast dommn 514 and guteway device 511 in
non-virtual broadcast domain 510 may be linked for at least
a period of time. in this exantple, by tunnel server 360,
resultmg in a path for signal packet netivork conmiunica-
tions between gateway device 515 and gateway device 511
and thereby forming a virtual BD, at least for a period of
time, so as lo forming a secure, puvatc network, lor
cxiunplc.

lo Signal packets from ateway device 515 nlay comprise
network cominunication signal packets transnutted via vir-
tual broadcast domain 514 from network device 316, and
signal packets from gateway device 511 may comprise
network comnnuucation signal packets transmitted via Bon-

is virtual broadcast domain 510 from network device 512.
Gateway devices forv:drdulg signal puckels. or vanations
thereof, as part oi'espective logmdl broadcast domains, lor
exanlple, may allow other devices, such as network devices,
cmnnlunicating as part of the respective logical broadcast

do domaul to conununicate with nenvork devices in difihrent,
other logical broadcast domains as if part of a single logical
broadcast domain bul without a signiiicant change ul con-
Iiguralion clc. for thc pdrlicipauug logical broadcdsl
domains, referred lo herc ds formulg u virtual broadcast
donlain.

In an embodiment, netivork device 516 may access and/or
conununicate with messuging server 524. and netv'ork
device 512 may access and/or cotmnunicate with file server
520 Additionally, a virtual device 522, via a tradiuonal V/PN

0 iu 1)us cxiunple ul conununicatiou with virtual broadcast
domain 514, may access and/or conununicate with nclw urk
devices conununicating as part of non-virtual broadcast
donlam 510, such as nenvork device 512. or nlessaging
server 524, for example. No additional substantial configu-

ss ration changes or modifications are necessanly involved to
accomplish such as result beyond those lo conununicatc
with virtual broadcast domain 514. In an embodiment, such
as this example, a iirtual broadcast domain 580, may bc
generated at least for a period of time by linking virtual

io bmadcast domain (e g, a loaical broadcast donlain) 314
v ith imn-virtuai broadcast donlain (e.g., a logical broadcast
domain) 510.

Tunnel scrvcr 560 may likewise reccivc ~ ignal packels
from devices conuuunicaling as part of other logical broad-

(i cast domains. For example. (unncl scrvcr 560 may rixcive
netwnrk coinmunication signal packets front gatew:ay device
515 conlmunicating as part of virtual broadcast domain 314,
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and also from gateway dcvicc 511 communica1ing as part of
non-virtual bmadcast domain 510 'I'unnel server 560 may
receive network comniunication signal packet ~ fmm gate-
way device 515 and fiim ard network coinmunication signal
packets to gatev, ay device 511, for example. Tmmel server
560 may also receive signal packets from gateway device
511 and forward signal packets to gateway device 515, for
cxiunple. In an cmboduncnt, this may allov; gateway device
515 and gateway device 511 to communicate. in tlus
example, bypassing for the respective broadcast dontains
execution or implementation of NAI'y reuters. or another
or similar address modification teclutique. for example

In another embodiment, virtual broadcast domain 514
may employ a diifi:ran& ac&work protocol &lian non-virtual
broadens& domain 510, such as a diili:rent network discovery
pmtocol. for example In one embodiment„a controller, such
as controller 506. may translate a generated broadcast
domain configuration. such as by modifying neuvork trans-
mission signai packets comprising the generated broadcast
don&sin configuration for virtual broadcast domain 514 so as
to bc substantially compauble with or substmi&ially com-
plam& with non-vir&ual broadcast domain 510. such as, for
example, its particular network discovery protocol In
another embodiment, a controller may initiate a gateway
device to modify a generated broadcast domain configura-
tion. such as for virtual broadcast domain 514. for example,
so as to be substantially compatible with or substantially
complian& with non-virtual broadcasi domain 510, such as,
for example. &&s particular ac&work ifscovcry protocol. Like-
wise, mther than being initiated, such as by a controller,
perhaps a dill'erence in pmtocoi. such as a network discovery
pmtocol. may be detected. such as by a gateway device and,
with or witlmut being initiated, a gateway device may
translate features. such as discovery related features. of the
generated broadcast dommn configumfion in an iunbodi-
mcnt. For example. in onc illustra&ivecmbodunent, devices
commumcaung as part ol'irtual broadcast domam 514 may
perform discovery via W)-Discovery. previously refer-
enced, and devices contmunicating as part of non-virtual
broadcast domain 510 may do so via Bonjour. available fmm
Apple Inc.. Cupertino. Calif.. see. I'or example. https //
dcvcloper.apple corn/boniourfi Thus, a gs&cwav devmc may,
for example, convert a generated broadcast domaui coniigu-
I &I&lot& fruit& WS-Discovery &o Boll&&su& fol silbs1&llitial ciiiti-
pliance or substantial compatibility within logical broadcast
domain including gateivay device Of course, this is nterely
an illustrative embodiment and claimed subject matter is not
limited in scope to illustrative embodiments.

In tins context, *IPv4'cfcrs &o using signal packets
subsuui&ially compaublc or subsuu&1&ally romplian& w&1h

In&crnc& Protocol version 4, also rcl'crred to as IPv4 sigiial
packets in this context Ipv4 is described in ii &11'ublication
Ri'C 791 (September 1981). replacing an earlier definition
(RFC 760, January 1980). IPv6 refers to usin sigtml packets
substantially compatible or substantially compliant v.ith
Interne& Protocol version 6, also relerrcd &o as IPv6 signal
peel css. IP& 6 is dcscubed ui IETF pubhca&ion RFC 2460,
pubhshed in December 1998. Gateway device 511 in an
embodiment. for exantple, may conununicate using lpv4
signal packets or lpv6 signal packets It is noted, of course,
that cLsimed subject matter is not limited in scope to IPv4
and/or IPv6 signal pacl ets. Auy one of a host of known or
to bc dci eloped sigoal packets, such as network conumuu-
cauon signal packets, may bc employed. Nonetheless, ui tlus
illustraiivc example. ac&work conmiuruca&ions be1wecn

ate&cay device 511 and tiu&nel server 560 may. for example,
comprise Ipv(i signal packets Network communications

bc&wimn gateway dcvicc 511 and network device 512 may.
for example, comprise IV&4 signal packets

In an embodiment, gateway device 511, for example. &nay

assign Ipv6 addresses to lpv4 network devices communi-
cating as part of non-virtual broadcast domain 510, without
trmtsmitting the IPvG addresses to the IPv4 devices. In this
embodiment, a device, such as a network dcvicc 512, may
conumuucate using IPv4 signal packets whereas file server
520 may coinmunicate usin Ipv6 signal packets I'or

io exan&ple, netv,ork device 512 may request services from file
server 520. In an embodiment, gateway device 511 may
translate IPv4 sinnal packets from neuvork device 512 to
IPv6 signal packets to be forwarded via tunnel server 560 to
file scrvcr 520. Rcsponsc signal packets trans&at«cd to

1 gateway device 511 nuiy bc transla&cd from IPv6 signal
packets to Ipv4 signal packets. such that they may be readily
understood and/'or processed by network device 512, com-
municating using lpv4 simial packets In this context, a
gateway device may, for example. perform tmsnslate services

ut so that devices of a lo ical broadcast domain that conunu-
nica&c usuig IPv4 sigiial pacle&s may be able to conumuu-
catc with dcviccs of a logical broadcast dommn the& com-
nninicate using Ipv6 signal packet~. for exantple In another
embodinient, tunnel server 560 ntay provide transLstion
between lpv4 mid Ipv(i signal packets, such that gateway
device 511 conununicates using IPv4 signal packets without
necessarily performing translation.

In onc mnbodimcnt, gateway device 515, may assign IPvG
addrcsscs &o other devices commurucaung as part ol'irtual

so bmadcast domain 514. such as, network device 516, file
server 520, or virtual device 522, in addition to already
assigned IPv4 addresses (iateway device 515 may also
provide updated routing tables to other devices communi-
cating as part of virtual broadcast domain 514. such as,

ss network device 516, lile seri cr 520, or iurtual device 522.
In another cmbodunmi&, linking with another logmal

broadcast domain may po&cntially result in a u&uiu-layercsl
collection or nestin of logical broadcast domains I'or
exan&ple, in one embodiment, a virtual broadcast domain

so 580 may comprise virtual broadcast domain 514 and non-
virtual broadcast domain 510. linked as previously dis-
cussed. Gateway device 515 may generate mid forward a
broadcast domain conliguration to controller 506 Gateway
device 515, may also forward signal packets, or derivatives
thereof, from devices communicating as part of virtual
bmadcast do&nein 514, to tunnel server 560

Virtual broadcast domain 590 may comprise linking vir-
tual broadcast domain 580 and non-virtual broadcast domain
509 Ciatcway dcvicc 515, operating as a gateway device lor

o virtual broadcast domam 580, may transmi& a broadens&
domain coniigurauon for i ntual broadcast domaui 580 &o

master controller 507 Master contmller 507 may request
and/or receive a bmadcast domain configuration from
another controller, such as controller 506. for example. In an

s. embodiment. therefore, gateway device 515 may in effect
co&teil&reit(lv oper'u: as il g llew ilv di vli e lor f1 if roll& virtual
broadcast domains. Of course, as previously dcscubed, an
alter&late &1pproacll lllilv elliplov sigilal packet (ra&is&i&isa&oils

between tunnel sen:ers, such as between 560 and 561 of
io lil(i. 3, or another approach.

As discussed previously, NAT unplemented by routers are
by-passed for signal packet transmissions within a private
network, such as in &lus cxmnplc: nonetheless, onc or more
NAT devices may bc uicluded for coruiecting or hnkuig a

Ss puva&c network &o &he Intcrnc&, as previously suggested. As
mentioned, a feature niay include implementmg a private
network policy and inspection process, which may, tiir
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example. uicludc u unilicd networking policy being unplc-
mented acn&ss a private netw:ork, such as. for example,
implementin virus scanning. authentication. filtering. (for
example. DRI filtering) deep packet inspection, encryption,
a firewall„any combinations thereofi etc. Likewise, as
previously described. selected netv'orkiiig policies for
sclccted portions of a pnvate network may bc implnncntcd
as d pnvate network policy and uispeciion process. Thus. for
example, referring to III(i. 3, a NAI'evice 662 coupled to
tunnel server 561 is able to connect the private network to
the Inteniet by implementing nenvork address translation fi&r

signai packets outbound from TS 561 to the Internet. As
shown in FILI. 3. NAT device 563 provides a similar
capability for TS 560 Likewise, the NATs may also rcwcivc
inbound signal packet triutsmtsstons wluch may be for-
warded as appropriate

I'or purposes of illustration, I'IG 5 is an illustration of an
embodiment of a computing platti&rm 1150 that may be
employed in a client-server type interaction. such as
described infms. in connection with renderin a Cil/I via a
device. suCh as u network device at&It'or a compunng device,
for cxdmplc In FIG. 5, computing pie(linn 1130 may
interface with client 1120, which may comprise features of
a conventional client device. for example ('imimunications
interface 1140. processor (e g, pmcessing unit) 1160, and
menu&ry 1170. which may comprise primary memory 1174
and seconcasry memory 1176. may conununicate by way of
conununication bus 1180, I'or example. In FIG. 5, clinit
1120 may represent onc or morc or more sources of analog,
uncompressed digital, lossless compressed digital. Or lnssy
compressed digital formats for content of various types,
such as video, imaging, text, audio. etc. in the ti&nn physical
states or siytals. for example. Client 1120 may conmiunicate
with computing platform 1130 by way of an Internet con-
nection via network 1125, for example. Although thc com-
puting platform of FIG. 5 shows thc above-ulcnulied com-
ponenis. claimixl subtixt mancr is noi linutnl to computing
platforms having only these components as other implenten-
tations may include alternative arrangements that may cont-
prise additional components. fewer components. or compo-
nents that function differently while achieving similar
results. Rather. cxamplcs arc provided mcrcly as illustra-
tions. 11 is not httcndcxt that claimed subffct matter to I muted
in scope lo illustrative examples.

Processor 116U nlay be representative of one or nmre
circuits. such as digital cimuits, to perform at least a portion
of a computing procedure or process. By way of example,
but not limitation, processor 1160 may comprise one or more
processors. such as controllers, microproccssors, nncrocon-
trollers. application specilic integrated circuits, digital sigtml
processors. progranunable logic devices, iield program-
niable ate arrays, and the like. or any combination thereof.
In implementations, processor 360 may perform signal
processing to marupulate si naia or states and/or to construct
signals or state~, for example.

Memory 1170 mny be ICTIrcscncdtive of any storage
mecharusm. Memory 1170 may cumpnse, lhr example,
pnmary memory 1174 and secondary memory 1176, addi-
IIOIIal 111etlioi y Clt'CuftS. IIICCIIBIOSBIS, Ol'onllnilatlolls
thereof may be used. Memory 370 may comprise, for
example. msndom access memory, read only memory. or one
or more data stora e devices or systems. such as. for
CXIIIIlplC, il illSk dl&VC, Btl OpllCBI diSC drIVC, B tiipC ilt&vc, II

Solid-std(C 11lciiioiy illlvc. IOS( 10 lldlllc B fCV, cxiliiiplCS.
Mnnory 1170 may be utihzcd to siore a progmm. Mnnory
117U niay also comprise a memory controller for accessing
compmer readable-medium 1175 that may carry and/or

make acccssiblc con(ann code, und/or instructions, lhr
exaniple, executable by pmcessor 1160 or son&a other con-
troller or processor capable of executing ulstructioils, fi&r

exalt&pie.
Under the direction of processor 1160, memory, such as

memory cells storing physical states. representing for
example, a program, may bc executed by processor 1160 and
gcncratcd signals may be transmiucd via thc Internet, lor
exaniple. Processor 116U may also receive digitally-encoded

to sigaals froin client 1120.
Nenvork 1125 may con&prise one or niore network com-

munication links. processes. services, applications and/or
resources to support exchangmg communication signals
bctwiwn a client, such as 1120 and compuung platl'onn
1130, which may. for cxiunple, compnsc one or morc servers
(not shov n). l3y way of exaniple, but not limitation, nenvork
1125 may comprise wireless and&or wired coiliniuilication
links, telephone or telecommunications systems, Wi-I'i net-
v orks. Wi-IVLI&X networks, the Internet, a local area netv'ork

zo (LAN), a wide area network (WAN), or any combinations
tilcicof.

Thc term "computing plat)i&nn," as usixl hereui, reli:rs to
a system and/or a device. such as a coniputmg device, that
includes a capability to process (e g, perform computations)
and/or store data in the forni of signals and/or states. 'I'hus,
a computing platform, in this context, may comprise hard-
ware. software. firmware. or any combination thereof (other
than sofiwarc pcr sc). Computing plutform 1130, as depicted
in FI(i. 5, is merely one such cxamplc, and the scope of

Ic claimed subject matter is not limited to this particular
exaniple. I&or one or niore embodiment~. a computing plat-
form may comprise any of a &vide range of digital electronic
devices. including, but not liniited to. personal desktop or
notebook computers, hi h-definition televisions, digital ver-

&I satilc disc (DMD) players mid/or rccordcrs, gameconsoles,
satellite television riweivcrs, cellular telephones, personal
digital assistants. mobile audio and/or video playback and/or
recording devices, or any combination of the above I urther,
unless specifically stated otherv ise, a pmcess as described

do herein, with reference to fiow diagrams and/or othetwise,
may also be executed and/or affected„ in whole or m part. by
a computing platlonn.

Memory 1170 may store cookies reluting to onc or morc
users and may also compose a computer-readable mednun
that niay carry and/or make accessible content, code and/or
instmctions, ti&r example, executable by pmcessor 1160 or
some other controller or processor capable of executin
instructions. for example. A user may make use oi an input
dcvicc. such as a computer mouse, stylus, track ball, kay-

o board, or any other similar de&ice capuble of rcceivuig user
actions in&It'or motions as input signals Likewise. a user
may make use of an output device, such as a display. a
printer, etc . or any other device capable of providing
signals. enerating visual or audio stunuli or other similar

» output stinndi for a user.
Reganling aspects rclatnl to a communications or com-

puIuig Bc(work, a wirelcss network may couple clicn1
devices with a network. A wireless network may employ
stand-alone ad-hoc nenvorks, mesh networks, Wireless I,AN

ic (WI,AN) netivorks, cellular nenvorks, and/or the like A
v ireless network may further include a system of terminals,
gateways. routers, or the like coupled by wireless msdio
lioks, and/or thc like, winch may move frixly, randomly or
organize themsclvcs arbitrarily. such that network topology

ss may change, at times cvni rapidly Wirelcss network may
further employ a plurality of network access technologies,
including I,ong lerm li&olution (111&), WI.AN, Wireless
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Router (WR) mesh, 2nd, 3rd, or 4th generation (2G, 3C, or
4G) cellular technology, other technologies, and/or the hke.
Network access technologies may enable wide area cover-
age for devices, such as client devices with varying degrees
of ntobility, for example.

A netsvork may enable radio ibequency or other wireless
1)'pC Ct1IUIIIUUICaltotis VIII B Ilclw Oik BCCCSS lci'hiiok1gV, SIICII

as Global System for Mobile conunumcauon (GSM), Utu-
versai Mobile 1elecommumcations Systein (UM1'S). (ien-
eml Packet Radio Services ((iVRS), I'.nhanced Data (iSM
linvironment (ill gilt), 3(iVV i,ong farm iivnlution (I 'I li),
LTE Advanced„Wideband ('ode Division Multiple Access
(WCDMA). Bluetooth. 802.11b/8/n. or other. or the like. A
wireless network may include virtually mty i)pc of miw
known, or lo bc dcvclopcd, w irclcss conunumcatton mecha-
nism by v hich signals ntay be communicated between
device~, such as a client device. such as a computing. device
andtor a network device. between or within a network, or the
like.

Conmumications between a computin. device nnd/or a
network deiicc mtd a wirelcss network mav be m accor-
dance with known, or to bc dcvclopcsi cellular lelcplxine
comnnmication network protocols including. fitr example,

lobal system for mobile communications ((iSM). enhanced
data rate for (iSM evolution (ill)(ill), and worldv ide
interoperabiiity for micmwave access (WiMAX). A com-
puting device and/or a networking device may also have a
subscriber tdcnuty module (SIM) card, which, for example,
may compose a deuichable smart card llml ts able lo store
subscription information of a user, and/or is also able to stnre
a contact list of the user A user may ov;n the computing
device antkor networkmg device or may otherwise be a user,
such as a primary user. for example. A computittg device
may be assigned nn address by a wireless or wired telephony
network operator, or Bn Internet Service Provnler (ISP). For
cxtunple, an address may compose a domesuc or mtcrna-
uonal lclcphonc number, an Inlcrnct Protocol (IP) address,
andtor one or more other identifiers. In other embodintents,
a communication network may be embodied as a wired
network, wireless neuvork, or any combinations thereof.

A device. such ns a computing and/or networking device,
may vary in terms ol'apabthtws antVor fi:alures. Clauned
sublccl mauer is Intcndcd lo cover a wide mnge of potenual
i aria(tous. For cxamplc, a device may utclude a numeric
keypad or nther display of lunited fiutctionality. such as a
monochmme liquid crystal display (I.CI)) for displaying
text. for example. In contmsst. however, as another example,
a web-enabled device may include n physical or n virtual
keyboard, mass storage, onc or more accclcrometers, one or
morc gyroscopes, global positiotung system (GPS) or other
location-Idcntil'ying type capabthty, and/or a display with a
higher de@Be of fiutctionality, such as a touch-sensitive
color 2I) or 3I) display, fi)r example

A computin and/or network device may include or mny
execute a variety of now known. or to be developed oper-
ating systems, dcuvativcs and/or versions thcrcof, including
pt:Isoual coitlpUlcr opcrtilltig svslctils, silch Bs a Wtiuiows,
iOS, Linux. a mobile operating system. such as iOS,
Android. Windows Mobile, and/or the like. A contputing
device and,'or network device may include or may execute a
variety of possible apphcattons, such as a client soiiware
application enabling conununication with other devices,
SUC11 BS COIIIIIIUIIICaltilg Otic Ol Iltolc Iticsmigcs. SUCh BS VIII

cnunl. slxirl message service (SMS), mtd/or multimedia
message service (MMS), tnciudut vta a network, such as a
social network includmg. but not limited to, liacebook,
I inkedln. 'I'w itter, I'lickr, and/or Google+, to provide only a
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fcw cxamplcs. A computing mtd/or network device may also
include or execute a softivare application to communicate
content, such as, for example. textual content, multimedia
content, and/or the like A computing and/or network device
may also inciude or execute n soiiware application to
perfomi a variety of possible tasks. such as browsing,
searching, playing serious Ibnns of content, utcluduig
locally stored or strcamcsI video, or games such as, bul nol
linuted to, fantasy sports leagues. I'he foregoing is provided

I o merely to iliustnste that claimed subject ntatter Is intended to
include a wide mange of possible features or capabilities

A logical broadcast domain may also be extended to
another device conununicating as part of another network,
such as vta a virtual pnvalc network (VPN). To support a
VPN, logical broadcast domain lransmissions may be lbr-
v arded to the VVN device via another network. I'or
exantple, a sogivrme tumtel may be created between a logical
bmadcast domain, and a VVN device. 1unneled trot(le may,
or mny not be encrypted. and a tunnehng protocol mny be

Io subst mtially compliant with and/or substantially compatible
with any past, prcscnt or future vcrsiom of tmy of lhe
fiillowing protocols: IPScc, Trmtsport Layer Sccunty. Dais-
gram 1'ransport l,eyer Security. Microsoft Point-to-Point
IlncDption, Microsoft s Secure Socket lunneling Vn)tocol,
Multipath Virtual Private Network, Secure Shell VVN,
another existin protocol, and/or another pmtocoi that may
be developed.

A logical bmadcast donuiin may commutucatc via signai
packets, such as in n network of participating digital com-

so munications, A logical broadcast domain may be compatible
v ith now known, or to be developed, past. present. or future
versions of any, but not lintited to the following nenvork
protocol stacks: ARCNET„AppleTalk, ATM, Bluetooth,
DECnet. Ethernet, FDDI, Frame Relay. HIPPL IEEE 1394,

ss IEEE 802.11. IEEE-488, Internet Protocol Suite. IPX, Iviyri-
ncl, OSI Protocol Suite, QSNct, RS-232, SPX, System
Network Archilix:turc. Token Ring, USB, and/or X.25. A
logical broadcast domain may employ, fi)r exantple, 'I'('V/ip,

Ul)V, Dii('net. Netl31IUI, IVX. Appletalk, other. and/or the
so like Versions of the lnteutet Protocol (IP) may include IVV',

IPv(L other, and/or the like.
Il will, of course, bc understood Ihal, although particular

mubodunents will be dcscribcd, clanned sublect mauer is
nol lunilcd tn scope lo a particular embodiment or imple-
mentation. Itor example. one entbodiment ntay be in hard-
v are, such as implemented tn opemte on a device or
combination of devices. fi&r example. whereas another
embodiment may be in software. Likewise. Bn embodiment
may bc implctucntcsl ut lirmwarc, or as any combutalion of

o hardware, software. and/or limtwarc, for cxtmtple (other
than sofiware pcr se). Likewise, although clauncd sublccl
matter is not limited in scope in this respect. one embodi-
ment may comprise one or more articles, such as a storage
medium or storage media. Storage media. such as, one or

11 more CD-ROMs and/or disks, for example. may have stored
thcrcon utstnmtions, cxcculablc by a system, such as a
computer system, compuung platlonn. Bnd/or other system.
such as a compututg des Icc and/or a network device, lbr
exantple, that may result in an embndiment of a method in

io accordance v,ith claimed subject matter being executed,
such as a previously described embodiment, for example;
although. of course, claimed subject matter is not limited to
previously descnbcd embodunents As onc polenual
example, a computing platform may include one or more

Ss processing units or processors, onc or more devices capable
of inputting/outputting, such as a display. a I eyboard and/or
a ntouse, and/or one or more nleiltories, such as static
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Iinulonl dcress nlcnlorv, dy'ndnllc ldndonl llcccss Iuctuoly,
flash nlemory. and/or a hard drive.

Algontlunic dcscnpnons andior symbohc representations
are examples of techniques used by those Of ordinary skill in
lhc slgndl proccssalg Bnd/01 Iclatcd sfls to convey thc
substance of their work to others skilled in the art. An
algoritlun is here, and genemlly. is considered to be a
self-consistent sequence of operations and/or similar signal
processing leading to a desired result. In this context,
operations and/or processing ulvolvcs physical malupula lion
of physical quantities. Typically. although not necessanly,
such quanlincs may take thc form of clcmlrical and/or
nlagnetic SIgnals and/or states capable of being stored,
transfclrcxl, combined, compared, proccsscd or otheswlse
manipulated as electronic signals and/or states representing
information. It has proven convenient at times. principally
for reasons of comnlon usage. to refer to such physical
signals and/or physical states as bits. data, values. elements,
symbols. characters, Wllhs, numbers, numerals, ufibmla-
tion. and/or the lil e. It should be understood. however. that
all 01'hese or sunllar tcnns arc to bc associated wllh
appropriate physical quantities and are merely convenient
labels. Unless spccilicdlly slated otherwise. as apparent from
the preceding discussion, it Is appreciated that throughout
this 9pcclficdnon dlscUsslons ifllhdnl lcnn9 such ils pro-
cessing." "conlputmg,'* "calcufafing," "determining,",
"establishing". "obtainin *', "identifying**. "Selecung",
"generatin . and/or the like nlay refer In actioils and/or
processes of a specific appamtus. such as n special purpose
conlpulcl Bnd/or d slmdar spcclld purpose conlpnnng Bnd/or
network device. In the context of this specification. there-
fore, a special purpose computer anngor a snnllar special
purpose computing and/or nenvork device is capable of
proccssulg, manlpulunng and/or tmnslilnning signals and/or
stares. typically represented as physical electronic and/or
magnetic quantities witlun memories, registers. and/or other
information storage devices. transinission devices, and/or
display devices of the special purpose computer Bnd/or
similar special purpose compunng anngor nclwork devwc. In
the context of this particular patent application. Bs men-
niincd, lhc n:nn specific dppdllnUs nlav niclUdc 9 gcncldl
purpose compuung andlor network device, such as a gmlcral
purpose computer, once it Is progranuned to pertbrm par-
ficUlar fllnctlons pul'suairt to lnstiucilons fnun pi11gl ant
software.

In some circumstances. opemtion of B memory device,
such as a change in stale from a binary onc lo a bulary zero
or 1 Icc-1 crsa. for example. may comprise a lransfomlalion,
such ds a physical transibmlation. With parucular types of
nlemory devices, such a physical transfounation may conl-
prise a physical transformation of an article to a ditferent
state or thing. For example, but without limitation, for some
types of memory devices. a change in state mny involve Bn
dccunulhulon laid/or storage of chBlgc'. 01 9 Iclciisc of 9lorcd
charge. Likewise, ln other memory deviceg 9 chan e of state
may comprise a physical change, such as 9 Iransfonnanon In
magnetic onentation and/or a physical change or transfor-
mation in molecular stnicture. such as from crystalline to
amorphous or vice-versa. In still other memory devices, a
change in physical state may involve quantum mechanical
phenomena. such us, superposition, mlldnglemmll, and/or
thc hkc. which may Involve quanuun bits fqublts). for
cxlunple. The fiiregolng m not intended to bc an exhausuve
list of all examples in lvhich a change in state foun a binary
one to a binary zero or vice-versa in a meinory device may

10

compnsc a transformation. such Bs a physical transfomls-
tion Rather. the fore oing is intended as Illustrative
exanlples

While there has been illustrated and/or described what are
presently considered to be example features, it will be
understood by those skilled in the relevant art that various
other modliicatlolw may be made and/or equivalents may be
substltulixl, without departing from clanned sublimt nmuer.
Additionally, many modifications may be made to adapt a

10 particuhsr situation to the teachings of claimed subject
matter. 111erefore. it is intended that clainled subject matter
not be limited to the particular examples disclosed, but that
such claimed subject matter nlay also include all aspects
fallmg within appended claims and/or cqulvalcnts thcrcof.

Thc ulvcnlion claimed is:
I A method comprisina without hunlan Intervention,

managing at least one private nenvork;
wherein the nlanagina the at least one private nenvork

includes connecting the at least one private network to
the Internet:

whcrcul Ihe al lmist onc private network includes at least
nv o separate logical broadcast domains that arc respec-
tively not necessarily physical bmadcast domains, in
v hich at least one network device of the respective at
least nvo separate logical broadcast domains comprises
a gate~ay device;

wherein the at least one private network comnnmicates
sclcctcd signal plickcls front dl k Bst onc ncl&ork
device nl onc 111 lhc In k:dst Iwo scpdllnc loglcdl
broadcast domains transmitted to at least one nenvork
device in another of Ihe at least tlvo separate logical
broadcast domains as if Ihe logical bmadcast domains
are not separate, which comprises transmitting the
selected signal packets benveen the network devices of
thc at least two scyvdratc logical broadcast domains via
a nuulcl seller:

whcrcul thc transmiuulg thc sclcctcd signal packets via
the tlulnel sewer pemiits signal packet conlnluilications
between the nenvork devices of the at least nvo sepa-

do rate logical broadcast domains while bypassing use of
a routing table with respect to the selected siytai
packets and v lule bypassulg network address transls-
uon wllh respiml to Ihc sclcctcd signal packets.

2 Thc method of claim I, whcrcin the at least two
separate logical broadcast domains conlprise dynamically
linked logical broadcast domains fl.ill)sl

2 The method of clainl 2. wherein one or more dynami-
cally hnked LBDS are dynamically added or dynamically
rcnlovcd.

0 4 Thc method of claun I, wherein one or morc dcviccs
are dynanucally added or dynamically rcmovcd from the at
least nvo separate logical broadcast doniains

5 1'he method of claim 4. wherein the one or more
devices comprise one or more virtual devices

11 6 The method of clainl 1. Ivherein the at least one private
network includes virtual network pomona.

7 Tlm method of claim 6. wherein thc virtual network
pomona are dynamically added or dynamically removed.

8 111e method of claim 1. v herein the at least one private
ic network implements a private network policy and mspection

process.
9 The method of claim 8„1vherein the private netv'ork

pollcl'nd nlspccnon proccs9 nlclUdcs 9 unlficx! Uclu orknlg
policy compnsing unplemcnling al least one of Ihc follow-

Ss ing pmccsscs. virus svdnnulg. authentication, URL Iiltcnng,
deep packet inspection, encryption, a firewall, or any com-
binations thereof.
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10. The method of claim 8, whcreui thc private network

policy and inspection pmcess includes implementing one or
more selected nehvorking policies for one or more selected
sub-networks of the at least one private nehvork.

11. The method of claim 10, wherein the implementing
one or more selected networking policies for one or more
sclcclcd sub-networks of thc al lcasi one private network
IUCliidiw llllplClllclltltlg dl ICBSI Unc Of lllC Ioliowlllg pro-
cesses virus scanning, authentication. DRI, filtering. deep
packet inspection. encryption, a fireivall, or any combma-
tions thereof

12. The method of claim 10, wherein one or more
sub-networks are dynamically added or dynamically
rcmovcd Ibom at Icast one of thc at least two separate lo ical
broadcast domains.

13. I'he method of c faint I, w herein the at least one private
netivork comprises at least one reconfigurable private net-
work

14. The method of claim 13, wherein the nt least one
reconfigurable private netv orl is reconfignirable in real-
tllllC.

15. Thc method ol claun 13, wherein lhc al least Uue
reconhgurable private network comprises a geographically
reconhgurable private network

16. The method of c faint I, wherein the at least one private
network comprises a packet-switched networl .

17. The method of claim 1, wherein the connecting
colllpl1slllg coluli ctltlg lllc at Icosi otic private nctw olk!0 thc
IlllcrllCI 1 BI Ullc Or tllorc tlixlCS.

18. 'I'he method of claim 17, wherein the one or niore
nodes respectively comprise one or more devices.

19. 'I'he method of claim 18, wherein the one or niore
devices conipnse at least one virtual device on a third party
server.

20. Thc method of claim 18, whcrcui lhc Unc 01 nlorc
devices comprise o ther than one or more dedicated hardware
dcvlccs.

Zl. 'I'he method of claim 18, wherein the one or niore
devices comprise other than one or more pre-existing, con-
fi ured devices.

22. The method of claim 17, wherein the connecting via
lhC ont: OI Inorc llodcs colllprlSCS Coilllcollllg Via nlorC lllall
Unc node.

23. The method of claun 22, whcrcin the nodes of thc
more than one node respectively coinprise one or nmre
devices.

24. The method of claim 23, wherein the one or more
devices conipnse at least one virtual device on a third party
scrvcr.

25. Thc method of claim 23, whcrcui lhc Unc 01 nlorc
devices comprise o ther than one or more dedicated hardware
devices

Z6. 'I'he method of claim 23, wherein the one or niore
devices comprise other than one or more pre-existing, con-
fi ured devices.

2'7. Thc nu:thod of claim 1, whcrcin the coiulecting
Colllpl1SIB CUBIICCtltlg VIB dl ICBSI tinC VII IUIII dcvlCC.

28. The method ol'lmm 27, wherem thc connecting via
the at least one virtual device comprises the at least one
vimial device executing on a third party server

29. The method of claim 1. wherein the connecting
comprises connectin via a tunnel server fTSi and n network
address translator (NATh

30. Thc method ol'laim 29, whcrcin thc TS incorporates
thc NAT.

31. flic nlethod of claim 29. wherein the NA'I i ~ external
to the 'fg

32. Thc method of cldun 29, whermn thc TS is executod
via a virtual device on a third party server

33 Tile method ofclaim 29. ivherein the NAT is executed
via a virtual device on a third party server

34. An article comprising: a non-transitory stomsge
medium having stored thereon instructions executable by at
lcasl onc compuluig device. the al least one compululg
ilcvlcc lllcIUdlllg Bt h asl Unc procossor dlld dl least otic
meniory, the at least one computing device to execute the

Io cmnputer instnictions on the at least one processor:
the executable conlputer instructions comprising com-

puter instructions such that. after execution of and/or as
a resuit of execution of the computer instructions, a
network conli urauon is gcncratcd ui which at lcasl onc
private nchvork is manageable without human inlcr-
veiltlofu

wherein the configuration further including a capability to
connect the at least one private network to the Internet;

wherein the configuration further being such that the at
least one private network includes at least two separate
logical broadcast dommns tlrdt arc rcspcctivcly nol
ncccssarily physical broadcast domauis, ul which al
least one network device of the respective at least two
separate logical broadcast domains comprises a gate-
v sy device and in ivhich the configuration includes the
at least one private network with a capability to com-
municate selected signai packets tmsnsmitted from at
least onc nchvork dci ice in onc ol Ihc al least lwo
scparalc logical broadcast domains to al least onc
network device in another of the at least two separate
logical bmadcast domains as if the logical broadcast
domains are not separate:

wherein the configuration further includes the at least two
logical broadcast doniains to fohn the at least one
private IICIWOII Vld lldllSUIISS1011 Of flic SCICclcd Slgllal
packets bctwccn thc network devices ol'hc at least two
scparalc logical broadcast domanw vui a tunnel server
to permit signal packet communications in a manner to
bypass use of a routin table ivith respect to the selected

do signai packets and to by-pass network address transla-
tion with respect to the selected signal packets.

35. Thc aruclc of claim 34, whereui thc uistructions arc
further execu(able to dyimmically lurk Ihc at least Iwo
so7taratc logical broadcast domauis (LBDs).

36 I he atticle of claim 35, ivhereiit the instmctions are
further executable to dynamically add or dynamically
remove at least one of the dynamically linked LBDs.

37. The article of claini 34„wherein the instnictions are
Iiirlhcr executable to dyniunically add or dynamically

o remove one or more devices Ibom Ihc al least Iwo scparalc
logical broadcast dommns.

38. The article of claim 37, ivherein the instructions are
further executable to dynamically add or dynamically
remove one or more devices comprising one or more virtual

11 devices.
39. Thc aruclc of claim 34, whereui thc uistructions arc

further executable lo implement a puvalc network policy
dlld lllspcclloll ploccss lttr lhc in least otic pllvalc llclw ork

4(l 'I'he article of claim 39, ivherein the instructions are
io further executable to implement the private nehvork policy

and inspection process including a unified networking policy
comprising at least one of the following processes: virus
scanning, authentication, LIRL lillcring, dccp packet inspec-
tion, encryption, a firewall. or any combioallons thereof.

ss 41. The article of claim 39, whcrcui the instrucuons are
further executable to implement the private nehvork policy
and inspection process including to implement one or more
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sclcctcd network&ng pol&cies for one or more selected sub-
networks of the at least one private network.

42. Thc article of clmm 41, wherein Ihe ulstrucnons are
further executable to implement one or more selected net-
w orl ulg pohc&cs Ibr one or morc sclcctcd sub-networks oi
the at least one private network including to implement at
least one of the follow&ng processes: virus scanning. authen-
tication, URI filtering. deep packet inspection. encryption,
a firewall. or any comb&nations thereof.

43. Thc article of clmm 34, wherein Ihe ulstrucnons are
further executable to reconfigure the at least one private
Bc&work in real-t&mc.

44. 'I'he article of clain& 43, wherein the instructions are
further cxcculablc lo reconligurc Ihe at least onc private
net&volk co mph&callo

45. The article of claim 34, wherein the instructions are
further executable to connect the at least one private network
to the Internet via one or more nodes.

46. Thc article of claim 45, wherein thc ulstrucl&ons arc
further executable to connect the at least one private network
to thc Inlcmct wu thc onc or more nodes winch compose
nlore than one node

47. 'I'he article of clain& 46, wherein the instructions are
further executable to connect the at least one private network
to the Internet v&a the more than one node in which the nodes
of the more than one node respectively comprise one or
niorc dcv&ccs.

48. Thc article of claim 47, wherein thc ulstrucl&ons arc
further executable to connect the at least one private nenvork
to the Internet via the more than one node in v hich the nodes
of the more titan one node respectively comprise the one or
more devices such that the one or more devices comprise at
least one virtual device on a third party server.

49. Thc article of clmm 34, wherein Ihe ulstrucnons are
further execu labia lo connect thc a I least one pussle network
to thc Inlcmct wu u tunnel scrvcr (TS) and a network address
translator (NA'I')

5(l. 'I'he article of clain& 49, wherein the instructions are
further executable to connect the at least one private network
to the Internet v&a a tunnel server (TS) and a network address
translator (NAT) in wh&ch thc TS is lo incorporate the NAT.

51. Thc article of claim 49, wherein thc ulstrucl&ons arc
further execu table lo connect the at les sl onc pnvalc ncnvork
to the

Internet

via a tunnel server ('S) and a nenvork address
translator (NA'I') such that the 'lg is external to theNA'I'2.

The article of claim 49, wherein the instnictions are
further executable to connect the at least one privare network
to thc Inlcmct wu u tunnel scrvcr (TS) and a network address
translator (NAT) such that cxixul&on ol'thc TS &s via a v&rlual

device on a tlurd party scrvcr.
53. 'I'he article of clain& 49, wherein the instructions are

further executable to connect the at least one private network
to the Internet v&a a tunnel server (TS) and a network address
transistor (NAT) such that execution of the NAT is via a
1 nludl dcvlcc on a lhlrd pa&tv sclvcl.

54. A system compris&ng a computm device mcludul al
lcdsl onc processor, Bl Pcdsl onc n&c&no&y, Bnd Bl hn&sl onc
display: the computing device to execute on the at least one
pmcessor computer instn&ctions that are stored on the at
least one memory„

wherein the executable computer instructions comprise
computer instruct&ons such thai, after cxccul&on oi
dnd/or as a result ol cxccul&on of lhc compulcr inslruc-
uons. a network conliguranon is cncraled in wluch at
least one private ne&work &s manageable &vitlx&ut human
intervention:

lo

whcrcin the coniiguranon li&rther &nclud&ng a capabiliiy to
connect the at least one private netv orl to the Internet;

whcrcul thc conliguranon further bmng such tl&sl lhc al
least one pri& ate net&cork includes at least two separate
logical broadcast do&nah&s Ilrdt arc respcctivcly nol
necessarily physical broadcast dome&ns, in which at
least one network device of the respective at least two
separate logical broadcast don&sins comprises a gate-
v ay device and in which the confim&rafion includes the

li&
al least onc private network w&th a cdpab&lily lo com-
municate selected signal packets transmitted from at
least onc network dc&ice in onc ol Ihc Bl least lwo
separate logical bmadcast don&sins to at least one
nclwtuk device nl duo&her ol lhc Bt li asl lwo septa&ac

logical bmadcast domains as if the logical broadcast
domains are not sepamste:

wherein the confi umstion further including the at least
two separate logical broadcast domains so as to foml
lhc Bl Iox&sl onc prit dlc nt &work via Iransnnssion of lhc
selected signal packets benveen the network devices of
thc at least two soyxdratc logical broadcast domains v&a

a tunnel sel& er to pem&it signal packet communications
in a mmmer lo bypass use of a rouung niblc w&lb respecl
to the selected signal packets and to by-pass nenvork
address translanon w&lh respect to thc selcclcd s&goal

packets.
55. The system ofclaim 54. where&n the computin device

including a capability to dynamically link the at least two
&O separate logical bnladcast domains (LBDs).

56. Thc system ofclmm 55. whcrc&n the compul&ng device
including a capability to dynamically add or remove at least
onc of lhc dynamically linked LBDs

57 1 he systenl of clainl 54. the computing device includ-
ing a capab&hty to dyruunically add or remove onc or morc
devices from the at least two separate logical broadcast
doma&ns.

58 'I'he system ofclainl 57. &vherein the computing device
do including a capability to dynamically add or remove the one

or morc dcviccs such thai Ihc one or morc dcv&ccs comprise
one or more virtual devices.

59. Thc system ofclmm 54. whcrc&n the compute&ng device
including a capability to &mplcnu:nl a private network pohcy
and inspection process for the at least one private nenvork

6(l 'I'he system ofclainl 59. &vherein the computing device
including a capability to inlplement the pnvate netv'ork
policy and inspection process so as to include a unified
nclworkulg pohcy compnsulg at least one of lhc Ibllowulg

o processes. vinis scannmg, m&thenncdnon, URL Iiltcnng,
dixp packet uwpcclion, mlcrypt&on, u Iircwall, or any com-
binations thereof.

61. I'he system ofclaim 59. &vhere&n the computing device
including a capability to inlplement pnvate network policy

&s and inspection process so as to include one or more selected
networking poke&cs for one or more selcclcd sub-nclworks
ol lhc Bl least onc p&1vdlc network

62. Thc system ofclmm 61. whcrc&n the compul&ng device
including a capability to implement the one or more selected

to networking policies for the one or more selected sub-
networks of the at least one private netw ork so as to include
at least one of the followin processes: vin&s scanning,
au&bent&cat&on. URL Iilicnng. deep packet uwpect&on,
encryption, a Iircwall, or mly comb&nations lhcrcofi

ss 63. Thc system ol'claim 54. whermn thc computulg dcv&cc
including a capability to implement recontiguration of the at
least one private network in real-t&me
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64. Thc system o I'1aun 63, whcrcui Ihe compu ling device

iucliidiilg d capability 10 rccoilfigurc lhc al huisl ouc p11vlitc
network geogmplucally.

65. Thc sv'slcili 01 clBIIII 54, whclcia lhc coiupuliilg dcvicc
including a capability lo connect Ihc al least one private
network Io the Iutcrncl via onc or more nodes.

66. I he system of claiiu 65, wherein the computiiig device
inc)Odin a capability to connect the at least one private
network to the Internet via the one or more nodes such tlmt
the one or more nodes comprise more than one node.

67. The system ol'claun 66, whercui thc computing device
includmg a capability lo connect thc dt lmisl onc private
IICIWOik 10 lhC Iilli riu I VIB lhc Iuole Ihali iiuC node lu WhICh
the nodes of the niore than one node respectively comprise
one or more devices

68. The system of cLaim 67, wherein the computing device
including a capabihty to connect the at least one private
nciw ork to Ihc Inlcrncl via thc more than one node such lhal
Ihe nodes of the more than onc node rcspcclivcly compusc
lhc linc ill lucre dcvlccs Bild such thai lhc oiu: or unite
devices compose at least one virtual device on a third party
server

69. The system of claim 54, wherein the compulin device
including a capability to connect the at least one private

network to Ihc Intcnlct via a tunnel scrvcr (TS) and a
network address translator (NAT).

70. Thc system ol'claim 69. Whermn thc computuig device
including a capability to connect the at least one private
network to Ihc Intcnlct via a tunnel scrvcr (TS) and a

network address translator (NA1) in which the 'I) is to
incorporate the NAT.

71 'I'he system ofclaini 69. Ivherein the computing device
including a capability to connect the at least one private

I i i
network to Ihc Intcmcl via a lunncl server (TS) mid a
network address transLstor (NAT) such that the TS is exter-
nal to the NAT.

72. Thc system ol'claim 69. Whermn thc computuig device
iucluduig a capabihty Io connect Ihc at least one pnvaic

I
network to Ihc Intcmcl via a lunncl server (TS) mid a
network address trans)ator (NAT) such that the 'I'S is execut-
able via a virtual device on a third party server

73. The system ofclaim 69. wherein the computin device
including a capability to connect the at least one private

20 network to the Internet via a tunnel server (TS) and a
network address trmlslalor (NAT) such that Ihc NAT is
cxccutablc via a virtual dcvicc on a third party server.
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