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(7) ABSTRACT

A method and system for sharing files between a group of
computer systems. The file sharing system allows a group of
computer systems to be defined. The files shared by a group
are associated with a group folder. A group folder is repre-
sented by a folder created by the file system of each member
of the group. The folder at each member contains a file for
each file that is shared by the group. The files in the folder
of a member may be actual files stored at that member,
which contains the content of the shared file, or virtual files
identifying the actual file that is stored at another member.
When a member accesses a virtual file, the file sharing
system detects the access and requests that the file owner
provide a copy of the file to the accessing member on a
peer-to-peer basis. Whenever a shared file is modified, the
file owner sends updated metadata for that file to the other
members of the group.
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1
PEER-TO-PEER FILE SHARING

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part and claims pri-
ority of U.S. patent application Ser. No. 10/115,448, filed
Apr. 3, 2002, which is hereby incorporated by reference in
its entirety.

TECHNICAL FIELD

The described technology relates generally to methods of
and systems for peer-to-peer file sharing between comput-
ers.

BACKGROUND

There are a variety of known methods and systems of
differing complexity for sharing files between two or more
computers, both centralized and distributed. Conventional
centralized client-server file sharing systems often require a
massive server storage infrastructure. More basic file shar-
ing systems that merely allow files to be uploaded to and
then to be downloaded from a centralized site (e.g., an FTP
site on the Internet) likewise may need to provide a sub-
stantial amount of centralized storage space. Distributed
systems reduce the need for centralized file storage, but they
may suffer from one or more disadvantages such as an
unfamiliar user interface, a need for a substantial amount of
user training, lack of up-to-date information on files cur-
rently available for retrieval, and so forth.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a display page illustrating a file system folder
structure with a shared folder in one embodiment.

FIGS. 2—4 are display pages illustrating the file system
folder structure for members of various groups.

FIG. § is a block diagram illustrating components of the
file sharing system in one embodiment.

FIGS. 6 A—6E are diagrams illustrating the message flows
between members of a group in one embodiment.

FIG. 7 is a flow diagram illustrating the processing of an
invite component or peer component in one embodiment.

FIG. 8 is a flow diagram illustrating the processing of the
peer component when it receives an invitation request
message in one embodiment.

FIG. 9 is a flow diagram illustrating the processing of the
peer component when it receives an invitation response
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embodiment, the files shared by a group are associated with
a group folder. A group folder is represented by a folder
created by the file system of each member. The folder at each
member contains a file for each file that is shared by the
group. The files in the folder of a member may be actual files
stored at that member, which contains the content of the
shared file, or virtual files identifying the actual file that is
stored at another member. A shared file is identified by
metadata stored in association with the virtual file (e.g., as
properties of the virtual file). A member who shares a file
that is stored at that member is referred to as the “file
owner.” When a file is shared, the folder of the file owner
contains the actual file and the folders of the other members
of the group contain a virtual file corresponding to the shared
file. When a member accesses a virtual file, the file sharing
system detects the access and requests that the file owner
provide a copy of the file to the accessing member on a
peer-to-peer basis. Whenever a shared file is modified, the
file owner sends updated metadata for that file to the other
members of the group. In this way, the members use their
local file systems to represent each shared file of the group
and defer downloading a shared file until it is accessed by a
member who is not the file owner.

In one embodiment of the file sharing system, the mem-
bers receive from another member a notification that a file is
to be shared with the members of the group. The notification
includes metadata describing the file to be shared. For
example, the metadata may identify the file name, the file
owner, the create date of the file, the last modified date of the
file, the size of the file, and so on. Upon receiving the
notification, the member creates a virtual file in their folder
for the group using the file system of that member. A virtual
file may be a file that has the same name as the file being
shared except for an identifying extension, may have no
actual content (e.g., a file size of 0), and may have the
metadata represented as attributes of the virtual file. When-
ever the actual file is changed at the file owner, the file owner
sends the updated metadata for the file to the other members,
who update the metadata associated with their correspond-
ing virtual file as appropriate. The members, who are not the
file owner, use the metadata when accessing the shared file.

In one embodiment, the group owner maintains a list of
the group members. All messages related to metadata
updates are routed through the group owner. For example,
when a shared file is updated, the file owner sends a message
to the group owner containing new metadata for the shared
file. The group owner identifies the other members of the
group and sends the updated metadata to each member. A
member may be either online or offline. (More generally, a

message in one embodiment. 50 computer system, regardless of whether it is currently a
FIG. 10 is a flow diagram illustrating the processing of the member of a group, can be online or offline.) If a member is
: . L online, then the member can receive messages from other

peer component when it receives a synchronization response
message in one embodiment members, can access the files whose file owners are alsp
. A o . . online, and can notify other members of changes that it
FIG. 11 is a flow diagram illustrating the processing of 55 akes to the shared files that it owns. If a member is offline,

discovering a computer system.

DETAILED DESCRIPTION

Amethod and system for sharing files between a group of
computer systems is provided. In one embodiment, the file
sharing system allows a group of computer systems to be
defined. One computer system of the group may be desig-
nated as the “group owner.” The group owner may have the
sole authority to invite other computer systems to join the
group. Alternatively, other computer systems of the group
(“members of the group”) may have the authority to also
invite other computer systems to join the group. In one

60

65

the member can neither receive nor send any messages. In
one embodiment, the file sharing system may have a server
(e.g., an authorization server) that controls whether a mem-
ber is currently online or offline. A member goes online by
providing authentication information to the authentication
server. When the information can be authenticated, the
member is online. The authentication server, when requested
by a member, provides access information for another online
member. When a member goes online, it contacts the group
owner (assuming that the group owner is currently online) to
synchronize its copy of the group folder with the group
owner. For example, files of the group folder may have been
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added, deleted, or updated while the member was offline.
Also, the member while offline may have added, deleted, or
updated files of the group folder. When a member goes
online, its access information (e.g., IP address) is provided
to the authentication server so that other members of the
group can send messages (e.g., metadata updates) to that
member. When a computer system goes online the authen-
tication server notifies the group owners who can forward
the notification to the group members as appropriate. In an
alternate embodiment, a group owner can delegate to
another member its responsibility to route metadata updates,
member status updates, and so on. The delegation will allow
the group to function even while the group owner is offline.
A group owner may invite other computer systems to join
the group as members. In one embodiment, a computer
system is eligible to be a member of a group after the
computer system has registered with the authentication
server. The registration process ensures that the computer
system is authorized to be a member and provides authen-
tication information for use in subsequently authenticating
the computer system when it comes online. Also, a group
owner and file owner may, before interacting with a member,
verify with the authentication server that the member is still
registered. This verification will help to prevent access to the
shared files by a member whose registration has lapsed. The
group owner requests the address of the computer system to
be invited from the authentication server. If the computer
system to be invited is currently online, the authentication
server provides the address. The group owner then sends an
invitation message. When the computer system receives an
invitation request message, it can either accept or decline the
invitation via an invitation response message sent to the
group owner. If the invitation is accepted, the group owner
adds the new member to its list of members for that group.
The new member then synchronizes its folder with the group
owner. If the computer system that is being invited to join
the group is not currently online, then the group owner may
queue the message until the computer system goes online.
Similarly, the computer system may queue its response to
the invitation if the group owner is not currently online.
In one embodiment, a file owner may decide that own-
ership of a file should be transferred to the group owner. In
such case, the group owner is considered the proxy file
owner and is provided with a copy of that file. When other
members access that shared file, they direct their requests to
the proxy file owner. The group owner is also responsible for
distributing updates to the metadata of the shared file. The
use of a proxy file owner allows other members of the group
to have access to a shared file even though the actual file
owner of the shared file may be offline at that time. Such
proxying of file ownership is particularly useful when the
group owner is generally online and the file owner is
generally offline (e.g., the file owner is a laptop computer).
In one embodiment, a group owner may delete a group. To
delete a group, the group owner sends a message to each
group member. When a group member receives the message,
it typically deletes its local shared folder for the group. The
group owner also deletes its local shared folder for the group
and then suspends sending of synchronization messages
(e.g., new shared file metadata) for the group. Alternatively,
a group member can elect not to delete its local shared
folder. In such a case, the folder becomes inactive that is a
folder with no synchronization. The virtual files within an
inactive folder can still be accessed assuming that the file
owner also did not delete its local shared folder.
FIG. 1 is a display page illustrating a file system folder
structure with a shared folder in one embodiment. Display

10

15

20

25

30

35

40

45

50

55

60

65

4

page 100 displays a folder 101, named “Shared,” that
contains a member’s folders corresponding to shared fold-
ers. In this example, a shared folder “A” contains the shared
files of group “A”. The display page also contains a menu
103 that is displayed when the shared folder “A” is selected
by a user. The file sharing system may receive event
notifications from the file system relating to access to the
shared folders such as when a user right clicks on a shared
folder. The menu lists various menu items that are available.
The “share” menu item allows the user to access functions
of the file sharing system related to the sharing of the files
within the shared folder, such as sending invitations.

FIGS. 2—4 are display pages illustrating the file system
folder structure for members of various groups. In the
example illustrated, three computers system are identified as
M1, M2, and M3. M1 and M2 are members of a group “A”
and M1, M2, and M3 are members of group “B” Display
pages illustrating the file system folder structure for the
shared folders of M1, M2, and M3 are illustrated in FIGS.
2,3, and 4, respectively. Although these display pages do not
illustrate shared subfolders, one skilled in the art will
appreciate that a shared folder may contain shared subfold-
ers.

Display page 200 of FIG. 2 illustrates that M1 has a
shared folder named “A” for group “A” 210 and a shared
folder named “B” for group “B” 220. The parentheticals
next to the folder names identify the other members of the
group and would typically not be displayed by a file system.
Shared folder “A” contains four shared files 211 named
“Programl.exe” “Program2.exe.vf” “Textl.txt.vf” and
“Text2.txt” The file name extension of “vf” identifies a
shared file as a virtual file. The second-to-the-last file name
extension of a virtual file corresponds to the last file name
extension of the actual file. For example, the second-to-the-
last file name extension of “Program2.exe.vf” is “exe”
which identifies that the actual file is an executable file. In
one embodiment, the name of a virtual file is the same as the
corresponding actual file, except with the “vf” extension
appended. Alternatively, the name of a virtual file could be
completely different from the name of the corresponding
actual file. In such a case, the metadata can include the name
of the actual file. The shared files, “Program2.exe.vf” and
“Textl.txt.vf” are virtual files and, as indicated by the
parentheticals, are stored at M2. The shared files,
“Programl.exe” and “Text2.txt” are stored at M1 and are
thus not virtual files for M1. The shared folder “B” contains
three shared files 221 named “D1.pdf” “D2.pdf.vf” and
“D3.pdf.vt”

Display page 300 of FIG. 3 illustrates that M2 has a
shared folder “A” for group “A” 310 and a shared folder “B”
for group “B” 320. Shared folder “A” contains a file 311 for
each of the four shared files for group “A” In this example,
since the files “Programl.exe” and “Text2.txt” are stored at
M1, they are represented at M2 as virtual files as indicated
by the “vf” extensions. Similarly, since the shared files
“D1.pdf” and “D3.rtf” 321 of shared folder “B” are stored at
M1 and M3, respectively, they are represented as virtual files
at M2.

Display page 400 of FIG. 4 illustrates that M3 has a
shared folder “B” for group “B” 410. Shared folder “B”
contains a file for each of the three shared files for group “B”
In this example, since the shared files “D1.pdf” and
“D2.pdf” 411 of shared folder “B” are stored at M1 and M2,
respectively, they are represented at M3 as virtual files.

FIG. 5 is a block diagram illustrating components of the
file sharing system in one embodiment. The computer sys-
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tems 510 communicate with each other and with authenti-
cation server 520 via communications link 530. Computer
systems 510 include a peer component 511, a file system
512, shared folders 513, a group members table 514, a

6

such cases, various well-known mechanisms may be used to
allow the computer systems to communicate, such as an
intermediate or tunneling server mechanism.

FIGS. 6 A—6E are diagrams illustrating the message flows

pending transfer table 516, and other components not illus- 5 between members of a group in one embodiment. FIG. 6A
trated in this figure. The peer component, which may be is a diagram illustrating the message flows when a group
downloaded from the authentication server when the com- owner invites a computer system to become a new member.
puter system is registered, controls the sharing of files with The group owner initially receives an indication from its
other computer systems. The functions of the peer  userthat aregistered computer system is to be invited to join
component, which are described in detail below, include 10 the group. The file sharing system may provide to the user
registering a computer system, placing a computer system a list of the registered computer systems (e.g., stored in the
online, creating groups, inviting computer systems to registered table) so that the user can identify the computer
become members of a group, sending updates to metadata, system to be invited. The group owner then sends an
and so on. The file system may be a conventional file system invitation request message 611 to the invited computer
provided by an operating system. The shared folders repre- 15 system. The group owner accesses the authentication server
sent the folders within the file system folder structure that to retrieve the address for the invited computer system (i.e.,
have been created by the file sharing system. The shared  to discover the invited computer system). If the invited
folders include a folder for each group for which this  computer system is currently online, then the authentication
computer system is a member. The group member table is  server provides the address and the group owner sends the
maintained by the group owners and contains the identifi- », invitation request message to that address. If, however, the
cation of each member of the group. The pending transfer ~ invited computer system is not currently online, then the
table contains information related to the state of the transfers group owner queues the invitation request message until the
that that were interrupted for some reason (e.g., failure of the group owner is notified by the authentication server that the
communications hnk) The pending transfer information mvited computer system comes online. (In general, a reg-
allows a file transfer to be resumed at the point it was 55 istered computer system sends a message to another regis-
interrupted. tered computer system by first retrieving the address of the
The authentication server includes a receive message recipient computer system from the authentication server. If
component 521, an online table 522, a registered table 523, the computer system is not currently registered or is offline,
a process online message component 524, a process discover then the authentication server returns an error message. The
message component 525, and other components not illus- 30 sending computer system then sends the message directly to
trated in this figure. The receive message component the address. If the authentication server does not return an
receives messages from the computer systems and forwards address for the recipient computer system, then the sending
them to the appropriate components for processing. The computer system may queue certain types of messages until
registered table contains an entry for each computer system the recipient computer system comes online. Other types of
that is currently registered with the file sharing system. Each 35 messages might not be queued because the information of
entry may contain authentication information that is used to the message can be obtained, for example, during a syn-
authenticate a computer system that attempts to come chronization process.) When the invited computer system
online. The online table contains an entry for each computer receives the invitation request message, it notifies its user of
system that is currently online. Each entry contains the the invitation request. The user may be notified by the
address (e.g., internet protocol address) of the online com- 49 creation of a shared folder for the group, by a flashing icon,
puter system. The process online message component coor- or by some other means. When the user eventually decides
dinates the requests of computer systems to come online. to accept or reject the invitation request, the invited com-
The process discover message component retrieves the puter system sends an invitation response message 612 to
address of an identified computer system (if it is online) the group owner. When the group owner receives the invi-
from the online table and provides it to the requesting 45 tation response message, it updates its member list for that
computer system. The functions of the authentication server group accordingly. Assuming that the invited computer
may be divided among multiple servers. For example, there system accepted the invitation, the group owner sends an
may be separate servers for handling registration requests, out-of-synchronization message 613 to the new member.
online requests, and discovery requests. The out-of-synchronization message notifies the new mem-
The computer systems and servers may include a central 50 ber that it needs to synchronize its copy of the shared folder
processing unit, memory, input devices (e.g., keyboard and with the group owner’s copy. The new member then sends
pointing devices), output devices (e.g., display devices), and a synchronization request message 614 to the group owner.
storage devices (e.g., disk drives). The memory and storage Upon receiving the synchronization request message, the
devices are computer-readable media that may contain group owner collects the metadata for the shared files of the
instructions that implement the file sharing system. In 55 group and sends that metadata to the new member via a
addition, the data structures and message structures may be synchronization response message 615. When the new
stored or transmitted via a data transmission medium, such member receives the synchronization response message, it
as a Signal on a communications link. Various communica- creates the appropriate virtual files in the shared folder.
tions links may be used, such as the Internet, a local area FIG. 6B is a diagram illustrating the message flows when
network, a wide area network, or a point-to-point dial-up 60 a member of the group updates the group folder. A member
connection. In some cases, one computer system may not be updates a folder by adding, deleting, or modifying a file of
able to communicate direct with or initiate communications the shared folder. The member that updates the folder sends
with another computer system. For example, one computer an out-of-synchronization message 621 to the group owner,
system may be behind a firewall that does not allow com- unless it is the group owner itself that updates the folder. In
munications to be initiated by a computer system on the 65 response, the group owner sends a synchronization request

other side of the firewall. Also, a computer system may
connect to the network via a Network Address Translator. In

message 622 to the updating member. The updating member
responds with a synchronization response message 623 that

Dropbox Exhibit 1005 - Page 19
Dropbox, Inc. v. Entangled Media, LLC
IPR2024-00284 - U.S. Patent No. 8,296,338



US 6,938,042 B2

7

contains the metadata describing the update. The group
owner upon receiving the metadata updates to the metadata
associated with the shared folder. The group owner then
notifies each other group member of the update. The group
owner notifies a member by first sending an out-of-

8

request message to each computer system that is invited to
be a member of a group. In block 701, the component
receives the identification of each computer system that is to
be invited to join the group. In block 702-704, the compo-
nent loops selecting each invited computer system and

5
synchronization message 624 to the member. The member sending it an invitation request message. In block 702, the
then responds by sending to the group owner a synchroni- component selects the next invited computer system. In
zation request message 625. In response, the group owner decision block 703, if all the invited computer systems have
sends the metadata to the members via a synchronization already been selected, then the component completes, else
response message 626. Upon receiving the metadata, the the component continues at block 704. In block 704, the
member updates its folder. In one embodiment, certain component sends an invitation request message to the
messages relating to updating a folder are not queued if a  selected computer system. The component then loops to
member is offline. When that member comes online, the ~ block 702 to select the next invited computer system. As
online synchronization process will result in synchroniza- described above, a message is sent to a computer system by
tion of the folders. providing the identification of that computer system to the
FIG. 6C is a diacram illusiratine the messace flows when 15 authentication server. The a}lthentlcatlon server then.ret.urr}s
gram | & & the address of that identified computer system if it is
a member accesses a virtual file. When a member detects . : .
. currently online. If not online, then the sending computer
access of a virtual file, the member sends an access request system queues the invitation request message.
message 631 to the file owner. The metadata stored at the FIG. 8 is a flow dia lustratine th . £ th
. - S . gram illustrating the processing of the
rpember for the accessed virtual ﬁl.e contains the identifica- ,, peer component when it receives an invitation request
tion of the file owner. Upon receiving the access request message in one embodiment. In block 801, the component
message, the file owner retrieves the data of the file and  pogifies its user that an invitation request message has been
sends the data to the accessing member via an access received. The component may notify the user in various
response message 632. In one embodiment, the access ways such as creating the shared folder with an indication
response message may be a series of messages each con- 25 that the computer system has been invited to join the group
taining a portion of the access file. In such a case, the associated with that folder, by highlighting an icon for the
accessing member may persistently maintain an indication file sharing system that may be displayed on a program tray,
of the portion of the access file that has been received so far. and so on. In decision block 802, if the user accepts the
In the event that the transfer of the file is interrupted, the invitation, then the component continues at block 804, else
accessing member may request the file owner to resume the 3, the component continues at block 803. In block 803, the
transfer of the file where it left off. component sends an invitation response message to the
FIG. 6D is a diagram illustrating the message flows when group owner indicating that it has declined the invitation and
a member comes online. A member comes online by pro- then completes. In block 804, the component sends an
viding authentication information to the authentication invitation response message to the group owner indicating
server. Once authenticated, the member is online and sends 35 that it has accepted the invitation. In block 805, the com-
its queued messages into the recipient computer systems that ponent notes that the computer system is now a member of
are currently online. The member then sends a synchroni- that group and then completes.
zation request message 642 to the group owner. The group FIG. 9 is a flow diagram illustrating the processing of the
owner collects the metadata for the shared folder and sends peer component when it receives an invitation response
a synchronization response message 643 to the new online 45 message in one embodiment. In block 901, the component
member. When the new online member receives the  updates the membership list for the group as appropriate. In
metadata, it updates its folder accordingly. The new online decision block 902, if the computer system accepted the
member may also identify whether it made updates to the invitation, then the component continues at block 903, else
folder while it was offline. If so, the member notifies the the component completes. In block 903, the component
group owner that it is out of synchronization, and the 45 sends an out-of-synchronization message to the new mem-
updating of the metadata is performed in a manner similar to ber and then completes.
that illustrated in FIG. 6B. Alternatively, the updates that FIG. 10 s a flow diagram illustrating the processing of the
have been made while the member was offline may be peer component when it receives a synchronization response
reflected in queued messages. message in one embodiment. The synchronization response
FIG. 6E is a diagram illustrating the message flows when 50 message contains metadata for each file currently in the
a group owner comes online. When a group owner becomes group. The component updates the metadata for each file in
online, it sends a synchronization request message 651 to the group, creating new files as necessary. In addition, the
each member. Each member responds with a synchroniza- ~ component deletes any virtual files that it has locally that are
tion response message 652 containing the metadata for that not represented by metadata. In block 1001, the component
shared folder. The group owner then updates its shared 55 selects the next file. In decision block 1002, if all the files
folder to correspond to all the updates by any of the have already been selected, then the component continues at
members that occurred while the group owner was offline. block 1006, else the component continues at block 1003. In
The group owner then sends an out-of-synchronization  decision block 1003, if the selected file already exists in the
message 653 to each member. In response, each member shared folder, then the component continues at block 1004,
sends a synchronization request message 654 to the group 6o else the component continues at block 1005. In block 1004,
owner. The group owner then sends the current metadata for the component updates the metadata for the existing file and
the shared folder in a synchronization response message 655 then loops to block 1001 to select the next file. In block
to each member. The members then update their folders 1005, the component creates a new virtual file based on the
accordingly. metadata for that file and then loops to block 1001 to select
FIG. 7 is a flow diagram illustrating the processing of an 65 the next file. In block 1006, the component deletes any

invite component of a peer component in one embodiment.
The invite component controls the sending of an invitation

virtual files of the shared folder that is not represented by the
metadata and then completes.
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FIG. 11 is a flow diagram illustrating the processing of
discovering a computer system. This component is invoked
when a computer system wants to send a message to another
computer system. The component is passed the identifica-

10

8. The method of claim 2 wherein including before
retrieving the file stored at the second computer system,
logging on to a server.

9. The method of claim 8 wherein the logging on includes

tion of the computer system to be discovered. The authen- 5 Pproviding an address to the server and a public key.
tication server maps the identification of online computer 10. The method of claim 2 wherein the file is transferred
systems to their corresponding addresses. In block 1101, the on a peer-o-peer basis. .
component sends a discover request message to the authen- 1L The metho‘?‘ of claim 1 Wherem metadata fo.r the
ication server. In block 1102, the component receives a created virtual file is stored as attributes of the created virtual
. ) i . file.
discover response message from the authentication server. In 10 . . .
decision block 1103, if the computer system is online, then 12. Th? H%"th.od of Cla.m.l 1 Wherem the virtual file has a
. file type indicating that it is a virtual file.
the component continues at block 1104, else the component 13 The method of claim 12 wherein a virtual file program
returns an indication that the computer system is not online. . e . prog
In block 1104. the component sends a validate message o is associated with the file type so that when the virtual file
? p . 3 is accessed the virtual file program executes to coordinate
the computer system at the received address. In block 1105, 15 the access
the component receives a validate response message from ' . . .
the computer system or an error message. In decision block . 14. The. method of claim 1 wherein t.he creat od virtual file
1106. i the computer svstem has been validated. then the is stored in a file system folder associated with the second
coml;onent returnps an in(}:llication that the computer,system is compuler system. . . .
online, else the component returns an indication that com- 20 1.5' The method of claim 1 wherein the metadata includes
uter svstem is nof online an identifier of the second computer system.
P ¥ T . 16. The method of claim 1 including requesting the
From the foregoing it will be appreciated that although  gecond computer system to provide current metadata for the
specific embodiments of the file sharing system have been virtual file.
desc.rlbed herein for purposes of 111us.trat10n, various rpodl- s 17. The method of claim 16 wherein the requesting is
fications may be made without df:Vlatmg frgm the.splr.lt and performed when the first computer system logs on to a
scope of the invention. Accordingly, the invention is not Server.
llm\;t]ed le)fcept by the appended claims. 18. The method of claim 1 wherein the first computer
e claim:
. . system and the second computer system are members of a
1. A method in a first computer system for sharmg a file 5, roup of computer systems that share files.
stored at second computer system, the file having content, 19. The method of claim 18 wherein one computer system
the method comprising; of the group is designated as a group owner, the computer
receiving from the second computer system a notification system that stores the shared file is designated as the file
that the file is to be shared with the first computer  owner, and changes to the metadata of the shared file are sent
system, the notification including metadata of the file 55 [rom the file owner to the group owner for distribution to
that identifies the file; other member of the group.
creating a virtual file using a file system of the first 20. The method of claim 18 wherein one computer system
computer system, the virtual fire identifying the file but of the group is designated as a group owner, the computer
does not include the content of the file; system that stores the shared file is designated as the file
storing the metadata of the file in association with the ,, OWDer, and the file owner transfers the shared file to the
virtual file; and group owner to act as a proxy file owner.
after the file is changed at the second computer system, 21. The method of qlalm 1, wherein after the file is
receiving at the first computer from the second com- changed, the .metadata is received at the first computer
puter system metadata for the file and updating the system wherein the first computer system does not request
metadata stored in association with the virtual file 45 the metadata. . .
based on the received metadata; 22. Amethod in a first computer system for sharmg.a.ﬁle
wherein when the virtual file is accessed, the metadata stored .a t.second computer system, the method COIIl.pI‘ISIPg.
that identifies the file is used to retrieve the content of receiving from the second computer system a notification
the file from the second computer system that the file is to be shared with the first computer
2. The method of claim 1 including when the virtual file 50 system, the notification including metadata of the file;
is accessed, retrieving the file stored at the second computer creating a virtual file using a file system of the first
system using the metadata associated with the virtual file. computer system, ) o )
3. The method of claim 2 wherein when the virtual file is storing the metadata of the file in association with the
accessed, a virtual file component receives a notification virtual file;
from the file system, retrieves metadata associated with the ss  after the file is changed at the second computer system,
virtual file, and controls the retrieving of the file stored at the receiving from the second computer system metadata
second computer system. for the file and updating the metadata stored in asso-
4. The method of claim 2 including before retrieving the ciated with the virtual file based on the received meta-
file stored at the second computer system, retrieving from a data; and
server an address for the second computer system. 60  when the virtual file is accessed, retrieving the file stored
5. The method of claim 4 wherein the address is an IP at the second computer system using the metadata
address. associated with the virtual file.
6. The method of claim 4 including before retrieving the 23. The method of claim 22 wherein when the virtual file
file stored at the second computer system, retrieving from is accessed, a virtual file component receives a notification
the server a public key for the second computer system. 65 from the file system, retrieves metadata associated with the

7. The method of claim 6 wherein the public key is used
to validate authenticity of the second computer system.

virtual file, and controls the retrieving of the file stored at the
second computer system.
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24. The method of claim 22 including before retrieving
the file stored at the second computer system, retrieving
from a server an address for the second computer system.

25. The method of claim 22 wherein including before
retrieving the file stored at the second computer system,
logging on to a server.

26. The method of claim 22 wherein the file is transferred
on a peer-to-peer basis.

27. The method of claim 22 wherein metadata for the
created virtual file is stored as attributes of the created virtual
file.

28. The method of claim 22 wherein the first computer
system and the second computer system are members of a
group of computer systems that share files.

29. The method of claim 22 wherein after the file is
changed, the metadata is received at the first computer
system wherein the first computer system does not request
the metadata.

30. A first computer system for sharing a file stored at
second computer system, comprising:

means for receiving from the second computer system a
notification that the file is to be shared with the first
computer system, the notification including metadata of
the file;

means for creating a virtual file using a file system of the
first computer system;

means for storing the metadata of the file in association
with the virtual file;

means for, after the file is changed at the second computer
system, receiving from the second computer system
metadata for the file and updating the metadata

stored in association with the virtual file based on the
received metadata; and

means for retrieving the file stored at the second computer
system using the metadata associated with the virtual
file.

31. The first computer system of claim 30 including
means for retrieving from a server an address for the second
computer system.

32. The first computer system of claim 30 wherein the file
is transferred on a peer-to-peer basis.

33. The first computer system of claim 30 including
means for storing metadata for the created virtual file as
attributes of the created virtual file.

34. The computer system of claim 30 wherein after the file
is changed, the metadata is received at the first computer
system wherein the first computer system does not request
the metadata.

35. A computer-readable medium accessible by a first
computer system containing a data structure comprising a
list of files that are stored by the file system of the first
computer system, the files being stored within a folder of the
file system, the files including a virtual file identifying an
actual file having content stored on a second computer
system wherein when the virtual file has metadata and does
not include the content of the actual file and when the virtual
file is accessed the content of the actual file is retrieved from
the second computer system and wherein after the file is
changed at the second computer system, receiving at the first
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computer system from the second computer system meta-
data for the file and updating at the first computer system
metadata of the virtual file based on the received metadata.

36. The computer-readable medium of claim 35 wherein
the data structure includes metadata associated with the
virtual file.

37. The computer-readable medium of claim 36 wherein
the metadata includes an identification of the second com-
puter system.

38. The computer-readable medium of claim 36 wherein
the metadata is updated when the actual file is modified.

39. A system for sharing files among a group of computer
systems, comprising:

a group owner component that creates a group, that invites

computer systems to join the group as members, and
that distributes status messages to the members; and

a member component of a first member that includes

a file owner component that controls the sharing of an
actual file having content stored at the first member
with second members; and

a virtual file component that creates a virtual file that
identifies a shared file stored at a second member, the
virtual file having metadata and not including the
content of a shared file, and that retrieves from the
second member the content of the actual file when the
virtual file is accessed at the first member and updates
the metadata associated with the virtual file when a
status message indicating a change to the shared file is
received from a second member at the first member.

40. The system of claim 39 including an authentication

server component for authenticating computer systems.

41. The system of claim 39 including an authentication

client component for authenticating a computer system with
an authentication server.

42. A system for sharing files among a group of computer

systems comprising:

a file owner component that notifies a group owner
computer system when a file having content of a second
computer system is to be shared with first computer
systems, wherein a shared file is represented as a virtual
file at the first computer systems with metadata and
wherein the virtual file does not include the content of
the shared file at the first computer systems and
wherein the notification identifies the shared file;

a file access component that receives from a first com-
puter system a request to access the shared file and that
provides the content of the shared file to the first
computer system on a peer-to-peer basis;

a metadata update component that, after the file is
changed at the second computer system, sending from
the second computer system to the first computer
system metadata for the file wherein the first computer
system updates the metadata of the virtual file based on
the received metadata.

43. The system of claim 42 wherein the group owner

computer system notifies the first computer systems that the
file is being shared.
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