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DISTINCT LINKS FOR PUBLISH TARGETS

BACKGROUND

[0001] The availability and popularity of web-based con-
tent and services is ever increasing. For example, users are
increasingly using online storage services that provide stor-
age “in the cloud” for content items (e.g., documents, appli-
cation files, photos, mobile uploads, audio/video files, etc.).
Storage in the cloud makes it convenient for users to access
their files over a network from anywhere using various dif-
ferent kinds of devices (e.g., computer, mobile phone, tablet,
etc.). Due in part to this convenience, users may also seek
ways in which to share content items from their online storage
with others.

[0002] Traditionally, though, online storage services pro-
vide limited tools for sharing items particularly in the case of
sharing items to multiple sites, groups, and/or individuals.
For instance, a user may have to individually configure an
email or message for each intended recipient of a shared item
and/or may have to manually provide a shared item as an
attachment. In some cases, a user may even have to download
a stored item locally before they can share the item through
email or another messaging system. Thus, traditional tech-
niques for sharing items from online storage may be quite
inconvenient.

SUMMARY

[0003] Techniques for sharing of items from online storage
(e.g., cloud storage) are described herein. Sharing links for
items maintained in online storage available from a service
provider can be generated and distributed in various ways.
The sharing links may provide recipients with access to
shared items online from storage associated with the sender.
The sender is able to manage permissions associated with
different sharing links sent to different recipients on an indi-
vidual basis.

[0004] In one or more implementations, distinct sharing
links to an item can be generated for multiple different pub-
lish targets through a single publishing user interface exposed
to a user. A request having a selection of publish targets by a
user as recipients for a shared item can be received through
the user interface and the request can be parsed to identify the
publish targets. A distinct sharing link is then generated for
each of the identified targets. The generated sharing links are
published to the publish targets, which can include for
example different social networks and/or websites. The dis-
tinct sharing links associated with an item may then be pre-
sented through an online service to enable individual man-
agement of the distinct sharing links.

[0005] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The detailed description is described with reference
to the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The use of the same ref-
erence numbers in different instances in the description and
the figures may indicate similar or identical items.
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[0007] FIG. 1 is an illustration of an environment in which
sharing links for online storage may be employed in accor-
dance with one or more embodiments.

[0008] FIG. 2isanillustration of an example sharing link in
accordance with one or more embodiments.

[0009] FIG. 3 depicts an example user interface for inter-
action with online storage in accordance with one or more
embodiments.

[0010] FIG. 4 is a flow diagram depicting an example pro-
cedure in which distinct sharing links are generated for dif-
ferent publish targets.

[0011] FIG. 5 depicts an example user interface for pub-
lishing a sharing link in accordance with one or more embodi-
ments.

[0012] FIG. 6 depicts an example user interface for man-
agement of distinct sharing links in accordance with one or
more embodiments.

[0013] FIG. 7 is a flow diagram depicting an example pro-
cedure in which group opt-in links are employed to expose an
option to join a group for a shared item.

[0014] FIG. 8 depicts an example user interface for getting
a sharing link to implement a group opt-in option in accor-
dance with one or more embodiments.

[0015] FIG. 9 depicts an example user interface for man-
agement of recipients that opt-in to a group in accordance
with one or more embodiments.

[0016] FIG. 10 is a flow diagram depicting an example
procedure in which one-time sharing links are employed to
expose an option to select an account for a shared item.
[0017] FIG. 11 is a flow diagram depicting an example
procedure for an authentication sequence that may be initi-
ated by selection of a one-time sharing link.

[0018] FIG. 12 depicts an example user interface for send-
ing a sharing link to implement an option to select an account
foruse to access a shared item in accordance with one or more
embodiments.

[0019] FIG. 13 depicts an example user interface for
prompting a user to select an account for use to access a
shared item in accordance with one or more embodiments.
[0020] FIG. 14 depicts an example multiple device envi-
ronment for online resources in accordance with one or more
embodiments.

[0021] FIG. 15 depicts an example computing system in
accordance with one or more embodiments.
DETAILED DESCRIPTION
Overview

[0022] Traditionally, online storage services provide lim-
ited tools for sharing items particularly in the case of sharing
items to multiple sites, groups, and/or individuals. For
instance, a user may have to manually attach items to mes-
sages and/or publish an item to multiple different services/
sites that the user wants to receive the item. Thus, traditional
techniques for sharing items from online storage may be
inconvenient.

[0023] Techniques for sharing of items from online storage
(e.g., cloud storage) are described herein. In one approach,
distinct sharing links to an item can be generated for multiple
different publish targets through a single publishing user
interface exposed to a user. Through the publishing user inter-
face, a user may submit a request having a selection of dif-
ferent social networks and/or other sites/targets to receive a
sharing link for an item. In response to the request, a distinct
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sharing link is generated for each selected recipient and the
generated sharing links are published to appropriate targets.
Thus, a user is able to easily send links for a shared item to
multiple targets through a single request and can separately
manage permissions associated with each distinct sharing
link.

[0024] Inanotherapproach, sharing links can be configured
as group opt-in links designed to provide recipients with an
option to join a group having permissions on a corresponding
shared item. An owner of an item may distribute a group
opt-in link publicly and does not have to predetermine the
group size or individual members. Recipients of the link can
choose whether to join the group or not. The group opt-in link
may provide limited access to join the group and then mem-
bers who join the group may gain enhanced permissions to the
shared item. The owner of the item is able to see individuals
who have opted-in and manage corresponding permissions
on an individual basis.

[0025] Inanotherapproach, sharing links can be configured
as one-time sharing links that provide recipients with limited,
one-time access to a shared item for the purpose of selecting
or registering an account to use for subsequent access to the
item. The owner/sharer of the item may use any available
contact information to send one-time sharing links. A recipi-
ent is then able to use the link to select an account the recipient
would like to use to access the shared item. The owner/sharer
does not need to send the link to the selected account or even
have contact information for the account. Once the one-time
sharing link is redeemed to select an account, the link may be
invalidated for subsequently gaining enhanced permission to
the item.

[0026] In the following discussion, an example operating
environment is first described that may employ the techniques
described herein. The discussion of the example operating
environment includes a discussion of an example user inter-
face to facilitate interaction with online storage. Next,
example details and techniques are described which may be
implemented in the example environment as well as other
environments. Consequently, performance of the techniques
is not limited to the example environment and the example
environment is not limited to performance of the example
techniques. Lastly, example systems and devices are
described that may be employed to implement one or more
embodiments.

[0027]

[0028] FIG.1 is an illustration of an environment 100 in an
example implementation that is operable to employ tech-
niques described herein. The illustrated environment 100
includes a client device 102, another client device 104, a
service provider 106, and a social network service 108 that are
communicatively coupled via a network 110. The client
device 102, other client device 104, service provider 106, and
social network service 108 may be implemented by one or
more computing devices and also may be representative of
one or more entities. The social network service 108 is rep-
resentative of various external web services/sites (e.g., part-
ner sites) that may operate in conjunction with the service
provider 106 to provide additional/enhanced experiences and
services to users. In at least some embodiments, this occurs
through linking or otherwise associating user accounts with
the service provider 106 to corresponding accounts with the
external web services/sites.

Example Operating Environment
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[0029] A computing device may be configured in a variety
of'ways. For example, a computing device may be configured
as a computer that is capable of communicating over the
network 110, such as a desktop computer, a mobile station, an
entertainment appliance, a set-top box communicatively
coupled to a display device, a wireless phone, a game console,
and so forth. Thus, the computing device may range from full
resource devices with substantial memory and processor
resources (e.g., personal computers, game consoles) to a low-
resource device with limited memory and/or processing
resources (e.g., traditional set-top boxes, hand-held game
consoles). Additionally, although a single computing device
is shown in some instances, the computing device may be
representative of a plurality of different devices, such as mul-
tiple servers utilized by a business to perform operations such
as by the service provider 106 and/or social network service
108, and so on.

[0030] Although the network 110 is illustrated as the Inter-
net, the network may assume a wide variety of configurations.
For example, the network 110 may include a wide area net-
work (WAN), a local area network (LAN), a wireless net-
work, a public telephone network, an intranet, and so on.
Further, although a single network 110 is shown, the network
110 may be configured to include multiple networks.

[0031] The client device 102 is further illustrated as includ-
ing an operating system 112. The operating system 112 is
configured to abstract underlying functionality of the under-
lying device to applications 114 that are executable on the
clientdevice 102. For example, the operating system 112 may
abstract processing, memory, network, and/or display func-
tionality such that the applications 114 may be written with-
out knowing “how” this underlying functionality is imple-
mented. The application 114, for instance, may provide data
to the operating system 112 to be rendered and displayed by
adisplay device as illustrated without understanding how this
rendering will be performed.

[0032] The client device 102 is also illustrated as including
a communication module 116. The communication module
116 represents functionality to enable various communica-
tions over the network 110. For example, the communication
module 116 may be implemented as a browser or other suit-
able application to obtain and output webpages and/or other
user interfaces from the service provider 106 over the network
110. The communication module 116 may also represent a
component of another application used to obtain one or more
resources from the service provider 102.

[0033] The service provider 106 is depicted as storing a
resource manager 118 that represents functionality operable
by the service provider 106 to manage various resources 120
that may be made available over the network 108. For
example, various resources 120 may be provided via
webpages or other user interfaces 122 that are communicated
over the network for output by one or more clients via a
communication module 116 or other client application. The
resource manager 118 may manage access to the resources
120, performance of the resources, and configuration of user
interfaces 122 to provide the resources 120, and so on. The
service provider 106 may represent one or more server
devices used to provide the various resources 120.

[0034] Generally, resources 120 made accessible by a ser-
vice provider 106 may include any suitable combination of
services and/or content typically made available over a net-
work by one or more providers. Some examples of services
include, but are not limited to, a search service, an email



US 2013/0067303 Al

service, an instant messaging service, an online productivity
suite, and an authentication service to control access of clients
to the resources 120. Content may include various combina-
tions of text, multi-media streams, documents, application
files, photos, audio/video files animations, images, web
pages, web applications, device applications, content for dis-
play by a browser or other client application, and the like.

[0035] One particular example of a resource 120 that may
be provided by a service provider 106 is a collaboration
service 124 as depicted in FIG. 1. The collaboration service
124 is representative of functionality operable to provide and
manage online storage 126 that may be allocated to user
accounts associated with the service provider 106. The online
storage 126 provides users with storage “in the cloud” for
content items such as documents, application files, photos,
mobile uploads, and audio/video files so user may access their
content items from anywhere over the network 110, and share
content to collaborate with others. The collaboration service
124 enables users to share files with other individuals and/or
groups through sharing links 128 that can be created and
distributed for particular content items in various ways. The
sharing links 128 are configured to implement permissions
that may be set to control who is able to view, edit, or other-
wise interact with corresponding content items, as discussed
in greater detail in relation to FIG. 2.

[0036] Clients may access the collaboration service 124
and other resources 120 provided by a service provider 106
through user accounts represented by client account data 130
of FIG. 1. The client account data 130 may include account
identifiers, credentials, access permissions, profile data and
other data typically associated with user accounts. The
resource manager 118 may implement or otherwise make use
of'an authentication service operable to authenticate clients to
access various resources 120 including the collaboration ser-
vice 124. The authentication service may be provided as a
component of the service provider 106, as a standalone ser-
vice, by a third party provider, or otherwise. To access
resources 120, a client device 104 may provide a username
and password that is authenticated by the authentication ser-
vice. When the authentication is successful (e.g., the client “is
who they say they are”), the authentication service may pass
a token to enable access to corresponding resources. A single
authentication may correspond to one or more resources, such
that authentication to a single account by a “single sign-on”
may provide access to individual resources, resources from
multiple service providers 106, and/or to an entire suite of
resources available from a service provider 106.

[0037] FIG. 2 is a diagram showing an example implemen-
tation of a sharing link 128 in accordance with one or more
embodiments, generally at 200. In this example, the sharing
link 128 is constructed to include a navigation path 202 that is
associated with a sharing key 204. The navigation path 202
provides a path that can be used to navigate to a corresponding
content item. For example, the navigation path 202 may be
configured as a uniform resource identifier (URI) that when
selected causes an application such as a browser to navigate to
a location where the resource is available. The sharing key
204 is configured as key, token, or other shared secret that can
be used to make different distinct sharing links 128 to the
same resource. Thus, the sharing key 204 uniquely identifies
a particular, corresponding sharing link 128 and can be used
to distinguish between sharing links.
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[0038] Additionally, the sharing link 128 can encode data
that defines or references permissions for a corresponding
item. The permissions designate access levels and corre-
sponding actions for content items. For instance, different
access levels may be established to control who is able to
perform actions such as read-only, print, publish, view, edit,
one-time access, move, and/or copy, to name a few examples.
In one approach, the service provider 106 maintains a table or
other database that can be used to match a sharing key 204 to
corresponding permissions on content items. Such permis-
sion data may be maintained as part of the file structure for
online storage 126 along with individual files. This may
include maintaining access control lists (ACLs) that may be
referenced by or otherwise mapped to sharing keys 204.
Additionally or alternatively, permissions can be encoded
directly within a sharing link using an access parameter or
other suitable field that is indicative of a corresponding per-
mission level. The collaboration service 124 may be config-
ured to reference and interpret the access parameter in a
sharing link 128 and enforce corresponding permissions
when the sharing link 128 is used to gain access to an item.

[0039] FIG. 3 depicts a diagram 300 showing an example
user interface 122 that includes one or more portions to enable
interaction with online storage in accordance with one or
more embodiments. The user interface 122 in this instance is
illustrated as incorporated within a user interface 302 that
may be provided by the communication module 116. For
example, the communication module 116 may be configured
as a browser operable to expose the user interface 302 to
enable interaction with one or more service providers 106 and
corresponding resources 120. The user interface 122 for
example may be configured and provided by way of the
collaboration service 124 as previously described.

[0040] To provide the interaction with online storage, the
user interface 122 may expose a file management portion 304
to enable navigation, viewing, and management of content
items stored “in the cloud” in association with a user/account.
A file management portion 304 can be configured in any
suitable way to enable the interaction with online storage,
such as representing content items in a list, showing different
icons or tiles for stored items, using a preview pane, and so
forth. In the depicted example, the file management portion
304 is shown as a “My Files” list for a logged in user “Robyn.”
The list of content items represents files available to Robyn
from her online storage 126 through the collaboration service
124 including documents, folders, photos, and other types of
content mentioned previously. The list of content items shows
names for individual files and folders as well as basic infor-
mation associated with each item, such as the example date
and sharing columns depicted in FIG. 3.

[0041] An item details portion 306 is also shown that may
be configured to provide more detailed information regarding
a selected item, which in this example presents details for a
“Reunion” folder selected from the list of content items. In
addition, the user interface 122 includes a sharing portion 308
that represents functionality to review and manage sharing
options for content items. In this example, the sharing portion
308 is incorporated as part of the item detail portion 306.
Alternatively, a sharing portion 308 may be provided as a
separate portion or even a separate page that is accessible via
a link, menu item, or other navigation instrumentality
exposed in the user interface 122. The sharing portion 308 is
configured to provide various options for sharing of selected
items. This may include creating sharing links 128, viewing
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and setting permissions for items, publishing links to a social
network service 108 or other external web service/site, dis-
tributing links using various messaging systems, and so forth.
[0042] Thus, a user interface 122 such as the example just
described may be employed to facilitate various interactions
to access online storage 126 and/or share items. In accordance
with sharing link techniques described herein, distinct links to
a content item may be generated for different publish targets.
In addition, links may be shared to an arbitrary group through
a corresponding sharing link 128. In this case, sharing link
128 is configured to expose an option for recipients to opt into
the group having permissions on the item. Thus, recipients
explicitly opt into the group before gaining full permission to
the item. In another example, a recipient of a link may be able
to choose a particular account to use for access a shared item.
This may occur through a one-time link that may be redeemed
once to access the item and associate a selected account for
subsequent access to the shared item. Further details regard-
ing each of these examples are discussed in turn below in
different sections titled “Distinct Links for Publish Targets,”
“Group Opt-In Links,” and “Shared Item Account Selection,”
respectively.

[0043] Thus, having considered the foregoing discussion of
an example operating environment and an example user inter-
face for interaction with online storage, consider now details
regarding techniques to employ sharing links in accordance
with one or more embodiments.

[0044] Distinct Links for Publish Targets

[0045] This section describes techniques for publishing of
sharing links 128 to different selected publish targets. In
portions of the following discussion, reference will be made
to the example environment 100 of FIG. 1 and example user
interface of FIG. 3. Generally speaking, a user may access
associated online storage 126 through a collaboration service
124. The user may be able to select an item to share as well as
target recipients to receive a link to the item. The user action
to share the item causes the collaboration service 124 to
generate one or more sharing links 128 to the item. In one
approach, the collaboration service 124 may generate distinct
links to the same item for multiple different publish targets
selected by the user. Accordingly, different permissions may
be associated with the distinct links and the distinct links may
be separately presented and managed. Just below, an example
procedure is discussed followed by some example user inter-
faces illustrating further details regarding distinct links.
[0046] FIG.4 depicts a procedure 400 in an example imple-
mentation in which distinct links are generated for different
publish targets. Aspects of each of the procedures described
herein may be implemented in hardware, firmware, or soft-
ware, or a combination thereof. The procedures are shown as
a set of blocks that specify operations performed by one or
more devices and are not necessarily limited to the orders
shown for performing the operations by the respective blocks.
[0047] A request is obtained to create distinct links for
selected publish targets to share an item from online storage
associated with a user account (block 402). The request, for
instance, may be formed via a user interface 122 output at a
client device 102 for interaction with online storage 126
associated with a user. Thorough the user interface 122, an
item to share as well as different targets may be selected. This
may occur through a publish control or page link provided as
part of the user interface 122. At least some of the targets may
be social network services or other partner sites to which the
user wishes to publish a link for the selected item.
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[0048] Therequest may be formatted in any suitable way to
encode information describing the selected item and targets.
For example, the request may be configured as a hyper-text
transfer protocol (HTTP) request using JavaScript, XML,
HTML and/or other scripting languages. The request may
include variables, parameters, and/or other suitable identifi-
ers used to submit the item and targets for handling by a
service provider 106. Thus, the request may be formatted to
encode the user selections in some manner and then submit-
ted, which causes the client device 102 to communicate the
request to a service provider 106. In one example, a collabo-
ration service 124 implemented by the service provider 106 is
configured to obtain the request and process the request to
generate corresponding sharing links 128. In at least some
embodiments, the collaboration service 124 may expose an
application programming interface (API) that can be called
with the request via script within a webpage or other user
interface 122 to initiate creation of sharing links 128. In
addition or alternatively, any client-server architecture and/or
communication protocols suitable for passing requests/re-
sponses between a client device 102 and service provider 106
may be employed to implement the techniques related to
sharing links described herein.

[0049] In particular, the request is parsed to identify the
selected publish targets (block 404). For instance, the col-
laboration service 124 is able to interpret the request and
extract information contained therein to identify selected
publish targets. The collaboration service 124 also obtains
from the request an identifier of the particular item to be
shared with the publish targets. This information enables the
collaboration service 124 to construct sharing links 128 as
described previously.

[0050] For instance, a distinct sharing link is generated for
each publish target identified (block 406) and the generated
sharing links are added to permissions on the item (block
408). Here, the collaboration service 124 constructs a differ-
ent link for each identified target. Each link may include a
navigation path 202 to the item and a sharing key 204 as
discussed above. The navigation path 202 to the item may be
the same for each link. The sharing key 204, though, may be
generated as a unique identifier that is different for each link
and corresponding target. In one example, the sharing key
204 is configured as a token that is different for each link.
[0051] Permissions to a shared item can also be encoded
within the generated sharing links. As mentioned, the token or
other sharing key 204 may be mapped to permissions on the
item using ACLs that define the permissions. Thus, to encode
permissions the collaboration service 124 may update the
ACLs to reflect respective permissions designated for each of
the generated sharing links. Using this technique, the system
can store a mapping of permission for a sharing link that may
or may not be apparent to the recipient(s) of the sharing link.
In another approach, the sharing key 204 itself can be used to
designate the permissions that the corresponding link grants
to recipients/users of the link. In this case, the collaboration
service 124 may be configured to interpret the sharing key
204 when a link is used to determine and enforce correspond-
ing permissions.

[0052] The sharing links are published to the publish tar-
gets (block 410). For example, the collaboration service 124,
in addition to creating the links, may be configured to publish
links to various partner sites. Such partner sites may expose
network accessible application programming interface
(APIs) that can be invoked to publish information to user
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accounts. For instance, a post link or post picture API may be
provided to post content to a social network service 108. The
collaboration service 124 may be configured to form calls in
appropriate formats designated by different supported partner
sites via such APIs or otherwise. This enables a user of the
collaboration service 124 to interact once to select an item and
publish target, submit a single request, and then turn over
handling to the collaboration service 124 to create the appro-
priate links and post the links to corresponding publish tar-
gets. Accordingly, the user is able to avoid individual creation
and manually post links to different targets.

[0053] Representations of the distinct sharing links are pre-
sented in association with the item in a user interface for
viewing and managing the online storage (block 412) and
individual management of the distinct sharing links associ-
ated with each publish target is enabled (block 414). Since
distinct sharing links are created for different targets, the links
may be used and managed separately from one another. Thus,
the collaboration service 124 may separately represent the
distinct sharing links for an item within a user interface pre-
sented to review and manage stored items. For example,
different sharing links may be listed via a sharing portion 308
of a user interface 122 as discussed in relation to FIG. 3. In
this way, a user is able to review each of the links generated
for a particular item and see associated permissions. Addi-
tionally, the collaboration service 124 is configured to pro-
vide various options to separately manage distinct links for an
item. This includes, but is not limited to, actions such as
associating and changing permissions individually for differ-
ent links, removing one or more links (e.g., un-publishing
links) and/or invalidating a link without affecting other links
on an item. Additional details regarding creating, using, and
managing distinct links are provided in relation to example
user interfaces of FIGS. 5 and 6.

[0054] FIG. 5 depicts a diagram 500 showing an example
user interface 122 that can be employed to publish a link to
selected targets as just described. The user interface 122 in
this instance is illustrated as incorporated within a user inter-
face 502 that may be provided by the communication module
116. For example, the communication module 116 may be
configured as a browser operable to expose the user interface
502 to enable interaction with one or more service providers
106 and corresponding resources 120. The interface 502 may
alternatively be provided using a separate tab, a pop-up dialog
box, an expandable portion of a page, or otherwise.

[0055] Inatleastsome embodiments, the interface 502 may
be accessible by selection of a link, menu item, or other
navigation control provided in the example user interface of
FIG. 3. For instance, the example interface depicted in FIG. 5
may be presented responsive to selection of the “Publish a
Link” object appearing within the sharing portion 308 in FIG.
3. Thus, the different interfaces in the examples of FIGS. 3
and 5 may represent different pages available via the collabo-
ration service 124.

[0056] Here, the example user interface 122 is operable to
create distinct sharing links 128 for the “Reunion” folder of
FIG. 3. A target selection portion 504 may be provided to
enable input of a selection of publish targets by a user in any
suitable way. In the depicted example, a list of available
targets is presented along with check boxes to select/deselect
different targets. The list may represent targets that have been
pre-associated with a user’s account. Other selection controls
such as a drop down box, search tool, list box, and/or other
selection tools may also be implemented to enable input of the
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selection. In addition, an add control 506 may be provided to
enable a user to explicitly search for and/or add another
network/site as a publish target. It should be noted, that pub-
lish targets to which distinct links are provided may also
include individual people or contacts. Once added, a site/
network/individual may automatically appear as a pre-asso-
ciated option in subsequent publish operations.

[0057] The example user interface 122 of FIG. 5 further
includes a message input portion 508, a permissions portion
510, and a publish control 512. The message input portion
508 enables input of an optional description or message to
accompany a published link. The permissions portion 510
enables selection of permissions to associate with the created
links. For instance, the permissions portion 510 may allow a
user to select whether created links may be used to view, edit,
move, and/or grant admin rights to a corresponding item. In
the illustrated example, the permissions portion 510 is con-
figured to apply globally to each of the selected publish tar-
gets. In another approach, individual permissions portions
510 may be associated with each target to enable selection of
different permissions for the different links. Again, various
selection controls may be employed to implement permis-
sions portions 510 including for example, check boxes, list
boxes, drop down boxes, search tools, and other typical selec-
tion tools. The publish control 512 when selected causes a
request having the selection made via the example interface to
be submitted for handling by the service provider 106 and/or
collaboration service as previously described.

[0058] FIG. 6 depicts a diagram 600 showing a sharing
portion for review and management of distinct links. In par-
ticular, the item detail portion 306 of FIG. 3 is shown after
distinct links are created for the “Reunion Folder” and the
page is refreshed. Now, the sharing portion 308 has been
reconfigured to include a list 602 of the distinct links created
in accordance with procedure 400 of FIG. 4. A representation
of each distinct link published for the particular item is pro-
vided along with a corresponding permission control 604.
The permission controls 604 enable a user to individually
view and manage permissions associated with the distinct
links. For example, the permission controls 604 are illustrated
as listboxes operable to select an access level (e.g., view, edit,
move, copy, print, admin, etc.) for individual links. Further,
the permission controls 604 may enable invalidation/removal
of links on an individual basis. In addition to or in lieu of
providing permission controls 604, a edit permissions control
606 may be included. The edit permissions control 606 may
be selectable to navigate to a permissions page that exposes
various tools and options for review and management of
permissions for particular items.

[0059] Group Opt-In Links

[0060] This section describes techniques for sharing links
128 configured to provide an option to opt-in to a group
having permissions on an item. In portions of the following
discussion, reference will again be made to the example envi-
ronment 100 of FIG. 1 and example user interface of FIG. 3.
Generally speaking, a user may access associated online stor-
age 126 through a collaboration service 124. The user may be
able to select a get a link option that causes a collaboration
service 124 to provide a link for sharing an item. The user may
then take action to copy and/or distribute in various ways. In
one approach, the collaboration service 124 configures the
link such that selection of the link causes an option to be
exposed to join a group having permissions on a correspond-
ing item. The group is not necessarily predetermined and
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recipients of the link may be granted limited or no access to
the item until the recipients explicitly opt into the correspond-
ing group. Group membership is determined by those that
exercise the group opt-in option. Recipients that do opt-in are
granted permissions on the item that are established for the
group. Subsequently, the owner of the item may view a list of
recipients who have opted-in as members of the group,
modify the group permissions, and/or modify permissions for
members of the group on an individual basis. Just below, an
example procedure is discussed followed by some example
user interfaces illustrating details of techniques for group
opt-in links.

[0061] FIG.7 depicts a procedure 700 in an example imple-
mentation in which links configured for explicit opt-in to a
group for a shared item are generated. A sharing link to share
an item from online storage is generated in response to a
request (block 702). As before, the request to get a link may be
formed via a user interface 122 output at a client device 102
for interaction with online storage 126 associated with a user.
A “get a link” request may also be formatted using various
scripting languages, protocols, and/or communication tech-
niques as discussed previously.

[0062] In one approach, the collaboration service 124 cre-
ates a link in response to the request that includes a navigation
path 202 and a sharing key 204 as previously discussed. After
generating the link, the collaboration service 124 communi-
cates the link back to the client device 102 for presentation to
the user. For instance, the collaboration service 124 may
configure a webpage or other suitable user interface 122
including the link and return the webpage for output at the
client in response to the request.

[0063] The collaboration service 124 may also configure
the link to cause a group opt-in option to be exposed when the
link is selected (e.g., clicked or navigated to) by recipients.
This may occur in a variety of ways. For example, the sharing
key 204 may be used as an identifier that prompts the collabo-
ration service 124 to present an appropriate option to join a
group when a link is used to gain access to the item. ACLs
maintained by the collaboration service 124 may be used to
designate that a particular sharing key is configured to cause
the group opt-in option. The collaboration service 124 may
use the sharing key 204 (or an identifier contained therein) to
look-up permissions and properties of the corresponding link
in the ACLs. Based on this matching of the sharing key 204 to
ACLs, the collaboration service 124 is able to determine
whether the link is a configured for the group opt-in option.

[0064] Inaddition oralternatively, the collaboration service
124 may examine the sharing key 204 or another field con-
tained within the link and determine directly from the exami-
nation that the link is configured for the group opt-in option.
For example, a particular string or value associated with
sharing key 204 may be used as a toggle to selectively indicate
whether the group opt-in option is activated. Thus, the col-
laboration service 124 may set the toggle to activate the group
opt-in option when generating a sharing link, which then
prompts the collaboration service 124 to present the appro-
priate option when the link is used by a recipient.

[0065] The sharing link is distributed to one or more recipi-
ents (block 704). The sharing link may be communicated to a
user and/or distributed to recipients in various ways. For
example, the sharing link 128 generated per block 702 may be
presented in a user interface 122 that enables a user to view
and/or copy the link. The user may then distribute the link to
selected recipients in any suitable way. For example, the user
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may copy the link into a message and send the link to selected
recipients as an email, instant message, text message, and so
forth. Further, the user may take action to post the link to web
services/sites, such as adding the link to a user profile page
with a social network service 108. The link may also be
distributed using other techniques such as by word of mouth,
in ads, in written communications (electronic and/or physi-
cal), and so forth. In addition to providing a link that can be
copied, a user interface 122 may also be configured to facili-
tate distribution of the link using one or more techniques as
discussed further in relation to FIG. 8 below.

[0066] Note that distinct links as discussed above can also
be created to activate the group opt-in option. If the user so
chooses, the sharing link 128 generated per block 702 may be
distributed to multiple publish targets using techniques dis-
cussed in relation to FIGS. 4-6. For example, the user may
select a publish option that exposes an interface for selection
of publish targets comparable to the example of F1G. 5. In this
case, the distinct links created when the user publishes the
link may also be configured to activate the group opt-in
options. This may occur by modifying or otherwise employ-
ing the sharing link 128 generated per block 702 to produce
multiple distinct links for the selected targets. Each of the
distinct links is configured to include a sharing key or other
suitable identifier to indicate that the group opt-in option is
active.

[0067] Responsiveto selection ofthe sharing link by recipi-
ents, an option is exposed for the recipients to opt into a group
having permissions on the item (block 706). As mentioned
above, the collaboration service 124 may examine a selected
link to detect a sharing key 204 or other identifier that is
indicative of the group opt-in option. A determination that the
group opt-in option is active prompts the service to present
the appropriate option when the link is used by a recipient. In
some cases, a comparison is made to ACLs that encode
whether the group opt-in option is active or inactive for cor-
responding links. The collaboration service 124 may also
identify that the group opt-in option is active based on a
particular value, string, or toggle field incorporated within a
sharing link 128 when the link is created.

[0068] When the group opt-in option is appropriate, the
collaboration service 124 operates to present the option to the
recipient. This may occur in a variety of ways. For example,
an opt-in interface or dialog may be output for display by a
client device 102. The opt-in interface or dialog presents
recipients with the option to join the group and enables a
recipient to explicitly opt-in to the group having permissions
onthe item. Additionally, a recipient may be asked to select an
account to associate with the item/group in accordance with
techniques discussed below in relation to FIGS. 10-13.

[0069] More generally, note that the different techniques
related to sharing links described in different sections herein
may be combined in various ways. Thus, techniques
described for distinct links, group opt-in links, and one-time
sharing links may be implemented individually and/or may
be combined in some scenarios to create sharing links con-
figured for multiple purposes.

[0070] Recipients that exercise the option are added to the
group having permissions on the items (block 708). In par-
ticular, permissions defined in an ACL or otherwise for an
item are updated to reflect addition of recipients that opted in
as members. This may involve associating account identifiers
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and/or credentials for the recipients that opt-in with the group,
permissions, and/or corresponding item to make the recipi-
ents members of the group.

[0071] As noted group membership is determined by those
that exercise the group opt-in option and therefore the group
is not necessarily predetermined in membership or size. The
owner of the item/group does not have to manually select each
member to create the group and does not need to have contact
information for individual people. Rather, the owner simply
gets a link per block 702 and can post the link to a public site
or otherwise distribute the link. In this case, the link is effec-
tively public and anyone who possesses the link may use the
link to gain access to at least the group opt-in option for the
item.

[0072] The group opt-in option may implement a tiered
access level approach in which permissions on the item
change from a first level of access before opting-in to a second
level of access after opting-in. Initially, a link may be associ-
ated with initial, basic permissions on the item. The initial
permissions may be set by default and/or may be designated
by the user. In general, the initial permissions available
through the sharing link grant limited or no access to the item.
For instance, the initial permissions may be set to limit access
to viewing of the item or viewing just a preview of the item.
Alternatively, access may be limited to obtaining and acting
on the group opt-in option for the item. Opting in causes
permissions to change from the initial, basic permissions to
enhanced permissions on the item that are established for the
group. For example, the enhanced permissions available
through the group may be set to enable editing in addition to
viewing the item. Thus, various different access levels may be
associated with an item prior to opting-in through the sharing
link and after opting-in through the group.

[0073] Representations of recipients that have opted-in are
presented in association with the item in a user interface for
viewing and managing the online storage (block 710) and
management of the recipients individually and separate from
management of the sharing link is enabled (block 712).
[0074] As with the distinct sharing links for different tar-
gets discussed previously, links configured for group opt-in
and members within the group may be managed separately
from one another. Thus, the collaboration service 124 may
separately represent a group link and group members for an
item within a user interface presented to review and manage
stored items. For example, representations of different group
members and/or a group opt-in link may be listed via a shar-
ing portion 308 of a user interface 122 as discussed in relation
to FIG. 3. In this way, a user is able to review each of the links
and members for a particular item, see associated permis-
sions, and/or separately manage permissions for the group
and/or individual members of the group. This includes but is
not limited to actions such as changing permissions individu-
ally, removing one or more members, and/or invalidating a
link without affecting the access permissions of members
who have already opted-in, and so forth. Additional details
regarding managing group links and members are provided in
relation to example user interfaces of FIGS. 8 and 9.

[0075] FIG. 8 depicts a diagram 800 showing an example
user interface 122 that can be employed to get a link for
distribution to an arbitrary group. The user interface 122 in
this instance is illustrated as incorporated within a user inter-
face 802 that may be provided by a communication module
116 as with the preceding example user interfaces. In at least
some embodiments, the example interface depicted in FIG. 8
may be presented responsive to selection of the “Get a Link”
object appearing within the sharing portion 308 in FIG. 3.
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[0076] Here the example user interface 122 is again oper-
able to provide a sharing link 128 for the “Reunion” folder of
FIG. 3. In this case, the interface provides the actual link (as
opposed to publication of the distinct links in the previous
section) that a user may copy and distribute in various ways.
In particular, a link portion 804 is depicted that may return a
link generated by a collaboration service 124 as previously
described. As mentioned, the link may be configured to cause
a group opt-in option to be presented when the link is selected
by a recipient. In one approach, the sharing key 204 associ-
ated with the link is set to cause the option to be exposed when
the collaboration service 124 interprets the link.

[0077] The example user interface 122 of FIG. 8 further
includes a permissions portion 806, a distribute portion 808,
and a done control 810. As with preceding examples, the
permissions portion 806 enables selection of permissions to
associate with the created links. For instance, the permissions
portion 510 may allow a user to select whether the returned
linked may be used to view, edit, move, and/or grant admin
rights to a corresponding item. The user may be able to set
both initial permissions before opting-in and enhanced per-
missions after opting-in in accordance with the tiered access
level approach discussed in relation to FIG. 7.

[0078] The distribute portion 808 may be included to pro-
vide various options to share the link. For example, the
example distribute portion 808 provides options to distribute
by email or instant messaging. Selection of these options may
be used to automatically create an appropriate message that
includes the link through the service provider 106, a default
messaging program, a third party messaging service, and so
forth. In addition, a post option is provided that may enable
publication of the link to different sites. In at least some cases,
the post option may link to an interface similar to the example
of FIG. 5 that may enable selection of different publish targets
and/or creation of distinct links for the different publish tar-
gets. In this case, the distinct links may be generated to
correspond to the particular link returned in the link portion
804 and may also cause the opt-in option to be exposed when
selected. As before, a different sharing key 204 may be asso-
ciated with different distinct links.

[0079] The done control 810, when selected, may cause the
interface to be closed out and navigation back to a home page
or start page for the collaboration service 124, such as return-
ing to the example interface shown in FIG. 3.

[0080] FIG. 9 depicts a diagram 900 showing a sharing
portion for review and management of recipients who exer-
cise the option to join a group. In particular, the item detail
portion 306 of F1G. 3 is shown after a link is distributed for the
“Reunion” folder and one or more recipients opt into a cor-
responding group. This example is similar to the example of
FIG. 6 except in this case the sharing portion 308 is reconfig-
ured to include a list 902 of individuals who opt-in. A repre-
sentation of each individual is provided along with a corre-
sponding permission control 904. The permission controls
904 enable a user to individually view and manage permis-
sions associated with the different individual links. For
example, the permission controls 904 are illustrated as list
boxes operable to select an access level (e.g., view, edit,
move, copy, print, admin, etc.) for individual links.

[0081] Inaddition, a deactivate control 906 is provided that
is operable to deactivate a distributed link. When deactivated
the link is no longer usable to opt-in to the group. In at least
some embodiments, deactivating the link or changing permis-
sions associated with the link does not affect users that have
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already been added to the group. Thus, the individual users
may be managed individually and separately from the sharing
link itself. In another approach, invalidating the link or chang-
ing permissions will populate the changes to any members of
the group.

[0082] Shared Item Account Selection

[0083] This section describes techniques for sharing links
128 configured to enable a recipient to select a particular
account the recipient would like to use to access a correspond-
ing shared item. In portions of the following discussion, ref-
erence will again be made to the example environment 100 of
FIG. 1 and example user interface of FIG. 3. Generally speak-
ing, a user may access associated online storage 126 through
a collaboration service 124. The user may be able to select a
send a link option that causes a collaboration service 124 to
provide a link for sharing an item. The user may then take
action to send the link to selected individuals. The user may
have limited contact information for some individuals and
therefore may not address the link to addresses or accounts
that some recipients would prefer to use for access to the
shared item. As discussed below, the collaboration service
124 may configure sharing links 128 generated in response to
the send operation as one-time sharing links. In general, the
one-time sharing links enable recipients to get limited, one-
time access to a shared item for the purpose of selecting or
registering an account to use for subsequent access to the
item. Once the one-time sharing link is redeemed, the one-
time sharing link may be invalidated for subsequent access to
gain enhanced permissions to the item. The one-time sharing
link may or may not continue remain valid for limited access,
such as read-only access. In this manner, recipients are able to
select accounts they find most convenient for accessing a
shared item without the owner/sharer of the item necessarily
having contact information for those accounts or sending a
link to the accounts. Just below, example procedures are
discussed followed by some example user interfaces illustrat-
ing details of techniques for one-time sharing links.

[0084] FIG. 10 depicts a procedure 1000 in an example
implementation in which one-time sharing links are
employed for selection of accounts to access a shared item.
[0085] Selected recipients are determined for a sharing link
to an item maintained in online storage (block 1002). One
way this may occur is through a user interface provided to
enable sending of a link to one or more recipients. For
example, the collaboration service 124 may output a user
interface 122 accessible by a client device 102 over a network
110. The user interface 122 may be output in response to a
selection of a send a link control to share a particular content
item. The user interface 122 enables a user to select one or
more recipients, input known contact info, and/or submit a
request to send a link to the one or more recipients. The
collaboration service 124 may receive and process the request
to identify intended recipients. This may involve parsing the
request to extract contact info for the one or more recipients.
[0086] Different one-time sharing links are generated for
each of the selected recipients (block 1004). Here, the col-
laboration service 124 may create a different one-time link for
each individual recipient. This may occur substantially in the
same manner as creating distinct links for different publish
targets as discussed in relation to FIGS. 4-6. For instance,
links may be formatted to have a navigation path 202 and a
sharing key 204 as with other links described herein. The
one-time sharing links though contain information sufficient
to designate the link as a one-time sharing link and/or enable
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the collaboration service 124 to identify and handle the links
as one-time sharing links. In one approach, the sharing key
204 can be mapped to an ACL that designates the link as a
one-time sharing links. Additionally the sharing key 204 or
another suitable identifier contained within a link can be used
to flag the link as a one-time sharing link. In any case, the
collaboration service 124 is able to examine a link, determine
in some manner whether the link is a one-time sharing link,
and handle the link accordingly.

[0087] Once appropriate one-time sharing links are gener-
ated, the collaboration service 124 may then send notifica-
tions having a unique one-time sharing link to each desig-
nated recipients. The collaboration service 124 may send
notifications through different messaging service including
for example email, instant messaging, text messaging, and so
forth. In some cases, the collaboration service 124 may send
notifications through associated partner sites such as social
networks, in which case recipient is notified through messag-
ing functionality provided by the partner sites.

[0088] As mentioned, links designated in some manner as
one-time sharing links enable recipients to get limited, one-
time access to a shared item for the purpose of selecting or
registering an account to use for subsequent access to the
item. In this manner, recipients are able to select accounts
they find most convenient for accessing a shared item without
the owner/sharer of the item necessarily having contact infor-
mation for those accounts or sending a link to the accounts.

[0089] To do so, an option for a recipient to select an
account to use for access to the item is exposed responsive to
a selection of the sharing link by the recipient (block 1006).
An option to select an account may be provided in various
ways and at different times. For example, an account selection
user interface or dialog may be presented that enables selec-
tion of a particular account at an appropriate time during an
authentication sequence. Through the dialog, a user may be
prompted to select a current account, choose a different
account, and/or create a new account to use for accessing the
shared item. An example dialog is discussed below in relation
to FIG. 13.

[0090] The timing for presenting the account selection
option may be dependent upon access permissions associated
with the one-time sharing link. For example, a link may be
configured to require sign-in before any access to the item is
provided. If this is the case, an authentication sequence that
incorporates the option to select an account may be initiated
right away when a link is used. On the other hand, if some
level of access, such as view only access, is granted by a link,
then selection of the link does not cause initiation of the
authentication sequence right away. Instead, appropriate
access to the item is granted and the recipient of the link may
view the item. When the recipient attempts an action that
requires sign-in and/or different access privileges, the authen-
tication sequence incorporating the option to select an
account may be initiated at that time. One example authenti-
cation sequence that can be employed to control access to
items and account selection is discussed below in relation to
FIG. 11.

[0091] Permissions on the item are associated with the
selected account (block 1008) and the link is invalidated for
subsequent use to gain permissions on the object (block
1010). Thus, when an option to select an account is exercised
using a one-time sharing link, the selected account is granted
permissions on the item. This can occur by associating the
account with the item through an ACL or otherwise.
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[0092] Similarto the tiered access level approach discussed
above in relation to the group opt-in option, different access
levels may be used in conjunction with one-time sharing
links. Here, a first level of access may be associated with a
one-time sharing link before the link is redeemed. For
instance, an unredeemed link may be associated with initial,
basic permissions for unauthenticated users that allow a user
simply to view the item. Again, the initial permissions may be
set by default and/or may be designated by the user. In gen-
eral, the initial permissions grant limited or no access to the
item. Redeeming the link by selection of an account causes
permissions to change from the initial, basic permissions to
enhanced permissions established for authenticated users
when the link is created. For example, the enhanced permis-
sions may be set to enable editing in addition to viewing the
item. Thus, various different access levels may be associated
with an item using the one-time sharing link and granted to a
user of the link after redeeming the link.

[0093] Once a one-time sharing link is redeemed, the col-
laboration service 124 invalidates the link for subsequent
access to the item. For instance, an ACL may be updated to
reflect that the one-time sharing link has been redeemed. This
may occur by revoking the sharing key 204 associated with
the link or in another suitable manner that revokes privileges
for the one-time sharing link. The one-time sharing link will
no longer be valid to access the item or gain permissions to the
item. Instead, permissions are now associated with the
selected account, which can be used for subsequent access to
the item.

[0094] Consider now FIG. 11 that depicts a procedure 1100
for an authentication sequence in which one-time sharing
links are employed for selection of an account in accordance
with one or more embodiments. Selection of a one-time shar-
ing link for a shared item is detected (block 1102). A deter-
mination is made regarding whether the link involves a sign-
in to gain access to the shared item (block 1104). The
determination may be based on tiered access levels assigned
to a link as discussed earlier in this document. For example,
sign-in may optionally be required by a user when a one-time
sharing link for a shared item is created. Effectively, the
one-time sharing link will then provide limited access for the
purpose of selecting an account to use to access the corre-
sponding shared item.

[0095] If the link does not involve a sign-in, access to the
item is enabled with unauthenticated permissions (block
1106). The unauthenticated permissions represent initial,
basic permissions set by default or by user selections when
the one-time sharing link is created. Thereafter, the system
may monitor to detect action that does involve the sign-in
(block 1108). It should be noted that unauthenticated access
can be disabled by forcing link redemption. In this case, the
owner may designate at the time of link creation that a sharing
link be redeemed before permissions are granted. Effectively,
the link is configured without unauthenticated permissions
and a recipient may be unable to even view an item before
redeeming the associated link.

[0096] Both when the link requires sign-in per block 1104
and when action requiring sign-in is detected per block 1108,
a determination is made as to whether the user is already
signed-in (block 1110). If the user is not already signed-in, the
user is redirected to login (block 1112) and the user is authen-
ticated to a selected account (block 1114). This may occur
through the collaboration service 124 and/or an authentica-
tion service accessible via the service provider 102 using any
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suitable authentication techniques. In general, the user pro-
vides credentials (e.g., username and password) to access and
account which are verified to ensure that the user is who they
claim to be. In at least some embodiments the user may be
prompted to log-in to an account the use would like to use for
access to the item at this point. In addition or alternatively, an
account selection prompt may also occur later within the
authentication sequence as described below.

[0097] After authenticating the user per block 1114 and
also when user is already signed-in per block 1110, a deter-
mination is made as regarding whether the user already has
authenticated access to the shared item (block 1116). If so, the
one-time sharing link is redeemed (block 1118) and access to
the shared item is provided with authenticated permissions
(block 1120). In this case, an assumption may be made that
the user prefers to use the current account that already has
permissions on the shared item. As such, access is granted
without prompting to select a different account. In an alter-
nate approach, a switch account option may be provided to
enable the user to switch accounts even if the user already has
authenticated access per block 1116. However, in the
depicted example access is granted through the current
account already having access and if not already the case, the
link is redeemed and invalidated for subsequent use.

[0098] Otherwise, if the user does not have authenticated
access per block 1116, a determination of the validity of the
one-time sharing link is made (block 1122). Here a check is
made to ensure that the link has not been previously
redeemed. If the one-time sharing link is not valid, access is
denied (block 1124) and an error message may be presented
indicating that the one-time sharing link is not valid to gain
access to the shared item.

[0099] On the other hand, when the one-time sharing link is
determined to be valid, a check is made regarding whether an
optional auto-redeem option is set (block 1126). The auto-
redeem option can be selectively set as a design parameter to
control whether one-time sharing links are redeemed auto-
matically or through an account selection dialog. In addition
or alternatively, a configurable parameter for the auto-redeem
option may be associated with items and/or user accounts. In
this example, the configurable parameter may be set by an
item owner and/or individually for accounts of link recipi-
ents. If the auto-redeem option is set, the flow proceeds back
to blocks 1118 and 1120 where the one-time sharing link is
automatically redeemed and access to the shared item is pro-
vided with authenticated permissions. This may occur with-
out outputting a prompt to the user.

[0100] If the auto-redeem option is not set, though, an
account selection dialog (e.g. redeem dialog) prompting the
user to select an account is output (block 1128). Based on
input obtained via the account selection dialog, a determina-
tion is made regarding whether to use the current account or
select another account (block 1130). If the current account is
selected, the flow again proceeds back to blocks 1118 and
1120 where the one-time sharing link is redeemed and access
to the shared item is provided with authenticated permissions.
Otherwise, the flow proceeds back to block 1112 where the
user is redirected to login and authentication to a different
account may occur. Blocks 1112-1130 may therefore be
repeated for the different account until the current account is
selected at block 1130.

[0101] FIG. 12 depicts adiagram 1200 showing an example
user interface 122 that can be employed to send a link to
selected contacts. Once again, the user interface 122 is illus-
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trated as incorporated within a user interface 1202 that may be
provided by a communication module 116 as with the pre-
ceding examples. In at least some embodiments, the example
interface depicted in FIG. 12 may be presented responsive to
selection of the “Send a Link™ object appearing within the
sharing portion 308 in FIG. 3.

[0102] Here the example user interface 122 is again oper-
able to provide a sharing link 128 for the “Reunion” folder of
FIG. 3. In this case, the interface can be used to submit a
request that causes the collaboration service 124 to create and
distribute one-time sharing links for selected recipients that
may be formatted, distributed, and employed as discussed
previously. In particular, an address portion 1204 is depicted
that may be used to input email addresses or other contact
information for selected recipients. As mentioned, the sender
does not necessarily have to send the link to accounts the
recipients ultimately choose to access the shared item. A
message portion 1206 enables the sender to optionally
include a personal message along with the sharing link. Addi-
tionally, a require sign-in control 1208 is operable to selec-
tively set whether a sign-in is involved to access the item by
the recipients. When require sign-in is set, the one-time shar-
ing links are configured to provide limited access to a shared
item for the purpose of selecting an account. Otherwise a
default or selected access level established for unauthenti-
cated users may be associated with one-time sharing links
created through the dialog. Although not shown in this par-
ticular example, the sender may also be able to access a
permissions control or menu to designate access levels for
both initial permissions before sign-in (e.g., unauthenticated
permissions) and enhanced permissions after sign-in (e.g.,
authenticated permissions) in accordance with techniques
discussed in relation to FIG. 10-11.

[0103] The example user interface 122 of FIG. 12 further
includes a send control 1210. The send control 1210 is select-
able to submit a request that causes the collaboration service
124 to create and distribute appropriate one-time sharing
links based on the recipients selected through the user inter-
face 122.

[0104] FIG.13 depicts adiagram 1300 showing an example
account selection dialog 1302 in accordance with one or more
embodiments. The account selection dialog 1302 may be
exposed at various times within an authentication sequence as
previously described to enable a user to select a particular
account to use for access to a shared item when appropriate.
For example, the account selection dialog 1302 may be
exposed at block 1128 within the example authentication
sequence described in relation to FIG. 11.

[0105] Here, the account selection dialog 1302 includes a
current account indication 1304 that indicates an account to
which the user is currently authenticated. The user may select
a continue control 1306 provided by the dialog to use the
current account for access to the corresponding shared item.
If the user so chooses, the user may select a switch accounts
control 1308 also provided by the dialog to select a different
account. Selection of the switch accounts control 1308 causes
aredirection to a log-in process to select the different account
and/or provide corresponding credentials to authenticate to
the account.

[0106] Having considered some example details regarding
various techniques to create and use sharing links, consider
now a discussion of example systems and device that may be
employed to implement the various techniques in one or more
embodiments.
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[0107]

[0108] FIG. 14 illustrates an example multiple device envi-
ronment 1400 that includes the computing device 102 as
described with reference to FIG. 1. The example multiple
device environment 1400 enables ubiquitous environments
for a seamless user experience when running applications on
a personal computer (PC), a television device, and/or a
mobile device. Services and applications run substantially
similar in all three environments for a common user experi-
ence when transitioning from one device to the next while
utilizing an application, playing a video game, watching a
video, and so on.

[0109] In the example multiple device environment 1400,
multiple devices are interconnected through a central com-
puting device. The central computing device may be local to
the multiple devices or may be located remotely from the
multiple devices. In one embodiment, the central computing
device may be a cloud of one or more server computers that
are connected to the multiple devices through a network, the
Internet, or other data communication link. In one embodi-
ment, this interconnection architecture enables functionality
to be delivered across multiple devices to provide a common
and seamless experience to a user of the multiple devices.
Each of the multiple devices may have different physical
requirements and capabilities, and the central computing
device uses a platform to enable the delivery of an experience
to the device that is both tailored to the device and yet com-
mon to all devices. In one embodiment, a class of target
devices is created and experiences are tailored to the generic
class of devices. A class of devices may be defined by physi-
cal features, types of usage, or other common characteristics
of the devices.

[0110] In various implementations, the computing device
102 may assume a variety of different configurations, such as
for computer 1402, mobile 1404, and television 1406 uses.
Each of these configurations includes devices that may have
generally different constructs and capabilities, and thus the
computing device 102 may be configured according to one or
more of the different device classes. For instance, the com-
puting device 102 may be implemented as the computer 1402
class of a device that includes a personal computer, desktop
computer, a multi-screen computer, laptop computer, net-
book, and so on.

[0111] The computing device 102 may also be imple-
mented as the mobile 1404 class of device that includes
mobile devices, such as a mobile phone, portable music
player, portable gaming device, a tablet computer, a multi-
screen computer, and so on. The computing device 102 may
also be implemented as the television 1406 class of device
that includes devices having or connected to generally larger
screens in casual viewing environments. These devices
include televisions, set-top boxes, gaming consoles, and so
on. The techniques described herein may be supported by
these various configurations of the computing device 102 and
are not limited to the specific examples the techniques
described herein. This is illustrated through inclusion of the
communication module 116 on the client device 102. For
instance different devices may include different communica-
tion modules 116 (e.g., browsers) adapted for the particular
device and through which various resources 120 of the plat-
form 1410 can be accessed, including the collaboration ser-
vice 124 and online storage 126 described herein.

Example System and Device
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[0112] The cloud 1408 includes and/or is representative of
a platform 1410 for resources 120. The platform 1410
abstracts underlying functionality of hardware (e.g., servers)
and software resources of the cloud 1408. The resources 120
may include applications and/or data that can be utilized
while computer processing is executed on servers that are
remote from the computing device 102. Resources 120 can be
provided as a service over the Internet and/or through a sub-
scriber network, such as a cellular or Wi-Fi network.

[0113] The platform 1410 may abstract resources and func-
tions to connect the computing device 102 with other com-
puting devices. The platform 1410 may also serve to abstract
scaling of resources to provide a corresponding level of scale
to encountered demand for the resources 120 that are imple-
mented via the platform 1410. Accordingly, in an intercon-
nected device embodiment, implementation of functionality
of the functionality described herein may be distributed
throughout the multiple device environment 1400. For
example, the functionality may be implemented in part on the
computing device 102 as well as via the platform 1410 that
abstracts the functionality of the cloud 1408.

[0114] FIG. 15 illustrates an example system generally at
1500 that includes an example computing device 1502 that is
representative of one or more such computing systems and/or
devices that may implement the various embodiments
described above. The computing device 1502 may be, for
example, a server of a service provider 106, a client device
102, a system on-chip, and/or any other suitable computing
device or computing system.

[0115] The example computing device 1502 includes one
or more processors 1504 or processing units, one or more
computer-readable media 1506 which may include one or
more memory and/or storage components 1508, one or more
input/output (I/O) interfaces 1510 for input/output (I/0)
devices, and a bus 1512 that allows the various components
and devices to communicate one to another. Computer-read-
able media 1506 and/or one or more [/O devices may be
included as part of, or alternatively may be coupled to, the
computing device 1502. The bus 1512 represents one or more
of several types of bus structures, including a memory bus or
memory controller, a peripheral bus, an accelerated graphics
port, and a processor or local bus using any of a variety of bus
architectures. The bus 1512 may include wired and/or wire-
less buses.

[0116] The one or more processors 1504 are not limited by
the materials from which they are formed or the processing
mechanisms employed therein. For example, processors may
be comprised of semiconductor(s) and/or transistors (e.g.,
electronic integrated circuits (ICs)). In such a context, pro-
cessor-executable instructions may be electronically-execut-
able instructions. The memory/storage component 1508 rep-
resents memory/storage capacity associated with one or more
computer-readable media. The memory/storage component
1508 may include volatile media (such as random access
memory (RAM)) and/or nonvolatile media (such as read only
memory (ROM), Flash memory, optical disks, magnetic
disks, and so forth). The memory/storage component 1508
may include fixed media (e.g., RAM, ROM, a fixed hard
drive, etc.) as well as removable media (e.g., a Flash memory
drive, a removable hard drive, an optical disk, and so forth).
[0117] Input/output interface(s) 1510 allow a user to enter
commands and information to computing device 1502, and
also allow information to be presented to the user and/or other
components or devices using various input/output devices.
Examples of input devices include a keyboard, a touchscreen
display, a cursor control device (e.g., amouse), a microphone,
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a scanner, and so forth. Examples of output devices include a
display device (e.g., a monitor or projector), speakers, a
printer, a network card, and so forth.

[0118] Various techniques may be described herein in the
general context of software, hardware (fixed logic circuitry),
or program modules. Generally, such modules include rou-
tines, programs, objects, elements, components, data struc-
tures, and so forth that perform particular tasks or implement
particular abstract data types. An implementation of these
modules and techniques may be stored on or transmitted
across some form of computer-readable media. The com-
puter-readable media may include a variety of available
medium or media that may be accessed by a computing
device. By way of example, and not limitation, computer-
readable media may include “computer-readable storage
media” and “communication media.”

[0119] “Computer-readable storage media” may refer to
media and/or devices that enable persistent and/or non-tran-
sitory storage of information in contrast to mere signal trans-
mission, carrier waves, or signals per se. Thus, computer-
readable storage media refers to non-signal bearing media.
Computer-readable storage media also includes hardware
elements having instructions, modules, and/or fixed device
logic implemented in a hardware form that may be employed
in some embodiments to implement aspects of the described
techniques.

[0120] The computer-readable storage media includes
volatile and non-volatile, removable and non-removable
media and/or storage devices implemented in a method or
technology suitable for storage of information such as com-
puter readable instructions, data structures, program mod-
ules, logic elements/circuits, or other data. Examples of com-
puter-readable storage media may include, but are not limited
to, RAM, ROM, EEPROM,; flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, hard disks, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices,
hardware elements (e.g., fixed logic) of an integrated circuit
or chip, or other storage device, tangible media, or article of
manufacture suitable to store the desired information and
which may be accessed by a computer.

[0121] “Communication media” may refer to a signal bear-
ing medium that is configured to transmit instructions to the
hardware of the computing device, such as via a network.
Communication media typically may embody computer
readable instructions, data structures, program modules, or
other data in a modulated data signal, such as carrier waves,
data signals, or other transport mechanism. Communication
media also include any information delivery media. The term
“modulated data signal” means a signal that has one or more
of its characteristics set or changed in such a manner as to
encode information in the signal. By way of example, and not
limitation, communication media include wired media such
as a wired network or direct-wired connection, and wireless
media such as acoustic, RF, infrared, and other wireless
media.

[0122] Combinations of any of the above are also included
within the scope of computer-readable media. Accordingly,
software, hardware, or program modules, including the
resources 120, collaboration service 124, applications 114,
communication module 116, and other program modules,
may be implemented as one or more instructions and/or logic
embodied on some form of computer-readable media.
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[0123] Accordingly, particular modules, functionality,
components, and techniques described herein may be imple-
mented in software, hardware, firmware and/or combinations
thereof. The computing device 1502 may be configured to
implement particular instructions and/or functions corre-
sponding to the software and/or hardware modules imple-
mented on computer-readable media. The instructions and/or
functions may be executable/operable by one or more articles
of manufacture (for example, one or more computing devices
1502 and/or processors 1504) to implement techniques
related to sharing links, as well as other techniques. Such
techniques include, but are not limited to, the example pro-
cedures described herein. Thus, computer-readable media
may be configured to store or otherwise provide instructions
that, when executed by one or more devices described herein,
cause various techniques related to sharing links.

CONCLUSION

[0124] Although the invention has been described in lan-
guage specific to structural features and/or methodological
acts, it is to be understood that the invention defined in the
appended claims is not necessarily limited to the specific
features or acts described. Rather, the specific features and
acts are disclosed as example forms of implementing the
claimed invention.

What is claimed is:

1. A method implemented by a computing device, the
method comprising:

generating distinct sharing links to share an item from

online storage associated with a user account for each of
multiple publish targets responsive to a request to create
the distinct sharing links;

publishing the distinct sharing links to the sharing targets;

and

enabling individual management of the distinct sharing

links associated with the multiple publish targets.

2. A method as described in claim 1, wherein multiple
distinct sharing links are generated in response to a single
request.

3. A method as described in claim 1, wherein the generating
the distinct sharing links comprises constructing each of the
sharing links to include a navigation path to the item and a
sharing key that uniquely identifies the particular sharing
link.

4. A method as described in claim 1, wherein the generating
the distinct sharing links comprises encoding respective per-
missions to the item within the distinct sharing links.

5. A method as described in claim 1, wherein the publishing
the distinct sharing links comprises configuring a call to at
least one network accessible application programming inter-
face (APIs) exposed by a partner site in a designated format
and invoking the network accessible API with the call to post
a corresponding sharing link to the partner site.

6. A method as described in claim 1, wherein at least one of
the publish targets is a social network service.

7. A method as described in claim 1, further comprising
mapping the distinct sharing links to permissions on the item
defined by an access control list.

8. A method as described in claim 1, further comprising:

exposing a user interface to enable formation of the request

having a selection of the multiple publish targets to
cause creation of the distinct sharing links;

obtaining the request formed via the user interface; and

parsing the request to identify the multiple publish targets.

12

Mar. 14, 2013

9. A method as described in claim 1, further comprising
presenting representations of the distinct sharing links in
association with the item in a user interface for viewing and
managing the online storage.

10. A method as described in claim 1, wherein enabling
individual management of the distinct sharing links com-
prises at least providing options to associate different permis-
sions on the item with different distinct sharing links.

11. One or more computer-readable storage media storing
instructions that, when executed by one or more components
of a computing device, implement a collaboration service
configured to perform operations including:

providing online storage that is allocated to user accounts

with a service provider; and

enabling users to share items from the online storage with

others through sharing links including publishing of dis-
tinct sharing links for a shared item stored in online
storage associated with a particular user account to mul-
tiple publish targets responsive to obtaining a single
request having a selection of the multiple publish tar-
gets.

12. One or more computer-readable storage media as
recited in claim 11, wherein the collaboration service is pro-
vided in conjunction with a plurality of resources available to
clients over a network from the service provider.

13. One or more computer-readable storage media as
recited in claim 11, wherein the collaboration service is fur-
ther configured to perform operations including:

parsing the request to identify the multiple publish targets;

and

generating the distinct sharing links by constructing a dif-

ferent link for each of the multiple publish targets that is
identified.

14. One or more computer-readable storage media as
recited in claim 11, wherein the collaboration service is fur-
ther configured to perform operations including:

exposing an application programming interface (API) call-

able by script contained in a webpage output to a client
to enable input of the selection of the multiple publish
targets to initiate creation of the distinct sharing links,
and

receiving the single request having the selection of the

multiple publish targets as a call to the API formed via
the webpage.

15. One or more computer-readable storage media as
recited in claim 11, wherein each individual distinct sharing
link is configured to include a sharing key used to uniquely
identify the individual distinct sharing link and associate
permissions on the item with the individual distinct sharing
link.

16. One or more computer-readable storage media as
recited in claim 11 wherein one or more of the publish targets
is a social network service.

17. One or more computer-readable storage media as
recited in claim 11, wherein the collaboration service is fur-
ther configured to perform operations including:

presenting representations of the distinct sharing links in

association with the shared item in a user interface for
viewing and managing the online storage;

providing options to enable individual management of the

distinct sharing links including individually associating
permissions with different links, changing permissions
associated with different links on an individual basis,
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and invalidating a particular one of the distinct sharing
links without affecting other distinct sharing links.
18. A computing system comprising:
one or more processing components;
one or more computer-readable storage media storing
instructions that, when executed by the one or more
processing components, perform operations to publish
sharing links for an item to multiple publish targets
including:
obtaining a single request to create distinct sharing links
for the multiple publish targets to share the item from
online storage allocated to a user account with a ser-
vice provider;
parsing the single request to identify the multiple pub-
lish targets;
generating distinct sharing links such that each of the
distinct sharing links corresponds to one of the iden-
tified publish targets and is constructed to include a
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navigation path to the item and a sharing key that
uniquely identifies the distinct sharing link; and
encoding permissions to the item within the distinct
sharing links by associating the permissions with the
sharing key of each distinct sharing link on an indi-
vidual basis thereby enabling individual management
of the distinct sharing links through the permissions.

19. A computing system as described in claim 18, wherein
encoding the permissions comprises mapping the sharing key
of each distinct sharing link to corresponding permissions in
an access control list managed by the service provider.

20. A computing system as described in claim 18, wherein
encoding the permissions comprises configuring the sharing
key of each distinct sharing link to include an access param-
eter indicative of a corresponding permission level granted by
the distinct sharing link.
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