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Abstract

File sharing is an integral part of computer-based collaboration that requires careful
management of access, to permit teamwork while protecting confidentiality. Existing file
managers provide limited functionality to support user awareness regarding shared files,
leading to unchecked errors and difficulties in keeping track of shared items. The
question is: how can we provide better support for awareness, to assist with file sharing?

A review of the research literature revealed that little information existed about sharing
practices. Two surveys were conducted to characterize file sharing, The surveys found
that people need information about file sharing activity and to keep track of dynamic file
settings, and confirmed that privacy and security are important. From past work, it is
evident that users are unaware of many activities that occur on their shared files, which
can hinder both security and collaboration.

Providing file sharing information is a two-fold challenge: 1) what information needs to
be presented about shared files? 2) how can that information be presented in a clear and
understandable way? These questions were addressed through a file sharing awareness
framework, adapted from an existing awareness model, which provided the theoretical
foundation for design. It identified elements (feedthrough, individualized views, and
notifications) essential for improving awareness of shared files. These elements were
instantiated in a design for a file manager that displays file sharing information. Using a
series of design studies, a set of icons and terms was established to represent file-sharing
concepts, which were integrated in the final design.

The file-sharing manager was compared with a control file manager (Windows Explorer-
like) in a within-subjects design laboratory experiment. Participants (n=28) completed
tasks, which involved answering questions about shared files, using both the control and
the file-sharing managers. The file-sharing manager led to greater efficiency and
effectiveness for a number of tasks, and provided new functionality that allowed users to
discover information about shared files that was previously unavailable to them.
Participants were more satisfied with the file-sharing manager, and demonstrated likely
intention-to-use. These research findings suggest that presenting clear, readily-accessible
information about shared files is a beneficial approach for supporting shared file
management.
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Chapter 1. Introduction

File sharing is an integral part of computer-based collaboration, and is a common
task within organizationé. It is an important way for groups to distribute information: files
are exchanged among employees for information, for modification, and for further
distribution to others both within and outside the organization. The files may have
differing levels of confidentiality and security requirements, with strict limits concerning
with whom the content may be shared and to what extent it may be modified. At the same
time, when working collaboratively, people need access to the objects and resources that
are required to complete their joint tasks. If a shared file is made inaccessible to a
colleague, this becomes an obstacle to effective teamwork. Thus sharing requires careful
management of access: users want to ensure that people have access to specific shared
items, but they may need to limit access by other people and to other files.

File sharing can lead to security problems, as illustrated by recent incidents in
which people have unwittingly revealed private data. For example, one study of a peer-
to-peer file sharing system showed that some people had inadvertently shared the
contents of their entire hard drive, when they intended only to share their music files
(Good & Krekelberg, 2003). The U.S. Senate Judiciary Committee experienced a scandal
when it was found that Republican members had taken advantage of errors on a shared
server to gain access to private Democratic files for more than a year (Savage, 2004).
Microsoft leaked confidential corporate documents when they were accidentally included
on the same server as the publicly-downloadable patches and drivers (McWilliams,
2002).

In addition to causing security problems, the mismanagement of shared files can
also hinder collaboration. When performing collaborative tasks, people need access to the
objects and resources that are required to complete their tasks. There is evidence that
people forget which items they have shared, and with whom, which interferes with
effective collaboration (Voida, Edwards, Newman, Grinter, & Ducheneaut, 2006). A
shared file that is inaccessible is an obstacle to effective teamwork. Bellotti theorized that
collaboration necessitates control over access to shareable data, and that when users
engage in file sharing, they often forget what their settings are and unwittingly make

items too public or too private (Bellotti, 1996).



The complexities of managing shared files have been identified as a research
challenge within the domain of group information management (GIM). This field deals
“with how personal information is shared amongst a group, with an emphasis on the
norms that underlie that sharing, and the ways in which participants negotiate those
norms in response to a variety of tensions” (Erickson, 2006, pp. 74-75). Researchers in
this field have outlined many difficult challenges, given the complexities of managing
shared information, and identified a need for better understanding of how groups share
digital information (Jones & Bruce, 2005). Hence file sharing, which is one aspect of
group information management, is a research domain that needs to be better understood.

These examples illustrate how advances in file sharing support can lead to
improved security and collaboration, as well as more effective information management.
The question is: Aow can we provide better support for file sharing? This question forms
the basis for this thesis research, which approached this problem from a user-centered

design perspective.

1.1 What is File Sharing?

Before detailing the specifics of the research studies, it is helpful to define the
term file sharing, a concept that is at the core of this thesis work. A file is a named
collection of data, organized as a single unit, and located on a data-storage medium (such
as a disk). The focus of this work is on a file as an object, with specific attributes (e.g.,
size, type, permissions); the information contained within the file is not relevant to this
research. File sharing means to make specified file(s) available to specified individuals or
groups, with the option of granting specific rights (e.g., read, write) over those files; this
task requires some interaction with a set of files, or the file system. An example would be
to upload a file into a shared folder, and giving all group members the right to read and
write to that file. This task is dynamic as rights and recipients change over time.

This definition also includes the mode in which a file is shared, such as emailing
files through attachments, or placing them on public web servers. In all these cases, an
action is taken to grant access to a file, such as providing a copy to a person who did not
have that file, or modifying permissions so that an additional person could read a filein a
shared folder. The definition also allows for flexible scope on sharing: the “specified

group” could be the public, or it could be two colleagues.



This definition excludes such actions as simply telling someone where to find a
file, without placing the file there oneself; for example, emailing someone the URL for a
public file on the Web. Although this information is necessary for a person to locate a
specific file, it does not include any interaction with the file itself, or the file system, and
therefore is excluded from this definition of file sharing. There is a distinction between
the sharing of a file, and the sharing of the information within that file (although the two
concepts are closely related). File sharing, which is one specific type of information
sharing, forms the focus of this project. The concept of information sharing is much
broader, and may include exchanging paper copies of documents or conducting an oral
discussion of a report. The research findings of this project may have application beyond
the scope of file sharing, into the broader realm of information sharing, but the scope here

is limited to digital files.

1.2 Research Approach

Olsen, in an article on interaction and information management, singled out file
sharing as an example of a task requiring better support for collaboration, stating that, “It
is important that collaborative mechanisms such as...file sharing become as important,
visible, and convenient as files and folders are in the current environment” (Olsen, 1999).
Providing this type of support requires a more complete understanding of file sharing
management, which can inform designs that support users’ needs in this domain. At the
outset of this research, little information was available about file sharing, and the problem
space was not well-defined. Therefore, the initial phase of this thesis research consisted
of two exploratory studies on file sharing, to be used as a foundation for further
investigation. These studies gathered fundamental data on user sharing behaviour and
file-sharing concerns.

Once the file sharing data was collected and analysed, this provided a more
clearly-defined research space, which directed a literature review of related domains. The
survey results, along with the review of the literature, indicated that awareness support
was integral to better shared file management: that is, developing designs that help users

to be aware of vital file sharing information.



The application of awareness to file sharing was informed in part by my earlier
research in usable security, which explored how security information could be clearly
presented to users (Whalen & Inkpen, 2004, 2005).

Adopting research from computer-supported collaborative work (CSCW) led to a
file sharing awareness framework, which was used to create a prototype file manager.
This prototype design was refined through user studies, with a particular emphasis on
how to best communicate file sharing concepts through icons and text. The resulting
prototype was then formally evaluated through a laboratory study, to determine how well
it helped users to manage shared files. This study demonstrated that the new file manager
helped users to be more aware of the status of their shared files, and the presentation of
information allowed them to complete file sharing tasks more efficiently, more

effectively, and with greater satisfaction.

1.3 Document Overview

Chapter 2 specifies the research design, which introduces all the phases of the
research and shows how each contributed to the overall body of work. Chapter 3 details
the surveys used in the exploratory research phase for characterizing file sharing
practices.

Chapter 4 provides an overview of the literature relevant to the research presented
in this thesis, which includes the domains of CSCW, usable security, and information
management. The placement of this chapter is unusual, but is due to the requirement for
exploratory studies (the surveys in Chapter 3) to be completed prior to the literature
review, because the research works relevant to this domain could not be identified
without a clearer understanding of the file sharing problem space.

Chapter 5 presents the file sharing awareness framework, which was derived from
the preliminary explorations of file sharing as well as the research literature. Chapter 6
introduces the file manager design, which was created by applying the awareness
framework. Chapter 7 describes a series of studies that were used to refine the initial file
manager design; in particular, these studies focused on identifying appropriate
terminology and iconography for file sharing concepts. Chapter 8 details the evaluation
of the refined file manager prototype in a laboratory setting, with a focus on the

experimental design. Chapter 9 presents the results, including both subjective and



objective measures of the effectiveness of the file manager design. Chapter 10 concludes

the thesis, with a summary of the contributions and some directions for future work.



Chapter 2. Research Design

This chapter outlines the overall research design, which took place in several
phases, each of which contributed to the thesis results. In order to demonstrate how these
parts worked together, the entire research design is presented, starting from the
exploratory stage (characterizing user practice) and concluding with the formal

evaluation of the shared file management tools.

2.1 Overview: Research Phases

The thesis research consisted of five major phases; each is listed below and is
described in detail in the following sections:
e Phase One: Characterizing File Sharing Practices
e Phase Two: Development of a Theoretical Framework for File Sharing Awareness
e Phase Three: Applying the Framework: Designing Tools for Managing Shared Files
¢ Phase Four: Refining the Design Elements
e Phase Five: Evaluating the Shared File Management Tools

2.2 Phase One: Characterizing File Sharing Practice

At the outset of this research, a preliminary review of the research literature
revealed that there was little information about the specifics of file sharing. Therefore, the
first phase of this research was the collection of basic information around sharing
practices, which could be used to refine further exploration, and to determine what design
choices would be most appropriate for users, based on the practices and concerns that
they communicated. This initial research phase was in two parts, each consisting of
online surveys. The first was a preliminary exploration that was very broad in scope. It
was conducted within a research institute, and explored such factors as the types of files
shared, the methods used to share them, and the ways in which users managed limits
around their shared files.

The initial results of this survey revealed elements that needed to be further
explored, and a second survey was developed to collect additional data (as well as to
validate the initial findings by replicating questions from the first survey). Some of the

new aspects explored in the second study were determining why certain file sharing



methods were more prevalent than others, and identifying the frequency of such tasks as
file sharing and file permission management.

The results of these studies allowed for a broad characterization of file sharing
behaviour, which could be used to inform design as well as to direct more refined
explorations of the research domain. This led to the next stage of the research, which was
to review the literature in related domains (including security and collaboration), to see
how these fields might be applied to file sharing concerns.

2.3 Phase Two: Development of a Theoretical Framework for File
Sharing Awareness

During this phase of the research, the preliminary survey findings were
considered in conjunction with the research literature, to determine how to provide better
support for shared file management. First, a review of related research domains was
conducted, which incorporated usable security, collaboration, and information
management. A common thread among these areas was the provisioning and presenting
of information, so that users know what is happening in a system. Within the domain of
computer-supported cooperative work, this is considered to be part of awareness
research.

A focused review of the awareness research (within CSCW) unearthed theoretical
frameworks that could be applied to file sharing awareness. The basic framework that
was adopted in this thesis research was the Workspace Awareness framework of Gutwin
and Greenberg (2002). More specifically, a later version of this framework, developed by
Tam and Greenberg (2006) for asynchronous awareness, formed the core of the file
sharing awareness framework. There are two key elements of this framework, which are
applied to the presentation of file sharing information. The first is the gathering of
perceptual information; this information is presented through feedthrough on artifacts,
individualized views, and notification of events. The second element is the exploration of
the environment (information gathering), which users perform through background
awareness, explicit queries for information, and selective attention to events. This
framework was used to create a preliminary design for a file manager to support
awareness, one that displayed the perceptual information and supported the information-

gathering methods outlined above.



2.4 Phase Three: Applying the Framework: Designing Tools for
Managing Shared Files

Because file management tasks often involve the use of a file manager, the
framework elements were used to identify what features a file manager should have for
supporting shared files. The design was based on Windows XP (a well-known tool),
which was augmented with some new columns for displaying file sharing information. A
supplementary window, called the “sharing console,” was designed for additional
support, both for displaying greater amounts of detail and to allow for querying and
alerts.

The outcome of this design was a high-fidelity prototype, but this prototype had
some elements that needed to be refined to ensure that it clearly communicated the
relevant file sharing information to users. Because this was a new design, there was a
lack of standardized icons and terminology for referring to file sharing concepts. In order
to identify the most appropriate icons and terminology, and to gather feedback on the
overall design, a user-centered design activity was carried out in the next phase of

research.

2.5 Phase Four: Refining the Design Elements

This research phase consisted of three sub-components. The main component was
a user-centered group design activity, which was followed by two smaller follow-up
studies (a survey and a questionnaire). The group design activity had two main goals: to
identify which icons and terms most clearly expressed the file sharing concepts that were
displayed by the file manager, and to collect feedback about design improvements for
incorporation in the final prototype (used for evaluation). Ensuring clarity of the
experimental prototype was crucial for effective evaluation: the design elements
(including the terms and icons) needed to clearly communicate information about file
sharing concepts, in order for the file manager to be useful. (If, for example, users could
not find or understand information they needed when carrying out tasks involving shared
files, then the design would be ineffective.) Thus, the design was refined to ensure its
clarity prior to the evaluation phase.

The icons and text were central components of the file manager: the new columns

for this manager required headings (text) for sharing activities, as well as icons to



indicate activities (e.g., “sent”) and file permission information (e.g., “shared with
multiple users™). Participants completed a series of design activities that indicated their
preferred terms and icons, as well as highlighted problems with interpretation. These
activities consisted of a group card sorting activity, as well as an icon-labelling task and a
multi-part questionnaire. The questionnaire also solicited feedback about other aspects of
the design, such as the query feature in the console, and participants also provided
comments in a group discussion.

Two short follow-up studies were performed after this group design activity. The
first was a questionnaire used to determine icon preference for the concept “group”
(within the context of “shared with group”). This was carried out because no strong
preference was expressed during the earlier design activity, and thus additional data was
used to make an informed choice.

The second follow-up study was a terminology survey, which replicated some
questions from the design activity questionnaire: in particular, to find the best terms for
“push” activity versus “pull” activity (see Chapter 7 for definitions). This survey was
designed to validate the findings from the group design, by collecting data from a larger
sample. The results from the survey were used to determine the most appropriate

terminology choices, which were used in the column headings for the final prototype.

2.6 Phase Five: Evaluating the Shared File Management Tools

After the icon and terminology elements had been finalized, and the overall file
manager design was refined, the prototype was ready for formal evaluation. In particular,
the evaluation was designed to determine whether the new file manager helped people to
manage shared files, through greater efficiency, effectiveness, or satisfaction? The focus
of this study was on finding and interpreting file sharing information, by answering
questions about specific files in a desktop environment.

This evaluation took place in a laboratory setting. McGrath (1995), writing on
methodology, discusses how the researcher must trade off between three factors:
generalizability of evidence; precision of measurement; and realism of the setting. For
this evaluation, precision of measurement was optimized; this approach allowed for
analysis of specific variables (such as task completion time), that would identify what

ways (if any) that the new design provided improvements over existing technology.
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To mitigate the artificiality of the laboratory setting, the scenario approach was
used (Borlund, 2003); participants carried out tasks in a simulated office environment,
playing the role of an employee filling in for an absent worker. This approach allowed the
participant to act “as if” they were truly completing file-sharing tasks, despite the
controlled nature of the experiment. Participants used both a control file manager (similar
to Windows Explorer) as well as the new file manager.

Participants completed tasks in two sessions, and several types of data were
collected, including task completion time, question responses (about the shared files),
usability scores, and subjective preference data. These data were used to compare the
control and new file managers, as well as to assess the innovative features of the new file
manager. In addition, participants indicated the likelihood of using the new file manager
in the real world, through the Technology Acceptance Model questionnaire, as well as a
post-study email that solicited any examples for which they felt the new file manager

features would have been helpful.

2.7 Summary: Research Design

A summary of these five phases is presented in Table 1 below. This includes a
description of data collection and analysis in each phase, and the research objectives.
(The preliminary phase of this research—the literature review mentioned in Section 2.2—
is listed as “Phase 0”.) The first phase of this research—the surveys used to characterize

file sharing practices—is presented in the following chapter.
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Phase

research objectives

method

outcome: resuits

0 preliminary exploration | review of research | determination that little information
of file sharing issues literature existed about file sharing practices
1 characterizing file two surveys descriptive statistics and coded
sharing practices gsn?ilrl-:dmmlstered comments describing prevalent file
questionnaires) sharing tasks and concerns
2 development of
theoretical awareness | review of research | file sharing awareness framework,
framework for file literature adapted from CSCW awareness models
sharing
3 applying framework to | synthesis of
design (tools for framework and - ,
manggigg shared data from Phase 1 initial prototype of file manager
files) surveys
4 ;?E,Tq'ggt;he design ithrt:guusg;:iturc‘]les: establishment of iconography and
a.uc?tivit;) 9 terminology for file sharing concepts
ii. icon ' . .
Lestionnaire reﬂne.d version of file manager, tq be
i?i online survey used in formal laboratory evaluation
5 evaluating shared file | two user studies:

management tools

i. characterizing
realistic workplace
file organization

ii. scenario-based
laboratory
evaluation

i. data about representative workplace
file systems (numbers of files and
folders, folder names used)

ii. evidence that the new file manager
with file sharing features led to greater
efficiency, effectiveness, and satisfaction
for managing shared files (compared to a
current file managers), with high
intention-to-use demonstrated

Table 1: The five major research phases (and the preliminary phase), including research objectives
and descriptions of the results
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Chapter 3. File Sharing Surveys

In order to find ways to provide better support for file sharing, we need to
understand existing user practices. This is a fundamental requirement for developing
appropriate designs: one needs to know what types of information are most useful within
a sharing context, and how best to present and manage them. For file sharing specifically,
it is necessary to understand, amongst other things, what the common sharing tools and
methods are, and the types of files being shared, and the groups with which they were
being shared. It is also necessary to know how people manage sharing, their security
concerns, and any specific problems that users face when they managed shared files.

To achieve these goals, two surveys were carried out; the research objective was
to characterize file sharing. These surveys composed Phase One of the thesis research (as
outlined in the research design in the previous chapter). These two surveys are detailed in
the following sections. The research described in this chapter was approved by the Social

Sciences and Humanities Human Research Ethics Board at Dalhousie University.

3.1 Study One: Fundamentals of File Sharing
3.1.1 Summary and Objective

The first study was a preliminary exploration of file sharing, and was very broad
in scope, because there was little fundamental data about this task. The objective of this
initial study was to gather a variety of information on user attitudes, behaviours, and
requirements about file sharing. These results would provide a starting point for later,
more refined studies. This initial study consisted of an online survey, in the form of a

self-administered questionnaire.

3.1.2 Methods

The survey was conducted at a U.S.-based research institution in the summer of
2005. At the time, the institution had about 200 employees, mainly technical researchers
in areas broadly related to information technologies, along with technical and
administrative support staff and management. The institution was heavily involved in

establishing and maintaining contracts with external collaborators and customers.
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3.1.3 Instrument
The survey was maintained on an internal web server for two weeks. It had 84
questions, and took about one hour to complete. The survey was primarily quantitative in
nature, although it included some open questions (with free-form responses) as well as
categorical questions. The full set of questions is provided in Appendix A.
The questions were intended to explore sharing and access control, focusing
mainly on the following issues:
File sharing methods and materials
» How many different methods of file sharing (e.g., email attachments, shared
folders) are people using?
»  Which methods are most commonly used?
= What kinds of files are shared?
Managing limits on shared files
* Do people need to manage limits around their shared files and computers? If
so, what kinds of limits (access control) do they set?
= Do they need to reconfigure these limits?
=  What problems do people encounter as a result of access controls?
Handling sensitive files
» Do people have sensitive items on their computers?

= Ifso, what are they (e.g., email), and how do they keep these items private?

3.1.4 Participants

Participants were recruited through email and through a notice posted on the
organization’s intranet. All employees of the organization, 18 years of age and older,
were eligible to participate in the survey. There were 53 respondents, 34 male (64%) and
19 female (36%), representing approximately 25% of the employee population (of 200).

The largest single group of respondents was researchers (45%); 22% were
students or interns; 15% were managers. The respondents had a great deal of computer
experience and expertise: 47% of them had over 20 years of computer experience; 41%
had 11-20 years. (No respondents had less than 5 years of computer experience.) The
respondents were technically adept: as a weekly task, 35 programmed computers (66%),

50 installed software (94%) and 41 performed system maintenance (77%).
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3.1.5 Data Analysis
For categorical questions, results are reported using descriptive statistics;
primarily, the percentages who selected each response. For open questions, I coded the

free-form responses, and identified dominant themes within this data.

3.1.6 Results
3.1.6.1 Types of Files Shared

Respondents were given a list of types of digital materials that they might have
been sharing in the course of their work and leisure; they chose as many as applied to
them. The participants could also add more types if they chose; fifty-three participants
chose to add to this list. The results are listed in Table 2.

type of material #occurrences

written documents (e.g., Word files, PDF) 51 (96%)

photos or graphics 47 (89%)

slides (PowerPoint) 42 (79%)

spreadsheets/numeric data 30 (57%)

source code 28 (53%)

audio (e.g., music) 23 (43%)

video 19 (36%)

none 0 (0%)

other (11): executables (5); Web pages/URLs (6); calendars (1); varied data files (1)

Table 2: Types of materials shared

On average, each respondent shared 4.79 types of materials (x =4.79, ¢ = 1.53).
3.1.6.2 Methods of Sharing

Respondents identified the methods they used to share files, in a variety of
circumstances (e.g., work files with local and remote work colleagues, and personal files
with friends and family). They chose from a set of 11 methods, including email
attachments, peer to peer networks, and portable drives; respondents selected all options
that applied, or specified “other.” The results are presented in Table 3. For brevity, only
the most frequently mentioned methods for each category are reported; percentages
reflect the number of respondents who selected that specific method. Table shows the
most prevalent methods for file sharing; note that email attachments dominate for all

categories (e.g., personal and work, and with all groups). (The proprietary document
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Sharing methods in most widespread use
shared with: 1% 2 3
local colleagues Email Network file Document mgmt.
(n=53) attachments: share: system:

53 (100%) 42 (79%) 24 (45%)
remote Email Network file Web:
colleagues attachments: share: 16 (33%)
(n=48) 48 (100%) 20 (42%)
outside Email Document Disks, Web
associates attachments: mgmt. system: | (tied):
(n=50) 50 (100%) 14 (28%) 13 (26%)
shared with:
spouse/partner Email Portable drive: | Web:

(n=45) attachments: 27 (60%) 16 (36%)

43 (96%)
family Email Web: Disks:
(n=45) attachments: 20 (44%) 8 (18%)

44 (98%)
close friends Email Web: Portable drive:
(n=49) attachments: 20 (41%) 15 (31%)

48 (98%)
anybody online Email Web: Peer-to-peer
(n=32) attachments: 18 (56%) network:

20 (63%) 4 (13%)

Table 3: File sharing methods for work and personal files

management system, used only for work files, is Xerox Docushare, which was deployed
within this organization.) Also, with the exception of “anybody online,” four methods
occupied the top three spots for all personal groups: email, portable drives, the Web, and
writeable disks. Overall, when counted across all categories of work and personal
sharing, people reporting using an average of 5.43 methods to share files (x =5.43,

o = 1.63). No one used fewer than three methods, and 16 people (30.2%) reported using

seven or more methods to share files; the largest number reported was nine methods.

3.1.6.3 Most Frequently-Used Methods

Respondents identified their three most-frequently used methods for sharing in two
categories: sharing work files with colleagues, and personal files (with anyone). The
same list of methods as before was provided, with the option of adding others. The results
are presented in Table 4. For work files, the top three most frequently-mentioned choices
were email (52 people [98%)]), network file sharing (33 people [62%]), and, at a distant
third, portable hard drives (14 people [26%]). Note there was a large gap among choices;

for instance, the third place choice was chosen much less frequently than the second
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For personal sharing, email was still the most prevalent, being chosen by 48
respondents (92%). There was a large gap between this choice and all other choices;
portable drives were second, with 19 (37%), closely followed by the Web at 18 (35%)
and writable disks at 17 (33%).

Most frequently-used sharing methods | Work files (n=53) Personal files (n=52)
Email attachments 52 (98%) #1 48 (92%) #1
Network file sharing 33 (62%) #2 4 (8%)

Portable hard drives/tokens 14 (26%) #3 19 (37%) #2
Proprietary mgmt. system (Docushare) 12 (23%) 1 (2%)

Web transfer 11 (21%) 18 (35%) #3
Writable disks 7 (13%) 17 (33%)

Other network transfer (ftp, scp) 6 (11%) 4 (8%)

Other (less than 10% for both categories): direct connection between machines; infrared
synchronization software, peer-to-peer networks, “print digital picture and snail mail”

Table 4: Most frequently-used sharing methods. The top three choices for each
category are marked (e.g., #1 indicates the top choice).

3.1.6.4 Sensitive Files

Respondents identified which files, if any, they did not want others to see; the
question specified “the people who have legitimate access” to a machine (as opposed to a
random hacker, for example). Thirty-five out of 44 respondents (80%) stated they did
have such items; 24 provided free-form responses describing these items. These items are
categorized in Table 5; note that many respondents provided more than one type of

material, making 44 responses in total.

sensitive material #occurrences (n=24)

Personal email 9 (20%)

Passwords/encryption keys; financial data 7 (16%) x2

Confidential work data 5 (11%)

Personnel files; photos; “personal stuff” (unspecified) 3 (7%)x3

Contacts; web history 2 (4.5%)x2

Other: calendar; jokes; creative writing. 1 each (2.3% x 3) : 7%
Total: 44

Table S: Types of sensitive digital information

Respondents next described what they did to protect these items, if anything.
Thirty-nine people responded; this included the 24 who provided information in the




previous question, plus 15 people who skipped that question. There were a range of

responses, including both technical and social approaches. These responses are

categorized in Table 6.

Method of protection

#occurrences (n=39)

Passwords 10 (19%)
Politeness/trust/social conventions 8 (15%)

File permissions/access control lists 7 (13%)

Encryption 6 (11%)

Obscurity: hidden directories, innocuous filenames 4 (7.5%)
Limit physical access to computer 4 (7.5%)
Logging out/screensaver lock 3 (5.7%)
Keep separate accounts 3 (5.7%)
Don’t know/nothing 3 (5.7%)
Keep material off shared machine/shared folders 3 (5.7%)

Other: run stateless computer; delete temporary files

1 each: (2% x 2): 4%
Total: 53

Table 6: Methods of protecting sensitive data

3.1.6.5 Managing File Permissions

File permissions are sometimes used as a means for controlling access to shared

materials. When asked if they had ever set file permissions, 36 out of 52 (68%)

respondents said yes. Thirty-one of the 36 people (86%) who set permissions provided

details about the circumstances in which this occurs; the five most commonly-cited
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reasons are shown in Table 7. The most frequently-cited reason was limiting access to a

specific group or individual at work.

context for setting permissions #occurrences (n=31)
Limit access to only a specific group or individual at work 9 (27.3%)
Grant access for others in work group 5 (15.2%)
Prevent all changes to a file/document 5 (15.2%)
Disallow access to personal files 5 (15.2%)
Prevent inadvertent modification/deletion 4 (12.1%)

Table 7: Reasons for setting file permissions



18

When asked whether they had ever set temporary permissions, 25 of 52
respondents (48%) said yes; when asked if they had gone back and reset the permissions

afterwards, 23 of 25 people (92%) said “yes”.

3.1.6.6 Inconveniences Arising from Access Control

Respondents were also asked to describe instances in which they could not get work done
due to problems with access control settings. Thirty-eight people (72%) reported having
problems, and provided detailed examples of their frustrations; these responses are
categorized in Table 8 below. Four respondents provided multiple instances of problems,
making a total of 44 responses. The most commonly-cited problem (with 8 instances, or

18% of responses) was waiting on another person to grant access.

Problem encountered #occurrences (n=38)
Waiting on another person (file owner, system administrator) to 8 (18%)
grant access
Need root permission to complete task 5 (11%)
New person on project, permissions not updated 5(11%)
[insufficient detail to categorize: “could not access files”] 4 (9%)
Cross-platform problems (e.g., Mac/Windows) 3 (7%)
Lack gf Fechnical expertise: can’t figure out how to modify 2 (4.5%)
permissions
Restricted to one specific machine in order to gain access to files 2 (4.5%)
Mobile work problems (remote access) 2 (4.5%)
Permission defaults set incorrectly 2 (4.5%)
Denied access to shared network folders 2 (4.5%)
Other (9) 9x 2.3% = 20.7%
examples: user interface makes permission management difficult;
lack of notification to access control changes; forgot password [1
each]

Total: 44

Table 8: Problems resulting from access control configuration and management

3.1.6.7 Discontinuing Sharing: Removal and Reconfiguration

Sharing contexts are subject to change: some materials are not, or should not, be
shared any longer (e.g., when the file to be shared is no longer needed). Twenty-one of 53
respondents (40%) had changed permissions to restrict sharing (rather than deleting the

file). The various reasons they gave for this change are categorized in Table 9. The most
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commonly-cited reason (with 5 instances, or 28% of responses) was because the access

required was only temporary.

reason for revoking permissions #occurrences (n=21)

Only temporary access was required 5 (28%)

Change in team members 3 (17%)

Change in organization 2 (11%)

Security/confidentiality concerns 2 (11%)

Protect personal files 2 (11%)

Correct permission errors 2 (11%)

Other: testing; change in content 1 each: 2x 5.5%=11%
Total: 18

Table 9: Reasons for resetting file permissions to terminate sharing

3.1.7 Final Comments

At the end of the survey, respondents were provided with the opportunity to
supply additional comments about file sharing. While only four respondents provided
comments, their statements underscore file-sharing issues that were significant enough to
merit special mention; these indicate problems of particular concern. These comments are

presented in full below:

P8 Itis very irritating that there isn't a single place to go to see all this stuff.
When one asks oneself the question, "what possible security threats do | suffer
from in my current state?" | have to go to many places and ask many people to
help me figure it out. I'm not technically savvy, or, worse, just not technically
intrigued enough to go poking around. | have other things on my mind and out of
sight is out of mind as far as security status goes. | think that's a pretty standard
attitude, sad as that may seem.

P10 In many cases, | believe that people don't know what they need to restrict
access to. For example, few people are aware that anyone inside the [parent
organization] network has access to files stored on [local organization’s web] and
in ~/projects/ *unless* specific actions are taken to restrict access. | regularly
"hop on" wireless access points using my work laptop, knowing that there's some
risk. The need for access outweighs what | know about the risks; but what |
know about the risks may not be complete.

P11 Using/accessing a new system usually ends up with multiple layers. They
are not necessarily co-ordinated by/known by the same person/department, so it
usually is a major hassle figuring out all the bits that need to be in place to
access the resources you need. True at [my university], true [at this institute].
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P27 Biggest day-to-day issue is probably management of passwords for
access to array of different accounts mostly on web; Second is probably figuring
out a sharing arrangement in any particular situation

3.1.8 Summary of Key Findings

Results indicated that respondents shared a wide variety of files (approximately five types
of data, on average). Note that every respondent shared at least one type of file: in fact,
no one shared fewer than three different kinds of files. A wide variety of methods were
used to share files: on average, five different methods. Email attachments were the most
common, and the most widespread, method for file sharing, in both work and personal
contexts. Another common sharing method in work contexts was shared network folders;
62% of respondents used this method. Other sharing methods were not as prevalent, but a
number were used by over 25% of respondents: for work files, portable drives (26%); and
for personal files, portable drives (37%), the Web (35%), and writeable disks (33%).

3.1.8.1 Complexity of File Sharing

What this data reveals is a complex picture of file sharing: multiple types of files,
and multiple methods of sharing. If people only used a single file-sharing method, or a
few files, this would likely make shared file management fairly simple. However, that
does not reflect the user behaviour revealed in the survey: different methods are
appropriate for different situations and needs, and therefore users rely on a diverse set of
sharing mechanisms. A file might be used with many different applications when it is
shared with different recipients. This evidence suggests that keeping track of shared files
is complicated. For example, a single user might email some files to multiple recipients,
and place others in shared folders. In order to know which files are available to one’s
colleagues, one would have to search through an email archive as well as look through
different folders.
3.1.8.2 User Needs: Security and Information

The data confirms that the majority of respondents (80%) did maintain sensitive
documents on their computers, including both work and personal items. People engage in
a variety of behaviours to protect these items from those who have legitimate access to
their machines. Therefore, respondents indicated that they have a need to protect data,

and that they take steps to ensure that the data is protected. Along with technical
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methods, such as access control lists and encryption, there was also the use of “security
through obscurity” (hiding files), and a reliance on normative behaviour to keep people
from prying. Note that users cannot easily tell whether other people have accessed their
private files; this information is not readily available, and therefore people must simply
hope that prying has not taken place.

People need to manage limits on file sharing, and in many cases, they use file
permissions to do so: 68% had experience with setting permissions, which included both
granting and removing access to items. Almost half of respondents (48%) needed to do
this temporarily, after which they needed to reset the permissions. Similarly, 41% of
respondents encountered situations in which they needed to reset permissions to limit
sharing. Therefore, the management of limits is a dynamic process: people do not
generally set permissions once, but instead must revisit and reconfigure them as their
circumstances dictate.

Because permissions need to be updated, it is possible that people do not always
make the required changes. Sometimes people might forget to make the necessary
updates. This possibility was suggested by the survey data, in which people described
how access control interfered with work: one common complaint was waiting on another
person to make a necessary change to the system.

Finally, the concluding comments—although from only four people—indicated
an overall lack of information about sharing. These participants stated that “out of sight is
out of mind” for security status, and that there is a lack of knowledge about what files are
accessible. One participant also stated that it can be difficult to work out appropriate
sharing arrangements; this may be due to a lack of knowledge about the file sharing
environment. The results of this study were published in (Whalen, Smetters, & Churchill,
2006).

3.2 Study Two: Further Investigations into File Sharing

It is evident from the initial study that file sharing is a complex, and real,
workplace problem. The results of the study revealed elements that needed to be further
explored, and a number of unanswered questions remained about sharing practices.
Collecting additional data on basic sharing, including methods, files, and groups, would

also allow for validation of the initial data set with another user population.
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There were also some new avenues to explore. Some of the results from the initial
survey that required further study were the technological methods used in sharing: why
were certain approaches, such as email attachments, so prevalent? In addition, what were
the disadvantages of these methods, such that users would seek alternative mechanisms
for sharing?

Another missing element was the frequency of file sharing and of file permission
management, which would indicate the magnitude of the problem. The initial data
showed that people perform these tasks, but the survey did not ask about their frequency
or the number of groups that people shared with. As well, data about file permission
errors was lacking: what types of errors did users encounter, and how easily were such
errors detected? Finally, to design a solution, it was necessary to discover how people
managed file limits (individually or in groups).

3.2.1 Overview of Second Research Study

A second study was developed to explore these issues. While this study was being
designed, a publication on file sharing affordances was published by Voida, Edwards,
Newman, Grinter, & Ducheneaut (2006). Their study, on a similar population as in my
initial survey, also presented some data on file sharing behaviours and needs. Voida et
al.’s survey included a set of questions on knowledge about file sharing, and the
perceived importance of setting limits around shared files.

As this topic was relevant to my own work, a subset of these questions was
replicated in my second survey. Specifically, these questions focused on issues of
knowledge of, and information about, sharing activities: perceived knowledge about
shared files, and what types of sharing information were most important to present to
users. Findings from Voida et al.’s study are the subject of Section 3.2.9.2. A more
detailed review of that work appears in Chapter 4 (Related Work).

3.2.2 Research Objectives

There were three main goals for this study:

e to assess the validity of results from prior studies on file sharing

¢ to expand what was known about file sharing, building a more complete

understanding of user behaviours and needs, and
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e to investigate what types of information, about shared files and activity on

shared files, might be helpful to users.
3.2.3 Methods

A web-based survey was conducted at a Canadian university; this university had a
population of approximately 15,000 students and 1,100 faculty. The self-administered
survey was maintained on a secure commercial survey Web site for two weeks.
Recruitment was carried out through email; all students, faculty, and staff of the

university were eligible to participate in the survey.

3.2.4 Instrument

The survey had 72 questions, although the number varied depending on responses
to conditional questions. It took about forty minutes to complete. A subset of questions
was selected for analysis, which is described in this section; the full set of questions is
provided in Appendix B.

Some questions in this survey were based on the initial survey described in the
previous section. Most of these questions dealt with personal file sharing practices, the
methods used for sharing, managing limits and restrictions on use, and handling of
sensitive information.

Eight questions on the following topics were repeated from my previous study,
with minor modifications:

¢ How many different methods of file sharing (e.g., email attachments, shared

folders) are people using? Which methods are most commonly used?

e Do people need to manage limits around their shared files and computers? If

so, what kinds of limits (access control) do they set?

e What percentage of people have sensitive items on their computers? What are

those items (e.g., email)?

Twelve new questions on the following topics were also included in this survey:

e How often are people sharing files? (Is sharing a frequent task?)

e How many different groups do people share with?
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e What are the advantages and disadvantages of different sharing methods?
(What factors influence people’s choice of a sharing mechanism in a given
situation?)

e How often do people need to manage file permissions?

e What types of permission errors do people encounter? How long does it take
them to detect these errors?

e Do people put limits on individual shared items, or on folders?

Finally, six questions (including two with minor modifications) were replicated from the
study of Voida et al. (2006) on the following topics:
e Are people aware of their shared files and sharing activities?

e What types of file sharing activity might people want to know about?

3.2.5 Respondents

Seventy-nine respondents (25 female (32%), 54 male (68%)) completed the
survey, some of whom did not respond to all questions. The majority of respondents were
students: 35 undergraduates (44%) and 23 graduates (29%). Four faculty members (5%)
responded, as well as 14 staff members (18%) and six people (8%) who categorized
themselves as “other” (namely, alumni and affiliated staff). Overall, the respondents were
highly competent in the use of computers. Many student respondents were from computer
science: 51% of undergrads and 65% of graduates. The staff members were also
technically-oriented, with 64% of them in a computer-related occupation (such as system
administrator). In addition, 62% of respondents had over 10 years of computer

experience, and 34% had between five and ten years of experience.

3.2.6 Data Analysis

The survey was primarily quantitative in nature, although it included some open
questions (with free-form responses) as well as categorical questions. For categorical
questions, results are reported using descriptive statistics: primarily, the percentages who
selected each response. For open questions, I coded the free-form responses and

identified dominant themes within this data.
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3.2.7 Results
3.2.7.1 File Sharing

Respondents provided details about their file sharing activities: how often they
shared; the file sharing methods they used; the types of files they shared; and the people
with whom they shared files. File sharing was a common professional or educational
activity for most respondents; 49% shared files daily, and 25% shared files weekly. (Only
one person reported never sharing files in the workplace.) Similarly, personal file sharing
was also common, with 30% of people sharing daily and 47% sharing weekly.

Several file sharing methods were used: respondents were provided with a list of
methods, choosing all that they had used, and additionally had the option of listing other
methods. Table 10 shows the methods most frequently selected from the list; only those

options selected by over 20% of respondents are included.

Sharing method #occurrences (n=69)
email attachments 68 (99%)

physical devices (e.g., USB token, portable drive, disc, CD) 67 (97%)

network file share (e.g., Windows file sharing, NFS) 56 (81%)

instant messenger (e.g., MSN, Yahoo, AIM, ICQ, etc) 53 (77%)

Web server (e.g., Web page, blog, wiki) 49 (71%)

peer-to-peer (P2P) program (e.g., torrent client, KaZaa, 48 (70%)

Limewire)

file copy protocol (e.g., scp, ftp) 46 (67%)

Table 10: Most frequently-selected methods for file sharing

On average, each person people used approximately six sharing methods
(x=6.01, 0 = 1.59). No one used fewer than three methods; the greatest number reported
was 10. Respondents then identified their most commonly used sharing method. Email

attachments were by far the most prevalent (43%), distantly followed by network file

sharing (15%).
Sharing method #occurrences (n=68)
Email attachments 29 (42.7%)
Network file share 10 (14.7%)
Peer-to-peer program 7 (10.3%)
File copy protocol 7 (10.3%)
Instant messenger 6 (8.8%)
Web server 4 (5.9%)
Physical devices (e.g. USB token) 4 (5.9%)
iTunes music sharing 1(1.5%)

Table 11: The most commonly-used file sharing methods
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Respondents also described the positive and negative features of the sharing

method that they selected, using free-form responses which were coded and categorized.

Table 12 below lists both the positive and negative features for the five most commonly

used choices.

Most Positive features Negative features
Common n=64 n=60
Sharing
Method
Email ¢ Convenient/easy to use o File size limitations
attachments e Widespread availability ¢ Person needs specific application to
n=29 ¢ Understandable use/open file
s Fast e Can't control forwarding
* Ensure item goes to intended * Requires lot of space on mail server
recipient(s) e Virus strips off attachment
e Well-suited to documents/comments e Inconvenient for multiple files; lack
e Provides a backup of built-in encryption; firewall
e Suited to organizational issues; multiple versions of
structure/needs document; slow; poorly suited to
e Supports additional security collaboration; interoperability
¢ Reliability issues; don’t know when file read
Network file e Convenience /ease of use e Problem crossing organizational
share ¢ Provides control/access control boundaries
n=10 e Fast e Limited file space
¢ Provides security e Slow
» Suited to organizational ¢ Operating system incompatibilities;
structure/needs poorly suited to sharing across
¢ Suited to home networks internet; file permission
problems; remote file system
may be insecure
File copy o Easy to configure, use * Need special application
protocol ¢ Fast ¢ Backing up is complex; slow
n=7 ¢ Reliability/stability
o Accessibility
e Provides access control
¢ Good for multiple users; flexible
peer-to- ¢ Variety of files available ¢ Insecure/untrusted sources
peer (P2P) e Ease of use ¢ Slow
program e Fast ¢ Unfair use (others don't share)
n=7 e Avoid digital rights management; ¢ Consumes bandwidth; spyware
obtain free media; reliability; ease installed; limited file selection;
of search need client program; legal issues
Instant e Ease of use * Slow
messenger e Fast e Unreliable
n=6 ¢ “User friendly”; know who gets files ¢ Doesn’t work for all users;

synchronous delivery required

Table 12: Advantages and disadvantages of various file sharing methods

3.2.7.2 Sharing Groups

Respondents indicated how many distinct groups they shared with, such as friends and

colleagues. Over 69% of respondents shared with two to four groups, and another 25%

shared with five to 20. (Three respondents (4%) shared with over 20 distinct groups.)



27

Respondents optionally named these groups; common examples included colleagues,
family, and friends.

Respondents also indicated how often they needed to share the same item with
multiple groups, using a five-point scale ranging from “never” (1) to “very frequently”
(5). Sixty-four percent of respondents selected “sometimes” or “often” (X = 3.86). Fifty-
nine respondents also described a recent example of their file sharing, in terms of what
they shared, with whom, and how. In three instances (5%), people reported sending the
same material to two distinct groups, such as a boss and a family member. Also, in two
cases (2%), people used different methods (e.g., email as well as a shared folder) to share

the same file with different sets of recipients

3.2.7.3 Sensitive Documents

Respondents described their handling of sensitive materials; first, whether they had any
sensitive material that they wished to keep private. Out of 60 respondents, 48 (80%) did
have some sensitive material. A list of possible sensitive materials was presented;
respondents selected all applicable items, and indicated whether they shared this type of
material with others. Results are in Table 13 below. The type of sensitive item stored by
the most people was personal information (such as email), with 85% of respondents
reporting that they had this item on their computer. The type of material that was most
commonly shared was confidential organizational documents, with 44% of respondents

reporting that they shared this sensitive item.

Type of sensitive material I have this I share this
material (n=48) material (n=48)

personal items containing socially-awkward
information that you wish to keep private (e.g.,
personal email, photos)

41 (85%) 11 (27%)

personal financial or medical information (e.g., 38 (79%) 4 (11%)
credit card numbers)

professional data or documents that are sensitive

to your work organization (e.g., proprietary 36 (75%) 16 (44%)
documents, trade secrets, grades)
professional data or documents that are governed

25 (52%) 7 (28%)

by law/reguiation (e.g., medical records, personnel
files)

Table 13: Types of sensitive files that people use and share

Second, respondents indicated to what degree security and privacy were a concern

when sharing files, using a five-point scale ranging from “very frequently”’(5) to “never”
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(1). Seventy-nine respondents answered, with 64% stating that this was a concern at least

“sometimes” and 22% being concerned “very frequently” (x = 3.13).

3.2.7.4 Managing Limits on Shared Files

Respondents also provided information about managing shared files, and in particular, on
setting boundaries around sharing. Eighty percent of respondents had configured file
permissions; 63% configured permissions at least once per month, and 42% did so every
week.

Respondents also described their reasons for reconfiguring permission settings;
they were given a list of reasons and they could choose as many as were applicable. The

most common reasons are listed in Table 14 below:

Reason for change #responses
(n=42)

the previous settings were for temporary sharing and I needed to 27 (18%)

restrict access again

an item that was not being shared needed to be shared 25 (16%)

an error was made and I had to correct it 22 (14%)

an item that was being shared shouldn't be shared anymore 22 (14%)

Table 14: Reasons for resetting file permissions

Forty-six respondents indicated the type of sharing error—too restricted or too
open—that they most recently corrected. Twenty-nine people (63%) had permissions set
too restrictively (preventing sharing), while 16 (35%) people had permissions that were
too open. They were next asked how long the delay was in discovering and fixing this
error; they were provided with a list of times, ranging from “immediately” to “years”, as
well as “unknown.” Twenty-three percent stated that they did not know when the error
was made, and a further 30% reported a delay of at least hours.

3.2.7.5 File Sharing Knowledge

Respondents indicated the types of sharing information they would like to know about,
and the degree to which they felt they knew what was being shared (and with whom).
These questions included five-point Likert scales; “strongly agree” corresponded to a
score of five and “strongly disagree” corresponded to one. The questions, with the mean

for each, are presented in Table 15.
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Questions on awareness mean
(n=79)
I am generally aware of all of the files that I am sharing and with whom I am 4.0

sharing them.

When I share my files, it is important to me to know exactly who has access to 3.8
the files.

I would like to be able to know who was using each file. 3.3
When I share my files, it is important to me to know when others are using the 3.0
shared files.

Table 15: Awareness of shared files and activity on shared files

3.2.8 Discussion
3.2.8.1 Key Findings

Not surprisingly, file sharing is a common activity, with over 70% of respondents sharing
work and personal files at least once per week. Many different types of sharing tools were
used: on average, about six types. As in the previous study, the most popular of these is
email; networked folders were a distant second, followed by file copy protocols and peer-
to-peer networks (tied for third place).

Results show that there are a number of factors influencing the choice of sharing
method used. A major factor is convenience and ease of use, which was a feature cited
across several different types of sharing mechanisms. When speaking of email
specifically, users also liked the fact that it was readily available (both to self and
recipient), and fast. Speed was also a determining factor, and for those concerned about
security, access control was an advantage provided by networked folders and file copy
protocols.

The respondents shared with multiple groups: the vast majority reported sharing
with between two and four groups. In addition, most respondents needed to share the
same item with multiple groups: 71% of them reported doing this at least “sometimes.”

Sensitive materials were commonly stored, with 80% of respondents having such
files on their computers. These materials were also shared, to some degree: 44% of
respondents with professional files shared them with others, although only 11% of people
shared their financial or medical information.

File permission management was a task that most respondents engaged in, 80%
had experience with setting permissions, with the majority of them (63%) performing this
task at least once per month. Permission settings were also dynamic; the most common

reason for resetting permissions was because of a temporary sharing situation, after
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which sharing was restricted. Respondents reported encountering errors with permission
settings; approximately half of respondents needed to correct such an error. Permission
errors were also not always quickly detected: 23% of respondents who corrected an error
stated that they did not know when the error was made, and a further 30% reported a
delay of at least hours.

The responses to the questions on file sharing knowledge indicated that users
wanted to know about shared file activity. In particular, knowing who had access was
rated as important ( x =3.8 out of 5). Although respondents self-reported a high degree of
knowledge ( X =4.0 out of 5) about what was shared, and with whom, this may not be an
accurate result. For example, many respondents (53%) discovered errors in their settings

after some delay, which suggests that their knowledge was incomplete.

3.2.9 Comparison to Prior Studies

How do these results compare with previous research, specifically my earlier
survey and the results of Voida et al. (2006)? (The latter study will be described in more
detail in Chapter 4). There are significant similarities between these studies, but also
some differences that should be noted.
3.2.9.1 Comparison to Previous Survey (Study #1)

The majority of the findings from the initial study were confirmed in the second
study; these are summarized in Table 16. In both cases, the top three most prevalent
sharing methods were the same: email, network file shares, and physical devices (USB
tokens, CDs). There are also similar results for the overall number of methods used on
average to share files: between five and six in both cases. No one used fewer than three
methods in either case, and the highest number of different methods used was nine in the
first study and 10 in this follow-up study. In both studies, the majority of respondents
reported setting file permissions: 68% and 80% respectively. Although the initial study
respondents expressed a stronger overall need for security when dealing with sharing
(likely owing to the types of proprietary materials they shared), both sets of respondents

worked with sensitive documents that they needed to protect: 80% in both cases.
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result Study #1 (n=53) Study #2 (n=79)
most prevalent sharing 1. email 1. email
methods (top three) 2. network folders 2. physical devices
3. physical devices (portable drives, CDs)
(portable drives, CDs) 3. network folders
average number of methods - =
used to share files ¥ =543 *=0.01
lowest number of methods
: 3 3
used to share files
highest number of methods 9 10
used to share files
percentage of respondents o o
who managed file permissions 68% 80%
percentage of respondents o o
who handled sensitive files 80% 80%

Table 16: Similarities between the two file sharing surveys

There are also some differences in the results of these two studies; these are
summarized in Table 17. The research institute respondents reported greater use of a
proprietary management system (see Section 3.1.6.3); this is likely due to the fact that
one system has been deployed throughout the institution, and such a system is not in
place at the university (where the second study was conducted). Another difference is the
use of peer-to-peer networks, which is far more common at the university. The most
likely explanation of this is the difference in populations: most of the university
respondents were young students, who constitute the heaviest users of peer-to-peer media

file sharers (Pew Internet & American Life Project, 2006).

result Study #1 (n=53) | Study #2 (n=79)

percentage of respondents who used a 45 49,
proprietary management system for file sharing ? °

percentage of respondents who used a 4% 70%
peer-to-peer network for file sharing

Table 17: Differences between the two file sharing surveys

3.2.9.2 Comparison to Findings of Voida et al.

Voida et al. (2006) carried out a file-sharing study at a research institution, which
consisted of a survey and interviews with ten participants. Voida et al.’s study is
described in detail in Chapter 4; here, a brief summary of findings is presented for the
sake of comparison.

The results of my second survey confirmed, for the most part, those of Voida et

al. A comparative summary between these surveys is found below: similarities are
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presented in Table 18 and differences in Table 19. Note that these comparisons include

the second survey only (and not the initial survey), because this second survey

incorporated elements from Voida et al.’s study.

result

Voida et al. (n=10)

Study #2 (n=79)

most prevalent sharing

email

il . .
methods (top three) emal physical devices
c\zvt\)/ork folders (portable drives, CDs)
network folders
evidence of multiple methods .
used to share ﬂle‘;? yes (13%) yes (2%)
level of self-assessment of $=3.7outof 5 $=400utof 5

file sharing awareness

evidence of errors caused by
lack of awareness

yes: participants reported
forgetting what files they had
shared and with whom, and
forgot to reset permissions

yes: 53% found
permission error after
lengthy or unknown delay

Notes:

* the percentages in this row (multiple sharing methods) are not directly comparable, as the Voida
et al. percentage is derived from muitiple file sharing events over time, and the percentage in
Study #2 is derived from only the most recent event (and is thus likely to be lower).

Table 18: Similarities between findings of Voida et al. (2006) and the second file

sharing survey

Both studies (in fact, all three studies) showed that email attachments are the most

popular and heavily-used sharing method by far, and both studies included networked

folders in the top three most-prevalent methods. As with Voida et al., I found that people

sometimes used multiple methods to share the same material with different recipients.

Also, as in Voida et al.’s study, respondents self-reported being aware of their file

sharing, but in fact commented upon many instances in which they encountered problems

that may have been caused by lack of awareness (e.g., forgetting to reset permissions).

result

Voida et al. (n=10)

Study #2 (n=79)

number of methods used
for file sharing

“few” (no number reported)

x=6.01;
largest number: 10

reasons for using multiple
methods

primarily to compensate for lack
of notification functionality

many reasons cited,
including convenience,
suitability to task, or
required to reach an
entire set of recipients

Table 19: Differences between findings of Voida et al. (2006) and the second file

sharing survey
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There are some differences between these studies, however. Voida et al. reported
that respondents used only a few different methods for sharing; my studies found that
they used between five and six methods on average. In addition, Voida et al. proposed
that people used multiple methods mainly to compensate for lack of notification (e.g.,
people needed to use email to tell someone a new file had been put in the shared folder).
My survey uncovered a variety of reasons why people preferred one method over
another; a user may need to utilize multiple methods simply to reach all recipients. This
finding indicates that people will continue to use a variety of methods, due to the

complexity of their sharing situations and the limitations of available technologies.

3.3 Summary

The first survey uncovered some of the major issues with file sharing; in
particular, it showed that multiple methods were necessary to cope with the various
circumstances in which people need to share files. It also confirmed that privacy and
security were important within an organization, and that sharing poses a risk to sensitive
data when it is incorrectly managed. The second survey delved into the technical means
which people used to manage limits. It reconfirmed the use of multiple sharing methods,
within a different institutional context, and showed that sharing errors were being made.
It also demonstrated that people want to have information about file sharing activity, and
that people need to keep track of dynamic settings as their collaborations change.

One of the major threads running through these studies is how people gather and
understand information about shared files and file sharing activities. There are two
components to this issue. The first is that very little information about file sharing is
readily available to the user. Some of this information is available within the system, but
is inconvenient to access, or is so obscure that users do not even know it is there. File
permissions are one example of this; in systems such as Windows XP, this information
can be located, but requires that the user take considerable effort to find it (Maxion &
Reeder, 2005). It is also important to note that some information is not available at all:
activities on shared files, for example, are not generally recorded. This means that users
are unaware of many activities that occur on their shared files, which can be problematic

for both security and for collaboration.
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The second component of information about sharing is that when such
information is presented, it must be clear and understandable, so that a person can make
use of it as they complete their tasks. Obviously, as described above, it is vital to make
the information available. However, the presentation of this information is also a key
factor in its usefulness. For example, the information needs to be accessible, but not so
distracting that it interferes with productivity. In addition, the user must be able to
comprehend what is being communicated. When people are presented with security
information (in the case of file permissions), they often find it confusing. The challenges
of “usable security” have been well-documented in the literature (e.g., Whitten & Tygar,
1999; Wu, Miller, & Garfinkel, 2006). These works demonstrate that considerable design

effort must be made to assist users in coping with the complexities of computer security.
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Chapter 4. Related Work

There are a number of different research areas that are directly relevant to, or
closely influence, file sharing issues. The related literature is detailed in this chapter.
Section 4.1 presents usability studies that involve file sharing. Section 4.2 focuses on the
collaborative aspects that affect file sharing, as presented through relevant computer-
supported cooperative work (CSCW) literature; this includes both theory and practice.
Because security is an important aspect of file sharing, there is much pertinent work in
the field of usable security: this is detailed in Section 4.3. Finally, issues of file
management (including shared file management) have been discussed in the personal
information management field; some germane topics are presented in Section 4.4,

followed by a summary discussion.
4.1 File Sharing Research

There is a large body of research on file sharing, but little of it is focused on
everyday practice or the problems of collaboration and security. For example, there has
been much interest in peer-to-peer file sharing issues, but these works are often
concerned with topics unrelated to this thesis research, such as the legality of media
sharing (e.g., Gal, Singer, & Popkin, 2003), fairness in resource sharing (e.g., a, Lee, Lui,
& Yau, 2004) or network and protocol issues (e.g., Legout, Liogkas, Kohler, & Zhang,
2007). In contrast, my focus is in two areas: broadly characterizing the task of file
sharing overall, and looking at the usability issues of file sharing. Research in these two

areas is presented in the following sections.

4.1.1 Characterizing File Sharing

There have been few user studies that incorporated broad user practice around file
sharing. The previous chapter presented three such studies: two are my own work, and
the third was by (Voida, Edwards, Newman, Grinter, & Ducheneaut, 2006). The results
of Voida et al.’s work were presented in summary in Chapter 3; as it occurred between
my two studies, it is discussed in more detail in this section.

There were two major components to Voida et al.’s work. The first was to explore
current practices: how users share; what the breakdowns in sharing are; and how these

breakdowns reflect a gap in desired sharing practices and the practices supported by
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current sharing tools. The second was to expose and describe the “dimensions of file
sharing” that are implicit in current file sharing tools. The authors surveyed ten
employees at a research institution, and conducted follow-up interviews. They asked
respondents to provide detailed examples of work-related information sharing as well as
file sharing. Respondents were also asked to describe situations in which file sharing
failed or did not work out as planned. Voida et al. also asked a series of questions
focusing on awareness of file sharing and activities on shared files.

Their study provided some useful information about file sharing (although the
population was small and therefore the results have limited validity). The ten respondents
shared many different types of information (34 kinds on average), using multiple sharing
tools. Email was most common (45%), followed by shared network folders (16%) and
posting to the web (11%). Additionally, breakdowns in file sharing consisted of three
main types: forgetting what files had been shared and with whom; difficulties in finding a
suitable sharing mechanism that all recipients had access to; and problems knowing when
new content was made available. Voida et al. also found that although respondents felt
that they were aware of what files they were sharing (and with whom), the majority of the
sharing breakdowns that the respondents experienced were based on a lack of awareness.
Examples included forgetting what had been shared, or forgetting to reset permissions.
The researchers used their results to develop a specialized sharing tool: the Sharing
Palette. This tool included features to facilitate file sharing, such as support for simple
group management; it also displayed information about activities on shared files.
Although implementing this tool was a useful step, it does not fully address the
complexity of the file sharing behaviours observed in my studies. For example, my
results, as well as Voida et al.’s, showed that people needed to ensure everyone had
access to the files for collaboration. Few people used a specialized file sharing
application to reach all recipients, in part because such a tool might not be available to all
parties (e.g., installed on their computer). It should also be noted that the Sharing Palette
was not formally evaluated, and therefore it is unclear which of its features are useful or

whether its basic design is effective in supporting shared file management.
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4.1.2 Usability Studies on File Sharing

In addition to the broad study described above, there have been a few studies that
focused specifically on the usability of file sharing applications and designs. These
studies have mainly been concerned with security issues arising from poor usability
design.
4.1.2.1 Music-Sharing Application Usability Study (KaZaa)

One of the first studies that concretely examined the security issues of file sharing
was carried out in 2003 by Good and Krekelberg (2003). The authors performed a
cursory search of the Kazaa peer-to-peer filesharing network, and discovered a number of
files that users likely did not intend to share: email files, Web browser caches and
cookies, and financial data. (Although it is possible that these files were deliberately
shared, the private nature of their content makes this an unlikely supposition.) The
authors then performed a cognitive walkthrough of the Kazaa interface, in order to
determine how these misconfigurations might have taken place. They concluded the
interface made it easy to inadvertently make too much material publicly available, and
that it was difficult for people to determine the extent to which they were sharing files. In
a follow-up laboratory study, they found that only two out of twelve users could correctly
identify which files were being shared with the public.

Based on their findings, the authors developed a set of criteria that defined
whether or not a peer-to-peer file sharing application was safe and usable. These include
guidelines that emphasize the clear presentation of information: if users “are clearly made
aware of what files are being offered for others to download”, and “are comfortable with
what is being shared with others and confident that the system is handling this correctly.”
Good and Krekelberg stress the need to assist users in comprehending the scope of their
sharing, and to know what is happening in the system. This research provided a valuable
starting point, but the authors did not create any specific designs; in addition, their results
were focused only on peer-to-peer systems, rather than other sharing tools.
4.1.2.2 Ad Hoc Collaboration Usability Study (Impromptu)

One research project that implemented and evaluated usability aspects of file
sharing was the Impromptu system, which is designed for ad hoc collaboration (de Paula

et al., 2005; Rode et al., 2006). The authors designed this application to support
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visualization of system activity, as a means for aiding secure interaction among
participants. This application was designed to allow people to easily configure

permissions; an example of the Impromptu interface is depicted in Figure 1.

Figure 1: Screenshot of Impromptu, a system for ad hoc collaboration (Rode et al.,
2006, p. 146)

Users are presented with a “dartboard”-like interface, divided into regions;
contained within the regions are files, which can be shared with others in the ad hoc
session. Each user controls a “slice” within the circle; the closer to the centre an object is,
the more “shared” it is. To configure file permissions (e.g., to allow others to read a file),
users move files into different regions within the sharing space; they can make a file
more or less private, depending on their requirements for collaboration or confidentiality.
In addition, the interface provides detailed information about activity; “ripples” show

actions on a file, and users can view one individual’s actions on a specific file.
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The advantages of the Impromptu application are that it allows a person to easily
see what items are shared, and what permissions those items have. In addition, changes to
permissions are made simply, by moving the file to a new region in the interface. This
interface seems well-suited to an ad hoc environment, in which people will want to
complete their interaction quickly and simply.

An evaluation of Impromptu, using 24 graduate informatics students (in eight
groups of three), indicated that it effectively revealed activity on shared objects. For
example, users could see who had joined a group, and would make objects more or less
public, depending on what was appropriate. This system provides a very useful example
for further work: it appears to be the only application in which detailed sharing
information (including permissions) is specifically supported within the design, and for

which any evaluation has been performed.

4.2 Computer-Supported Collaboration

File sharing involves interaction between people, through a shared object; this
interaction might involve a specific group of colleagues, for example, or a person and the
public at large. As such, file sharing encompasses aspects of collaboration and computer-
supported cooperative work (CSCW); there has been some broad theoretical work in this
area involving shared materials. In addition, some collaborative environments have been
developed that include support for shared files. These theories and tools are described in

the following sections.

4.2.1 Collaboration Theory
Computer-supported collaborative work incorporates ways in which technology

can be effectively used to facilitate interpersonal interaction. Erickson and Kellogg
(2000) developed a CSCW approach for supporting social interaction in digital domains
by making the actions of users visible to others, through what is termed “social
translucence.” Social translucence consists of three major components: visibility,
awareness, and accountability. Visibility refers to the ability to make socially relevant
information (such as actions) perceptible. Awareness is a response to visible actions:
people behave in specific ways in response to how they see others behave. Finally,
accountability describes the interaction between actors: a person’s behaviour is

constrained by social norms, because they know their actions are observed by other
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people. The authors illustrate this with the example of a glass window in a door: the
window lets one see people coming (visibility), which allows one to avoid opening it in
someone’s face (awareness); the knowledge that someone can see who opens the door
prevents one from rudely opening it in someone’s face (accountability).

Erickson and Kellogg describe how we might use social translucence in a shared
space; they applied it to a conversation space (the Babble software environment),
although it has much wider application to other collaborative domains. Activities on
shared files, for example, could fit this model very well. For example, if we show who
has been working on a document, this can better support awareness and aid in
coordinating collaboration. In addition, we may be able to enforce social norms: for
example, an employee might not snoop through sensitive files, because these actions will
be visible to others.

Bellotti outlines a number of fundamental issues surrounding sharing practices,
specifically within the context of CSCW systems (1996). Bellotti postulates that with
collaboration comes a need for better control over access to shareable data (informational
access control). As a means for supporting access control, Bellotti recommends that users
be provided with feedback that reveals the accessibility of their information: who has
access, to what items, and what actions have taken place on these items. Bellotti posits
that when users engage in file sharing, they often forget what their settings are, and
unwittingly make items too public or too private; therefore, feedback about access control
settings is very important. (Note that this work (Bellotti, 1996) is strictly theoretical; it
does not include any user studies, evaluations or implementations.)

Bellotti’s concepts are very similar to those of social translucence. In particular,
feedback allows for accountability and “social access controls” within a shared space,
which could allow for more flexible approaches for access. For example, a person might
need to allow access to information in an emergency; they may be willing to maintain a
relaxed set of controls, so long as they were notified whenever people made access to
those items. The expectation is that people can provide a reasonable account of why they
accessed certain files; in this way, they are accountable for their actions. In addition,
Bellotti suggests that users should be informed when someone fails to gain access to an

item. This could be due to attempted misuse, but it could also be due to a colleague being
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locked out due to permission errors. In either case, making users aware of the information
gives them a chance to take appropriate action. Fundamentally, such an approach requires
visible feedback: there needs to be a trace of activity upon those shared objects in order to

know what actions are being performed on them by other users.

4.2.2 Collaboration Systems

There are a number of special-purpose collaboration applications and systems that
include support for file sharing. One early prototype model, GroupDesk, was designed to
provide “shared awareness” by displaying events on shared artifacts (including files); this
process involves presenting information on past and ongoing actions of collaborating
users (Fuchs, Pankoke-Babatz, & Prinz, 1995). GroupDesk was neither evaluated nor
developed into a functional collaborative system (remaining at the prototype stage), but
did provide a model for the design of other collaborative tools.

A number of commercial networked collaboration systems have been developed
that use specialized software to create a dedicated workspace. These tools usually support
file sharing, and provide users with information about shared files, primarily notification
of updates to documents and simple version control. These systems include Groove
Virtual Office (Groove Networks, 2005) and NextPage (NextPage Incorporated, 2006).
These systems are somewhat limited, in terms of the information they provide and, in
some cases, the types of files that one can use with them. For example, Groove provides
only update notification (there is no archive of activities over time), and NextPage only
supports a few specific Microsoft file types (namely, Word, Excel, and Powerpoint).

An alternative to these systems is web-based collaboration, which provides a
dedicated online workspace for access through a web browser. As with the tools
described above, these systems usually include notifications of updated files and version
control. Examples of these web-based systems with simple file sharing features include
Basecamp (37signals LLC, 2005) and GoPlan (Webreakstuff, 2007). Certain web-based
workspaces provide more detailed sharing information, including a history of activity on
shared files; these include Copper (Element Software Pty Ltd, 2003) and BSCW (Bentley
et al., 1997). These systems log and display all events on files, including all viewings and

modifications by users.
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These solutions provide a contribution to further work in file sharing support, but
they are in themselves incomplete. One problem with most of these tools, in terms of
their value to research, is that they are proprietary or commercial (or both); there have
been no publications describing their design rationale, or publicly available user studies
evaluating their effectiveness. Although they can provide some ideas for design, they
cannot in themselves be used as a reliable research foundation. (BSCW (Appelt, 1999) is
an exception, as it is part of a research project; however, its developers have not
performed a formal evaluation of the tool or its design elements.). A greater limitation is
that these are dedicated workspaces for collaboration: these tools are specifically
deployed and maintained for particular groups and projects. This has two implications.

First, as my survey data indicates, these systems are not widely used, particularly
within a personal context. Therefore, the majority of file sharing activities take place
outside of these dedicated systems (such as sending email attachments). Any solution that
takes into account actual sharing practice needs to encompass more than special-purpose
workspaces.

Second, dedicated collaborative systems are much simpler than most desktop
environments, in terms of the people with whom objects are shared and the overall
complexity of file management. When a dedicated space is created, people are
specifically invited into that space, which dramatically limits the scope of collaboration.
One implication of this is that the security management is simplified: the general public,
for example, will not have access to these workspaces. In addition, a limited number of
shared files are placed into the workspace: those that are relevant to the particular project.
In everyday practice in a desktop environment, shared files are co-located with private
files, and the same file may go to many different recipients through different applications.
This makes the file management problem much more complex: in such an environment,
users need specialized support (e.g., through specially-designed interfaces) to determine

what they have shared with whom.

4.3 Usable Security and Access Control

Another fundamental aspect of file sharing is the management of limitations:
although some sharing is very open and public, there are also many examples of placing

boundaries on the items shared, and the parties with whom they are shared. In this way,
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file sharing is influenced by the field of security, which provides the tools and techniques
that people use when managing technical limitations on their files. The emergent field of
“usable security” focuses on the human factors of security, in an attempt to help users to
better manage the complexities and challenges of computer security (Cranor & Garfinkel,
2005). Research from this domain, which is pertinent to file sharing, is discussed in the

following section.

4.3.1 Usable Security

It has been recognized that computer security is difficult to use for many people;
user studies on such diverse tasks as using encrypted email (Garfinkel & Miller, 2005;
Gaw, Felten, & Fernandez-Kelly, 2006; Whitten & Tygar, 1999), online financial
transactions (Schechter, Dhamija, Ozment, & Fischer, 2007; Wu, Miller, & Little, 2006),
and password management (Adams & Sasse, 1999; Renaud, 2005; Yan, Blackwell,
Anderson, & Grant, 2005) reveal that computer security is often error-prone,
cumbersome, and complicated. In an attempt to ameliorate these problems, researchers
have developed guidelines to inform the design of security tools, systems, and
techniques. Some of these guidelines are domain-specific (e.g., for web browser design),
but others can be applied more broadly.

Smetters and Grinter (2003; 2002) suggested that making the security state visible
to the user (by supporting implicit security in applications) could help to avoid mistakes |
and facilitate better security decisions. Similarly, Whitten and Tygar (1999) outlined a
number of properties that make designing for usable security difficult. One of the
challenges that they identified is lack of feedback: security configurations are often
complex and difficult to encapsulate in an interface, but clear and comprehensible
feedback is fundamental in preventing users from making dangerous errors.

Good and Krekelberg’s (2003) study of peer-to-peer file sharing (described in
Section 4.1.2.1) inspired work by DiGioia and Dourish, who described how one might
apply social navigation to usable security (2005). The concept of social navigation was
first presented by Dourish and Chalmers (1994). It refers to the idea that people might use
the cues of others’ actions in order to navigate through information spaces. For example,
one might choose to view objects that many other people had read, on the basis that those

items might be interesting. This would require that traces of activity be recorded on
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objects; in the security paper, the authors state that “the central concept—that an
artifact can display the accumulated pattern of activities that have been performed over
it—is a key element of the social navigation approach” (DiGioia & Dourish, 2005). They
describe how this information might be helpful in managing security. For instance, a
person could more easily detect deviations from normal behaviour, such as certain files
being unusually active; this could alert them to the fact that they have not configured
their sharing settings correctly. The authors present some design ideas (such as making a
“messy pile” of frequently accessed files), which could be applied to such applications as
KaZaa, to provide feedback that assists users in sharing the right set of files.

These ideas of usable security, which focus primarily on the presentation of
information about system and activities, can be applied to many areas of usable security,
including file sharing. There is also more focused research that is more specific to the
security aspects of file sharing: in particular, on the topic of access control. Research

results in access control are presented in the following section.

4.3.2 Access Control

Access control is a means of managing *“...who can have access to a resource,
under what conditions access can occur, and what those accessing the resource are
allowed to do)” (Stallings, 2006, p. 17). In the context of sharing files, this often refers to
the setting of file permissions on folders and individual files. This is only one aspect of
file sharing, but studies on the usability of file permissions demonstrate some of the
complexities and problems that people encounter when they perform this task.

Cao and Iverson (2006) investigated the usability problems of access control lists
(ACLs) in the WebDAV (Web-based Distributed Authoring and Versioning) system,
which controls access to a distributed file system. (An access control list is a set of
permissions; in this case, file permissions.) An analysis of the WebDAYV access control
mechanism indicated problems with the conceptual usability of the system: users
expended significant effort to determine how to configure the desired access rules. Cao
and Iverson developed an “intentional access model” prototype, which included
additional feedback for users. A preliminary lab study comparing this prototype to the
WebDAYV system (using ten participants) indicated that the prototype decreased errors,

improved speed and accuracy, and improved user confidence and satisfaction.
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Another preliminary research project on file permission interfaces led to the
RubaViz permission visualization prototype (Montemayor, Freeman, Gersh, Llanso, &
Patrone, 2006). RubaViz was designed to display multiple representations of access
control rules, particularly to help system administrators to interpret the outcome of setting
specific permissions. The prototype has not been fully implemented or evaluated, but it
does reinforce the opinion that visual information in a file permission interface can

improve security.

4.3.3 Summary: Usable Security and Access Control

Research in the areas of usable security and access control has provided tools and
techniques that can be applied to file sharing issues. In particular, this research
demonstrates the value of providing clear information to users, to assist them in
understanding the complexities of security. This approach has been grounded in theory,
and applied in practice, which provides a solid foundation for its application in the file
sharing domain.

Beyond the security issues of file sharing, there are also issues of digital
information management: that is, how people manage their files, particularly within a
group context. Research within this field, and its relevance to file sharing, is described in

the following section.

4.4 Personal and Group Information Management

Personal Information Management (PIM) is a growing area of research that
involves “the practice and the study of the activities people perform in order to acquire,
organize, maintain, and retrieve information for everyday use” (Jones & Bruce, 2005, p.
2). Management of files, including shared files, is a major part of this domain. One set of
PIM activities involves the mapping of information to need; PIM researcher William
Jones calls these m-level activities, such as “maintaining” and “measuring” (2005, p. 14).
One collaborative m-level activity Jones describes is “managing privacy, security, and the
distribution of items in a PIC [Personal Information Collection]” (2005, p. 15). Jones
indicates that people need to, and want to, distribute some personal information, but they
also need control over this distribution. Thus, Jones suggests that one beneficial element
for security and privacy for PIM would be to provide user interfaces to help users

maintain appropriate control, by guiding their choices.
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The collaborative aspects of information management are significant enough to
have been recognized as an emergent area termed Group Information Management
(GIM). GIM involves “how personal information is shared with a group, emphasizing the
norms that underlie sharing, as well as the ways participants negotiate these norms in
response to the tensions that sharing inevitably produces” (Erickson, 2006). A number of
challenges with managing shared information in a group have been identified, a number
of which relate to shared file management. These include coping with dynamic group
membership and the multiple contexts in which people share the same information
(Erickson, 2006; Jones & Bruce, 2005). As with the privacy and security aspects of PIM
described above, there is speculation as to how users can be provided with better support
for their GIM tasks; in particular, is it feasible (and beneficial) to provide “awareness of
usage, correction of errors, [and] retraction upon completion of task” (Erickson, 2006).
This research area is still largely unexplored, which means that there are many
unanswered questions and few solutions. Further work on shared file management,
particularly on interface issues, may help illuminate these theoretical ideas.

There have been some PIM projects that incorporate elements of shared file
management. The “Recent Shortcuts” tool (Tang, Lin, Pierce, Whittaker, & Drews, 2007)
is designed to give users access to recently accessed objects (including files) across
multiple applications. Users can display a list of people with whom they have interacted
(through email or instant messaging), files recently received in email, and files that they
have recently accessed. Recent Shortcuts is illustrated in Figure 2, from Tang et al. It
shows a sample listing: the user is selecting a file to attach to an outgoing email (2007).
(The tool was created after an observational study of knowledge workers; a prototype
received preliminary evaluation.) Recent Shortcuts is intended to simplify coordination.
Users often need multiple applications to complete a task, and Recent Shortcuts allows
users to carry a recently-used object, such as a file or a username, from one context to
another. Recent Shortcuts focuses primarily on temporal aspects of user tasks, rather than
the specifics of file sharing, but the project demonstrates the value of supporting objects
across multiple contexts. My file sharing surveys (see Chapter 3) demonstrated that this is
definitely needed in a file sharing context, given the use of multiple applications for

sharing.
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Figure 2: Using Recent Shortcuts to compose an email with an attachment (from
Tang et. al, 2007)

Another PIM tool with relevance to file sharing is the Social Network and
Relationship Finder, or “SNARF” (Neustaedter, Brush, Smith, & Fisher, 2005). SNARF
is designed to help users prioritize their email handling, by providing a visualization of
their email-based relationships. The SNARF prototype aggregates social metadata about
correspondents, such as the number of emails sent to a recipient or the number of unread
emails from a particular sender. The researchers hypothesized that providing social
information would help people to manage large amounts of email. Although the
prototype itself has not been formally evaluated, its design was based on a survey of
email users, which suggested that presenting social relationship information would be
beneficial (Neustaedter, Brush, & Smith, 2005). In a similar vein, presenting information
about “file sharing relationships” could help people to manage their shared objects; it
could also reveal information about their collaborative patterns (such as the popularity of

a specific shared file). In addition, shared file information could be used as a metric for
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such tools as SNARF, as one more component of its “social sorting” data (e.g., how often

do I provide files to this person?).

4.5 Summary: Current Findings and Future Directions

My survey data, as described in Chapter 3, suggested that there is insufficient
information about file sharing being provided to the user. This idea is echoed in the work
of Voida et al. (2006), who indicated that people have trouble remembering which files
have been shared with whom. Other file sharing usability studies (de Paula et al., 2005;
Rode et al., 2006) also indicated that providing better information could improve the
usability of file sharing applications. In particular, they highlighted how users require
appropriate feedback in order to understand what is happening when they share files.

The idea of providing clear feedback also resonates in the CSCW and usable
security fields, as shown in both theory (e.g., Bellotti, 1996) and practice (e.g., Cao &
Iverson, 2006). Similarly, work in personal information management showed how
additional activity cues can assist users to carry out file-related tasks (e.g., Tang et al.,
2007), particularly in group contexts (e.g., Erickson, 2006).

There are a number of ways in which file-sharing information could be presented
to users, including data about activity and system settings. The survey respondents
indicated a desire to know about activity on shared files; particularly, to know who used
them. In addition, people wanted to be sure that they knew who could access their files.
People also interacted with different groups; this suggests that it could be helpful to
support viewing sets of files associated with different groups, in such a way that is was
made clear which files each group had access to.

Maintaining a history of sharing on an object has benefits both for security and for
collaboration. For example, if a file is erroneously made too public, it would be helpful to
know whether anyone had accessed that file while it was exposed; the degree of “damage
control” depends on the degree of exposure. In collaboration, it can be useful to see what
sorts of group sharing took place over time: if a new member joins a group, it may be
necessary to determine which files were shared over the last year, to ensure that the
newcomer is given access to all the relevant documents. (That set of documents might

include, for example, some files sent over email, as well as files in shared folders.)
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Other information that could be useful is notification, to allow users to keep track
of changes in the system. For example, survey respondents demonstrated a use of
temporary sharing. In these cases, it might be beneficial to send an alert after a certain
action was detected (such as a file being downloaded from a shared directory); the user
could then have a reminder about a necessary reset. A person might also want to monitor
specific sensitive files, so that they could be aware of unexpected activity. Another useful
notification would be when access was denied: this could be due to a mistake, or to an
intrusion.

Presenting sharing information in a clear fashion is also important. There may
also be many different items shared, in multiple contexts; it could be helpful to allow a
user to create a customized view that shows only the most relevant information: for
example, “all files shared with Bob”, or “all accesses on report.doc in the past 2 months.”

Finding a way to present relevant information, so that users know what is
happening in a system (e.g., activities and settings), has been addressed in research under
the term awareness. That is, if users are made more aware of what is happening to
shared files, and what the access control settings are on shared files, this could help them
to ensure that shared files are managed correctly. Thus, this thesis research focuses on
how we can support awareness, in the context of file sharing.

The next step in developing a solution for file sharing that involves awareness is
to specify exactly what is meant by the term awareness in this context, and what the
components of file sharing awareness should be. To this end, a review of the literature in
the domain of awareness and CSCW was performed, which led to a framework to be used
in design. This framework, along with its foundations, is presented in detail in the

following chapter.
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Chapter 5. File Sharing Awareness Framework

The role of awareness in file sharing is explored in this chapter. First, the term
awareness will be defined, as it applies to this thesis research. Next, the model of
awareness described by the perception-action cycle will be presented, along with an
outline of situation awareness. These concepts have been incorporated into workspace
awareness, which originates in the CSCW domain. Frameworks of workspace awareness
have been developed for both synchronous and asynchronous collaboration; two such
frameworks will also be described in detail. These workspace awareness frameworks
were used to develop a framework of awareness for file sharing, which is described in the

final section of this chapter.

5.1 Definitions of Awareness

As a first step, it is useful to define exactly what is meant by the term awareness.
There have been several definitions proposed, because this term is quite fluid and has
been adopted by many sub-domains within CSCW and beyond (Robertson, 2002;
Schmidt, 2002 ). One simple definition of awareness was developed by Endsley (1995):
“knowing what is going on”. This is an inclusive definition, but overly broad. Gutwin and
Greenberg (2002), in their work on workspace awareness, have synthesized Endsley’s
work along with concepts of Norman (1993) and Adams et al. (1995) to derive four
characteristics of awareness:

1. Awareness is knowledge about the state of an environment bounded in
time and space.

2. Environments change over time, so awareness is knowledge that must be
maintained and kept up to date.

3. People interact with and explore the environment, and the maintenance of
awareness is accomplished through this interaction.

4. Awareness is a secondary goal in the task—that is, the overall goal is not
simply to maintain awareness but to complete some task in the
environment.

These characteristics help to define awareness more specifically, although these
elements are general enough to be applied to multiple domains (including file sharing). It

is helpful to consider these definitions in conjunction with theoretical model of

awareness, in order to illustrate its core concepts. One such theoretical model, originating
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from cognitive psychology, is the perception-action cycle, which describes how people

maintain awareness of their environment,

5.2 Neisser’s Perception-Action Cycle

Neisser’s model describes the interaction between a person and their environment,
in terms of information gathering. It is depicted in Figure 3 below; this is a combination
of a representational figure from Gutwin and Greenberg (2002) as well as the original by
Neisser (1976).

object (available
in-forgnation)*
environmen

t: Neisser’s terminology

$: Gutwin and
Greenberg's terminology

modifies samples

——————

1,‘ .
schema directs exploration

knowledget

Figure 3: Neisser's perception-action cycle, as described by Neisser (1976) and
Gutwin and Greenberg (2002)

The perception-action cycle is a “cognitive framework for the interdependence of
memory, perception, and action” (Adams et al., 1995). Neisser’s model illustrates the
interrelationship between a person’s existing knowledge and their gathering of new
information (exploration), as well as the interaction between a person and their
environment. Note that the model is cyclical: a person explores the new environment and
updates their knowledge, and their new knowledge affects the ways in which their
exploration proceeds.

Neisser’s model is useful for describing how people maintain awareness: they
begin to interact with their environment, with some understanding of the context and an
initial idea of what to look for. They explore the environment, and re-interpret their

existing knowledge based on what they discover, incorporating changes that they
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encounter (new knowledge and changes to the environment itself). This is how they
“know what is going on,” to use Endsley’s (1995) words, and how they can make
predictions on what will happen in the near future. The perception-action cycle has
proven to be a constructive model for much human-computer interaction (HCI) research,
having been applied to topics ranging from ambient displays (Wisneski et al., 1998) to
multimodal interaction (Wolff, De Angeli, & Romary, 1998).

In addition to Neisser’s model, CSCW awareness research also draws from the
field of situation awareness. As with the perception-action model, situation awareness
research identifies, categorizes, and defines the ways in which people perceive and

interact with their environment. These concepts are explored in the following section.

5.3 Situation Awareness

Endsley has developed much of the foundational work in the field of situation
awareness (SA), and provides a basic definition with three major components: “Situation
awareness is the perception of the elements in the environment within a volume of time
and space, the comprehension of their meaning, and the perception of their status in the
near future.” (1995, p. 36). These three elements can be briefly described as:

1. perception of the elements in the environment within a volume of time and
space: people must be able to gather information from their environment, and
attend to the items that are most relevant to their task

2. comprehension of their meaning: people must be able to formulate meaningful
conclusions from the environment, integrating their existing knowledge with new
data

3. perception of their status in the near future: people must be able to develop
predictions in the near term, anticipating changes to the environment and to data

A similar definition of situation awareness (in the domain of aviation) comes from
Hourizi and Johnson (2004), who break down the process of awareness into four

sub-components:

“...raw data from the environment has been
1. available...
2. perceived
3. attended to in some manner, and
4. subject to further, higher-level cognitive processing.” (p. 160)

Situation awareness has been most commonly applied to highly-dynamic

environments with high information load, such as air traffic control and tactical systems
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(Adams et al., 1995; Endsley, 1995). However, its central concepts can be applied to
other domains: Gutwin and Greenberg (2002, 2004) adapted them in defining workspace
awareness: “up-to-the moment understanding of another person’s interaction with the
shared workspace.” Gutwin and Greenberg (2002) outline two major differences between
situation awareness and workspace awareness. First, workspace awareness is a specific
type of SA, which is mainly concerned with cooperation between people; situation
awareness generally refers to a single user interacting with a workspace to complete a
domain-specific task. Second, most collaborative tasks within shared workspaces do not
involve extremely dynamic environments or information overload. However, despite
these differences, both these domains require that users be given additional information
to help them make sense of the environment in which they operate. In the case of
computer-supported collaboration, people need additional information to tell them about
the activities of others; this includes awareness information that would be readily
available if the people were working together in a face-to-face environment.

Because file sharing represents a means of collaboration, the workspace
awareness research of Gutwin and Greenberg is well-suited for developing a framework
for awareness of file sharing, File sharing involves basic aspects of situation awareness
(e.g., setting within the computing environment) as well as those specific to collaboration
(e.g., group activities on shared objects). Gutwin and Greenberg (2002) created a
framework for workspace awareness, which was developed primarily from the two
concepts described above: situation awareness, and the perception-action cycle. Their

framework is described in detail in the following section.

5.4 Workspace Awareness Framework

Gutwin and Greenberg’s (2002) workspace awareness framework is composed of
three main components: the types of information that make up workspace awareness
(WA), the mechanisms people use to gather WA, and the ways in which people use WA

in collaboration. These three elements are described below, and are depicted in Figure 4.
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Figure 4: Workspace awareness (WA) model, adapted from Gutwin and Greenberg
(2002).

5.4.1 Types of Workspace Awareness Information

This is the “knowledge” component of the framework: what the user knows, and
can interpret from the environment. Gutwin and Greenberg (2002) describe this as the
“who, where, what, when, and how” questions. Note that these elements exist in both the
past and the present: collaboration is carried out over time, and there must be
consideration of the temporal aspects of the environment.

For example, one question about “who” in the present would be “Is anyone in the
workspace?” A question about the past would be “Who was here, and when?”” Gutwin
and Greenberg (2002, 2004) provide detailed examples of these questions in their
framework discussion; these are presented in Section 5.5, in Table 20 and Table 21. The
inclusion of temporal information is also central to file sharing, as this type of interaction
takes place over varying periods of time (in both long-term and short-term

collaborations).
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5.4.2 Mechanisms Used to Gather Workspace Awareness Information
A collaborative environment provides different types of awareness information,
which the user must gather and interpret. Gutwin and Greenberg (2002, 2004) identify
three major elements of information gathering in collaboration, from both face-to-face
(physical) and computer-supported methods of interaction. The first is consequential
communication: information transferred through observing a person’s interactions within
an environment (Baker, Greenberg, & Gutwin, 2001; Segal, 1994). The second is through
artifacts—the items with which people interact, which can carry cues about the
environment. When artifacts change (e.g., through interaction), the observed change
provides information about actions that are occurring; this process is referred to as
feedthrough (Dix, Finlay, Abowd, & Beale, 2003). The third source is through verbal and
non-verbal communication, which is referred to as intentional communication. These are
the methods by which people gather information from the environment, which is
interpreted in conjunction with knowledge of such factors as the workspace, task, and
participants (see Figure 4). This updated knowledge feeds into the cyclical exploration

process, as people determine what they need to look for next as they complete their task.

5.4.3 Uses of Workspace Awareness in Collaboration
The final element of this workspace awareness framework is the set of ways in
which people use workspace awareness to carry out specific collaborative goals and
tasks. Gutwin and Greenberg (2002) have expanded upon Niesser’s model by adding a
new “action” link, as shown in Figure 4; this indicates that “people take action based on
their knowledge as well as exploring the environment.” Examples of this include
assistance (helping others carry out a task) and coordination of actions (e.g., facilitating

division of labour, preventing conflicts).

5.4.4 Summary of WA Framework
Gutwin and Greenberg (2004) have provided a comprehensive framework that
describes the components of workspace awareness and their relationship with one
another. This framework is suitable for many types of collaboration, although it most
closely describes synchronous, tightly-coupled interaction, with a small group within a
shared workspace. Examples of this type of collaboration would be a team editing a

document, or a group creating a page layout for typesetting. This type of interaction is
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fairly dynamic, requiring that awareness be maintained throughout the task in order to
promote coordination among team members. When considering the task of file sharing, it
is evident that it shares some aspects with this basic scenario: there is an environment
(containing files, with different properties), which changes as people interact with it (e.g.,
sending, accessing, and updating files). There are aspects of collaboration, where people
interact mainly through the shared artifact (the file), and in some cases, using other
communication along with the file transfer (e.g., an email message with an attachment).
There are also temporal aspects: people may interact over a short or long period, and a
particular file may undergo many changes over time. However, because file sharing is a
very limited type of interaction, and because it is mainly asynchronous, the framework of
Gutwin and Greenberg needs to be modified in order to more accurately describe file
sharing in particular.

There are two main differences to be considered. The first is that the artifacts are
extremely important in file sharing. In fact, they are the mechanism through which people
are interacting: the sharing is the focus of interaction. Therefore the knowledge
component of the framework (e.g., who, what, and how) is extremely important, because
these items describe the shared artifacts and the environment in which they are shared.
This element is already present in the basic framework, but for file sharing, it becomes
central; there is less emphasis on the “uses in collaboration”, for example, as this aspect
is much less important in a file-sharing situation.

The second major difference is the asynchronous nature of file sharing. In some
cases, files are sent with the expectation that some type of further collaboration might
immediately take place, but this is not always the case. In many instances, the sharing is
one time only, and is a one-way interaction. For example, a person might send a
document to a colleague to read, rather than to update; once the transfer is successfully
made, the collaboration is complete. In other cases, files may be updated, but this update
is not made immediately; rather, the file is sent and an updated version is returned, after
some time has passed. In many file sharing scenarios, there is no need to maintain
synchronous coordination between the senders and the recipients; what is of paramount

concern is that the item is successfully shared with the desired recipients.
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The asynchronous aspects of collaboration were explored by Tam and Greenberg
(2006), who adapted the WA framework to incorporate asynchronous tasks. They started
from Gutwin and Greenberg’s original framework, modifying it to make it more suitable
for asynchronous interaction; for example, people editing a document over multiple
sessions with several iterations. This asynchronous model of awareness has many aspects
in common with file sharing, and therefore provides a useful foundation; it is described in

detail in the following section.

5.5 Asynchronous Workspace Awareness

Tam and Greenberg’s (2006) work focuses on asynchronous change of artifacts
(change awareness), defined as “the ability of individuals to track the asynchronous
changes made to a collaborative document or surface by other participants” (p. 584).
Their focus is mainly on how people become aware of changes to a shared artifact that
are visible through inspection of that artifact, rather than through other types of
communication (e.g., an email message stating what changes have been made). As their
focus is on artifacts, this suggests their framework may be applicable to shared files.

One requirement for change awareness that Tam and Greenberg identified was to
determine what types of information were necessary for people to comprehend change in
the shared workspace. These information elements correspond to the “workspace
awareness knowledge” in Gutwin and Greenberg’s model (see Figure 4), although
modified to be more suitable for asynchronous collaboration. Workspace awareness
(WA) knowledge, as described by Gutwin and Greenberg, consists of a set of elements
that people need to track in the workspace. These elements were detailed in their
framework papers (Gutwin & Greenberg, 2002, 2004); the set of elements incorporates
both past and present occurrences, and answer questions relating to the “who, what,
where, when, why, and how” of interaction. These elements are summarized in Table 20

and Table 21 below:
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Category Element Specific Questions
who presence Is anyone in the workspace?
identity Who is participating? Who is that?
authorship Who is doing that?
what action What are they doing?
intention What goal is that action a part of?
artifact What object are they working on?
where location Where are they working?
gaze Where are they looking?
view Where can they see?
reach Where can they reach?
Table 20: Elements of WA knowledge relating to the present, from Gutwin and
Greenberg (2002, 2004)
Category Element Specific questions
who presence history Who was here, and when?

what action history What has a person been doing?
where location history Where has a person been?
how action history How did that operation happen?
artifact history How did this artifact come to be in this state?
when event history When did that event happen?

Table 21: Elements of WA knowledge relating to the past, from Gutwin and
Greenberg (2002, 2004)

Tam and Greenberg (2006) note that although the basic workspace awareness

framework is a useful starting point, there is little information about the past, given that

the original framework was more focused on the present (for synchronous collaboration).

For asynchronous collaboration, a person needs to be kept up-to-date with changes that

have happened while they have been away from the workspace, and therefore support for

history becomes much more critical. Tam and Greenberg (2006) provide a set of high-

level questions that need to be answered, such as “Who has made the changes?”” and

“When did the changes take place?” which are similar to those in the original WA

framework. These questions are summarized in Table 22 below.
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Category | Information Specific Questions
Elements
artifact-based view person-based view workspace view
where location Where was this Where in the Where have people
history artifact (when I left)? workspace has a been in the
person visited? workspace?
Where were artifacts
in the workspace?
gaze history | Where is the artifact = Where in the Which parts of the
now? workspace has a workspace have
person looked at? people looked at?
edit history | Where has this Where in the Which parts of the
artifact been during workspace has a workspace have
the time that I have person made people made changes
been away? changes? in?
who presence Who has looked at Who has this Who has been in the
history this artifact? person interacted workspace?
with?
identity Who has changed
this artifact?
readership Who made changes Who has looked at the
history with this person? workspace?
authorship Who has made
history changes to the
workspace?
what action What changes have What artifacts has  What changes have
history been made to the a person looked occurred in the
artifact? at? workspace?
What artifacts has  What artifacts were
a person changed? viewed?
What activities has  What artifacts were
a person engaged changed?
in?
how process How has this artifact = How has a person How has the
history changed? changed things? workspace changed?
outcome
history
when event When was this When did a person  When were changes
history artifact changed? make changes? made to the
When was a When did a person  workspace?
particular change to make a particular When did a particular
this artifact made? change? change in the
In what order were In what order did workspace occur?
changes made to this this person make In what order did
artifact? changes? changes to the
workspace occur?
why cognitive Why was this artifact Why did a person Why was that change
history changed? make that change? made in the
workspace?
motivational
history

Table 22: Elements of asynchronous workspace awareness, from Tam and
Greenberg (2006)
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However, Tam and Greenberg (2006) also add a novel dimension to the
framework, by including support for different views of the workspace. They describe how
a person may need to gather information on changes by querying the workspace from
different perspectives, in particular, from:
¢ the artifacts that exist in it (artifact-based view)

e the people who work within it (person-based view), or
e the workspace as one locale or a collection of related locales (workspace-based
view)

The idea of locales and the workspace-based view require further explanation: a
locale, which originates in the work of Fitzpatrick (2003), is defined as a “place that
arises from the use of space and its resources by and for a particular group of people.”
Fitzpatrick developed a locales framework to be used in CSCW. A central component of
this framework is support for individual views: because people work in many different
social worlds, with different tasks and groups, there is a need to support a “viewset” that
is organized according to a person’s current task and needs (Greenberg, Fitzpatrick,
Gutwin, & Kaplan, 1999). In addition to locales, Tam and Greenberg refer to Berlage and
Sohlenkamp’s (1999) artifact metaphor. This metaphor incorporates a “common artifact”
which gathers and displays activity information in order to support group awareness. The
types of information in the artifact are quite similar to the “WA knowledge” elements,
such as “who is doing something.”

Starting from the original WA framework, and related work on locales and the
artifact metaphor, Tam and Greenberg (2006) created a set of elements for asynchronous
WA. Because these elements are highly relevant for developing a file sharing framework,
they are presented in full in Table 22.

These elements can be applied in designing a variety of CSCW systems. Tam and
Greenberg (Tam, 2002; Tam & Greenberg, 2006) used them to provide awareness
support in a collaborative drawing system, which displays such information as where a
figure has been moved from (before its current location), and who performed this
movement. The drawing system also provides filters to give users an individualized view
that includes the information of most interest, such as all changes made by a certain

person (person-based view) or all changes to one drawing element (artifact-based view).



61

5.6 Summary of Awareness Definitions and Frameworks

There are several related threads running through the research summarized above,
all of which relate to awareness and many of which involve collaboration. The major
ideas from that work will now be recapitulated, in order to emphasize how each piece of
work contributes to the development of awareness frameworks. This outline will be
followed by a discussion of how these elements can be applied specifically to support
awareness in the file sharing domain.

Through the perception-action cycle of Neisser (1976), and the field of situation
awareness (particularly the work of Endsley (1995)), the core elements of awareness have
been identified. In particular, people perceive elements of the environment, which are
gathered through exploration. A person’s existing knowledge is modified through
interaction with the environment, and this cycle continues as new knowledge directs
further exploration. In this way, people maintain awareness of the environment with
which they interact.

Gutwin and Greenberg (2002) expanded this basic awareness model to include
collaboration, which requires awareness of other people. In their framework (called
workspace awareness, or WA), several facets of awareness were identified. Specifically,
they described types of WA knowledge, mechanisms used to gather WA knowledge, and
ways in which WA is used in collaboration. Of these elements, the one with the greatest
relevance to file sharing is WA knowledge: it incorporates artifacts (such as files) and
events on artifacts. Another vital aspect is that WA knowledge includes both the past and
the present, which applies to the temporal nature of file sharing.

Tam and Greenberg (2006) adapted the workspace awareness model so that it was
more suitable for asynchronous collaboration. The aspect that they focused on was that of
WA knowledge, in terms of change awareness: noting and interpreting changes that have
occurred when a person returns to a shared workspace after an absence. Two central
elements in this model were the use of history, and support for individualized views.
Being able to view history helps users to maintain awareness in asynchronous
collaboration. In addition, individualized views (in particular, artifact-, person-, and
workspace-based views) allow a person to group related items in a way that helps them to

make sense of events, and to view only the most relevant details.
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Because file sharing is a collaborative activity that is often asynchronous, this
model can be readily adapted for file sharing awareness. In particular, a shared file
gathers a “history” over time, when shared with multiple people in multiple contexts. In
addition, individualized views allow a person to group and filter files in different ways,
such as showing details for one file (artifact-based), or viewing the set of files shared
with a specific colleague (person-based).

There are several valuable components and ideas within this research that can be
applied to a framework for file sharing. Of greatest relevance are the ideas of improving
knowledge by presenting data from the environment (such as the workspace ideas of
“who” and “when”); of supporting both the past and the present (temporal aspects); of
providing extensive history information (such as event and artifact history); and of
supporting individualized views. These ideas are incorporated into the file sharing

awareness framework described in the next section.

5.7 File Sharing Awareness Framework

Adapting the previous research on awareness to the domain of file sharing leads
to the framework depicted in Figure 5 below. This framework, as well as the
accompanying figure, borrows heavily from Gutwin and Greenberg’s workspace
awareness model (from Figure 4). Three of the components—environment, knowledge,
and exploration—are from Neisser’s model, with the addition of “action” from Gutwin
and Greenberg’s workspace awareness model. The user maintains awareness through a
cycle: as shown in Figure 5. This model incorporates knowledge, which is gathered and
interpreted, and exploration of an environment, through which the user determines
what to look for next. These elements constitute awareness, which is used in managing

file sharing.
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Figure 5: Awareness framework for file sharing
There are two major components to the file sharing awareness framework that

require more detailed discussion. These are the first and second elements of Gutwin and
Greenberg’s framework (see Figure 4): 1. WA information, and 2. ways of gathering that
WA information. These are the components (from Gutwin and Greenberg’s framework)
that have a significant influence on a framework for file sharing. The “uses” component
is task-driven and domain-specific, and therefore outside the scope of this discussion. The
focus here is on the other two components, which are strongly influenced by the shared
artifacts of file sharing: the information about shared files, and the ways of gathering that

information. These two aspects are described in detail in the following sections.

5.7.1 Information about Shared Files
The elements of workspace awareness, as described above, can be applied to the

types of information that people need to know about their shared files. This information
includes elements of the computing environment (e.g., properties of shared files) and
activities of other people on common shared files. There is also a temporal nature to file
sharing awareness, including aspects of both the past (history of activities on a shared

file) and the present (current settings and activities). Because a file may persist over time,
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a person might forget what interactions they had with it, such as who they sent it to, and
therefore a file’s history becomes important. As in the work of Tam and Greenberg
(2006), individualized views are supported, including artifact-based and person-based.
Artifact in this case refers to a file, or set of files, within the context of sharing. A set of
files may be related to one another in a variety of ways: a person may wish to group and
view all files that are part of one project or originating from one company, or all those
that include the keyword “confidential.” Because all the artifacts in this framework are
files, the term file will be used instead of artifact, simply for the sake of clarity (i.e., there
are no other kinds of artifacts to consider). Person, within the file sharing context, can
also be a group of people (e.g., a file is emailed to four people). Note that the singular
terms file and person, rather than files and group, will be used in the framework, with the
understanding that the underlying examples may be extended to the plural case.

The resulting awareness framework has two types of customizable views (file and
person) and two temporal aspects (past and present)'. These components are summarized

in Table 23 and Table 24 below, followed by a more detailed description of each element.

Specific Questions
Catego Information . ,
gory file-based view person-based view
Elements
where location Where is this file?
who accessibility | Who can access this file?
presence Who is accessing this file?
what accessibility What files can this person access!?
action What actions can be taken on What actions can this person
this file? take on this file?

Table 23: File-sharing awareness elements relating to the present. Adapted from
Tam and Greenberg (2006).

! There is also a “future” aspect, which is a minor part of this framework and deferred for later discussion.
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Specific Questions

Category Lr;formatlon file-based view person-based view
ements
where location Where has this file been located?
history
who access Who has accessed this file? What files has a person
history Who has a copy of this file? accessed?
what action What actions have taken place What actions has this person
history on this file? performed on this file?
how distribution | How has this file been How has this person received
history distributed? files?
What files have been distributed
to this person?
property How has this file's properties How has a person changed a
history changed? file’s properties?
when event When was this file distributed? When was a file sent to this
history person?
When has this file been When did this person access a
accessed? file?
When was this file created? When did this person create
When have this file’s properties | files?
been changed? When did a person change a
When was a particular change to | file’s properties?
this file made? When did a person make a
particular change?
why cognitive Why was this file shared? Why was this file accessed?
history Why were this file’s properties Why did this person change a
changed? file’s properties?

Table 24: File-sharing awareness elements relating to the past. Adapted from Tam

and Greenberg (2006).

These tables provide a high-level overview of the types of information that can be

collected and displayed about file sharing: properties of the file themselves, the people

with whom they are shared, and activities on shared files. This set of elements was

derived by taking the framework of Tam and Greenberg (2006) and adapting it to the

domain of file sharing. These elements are described in detail in the following section.

5.7.2 Elements of File-Sharing Awareness

The elements in the above tables are divided temporally into the past and present.

One way in which this difference is vital is when considering the approach used to share

files: “push-oriented” versus “pull-oriented” approaches (Voida, Edwards, Newman,

Grinter, & Ducheneaut, 2006). A push approach is when the sender actively delivers the
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file to the recipient, such as an email attachment or on a USB key. A pull approach is
when the recipient retrieves the file from an accessible location; an example would be a
file placed in a shared folder. Files that are distributed in a push manner generate a
history of discrete sharing events, for each instance of the file being pushed; this means
that the past is the place to look for this sharing information. In contrast, the pull
approach requires that files be left in an accessible location to be downloaded in future,
which makes the present settings of great relevance. Of course, there is some overlap
between the categories, where the same files may be both pushed and pulled, but these
basic distinctions help to illustrate the types of information that are most relevant in each

case.

5.7.2.1 Elements Relating to the Present
The first set of awareness elements is concerned with the present state of file
sharing: what files are currently accessible to others, and what activities are currently

occurring. These elements are as follows:

location: knowing where a file is can help a person determine whether or not it is
accessible to the right set of recipients. For example, a file on an internal file server that
is blocked from external access will only be available to internal employees.

access: the question of “who can access this file” is crucial to file sharing; answering it is
the means by which we determine whether our files are sufficiently public or private. The
term access is used here in an operating systems sense: for a user to perform an action on
a file, the file permissions for that file must be configured to allow that user to access it
(Sandhu & Samarati, 1994). The set of people with access to a given file can range from
“no one else” to “everyone”, with many different subgroups in between. This question
can be looked at in two ways: given a file, who can access that file; and given a person,

what files can that person access?

presence: if another person is currently using a file, this indicates that access was
successful (whether or not it was intended by the sender). In addition, if another person is
using a file, then that file cannot generally be modified by other people; if changes were
necessary (such as file permission updates), these changes would have to wait until the

file was inactive again.
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action: in this case, actions on files are those that can be performed by the file system,
and are very coarse-grained. Examples include read, write (modify), and delete. (This
does not include specific actions on the content of the file, such as editing a specific
portion of the file.)
5.7.2.2 Elements Relating to the Past

The second set of elements is related to the past state of file sharing: how a file
has been shared over time, and with whom, and what sharing-related actions have taken
place on that file. There are several more questions regarding the past than the present,
owing to the fact that events over time involve more detailed information than a snapshot
of the present does. As in Tam and Greenberg’s (2006) asynchronous model, the

elements are all described in terms of a file’s “history.”

location history: knowing where a file has been stored (e.g., which directories or file
servers) can indicate whether it had ever been accessed by the appropriate groups (or by
unwanted parties). When this information is used in conjunction with access and event
history (below), it provides feedback as to whether the file had been appropriately shared
over time. For instance, if the file was on a public server for five minutes, but was not
accessed during that period (before it was removed), then accidental file leakage is

unlikely because the mistake was caught in time.

access history: the access history reveals who is using shared files. This information
helps a person to determine whether sharing has been correctly configured: for example,
if more people are accessing the file than expected (too public), or fewer people than
expected (too private), then the settings could be repeatedly reconfigured. Access history
is also key to supporting “social access control” (Bellotti, 1996), in which a person may

be willing to configure lax controls so long as they know who is accessing their files.

action history: the action history involves simple events on shared files, such as read and
write. This is closely tied to access history, but can provide more detail about the specific
action that was taken. For example, when a file is accessed, it may be read, but not
modified. Actions can also include failed actions, such as an attempt to write; this could
indicate that permissions are set too tightly (if a colleague was unable to write), or that

they are correct (if an unknown person attempted to write).
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distribution history: given that files are sent in many ways, it may be difficult to
remember all the instances of file sharing and its associated context. Sometimes, when
people send a file, they send some associated information with it; an email attachment,
for example, may contain a conversation that relates to the shared file (Duchenaut &
Bellotti, 2001). Knowing that a file was emailed, or sent over IM, could cue to the user to
refer to the associated conversation (e.g., email message) for further information.
property history: this is a lesser source of information, and refers to changes that have
been made to the basic file properties over time. This includes items such as file
permissions; the history would show, for example, when a file was made more or less
accessible to others. It would also show when other people changed the properties; if this
change was unexpected, or an error was made, then this information would indicate who
should be contacted for clarification or corrections.
event history: this is a broad set of information relating to the “when” aspect of file
sharing, revealing the timestamps on actions. Many of these events have been described
above. In many cases, the exact time is not relevant: it is more important to know whether
or not a specific event happened at all. However, time can sometime be useful for clarity;
it allows for ordering of events (useful for cognitive history, below) and can show how
actions relate to one another.
cognitive history: the final element from adapted from Tam and Greenberg’s (2006)
model is cognitive history. This is a high-level concept, by which a person attempts to
answer the question “why” in relation to file sharing. This is not reflected directly in the
environment, but is partially derived from information gathered from that environment.
For example, to answer to the question “why were this file’s properties changed?,” one
might see that a file read access failed (access history), followed by a change of file
permissions (property and event history). This series of events shows that the original
settings were too restrictive and therefore the person needed to open them for access.
5.7.2.3 Elements Relating to the Future

Note that both the past and the present have been described in this framework, but
that the future has not. The reason for this is that the future is quite different from the past
and present: if events have not yet taken place, and there is no explicit information about

them. Users may anticipate that certain actions will occur, but these expectations are not
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actual events in the environment. For the most part, the anticipation of future events is
based on the current state of the environment; as time passes, the future eventually
becomes the present. Therefore, the file sharing awareness elements relating to the
present accommodate much of the future as well.

However, one additional aspect of the future can be incorporated into this
framework. In the “push” model, a file is placed in a location with the expectation that it
will be accessed in the future. This would be asynchronous interaction: there is a gap
between the sender making the file accessible, and the recipient actually accessing the
file. If users wish to be notified of this future event, they would set an alert. This alert is
created in the present, for a future time. Unlike the aspects of the past and present, this is
quite a simple item, and therefore it does not require individualized views. Instead, the
user can simply be shown a list of future notifications: that is, events that they wish to be

informed about, which have not yet occurred. This element is listed in Table 25.

Information Element Specific Question
future events What sharing-related events do | wish to be informed of in
future?

Table 25: File-sharing awareness elements relating to the future

5.7.2.4 Summary: Awareness Information

The above model encompasses many elements that work together to support
awareness of file sharing. It is based predominantly on the CSCW work of Gutwin and
Greenberg (2002, 2004), and Tam and Greenberg (2006) in their research on workspace
awareness. The above elements form one part of the basic framework: the information
about shared files, and interaction with shared files, which can be made visible in the
interface. Making this information readily available allows users to answer questions
such as “What files has a person accessed?” and “What actions can be taken on this
file?”. This information has a temporal aspect, including the past, present, and future. For
past and present information, details are presented via individualized views that reflect
the perspectives of artifacfs (files) and people. The future is also incorporated (although it
is a minor aspect), by allowing users to view a set of planned notifications of future

events that are relevant to file sharing.
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Returning to the cyclical awareness model (as depicted earlier in Figure 3), we see
that these elements work together to provide an up-to-date view of file sharing settings
and events, through their presentation of the environment and the user’s explorations of
that environment. There is a second component to the framework: how the user gathers
this perceptual information, as shown in the original WA framework in Figure 4. This

component will be described in the following section.

5.7.3 Gathering Perceptual Information for File Sharing

When people interact with information from the environment, there are two
aspects of the framework that are involved: the means by which people explore the
environment, and the ways in which they gather perceptual information. The exploration
is directed by “what to look for next”, which influences the types of perceptual
information that are sought from the environment. There are three major ways to explore
file sharing information, with a corresponding set of three methods to gather perceptual
information. These methods were outlined in Figure 5 and are presented again in Table
26 for clarity. The items listed in column 1 were presented in Figure 5 as “determine

what to look for next”; those in column 2 were presented as “gather perceptual

information.”

When exploration is directed by: then information is gathered through:
background awareness feedthrough on artifacts

explicit queries individualized views

selective attention to events notifications

Table 26: Relationship between exploration and information gathering, from file
sharing awareness framework. These elements were presented earlier in Figure 5.

To avoid confusion, a clarification of the term exploration is provided here,
because this word refers to different concepts in different research domains. For this
framework, the term is used in the cognitive science sense, because it is rooted in a
cognitive model: the perception-action cycle (Neisser, 1976). Within that model,
exploration means to gather new information from an environment (Neisser, 1976). This
is similar (although not identical) to the information retrieval sense of “exploratory

search,” in which a person is collecting information for learning and investigation
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(Marchionini, 2006). However, in the awareness framework, explicit queries (to retrieve
information) represent only one of the possible ways of gathering new information,; thus,
exploration is more broadly applied.

Exploration is directed by background awareness (i.e., general knowledge of what
is going on in the environment), by asking explicitly for certain information about the
environment, or by having attention drawn to specific events. There is a corresponding
set of ways to perceive the environment for each of these factors.

To maintain background awareness, the user can rely on feedthrough (change in
artifacts), which indicates relevant changes in the environment on an ongoing basis. For a
person who is trying to maintain a general awareness of file sharing (e.g., keeping on top
of events and settings), feedthrough provides a means of tracking changes and presenting
simple information about the state of the environment. For example, suppose a colleague
made a file accessible to the rest of the team. If this change is reflected in the
environment, through a change of file icon, for example, then the user could note this
change of icon when exploring the file system. In this case, no explicit request for
information was required; awareness was supported simply by noting changes in the
environment, which could happen when engaged in other tasks.

For explicit queries, individualized views provide a means for clearly presenting
the requested information, such as file-based or person-based views. If a user wanted a
specific piece of information, they could use individualized views (in conjunction with a
query system) to view the relevant data. One example would be to check which files were
being shared with Karen (i.e., to see whether she has access to the file that I wanted her to
download). This query would produce a list of such files, which would answer the user’s
question about file sharing information. The individualized views allow for flexibility in
creating sets of files matching certain criteria, which is necessary given that files are
shared in many contexts. As shown in the set of file sharing awareness elements (e.g.,
Table 23—Table 25), possible queries might include person-based questions (“what files
can this person access?”) or file-based questions (“when was this file distributed?”).

Finally, for selective attention to events, notifications can be provided (e.g., alerts)
when an event of note occurs. For example, if a user needed to know when Karen

downloads the file, they could define an alert for notification of the event. (They may, for
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example, wish to know this event happened so that they can delete the file from a shared
area.) Because file sharing is dynamic, and often temporary (as shown by the survey
results in Chapter 3), having a means for highlighting events of particular importance

could assist users in making required changes.

5.8 Summary

This chapter has described theories underlying awareness research, particularly in
the CSCW domain, which enable an understanding of how awareness can be supported
within a file sharing context. Existing research has been adapted to develop a framework
for file sharing awareness, which incorporates information about shared files as well as
the means for gathering that information.

Within this framework, three elements were identified as the means through
which file sharing information is gathered: feedthrough, individualized views, and
notifications. These elements are not currently well-supported in the everyday contexts
in which most people share files. One goal of this thesis research is to provide awareness
mechanisms and determine how well they assist people in managing shared files. In order
to do this, these elements (e.g., feedthrough) need to be instantiated into a specific design,
which can be formally evaluated. Further research identified how these items could be
operationalized through particular application designs, including a file manager and a

specialized file sharing console. These designs are described in the following chapter.
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Chapter 6. Designing for File Sharing Awareness

The file sharing awareness framework outlined some elements that could help
users to keep track of their shared files, such as feedthrough. The challenge is how to
incorporate those elements into tools, using a fully-realized design. The framework was
used to create a preliminary design for file sharing tools: an augmented file manager and
a specialized console. These two components (the file manager and console) are
discussed in this chapter. The first section discusses the reasons for adapting a file
manager as the means for supporting shared file management. Next, a description of core
file manager characteristics is presented, followed by a description of how file sharing
features can be incorporated into file managers. The preliminary design for the file
manager (including a separate console window) is illustrated, which includes these file
sharing features. Finally, a set of icons and terms is introduced, a subset of which were

selected for inclusion in the final version of the file manager design.

6.1 Selecting a Tool for Presenting File Sharing Information

The framework elements for file sharing—feedthrough, individualized views, and
notifications—could be implemented in a number of different ways. The first step in
applying these elements to a concrete design was to decide how to implement these
features. One approach would be to create a new application with these features, which
could be designed from scratch to include file sharing functionality. However, software
tools have already been created that provide a foundation to build on: specifically, file
managers. Leveraging existing file management tools has advantages. In particular, users
already manage their files using these tools, and therefore the additional features can be
added to a familiar tool, used frequently to carry out file-related tasks. Adding file
sharing features to a file manager would make this new functionality convenient, and

would not require users to learn to use a completely new type of technology.

6.2 Characteristics of a File Manager
A file manager is a core tool for interacting with the file system, being a program
“which provide[s] file management services, allowing users to delete, copy, move, name,

back up, search for, and view files.”(file management, 2006). Examples of file managers
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include Windows Explorer (for Microsoft operating systems), Finder (for Apple
operating systems) and Dolphin (for Unix/Linux).

Each of these programs displays filenames in a list or graphical representation
(e.g., icons), along with information about that file, such as its size and modification date.
File managers are generally customizable, allowing the user to select which details are
displayed. For example, Windows Explorer for XP provides a “Details” view that
displays multiple columns of file information; thirty-three column types are built-in,
including “status”, “attributes”, and “owner”, and this basic set can be extended by
installing file system utilities for additional information (such as folder size). A
screenshot of this view is shown in Figure 6.

Because file managers are the core tools that people use for interacting with files,
they are the central source for file information. Therefore, additional information, such as
file sharing information, could be added to the list of items that a file manager displays.
Additionally, users interact with a file manager when browsing through their files; for
example, to locate specific information or a specific file. These browsing events give
opportunities for supporting background awareness: when users are navigating the file
system, file sharing information could be automatically displayed, allowing them to see
this information “at a glance,” without even having to explicitly search for it.
Augmenting a file manager with file sharing features is therefore in keeping with user

practice, and allows for easy access to information in a relevant context.

6.3 Information Displays in File Managers

There are a few ways in which information is displayed in file managers.
Primarily, information is presented as text (including numbers), and through graphics
(usually icons or thumbnails). In some file managers, this information is listed in
columns. For instance, in the Windows Explorer example in Figure 6, there are six
columns of information, primarily text, with file type icons to the left of each filename.

More information can be displayed by adding columns, although the number of columns

that are visible at once is limited by the width of the screen.
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In addition to columnar information, pop-up windows can be used to temporarily

display small amounts of file information. These pop-ups (also called infotips) are small
windows with text that appear only when the user hovers the mouse pointer over a
specific object, such as an icon (Microsoft Corporation, 2008); this window is depicted in
Figure 7. The pop-up window can occlude other items in the file manager window,
making it suitable only for temporary (and small) displays of information. However, this

feature does provide an alternative means of presenting additional file information.
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File managers can also be used with supplementary windows, either for
displaying more information than can fit in the main file listings window, or to support
additional file management features. One example of this is the “Properties” feature in
Windows Explorer: by right-clicking on a file and selecting “Properties” from a menu, a
new window is launched that lists detailed file property information, as depicted in Figure
8. This window also provides features for performing file tasks, such as changing the

default application used to open this type of file.
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These three ways of presenting information—Ilistings of text and icons, pop-ups,
and supplementary windows—are the means by which file sharing information can be

displayed, when it is incorporated into existing file managers.

6.4 File Sharing Information and Features to Include in File Manager

The previous section described Aow information is displayed in a file manager; it
is also necessary to choose what file sharing information should be displayed, and what
features to add. In keeping with the file manager model described above, the main listing
(of columns) contains information, while any new functions (such as search) would be
included in a supplementary window.

The survey results, and the related work on file sharing, indicate what types of
information are most useful to present in the file manager. Survey respondents (as
described in Chapter 3) indicated a need to know who has access to a shared file (in the

present), and who Aas had access to it (in the past). As discussed in Chapter 5, file
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sharing includes push-oriented and pull-oriented approaches, such as copying a file to
others over email, versus placing a file in a folder and setting permissions to allow
sharing. However, these means of sharing are quite different, and therefore the events and
settings for push and pull must be presented distinctly. For example, a push event (e.g.,
emailing an attachment) creates a copy of a file, which may be distributed outside the
local file system. In contrast, for a pull event, all actions take place on the same instance
of the file (in the local file system). Separate columns for push and pull oriented events
serve to make that distinction clear. Additionally, to know who currently has access, and
what actions they can take, users need to be able to view the file permissions.

Therefore, to provide a complete account of who has access (past and present), it
is necessary to display the push events as well as the pull events, and the file permissions,
all of which indicate who has access to shared files (and the file actions that can be
performed), along with information about past accesses to shared files.

Note that some of this information may not be available in a single file manager
listing, because file managers only list information about files in a specific folder. If, for
example, the user wants to view all files shared with a certain group, those files may be
stored in multiple folders. As described in the awareness framework, providing a feature
for individualized views would address this problem. A query feature would allow users
to search for all files matching certain criteria (such as “shared with group X”), which
would display that exact set of files, no matter where they were stored.

This functionality is best addressed through a supplementary window, for two
reasons. First, the main file manager listing (e.g., the columns) is designed to display files
stored in the same folder: displaying a mix of files from different folders would likely be
confusing, unless this display were presented in a separate window. Second, creating the
set of files requires a query feature; as described above, additional file management
features are generally supported in supplementary windows, where the appropriate
interface features can be provided.

One additional feature, which could also appear in a supplementary window, is
notifications. As the survey data indicated, file sharing is dynamic, and users sometimes
need to have events brought to their attention. In keeping with the awareness framework,

this function is realized by notifications. The file manager can allow users to create and
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edit alerts for events of interest; a pop-up message could appear when that event
happened, to notify the user.

The previous sections outlined the means for presenting information in file
managers, as well as the types of file sharing information and features that would be most
beneficial to provide in a file manager. In order to apply these elements in practice, they
must be realized as part of a fully-formed file manager design. This process was
completed to create a file manager design based on Windows Explorer for XP; the design

is detailed in the following sections.

6.5 Adapting a File Manager Design: Windows Explorer for XP

For this research, the design of a file manager for file sharing was based on
Windows Explorer for XP, mainly for purposes of formal user evaluation. Creating an
entirely new file manager would require that study participants would need to learn to use
an entirely new application, making it extremely difficult to isolate and evaluate only the
file sharing features of that file manager. Thus, it was decided to adapt a commonly-used,
established file manager. At the time the preliminary design was created (June 2007),
Windows XP was the most prevalent operating system: it had an estimated 82.25% of the
market share, according to a leading market researcher (Net Applications, 2007). As well
as being the most commonly-used operating system, Windows XP was also well-
established, having been released in October 2001. Therefore, the built-in file manager
for this operating system—Windows Explorer for XP—was the best application on which
to base the new design. Note, however, that the design choices made here are not limited
simply to Windows Explorer (or even the Windows XP operating system): they can be
readily adapted for other file managers and systems.

The “Details” view of Windows Explorer (as depicted in Figure 6) provided a
good model to build on, as it allows users to view multiple details about files, including
file sharing information. Only a limited amount of information can be seen at a glance in
the Details view. (The exact size depends on screen size and resolution; the height of
each row is 17 pixels.) With these constraints, priorities must be set as to which
information is most important to include in the display. This information may change
depending on the exact context of use; it is beneficial to allow users to customize this

display, choosing the information of greatest importance to them. However, for the
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purposes of evaluation, a standard design prototype was developed, one that presents
identical information displays to all study participants.

As described in Section 6.4, information about who has access should be
displayed, which includes push and pull events (file history), and file permissions (who
currently has access). Three new columns were created for Windows Explorer in order to
display this information: one each for pushed (called “sent”) and pulled (called

“accessed”) events, and one for file permissions.

6.5.1 File Listings: Icons for File Sharing Information

A complete file events history cannot not be shown in the limited space provided
by Windows Explorer: instead, it can display visual indications of the amount of
interaction that has occurred over the lifetime of the file. This approach was inspired by
the social navigation ideas of DiGioia and Dourish (2005), who suggested that “digital
wear” on files be displayed, to indicate the degree to which those files have been used by
others. For this file manager design, there is a simple pair of indicators: a number,
representing the number of events (e.g., sends), along with an icon for that activity. (If no
icon or text appears for a specific file, then no sharing action has occurred.)

The reason for including a graphical icon with the number is to promote
background awareness. Findings from information awareness displays indicate that
graphical displays better than text-only displays for helping users to notice and recall
information (Plaue, Miller, & Stasko, 2004). Therefore, given than the file manager needs
to convey information “at a glance”, graphical indicators of activity should help attain
this goal. There are a variety of visual means for conveying this file activity information;
an example of an early paper prototype design is shown in Figure 9 , which includes

some sketches of preliminary icon ideas.
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Figure 9: Early design sketches for file manager, showing a variety of possible icons
for file events and permissions.

In addition to indicating file activity, icons can also be used to provide a summary
of file permissions. In this design, they are used to indicate the scope, or degree, of
sharing: that is, to communicate the general size of the pool of potential recipients: a
single user or group, multiple users or groups, or everyone (also referred to as “all” or
“others”). These five general groupings—user, users, group, groups, everyone/all—
correspond to the fundamental permission settings for accounts in most operating systems
(Allison, Hawley, Borr, Muhlestein, & Hitz, 1998). For a shared file, between one and
three icons could be shown, depending on how permissions can be configured (e.g., one
user, and two groups). Displaying these users/group icons summarizes the degree of
sharing, allowing users to maintain a general sense of how public or private a particular
file is.

6.5.2 File Manager Popups

A small amount of information can also be provided through pop-ups. Pop-ups
are used in the expanded file manager to display two types of information: recent file
events, and file permission details. If users hover over the icon for “sent” or “accessed”,

they can view details about the most recent sharing event on that file. For “sent”, this
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consists of the date of the event, the method used to send the file (e.g., instant

messenger), recipient information (e.g., email address), and, if applicable, some

contextual information from the sending application (e.g., subject line of the email). For

“accessed”, information is displayed about the date and time of the most recent access,

the type of action taken (e.g., read), and the name of the user who performed that action.

For file permissions, the pop-up lists the actual user and group names (of those
who have access), along with the rights for each user and group. This list can be quite
lengthy, especially in cases of complex access control lists, so the pop-up was capped at
40 characters to ensure the pop-up does not obscure most of the file manager window.
Complete file permission details can be obtained by opening the sharing console, as
described in the following section.

An example of a pop-up is shown in Figure 10, which shows a paper prototype
created from early sketches, which was later refined through user evaluation and design
activities (detailed in the following chapter). This prototype shows the three new
columns, a “placeholder” set of icons, and a pop-up for the Sent column, detailing the

most recent sharing event, in which the file was sent as an email attachment.
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Figure 10: Paper prototype of the file manager, illustrating the basic design. Note
the pop-up that provides details about the most recent “sent” event.
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6.5.3 Supplementary Window: Sharing Console

Because a limited amount of file sharing information can be displayed in the file
manager, and because specialized functions (such as individualized views) cannot be
fully supported within the file manager, it was necessary to add a second window for
these purposes. A sharing console was developed to fulfill this need, one that can be
launched from the file manager when required. The sharing console includes the elements
of individualized views and notifications, as well as providing more detailed information

on file permissions and events. These features are detailed in the following sections.

6.5.3.1 Query Feature

As presented in Chapter 5, individualized views are supported by explicit queries.
That is, if users want to generate a particular view of their files, they can do so by
creating a query that identifies and displays a set of files matching the desired criteria. A
sample query might be “Which files are shared with Tom?”, which could consist of files
stored in different folders within the file system (as well as those sent over email),
brought together in a single integrated list.

A broad set of questions about file sharing was enumerated in Chapter 5, such as
“How has this person received files?”, which are grouped under “person-based” or “file-
based” views. Thus, searching by “person/group” is included in the initial console
design, as well as “file property” (e.g., permission type). Also included is “keyword”,
which allows for a more generic search, if desired (e.g., files containing the word

“classified”). In all these cases, a set of files matching the given criteria is generated.

6.5.3.2 Detailed File Information: History and Permissions

The file-based view also requires that detailed information about specific files be
made readily available, for answering questions such as “What actions have taken place
on this file?” A subset of this information is visible in the file manager, but more
complete information must also be available. The console design includes the full sharing
history of a file, which includes “send” (push) events as well as file system pull actions
(e.g., read and write). In addition, complete file permission information must be
presented; for simple cases, this can be displayed in the file manager, but as described
above, there are cases when there is too much data to present within the file manager.

Therefore the console can be used to display these permission details, along with event
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history, to give a comprehensive view of a file. As discussed in Chapter 5, this
incorporates elements of the past (the file history) as well as the present (current
permissions).

6.5.3.3 Alert Feature

The third (and final) element of the awareness framework—mnotification—is
another feature included in the sharing console. Users must be able to identify events of
interest on files, and configure an alert to inform them when the event happens. This
configuration feature, along with a list of active alerts, is supported in the console. Note
that the alert itself does not appear within the console, because users would not see it
unless they were working with the console at the exact moment that the event occurred;
instead, a separate pop-up window appears to let the user know that the event of interest
has transpired.

These components—the query feature, the detailed file information, and the
notification feature—are included within a single tool, as shown in Figure 11. The
inspiration for the console design came from desktop search tools, particularly Windows
Desktop Search (Microsoft Corporation, 2006) and Microsoft Research’s PHLAT
(Cutrell, Robbins, Dumais, & Sarin, 2006), both of which display sets of files (from
various folders on disk) satisfying specific criteria. Users can interact with the console in
different ways: they can bring up detailed file information in it (either via the file
manager, or by using the “view another file” button), or can perform a search for specific
files, or manage their alerts (view, create, or edit). When a query is performed that returns
a set of matches, the user can view details for each of those matching files. This is
illustrated in Figure 11: the user looked for files shared with, or sent to, alice, and a list
of matches was generated. Clicking on the filename quarterly_report.doc brought
up the permissions and event history for that file, in the panel beneath. In this way, users

can easily bring up additional relevant sharing information within the same window.
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Figure 11: Preliminary design for Sharing Console

Note the detailed file information presented in Figure 11, on the lower left, for the
file quarterly_report.doc. The filename is shown, with some basic file details, such
as size. The full file permissions are presented next, for each user and group; in this
example, the access rights for alice and bob are shown. The complete history is listed
in the panel beneath the permissions: in this example, there are five events for this file,
consisting of two sends (emails), and three accesses. For each event, a time, event type,
and user or recipient name are provided.

On the right side of the console is the “Alerts” panel, which lists the active alerts
and allows the user to modify current alerts and create new ones. Figure 12 shows the

preliminary design for the add/edit feature, as well as the pop-up notification message.
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Figure 12: Notification feature: editing window (left) and notification window
(right)

6.6 Synopsis of Preliminary Design and Unresolved Design Issues

The elements from the awareness framework were incorporated into a preliminary
design, which included a file manager and a sharing console. The file manager design,
which is an extension of the Details view of Windows Explorer for XP, includes three
columns dedicated to file sharing information: “sent”, “accessed”, and “shared with”. The
“sent” and “accessed” contain icons indicating that sharing activity has taken place on
specific files, along with the number of times that action has occurred (e.g., “sent 4
times”) for each file. Additionally, pop-ups provide information about the most recent
event, such as date and recipient. The “shared with” column displays graphical
representations of file permissions, with icons indicating the scope of sharing (user(s),
group(s), and/or everyone), along with pop-ups that provide more specific details about
those permissions (e.g., user and group name, rights).

The file sharing designs presented in this chapter were preliminary versions.
During the design process, a number of issues arose that required clarification before
implementing the design for testing. For example, it was not clear what a good choice of
icons was be for the file manager, to convey such ideas as “user” or “sent.” Similarly, it
was not known if the terminology used in the column headings for push-oriented and
pull-oriented events would be understandable. These questions were addressed through a
user-centered design study (described in the following chapter), but before this activity

could be conducted, sets of potential icons and terms needed to be generated to be used in
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the study. These icons and terms, and the process used to select them, is described in the

following section.

6.7 File Sharing Icons and Terminology
6.7.1 File Sharing Icons

The file manager design included icons in the columns for “sent”, “accessed”, and
“shared with.” The icons in this design need to represent both file-oriented activities and
person-oriented concepts. Seven icons needed to be selected for the final design. Two of
these icons would represent push-oriented and pull-oriented sharing activities (sent and
accessed), as described in the previous chapter. Five additional icons were required to
indicate with whom a file is shared: user, users, group, groups, and everyone. One design
goal was to ensure that there would be little confusion between file-oriented and person-
oriented categories: e.g., that the icon for “sent” would be quite distinct from “user.” This
would help the user to distinguish between the different file manager columns when
seeking information.

Because this was a new design, there was no set of pre-existing icons to draw
from; indeed, the purpose of the study was to identify such a set. These icons needed to
be the right size to work with Explorer for Windows XP, as this was the basis for the full
design prototype that would include these icons. Therefore, the icon dimensions from XP
were used: 16 by 16 pixels. In selecting the set of icons, discussions were held with
designers Vicki Ha (of the University of British Columbia) and Christopher Dean (of
NSCAD University). In addition, a review was conducted of icons in computer
applications, such as file managers and web applications. A substantial search of high-
quality, public domain 16x16 icons was carried out, and a subset of these was selected for
inclusion in the study. Some of these designs were modified slightly (using Adobe
Photoshop), to fulfill a designer’s suggestion or to create matched pairs of icons.

The icon set was originally 30 icons. This set size was selected because the
planned design activity (used to identify the best icons) included a card sorting task; in
keeping with recommendations for card sorting, a maximum of 30 items should be used
(Boulton, 2006). A pilot test of the card sorting task indicated that this was too large a
number for achieving consensus within a reasonable time, and therefore the set was

reduced to 20 icons. The icons that were removed from the set were those that the pilot
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testers identified as having the most problems (e.g., considered to be confusing), as well
as those judged to be redundant. The full set of 20 icons, selected for inclusion in the card

sort, is shown in Figure 13.
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Figure 13: File sharing icons used in group card sorting activity

Note that a number of icons have a “directional” theme: these are the file-oriented
icons; the concepts here are those of sending and accessing, which do not have concrete
visual representations. The icons here take inspiration from such concepts as “download”,
and “email”, which often use arrows to indicate the movement of a file. Other icons are
people-oriented; the complexity here is how to distinguish between different concepts
involving multiple people: “multiple users” is not the same thing as “group”, from a file
system perspective, and therefore this distinction must be clear to the user. Visual
concepts such as borders (strokes), item placement and spacing, and colour groupings

were used to try to indicate these differences.

6.7.2 File Sharing Terminology

In the file manager design, the file sharing icons are displayed under column
headings, such as “sent.” These column headings need to have understandable titles that
indicate the type of file sharing displayed in each column.

One design challenge that arose when developing the preliminary design was
what to use for the column headings that displayed push-oriented and pull-oriented file
activities; the words “sent” and “accessed” were used as placeholders, but it was unclear
whether these were good choices. Although the terms push and pull are used in the file-
sharing literature for these concepts (specifically in (Voida, Edwards, Newman, Grinter,
& Ducheneaut, 2006), it was not expected that these terms would be widely known,
outside the limited confines of the research and web-application communities.

A set of terms describing file-sharing activities was created, for assessment in the
design activity. These terms were in two categories: pull-oriented terms and push-

oriented terms. These sets of terms were devised using thesauri (Kipfer & Chapman,
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2001; Summers & Holmes, 2004), computer glossaries (Freedman, 2000; NIST, 2006)
and the file-sharing literature (Voida et al., 2006).

Because the terms were to be evaluated by participants as part of a longer design
activity (within a single hour-long session) the list could not be overly long, or it could
not be evaluated within a reasonable time. An initial set of 19 terms was refined through
pilot testing; some words were dropped and others were added, to create a final set of 18

words. The resulting sets of terms are listed in Table 27.

accessed delivered
changed distributed
modified forwarded
obtained gave
opened pushed
pulled sent
received transferred
took

touched

used

viewed

Table 27: Terms that can be used to describe pull-oriented and push-oriented file
activities

6.8 Summary: Refining the Design for Future Evaluation

At this stage of the research, the file manager design was mostly complete. The
core elements, as identified by the awareness framework, were designed, and included
the file sharing information and features deemed to be most beneficial to users. This
design required formal evaluation, but before that evaluation could be conducted, some
components of the design needed to be finalized: namely, the specific icons and text used
to express file sharing information. In addition, it was considered useful to gather
feedback on the components of the overall design, to correct any flaws before the formal
evaluation phase. This user feedback would provide guidance for refinement of the initial
design, so that the resulting version could be implemented in a prototype for user testing.

The final design was evaluated in a laboratory Setting; that study is described in a
later chapter (Chapter 8). However, prior to this laboratory study, a group design activity

was conducted for improving the file manager design; in particular, to determine the most
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appropriate choices for terms and icons. That design activity is described in the following

chapter, along with a description of the resulting prototype used for the evaluation.
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Chapter 7. Validating and Refining the Preliminary
Design

In the previous chapter, the preliminary design for the file manager and sharing
console were presented. After creating these designs, there was a need to determine
whether the design choices made were suitable, and in what ways the designs could be
improved before implementation and lab testing.

For the file manager, the core design questions were:

e Are the terms and icons used to distinguish file-oriented and person-oriented
information clear and distinct?

e Which terms should be used to indicate “push-oriented” versus “pull-oriented”
activities?

e Which icons best represent the concepts of “push-oriented” and “pull-oriented”
sharing?

e Which icons most clearly represent, and indicate the distinctions between, sharing
with individuals, groups, and everyone?

For the sharing console, the core design questions were:

e Do users understand how to use the console features?
e Can users interpret and make use of the sharing information in the console?

To address these questions, a series of studies was conducted. The primary study
was a design activity, which included a group card-sorting activity, an icon-labelling
activity and questionnaires (performed individually), and a group discussion. The design
activity was followed by two focused follow-up studies: a short icon questionnaire (to
select a “groups” icon), and an online survey on terminology. The research described in
this chapter was approved by the Social Sciences and Humanities Human Research

Ethics Board at Dalhousie University.

7.1 Study One: Group Design Activity
7.1.1 Research Objectives

The group design activity (Study One) was designed to gather feedback on the
preliminary designs of the file sharing tools. Specifically, there were two objectives to

this study:



92

1. to determine the best choices for icons and terminology for use in the file
manager, and
2. to discover any deficiencies in the design elements that required correction
before the design was implemented
As described below, this study had four stages, and each of these stages had its
own questions that addressed the two above objectives. These more focused questions
will be presented in summary descriptions of each stage, presented in the following

section.

7.1.2 Study Overview

There were four main stages to this study; each had a specific set of goals,
expressed below as questions:
1. Stage One: a group card-sorting activity, designed to determine how people
categorized and interpreted icons.

Questions:

e Which icons were associated with each other (i.e., most often grouped together)?

Which icons were not associated with each other?

o What labels were associated with these groups? That is, how were icons
interpreted, in terms of file sharing concepts, when not presented within the
specific context of the file manager design?

2. Stage Two: an icon-labelling task (performed individually), designed to determine
associations between terms and icons for file-sharing concepts. These concepts were in
two categories: file activity-oriented, and user-oriented.

Questions:

o  Which file-sharing terms were associated with which icons?

o Were the two categories (file activity and user) distinct? That is, were the icons
and terms from each of these two sets associated with each other (activity terms
with activity icons, and user terms with user icons)?

3. Stage Three: a questionnaire that gathered detailed information about the icons and
labels within the context of the specific file manager design.

Questions:

e Are there any problems with interpreting the icons (e.g., were they confusing?)
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What terms are most appropriate for describing two types of file-sharing activity:
push-oriented and pull-oriented?

Using icon design, how can a distinction be made between the different types of
“multiple individuals” that can be shared with (users, group, groups)?

Is the information displayed by the file manager understandable?

When shown in context of the file manager design: which icons are preferred for
expressing file-sharing concepts (e.g., sent, group)?

In what ways could the file manager design be improved overall?

4. Stage Four: a short group discussion, to gather general participant comments.

Questions:

In what ways could the file manager design be improved overall?
What design issues might require further exploration?

These four stages took place within a single session, which took approximately

one hour to complete. A pilot study of this protocol was carried out (using a group of

three participants), and some minor changes were made to the procedure and instruments

before the formal study began.

7.1.3 Instruments

Four instruments were used in this study:
1. group card sort
2. labelled icon cards
3. acomputer-based questionnaire, and

4. agroup discussion

7.1.3.1 Instrument 1: Group Card Sort

The first stage of the study was a group card sorting activity, which was used to

discover how participants categorized and interpreted file sharing information:

specifically, the icons for the file manager. The instrument used in the card sort was a set

of 20 icons, all representing file-sharing concepts. Participants made groupings out of

these cards, placing related icons together into a grouping. Each grouping was also

labelled with a word or phase that described what those icons had in common. For this

study, the card sort was performed in a group (rather than individually), so that all

members had to agree on the grouping.
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Before the full details of this instrument are described, a brief introduction to
card sorting is presented. This is followed by a description of the instrument: namely, the

set of icons used for the activity.

7.1.3.1.1 Card Sorting: An Overview

Card sorting is a user-centred design method in which users sort cards depicting
various pieces of information into categories. According to information architects
Rosenfeld and Morville, card sorting “can provide insight into users’ mental models,
illuminating the way that they often tacitly group, sort and label tasks and content within
their own heads.” (2002, p. 235). Card sorting can be closed or open: in closed sorting,
categories are provided, and the participant places cards into those categories. In open
sorting, participants are free to create their own categories; this approach is often
appropriate for exploratory studies (Rosenfeld & Morville, 2002), and therefore was
adopted for this particular research study, because this study was intended to evaluate
early design ideas. For this study, the cards consisted of icons that could be used for the
new columns for the file manager (e.g., to indicate “sent™).

A group card-sorting activity was chosen instead of an individual card-sorting
activity for two reasons. First, it would generate discussion among participants, which
would provide information about their interpretations of the interface elements; this
advantage has been noted by card-sorting experts (Kaufman, 2006; Maurer & Warfel,
2004). The group design sessions were videotaped (with audio recording) to capture these
discussions. Second, this approach would provide some consensus among interpretations:
this would minimize individual preferences, revealing a more standardized interpretation

of the icons.

7.1.3.1.2 Card Sorting: File Sharing Icons

The icons used in the card sorting task were intended for inclusion in the file
manager, in the columns for “sent”, “accessed”, and “shared with.” This icon set was
introduced in Chapter 6, and is repeated in Table 28 below. Note that the icons were in
two groups: file activity-oriented icons, which were intended for use in the “sent” and
“accessed” columns, and user-oriented icons, which were intended for use in the “shared

with” column.
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Table 28: File sharing icons used in group card sorting activity

As described in Chapter 6, these icons were designed to fit within a 16x16 pixel
space. However, this small size was expected to make it difficult for study participants to
interpret the icons on the 3x5-inch index cards during the sorting activity, especially
when the cards were shared among multiple people sitting across a table from one
another. To ensure that the icons were visually recognizable on an index card, the icons
were presented at the “real” size (16x16 pixels, or 0.16 inches) and also enlarged (48x48
pixels, or 0.5 inches) to make them more legible on paper. An example of an index card

is shown in Figure 14.

actual size enlarged
16x16 pixels 48x48 pixels

Figure 14: Example of a card used in the card sorting task. Note that the same icon
is displayed twice, at two different sizes.

To summarize: at the start of the card sorting activity, the index cards were in a
single stack of 20 icons, with no labels. At the end of the activity, the index cards were

categorized into groupings, with a descriptive label on each grouping.

7.1.3.2 Instrument 2: Labelled Icon Cards

The same set of 20 icons (as used in the card sort) was used in a labelling task.
The index cards were provided along with a set of labels; each label contained a word
describing a file-sharing concept. Each icon card was labelled with the term(s) that

matched that icon. An example of a labelled card is shown in Figure 15.
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Figure 15: Example of a labelled icon card. Three words have been selected to
describe this icon.

The labels consisted of 30 words related to file sharing. Specifically, these words
described concepts relating to users (e.g., user, group) as well as “push-oriented” versus
“pull-oriented” concepts (e.g., forwarded, sent). Eleven of the 30 terms described
concepts of users and groups (e.g., “world”, “people”). The remaining 19 terms referred
to push-oriented and pull-oriented activity. Eighteen of these consisted of the list of terms
presented in Chapter 6. One more term (“transmitted”) that had been removed in pilot
testing was added, simply to round the total number of terms up to 30. (This term was
removed in pilot testing because the size of the word list had to be reduced, not because
of any problems with the term itself.) The complete set of 30 terms is listed in Table 29.

The technique used here was a variation on closed card sorting: in this version,
category labels are placed on cards, rather than cards being placed into categories, but the
end result is similar: every icon is placed in at least one category. Note that the category
names are often synonymous, rather than using distinct category names (as would be used
in regular closed card sorting). In this case, the results are not used to reveal information

clusters, but rather to determine appropriate labels.
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accessed all
changed everyone
delivered group
distributed groups
forwarded others
gave people
modified person
obtained public
opened user
pulled users
pushed world
received

sent

took

touched

transferred

used

viewed

Table 29: Set of 30 terms used to label icons

Each card could have more than one label, and labels could be used on more than
one card. (Multiple copies of the labels were provided to ensure that a term could be
attached to as many cards as a participant wanted.) Participants were informed that
additional term(s), not from the label set, could also be written onto the cards. Cards
could also remain unlabelled, if no term could be found to describe it, although this was
not encouraged; preferably, such an icon would have a write-in label of “unknown”,
rather than a blank.

This instrument was used in two ways. First, the results could be used to
corroborate the findings of the group card sorting activity, in terms of showing whether
there were overlaps between file-oriented and user-oriented concepts. Second, the results
would indicate which icons were appropriate for use in the specific columns, particularly
for the user and group information. For example, an icon that was intended to represent
“user” might be rarely labelled as such, which would indicate that the icon is a poor
choice for that concept.

Note that for Stage One and Stage Two, the preliminary design was not revealed;

icons and terms were presented without any context other than that of the general “file
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sharing” domain. The results of these stages reveal first impressions, indicating the
reactions that a new user might have when encountering the file sharing tools for the first
time. These findings could indicate where the designs could be modified to avoid
misinterpretations, as well as to identify problematic icons and terms that should be
avoided—for example, because they are unclear or confusing. (The icons and terms were
revisited in Stage Three later in this study, within the context of the preliminary design,
so that the participants could indicate their preferences when given more complete
information.)

To summarize: at the start of the icon-labelling activity, there was a set of 20
unlabelled icon cards. At the end of the activity, each icon card had one or more terms
attached to it, indicating how that icon was matched to specific file-sharing terms and

concepts.

7.1.3.3 Instrument 3: Computer-Based Questionnaire

The third instrument was a computer-based questionnaire, developed using
Opinio survey software (ObjectPlanet, 2007). This questionnaire had four main sections
and a preamble. The questionnaire is provided in full in Appendix C, and each section is

summarized below.

7.1.3.3.1 Questionnaire Preamble: Demographic Information
The preamble of the questionnaire collected demographic information and a small

amount of data on computer experience and areas of training and expertise.

7.1.3.3.2 Questionnaire Section One: Icon Critique

This section of the questionnaire asked participants to comment further upon the
icons, highlighting any problems and making suggestions for improvement. A sample of
the checklist used is shown in Figure 16. The items used to critique the icons are based on
Constantine and Lockwood’s (1997) Software Usability Defects Log. For this
questionnaire, a subset of the items from the Defects Log was used—only those items
that were applicable to icons. In addition, the Defects Log lists only problems (i.e.,
negative descriptors), so for balance, a positive descriptor was added to each. For
example, the Defects Log includes “confusing”; the checklist in this questionnaire

includes “clear.” In this way, participants can indicate which icons had positive attributes
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worth preserving. Participants checked off any items they felt were applicable, and could

also add their own free-form comments.

Design Activity = File Sharing

13a) Here is the set of icons that you just sorted and labelled.

For each icon, check each characteristic that best describes the icon. The terms may be positive or negative, and you may check off as many (or
few) of them as you want.

You can also make other comments about that icon in the space provided; if you run out of space, there is room below for more detailed remarks
{following this question).

. ’}icon% poor good | simpleﬁcomplex‘zcunfusingjclear uninformative!understandable‘ Comments !
m o | O ] i

@00 O

Figure 16: Sample question for analysing icons

7.1.3.3.3 Questionnaire Section Two: Push-Oriented and Pull-Oriented
Terminology

This section of the questionnaire explored the question of referring to push-
oriented versus pull-oriented concepts, as introduced in Chapter 6. The purpose of this
section was to identify the best term to refer to each of these concepts, selected from a set
of 11 pull-oriented terms and seven push-oriented terms; see Table 30 for a reminder of

these sets of terms.

pull-oriented terms push-oriented terms

accessed delivered
changed distributed
modified forwarded
obtained gave
opened pushed
pulled sent
received transferred
took

touched

used

viewed

Table 30: Terms that participants could choose from to describe pull-oriented and

push-oriented file activities
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There were four main questions: one on pull-oriented term preference, one on
push-oriented term preference, one on the best matched pair, and a freeform question
about the distinction and clarity of these terms.

First, participants were given an example of pull-oriented activity (using a file in a
shared folder). This was followed by a sentence that they needed to complete by selecting
a pull-oriented verb to fill in the blank: “Alice the file report.txt yesterday.” A
list of 11 words (as shown in Table 30) was presented (in random order). Participants
ranked their top five choices for the best word to fill in the blank; they could also add
(and rank) one word of their own to this list. In addition, participants could mark any
word in the list as unsuitable, by checking a box beside it marked “I would never use this
word.” A freeform text box was also provided for participants to include additional
words.

Following this question was the push-oriented section. This was nearly identical
to the pull-oriented questions above (i.e., rank the best words for filling in the blank),
except that the wordlist was different (seven words, as shown in Table 30).

The next question asked participants to choose the pair of terms that worked best
together. A sentence with two blanks—one for push, one for pull—was presented, along
with both sets of words in random order; participants chose a pair of words to use to
complete the sentence.

Finally, participants were asked if the terms clearly expressed the difference
between push- and pull-oriented concepts, and whether they were understandable for

expressing the meaning of these concepts; these questions had freeform responses.

7.1.3.3.4 Questionnaire Section Three: File Manager Design
Questions

The third section presented the preliminary design of the file manager for the first
time. Note that for this section, participants were given paper printouts with full-colour
screenshots of the user interface, so that they could keep the design in view at all times
(while answering questions on the computer), and so they could sketch any ideas they
had for improvements.

This section focused on the file listing portion of the file manager, excluding the

supplementary sharing console window. There were two main subsections to this section.
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First, a series of questions were presented to determine whether users could find,
interpret, and comprehend the file sharing information presented in the interface. Second,
the icons (from the earlier card sorting and labelling tasks) were revisited, this time
within the context of the actual application they were designed for. Participants were
asked to select the icons that they preferred (e.g., for sent), now that they could see how
these icons would be used.

Using File Sharing Information

Participants were shown a series of screenshots of the file manager, all of which
had some file sharing activity and file permissions displayed. There were four
screenshots in total: one with no pop-ups, and three more with a pop-up for each column.
Participants were asked a series of questions (e.g., “Which file is the tooltip describing?”’;
“Who can access this file?””), the responses to which would indicate how useful the
display was for communicating file sharing information. Participants could also suggest
design improvements, through comments or drawings.

File Manager Icon Preferences

Participants next revisited the icons from the earlier stages, but this time within
the overall design. They were asked to choose their top picks for sent, accessed, user,
users, group, groups, and everyone. In making their choices, participants were asked to
bear in mind the design challenges of expressing pull-oriented and push-oriented
concepts, as well as the distinctions between “multiple individuals” (users, group,
groups).

A set of icons was given for each term (in random order), which included only
those icons that were appropriate for that term. For example, for sent, the icons intended
to represent “groups” were omitted. There were also more variations of icons in the set:
every icon that was asymmetric was shown with its mirror opposite, so that, for example,
both [l and [#] were shown. Similarly, every “user-oriented” icon for which there was
both a singular and a plural version was shown with both variants; examples include %
with @, and & with & Participants could pick only one icon for each, representing their
top choice, and they could add their own choice (on paper) if they wanted.

In total, 16 file-oriented icons were presented to choose from, and 14 user-

oriented icons. The complete sets of icons used for each question are provided in
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Appendix C. More icon variants were used in the questionnaire than in the card-sorting
task for two reasons. First, the number of cards to be sorted needed to be restricted; if all
these icons were included, the set would have been impractically large (nearly double).
Second, it was far more important to provide an exhaustive set when the icons were being
analysed in context of the design, and less so when gathering initial impressions (as was
done during the card sort).
7.1.3.3.5 Questionnaire Section Four: Sharing Console Design
Questions

In the fourth and final section of the questionnaire, participants were shown
screenshots of the sharing console, which is the supplementary window used to display
detailed sharing information and individualized views, and to configure alerts.
Participants were given paper printouts with a full-colour screenshots of the user interface
for reference, as well as for sketching their design ideas.

As with the file manager questions, participants were asked factual questions
about file sharing information shown in the screenshot; sample questions were “what is
the user searching for?” and “which files have been emailed to Alice?” Participants could

also suggest design improvements, through comments or drawings.

7.1.3.4 Instrument 4: Group Discussion

The final part of the design activity, completed after the questionnaire, was a short
group discussion. This was a loosely moderated discussion, in which participants could
discuss any outstanding issues they had, or ideas they wished to convey. To begin the
discussion, participants were asked whether there were any comments that had not been
captured in the earlier stages, such as in the questionnaire. This session was videotaped,
so that all comments would be recorded for reference. Notes were also taken during the

discussion, to underscore problems or points of interest.

7.1.4 Study Environment
The study took place in the Groupwork Lab in the Centre for Management

Informatics in July 2007. This lab contained four videocameras, along with table and
room microphones, for capturing group interactions and discussions. Tables were
arranged for groupwork, along with individual computer stations with networked laptops

for the computer-based questionnaires. A diagram of this setup is shown in Figure 17.
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The videocameras were mounted on the walls, and their pan/tilt capabilities
allowed them to capture activity throughout the labspace. Microphones were provided at
each table, and two additional ceiling mikes captured any other ambient conversation.
The audio-visual equipment was operated in an adjoining control room, by Tayze
MacKenzie and Alexandra MacNutt, two research staff members at the Centre for
Management Informatics. A one-way mirror connects the control room and the
Groupwork Lab, to permit unobtrusive observation. As the facilitator of this activity, I
remained in the room with the participants during the entire session.

The card-sorting activity stage of the study required three participants per group;
up to three groups (nine participants) could be accommodated in this space at one time.
This setup required three groupwork tables, and nine individual workstations, as shown in

Figure 17.
7.1.5 Participants

For this study, it was desirable to collect data from people with specialized
expertise. In particular, participants were recruited with backgrounds in computer science
(for technical suggestions and to represent the expert computer user); in design,
information science, and human-computer interaction (to give concrete suggestions for
design and usability improvements); and in business and management (to represent the
needs of the target user population for these tools, which is business users). The goal was
to avoid a narrow participant group, to provide a multi-disciplinary perspective.

Participants were also required to have strong English language skills, due to the
need to communicate one’s ideas (e.g., suggestions) clearly, to understand the
questionnaires, and to participate in group discussions. All participants who took part in
the study were remunerated $15 for their time.

Eighteen people (13 male, 5 female) took part in this study: this number was
selected mainly because of the requirements of the group card-sorting activity, for which
experts recommended the inclusion of at least 15 participants (Maurer & Warfel, 2004).
Participants were recruited through email invitations and posters, targeted at university

departments having members with the required types of expertise.
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1 ©o0" g,

handouts, supplies, and refreshments

tables for group card sorting
and icon labelling tasks

:: camera

portable
whiteboard
=
ceiling
mike

[~ ———

control room (for audio-visual support)

Figure 17: The design activity environment, in the Groupwork Lab. Equipment
included videocameras, microphones, laptop workstations; tables were arranged for
group activities and icon labelling tasks.

Participants were placed into groups of three for the card sorting part of the study,
which required that each participant needed to be scheduled in a timeslot with two others.
Groups were arranged to avoid homogenous clusters (e.g., all computer science students),
and a timeslot was selected that accommodated the entire group’s schedule. The first
session included two groups of three (six participants), and all other sessions consisted of
a single group of three.

Table 31 shows a summary of the participant demographics, including the areas

of expertise represented in this population.
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item categories count comments

Sex male 13
female 5

Age under 25: 6
25-35 9
36-45 3

Role graduate student 12 Note that some participants held
undergraduate student 3 multiple roles: for example, were
university staff 4 both a student and a staff member
professional from outside 5
university

Areas of computer science 12 Note that some participants had

expertise | human-computer interaction 9 eXpertife in mu“ip‘enirﬁifﬁ :rt:ch as
bus!ness/management 2 ggﬁgﬂtg ;(i:rr:;?i:n, or design and
'des'gn : : 4 information science.
information science 3 For “other”, two participants listed
other 2 science degrees (biology and

physics); both had computer science
experience as well.

Computer | 5-10 years 3

experience | 11-20 years 10
more than 20 years 5

Table 31: Demographics for design activity participants (n=18)

7.1.6 Procedure

When a participant arrived, he or she was greeted individually, was given a verbal
introduction to the activity, and was provided with a consent form. Any questions that
participants had were addressed before the consent forms were signed. Each participant
was then shown to a seat at the designated groupwork table, to wait until all three group
members arrived (and signed their consent forms). Refreshments were provided, and
participants were encouraged to take breaks as required for food and drink.

At the start of the study, the groups were given an outline of the research topic, so
that they understood the general design space in which they were working. (The script
that was used in the introduction is presented in Appendix C.) However, participants
were not shown any specific designs until the later stages of the study, in the computer-
based questionnaire (Stage Three). This approach was taken so that their initial
impressions (e.g., of the icons) approximated those of a new user, which would highlight
problems with icon understandability. In addition, delaying the presentation of the full

design would help to ensure that their ideas were not overly constrained, and would allow
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participants to feel that the design was not “set in stone” (thus encouraging them to make
suggestions).

As described above, the participants completed four stages of the study: the group
card sort; the icon-labelling task; the computer-based questionnaire; and the group
discussion.

1. Stage One: Group Card Sort

At the start of this activity, the groups were given a verbal overview of card
sorting; see Appendix C for the full text. A handout with the instructions was also
provided. For this task, the groups were asked to place unlabelled icons into related sets.
Once the sets had been created, then the group should create a label for that set, one that
describes what the members of that set have in common (i.e., why they were grouped
together). Each set was to be paper-clipped together, and the label was to be written on a
self-adhesive note and attached to the paper-clipped set. (Participants were provided with
office supplies for this task, including self-adhesive notes, pens, paper clips, and binder
clips.)

Because the participants were unlikely to be familiar with card sorting, they first
completed a warm-up task, using ten cards with icons from a word-processing
application. This warm-up gave participants a chance to get to know their group
members, and to ask any questions they had about the card-sorting task. Once all the
cards had been sorted, and the groups labelled, the main card-sorting task began.

Participants were given the set of 20 icons (shown in Figure 13); as before, they
were asked to place these into groups and label each group. Note that the icons were
unlabelled (except to indicate size), and the participants only knew that the icons
represented concepts within the file sharing domain; they had not seen the proposed file
manager design at this stage. Duplicate copies of icons on index cards were provided, in
case the group wanted to place an icon in more than one group. Participants were told
that they could also modify the icon drawings, and they were given blank cards so that
they could add new icons (i.e., their own designs) to the original set if they so desired.

The group interactions (particularly discussions) were videorecorded and audio-
recorded; a set of stills from the videorecordings (which could be combined in a

splitscreen) is shown in Figure 18. As the facilitator, I took notes and answered questions,
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although the groups were mainly left alone to interact with one another unless a problem

or question arose. This activity took approximately 20 minutes, depending on how readily

a group achieved consensus.

Figure 18: Video stills from group design activity, showing interaction between
group members. (Faces of participants have been pixellated to preserve
confidentiality.)
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2. Stage Two: Icon-Labelling Task

The next activity was an icon-labelling task. Participants were informed that they
were now completing an individual task, rather than a group task; for details of the script
used, see Appendix C. Participants were instructed to label each card, with as many
labels as they felt were applicable, and that they could write in their own labels.
Participants were encouraged not to leave any cards unlabelled, although they could label
such cards as “unknown” if desired; they were also informed that labels could be used
multiple times for different icons.

A copy of the instructions was provided on a handout for each person. Each
participant was given a stack of icon cards (30), and several sheets of adhesive labels.
Each sheet contained 80 labels: two copies of the 30 terms, along with 20 blank labels for
writing one’s own terms (if desired). The terms were listed alphabetically, to help
participants to find them on each sheet. Participants also had the same office supplies as
before. Extra label sheets were provided to anyone who ran out. This activity took
approximately 10 minutes to complete.

3. Stage Three: Computer-Based Questionnaire

When a participant completed the icon-labelling task, he or she was shown to a
workstation to complete the questionnaire. The participant was informed that paper
copies of the file manager design were available; these were face-down on the desk
beside the workstation, along with pens. The participant was asked to ignore the
screenshots (leaving them facedown) until they reached the portion of the questionnaire
that explicitly mentioned these screenshots. In this way they could answer detailed
questions about the icons “out of context”; these questions were completed in the first
sections of the questionnaire. This activity took approximately 25 minutes.

4. Stage Four: Group Discussion

When a participant completed the questionnaire, he or she was brought back into
the groupwork area, near a whiteboard. Participants had to wait for their group members
to complete the questionnaire before beginning the discussion. When all members were
ready, a short discussion was held; this was a loosely-moderated discussion intended to

gather any comments that had not been recorded in the earlier stages. As with the group
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card sort, participant comments were videotaped (with audio) for reference; notes were
also taken during the discussion. This activity took approximately five minutes.

After the group discussion, the session ended and participants were compensated.

7.1.7 Data Analysis
7.1.7.1 Group Card Sort

The icons selected in each grouping, and the labels for each group, were
transcribed from the index cards and recorded in a computerized spreadsheet. These
groupings were studied to determine whether there were dominant groups for the icons
(by count), and discovering what labels were associated with these groups.

Icons were also re-grouped to identify any large clusters among the categories: in
particular, this analysis would indicate which icons (if any) were never classified
together. For this analysis, icons were put into one set if they were classified together
(even once) by any group. (Icons that were uncategorized or unlabelled were omitted

[T

i@ together (under

from this clustering.) As an example, Group 3 placed icons ¥ and

Fooy

@&, and B together (under “connections™);
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those two sets were therefore merged into a larger set of icons containing [@ , &

“global ops™), and Group 1 placed icons 3,

The result of this analysis was the creation of disjoint sets of icons.

7.1.7.2 Icon-Labelling

The labels for each icon were transcribed from the cards and placed in an Excel
spreadsheet, such that every icon was shown with the complete set of labels that had been
associated with it, and the number of times each label was used for that icon. In addition,
the number of times a term was used (if at all) was counted, to indicate the popularity of
each term. Finally, a comparison was performed to see whether there was any overlap
between terms associated with file activity (e.g., sent, modified) and group/user concepts
(e.g., public, others): how often were terms from these two sets applied to the same icon?
7.1.7.3 Questionnaire

Data from the questionnaire was placed in an Excel spreadsheet. The text of the
freeform responses was not statistically analysed, but was reviewed for dominant

impressions, opinions and concerns.
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For the icon critique (i.e., the checklist of characteristics), counts were recorded:
for each icon, the number of times a particular characteristic, such as ‘“clear”, or “poor”
was selected for that icon.

The analysis of the push- and pull- oriented technology used calculations based on
ranking of terms. The ranked items were assigned points: five points for a word selected
as first choice, down to one point for the word selected as fifth choice. In addition, the
number of times that a word was marked as unsuitable (e.g., would never use it) lowered
its score by one point per occurrence. If, for example, 10 people chose the word
“forwarded” as their first choice, but 5 marked it as “I would never use this word”, the
total score for that word would be 45 ((5 * 10) + (5 * -1) = 45 points total). This method
of calculation included both positive and negative impressions in the overall count, but
did not allow negative scores to unduly dominating the total score. These totals were used
to indicate which terms were most preferred overall. For the matched-pair question, the
top choices were counted (as this was not a ranking question).

For the file manager information questions (screenshots), counts were made of
correct responses to the questions. Similarly, the numbers of correct responses to the
sharing console questions were recorded. For the file manager icon questions (e.g., which
icon would you choose for sent?’), count data was recorded: the number of participants
choosing each icon.
7.1.7.4 Group Discussion

The videotapes from the discussion, along with the facilitator notes, were

reviewed for dominant impressions, suggestions and concerns.

7.1.8 Results
7.1.8.1 Results: Group Card Sort

The categories that the icons were placed into are listed in Table 32 below. This
table refers to the icons as numbers (for ease of identification). The categories created by
each participant group are listed; the category description consists of the group-generated
label (e.g., “add users”), followed by the set of icons in that category (identified by
number for each). For example, Group 1 placed the icons & and & together in a
category, and called that category “add users”; in the table, using numbers to stand in for

icons, this category is written as “add users: {15, 9}.”
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icon categories with labels from each participant group (consult key for numbers)

key: each icon is represented by a number in the lists below. The mapping is as follows:

l12/3 4.5 6 7 8 9 .10 Il 12:13 14,15 16 17 181920
@ & .l Pl A AN RPSME EE S E
;;lPartlapant Group | = e

 add users {15, 9% managlng groups {IOV 14, 13}; size (zoom) {|2 3} undo ‘{‘I‘} transfemng
{6 17, I6} nawgatlon {18, 4, 5}; connections {20, 7, 19}; status {I3 7,2, 11, 8}

Vﬁle hlstory {“A”[new] 17, 1, 16 (modified)}; file history -> submenu: modlﬁcatlons—{IZ 3,
I8, 5}; add permissions {9, 15, 19, 7 (modified: “add blocked person”, with “+”); check
permlssnons {20 2,78 14, IO} orphans{4 1,13, 6}

yumodlfy users/group {‘I5 9, I4”| 0}; snzmg'{3 I2}; “«p {7} gloybéﬂl ops [o‘p:ératlons] {’I 9, 20};
assugn userslgroups{ll 2, 13,8 nawgatnon {4, 18, 5}; file actlons{l7 16, I, 6}

globes {I9 20}; files w/arrows {6, 16, I7} arrows {5, 4, I8} sets of four arrows {3 I2}
Z|ppmg files {I} social networks {7, 9,10, |1, 14, 13, 2, I5, 8}

’replled {I} compressluncompress {3 I2} networklng (global Vs mternal) {19, 20} file
(upload, download + send) {16, 17, 6}; navigation {5, 18, 4}; online/offline {I0}; sharing
options {15, 9, 14, 13}; file sharlng status {7 8 11,2}

Participant Group 6

‘groupluser permnsswns{ll 7 9 2 I4 IO 15, |3~, 8} ﬁle transfer {I |6 I7 6} nawgatlon
{18, 5, 4}; online status {19, 20}; view {3, 12}

Additions: Group 2 added an icon (“A”,
shown right), under “file history”: a clock
with a file and a group. Discussion indicated
this icon was for displaying the list of people
to whom the file was sent; to match this,
icon 16 was modified to display the set of
senders.

Table 32: Categorization of icons, including labels, created by each participant group.
Note that the elements in each category are listed as numbers (rather than graphically
as icons); consult the key in the top row for the mapping between numbers and icons.
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Few groups added icons, but Group 2 did provide one new one, shown in the final
row; this group also modified icon 16 (as shown in Table 32, to create a pair of icons for
displaying file history information (sets of files senders and recipients).

These categories were reorganized to look for disjoint sets: that is, sets of icons
that were never categorized together. When this analysis was performed on the

participant categories (from Table 32), three disjoint sets emerged, as shown in Table 33.

set of icons : aring in same g;'oup dommant agory fori u:ons (common label)
&8 .@ 7@ Eﬂ file actions; file transfer
subl € [« navigation
. & = TS people and group concepts (e.g., add user), file
6B &S Nedh e SE permissions

Table 33: Overall clusters of icons, based on participant groupings. The sets in
Column One consist of icons that were grouped together (at least once) with at least
one other icon in that set. Items in different rows were never categorized together by
any participant groups.

A brief explanation of how to interpret the data in this table may be helpful: this
data shows that the icons in each of these three sets were never grouped with icons in one
of the others (e.g., lasl was never grouped with N) For each set, the most-common labels,
or the unifying theme, for the icons appearing in that set is also provided, to indicate the
high-level clusters that emerged.
7.1.8.2 Results: Icon Labels

Participants also labelled these 20 icons, matching each with one or more terms.
Table 34 shows the counts for each term: how often it was used for a specific icon. The
rows are grouped and shaded to distinguish between different types of terms. The first set
(white rows) represent file-activity concepts, while the second set (grey rows) represent
user-oriented concepts. Similarly, the icons in the first nine columns (starting from the
left) represent file-activity concepts, while the icons in the last eleven columns represent
user-oriented concepts.

Presenting the data in this fashion demonstrates the degree to which the
participants labelled the icons according to these two expected categories (file versus
user); that is, it indicates whether it was clear which icons belonged to which category.

This is similar to the disjoint set analysis presented above; however, in this case, the
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division was based on primarily specific labels (a closed card sort réther than open).
Furthermore, the results were intended to show correspondence between icons and labels,
rather than similarities based simply on the icons themselves (as in the disjoint sets).
Note that if there were perfect agreement between the expected labelling and the
actual labelling in these two categories, all file-activity counts would be in the top left
quadrant and all user-oriented counts would be in the bottom right quadrant. Also in that

case, the top right and the bottom left quadrants of Table 34 would be empty.

icons: each cell below is count (how often term was applied specific icon)
R T T o ¢ g
term S EE IIBdeFIA S R E&EMad E
accessed 21 20401 1 |
changed 2 4 2 [
delivered 201 21 | 2 1 P
distributed 112 411 I I |
forwarded | 3 | I 5 10 1
gave 2 I 2 |
ié’ modified ] 5 ) |
i obtained ) 7 12 4
e
I opened I 9 [ 2
(@]
foll pulled Pyt 2,51 ;17 4
=4 pushed 5.2 19 I
B received 2 8 2 4 [
=3 sent 2 4 BN 8 | i
took 21 3 I ! 2
touched I I
transferred | 3 5 4 I 312 I
transmitted | | 6212 3 ! [
used 2 I
viewed
S0
9 13
2 ;
(0]
o
e
]
(&)
e
Y |
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< o
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user-or

vorld " i : | ile
Table 34: Counts of how often a label was applied to each icon. The first set of rows
(first 19 white rows) are intended to represent file-activity concepts, while the last
set (11 grey rows) are intended to represent user-oriented concepts.




Fourteen of the 18 participants (78%) also created their own labels for icons.

These labels are listed in Table 35, organized by icon.
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icon | participant-created labels created for this icon
& | undo, previous version, back, revert, zipped file, compress
% enlarge, checked out, expand, expanded
forward, end, align right
........... & Back
,,,,,,,,,,, b | send
B}  offline, unavailable, access denied, error warning, block, no access, owner, danger,
block, special/flagged user
&% | online, available, me
g* | add, add user, add person, friend
N permissions, night/day, toggle, night, online/offline, hide

shrink, commit changes, contrast, shrink/make smaller, smaller, closed, shrank,
minimize, compressed

contrast

delete, permissions, remove all/everyone, split, separate, restricted, block group

add, add users, add group, friend

upload, uploaded

download, downloaded

“7”

undo, previous version, back, “?”, under

network, internet, web

private, internet, network, map, locate

Table 35: New labels created by participants

7.1.8.3 Results: Questionnaire

The questionnaire results are presented in five parts. First is the icon critique

(feedback on icons), followed by push-oriented and pull-oriented terminology results.

Next are the two parts of the file manager critique (excluding the sharing console): the

question-answering portion (using screenshots), and the icon preferences. The fifth and

final set of results is about the sharing console, for the question-answering portion (using

screenshots).

7.1.8.3.1 Icon Critique

Participants critiqued each icon by checking items from a set of descriptors (e.g.,

confusing) that they thought applied to that icon. Table 36 shows the total counts for each

icon descriptor (where the maximum possible count for each descriptor was 18, because

n=18). The descriptor with the highest count for an icon is highlighted in bold for that

row; in some cases, multiple items tied for first.
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~confusing | clear  uninformative | understandable

NN O —

O N——oona

“““ B 8 | 8 8 13 3N 4
Table 36: How participants described icons, according to the checklist. Numbers in
each row represent the total number of times a descriptor was chosen for that
particular icon. Columns that are shaded grey indicate negative descriptors. The
bold cells indicate the descriptor with the highest count for each icon; there are
some ties.

0

7.1.8.3.2 Push-Oriented and Pull-Oriented Terminology

The score for each of the terms in the ranking questions are in Table 37; the score
was computed as described in the Data Analysis section above. Scores could be negative,
if sufficient people marked a term as “I would never use this word;” each occurrence led
to a one-point deduction. The total number of these occurrences is listed under the
heading “negative count.”

In one case, a participant added their own word to their top five choices (altered),
ranking it third. Other terms were also added, but none of these were selected as a top-

five choice (but simply as an alternative suggestion).



116

pull-oriented | total ' negative

terms . score \ count

accessed 60 0 ie
opened 41 2 | forwarded 0
viewed 39 2 | transferred 2
received 21 2| gave 2
used 19 3 | distributed 3
modified 14 3| delivered 7
changed 13 3
obtained 11 4
touched -1 9| pushed -4 8
pulled -3 9
took -7 9

other: altered 3

(ranked 3™

other suggestions (not in top five): other suggestions (not in top five):

printed, updated (x2), read (x2), dropped, emailed

downloaded

Table 37: Top choices for push-oriented and pull-oriented terms. Additional
suggestions also listed; any that appeared twice are marked as (x2). The negative
count refers to the number of times that a term was marked as “I would never use
this word”, each occurrence of which led to a point deduction.

When asked which pair worked best together, participants most commonly
selected “sent and accessed” (8 out of 14, or 57%). Note that participants did not have to
select the same terms as they ranked first in the previous question, although the results
were the same. The only other pairs to appear more than once were “sent and opened”
and “forwarded and accessed”, each of which were selected twice.

Participants also commented on how well these terms described the target file-
sharing concepts, as well as expressing the distinction between the two concepts. The
participants were unanimous in stating that the terms were both understandable and
clearly distinct. The main concern expressed in the freeform comments was that some
terms from the lists were superior to others (depending on one’s personal preference for

certain words), and thus not all terms were equally valid for expressing file sharing

concepts.
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7.1.8.3.3 File Manager Questions (Main Listing Window)

Participants answered a series of questions about file information displayed by
proposed file manager (such as “how many times has file X been sent?), using
screenshots. Participants answered the majority of questions correctly, with very few
errors (two) occurring across questions. The most common error was misidentifying
which file the tooltip was describing, concluding it was the file listed immediately below
the one that the mouse was actually pointing at. (This is a common occurrence in
managers with file listings: the small size of the list elements means that the mouse
pointer may cover more than one element at a time.)

Suggestions for improvements were solicited, the most common of which was to
present additional details in the tooltip—the types of detail provided in the sharing
console, such as the full history. (At this stage of the questionnaire, participants had not
seen the sharing console, so they did not know there was another way to access this
information.) There were no major flaws identified, and participants described the design

as appropriate and clear.

7.1.8.3.4 File Manager Icon Preferences

This section asked participants to indicate their top choices for icons for a set of
seven file-sharing concepts, after they were shown the icons in the full context of the file
manager. (That is, screenshots of the full design were presented, with examples of how
the icons would be used.) These icons would be used for the columns in the main file
listing, to indicate for file activity and permissions.

Participants could pick only one icon for each, representing their top choice, and
they could add their own choice (on paper) if they wanted. The results are shown in Table
38, which shows the top choice and the second-place choice icons for each file-sharing
concept. The count for this icon (i.e., how often it was selected) is listed in brackets after

each icon, along with the percent of participant who chose it (n=18).
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top icon choice second-place icon choice

file- sent iRy (10; 56%) (3; 17%)

oriented g

oy accesse & | (4;22%) B (3;17%)

B user & | (1267%) 2 | (5;28%)

SRS users’ @ @ | (10, 56%) [5each] & | (5;28%)

oriented JeIGly B (8 44%) E | (5, 28%)

concepts RIS &8 (7;39%) &  (4;22%)

everyone g (16; 89%) (1; 6%)

:  In this group, there were two icons that differed only by colour; each was selected 5 times, and as they
|_are essentially interchangeable their totals were combined.

Table 38: Top choices for icons for the file manager, with counts and percentages
for each (n=18).

7.1.8.3.5 Sharing Console Design Questions

As with the earlier file manager section, participants were asked factual questions
about file sharing information shown in screenshots of the sharing console. Participants
performed very well; they were readily able to interpret the information that was
displayed in the console, with only four errors being made. (These errors consisted of
overlooking elements in the file sharing history and the search results.) Participants also
made accurate guesses as to where they would find information and how they would use
the console features.

Participants also made some design suggestions. Predominant among these was a
desire for more complex searching (as the initial design was quite rudimentary in this
regard). In addition, there was a request for more information in the “results” pane, such
as file size. There were also recommendations for the overall aesthetics, primarily to
resize and move the console elements (e.g., the panels and windows) to create better
balance, and to make the text as legible as possible.
7.1.8.4 Results: Group Discussion

Participants generally spoke briefly, perhaps because they had just completed a
lengthy and involved exercise. Some participants expressed general interest in the
research project, and were intrigued by the idea of designing for file sharing. One
discussion point that arose was the difficulty of finding the right icons for the variations

of “multiple people”: users, group, and groups. A few participants noted they had trouble
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choosing between icons for these terms when they were completing the questionnaire.
(This was reflected in the questionnaire answers, where a great deal of overlap was found
in these areas, particularly in the icon choices for users and group. This subject is

revisited in the Discussion section below, in the Questionnaire portion.)

7.1.8.5 Discussion
7.1.8.5.1 Group Card Sort

There were several different groupings that emerged, but overall, there were three
disjoint sets, as shown in Table 33: icons with only an arrow on them (generally labelled
“navigation”), icons with a file plus an arrow (generally labelled “file activities”), and
icons involving people and groups (generally labelled “people” or with a user-related
activity). This result indicates two things. First, the abstract “arrow” label was not as
successful in indicating file activity as the file-with-arrow icons were: an arrow alone was
interpreted to indicate movement rather than activity. Second, the categories that were
created for the file manager, in which file action concepts were separated from user and
group concepts, closely matches the way in which people separated the icons. Therefore,
it is unlikely that there will be confusion between the icons in these different columns,

indicating that the information display is clearly organized.

7.1.8.5.2 Icon Labelling

Table 34 shows that, as with the group card-sorting activity, there was little
overlap between the user-oriented concepts and the file-activity concepts. This can be
seen by looking at the distribution of the counts: they are mostly clustered in the top left
and bottom right quadrants, with the terms and icons from these two categories being
grouped together.

Occasionally the terms and icons fell outside this strict categorization: see for
instance the icon 21l which has a single instance of being labelled as “person,” but
otherwise, has all file-activity labels. This is the most common pattern: very occasional
overlap between categories, and usually a single instance. There are some exceptions;
however, analysis showed that in the majority of cases, this was attributable to a single
participant, and did not represent the majority of responses. (That is to say, there was one
individual who continually cross-categorized icons as both user-oriented and file-

oriented, but this was quite unusual.)
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One notable exception was the categorization of the icon B, which had many
different types of labels matched with it (both user-oriented and file-oriented). As shown
in Table 35, this was also the icon that received the most new labels, many of which
indicated some type of danger or caution. It is likely that the red color was the source of
this label: although participants were informed that colour was unimportant (and could be
changed in the final design), red was such a strong indicator that it could not be readily
ignored. Contrast the labels for this icon with those applied to the next icon in the list: 3.
Although both icons basically indicate a single person, the red version has many more
associations, but the plain grey version is more cleanly categorized: all but one of its
labels were “person” or “user.” As a practical piece of testing advice, it is recommended
that red be avoided (unless perhaps the entire set of icons is red), unless this colour is
intended to be significant.

A second example of an icon that had many different labels was X This icon was
intended to represent multiple users, with the two-tone background meant to highlight
that they were not simply member of one group. The “multiple users” concept was not
conveyed to the participants; instead, it was interpreted as duality, as evidenced by the
new labels created for it (listed in Table 35). The meaning of this icon was not at all clear
out of context, and therefore it was not a strong contender for inclusion in the final
design.

Despite these exceptions, the results demonstrate that overall, the two categories
of file-oriented and user-oriented concepts were separate and distinct. This finding
reinforces that of the group card-sorting activity: the file manager columns showing these
two types of information are unlikely to be confused.

There was another issue related to the clarity of icons: there was often no clear
distinction made between the concepts of users, group (singular) and groups (plural).
These three concepts, when shown visually, may simply appear identical, communicating
only the idea of “multiple people.” This confusion is evident when looking at the results
(in shown Table 34): six different icons were all matched with users, group, and groups.
The design issue is that if one of those icons was chosen to convey users, then other

people might interpret that icon to mean group instead.
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Consider for example the set of icons in Table 39, all of which could be used to

indicate multiple people. For each icon, a checkmark (and count) is shown in the column

beneath if that icon was labelled as users, group, and/or groups (as listed in Table 34).

el | & 2 ™ P W &
users v'9 v3 v4 v'5
‘goup | V14 V1 v4 v1 v2 v8
gowps | v va 1 /13 9 v2

Table 39:'Icons that participants interpreted in at least three ways: as users, group,
or groups. A checkmark appears under any icon which was labelled with that term
(e.g. users) at least once; the actual count is listed beside each checkmark.

Note that most of these icons were labelled with all three terms, and every icon
had at least two terms applied to it. Unfortunately, the distinction between these three
concepts is very important for file permissions: in the file system, these are distinct
categories. Permissions given to a specific user are handled differently when that person
is a member of a group, and each group’s permissions are configured separately. Thus, in
order to let a user know who has access to files, it is vital to communicate whether a file
is shared with multiple individuals versus members of a group (or groups). Finding a
suitable visual means to make a clear distinction between users and group(s) is a design
challenge.

This lack of clarity was an expected result; the issue arose when selecting the
original set of icons for use in the design activity. For this reason, specific questions were
included in the online questionnaire to delve more deeply into the problem; this issue is

revisited in the following section of this discussion (about the questionnaire).

7.1.8.5.3 Questionnaire

As in the Questionnaire Results section above, the discussion is presented in five
parts: icon critique; push-oriented and pull-oriented terminology; the two parts of the file
manager critique (question-answering portion and the icon preferences); and the sharing
console.
Icon Critique

There results indicate some dominant impressions overall, within the wide range
of opinions. Consider first the catch-all descriptors “poor” and “good,” which were

included to allow for sweeping judgements. The icons that were most often judged as
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“poor” were &, , and B, with at least half of the participants making this choice. In

contrast, the icons most often judged to be “good” were D & 3 and & One point of

note between these two results is that despite their similarity, the icons & and & were

rated near-opposites; this is likely because & was also judged as “uninformative.”
Taking a look at the negative descriptor columns in Table 36, there are certain

icons that were repeatedly perceived as flawed. In particular, a8 and W were judged to be

Saud

complex and confusing; similarly, [/ and B were confusing and uninformative. It is
important to reiterate that these icons were being analysed out of context, so these
assessments reflect initial impressions. Participants’ comments reflected how difficult it
was to assess the icons independently from the rest of the design. For example, one
participant commented that one icon “could be very effective, but difficult to understand
out of context,” while another remarked that “it may be probably easy to associate most
of the icons once you are given what they do, but it is quite difficult to guess what they
mean at first.”

Of course, contextual information is very important for understanding. Therefore
these icons were revisited later in the questionnaire, within the actual context of the
preliminary design. Those findings (and how they compare to the initial impressions) are
discussed later in this section.

Push-Oriented and Pull-Oriented Terminology

For the pull-oriented term, the top choice was “accessed,” although “opened” was
also a strong contender (in second place). For the push-oriented term, “sent” was the top
choice, with “forwarded” taking second place. Note that top-finishing terms “sent” and
“accessed” were the same as the terms used in the preliminary design, indicating that
these were reasonable original choices for column headings. (Note that participants had
not seen the proposed design yet, so this had no influence on their choice of terms.)

When asked which pair worked best together, participants most commonly
selected sent and accessed. Thus sent and accessed were seen to work well together, as
well as being rated highly as individual terms.

In the freeform comments, a few participants expressed strong preferences,
judging some terms to be particularly good or poor. It is difficult to accommodate the

preferences of all users; this concern can be at least partially addressed by choosing the
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most highly-ranked terms, although this approach may not satisfy the personal
preferences of every potential user.
File Manager Questions (Main Listing Window)

Participants performed very well in answering questions, with very few errors
occurring across questions. Most errors could be attributed to the small size of the file
manager window, rather than the information presented within it. This result indicates
that the file sharing information is likely to be understandable to users. There were no
major flaws identified in the overall design of the main listing window; overall, the
design was judged to be suitable.

File Manager Icon Preferences

For file-oriented concepts, the results show a preference for the sent icon, with a
majority of participants (56%) selected it as their top choice. For the accessed icon, only
a slight preference was demonstrated, with 22% of respondents choosing that icon. (This
number (four participants) was the largest count; for all other icons, the count was three
or fewer.) However, as this icon was preferred (however slightly), and did not
demonstrate any particular design problems (e.g., in the card sort results), it is a
reasonable choice for inclusion in the design.

For the person-oriented concepts, all five terms showed a gap between the first
and second-place choice, making the top choices for each icon suitable for inclusion.
However, note that the same icon (&) was frequently chosen for both users and group,
but it cannot be used (within the same design) to refer to two different things. Because
this icon was chosen more often for users (56%) than for group (44%), this suggests that
& should represent users. In that case, another icon must be chosen to represent group.
The second-place group choice (‘_{%ﬁ) seems to be the best remaining option, although it
was chosen by fewer participants than any of the top choices (at 28%) and was chosen by
equally many people to represent users instead. This outcome underlines the challenge of
visually representing the distinctions between multiple-people icons; this issue was re-
visited in a short follow-up study, described later in this chapter, used to resolve the
choice for the group icon.

As a side note, one interesting finding was that the most popular users icon (&)

was ranked poorly in the earlier questions, where it was seen out of context; at this early
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stage, the icon was viewed as uninformative. As many participants noted in their
comments, an icon’s context makes a huge difference to its interpretation. In this case,
the icon went from a poor rating to a very high rating; it likely helped that the icon was
initially judged as “simple,” meaning that it had some redeeming features that made it
useful when more contextual information was added to facilitate interpretation.
Sharing Console Design Questions

As with the file manager questions, participants performed very well; they were
readily able to interpret the information that was displayed in the console, and could
accurately determine where to find information and how they would use the console
features. Design suggestions that were made included supporting more complex search
queries, providing more details in the search results pane, and to create better visual

balance among the console elements.

7.1.8.5.4 Group Discussion

There were few comments in this stage, as it was short. However, one recurring
issue was the problem of choosing the right icons for the variations of “multiple people,”
to distinguish between users, group, and groups. This problem was explored in a follow-
up study, which was developed to gain consensus for the group icon, for the refined file

manager design. That study is described in the following section.

7.2 Study Two: Consensus for Group Icon
7.2.1 Research Objective

As shown by the results of the group design activity—particularly the
questionnaire results in Table 38—it was evident that choosing an icon for group was
problematic. There was no clear consensus on the best icon; the same icons were used for
both users and group, with no clear visual distinction between these concepts. To address
this problem, a short follow-up study, using a questionnaire, was carried out. The
objective of this study was to determine the preferred choice for the group icon.
7.2.2 Instrument: Questionnaire

As shown in Figure 19, the questionnaire consisted of a single question, with
space for additional comments. In the questionnaire, participants were given a set of
icons for user, users, groups, and everyone; these icons corresponded to the top-choice

icons identified in the group design activity. Along with these was a set of five icons to
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represent group; participants selected the one they thought best completed the set.
(Participants could also provide icon design suggestions, if desired.)

Two of the five icons were used in the original design activity (& and ﬁ'). Two
others were new designs, based on other icons used in the design study (E?B and %ﬁ) The
fifth icon (&) originated from the same public-domain icon sources that were reviewed
in selecting the icons chosen for the group design activity. These icons are shown in
Figure 19 within the context of the full questionnaire. This activity was intended to be
quite short and informal, so that participants did not feel required to over-analyse the
design, but could make a snap decision when picking an icon.

This questionnaire was provided both on paper and in an online version. For both
the paper and online versions, the icons were presented in random order, to minimize
bias. The only difference between the two versions was that the suggestion to draw
design ideas was omitted from the online version, because freeform drawing was not

possible in that environment.

7.2.3 Participants
The paper version was given (in person) to twelve students and faculty in

Computer Science and Management. The 18 participants from the group design activity

This is an informal study on icon preference. | am selecting icons for a file sharing application:
the icons are meant to signify who has access to a file: one user, multiple users, one group,
multiple groups, and everyone. In earlier testing, the icon for group did not show a strong
preference. Thus, | want you to choose which icon from the set below 1) best signifies “group”
and 2) goes best with the other icons in the set. All icons are |6x16 pixels (very small):

user users grour everyone

Choose from the following set: which one is best for group (singular)? Note that there is a
distinction between users (just multiple individuals, like Dave, Bob, and Joe) and group (a specific
set of people, like a work team). Also note that colours can be easily changed to match the
other icons,

Best choice for group (put a check mark next to the icon):

_a | _a " R

|

Additional comments about your choice (e.g, suggested colour change, modifications to
shape, etc.). <<paper version only:>> Feel free to draw:

Figure 19: Questionnaire for group icon followup study. The comments section was
slightly modified for the online environment.
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were emailed the web address for the online version; 15 responded (83%). (Note that
these two participant groups were disjoint.) The participants from the group design
activity were not all available for in-person meetings on campus; therefore this group was

contacted by email and given the opportunity to participate online.

7.2.4 Results
The results for these two groups are shown in Table 40, with the counts for each

icon for how often it was chosen.

online (design activity participants)

paper version (new respondents)

icon count icon count

(i 5 o 10
..... < 2 & |2

1 &, 1
N e
& 1 o

other 2 (drew own versions; all were

variants of icons in set shown)

Table 40: Results of followup group icon study (for paper version, n=12; for online
version, n=15).

7.2.5 Discussion

The icon that was chosen most often by both groups (and particularly so with the
design activity participants) was the icon with three individuals (-'ﬁh). This icon most
closely matched the “groups” icon that had been selected in the previous study, which

may have been why it was most often selected as the best item to complete the set.

7.3 Study Three: File Sharing Terminology Survey

The majority of the design elements were finalized in the group design activity
and the follow-up icon study. One portion of the group design activity involved
terminology: determining which words would be best for describing push-oriented and
pull-oriented file sharing activities. Replicating this portion of the study with a larger
population could lend validity to these results. Therefore, a short survey was created,

based on the design activity questions about terminology.
7.3.1 Research Objective
As in the group design activity, the objective of this survey was to identify the

most appropriate terms to express the file-sharing concepts of pushed and pulled.
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7.3.2 Instrument: Online Survey

A web-based survey with 12 questions was created using Opinio survey software
(ObjectPlanet, 2007), and was hosted on a web server at Dalhousie University for ten
days. This survey was based on questions included in the questionnaire portion of the
design activity, which focused on the terms one would use in describing push-oriented
activities (e.g., sending email attachments) versus pull-oriented activities (e.g., using a
file in a shared folder). As in the design activity, respondents were asked to rank their top
five choices from a list of terms, and to select which words worked best as a pair. The
complete survey is presented in Appendix D, and is summarized below.

The first part of the survey collected demographics and information on
respondents’ computer backgrounds. Respondents were then presented with a list of 13
words that could be used to indicate pull-oriented file sharing (e.g., used, opened), and
asked to rank their top five choices, as well as indicating which words they would never
use to describe this activity; they were also given the opportunity to add their own words.
This question was repeated for push-oriented sharing, with a list of seven words (e.g.,
forwarded, sent).

The two sets of terms were almost identical to those used in the design activity,
with two additions: the words read and updated were added to the “pull-oriented” lists.
These were added because both these words had been independently suggested by two
different respondents (during the earlier design study). The sets of terms are listed in

Table 41.

pull-oriented terms push-oriented terms

accessed received delivered
changed took distributed
modified touched forwarded
obtained updated gave
opened used pushed
pulled viewed sent

read transferred

Table 41: Sets of terms used in followup survey

Next, respondents selected the terms that worked best as a pair (e.g., “sent and
opened”); these did not have to match their choices from the earlier questions. (Because

the terms are being used together in the design, their suitability as a matched set needed
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to be considered.) Finally, respondents commented about the clarity of these terms,
particularly in describing these file-sharing activities and the distinction between these

two approaches: push vs. pull.

7.3.3 Participants

The survey was open to all persons over the age of 18 with computer experience,
and was advertised primarily within a university community, including campus-wide
mailing lists and web pages. Recruitment emails were also sent to email lists for
university-affiliated research groups.

Sixty-five people responded to the survey—41 male (63%) and 22 female (34%);
two declined to specify sex. Approximately half of the respondents were students, and
half were employees (faculty and staff). All respondents were experienced computer
users: only three respondents reported fewer than five years’ experience, and these three

were computer science students.

7.3.4 Data Analysis

The scoring scheme was the same as for the design activity. The ranked items
were assigned points: five points for a word selected as first choice, down to one point for
the word selected as fifth choice. If a word was marked as unsuitable (i.e., “I would never
use this”), this lowered its score by one point. If, for example, 10 people marked the
word “forwarded” as their first choice, but 5 checked “never use,” the total score would
be 45; that is, (5 * 10) + (5 * -1) = 45 points total.

Given a participant population size of 65, the lowest possible score for a term was
-65 (if all participants marked this term as unsuitable), and the highest possible score was

325 (if all participants selected this term as their top choice, at 5 points each).

7.3.5 Results

The highest-scoring and lowest-scoring terms are listed in Table 42. Total scores
for these terms are shown (as calculated above) along with the “negative count”: the
number of times participants marked that term as “I would never use this word.”

For the “pull-oriented” term, the top two choices were opened (with 150 points)
and accessed (with 146 points); no other word received over 100 points. For the “push-
oriented” term, the top choice was sent; forwarded was a distant second at 200, and no

other word received over 200 points.
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Note that the scores for push-oriented words were generally higher than for pull-

oriented: the list of push-oriented terms was much shorter, increasing the likelihood that a

given term was selected more frequently.

Table 42 also lists which terms had the lowest scores overall. Some terms

received negative scores: fook (at -34) was the lowest-ranked among the pull-oriented

terms, followed by pulled and fouched (tied at -26). The lowest-scoring push-oriented

term was pushed, with a score of -48. For the number of times people marked “I would

never use this term”—indicating a negative impression of that word—the highest counts

were for took (38 [58%]) and pulled (37 [57%]), as well as to pushed (51 [78%]).

pull-oriented total negative | push-oriented total | negative
terms score count | terms score | count

opened 150 5[ sent 284 0
accessed 146 3| forwarded 200 4
viewed 90 8| gave 111 13

_lowest three scoring t | lowest three scoring terms
took pushed -48 51
pulied -26 37 | delivered 10 26
touched -26 36 ] distributed 49 20

Table 42: Highest and lowest scoring terms for pull-oriented and push-oriented
activities. The top three items for each category are listed, along with the three
lowest-ranked term. The negative count refers to the number of times that a term
was marked as “I would never use this word,” each occurrence of which led to a

one-point deduction. The highest possible total score was 325.

Respondents also indicated which terms worked best together; the vast majority

(78%) chose sent, and 34% (the largest group) matched it with accessed. As in the design

activity, the push-oriented term showed strong preference, with more divided opinion on

the best pull-oriented term. These results differ slightly from the design activity: the same

pair emerged as the top choice (sent with accessed), but the preference was much

stronger in the survey, with over 60% choosing this pair.

When asked if the distinction between push versus pull activities could be clearly

expressed using these terms, 53 of 59 respondents (90%) indicated that the distinction

was clear. (Six respondents skipped this question.) When asked whether these terms were

suitable for expressing the file-sharing activity that they were meant to describe, 50 of 57



130

respondents (88%) indicated that these terms were suitable. (Eight respondents skipped

this question.)

7.3.6 Discussion

For pull-oriented sharing, the words opened and accessed were both ranked
highly, and few people indicated they would never use these terms (five [8%] and three
[5%] occurrences, respectively). Additionally, they were preferred by far over the other
choices. Note that although opened had a slight lead over accessed in the survey, these
ranks were reversed among the design activity participants, where accessed was scored at
60, and opened at 41. Adding the totals for both studies gives a combined total of 206 for
accessed, and a total of 191 for opened. (The highest possible score for any term is 415, if
it were selected as the first choice of all participants in both studies (n=83) and there were
no deductions.)

The term accessed was chosen for the final design, due to its slight edge in
scoring, and because it was most often chosen to be the best match for sent. (Note that
both these terms were ranked highly; in other applications, opened might be an equally
valid design choice.) For push-oriented sharing, there was only one clear favourite: sent,
which was incorporated into the design. As it happens, this also matched the preference
for the best-matching pair of terms, which indicates that the terminology choice is both
clear and harmonious.

Note that the two terms that have been used in the technical sphere—push and
pull—were very poorly received by the respondents, with low scores and several people
indicating “I would never use this word.” This was expected, although not confirmed by
any studies before now. These words remain part of the technical lexicon, particularly
within the domain of web-based media delivery; however, they are not widely accepted
outside of that narrow field. Therefore, it is not recommended that they be used in most

file sharing contexts.

7.4 Summary of Results

The goal of these studies was to select an appropriate set of icons and terms for
use in the file manager, and to discover and correct design flaws before the
implementation of the sharing tools. Based on the results of the design activity, and the

followup studies, a final set of icons and terms was selected; these are presented in Table
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43. Note that it is desirable to have a consistent set of icons, as recommended by
designers (such as Horton (1994). Therefore, the colour of one icon (accessed) was
changed, as shown in the table, to have a better colour match with the other icons; the

resulting colour palette favoured greys, blues, and purples.

file manager: column headings (terms)

concept column heading (term)

‘p‘US’hLQriented'a:" \'. ‘  sent

putl-onented a ~ accessed

file manager: icons for columns

concept L icon

colour changed: @ (from yellow to purple)

Table 435 wSummary of icons and terms resulting from user study, included in the
final design. Note that the colour of the "accessed" icon was changed to better
match the rest of the icon set.

7.5 Resulting Designs for File Sharing Tools: Prototypes

The user studies identified appropriate icons and terms, and provided refinements
for the original designs for the file manager and sharing console. Once the design
elements were finalized, the testing prototypes could be developed. The following
sections present the designs for the file manager and the sharing console, as realized in

high-fidelity prototypes for Windows XP.
7.5.1 File Manager Prototype

As discussed in Chapter 6, the file manager design incorporates new columns in a
“details view” of an XP file manager, such as Windows Explorer. Ideally, the prototype
would match the so-called “look and feel” (appearance and behaviour) of Windows

Explorer in all ways except for the new features being tested



132

However, creating a working prototype with all the features of this design
requires modification of the file manager source code; the source code for Microsoft
Windows Explorer is not available. Thus, another file manager, with functionality and
appearance similar to Windows Explorer, was used as the basis of the prototype. This file
manager is “Jeff’s File Manager,” which is written in C#; the author, Jeff Gaines, has
made the source code available and has allowed others to modify it (Gaines, 2006).

The source code from Jeff’s File Manager was rewritten to allow for three new
columns (sent, accessed, shared with), with icons, text, and popups for each column. A

screenshot of this file manager, with the new columns, is shown in Figure 20.
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Figure 20: The file manager prototype developed for testing, based on Jeff's File
Manager.

The file sharing information displayed by the file manager is read from a
dedicated eXtensible Markup Language (XML) file. This file contains an entry for every
file for which information is displayed. A sample entry is shown in Figure 21, for the file
“demo_files\chapterl.pdf.” In the example, the file has been sent twice (by instant
messenger and email), was accessed once (read by philip) and has read and write
permissions for one user (philip) and one group (docs). Note that reading an XML file
was a technique used for prototyping purposes; for a full-fledged application, file sharing

information would be read from other sources, such as file metadata.
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<FILE id="2" path="demo_files\chapterl.pdf">
<EVENTS fileid="2">

<SENT date="2007-05-01 10:01:00" via="IM" to="john5"
subject="here is a copy of the draft" />

<SENT date="2007-05-02 02:01:00" via="email™"
to="alice@ibm.com" subject="Draft Chp 1" />

<ACCESSED date="2007-05-01 01:01:00" by="philip"
action="read" />

<PERMISSION user="philip" usertype="user"
permissiontype="read+write" />

<PERMISSION user="docs" usertype="group"
permissiontype="read+write" />

</EVENTS>

</FILE>

Figure 21: Sample XML entry for file history and settings information, for the file
"chapterl.pdf"

7.5.2 Sharing Console Prototype

Because the sharing console was a separate tool from the file manager, the
prototype could be designed from scratch, as long as the two applications worked
together. A context-menu item (“right-click” item) was included in the file manager for
launching the console; it could also be launched as a standalone application (e.g., through
a desktop shortcut). The sharing console was developed in C#, and was based primarily

on the preliminary design, with some refinements suggested by the design participants.

The resulting console prototype is shown in Figure 22.
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Figure 22: Sharing console prototype developed for testing
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Note that the participants’ design suggestions were included in this version: the
“results” pane has more file information, there is a more flexible search feature (with a
tabbed interface), and the panels have been rebalanced in the layout.

Because this was a prototype, the functionality was implemented to the degree
required for user interaction for evaluation; this is a high-fidelity prototype rather than a
fully-functional application. The functionality of the sharing console was implemented by
a contract programmer as work-for-hire, according to a detailed specification that I
provided; the specification is presented in Appendix E. This implementation was carried
out under my supervision and guidance.

As with the file manager, some of the file sharing information was read from an
XML file. The search feature, for example, returned “canned searches” from the XML
file. An excerpt from a sample XML file is shown in Figure 23; this includes two sample
queries (with matching files) and an alert. For the query, the “result” matches correspond

to files; the numbers identify a specific file (as in Figure 23, which shows “file-id=2").

<Queries>
<query>
<term field="sent-to">bob</term>
<term field="shared-with">alice</term>
<results>
<result>l</result>
<result>17</result>
<result>8</result>
</results>
</query>

Figure 23: Excerpt from sample XML file, showing queries and alerts

7.5.3 Using the File Manager and Sharing Console

The file manager acts as a replacement for Windows Explorer; it is launched as a
separate application, which can then be used just as Explorer—to browse the file system,
open files, and perform other file management functions. The columns (with icons)
appear automatically as extra information in the manager. When user wish to get more
information about a file that is displayed in the file manager (such as sharing history),
they can right-click on a file, and select “Open in sharing console,” as shown in Figure
24. The information associated with that file will be automatically loaded and displayed

in the console.
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The console can also be launched separately from the file manager (for example,

as a desktop shortcut). This approach may be followed by users who wish to perform a

search, for example; this action is not related to a particular file.

33 File Manager Version B

Figure 24: Right-click (context) menu for launching sharing console from file

manager
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The previous chapter presented preliminary design ideas; these ideas needed to be

refined before creating prototypes for testing. This refinement involved a user-centred

design process, which identified appropriate iconography and terminology for file sharing
information displays. In addition, design participants demonstrated that they could
effectively use the information displays, and provided design suggestions that were
incorporated into the prototype designs. High fidelity prototypes were created, based on
these designs, and assessed through formal evaluation. The evaluation is presented in the
following chapters: Chapter 8 presents the design and methodology, and Chapter 9

contains the results.
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Chapter 8. Evaluation Part One: Design and
Methodology

Once the prototype for the experimental file manager was created, a formal user
evaluation was carried out. This evaluation was designed to compare the experimental
file manager with a control manager (similar to Windows Explorer) through a laboratory
experiment. In addition, the experimental file manager was also evaluated in terms of its
new features as well as intention-to-use. The research described in this chapter was
approved by the Social Sciences and Humanities Human Research Ethics Board at
Dalhousie University. This chapter presents the design and methodology of the laboratory
study; the results are presented in the following chapter (Chapter 9).

8.1 Study Overview

The experiment was a within-subjects study: twenty-eight participants used two
file managers (control and experimental) to complete a series of tasks, during two
different sessions spaced about one week apart. The participants followed an office
scenario, in which they played the role of an administrator filling in for an absent
employee. The absent person asked the participant to look up information about shared
files, through a set of “faxes” with questions such as “Who did I sent a copy of ‘file.x’ to
over email?” Participants used one file manager (control or experimental) to answer
questions for the first half of each session, and the other file manager for the second half.
The file managers were compared on the basis of task completion time, correctness of
responses to the file questions, usability score, and user preference. Participants also
assessed the unique features of the experimental file manager, and provided data about
their intention to use this file manager (should it become available). These components
are presented in detail in the following sections.

The design and hypothesis of the research study are presented next, followed by a
description of how a realistic workplace was simulated for use in the laboratory study.
This is followed by a discussion of the tasks used in the study, and the study variables
(including measures used to compare the control and experimental file managers). Next,
the study participants are described, followed by a description of the procedures used

during the evaluation. These items are summarized at the end of the chapter.
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8.2 Research Design and Hypotheses
There were three main elements being tested in this study:

1. Whether the experimental file manager provided any advantages over existing
file manager technology (used as the control condition), in terms of
effectiveness, efficiency, or satisfaction;

2. Whether the unique functionality provided by the experimental file manager
was effective for completing file management tasks; and

3. Whether the experimental file manager was likely to be adopted for use in the
real world, should it become available.

All three elements were tested using a laboratory-based evaluation. For each of
these elements, a set of research hypotheses were created, to assess whether or not the
experimental file manager fulfilled the research goals. The experimental design was
developed to verify these hypotheses, through data collection and analysis.

The research hypotheses are detailed in the following section; this is followed by

a description of the overall research design.

8.2.1 Hypotheses and Research Questions
The testable hypotheses being tested in the experiment were as follows:
For efficiency:
H1: The experimental file manager will result in task completion times that are faster
than those in the control file manager for at least 50% of tasks, and will not result in any
slower completion times.
For effectiveness:
H2: The experimental file manager will result in at least 25% of question response scores
that are higher than the control.
For satisfaction:
H3: The experimental file manager will have the majority of the higher scores for the

usability questions in Session One or Session Two, or both.



138

H4: There will be a significant difference in at least one usability score, in Session One,
between those who used the control affer the experimental manager and those who used
the control before the experimental manager.
HS5 The experimental file manager will be selected more often than the control for the
preference questions, in both Session One and Session Two.

In addition to these testable hypotheses, there were some research questions that
applied to the experimental file manager:
RQ1: Do the new features of the experimental file manager help users to complete file
management tasks (that cannot be completed with existing file managers)? If so, for
which task types is it most effective, in terms of effectiveness, efficiency, or satisfaction?
RQ2: Is the information displayed by the experimental file manager useful, and is this
file manager easy to learn to use?
RQ3: In what ways might the experimental file manager be improved?
RQ4: What is the likelihood that the experimental file manager would be adopted for use,

should it become available?

8.2.2 Experimental Design

The type of evaluation chosen was a laboratory study, to allow for precise
measurement of variables (including task efficiency and effectiveness). McGrath (1995)
described the methodological trade offs between three factors: generalizability of
evidence; precision of measurement; and realism of the setting. Measurement was a key
component for demonstrating tangible benefits, and therefore a laboratory study was
appropriate. (To make the testing environment more realistic, a workplace scenario was
used, as detailed in Section 8.3 below; this approach was employed to mitigate the
artificiality of the laboratory and allow assessment under more natural conditions.)

As described above, one component of the laboratory evaluation was the
comparison of the new file manager (with sharing features) to existing file manager
technology. This comparison required that measures be taken using two file managers:
the experimental and a control. The control file manager used for testing was a near-
replica of Windows Explorer for XP: it was a version of Jeff’s File Manager (described in
Chapter 7), configured to have the same features as, and similar appearance to, Windows

Explorer.
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The experiment was a within-subjects study, carried out over two one-hour
sessions (spaced approximately one week apart). In each session, participants completed
a series of tasks that required them to look up information about shared files. (These tasks
are detailed in a later section.) A total of 17 tasks were completed: eight in Session One,
and nine in Session Two. (These sessions are described below.) Note that each session
was divided into two sub-sessions: one of the two file managers (control or experimental)
was used in each sub-session; therefore, at the end of each session, participants had used
both file managers. Participants were randomly assigned to these conditions (i.e., control
or experimental first). The odd-numbered participants used the control first, and the
numbering was determined simply by scheduling: participants were assigned a number

when they arrived for Session One.

8.2.2.1 Use of Multiple Experiment Sessions

Although one session would have been sufficient for a simple comparison of the
file managers, a second session was added for two reasons. First, multiple sessions
allowed the participant to have more experience with the new (experimental) file
manager, allowing them to gain more experience and, hopefully, provide a more accurate
assessment of its features. Second, this arrangement simulated asynchronous use over
time. The file sharing awareness framework was based on the asynchronous Workspace
Awareness model (Tam & Greenberg, 2006), which was designed specifically for change
awareness: people needing to keep up with any changes that occurred while they were
away from the workspace. Bringing participants back to the scenario environment (after
an interval) allowed for an assessment of how easily they were able to catch up with file
changes in their absence. A description of both sessions is provided below.
Session One

During the first session, participants completed eight tasks: three in the control
condition, and five in the experimental. As described below, six of these tasks were
common to both file managers: three were completed in each of the control and
experimental managers. (For example, participants looked up the “last modified” date of
a file in both experimental conditions.) The remaining two tasks were used to assess the
unique features of the experimental file manager only (e.g., finding the number of times a

file was accessed); these tasks were conducted only in the experimental manager
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condition. (Thus, there were a total of five tasks in the experimental condition: three
common tasks, and two unique). The file manager condition was counterbalanced, so that
half of the participants began with the control and finished with the experimental
manager; the other half of the participants used the file managers in the reverse order.
Session Two

The first and second experimental sessions were similar, although not identical.
The file system was changed between sessions, to simulate activity during the week. The
file manager condition was counterbalanced again: those that started with the control in
Session One started with the experimental file manager in Session Two.

In this session, nine tasks were completed. As in Session One, six of these tasks
were completed in both file manager conditions (e.g., looking up file permissions). Also
as before, there were tasks unique to the experimental file manager: for this session, there
were three such tasks. Another task was added to permit more extensive evaluation of the
new file manager features; these tasks were limited to two for the first session because at
that stage, the file manager would be unfamiliar to participants, and thus they might be
overwhelmed if asked to perform many tasks with it. (It was expected that by Session
Two, participants would be comfortable enough with the experimental file manager to
complete one additional task.) Thus, there were six tasks in the experimental condition,
and three in the control.
8.2.2.2 Task Ordering

The complete task ordering, for both sessions, is shown in Table 44. (The tasks

are identified by letter; these tasks are detailed in Section 8.5 below).
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Session One Session Two

4 _|AaBe - IDFEGH =~ |PMNIt@ - - lKOJ
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B PQ T
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5 COPK
6 INMJQL

7 Tl
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12 OMPLNQ
3 [KP

14 JNLQOM

15 - QOJ. i
16 PLIMNK

17 QIR e e
18 MJNLKO

20 ILPNMQ

22 IKJMLN

23 [ CBDEF "~ K
24 AGH NOMQLP

25 GEBCD = CINLIPKM - 1JoQ

26 0JQ PLNKIM

28 PIK MQJNOL

Table 44: Task ordering for Session One and Session Two. (The tasks are described
in Section 8.5 below). Odd-numbered participants (grey rows) started with the
control file manager, while even-numbered participants (white rows) started with
the experimental manager.

Note that there are eight tasks in Session One, and nine tasks in Session Two. For
Session One, tasks D and E are unique to the experimental file manager (and thus appear
only in that condition); for Session Two, these unique tasks are identified as L, M, and N.
The remainder of the tasks were common to both file managers, and each task was paired
so that one of each was completed in each file manager. For Session One, the task pairs
were: A and F (email search); B and G (check file permissions); and C and H (check file
modified date). For Session Two, the task pairs were: I and O (email search); J and P
(check file accesses); and K and Q (check file permissions).

Because there were unequal numbers of tasks in each condition, traditional
counterbalancing methods (such as Latin Square) could not be used. Instead, tasks were

randomly permuted, subject to the following conditions:
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i. One of each of the paired tasks had to be performed in each condition; for example,
a person had to look up a file permission in the experimental and control conditions,
and never complete both file permission tasks in the same condition. (This means
that, for instance, tasks A and F were never completed in the same sub-session.)

i1. Each paired task (i.e., not the unique tasks D-E or L-N) had to be completed in
equal numbers, across the conditions. For instance, Task A needed to be completed
equally often with the control and the experimental file managers, and equally in the
first and second sub-sessions. This condition required that the number of participants
be a multiple of four (e.g., Task A in both conditions and both sub-sessions, which is
four combinations.)

These conditions led to the ordering in Table 44. The above conditions hold, and
outside of those constraints, the tasks are randomly permuted (including the unique tasks
in the experimental condition). The details of each task are provided in Section 8.5; note
that each task involves answering a question about shared files. These question-
answering tasks were designed to be realistic, to mitigate the unnaturalness of the
laboratory environment. These tasks were thus completed in an office-like environment,
using a realistic digital workspace; this simulated experimental environment is described
in the following section.

8.3 Simulating the Workplace: Scenario and Experimental
Environment

The experiment was designed to simulate an office environment (within the
confines of a laboratory setting). An office workplace was a natural choice for this
experiment: file sharing is a common activity in this environment, and confidentiality is a
concern for corporations. This situation requires the careful management of shared files;
therefore, finding accurate and complete information about file sharing is important.

Simulating the office workplace was done in two ways: by using an office-based
scenario, and by testing in a physical environment that resembled an office. These two

aspects of the experiment are described below.

8.3.1 Scenario
To add realism to the laboratory environment, a scenario was created for

participants to follow during testing. Scenario-based design has emerged as a means for
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balancing generalizability and accuracy in evaluation (Rosson & Carroll, 2002; Young &
Barnard, 1987). One definition of a scenario is a “description that contains (1) actors, (2)
background information on the actors and assumptions about their environment, (3)
actors' goals or objectives, and (4) sequences of actions and events” (Kentaro & John,
2004, p. 46). Kentaro and John note that some elements from this list may be omitted or
made implicit, depending on the testing requirements.

The specific approach that was adopted in this research was based on the
theoretical methodology of Borlund (2003), who created a framework for evaluating
information retrieval systems. Borlund’s method involves the use of realistic work
scenarios, with a “cover story” that explains why the user needs to interact with the
system. For the scenario, participants gathered this information through a series of
questions about files in the digital workspace.

The specifics of the office scenario were designed to coordinate with the email
dataset used for the digital workspace; as described below, this dataset was the Enron
corpus. Therefore, the scenario was based around an energy and telecommunications
company; this is also a familiar industry within the local geographic area. According to
the cover story, the participant was an administrator filling in for an absent employee.
Again, substitution of employees is a common workplace occurrence, adding to the
realism of the scenario.

The scenario, as presented to the participant, was as follows:

Scenario: Session One

Your name is Terry Martin. It is April 10, 2008. You are an administrator at Enercomp, a
large Canadian energy and telecommunications company. You usually work in the
Sackville office, but today you have been called in to Halifax to fill in for Chris Lee, who
had to leave work suddenly due to iliness.

Chris can’'t get at email, so has faxed you a list of tasks to complete today. You have full
access to Chris’s desktop, including files and emails. Please complete each task, which
involves finding the answers to some questions that Chris has.

This scenario contains the majority of the elements from Kentaro’s and John’s
(2004) definition. The actors are the participant (“Terry Martin”) and the (hypothetical)
absent employee (“‘Chris Lee”). These names were chosen to make the scenario gender-

neutral, so it could be effectively used with men and women; these forenames were
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identified as being in the top four most-neutral names (Van Fleet & Atwater, 1997).
Background information about the organization and the absent employee’s work habits
were provided on paper handouts.

The goals of the scenario were explicitly stated: to answer questions about files
for the absent employee. The reason why an “absent employee” was used is because the
file system and emails would be unfamiliar to the participant, and therefore it would be
unrealistic to tell them that they were using, for example, “your own computer.” This
approach allowed the participant to use an unfamiliar file environment, while still having
a plausible reason for interacting with it (i.e., to find information for another person).
Finally, the actions and events were mainly implicit, except in two ways: first, an explicit
order was placed on the questions, and therefore the actions. Second, participants were
required to use the testing applications (Outlook and the file manager) to answer
questions. However, the exact means of finding the information was left up to the
participant.

The same basic scenario was used in the second session, with the exception that

the passing of time (since the previous session) was explicitly noted:

Scenario: Session Two

Your name is Terry Martin. It is April 17, 2008. You are an administrator at Enercomp, a
large Canadian energy and telecommunications company. You usually work in the
Sackville office, but today you have been called back in to Halifax to fill in for Chris Lee,
who had a medical emergency. Chris has been performing computer tasks since you
left, such as sending and receiving email and working on documents, so the computer
system is not identical to what it was when you left on April 10th.

Chris can’t get at email, so has faxed you a list of tasks to complete today. You have full
access to Chris’s desktop, including files and emails. Please complete each task, which
involves finding the answers to some questions that Chris has.

8.3.2 Experimental Environment

In keeping with the computing environment and the corporate scenario, the
physical space that the participants used was designed to look like an office. This
environment was designed to make the setting less like a laboratory, to facilitate the role-
playing aspects of the scenario. The space used for the experiment was the Usability Lab

in the Centre for Management Informatics, which was designed to support ecological
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validity. A photograph of the laboratory “office” is shown in Figure 25, which shows the
desk that the participant used for the tasks.

Figure 25: The experimental environment, designed to replicate an office setting

Props were used to make the environment more natural, including office supplies
and books. A calendar was set to the future month of the scenario, April 2008. Also, a
whiteboard listed fictional details about projects and colleagues, many of which were
mentioned in the scenario tasks.

The “office” had a one-way mirror in it, through which activity could be viewed
from an adjacent audio-visual control room. The participants completed the tasks while
being observed from behind the glass. The facilitator (the author) was in the room with
the participant for the start and end of each set of tasks (three times per session). At all
other times, the facilitator was observing remotely. The experimental office and the
control room were also connected with speakers and microphones, so that the participant

could ask questions during the session.
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The control room contained all audio-visual equipment, as well as the managers
for the logging software and an eyetracker (described below). Logging was initiated and
terminated remotely from this location, so that the data collection was unobtrusive to the
participant. The control room equipment was managed by an assistant for all sessions,
either Alexandra MacNutt or Emilie Dawe (research assistants at the Centre for
Management Informatics). A photograph of the control room, showing the window
overlooking the experimental environment, is shown in Figure 26 below.

While participants were completing tasks, their gaze patterns were recorded with
a non-head-mounted eyetracker. This gaze data was recorded on a contingency basis, in
the event that the other data sources were insufficient for explaining particular findings
(e.g., anomalous user behaviours). This situation did not arise (hence, the eyetracking

data were superfluous); the eyetracker is mentioned here simply for clarity and

completeness.

Figure 26: Control room, used for observation and for data collection. The study
participants sat at the desk that can be seen on the other side of the window.
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8.4 Digital Workspace: Email and File Collections

Because the file sharing tools were meant to be tested in as realistic an
environment as possible, a suitable computing environment needed to be created for the
evaluation process. This entailed the creation of a set of files, including emails, which
would realistically simulate an actual office workstation. There were two challenges in
creating this environment: first, in obtaining a realistic set of emails, and second, in
providing a collection of work documents that was realistic in terms of organization and

size.

8.4.1 Real-World Email: The Enron Dataset

One difficulty in creating a simulated work environment was the lack of email
datasets: privacy concerns typically preclude the use of real-world emails in research
(Carvalho & Cohen, 2007). This problem was addressed when the Enron corporate email
files were publicly released by the American Federal Energy Regulatory Commission, as
aresult of legal investigations in 2004; this is believed to be the first (if not the only)
sizable real-world email dataset made available in the public domain (Shetty & Adibi,
2005).

Researchers cleaned the raw Enron corpus, in order to correct errors (such as
integrity problems), to strip out file attachments, and to delete some emails by employee
request. The resulting dataset (dated March 4, 2004), provided by William Cohen at
Carnegie Mellon University, was the version used for this research (2004). This corpus
consists of 517,431 emails from 151 users, in 4700 folders, collected from 1998 through
2002 (Klimt & Yang, 2004).

One user was selected from this set of 151 to represent “Chris Lee.” Although any
user would be a suitable choice, one was selected whose data showed a regular use of
email attachments, and who had a representative number of folders for this dataset
(between 3 and 20). This user’s mailbox had eight folders, with a total of 23206
messages; it was converted to “Chris Lee’s” mailbox (through a process described in

Section 8.4.3.1 below).

8.4.2 Creating a Realistic File Environment
In addition to a realistic email dataset, testing also required a realistic workspace

file environment: the study participants would need to interact with a file system, with



148

files and folders organized in a way that represented actual user practice. As with email,
privacy concerns have precluded the collection of real-world data (Chernov, Demartini,
Herder, Kopycki, & Nejdl, 2008), which required that a short study be carried out to
glean how digital workspaces are organized in practice. This study was not intended to be
comprehensive, but to indicate a reasonable set of parameters within which to operate.
The study consisted of collecting details about workplace document collections;

primarily, the numbers of files and folders, and the names of those folders.

8.4.2.1 Workspace File Study

Participants were recruited through email, and asked to share basic information
about their workplace files; they could provide this information through email, or through
an in-person interview. Those who were recruited were administrators and/or project
managers, with responsibility for one or more projects. This group was selected because
the participants closely resembled those in the proposed testing scenario (namely, an
administrator at “Enercomp”).

The questions they were asked are listed in Figure 27 below. These questions
asked about the number of files and folders on the Desktop and in work folders: how
many of each, how many file per folder, and what the folder names were (as a simple

way to see how files were categorized and organized).
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1. Go to your Desktop (on the computer used for most of your work).
a) How many folders are on it?
b) How many files?

2. For Desktop folders:
What categories do your folders fall into? For example:
"3 are work projects, 2 personal, 1 temporary storage..."

(If you prefer, you can just list their names, with any confidential information omitted, e.g.,
"reports_companyX")

3. Go to the folder that has most of your work folders (or files) in it. (This could be "My
Documents", or a separate drive or special folder.)

a) How many folders are in it?
b) How many files?

4. Continuing in the folder with your work folders and files in it:

What categories do your folders fall into? For example:

"12 are specific projects, 10 are for particular people, 4 are for departments", etc.

(If you prefer, you can just list their names, with any confidential information omitted, e.g.,
"employee_x")

5. Continuing in the folder with your work folders and files in it:

About how many files would you estimate, on average, are in each folder? You can check some
representative folders (e.g., 5-10 folders) and calculate a "files per foider" average from these.
You only need to go down one level. Suppose your work folders are in "My Documents/Work". If

you have three folders here called "reports”, "minutes”, and "misc", then just count files in these
three folders. Ignore files in folders down inside "reports”, etc.

Figure 27: Questions about file organization

Ten participants provided information; four responded in email and six provided
information through an interview. Those who were interviewed volunteered additional
information about their organizational habits, such as the depth of their folders and their
work practices, as well as the basic information requested in the set of questions. The
numeric results are summarized in Table 45, grouped in ranges. A summary of the
categories for folders is also presented, with the count in brackets after each category

name; these category names were provided by the participants.
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2 i g i count(n=10) L
desktop: folders | 3 6 1 0 0
desktop: files 3 1 2 0 3 0 1 0
work folder: 0 1 y 3 5 0 o 1
folders
vyork folder: 1 > 1 1 1 > 1 0
files
work folder:
files per folder 0 1 2 2 3 0 1 1
topics: project (5); temp (3); “My Documents” (2); programs (1); shortcuts (1);
desktop folders | resumes (1); HR (1); personal (1); speakers (1); budget (1)
project (6); dates (3); organizations (2); people (2); sharing (2);
topics: default, e.g., “My Photos” (2); temporary (2); courses (1); travel (1);
work folders departments(1); suppliers(1); forms(1); personal(1); human resources
(1); contracts (1); records (1); received documents (1)

Table 45: Summary of workplace file organization. Counts are shown for the
number of files and folders in the various categories, grouped into ranges.

The responses showed a wide variation in file organization habits: for example,
for desktop files and folders, three participants had nothing on the desktop, while one
person had sixty files. Similarly, some respondents had many folders with few files each,
while others had fewer folders but many files per folder. Most commonly, people
reporting having somewhere between 11 and 30 folders in their main workspace folder
(e.g., “My Documents”), with six to 30 files per folder. The dominant types of folders
tended to be for projects, along with departments and individuals (and date-based filing
systems); there are also many unique folder types, such as “speakers” for a person whose
job involved organizing invited talks.

Given the wide variations in workspace file organization, it is evident that many
types of file arrangements would be suitable for a realistic laboratory scenario. For the
Enercomp scenario, a simple file structure was created, using the Windows XP Desktop

along with two folders—*“chris’s docs” and “Sharing Folder”—as the location of scenario

files.

8.4.2.2 Windows Desktop files
The term “Desktop” is used here to refer to the area displayed behind the

windows of the graphical user interface, such as that used in Windows XP; it commonly
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contains folder and file icons and application shortcuts. This location was not a primary
source of files for the scenario, but it was set up to be realistic, because it would be
frequently viewed. It contained 10 items, mainly program shortcuts and folders; these
included shortcuts to the file sharing tools (console and file managers), mainly for
convenience of testing (i.e., in case the participants accidentally closed the application
and needed to restart). There were also shortcuts to Outlook, to the “sharing folder”, and

to the “chris’s docs” folder, in case these were helpful to the participant.
8.4.2.3 Workplace Document Folders

Two folders were created as the principal locations for storing the workplace
documents used in the experiment. These folders were one level below the root of the C
drive: C:\chris’s docs and C:\Sharing Folder; the former primarily had the owner’s
personal items (some of which were sent as attachments), and the latter contained items
whose permissions were set for sharing among colleagues.

The number of files and folders in these two locations was arranged in keeping
with the findings of the workplace study. As shown in Table 46, “C:\chris’s docs” had 19
subfolders, and “C:\Sharing Folder” had 20 subfolders. In keeping with the findings of
the digital workspace study, the number of files per folders remained within the range of
six to 30; the lowest number of files per folder was seven, and the highest was 28. (The
details of the specific files used in this structure are described in Section 8.4.3.2. below.)

For the first session, the folder “chris’s docs” contained a total of 325 files, and
the “Sharing Folder” contained 340 files. An additional 20 files were added to the file
collection for Session Two, to simulate activity during the week. Fifteen files were added
to “chris’s docs” (in three subfolders), and five files to “Sharing Folder” (in two
subfolders). This information is summarized in Table 47. The vast majority of the files
and folders in the system were not explicitly used in any tasks, but were included for

realism.
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folder name #files folder name #files
asia_pacific 8 | Aliant 10
brokerage 22 | annual_reports 12
confirmations 20 | archived projects 28
customers 11 | AT&T 9
drafts 14 | BP 15
eol documents 20 | community 13
europe 16 | finance 25
financial 17 | forms 23
forms 22 | government regulations 15
| general_motors 21 | handbook 22
| guidelines 7 | Human Resources 27
material for review 27 | investments 24
north_america 15 | legal 20
partners 10 | memos 18
personal 22 | PG&E 9
planning_docs 19 | PR 16
presentations 8 | presentations 11
proposals . 24 | public 24
spreadsheets 22 | travel docs 12
WHMIS 7

total 325 | total 340

Table 46: Structure and number of workplace documents. Each subfolder (e.g.,
"drafts') contained only files (no subfolders). This structure was used in Session
One; for Session Two, another 20 files were added (15 to “chris’s docs” and five to

“Sharing Folder”).
folder statistics
C:\chris’s docs C:\Sharing Folder
Session One
total files 325 340
total subfolders 19 20
average files per subfolder 17 17
# of files with sharing information 45 340
Session Two
total files 340 345
total subfolders 19 20
average files per subfolder 18 18
# of files with sharing information 50 345

Table 47: Information about files and folders used in the workspace environment
for testing; numbers of files varied for each of the two sessions.

As shown in Table 47, only a subset of the files had sharing information

associated with them, because not all files in the system were shared. An exception is the

files in the “Sharing Folder”: these all had permission information associated with them.

However, in the “chris’s docs” folder, only a subset of the files had sharing information:
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45 files (in six subfolders) for Session One, and another five files (in two subfolders)
were added for Session Two. (File sharing information includes event history, such as

email sends and file accesses, as well as permissions.)

8.4.3 Implementation of the File Collection: Email and Documents
Both the Enron email data and the file structure required additional preparation

before they could be used in the experiment: the mailbox required conversion, and the

file structure needed to be populated with files for the tasks. These implementation steps

are described below.

8.4.3.1 Creating the Mailbox

The email data that originated in the Enron dataset had to be further manipulated
to be used with an email client; for example, every email message was stored in a
separate file, and thus the files needed to be recombined. With the assistance of Dana
Echtner (Dalhousie Faculty of Computer Science Technical Support), the dataset was
converted into a format that would work with an email client (i.e., returned the data to a
standard mailbox format).

To blind this data, the username of the mailbox owner was changed, to match
“chris lee”, the fictional user in this scenario. In addition, all references to Enron were
replaced with “Enercomp”, the fictional corporation. Locations were also changed from
Houston to Halifax, and dates were made more recent (e.g., 2002 became 2008). All
these changes were made through per1l scripts, with some manual checking and error
correction.

Email attachments also had to be re-attached to messages, because these were
purged from the Enron dataset. The original files could not be used (because they were
not retained), but the dataset retained the names of the files that had been stripped from
each message. Files on similar topics (e.g., energy and communications), in the same file
format, were downloaded from the web to replace these files; see the following section
for more details. These files were renamed to match the names of each missing
attachment, and manually re-attached to each message by re-drafting email messages and
editing the email headers.

The resulting mailbox was imported into the Microsoft Outlook email application

for the experiment. Qutlook was chosen because of its widespread usage, particularly
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within corporate settings (Fontana, 2007). Potential participants would likely be familiar
with Outlook, and it would be natural to find this program in the simulated office setting
of the experiment. (Participants’ proficiency with Outlook was checked in a background
questionnaire at the start of the laboratory study.)

The experiment involved two sessions, and therefore there were two different
versions of the mailbox. The mailbox included messages dating from August 2005 up to
the date used in the test scenario (i.€., either April 10 or April 17, 2008). The mailbox
folders were reset between sessions, so that a person completing Session One would only
see email dating up to April 10, and a person completing Session Two would see email
dating to April 17.

The structures of these mailboxes—the Outlook folder names and sizes—are
shown in Table 48, for both sessions. The number of messages increased between
sessions, to simulate additional email traffic that had arrived and was created during the

99 ¢

week; three folders were modified: “Inbox,” “all_documents,” and “Sent Items.” In
addition to the original Enron email messages, three new messages with attachments
were created specifically for the testing scenario; these were placed in “Sent Items” for

Session Two.

Session One (“April 10”) Session Two (“April 177)

folder size (number number of emails size (number of | number of emails

of messages) | with attachments messages) with attachments
all_documents 7740 118 7905 123
archived_inbox 11566 115 unchanged
Inbox 111 9 474 [ 19
master_notice 2 0 unchanged
misc 18 0 unchanged
online_trading 360 0 unchanged
Sent ltems 3395 52 3431 | 60
trading issues 14 0 unchanged

Table 48: Mailbox folder sizes, including numbers of email attachments, for both
testing sessions.

8.4.3.2 Workplace Documents

The workplace study identified appropriate parameters for a workplace file
structure; once this was determined, the structure had to be populated with actual files. To
do so, files were downloaded from the web, primarily on subjects relating to the energy
sector and telecommunications. Because the Enron employee’s mailbox (adapted for the

experiment) included a number of references to financial and legal documents, files on
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these subjects were added to the collection. (Many of these were reattached to the email
messages, as described above.)

These files were a mix of formats, primarily Microsoft Word (.doc), Portable
Document Format (.pdf), Excel spreadsheets (.x1s), Powerpoint (.ppt) and text (.txt). To
find these files, Google searches were performed with keywords such as “energy”, or
“non-disclosure agreement” filtered to return only files matching certain file formats
(such as “.xIs”). As described above, 395 files were placed into the file collection,
divided between two folders: “chris’s docs” and “Shared Folders.”

These files were used in carrying out the experimental tasks: participants
answered questions about these shared files, using this realistic digital workspace. These

experimental tasks are discussed in the following section.

8.5 Tasks
8.5.1 Mapping of Tasks to Awareness Framework

The tasks used for evaluation were designed to be realistic, as well as appropriate
for formal assessment. Because the experimental file manager designed was based on a
theoretical framework, that framework was consulted when developing the tasks.

The tasks in the experiment were designed primarily to assess how well people
could find and interpret information about shared files, which incorporates the core
aspect of awareness: “knowing what is going on” (Endsley, 1995), as discussed in
Chapter S. Therefore, the tasks in the scenario involved participants answering questions
about shared files: this required them to locate information about one or more shared
files, and understand this information enough to use it for answering questions.

Each of the questions relates to a real-world situation, as outlined in the testing
scenario; each question was accompanied by a specific issue or need that the “absent
worker” had. There were 37 questions in total: 20 in Session One and 17 in Session Two.
Questions varied in complexity, from simply confirmation of a file’s existence, to finding
all the recipients of a certain file.

These questions can be mapped onto the questions that emerge from the
awareness framework, as outlined in Chapter 6. The framework identified a number of
questions that a user might need to answer about a shared file, from the perspective of

both files (e.g., “Who can access this file?”’) and people (e.g., “What files can this person



access?). Each of the questions in the scenario comprises one or more of these framework

questions; this mapping is shown in Table 49 and Table 50. The questions have been

abbreviated slightly, with exact filenames and folder names omitted, to fit into the tables

the full text of all questions is presented in Appendix F.

changed?

¢ g Q) O ped to A amewo Q) 0 on O
ID# | Framework Question =~~~ ask Question -~
A1 How has this file been distributed? Was [file A] emailed to anyone?
A2 | Who has a copy of this file? If yes: to whom? (username(s) is fine; don’t
need to include email address)

B1 | What actions can this person [or group] Does the “legal” group have modify
take on this file? permissions for [file B] {yes/no}

B2 | What actions can this person [or group] If not, what permissions does legal have?
take on this file?

C1 | Where is this file? Is [file C] in the folder [folder A]? {yes/no}

C2 | When have this file’s properties been If yes: what is the “last modified” date?
changed?

D1a | What actions have taken place on this For [file D]
file? a. number of times accessed:

D1b | Who has accessed this file? b. person who accessed most

recently:

D1c | When has this file been accessed? c. date of most recent access:

D2a | What actions have taken place on this For [file E]
file? a. number of times accessed:

D2b | Who has accessed this file? b. person who accessed most

recently:

D2c¢ | When has this file been accessed? c. date of most recent access:

E1 | What files have been distributed to this List three files that Sara Shackleton has
person? received from me over email.

E2 | What files can this person access? List three files that Sara Shackleton

currently has access to (can read or write)

F1 How has this file been distributed? Was [file F] emailed to anyone? {yes/no}

F2 | Who has a copy of this file? If yes: to whom?

G1 | What actions can this person [or group] Can Dave Samuels modify [file G] {yes/no}
take on this file?

G2 | What actions can this person [or group] If no: what permissions does Dave have?
take on this file?

H1 [ Where is this file? Is [file H] in [folder B]? {yes/no}

H2 | When have this file’s properties been If yes: was the file modified in the last 24

hours (April 9 or later)? {yes/no}

Table 49: The questions from the Session One tasks, mapped to questions from the
awareness framework
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| Framework Question - | Task Question :

"1 Who has a copy of this flle'? List all people who recelved [file I} over
When was this file distributed? email between April 13 and April 16

J1 When has this file been accessed? Did anyone access [file J] between April

13th and April 17th (today)? {yes/no}

J2 What actions have taken place on this file? | If so, provide all the details you can find
When was a particular change to this file about any accesses (such as time),
made? between April 13th and today:

Who has accessed this file?
What actions has this person performed on
this file?

K1 | Where is this file? Is [file K] in [folder C]? {yes/no}

K2a | What actions can be taken on this file? If yes,

What actions can this person [or group] Do | [Chris Lee] have read and write
take on this file? permissions on it? {yes/no}

K2b | What actions can be taken on this file? Does Alan Aronowitz have read and write
What actions can this person [or group] permissions on it? {yes/no}
take on this file?

L1 When did this person access a file? Has Dave Samuels accessed [file L] since

April 12th?

L2 | What actions has this person performed on | If so, what action did he perform (e.g.,
this file? read, write...)?

M1 | What files have been distributed to this List all files emailed to Tom Moran
person?

M2 | What files has a person accessed? List all files accessed by Tom Moran in
When did this person access a file? [folder D] after April 13

N1 | What actions have taken place on this file? | List the three most-accessed files in [folder

E]

O1 | Who has a copy of this file? Who was emailed a copy of [file M] (April
When was this file distributed? 12th or later)?

P1 | When has this file been accessed? Did anyone access [file N] on April 12th or

later? {yes/no}

P2 | What actions have taken place on this file? | If so, provide all the details you can find
When was a particular change to this file about any accesses:
made?

Who has accessed this file?
What actions has this person performed on
this file?

Q1 [ Where is this file? Is [file Q] in [folder F]{yes/no}

Q2a | What actions can be taken on this file? if so,

What actions can this person [or group] Do only Legal and Finance have access
take on this file? (and no one else)? {yes/no}

Q2b | What actions can be taken on this file? Do Legal and Finance have read access?
What actions can this person [or group] {yes/no}
take on this file?

Q2a | What actions can be taken on this file? If so,

What actions can this person [or group] Do only Legal and Finance have access
take on this file? (and no one else)? {yes/no}

Q2b | What actions can be taken on this file? Do Legal and Finance have read access?
What actions can this person [or group] {yes/no}
take on this file?

Table 50: The questions from the Session Two tasks, mapped to questions from the
awareness framework
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8.5.2 Task Types

There were two basic categories of tasks in this study: those that could be
performed using both file managers, and those that were feasible only with the
experimental file manager. The tasks that could be performed with both file managers
could be compared with each other, using such factors as task completion time. However,
these tasks are restrictive: under these conditions, the additional functionality of the
experimental file manager could not be explored. Therefore, additional tasks were
included that were only carried out in the experimental file manager condition. These
were tasks that, using the control file manager, were either impossible to complete, or
prohibitively difficult to complete within the one-hour timeframe of each testing session.
8.5.2.1 Tasks Completed with Both File Managers

Three tasks were completed using both the control file manager and the new file
manager, in both sessions. As described in the Design section of this chapter, each of
these tasks was in a pair, with one version of the equivalent task being performed with
each file manager. For example, if the user looked up a file permission using the control
file manager, then he or she would also look up a file permission using the experimental
new file manager. The tasks are identified by letter: tasks A-H were performed in Session
One, and tasks I-O in Session Two. (These are the same letters used in the question
identification numbers, in the previous section.)

The paired tasks are those identified by the letters [A,B,C] and [F,G,H] in Session
One, and by [, J, K] and [O,P,Q] in Session Two. (Tasks [D,E] and [L,M.N] were
performed only with the experimental file manager.) The pairs are listed in order (e.g., A
is mapped to F, B is mapped to G). This mapping is shown in Table 51: each row

contains the pair of equivalent tasks, including a short description for clarity.
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Tasks for Both File Managers: Session One

A

file: clickpaper-mar-05.xls

1. Was it emailed to anyone?
2. If so, to whom?

F

file: 2009_plans.doc

1. Was it emailed to anyone?
2. if so, to whom?

B

1.Does the “legal” group have modify
permissions for the file acquisitions2008.doc?
2. If not, what permissions does legal have?

G

1. Can Dave Samuels modify template.doc?
2. If no: what permissions does Dave have?

C

1. Is the file energy_2008_g3.doc in the folder
C:\chris’s docs\drafts?

2. If yes: what is the “last modified” date?

H

1. Is the file contracts.doc in the folder
C:\Sharing-Folder\legal?

2. If yes: was the file modified in the last 24
hours (April 9 or later)?

Tasks for Both File Managers: Session Two

|

1. List all people who received the file
PR_apr13_08.pdf over email between April 13
and April 16 (provide email addresses)

(o]
1. Who was emailed a copy of the file
clickpaper-mar-05.xIs (April 12th or later)?

1. Did anyone access the file nda.pdf between
April 13th and April 17th (today)?

2. If so, provide all the details you can find
about any accesses (such as time), between
April 13th and today:

P

1. Did anyone access the file merger.doc on
April 12th or later?

2. If so, provide all the details you can find
about any accesses (such as time):

K

1. Is GE_prospect.doc in the folder
C:\Sharing-Folder\legal?

2. If yes,

a. Do | [Chris Lee] have read and write
permissions on it?

b.Does Alan Aronowitz have read and write
permissions on it?

Q

1. Is options.doc in the folder C:\Sharing-
Folder\BP?

2. If so,

a. Do only Legal and Finance have access
(and no one else)?

b. Do Legal and Finance have read access?

Table 51: Paired tasks performed in laboratory study. Each row contains a pair of
equivalent tasks (such as finding a list of email recipients), such as A and F, or

J and P.

These tasks were objectively compared, in terms of how quickly they were

completed and how accurately the questions were answered. (The analysis is in the

following chapter).

Note that both sessions included one task pair for which the experimental file

manager was not expected to demonstrate any improvements in efficiency: instead, one

simple task was included to demonstrate whether or not the experimental file manager

caused any problems, as compared to the control. (That is, for certain simple file tasks,

would the experimental file manager be detrimental for users?) In Session One, it was

task pair C and H (checking the “file modified” date); for Session Two, it was task pair J
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and P (checking details of recent file accesses). For these tasks, the experimental file
manager was unlikely to provide a significant efficiency improvement, but it was hoped
that it would not make the tasks more difficult; the two file managers should be
equivalent. (This information would be used to prove hypothesis H1: that the
experimental file manager would rot lead to any slower completion times.) The
remainder of the tasks were to be used to determine whether improvements in

effectiveness and efficiency were provided by the experimental file manager.

8.5.2.2 Tasks Completed Only with the Experimental File Manager

Some tasks could only be carried out using the functionality of the experimental
file manager. Two of these tasks were included in Session One, and three in Session Two.
(As described in the Design action, one more task was included in Session Two because
the participant would be more familiar with the features; having three such tasks in
Session One was likely to be too overwhelming for the initial session.) The sets of tasks
are listed in Table 52.

The two experimental manager-only tasks in Session One involved looking up file
access history (which is not available in the control file manager). The participants also
had to find out which files had been emailed to, and were accessible to, a specific person;
the latter subtask was intractable with the control file manager, as it would require
checking every folder in the entire file system. Session Two included three tasks; all three
tasks involved checking the file access history, either for specific actions or to find the
most-accessed files in a folder. Because the file access history is not available in the
control file manager, this task requires the use of the new functionality. Task “M” (in
Session Two) could be partly completed using Outlook, but the second part required the

experimental file manager features.
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Experimental Manager-Only Tasks: Session One

D E
1. file merger_guide.doc 1. List three files that Sara Shackleton has
a. number of times accessed: received from me over email.
b. person who accessed most recently: 2. List three files that Sara Shackleton
c. date of most recent access: currently has access to (can read or write)
2. file Leave Guidelines.doc
a. number of times accessed:
b. person who accessed most recently:
C. date of most recent access:
Experimental Manager-Only Tasks: Session Two
L M
1. Has Dave Samuels accessed the file 1. List all files emailed to Tom Moran
template.doc since April 12th? 2. List all files accessed by Tom Moran in
2. If so, what action did he perform (e.g., read, folder C:\Sharing-Folder\legal after April 13
write...)?
N
1. List the three most-accessed files in Sharing
Folder\public\:

Table 52: Tasks performed only in the Helium file manager condition for both
sessions

In addition to the explicit tasks, there was an “alert” event added to Session Two,
so that the notification feature could be evaluated. During Session Two, a pop-up alert
appeared when the participant was using the experimental file manager, three minutes
after the tasks began. The alert message informed the participant that “Sheri Stack has
read the file NewFund.doc.” The participant did not need to do anything with this alert, or
with the information displayed; instead, this was a simple test of the alert feature, to
determine whether the alert were noticeable, understandable, or intrusive. The participant
was asked about the alert during the talk-after session at the end of the study, to find out
if they noticed it and how they interpreted it.

8.5.2.3 Addendum: Tasks Completed with Microsoft Outlook

Note that the tasks that involved email attachments could often be completed
using Microsoft Outlook; indeed, for the control condition, this was the only tool
available for finding file attachment information. Participants were free to use Outlook
whenever they wanted, even when the experimental file manager would allow them to
find the information more quickly; they were not directed to choose a specific method of

answering the questions, but could choose their own approach.
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8.6 Variables
8.6.1 Independent Variables
The independent variables were:
i) file manager: control (“Carbon”) or experimental (“Helium”)
ii) order of file manager use: whether the control or the experimental file manager

was used first or second in a session

8.6.2 Dependent Variables (Measures)

The control and the experimental file managers were compared on four variables:

task completion time

e correctness of question responses (accuracy and completeness)

usability scores

e user preference
8.6.2.1 Task Completion Time

Completion times were recorded for all tasks; comparisons were made for the 12
tasks completed using both environments (i.e., control and experimental), as described
above. Times were compared to determine whether the experimental file manager led to
faster task completion times than the control, for any tasks in either session.

The completion times were determined by analysing screen captures: participants’
interaction with the computer was logged using Morae Recorder (Techsmith Corporation,
2007). This software logging tool captured all activity on the screen, including mouse
clicks; all events included timestamps. This recording was used to determine how much
time was taken to complete tasks. The start time was marked when the participant first
moved the mouse to begin work on the task. The end time was marked when the
participants stopped moving the mouse after completing the task. The total time includes
periods when the participant may not have been working directly with the computer: this
includes thinking, or reading the tasks and instructional handouts, as well as writing
down responses on the paper handouts. The start and end times were marked by
Alexandra MacNutt, a research assistant at the Centre for Management Informatics, who
manually reviewed all the Morae files. I checked a random sample of 42 tasks (out of

336) to validate accuracy of the times.
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8.6.2.2 Correctness of Question Responses

The two file managers were also compared in terms of how well they assisted
participants in answering the questions that formed the basis of the tasks. Each question
was given a maximum score, and the response would be scored on how accurate and
complete it was. A complete scoring guide was developed for all questions. Some short
questions, such as yes/no questions, had simple scores (usually “1”: correct or incorrect).
Those yes/no questions for which a correct response was critical for confidentiality were
given a higher maximum score—of four, rather than one—to reflect the relative
importance of this item. (These questions are in Tasks A and F, and I and O, as listed in
Table 50 above.). Other questions were more complex, with lengthier answers, and could
receive partial scores depending on completeness of response (e.g., if respondent omitted
one item from a list of three files). These questions had higher maximum scores (e.g.,
between five and nine), in order to distinguish between the various types of incomplete or
incorrect answers.

Most tasks had multiple questions; there were twelve questions in each of the two
sessions (24 in total). Each question was individually scored for comparison, rather than
being totalled on a per-task basis. Scores were compared for those questions that
participants answered using both file managers. (As described below, some additional

responses were recorded for tasks performed using the experimental file manager only.)

8.6.2.3 Usability Scores

After each set of tasks, participants completed a usability questionnaire, which
consisted of 19 questions: 17 of these were from the Computer System Usability
Questionnaire (CSUQ)(Lewis, 1995), with two more questions from the After-Scenario
Questionnaire (Lewis, 1991). The CSUQ is designed to gather subjective measures of
efficiency, effectiveness, and satisfaction. The ASQ is used for scenario-based testing, to
subjectively assess satisfaction with the scenario tasks. (Four usability questionnaires
were completed in total.)

Each question score consisted of a number, representing the degree to which the
respondent agreed with a statement about the usability of the file manager. The score
came from a seven-point Likert scale, ranging from “strongly disagree” (1) to “strongly

agree” (7). The full questionnaire is presented in Table 53. Note that the items in the
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strongly strongly
disagree agree
1 2| 3]4|5]6]7
csuQ
SYSUSE (questions 1-8)
1. Overall, | am satisfied with how easy it
is to use this file manager
2. It was simple to use this file manager
3. | could effectively complete my work
using this file manager
4. |was able to complete my work o o ololololo
quickly using this file manager
5. |l was able to efficiently complete my
work using this file manager ° °cjojojoejojo
6. | felt comfortable using this file
manager o o o o o o o
7. ltwas easy to learn to use this file
manager o o|lo|lo|o|o|oO
8. |believe | became productive quickly
using this file manager 0 0 0 o 0 o 0
INFOQUAL (questions 9-13)
9. Whenever | made a mistake using the
file manager, | could recover easily o} (o] ojlo|o|Jo0O0] O
and quickly
10. It was easy to find the information |
needed o o o o (o] o o
11. The information provided by the file
manager was easy to understand 0 cjojojojojo
12. The information was effective in
helping me compiete the tasks and o (0] o o|oO o (o]
scenarios
13. The organization of information in the
file manager was clear 0 °cjo0jojojojo
INTERQUAL (questions 14-16)
14. The interface of this file manager is
pleasant o o o o o o o
15. | liked using the interface of this file
manager o o|lo|lo|o|o]|oO
16. This file manager has all the functions
and capabilities | expect it to have 0 0 0 o 0 o 0
OVERALL (questions 1-17)
17. Overall, | am satisfied with this file
manager o] ojo|lo|lo|o|oO
ASQ (questions 18-19)
18. Overall, | am satisfied with the ease of
completing the tasks in this scenario ° °cjoe|o°jo°joe|e°
19. Overall, | am satisfied with the amount
of time it took to complete the tasks in (o] (0] o (o] (o] o (0]
this scenario.

Table 53:Usability questionnaire used to generate usability scores: CSUQ and ASQ
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CSUQ are combined into four factors: system usefulness (SYSUSE), information quality
(INFOQUAL), interface quality INTERQUAL), and an overall score (OVERALL). The
mapping between questionnaire items and these factors is also shown in Table 53; ASQ is
added to these four factors to make a total of five. These scores were used to assess the
degree of user satisfaction with the two file managers (control and experimental). The
comparison between the usability of the two file managers was based on the mean scores

for these five factors.

8.6.2.4 User Preference

The final variable used to compare the two file managers was subjective
preference. This was assessed by questionnaires: participants indicated which file
manager they preferred, on a number of factors. For Session One, the questionnaire had
11 questions in all. The first three questions centered on the three tasks performed using
both file managers. Respondents indicated which of the two managers most helped them
complete each task; they could also choose “both the same.” The remaining eight
questions were forced-choice, and included questions about aWareness and perceived
usefulness. The full text of all questions for Session One is listed in Table 54.

The questionnaire for Session Two was similar, but with 14 questions: three task
questions, and additional questions about catching up with changes between sessions. (In
the table, the control is referred to as “Carbon” and the experimental as “Helium”; recall
that this is how the file managers were named for the participants.) The full text of all
questions for Session Two is listed in Table 55.

Note that the order of the choices was based on the order in which the participant
had used the two tools. For instance, for Session One, Part One, odd-numbered
participants chose between control and experimental (not experimental and control).
Therefore there was no bias introduced in the questions, in terms of which option was

presented first.
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Session One: Task Questions
Which file manager best helped you complete the

task:
Q1: Checking file permissions Carbon _Helium _both the same
Q2: Determining who a file was sent to, if anyone Carbon _Helium _both the same
Q3: Checking the “last modified” date of a file Carbon Helium both the same
Session One: Preference Questions
Q4: Overall, it was simpler to use this file manager _Carbon _Helium
Q5: 1 (_:ould more effectively complete the tasks using this Carbon  Helium

file manager - -
Q6: | was able to complete the tasks quicker using this .

file manager _Carbon _Helium

Q7: It was easier to find the information | needed using
this file manager

Q8: | had greater awareness of which files were shared
with whom using this file manager

Q9: | had more complete information about shared files
using this file manager

Q10: | believe | could manage my shared files better
using this file manager

Q11: Overall, | prefer: _Carbon _Helium

Table 54: User preference questions, between control "Carbon" and experimental
"Helium" file managers, for Session One.

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

8.6.3 Additional Measures: Experimental File Manager Only

The four variables above were used for comparison between the control and
experimental file managers. In addition to these, the experimental file manager had
additional assessment: first, of its unique features and functionality (e.g., based on tasks
that could not be completed using the control file manager), and second, for participant
intention-to-use.
8.6.3.1 Evaluation of New Features and Functionality

The unique features of thie experimental file manager were evaluated in five ways.
The first evaluation was using task completion times, for those tasks performed only in
the experimental file manager condition; this analysis would show which tasks were
performed more quickly than others. (Task completion time was computed in the same
way as described above, using the log files.)

The second evaluation method was through question response scores; again, these
were computed in the same way as described above, for those tasks performed only in the
experimental file manager. This analysis would show which questions were effectively

answered using the experimental manager.
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Which file manager best helped you complete the

task:
Q1: Checking file permissions Carbon _Helium _both the same
Q2: Determining who a file was sent to, if anyone Carbon Helium both the same

Q3: Finding information about past accesses on a file Carbon Helium both the same

Session Two: Preference Questions

Q4: Overall, it was simpler to use this file manager _Carbon _Helium

Q5: | gould more effectively complete the tasks using this _Carbon _Helium
file manager

Q6: | was able to complete the tasks quicker using this ,
file manager _Carbon _Helium

Q7: It was easier to find the information | needed using
this file manager »

Q8: | was better able to find out how the workspace had
changed during my absence (e.g., the “week” since _Carbon _Helium
the last session) using this file manager

Q9: | was better able to keep track of events on shared
files using this file manager

Q10:1 was better able to find out who had made changes
to shared files using this file manager

Q11: | had greater awareness of which files were shared
with whom using this file manager

Q12: | had more complete information about shared files
using this file manager

Q13: | believe | could manage my shared files better
using this file manager

Q14: Overall, | prefer: _Carbon _Helium

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

_Carbon _Helium

Table 55: User preference questions, between control "Carbon" and experimental
"Helium" file managers, for Session Two.

The third evaluation focused specifically on the notification feature, which is
unique to the experimental file manager. As described above, this feature displayed an
alert during Session Two, in the sub-session that used the experimental file manager. The
evaluation of this feature was based on a talk-after session, conducted at the end of
Session Two. In the talk-after session, the screen captures were replayed to participants,
who described what they did when completing tasks (e.g., how they approached the task,
what they were thinking). When the notification window appeared during the talk-after
replay, participants were asked whether it was intrusive, and whether it was meaningful
to them (e.g., did they know what the alert information was referring to?).

The fourth evaluation was based on subjective ratings, focusing on the quality of

the information displayed by the experimental file manager, and whether or not the
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manager was easy to learn to use. This evaluation came from a questionnaire with seven
questions, which was completed at the end of Session Two. Each question consisted of a
seven-point Likert scale, ranging from “strongly agree” (1) to “strongly disagree” (7).
The questions were reverse-worded, so that every odd-numbered question described a
negative characteristic, and every even-numbered question described a positive
characteristic. The reverse-wording approach was taken to prevent participants from
automatically checking the response boxes without reading the questions. The full text of

the questions is provided below, in Table 56.

1. I found it difficult to understand the strongly strongly
information about shared files provided (29 0 O O O O O O | disagree
by the file manager.

2. | was able to easily find the strongly strongly
information | needed, about shared files, (29 O O O O O O O | disagree
using this file manager.

3. | found it difficult to learn to use this strongly strongly
file manager. agee O O 010 O O O disagree
4. | was able to perceive information strongly strongly
about shared files “at a glance” using this | 29 | O |0/ 0 | O O O | O | disagree
file manager

5. The information provided by the file strongly strongly

manager was not useful for completing 3™ O O O O O O O disagree
the tasks.

6. The information displayed by this file strongly strongly
manager is presented in a non-intrusive |29 O O 0O/ O O O O  disagree
manner.

7. There is too much information strongly strongly
displayed in this file manager. agee 'O 0 O O0/0 O O disagree
Comments:

Table 56: Evaluation of information display and ease of learning, for experimental
file manager. Note that the odd-numbered questions are reverse-worded.

The fifth and final way that the experimental file manager’s features were
assessed was by gathering suggestions for improvement, using a questionnaire that was
completed in Session Two. Participants were asked to provide suggestions for
improvement for the file manager (including the sharing console). They were presented
with a list of elements that they could comment on; this list included the new file

manager columns and the three components of the sharing console (search, file details,
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and alert). Participants could also list any features they felt should be added to the
manager or console. These questions were presented on a paper questionnaire, giving
participants the opportunity to draw their ideas. This questionnaire is presented in full in

Appendix F.
8.6.3.2 Intention to Use

Because the experimental file manager was a new technology, it was beneficial to
assess “intention to use”: that is, would participants adopt this file manager, if it were
made available? Using a new technology requires additional effort (e.g., to learn to use
it), and therefore there must be sufficient perceived benefit to make it worth this effort.

The intention-to-use factor for the experimental file manager was assessed in two
ways: through a Technology Acceptance Model questionnaire, and through a follow-up

email, sent two weeks after the laboratory study.

8.6.3.2.1 Technology Acceptance Model Questionnaire

Near the end of the second session, participants completed a Technology
Acceptance Model (TAM) questionnaire (Davis, 1989). TAM theory posits that two
factors influence the adoption of new technology: perceived ease-of-use and perceived
effectiveness. The Technology Acceptance Model has been repeatedly validated in
studies; see, for example, the overview of 88 TAM studies provided by King and He
(2006).

The associated questionnaire (developed by Davis) is designed to measure the two
driving factors for adoption, and thus indicate the likelihood that respondents would
employ a new technology (1989). For this study, the questions asked about the new file
manager, in terms of whether it would help participants in their job. (For participants who
were not currently working, they were asked to consider how well the technology would
have worked in their former job.)

The specific TAM questionnaire used in this study included the twelve items from
Davis’s scale (1989), with one additional item from a similar scale by Laitenberger and
Dreyer (1998), making 13 questions in all. These items consist of seven-point Likert
scales, ranging from “extremely likely” to “extremely unlikely”, for statements such as

“Using [the experimental] file manager would improve my job performance.” (The full
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questionnaire is provided in Appendix F.) The new question from Laitenberger and
Dreyer is “Assuming that [the experimental] file manager would be available on my job,
I predict that I would use it on a regular basis” (1998). The items in Davis’s
questionnaire have been validated by several studies (e.g., Lin, Shih, & Sher, 2007; Roca,
Chiu, & Martinez, 2006; Sivo & Pan, 2005)). These studies demonstrate that the
questionnaire is a reliable testing instrument. The additional question from Laitenberger
and Dreyer is not part of the original TAM scale, but is supplementary; it provides a self-
rating of expected usage (1998).

The results of the TAM questionnaire can be used to indicate the likelihood that a
certain technology will be adopted: positive ratings for perceived usefulness and
perceived ease of use are correlated with higher intention to use (i.e., more likely to be

adopted).

8.6.3.2.2 Follow-Up Email

Participants were given the choice to opt-in to a follow-up email communication,
to take place two weeks after the second laboratory session. Those who opted in were
emailed screenshots to remind them what the file manager and console looked like, along
with the following question:

Since the research study, have you encountered any situations in which you

thought these sharing tools might be helpful, or recalled a time in the past when

you could have used these tools to help you? If so, please provide me with a few

details, so | can understand how the tool might be used in actual practice.

The goal of this communication was to get feedback after the participants had
been exposed to the new features and after they had time to think about the potential uses
of the technology. The results would be anecdotal, but nevertheless valuable indicators of

the real-world usefulness of the new file manager functionality.

8.7 Participants
8.7.1 Eligibility

To be eligible for the experiment, participants had to be at least 18 years of age.
Because the testing scenario involved an office worker, participants needed at least one
year’s experience in an office or similar environment; this background would permit the

participant to more easily adopt the role during testing. In addition to office experience,
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participants also needed to be experienced with Windows XP; a minimum of one year’s

experience was required. Participants also needed to be comfortable using the Microsoft
Outlook email program. (Participants self-rated their comfort level with XP and Outlook
at the start of the experiment, and indicated how long they had been using XP.) These

requirements were included in the recruitment notices.

8.7.2 Recruitment

Recruitment was carried out through campus mailing lists and posters. The

recruitment notice read as follows:

As part of my doctoral research, | am conducting a study on the management of shared
files. You are eligible to participate if you are at least 18 years of age, have used Windows XP for
at least one year, are comfortable using XP and Microsoft Outlook, and have at least one year's
experience working in any type of office environment (including work terms and summer jobs).
Experienced office workers are especially encouraged to participate.

The time commitment would be two 1-hour sessions, spaced approximately one week
apart, to take place in the Usability Lab of the Centre for Management Informatics. Scheduling is
at your convenience -- evening and weekend appointments are availabie. An honorarium of $7
will be provided for the first session and $13 for the second, for a total of $20.

To participate, please contact Tara Whalen {contact email and phone provided}.

Because of the office scenario, special encouragement was included for office
workers, as they represent the ideal testing participant. Note that as stated above,
participants were compensated twenty dollars if they attended both sessions: seven
dollars for the first session and thirteen dollars for the second session. The second session

was more lucrative to encourage participants to return, completing both sessions.

8.7.3 Sample Size

Twenty-eight participants took part in this study, along with two pilot
participants. The experimental design required that the number of participants be a
multiple of four (to balance the tasks across both conditions, in both sub-sessions). A
minimum of ten participants per condition is a common usability testing guideline,
including scenario-based testing (see, for example, Rosson & Carroll, 2002); this
experiment used two conditions (the two file managers). Similarly, a sample size of
twenty participants in a usability study has been shown to be a highly effective number

for uncovering defects (Faulker, 2003). Therefore, a minimum of twenty participants was
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recommended; the actual number of participants who took part in this experiment was
higher than this (n=28).
8.7.4 Participant Characteristics: Demographics and Experience

The 28 participants provided basic demographic data as well as information about
their professional and computer backgrounds. These data are summarized in Table 57.
The participant group was predominantly female (71%), with most participants coming
from the 25-34 age group (54%). The population was a mix of students and employees,
from a variety of faculties and careers. The majority of participants (68%) had at least
three years of work experience. In addition, participants reported being technically
proficient: no one had less than five years’ computer experience, and the majority were
very comfortable (or extremely comfortable) using Windows XP (68%) and Outlook
(54%).

8.8 Procedures

Prior to the formal laboratory evaluation, the instruments and procedures were
pilot tested. A set of preliminary pilot tests were run with four participants; a refined pilot
test was conducted with two more participants. Feedback from these tests was used to
refine the instruments and the procedures. The laboratory evaluation was conducted from
December 2007 to February 2008. As described in the Design section, the study took

place over two sessions. The procedures used for each session are described below.

8.8.1 Session One

For the first session, the following activities took place, in the order presented:

1-1. Participants arrived at the Usability Lab and received brief verbal overview of study

1-2. Participants read and signed consent form; any questions they had about the study
were answered

1-3. Demographic information was collected through a background questionnaire (see

Appendix F).
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Participant demographics and experience (n=28)

sex male: 8 female: 20
age under 25: 8 25-34: 15 35-44: 5
undergraduate: 6 graduate: 13

programs: library/information studies (5); computer science (3);
students (n=19)"  environmental studies/management (2); electronic commerce (1);
health informatics (1); political science (1); biochemistry (1);
marketing/commerce (1); international development (1); MBA (1);
psychology (1); unspecified (1)
job titles®: senior administrator (5); administrative secretary (3);
campus security (1); IT sales (1); community planner (1);
employees (n=18)" freelance journalist (1); teaching/research assistant (1); senior
consultant (1); IT technician (1); architecture consultant (1); retail
employee (1); associate professor (1)

about one year: 2 5-9 years: 5
years of work 12years: 7 10-20 years: 4
experience

3-4 years: 8 over 20 years: 2
years of computer _ } i :
experience 5-10 years: 11 11-20 years: 13 over 20 years' 4
ﬁ;:m:'g);c’esn)e(gce 1-2years: 7 | 3-4years: 8 5-6 years: 9 | over 6 years®: 4

extremely comfortable [7] 1
comfort level with very comfortable [6]

Windows XP
(7-point scale)* comfortable [5]

neither comfortable nor uncomfortable [4]°

comfort level with
Microsoft Outlook Very comfortable [6]

?‘Ir?::i str:‘g:;?:)‘ 2 comfortable [5]

8
7
2
extremely comfortable [7] 7
8
9
4

neither comfortable nor uncomfortable [4]

Comments

'A participant could be both a student and an employee.

Some job titles have been made less specific to hide potentially-identifying details.

3 At the time of testing, Windows XP had been available for just over seven years.

* Scale endpoints were “extremely uncomfortable” (1) and “extremely comfortable” (7).
°One participant who chose “4” had 1-2 years’ experience; the other had 5-6 years.

Table 57: Information about study participants
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Sub-session One starts

1-4. Participant received verbal introduction to file manager (either control or
experimental), and completed warm-up task (navigating in file system; using file
manager features). Printed handout with instructions for file manager was provided.

1-5. Participant received verbal introduction to OQutlook search features and XP file
permission tool. Printed handout with instructions for these tools was provided.

1-6. Morae Recorder was launched to recofd user interactions for remainder of session.

1-7. Scenario was presented; as a verbal introduction with accompanying handout (see
Appendix F).

1-8. Participant received the set of tasks (“faxes™), stapled in the order that they were to
be completed.

1-9. Facilitator left the room; observation was made from adjoining control room.
Participant could ask questions at any time; communication with facilitator was via
microphone and speakers.

1-10. Participant completed tasks (either three or five, depending on condition),
consisting of reading fax questions, finding answers in file system, and writing them
on the fax sheet provided. Participant told facilitator when all tasks were done.

1-11. Participant directed to complete computer-based usability questionnaire
(CSUQ/ASQ)

Sub-session One ends
Sub-session Two starts

1-12. Facilitator returned to Usability Lab with second set of tasks.
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1-13. Participant received verbal introduction to file manager (either control or
experimental), and completed warm-up task (navigating in file system; using file
manager features). Printed handout with instructions for file manager was provided.

1-14. Participant received the set of tasks (“faxes™), stapled in the order that they were to
be completed.

1-15. Facilitator left the room; observation was made from adjoining control room.
Participant could ask questions at any time; communication with facilitator was via
microphone and speakers.

1-16. Participant completed tasks (either three or five, depending on condition),
consisting of reading fax questions, finding answers in file system, and writing them
on the fax sheet provided. Participant told facilitator when all tasks were done.

1-17. Participant directed to complete computer-based usability questionnaire
(CSUQ/ASQ)

Sub-session Two ends
Final Phase

1-18. Facilitator instructed participant (over speakers) to complete final paper-based
questionnaire (preference data). Screen capture (logging) terminated and saved.

1-19. Participant completed questionnaire, told facilitator when done

1-20. Facilitator returned to Usability Lab; participant was paid for session ($7) and was
scheduled for Session Two (four to ten days in the future).

End of Session One

8.8.2 Session Two

For the second session, the following activities took place, in the order presented:
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2-1. Participants arrived at the Usability Lab and received brief verbal overview of study

(reminder from previous session). Note that participant completed tasks using file
manager condition in opposite order from previous session; if they started with

control last time, they started with the experimental this time (and vice versa).

Sub-session One starts

2-2. Participant received verbal introduction to file manager (either control or

2-3.

2-5.

2-6.

experimental), and completed warm-up task (navigating in file system). Printed
handout with instructions for file manager was provided.

o If this was the experimental condition: during the introduction, the notification
feature was mentioned, showing that the absent employee had already
configured an alert for an event of interest. (This alert appeared during the
experimental session.)

Participant received verbal introduction to Outlook search features and XP file

permission tool. Printed handout with instructions for these tools was provided.

. Morae Recorder was launched to record user interactions for remainder of session.

Scenario was presented; as a verbal introduction with accompanying handout (see
Appendix F). Included in the scenario was the fact that “one week” had passed since
participant was here and that the computer files had changed during that time.
Participant received the set of tasks (“faxes”), stapled in the order that they were to

be completed.

. Facilitator left the room; observation was made from adjoining control room.

Participant could ask questions at any time; communication with facilitator was via

microphone and speakers.
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2-8. Participant completed tasks (either three or five, depending on condition), consisting
of reading fax questions, finding answers in file system, and writing them on the fax
sheet provided. Participant told facilitator when all tasks were done.

o If the condition was the experimental file manager, a notification message
appeared after three minutes (this was the alert message that was mentioned
during the introduction to the experimental file manager).

2-9. Participant directed to complete computer-based usability questionnaire
(CSUQ/ASQ)

Sub-session One ends
Sub-session Two starts

2-10. Facilitator returned to Usability Lab with second set of tasks.

2-11. Participant received verbal introduction to file manager (either control or
experimental), and completed warm-up task (navigating in file system). Printed
handout with instructions for file manager was provided.

o If'this was the experimental condition: during the introduction, the notification
feature was mentioned, showing that the absent employee had already
configured an alert for an event of interest. (This alert appeared during the
experimental session.)

2-12. Participant received verbal introduction to Outlook search features and XP file
permission tool. Printed handout with instructions for these tools was provided.
2-13. Participant received the second set of tasks (“faxes”), stapled in the order that they

were to be completed.

2-14. Facilitator left the room; observation was made from adjoining control room.
Participant could ask questions at any time; communication with facilitator was via

microphone and speakers.
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2-15. Participant completed tasks (either three or five, depending on condition),
consisting of reading fax questions, finding answers in file system, and writing them
on the fax sheet provided. Participant told facilitator when all tasks were done.

o Ifthe condition was the experimental file manager, a notification message
appeared after three minutes (this was the alert message that was mentioned
during the introduction to the experimental file manager).

2-16. Participant directed to complete computer-based usability questionnaire
(CSUQ/ASQ)

Final Phase

2-17. Facilitator instructed participant (over speakers) to complete paper-based
questionnaire (preference data, suggestions for improvement). Screen capture
(logging) terminated and saved.

2-18. Participant completed questionnaire, told facilitator when done.

2-19. Participant instructed to complete Technology Acceptance Model questionnaire;
told facilitator when done.

2-20. Facilitator returned to Usability Lab for talk-after; audio and screen recordings
made of this session. Screen captures replayed for participant, of the experimental
condition tasks. Participant asked to describe what they did as they completed tasks.
When the alert message (notification) appeared during replay, participant asked
whether they noticed it, if it were meaningful and whether it was intrusive.

2-21. Participant was paid for session ($13) and asked whether they would consent to a
follow-up email in two weeks’ time.

End of Session Two
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8.9 Summary

This chapter presented the experimental design and methodology used to evaluate
the experimental file manager. A realistic workspace environment was created, including
a file collection, and a series of tasks was developed from the awareness framework. Data
was collected from these tasks (task completion time, correctness of question response) to
determine whether the experimental file manager provided improvements in effectiveness
or efficiency. Questionnaire data also indicated user satisfaction and intention-to-use;
intention-to-use was also assessed through a post-experiment email. The data was
collected and analysed, and used to address the experimental hypothesis and research

questions. These results are presented in the following chapter.
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Chapter 9. Evaluation Part Two: Results

The results of the experiment are presented in detail in this chapter. The results
are presented in three parts, corresponding to the goals of the evaluation:
1. to compare the experimental file manager to a control file manager, on the basis
of efficiency, effectiveness, and satisfaction
2. to evaluate the new functionality and features unique to the experimental file
manager, and

3. to assess the intention to use factor for the experimental file manager

9.1 Overview of the Presentation of Results

As described above, the results of the laboratory evaluation are presented in three
parts in this chapter.

Part One: this part compares the performance of the experimental file manager to
the control file manager to determine whether the experimental file manager provided
any benefits for efficiency, effectiveness, or satisfaction. The two file managers (control
and experimental) were compared using four variables:

e task completion time

e correctness of question responses (accuracy and completeness)

e usability scores

e user preference

The relationship of these four variables to three usability factors—efficiency,
effectiveness, and satisfaction—is shown in Table 58. Each of these four variables was
compared between both file managers, using inferential statistics; these results are

discussed in the first part of this chapter.

usability measures mapped to testing variables
usability measure | task completion correctness of usability user
time question response scores preference
efficiency v
effectiveness v
satisfaction v v

Table 58: Mapping of the testing variables to usability measures, showing how each
was assessed in evaluation.
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Part Two: this part presents results that are concerned only with the experimental
file manager, evaluating its innovative features and design. (Because these new
components are not available in the control file manager, they cannot be compared with
it; hence, these findings are presented separately from the comparative results.)

The new features and functionality were assessed using both objective and
subjective data. The information used in this analysis came from the following sources:
o for tasks performed only in the experimental file manager condition:

o task completion times (descriptive statistics)
o correctness of question responses (descriptive statistics)

e participant ratings and comments on:

o effectiveness of the notification feature
o quality of information display and ease of learning
o suggestions for improvements of the new features

Part Three: the third and final section presents results about intention to use.
This factor indicates how likely people are to adopt a new technology, such as the
experimental file manager. Intention to use was evaluated using two sources:

e Technology Acceptance Model (TAM) questionnaire scores

e participant comments: real-world examples solicited in a post-study email

All statistical analysis was performed using SPSS 14.0 for Windows; statistical
advice was provided by Vaneeta Grover (Dalhousie University Department of
Mathematics and Statistics) and Holly Etchegary (IWK Health Centre Interdisciplinary

Research).

9.2 Comparison between File Managers

As stated in the introduction to this chapter, the experimental file manager was
compared against a control file manager. Four variables were recorded in both
conditions: task completion times, correctness of question response, usability scores, and
user preference. These four variables were statistically analysed; an alpha level of .05

was used for all statistical tests. The results are presented in the following sections.
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9.2.1 Task Completion Times

As discussed in Chapter 8, one of the research hypotheses for this evaluation was
that the experimental file manager would lead to faster completion times for at least one
task, and would not be slower than the control for any tasks.

H1: The experimental file manager will result in task completion times that are

faster than those in the control file manager for at least 50% of tasks, and will not

result in any slower completion times.
9.2.1.1 Task Completion Times: Data Analysis

The completion times for each of twelve tasks, completed using both the control
and the new file manager, were compared using the Mann-Whitney U test, which is a
non-parametric statistical test. A non-parametric test was chosen instead of a parametric
test, such as a t-test, because it does not rely on an assumption of normality within the
data (Field, 2005). (The task completion times were tested for normality, using the

Shapiro-Wilk test; results showed that not all task times were normally distributed.)

9.2.1.2 Task Completion Times: Results

The results of the Mann-Whitney U test, comparing the completion times for each
task in the two conditions (control and experimental) for both study sessions, are shown
in Table 59. The means and standard deviations for all task times are also provided.

As shown in Table 59, in Session One, two tasks demonstrated significant
improvement for the experimental file manager: A and F (finding email recipients of a
file). For Session Two, four tasks showed significant improvements: I and O (finding

email recipients of a file) and K and Q (checking file permissions).

9.2.2 Correctness of Question Responses

The two file managers were also compared in terms of how well they assisted
participants in answering the questions that formed the basis of the tasks. These questions
had a variety of scores, depending on the complexity of the question; there were 24
questions in all.

The research hypothesis was that the experimental file manager would lead to
more accurate and complete answers to questions about shared files.

H2: The experimental file manager will result in at least 25% of question

response scores that are higher than the control.
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TesD | taskesorpion | M{Se) D | Misen) 8D | Marn fiiney e
Session

One

A | g el recpon o | 088 | NI | st prgoa”
B checking file permissions Sg:g;; Sh[/)l-:gzg U=64, p=.125
o |cung etmested | uois | T | mnpesn
LT T I e
G checking file permissions Sg:igg ngg;; U=64, p=.125
4| g esmodted” | s | M| e pmaos
Session

Two

|| recients of 5 fie SD=100.8 Sy U=32, p=.002"
3| Sceess miormation SDe498 | SDetng | UTT3.7265
K | checking file permissions | =227 N U=43, p=.011*
o |Minestemal | Wi | Mz | eipeor
e N =
Q | checking file permissions g";llg:g nggg:g U=39, p=.006""

Table 59: Results of task completion times; mean times in seconds are presented
with standard deviation. Mann-Whitney U test results are shown; single asterisk

indicates p<.05; double asterisk indicates p<.01.

9.2.2.1 Question Responses: Data Analysis

The scores for each of the 24 questions (answered using both file managers) were

compared between conditions, using an independent samples t-test.

9.2.2.2 Question Responses: Results

The results are provided in Table 60. Each question is listed (by ID); a key at the bottom

of the table gives a description of the question itself, for reference. The means and
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M=1.1 (4), SD=1.9

M=4.0 (4), SD=0.0

184

t(26)=-5.70 p<.01**

Session Two
1

M=5.6 (9), SD=3.9

A2 M=1.4 (5), SD=2.3 M=4.6 (5), SD=1.2 t(26)=-4.50, p<.01**
B1 M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
B2 M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
C1 M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
C2 M=0.9 (1), SD=0.4 M=1.0 (1), SD=0.0 1(26)=-1.47, p=.165
F1 M=1.7 (4), SD=2.1 M=4.0 (4), SD=0.0 t(26)=-4.16, p=.001**
F2 M=1.7 (4), SD=2.1 M=4.0 (4), SD=0.0 t(26)=-4.16, p=.001**
G1 M=0.9 (1), SD=0.3 M=1.0 (1), SD=0.0 t(26)=-1.00, p=.336
G2 M=1.9 (2), SD=0.5 M=2.0 (2), SD=0.0 t(26)= -1.00, p=.336
H1 M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
H2 M=1.0 (1), SD=0.0 , SD=0.0 SD=0: no output

M=9.0 (9), SD=0.0

t(26)=-3.31, p=.006**

Ji M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
J2 M=1.9 (9), SD=0.3 M=7.7 (9), SD=0.7 {(26)=-27.97, p<.01*
Ki M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
K2a M=0.9 (1), SD=0.3 M=1.0 (1), $D=0.0 t(26)=-1.00, p=.336
K2b M=0.9 (1), SD=0.4 M=1.0 (1), SD=0.0 {(26)=-1.47, p=.165
01 M=3.4 (6), SD=2.9 M=6.0 (6), SD=0.0 {(26)=-3.35, p=.005**
P1 M=1.0 (1), SD=0.0 M=1.0 (1), $D=0.0 SD=0: no output
P2 M=1.4 (4), SD=0.9 M=35 (4), SD=0.7 1(26)=-7.23, p<.01**
Qi M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output
Q2a M=0.9 (1), SD=0.3 M=1.0 (1), SD=0.0 {(26)=-1.00, p=.336
Q2b M=1.0 (1), SD=0.0 M=1.0 (1), SD=0.0 SD=0: no output

Key: description of questions matched to IDs (in first column)

A1: Was [file A] emailed to anyone? A2: If yes: to whom?

B1: Does the “legal” group have modify permission for [file B]? B2: If not, what permissions does

C1: Is [file C] in the folder [folder A]? C2: If yes: what is the “last modified” date?

F1: Was [file F] emailed to anyone? F2: If yes: to whom?

G1: Can Dave Samuels modify [file G] G2: If no: what permissions does Dave have?

H1: Is [file H] in [folder B]? H2: If yes: was the file modified in the last 24 hours?

11: List all who received [file I] over email between [dates]

J1: Did anyone access [file J] between [dates]? J2: If so, provide all the details you can find about
any accesses (such as time), between [dates]

K1: Is [file K] in [folder C]? K2a: If yes, does [person X] have read & write permission on it?

K2b: If yes, does [person Y] have read & write permission on it?

0O1: Who was emailed a copy of [file M] [since date]?

P1: Did anyone access [file N] on [date] or later? P2: If so, provide all the details you can find
about any accesses (such as time), between [dates]:

Q1: Is [file O] in [folder F]? Q2a: If so, do only [groups A&B] have access, and no one else?
Q2b: Do [groups A & B] have read access?

Table 60: Results for question response scores for both control and experimental file
managers. The mean score is shown with the maximum possible score for that
question, and the standard deviation. Independent samples t-test results are shown;
single asterisk indicates p<.05; double asterisk indicates p<.01. (n=28) When both
results have an SD of zero, the t-test cannot be run; these items are marked as
SD=0. A description of each question (with its ID) is provided for reference.
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standard deviations for each question are provided, along with the t-test result. Note that
for some questions, particularly those whose maximum score was *“1”, the results for both
conditions had a standard deviation of zero. This indicates that all the values in the data
are identical; there is no t-test output in these cases. These cases are marked in Table 60
as “SD=0: no output.” (For interpretation, note that a higher score indicates a more
correct response to the question about files.)

As shown in Table 60, for Session One, there were significant differences found
in response scores for four questions: Al, A2, F1, and F2 (listing email recipients of a
file). For Session Two, there were significant differences found for four questions as
well: I1 and Ol (listing email recipients of a file) and J2 and P2 (listing recent file access

information).

9.2.3 Usability Scores

After each set of tasks (twice per session), participants completed a usability
questionnaire, consisting of 19 questions: 17 from the Computer System Usability
Questionnaire (CSUQ) and two questions from the After-Scenario Questionnaire (ASQ).
(Lewis, 1991). Questions scores are based on seven-point Likert scale, ranging from
“strongly disagree” (1) to “strongly agree” (7).

The research hypothesis was that the experimental file manager would score
higher than the control on the usability questionnaire. However, it was expected that this
result might not occur until the second session, when the participants had more
experience with using the experimental file manager.

H3: The experimental file manager will have the majority of the higher scores for

the usability questions in Session One or Session Two, or both.

It was also expected that order mattered, particularly in Session One, in terms of
relative ranking of the two file managers. For example, at the end of Session One, some
participants who began with the control file manager mentioned that they would have
ranked it lower if they had already used the experimental file manager and its new
features. (In other words, they preferred the experimental file manager, but they could
not retroactively lower their scores for the earlier control to reflect this change in their

perception.)
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H4: There will be a significant difference in at least one usability score, in
Session One, between those who used the control after the experimental manager

and those who used the control before the experimental manager.

9.2.3.1 Usability Scores: Data Analysis

The CSUQ questions are divided into four factors: system usefulness (SYSUSE),
information quality (INFOQUAL), interface quality INTERQUAL) and an overall score
(OVERALL) (Lewis, 1995). (The mapping between the items in the questionnaire and
these factors was presented in Chapter 8.) The mean scores for the items (question) for
each of these four factors were computed, along with the mean ASQ score. This resulted
in a set of five usability scores (SYSUSE, INFOQUAL, INTERQUAL, OVERALL,
ASQ) for both file managers in both sessions.

These usability scores were compared in two ways, using an independent samples
t-test for each. First, scores were compared between the control and the experimental file
managers for each of Session One and Session Two, to determine which file manager
scored better (to respond to H3). Scores were compared using an independent samples t-
test. Second, the scores were compared to check for order effects (to address H4).
Comparisons were made for each file manager between those who had used it first,
versus those who had used it second, this comparison was made for both sessions, for a
total of four comparisons. In other words, this result would show whether participants
rated a particular file manager differently (higher or lower) depending on the order in

which they used it. Scores were compared using an independent samples t-test.

9.2.3.2 Usability Scores: Results

The results of the first analysis—comparing the two file managers, irrespective of
order—are presented in Table 61. Results are presented for both sessions; scores are
based on a seven-point scale. The results of the second comparison—order effects for the
two managers—are shown in Table 62, for each of the four combinations of order and

file manager condition.
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SYSUSE , SD=1.3 M=6.1, SD=0.8 t(54)= -2.64, p=.011*
INFOQUAL M=5.2, SD=1.3 M=6.1, SD=0.7 t(54)= -3.54, p=.001**
INTERQUAL M=5.1, SD=1.2 M=5.9, SD=0.9 t(54)= -2.79, p=.007**
OVERALL M=5.2, SD=1.2 M=6.1, SD=0.7 t(54)= -3.22, p=.002**
ASQ . .8 M=6.3, SD=0.8 = -3.85, p<.01**

SYSUSE M=4.6, SD=1.2 M=6.3, SD=0.5 t(54)= -6.98, p<.01**
INFOQUAL M=4.5, SD=1.3 M=6.1, SD=0.7 t(54)= -5.67, p<.01™*
INTERQUAL M=4.2, SD=1.3 M=6.1, SD=0.7 t(54)= -6.82, p<.01**
OVERALL M=45 SD=1.2 M=6.2, SD=0.5 t(54)= -7.15, p<.01**
ASQ M=4.2, SD=1.6 M=6.5, SD=0.7 t(54)= -7.02, p<.01**

Table 61: CSUQ and ASQ scores for the control and experimental file managers, for
each session. The mean score and standard deviation are listed for each factor.
Independent samples t-test results are shown; single asterisk indicates p<.05; double
asterisk indicates p<.01. (n=28)

control file manager

t(26)= -4.30, p<.01™

SYSUSE M=6.4, SD=0.5 =1.2
INFOQUAL =6.5, SD=0.5 M=4.8, SD=1.2 t(26)= -4.53, p<.01™
INTERQUAL M=6.1, SD=0.9 M=4.7, SD=1.1 t(26)= -3.72, p=.001**
OVERALL M=6.4, SD=0.5 M=4.8, SD=1.1 t(26)= -4.60, p<.01**
ASQ M=6.8, SD=0.5 M=4.5, SD=2.1 t(26)= -3.96, p=.001**
experimental file manager
SYSUSE M=6.4, SD=0.5 M=5.8, SD=0.9 t(26)= -2.34, p=.027*
INFOQUAL M=6.5, SD=0.5 M=5.8, SD=0.8 t(26)= -2.70, p=.013*
INTERQUAL M=6.1, SD=0.9 M=5.7, SD=0.8 t(26)= -1.27, p=.217
OVERALL M=6.4, SD=0.5 M=5.8, SD=0.7 t(26)= -2.46, p=.021*

ASQ M=6.8, SD=0.5 M=5.9, SD=0.9 t(26)= -2.98, p=.008"*
control file manager
SYSUSE M=5.0, SD=0.9 M=4.1, SD=1.3 t(26)=2.28, p=.039*
INFOQUAL M=5.0, SD=1.0 M=4.0, SD=1.3 t(26)=2.21, p=.036"
INTERQUAL M=4.5, SD=1.2 M=3.9, SD=1.3 t(26)=1.20, p=.242
OVERALL M=4.9, SD=1.0 M=4.0, SD=1.3 t(26)=2.08, p=.048*
ASQ M=4.9, SD=1.1 M=3.5, SD=1.6 t(26)=2.62, p=.015*
experimental file manager
SYSUSE M=6.3, SD=0.5 M=6.4, SD=0.6 t(26)= -.523, p=.606
INFOQUAL M=6.1, SD=0.5 M=6.1, SD=0.8 t(26)=.055, p=.956
INTERQUAL M=6.1, SD=0.8 M=6.1, SD=0.7 t(26)= -.003, p=.998
OVERALL M=6.2, SD=0.5 M=6.2, SD=0.6 t(26)= -.261, p=.796
ASQ M=6.5, SD=0.5 M=6.4, SD=0.9 t(26)=.138, p=.891

Table 62: CSUQ and ASQ scores, compared for each file manager on the basis of
order effect Independent samples t-test results are shown; single asterisk indicates
p<.05 and double asterisk indicates p<.01. (n=28)
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In terms of the usability scores for each session (irrespective of order), significant
differences were found for all five usability factors, in both sessions, as shown in
Table 61. When order effects are taken into account, as shown in Table 62, significant
differences are again shown for usability. This is a more complex case to describe (and is
discussed in more detail in the Discussion section below), but in brief: the control
manager was rated significantly worse for usability by participants who used the
experimental file manager beforehand (in both sessions, for at least four of the five
usability factors). Also, participants who used the control manager first rated the
experimental manager significantly higher in comparison, for Session One.

As an addendum, note that as shown in Table 62, mean scores for the control file
manager decreased between sessions. These scores cannot be directly compared in formal
analysis (for example, as repeated measures), because the environment and tasks differed
in each session. However, the trend suggests that as participants gained more experience

with both file managers, the control was perceived as less usable.

9.2.4 Preference Data

The final variable used to compare the two file managers was subjective
preference. This was assessed by questionnaires: participants indicated which file
manager they preferred, on a number of factors. For Session One, the questionnaire had
11 questions in all. The first three questions centered on the three fasks performed using
both file managers. Respondents indicated which of the two managers most helped them
complete each task; they could also choose “both the same.” The remaining eight
questions were forced-choice, and included questions about awareness and perceived
usefulness. (The full text of all questions is listed below in the Results tables.) The
questionnaire for Session Two was similar, but with 14 questions: the same 11 questions
as in Session One, and three additional questions about catching up with changes to files
between sessions.

It was expected that the experimental file manager would perform at least as well
as the control, in terms of overall preference. That is, if significant differences were
found for any questions, the majority of these differences should favour the experimental
manager. Moreover, this condition was expected to hold true for both sessions, despite

the unfamiliarity of the software.
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HS5 The experimental file manager will be selected more often than the control for
the preference questions, in both Session One and Session Two.
9.2.4.1 Preference Data: Data Analysis

The preference questions were all analysed using chi-square tests. For the task-
based questions (the first three questions of both questionnaires), there were three
options, including “both were the same.” In this instance, the expected frequency for
responses, when there is no difference, is not equally divided among all three
possibilities. To normalize the data, whenever a participant selected “both the same”, this
count was halved: 0.5 for the control, and 0.5 for the experimental. In this way, the
counts for each could be directly compared, using 50% expected frequency for each
response in the chi-square test.

For the other questions, which used a forced-choice, the basic chi-square test was
applied, with expected frequency of 50% for each cell. This test was performed for the
eight questions in Session One, and the 11 questions in Session Two.
9.2.4.2 Preference Data: Results

The results of the chi-square tests for Session One, for the task questions, are

shown in Table 63.

Session One: Task Questions

Which file manager best
helped you complete the | descriptive statistics (n=28) chi-square
task:

exp.=16 (57%); control =4 (14%),

Q1 same=8 (29%) x2(1, n=28)= 5.14, p=.023

Q2 exp.=28 (100%); control=0, same=0 | x2(1, n=28)= 28.00, p<.001**
same=24 (86%); exp.=4 (14%) —oa\= -

Q3 control=0 x2(1, n=28)= .571, p=.450

Questions about tasks:

Q1: Checking file permissions

Q2: Determining who a file was sent to, if anyone

Q3: Checking the “last modified” date of a file

Table 63: Descriptive statistics and chi-square result for preference data on tasks
(Session One). “Exp.” refers to the experimental file manager. A single asterisk
indicates p<.05; double asterisk indicates p<.01.

The results for the remaining Session One questions are presented in Table 64,
including the question text, with descriptive statistics and chi-square results. (The

descriptive statistics for only the experimental file manager statistics are explicitly
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presented in Table 64, for simplicity. (Because there were only two choices, the control
results can be computed as the complement.) One participant did not respond to questions

Q4 or Q8, thus n=27 for those two questions.

Session One: Preference Questions (choice between control and experimental)

Which file manager best = | ;.. . 4ive statistics (n=28, .

:laes:E:ed you complete the except Q4 & Q8: n=27) chi-square
Q4 Experimental= 22 (81%) ¥2(1, n=27)=10.704, p=.001**
Q5 Experimental= 25 (89%) x2(1, n=26)=18.615, p<.01**
Q6 Experimental= 25 (89%) v2(1, n=28)=17.286, p<.01**
Q7 Experimental= 25 (89%) x2(1, n=28)=17.286, p<.01**
Qs Experimental= 27 (100%) ¥2(1, n=27)= 27.000, p<.01**
Q9 Experimental= 28 (100%) ¥2(1, n=28)=28.000, p<.01**
Q10 Experimental= 24 (86%) ¥2(1, n=26)=18.615, p<.01**
Q11 Experimental= 25 (89%) x2(1, n=28)=17.286, p<.01**

Preference questions:

Q4: Overall, it was simpler to use this file manager

Q5: | could more effectively complete the tasks using this file manager

Q6: | was able to complete the tasks quicker using this file manager

Q7. It was easier to find the information | needed using this file manager

Q8. | had greater awareness of which files were shared with whom using this file manager
Q9: | had more complete information about shared files using this file manager

Q10: | believe | could manage my shared files better using this file manager

Q11: Overall, | prefer:

Table 64: Preference data for forced-choice questions (Session One), expressed as
descriptive statistics and chi-square results. Descriptive results shown only for
experimental files manager (the control represents the remainder of the total). A

single asterisk indicates p<.05; double asterisk indicates p<.01.

The results of the task questions for Session Two are shown in Table 65, again

using descriptive statistics along with chi-square.

Session Two: Task Questions

Which file manager best
helped you complete descriptive statistics (n=28) chi-square
the task:
exp.=21 (75%); same=7 (25%); o\
Q1 control=0 x2(1, n=28)=15.75, p<.001**
Q2 exp.=28 (100%); same=0; control=0 | y2(1, n=28)= 28.00, p<.001**
exp.=27 (96%); same=1 (4%); —oR\= x
Q3 control=0 ¥2(1, n=28)= 26.035, p<.001

questions about task:

Q1: Checking file permissions

Q2: Determining who a file was sent to, if anyone

Q3: Finding information about past accesses on a file

Table 65: Descriptive statistics and chi-square result for preference data on tasks
(Session Two). A single asterisk indicates p<.05; double asterisk indicates p<.01.
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The results for the remaining Session Two questions are presented in Table 66,

including the question text.

Session Two: Preference Questions (choice between control and experimental)

;}Eé?zf;::uﬁznr:gle:t: ::: g::::f (tni:e&sg;i:s;igzs_,()n#& chi-square
Q4 Experimental= 24 (86%) ¥2(1, n=28)=14.286, p<.01**
Q5 Experimental= 28 (100%) x2(1, n=28)=28.000, p<.01**
Q6 Experimental= 27 (96%) ¥2(1, n=28)=24.143, p<.01**
Q7 Experimental= 27 (96%) ¥2(1, n=28)=24.143, p<.01**
Qs Experimental= 28 (100%) ¥2(1, n=28)= 28.000, p<.01**
Q9 Experimental= 28 (100%) ¥2(1, n=28)=28.000, p<.01**
Q10 Experimental= 28 (100%) x2(1, n=28)=28.000, p<.01**
Q11 Experimental= 28 (100%) x2(1, n=28)= 28.000, p<.01**
Q12 Experimental= 28 (100%) x2(1, n=28)= 28.000, p<.01**
Q13 Experimental= 27 (96%) x2(1, n=28)=24.143, p<.01**
Q14 Experimental= 27 (96%) x2(1, n=28)=24.143, p<.01**

Preference questions

Q4: Overall, it was simpler to use this file manager

Q5: | could more effectively complete the tasks using this file manager

Q6: | was able to complete the tasks quicker using this file manager

Q7: It was easier to find the information | needed using this file manager

Q8: | was better able to find out how the workspace had changed during my absence (e.g., the
“week” since the last session) using this file manager

Q9: | was better able to keep track of events on shared files using this file manager

Q10:1 was better able to find out who had made changes to shared files using this file manager

Q11: I had greater awareness of which files were shared with whom using this file manager

Q12: | had more complete information about shared files using this file manager

Q13: | believe | could manage my shared files better using this file manager

Q14: Overall, | prefer:

Table 66: Preference data for forced-choice questions (Session Two), for either
control or experimental file manager, presented as descriptive statistics and chi-
square results. A single asterisk indicates p<.05; double asterisk indicates p<.01.

In summary: for both sessions, the experimental file manager was found to be the

strongly-preferred choice, for all of the preference questions except for Q3 in Session
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One. (Q3 asked which file manager best helped in finding file modification times: most

participants found the two managers equivalent for this one task.)

9.3 Evaluation of New Features and Functionality

Assessing the usability of the experimental file manager, as well as its potential
utility for real-world environments, involved the use of multiple data sources. The
objective task data will be presented first: completion times and question response scores.
This will be followed by results derived from participant ratings and comments, on three
subjects. The first is effectiveness of the notification feature (pop-up alert). The second is
the participant ratings of quality of the file sharing information display and the ease of
learning the experimental file manager. The third item presented is the participant

suggestions for improvements of the experimental file manager.

9.3.1 Task Completion Times: Experimental File Manager-Only Tasks

For each session, there were some tasks completed only with the experimental file
manager, used to evaluate the unique features of that file manager. In Session One, two
additional tasks were performed (D and E): one to check file access history, and the other
to create a “person-centric” list of shared files (i.e., items that person can access and has
copies of). In Session Two, three additional tasks (L, M, and N) were performed. The
first two tasks were similar to those in Session One: check an element of file access
history, and create a list of files emailed to, and accessed by, a specific person (within a
date range). The third task was to find the three most-accessed files in a specified folder.
9.3.1.1 Results

The task completion times (mean and standard deviation) for Tasks D and E

(Session One) and Tasks L, M, and N (Session Two) are presented in Table 67.



193

Mean completion time for tasks completed only in experimental file manager (n=28)
Time to complete

task task description in seconds: M, SD

Session One
D find details about recent accesses on two different
files
E find three files emailed to a specified person, and
three files that person has read or write access to
Session Two
check if a certain person accessed one file since date _ _
L dd/mm:; if so, find what action was performed M=192.46, SD=47.2
list all files emailed to a specified person; list all files - _
M accessed by that person after date dd/mm M=404.6, SD=80.7
N list the three most-accessed files in a specified folder | M=159.9, SD=41.4
Table 67: Task completion times (in seconds) for experimental file manager-only

tasks, presented as means. Standard deviation is included for each measure.

M=127.0, SD=77.3

M=246.3, SD=185.1

9.3.2 Correctness of Question Responses: Experimental File
Manager-Only Tasks

For each of the tasks above, a question was responded to (on the scenario fax),
and that response was scored. Just as with the responses analysed previously (in Section
9.2.2), each question had a maximum score, and the response received a score based on
how accurate and complete it was. Each task had at least one question; the text for each
question, and its maximum possible score, is presented in Table 68 below.

These questions were grouped into categories with counts: how many times the
participants got the questions completely right (correct), partially correct, or completely
wrong (incorrect). These categories were used to highlight which types of questions were

effectively (or ineffectively) answered using the experimental file manager.

9.3.2.1 Results

The response scores are presented in Table 68, including the text for each
question and the maximum score for that question (in parentheses). The response scores
are presented as count data in three categories: correct, partial (partially correct) and

incorrect; these counts are also presented as percentages (where n=28).
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Session One

28 (100%)

Ques. ID | Question text summary (max score) | correct partial incorrect

D1a For [file D], list number of times o
accessed: (1) 28 (100%) 0

D1b person who accessed most recently (1) | 28 (100%) | 0 0

D1c date of most recent access (1) 26 (93%) 0 2 (7%)

D2a For [file E], list number of times 28 (100%) | 0 0
accessed (1)

D2b person who accessed most recently (1) | 28 (100%) | 0 0

D2c date of most recent access (1) 28 (100%) |0 0

E1 List three files that [person A] has o 0
received from me over email. (3) 27 (96%) 0 1(4%)

E2 List three files that [person A] currently

0

has access to ican read or writei i3i

0

[folder EJ (4)

Ques. ID | Question text summary (max score) | correct partial incorrect
Has [person B] accessed [file L] since
L1 (date]? (1) 28 (100%) | O 0
If so, what action did he perform (e.g., o o o
L2 read, write..)? (2) 26 (93%) 1(3.5%) 1(3.5%)
M1 List all files emailed to [person C] (7) 16 (57%) 8 (29%) 4 (14%)
List all files accessed by [person C] in o o 0
M2 [folder D] after [date] (1) 22 (79%) 5(17.6%) | 1(3.5%)
N1 List the three most-accessed files in 26 (93%) 2 (7%) 0

Table 68: Results for question correctness (experimental file manager-only tasks).
Response results presented in categories (correct, partially correct and incorrect),
with counts for each category; percentages are based on n=28.

To summarize these results, nearly all questions in Session One were answered

correctly. For Session Two, three of the five questions were answered correctly by at

least 90% of participants, but questions M1 and M2 demonstrated far more errors.

9.3.3 Event Notification: Alert Message

In addition to the tasks, participants encountered a pop-up message when they

used the experimental file manager in Session Two. Participants did not need to explicitly

act upon this message, but they were asked about it during the talk-after session at the

end of the study. Specifically, they were asked whether they noticed it, whether the

information was meaningful, and whether the alert window was obtrusive.

9.3.3.1 Results

In some cases, the pop-up window was buried under other windows (such as the

file manager). Because the alert window did not “grab focus” when it appeared, it would

not appear on top of any window being actively used. For example, if the participant was

typing in the console, at the exact time when the alert appeared, the alert window would
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appear underneath the console window. In some of these cases, the alert went unnoticed.
Therefore, the alert window was observed by 22 out of 28 participants.

In the talk-after activity (when the screen-capture video was replayed for the
participant for discussion), one participant mentioned closing the window by accident.
Two others closed it almost immediately without reading it, due to a strong dislike of
pop-up messages; they did not want to be interrupted and thus wanted to get rid of the
window as soon as possible. (One person mentioned the annoyance of web browser pop-
up windows, and how these pop-ups had conditioned him to immediately close any
window that suddenly appeared.)

Of the 19 people who actually read the message, 18 people were able to associate
it with the alert that had been set in the sharing console. They knew that the alert was
telling them that the event that Chris Lee was watching for (i.e., Sheri Stack reading the
file NewFund.doc) had occurred. One person did not recall this information from the
session introduction, and thus did not know what the message meant. In addition, none of
the 19 participants found the message window to be overly intrusive. The two
participants who immediately closed it stated that they might not have done so if they

themselves had set the alert, because they would be expecting the interruption.

9.3.4 Subjective Ratings: Information Display and Ease of Learning

At the end of Session Two, participants were given a questionnaire that asked
them to rate various aspects of the experimental file manager. This questionnaire
included seven questions about the information presented in the experimental file
manager, and the perceived ease of learning to use this manager. Each question consisted
of a seven-point Likert scale, ranging from “strongly agree”(1) to “strongly disagree”(7).
The full text of the questions is provided below, in Table 69 (along with the results).
9.3.4.1 Results

The responses for each question were entered into a spreadsheet, and the means
and standard deviations for all questions were computed; these are presented in Table 69.
Note that reverse-wording was used in the questionnaire, so the questions are grouped
according to the reverse-wording: positively-worded questions are presented first,
followed by negatively-worded questions. For the first three statements, a Jower score

indicates a better rating; for the last four statements, a higher score is a better rating.
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mean, SD

statement 7-point scale

positively-worded statements

Q?: | was able to easily find the information | needed, about shared files, M=1.57, SD=0.69
using this file manager.

Q4_: | was fable to perceive information about shared files “at a glance” M=1.64, SD=0.78
using this file manager

Q6: The information displayed by this file manager is presented in a non-

. . M=2.25, SD=1.55
intrusive manner,

negatively-worded statements

Q1: | found it difficult to understand the information about shared files M=6.32, SD=1.12
provided by the file manager.

Q3. | found it difficult to learn to use this file manager. M=6.00, SD=1.51
Q5: The information provided by the file manager was not useful for M=6.86. SD=0.36

completing the tasks.

Q7: There is too much information displayed in this file manager. M=6.29, SD=1.08

Table 69: Responses to questions about the file sharing information and the ease of
learning to use the experimental file manager. The responses are means, based on a
7-point Likert scale (where “1” means “strongly agree”). For the first three
statements, a lower score is better; for the last four statements, a higher score is
better (because of the negative wording).

9.3.5 Suggestions for Improvement

Participants were asked to provide suggestions for improvement for the file
manager (including the sharing console), as part of a questionnaire conducted at the end
of the study. They were presented with a list of elements that they could comment on;
this list included the new file manager columns and the three components of the sharing
console (search, file details, and alert). Participants could also list any features they felt

should be added to the manager or console.

9.3.5.1 Results

Twenty-two participants provided suggestions for improvement. These
suggestions are described below, presented in terms of the feature being critiqued: the file
manager columns, the search feature (in the console), the file details (in the console), the

alert, and any additional features.

9.3.5.1.1 File Manager Columns

There were two suggestions that were repeatedly requested for this feature. The
first was to make the icons clickable, so that the sharing console could be opened by
clicking on the icon. (In the implementation of the prototype used for evaluation, user had

to click on the filename in order for the sharing console to work correctly.)
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The second suggestion was to change the amount of information displayed in the
columns. For some participants, less information was desired, particularly file permission
information. Others wanted to have more information, particularly in the file event

history (e.g., showing more than just the most recent event in the info-tip).

9.3.5.1.2 Search Feature (Console)
The most common suggestion for the search feature was to make it easier to
access. One participant suggested that it become a top-level item in the right-click menu,

so that you could directly select “Search” as well as the “Open in Console” option.

9.3.5.1.3 File Details (Console)

Three suggestions were made to improve this feature. Two participants indicated
that the filename itself was not prominent enough, making it hard to tell which file the
details were connected with. Another participant had trouble resizing the column widths,
and suggested that the resize handles be made more visible. Finally, one participant
suggested that the filetype icon (such as those used in the file manager) be used in the file
detail window as well, to help identify the file type (e.g., Microsoft Word, Excel, etc.).
9.3.5.1.4 Alert

Two suggestions were proposed for the alert. The first was to provide a “disable”
option; no reason was given, although it may have been to prevent interruptions. The

second suggestion was to add an audio component, so the alert could be heard.

9.3.5.1.5 Additional features

Participants could also propose features that they would like to see added to the
file manager; there were a few suggestions. One person suggested integrating the console
with the built-in XP permission-configuration tool, to facilitate permission updates.
Another suggested that the information be extended to include information about files

sent fo an individual (as opposed to just outgoing files, as in the current version).

9.4 Intention to Use

The final set of measures gauged intention to use: the likelihood that the new file
manager would be adopted, should it become available. This was measured in two ways:
using a Technology Acceptance Model (TAM) questionnaire, and through a post-study

email.
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9.4.1 Technology Acceptance Model

At the end of the second session, participants completed a Technology
Acceptance Model questionnaire, in which they indicated how well they felt that the
experimental file manager would help them in their job. This questionnaire measured the
factors of perceived usefulness and perceived ease-of-use, using six items for each factor;
one supplementary question (added to the TAM questionnaire) measured self-rated
expected usage.
9.4.1.1 Technology Acceptance Model Results

The questionnaire items are listed in Table 70 ; perceived usefulness items are
labelled U1-U6, perceived ease-of-use items are labelled E1-E6, and the expected usage
question is labelled X1. The mean and standard deviation for each question response are
also provided in Table 70.

Note that these responses were based on a seven-point scale, and thus a score of
four represents the neutral point. As shown in Table 70, all items scored at least 5.29 on
the scale, indicating positive ratings for perceived usefulness, perceived ease-of-use, and

expected usage.

" mean, SD
Question 7-point scale
Using this file manager in my job would enable me to accomplish _ _
U1 | tasks more quickly M=5.82, SD=1.06
U2 | Using this file manager would improve my job performance M=5.39, SD=1.13
U3 | Using this file manager in my job would increase my productivity M=5.29, SD=1.21
U4 | Using this file manager would enhance my effectiveness on the job | M=5.50, SD=1.26
US | Using this file manager would make it easier to do my job M=5.67, SD=1.37
U6 : | would find this file manager useful in my job M=6.00, SD=1.18
E1 | Learning to operate this file manager would be easy for me. M=6.39, SD=0.92
E2 | 1would find it easy to get this file manager to do what | want it to do | M=6.29, SD=0.81
My interaction with this file manager would be clear and _ _
E3 unyderstandable M=6.07, SD=0.86
E4 | | would find this file manager to be flexible to interact with M=6.07, SD=0.94
ES | It would be easy for me to become skilful at using this file manager | M=6.50, SD=0.64
E6 | | would find this file manager easy to use M=6.50, SD=0.64
Assuming this file manager would be available on my job, | predict _ _
X1 | that | will use it on a regular basis Y M=6.00, SD=1.31

Table 70: Responses to TAM questionnaire items. U1-U6 and E1-E6 are from Davis
(1989); X1 is from Laitenberger and Dreyer (1998). Each item used a 7-point Likert
scale. Mean (M) and standard deviation (SD) are listed in the third column.

The consistency of items from the original TAM questionnaire (U1-U6 and E1-

E6) were measured with Cronbach’s alpha. This result was used to check for any



199

unexpected inconsistencies in the responses. If the items U1-U6 had high inter-item
correlation (i.e., all measuring the same construct, “perceived usefulness”), the value of
Cronbach’s alpha should be above 0.7 (Field, 2005). The same holds for items for E1-E6.

The Cronbach’s alpha measure for both factors is provided in Table 71.

factor Cronbach’s alpha (a)
perceived usefulness (six items: U1-U6) 931
perceived ease-of-use (six items: E1-E6) 917

Table 71: Cronbach's alpha measure of consistency, for the twelve items in the TAM
questionnaire. Values of a above 0.7 are considered to have high inter-item
correlation.

Because the alpha measure for both factors is above 0.7, there are no

inconsistencies in these questionnaire results.

9.4.2 Follow-up Email

Participants were given the choice to opt-in to a follow-up email communication,
to take place two weeks after the second laboratory session. Those who opted in were
contacted by email and asked whether they had encountered or recalled a situation (since

the study) when the experimental file manager might have been useful to them.

9.4.2.1 Follow-up Email Results

All 28 participants agreed to be contacted with the follow-up email question, and
18 (64%) responded. Fifteen of these (54% of total respondents) provided examples of
how the file manager could have helped them; three others (11% of total respondents)
stated that they had no instances to report.

The comments from the 15 positive responses were coded for dominant themes,
in terms of how the experimental file manager was seen as helpful or positive. Five
categories emerged in terms of the benefits, such as ease of search. A sixth category was
added to record instances where participants explicitly solicited the file manager: that is,
expressed a desire for the file manager, such as “Can't wait till it is mainstream!” These
categories are presented in Table 72 along with the counts of comments for each

category. Most participants made comments in more than one category.
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category of positive attribute

reduced effort 6
ease of search

keeping track of activity

6
keeping track of files 6
6
1

interface simplicity

expressions of strong desire for file manager 3

Table 72: Categories of positive attributes of the experimental file manager, derived
from post-study emails about real world use.

Of the three participants who had no instances to report, two stated that their
current job did not involve situations in which the experimental file manager would be
helpful. The third stated that no instances were encountered or recalled since the study,

but did not specify more information than that.

9.5 Discussion

The discussion of the results is presented in three parts, one for each of the
evaluation goals: comparison between experimental and control file managers, evaluation
of unique functionality of the experimental file manager, and assessment of the intention

to use.

9.5.1 Comparison Between Experimental and Control File Managers
The purpose of this part of the evaluation was to determine whether the
experimental file manager provided any improvements over a control file manager, in
terms of efficiency, effectiveness, or satisfaction. Efficiency was measured using task
completion times, effectiveness through question response scores (correctness), and
satisfaction through usability scores and preference data. Each of these results is
discussed below.
9.5.1.1 Task Completion Times
The testable hypothesis for this variable was as follows:
H1: The experimental file manager will result in task completion times that are
faster than those in the control file manager for at least 50% of tasks, and will not

result in any slower completion times.
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A comparison of the times showed that significant differences were found for
tasks in both sessions. In Session One, two of the six tasks (email search tasks) were
significantly faster with the experimental file manager. In Session Two, four of the six
tasks (email search and checking file permissions) were significantly faster with the
experimental file manager. Note that significant differences were detected for the email-
based tasks (A and F, and I and O) in both sessions. Participants were able to locate
information more quickly using the experimental file manager, using a simple search and
without having to switch back to the email application.

Some tasks did not demonstrate a marked improvement. Note that each session
contained a pair of uncomplicated file tasks, intended to detect whether the experimental
file manager caused any delays. That is, for tasks that were already reasonably efficient in
the control, it was necessary to determine whether the experimental file manager made
things slower for users (for example, by presenting superfluous details that interfered
with simple tasks).

In Session One, the uncomplicated task type was checking the “last modified
date” (tasks C and H), and in Session Two, it was checking recent file access information
(tasks J and P). No significant difference was found for task completion time in any of
these cases: neither an increase nor a decrease. This suggests that the experimental file
manager did not cause any significant delays in completing the file tasks.

The other tasks that did not demonstrate an improvement were the file permission
tasks in Session One (tasks B and G). Note, however, that for similar tasks in Session
Two (K and Q), a significant difference was found. This is likely due to the experience
gained by participants, allowing them to make better use of the tool. Reviewing the
screen captures for Session One suggests that some participants forgot about the new
functionality of the experimental file manager, and therefore reverted to completing tasks
in the familiar way, without using the time-saving features. By the second session,
participants were more fluid and comfortable with the new features, and were much more
likely to take advantage of them.

In summary, the experimental file manager showed improvements in task
completion time for six of the twelve tasks (email search and file permission checks).

Thus, the experimental file manager was faster for at least 50% of tasks, when counting
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across both sessions. In addition, no significant decreases in completion time were found

for any task. This result confirms hypothesis H1.

9.5.1.2 Question Response Scores

The testable hypothesis for this variable was as follows:

H2: The experimental file manager will result in at least 25% of question
response scores that are higher than the control.

A subset of the responses demonstrated significance in scoring: four of the twelve
questions in both Sessions One and Two (33%). These responses were in two question
categories: questions that involved finding email recipients, and questions that requested
details about past accesses. The email questions had confidentiality repercussions, and
thus a correct response was important. In Task F, for example, the participant was
supposed to detect whether a leak had happened (i.e., whether a document had been
mistakenly mailed out). This question was answered correctly by all the participants who
used the experimental file manager, but by fewer than half (43%) of those who used the
control (and thus had to rely on only Outlook for searching.) If the Outlook search was
performed incorrectly, or was not exhaustive, this information was missed. Therefore, the
experimental file manager was a key tool for avoiding a security-critical mistake.

For the responses that detailed file-access information (Tasks J and P), it was
simply not possible for the same amount of detail to be discovered using the control file
manager, because it maintains little information to begin with: it stores data on only the
most recent access, including the time and whether or not the file was modified.
Therefore, those who used the experimental file manager were able to yield a much richer
data set (such as usernames) from a longer history. This explains why the experimental
condition scores were much higher for these questions.

The remainder of the questions did not show significant differences. Note that for
the simpler questions, such as the “yes/no” questions, a difference was unlikely to be
found unless the participants got the answer completely wrong. (This is due to the smaller
possible distribution of scores: either zero or one.) Because these questions were simple,
they were usually answered correctly. Note also that no questions showed a decrease in

score using the experimental file manager.
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In summary, approximately 33% of the questions in each session were answered
with a higher level of correctness (accuracy and/or completeness) using the experimental
file manager; some of these questions were security-critical, requiring accurate answers.
An improvement in 25% of the questions was hypothesized, and the file manager

performed better than this at 33%. These results confirm hypothesis H2.
9.5.1.3 Usability Scores

The two testable hypotheses for this variable were as follows:

H3: The experimental file manager will have the majority of the higher scores for
the usability questions in Session One or Session Two, or both.

H4: There will be a significant difference in at least one usability score, in
Session One, between those who used the control after the experimental manager

and those who used the control before the experimental manager.

The results relating to both these hypotheses are discussed together in this section.
In addition to the tests performed to address these two hypotheses, usability scores were
also compared between sessions, to test if the ratings of each file manager changed,
although this was not one of the central research questions. In all cases, the comparisons
were performed on scores from five factors: four CSUQ factors (system use, information
quality, interface quality, overall) and ASQ (the After-Scenario Questionnaire)..

The first test compared usability scores between the two file managers,
irrespective of order. For this test, significant differences were found for all five usability
factors (for both sessions) in favour of the experimental file manager.

The second test compared scores based on the order of the conditions (control
versus experimental); significant differences were found, but the results are not
straightforward to interpret. What they reveal are significantly lower control scores, for
both sessions, when the experimental file manager was used first; this occurred for all
five factors in Session One, and four of the five factors in Session Two (all but interface
quality). Similarly, there were significantly higher scores for the experimental file
manager in those cases where the control was used first, for four of the five factors (all
but interface quality). There was no difference in scores for the experimental manager in

the remaining case.
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These results indicate that the control was rated more poorly after the participant
had encountered the experimental file manager. Similarly, those who used the control
first tended to rank the experimental manager higher in comparison. The core finding of
these results: after people had exposure to the experimental file manager, they found the
control file manager less satisfying.

In summary, the experimental file manager had higher usability scores (indicating
greater satisfaction) for both sessions, confirming hypothesis H3. Hypothesis H4 was also
confirmed: order effects were demonstrated that showed a decrease in satisfaction for the
control file manager scores after exposure to the experimental file manager. A related
finding (although not a strictly provable hypothesis) was that satisfaction with the control

had a tendency to decrease between sessions.

9.5.1.4 User Preference
The testable hypothesis for this variable was as follows:
HS The experimental file manager will be selected more often than the control for

the preference questions, in both Session One and Session Two.

This data was collected through sets of questions asking participants to choose
one file manager over the other, based on different attributes. For both sessions, the
experimental file manager was the preferred choice, for all questions. In no case was the
control preferred by the majority, and the two file managers were rarely shown to be
equivalent.

Note that for Session One, the two file managers were rated as equivalent for
checking “file modified” dates. Note that no significant difference was expected (or
found) for task completion time for this uncomplicated task (as discussed earlier), and
therefore the participants’ perceptions accurately reflected the equivalency of the two file
managers for this task.

For many questions, the experimental file manager was the near-unanimous
choice: it was chosen by 100% of participants for three of the 11 questions in Session
One, and for seven of the 14 questions in Session Two. For all but two question, the
experimental file manager was preferred by at least 75% of participants. (The only

exceptions were Q1 and Q3 in Session One.)
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The final preference question asked participants to select one file manager as the
overall choice. In Session One, three people chose the control; in Session Two, one
person chose the control. Participants were asked to specify the reason for their choice.
For Session One, in the cases where the control was preferred, participants made the
following comments (recall that “Carbon” is the name used for the control file manager,

and “Helium” for the experimental):

Although it [Carbon] provided more work to find info such as...accessed, | found it easier
to use because it had less information up-front, but still provided all that | needed
within a few clicks of the mouse. Perhaps, also more familiar with this method
and could learn to use the other better with time and use.

Because it [Carbon] is less confusing and more intuitive. Possibly | found Carbon easier
because it was the second option, so | warmed up on Helium and was more
confident with file sharing once | got to the Carbon part of the test...

It feels more familiar, but | also think | just got more comfortable and it was the one |
used second.

There are two common themes in these comments. First, there is the issue of
familiarity: for some, having to learn a new piece of software was seen as detrimental,
and thus they preferred to use what they already knew. Second, having time to warm up
to the tasks made a difference; for those who needed some time to get used to the
computing tasks and the environment, they had a harder time with the software that was
used first: in this case, the experimental file manager. The latter cannot be avoided (and
was a factor in the experimental design), although the former can be analysed further by
looking at the outcome of Session Two.

After Session Two, only one person preferred the control, down from three in the
previous session. This suggests that those who felt they would get accustomed to the
experimental file manager after more practice were correct. The individual who preferred
the control at this stage had also preferred it in Session One, and stated the following (in

the Session Two questionnaire):

More steps to perform [in the control] to access info, but still simpler and
therefore, sometimes faster to use.

For this participant, there was a perceived advantage for efficiency with the

control file manager (although this was not demonstrated by the task completion time
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results). However, this subjective data does indicate that the participant did not believe

that there was enough of an advantage provided by the experimental file manager. This

was definitely a minority opinion, but it demonstrates the degree to which perceived

usefulness (in this case, effectiveness) influences technology adoption. This issue will be

discussed later in this chapter, when the Technology Acceptance Model questionnaire

results are presented.

9.5.1.5 Summary of Comparative Results

The five testable hypotheses, summarized in Table 73, were all confirmed by the

experimental results. Significant results were found for all four variables (task times,

response scores, usability scores, user preference) demonstrating that the experimental

file manager provided improvements in efficiency, effectiveness, and satisfaction.

hypothesis

factor

confirmed?

H1

The experimental file manager will result in task
completion times that are faster than those in the
control file manager for at least 50% of tasks, and will
not result in any slower completion times.

efficiency

yes

H2

The experimental file manager will result in at least
25% of question response scores that are higher than
the control.

effectiveness

yes

H3

The experimental file manager will have the majority
of the higher scores for the usability questions in
Session One or Session Two, or both.

satisfaction

yes

H4

There will be a significant difference in at least one
usability score, in Session One, between those who
used the control after the experimental manager and
those who used the control before the experimental
manager.

satisfaction

yes

HS

The experimental file manager will be selected more
often than the control for the preference questions, in
both Session One and Session Two.

satisfaction

yes

Table 73: Summary of hypothesis results, for comparisons between experimental
and control file managers

9.5.2 Evaluation of New Features and Functionality of Experimental
File Manager

In addition to comparisons between the two file managers, additional evaluation

was performed for features and functions available only in the experimental file manager.

The results were presented above, in five areas: task completion times, question response

scores, evaluation of the notification feature, subjective ratings (information display and
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ease of learning), and suggestions for improvement. Each of these results is discussed in

the sections below.

9.5.2.1 Task Completion Times: Experimental File Manager-Only Tasks

In the absence of comparators, the timing data cannot be formally analysed, but
there are a few findings of note. Most of the tasks performed with the experimental file
manager were complex, particularly those involving individualized views (e.g., tasks E
and M), leading in some instance to long task completion times. Task M was
unexpectedly high; a review of the screen capture files indicated that some participants
neglected to use the search feature to create the email list. Those who used this approach
could still answer the question, but it would take much longer; these infrequent (but
large) elapsed times skewed the mean towards the higher end. Similarly, the completion
times for tasks D, E, and M were highly variable (as evidenced by the standard
deviation); this variability is attributable to the difference in times between those who
exploited the new features immediately (e.g., recalled they were available and used them)
versus those who took longer to use the features. This problem was more evident in
Session One, when the experimental file manager was completely new to the participants.
Reviews of the screen captures, along with participant comments, indicate that the
features became more familiar over time, and thus more likely to be exploited, which
suggests that the tasks completion times would decrease after more experience with the

experimental file manager.

9.5.2.2 Question Response Scores: Experimental File Manager-Only Tasks

The majority of questions were answered correctly, for all questions in both
sessions. There are two questions for which the correct response rate is substantially
lower, and both are in task M: finding all files emailed to a specific person, as well as
checking for files accessed by that person after a certain date. As discussed in the task
completion time analysis, this task was not always performed efficiently, and the new file
manager features were not always used. In such a case, the task time suffered, but so did
the accuracy of the task result.

The screen capture files and the talk-after recordings were analysed for the four
cases in which the participants gave an incorrect answer. In three of these cases, the

search feature in the sharing console was not used at all. Instead, a search was performed
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using the Outlook email application, and the correct result was not found. In the fourth
case, a search was performed, and the list of matching files with the correct information
was generated. However, in this instance, the participant ignored the information and
returned to Outlook for searching. When asked about this action in the talk-after, the
participant stated that “I guess I wasn’t used to using something like this, so I went back
to Outlook, and thought I could figure it out that way.” This statement could indicate that
the person lacked confidence that she was using the tool correctly, or that she did not
believe the tool was reliable. The result was that the question was answered incorrectly,
despite the availability of correct information. It is likely that with more experience with
the new file manager features, these problems would become less prevalent.

There were some other minor errors that occurred when answering these same
two questions (M1 and M2): the list of files was either incomplete by one item, or
included files from the wrong category: emailed but not accessed, or vice versa. This
latter problem was likely due to a misreading of the search results: the results show
whether or not the file sharing event was a send or an access, but these differences in
distribution method might be overlooked. Making the difference more visually distinct
(such as listing the “sent” file matches in one colour and the “accessed” file matches in
another) could mitigate this problem.
9.5.2.3 Evaluation of the Notification Feature

The notification feature, implemented as a pop-up alert message was found to be
unobtrusive, and could be readily understood by participants. Note that there is a trade-
off between the need for interruption (when an important event occurs), and the
annoyance of interruption when it is unwanted. The default setting for the prototype
window was for it to not grab focus, as this was seen to be overly intrusive. In fact, two
participants noted that they were glad that the window did not require them to stop what
they were doing to deal with it; thus, this approach was seen as an advantage. However, if
an event is critical, then the alert may need to be more obvious, to avoid being lost
underneath other windows. This requirement could be accommodated by adding an
option to the alert: when the alert is set, the user could decide whether that event was

sufficiently important to warrant a “pop-over” window that grabs focus. In non-urgent
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cases, the alert could be set to not grab focus (as in the experiment), ensuring it did not

interrupt more important tasks.

9.5.2.4 Subjective Ratings: Information Display and Ease of Learning

The scores indicate strong agreement with the positive attributes of the
experimental file manager, including ease of locating information, seeing information “at
a glance”, and non-obtrusiveness of the display. Additionally, participants did not find
the information hard to understand, irrelevant, or overwhelming, and did not think that
the file manager was difficult to learn to use. This last element—ease of learning—was
evidenced by the screen capture reviews; as described above, people were more likely to
take advantage of the new features in Session Two, demonstrating that they could more
easily recall how to use them (and that these features were available).

Most scores were on the extreme ends of the scale: between one and two, or
between six and seven. The only exception was the obtrusiveness score, at 2.25; this is
still on the low end of the (seven-point) scale, but indicates that this attribute could
perhaps be improved. Participants could add comments to these scores; unfortunately,
none of those who felt that the display could be less intrusive gave suggestions.

One avenue for improvement could be providing a more customizable interface.
A standardized interface, which displayed the same types of data to all participants, was
necessary for the formal testing environment. However, other types of displays can be
readily provided, which would allow users to tailor the amount of data shown within the
file manager columns. Some people might not wish to view the permission information in
certain folders, for instance, or might only want to view the “sent” column. This approach
could make the information display less intrusive, for those who want to see fewer
details.
9.5.2.5 Suggestions for Improvement

Participants provided some suggestions for improvement, for a variety of features.
These changes are all enhancements that could be readily incorporated into a working
prototype, and provide useful starting points for a refined version of the design.

One suggestion, for the file manager columns, was to make the icons clickable, so
that the sharing console could be opened by clicking on the icon. This is a simple feature

to provide, which would make the file manager more convenient to use. A second
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suggestion was to change the amount of information displayed in the columns. As
discussed earlier, making the columns customizable is the most promising approach. This
is a requirement for accommodating diverse preferences; even within this test population,
there was no consensus on what the “right” amount of information was for display.

Some participants also wanted the search feature to be more readily accessible.
One participant suggested that it become a top-level item in the right-click menu, so that
you could directly select “Search” as well as the “Open in Console” option. Allowing the
console window to open by clicking on icons (as suggested above) would also alleviate
this search feature problem as well, making it quicker to access.

The console could also be improved by incorporating participant suggestions;
namely, making the filename, as displayed in the file details panel, more prominent.
Making the filename bolder, larger, or in a different colour, could address this problem.
Other minor improvements that could be included in the console are making the resize
handles more visible (for file details), and to include filetype icons in the file detail
window as well. For the alert, some possible design enhancements are adding a disable
function or an audible alarm.

A few new features were proposed: one participant suggested integrating the
console with the built-in XP permission tools, to facilitate changes. Another suggested
including information about incoming files. Both of these features were already in
consideration for future, extended versions of the file manager; having other people

request these features indicates this is a fruitful area for further exploration.

9.5.3 Intention to Use Experimental File Manager

The assessment of participants’ intention to use the experimental file manager
was based on the TAM questionnaire results as well as the post-study email comments.

The Technology Acceptance Model proposes that if technology is perceived to be
useful and easy to use, then it is more likely to be adopted. Both of these factors had
positive scores on the 7-point Likert scale: the overall mean for perceived usefulness was
5.6 (out of 7), and the overall mean for perceived ease-of-use was 6.30. These factors
indicate a positive tendency towards adopting the technology. Note that this finding
correlates with the self-rated result in X1 (i.e., participants’ estimate of whether they

would use the technology), which had a mean score of 6.0 (out of 7). In other words,
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participants believed they would use the technology, which is in keeping with their
positive ratings for usefulness and ease of use. The TAM results suggest that if the new
file manager technology were to be introduced, it would be adopted by users who were
similar to the study participants.

In the post-study email, the majority of those who responded (15/18) described
concrete instances in their own lives for which the new file manager functionality would
be helpful. These 15 respondents represent over half the total study population; even
under the assumption that the non-respondents had no examples to report (which may not
be true), more than half of the participants were able to concretely demonstrate the value
of this tool. This result reinforces the Technology Acceptance Model questionnaire
findings: participants were attitudinally-inclined to use the technology, and could also
show that there were occasions where the technology would be helpful. Therefore, the
potential benefits of this new file manager have been demonstrated, for practical

application in real-world situations.

9.6 Summary

The laboratory evaluation demonstrated that the experimental file manager, with
specialized file sharing features, provides tangible benefits. It offers an improvement over
the standard file managers provided for Windows and provides new functionality for
supporting shared file management. In comparison to a control file manager, the
experimental file manager allowed participants to complete a number of file sharing
information tasks faster, and with fewer errors. Participants also scored the experimental
file manager higher than the control on usability scores, and for overall preference.

The new functionality provided by the experimental file manager was also shown
to offer benefits, by allowing users to successfully complete file sharing information
tasks that they could not conduct using existing file managers. Participants provided high
subjective ratings for the new file manager, finding the information display clear and
useful, and considering the tool to be easy to learn.

The results from the Technology Acceptance Model questionnaires indicate that
participants would adopt the new file manager technology if it were introduced into their

workplace, giving it high ratings for perceived usefulness and perceived ease of use. In
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addition, a majority of participants were able to identify a concrete, real-world example
of how the experimental file manager could be beneficial.

The evaluation identified areas of strength and weakness in the experimental file
manager, and outlined some future directions for research. These future directions are
explored in the following chapter, which concludes this thesis. That concluding chapter
also includes a summary of this research project, which highlights the contributions and

limitations of the work, along with a reflection on the overall thesis research.
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Chapter 10. Conclusion

This chapter summarizes the research contributions of this thesis, discusses the

limitations of the research, and presents areas for future research.

10.1 Research Contributions

This thesis has made contributions in the field of human-computer interaction,
particularly within the sub-domain of information management. These contributions have
been made in both theoretical and applied areas; these two categories are presented

below.

10.1.1 Theoretical Contributions
10.1.1.1 Characterizing File Sharing Practice

At the outset of this research, little information existed about the practice of file
sharing, such as the prevalent tools used, the types of file shared, the ways of managing
limits, and the groups with whom people share files. The surveys conducted to
characterize file sharing filled this gap, providing information about user behaviour and
concerns. This data is a resource for other researchers in HCI and information science,
who can use this information to guide designs and solutions that address user practice. In
particular, this research has been used in designing solutions for improved security, such
as usable access control policies (Bauer, Cranor, Reeder, Reiter, & Vaniea, 2008) as well

as for collaborative technologies (e.g., Nelson, Smetters, & Churchill, 2008).

10.1.1.2 Creation of a File Sharing Awareness Framework

The Workspace Awareness models (both synchronous and asynchronous) of
Gutwin and Greenberg (2002), and Tam and Greenberg (2006) formed the basis for the
file sharing awareness framework. These frameworks were adapted for the file sharing
domain, which demonstrated how the theoretical model could be applied to other aspects
of awareness in computer-supported collaboration.

The awareness framework used to design the file manager provides a theoretical
model for other applications in the domain of file sharing. It identifies elements that are
key to providing awareness for file sharing: feedthrough, individualized views, and
notifications. These elements should be supported in any application that uses file

sharing, such as collaboration tools. The framework can be used for new designs, as well
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as to identify ways in which current designs could be modified or augmented for

awareness support.

10.1.1.3 Creation of Iconography and Terminology for File Sharing Concepts

The design process for the file manager led to a set of icons and terminology for
describing file sharing concepts, which were developed, refined, and validated through a
user-centred design process. These elements were evaluated in the context of a specific
file manager design, and were shown to provide understandable information to users.
These terms and icons allowed users to quickly glean information (as evidenced by the
improved task completion times), and led to greater comprehension (as evidenced by
improved scores on information-finding questions).

Because these items were shown to be understandable to users, other applications
that use file sharing (such as online collaboration tools) can include them (or adapt them)
in their own interface designs, and have confidence that these elements will clearly

communicate file sharing concepts to their users.

10.1.2 Applied Contributions
10.1.2.1 Design of File Manager to Support File Sharing Awareness

The file sharing awareness framework identified elements that were necessary for
supporting awareness; these elements needed to be instantiated into a specific design.
This design involved the creation of a file manager listing window (with specialized text
and icons), as well as a supplementary console window with search features, a file details
panel, and an alert feature. All these elements were developed using a meticulous design
and evaluation process. This research demonstrated that the resulting design was
successful for file management; these elements can be adopted for use in other file

sharing applications.

10.1.2.2 Demonstration of the Value of Awareness for File Sharing

The core goal of this research was to facilitate the management of shared files, by
supporting user awareness. The file-sharing awareness framework elements (feedthrough,
individualized views, and notifications) were instantiated in a specific file manager
design. Evaluation of the file manager showed that presenting file sharing information
(supporting awareness) led to more effective, efficient, and satisfactory file management.

Therefore, the approach of supporting user awareness was shown to be beneficial for
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shared file management. This finding can be used by other researchers who wish to
improve file sharing technologies (and thus enhance security and collaboration). This
research can also be utilized by those working in other areas of awareness research, who
may wish to see how awareness theories can be applied in specific computing domains,

to provide concrete benefits for users.

10.2 Research Limitations
10.2.1 Limitations of File Sharing Surveys

The surveys conducted at the outset of this research were carried out within
specific organizations: a research institute and a university. The majority of the survey
respondents were very experienced with computers, and many had experience with
complex technical tasks. Therefore, these results may not be generalizable to a population
with less sophisticated computer experience. However, note that even the technically-
adept had difficulties carrying out file sharing correctly, which indicates that this problem

are likely to be worse for those with lesser technical skills.

10.2.2 Limitations of Laboratory Evaluation

The experimental file manager was evaluated in a laboratory setting; while this
approach allowed for precise measurement of variables, it also had limitations. One of
these is that the file manager was assessed over a short period using an artificial file
system; participants did not get to use the manager longitudinally, in their own dynamic
file systems. There are two issues of concern. The first issue is that file sharing
information would grow over time (for example, as more files were created and emailed
to others). There may be too much information to display in these circumstances and the
interface might become cluttered; the design might need to be adopted to present more
streamlined data or to present prioritized information based on user preference. The
second issue is that participants did not get a chance to use the file manager in their own
personal setting; it was not possible to observe how they might interact with this tool in a
natural work environment (rather than the laboratory). Participants might have used the
file manager differently in their own digital workspace; they would likely carry out more
types of tasks than were used in the evaluation, and would have their own unique file

management concerns (e.g., nature of workplace collaboration; organization of files;
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priorities for certain types of file sharing information). These elements could not be

observed without testing the file manager in a longitudinal field study.

10.2.3 Limitations of Prototype Functionality

The experimental file manager that was evaluated was a high-fidelity prototype,
rather than a fully-functional application that was ready for deployment. The scope of the
prototype was limited, excluding certain features, to accommodate the practicalities of
testing. One feature that was not included was the incorporation of any file sharing tools
other than email; information about files that had been sent using other applications (e.g.,
instant messenger) was not recorded or displayed in the file manager.

In addition, the prototype did not allow for customization, owing primarily to the
constraints of the experimental requirements (i.e., so that all participants used an identical
tool). This limitation did not allow for the testing of individual user preference; for
example, to see whether users wanted to view only certain types of information, or

whether they might add or remove file sharing information depending on task.

10.2.4 Limitations of Integration

The experimental file manager functionality was limited to file information tasks
(e.g., presenting event history of, and settings on, shared files). Integrated support for
making changes was not included: for example, if users looked at the file permission
icons, they might notice that the permissions were set incorrectly. The current version of
the experimental file manager is not designed to assist users in making the actual update;
they need to launch the operating system tools to perform the actual corrections. Thus,
there was no assessment of how well the file manager helped people to update the file
system (i.e., make changes), because the file manager did not include explicit support for

making changes; it was limited to presenting file information only.

10.3 Future Work

There are a number of avenues for further exploration in this research topic. Some

of these address the limitations described above, while others take the research into new

arcas.
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10.3.1 Addressing Limitations: Extending the File Manager

As discussed above, evaluating the file manager in a longitudinal field study
would be beneficial. In order for this to occur, the prototype would have to be made fully
functional. This would require that information be gathered from various file-sharing
tools (including email, instant messenger, web browsers, etc.). This is not a trivial
technical challenge, as it requires a series of application plug-ins for data collection, as
well as the logging of operating system actions (e.g., reading and writing of files).
However, this has been shown to be a feasible approach: a similar technique was applied
for information retrieval, using plug-ins to collect document information from multiple
applications (Gongalves & Jorge, 2006). This suggests that converting the prototype to a
full application is a practical possibility, which would allow for further evaluation of the
file manager in an actual work setting.

Additional features could also be added to the file manager, to address the
limitation described above. One such enhancement would be to allow customization of
the interface; this was also identified by the study participants as a desirable feature. As
well, the file manager needs to be better integrated with other applications, so that users
can complete their file management tasks in a more seamless fashion. One key aspect of
this integration would be the incorporation of file permission tools, for updating sharing
settings. There has been some research on making Windows XP file permission tools
more usable; this has included the creation of new interfaces for authoring rules (Maxion
& Reeder, 2005) as well as for visualizing access control policies (Reeder et al., 2008).
Integrating these usable configuration tools with the file manager would provide
advantages for users: they could use the file manager to understand their settings, and
exploit the usable file permission tools to configure any necessary updates.

Finally, there were some improvements that were suggested by the study
participants. In addition to customization (mentioned above), participants suggested
interface enhancements, such as making the file icons clickable and modifying the file
details display in the sharing console window (e.g., making the filename more distinctive
and adding filetype icons). These improvements could be easily added to the functional

file manager application.



218

10.3.2 Integrating the File Manager with Search Tools

The search features of the file manager are currently standalone; that is, searching
using shared file information is not available outside of the sharing console window. It
could be beneficial to integrate the manager with other search tools, such as Windows
Desktop Search (Microsoft Corporation, 2006) or Google Desktop Search (Google Inc.,
2007). This would allow users to conduct searches that included file sharing criteria,
when using other types of search tools. For example, if a user were already using Google
Desktop Search to look for a file with a certain keyword, which was also shared with
Bob, then both these criteria could be included in the Google search. Currently, such file

sharing metadata is not supported as a part of desktop search.

10.3.3 Additional Sharing Information for the File Manager

Another way in which the file manager could be extended is by adding
information about “incoming” files. The current prototype shows only outgoing files (i.e.,
items sent to others). It might be helpful to also show files that were sent to a specific
user, which could assist them in visualizing their relationship with colleagues. For
example, users might wish to identify their most frequent collaborators; this would
require the inclusion of both incoming and outgoing activity. File sharing information is a
part of more general social relationship information, which is used in many ways,
including for personal recall (Viegas, Boyd, Nguyen, Potter, & Donath, 2004) and for
visualizing asynchronous collaboration (Heer, Viégas, & Wattenberg, 2007).

Information about received files could also be used to create collections of files
from particular users or groups (e.g., “everything sent to me by Human Resources”). This
technique could be used for simple information retrieval purposes (e.g., “where did this
document come from?”), or to identify related items that, for instance, need to be stored
together in an archive, or need to be distributed to another colleague (e.g., “all the

documents sent to me by Client X”).

10.3.4 Tailoring the File Manager for Specialized Domains

The file manager was designed to incorporate broad sharing practices (as
identified in the studies conducted at research and educational institutes). Although this
design was shown to be appropriate for the test user population, which included people

from a variety of professions, there may be organizational contexts for which the design
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would need to be changed to better serve the needs of a specific population. For example,
if the file manager was used in a high-security facility (such as a government office that
handled classified documents), then different types and amounts of file sharing
information might be more appropriate. For example, users might need a specialized icon
for a specific user or group (e.g., “contractor”) to show who had access, or who a file was
sent to. Similarly, a domain in which the focus was on document availability, such as a
public archive, might wish to display more detailed information about each of the
downloads (such as displaying a long detailed list, including the amount of activity over

time), to show how the community was using the public files.

10.4 Conclusion

File sharing is a common task within organizations, requiring careful management
of access to ensure that a balance is reached between availability of files for teamwork,
and the protection of confidential information. Prior to the start of this research, there
were outstanding research questions about file sharing, and how this task might be made
more effective, particularly in terms of enhancing security and collaboration. The initial
phase of the research characterized file sharing practices, revealing the complexity of this
task, such as the multiple sharing methods used and the requirements to keep track of
shared files in dynamic environments. These factors were shown to impair security and
collaboration; one cause of this was a lack of awareness about the status of shared files.

This issue was addressed through the creation of an awareness framework for file
sharing, which was used to design a file manager that presented information about shared
files, through the methods of feedthrough, individualized views, and notifications. These
elements were shown to improve the management of shared files. Overall, the awareness
information in the file manager led to greater effectiveness, efficiency, and satisfaction
for file sharing tasks: users made fewer security-critical errors, and completed their
collaborative tasks faster and with greater satisfaction.

From this research has emerged a better understanding of the complexity of file
sharing practices within organizations, and a framework for driving application design for
file sharing. In addition, this research resulted in a standard set of icons and terminology
to express file sharing concepts and the design for a new file manager informed by the

awareness framework. Finally, this research found that presenting clear, readily-
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accessible information about shared files will enable collaboration while at the same time

offering a better level of security.
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Appendix A: Questions, Survey One -

The following questions appeared in the first survey conducted for this thesis
research, as described in Chapter 3. This was a wide-ranging, exploratory survey, which |
included many questions on general security concerns and security management, and the
use of computers in a mixed home/work context. As this research was refined within the
file-sharing domain, only a subset of these questions remained relevant. The questions

whose responses were included in this thesis data are marked with an asterisk.

Survey Questions
Your Background

*What is your gender?

O Female
O Male

What is your age? Select from a range:
O under 25 O 25-35 O 36-45 O 46-55 O 56-65 O over 65

*What is your current job? Choose from the list below, or add your title under "Other".

O researcher

O manager

O administrative support
O technical support

0]

intern or student
Other job title/category:

How long have you been in your current career?
O Less than 5 years O 5-10 years O 11-20 years O More than 20 years

*How long have you been using computers?
O Less than 5 years O 5-10 years O 11-20 years O More than 20 years
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Your Computer Tasks

*Select the computer activities that you do within a typical week. These include activities
you may do for work (either at the office or at home), or for personal purposes. For each
activity that you do, check off as many categories as apply. Remember that you can tell

us in confidence about personal activities that you do at work; your responses are private -
and we will not report your activities.

personal: | personal: | work:at | work: at

at home at office home office
reading and composing email O O O O
writing code (programming) O O O Od
word processing O O O O
playing games O O O O
creating web pages O O O O
reading research papers O O O O
using mathematical software (e.g., for research O O O O
data
using); spreadsheets (e.g., for budgets) O O O O
using financial software (e.g., Quicken) O O O O
managing personal records (e.g., tax returns, O O O O
personnel files, health insurance data)
installing software O O O O
desktop videoconferencing O O O O
instant messaging O O O O
system maintenance (e.g., patching, O O O O
configuring software/hardware)
editing/managing photos O O O O
listening to/managing music (downloading, O O O O
making CDs, etc)
Internet banking O O O O
Internet shopping O O O O
reading news, sports, or financial info on web O O O O

(Optional) Other computer activities you do weekly (specify task as well as the context,
such as work/home):

Computers at Home and Work
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How many desktop computers do you regularly use at work?
00 01 02 O3 04-6 O07-10 O more than 10

How many desktop computers do you regularly use at home?
0001 02 03 04-6 O7-10 O more than 10

How many laptops do you use, that you move from one location to another?
0001 02 03 046 O7-10 O more than 10

Do you move any of your computers between home and the office?
OYes O No

(Optional) If you regularly use computers at another location, please specify this location
(e.g., library):

Are any of your computers used for both personal and work tasks?
OYes O No

Where are the computers that you use for both personal and work tasks? Check as many

as apply:
O multiple locations (laptop) O home O work (office)

If you share any of your computers regularly, with whom do you share them (e.g.,
spouse, co-worker, children)? Please specify in the blanks below, for each location in
which you have a computer:

Home

Office

Other (also specify location, or "laptop") :

Who takes the main responsibility for administering your computer(s) (e.g., yourself,
computer support, spouse)? Please specify in the blanks below, for each location in which
you have computer(s):
Home
Office

Other (also specify location, or "laptop") :
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Files You Share

*What types of files do you share with people (e.g., photos, documents, music)? Check as
many as apply. You may add types under "other", below:

photos or graphics

written documents (e.g., Word files, PDF)
audio (music)

video

spreadsheets/numeric data

source code

slides (PowerPoint)

none

ooOoooooao

*(Optional) Are there any other types of files that you share? Please specify:
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File Sharing Methods

In the following questions, we will ask about methods you use to share files, using a list.
Here is a more detailed list for reference, with examples to make the questions clearer:

- Portable hard drives/tokens (e.g., USB flash drive, iPod)

- Writable disks (CD-RW, DVD-RW, floppy)

- Direct connection between machines (Firewire, Ethernet, USB cable)
- Email attachments

- Web transfer (over http)

- Other network transfer (ftp, scp)

- Network file sharing (shared folders, Appleshare, Windows shared folders, NFS)
- Infrared

- Synchronization software (rsync, ghost, ActiveSync, unison)

- Peer-to-peer networks (Grokster, Bittorrent, KaZaa)

- Docushare

In this section we are focusing on digital documents. If you regularly make paper copies
of electronic documents and send them by mail or fax, you can list these sharing methods
in the boxes marked "other", below.

*How do you share files with work colleagues? For each of the situations below, select
all the methods that apply. (For examples, refer to list above.)

portable | disks over attach | web other network | infrared sync peer to Docushare
drive a to (over | network | file software peer
cable | email http) transfer share network

(ftp)

With work
cleagues | H g lOo|lOo|lOo|l O | OO0 O 0| O

in the same
location

With work
clesgues | A 'O lpg|loOo|(Oo|l OO0l O] ol O

in a remote
location

With work
associates
(clients,
partners) O Oo|(o{o0o |0 O O O O O O
who work in
a different
organization

*(Optional) Other ways that you share work files with colleagues:
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* How do you share personal (i.e., non-work) files? For each of the recipients below,
select all the methods that apply:

portable | disks | over attach | web other network | infrared | sync peer to Docushare
drive a to (over | network | file software | peer
cable | email http) | transfer | share network
(ftp)

spouse/partner O O O O O O O O O O O
children O O|jojo0|ayf 0d a a O O O
family a O|(o|aod ;o O O O O O O
close friends 0 O O 0 O O O O O O O
Acquaintances
(e.g., online O o(go,o0,|0| 03 O O O O O
interest group)
Anybody
online (may
online (m O|o|o|lo|o| O |00 0|0 0
them)

* (Optional) Other methods you use to share personal files, and the people/groups with

whom you share them:
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* When sharing work files with colleagues, what are the 3 ways you most ofien use to
share them? (Choose a maximum of 3, including "other"; you may choose fewer than 3.)

OO0O0o000oOoooooaq

Portable hard drives/tokens (e.g., USB flash drive, iPod)

Writable disks (CD-RW, DVD-RW, floppy)

Direct connection between machines (Firewire, Ethernet, USB cable)
Email attachments

Web transfer (over http)

Other network transfer (ftp, scp)

Network file sharing (shared folders, Appleshare, Windows shared folders, NFS)
Infrared

Synchronization software (rsync, ghost, ActiveSync, unison)
Peer-to-peer networks (Grokster, Bittorrent, KaZaa)

Docushare

Other:

* When sharing personal files with others, what are the 3 ways you most often use to
share them? (Choose a maximum of 3, including "other"; you may choose fewer than 3.)

OO0Oo00OoOoooooao

Portable hard drives/tokens (e.g., USB flash drive, iPod)

Writable disks (CD-RW, DVD-RW, floppy)

Direct connection between machines (Firewire, Ethernet, USB cable)
Email attachments

Web transfer (over http)

Other network transfer (ftp, scp)

Network file sharing (shared folders, Appleshare, Windows shared folders, NFS)
Infrared

Synchronization software (rsync, ghost, ActiveSync, unison)
Peer-to-peer networks (Grokster, Bittorrent, KaZaa)

Docushare

Other:

When sharing files between your own computers--such as your laptop and desktop-- what
are the 3 ways you most often use to move them? (Choose a maximum of 3, including
"other"; you may choose fewer than 3.)

OO0O000000000a0

Portable hard drives/tokens (e.g., USB flash drive, iPod)

Writable disks (CD-RW, DVD-RW, floppy)

Direct connection between machines (Firewire, Ethernet, USB cable)
Email attachments

Web transfer (over http)

Other network transfer (ftp, scp)

Network file sharing (shared folders, Appleshare, Windows shared folders, NFS)
Infrared

Synchronization software (rsync, ghost, ActiveSync, unison)
Peer-to-peer networks (Grokster, Bittorrent, KaZaa)

Docushare

Other:
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Do you share entertainment files (music, video) with other people over peer-to-peer
networks, such as Grokster, Bit Torrent or KaZaa? This includes both uploading and

downloading files.
OYes O No

If yes, do you
O upload only
O download only

O both upload and download

When you store files to be shared over a network, where do you store them? Under each
column for "work" and "personal", check all the locations that apply.

Remember that your responses are private; if you break or bend corporate security policy
to make it easier to manage files and do your job, you can tell us this in confidence.

work files

personal files (non-work)

On my own computers that |
manage myself

O

On an internal corporate-run
network server (i.e., can only
be accessed locally within the

organization)

(i

On an external corporate-run
network server (i.e., can be
accessed remotely outside the
organization)

On another external site (e.g.,
commercial/ISP web space)

Other locations where you store shared files; please indicate whether these are work or

non-work files;
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* Have you ever removed your files from a shared space? For example: taken them off
KaZaa, or deleted files from shared folders.

OYes O No

*If yes, what were the circumstances?

*Have you ever reset permissions on your shared files to disallow sharing?
OYes O No

*If yes, what were the circumstances?

Do you have both work and personal files on the same computer?
O No - never
O Yes - occasionally
O Yes - frequently
O Idon't make a distinction between work and personal files

If you answered "yes" above: how do you segregate work and personal files? (You may
respond "I don't" if you do not keep them separate.)



240

Managing Sharing at Work
Do other people edit files that you share with them (such as text documents)?

OYes O No

If so, which of the following editing methods do they use? Check as many as apply:

0 make changes to their own copy of the document, then re-share it (e.g., under a
new filename or resend as attachment)

O edit your copy (modify original)

Do you use any of the following methods to handle conflicts when multiple people make
changes to a document? Check as many as apply:

O arrange turn taking (through email or conversation)

[0 automated change tracking system (e.g., as in Word)

O automated version control system (e.g., CVS)

(Optional) Other method(s) that you use to manage editing with multiple people:

Do you use a remote desktop (e.g., Windows Remote Desktop, VNC, other)?
OYes O No

If so, what machines do you access via remote desktop? (For example: your own
computers, others' computers when you are helping them with technical problems, shared
machines, etc). Please specify: ’

Do you maintain separate email addresses for work and personal matters?
OYes O No

If so, what are your reasons?

If not, how do you segregate work and personal email (if at all)?

Do you use a non-corporate email address for work email in order to make your job
easier in some way (e.g., easier to get access to this email when travelling)?

OYes O No

If yes, please describe why and how you use this additional email address:
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Sharing in Everyday Life

We are now going to ask some questions outside of the computer domain: this next
section deals with personal possessions.

What was the last time you shared your car key with someone? Please describe the
circumstances (the person, the reason, and whether or not you asked for the key back at
the end):

What was the last time you shared your house key with someone? Please describe the
circumstances (the person, the reason, and whether or not you asked for the key back at
the end):

Who are the people who have keys to your house?

Can you lock your desk at work?
OYes O No O Idon’t know

If so, do you lock it, and why or why not?

Do you use a shredder?
OYes O No

If so, do you use it at one or both of the following:
O home O office

What sorts of documents do you shred, if any?

Do you have paper files in your office at work that you control access to? (This includes
simple actions such as keeping certain files out of sight, and stronger methods such as
locking drawers.) If so, what kinds of documents, and how do you control access?

Do you have paper files in your home that you control access to? (This includes simple
actions such as keeping certain files out of sight, and stronger methods such as locking
drawers.) If so, are they work or personal? What type are they (e.g., tax return), and how
do you control access?
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Passwords and Privacy
Do you share your computer passwords with other people?

OYes O No

If yes, please describe the circumstances and reasons:
Do you share your ATM PIN number with anyone? If so, with whom and why?

Do you have a cell phone or PDA?
OYes O No

Is there a password (or PIN) on your cell phone or PDA?
O Yes - it was put there already (e.g., automatically or by the vendor)
O Yes - I created one or changed the default
O No - there is no password
O Ido not know

If there is a password: What sort of information do you keep on your PDA or cell
phone that you wish to control access to (if any)?

If there is no password: Why have you not added a password?

Consider the people who have legitimate access to your computer and/or files, such as
colleagues with whom you share folders or family members who share your laptop.

* Do you have items on your computers that you do not want these people to have access
to? If so, please list, including both work and personal items:

* What do you do to ensure that people do not have access to these items?

If you accidentally left your laptop in a restaurant, what would you be most worried about
people having access to?
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Permissions and Access Control
* Do you ever set permissions on files (such as read-only, or limit to a certain group)?

OYes O No

* If so, what are the circumstances in which you do this (e.g., what sort of files, groups,
etc)?

* If you have change/set permissions, which of the following have you done? Check all
that apply:

O give more people access

O give fewer people access

O atlow people to do more actions (such as adding write permission)

O atlow people to do fewer actions (such as removing write permission)

* Have you ever needed to set temporary permissions?
(For example, setting the permissions on a file or resource to allow someone to access it,
intending to reset them after they had obtained a copy of the file or used the resource?)

OYes O No

*If yes, did you ever go back and reset these permissions?
OYes O No

* If you have any examples of when you managed file permissions, please provide details
in the space below. This could include information about when you had to reset
permissions, how you dealt with temporary file access, different groups you need to set
permissions for, and/or problems you had when setting permissions.

* Have you ever been unable to get work done due to problems with permissions (such as
being denied access to a file or server)? If so, please describe:

* When using work resources remotely (such as over a VPN), have you ever had
problems with security access? For example: being refused access after you entered a
password you thought was correct; being unable to figure out how to use the security
software correctly and therefore being unable to connect to work.

If so, please describe:
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Sharing with Groups and the Public
Do you maintain any content on the web (photo gallery, journal/blog, home page, etc)?

OYes O No

If yes, is your material open to the entire public, or have you controlled access?
O all material open to the entire public
O some material protected by controlled access
O all material protected by controlled access

If you have controlled access, please describe the sort of material that you limit access to:

If you limit access, what method(s) do you use? Check all that apply:
O login name/password shared within a group of people
O different login name/password for each individual person
O "hidden" links (i.e., tell people where to find the site but don't link to it directly)

Do you have any materials that you share, but in different ways with different groups?
For example, if you share photos with friends, do you have some photos that only a small
number of friends are allowed to see, and others that everyone can see?

If so, please describe the sort of material and how you manage the sharing.

(If not, just write "n/a")

Your Security Concerns
What do you feel are the major threats to your personal digital information? Choose your
top 3 concerns (including any "Other" threats you may add below):

0 Data loss (e.g., important files deleted)

[0 Private data exposed (e.g., email, health information)

[J Identity theft

O Financial loss (e.g, credit card or bank theft)

O Other threats:

What do you feel are the major threats to your digital work information? Choose your top
3 concerns (including any "Other" threats you may add below):

Data loss (e.g., important files deleted)

Private data exposed (e.g., contract information)

Financial loss

Legal difficulties arising from a security breach

Damage to corporate reputation

Other threats:

Ooo0oooaa
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Security Software and Home Networks
Which of the following types of software are running on your computers? Check all that

apply.

For each type (such as anti-virus), your answer depends on whether you know that the
software is running, for home and office desktops, as well as laptop computers:

- If you are fairly certain that the software is running, then choose "for sure."

- If you are not very certain, or have no idea, then choose "unsure/don't know"

- If you are fairly certain that the software is not running, then choose "not there"

- If the question does not apply (e.g., you don't have a laptop), leave it blank

There should be no more than 3 boxes checked per row - at most one each for home,
office and laptop.

home: | home: home: | office: | office: office: | laptop: | laptop: | laptop:
for unsure/don’t | not for unsure/don’t | not for unsure/ | not
sure know there | sure know there | sure don’t there
know
Spyware
detection O O - O O O = - U
Anti-virus O O O 0 O O O O O
firewall O O O O O O O O O
Spam filters O O O (] O O O O O
Automated O O O O O | O O O
patches/updates
VPN software O O O O O O O O O

Are there any other types of security software that are running on your computers? If so,
please specify, along with where this software runs (home, work, laptop):

Who manages your security software (i.e., who takes responsibility for installation,
configuration, updates and general maintenance)?

Check all that apply; sometimes more than one person may be responsible for a single
piece of software.

myself tech support (work) other

Spyware

detection O O O
Anti-virus O O 0O
firewall O O O
Spam filters O O (|
Automated O O O
patches/updates

VPN software O O O

If you selected "other" above, please specify who this is, and what software they manage:
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Do you have a home network connected to the Internet?
OYes O No

If so, what steps have you personally taken to make it secure, if any?

Has someone else taken responsibility for managing your home computer security? If so,
please explain:

Do you have a wireless network at home (connected to the Internet)?
OYes O No

If yes: Have there been limits set on who can have access to your wireless
network? (For example, by using authentication, MAC filtering, etc.)

OYes O No

(Optional) If you have worked out a policy for who can and cannot use your wireless
network, please tell us about it. (For example: you keep it entirely open so that
houseguests and neighbors can easily use it. Or, you have closed it down so that no
strangers can access it.)

Do you ever make backups of files at work? (If this is done automatically, without your
intervention, please mention that.) If so, what sorts of files?

Do you ever make backups of files at home? If so, what sorts of files?
*(Optional) Is there anything we didn't ask in this survey (impossible as that may seem)

about sharing, permissions, or access control that you want to discuss? If so, enter it
below:



Appendix B: Questions, Survey Two
Information About You

What is your gender?
O Female O Male

What is your age? Select from a range:
Ounder 25  025-35 036-45 046-55 055-65 Oover 65

What is your current role at Dalhousie? Check as many as apply:

undergraduate student
graduate student
faculty

staff

Other (please specify)

OoOooon

What program of study are you in, or what is your job title?
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Your Technical Background

How many years of computer experience do you have?
O less than 5 years O 5-10 years O 11-20 yearsOmore than 20 years

Which computer operating systems do you currently use regularly? Check as many as
apply:

Windows:
O DOS O 3.x0O 980 NT/2000 O Xp

Apple:
0O MacOS 0OOSX
for OS X users: also check here if you use the terminal window part
(Darwin/Unix) OJ
Unix:
O any type of Unix (Linux, Solaris, BSD, etc)
check here if you use the command line/terminal window in Unix [

(Optional) If you wish to specify which particular type(s) of Unix you use, do so

here:

Any other operating systems that you use regularly:
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Which operating system do you use most frequently? Select one, or write your answer in
the space below:

Which other operating system(s) are you familiar with?
Your Computer Skills and Experience

Which of the following computer tasks have you performed, and are comfortable doing?
Check as many as apply:

installing software

maintaining web content (e.g., creating web pages/blog, running a website)
installing hardware (e.g., internal hard drive, memory)

creating documents (e.g., using Word)

formatting a hard drive

programming (e.g., Java, Visual Basic)

installing an operating system (e.g., XP, OS X, Linux)

OO0O0O0ooo0oo

Which of the following tasks do you currently perform on a computer in an average
week? Check as many as apply:

programming (writing code)

developing web material (home page, corporate web site, blog)

writing and composing email

word processing

installing software

system maintenance (e.g., configuring hardware/software, installing patches)
using/managing media files (photos, music, videos)

OOOoo0ogo

What would you say your level of computer proficiency is (skills and ability)? Choose
one:

very low: I use computers infrequently and/or do a limited number of tasks

low: I use computers regularly, but am not confident in my skills and ability
medium: I am somewhat confident in my computer skills and ability

high: I am fairly proficient using computers and can do many different tasks
very high: I am very comfortable using computers and can successfully perform
complex tasks

OoOoooo

Do you have training or specialized experience with computers, such as studying
computer science or working in technical support? If so, please specify:
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Your Experiences with Files and Sharing

This survey asks questions about file sharing. When we use the term "sharing", we
generally mean any method you use to give other people access to your file(s). This could
be "active" (e.g., you send a file as an email attachment), or "passive" (e.g., you place a
file in a shared folder for the recipient to access).

How often do you share files with others as part of your professional life (academic or
job)?

O daily O weekly O few times a month O monthly

O few times a year O rarely O never

(Optional) Comments:

How often do you share files with others for personal reasons?
O daily O weekly O few times a month O monthly
O few times ayear O rarely O never

(Optional) Comments:

How often is security and/or privacy a concern for you when sharing files?
O very frequently O often O sometimes O rarely O never

(Optional) Comments:

The following section consists of several statements about sharing files. Choose the
option that best describes how you feel about each statement. If you wish to elaborate on -
any items, please feel free to use the space provided below each statement.

I am generally aware of all of the files that I am sharing, and with whom I am sharing
them.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree

(Optional) Comments:

When I share my files, it is important to me to know exactly who has access to the files.
O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree

(Optional) Comments:



When I share my files, it is important to me to know when others are using the shared
files.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree
(Optional) Comments:

When I share my files, I generally allow others to access them for a limited amount of
time.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree
(Optional) Comments:

I would like to be able to know who was using each file.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree

(Optional) Comments:

I would like to be able to specify precisely how files could be used by others.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree

(Optional) Comments:

When I work with sensitive/private files, I make an effort to protect them.

O strongly disagree O disagree O neither agree nor disagree O agree O strongly
agree

(Optional) Comments:

250
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File Sharing Methods

There are multiple ways to share documents, files, music, and other data. Please select the
methods that you have used to provide others with access to your file(s). Check as many
as apply:

email attachments

instant messenger (e.g., MSN, Yahoo, AIM, ICQ, etc)

physical devices (e.g., USB token, portable drive, disc, CD)

network file share (e.g., Windows file sharing, NFS)

web server (e.g., webpage, blog, wiki)

file copy protocol (e.g., scp, ftp)

iTunes music sharing

peer-to-peer (P2P) program (e.g., torrent client, KaZaa, Limewire)
proprietary/commercial sharing systems (e.g., Groove, Glide, Lotus)

Other (please specify). Examples: synchronization software (ActiveSync);
direct connection (cable); infrared

OOo0000oooo

Of the methods listed above, which is the one that you use the most frequently, or the
most heavily? Choose one, or specify your own method in the space below:

Why do you use this method the most? (What are its positive features?)

Have you encountered any drawbacks to this sharing method?
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Although email attachments are a common way to share files, there are many
alternatives. Consider the times in which you did not use email to share a file, but instead
picked a different method. What are the reasons why you would use an alternative to
email attachments? Choose as many as apply from the list below, and/or add your own
reason:

another method was just as easy to use (e.g., existing file sharing system, USB token)
the convention of the person/group dictated that we use something other than email
(e.g., they already used a web server for this project)

requirement of the person, group or organization (e.g., policy said ""no email
attachments"")

wanted to avoid sending out multiple versions of a file/document

needed to support version control/change history (e.g., on a software project)
wanted to keep all related documents together (e.g., within shared folder)

wanted be able to track files easily, rather than locating them within email

needed additional security

attachments wouldn't work (e.g., email system stripped off attachments, attachment
was too big)

network was not available (needed to share using USB token, disc)

wanted to avoid problems with email errors (e.g., forgetting to include people in cc:
list)

needed to allow new collaborators to have access to earlier documents (i.e., if you are
new to a group, you miss all the earlier email exchanges with the older files)
needed to have data backup

needed auditing/logging of who accessed specific file(s)

too many files to easily share by email

email sharing was too slow

Other (please specify)

oooo0 0 OO0 Ooooooo O o0

Among the reasons listed in the previous question, what is the most common reason why
you choose an alternative to email attachments? Choose from the drop-down menu (or
add your reason in the blank space below):

<<dropdown menu with same options as previous question — respondent selects only one,
including “other”>>

If you use peer-to-peer (P2P) software (e.g., Bittorrent, Azareus, Kazaa, Limewire) or
iTunes to share files:

Do you allow other people to download your files? Choose one:

I don't use this software

No - I don't allow others to download my files

Yes - I allow others to download my files

I don't know whether other people can download my files

Other (please specify)

O0O0O0OO0O0

(optional) Any further comments or clarifications to your answers on this page?
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The People You Share Files With

Consider all the distinct groups that you share files with.
Approximately how many different groups would you say you are currently regularly
sharing files with?

Example:

friends/family: share personal photos
planning committee: share meeting minutes
project team members: share research reports
general public: share your music files

total: 4
Number of groups:

(optional) If you would like to list these groups, please do so below. You don't need to
list more than 10.:
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Think about the last time you can remember sharing a file with someone (either sending
it or otherwise making it available). Feel free to stop and check your own computer
files/email (if convenient) to refresh your memory.

With these details in mind, please answer the following 2 questions about this occasion:

A. What were the details of your file sharing?
Material being shared (report, music, etc):
Person/group being shared with (boss, spouse) :
Method of sharing (email, shared folder) :

B. What was the major reason (or reasons) why you chose this mechanism for sharing?
(For example, why choose email instead of a shared folder?) Select your main reason(s)
from the following list:

it was the only way to share the file (e.g., music over iTunes)

it was the best way to reach all intended recipients (e.g., across different
organizations and systems)

it did not require any additional set-up to work (is already configured and
ready to go)

the sharing system needed to be set up to save time/effort in the future, and 1
decided to do the work on this occasion

it provided the required level of security

it provided the required level of accessibility (e.g., needed to get outside a
firewall)

it provided the required level of reliability (e.g., provided backups, version
history)

it allowed for both read and write access, rather than read-only (i.e., wanted
people to be able to make changes)

it allowed for only read access, rather than read-write (i.e., wanted to prevent
people from making changes)

it alerted me to updates (e.g., an email attachment informs you about a new
draft)

Other (please specify)

O 0 0 0 0 oo o o g0

(optional) Do you have any additional comments or clarifications that you wish to make
about your responses above? If your example above was an uncommon activity for you
(i.e., it was not a representative example), you can describe a more common sharing
example here:
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Managing File Sharing

The following questions focus on sharing methods other than email: for example, sharing
with people on the same computer/file system, over a server, networked file system, etc.

Have you ever enabled or disabled sharing of a particular file or folder, set permissions
on a file or folder, or restricted access to resources (e.g. set up password on website)?

O yes Ono O don't know/don't remember

If yes:

Which of the following types of control have you tried to set up? Check off all that apply
(including those you tried and failed to set up):

enable sharing of an item that was not previously shared (e.g., via Windows shared
folders)

disable sharing of an item that was currently shared

mark an item as private: readable and writable only by me

mark an item as read-only: readable, but not writeable by some set of others

mark an item as public: specifically accessible (readable and writable) by everyone,
or everyone who can log into the system

allow item to be edited, but not deleted

mark an item as accessible (readable and writable) to a specific individual

mark an item as accessible (readable and writable) to a specific group (e.g., list of
people, or named group within system)

mark an item as accessible to multiple named groups

Other (please specify)

O

00 000 oOooog

If yes:

Think about the last time you remember trying to manage access to a file/files. Which of
the actions in the question above were you taking? Choose from the menu, or add your
own response in the box below:

<<dropdown menu with same set of items as previous question, along with “other” and a
space to elaborate>>

If yes:

Do you tend to set restrictions on individual items (e.g. files, documents) one by one, or
do you collect items together (e.g., into same directory or folder) and restrict/allow access
to the entire collection? Choose one:

O mainly individual files O mainly grouped collection O both methods
equally
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Do you ever share the same file with multiple different groups of people? Examples:
email file to different groups; put copies in multiple shared folders; enable access through
permissions for multiple groups; make it public so that all the various specific groups can
access it easily.

O very frequently O often O sometimes O rarely O never

Have you ever wanted to place specific limits on how, or with whom, a particular item
would be shared, and were unable to do so? This might be because the technology did not
allow it, or because you were unable to figure out how to do so.

O yes O no O don't know/don't remember

If yes:
Please describe what you were intending to do.

(optional) Any other comments?



257

Changing Sharing Settings

Have you ever changed permissions (sharing settings), that were previously set by you or
somebody else? That is, not modifying the default/built-in settings, but changed what
someone deliberately configured in order to allow or restrict sharing.

O yes Ono

If yes:

Why? Check all that apply, and/or add your own reason(s):

an error was made, and I had to correct it

the previous settings were for temporary sharing, and I needed to restrict access again
the previous settings were temporary restrictions (deny sharing), and I had to permit
sharing again

an item that was not being shared needed to be shared

an item that was being shared shouldn't be shared anymore

the set of people with whom the items should be shared had changed

the set of shared items changed (e.g., added new files)

the manner in which the shared items could be used needed to change (e.g., needed to
change read-only access to allow for document editing)

O Other (please specify)

Oooooo oOo0d

If yes:
How often have you had to make such changes, on average?

O daily O weekly O few times a month O monthly
O few times a year O yearly O less than yearly

If you have corrected an error in sharing settings, consider the last time that you
remember when such an error occurred.

What type of error was it? Choose one:
O shared something you didn't want to share
O failed to share something that you wanted to share

O shared something with the wrong people (more people, or different people)
than you meant to -- too open

O prevented someone you wanted to share with from having access -- too
restricted

O Other (please specify)

Was there a delay between the time that the error was made and when it was detected?
Choose from the list below:

O unknown delay O error detected immediately O delay: minutes O delay:
hours

O delay: days Odelay: weeks Odelay: months Odelay: years
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Experiences with Sensitive Information

Do you currently work with any sensitive documents on a computer, either at work or at
home? (That is, any file containing information that you wish to keep private from some
person, group, and/or the general public.)

O yes Ono O don't know

What sorts of sensitive documents do you currently work with, and share, on a computer
(either at home or at work)? Check: the types that you have on your computer; and the
types you share with other people (e.g., over a network, through shared folders, by email
attachments, etc.). This could be one person (your spouse) or a large group (the public).

For example, if you both use and share personal financial data, check both boxes.

Use myself Share with
others

personal items containing socially-awkward
information that you wish to keep private (e.g.,
personal email, photos)

personal financial or medical information (e.g., credit
card numbers)

professional data or documents that are sensitive to
your work organization (e.g., proprietary documents,
trade secrets, grades)

professional data or documents that are governed by
law/regulation (e.g., medical records, personnel files)

(optional) If you would like to provide more specific details about the items above, please
do so:

Are there any other sensitive files that you handle? If so, please specify, along with
whether or not they are shared with others.

Have you taken any actions to ensure that others do not have access to these sensitive
materials? These may be technical (examples: setting passwords, moving files to obscure
folder) or social (don't let people access laptop). Please provide details:
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Do you currently use any computer systems that other people have accounts on? This
includes accounts on the same physical machine (e.g., shared Windows desktop computer
with separate accounts), as well as on the same server (e.g., user account on a Unix server
with multiple users).

O yes Ono O don't know

If yes:

Do you have any personal/private material in your files on this machine?
O yes Ono O don't know

If yes (i.e., yes, you have private information):
Have you taken any steps to keep this information private from the other users, and/or to
check that the material is inaccessible? If so, please specify:

File Permissions

Please select which statement best matches your experience:
O Ido not know what file permissions are, or know very little about them

O Iknow what file permissions are, but I have never used them (neither checked them
nor set them)

O Iknow what file permissions are, but I have only looked at them (never set them)
O Ihave set/changed file permissions

[* skip logic was used for this questionn: if respondent chose Option 1, the section “Your
Experience Using File Permissions” was skipped entirely; after completing the following
two questions (on read-only), the respondent was presented with the section entitled
“Document Control”]

Have you ever set a file to "read-only"? Choose the answer that best matches your
experience:

No - I do not understand what ‘read-only' means
No - I have needed to do this, but do not know how
No - I have never needed to do this

I have tried, but did not succeed

O Yes - I have set a file/files to read-only

O0O0O

If you have set a file to read-only:
What was your reason (or your most common reason) for doing so?
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Your Experience Using File Permissions

How often do you change/manage file permissions?
daily

few times a week

weekly

few times a month

monthly

few times a year

once per year or less

never

Other (please specify)

OO0O0O0O0O0OO0OO0O0

What operating system(s) do you manage permissions on?

Do you ever encounter difficulties when setting permissions? If so, please describe:

Please select which statement best matches your experience:

O Ido not know what Access Control Lists are, or know very little about them
O 1know what Access Control Lists are, but I have never used them

O Thave used Access Control Lists

If you have used an Access Control List, please provide details.
- Did you configure the Access Control List, or just check it?

- What sort of operating system did you use?

- What was your reason for using an ACL?

- Did you encounter any difficulties?

Do you have any more permissions-related experiences or thoughts that you wish to
describe? If so, do so below:
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Document Control

Have you ever used "document locking", or similar security features, in document
processing software (such as Microsoft Word or Adobe Acrobat)? Choose the answer that
best matches your experience:

O No - I never use this kind of software to create documents

O No - I use this software (such as Word), but did not know that these features were
available

O No - I knew about these features, but have never had a need to use them
O Yes - I have used these features

If yes: consider the last time you can remember using these features. Answer the
following questions:

What software were you using?

What type of document did you protect? examples: committee report, financial data.

With whom were you sharing your protected document?

Why did you use locking?

How often would you say that you manage (create or modify) document security (such as
Word password protection)?

O daily O weekly O few times a month O monthly

O few times a year O rarely O never

(optional) Any clarifications about your answers above, or further comments?
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Controlling Shared Files

Have you ever taken technical steps to prevent someone from modifying a file that you
have shared with them? (For example: converting a file to PDF; adding password
protection; setting read-only permissions)

O yes O no O don't know/don't remember

If yes, consider the last time this happened. Please provide details below. (If you have
already described this occurrence in your survey responses, just state "already
described.")

What sort of file was it (document, spreadsheet, etc), and with whom were you sharing it?

How did you share the file (shared folder, email attachment, etc)?

What method(s) did you use to prevent modification? (password, file permission settings,
etc)

How often do you share a file with someone that you don't want them to modify? Choose
one response:

O daily O weekly O few times a month O monthly

O few times a year O rarely O never

(optional) Is there anything we didn't ask about that you want to add? Please feel free to
provide your comments:
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Appendix C: Group Design Activity: Script, Handouts,
and Questionnaires

Script

> As each person arrives, perform introduction and handle questions and consent form
(individually).

Introduction _
My name is Tara Whalen, and I am a doctoral student in CS here at Dalhousie. I am
creating a user interface as part of my dissertation on file sharing. I am looking for input
on various aspects of the interface design. As part of this process, I am running a set of
simple exercises to help me to understand how people think about different concepts
around file sharing. This will consist of a card-sorting activity in groups of three,
followed by two tasks done individually: a labelling task and an online questionnaire. The
final activity is a moderated large group discussion.

Before this activity gets started, I need to ensure that you are willing to take part in this
exercise. If you have any questions, please ask me. [Take questions] If your questions
have been answered to your satisfaction, please fill out this consent form. I have a short
note about confidentiality: because this is a group activity, your participation and
comments will be observed by other participants. I ask that you respect the confidentiality
of the session, by not discussing other people’s participation, actions, or comments to
anyone outside this room.

I will be using subject IDs to identify you during this session. You will need to
use this number when filling out questionnaires. Your subject ID is

<<subject ID includes group ID as well>>

> Place people in groups of three depending on their expertise/background — as much as
possible, avoid homogeneous groups. Seat each group at a table.

Introduction to subject (file sharing)

Welcome to the small group design activity session. Thank you all for coming.

I’m going to give you a quick overview of my research area, so that you have some idea
of the concepts and tasks before we get started.

My research is looking at file sharing — specifically, how we can present information
about shared files, and activity on shared files. My goal is to help people manage their
shared files by providing them with a clear picture of file sharing, including past
activities and current settings (such as file permissions). The idea is that by making this
information more visible, people will be able to tell whether the right people have access
to the right files, which is necessary both for collaboration and for security. One way in
which I plan to do this is by presenting an overview of shared files and sharing activity in
the XP File Manager, as well as providing a specialized console that displays a more
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detailed, customizable view. Today, I’d like your input to help me finalize a design for
user testing.

I’ve given you all handouts with a detailed scenario on it. These are the types of tasks that

I am trying to support, by displaying relevant sharing information. Take a moment to read
the handout, and then we can start the design activities.

Handout for participants: Scenario

You work for a telecommunications company, in the accounting department. You are responsible
for three different internal divisions: Sales, Acquisitions, and Human Resources. The people you
interact with in each of these departments are

Sales: Alice, Ben, Carl
Acquisitions: Deborah, Eliza, Frank
Human Resources: George, Herbert, lvy

You need to perform the following tasks:

Task 1: George tells you that he is concerned that confidential human resources files have been
sufficiently protected: they are only supposed to be accessible to members of Accounts and of
Human Resources. He wants you to check your computer to see if the files in the “Human
Resources” shared network folder are restricted so that only those two groups have access. If
they are not shared with the right groups, correct this problem.

Task 2: You have sent files to Ben over the last month, using both email and instant messenger.
Identify which files have been sent to him.

Task 3: You have recently made a new version of the document “Annual Report.doc”, which is
located on the Desktop. You have sent this file to other people in the last three months, and you
need to know who they are so that they can get the new copy. Find out who received a copy of
this file in the last three months.

Task 4: There is a shared folder in “My Documents” called “Memos”. This folder is shared with all
three departments: Sales, Acquisitions, and Human Resources. You would like to know whether
these files are useful to anyone, by seeing how much activity there is on them. Find out which file
has been read by the most people, and which file has been changed by the most people.

Task 5: There is a shared folder in “My Documents” called “Reports”. ldentify who has access to
this file: who can read it, and who can change the files inside it, or both.

Group Tasks

Card sorting
Setup: each table has a stack of icon cards, blank cards, Post-it notes, pens,
paperclips, instruction sheet, sheet of all the icons (for reference).

Warm-up task: the set of index cards with word processing icons
Instructions (also printed on handout):

You have been given a stack of index cards with icons (pictures) on them. What I would
like you to do is to work together to sort the cards into groups that make sense. Note that




265

these should be conceptual groups, rather than, for example, icons that have the same
graphical “style”, or colour. You can put a card into more than one group; I have extras at
the front of the room if you run out. You can also leave a card “unsorted” if you can’t
find a group that it fits into, and mark it “unsorted.”

Once you have a set of groups, I’d like you to label each group: take a Post-It note, write
a label on it that describes the group, and stick it to the group of cards. This would be
what you think all the items have in common—why you put them together in a group. If
you simply cannot come up with a label for a group, you can try to describe (in a phrase)
why you grouped those items together.

3A. Test task:

Read instructions (as on sheet) to introduce the task.

We’ll do a test task first, using a few cards with some icons from a word processing
application. First make a set of groups, then create a label for each group.

[complete test task; answer questions that participants have]

3B. Main card-sorting task.

Now we’ll move to the main card-sorting task. On these cards are pictures that represent
concepts that relate to files and sharing. For the icons, note that exact colour and
orientation are not deliberately fixed at this stage: these can be easily changed in the final
design (for example, to make the set of icons consistent with each other). As before, sort
the cards into groups that make sense, and then label each group. Remember that you can
put a card in more than one group, or leave any card “unsorted.” Extra cards are on this
table. You can clip together your stack when you’re done labelling it, with a paperclip.

[ensure everyone has cards; answer questions; take observational notes]
[collect sets of cards; ensure they don’t get separated. ]

3C Scenario

The icons you have just seen are being evaluated to see how understandable they are for a
file-sharing tool. I provided you with a sample scenario earlier. Read the scenario and
consider whether there are other icons (or information) that you would need to add,
beyond those you just saw. (There is a sheet with all the icons on it on the table.) Are
there any icons you would have added to the stack, or those you would have re-designed,
which would help you in this scenario? If so, draw them on a card with a few notes.

Individual tasks
Labelling task (similar to closed card sorting)

Now the group task is over, and we have an activity that each person will complete alone.
[arrange items for task at each person’s work space — 9 places: label sheets, icon cards,
sheet of icons, word list, pens]
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I have a set of words that can be associated with file sharing concepts. I’d like you to
associate each of the icons with a word. You can use more than one word for each icon.
There are sheets of labels with the words on them — just stick the label on the icon card if
you think that word describes the icon. If you want to, you can write your own label and
stick that onto the card as well. A list of all the terms is also provided on your table, for
reference.

List of terms (labels), randomized.

Person, people, user, users, group, groups, world, public, team, others, open, available,
accessible, sent, pushed, distributed, transferred, dispatched, delivered, forwarded, gave,
transmitted, accessed, pulled, opened, viewed, changed, modified, received, touched,
used, obtained, took

[make sure everyone has labels, sheets and cards; answer questions; take observational

notes]
[Collect cards.]

Questionnaire

I would like to know what types of words and phrases, relating to file sharing, are most
useful to you. I have a short computer-based questionnaire for each of you to complete. It
is available on the computer at your workspace.

Small Group Discussion: Design
Now we will all come back together for a semi-structured discussion, which will give you
a chance to talk more about issues that might have come up during the task, and more

refined feedback about design.

Free-form discussion; to get the ball rolling, ask
e Any problems you had, or interesting ideas, that you want to share?
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Group Design Activity: Computer-Based Questionnaire
Preamble: demographic information

Design Activity -- File Sharing

Background Information

What is your subject iD?
1. What is your gender?

(O female

O male
> prefer not to respond

2\What is your age? Select from a range:

(O under 25
{)25-35
(O 36-45
{0 46-59
) 5B-65
() over 65

3. What is your role at, or affiliation with, a university, if amy? Check as many as apph:
[JUndergraduate student
[ Graduate student

[CFaculty
[ staff
[ Mot affiliated with a university

[ other (please specify): __‘_:]

4.a) What program of study are you in, and/ or what is your job title?

4b) Which of the following subjects do you have specialized training (education) or experience with? Check as many
as apphx

[]businessi management
[Jinformation science
[ computer science

[ human-computer interactionf human factors
[ design

Other {please specify): C:
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5. Which high schoolicollege/university diplomas/degrees have you been awarded?

DegreeMajor | Field

TR A

! . catontl ]
E] |graduate: doctorate, PhD or equwalentt[_\:fz::l

other

O

7. How many years of computer experience do you have?

(O less than 5 years
) 5-10years

O 11-20years

) more than 20 years

8. What operating systems do you use regularly, or are quite familiar with? Check as many as apply :

[Cwindows NTf2000/Pvista
[JApple: Mac 05

[ Applte: 05X

[T Unix; any {Linux, Solaris, BSD, ete)

[ ather (please specify) z‘m
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9. What operating systems have you used for file sharing, using shared folders or directories? Check as many as
apphy:

[Owindows NT/2000/XPNista

[ Apple: Mac 08

[(JApple: 08 ¥

[unix any {Linux, Solaris, BSD, etc)
[]1 do not understand this question

Clother (please specity: | |

10. Which of the following tasks have you performed, and are quite comfortable doing? Check as many as apphy:
[Jinstalling software

[ maintaining wekb content (e.q., creating web pagesibiog, running a website)

[Jinstailing hardware (e.g., internal hard drive, memory)

[ creating documents (e.g., using Waord)

[ formatting a hard drive

[ programming (e.g., Java, ¥isual Basic)

[installing an operating system (e.g., Windows XP, 08 ¥, Linug

11. Which of the following tasks do you currenthy perform on a computer in an average week? Check as many as
apply.

[[] pragramming (writing code}

[] developing web matetial thome page, corporate web site, blog)

[Jwriting and composing email

[CJword processing

[[installing software

[ system maintenance (e.g., configuring hardware/softwate, installing patches)

[l using/managing media files (photos, musit, videos)

12. Briefly describe any file sharing activities that you do regularly, in your personal and work life. Include the
frequency, type of file, and the person or group that you share with.
Example: email photos to family monthly; put documents in shared folder for work colleagues every week.
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Section One: Icon Critique
Design Activity -- File Sharing

13a) Here is the set of icons that you just sorted and labelled.

Far each icon, check each characteristic that best describes the icon. The terms may be positive or hegative, and you may check off as many (or
Tew) of them as you want.

‘You can also make other comments about that icon in the space provided; if you run out of space, there is room helow for more detailed remarks

{following this question).
_Comments

{uninformative understandable;

{confusing:clear

T

13b) Additional comments, if any, on icons from previous question.
Please use the number next to each icon (in table above) to refer to it (1-20), so it is clear which icon you are talking about. You can describe any

problems with the ahove icons, if any, and how you might fix these problems, or just comment on general impressions.
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Section Two: Push-Oriented and Pull-Oriented Terminology

Design Activity -- File Sharing

We are trying to identify appropriate terms to describe file sharing activity. This activity includes:

= "outgoing” activity (files you send)
Example:; attaching a file to an email message

= "incoming" activity (files placed in a location for athers to use)
Example: a document moved into a shared folder for a colieague to read

The following guestions ask about the words used to describe these different types of sharing.
(Do not warry about remembetring the infarmation on this page: each guestion will have instructions.)
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Design Activity - File Sharing

People sometimes put computer files in a location (such as a folder or directory) for other people to use.

What is the hestword to describe what other people do when they use the file, including both reading it
andfor changing it?

14a). Consider this example: "Alice the file report.t=t yesterday.”
Which word would you use to fill in that blank?

From the list below, choose the five best words and rank them: 1 is the best choice, 5 is the worst
choice. Write the number in the space. If you want to add your own word, use the “other” option, and
rank that word inyour Top 5.

For all other words in the list: if there is a word that you would never use to fill in the blank, check the
box for that word.

%téféﬁ * iTop’i»Si Never use

%changed

{

accessed

i
1
i

received

|
lother (specify |
| H. e e——

14b). What other words, if any, would you use to fill in the blank?
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Design Activity - File Sharing

People sometimes share a file by sending it to 2 person or group, such as using an email attachment or
sending aver instant messenger.
What is the best word to describe this means of sharing files?

15a). Consider this example: "™ | the file minutes.txt to Bob and Carl yvesterday.”
Which word would you use to fill in that blank?

From the list below, choose the five hest words and rank them: 1 is the best choice, 5 is the worst
choice. Write the number in the space. If you want to add your own word, use the “other" option, and
rank that word in your Top 5.

For all other words in the list: if there is a word that you would never use to fill in the blank, check the
box for that word.

{:[WBI'ITIM ‘TEIFI 5! Neveruse

g

=
_——
[
[
i
-
2]
=
1}
2,
=

15b). What other words, if any, would you use to fill in the blank?

EERGEEDEEEEZRRAE
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Desigh'hctivity -- File Sharing

16. How, identify the hest-matching pair of words from each of the lists helow.
Pick only one from each list. These selections do not have to be the same as your numbhber one choices in
the previous guestions.

| the report file to Alice over email,

O gave
) forwarded

O sent

O transferred
O pushed
{ delivered
{ydistributed

Ootver ]

.and she the salary file in the shared folder this morning."

) modified
() opened

) changed
" obtained

(itook
yviewed

{used
" accessed

O pulled
" touched

() received
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Design Activity -- File Sharing

These questions were designed to find words to describe two different ways of sharing:

Case One: the sender provides the file to the receiver {e.g., email attachments).
Case Two: the sender makes sure that the receiver can get access to the file at their convenience {e.g., adding a file or
thanging permissions in a shared directony).

Lists of words were pravided for each case:
Case One: forwarded, delivered, distributed, pushed, sent, transferred, gave
Case Two: viewed, opened, used, changed, touched, accessed, took, received, maodified, obtained, pulled

17. Do the words in these lists clearly show the distinction between these two cases?

18. Are the words in this list understandable, in terms of describing file sharing concepts?
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Section Three: File Manager Design Questions

Désign Activity -- Filé Sharing

Interface Design Questions

The following questions ask about specific interface designs.

Here is a picture of the proposed interface for the maodified File Manager. Answer the questions that foliow.

W e ‘ — ) f- ?X‘
stractirt Bk Test fike & s !ﬂ 20 FTrES
e Tet fe B3 g*
1 dapte2pd 10VE FCF Dooument ﬁ 7

@_lranslalion.ln 5K v Ten file ﬁ 2




19.a)How many times has the file chapter.txt been accessed?

19.h) How many times has the file chapter2.pdf been sent?

]

19.c) How many times has the file report.pdf been sent?

19.d) Is the file abstract.txt being shared with anyone?

If so, whom do you think it might be shared with {in general)?

19.e) Is the file chapter.txt being shared with anyone?

If S0, whom do you think it might be shared with (in general)?

19.1) Is the file report.pdf being shared with anyone?

If s0, whom do you think it might be shared with (in general)?

277
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Design Activity -- File Sharing

Interface Design Questions

Here is the file manager again, but this time with tooltips (“infotips") that give some additional details. These tips appear
when you hover aver the icon with the mouse.

ihetracttxt ek Text file ﬁl s 2‘ & \’
thapter.t e Test fle g*

o dapeZod VB POFDoarrent Gl 7
3 report,pdf 11V PCF Doourrent
e

Tert fle @

o7 Lk genks J007:0101

warslation.tt
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20a) Which file is the tooltip describing?

20b) What do you think the information in the toaltip describes?

20 c) To whom was the file sent?

| |

20 d) How was the file sent?

[ |

21. Is there any other information that you think is necessary, or helpful, to include in this tooltip? If so, describe:

22. Are there any prohlems with this tooltip? If so, describe, along with any potential solutions:

EEEEREEBEE Next |
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Design Activity -- File Sharing

Interface Design Questions

Here is the file manager again, but with a different toaltip:

e
Flo € Vew Favortes Took el

X F

Narna e ]

@ ld:sn'amxt

%) prarslation.txt
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23 a) Which file is the tooltip describing?

|

23 b) What do you think the information in the tooltip describes?

23 c) Who last used the file, and what did they do?

24. Is there any other information that you think is necessary, or helpful, to include in this tooltip? If so, describe:

25, Are there any problems with this tooltip? If so, describe, along with any potential solutions:
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Design Activity -- File Sharing

Interface Design Questions

Here is the file manager again, but with another (final) tooltip:

= deorn

i dbstractist Iﬁ;_o Q‘f 3
hapteritxt K ﬂ 3
M thapepd we P Us%grs:bil,]qe
3 repon.pf 1IVE ﬁ r::mlbe T

hrarslation,tt B
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26 a) Which file is the tooltip describing?

|

26 b) What do you think the information in the tooltip describes?

26 c) Who can access this file?

26 d) Who can read this file?

26 e) Who can change this file?

-
|

27. Is there any other information that you think is necessary, or helpful, to include in this tooltip? If so, describe:

28. Are there any problems with this tooltip? If so, describe, along with any potential solutions:
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Design Activity -- File Sharing

icons, Revisited

MNow that you have seen the icons in context, within a file manager design, choose which ones you think
are mast suitable. (Note that there are a few new icons which are slight variations on what you have
already seen, e.g., flipped to mirror-image.)

29. Which icon would you choose to represent "sent” (i.e., "outgoing' activity: could be called
forwarded, gave, etc.)? Choose one item from the list below, or draw your own icon on the paper
provided:

08 o8
O Ol

@ W AR
OB O
Olel
ol ; oL |
(™ Ola
OB OB

O other (on paper) C::j

30. Which icon would you choose to represent “accessed" (i.e., 'incoming' activity: could be called
used, opened, etc.)? Choose one item from the list below, or draw your own icon on the paper
provided:

oL - | O&
ok

. OBl
o O
Ons Cldl
O O el
O Obl
OB OBH

O other (on paper) [m:_:j
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There are also icons to describe those with whom you share: people (individual users), specific groups,
and everyane.

First, consider the "user* and "users" icons. (One userwould he Alice; multiple users might be Alice and
Boh and Carl.})

31. From the set below, choose one icon that best represents a single user, or draw your own icon on
the paper provided:

o& O
OR O
O 0O&
0 o
oB oY
ON o8
o} o8

Next, consider what would he a good icon for users {plural}.

Note that there may be a distinction between users and a group: "users" is just multiple individuals (such
as Alice and Bob), but a "group” is a specific set of people {e.g., Payroll, carpool, Mohday_Lunch_Group).
This difference is impottant in the file system, where the permissions are set.

If passible, it would be helpful to find the besticon for users, so that it is not confused with “group.”

32. Which of the following icons is your top choice for “users” {plural)? Choose only one, or draw your
own icon ("other") on the paper provided.

o] -} O#
OR O#h
O O&
08 oLt
o8 O 8
ON Ob
O o8

Qoter| |



286

33. Which of the following icons is your top choice for "group? Choose only one, or draw your own icon
("other") on the paper provided.

o& O#
ON O#d
O O&
Od oLt
o8 O 4
9]."] 08
o# o

MNow selectthe besticon for groups {plural). {Iit may he difficult to choose one that does not also look like a
single group.)

34. Which of the following icons is your top choice for "groups™ (plural)? Choose only one, or draw
your own icon ("other") on the paper provided.

o& O
og o8
os O
oN oy
Ol o0&
o] o8

35. Finally, which is your choice for "everyhody” (e.g., sharing with all users)?
Choose one icon from the list below, or draw your own icon ("other™) on the paper provided.

03
(0]

(O other )

36. (optional) Do you have any additional comments about the overall design of the File Manager? Feel
free to discuss here, and/or making drawings on the paper provided.
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Section Four: Sharing Console Design Questions

| Design Activity - File Sharing

Last Section: Sharing Console

This is the final set of questions.

Here is a console for viewing more detailed sharing information. The preliminary design is shown below. it
includes the following components:

- a search feature, for finding files matching cettain criteria
- a detailed view of a specific file, including permissions and activity history
- alerts, to pop-up when a certain event accurs (e.g., a person accesses if)

:mm-wmm : UMWM(&?W]
[ty hepvert { 5abes; ¥ SEnt: A0BHM.L0M
ik ghcrgidbm.apm
shured et g Hi (pead)

Abarts
P
quarlefiy, repoel.coc L‘:’" mnathey ﬁhnj actwve lerts (Chok hiename Eo wew)
| patic: €:\Docunwents and Seftings\jenten My Documents \group\quarterty. repart.doc | P o

| Mosolt Word fie
| Dake modified: Barch 26, 2007 1231 pm

{ - i
o BN CTT .

| ol rept
| boda: rea, wariter

| dube, evert  persan/group
{ MA7-03-26 1131 pre e b

1 20070221 G725 am  ervil cartilstracnm

§ 2020021 OF-15 am: e akopghibm com
;mxmstam am  whe bab

| 2006- 1201903 0 proy read e




37 a) What is the user searching for in this console?

37 b) Which files have been emailed to Alice? Check as many as apph.

[Ifinancials.doc
[Jquarterly_report.doc
Clxmas_party1.jpg
[Jxmas_party5.jpg

[] march-2007-wrapup.ppt
[(] sales_report-2006.ppt
[Jtechnical_specs.vsd
[wiring_diagram.vsd

37 c) Whao can read the file "quarterly_report.doc™?

37 d) Who has received email copies of the file "quarterly_report.doc"?

37 e) Is there an active alert on the file “quarterly_report.doc™?

288
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37 f) How many different people have interacted with "quarterly_report.doc"?

37 g) What would you do if you wanted to set an alert?

37 h) What would you do if you wanted to view the details of the file “minutes.doc™?

|

37 iy What would you do if you wanted to know which files were shared with Bob?

38. (general).Do you have any comments on the design of the console? Please describe. If you idemtify
any problems, please note, along with your proposed solution. You can use the paper provided to draw
any items you wish.
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Appendix D: Terminology Survey

This appendix contains the questions that composed the online terminology
survey conducted during the design phase for the file sharing tools. The survey was

created using Opinio (Version 5), and was hosted on an internal Dalhousie web server.
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DALHOUSIE

UNIVERSITY
Iubpfrm s Minds

Survey: File Sharing Terminology

TaraWhalen (hci@dal.ca; phone: 494-6978)
Dr. Elaine G. Toms (hci@dai.ca; phone: 484-6978)
Dr. James Blustein (hci@dal.ca; phone: 494-6978)

Introduction

{IThank you for your interest this research study. This research is part of Tara |
Whalen's doctoral research for a Computer Science PhD. Your pardicipation is
oluntary. You may withdraw from participation at any time, and you may decline to f
answer any question. You will not be asked for any information that identifies you. |

Eligibility

_ijstudy) that occurred this July. |

You are eligible to paricipate if you are 18 years of age or older and a computer user,{'
and have not already taken part in Tara Whalen's group design activity {research

o

What you will be
rsked todo

In this study we will ask you to cumplete 20 questmns whlch w;ll take a tntal 0f5
minutes to complete. We will ask you about your experiences with computers and fle
sharing, as well as your preferences among different words and phrases that relate |

__ilto file sharing.

Purpose

tools,

he purpose ElfthlS study isto dlscover how ynu understand termm-ﬁlc'lg'y‘that relates
0 file sharing. These results will he used in designing user interfaces for file sharlng

What you will be
asked to do

in this study we will ask ynu to complete 20 questions which will take a tutal ofs :
minutes to complete. We will ask you about your experiences with computers and file!
sharing, as well as your preferences among different words and phrases that relate
to file sharing.

o
! ;k\isksmeneﬂts

The risks are cnmpé};ble to those ufbrnwsmg the webh. F'artlmpatlng in the study
may not benefit you directly, but we might learn ahout computer file sharing
approaches that would benefit others.

Compensation

Hgﬂ'here is ho formal cnmpensatmnfurpértlcmatlng H. v §

| IConfidentiality
/jand anomyity

iYour survey responses are anonymous and thus results will be reported W|th no
reference to you specifically, All information that you provide will be treated

ficonfidentially.

|1

i

|Data retention

Once the study has been cnmpletued'all data fles wnl he retamed in a Iocked cabmet ’
in the research office for five years, post-publication as per Dalhousie University's

policy.

{Inthe event that you have any difficulties with, or wish to voice concem about, any aspectofyour
| !lparticipation in this study, you may contact Patricia Lindley, Ditector of Dalhousie University's Office of
‘Human Research Ethics Administration: (302) 494-1462.

i

- | 1consent to participating in this study []
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Survey: File Sharing Terminology

1. What is vour gender?
O female

O male

O prefer notto respond

2.What is your age? Select from a range:
{under 25

(2535

{$36-45

{46-55

{56-65

O over 65

3. What is your role at, or affiliation with, a university, if any? Check as many as apph:
[JUndergraduate student
[ Graduate student

[CIFacuity
[]staft

[] Not afiiliated with a university

[Clother (please specity: | l

4. What program of study are you in, and/ or what is your joh title?

5. Which high school/college/university diplomas/degrees have you been awarded?
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6. Which high school/college/university diplomas/degrees are you in the process of completing?

graduate: do

v ey

7. How many years of computer experience do you have?

(O lessthan Syears
{510 vyears

{3 11-20 years
{more than 20 years

8. What operating systems do you use regularly, or are quite familiar with? Check as many as apphs
Owindows NT/2000/PNista

[Japple: Mac 08

[Japple: 08X

[JUnix: any (Linux, Solaris, BSD, etc)

O other (please speacify) o

9. What operating systems have you used for file sharing, using shared folders or directories? Check as many as
apply:

[windows NT/2000/%PVista
Elapple: Mac 08

O apple: 08X

[ Unix: any (Linux, Solaris, BSD, etc)
[J1 do not understand this guestion

[ Other tpiease specify): [ __________ -

10. Which of the following tasks have you performed, and are guite comfortable doing? Check as many as apphs

O installing software

[ maintaining web content (e.g., creating web pagesiblog, running a website)
[TJinstalling hardware (e.g., internal hard drive, memory)

[ creating documents (e.g., using Word)

[ formatting a hard drive

[ programming (e.g., Java, Visual Basic)

[Jinstalling an operating system (e.g., Windows XP, 08 X, Linux)
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11. Which of the following tasks do you currently perform on a computer in an average week? Check as many as
apph-

[ programming (writing code)

[] developing web material (home page, corporate web site, blog)

[Jwriting and compaosing email

[ word processing

[[Jinstalling software

[ system maintenance (e.g., configuring hardware/software, installing patches)
[J using/managing media files {(photos, music, videos)

12. Briefly describe any file sharing activities that you do regularly, in your personal and work life. Include the
frequency, type of file, and the person or group that you share with.
Example: email photos to family monthhy; put documents in shared folder for work colleagues every week.

i silriey: File Sharing Terminology

We are trving to identify appropriate terms to describe file sharing activity. This activity includes:

= "gutgoing” activity {files you send)
Example: attaching a file to an email message

«"incoming" activity (files placed in a lacation for others to use)
Example: a document moved into a shared folder for a colleague to read

The following guestions ask about the words used to describe these different types of sharing.
{Co not worry about remembetring the information on this page: each guestion will have instructions.)
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| Survey: File Sharing Terminology

People sometimes put computer files in a location (such as a falder or directory) for other peopie to use.

What is the bestword to describe what other people do when they use the file, including hoth reading it
andfor changing it?

13. Consider this example: "Alice the file report.txt yesterday.”
Which word would you use to fill in that blank?

From the list below, choose the five best words and rank them: 1 is the best choice, 5 is the worst
choice. Write the number in the space. If you want to add your own word, use the “other” option, and
rank that word in your Top 5.

For all other words in the list: if there is a word that you would hever use to fill in the blank, check the
box for that word.

f
Ereceived

i
|obtained

b

ather (specif,r)“

14. What other words, if amy, would you use to fill in the blank?

HERRERE
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: Survey: File Sharisng Terminology

People sometimes share a file by sending itto a person or group, such as using an email attachment or

sending over instant messenger.
What is the best word to describe this means of sharing files?

15. Consider this example: "™ | the file minutes.txt to Bob and Carl yesterday.”
Which word would you use to fill in that blank?

From the list below, choose the five best words and rank them: 1 is the best choice, 5 is the worst
choice. Write the number in the space. if you wamnt to add your own word, use the “other" option, and
rank that word in your Top 5.

For all ather words in the list: if there is a word that you would never use to fill in the blank, check the
box for that word.

g}i

:

Eother (specnﬁf}u

16. What other words, if any, would you use to fill in the blank?
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Survey: File Sharing Terminology

17. How, identify the best-matching pair of words from each of the lists helow.
Pick only one from each list. These selections do not have to be the same as your number one choices in
the previous questions.

“1 the report file to Alice over email,

) sent
(O distributed

) forwarded
{ytransferred
{O pushed

) delivered
O gave

O other S

.and she the salary file in the shared folder this morning.”

(> took
) touched

¢ opened
(O thanged
O pulled
{accessed
O received
(O obtained
" modified

(used
(O viewed

Octer| |
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Appendix E: Specification for Sharing Console

The following specification was provided to guide the implementation of the
sharing console prototype.

Detailed Specification: Sharing Console

Overview:

The sharing console is designed to support three main functions:

1. Provide a detailed view about settings (permissions) and sharing activity (read,
writes, etc.) of a specific file

2. Provide search functions to identify a set of files, mainly in terms of their sharing
properties (e.g., shared with Alice, sent to Bob, all read-only files, etc)

3. Provide a means to set alerts on files — to pop-up an alert box when a specific event
(file access of a certain type) occurs

Preliminary design

Sharing Console Q@@

Fils = Alerts

Search files by... Search results

! I Eilename match size ff% ‘

i ) - financials.doc sent: alice@ibm.com 2K

| [I person/group || keyword [ permissions | ., D quarterly_report.doc shared with: user alice (read) 100K

! 5 < oW \

: find files . enter name | xmas_partyl.!pg sent: al!ce!enson@gmagl.com 321K
i sent td alice ¢ i W xmas_party5.jpg sent: alicejenson@gmail.com 365K
| [ shared oFperson or 1 '| march-2007-wrapup.ppt shared with: user alice (read-+write) 10MB

; , group | | sales_report-2006.ppt sent: alice@ibm.com 16MB

i ‘ [¥] access) alice I I K]technical_specs.vsd sent: alice@ibm.com 115K

| | i wiring_diagram.vsd shared with: user alice (read) 121K

{

- <

. quarterly_report.doc

i | path: C:\Documents and Settings\jensen\My Documents\group\quarterly_report.doc | .

i | Microsoft Word file o

! | Date modified: March 26, 2007 12:31 pm : S

| size: 356 KB P
permissions L "

: | alice: read . | Edtolert..

. | bob: read, write |

|

Sharing Events | quarterly_report.doc :

date event user/group
2007-03-26 12:31 pm read bob
' | 2007-02-21 07:20 am email carl@ibm.com
1 | 2007-02-21 07:15 am email alice@ibm.com
2006-12-15 11:30 am  write bob

! | 2006-12-1403:20 pm  read alice

Figure 1: preliminary design for prototype console

Note that the design was drawn in Visio, so it is merely an approximation of what the
final version will be; the C# controls and elements will look slightly different. The layout
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of the items may also change, although the search box and results must always be
adjacent to each other. The exact layout will be discussed between us, and finalized as the
prototype is developed.

Interaction with other elements

The console must be able to be launched as an independent application (preferably with a
desktop icon provided as well). It must also integrate with the JFile Manager, through the
right-click menu: if a user right-clicks on a file, that file must open in the “details” panel
in the Sharing Console. (The existing code for the JFile Manager, with some
modifications for sharing, will be provided to you.)

Brief overview of JFile Manager
Te File an ger that the console is ,, frols le t foli: .

I3 Gt\Documents and SettingsiAds

=3 Desktop &1l Name e < Size | DateModiied | Sent. .. | Accessed.. . .| Sharedwih |
& sgme A S L S A iz OO B 00 SO
20 domo; A2001 pe 19/11/2006 7:55 PM
& ) desion avgas-selup7.5.0.50.exe ! 18/04/2007 3:24 PM )
| ® D design_study chapterl. pd; ’ 17040200723 PM [Gh 2o 4 &8

£ Desktop_icons AR/0472002.8:22,
D i eportv1_f S

{0 Joly Roger 2 Wi
& {5y Jolly Roger'win
£ Iab_sludy
pil

(] manual.htd
) B patl.ps | s i
i processRequestis pohdl @ Convert to Adobe PDF

¢ proposal_papers SDNEWS: at: Conert to Adobe PDF and EMai
& {3 protolype,_fie_mgr ) sDNEWS! »: Cantine in Adobe Acrobat...
|2y responsel_files S shortout t¢

-2 response?_files gslscom 5 @lScan with AVG Anti-Spyware

& W%

rEYTEYTETY

{3 response3_files songshear S:an W|th AYG
| D gl | e\ s .
@i usenix_cleanup | opgn w,u-,
[ ﬁ Favorites . IO U
= Incomplete ¥ QCumpress ta ZIP + Ophuns
> 2 B Compress to "chi2007extendedabstracts. zip”
=8 Compress & E-Mail "chi2007extendedabstracts.zip” Iy chiect selacted (113K8)

=

Reewcrwnwiored [ o LT G

Send To
Cut
Copy

Create Shorteut
Delete
Renarne

Pmpertlss _—
, BER F I O STEEy A

Figure 2: JFile Manager, with rlght-chck menu

Note that this is a basic XP Explorer-type of application, with some extra details.
Specifically, extra columns that describe file sharing settings and details (number of
times sent and accessed, plus permissions), as shown with the icons and numbers above.
This information is read from an XML file.

Right now, the right-click menu item is a stub; you can see an item marked “open in
console”. When that is selected, the information from the XML file (related to that
specific shared file) is displayed in a very simple (scrolling) window (titled “sharing
console”, below):
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Sl avaderf .4 0000

¥ Sharing Console

Dot nat spec: .
Sent: 2007-05:07 02:10:00 Via email T :Jos: -
Accessed: 2007-05:01 01:01:00 User :Ram Action read ..., .-
Pesmissions: user Philp - o T
group Puichase,. i

goup HR :
group Finance ™

30KB  19/11/2006 7:56 PM
£.318K8  18/04/2007 8:24 PM
157KB  17/04/2007231PM [h20 &4 200
113KB  18/04/2007 923 PM
174KB  03/03/2006 313 PM
1KB  18/04/2007 3:16 PM
6KB  10/06/2007 11:15AM
11KB - 02/10/2006 5:02 PM % 3 21 N - ]
146KB -~ 0111071996 325PM [gh 1 3
143KB  26/07/2000 4:00 AM
136KB _ 10/01/199510:42AM %
151KB - 01/11/1995 283 PM
. S 1KB 1040672007 11:15AM
o ‘ e -~ 4 530KB . 28/03/2007 10:05AM
B S i v Songstreamer.msu 1KB  12/04/2006 332 PM
12 summary_repor_v Summary-1.zip 18KB - 22/03/2006 1:34 PM
{53 temp_move

1% usenix_cleanup
¢ Favorites
£ Incomplete

1

. [Lobectselected (11KE) . " o
Wednesday 01/08/2007 10:56 AM

Figure 3: the stub (biacehdﬁdér) versioii of the console A

The console displays the history of interaction, for each “sent” event (time/date, method
(email, IM, etc), recipient, text string (could be the subject line of email), followed by
accesses (date, by whom, action taken), with permissions at the end. This is the basic
information that needs to be displayed in the new console you will implement, although
with a much improved interface, and some additional features. More information about
the file manager is presented in the appendix.

Implementation Language
C#, with shell extensions as necessary.

Colour and Design

There is a some flexibility with the colour. It should look like other XP applications, in
terms of the colours chosen. (For example, blue and white are common.) It needs to be
clear what the various sections/regions are (e.g., the search box, the search results...);
currently we have used panels to do this.

Elements of console
1. Search and Search Results

The “search” and “results” are related: the user formulates a search query (using the
elements in the search box) and the files that match that query are listed in the “results”
box.

Search

There are three types of search supported:
e By person/group
¢ By keyword
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e By permissions

Each type of search is slightly different, although they all use textboxes to formulate
queries.

Examples of things that a user might want to find:

Person/group: find all files sent to alice; find all files shared with bob

Keyword: find all files containing the word “bob” (including the sharing data associated
with the file)

Permissions: find all files that alice has write access to; find all files that everyone can
read.

Because these queries require slightly different features (e.g., different checkboxes,
numbers of textboxes, etc), it is best to have tabbed interface, with one tab for each type
of search. The default tab (opened when the application launches) will be
“person/group.”

Here is a picture of the proposed control:
Search files by...

__person/group ][ keyword N permissions ]

find files
sent to [alice ] |
enter name
[[] shared with 1 I I of person or
‘ group

[V accessed by |alice | |

Figure 4: tabbed control for file search queries
By person/group:

This requires three pairs of checkboxes and textboxes. The textboxes are used to write the
search queries in. The checkboxes refer to three different types of sharing settings and
activity: sent to, shared with, and accessed by. (This is the tab shown in Figure 4 above).

It would be helpful to support Boolean queries (“Alice and not Bob™), but this feature is
not mandatory. If no Boolean search is supported, all queries are assumed to be “and”: if
two terms are typed in the search box, both must appear in the file data to create a match.
Also, a person can check off one or more boxes: “sent to”, “shared with”, and/or
“accessed by”. If more than one is checked, then all items must appear in order for there
to be a match.
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The matches are made to the data in the xml file (which is used by the file manager to
display the “sharing” information). If the term(s) match a file, then that file is listed in
the “results” box. “Sent to” and “Shared with” are explicitly listed in the xml file;
“accessed by” is in the event history for that file (also in the xml data).

By keyword:

Very similar to person/group, except there is only one textbox (and no checkbox). As
with the person/group search, this would match any files with that word in the file itself
(e.g., a Word document) or in the metadata (the information in the xml file.) As with
“person/group”, it would be helpful (although not essential) to support Boolean queries.

Rather than implement a full text search, it is better to simplify the implementation of this
feature by extending the xml data for the file manager. Add a new field (along with
“shared with”, etc) called “keyword”, which allows for a set of words, and match using
this group of words. The “keyword” information does not appear in either the file
manager or the detailed view of the file information: it is only included for this search
feature (and can appear in matches).

The design is shown in Figure 5:

Search files by...
person/group .| keyword [permissions

find files
containin alice enter word
9 I I contained in
file or file's
metadata

Figure 5: searching by keyword
By permissions:

This is the most complex of the three searches, because the queries are complicated.
Permissions involve rights (read, write, etc) as well as a set of people and/or groups with
specific rights, and user may wish to make a combination of these. The proposed design
is shown in Figure 6:
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Search files by...

person/group ][ keyword [ ‘pe‘r‘r‘nissions }

find files
[ canbereadby s { alice | J enter
- name(s) of
and I can be written by & @ bob I 1 person or
group

Figure 6: searching by file permissions
The basic design should have three pulldowns with text boxes. Each pulldown should
have the same set of options:

can be read by

can be written by

can be read + executed by

can be madified by

full control is held by

This covers the full set of NTFS file permissions. These permissions will be included in
the file metadata in the xml file, to make a match. This type of matching might prove too
complicated, given that this is only a simple prototype at this stage. (Note, for example,
that NTFS permissions are cumulative: a person with read + executed also has read, as
does a person with write, modify, or full control rights. Thus, a search for “can be read
by” must include all of these.)

Important note: If the search is too complex, some hand-created matches could be
created: that is, allow the tester to identify a set of files that will be matched when a
specific query occurs (rather than actually performing the search). This could be done
similarly to the way the xml file is being used currently (although this data might be
stored in a separate file to keep things simple.) This feature likely needs to be discussed
in more detail as the prototype develops, and I will provide further guidance.

Search Results

The results of the above queries need to be presented in a list. The list should be very
similar to that of the file manager detail view, but with fewer columns. One new column
would be “match”, which shows what the matching term was (i.e., sent to
alice@ibm.com). The columns should be sortable.

The desired columns:

Filename (with file icon); match; file type; date modified; size. (All these, except for
“match”, are the default XP items for the file view).

The ability to right-click on the file, to get the context menu, is important: this should be
very much like the file manager. In particular, the user may need to reset permissions
(which is under the “Properties” item of the built-in right-click menu in XP.
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Also, if a person clicks on a file in the list of results, its information (full permissions,
history, etc) should appear in the “sharing details” box (described in the following
section).

The results box will look similar to that shown in Figure 7 below:
Search results

Filename match size 2

[ financials.doc sent: alice@ibm.com 42K
quarterly_report.doc shared with: user alice (read) 100K
xmas_partyl.jpg sent: alicejenson@gmail.com 321K

[® xmas_party5.jpg sent: alicejenson@gmail.com 365K

B march-2007-wrapup.ppt shared with: user alice (read+write) 10MB

B sales_report-2006.ppt sent: alice@ibm.com 16MB

[G] technical_specs.vsd sent: alice@ibm.com 115K

ftd] wiring_diagram.vsd shared with: user alice (read) 121K

Figure 7: sharing results (list of matching files)

The file list requires vertical and horizontal scrolling, so the user can see all the details.
(The full width and height of the box is dependent upon the exact measures and layout of
the final design.) Filename, the matching element (e.g., string), and size of file must
appear.

Sharing Details

The “sharing details” control presents the full sharing information (permissions) and
history of activity on that file. This information is available in the .xml file that has been
already created (for the file manager). The proposed design is shown in Figure 8:

quarterly_report.doc [View another ﬁle...‘l

i | path: C:\Documents and Settings\jensen\My Documents\group\quarterly_report.doc
Microsoft Word file i
Date modified: March 26, 2007 12:31 pm ;
size: 356 KB i

permissions
alice: read
bob: read, write

Sharing Events | quarterly_report.doc | Al
date event user/group
2007-03-26 12:31 pm read bob
2007-02-21 07:20 am email cari@ibm.com
2007-02-21 07:15 am email alice@ibm.com
1 2006-12-15 11:30 am  write bob
i { 2006-12-1403:20 pm read alice

Flguresﬁle Sharmgdetaﬂs e
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The filename must appear at the top of the box, in order to make it clear which file is
being described. There is also a button for loading another file; this must launch the file
manager (with the sharing interface), from the same folder as the current file being
viewed. (If there is no file currently being viewed, then it should default to the desktop.)
The next set of details display the file settings/information: path; file type; date modified;
size; permissions (from xml file). The final set of information is the set of events, which
are gathered from the .xml file; again, this box is labelled with the filename (not a button,
just a simple label), so it’s clear which file is being described. The events are listed in a
scrolling box. The events must include: date (full date and time), the event (read, write,
etc...), and the person/group/application performing the event (e.g., username,
groupname...). If the event is email or IM, the “person/group” is the recipient (e.g.,
bob@ibm.com). All this should be read from the .xml file.

Alerts

The final component is the “alert” box, which allows a user to set, edit, and view alerts on
files. The idea is to have a pop-up appear at some interval during the test, to let the user
know that some action has occurred (e.g., “Bob read the file”’). This feature does not
genuinely need to monitor the file for that action. Instead, it should read a time (from a
file, for example), and a message to display. This box should have a close button.

The box, as part of the console, is shown below:

| active alerts (click filename to view)

: | minutes.doc

i

i
i

() |

It consists of a list of files that have alerts on them — this can be read from a file, likely
the same one that has the time and message information in it. (It could have a filename,
plus a time for the alert, plus a string to display). This list can scroll if there are several
files.

The “new alert” brings up a window for the user to set an alert:

New alert g@@

Alert me when:

user/group ] bob ]

I reads or writes

filename ]EnterText Jl Browse... l
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The user/group is a textbox for the user to fill in. The dropdown has a list of actions:
e reads

writes

executes

read or writes

reads, writes, or executes

takes full control of

The “filename” box can be typed into, but it also must be able to be filled by the
“browse” feature (which brings up a file manager). If possible, it would be best if that
were the new file manager; but it id all right if it simply uses the XP default one. The
“save” will make the box close, but no actual data is stored. (It’s just to test the
interface...) Cancel also closes the box.

The “edit alert” is similar to “add alert”, but includes a list of the current alerts. (This list
can be read from a file.) When one alert is clicked on, the dropdowns and text match the
details from that alert. The user can then update them, just as above (type, and use
pulldown, and use the browse button). However, no real data is saved to the file (it is
ignored, as above.)

The actual alert is a simple pop-up box:

Bob has read the file
“C:\My Documents\minutes.txt
12:03:31 pm 2007-12-03

Close

The string to be displayed (“Bob has read the file...””) can be read from a file. The
filename (with path) should be on a new line, and so should the date and time. The
“close” button should close the alertbox.

The alert should pop up at a specified time, which is read from a file. This file contains
the info to display (e.g., “Bob has read the file file.doc, 12:03 pm”) along with a time at
which this box needs to appear on screen.

General notes

The proposed layout above (in Figure 1) is subject to change. The placement of the items
(e.g., sharing details box, alert box) may change. The main idea is to lay these out in a
pleasing and usable form; there is a lot of flexibility on how this is achieved. This may
take a small amount of experimentation.
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List of required elements:
1. asharing console prototype that is launched from the right-click menu item in the
JFileManager. This console must have the following features:
a. Provide a detailed view about settings (permissions) and sharing activity
(read, writes, etc) of a specific file
b. Provide search functions to identify a set of files, mainly in terms of their
sharing properties (e.g., shared with Alice, sent to Bob, all read-only files,
etc). If necessary, this function can return a set of “canned” (simulated) search
results to match a set of specific keywords.
c. Provide a means to set alerts on files — to pop-up an alert box when a specific
event (file access of a certain type) occurs. This is simulated (in that it
happens at a specific time).

Appendix: The File Manager

Here are a few more details about the file manager: a bit more context and information
about the input data.

This is part of an interface study; as part of the study, we need to be able to manipulate
the input files to match what actions our test user has taken. Right now, the
implementation is as an xm] file.

In order for this to work, there are a couple of elements you need to create and modify.
The file “FileMap.xml” is the one with all the file details (events, etc) that are displayed
in the file manager columns. Here is an excerpt from my own demo (the results are
shown in Figures 2 and 3, for the file “manual.htm]” — you can see the details plus the
info in the placeholder “sharing console™).

<FILE id="2" path="G:\Documents and
Settings\Administrator\Desktop\demo\manual.html">
<EVENTS fileid="2">

<SENT date="2007-05-01 10:01:00" via="IM" to="Bob" subject="Do
not reply" />

<SENT date="2007-05-02 02:01:00 " via="IM" to="Bob" subject="Dot
net spec" />

<SENT date="2007-05-07 02:10:00 " via="email" to="Joe"
subject="Dot net spec" />

<ACCESSED date="2007-05-01 01:01:00 " by="Ron" action="read" />

<PERMISSION user="Phillip" usertype="user"
permissiontype="read+write" />

<PERMISSION user="Purchase" usertype="group"
permissiontype="read+write" />

<PERMISSION user="HR" usertype="group"
permissiontype="read+write" />

<PERMISSION user="Finance" usertype="group"
permissiontype="read+write" />

</EVENTS>
</FILE>
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You may need to do this yourself in order to understand the existing code and for
debugging. There is one entry for each file that needs to be “displayed” for the test.
(Obviously we will create this data for our own tests.)

You also need to modify "JFileManager.exe.config”:
1. add the location of your FileMap.xml file. e.g.,

<add key ="fileMapPath" value ="C: FileMap.xml"/>

2. provide the location of the icon images files, e.g.:

<add key ="sentImage" value ="C:\Documents and Settings\avenkate\My Documents\My Completed
Downloads\customfv\EXListView_demo\EXListView demo\comedy.png"/>

<add key ="accesedImage" value ="C:\Documents and Settings\avenkate\My Documents\My Completed
Downloads\customfv\EXListView demo\EXListView demo\down.png"/>

In my own filemap.xml file, I used:

<appSettings>

<add key ="fileMapPath" value ="G:\Documents and
Settings\Administrator\Desktop\demo\FileMap.xml" />

<add key ="sentImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_ cardsort\original_icons
\left-purple.gif"/>

<add key ="accesedImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_ cardsort\original_icons
\go-last.png"/>

<add key ="userImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_cardsort\original_icons
\user.gif"/>

<add key ="usersImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_cardsort\original_icons
\user_add.png"/>

<add key ="groupImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_cardsort\original_icons
\user-group3.gif"/>

<add key ="groupsImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_cardsort\original_icons
\group-plus.png"/>

<add key ="everyoneImage" value ="G:\Documents and
Settings\Administrator\Desktop\design\icons_for_cardsort\original_icons
\wi0064-16.gif"/>

<add key ="popupmessage" value ="true" />

</appSettings>
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Appendix F: Materials from Laboratory Study
Script, Handouts and Questionnaires

Script, Session One
Preliminaries
[meet participant at door; introduce self]

Thank you for participating in this study.

We are studying how to effectively manage shared files, and part of this research involves the
design of file management tools. Today you will be performing a few tasks with computer files:
you will be playing the role of an administrator who is filling in for an absent employee. You will be
completing two sets of tasks with different tools. We will be recording your computer session (for
example, mouse clicks) as well as your eye movements using this eyetracker.

First we’d like you to read the details of this study and we need your signed consent that you
have willingly agreed to participate.

[participant reads and sign consent form; give them a second copy to keep]
Before we start, do you have any additional questions?

First, we need some basic demographic information from you as well as some information about
your professional and computer experience. The questionnaire is online, on this laptop. You will
need to enter a participant ID; yours is [#], which you will use whenever you answer
questionnaires today.

[participant completes background questionnaire]

Introduction to the tools

You will be using two applications today: Microsoft Outlook for email, as well as a file manager.
Are you familiar with the term file manager? {If not: “It is the program you use to view your files
and folders, and to navigate through your files.”} The file manager you will use now is shown here
on the screen. You should keep both the file manager and Outlook open throughout the tasks,
rather than opening and closing them. You can minimize them if you need to, though, using this
button on the top right.

If they are using Carbon:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.} Do you have any questions? Here is a handout
with information if you need it for reference.

[give participant the handout]

If they are using Helium:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.}

You may have noticed that there are some unfamiliar columns in this manager: “sent”;
“accessed”; and “shared with”. These columns describe actions that have taken place on shared
files, as well as file permissions.
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“Sent”, with this icon {indicate on screen}, indicates that the file has been sent to someone, for
example, over email; the number indicates how many times the file has been sent. If you roll your
mouse over the icon {wait for them to do this}, you will get details about the most recent “send”
event: the date, recipient, method of sending, and extra details such as the subject line of the
email that the file was attached to.

“Accessed” is similar; it’s this icon here {indicate}, with a number showing how many
times the file was used by someone. This could be a file in a shared folder, for instance, that
other people can read or modify. If you roll your mouse over the icon {wait for them to do this},
you will get details about the most recent “access” event: the date, person who accessed the file,
and the action they performed (such as read).

“Shared with” displays the permissions for a shared file. Are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file”} There are icons
in that column that indicate whom a file is shared with: one user, multiple users, one group,
multiple groups, or everyone. {point out each of these icons on the screen}. If you roll your
mouse over the icon {wait for them to do this}, you will get more details about the specific
permissions that each of these users and groups has, such as read plus write.

You can also look up more information about a file, such as detailed file permissions and
the full history of sends and accesses. If you right click on the filename, you will see a menu item
called “Open in sharing console”. Try this with “Chapter1.pdf’.

{wait for window to pop up}

You'll see the details in this pane at the bottom”: here are some file details (such as the name),
along with the full file permissions. There is also a list of all the sharing events that happened on
that file, such as emailing and accesses. The date of the event, plus the type of event and the
user or recipient, are all listed here. You can also look up details about other file by clicking on
this button marked “View another file.”

In addition, this console has two other features. One is the search feature. You can
create a list of files sent to a specific person, or accessed by a person, for example, and the
results will be displayed for you here. {indicate pane in upper right}. To perform a search, check
the box next to the type of search (e.g., “sent to”), and write a name.

Try this out. What would you enter to find the files that were emailed to marie? ,
You can aiso click on the filenames that appear as search results, and the file details will appear
in the pane below for each file. {let them try this}

The final feature is the “alert” feature, which you can set in order to be informed when a
specific action takes place on a file, such as a specific user reading it. Clicking on the name of the
alert will show you the details, and you can edit them if you wish. {let the person view the alert
that is pre-loaded}

Any questions about this tool? Here is a handout with information if you need it for
reference.

[give participant the reference handout]

Other Tools: Outlook + File Permissions

One task you will need to perform today is looking up file permissions; are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file"}

Are you familiar with how to find permissions in XP? If not, right-click on the file, choose
“permissions”; select the “security” tab. Highlighting the name of the person will tell you what
permissions they have. The checkboxes tell you which rights the person has; even if the box is
greyed-out, if the checkbox is there, then they have that permission (such as “read”).

In Outlook, you will need to search through emails. Are you familiar with the Advanced Find
feature? It's under Tools->Find->Advanced Find, or under the “Find” pulidown on the far right of
the search toolbar {show the pulldown}

It allows you to perform complex searches. More options are available under the tabs; feel free to
explore these options.
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Any questions about these tasks or tools? Here is a handout with information if you need it for
reference.

[give participant the reference handout]

CALIBRATION

{this is done by the assistant}

I’'m working with {Emile or Alexandra} in the next room; she will be setting up the eyetracker
today. We have a mike and speakers so we can communicate.

Before you begin the tasks, we need to set up and calibrate the eyetracker. First I'll minimize the
two programs; can you maximize them again without any trouble? {make sure this is okay}.
These numbers on the screen will be used for calibrating.

[perform calibration process; start gazetracker recording]
[use Morae observer to launch recorder on remote computer]

TASKS
Okay, now we're ready to start.
Here is the scenario you will be using today; I'll read it to you and give you a copy.

Scenario: Session One

Your name is Terry Martin. It is April 10, 2008. You are an administrator at Enercomp, a large
Canadian energy and telecommunications company. You usually work in the Sackville office, but
today you have been called in to Halifax to fill in for Chris Lee, who had to leave work suddenly
due to iliness.

Chris can’t get at email, so has faxed you a list of tasks to complete today. You have full access
to Chris’s desktop, including files and emails. Please complete each task, which involves finding
the answers to some questions that Chris has.

[note that Chris and Terry are both gender-neutral names; don’t assume that “Chris” must be a
male or female; participant must be allowed to assume whichever makes the scenario most
realistic for him or her.]

[give a copy of scenario to participant]

I'll give you the set of tasks in a moment. Please do them in the order they appear. Try your best,
but if you can’t find the answer to a question, just note that on the sheet and move to the next
task. | realize this is a lot to take in all at once; please ask any questions you have at any time.

TASK SET #1 BEGIN

Okay, Terry, | have a set of questions from Chris, who had to fax us today. Chris left a
description of this computer setup, to help you find the relevant files. Here is that description
along with the tasks; Chris wants you to answer some questions and write your responses on the
paper provided. I'll be next door if you have any concerns. When you're finished, just tell us —
we’ll hear you in the next room and we’ll give you further instructions.

[give participant the stapled set of tasks. Leave]

TASK SET #1 COMPLETE

freturn to the room]
I'd like you to fill out the Questionnaire marked “Post-Task Questionnaire, Part One”, on the
laptop. I'll just need to use your computer for a moment while you do that.
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[While participant fills out questionnaire, reset environment for Task Set #2: the other file
manager, Outlook back to Inbox]

. file away the paperwork from the first session
. put the yellow folder on the desk (far side)

WARM-UP - for other file manager
If they are using Carbon:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.} Do you have any questions? Here is a handout
with information if you need it for reference.

[give them the handout]

If they are using Helium:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.}

You may have noticed that there are some unfamiliar columns in this manager: “sent”;
“accessed”; and “shared with”. These columns describe actions that have taken place on shared
files, as well as file permissions.

“Sent”, with this icon {indicate on screen}, indicates that the file has been sent to someone, for
example, over email; the number indicates how many times the file has been sent. If you roll your
mouse over the icon {wait for them to do this}, you will get details about the most recent “send”
event: the date, recipient, method of sending, and extra details such as the subject line of the
email that the file was attached to.

“Accessed” is similar; it's this icon here {indicate}, with a number showing how many
times the file was used by someone. This could be a file in a shared folder, for instance, that
other people can read or modify. If you roll your mouse over the icon {wait for them to do this},
you will get details about the most recent “access” event: the date, person who accessed the file,
and the action they performed (such as read).

“Shared with” displays the permissions for a shared file. Are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file”} There are icons
in that column that indicate whom a file is shared with: one user, multiple users, one group,
multiple groups, or everyone. {point out each of these icons on the screen}. If you roll your
mouse over the icon {wait for them to do this}, you will get more details about the specific
permissions that each of these users and groups has, such as read plus write.

You can also look up more information about a file, such as detailed file permissions and the full
history of sends and accesses. If you right click on the filename, you will see a menu item called
“Open in console”. Try this with “Chapter1.pdf”.

{wait for window to pop up}

You'll see the details in this pane at the bottom”: here are some file details (such as the name),
along with the full file permissions. There is also a list of all the sharing events that happened on
that file, such as emailing and accesses. The date of the event, plus the type of event and the
user or recipient, are all listed here. You can also look up details about other file by clicking on
this button marked “View another file.”
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In addition, this console has two other features. One is the search feature. You can create a list of
files sent to a specific person, or accessed by a person, for example, and the results will be
displayed for you here. {indicate pane in upper right}. To perform a search, check the box next to
the type of search (e.g., “sent to”), and write a name.

Try this out. What would you enter to find the files that were emailed to marie?

The final feature is the “alert” feature, which you can set in order to be informed when a specific
action takes place on a file, such as a specific user reading it. Clicking on the name of the alert
will show you the details, and you can edit them if you wish. {let the person view the alert that is
pre-loaded}

Any questions about this tool? Here is a handout with information if you need it for reference.
[give them the reference handouf]
RE-CALIBRATION

Before you start the second half, we need to recalibrate the eyetracker. As before, I'll minimize
the two programs, and {Emile or Alexandra} next door will talk you through the process, as
before.

[perform calibration process]

I'll give you the set of tasks in a moment. Please do them in the order they appear. Try your best,
but if you can’t find the answer to a question, just note that on the sheet and move to the next
task. Again, please do ask any questions you have.

TASK SET #2 BEGIN

Okay, Terry, | have some more faxed questions from Chris. As before, Chris wants you to answer
some questions and write your responses on the paper provided. I'll be next door if you have any
concerns. Tell me when you're done and I'li give you further instructions.

[give participant the stapled set of tasks. Leave room]
TASK SET #2 COMPLETE

Now that you’re finished the tasks, I'd like you to complete a questionnaire on the laptop behind
you. It's the link called “Post-Task Questionnaire #2” Let me know when you’re done.

FINAL QUESTIONNAIRE
| have one final questionnaire for you to complete today ~ this one is on paper. You'll find it in the
yellow folder on your desk. Again, just let me know when you’re done.

END - go back to the room.

Thank you very much for coming in today. You are scheduled to return for the second session on
[....]- Here is your honorarium.

[get participant to complete receipt; pay them]

**Save the Morae file when they leave **
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Script, Session Two
Preliminaries

Thank you for coming back for the second half of the study.

As | told you last time, we are studying how to effectively manage shared files, and part of this
research involves the design of file management tools. As before, you will be performing a few
tasks with computer files: you will be playing the role of an administrator who is filling in for an
absent employee. This time, one week has passed since you were here last, and the computer
files have changed in your absence.

You will be completing two sets of tasks with different tools; these are the same tools that you
used when you were here last. At the very end of the session we’ll have a discussion about your
experience with the tools. We will be recording your computer session (for example, mouse
clicks) as well as your eye movements using this eyetracker.

Before we start, do you have any additional questions?
Introduction to the tools

Just as a reminder from last time...

You will be using two applications today: Microsoft Outiook for email, as well as a file manager.
Are you familiar with the term file manager? {If not: “It is the program you use to view your files
and folders, and to navigate through your files.”} The file manager you will use now is shown here
on the screen. You should keep both the file manager and Outlook open throughout the tasks,
rather than opening and closing them. You can minimize them if you need to, though, using this
button on the top right.

If they are using Carbon:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.} Do you have any questions? Here is a handout
with information if you need it for reference.

[give them the handout]

If they are using Helium:

This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.}

You may have noticed that there are some unfamiliar columns in this manager: “sent”;
“accessed”; and “shared with”. These columns describe actions that have taken place on shared
files, as well as file permissions.

“Sent”, with this icon {indicate on screen}, indicates that the file has been sent to someone, for
example, over email; the number indicates how many times the file has been sent. If you roll your
mouse over the icon {wait for them to do this}, you will get details about the most recent “send”
event: the date, recipient, method of sending, and extra details such as the subject line of the
email that the file was attached to.

“Accessed” is similar; it's this icon here {indicate}, with a number showing how many
times the file was used by someone. This could be a file in a shared folder, for instance, that
other people can read or modify. If you roll your mouse over the icon {wait for them to do this},
you will get details about the most recent “access” event: the date, person who accessed the file,
and the action they performed (such as read).
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“Shared with” displays the permissions for a shared file. Are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file”} There are icons
in that column that indicate whom a file is shared with: one user, multiple users, one group,
multiple groups, or everyone. {point out each of these icons on the screen}. If you roll your
mouse over the icon {wait for them to do this}, you will get more details about the specific
permissions that each of these users and groups has, such as read plus write.

You can also look up more information about a file, such as detailed file permissions and
the full history of sends and accesses. If you right click on the filename, you will see a menu item
called “Open in sharing console”. Try this with “Chapter1.pdf’.

{wait for window to pop up}

You’ll see the details in this pane at the bottom”: here are some file details (such as the name),
along with the full file permissions. There is also a list of all the sharing events that happened on
that file, such as emailing and accesses. The date of the event, plus the type of event and the
user or recipient, are all listed here. You can also look up details about other file by clicking on
this button marked “View another file.”

In addition, this console has two other features. One is the search feature. You can
create a list of files sent to a specific person, or accessed by a person, for example, and the
results will be displayed for you here. {indicate pane in upper right}. To perform a search, check
the box next to the type of search (e.g., “sent to”), and write a name.

Try this out. What would you enter to find the files that were emailed to marie?

You can also click on the filenames that appear as search results, and the file details will appear
in the pane below for each file. {let them try this}

The final feature is the “alert” feature, which you can set in order to be informed when a specific
action takes place on a file, such as a specific user reading it. Clicking on the name of the alert

will show you the details, and you can edit them if you wish. {let the person view the alert that is
pre-loaded,; this is used during the session } I'll have you open the NewFund.doc alert: see that

Chris wants to know when Sheri Stack reads the NewFund.doc file.

Any questions about this tool? Here is a handout with information if you need it for reference.
[give them the reference handout]

Other Tools: Outlook + File Permissions

One task you will need to perform today is looking up file permissions; are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file”}

Are you familiar with how to find permissions in XP? If not, right-click on the file, choose
“permissions”; select the “security” tab. Highlighting the name of the person will tell you what
permissions they have. The checkboxes tell you which rights the person has; even if the box is
greyed-out, if the checkbox is there, then they have that permission (such as “read”).

In Outlook, you will need to search through emails. Are you familiar with the Advanced Find
feature? It's under Tools->Find->Advanced Find, or under the “Find” pulldown on the far right of
the search toolbar {show the pulldown}

It allows you to perform complex searches. More options are available under the tabs; feel free to
explore these options.

Any questions about these tasks or tools? Here is a handout with information if you need it for
reference.
[give participant the reference handout]

CALIBRATION

{this is done by the assistant}

I’'m working with {Emile or Alexandra} in the next room; she will be setting up the eyetracker
today. We have a mike and speakers so we can communicate.
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Before you begin the tasks, we need to set up and calibrate the eyetracker. First I'll minimize the
two programs; can you maximize them again without any trouble? {make sure this is okay}.
These numbers on the screen will be used for calibrating.

. perform calibration process

. start gazetracker recording

. use Morae observer to launch recorder on remote computer
TASKS

Okay, now we’re ready to start.
Here is the scenario you will be using today; I'll read it to you and give you a copy.

Scenario: Session Two

Your name is Terry Martin. It is April 17, 2008. You are an administrator at Enercomp, a large
Canadian energy and telecommunications company. You usually work in the Sackville office, but
today you have been called back in to Halifax to fill in for Chris Lee, who had a medical
emergency. Chris has been performing computer tasks since you left, such as sending and
receiving email and working on documents, so the computer system is not identical to what it was
when you left on April 10th.

Chris can’t get at email, so has faxed you a list of tasks to complete today. You have full access
to Chris’s desktop, including files and emails. Please complete each task, which involves finding
the answers to some questions that Chris has.

. give a copy of scenario to participant

I'll give you the set of tasks in a moment. Please do them in the order they appear. Try your best,
but if you can’t find the answer to a question, just note that on the sheet and move to the next
task. | realize this is a lot to take in all at once; please ask any questions you have at any time.

. Turn on the alert NOW (3 minutes) BUT only if this is Helium
TASK SET #1 BEGIN

Okay, Terry, thanks for coming back. | have another set of questions from Chris, who had to fax
us today. Chris left a description of this computer setup, to help you find the relevant files. Here
is that description along with the tasks; Chris wants you to answer some questions and write your
responses on the paper provided. I'll be next door if you have any concerns. When you’re
finished, just tell us — we’ll hear you in the next room and we’ll give you further instructions.

[give participant the stapled set of tasks. Leave]
TASK SET #1 COMPLETE

[return to the room]

I'd like you to fill out the Questionnaire marked “Post-Task Questionnaire, Part One”, on the
laptop. I'll just need to use your computer for a moment while you do that.

[While participant fills out questionnaire, reset environment for Task Set #2: the other file
manager, Outlook back to Inbox]

. if they are starting with Helium *only*: set up the Alert timer (3 min)
. file away the paperwork from the first session
. put the yellow folder on the desk (far side)

WARM-UP - for other file manager
If they are using Carbon:
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This is the file manager you will be using. It is similar to other XP managers, such as
Windows Explorer. Note that the “up” and “back” arrows are here on the top right of the window.
Feel free to navigate through the file system now to get comfortable with the tool....Now, I'll get
you to navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the
warm-up, otherwise allow them more practice.} Do you have any questions? Here is a handout
with information if you need it for reference.

[give them the handout]

If they are using Helium:

This is the file manager you will be using. It is similar to other XP managers, such as Windows
Explorer. Note that the “up” and “back” arrows are here on the top right of the window. Feel free
to navigate through the file system now to get comfortable with the tool....Now, I'll get you to
navigate to the folder “C:\demo”. {If they can do that without problems, you can stop the warm-up,
otherwise allow them more practice.}

You may have noticed that there are some unfamiliar columns in this manager: “sent”;
“accessed”; and “shared with”. These columns describe actions that have taken place on shared
files, as well as file permissions.

“Sent”, with this icon {indicate on screen}, indicates that the file has been sent to someone, for
example, over email; the number indicates how many times the file has been sent. If you roll your
mouse over the icon {wait for them to do this}, you will get details about the most recent “send”
event: the date, recipient, method of sending, and extra details such as the subject line of the
email that the file was attached to.

“Accessed” is similar; it’s this icon here {indicate}, with a number showing how many
times the file was used by someone. This could be a file in a shared folder, for instance, that
other people can read or modify. If you roll your mouse over the icon {wait for them to do this},
you will get details about the most recent “access” event: the date, person who accessed the file,
and the action they performed (such as read).

“Shared with” displays the permissions for a shared file. Are you familiar with file
permissions? {If not: “permissions describe what can be done to the file, and by which people,
such as “only Pat can read this file, and Pat cannot write (that is, modify) the file”} There are icons
in that column that indicate whom a file is shared with: one user, multiple users, one group,
multiple groups, or everyone. {point out each of these icons on the screen}. If you roll your
mouse over the icon {wait for them to do this}, you will get more details about the specific
permissions that each of these users and groups has, such as read plus write.

You can also look up more information about a file, such as detailed file permissions and
the full history of sends and accesses. If you right click on the filename, you will see a menu item
called “Open in sharing console”. Try this with “Chapter1.pdf’.

{wait for window to pop up}

You'll see the details in this pane at the bottom”: here are some file details (such as the name),
along with the full file permissions. There is also a list of all the sharing events that happened on
that file, such as emailing and accesses. The date of the event, plus the type of event and the
user or recipient, are all listed here. You can also look up details about other file by clicking on
this button marked “View another file.”

In addition, this console has two other features. One is the search feature. You can
create a list of files sent to a specific person, or accessed by a person, for example, and the
results will be displayed for you here. {indicate pane in upper right}. To perform a search, check
the box next to the type of search (e.g., “sent to”), and write a name.

Try this out. What would you enter to find the files that were emailed to marie?

You can also click on the filenames that appear as search results, and the file details will appear
in the pane below for each file. {let them try this}

The final feature is the “alert” feature, which you can set in order to be informed when a specific
action takes place on a file, such as a specific user reading it. Clicking on the name of the alert

will show you the details, and you can edit them if you wish. {let the person view the alert that is
pre-loaded; this is used during the session } I'll have you open the NewFund.doc alert: see that

Chris wants to know when Sheri Stack reads the NewFund.doc file.
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Any questions about this tool? Here is @ handout with information if you need it for reference.
[give them the reference handouf]

RE-CALIBRATION

Before you start the second half, we need to recalibrate the eyetracker. As before, I'll minimize
the two programs, and {Emile or Alexandra} next door wili talk you through the process, as
before.

[perform calibration process]

I'll give you the set of tasks in a moment. Please do them in the order they appear. Try your best,
but if you can’t find the answer to a question, just note that on the sheet and move to the next
task. Again, please do ask any questions you have.

. Turn on the alert NOW (3 minutes) BUT only if this is Helium

TASK SET #2 BEGIN

Okay, Terry, | have some more faxed questions from Chris. As before, Chris wants you to answer
some questions and write your responses on the paper provided. I'll be next door if you have any
concerns. Tell me when you're done and I'll give you further instructions.

[give participant the stapled set of tasks.]
TASK SET #2 COMPLETE

Now that you're finished the tasks, I'd like you to complete a questionnaire on the laptop.
It’s the link called “Post-Task Questionnaire #2” Let me know when you're done...

. stop Gazetracker
. stop Morae. Save wmv file to USB keychain drive
PAPER QUESTIONNAIRE

I have another questionnaire for you to complete today ~ this one is on paper. You'll find it in the
yellow folder on your desk. Again, just let me know when you’re done.

TAM QUESTIONNAIRE
| have one final questionnaire for you to complete today — it is on the laptop, under the link
marked “TAM questionnaire”. Again, just let me know when you're done.

TALK-AFTER

. start the A/V recording (online + the three DVD recorders)

[Go back to the room.[

Pl come back now and replay your session so we can discuss your experience with the file
managers.

. Put USB key in the drive; bring completed task set with Helium (to follow along with)

Talk-after questions:
Very open-ended. “Talk me through what you did here”; If there are problems: “What was your
approach?"“What are you looking for here?”

END
Thank you very much for coming in today. Here is your honorarium.

® get participant to complete receipt; pay them

® ask if they want to be contacted via email for one followup question in two weeks time.
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Task Faxes

The following are the texts that were given to each participant, describing the information they
were meant to find as part of the scenario. Some whitespace has been removed for space
considerations. Session One had eight faxes; Session Two had nine. The introductions are also
provided, in which “Chris Martin” describes the work environment (file system organization as well
as professional colleagues).

Session One

Introduction

Fax ID: S118761110VW
From: Chris Lee
Attn: Terry Martin
Date: April 10, 2008

Terry:
Thanks so much for filling in on short notice!

I'1ll give you a quick overview of my desktop setup, to help you
get started:

All my work-related documents are stored in “C:\chris’s docs”,
with folders for various projects. Files that I share with my
colleagues are stored under “C:\Sharing-Folder”.

My colleagues here at Enercomp Legal are Alan Aronowitz, Sara
Shackleton, Mark Taylor, and Dave Samuels. You’ll find a lot of
emall correspondence between us -- feel free to search through it
today if you need to.

Most of my incoming email is filed away in folders; my Inbox has
recent email in it. Most of my outgoing correspondence is in the
“Sent Items” folder. However, I file a lot of my incoming and
outgoing email in “all_documents”: I keep important messages
here, and this is where a lot of my email with attachments is. So
yvou’ll find attachments in both “all_documents” and “Sent Items”.

I have a few tasks that I need you to do for me today. Most of
them require you to look up information on my computer. If you
can‘t find the answer, just do your best; you can write down “I
couldn’t answer this question” if you need to.

You don‘t need to fix anything: just write down what you find on
these sheets, and 1’1l read them when I get back and make any
required changes. Thanks!
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Task A

Fax ID: S1P12008CPAR0021A
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:
I’'ve been revising a spreadsheet for the ClickPaper project: the
file is clickpaper-mar-05.xls. It can be found in

C:/chris’s docs/forms/.

I don’t remember if I emailed a copy of this to anyone: could you
check for me? If I did, could you tell me all the people I
emailed it to, so I can send them an updated version?

Your notes
a. Was it emailed?

b. If so, to whom? (You can just tell me the name(s); don’t
bother with the address part.)

Task B

Fax ID: S1P12008AQAB0020B
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:

I'm not sure if I set up the file permissions correctly for one
of my recent documents:
C:\Sharing-Folder\legal\acquisitions2008.doc

I want the “legal” group to be able to modify this file. Could

you check whether this group has modify permission? If not, what
are the actual permissions on that file (acguisitions2008.doc)?

Your notes
Is “modify” allowed for legal?

If not, the actual permissions for legal are:
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Task C

Fax ID: S1P12008NRGAB0024C
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:

I'm creating an “industry forecast” on the Canadian oil and gas
sector. I was working on it at home and I don’t remember if T
copied that file back to my office computer; could you check? The
filename is “energy_2008_g3.doc”; if I remembered to copy it
over, it will be in C:\chris’s docs\drafts. Let me know if it’s
there or not. If it is, could you check the “last modified” date
for me, so I’'l1l know when it was updated?

Your notes
Is the file there?
If yes, last modified date:

Task D

Fax ID: S1P12008HB0B0024*D
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:

Our group recently provided some policy guidelines for other
internal Enercomp groups; they’re in the “handbook” folder in
C:/Sharing-Folder. I’'ve been wondering whether these guidelines
are useful to any employees. In particular, could you check the
files “merger_guide.doc” and “Leave Guidelines.doc” to see if
they have been accessed by anyone?

If they have, could you please write down

i) how many times the file was accessed;

ii) the name of the person who accessed the file most
recently; and

1ii) the date of most recent access:

Your notes
merger_guide.doc:

* number of times accessed:
* person who accessed most recently:
* date of most recent access:

Leave Guidelines.doc:

* number of times accessed:
* person who accessed most recently:
* date of most recent access:
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Task E

Fax ID: S1P*2008SA20025E
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:

We’'re hiring an intern to work with Sara Shackleton this summer,
and I want to make sure that person can “hit the ground running.”
I need to provide copies of all files that I’ve made available to
Sara, so I can ensure they are available to the intern: this
includes all emailed documents as well as items in shared
folders. Could you please make a list of all files that:

a) Sara has received from me over email, and
b) all files that Sara currently can access (either read or
write)?

I'm going to start small; you can just write down the first three
files you find in each category. Also, don’t worry about writing
down the location (i.e., the folder name(s)) - just the filename.
Your notes

Emailed files:

1.

2.

3.

Files in shared folders:
1.
2.
3.

Task F

Fax ID: S1P2x2008PLAO32F
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry:

Head office wants to make sure we didn’'t leak any copies of our
strategy document (C:\chris’s docs\planning-docs\2009_plans.doc).
I am reasonably confident that I didn’t send this out...but I
would really like to make sure. Could you check that I didn’t
email this as an attachment to anyone?

Your notes

Did I send it out?

If so, to whom?
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Task G

Fax ID: S1P2x2008PLA053G
From: Chris Lee

Attn: Terry Martin

Date: April 10, 2008

Terry -

Dave Samuels is the newest member of our team, and we’re still
fixing technical problems for him. He told me he needs to edit
C:\Sharing-Folder\forms\template.doc. Could you check whether
Dave has the correct permissions for modifying that file? If he
doesn’t, tell me what his permissions are currently set to:

Your notes

Are permissions correct? __ ves no

Actual permissions:

Task H

Fax ID: S1P2x2008LE021H
From: Chris Lee

Attn: Terry Martin
Date: April 10, 2008

Terry -

I meant to put a copy of the file “contracts.doc” in the legal
group shared folder (“C:\Sharing-Folder\legal”): could you
confirm whether that file is there or not? If it is, could you
tell me if it was modified in the last 24 hours (April 9 or
later), while I‘'ve been away?

Your notes

Is file there? __ yes no

Was it modified in the last 24 hours? ___yes no
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Session Two

Introduction

Fax ID: $218761110VW
From: Chris Lee
Attn: Terry Martin
Date: April 17, 2008

Terry -

Hello again, one week later! Thanks for your help last time and
this time, too; I really appreciate your coming back to help.

Like last time, I have some unfinished items I need you to deal

with. As a reminder, all my work-related documents are stored in
“C:\chris’s docs”, with folders for various projects. Files that
I share with my colleagues are stored under “C:\Sharing-Folder”.

My colleagues here at Enercomp Legal are Alan Aronowitz, Sara
Shackleton, Mark Taylor, and Dave Samuels. You’ll find a lot of
emall correspondence between us -- feel free to search through it
today if you need to.

Most of my incoming email is filed away in folders; my Inbox has
recent email in it. Most of my outgoing correspondence is in the
“Sent Items” folder. However, I file a lot of my incoming and
outgoing email in “all_documents”: I keep important messages
here, and this is where a lot of my email with attachments is. So
you’ll find attachments in both "“all_documents” and “Sent Items”.

I have a few tasks that I need you to do for me today. Most of
them require you to look up information on my computer. If you
can’'t find the answer, just do your best; you can write down “I
couldn’t answer this question” if you need to.

You don’t need to fix anything: just write down what you find on
these sheets, and I’'ll read them when I get back and make any
required changes. Thanks!
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Task |

Fax ID: S2Bx2008PLAOL1I
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

I just got a call from Communications & Marketing: apparently
there were some major errors in the April 13th press release;
it’s C:\chris’s docs\Communications\PR_aprl3_08.pdf

I was asked to provide updated versions of the press release to
anyone who was sent a copy with the errors in it. First I need to
find out who got a copy of that file.

Please make me a list of all the email recipients of this file
(i.e., everyone who I emailed this attachment to). This could
have gone out anytime between April 13th and yesterday (April
l6th). I just need their email addresses.

Your notes

Email addresses of all who got a copy of PR_aprl3_08.pdf via
email:

Task J

Fax ID: S2Bx2008ND051J
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

One of our non-disclosure agreements was accidentally put in the
public shared folder: C:\Sharing-Folder\public. The filename is
nda.pdf. That’'s a sensitive document, and I’'m worried that it
might have leaked. I don’'t know if anybody accessed it, though,
so we might be safe. If the file was accessed between April 13°F
and today, then we may have a problem.

If there were any accesses, then give me as many details as vyou
can (such as the time of access, or anything else you can find).
That will help with damage control!

Your notes

1) Did anyone access the file nda.pdf between April 13*® and
April 17" (today)?
2) If so, give me all the details you can find about any

3th

accesses (such as time), between April 1 and today:
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Task K

Fax ID: S2Bx2008GE083K
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

Sara wants me and Alan to review and edit a draft of the General
Electric prospectus; she told me it was called “GE_prospect.doc”,
and it should be in C:\Sharing-Folder\legal. Is there a copy of
that document in that folder? If so, can you check if Alan and I
have both read and write permission on that file?

Your notes
1. Is GE_prospect.doc in the legal folder-?

2. If so,
1) Do I have read and write permissions on it?

ii) Does Alan Aronowitz have read and write permissions on 1it?

Task L

Fax ID: S2P*x2008PLAO4L
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

I fixed some more file permissions for Dave - thanks for giving
me the information last week. I think it’s all correct now, but
just as a quick check: could you see whether Dave has accessed
the file C:\Sharing-Folder\forms\template.doc since April 12th?
If he did, what action did he perform (e.g., read, write...)?

Your notes

a) Has Dave accessed template.doc since April 12th-?

b) If so, what action did he perform?
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Task M

Fax ID: S2P*x2008TM014M
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

On April 12th, one of the Finance employees left Enercomp to take
a job at another company. His name is Tom Moran; he used to work
with us in Legal, a few months ago. I need to create a list of
documents that he might have had access to, 1in case there are any
intellectual property concerns in future.

Could you please create a list of all files that a) Tom has

received from me over email, and b) whether Tom accessed any
files in our shared legal folder since he left on April 13th?

Your notes

Files emailed to Tom (you can just write the filename; I don'’t
need the path/folder):

Tom’s accesses in C:\Sharing-Folder\legal after April 13th:

Task N

Fax ID: S2P*x2008ACK035N
From: Chris Lee

Attn: Terry Martin

Date: April 17, 2008

Terry -

Communications & Marketing are creating a summary of how our
reports are being used by other departments and outside the firm.
Legal put some materials in the C:\Sharing Folder\public folder,
so that customers and others could get useful information. We'’re
supposed to report on our successes: could you tell me which
three files have been accessed the most? We’ll probably move
those to a more prominent spot on the Enercomp external web site.

Your notes

Three most-accessed files in Sharing Folder\public\:
1.
2.
3.
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Task O

Fax ID: S2Bx2008CP0310
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

I'm still re-drafting that ClickPaper spreadsheet - if I recall,
it’s in C:\chris’s docs\forms\clickpaper-mar-05.xls. I vaguely
recall emailing this out to someone for fact checking, but I have
no idea who that was; it would have been since you were here, so
April 11 or later.

So could you check who it was I sent that file to?

Your notes

Who did I email clickpaper-mar-05.xls to (April 11*" or later)?

Task P

Fax ID: S2Bx2008MER042P
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

I put a copy of the file “merger.doc” in the “forms” shared
folder (“C:\Sharing-Folder\forms”).

I'd like to know if the document is useful to the team or not.
Find out any details you can about accesses to file since you
were here last, which would be April 11lth or later. (Details
would include time of last access, for example, or any other
information about accesses that you can find out.) That will help
me to see how the file is being used by my colleagues.

Your notes:

Did anyone access C:\Sharing-Folder\forms\merger.doc on April 11
or later?

If so, provide all the details you can find about any accesses
{(such as time):
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Task Q

Fax ID: S2Bx2008BP062Q
From: Chris Lee

Attn: Terry Martin
Date: April 17, 2008

Terry -

We’'ve created a joint shared folder for the British Petroleum
project, for Legal and Finance. It’s C:\Sharing-Folder\BP. I
believe there is a file in there called options.doc: everybody in
Legal as well as Finance should have read access to this, but
nobody else should. Could you check whether the file is there,
and if the permissions are set properly?

If there’s an error, write it down below and I‘1ll get Tech
Support to fix it ASAP:

Your notes
1. Is options.doc in the BP folder?

2. If so: check file permissions for C:\Sharing-
Folder\BP\options.doc

i) Do only Legal and Finance have access (and no one else)?

ii) Do Legal and Finance have read access?



Usability Questionnaire
This questionnaire consists of 17 items (Q1-17) from the Computer System Usability
Questionnaire (CSUQ) and 2 items (Q18-19) from the After-Scenario Questionnaire (ASQ).

330

strongly strongly
disagree agree
1 2| 3]|4]|5]|6]|7

csuQ
1. OQverall, | am satisfied with how easy it is to use

this file manager o o o o 0 o
2. It was simple to use this file manager
3. | could effectively complete my work using this

file manager 0 cjojojojojo
4. |was able to complete my work quickly using this

file manager 0 0 0 o 0 o 0
5. 1 was able to efficiently complete my work using

this file manager 0 cjojojojojo
6. | felt comfortable using this file manager o) fo) o) 0o o) o) fo)
7. It was easy to learn to use this file manager o) fo) o) 0o o o) 0
8. | Dbelieve | became productive quickly using this

file manager o o o o o o o
9. Whenever | made a mistake using the file

manager, | could recover easily and quickly 0 0 0 o 0 0
10. It was easy to find the information | needed
11. The information provided by the file manager was

easy to understand o o 0 o 0 o 0
12. The information was effective in helping me

complete the tasks and scenarios 0 0 0 0 0 0 0
13. The organization of information in the file

manager was clear o cljo|o]jojojo
14. The interface of this file manager is pleasant o) fo) o) o o) ol o
15. | liked using the interface of this file manager fo) fo) o) o) fo) 0o fo)
16. This file manager has all the functions and

capabilities | expect it to have 0 cjojo0jojojo
17. Overall, | am satisfied with this file manager o ololololol o
ASQ
18. Overall, | am satisfied with the ease of

completing the tasks in this scenario o o o o o o 0
19. Overall, | am satisfied with the amount of time it

took to complete the tasks in this scenario. o 0 o o o o o
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Questionnaire: Post-Session Comparison (Session One)

Note that the order in which the two managers were presented varied depending on the order
actually used in that session. The example below is for an odd-numbered participant, who used
the control (Carbon) first. In addition, the questionnaire was printed in landscape orientation, so
the managers were shown side by side; they are re-arranged in the example below due to space
constraints.
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The file managers are shown above, in the order you used them. For each
of the tasks you performed today, which file manager do you think best
helped you complete that task? Check the appropriate box for each task
below:

1. Task: Checking file permissions Carbon__
Helium___ both were the same ___
2. Task: Determining who a file was sent to, if anyone Carbon__ Helium__

both were the same ___

3. Task: Checking the “last modified” date of a file Carbon__
Helium__ both were the same

{screenshots reprinted here in original questionnaire, for convenience; omitted for space}
Please answer these questions about the two file managers you used
today. They are shown above in the order you used them.

I. Overall, it was simpler to use this file manager
Carbon__ Helium__

2. | could more effectively complete the tasks using this file manager
Carbon__ Helium___

3. | was able to complete the tasks quicker using this file manager
Carbon__  Helium__

4. It was easier to find the information | needed using this file manager
Carbon__  Helium__

5. | had greater awareness of which files were shared with whom using this file manager
Carbon__  Helium__

6. | had more complete information about shared files using this file manager
Carbon__ Helium___

7. | believe | could manage my shared files better using this file manager
Carbon__  Helium__

8. Overall, | prefer: Carbon__  Helium__

Why?
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Questionnaire: Post-Session Comparison (Session Two)

Note that the order in which the two managers were presented varied depending on the order
actually used in that session. The example below is for an even-numbered participant, who used
the new manager (Helium) first. In addition, the questionnaire was printed in landscape
orientation, so the managers were shown side by side; they are re-arranged in the example below
due to space constraints.
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The file managers are shown above, in the order you used them. For each of the
tasks you performed today, which file manager do you think best helped you
complete that task? Check the appropriate box for each task below:

Task: Checking file permissions
Helium__ Carbon___ both were the same ___

Task: Determining who a file was sent to, if anyone
Helium__ Carbon___ both were the same ____

Task: Finding information about past accesses on a file
Helium__ Carbon__ both were the same ____

{screenshots reprinted here in original questionnaire, for convenience; omitted for space}

Please answer these questions about the two file managers you used today. They
are shown above in the order you used them.

1. Overall, it was simpler to use this file manager

Helium__ Carbon__

2. | could more effectively complete the tasks using this file manager
Helium__ Carbon__

3. I was able to complete the tasks quicker using this file manager
Helium__ Carbon__

4. It was easier to find the information | needed using this file manager
Helium__ Carbon___

5. | was better able to find out how the workspace had changed during my absence (e.g., the
“week” since the last session) using this file manager

Helium__ Carbon__

6. | was better able to keep track of events on shared files using this file manager
Helium__ Carbon__

7. | was better able to find out who had made changes to shared files using this file manager
Helium__ Carbon__

8. I had greater awareness of which files were shared with whom using this file manager
Helium__ Carbon___

9. I had more complete information about shared files using this file manager
Helium__ Carbon__

10. | believe | could manage my shared files better using this file manager
Helium__ Carbon__

11. Overall, | prefer: Helium__ Carbon__

Why?
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The following questions are about the “Helium” file manager (shown above).
Indicate your level of agreement with each statement below:
1723 4,567

1. | found it difficult to understand the strongly strongly
information about shared files provided by agree O O O 0O 0O O O disagree
the file manager.
2. | was able to easily find the information | strongly strongly
needed, about shared files, using this file agree 0.0 O O OO0 O disagree
manager.
3. | found it difficult to learn to use this file strongly strongly
manager. agree 00000O0O0 disagree
4. | was able to perceive information about strongly strongly
shared files “at a glance” using this file agee O O O, 0 O O O disagree
manager
5. The information provided by the file strongly strongly
manager was not useful for completing the agree O 0O O O O O O disagree
tasks.
6. The information displayed by this file strongly strongly
manager is presented in a non-intrusive agee O 0 O O O O O disagree
manner.
7. There is too much information displayed in | strongly strongly
this file manager. agree 0/6,0 0|0 0O disagree
Comments:
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This final set of questions asks you to discuss what changes, if any, you would make to improve
the features of the file manager (including the Sharing Console). You may also discuss any
problems you had with these features, feel free to draw on this sheet.

Describe improvements for and/or problems with:
1. The file manager columns (“sent”; “accessed”; “shared with”), including pop-ups

2. The search feature in the Sharing Console:
3. The file details in the Sharing Console:
4. The alert in the Sharing Console:

5. Are there any features you think were missing from the file manager and/or the console, that
you think would help you to manage your shared files? If so, please describe:

Screenshots: these were embedded within the original questionnaire (landscape format) for
reference and for drawing on; moved to bottom of this page due to space constraints.
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Technology Acceptance Model (TAM) Questionnaire

337

strongly strongly
disagree agree
1 6 7
1. Using this file manager in my job would enable o o o
me to accomplish tasks more quickly
2. Using this file manager would improve my job
performance 0 °©10
3. Using this file manager in my job would increase o o o
my productivity
4. Using this file manager would enhance my o o o
effectiveness on the job
5. Using this file manager would make it easier to o o o
do my job
6. | would find this file manager useful in my job
7. Learning to operate this file manager would be
easy for me.
8. | would find it easy to get this file manager to do
what | want it to do 0 0 0
9. My interaction with this file manager wouid be o o o
clear and understandable
10. | would find this file manager to be flexible to
interact with 0 °cl09
11. It would be easy for me to become skilful at using
this file manager
12. | would find this file manager easy to use
13. Assuming this file manager would be available on
my job, | predict that | will use it on a regular o] (o] (o]
basis




