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I, Todd Mowry, declare as follows:

I. INTRODUCTION

1. I submitted in this matter a prior Declaration (“First Declaration”),
which I understand was filed as Exhibit 1102 on January 22, 2024. My background
and qualifications remain as stated in paragraphs 1-16 and Exhibit A of my First
Declaration.

2. In addition to the materials listed in my First Declaration, I have
reviewed and considered Dropbox’s Petition, Patent Owner’s Preliminary Response
(“POPR”), the Board’s Institution Decision (“DI”), Patent Owner’s Response
(“POR”), and Dr. Michael Smith’s Declaration (“Smith Declaration” or Exhibit
2005), including the materials cited in these documents. I have also reviewed and
considered the transcript of Dr. Smith’s deposition held on January 9, 2025 (“Smith
Transcript”) (Exhibit 1128).

3. In forming my opinions, in addition to my knowledge and experience,
I have considered the materials cited in my First Declaration and the materials cited
herein, which are listed in Appendix A.

4. I confirm that my technical analysis, and my appraisal of a person of
ordinary skill in the art stated in paragraph 29 included in my First Declaration

remain unchanged.
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II. LEGAL PRINCIPLES

5. I confirm that my understanding of the relevant legal principles stated
in paragraphs 19-28 included in my First Declaration remain unchanged.

6. I have been informed and understand that for a patent’s claims to
receive the benefit of priority of an earlier-filed application, every application in the
priority chain between that earlier-filed application and the application in question
must support every limitation of the claim. This means every parent application
must describe every limitation of every claim and that it is not enough for the parent
application to simply render obvious the claims of the patent claims in question.

7. I have been informed and understand that whether an application
describes a patent’s claim limitations is known as the “written description
requirement.” I have been informed and understand that to satisfy the written
description requirement, the patent’s specification must describe the claimed
invention in sufficient detail that a person of ordinary skill in the art could reasonably
conclude that the inventor had possession of the claimed invention at the time of
filing.

8. I have been informed and understand that a continuation-in-part is an
application filed during the lifetime of a prior-filed nonprovisional application,
international application designating the United States, or international design

application designating the United States repeating some substantial portion or all of
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the prior-filed application and adding matter not disclosed in the prior-filed
application.

III. SUMMARY OF OPINIONS

9.  Asstated in my First Declaration, the Board need not construe any term
in the challenged claims, and the claims should be given their plain and ordinary
meaning. Dr. Smith disagrees by proposing a construction for the term
“representation of the at least one file” which is erroneous in multiple ways: it is
contrary to the express text of the claim and its plain and ordinary meaning,
improperly jams limitations into the claim term, and misreads the specification.
Still, under either the plain and ordinary meaning of the claim term or Dr. Smith’s
improper construction, the challenged claims are invalid as obvious.

10.  For the reasons discussed in my First Declaration, it is my opinion that
there is nothing inventive about claims 9-16 and 22-24 of the ’520 patent. As
detailed below, it remains my opinion that the prior art renders obvious claims 9-16
and 22-24 of the ’520 patent.

11.  As detailed below, the *520 patent is not entitled to a September 25,
2012 priority date—the filing date of U.S. Patent Application No. 13/626,635 (the
“’635 Application”) (Exhibit 2002). The excerpts identified by Dr. Smith from U.S.
Patent Application No. 13/624,906 (the “’906 Application”) (Exhibit 2004) and the

’635 Application do not provide written description support for the challenged
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claims. Patent Owner appears to contend that the challenged claims all include
limitations encompassing external messaging node functionality that was first added
in the application that issued as U.S. Patent No. 10,021,052 (the “’052 patent”) on
October 3, 2017.

12.  Nothing in the POPR, POR, Smith’s Declaration, and Smith Transcript
changes my opinions set forth in my First Declaration. As stated in my First
Declaration and in this Reply Declaration, I have interpreted the 520 patent and the
prior art references consistent with the knowledge and understanding of a person of
ordinary skill in the art. In this Reply Declaration, I respond to the areas of dispute
raised by Dr. Smith.

IV. CLAIM CONSTRUCTION

13.  The Board need not construe any term in the challenged claims to
resolve the underlying controversy because any reasonable interpretation of those
terms, consistent with their plain and ordinary meaning, reads on the prior art.

14.  Dr. Smith purports to agree with me that claims are to be given their
plain and ordinary meaning, as a person of ordinary skill in the art would have
understood at the time of the invention, and considering the language of the claims,
specification, and prosecution history. Exhibit 2005, q 17. But Dr. Smith proposes
a construction for “representation of the at least one file” that is (1) contrary to the

express text in the patent, as well as plain and ordinary meaning; (2) improperly
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imports limitations into the claim; and (3) misreads the specification. See Exhibit
2005 919/ 52-53, 59-74. Additionally, Dr. Smith does not even rely on his proposed
construction for his arguments.

15.  First, Dr. Smith proposes a definition that erroneously reads out a part
of the claim term. He defines a “representation of the at least one file” as “a file that
....” Exhibit 2005, § B.! This construction effectively reads out “representation.”
For support that the “representation of the at least one file is “itself a file,” Dr. Smith
cites claim elements 22[h], [j], and [k]. Exhibit 2005, 9 63. Those claim elements
state that a “representation of the at least one file” can be “stored” at the ““at least one
server” (in 22[h] and [j]) or “first node” (also known as the requester’s node, in
22[k]). Exhibit 1101, 56:44-48 (22[h]), 56:63-67 (22[j]), 57:1-11 (22[k]). But a
person of ordinary skill in the art would not understand this language to mean that
the “representation of the at least one file” is necessarily saved as a file. On the
contrary, the language in claim elements 22[h], [j], and [k] describe how a
“representation of the at least one file” can be “display[able]” via a “web page” (in
22[h] and [j]) or “file explorer interface of the client-based file explorer application”

(in 22[k]). Exhibit 1101, 56:44-48 (22[h]), 56:63-67 (22[j]), 57:1-11 (22[k]). The

! Emphasis added unless otherwise noted.
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claim language therefore suggests that, consistent with the claim term’s plain
meaning, a POSITA would understand a “representation of the at least one file” to
have a sign or symbol that stands in the place of (i.e., represents) a file rather than
be the literal file itself. For example, a POSITA would understand that an icon is
data, which is being stored and displayed without being the file itself. Thus, a
“representation of the at least one file” could be a thumbnail icon on a computer.
For example, for a video file, a representation of the file could be a still frame of the
video contained in the file. In other words, the video file is the “file” and the still
frame of that video file is an icon that is both stored and displayable without being
the video file itself or storing the video file.

16. I understand that during Dr. Smith’s deposition, he testified to also
understanding that a representation of an item is not the literal item itself.
Specifically, he testified that the image of an American flag is not the same as “the
somewhat abstract notion of a country” and that, “in a technical context,” the icon
of Microsoft Word is not the same as the Microsoft Word application itself. Exhibit
1128, 29:04-30:07; 32:15-36:01. Further, I understand that Dr. Smith testified that
“a file is the basic unit of storage,” meaning he understands a file is not equivalent
to a representation of the file. See id., 46:08-421.

17. Second, Dr. Smith’s proposed construction improperly imports

limitations into the claim. To begin, the context of this claim term is for the file
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requests aspect of the ’520 patent, not folder sharing (which is the subject of
IPR2024-00286). Yet, Dr. Smith cites support for the “representation of the at least
one file” by citing to disclaimed claims 1, 7, and 8, which relate to folder sharing.
Exhibit 2005, 9 60.> And the aspect of Dr. Smith’s proposed construction which
requires that requested files be stored remotely and “not communicated to the user
till the user initiates the communication,” is also language from folder sharing, not
file requests. Claim 17, which refers to folder sharing, includes the language “until
an initiation of the communication of the at least one file by a user.” Exhibit 1101,
55:24-31. Dr. Smith points to language in claim element 22[i] for justification
instead, which requires that the second node send a second email that does not
include an attachment “for permitting avoidance of the at least one file from being

communicated to and stored at the first node via the second email.” Exhibit 2005, q

2 Dr. Smith does not expand on how disclaimed claims 1, 7, and 8 support his
proposed construction. But he has not provided an errata to indicate that referencing
these folder-sharing claims to define a file-request claim term was an error. Instead,
he broadly testified during his deposition that there were “a number of other errors
and typographical problems, discovered during the course of conversation with

counsel.” Exhibit 1128, 115:13-18.
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66. Notably, claim element 22[1] does not contain language from which a person of
ordinary skill in the art would understand that the file is not communicated to the
requester (or “user” per the proposed construction) until the requester “initiates
communication.” Dr. Smith simply leaps from citing the claim language of claim
element 22[i] to stating that claim element therefore supports a narrower
interpretation that crams “till the user initiates the communication” into the claim
term. That’s incorrect. A person of ordinary skill in the art would not create an
additional requirement when reading the claim term because a different aspect of the
alleged invention includes narrower language.

18. Dr. Smith relies on claim element 22[i] for interpreting a
“representation of the at least one file” to mean that the representation does not
contain the contents of the file(s) when they are first created. Exhibit 2005, 9 66.
But claim element 22[1] does not even include the claim term. Exhibit 1101, 56:49-
62. Instead, the only claim elements in claim 22 that contain the disputed claim term
are elements [h], [j], and [k]. These claim elements are for a different aspect of the
claim invention that claim element [i1]. The focus of 22[i] is on generating a second
email and the effect of not including a file attachment (permitting avoidance of the
at least one file from being communicated to and stored at the first node via the
second email). By contrast, 22[h] and [j] focus on what occurs following a receipt

of a signal or web page, and displaying on a web page, while 22[k] relates to what
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occurs after receipt of code and detection of an indication of a selection, and
displaying on a file explorer interface. In essence, 22[h], [j], and [k] relate to when
representations are created and displayed whereas 22[i] focuses on a different aspect,
that of generating a second email and the requirement that the email “not include a
file attachment.” A person of ordinary skill in the art would not engage in the
contortion that Dr. Smith encourages to read the claim term based on claim elements
that do not mention the claim term and refer to different aspects of the claimed
invention.

19. Moreover, to the extent claim 22[i] is considered, Dr. Smith’s proposed
construction would seem to change the language of this element from one which is
permissive (“for permitting avoidance”), to language that requires avoidance (“is
stored remotely and is not communicated to the user till the user initiates the
communication.”). However, after reading Dr. Smith’s deposition transcript, it
seems unclear whether Dr. Smith has a position on whether his proposed
construction is permissive. Exhibit 1128, 118:13-120:17.

20. Dr. Smith also references other claims to support his proposed
construction. But rather than support the proposed construction, these referenced
claims highlight the error in the construction. Dr. Smith references claims 12 and
16, which include the claim term “representation of the at least one file,” and he

highlights in purple and green the various aspects he believes support specific parts
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of his construction. Exhibit 2005, 49 67-68, 70. Notably, he highlights in green that
claims 12 and 16 state “storage at the first node does not store the at least one file
when the creation of the representation of the at least one file is caused.” This
language is explicit: when a “representation of the at least one file” is created, the
“first node does not store the at least one file.” This explicit language is missing in
claim 22. And this concept of not saving a file at the first node when the
“representation of the at least one file” is created, is what Dr. Smith seems to want
to jam into the definition of a “representation of the at least one file”—perhaps
because claim 22 does not have the clear language of claims 12 and 16. But if
Dr. Smith’s proposed construction is adopted, the explicit language in claims 12 and
16 (which also have the “representation of the at least one file” term) is superfluous.
This unnatural reading, which would make language in other claims superfluous, is
not how a person of ordinary skill in the art would understand the claim term to
mean.

21. Third, Dr. Smith’s reliance on the specification’s incorporation by
reference of an abandoned related patent (the 635 application) is erroneous. Exhibit
2005, 99 71-74. Dr. Smith relies on claim 1 of the 635 application, which he
interprets as requiring a “data object” be stored “in the second execution
environment” and “accessing the representation [by the first execution environment]

includes accessing the data object from the second data store,” that means the
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detailed claims of the *520 patent must be read to require that a requested file not be
communicated to the requester “till the user initiates the communication.” Dr.
Smith’s citations to the 635 application do not identify what is initiating “accessing”
of the “data object” or whether accessing requires the requester to initiate the
communication. Based on Dr. Smith’s citations, nothing precludes a communication
of the “data object” separate from “accessing.”

22. Insum, I maintain the opinion that no construction is needed. But even
if the Board were to construe the term, and even if it were to adopt Dr. Smith’s claim
construction, the claims at issue are still invalid as obvious under either the erroneous
claim construction Dr. Smith advocates, or the term’s plain and ordinary meaning.

V.  PRIORITY DATE

23.  Dr. Smith opines that the 906 Application and the 635 Application
(collectively the “Original Applications”) provide written description support for the
challenged claims of the 520 patent and thus the challenged claims of the *520
patent are entitled to a September 25, 2012 priority date—the filing date of the 635
Application. Exhibit 2005, 99 83-85. I disagree.

24.  Dr. Smith supports his statement by pointing to a prior litigation
between the parties where he submitted a declaration in support of Patent Owner’s
opposition to a motion for partial summary judgment regarding priority date and the

Court denied the summary judgment motion. Exhibit 2005, 4 84. Dr. Smith’s
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summary of the related case, Motion Offense, LLC v. Dropbox, Inc., WDTX-6:20-
cv-251 (W.D. Tex.) (“MO-DB-1"), omits that although the District Court denied
Petitioner’s motion summary for summary judgment, the Court’s final judgment
found that Patent Owner was not entitled to the September 25, 2012 priority date for
the related patents litigated in that case. Exhibit 1129, 2.

25.  Dr. Smith also supports his opinion by an attached Appendix that he
asserts provides support for a September 25, 2012 priority date. Exhibit 2005, 9§ 84.
The Appendix consists of a chart of excerpts from the Original Applications. Exhibit
2005, Appendix 1. Dr. Smith does not explain in his declaration or the Appendix
how the excerpts of the Original Applications provide support for the limitations of
the challenged claims of the *520 patent. I disagree that the excerpts of the Original
Applications identified by Dr. Smith provide written description support for the
challenged claims of the 520 patent.

26. The ’520 patent is a continuation of U.S. Patent No. 11,044,215 (the
“215 patent”), which is a continuation of U.S. Patent No. 10,587,548 (the “’548
patent”), which is a continuation of the 052 patent. The ’052 patent was filed on
October 3,2017. The *052 patent is a continuation-in-part of abandoned U.S. Patent
Application No. 14/274,623, filed on May 9, 2014, which is a continuation-in-part
of'the 906 Application, filed on September 22, 2012, and the 635 Application, filed
on September 25, 2012.

12
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27. The Original Applications relate to systems and methods for
sharing/requesting data. In particular, the Original Applications are directed to
requesting and/or sharing content between two users across a network (such as the
Internet) via email such that the content is shared without being attached to the email
the Original Applications. All of the steps of the disclosed invention are performed
by the user computers. The Original Applications do not describe the creation or
modification of messages at a node other than the user computers.

28.  The ’520 patent’s abstract and the *052 patent’s abstract are identical.
Exhibit 1101, Abstract; Exhibit 1131, Abstract. The only differences between the
two patents are the Related Applications sections and the claims. Exhibit 1101, 1:7-
62; Exhibit 1131, 1:7-50. In contrast, the 052 patent’s abstract and the 906
Application’s abstract are different. Exhibit 1131, Abstract; Exhibit 2004 at 77.
Similarly, only the first paragraph of the Summary section is unchanged. Exhibit
2004, 9 5; Exhibit 1131, 2:7-14. The remaining paragraphs of the Summary section
in the 906 Application were replaced in the *052 and *520 patents with a description
of claimed invention. Exhibit 2004, 99 6-11; Exhibit 1131, 2:15-5:40. Patent Owner
appears to contend the claimed invention encompasses external node messaging
functionality.

29. Likewise, the ’052 patent’s abstract and the *635 Application’s abstract
are different. Exhibit 1131, Abstract; Exhibit 2002 at 73. Similarly, only the first

13
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paragraph of the Summary section is unchanged. Exhibit 2002, § 7; Exhibit 1131,
2:7-14. The remaining paragraphs of the Summary section in the 635 Application
were replaced in the *052 and ’520 patents with a description of claimed invention.
Exhibit 2002, 99 8-13; Exhibit 1131, 2:15-5:40. Patent Owner appears to contend
the claimed invention encompasses external node messaging functionality.

30. I have included, in Appendix B, a redline comparison between the
specifications of the 052 patent and the 906 Application and, in Appendix C, a
redline comparison between the specifications of the *052 patent and the ’635
Application.

31. Patent Owner appears to contend that the challenged claims all include
limitations encompassing external messaging node functionality that was first added
to the application that issued as the 052 patent on October 3, 2017.

32. Specifically, Patent Owner’s infringement contentions in the district
court litigation read all challenged claims on Dropbox’s server functionality. Patent
Owner’s infringement contentions thus confirm that Patent Owner reads the
challenge claims as encompassing an external messaging node that (1) generates,
based on information received from a first node, a first message or email to send to
a second node and (2) generates, based on information received from a second node,

a second message or email.
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A.  Generation of First Message

33. The challenged claims all include limitations Patent Owner contends
are performed by external messaging node functionality that generates, based
information received from a first node, a first message or email to send to a second
node.

34. Specifically, Patent Owner’s infringement contentions in the district
court litigation read all challenged claims on Dropbox’s server functionality. Patent
Owner’s infringement contentions thus confirm that Patent Owner reads the
challenge claims as encompassing an external messaging node that generates, based
information received from a first node, a first message or email to send to a second
node. Exhibit 1132 at 71-72 (claim 9), 100-101 (claim 14), 164-165 (claim 22).

35. For example, independent claim 9 recites: “An apparatus, comprising:
at least one non-transitory memory storing instructions; and one or more processors
in communication with the at least one non-transitory memory, wherein the one or
more processors execute the instructions to: ... generate a first message addressed
to the at least one email address and including the file request, the first message
indicating the at least one of the date or the time on which the file request is based,
and further including a fifth user interface element and at least one sentence
including the file description describing the at least one file in connection with the

file request.” Exhibit 1101, 51:21-67 (emphasis added). Claim 9 further recites
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“send[ing], to a second node via the at least one network, the first message.” 1d.,
52:1-2.

36. In other words, Patent Owner contends that claim 9 can be performed
by some external messaging node (i.e., an apparatus) that uses communications it
received from a first node to generate a first message that it then sends to a second
node. See Exhibit 1101, 51:31-54 (“receive, from the first node via at least one
network, a file description ... receive, from the first node via the at least one network,
an indication of at least one of a date or a time ... receive, from the first node via the
at least one network, indicia associated with at least one email address .... receive,
from the first node via the at least one network, an indication of a selection of the
fourth user interface element, utilizing the second interface, where the receipt of the
indication of the selection of the fourth user interface element indicates that the file
request is to be caused to be sent; in response to the receipt of the indication of the
selection of the fourth user interface element and based on the file description, the
indication of the at least one of the date or the time, and the indicia associated with
the at least one email address; generate a first message ... send, to a second node via
the at least one network, the first message”).

37. Similarly, independent claim 14 recites: “An apparatus, comprising: at
least one non-transitory memory storing instructions; and one or more processors in

communication with the at least one non-transitory memory, wherein the one or
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more processors execute the instructions to: ... generate a first message addressed
to the at least one email address and including the file request, the first message
including a fourth user interface element and the text associated with the one or more
desired files describing the one or more desired files in connection with the file
request.” Exhibit 1101, 53:31-60 (emphasis added). Claim 14 further recites
“send[ing], to a second node via the at least one network, the first message.” 1d.,
53:61-62.

38.  In other words, Patent Owner contends that claim 14 can be performed
by some external messaging node (i.e., an apparatus) that uses communications it
received from a first node to generate a first message that it then sends to a second
node. Exhibit 1101, 53:43-62 (“receive, from the first node via at least one network,
text associated with one or more desired files ... receive, from the first node via the
at least one network, an object associated with at least one email address ... based
on the text associated with the one or more desired files and the object associated
with the at least one email address; generate a first message ... send, to a second
node via the at least one network, the first message”).

39. Independent claim 22 similarly recites a method comprising
functionality that Patent Owner contends can be performed by an external messaging
node for “causing, at a first node, display of” three user interface elements for

collecting (1) “a file request description for at least one file’; (2) “an indication of at
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least one of a date or a time” and (3) “one object associated with at least one email
address.” Exhibit 1101, 56:9-22. Claim 22 further recites “causing, at a first node,
display of .... a fourth user interface element, for detecting an indication of a
selection thereof to cause an initiation of a request for the at least one file.” Id.,
56:23-25.

40. Claim 22 then describes such functionality for “causing generation of
a first email” based on the information it collected from the first node and the
“detection of the indication.” Exhibit 1101, 56:26-31 (“causing generation of a first
email, based on the file request description for the at least one file, the at least one
object associated with the at least one email address, and the detection of the
indication of the selection of the fourth user interface element to cause the initiation
of the request for the at least one file.””) (emphasis added).

41. Claim 22 then describes such asserted external messaging node
functionality for, “based on the detection of the indication of the selection of the fifth
user interface element of the first email, causing, at the second node, display of” a
sixth and seventh user interface element. Exhibit 1101, 56:37-43.

42.  Dr. Smith provides the same excerpts and citations from the Original
Applications to support his opinions regarding “generate a first message” (claims 9
and 14), and “causing generation of a first email” (claim 22) (collectively
“generate/generation of a first message™). Exhibit 2005, Appendix 1 at 34-37, 130-

18
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133, 213-216. I disagree that the excerpts he identified provide written description
support for the generate/generation of a first message by an external messaging node,
which Patent Owner appears to contend is encompassed in limitations of all
challenged claims.

43.  Dr. Smith excerpts multiple paragraphs that describe Figure 7 of the
906 Application. 1 disagree these paragraphs or Figure 7, which Dr. Smith also
cites but does not excerpt (Exhibit 2005, Appendix 1 at 37, 133, 216), provide
written description support for the generate/generation of a first message by an
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims.

44.  Dr. Smith excerpts paragraph 123: “FIG. 7 includes dataflow message
702 that illustrates a data flow internal to execution environment 401 of first node
502 and/or a message received via network 506 by execution environment 401 of
first node 502. Dataflow message 702 illustrates a data object information dataflow
to query handler component 402 operating in execution environment 401 of first
node 502. Data object information is identified to and/or otherwise received by query
handler component 402.” Exhibit 2005, Appendix 1 at 34; see also id. at 37 (citing
[0123]), 130 (excerpting), 133 (citing), 213-214 (excerpting), 216 (citing). I

disagree this provides written description support for the generate/generation of a
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first message by an external messaging node, which Patent Owner appears to
contend is encompassed in limitations of all challenged claims.

45.  Dr. Smith excerpts the subsequent paragraph, paragraph 124, as well:
“In various aspects, a query handler component 402 may receive data object
information from a user via one or more Ul element handler components 415. The
data object information may be received, in response to a user input detected by an
input device of an execution environment 401 that includes the query handler
component 402. Alternatively or additionally, data object information may be
received by a query handler component in a message received via a network. For
example, a user may identify data object information to a browser operating in a
client node. The browser may send the data object information via a network
communicatively coupling the client node to a web service provider node. The web
service provider node may include a query handler component that may operate to
receive the data object information identified in the message from the browser.”
Exhibit 2005, Appendix 1 at 35; see also id. at 37 (citing [0124]), 124 (excerpting),
133 (citing), 214 (excerpting), 216 (citing). I disagree this provides written
description support for the generate/generation of a first message by an external
messaging node, which Patent Owner appears to contend is encompassed in

limitations of all challenged claims.
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46.  Dr. Smith excerpts paragraph 128: “FIG. 7 includes dataflow message
704 that illustrates a data flow internal to execution environment 401 of first node
502 and/or message received via network 506 by execution environment 401 of first
node 502. Dataflow message 704 illustrates a create data object identification request
(CIReq) dataflow to an IRC component 404 operating in execution environment 401
of first node 502. Data object information may be identified to and/or otherwise
provided to IRC component 404. A query handler component 402, operating as
described with respect to block 202 of FIG. 2A, may identify and/or otherwise

provide data object information to an IRC component 404.” Exhibit 2005, Appendix
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1 at 36; see also id. at 132, 215.% 1disagree this provides written description support
for the generate/generation of a first message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged
claims.

47.  Dr. Smith states without elaboration that Figure 7 is a “flow chart of the
request process.” Exhibit 2005, Appendix 1 at 37; see also id. at 133, 216. To the
extent Dr. Smith is intending to suggest that Figure 7 is a flow chart of the file request

processes, based on Patent Owner’s contentions, it does not provide written

3 Dr. Smith also cites, but does not excerpt, paragraphs 129-130, which provide
additional details about the “query handler component” and the IRC component
discussed in paragraph 128 and also discuss the “content manager 409.” Exhibit
2005, Appendix 1 at 37; see also id. at 133, 216. I disagree these paragraphs provide
written description support for the generate/generation of a first message by an
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims. As shown in Figure 4, the query handler,
IRC component and content manager are all within the execution environment 401.
Exhibit 2004, Figure 4. And, paragraph 128 discusses “execution environment 401

of first node 502.”
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description support for the alleged invention of the *520 patent. Figure 7, reproduced
below, shows an exchange of messages between the first node and the second node.
There is no external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. Instead, the messages are

generated at either the first node 502 or the second node 504.
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< Fourth Messac
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Exhibit 2004, Figure 7
48. That the messages are generated at either the first node or the second
node is confirmed by paragraphs 134 and 135, which Dr. Smith cites but does not
excerpt. Exhibit 2005, Appendix 1 at 37; see also id. at 133, 216. Paragraph 134

explains that the “first message” is sent “by execution environment 401 of first node
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502 to execution environment 401 of second node 504.” Exhibit 2004, 4 134. And
Paragraph 135 describes how the “data object identification request” mentioned in
paragraph 134, “a user message and another data” are packaged to be sent in a
communication to the second node. Id., § 135.

49. To the extent Dr. Smith is intending to suggest the “web service
provider node” in paragraph 124 provides written description support for the
generate/generation of a first message by an external messaging node, which Patent
Owner appears to contend is encompassed in limitations of all challenged claims, |
disagree. Paragraph 124 is describing that a user can perform a search by providing
data object information to “a web service provider node” with a “query handler
component.” Exhibit 2004, § 124 (“For example, a user may identify data object
information to a browser operating in a client node. The browser may send the data
object information via a network communicatively coupling the client node to a web
service provider node. The web service provider node may include a query handler
component that may operate to receive the data object information identified in the
message from the browser.”). The web service provider node and the query handler
component do not generate messages.

50. Dr. Smith excerpts a portion of paragraph 118: “The one or more
content handler components 413 may encode, format, and/or otherwise transform

the data for sending in a message, such as an email message. ...””). Exhibit 2005,
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Appendix 1 at 34; see also id. at 130, 213. 1 disagree this provides written
description support for the generate/generation of a first message by an external
messaging node, which Patent Owner appears to contend is encompassed in
limitations of all challenged claims. Dr. Smith does not cite either paragraph 109 or
Figure 4. Paragraph 109 explains that “[i]n FIG. 4, communications agent 403
includes one or more content handler components 413.” Exhibit 2004, 4 109. In
Figure 4, the communications agent 403 is shown within the execution environment
401. Exhibit 2004, Figure 4. And, as I discussed above, paragraph 128—which Dr.
relies upon—is discussing the “execution environment 401 of first node 502,” not
the execution environment of an external messaging node, which Patent Owner
appears to contend is encompassed in limitations of all challenged claims.

51.  Dr. Smith excerpts paragraph 127: “Returning to FIG. 2A, a block 204
illustrates that the method further includes sending, according to a first
communications protocol via a network in a communication to a second
communications agent in a second execution environment representing a second
user, a first message including a data object identification request based on the data
object matching criterion, wherein the first message is addressed to the second user.
Accordingly, a system for processing a data object identification request in a
communication includes means for sending, according to a first communications

protocol via a network in a communication to a second communications agent in a
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second execution environment representing a second user, a first message including
a data object identification request based on the data object matching criterion,
wherein the first message is addressed to the second user. For example, the
arrangement in FIG. 3A, includes identification request constructor component 304
that 1s operable for sending, according to a first communications protocol via a
network in a communication to a second communications agent in a second
execution environment representing a second user, a first message including a data
object identification request based on the data object matching criterion, wherein the
first message is addressed to the second user. FIG. 4 illustrates identification request
constructor component 404 as an adaptation and/or analog of identification request
constructor component 304 in FIG. 3A. One or more identification request
constructor components 404 operate in an execution environment 401. The system
for processing a data object identification request in a communication includes one
or more processors and logic encoded in one or more tangible media for execution
by the one or more processors that when executed is operable for sending, according
to a first communications protocol via a network in a communication to a second
communications agent in a second execution environment representing a second
user, a first message including a data object identification request based on the data
object matching criterion, wherein the first message is addressed to the second user.

In FIG. 4, identification request constructor component 404 is illustrated as a
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component of communications agent 403.” Exhibit 2005, Appendix 1 at 35-36; see
also id. at 131-132,214-215. 1 disagree this provides written description support for
the generate/generation of a first message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged
claims.

52.  Dr. Smith also cites but does not excerpt Figure 2A (reproduced below),
paragraph 180 (“The methods illustrated in FIG. 2A-B may include additional
aspects supported by various adaptations and/or analogs of the arrangement of
components in FIG. 3A-B....”), and paragraph 206 (“Any action included in
performing the method illustrated in FIG. 2A as well as any action included in in
performing the method illustrated in FIG. 2B may include sending and/or receiving
a message via a network. Further, a message, included in performing any of the
subject matter described herein and/or any of its extensions in any of its aspects, may
an asynchronous message without a corresponding request.”). Exhibit 2005,
Appendix 1 at 37; see also id. at 133, 216; Exhibit 2004, 9 180, 206. I disagree
these provide written description support for the generate/generation of a first
message by an external messaging node, which Patent Owner appears to contend is

encompassed in limitations of all challenged claims.
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FIG. 2A

Exhibit 2004, Figure 2A

Consistent with Figure 7, which I discussed above, both paragraph 127

28

and Figure 2A are describing sending a message between a “first user” and a “second
user” and then the “second user” sending a message back to the “first user.” Exhibit
2004, 9 127, Figure 2A. Paragraphs 180 and 206 are merely providing additional

details regarding Figure 2A but do not provide written description support for the
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generate/generation of a first message by an external messaging node, which Patent
Owner appears to contend is encompassed in limitations of all challenged claims.
And Figures 3A, 3B, and 4 are all describing components internal to the first and
second nodes. See, e.g., Exhibit 2004, 4 99 (“FIG. 3A illustrates an arrangement of
components in a system that operates in an execution environment, such as execution
environment 102 in FIG. 1. The arrangement of components in the system operates
to perform the method illustrated in FIG. 2A. ... FIG. 3B illustrates an arrangement
of components in a system that operates to perform the method illustrated in FIG.
2B.”), 4 101 (“The arrangement components illustrated in FIG. 4 may be adapted to
operate in a number of execution environments to perform the method illustrated in
FIG. 2A and/or the method illustrated in FIG. 2B.”).

54. Dr. Smith excerpts Figure 8A (reproduced below) from the 906
Application. 1 disagree this provides written description support for the
generate/generation of a first message by an external messaging node, which Patent
Owner appears to contend is encompassed in limitations of all challenged claims.
Exhibit 2005, Appendix 1 at 34 (excerpting), 37 (citing); see also id. at 130

(excerpting), 133 (citing), 213 (excerpting), 216 (citing).
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Exhibit 2004, Figure 8A

55. Dr. Smith also cites but does not excerpt multiple paragraphs that
describe Figure 8A. Exhibit 2005, Appendix 1 at 37 (citing [0131]-[0133]); see also
id. at 133 (same), 216 (same). According to the 906 Application, Figure 8A
“illustrates an exemplary portion of a communication between a first execution
environment and a second execution environment according to an aspect of the
subject matter described herein.” Exhibit 2004, 4 28. This is consistent with
paragraph 127 and Figure 2A’s discussion of a “first execution environment”
representing a first user and a “second execution environment” representing a second

user. Likewise, it is consistent with Figure 7’s disclosure of a first node sending
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messages to a second node. Figure 8A and its description in paragraph 131-133 does
not provide written description support for the generate/generation of a first message
by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. Figure 8 A merely illustrates “a
portion of an email communication.” Id., 9 131.

56. Dr. Smith also excerpts Figure 5 (reproduced below). Exhibit 2005,
Appendix 1 at 37; see also id. at 133, 216. As the 906 Application explains, the
“Path node 508 may relay data sent in the communication between first node 502
and execution environment 401 of second node 504.” Exhibit 2004, 9§ 119.
“Exemplary path nodes include mail relay nodes, phone switch nodes, and proxy
nodes such as instant messaging proxies for communicating through firewalls. As
indicated, path node 508 illustrates such a node.” Id., q 114. A path node does not
generate messages. And, as I discussed above in the content of paragraph 124, web
service provider nodes likewise do not generate messages. Accordingly, Figure 5
does not provide written description support for the generate/generation of a first
message by an external messaging node, which Patent Owner appears to contend is

encompassed in limitations of all challenged claims.
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Exhibit 2004, Figure 5
57. Dr. Smith also cites but does not excerpt Figures 6B and 6D
(reproduced below). Exhibit 2005, Appendix 1 at 37; see also id. at 133, 216.
Neither provides written description support for the generate/generation of a first
message by an external messaging node, which Patent Owner appears to contend is

encompassed in limitations of all challenged claims. Instead, consistent with Figure
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7, both are examples of messages that are composed at and sent from a user computer
to another user computer. As shown below, Figure 6B shows an edit window on a
user computer which allows a user to generate an email message to share content
with another user computer and Figure 6D shows an edit window on a user computer
which allows a user to generate an email message to request content from another

user computer.

Located Resouces Dialog

FamilyHistory.docx Documents.Family

f XmasLetler-2012.pdf  Documents.Letlers |

S L P T TR

— 6320

//—ewo

634D =

e 538b
\( Access ) ( Access All ) ( Cancel )/
P
6360 —" /—602b

604b NR«s;xm.\e Window
From: Wiliam

606b ~JfTrom

Presentation Space §080

ad,
See attached

610b =1 Love
Willam

den
Res

Cancel

JE————
[ roiders [ Files [J Content L

tification
pPONse

6260\ Identification Requested: None

Sur

FIG.6B

33



IPR2024-00287
U.S. Patent No. 11,611,520

Exhibit 2004, Figure 6B
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Exhibit 2004, Figure 6D
58. Dr. Smith also cites but does not excerpt claims 1-22 of the 906
application. Exhibit 2005, Appendix 1 at 37; see also id. at 133, 216. Dr. Smith
does not explain how these claims allegedly provide written description support for
the generate/generation of a first message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged

claims. They do not. Consistent with the Figures and citations from the specification
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of the 906 application that Dr. Smith identified, claims 1-22 claim messages
between the first node and the second node. See Exhibit 2004 at 72-76. There is no
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims. Instead, the messages are generated at either
the first node or the second node.

59. Dr. Smith cites but does not excerpt paragraph 175. Exhibit 2005,
Appendix 1 at 37; see also id. at 133, 216. Dr. Smith does not explain how paragraph
175 provides written description support for the generate/generation of a first
message by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. Paragraph 175 describes “a
data object identification request UI element” that allows a user to provide
“additional matching criteria” for a data object being requested. Exhibit 2004, 9 175.
Paragraph 175 does not describe any external messaging node, which Patent Owner
appears to contend is encompassed in limitations of all challenged claims.

60. Dr. Smith cites but does not excerpt paragraphs 92-93. Exhibit 2005,
Appendix 1 at 37; see also id. at 133, 216. Dr. Smith does not explain how
paragraphs 92-93 provide written description support for the generate/generation of
a first message by an external messaging node, which Patent Owner appears to
contend is encompassed in limitations of all challenged claims. Paragraphs 92-93

provide several definitions of the term “resource scope” but do not describe any

35



IPR2024-00287
U.S. Patent No. 11,611,520

external messaging node that generates a message, which Patent Owner appears to
contend is encompassed in limitations of all challenged claims.

61. Dr. Smith also cites but does not excerpt the following portions of the
’635 Application: “FIG. 6E, 7, 8B, [0142]-[0153]; see also [0073], [0172].” Exhibit
2005, Appendix 1 at 37; id. at 133, 216. Dr. Smith also does not explain how they
allegedly provide written description support for the generate/generation of a first
message by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. As with the portions of the
’906 application identified by Dr. Smith, they do not.

62. As paragraph 144 explains, “FIG. 6E illustrates an exemplary user
interface that may be presented by communications agent 403 operating in execution
environment 401 of first node 502.” Exhibit 2002, 9| 144; see also id., § 145 (further
describing Figure 6E). Figure 6E, like Figures 6B and 6D of the 906 Application,
is an example of a message composed at and sent from a user computer to another
user computer. As shown below, Figure 6E shows an edit window on a user
computer which allows a user to generate an email message to request content from
another user computer. Neither Figure 6E nor paragraphs 144 and 145 provide
written description support for the generate/generation of a first message by an
external messaging node, which Patent Owner appears to contend is encompassed

in limitations of all challenged claims.
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Exhibit 2002, Figure 6E
63. And, Figure 7 (reproduced below), like Figure 7 of the ’906
Application, shows an exchange of messages between the first node and the second
node. There is no external messaging node, which Patent Owner appears to contend
is encompassed in limitations of all challenged claims. Instead, the messages are

generated at either the first node or the second node. This is confirmed by paragraph

37



IPR2024-00287
U.S. Patent No. 11,611,520

152, which Dr. Smith cites. Paragraph 152 explains that “FIG. 7 includes a data
flow that illustrates a previous message 716 (with respect to first message 702)
including a data object request. Previous message 716, as shown, may be sent via
network 506 by execution environment 401 of first node 502 to execution
environment 401 of second node 504. In an aspect, first message 702 may be sent in
response to previous message 716.” Exhibit 2002, 9 152; see also id., 9 153-154.
Thus, as with Figure 7 of the 906 Application, Figure 7 of the 635 Application and
paragraphs 152-153, which describe Figure 7 and which Dr. Smith cites, do not
provide written description support for the generate/generation of a first message by
an external messaging node, which Patent Owner appears to contend is encompassed

in limitations of all challenged claims.
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64. Paragraph 146 explains that “FIG. 7 includes data flow message that
illustrates a create data object request (CIReq) data flow 714 that may be internal to
execution environment 401 of first node 502 and/or may include a message received
via network 506 by first node 502.” Exhibit 2002, 4 146. That the create data object
request (CIReq) data flow 714 may include a message received via network 506 by
first node 502 does not provide written description support for the
generate/generation of a first message by an external messaging node, which Patent

Owner appears to contend is encompassed in limitations of all challenged claims. It
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is describing the provision of information to the first node to generate the message.
Paragraphs 147-148 describe components of Figure 4 (e.g., “IMC component 4107),
all within the execution environment 401 and within the context of only the first and
second nodes. [Id., 9 147-148. These paragraphs also do not provide written
description support for the generate/generation of a first message by an external
messaging node, which Patent Owner appears to contend is encompassed in
limitations of all challenged claims.

65. The ’635 Application explains that Figure 8B “illustrates another
exemplary portion of a communication between an execution environment of a first
node and an execution environment of a second node according to an aspect of the
subject matter described herein.” Exhibit 2002, 4 31. This is consistent with Figure
7’s disclosure of a first node sending messages to a second node. Figure 8B and its
description in paragraphs 149-151 does not provide written description support for
the generate/generation of a first message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged
claims.

66. And paragraphs 73, 142 and 143 likewise do not provide written
description support for the generate/generation of a first message by an external
messaging node, which Patent Owner appears to contend is encompassed in

limitations of all challenged claims. Disclosing that the first and second nodes could
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contain a server, or that certain non-messaging related functions could be partially
performed in a server, does not disclose that the messaging between the first and
second nodes can involve an external messaging node, which Patent Owner appears
to contend is encompassed in limitations of all challenged claims.

67. Paragraph 172 explains that: “As described above, receiving match
information may include receiving a message, identifying the match information, via
network from a node that received match information from the user. For example,
match information may be received from a browser by a web server.” Exhibit 2002,
9 172. This paragraph does not provide written description support for the
generate/generation of a first message by an external messaging node, which Patent
Owner appears to contend is encompassed in limitations of all challenged claims.

B. Generation of Second Message

68. The challenged claims all include limitations Patent Owner contends
are performed by external messaging node functionality that generates a second
message or email to send to the first node.

69. Specifically, Patent Owner’s infringement contentions in the district
court litigation read all challenged claims on Dropbox’s server functionality. Patent
Owner’s infringement contentions thus confirm that Patent Owner reads the

challenge claims as requiring an external messaging node that generates a second
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message or email to send to the first node. Exhibit 1132 at 78-79 (claim 9), 105-106
(claim 14), 171-172 (claim 22).

70.  For example, independent claim 9 recites: “An apparatus, comprising:
at least one non-transitory memory storing instructions; and one or more processors
in communication with the at least one non-transitory memory, wherein the one or
more processors execute the instructions to: ... in response to the receipt of the
indication of the selection of the seventh user interface element, generate a second
message that includes an eighth user interface element, and that does not include a
file attachment with the second message, the second message indicating that the file
request has been responded to.” Exhibit 1101, 51:21-52:26 (emphasis added).
Claim 9 further recites “send[ing], to the first node via the at least one network, the
second message.” Id., 52:27-28.

71.  In other words, Patent Owner contends that claim 9 can be performed
by some external messaging node (i.e., an apparatus) that, based on communication
it received from a second node, generates a second message that it sends to the first
node. See Exhibit 1101, 52:17-19 (“receive, from the second node via the at least
one network, an indication of a selection of the seventh user interface element,
utilizing the third interface™).

72.  Similarly, independent claim 14 recites: “An apparatus, comprising: at

least one non-transitory memory storing instructions; and one or more processors in
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communication with the at least one non-transitory memory, wherein the one or
more processors execute the instructions to: ... in response to the receipt of the
message associated with the selection of the fifth user interface element, generate a
second message that includes a sixth user interface element, and that does not
include a file attachment with the second message, the second message indicating
that the file request has been responded to.” Exhibit 1101, 53:31-54:22 (emphasis
added). Claim 14 further recites “send[ing], to the first node via the at least one
network, the second message.” Id., 54:23-24.

73.  In other words, Patent Owner contends that claim 14 can be performed
by some external messaging node (i.e., an apparatus) that, based on communication
it received from a second node, generates a second message that it sends to the first
node. See Exhibit 1101, 54:13-15 (“receive, from the second node via the at least
one network, a message associated with a selection of the fifth user interface
element;”).

74. independent claim 22 similarly recites a method comprising
functionality that Patent Owner contends can be performed by an external messaging
node for “causing, at the second node, display of: a sixth user interface element, for
collecting an indication of at least one file, and a seventh user interface element, for
detecting an indication of a selection thereof.” Exhibit 1101, 56:39-43. Claim 22
then describes functionality that Patent Owner contends can be performed by an
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external messaging node for “causing generation of a second email, based on the
detection of the indication of the selection of the seventh user interface element.”
Id., 56:49-51 (emphasis added).

75.  Dr. Smith provides essentially the same excerpts and citations from the
Original Applications to support his opinions regarding “generate a second message”
(claims 9 and 14), “and “causing generation of a second email” (claim 22)
(collectively “generate/generation of a second message”). Exhibit 2005, Appendix
1 at 60-69, 149-157, 253-263. The only differences are that he identifies a few
additional citations for claims 14 and/or 22. I disagree that the excerpts Dr. Smith
identified provide written description support for the generate/generation of a second
message by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims.

76.  Dr. Smith excerpts paragraph 8: “Further, a system for processing a data
object identification request in a communication is described. The system includes
a query handler component for receiving, by a first communications agent in a first
execution environment from a first user represented by the first communications
agent, data object information identifying a data object matching criterion. The
system further includes an identification request constructor component for sending,
according to a first communications protocol via a network in a communication to a

second communications agent in a second execution environment representing a
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second user, a first message including a data object identification request based on
the data object matching criterion, wherein the first message is addressed to the
second user. The system still further includes a result handler component for
receiving, by the first communications agent in response to sending the data object
identification request in the first message, a second message that includes a data
object identification response that identifies a data object in a second data store in
the second execution environment, wherein the second message is addressed to the
first user and the data object is not received in the second message. The system also
includes a processor, wherein at least one of the query handler component, the
identification request constructor component, and the result handler component
includes an instruction that is executed by the processor during operation of the
system.” Exhibit 2005, Appendix 1 at 60, 149, 253. Consistent with the 906
Application’s Figure 7, which I discussed above, paragraph 8 is describing sending
a message between a “first user” and a “second user” and then the “second user”
sending a message back to the “first user.” Exhibit 2004, § 8. I disagree this provides
written description support for the generate/generation of a second message by an
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims.

77.  Dr. Smith also cites but not does excerpt paragraphs 7, 9, 10 and 11.
Exhibit 2005, Appendix 1 at 66, 154, 260. As with paragraph 8, these paragraphs
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surrounding paragraph 8 are consistent with Figure 7 and are describing sending a
message between a “first user” and a “second user” and then the “second user”
sending a message back to the “first user.” Exhibit 2004, 49 7-11. I disagree this
provides written description support for the generate/generation of a second message
by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims.

78.  Dr. Smith also excerpts Figure 2B. Exhibit 2005, Appendix 1 at 61,
150, 254; see also id. at 66, 154, 260 (citing). Like the 906 Application’s Figure
2A and Figure 7, both of which I discussed above, Figure 2B (reproduced below) is
describing sending a message between a “first user” and a “second user” and then
the “second user” sending a message back to the “first user.” Exhibit 2004, Figure
2B. I disagree this provides written description support for the generate/generation
of a second message by an external messaging node, which Patent Owner appears to

contend is encompassed in limitations of all challenged claims.
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request, a data object identification response that identifies a data
object in a second dala store in the second execution environment,
wherein the data object is identified by processing the data object
identification request;

/_216

l

Send a second message, via the network by the second
communications agent to the first communications agent, that
includes the data object identification response, wherein the second
message does not include the data object

/_218

FIG. 2B

Exhibit 2004, Figure 2B

Dr. Smith also cites but does not excerpt paragraphs 170 and 176.
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Exhibit 2005, Appendix 1 at 66, 154, 260. Paragraphs 170 and 176 are providing
additional details regarding Figures 2B and do not provide written description
support for the generate/generation of a second message by an external node, which
Patent Owner appears to contend is encompassed in limitations of all challenged

claims. Paragraphs 170 and 176 also discuss Figures 3B and 4 but, as discussed
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above, they are both describing components internal to the first and second nodes.
Exhibit 2004, 99 170-176. Likewise, paragraph 173 is discussing components
within Figure 4, i.e. components internal to the first and second nodes.

80. Dr Smith also excerpts Figure 8B (reproduced below) and cites
paragraph 179, which describes Figure 8B. Exhibit 2005, Appendix 1 at 63, 151,
256; see also id. at 66, 154, 260 (citing). Like the 906 Application’s Figure 8A,
which I discussed above, Figure 8B (reproduced below) “illustrates another
exemplary portion of a communication between a first execution environment and a
second execution environment.” Exhibit 2004, 429. This is consistent with
paragraph 127 and Figure 2A’s discussion of a “first execution environment”
representing a first user and a “second execution environment” representing a second
user. Likewise, it is consistent with Figure 7’s disclosure of a first node sending
messages to a second node. Figure 8B and its description in paragraph 179 do not
provide written description support for the generate/generation of a second message
by an external messaging node, which Patent Owner appears to contend is

encompassed in limitations of all challenged claims.
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800b

MIME-Version: 1.0
Content-Type: multipart/mixed; boundary="--t000----000t-------- o

Content-Type: text/plain
Dad,

See attached. 802b

Love,
William

-t000----000t--------- /— 806b
Content-Type: application/query-respponse

FILE://Documents/Family/FamilyHistory.docx 804b
FILE://Documents/Letters/XmasLetter-2012.pdf
--t000----000t---------

FIG. 8B

Exhibit 2004, Figure 8B

81.  Dr. Smith also excerpts Figures 6C and 6G and paragraph 150, which
describes them. Exhibit 2005, Appendix 1 at 65, 153, 154, 258, 260. As with
Figures 6B and 6D, Figures 6C and 6G (both reproduced below) are examples of a
message composed at and sent from a user computer to another user computer. See
Exhibit 2004, 9 150 (“In response to receiving second message 714, execution
environment 401 of first node 502 may present, in a manner described above, data
received in the message to a user of execution environment 401 of first node 502 as
described with respect to FIG. 6C. .... FIG. 6G illustrates another exemplary user
interface that execution environment 401 of first node 502 may present to the user
to allow the user to instruct execution environment 401 of first node 502 to construct

and send a request.”). Neither Figures 6C and 6G nor paragraph 150 provide written
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description support for the generate/generation of a second message by an external
messaging node, which Patent Owner appears to contend is encompassed in

limitations of all challenged claims.

oz / po
604c N‘Rosponsc Window /
From: William

806 ~JIT5 oac o

pen

644c-/' Results: XmasLetter-201Z.

Presentation Space 608¢

Dad, -/_6400
See attached. _— 642c
S
FIG.6C
Exhibit 2004, Figure 6C
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/— 602g

Auto-Response Window

From: William

To: Dad

Presentation Space 608

670 \T.amily.*i'.szqw.-qcz@s < - ... Doguments, Famiy )

Xmaskelen201zedl.. .. Documenisleliors | A%
Access

p— 6749
Access All /

e

Cancel
. J
Requesled Search: None
[ Fowers [ riles [J Content ':::.s.f.f.'.‘:l‘.;:’::
FIG.6G
Exhibit 2004, Figure 6G

82.  Dr. Smith also cites but does not excerpt Figures 6D and 6E and
paragraphs 166 and 167 that describe them. Exhibit 2005, Appendix 1 at 66, 154,
260. As with Figures 6B, 6C and 6G, Figures 6D and 6E are examples of a message
composed at and sent from a user computer to another user computer. Exhibit 2004,
9 166 (“FIG. 6D illustrates a window, request window Ul element 602 d, presenting

an exemplary representation of a message received from execution environment 401
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of first node 502 in a communication with second node 504. ... The various Ul
elements may be presented by one or more Ul element handler components 415 in
communications agent 403 operating in execution environment 401 of second node
504.”), 167 (“FIG. 6E, illustrates a reply window UI element 602 e that, in an
aspect, may be presented by communications agent 403 in execution environment
401 of second node 504 in response to an user input corresponding to reply Ul
element 648 d detected by a corresponding Ul element handler component 415.”).
Neither Figures 6D and 6E nor paragraphs 166 and 167 provide written description
support for the generate/generation of a second message by an external messaging
node, which Patent Owner appears to contend is encompassed in limitations of all
challenged claims.

83. Dr. Smith cites but does not excerpt paragraph 172. Exhibit 2005,
Appendix 1 at 66, 154, 260. Paragraph 172 is describing Figure 6F. See Exhibit
2004, 9 172 (“FIG. 6F, illustrates an identify in response dialog Ul element 660 f
that, in an aspect, may be presented by communications agent 403 in execution
environment 401 of second node 504 in response to processing the data object
identification ...”). Dr. Smith does not cite to Figure 6F. As with Figures 6B, 6C,
6D, 6E and 6G, Figure 6F is an example of a “user interface” (Exhibit 2004, 4| 25)
shown at a user computer. Neither Figure 6F nor paragraph 172 provides written

description support for the generate/generation of a second message by an external
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messaging node, which Patent Owner appears to contend is encompassed in
limitations of all challenged claims.

84.  Dr. Smith also cites to paragraph 137. Exhibit 2005, Appendix 1 at 66,
154, 260. Based on his parenthetical (“discusses receiving a message from second
node, “wherein the data object is not received in the second message”), it appears
Dr. Smith is not relying upon paragraph 137 for the generating a second message
portion of the claim limitations for which he is citing this paragraph. Regardless, as
with his other citations, this paragraph does not provide written description support
for the generate/generation of a second message by an external messaging node,
which Patent Owner appears to contend is encompassed in limitations of all
challenged claims. It is describing Figures 2A, 3A and 4. As discussed above,
Figure 2A 1is describing sending a message between a “first user” and a “second
user” and then the “second user” sending a message back to the “first user” and
Figure 3A and 4 are describing components internal to the first and second nodes.

85.  Dr. Smith also cites but does not excerpt paragraph 141. Exhibit 2005,
Appendix 1 at 66, 154, 260. Consistent with Figure 7, discussed above, paragraph
141 is discussing a second message sent by a second node to a first node. see Exhibit
2004, q 141. Paragraph 141 also discusses various components which, as shown in
Figure 4, are all within the execution environment 401 of the first node. Exhibit
2004, Figure 4, 9 141. As with his other citations, this paragraph does not provide
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written description support for the generate/generation of a second message by an
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims.

86. Dr. Smith also cites but does not excerpt paragraph 171, which
describes Figure 7. Exhibit 2005, Appendix 1 at 66, 154, 260; see Exhibit 2004,
171 (“FIG. 7 includes dataflow message 712 that illustrates a create data object
identification response data flow to process results returned from search dataflow
710. In FIG. 4, dataflow message 712 in FIG. 7 may represent data exchanged
between query handler component 402 and query director component 412 to process
results returned from a search operation performed based on the data object
identification request, as illustrated by dataflow message 710. Processing the results
may include creating and/or otherwise constructing a data object identification
response to the data object identification request identified in first message 706.
Dataflow message 712 may be internal to execution environment 401 of second node
504 and/or may include interoperation by execution environment 401 of second node
504 via a network with another node.”). Figure 7, reproduced below, shows an
exchange of messages between the first node and the second node. Moreover,
disclosing that the first and second nodes could contain a server, or that certain non-
messaging related functions could be partially performed in a server or another node

(e.g., processing results returned from a search operation performed based on the
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data object identification request) does not disclose that generation of messages that
are sent between the first and second nodes involves an external messaging node,
which Patent Owner appears to contend is encompassed in limitations of all

challenged claims.

Second
Node
504

First Node
502

~—queryinfo=§ 702
1 704
CIReq()
—
706 First Messa >
208 f——
detectlReq(FirstMessage)
710
search(Query)
712
createlResp(Result)
< Second Messag 714
716
presentMsg(SecondMessage)
718
createAccessReg(Result)
720 Third Messag >
< Fourth Me: 722
Exhibit 2004, Figure 7

87.  Dr. Smith cites but does not excerpt paragraphs 142 and 200. Exhibit
2005, Appendix 1 at 66, 154, 260; see Exhibit 2004, q 142 (“In an aspect, a data
object identification response that is a response to a data object identification request
sent in a previous message may include information identifying one or more data

objects located and/or otherwise identified by the execution environment 401 of
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second node 504 that processed the data object identification request. For example,
a data object identification response may be sent that identifies a URI for each data
object located and/or otherwise identified by a first node in response to processing a
corresponding data object identification request.”), § 200 (“In light of the description
provided above, a data object identification response may be generated
automatically in response to detecting a corresponding data object identification
request by an execution environment 401 of first node 502. Further, the
automatically generated data object identification response, may be sent to the node
that sent the corresponding data object identification request, automatically in
response to the generating of the data object identification response.”). Even if the
“data object identification response” were to correspond to the second message,
paragraph 142 is clear it is generated by the execution environment 401 of second
node 504 and 200 is clear it is generated by the execution environment 401 of first
node 502, not by an external messaging node, which Patent Owner appears to
contend is encompassed in limitations of all challenged claims. Therefore,
paragraphs 142 and 200 do not provide written description support for the
generate/generation of a second message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged

claims.
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88.  Dr. Smith also excerpts and/or cites the following portions of the 906
Application, which he also cited for the limitations relating to generating a first
message: Figure 5, Figure 6B, Figure 6D, paragraph 124 and paragraph 206. Exhibit
2005, Appendix 1 at 62-64, 66, 150-152, 154, 255-257,260. For claim 22, Dr. Smith
also excerpts Figure 7 of the 906 Application, which he also cited for the limitations
relating to generating a first message. Id. at 259. For the same reasons they do not
provide written description support for the generate/generation of a first message by
an external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims, they do not provide written description
support for the generate/generation of a second message by an external messaging
node, which Patent Owner appears to contend is encompassed in limitations of all
challenged claims.

89.  Dr. Smith also excerpts the following portions of the 635 Application:
Figures 8A and 6C, and paragraphs 96, 108, 115, 168. Exhibit 2005, Appendix 1 at
66-69, 154-157, 260-263. Dr. Smith also does not explain how they allegedly
provide written description support for the generate/generation of a second message
by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. As with the portions of the

’906 application identified by Dr. Smith, they do not.
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90. As with Figure 8B of the 635 Application and Figures 8A and 8B of
the 906 Application, Figure 8 A of the 635 Application does not provide written
description support for the generate/generation of a second message by an external
messaging node, which Patent Owner appears to contend is encompassed in
limitations of all challenged claims.

91. Likewise, the excerpt Dr. Smith provides from paragraph 96 describing
Figure 8A (“FIG. 8A includes an exemplary content portion 800 a of an email
message. Content portion 800 a includes a user readable message portion 802 a and
a mount descriptor portion 804 a described in more detail below. The received
communication may include a message addressed to a user represented by
communications agent 403 in execution environment 401 of first node 502”") does
not provide written description support for the generate/generation of a second
message by an external messaging node, which Patent Owner appears to contend is
encompassed in limitations of all challenged claims. Exhibit 2005, Appendix 1 at
67, 154, 260.

92.  Dr. Smith also excerpts paragraph 115. Exhibit 2005, Appendix 1 at
67, 155, 261. Paragraph 115 is describing different protocols that may be used for
accessing a shared folder (e.g., “the ‘Music’ folder”) from execution environments,
all within the context of only the first and second nodes. See Exhibit 2002, 4 115.
This paragraph also does not provide written description support for the
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generate/generation of a second message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged
claims.

93. Dr. Smith excerpts paragraph 168 of the 635 Application. Exhibit
2004, Appendix 1 at 67-68, 155-156, 262. Paragraph 168 explains: “In another
aspect, a data object located and/or otherwise identified by data object information
in response to receiving a data object request must match a query identified by the
data object request. Alternatively or additionally, a data object request may include
an instruction and/or input for generating a data object, and locating the data object
may include generating the data object. Generating a data object may include
creating the data object and/or may include modifying and/or otherwise transforming
an existing data object. For example, execution environment 401 of second node 504
may include a template stored in a file system. A data object request may identify
the template. A descriptor handler component 404 may operate to identify a
document or other data object that may be created, is being created, and/or has been
created based on the template. In response to a data object request, execution
environment 401 of second node 504 may return a mount descriptor that identifies
the created and/or modified data object.” Exhibit 2002, 4 168. Paragraph 168 is
describing the generation of “a data object” (e.g., file or folder) in response to

“receiving a data object request.” Id. Paragraph 168 does not provide written
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description support for the generate/generation of a second message by an external
messaging node, which Patent Owner appears to contend is encompassed in
limitations of all challenged claims.

94.  Dr. Smith also excerpts Figure 6C and paragraph 108 describing it.
Exhibit 2005, Appendix 1 at 68, 156-157, 260-261, 262-263. As with Figures 6B,
6C, 6D, 6E and 6G As with Figures 6B, 6C, 6D, 6E, 6F, 6G of the 906 Application,
Figure 6C of the ‘635 Application is an example of a “user interface” (Exhibit 2002,
9 108) shown at a user computer. Neither Figure 6C nor paragraph 108 provides
written description support for the generate/generation of a second message by an
external messaging node, which Patent Owner appears to contend is encompassed
in limitations of all challenged claims.

95. For claims 14 and 22, Dr. Smith also cites to paragraphs 7-13 and the
original claims of the *635 application. Exhibit 2005, Appendix 1 at 157,263. These
paragraphs are consistent with Figure 7 and are describing sending a message
between a “first user” and a “second user” and then the “second user” sending a
message back to the “first user.” Exhibit 2002, 9 7-13. I disagree this provides
written description support for the generate/generation of a second message by an
external messaging node, which Patent Owner appears to contend is encompassed

in limitations of all challenged claims.
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96. For claim 14, Dr. Smith also cites to the original claims of the 635
Application. Exhibit 2005, Appendix 1 at 157. Dr. Smith does not explain how the
“Original claims” of the *635 Application allegedly provide written description
support for the generate/generation of a second message by an external messaging
node, which Patent Owner appears to contend is encompassed in limitations of all
challenged claims. /d. They do not. Consistent with the Figures and citations from
the specification of the 635 Application that Dr. Smith identified, the original claims
of the *635 Application claim messages between the first node and the second node.
See Exhibit 2002 at 66-72. There is no external messaging node, which Patent
Owner appears to contend is encompassed in limitations of all challenged claims.
Instead, the messages are generated at either the first node or the second node.

97. For claim 22, Dr. Smith also cites paragraphs 116-119 and Figures 7,
2A and 2B of the 635 application. Exhibit 2005, Appendix 1 at 263.

98. Like the *906 Application’s Figures 2A, 2B and 7, Figures 2A and 2B
of the 635 application are describing sending a message between a “first user” and
a “second user” and then the “second user” sending a message back to the “first
user.” Exhibit 2002, Figures 2A, 2B. I disagree this provides written description
support for the generate/generation of a second message by an external messaging

node, which Patent Owner appears to contend is encompassed in limitations of all

challenged claims.
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99. Dr. Smith also excerpted Figure 7 of the 635 Application for the
limitations relating to generating a first message. Exhibit 2005, Appendix 1 at 37;
id. at 133, 216. For the same reasons it does not provide written description support
for the generate/generation of a first message by an external messaging node, which
Patent Owner appears to contend is encompassed in limitations of all challenged
claims, it does not provide written description support for the generate/generation of
a second message by an external messaging node, which Patent Owner appears to
contend is encompassed in limitations of all challenged claims.

100. And paragraphs 116-119 likewise do not provide written description
support for the generate/generation of a second message by an external messaging
node, which Patent Owner appears to contend is encompassed in limitations of all
challenged claims:

In yet another aspect, a representation of a data object a may include

and/or may otherwise be based on a replica of at least a portion of the

data object. The replica may be synchronized with other replicas and/or

an original data object. A mount service 408 may interoperate with an

XtreeemFS client to create a representation of a data object identified

in a mount descriptor at location in a data store. XtreemFS replicates

file data across multiple storage servers, which can be distributed

worldwide. The replication algorithm is designed to handle problems
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and failure scenarios that can occur in distributed systems including
message loss, network partitions, server crashes, and the like. When a
replicated file is opened, XtreemFS automatically elects a primary
replica for that file which processes all file operations. If the primary
fails, one of the backup replicas will automatically take over after a
short failover period. To an application accessing a file via XtreemFS
a regular file and/or folder and a replicated representation behave the
same or similarly.
Exhibit 2002, § 116.
For read-only access, replicas of an original folder and/or file may be
created and distributed to various replication servers to enhance
performance. Through replication a caching infrastructure may be built
in order to reduce latency and bandwidth consumption. Partial replicas
may be supported, in addition to or instead of full replicas. File, folder,
and/or other data object metadata may also be replicated.
Exhibit 2002, § 117.

Thus, as describes above, a representation of a remote data object may
be created based on a mount descriptor that includes information for
accessing the data object based on at least one of Samba, content
management interoperability services (CMIS), Web Distributed
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Authoring and Versioning (WedDAV), Atom Publishing Protocol

(AtomPub), file transfer protocol (FTP), RSS, SSH FTP, and an

identified network file system.
Exhibit 2002, 4 118.

Other distributed file systems that may be accessed to mount a

representation of a data object identified in a mount descriptor at a

location in a data store. The Andrew File System (AFS), the Distributed

File System (DFS), and the Network File System (NFS). Atom

Publishing Protocol (AtomPub), file transfer protocol (FTP), RSS, SSH

FTP, and content management interoperability services (CMIS) are

other means for mounting a data object identified in a mount descriptor.
Exhibit 2002, 9 119. Paragraphs 116-119 are describing “a representation of a data
object,” including creating, identifying, mounting, and accessing the data object.
They do not describe generation of any message by an external messaging node,
which Patent Owner appears to contend is encompassed in limitations of all
challenged claims.

VI. CHALLENGED CLAIMS ARE UNPATENTABLE
A. Riepling’s Content Field 325 Describes Requested File

101. Dr. Smith argues that “a POSITA would not have understood field

325” to ‘describ[e] the at least one file’ being requested” in part because, in
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Riepling’s Figure 3 (reproduced below), “‘content field 325 includes the word
‘audio’ while field 320 has a checkmark next to *.JPEG,” which is a file format that
does not include audio.” Exhibit 2005, 9 90. I disagree with Dr. Smith’s argument

for the following reasons.

300

A a_

XEml Dialog

Set Upload Specifications for Gerry_email@yahoo.com
321

£A vpec [] 7IFF Set Upload Size h Set Content w

3204 ([1.avi [ poc

Q.Mpg\ [] MPEG Set File Number umberof Use @

301

[J.poF []Exe - 329
Set Expiration Date 4 days
[Jzr [ 1xT g \323 326
D XML D MOV Create Password 304
[] ALL
| SEND | | Cancel ]
I T
| \
330 \.331

Exhibit 1107, Figure 3
102. First, Riepling explains that “[r]lequester 111 may select from file
format check boxes 320 any number of file extensions, thereby generating a file
format limitation, which restricts the types of data files that may be uploaded through
a digital invitation based upon the selected file extensions.” Exhibit 1107, 9 30.

Selecting both the “.JPEG” and “.MP3” file extensions as shown in Riepling’s
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Figure 3 would still allow an MP3 file to be uploaded. An MP3 file is an audio file
and Dr. Smith does not appear to be arguing otherwise.

103. Second, Riepling further explains that “it may be possible for audio
files such as MP3 files to contain non-MP3 data, such as JPEG data embedded within
the MP3 files.” Exhibit 1107, q 32. Therefore, for such files, a file requester can
check both the “.JPEG” and “.MP3” file extensions as shown in Riepling’s Figure 3
to ensure that a file uploader can upload an audio MP3 file with embedded JPEG
content. On the flip side, Riepling explains that a requester may configure upload
parameter interface 302—"in conjunction with file format check boxes 320”—*"“to
ensure that only MP3 files without embedded non-MP3 data may be uploaded into
the accounts.” Id., q 32. The requester, for example, could request an audio file
(using content field 325) and then check only the .MP3 file extension in field 320.

104. Thus, I do not find it inconsistent for a requester to request for an audio
file by specifying “audio” in content field 325 while selecting both the “.JPEG” and
“.MP3” file extensions as shown in Riepling’s Figure 3.

B. Riepling’s Revocation Interface Does Not Undercut Including
Restrictions into Digital Invitation

105. Despite Riepling’s explicit disclosure that its digital invitation may be
“restricted by the one or more upload parameters specified in upload parameter

dialog 3017 (Exhibit 1107, q 34), Dr. Smith incorrectly argues that Riepling’s digital
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invitation 410 would not include the “date or time on which the file request is based”
or the “file description describing the at least one file in connection with the file
request” because “Riepling accounts for restrictions using a separate interface,
blocked interface 603.” Exhibit 2005, 49 99-100. Riepling illustrates blocked

interface 603 in Figure 6, which is reproduced below.

600

{//_d o0 A/
XE=E Dialog

Gerry, please upload file to John. N

4

Sorry, you are not authorized to access this-upload page.

Exhibit 1107, Figure 6
106. Riepling’s blocked interface 603 includes a revocation message 604,
which is shown to someone whose previously sent invitation has been revoked. See
Exhibit 1107, 94/ 46-47. Riepling explains that “using revoke access button 236 may

cause content sharing service 105, using processor 102, to revoke all digital
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invitations” sent to a contact (e.g., “Gerry”) selected in the list of contact information

230 in Figure 2, reproduced below. Id., 4 27.

Fig. 2 sor _ 200
|
/
XOG Web Browser
(www.someuploadsite.com D
Files Contacts Account —
John, send upload request. ( Add Contact } ( Delete Contact )
ICONTACTS
237 Name Email Actions
231 _| Gerry Gerry_email@yahoo.com ./_235
232 -Grant '
1 D Larry Larry_email@yahoo.com
23 236
A _D Harry Harry_email@yahoo.com
234\~D Mary Mary_email@yahoo.com
7

Exhibit 1107, Figure 2

202

230

107. Therefore, Riepling’s blocked interface 603 is an example of the result

of a file requester revoking an invitation (for example, by using “revoke access

button 236” in Figure 2) and the invitee trying to respond to the revoked invitation.

See Exhibit 1107, 9927, 46, 47. This disclosure by Riepling does not suggest that its

digital invitation 410 could not include the file description or date/time. As I have

explained previously, it would have been obvious to include the file description or

date/time in Riepling’s digital invitation 410 to inform the file uploader about the

type of file being requested and by when.
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108. Moreover, the Board correctly found in its Institution Decision that “the
fact that Riepling discloses additional provisions for revoking a digital invitation
does not undercut Petitioner’s arguments” regarding the inclusion of the file
description and date/time in the digital invitation. DI, 31.

C. Riepling’s Notification Message Is Sent to File Requester

109. Dr. Smith appears to argue that Riepling’s notification message—
notifying that a file uploader has uploaded a file—is not sent to the file requester.
Exhibit 2005, 9 113 (“the requesting, registered user will never receive an email
response from a requestee, unregistered user”); see also id., § 105 (“At best, the
specification indicates that receipt of a notification ‘may permit the downloading of
the uploaded data through the one or more user accounts.” (EX1107 9 45.) Such
permission is given by ‘the owner of the registered user account’ that created the file
request, as this owner ‘may specify which other user accounts are to receive the
notifications.” (EX1107 §45.)”). I disagree with Dr. Smith’s argument.

110. Riepling discloses that, in an embodiment, “content sharing service
105, using processor 102, may notify one or more user accounts within content
sharing service 105 in response to receiving a data upload in the registered user
account.” Exhibit 1107, 9 45. Nothing in this disclosure by Riepling suggests that
a registered user (i.e., the file requester) is excluded from the user accounts that are

notified. The registered user is among the one or more user accounts within content

69



IPR2024-00287
U.S. Patent No. 11,611,520

sharing 105. Riepling discloses another embodiment in which a registered user
“may specify which other user accounts are to receive the notifications automatically
or manually.” Id. However, this disclosure does not undercut also notifying the
registered user in the other embodiment.

D. Clicking on Link in Meisel’s Email Opens an Interface

111. Dr. Smith argues that “[t]here 1s no indication in Meisels that selection
of one of its inserted links can ‘cause . . . display of at least one fourth interface with
a reference to’ one of its uploaded attachments ‘for allowing access’ to that
attachment.” Exhibit 2005, § 117. Dr. Smith’s argument is not only irrelevant but
also wrong.

112. Dr. Smith’s argument is irrelevant because, at best, it relates to claim
element 9[o]: “in response to the receipt of the indication of the selection of the
eighth user interface element of the second message, cause, at the first node, display

29

of at least one fourth interface ...”. Neither Petitioner nor I relied on Meisels for
claim element 9[o].

113. Nevertheless, Meisels discloses uploading an attachment to an
electronic message (i.e., email) to a shared location and, in place of the attachment,
inserting a link to the shared location into the electronic message. Exhibit 1108,

93, 41-45. A person of ordinary skill in the art would have understood this

disclosure by Meisels to mean that, when the recipient of the electronic message
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clicks on the link, an interface (i.e., “at least one fourth interface”) would open to
display and provide access to the uploaded file. This interface would be similar to
Riepling’s data availability interface 702 with file entry link 703 in Figure 7,

reproduce below. See Exhibit 1107, 9 49.

= 700
701 e
XE=mO Web Browser
(www.someuploadsite.com D
H . Files Contacts Account
Files Available 02
[
o File Size From

. Some_Upload_File.exe 2.5MB Gerry

Exhibit 1107, Figure 7

E. Manzano and Garcia Each Teach Representation of a File Among
One or More Folders on a File Explorer Interface

114. Dr. Smith argues that Manzano “does not disclose a representation of a
file being created in a location among one or more folders on a file explorer
interface” because it “only discloses transferring files into a specific folder that is

created for the files.” Exhibit 2005, 9 126.
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115. Dr. Smith does not dispute that Manzano’s ghosted icon 600
corresponds to “a representation of the at least one file” and, in fact, acknowledges
that “if a file does not already exist at the second computer in the electronic file
folder, it is indicated by a ‘ghosted’ icon” and “[t]he user may then selectively
download all such files that do not already exist on the second computer.” Exhibit
2005, 9 48 (citing Exhibit 1105 (Manzano), 49 50-51).

116. Therefore, Dr. Smith’s argument is that the representation of the file in
Manzano is not “among one or more folders on a file explorer interface.” But the
fact that a ghosted file is in a folder implies that the representation of the file is
among at least one folder. Moreover, when combining Riepling and Manzano, a
person of ordinary skill in the art would have found it obvious that a ghosted icon
could be in a folder alongside other folders and thus be “among one or more folders.”
Further, I note that Dr. Smith testified that a folder “can hold both files and additional
folders.” Exhibit 1128, 42:7-43:2.

117. On the other hand, Dr. Smith does not dispute that Garcia discloses
“among one or more folders on a file explorer interface,” but argues that “Garcia
does not disclose the creation of a representation at the node where the invitation to
the shared folder is received.” Exhibit 2005, 4 127. According to Dr. Smith, Garcia
discloses that the party with whom a folder is being shared will receive a link, and

when the party clicks on the link, the contents of the folder are immediately
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downloaded to the party’s computer, without the party being presented with a
representation of the contents in a file explorer interface. See id.

118. To support his “immediately downloaded” argument, Dr. Smith relies
on Garcia’s disclosure that, “when the contact clicks on the link to folder [1]115, the
contents of the folder are shared with the contact.” Exhibit 2005, 4 127 (citing
Exhibit 1104 (Garcia) at 11:29-31). But Garcia at 11:29-31 discloses only that the
contents of the folder are shared with the contact, not downloaded, let alone
immediately downloaded. The fact that contents are “shared” does not mean that
contents are downloaded when the user clicks on the link in the email. Nowhere
does Garcia disclose that contents are downloaded when the user clicks on the link
in the email. The “shared” language simply means that the contact now has the
permission to access a file.

119. Dr. Smith submits further that a higher resolution of Garcia’s Figure 12
(Exhibit 2006, reproduced below) “demonstrates that the recipient of the folder share
downloads the contents (i.e., files) in response.” Exhibit 2005, q 127. But this figure
states that “Anyone with the link can view files”—it does not say that when a user

clicks the link, files are downloaded.
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Exhibit 2006 (higher resolution of Garcia’s Figure 12)

120. In Garcia, the contents of a file do not get downloaded until the contact
double clicks on the file. Garcia explicitly discloses that, “when a user double clicks
on a file or item in a remote folder in the virtual drive, the server downloads its copy
of the file/item to the local synchronization software client (i.e., the client currently
being used by the user).” Exhibit 1104, 5:35-39. In other words, prior to the contact

double clicking on the file, the contents of the file had not been downloaded.
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VII. CONCLUSION

121. Based on the foregoing, it is my opinion that Dr. Smith’s proposed
claim construction should not be adopted, the 520 patent is not entitled to a
September 25, 2012 priority date, and claims 9-16 and 22-24 of the ’520 patent
remain invalid.

VIII. AVAILABILITY FOR CROSS EXAMINATION

122. In signing this declaration, I recognize that the declaration will be filed
as evidence in a contested case before the Patent Trial and Appeal Board of the
United States Patent and Trademark Office. I also recognize that I may be subject
to cross examination in the case and that cross examination will take place within
the United States. If cross examination is required of me, I will appear for cross

examination within the United States during the time allotted for cross examination.

IX. RIGHT TO SUPPLEMENT

123. I reserve the right to supplement my opinions in the future to respond
to any arguments that the Patent Owner raises and to take into account new
information as it becomes available to me.

X. JURAT

124. 1 declare that all statements made herein of my own knowledge are true
and that all statements made on information and belief are believed to be true; and

further that these statements were made with the knowledge that willful false
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statements and the like so made are punishable by fine or imprisonment, or both,

under Section 1001 of Title 18 of the United States Code.
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Dated: January 24, 2025

Pl < My

Dr. Todd Mowry
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Abstract

Methods, systems, and apparatuses are provided that are configured to: display, at a first node, at
least one first interface with a first user interface element and a second user interface element;
display, at the first node, at least one second interface; generate a first message; display, at the
second node, at least one third interface; generate a second message that does not include a file
attachment with the second message; display, at the first node, at least one fourth interface with a
reference to at least one file; and allow access, at the first node, to the at least one file.

Description

RELATED APPLICATIONS

000+

The present application is a continuation-in-part of and claims priority to U.S. patent application
Ser. No. 14/274,623 (published US 2014-0365588 A1) filed May 9, 2014 and entitled
“METHODS. SYSTEMS., AND PROGRAM PRODUCTS FOR PROCESSING A DATA
OBIJECT IDENTIFICATION REQUEST IN A COMMUNICATION.” which, in turn, is a
continuation-in-part of and claims priority to U.S. patent application Ser. No. 13/624,906
(published US 2014-0089419 A1) filed Sep. 22, 2012 and entitled “METHODS, SYSTEMS,
AND PROGRAM PRODUCTS FOR PROCESSING A DATA OBJECT IDENTIFICATION
REQUEST IN A COMMUNICATION” and U.S. patent application Ser. No. 13/626,635
(published under US 2014-0089421 A1) filed Sep. 25, 2012 and entitled “METHODS,
SYSTEMS, AND PROGRAM PRODUCTS FOR SHARING A DATA OBJECT IN A DATA
STORE VIA A COMMUNICATION.”

This application is related to the following pending-U.S. Patent-Applicationsthatarenot
commenly-owned-but-by-the-same-inventor:patent applications:

U.S. patent application Ser No. 12/833,016 (Deeket—Ne—G—lé%pubhshed US 2012- 001 1444 Al)
filed on 2010 Jul. 9;-ex s, all Cran 2 :
A&&ehme%m—a—@emmbmea&eﬂ—aﬁ@ entltled “METHODS SYSTEMS AND PROGRAM
PRODUCTS FOR REFERENCING AN ATTACHMENT IN A COMMUNICATION;

0002}
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ApphieationU.S. patent application Ser. Ne=No. 12/833,014 (PeecketNo-0455published US

2012-0011207 A1) filed on 2010 Jul. 9;-entited-Methods; Systems,-and Program Produetsfor

Proecessing-aRequestfor-aResouree-ina-Communieation =9, entitled “METHODS, SYSTEMS,
AND PROGRAM PRODUCTS FOR PROCESSING A REQUEST FOR A RESOURCE IN A

COMMUNICATION”;

U.S. patent application Ser. No. 13/624.906 (published US 2014-0089419 A1) filed 2012 Sep. 22
and entitled “METHODS, SYSTEMS, AND PROGRAM PRODUCTS FOR PROCESSING A
DATA OBJECT IDENTIFICATION REQUEST IN A COMMUNICATION:” AND

U.S. patent application Ser. No. 13/626.635 (published under US 2014-0089421 A1) filed 2012
Sep. 25 entitled “METHODS., SYSTEMS. AND PROGRAM PRODUCTS FOR SHARING A
DATA OBJECT IN A DATA STORE VIA A COMMUNICATION:” the entire contents of each
are herein incorporated by reference for all purposes.

BACKGROUND

{00034

While receiving attachments in a network communication, such as email, is common, most
attachments received are unsolicited or unrequested. To request an attachment, a user typically
sends the request as voice and/or text data in a voice and/or text message heard and/or read by
another user. The request may be as vague or as specific as the language used by the requesting
user. The other user must interpret the request and find a file or other data object that seems to
match the request. The other user in many cases locates a “matching” resource using a program
or application other than the communications agent that received the request. For example, a
search program may be used to search a hard-drive by the other user. The other user must enter
the search criteria.

{00044

Accordingly, there exists a need for methods, systems, and computer program products for
processing a data object identification request in a communication.

SUMMARY

{06054

The following presents a simplified summary of the disclosure in order to provide a basic
understanding to the reader. This summary is not an extensive overview of the disclosure and it
does not identify key/critical elements of the invention or delineate the scope of the invention. Its
sole purpose is to present some concepts disclosed herein in a simplified form as a prelude to the
more detailed description that is presented later.










In one embodiment, an apparatus is provided, comprising: at least one non-transitory memory

storing instructions; and one or more processors in communication with the at least one non-
transitory memory, wherein the one or more processors execute the instructions to: cause, at a
first node, display of at least one first interface with a first user interface element and a second
user interface element, utilizing first hypertext markup language-equipped code that is sent via at
least one network; receive, from the first node via the at least one network, a file description via
the first user interface element that includes a textbox, utilizing the at least one first interface;
receive, from the first node via the at least one network, an indication of at least one of a date or
a time via the second user interface element, utilizing the at least one first interface; cause, at the
first node, display of at least one second interface with a third user interface element and a fourth
user interface element, utilizing second hypertext markup language-equipped code that is sent
via the at least one network; receive, from the first node via the at least one network, indicia
associated with at least one email address via the third user interface element, utilizing the at
least one second interface; receive, from the first node via the at least one network, an indication
of a selection of the fourth user interface element, utilizing the at least one second interface; in
response to the receipt of the indication of the selection of the fourth user interface element and
based on the file description, the indication of the at least one of the date or the time, and the
indicia associated with the at least one email address; generate a first message indicating the at
least one of the date or the time, and including a fifth user interface element and at least one
sentence including the file description; send, to a second node via the at least one network, the
first message; receive, from the second node via the at least one network, an indication of a
selection of the fifth user interface element of the first message; in response to the receipt of the
indication of the selection of the fifth user interface element, cause, at the second node, display
of at least one third interface with a sixth user interface element and a seventh user interface
element, utilizing third hypertext markup language-equipped code that is sent via at least one
network; receive, from the second node via the at least one network, an indication of a selection
at least one file utilizing the sixth user interface element, utilizing the at least one third interface;
receive, from the second node via the at least one network, an indication of a selection of the
seventh user interface element, utilizing the at least one third interface; in response to the receipt
of the indication of the selection of the seventh user interface element, generate a second
message that includes an eighth user interface element, and that does not include a file
attachment with the second message; send, to the first node via the at least one network, the
second message; receive, from the first node via the at least one network, an indication of a
selection of the eighth user interface element of the second message; in response to the receipt of
the indication of a selection of the eighth user interface element of the second message, cause, at
the first node, display of at least one fourth interface with a reference to the at least one file for
allowing access, at the first node, to the at least one file.

In another embodiment, an apparatus is provided, comprising at least one non-transitory memory
storing instructions; and one or more processors in communication with the at least one non-
transitory memory, wherein the one or more processors execute the instructions to: send a first
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communication over at least one network that results in display, at a first node, of a first user
interface element, a second user interface element, and a third user interface element; receive,
from the first node via the at least one network, text associated with one or more desired files via
the first user interface element that includes a textbox; receive, from the first node via the at least
one network, an object associated with at least one email address via the second user interface
element; receive, from the first node via the at least one network, a message associated with a
selection of the third user interface element; in response to the receipt of the message associated
with the selection of the third user interface element and based on the text associated with the
one or more desired files and the object associated with the at least one email address; generate a
first message including a fourth user interface element and the text associated with the one or
more desired files; send, to a second node via the at least one network, the first message; receive,
from the second node via the at least one network, a message associated with a selection of the
fourth user interface element of the first message; in response to the receipt of the message
associated with the selection of the fourth user interface element, send a third communication
over the at least one network that results in display, at the second node, of a fifth user interface
element; receive, from the second node via the at least one network, a message associated with a
selection at least one file; receive, from the second node via the at least one network, a message
associated with a selection of the fifth user interface element; in response to the receipt of the
message associated with the selection of the fifth user interface element, generate a second
message that includes an sixth user interface element, and that does not include a file attachment
with the second message; send, to the first node via the at least one network, the second message;
receive, from the first node via the at least one network, a message associated with a selection of
the sixth user interface element of the second message; in response to the receipt of the message
associated with the selection of the sixth user interface element of the second message, send a
fourth communication over the at least one network that results in display, at the first node, of a
reference to the at least one file; and allow access, at the first node, to the at least one file via the
reference.

In yet another embodiment, a computer-implemented method is provided, comprising:
displaying, at a first node, at least one first interface with a first user interface element and a
second user interface element, utilizing first hypertext markup language-equipped code that is
received via at least one network; receiving, utilizing the at least one first interface at the first
node, a file description via the first user interface element that includes a textbox; sending, from
the first node via the at least one network, the file description; receiving, utilizing the at least one
first interface at the first node, an indication of at least one of a date or a time via the second user
interface element; sending, from the first node via the at least one network, the indication of the
at least one of the date or the time; displaying, at the first node, at least one second interface with
a third user interface element and a fourth user interface element, utilizing second hypertext
markup language-equipped code that is received via the at least one network; receiving, utilizing
the at least one second interface at the first node, indicia associated with at least one email
address via the third user interface element; sending, from the first node via the at least one
network, the indicia associated with the at least one email address; detecting, at the first node, a
selection of the fourth user interface element; sending, from the first node via the at least one
network, an indication of the selection of the fourth user interface element; after sending the
indication of the selection of the fourth user interface element and based on the file description,
the indication of the at least one of the date or the time, and the indicia associated with the at
least one email address; receiving, at a second node via the at least one network, a first message
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indicating the at least one of the date or the time, and including a fifth user interface element and
at least one sentence including the file description; detecting, at the second node, a selection of
the fifth user interface element of the first message; sending, from the second node via the at
least one network, an indication of the selection of the fifth user interface element of the first
message; after sending the indication of the selection of the fifth user interface element,
displaying, at the second node, at least one third interface with a sixth user interface element and
a seventh user interface element, utilizing third hypertext markup language-equipped code that is
received via at least one network; receiving, utilizing the at least one third interface at the second
node, a selection of at least one file utilizing the sixth user interface element; sending, from the
second node via the at least one network, an indication of the at least one file; detecting, utilizing
the at least one third interface at the second node, a selection of the seventh user interface
element; sending, from the second node via the at least one network, an indication of the
selection of the seventh user interface element; after sending the indication of the selection of the
seventh user interface element, receiving, at the first node, a second message that includes an
eighth user interface element, and that does not include a file attachment with the second
message; detecting, at the first node, a selection of the eighth user interface element of the
second message; sending, from the first node via the at least one network, an indication of the
selection of the eighth user interface element of the second message; after sending the indication
of a selection of the eighth user interface element of the second message, displaying, at the first
node, at least one fourth interface with a reference to the at least one file; detecting, utilizing the
at least one fourth interface at the first node, a selection of the reference to the at least one file;
and providing access, at the first node, to the at least one file, utilizing the reference.

In still yet another embodiment, an apparatus is provided, comprising: a first node configured to:
display, at the first node, a first user interface element, a second user interface element, and a
third user interface element; receive, at the first node, text associated with one or more desired
files via the first user interface element that includes a textbox:; send, from the first node via at
least one network, the text associated with the one or more desired files; receive, at the first node,
an object associated with at least one email address via the second user interface element; send,
from the first node via the at least one network, the object associated with the at least one email
address; detect, at the first node, a selection of the third user interface element; and send, from
the first node via the at least one network, a message associated with the selection of the third
user interface element; said first node further configured to communicate with a second node that
is configured to: after the message associated with the selection of the third user interface
element is sent and based on the text associated with the one or more desired files and the object
associated with the at least one email address; receive, at the second node via the at least one
network, a first message including a fourth user interface element and at least one sentence
including the text associated with the one or more desired files; detect, at the second node, a
selection of the fourth user interface element of the first message; send, from the second node via
the at least one network, a message associated with the selection of the fourth user interface
element of the first message; after the message associated with the selection of the fourth user
interface element is sent, display, at the second node, a fifth user interface element and a sixth
user interface element; detect, at the second node, a selection of at least one file; send, from the
second node via the at least one network, a message associated with the at least one file; detect,
at the second node, a selection of the sixth user interface element; and send, from the second
node via the at least one network, a message associated with the selection of the sixth user
interface element; said first node further configured to: after the message associated with the
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selection of the sixth user interface element is sent, receive, at the first node, a second message
that includes a seventh user interface element, and that does not include a file attachment with
the second message; detect, at the first node, a selection of the seventh user interface element of
the second message; send, from the first node via the at least one network, a message associated
with the selection of the seventh user interface element of the second message; after the message
associated with the selection of the seventh user interface clement of the second message is sent,
display, at the first node, an eighth user interface element associated with a reference to the at
least one file; and provide access, at the first node, to the at least one file utilizing the reference.

BRIEF DESCRIPTION OF THE DRAWINGS

10024

Objects and advantages of the present invention will become apparent to those skilled in the art
upon reading this description in conjunction with the accompanying drawings, in which like
reference numerals have been used to designate like or analogous elements, and in which:

100434

FIG. 1 is a block diagram illustrating an exemplary hardware device included in and/or otherwise
providing an execution environment in which the subject matter may be implemented;

feot4

FIG. 2A is a flow diagram illustrating a method for processing a data object identification
request in a communication according to an aspect of the subject matter described herein;

100454

FIG. 2B is a flow diagram illustrating a method for processing a data object identification request
in a communication according to an aspect of the subject matter described herein;

footed

FIG. 3A is a block diagram illustrating an arrangement of components for processing a data
object identification request in a communication according to another aspect of the subject
matter described herein,;

fooHA

FIG. 3B is a block diagram illustrating an arrangement of components for processing a data
object identification request in a communication according to another aspect of the subject
matter described herein,;

00434
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FIG. 4 is a block diagram illustrating an arrangement of components for processing a data object
identification request in a communication according to another aspect of the subject matter
described herein;

100494

FIG. 5 is a network diagram illustrating a system for processing a data object identification
request in a communication according to another aspect of the subject matter described herein;

00264

FIG. 6A is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

10024

FIG. 6B is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

o022

FIG. 6C is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

100234

FIG. 6D is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

fea24

FIG. 6E is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

100234

FIG. 6F is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

o026

FIG. 6G is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

06274

FIG. 7 is a message flow diagram illustrating an exemplary data and execution flow for
processing a data object identification request in a communication according to an aspect of the
subject matter described herein;
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FIG. 8A illustrates an exemplary portion of a communication between a first execution
environment and a second execution environment according to an aspect of the subject matter
described herein; and

00294

FIG. 8B illustrates another exemplary portion of a communication between a first execution
environment and a second execution environment according to an aspect of the subject matter
described herein.

DETAILED DESCRIPTION

00364

One or more aspects of the disclosure are described with reference to the drawings, wherein like
reference numerals are generally utilized to refer to like elements throughout, and wherein the
various structures are not necessarily drawn to scale. In the following description, for purposes of
explanation, numerous specific details are set forth in order to provide a thorough understanding
of one or more aspects of the disclosure. It may be evident, however, to one skilled in the art,

that one or more aspects of the disclosure may be practiced with a lesser degree of these specific
details. In other instances, well-known structures and devices are shown in block diagram form
in order to facilitate describing one or more aspects of the disclosure.

fee3H

Unless otherwise defined, all technical and scientific terms used herein have the same meaning
as commonly understood by one of ordinary skill in the art to which this disclosure belongs.
Although methods, components, and devices similar or equivalent to those described herein can
be used in the practice or testing of the subject matter described herein, suitable methods,
components, and devices are described below.

fee324

All publications, patent applications, patents, and other references mentioned herein are
incorporated by reference in their entirety. In case of conflict, the present specification, including
definitions, will control. In addition, the materials, methods, and examples are illustrative only
and not intended to be limiting.

{06334

An exemplary device included in an execution environment that may be configured according to
the subject matter is illustrated in FIG. 1. An “execution environment”, as used herein, is an
arrangement of hardware and, in some aspects, software that may be further configured to
include and/or otherwise host an arrangement of components for performing a method of the
subject matter described herein. An execution environment includes and/or is otherwise provided
by one or more devices. The execution environment is said to be the execution environment of
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the device and/or devices. An execution environment may be and/or may include a virtual
execution environment including software components operating in a host execution
environment. Exemplary devices included in and/or otherwise providing suitable execution
environments for configuring according to the subject matter include personal computers,
notebook computers, tablet computers, servers, portable electronic devices, handheld electronic
devices, mobile devices, multiprocessor devices, distributed systems, consumer electronic
devices, routers, communication servers, and/or any other suitable devices. Those skilled in the
art will understand that the components illustrated in FIG. 1 are exemplary and may vary by
particular execution environment.

10034

FIG. 1 illustrates a hardware device 100 included in an execution environment 102. FIG. 1
illustrates that execution environment 102 includes a processor 104, such as one or more
microprocessors; a physical processor memory 106 including storage locations identified by
addresses in a physical memory address space of processor 104; a persistent secondary storage
108, such as one or more hard drives and/or flash storage media; an input device adapter 110,
such as a key or keypad hardware, a keyboard adapter, and/or a mouse adapter; an output device
adapter 112, such as a display and/or an audio adapter for presenting information to a user; a
network interface component, illustrated by a network interface adapter 114, for communicating
via a network such as a LAN and/or WAN; and a communication mechanism that operatively
couples elements 104-114, illustrated as a bus 116. Elements 104-114 may be operatively
coupled by various means. Bus 116 may comprise any type of bus architecture, including a
memory bus, a peripheral bus, a local bus, and/or a switching fabric.

fee334

As used herein a “processor” is an instruction execution machine, apparatus, or device. A
processor may include one or more electrical, optical, and/or mechanical components that
operate in interpreting and executing program instructions. Exemplary processors include one or
more microprocessors, digital signal processors (DSPs), graphics processing units, application-
specific integrated circuits (ASICs), optical or photonic processors, and/or field programmable
gate arrays (FPGAs). Processor 104 may access machine code instructions and data via one or
more memory address spaces in addition to the physical memory address space. A memory
address space includes addresses identifying locations in a processor memory. The addresses in a
memory address space are included in defining a processor memory. Processor 104 may have
more than one processor memory. Thus, processor 104 may have more than one memory address
space. Processor 104 may access a location in a processor memory by processing an address
identifying the location. The processed address may be identified by an operand of a machine
code instruction and/or may be identified by a register or other portion of processor 104.

0036}

FIG. 1 illustrates a virtual processor memory 118 spanning at least part of physical processor
memory 106 and may span at least part of persistent secondary storage 108. Virtual memory
addresses in a memory address space may be mapped to physical memory addresses identifying
locations in physical processor memory 106. An address space for identifying locations in a
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virtual processor memory is referred to as a virtual memory address space; its addresses are
referred to as virtual memory addresses; and its processor memory is referred to as a virtual
processor memory or virtual memory. The term “processor memory” may refer to physical
processor memory, such as processor memory 106, and/or may refer to virtual processor
memory, such as virtual processor memory 118, depending on the context in which the term is
used.

fee3#

Physical processor memory 106 may include various types of memory technologies. Exemplary
memory technologies include static random access memory (SRAM) and/or dynamic RAM
(DRAM) including variants such as dual data rate synchronous DRAM (DDR SDRAM), error
correcting code synchronous DRAM (ECC SDRAM), RAMBUS DRAM (RDRAM), and/or
XDR™ DRAM. Physical processor memory 106 may include volatile memory as illustrated in
the previous sentence and/or may include nonvolatile memory such as nonvolatile flash RAM
(NVRAM) and/or ROM.

fea334

Persistent secondary storage 108 may include one or more flash memory storage devices, one or
more hard disk drives, one or more magnetic disk drives, and/or one or more optical disk drives.
Persistent secondary storage may include a removable data storage medium. The drives and their
associated tangible computer readable storage media provide volatile and/or nonvolatile storage
for computer-readable instructions, data structures, program components, and other data for
execution environment 102.

00394

Execution environment 102 may include software components stored in persistent secondary
storage 108, in remote storage accessible via a network, and/or in a processor memory. FIG. 1
illustrates execution environment 102 including an operating system 120, one or more
applications 122, and other program code and/or data components illustrated by other libraries
and subsystems 124. In an aspect, some or all software components may be stored in locations
accessible to processor 104 in a shared memory address space shared by the software
components. The software components accessed via the shared memory address space are stored
in a shared processor memory defined by the shared memory address space. In another aspect, a
first software component may be stored in one or more locations accessed by processor 104 in a
first address space and a second software component may be stored in one or more locations
accessed by processor 104 in a second address space. The first software component is stored in a
first processor memory defined by the first address space and the second software component is
stored in a second processor memory defined by the second address space.

{06464

Software components typically include instructions executed by processor 104 in a computing
context referred to as a “process”. A process may include one or more “threads”. A “thread”
includes a sequence of instructions executed by processor 104 in a computing sub-context of a
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process. The terms “thread” and “process” may be used interchangeably herein when a process
includes only one thread.

04+

Execution environment 102 may receive user-provided information via one or more input
devices illustrated by an input device 128. Input device 128 provides input information to other
components in execution environment 102 via input device adapter 110. Execution environment
102 may include an input device adapter for a keyboard, a touch screen, a microphone, a
joystick, a television receiver, a video camera, a still camera, a document scanner, a fax, a phone,
a modem, a network interface adapter, and/or a pointing device, to name a few exemplary input
devices.

o042

Input device 128 included in execution environment 102 may be included in device 100 as FIG.
1 illustrates or may be external (not shown) to device 100. Execution environment 102 may
include one or more internal and/or external input devices. External input devices may be
connected to device 100 via corresponding communication interfaces such as a serial port, a
parallel port, and/or a universal serial bus (USB) port. Input device adapter 110 receives input
and provides a representation to bus 116 to be received by processor 104, physical processor
memory 106, and/or other components included in execution environment 102.

o043

An output device 130 in FIG. 1 exemplifies one or more output devices that may be included in
and/or that may be external to and operatively coupled to device 100. For example, output device
130 is illustrated connected to bus 116 via output device adapter 112. Output device 130 may be
a display device. Exemplary display devices include liquid crystal displays (LCDs), light
emitting diode (LED) displays, and projectors. Output device 130 presents output of execution
environment 102 to one or more users. In some embodiments, an input device may also include
an output device. Examples include a phone, a joystick, and/or a touch screen. In addition to
various types of display devices, exemplary output devices include printers, speakers, tactile
output devices such as motion-producing devices, and other output devices producing sensory
information detectable by a user. Sensory information detected by a user is referred herein to as
“sensory input” with respect to the user.

o044

A device included in and/or otherwise providing an execution environment may operate in a
networked environment communicating with one or more devices via one or more network
interface components. The terms “communication interface component” and “network interface
component” are used interchangeably herein. FIG. 1 illustrates network interface adapter (NIA)
114 as a network interface component included in execution environment 102 to operatively
couple device 100 to a network. A network interface component includes a network interface
hardware (NIH) component and optionally a network interface software (NIS) component.

00434
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Exemplary network interface components include network interface controller components,
network interface cards, network interface adapters, and line cards. A node may include one or
more network interface components to interoperate with a wired network and/or a wireless
network. Exemplary wireless networks include a BLUETOOTH network, a wireless 802.11
network, and/or a wireless telephony network (e.g., a cellular, PCS, CDMA, and/or GSM
network). Exemplary network interface components for wired networks include Ethernet
adapters, Token-ring adapters, FDDI adapters, asynchronous transfer mode (ATM) adapters, and
modems of various types. Exemplary wired and/or wireless networks include various types of
LANs, WANSs, and/or personal area networks (PANs). Exemplary networks also include
intranets and internets such as the Internet.

o046

The terms “network node” and “node” in this document both refer to a device having a network
interface component for operatively coupling the device to a network. Further, the terms
“device” and “node” used herein may refer to one or more devices and nodes, respectively,
providing and/or otherwise included in an execution environment unless clearly indicated
otherwise.

o4+

The user-detectable outputs of a user interface are generically referred to herein as “user
interface elements” or abbreviated as “Ul elements”. More specifically, visual outputs of a user
interface are referred to herein as “visual interface elements”. A visual interface element may be
a visual output of a graphical user interface (GUI). Exemplary visual interface elements include
windows, textboxes, sliders, list boxes, drop-down lists, spinners, various types of menus,
toolbars, ribbons, combo boxes, tree views, grid views, navigation tabs, scrollbars, labels,
tooltips, text in various fonts, balloons, dialog boxes, and various types of button controls
including check boxes and radio buttons. An application interface may include one or more of
the elements listed. Those skilled in the art will understand that this list is not exhaustive. The
terms “visual representation”, “visual output”, and “visual interface element” are used
interchangeably in this document. Other types of Ul elements include audio outputs referred to

as “audio interface elements”, tactile outputs referred to as “tactile interface elements”, and the
like.

00434

A visual output may be presented in a two-dimensional presentation where a location may be
defined in a two-dimensional space having a vertical dimension and a horizontal dimension. A
location in a horizontal dimension may be referenced according to an X-axis and a location in a
vertical dimension may be referenced according to a Y-axis. In another aspect, a visual output
may be presented in a three-dimensional presentation where a location may be defined in a three-
dimensional space having a depth dimension in addition to a vertical dimension and a horizontal
dimension. A location in a depth dimension may be identified according to a Z-axis. A visual
output in a two-dimensional presentation may be presented as if a depth dimension existed
allowing the visual output to overlie and/or underlie some or all of another visual output.
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00494

An order of visual outputs in a depth dimension is herein referred to as a “Z-order”. The term “Z-
value” as used herein refers to a location in a Z-order. A Z-order specifies the front-to-back
and/or back-to-front ordering of visual outputs in a presentation space with respect to a Z-axis. In
one aspect, a visual output with a higher Z-value than another visual output may be defined to be
on top of or closer to the front than the other visual output. In another aspect, a visual output with
a lower Z-value than another visual output may be defined to be on top of or closer to the front
than the other visual output.

0056

A “user interface (UI) element handler” component, as the term is used herein, includes a
component of configured to send information representing a program entity for presenting a
user-detectable representation of the program entity by an output device, such as a display. A
“program entity” is an object included in and/or otherwise processed by an application or
executable. The user-detectable representation is presented based on the sent information.
Information that represents a program entity for presenting a user detectable representation of the
program entity by an output device is referred to herein as “presentation information”.
Presentation information may include and/or may otherwise identify data in one or more formats.
Exemplary formats include image formats such as raw pixel data, JPEG, video formats such as
MP4, markup language data such as hypertext markup language (HTML) and other XML-based
markup, a bit map, and/or instructions such as those defined by various script languages, byte
code, and/or machine code. For example, a web page received by a user agent from a remote
application provider may include HTML, ECMAScript, and/or byte code for presenting one or
more Ul elements included in a user interface of the remote application. Components configured
to send information representing one or more program entities for presenting particular types of
output by particular types of output devices include visual interface element handler components,

audio interface element handler components, tactile interface element handler components, and
the like.

foesH

A representation of a program entity may be stored and/or otherwise maintained in a presentation
space. As used in this document, the term “presentation space” refers to a storage region
allocated and/or otherwise provided for storing presentation information, which may include
audio, visual, tactile, and/or other sensory data for presentation by and/or on an output device.
For example, a buffer for storing an image and/or text string may be a presentation space as
sensory information for a user. A presentation space may be physically and/or logically
contiguous or non-contiguous. A presentation space may have a virtual as well as a physical
representation. A presentation space may include a storage location in a processor memory,
secondary storage, a memory of an output adapter device, and/or a storage medium of an output
device. A screen of a display, for example, is a presentation space.

00524
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As used herein, the terms “program” and “executable” refer to any data representation that may
be translated into a set of machine code instructions and may optionally include associated
program data. The terms are used interchangeably herein. Program representations other than
machine code include object code, byte code, and source code. Object code includes a set of
instructions and/or data elements that either are prepared for linking prior to loading or are
loaded into an execution environment. When in an execution environment, object code may
include references resolved by a linker and/or may include one or more unresolved references.
The context in which this term is used will make clear the state of the object code when it is
relevant. This definition can include machine code and virtual machine code, such as Java™ byte
code. As used herein, the terms “application”, and “service” may be realized in one or more
executables and/or in one or more hardware components. The terms are used interchangeably
herein.

s34

As used herein, an “addressable entity” is program or a portion thereof, specifiable in
programming language in source code. An addressable entity is addressable in a program
component translated for a compatible execution environment from the source code. Examples
of addressable entities include variables, constants, functions, subroutines, procedures, modules,
methods, classes, objects, code blocks, and labeled instructions. A code block includes one or
more instructions in a given scope specified in a programming language. An addressable entity
may include a value. In some places in this document “addressable entity” refers to a value of an
addressable entity. In these cases, the context will clearly indicate that the value is being
referenced.

feasH

Addressable entities may be written in and/or translated to a number of different programming
languages and/or representation languages, respectively. An addressable entity may be specified
in and/or translated into source code, object code, machine code, byte code, and/or any
intermediate languages for processing by an interpreter, compiler, linker, loader, and/or other
analogous tool.

100534

As used herein, the term “network protocol” refers to a formal set of rules, conventions and data
structures that governs how computers and other network devices exchange information over a
network. The rules, conventions, and data structures are said to be specified or defined in a
specification and/or schema.

{06564

The term “network path” as used herein refers to a sequence of nodes in a network that are
communicatively coupled for transmitting data in one or more data units of a specified network
protocol between a pair of nodes in the network.

{0657
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A “data unit”, as the term is used herein, is a data entity specified according to a network
protocol for transmitting data contained in and/or otherwise identified by the data entity. A data
unit is transmitted between a pair of nodes in a network path to send the data in and/or otherwise
identified by the data unit from a source node to a destination node that includes a protocol
endpoint of the network protocol. A network protocol explicitly and/or implicitly specifies
and/or otherwise identifies a schema that defines one or more of a format for a valid data unit
and a vocabulary for content of a valid data unit. One example of a data unit is an Internet
Protocol (IP) packet. The Internet Protocol defines a format for an IP packet that defines a header
for identifying a destination address that identifies a destination node and a payload portion for
including a representation of data to be delivered to the identified destination node. The terms
“data unit”, “data packet”, and “packet” are used interchangeably herein. One or more data units
of a first network protocol may transmit a message of second network protocol. For example,
one or more data units of the IP protocol may include a TCP message. In another example, one
or more TCP data units may transmit an HTTP message.

00334

How data is packaged in one more data units for a network protocol may vary as the data
traverses a network path from a source node to a destination node. Data may be transmitted in a
single data unit between two consecutive nodes in a network path. Additionally, data may be
exchanged between a pair of consecutive nodes in several data units each including a portion of
the data. Data received in a single data unit by a node in a network path may be split into
portions included in several respective data units for transmitting to a next node in the network
path. Portions of data received in several data units may be combined into a single data unit for
transmitting by a node in a network path. For purposes of describing the subject matter, a data
unit in which data is received by a node is referred to as a different data unit than a data unit in
which the data is forwarded by the node.

00594

A “protocol address”, as the term is used herein, for a network protocol is an identifier of a
protocol endpoint that may be represented in a data unit of the protocol. For example 192.168.1.1
is an IP protocol address represented in a human readable format that may be included in an
address portion of an IP header to identify a source and/or a destination IP protocol endpoint. A
protocol address differs from a symbolic identifier, defined below, in that a symbolic identifier,
with respect to a network protocol, maps to a protocol address. Thus, “www.mynode.com” may
be a symbolic identifier for a node in a network when mapped to the protocol address
192.168.1.1. An identifier may be both a symbolic identifier and a protocol address depending on
its role with respect to its use for a particular network protocol.

{00664

Since a protocol endpoint is included in a node and is accessible via a network via a network
interface, a protocol address identifies a node and identifies a network interface of the node. A
network interface may include one or more NICs operatively coupled to a network.

fooe+H
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A node in a pair of nodes in a network path at one end of the sequence of nodes in the network
path and/or the other end is referred to herein as a “path end node”. Note that a node may have
two NICs with one NIC at each end of a network path. A network path may be included as a
portion of another network path that communicatively couples a same pair of nodes. Data may be
transmitted via the sequence of nodes in a network path between path end nodes
communicatively coupled via the network path. Data may be transmitted in one or both
directions depending on an ordering of the nodes in the sequence.

o062}

The term “hop” as used herein refers to a pair of consecutive nodes in a network path for
transmitting, via a network protocol, data sent from a source node to a destination node. A “hop
path” is thus a sequence of hops in a network that respectively include a sequence of pairs of
consecutive nodes included in transmitting data from a first path end node of the network path to
a second path end node of the network path.

00634

The term “path-based protocol address” as used herein refers to a protocol address for a network
protocol that includes a plurality of path segment identifiers that identify portions of a specific
network path identified by the path-based protocol address. A “node-based protocol address” is a
path-based protocol address that includes a plurality of node identifiers that identify a sequence
of nodes in a network path. A “network-interface-based protocol address” is a path-based
protocol address that includes a plurality of network interface identifiers that identify a sequence
of network interfaces in a network path. A “NIC-based protocol address” is a type of network-
interface-based protocol address that includes a plurality of identifiers that identify a sequence of
network interface components. A “hop-based protocol address” is a type path-based protocol
address since a hop is a type of network path.

feoeH

Given the above definitions, note that the terms “network path” and “hop” may be defined in
terms of network interfaces. A “network path” and a “hop path” include a sequence of network
interfaces in a network that are included in transmitting data between a pair of path end nodes in
the network. A “hop” refers to at least part of a network path that includes a pair of consecutive
network interfaces in a sequence of network interfaces in a network path. A “network path” is
thus a sequence of hops in a network that respectively include a sequence of pairs of consecutive
network interfaces included in transmitting data from a first path end node of the network path to
a second path end node of the network path.

{00634

The term “network topology” as used herein refers to a representation of protocol endpoints
and/or nodes in a network, and representations of hops representing communicative couplings
between and/or among the protocol endpoints and/or nodes in the network. A network may have
different network topologies with respect to different network protocols. A network topology
may represent physical communicative couplings between nodes in the network. A network
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topology may represent logical couplings between protocol endpoints and/or nodes of a
particular network protocol or a particular type of network protocol.

feoe6d

The domain name system (DNS) of the Internet operates based on an application layer protocol
defined by the DNS. The nodes in the DNS are communicatively coupled via the DNS protocol
and may be represented by a logical network topology. A DNS system includes nodes connected
via the DNS protocol and thus has a network topology defined by nodes that include protocol
endpoints of the DNS protocol. In still another example, a token-ring network has a circular
topology at the link layer, but may have a star topology at the physical layer.

tooe#

As used herein, an “entity-specific address space” refers to an address space defined for a
specific entity where the addresses in the address space operate as identifiers in the context of the
entity. An address from an entity-specific address space is referred to herein as an “entity-
specific address”. An address is “entity-specific” in that what it identifies is based on the entity
to which it is specific. Another address having the same form and content may identify a
different entity when in an address space specific to another entity. Addresses in an entity-
specific address space operate as identifiers in the context of an entity to which they are
“specific” as defined by the specific association of the address space and the entity. Without
knowledge of the entity to which an entity-specific address space is specific, what an address in
the entity-specific address space identifies is indeterminate. The terms “entity-specific address”
and “entity-specific identifier” are used interchangeably herein. An entity-specific address may
identify an entity included in the entity to which the address is specific or may identify an entity
external to the entity to which the address is specific. The fact that an address is entity-specific
does not define a scope for the address.

o063

A portion of a network is a type of entity. A type of entity-specific address space described
herein is a scope-specific address space. As used herein, a “scope-specific address space”,
specific to a particular region of a network, is an address space defined for the particular network
region, where an address in the scope-specific protocol address operates as identifier, according
to a network protocol, of a protocol endpoint in a node outside of the particular region when
processed in the context of a node in the particular region. The region is indicated by the span of
an indicated scope. The terms “region” and “zone” are used interchangeably herein. An address
from a scope-specific address space is referred to herein as a “scope-specific protocol address”.
An address is “scope-specific” in that what protocol endpoint it identifies depends on the region
to which it is specific. Another address having the exact same form and content may identify a
different protocol endpoint when in an address space that is specific to another region. A
protocol address in a scope-specific address space serves as an identifier in the context of a node
in a region to which the scope-specific address space is “specific” as defined by an association of
the address space and the region indicated by the scope. Without knowledge of the particular
region to which a scope-specific address space is specific, what a scope-specific protocol address
in the scope-specific address space identifies is indeterminate. The terms “scope-specific
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protocol address” and “scope-specific protocol identifier” are used interchangeably herein. Types
of scope-specific address spaces indicating exemplary spans include site-specific, LAN-specific,
subnet-specific, city-specific, business-specific, and node-specific.

00694

For a network protocol, an address in a scope-specific address space serves as an identifier of a
protocol endpoint in a node. Data may be received via the protocol endpoint from a network via
one or more network interfaces that operatively couple the node to the network. Data may be
sent via the protocol endpoint for transmitting over the network via the one or more network
interfaces in the node. Since a protocol endpoint of a network protocol is included in a node and
is accessible via a network via a network interface, a protocol address identifying the protocol
endpoint also identifies the node and identifies a network interface of the node.

00764

As used herein, a “node-specific address space” is a scope-specific address space defined for a
specific node in a network, where the addresses in the node-specific address space operate as
identifiers of nodes and/or network interfaces in the network when processed in the context of
the specific node. An address from a node-specific address space is referred to herein as a “node-
specific address”. An address is “node-specific” in that what it identifies depends on the node to
which is defined as specific. Another address having the exact same form and content may
identify a different node when in an address space specific to another node. Addresses in a node-
specific address space operate as identifiers in the context of a node to which they are “specific”
as defined by the specific association of the address space and the node. Without knowledge of
the node to which a node-specific address space is specific, addresses in the node-specific
address space are indeterminate. The terms “node-specific address” and “node-specific
identifier” are used interchangeably herein. A node-specific address space is a type of scope-
specific address space.

1007+

The term “node” is defined above. Note that an identifier of a network interface in a network also
identifies a node that includes the network interface. Thus, a network interface-specific address
is also a node-specific address. Network interfaces in a node may have their own respective
network interface-specific address spaces that are also node-specific. The network interface-
specific address spaces may be combined to form a node-specific address space and/or may be
managed as separate address spaces. The adjectives “node-specific” and “network interface-
specific” may be used interchangeably.

06724

A scope-specific identifier differs from a scoped address as described in “Request for
Comments” (RFC) document RFC 4007 by S. Deering, et al, titled “IPv6 Scoped Address
Architecture”, published by the IETF in December, 2006 and further described in application
Ser. No. 11/962,285 ~which-isnotcommenly-owned-but by the present inventor, filed on 2007
Dec. 21, entitled “Methods and Systems for Sending Information to a Zone Included in an
Internet Network”. A scoped address space is shared by nodes in a given scope. While a link-
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local scoped address is specific to a particular node, a link-local scoped address simply identifies
a network interface component local to the particular node. A loop-back internet address is
specific to a node as well. Neither link-local scoped addresses nor loop-back addresses identify
one node to another. As such, neither serves as a node-specific identifier as defined above.

o734

A “scoped address” is described by RFC 3513 and RFC 4007 as an identifier that, in a particular
region of a network, serves as a protocol address of a network interface and/or a node in the
particular region. The extent of the particular region is referred to as the scope of the region and
thus the scope within which the identifier serves as a protocol address. A particular region
included within a scope as indicated by its span. A scoped address is a valid protocol address
only within a particular region as indicated by the address's indicated scope. Examples of scope
indicators include node-scope where identifiers are valid only to a single node in the indicated
span, LAN-scope where identifiers are valid for nodes in the span of a particular LAN, and
subnet-scope where identifiers are valid only for nodes in a particular subnet. RFC 3513
currently defines support for link-local scope, site-local scope, a global scope. A data unit
transmitted with a scoped address should not be delivered to node that does not have a network
interface in the span indicated by the scope.

10074

“Path information” is any information that identifies a network path and/or hop path for data
transmitted via one or more specified network protocols. Path information may be identified by
identifying network interfaces, NICs, nodes, and/or hops included in a network path. “Address
information” is any information that identifies a protocol address that, for a network protocol,
identifies a protocol endpoint. Address information may identify a unicast protocol address for a
network protocol. In identifying a protocol endpoint, a protocol address identifies a node and a
network interface. Those skilled in the art will understand upon reading the descriptions herein
that the subject matter disclosed herein is not restricted to the network protocols described and/or
their corresponding OSI layers. For ease of illustration, the subject matter is described in terms
of protocols that correspond to OSI layer three, also referred to as network layer protocols, in
general. Particular descriptions are based on versions of the Internet Protocol (IP). Address
information may identify one or more protocol addresses. Exemplary protocol addresses include
IP addresses, IPX addresses, DECNet addresses, VINES Internet Protocol addresses, and
Datagram Delivery Protocol (DDP) addresses.

10754

The term “path-based address” is defined above. A “node-based address” is a path-based address
where some or all of the address includes node identifiers that identify a sequence of nodes in a
network path. A “network-interface-based address” is a path-based address where some or all of
the address identifies includes identifiers of a network interfaces in sequence in a network path.
A “NIC-based address” is a type of network-interface-based address that identifies a sequence of
network interface components. A “hop-based address” is a path-based address where some or all
of the address identifies one or more hops in a network path. The protocol address types defined
are not mutually exclusive.

101



feo764

The term “metric space”, as used herein, refers to a set, as defined in mathematics, where a
distance between elements of the set is defined according to a metric. Metric spaces defined in
Euclidean geometry are well-known examples. Those skilled in the art of metric spaces, such as
Euclidian spaces, will appreciate that a one-to-one mapping may be determined and/or otherwise
identified for mapping addresses from a first coordinate space having a first origin for a metric
space to addresses from a second coordinate space having a second origin in the metric space.
Given a mapping rule between a first scope-specific address space and a second scope-specific
address space and a mapping between the second scope-specific address space and a third scope-
specific address space based on a third coordinate space identifying a third origin in the metric
space, a mapping from the first coordinate space to the third coordinate space may be
determined. A mapping between coordinate spaces for a metric space may be included a
coordinate shift and/or a rotation, for example. The mapping may be pre-specified and accessible
to the nodes in one or both address spaces. Mapping between locations in a number of different
metric spaces is well-known in mathematics. For example, a top half of the surface of sphere
may be mapped to a plane. Some will further appreciate that some metric spaces may be mapped
to other metric spaces. Some of these mappings are one-to-one and onto.

t007H

An “interaction”, as the term is used herein, refers to any activity including a user and an object
where the object is a source of sensory data detected by the user. In an interaction the user directs
attention to the object. An interaction may also include the object as a target of input from the
user. The input from the user may be provided intentionally or unintentionally by the user. For
example, a rock being held in the hand of a user is a target of input, both tactile and energy input,
from the user. A portable electronic device is a type of object. In another example, a user looking
at a portable electronic device is receiving sensory data from the portable electronic device
whether the device is presenting an output via an output device or not. The user manipulating an
input component of the portable electronic device exemplifies the device, as an input target,
receiving input from the user. Note that the user in providing input is detecting sensory
information from the portable electronic device provided that the user directs sufficient attention
to be aware of the sensory information and provided that no disabilities prevent the user from
processing the sensory information. An interaction may include an input from the user that is
detected and/or otherwise sensed by the device. An interaction may include sensory information
that is detected by a user included in the interaction that is presented by an output device
included in the interaction.

00734

As used herein “interaction information” refers to any information that identifies an interaction
and/or otherwise provides data about an interaction between a user and an object, such as a
portable electronic device. Exemplary interaction information may identify a user input for the
object, a user-detectable output presented by an output device of the object, a user-detectable
attribute of the object, an operation performed by the object in response to a user, an operation
performed by the object to present and/or otherwise produce a user-detectable output, and/or a
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measure of interaction. The term “operational component” of a device, as used herein, refers to a
component included in performing an operation by the device.

0079

Interaction information for one object may include and/or otherwise identify interaction
information for another object. For example, a motion detector may detect user's head turn in the
direction of a display of a portable electronic device. Interaction information identifying the
user's head is facing the display may be received and/or used as interaction information for the
portable electronic device indicating the user is receiving visual input from the display. The
interaction information may serve to indicate a lack of user interaction with one or more other
objects in directions from the user different than the detected direction, such as a person
approaching the user from behind the user. Thus the interaction information may serve as
interaction information for one or more different objects.

00806

The term “attention information” as used herein refers to information that identifies an attention
output and/or that includes an indication to present an attention output. Attention information
may identify and/or may include presentation information that includes a representation of an
attention output, in one aspect. In another aspect, attention output may include a request and/or
one or more instructions for processing by a processor to present an attention output. The aspects
described serve merely as examples based on the definition of attention information, and do not
provide an exhaustive list of suitable forms and content of attention information.

feesH

As used herein the term “attention criterion” refers to a criterion that when met is defined as
indicating that interaction between a user and an object is or maybe inadequate at a particular
time and/or during a particular time period. In other words, the user is not directing adequate
attention to the object.

10082}

As used herein, the term “tag” refers to a character string, which may include one or more words,
which may be associated with a resource to create an association between the resource and
another resource also tagged with the tag. Tags are often used in sharing media, social
bookmarking, social news and blog entries to help users search for associated content. In some
contexts, the term “tagging” as used herein refers to the process of associating a tag with a
resource that can be tagged. As used herein, the term “tagged association” refers to an
association that identifies a tag and a resource that is tagged with the tag. A resource is said to be
“tagged” with a tag when a tagging process, also referred to as “tagging”, has successfully
created a tagged association. In other contexts, a “tagging” refers to a tagged association.

06834

The term “matched tag”, as used herein, refers to an association that identifies a tag and a
tagging criterion, where the tagging criterion is based on data other than the tag. The tagging
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criterion may be based additionally on the tag. The term “tagging association”, as used herein,
refers to a matched tag represented in a memory, either persistent and/or volatile. For example, a
tagging association may be realized as a record that includes and/or identifies a tag and a tagging
criterion. The terms “matched tag” and “tagging association” are used interchangeably. When the
term “matched tag” refers to something other than its tagging association, it will be made clear.
For example, a reference to matched tag presented in a user interface clearly identifies a U1UI
element that identifies and/or otherwise represents and/or otherwise identifies a matched tag
either realized or to be realized in a tagging association. A tagged association, defined above,
may identify a matched tag and a resource that is tagged with the tag identified by the matched
tag. Such an association is also referred to herein as a “matched tag association”. A resource may
be tagged with a matched tag when a tagging criterion identified by the matched tag is met for
the resource.

feosH

As user herein, the term “vocabulary” refers to a set of valid values that can be assigned to
and/or included in a data element. With respect to a tag, a vocabulary defines valid tags. A
vocabulary may be specified by one or more rules and/or by identifying one or more valid values
directly and/or indirectly.

100834

As used herein, the term™ “dictionary” refers a vocabulary wherein one or more terms in the
vocabulary is assigned a definition. A “definition” as the term is used herein refers to
information that identifies semantic information about a data value, such as a t tag. Semantic
information may include one or more of a textual description of a meaning of the term, an audio
description, a visual description, and information identifying a use or context for the term. A use
and/or context may be identified, for example, by identifying a part of speech, a dialect or
language, an antonym, a synonym, and/or an example usage of the defined data value.

00864

As used herein, any reference to an entity “in” an association is equivalent to describing the
object as “identified” by the association, unless explicitly indicated otherwise.

fesH

As used herein, the term “communication” refers to information including a message sent and/or
for sending via a network between communicants. A message may include text data, audio data,
and/or image data. The term “communicant” as used herein refers to a user included in a
communication as a sender and/or a receiver of the information. A communicant is represented
by a “communications agent” configured to operate in an execution environment to send data to
and/or receive data from another communications agent, on behalf of the represented
communicant, according to a communications protocol via network. A communications protocol
defines and/or otherwise identifies an address space including communications addresses for
delivering data sent in a communication from one communications agent to another. A
communications protocol is a type of network protocol.
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o083}

The term “communicant alias” as used herein refers to an identifier of a communicant in a
communication where the communicant alias is not a communications address included in an
address space of a communications protocol for sending and/or receiving data in the
communication.

00894

The term “attachment” as used herein refers to a portion of a communication that includes data
from one communicant to another other than data in the message portion. A resource sent as an
attachment is data that is typically not presented “inline” or in a message included in a message
portion of a communication. Email attachments are perhaps the most widely known attachments
included in communications. An email attachment is a file or other resource sent along with an
email in a portion of the email separate from a message portion. A communication may include
one or more resources as one or more attachments.

00964

The terms “contactor” and “contactee” identify roles in a communication. A “contactor”
provides information for identifying a “contactee” in a communication. A contactee may be
included in a communication by a contactor and/or the contactor's communications agent. A
contactor and/or a contactee are roles of a user or communicant of a communications agent and
may played by a living being, a node, a component, and/or an application. Both a contactor and a
contactee are communicants in a communication.

fee9H

As used here, the term “tagging-attribute association” refers to an association that identifies one
or more tagging criterion and a resource attribute that the one or more tagging criterion are each
based on. That is, whether a tagging criterion identified in a tagging-attribute association is met
for a specified resource depends on an attribute of the resource identified by the tagging-attribute
association. The term attribute, as used herein, includes the resource, as a resource is considered
to be an attribute of itself and/or otherwise to include at least some of its attributes.

06924

As used herein, the term “resource scope” refers a bounded space in which a resource may be
identified. The space may be any space in which a resource may be locate and/or otherwise
identified. A bounded may be may include one or more of an identifier space such as file system
identifier space and/or a URI address space, a storage space, a geospatial space, a demographic
space, and a data type—to name a few examples;. space, defines a set of resources from which
resources may be identified. For example, the files within a specified folder and its subfolders in
a file system define and/or otherwise specify a resource scope. All user accounts that have an
administrator security role define another resource scope. The present disclosure describes a
resource scope with respect to resources tagged with a specified tag that makeup a set, referred to
herein as a “tagged resource set”. A tagged resource set may include a resource tagged with a tag
identified by a matched tag.
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00934

In specifying a resource scope, one or more criterion may be specified. The terms “criterion” and
“constraint” are used interchangeably herein, with respect to a resource scope. A criterion
included in specifying a resource scope is referred to herein as a “scope criterion”. A scope
criterion may be expressed via any suitable manner, such as a file name, a wildcard expression, a
regular expression, a data store location, a data base query, geospatial coordinates, a time, a date,
a duration, a relationship to a user, and/or an address—too name a few examples. With respect to
a tag, a scope criterion included in defining a resource scope differs from a tagging criterion for
the tag in that the scope criterion included in defining a resource scope need not be met in order
for a resource to be tagged with the tag. Further a resource scope may be used for purposes other
than processing related to a tagged resource.

10094

One or more scope criterion that together specify and/or otherwise define a resource scope is/are
referred to herein as a “scope descriptor”. When all the criteria in a scope descriptor are met for a
resource, the resource is in the resource scope defined by the scope descriptor. The one or more
separate criterion in a scope descriptor may be evaluated in any order suitable or desirable in any
given embodiment. In an aspect described below, one scope criterion, that may be included in a
scope descriptor, may be specified to determine and/or otherwise identify when the scope
descriptor is “active”. A scope criterion that indicates whether a scope descriptor is active is
referred to herein as a “scope condition”. In a further aspect a scope descriptor may include no
other criterion indicating the resource scope includes all resources accessible to an application,
subsystem, execution environment, and/or group of any of the preceding that are processing
and/or otherwise making use of the scope descriptor. Those skilled in the art will understand that
whether a scope criterion in a scope descriptor is called a scope condition or not depends on the
role played by the scope criterion. The subject matter may be described without referring to a
scope criterion in the role of a scope condition without limiting the scope of subject matter.

00954

Although, those skilled in the art will know that a scope criterion may be defined as “met” when
it is true or may be defined as “met” when it is not true; for purposes of the present disclosure, A
scope criterion is said to be “met” for a resource when it indicates the resource is in the resource
scope defined by the scope descriptor, and is to be “not met” otherwise. A scope criterion in the
role of a scope condition in a scope descriptor is said to be “met” when it indicates the scope
descriptor is active, as is said to be “not met” otherwise. In an aspect, a scope descriptor may not
include a scope condition or may include a scope condition that is always met. Such a scope
descriptor is active by definition. Whether a criterion, in a scope descriptor is met or is not met,
may depend on an evaluation of the scope criterion that is based on an identifiable entity. For a
scope condition, such an entity is referred to herein as a “condition entity”. More generally, for a
scope criterion, such an entity is referred to herein as a “scoping entity”. Exemplary entities
include a user, a document, a measure of time, a location, and the like.

{06964
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An association between a tag and scope descriptor is referred to herein as a “scoped tag”. A
scoped tag is also referred to herein as a match set. As defined above, a tagging criterion may be
used to determine whether to tag a particular resource with a particular tag. The tagging criterion
is associated with the tag by a matched tag. A scope descriptor identifies resource scope that
includes a set of resources. Scope descriptors are necessarily associated with resources.

10097

A “tagging context”, as the term is used herein, identifies and/or otherwise includes a set of
tagged associations or taggings. The taggings may identify one or more tags and one or more
resources. A “tagging context specification”, as the term is used herein, is data that defines
and/or otherwise specifies a tagging context. A tagging context specification may be stored in a
memory location. The memory location may be contiguous or not and may be included in one or
more data storage media, which may be volatile or not. A tagging context specification may
include and/or otherwise identify any suitable criterion, referred to in general as “context
criterion”, for determining whether a tagging is in a tagging context defined by the tagging
context specification. For example, a tag contact specification may identify one or more scope
descriptors, one or more tags some or all of which may be and/or may be identified by matched
tags, and a context condition; all of which are context criterion by definition.

00934

A “context condition”, as the term is used herein, refers to a context criterion that when met
indicates that a tagging context is active for one or more taggings. When a context condition is
not met, it is said to be inactive or not active for one or more taggings. For example, a context
condition in a tagging context specification may be met for a first user. Taggings in the tagging
context are “active” for the first user. For a second user, the context condition may not be met.
The taggings are not active for the second user. A context condition, or more generally a context
criterion, may be based on any suitable data for any suitable entity. A tagging context may be
active for a task and not for another and/or a tagging context may be active for one location and
not for another, to name a couple of other examples. When a context condition indicates that an
associated tagging context is active for a tag, the context condition is herein said to be “met”,
otherwise the context condition is not met.

06994

FIG. 3A illustrates an arrangement of components in a system that operates in an execution
environment, such as execution environment 102 in FIG. 1. The arrangement of components in
the system operates to perform the method illustrated in FIG. 2A. The system illustrated includes
a query handler component 302, a identification request constructor (IRC) component 304, and a
result handler component 306. A suitable execution environment includes a processor, such as
processor 104, to process an instruction in at least one of a query handler component, a
identification request constructor component, and a result handler component. FIG. 3B illustrates
an arrangement of components in a system that operates to perform the method illustrated in
FIG. 2B. The system illustrated includes a content manager component 309, a query handler
component 302, a query director component 312, and a identification response builder (IRB)
component 314. A suitable execution environment includes a processor, such as processor 104,
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to process an instruction in at least one of a content manager component, a query handler
component, a query director component, and a identification response builder (IRB) component.

fe+064

Some components, illustrated in the drawings are identified by numbers with an alphanumeric
suffix. A component may be referred to generically in the singular or the plural by dropping a
suffix of a portion thereof of the component's identifier. For example, window Ul elements, such
as a window UI element 602 a in FIG. 6A, a window UI element 602 b in FIG. 6B, and their
adaptations and analogs; are referred to herein generically as a window UI element 602 or
window UI elements 602 when describing more than one. Other components identified with an
alphanumeric suffix may be referred to generically or as a group in a similar manner.

fe+0H

The arrangement components illustrated in FIG. 4 may be adapted to operate in a number of
execution environments to perform the method illustrated in FIG. 2A and/or the method
illustrated in FIG. 2B. FIG. 4 is a block diagram illustrating the components of FIG. 3A, FIG.
3B, and/or analogs of the components of FIG. 3A and FIG. 3B, respectively adapted to operate in
an execution environment 401 that includes and/or otherwise is provided by one or more nodes.
FIG. 1 illustrates key components of an exemplary device that may at least partially provide
and/or otherwise be included in an execution environment. The components illustrated in FIG. 4
may be included in or otherwise combined with the components of FIG. 1 to create a variety of
arrangements of components according to the subject matter described herein.

fe+024

As stated, the various adaptations of the arrangement in FIG. 3A as well as the various
adaptations of the arrangement in FIG. 3B illustrated and described herein are not exhaustive.
For example, those skilled in the art will see based on the description herein that arrangements of
components for performing the method illustrated in FIG. 2A and the method illustrated in FIG.
2B may each be distributed across more than one node and/or execution environment. For
example, such an arrangements may operate at least partially in a browser in a one node and at
least partially in a server in another node interoperating via a network.

f4+034

FIG. 5 illustrates a first node 502 and an execution environment 401 of second node 504 as
exemplary devices that each may be included in and/or otherwise adapted for providing an
instance, adaptation, and/or analog of execution environment 401 in FIG. 4. As illustrated in
FIG. 5, first node 502 and an execution environment 401 of second node 504 are operatively
coupled to a network 506 via respective network interface components enabling first node 502
and execution environment 401 of second node 504 to exchange data in a communication on
behalf of communicants represented by the respective nodes.

f+04
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FIG. 4 illustrates communications agent 403 including an adaptation of the arrangement of
components in FIG. 3A and an adaptation of the arrangement of components in FIG. 3B. A first
communications agent 403 may operate, in first node 502, on behalf of a first communicant to
communicate with a second communicant represented by a second communications agent 403
operating in execution environment 401 of second node 504.

14034

Execution environment 401 is illustrated in FIG. 4 hosting communications agent 403.
Components in FIG. 4 are referenced for illustrative purposes in describing communications
agents operating in an execution environment of first node 502 and an execution environment of
execution environment 401 of second node 504. Exemplary communications agents include
email clients, phone clients including Voice over Internet Protocol (VoIP) clients, instant
messaging clients, short message service (SMS) clients, multimedia message service (MMS
clients), multi-media communications clients including video phone clients, and other data
transfer agents.

o406

Communications agents 403 in FIG. 4, respectively operating in first node 502 and in execution
environment 401 of second node 504 in FIG. 5 may interoperate via respective network stacks
405. Communications agents 403 may communicate via one or more communications protocols.
FIG. 4 illustrates communications protocol component 407 exemplifying a subsystem for
exchanging data via network 506 according to one or more communications protocols, such as
simple mail transfer protocol (SMTP), an instant messaging protocol, and/or a real-time voice
and/or video protocol. A communication between communications agents 403 in first node 502
and execution environment 401 of second node 504 may include more than one type of data and
may use one or more communications protocols in exchanging one or more types of data via
network 506.

t+0H

Instances, adaptations, and/or analogs of communications agent 403 in FIG. 4, in first node 502
and in execution environment 401 of second node 504, respectively, may communicate via
discrete messages, a request/reply protocol, a data streaming protocol, a session and/or
connection-oriented protocol, a connectionless protocol, a real-time communications protocol, an
asynchronous communication, a store and forward communications protocol, a reliable delivery
communications protocol, a best-effort delivery communications protocol, and/or a secure
protocol, to name a few communications options.

f0+084

FIG. 4 illustrates communications agent 403 including a content manager component 409.
Content manager component 409 may interoperate with communications protocol layer
component 407 and/or network stack 405 to receive data in one or more communications via
network 506 with another communications agent in another node. Content manager component
409 is operatively coupled, via com-in component 411, to communications protocol component
407 for receiving the data from the other node.
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o409

Data received in a communication may include one or more resources and/or content types.
Exemplary content types include plain text, markup such as hypertext markup language
(HTML), audio data, image data, and/or executable data. Executable data may include script
instruction(s), byte code, and/or machine code. In FIG. 4, communications agent 403 includes
one or more content handler components 413 to process data received according to its content
type. A data type may be identified by a MIME type identifier. Exemplary content handler
components 413 include a text/html content handler component for processing HTML
representations; an application/xmpp-xml content handler component for processing extensible
messaging and presence protocol (XMPP) streams including presence tuples, instant messages,
and audio content handlers including and/or configured to retrieve suitable codices; one or more
video content handler components for processing video representations of various types; and still
image data content handler components for processing various image data representations.

04

Content handler component(s) 413 process received data representations and may provide
transformed data from the representations to one or more user interface element handler
components 415. One or more user interface element handler components 415 are illustrated in a
presentation controller component 417 in FIG. 4. Presentation controller component 417 may
manage visual, audio, and other types of output for its including application as well as receive
and route detected user and other inputs to components and extensions of its including
application, communications agent 409. A user interface element handler component 415 may be
adapted to operate at least partially in a content handler component 413 such as a text/html
content handler component and/or a script content handler component. Additionally or
alternatively, a user interface element handler component in an execution environment 401 may
be received in a communication. For example, a communication, such as an email, may include
an HTML content type portion and a script content type portion.

o+

FIG. 6A-G illustrates various communications agent windows 602 presentable in a presentation
space of a display device, such as output device 130 in FIG. 1. In FIG. 6-26a , a communications
agent window 602 a includes a contactor user interface (UI) element 604 a for presenting an
identifier of a communicant in the role of a contactor in a communication represented by the
communications agent window 602 a. A communications agent window 602 a also includes a
contactee Ul element 606 for presenting one or more contactee identifier(s) identifying one or
more communicants in the role of contactee(s) included in the communication. A presentation
space 608 is provided by each communications agent window 602 a for presenting a user
message Ul element 610 for presenting a message addressed to one or more contactees identified
in a contactee Ul element 606 a. A presentation space 608 a may also be provided for presenting
one or more Ul controls for exchanging data in and/or otherwise managing a communication. A
send UI element 612 a illustrates an exemplary Ul element that may correspond to user input to
send data in a communication to one or more identified contactees.

foH24
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Data to send in a communication to a communications agent in execution environment 401 of
second node 504 may be received by one or more content handler component(s) 413 operating in
first node 502 to transform the data into one or more data representations suitable for
transmitting in the communication and/or suitable for processing by the communications agent in
execution environment 401 of second node 504. The one or more data representations may be
provided to content manager component 409 for sending in the communication to execution
environment 401 of second node 504. Content manager component 409 may package the one or
more data representations in a message formatted according to a communications protocol of the
communications agent. Communications protocol component 407 may send the data according
to the specification(s) of the communications protocol. Content manager component 409 may
alternatively or additionally encode and/or otherwise transform one or more of the data
representations for sending in a data stream such as voice stream and/or a video stream for
communicating in the communication to a communications agent via a network.

tH34

Content manager component 409 operating in execution environment 401 included in and/or
otherwise provided by first node 502 may provide the packaged, encoded, and/or transformed
data to communications protocol component 407 via a com-out component 419. Com-out
component 419 as described above operatively couples communications agent 409 to
communications protocol component 407 according to an interface provided by communications
protocol component 407 for sending data in a communication according to a communications
protocol.

Communications protocol component 407 may further package and/or otherwise transform the
data to send via network stack 405 for delivery via network 506 to execution environment 401 of
second node 504.

o4

As described above, a communications protocol may operate via one or more nodes in a network
in a network path including a first node and an execution environment 401 of second node 504.
Exemplary path nodes include mail relay nodes, phone switch nodes, and proxy nodes such as
instant messaging proxies for communicating through firewalls. As indicated, path node 508
illustrates such a node.

fH5

Sending data in a communication requires identifying a contactee. A contactee may be
represented by a communications address in an address space of a communications protocol. In
one aspect, information identifying a communications address may be received from a
user/communicant of a communications agent in a user node. In FIG. 4, presentation controller
417 and/or a Ul element handler 415, presenting and/or managing interaction with contactor Ul
element 604 in FIG. 6A for first node 502, may receive a contactor alias in response to a user
input corresponding to Ul element handler 604. The user/communicant of first node 502 may
enter a contactor alias, such as “Dad”, via a keyboard and/or select a predefined communicant
alias presented in a selection Ul control element via a UI element handler component 415. The
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user input may be detected by input driver 421. Corresponding input information may be routed
to presentation controller 417 by GUI subsystem 423. GUI subsystem 423 may send presentation
information to a display device via a graphics subsystem 425. Communications agent 403 may
identify a communication address associated with the contactor alias, “Dad”. Other
communications address(es), such as for one or more contactees, may be received similarly
and/or in any suitable manner.

foH6d

Data may be sent in a communication according to a form or type of the communication and/or
other attribute of the communication such as a security attribute, the amount of data to be set, a
priority setting, a task setting, and the like. Some forms of communication do not require a
session and/or connection between a first node and an execution environment 401 of second
node 504 in order to send data between the two nodes, while others do. An email and/or instant
message may use a store and forward model of delivery.

A

Data may be sent in a communication in response to a communicant input. A contactor may
provide an input corresponding to send Ul element 612 a in FIG. 6A. The input may be received
by presentation controller component 417 and/or one or more Ul element handlers 415
corresponding to send Ul element 612 a. In response to detecting the input, presentation
controller component 417 may provide data to be sent in the communication to one or more
content handler components 413 according to the content type(s) of the data to be sent.

foH3]

The one or more content handler components 413 may encode, format, and/or otherwise
transform the data for sending in a message, such as an email message. The one or more content
handler components 413 may provide data to be sent to content manager 409, instructing content
manager component 409 to send the data in the communication for delivery to a communications
agent in execution environment 401 of second node 504. Content manager component 409
interoperating with com-out component 419 may further format and/or transform the data for
sending in the communication according to communications protocol, for example according to
an email communications protocol, by communications protocol component 407.
Communications protocol component 407 may send the communication for delivery to the
communications agent in execution environment 401 of second node 504 via network 506.

fo-H94

Path node 508 may relay data sent in the communication between first node 502 and execution
environment 401 of second node 504. Path node 508 may determine a next node and/or a
network interface in a network path communicatively coupling first node 502 and execution
environment 401 of second node 504 for exchanging data in a communication between
communications agents 403 in the first node 502 and in the execution environment 401 of second
node 504.

4264
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For session-oriented and/or connection-oriented communication a session and/or connection may
be established if a session/connection has not already been established. Data may be sent for
delivery to a communications agent identified based on a contactee communications address
during session and/or connection setup. For example, for a voice communication a voice
communication may be established via a session initiation protocol. Communications protocol
component 407 may operate according to the session initiation protocol specifications.
Communications protocol component 407 operating in first node 502 may locate a
communications agent by communicating with one or more nodes in network 506 according to
the session initiation protocol. Communications protocol component 407 may locate a
communications agent in execution environment 401 of second node 504, based on a
communications address for the contactee located based on the contactor alias.

t2H

Once a communication session is established, such as a voice session, data may be sent
according to the session communications protocol, such as RTP. Data may be sent according to
the session initiation protocol in the communication for managing the voice communication
session and/or for exchanging text, image, and/or other data outside of the voice session. Path
node 508 may be included in session and/or connection setup. Alternatively or additionally, path
node 508 may be included in a network path in a session and/or connection.

fo224

With reference to FIG. 2A, a block 202 illustrates that the method includes receiving, by a first
communications agent in a first execution environment from a first user represented by the first
communications agent, data object information identifying a data object matching criterion.
Accordingly, a system for processing a data object identification request in a communication
includes means for receiving, by a first communications agent in a first execution environment
from a first user represented by the first communications agent, data object information
identifying a data object matching criterion. For example, the arrangement in FIG. 3A, includes
query handler component 302 that is operable for receiving, by a first communications agent in a
first execution environment from a first user represented by the first communications agent, data
object information identifying a data object matching criterion. FIG. 4 illustrates query handler
component 402 as an adaptation and/or analog of the query handler component 302 in FIG. 3A.
One or more query handler components 402 operate in an execution environment 401. The
system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for receiving, by a first communications agent in
a first execution environment from a first user represented by the first communications agent,
data object information identifying a data object matching criterion. In FIG. 4, query handler
component 402 is illustrated as a component of communications agent 403.

{234

FIG. 7 includes dataflow message 702 that illustrates a data flow internal to execution
environment 401 of first node 502 and/or a message received via network 506 by execution
environment 401 of first node 502. Dataflow message 702 illustrates a data object information
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dataflow to query handler component 402 operating in execution environment 401 of first node
502. Data object information is identified to and/or otherwise received by query handler
component 402.

24

In various aspects, a query handler component 402 may receive data object information from a
user via one or more Ul element handler components 415. The data object information may be
received, in response to a user input detected by an input device of an execution environment
401 that includes the query handler component 402. Alternatively or additionally, data object
information may be received by a query handler component in a message received via a network.
For example, a user may identify data object information to a browser operating in a client node.
The browser may send the data object information via a network communicatively coupling the
client node to a web service provider node. The web service provider node may include a query
handler component that may operate to receive the data object information identified in the
message from the browser.

f234

_FIG. 6A illustrates an exemplary user interface that may be presented by communications agent
403 operating in execution environment 401 of first node 502. A UI element handler component
415 may operate to present a user interface element to allow a user to identify data object
information. A data object information (DOI) Ul element 616 a is illustrated in FIG. 6A as an
example. The same or different UI element handler component 415 may present various other Ul
elements included in DOI Ul element 616 a. DOI Ul element 616 a and one or more Ul elements
it includes may be presented by one or more corresponding Ul element handler component(s)
415 that may operate based on a schema that defines valid data object information and/or data
object identification requests for including in a communication via a communications agent 403.
The schema defines one or more rules and/or a vocabulary that defines whether data object
information and/or a data object identification request is valid. Those skilled in the art will
understand that numerous languages and/or schemas for providing data object information and/or
data object identification requests currently exist including relatively simple key word based
queries to relatively more complicated regular expression languages and data base query
languages, such as various versions of structured query language (SQL). New schemas are and
will be created, and are, thus, considered within the scope of the subject matter described herein.

o264

DOI Ul element 616 a illustrates a user interface for a keyword based schema. Match textbox Ul
element 618 a illustrates a textbox allowing a user to enter a keyword expression. Various
checkbox Ul elements 620 a allow a user to define a scope of a data object identification request
by identifying whether a resulting data object identification request is to be applied to folders,
files, and/or content of files in a file system and/or other data store of a receiving execution
environment. A communications agent 403 may support more than one data object identification
request schema and/or corresponding data object information schema. Thus. a communications
agent may provide a user interface to receive valid data object information for each respective
schema.
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f2#

Returning to FIG. 2A, a block 204 illustrates that the method further includes sending, according
to a first communications protocol via a network in a communication to a second
communications agent in a second execution environment representing a second user, a first
message including a data object identification request based on the data object matching
criterion, wherein the first message is addressed to the second user. Accordingly, a system for
processing a data object identification request in a communication includes means for sending,
according to a first communications protocol via a network in a communication to a second
communications agent in a second execution environment representing a second user, a first
message including a data object identification request based on the data object matching
criterion, wherein the first message is addressed to the second user. For example, the
arrangement in FIG. 3A, includes identification request constructor component 304 that is
operable for sending, according to a first communications protocol via a network in a
communication to a second communications agent in a second execution environment
representing a second user, a first message including a data object identification request based on
the data object matching criterion, wherein the first message is addressed to the second user.
FIG. 4 illustrates identification request constructor component 404 as an adaptation and/or
analog of identification request constructor component 304 in FIG. 3A. One or more
identification request constructor components 404 operate in an execution environment 401. The
system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for sending, according to a first communications
protocol via a network in a communication to a second communications agent in a second
execution environment representing a second user, a first message including a data object
identification request based on the data object matching criterion, wherein the first message is
addressed to the second user. In FIG. 4, identification request constructor component 404 is
illustrated as a component of communications agent 403.

o284

FIG. 7 includes dataflow message 704 that illustrates a data flow internal to execution
environment 401 of first node 502 and/or message received via network 506 by execution
environment 401 of first node 502. Dataflow message 704 illustrates a create data object
identification request (CIReq) dataflow to an IRC component 404 operating in execution
environment 401 of first node 502. Data object information may be identified to and/or otherwise
provided to IRC component 404. A query handler component 402, operating as described with
respect to block 202 of FIG. 2A, may identify and/or otherwise provide data object information
to an IRC component 404.

4294

A query handler component may be a type of content handler component that operates to process
data object information to create a data object identification request that conforms to a schema
for creating and/or otherwise constructing a valid data object identification request. The IRC
component 404 may construct and/or otherwise create a data object identification request based
on a schema that defines and/or otherwise identifies a valid data object identification request
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and/or a valid data object identification response for a particular type of communication
supported by a communications agent. The data object identification response is constructed
and/or otherwise created, based on the data object information, by the IRC component 404. IRC
component 404 in execution environment 401 of first node 502 may provide the data object
identification request to content manager component 409 to include and/or otherwise identify the
data object identification request in a communication with execution environment 401 of second
node 504, such as email and/or instant message. Content manager component 409 may
interoperate with other types of content handler components 413 to create and/or otherwise
construct a message that includes the valid data object identification request.

104364

In an aspect, the IRC component 404 may interoperate with the content manager component 409
to create the valid data object identification request according to a specified schema for the
message, so that the message is valid according to a communications protocol supported by a
communications protocol component 407 that operates to send the message. As described above,
the content manager component 409 may operate in an execution environment 401 of first node
502 along with an IRC component 404 to transform data object information into a data object
identification request to include along with data for other parts of a communication into one or
more representations suitable for transmitting in a communication to another node, such as
execution environment 401 of second node 504. Some or all of the representations transmitted
are suitable for processing by the communications agent in execution environment 401 of second
node 504. The content manager component 409 in the execution environment 401 of first node
502 may package the one or more data representations including a representation of the data
object identification request into a message formatted according to the communications protocol.

3+

In FIG. 8A, a portion of an email communication 800 a is illustrated formatted as a
multipart/mixed content type including data object identification request portion 802 a. A data
object identification request portion of a communication may be identified as a data object
identification request by its location in the communication and/or by an identifier or markup
element, such as a MIME type identifier. A data object identification request may be detected
based on content included in the message and/or based on metadata such as content-type header
804 a identifying a MIME type identifier, such as “application/id-request”, which may be
defined for representing one or more matching criteria in a data object identification request. The
“application/id-request” MIME type identifier is exemplary. Other MIME type identifiers exist
and/or may be defined to identify a data object identification request in a communication.

t324

An IRC 404 and/or a content manager component 409 may operate to construct a data object
identification request in a communication based on XQuery, regular expression, and/or SQL
content—to name a few examples. A content type identifier may be included in a position and/or
location that identifies a data object identification request in a communication. The position or
location may be absolute or relative. For example, a schema for a communication may define
that a data object identification request in a communication is included in the communication at
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the end of the communication. There may be one or more data object identification requests at
the end. In another aspect, a schema for a communication may specify that a portion of a
communication following a particular type of message portion is a data object identification
request. Other data object identification requests may follow. If no data object identification
request is included, the data object identification request portion may include no content or may
include an indicator that no data object identification request is included.

fe334

FIG. 8A illustrates an “application/id-request” MIME type identifier that may be defined to
identify a schema for an XML-based language for specifying id-request XML documents. FIG.
8A illustrates id-request document 806 a. Id-request document 806 a, as illustrated, includes
criterion tag elements 808 a corresponding to the form elements in the user interface illustrated
in FIG. 6A. A criterion tag element 808 a identifies a data object matching criterion name, such
as “query” indicating that the criterion is a query expression or a portion thereof. A “type”
attribute identifies a schema with the identifier “keyword” for the expression. The criterion tag
element 808 a identifies a value for a query “Uncle Joe” in a match-expression attribute. Another
criterion tag element 808 a specifies a scope query specified in the first criterion tag element.
FIG. 8A illustrates an “and” tag 810 a indicating that all the matching criteria must be met in
identifying a data object. An “or” tag (not shown) may be defined by a schema for id-request
documents. Other operator elements and operator precedence may be defined by the schema.
Grouping elements for managing operator precedence, such as a parenthesis element, may be
defined by the schema.

34

FIG. 7 includes dataflow message 706 that illustrates a first message, including a data object
identification request, sent via network 506 by execution environment 401 of first node 502 to
execution environment 401 of second node 504.

t334

A data object identification request generated by an IRC component 404, along with a user
message and any other data to include in a communication, may be provided and/or otherwise
identified to content manager component 409 for sending in the communication. The content
manager component 409 in execution environment 401 of first node 502 may package the data
including a representation of the data object identification request into the message formatted
according to the communications protocol. Com-out component 419 may provide the data object
identification request, the user message, and any other data for sending in the communication in
representations suitable for sending by communications protocol component 407 to the
communications agent in execution environment 401 of second node 504.

Communications protocol component 407 operating in execution environment 401 of first node
502 may send the data as and/or in a communication, such as an email message, according to the
specification(s) of the communications protocol. Communications protocol component 407 may
further package and/or otherwise transform the data to send via network stack 405 for delivery
via network 506 to execution environment 401 of second node 504.
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fe364

Content manager component 409 may alternatively or additionally encode and/or otherwise
transform one or more of the data representations for sending in a data stream such as voice
stream and/or a video stream for communicating in a communication with the communications
agent in execution environment 401 of second node 504.

34

Returning to FIG. 2A, a block 206 illustrates that the method yet further includes receiving, by
the first communications agent in response to sending the data object identification request in the
first message, a second message that includes a data object identification response that identifies
a data object in a second data store in the second execution environment, wherein the second
message is addressed to the first user and the data object is not received in the second message.
Accordingly, a system for processing a data object identification request in a communication
includes means for receiving, by the first communications agent in response to sending the data
object identification request in the first message, a second message that includes a data object
identification response that identifies a data object in a second data store in the second execution
environment, wherein the second message is addressed to the first user and the data object is not
received in the second message. For example, the arrangement in FIG. 3A, includes result
handler component 306 that is operable for receiving, by the first communications agent in
response to sending the data object identification request in the first message, a second message
that includes a data object identification response that identifies a data object in a second data
store in the second execution environment, wherein the second message is addressed to the first
user and the data object is not received in the second message. FIG. 4 illustrate result handler
components 406 as an adaptations and/or analogs of result handler component 306 in FIG. 3A.
One or more result handler components 406 operate in an execution environment 401. The
system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for receiving, by the first communications agent
in response to sending the data object identification request in the first message, a second
message that includes a data object identification response that identifies a data object in a
second data store in the second execution environment, wherein the second message is addressed
to the first user and the data object is not received in the second message. In FIG. 4, a result
handler component 406 is illustrated as a component of application 403.

f4334

FIG. 7 includes dataflow message 714 that illustrates a second message, including a data object
identification response, received via network 506 by execution environment 401 of first node
502 from execution environment 401 of second node 504.

f4394

In addition to packaging communication information including a data object identification
request into a valid communication, content manager component 409 operating in execution
environment 401 of first node 502 may interoperate with communications protocol layer
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component 407 and/or network stack 405 to receive data in one or more communications via
network 506 with another communications agent in another node. A result handler component
406 may receive some or all of the communication in receiving and/or otherwise identifying a
data object identification response in the communication. Content manager component 409 in
FIG. 4 operatively couples result handler component 406 with network 506, via com-in
component 411, communications protocol component 407, and/or network stack 405 to receive
the data from the other node. Thus, execution environment 401 of first node 502 may receive a
communication, via content manager component 409 and result handler component 406, that
includes a data object identification response that is a response to a data object identification
request detected by execution environment 401 of second node 504 in a message received
previously from the execution environment 401 of first node 502.

04464

Com-in component 411 may provide data received in a communication to content manager
component 409. Content handler component 409 may identify a data object identification
response in the communication sent from the execution environment 401 of second node 504.
Content manager component 409 may interoperate with result handler component 406 in
identifying the data object identification response. The data object identification response may be
identified by content manager component 409 according to a schema for the communication. For
example, a portion of an email message may include a MIME-type identifier that identifies a
corresponding part of the email as a data object identification response and/or otherwise
identifies the part for routing to a result handler component 406 in communications agent 403 in
execution environment 401 of first node 502 for detecting the data object identification response.

fo+4H

Data sent in second message 714, by execution environment 401 of second node 504, may be
received by com-in component 411 operating in an instance, adaptation, and/or analog of
execution environment 401 including and/or provided by first node 502. The received
communication includes a message addressed to the a communicant represented by
communications agent 403 in first node 502 and a data object identification response identifying
a data object located and/or otherwise identified based on the data object identification request
identified by first message 706. Content manager component 409 may detect the user message,
such as message portion 802 b in second message 714. Content manager component 409 may
detect a data object identification response, such as data object identification response portion
804 b in second message 714. Message portion 802 b and data object identification response
portion 804 b may be provided to suitable content handler components 413 based on the content
types of the message portion and the data object identification response portion detected by
content manager component 409. In FIG. 4, data object identification response portion 804 b
may be provided to result handler component 406 as a content handler that matches the MIME
type field 806 b illustrated in FIG. 8A.

f+424

In an aspect, a data object identification response that is a response to a data object identification
request sent in a previous message may include information identifying one or more data objects

119



located and/or otherwise identified by the execution environment 401 of second node 504 that
processed the data object identification request. For example, a data object identification
response may be sent that identifies a URI for each data object located and/or otherwise
identified by a first node in response to processing a corresponding data object identification
request.

t+434

Returning to FIG. 2A, a block 208 illustrates that the method yet further includes sending, based
on the data object identification response, a third message, via the network by the first execution
environment, to access the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for sending, based on the data object
identification response, a third message, via the network by the first execution environment, to
access the data object. For example, the arrangement in FIG. 3A, includes access request
constructor component 313 that is operable for sending, based on the data object identification
response, a third message, via the network by the first execution environment, to access the data
object. FIG. 4 illustrates access request constructor component 408 as an adaptation and/or
analog of access request constructor component 308 in FIG. 3A. One or more access request
constructor components 408 operate in an execution environment 401. The system for processing
a data object identification request in a communication includes one or more processors and
logic encoded in one or more tangible media for execution by the one or more processors that
when executed is operable for sending, based on the data object identification response, a third
message, via the network by the first execution environment, to access the data object. In FIG. 4,
a access request constructor component 408 is illustrated as a component of result handler
component 406.

to+44

FIG. 7 includes dataflow message 716 that illustrates a present message that may be internal to
execution environment 401 of first node 502 and/or may be a message sent to a remote device,
such as a node including a browser, to send presentation information to present, via an output
device, a representation of the data object identification response received in second message
714. FIG. 7 also includes dataflow message 718 that illustrates a create access request message
that may be a data flow internal to execution environment 401 of first node 502 and/or a message
received via network 506 by execution environment 401 of first node 502. In the dataflow
message 718 an ARC component 408 operating in execution environment 401 of first node 502
may be invoked to operate based on result information. Result information may be identified to
and/or otherwise by ARC component 408 as part of and/or in response to being invoked.

f+454

Result handler component 406 may be a type of content handler component 413 that operates to
process data representations and may provide transformed data from the representations to one or
more user interface element handler components 415. Result content handler component 406
may operate to process data object identification responses according to a schema defining valid
data object identification responses. Content manager component 409 may provide and/or
otherwise identify various portions of a communication, such as a data object identification
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response, to one or more content handler components 413. The data object identification
response may be provided to result handler component 404. In an aspect, result handler
component may interoperate with the presentation controller component 417 in the execution
environment 401 of first node 502 to present the data received in the data object identification
response and/or other data received in the communication.

o464

FIG. 6B illustrates a response window UI element 602 b as an exemplary user interface that may
be presented by communications agent 403 operating in execution environment 401 of first node
502 to present data received in a communication from execution environment 401 of second
node 504. FIG. 6B illustrates a contactor UI element 604 b, a contactee Ul element 606 b, a
presentation space 608 b of the response window UI element 602 b. Presentation space 608
includes a user message Ul element 610 b, analogous to similar UI elements described with
respect to FIG. 6A. The various Ul elements may be presented by one or more UI element
handler components 415 in the communications agent 402 in execution environment 401 of first
node 502. A reply Ul element 622 b and a reply all UI element 624 b illustrate UI elements in
presentation space 608 b presented to allow a user of the execution environment 401 of first node
502 to respond and/or otherwise instruct execution environment 401 of first node 502 to perform
an operation based on the message received in the communication. FIG. 6B illustrates a data
object identification requested query Ul interface element 626 b where the presented term
“None” may be defined to indicate no data object identification request was detected by the
content manager component 409 in execution environment 401 of first node 502 in the
communication received by execution environment 401 of first node 502 from second node 504
via network 506.

t+H4A

Response window Ul element 602 b in FIG. 6B includes a data object identification response Ul
element 628 b for receiving user input to display a representation of one or more data objects
located and/or otherwise identified by the execution environment 401 of second node 504 and
identified in the data object identification response. One or more of the data objects is not
included in the message received in the communication. In response to an input directed to data
object identification response Ul element 628 b, a corresponding UI element handler 415 may
interoperate with result handler component 406 to present a located data resources dialog Ul
element 630 b that includes a presentation space 632 b for presenting a user detectable
representation of some or all of the data objects identified in the received data object
identification response from the execution environment 401 of second node 504. In an aspect,
one or more data objects located and/or otherwise identified by execution environment 401 of
second node 504 may be included in a communication as attachments. In a further aspect,
located and/or otherwise identified data objects not included in the message may be identified as
described with respect to located and/or otherwise identified data objects dialog UI element 630
b and/or in any other suitable manner. In yet another aspect, files and/or other data entities
identified in the data object identification response may be illustrated in a manner similar to
attachments rather than in a separate Ul element as in FIG. 6B, and accessed from first node 504
via network 506 as described below.
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fo+434

FIG. 6B illustrates an access Ul element 634 b and an access all UI element 636 b allowing a
user to provide user input(s) to instruct communications agent 403 in execution environment 401
of first node 502 to request one or more data objects identified in the data object identification
response.

14494

FIG. 7 includes a dataflow message 720 that illustrates a third message that includes an access
request to access a data object identified in the data object identification response received in
second message 714. FIG. 7 illustrates the access request is sent via network 506 by execution
environment 401 of first node 502 to execution environment 401 of second node 504.

4564

In response to receiving second message 714, execution environment 401 of first node 502 may
present, in a manner described above, data received in the message to a user of execution
environment 401 of first node 502 as described with respect to FIG. 6C. Context menu 646 ¢
provides Ul elements to allow the user to instruct execution environment 401 of first node 502 to
retrieve a data object identified in a data object identification response received from execution
environment 401 of second node 504. In response to a user input corresponding to a context
menu item included in context menu 646 c a corresponding Ul element handler component 415
may invoke ARC component 408 to construct an access request to retrieve one or more data
objects identified in the data object identification response. FIG. 6G illustrates another
exemplary user interface that execution environment 401 of first node 502 may present to the
user to allow the user to instruct execution environment 401 of first node 502 to construct and
send a request. Auto-response window 602 g may be presented in response to a data object
identification response received in a communication without a user message. Rather than a Ul
element for displaying a user message, a results pane Ul element 670 g may be presented that
identifies data objects located and/or otherwise identified by execution environment 401 of
second node 504 that may be retrieved by execution environment 401 of first node 502. In an
aspect, execution environment 401 of second node 504 may process a data object identification
request and automatically send a data object identification response without involving the user of
execution environment 401 of second node 504. The data object identification response may be
received without a user message as FIG. 6G illustrates or may be received with a pre-written
and/or automatically generated message. Ul elements 672 g-674 g may be presented by
execution environment 401 of first node 502 to allow the user of execution environment 401 of
first node 502 to request the retrieval of one or more data objects identified in the data object
identification response.

foH

ARC component 408 may be invoked to construct an access request to retrieve one or more data
objects identified in the data object identification response. An access request may be based on a
URL, such as an HTTP and/or FTP URL that identifies and locates a data object. Alternatively or
additionally, an access request may be sent in a communication supported by a communications
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agent 403, in a manner analogous to that illustrated with respect to FIG. 9A. See related-U.S.
patent application Ser. No. 12/833,014 (BecketNo-61+55published US 2012-0011207 A1) filed
on 2010 Jul. 9, entitled “Methods, Systems, and Program Products for Processing a Request for a
Resource in a Communication’ and application Ser. No. 12/833.016 (published US 2012-
0011444 A1) filed on 2010 Jul. 9, entitled “METHODS, SYSTEMS, AND PROGRAM
PRODUCTS FOR REFERENCING AN ATTACHMENT IN A COMMUNICATION”. As
described above, content manager component 409 in execution environment 401 of first node
502 may package the one or more data representations including a representation of an access
request into a message in a communication. The message is formatted according to a
communications protocol supported by communications agent 403 in execution environment 401
of first node 502. Communications protocol component 407 operating in execution environment
401 of first node 502 may send the message according to the specification(s) of the
communications protocol. Content manager component 409 may alternatively or additionally
encode and/or otherwise transform one or more of the data representations for sending in a data
stream such as voice stream and/or a video stream for communicating in a communication.

t524

Content manager component 409 operating in execution environment 401 included in and/or
otherwise provided by execution environment 401 of first node 502 may provide the packaged,
encoded, and/or transformed data to communications protocol component 407 via a com-out
component 419. Com-out component 419 as described above operatively couples
communications agent 409 to communications protocol component 407 according to an interface
provided by communications protocol component 407 for sending data in a communication
according to a communications protocol. Communications protocol component 407 may further
package and/or otherwise transform the data to send via network stack 405 for delivery via
network 506 to execution environment 401 of second node 504.

534

Returning to FIG. 2A, a block 210 illustrates that the method yet further includes receiving, via
the network by the first execution environment and in response to sending the third message, at
least a portion of the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for receiving, via the network by the
first execution environment and in response to sending the third message, at least a portion of the
data object. For example, the arrangement in FIG. 3, includes content director component 310
that is operable for receiving, via the network by the first execution environment and in response
to sending the third message, at least a portion of the data object. FIG. 4 illustrates content
director component 410 as an adaptation and/or analog of content director component 310 in
FIG. 3. One or more content director components 410 operate in an execution environment 401.
The system for content director includes one or more processors and logic encoded in one or
more tangible media for execution by the one or more processors that when executed is operable
for receiving, via the network by the first execution environment and in response to sending the
third message, at least a portion of the data object. In FIG. 4, a content director component 410 is
illustrated as a component of communications agent 403.

fo544
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FIG. 7 includes dataflow message 722 that illustrates a fourth message that includes an access
response received via network 506 by execution environment 401 of first node 502 from
execution environment 401 of second node 504.

t534

As described above, content manager component 409 operating in execution environment 401 of
first node 502 may interoperate with communications protocol layer component 407 and/or
network stack 405 to receive data in a communication, via network 506, with another
communications agent in another node. Content manager component 409 is operatively coupled,
via eemcorn-in component 411, to communications protocol component 407 to receive the data
from the other node. Thus, execution environment 401 of first node 502 may receive a message
in a communication with first node 504 via a eemcorn-in component 411. The message includes
an access response to an access request. Content director component 410 may be included in
content manager component 409 to detect one or more portions of a received message, such as a
portion that is a response to an access request. Content director component 410 may invoke one
or more content handler components 413 to process one or more data objects provided in the
message according to their type.

fe4s61

In one aspect, a data object returned in a message in response to access request may be processed
as an attachment and/or in a manner analogous to processing of an attachment for a particular
communications type.

54

With reference to FIG. 2B, a block 212 illustrates that the method includes receiving, via a
network by a second communications agent representing a second user and operating in a second
execution environment, a first message from a first communications agent representing a first
user and operating in a first execution environment. Accordingly, a system for processing a data
object identification request in a communication includes means for receiving, via a network by
a second communications agent representing a second user and operating in a second execution
environment, a first message from a first communications agent representing a first user and
operating in a first execution environment. For example, the arrangement in FIG. 3B, includes
content manager component 309 that is operable for receiving, via a network by a second
communications agent representing a second user and operating in a second execution
environment, a first message from a first communications agent representing a first user and
operating in a first execution environment. FIG. 4 illustrates content manager component 409 as
an adaptation and/or analog of content manager component 309 in FIG. 3B. One or more content
manager components 409 operate in an execution environment 401. The system for processing a
data object identification request in a communication includes one or more processors and logic
encoded in one or more tangible media for execution by the one or more processors that when
executed is operable for receiving, via a network by a second communications agent representing
a second user and operating in a second execution environment, a first message from a first
communications agent representing a first user and operating in a first execution environment. In
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FIG. 4, a content manager component 409 is illustrated as a component of communications agent
403.

f4534

As described above, FIG. 7 illustrates first message 706, including a data object identification
request, received via network 506 by execution environment 401 of second node 504 from
execution environment 401 of first node 502.

f4+594

In addition to packaging representations of data in a structure and/or format for sending a
message according to a communications protocol, a content manager component 409 may
operate to detect a data object identification request received and/or otherwise identified in a
message received in a communication. Content manager component 409 operating in execution
environment 401 of second node 504 may receive the message, illustrated by first message 706,
in a communication with execution environment 401 of first node 502. Com-in component 411
in execution environment 401 of second node 504 may receive the message via communication
protocol component 407 and network stack 405. First message 706 may be delivered to
execution environment 401 of second node 504 via network 506 based on a communications
address of a communicant represented by communications agent 403 in execution environment
401 of second node 504. A communications agent may represent more than one communicant,
which may be identified by different addresses.

04604

The first message 706 in FIG. 7 may be received in one or more packets via network 506 by
network stack 405 and communications protocol component 407 in an instance of and/or analog
of execution environment 401 including and/or otherwise provided by execution environment
401 of second node 504. The data in the communication may be received by com-in component
411. Com-in component 411 may provide the data to content manager component 409. Content
manager component 409 may determine one or more content types of the data. The content
and/or portions of the content may be provided to one or more content type handler components
413 based on the one or more content types identified by content manager component 409. For
example, FIG. 8A illustrates message portion 812 a including “text/plain” MIME type identifier
814 a as a content type identifier. Message portion 812 a may be provided to a text/plain content
handler 413. Audio data in a voice communication may be provided to an audio content handler
component 413, and video data in a video communication may be provided to a video content
handler component 413.

fo+eH

Returning to FIG. 2B, a block 214 illustrates that the method further includes detecting, by the
second communications agent, a data object identification request included in the first message.
Accordingly, a system for processing a data object identification request in a communication
includes means for detecting, by the second communications agent, a data object identification
request included in the first message. For example, the arrangement in FIG. 3B, includes query
handler component 302 that is operable for detecting, by the second communications agent, a
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data object identification request included in the first message. FIG. 4 illustrates query handler
component 402 as an adaptation and/or analog of query handler component 302 in FIG. 3B. One
or more query handler components 402 operate in an execution environment 401. The system for
processing a data object identification request in a communication includes one or more
processors and logic encoded in one or more tangible media for execution by the one or more
processors that when executed is operable for detecting, by the second communications agent, a
data object identification request included in the first message. In FIG. 4, query handler
component 402 is illustrated as a component of communications agent 403.

fed+e2i

FIG. 7 includes a dataflow message 708 that illustrates a detect data object identification request
dataflow that may be internal to execution environment 401 of second node 504 and/or may
include interoperation with another node via a network. With respect to FIG. 4, dataflow
message 708 may correspond to a data exchange and/or other interoperation between content
handler component 409 and query handler component 402 to detect and/or otherwise process the
data object identification request received in first message 706 by execution environment 401 of
second node 504. FIG. 7 further includes a dataflow message 710 that illustrates a search
message for locating one or more data objects based on the data object identification request. The
data object identification request may include and/or otherwise identify a data object matching
criterion identified by data object information identified by the communicant represented by
execution environment 401 of first node 502. The one or more data objects may be located
and/or otherwise identified by determining a data object or data objects that match the data
object matching criterion. The data object(s) may be in a data store accessible to execution
environment 401 of second node 504, such as one or more files in a file system of execution
environment 401 of second node 504. Dataflow message 710 may be internal to execution
environment 401 of second node 504 and/or may be a message sent to a remote device, such as
database server and/or a network attached storage device providing storage locations for some or
all of a file system of execution environment 401 of second node 504.

fo+634

Com-in component 411 in execution environment 401 of second node 504, as described above,
provides the message, received from execution environment 401 of first node 502, to content
manager component 409. Content manager component 409 is operatively coupled, via com-in
component 411, to communications protocol component 407 for receiving data in
communications with other nodes, such as execution environment 401 of first node 502. Thus,
execution environment 401 of second node 504 may receive a message via a com-in component
411 in a communication with execution environment 401 of first node 502. The message may
include a data object identification request based on data object information identified by a user
to communications agent 403 in execution environment 401 of first node 502.

fo+644

Data received in a communication, which may for example include a voice session and/or an
instant message, may include data of various content types. In FIG. 4, communications agent 403
in execution environment 401 of second node 504 includes one or more content handler
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components 413 to process data received according to its content type. Content manager
component 409 may detect and/or otherwise identify a portion of the message as the data object
identification request sent from execution environment 401 of first node 502. The data object
identification request may be identified by content manager component 409 according to a
schema for the message and/or a schema for the data object identification request. For example, a
portion of the message may include a MIME-type identifier that identifies the portion as a data
object identification request and/or otherwise identifies the portion for routing to a query handler
component 402 operating in and/or otherwise on behalf of execution environment 401 of second
node 504. Alternatively or additionally, the data object identification request may have structure
and/or content that is valid and identifiable according to a schema for defining and/or otherwise
identifying valid data object identification requests. A query handler component, may be
provided as a type of content handler component, in an aspect. Alternatively or additionally, a
query handler component may interoperate with one or more content handler components to
detect a data object identification request in a message received by a content manager
component.

t634

As such, query handler component 402 may operate along with other content handler
components 413 to process data representations received in the message 706 from execution
environment 401 of first node 502. Query handler component 402 may also provide transformed
data from the representations to one or more user interface element handler components 415.
Query handler component 402 operates to validate and process data object identification requests
according to a schema defining valid data object identification requests. Various portions of a
message including a data object identification request may be provided to one or more content
handler components 413, including query handler component 402, to interoperate with
presentation controller component 417 in execution environment 401 of second node 504 to
present some or all of the received message, including the data object identification request.

fode6]

FIG. 6D illustrates a window, request window UI element 602 d, presenting an exemplary
representation of a message received from execution environment 401 of first node 502 in a
communication with second node 504. As in FIG. 6A, request window Ul element 602 d
includes a contactor Ul element 604 d, a contactee Ul element 606 d, a presentation space 608 d
of the request window UI element 602 d that includes a user message Ul element 610 d including
a text portion of the message provided by the communicant represented by execution
environment 401 of first node 502. The various UI elements may be presented by one or more Ul
element handler components 415 in communications agent 403 operating in execution
environment 401 of second node 504. A reply Ul element 648 d and a reply all UI element 648 d
are illustrated as exemplary Ul elements in presentation space 608 d presented to allow a user of
execution environment 401 of second node 504 to respond and/or otherwise perform an
operation based on the received message. FIG. 6D illustrates a data object identification request
Ul interface element 652 d where the data object identification request identified in the message
from execution environment 401 of first node 502 is represented to the communicant represented
by the execution environment 401 of second node 504. In an aspect, the communicant is allowed
to authorize the request by providing an input corresponding to a search and reply Ul element
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654 d. In another aspect, the communicant may be allowed to modify the received data object
identification request.

fe+eA

FIG. 6E, illustrates a reply window UI element 602 e that, in an aspect, may be presented by
communications agent 403 in execution environment 401 of second node 504 in response to an
user input corresponding to reply Ul element 648 d detected by a corresponding Ul element
handler component 415. In an aspect, a user of communications agent 403 operating-in in
execution environment 401 of second node 504 may provide input authorizing some or all of the
processing of a data object identification request. Reply window UI element 602 e in FIG. 6E
includes a search Ul element 656 e for receiving user input authorizing and/or otherwise
instructing execution environment 401 of second node 504 to locate data objects that match the
data object identification request, illustrated in a data object identification requested UI element
658 e.

o634

As described herein in an aspect, content manager component 409 may detect content type
information to detect a data object identification request in a communication. For example, the
message portion illustrated in FIG. 8 A may be received in first message 706. Content manager
component 409 may detect “application/id-request” MIME type identifier in content-type header
804 a. The “application/id-request” MIME type identifier may be defined to identify a data
object identification request based on one or more matching criteria for identifying a requested
data object. Content manager component 409 may identify data object identification request
portion 802 a as including the data object identification request.

fo+694

In response to detecting a data object identification request in first message 706, content manager
component 409 may provide some or all of the data object identification request to query handler
component 402. For example, query handler component 402 may be configured to operate
according to a schema defining a format and/or a vocabulary for an XML-based language for id-
request documents. Content manager component 409 may provide id-request document 806 a, as
a data object identification request, to query handler component 402. Query handler component
402 may operate according to the id-request schema. In an aspect, a query handler component
may process more than one data object identification request content type. Alternatively or
additionally, execution environment 401 may include multiple query handler components 402 for
supporting multiple data object identification request content types.

o464

Returning to FIG. 2B, a block 216 illustrates that the method yet further includes generating, in
response to detecting the data object identification request, a data object identification response
that identifies a data object in a second data store in the second execution environment, wherein
the data object is identified by processing the data object identification request. Accordingly, a
system for processing a data object identification request in a communication includes means for
generating, in response to detecting the data object identification request, a data object
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identification response that identifies a data object in a second data store in the second execution
environment, wherein the data object is identified by processing the data object identification
request. For example, the arrangement in FIG. 3B, includes query director component 312 that is
operable for generating, in response to detecting the data object identification request, a data
object identification response that identifies a data object in a second data store in the second
execution environment, wherein the data object is identified by processing the data object
identification request. FIG. 4 illustrates query director component 412 as an adaptation and/or
analog of query director component 312 in FIG. 3B. One or more query director components 412
operate in an execution environment 401. The system for query director includes one or more
processors and logic encoded in one or more tangible media for execution by the one or more
processors that when executed is operable for generating, in response to detecting the data object
identification request, a data object identification response that identifies a data object in a
second data store in the second execution environment, wherein the data object is identified by
processing the data object identification request. In FIG. 4, a query director component 412 is
illustrated as a component of application 403.

4

FIG. 7 includes dataflow message 712 that illustrates a create data object identification response
data flow to process results returned from search dataflow 710. In FIG. 4, dataflow message 712
in FIG. 7 may represent data exchanged between query handler component 402 and query
director component 412 to process results returned from a search operation performed based on
the data object identification request, as illustrated by dataflow message 710. Processing the
results may include creating and/or otherwise constructing a data object identification response
to the data object identification request identified in first message 706. Dataflow message 712
may be internal to execution environment 401 of second node 504 and/or may include
interoperation by execution environment 401 of second node 504 via a network with another
node.

t724

FIG. 6F, illustrates an identify in response dialog UI element 660 f that, in an aspect, may be
presented by communications agent 403 in execution environment 401 of second node 504 in
response to processing the data object identification request to locate matching data objects. In
an aspect, a user of communications agent 403 operating in execution environment 401 of
second node 504 may provide input corresponding to search Ul element 656 ¢ in reply window
Ul element 602 ¢ in FIG. 6E. A corresponding Ul element handler component 415 may operate
to invoke query director component 412 to perform and/or otherwise to provide for performing
one or more operations to locate one or more data objects based on the data object identification
request. Query director component 412 may interoperate with one or more Ul element handlers
415, directly or indirectly via query handler component 402, in an aspect, to present the Ul
element 660 f and its contents. Identify in response dialog UI element 660 f includes results pane
Ul element 662 f including representations of two data objects located and/or otherwise
identified by query director component 412 based on the data object identification request. A
user may select one or more data objects to identify in a data object identification response. An
include UI element 664 f may be presented, as illustrated, to allow a user to instruct
communications agent 403 to identify one or more selected data objects in results pane Ul
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element 662 fin a data object identification response. An include all UI element 666 f is
illustrated to allow for user input instructing communications agent 403 to identify all data
objects represented in the Ul element 660 f in a data object identification response in a
communication with execution environment 401 of first node 502. A cancel UI element 668 f
allows a user to end presentation of dialog UI element 660 f. A user may opt to identify no data
objects represented in the dialog Ul element 660 f and located and/or otherwise identified by
query director component 412 based on the data object identification request.

734

Data objects located and/or otherwise identified by query director component 412 may be
identified to IRB component 414 to construct and/or otherwise create a data object identification
response identifying the data objects. As described above, in an aspect, a user may be allowed to
select which data objects, if any, are to be identified in a data object identification response from
one or more data objects located and/or otherwise identified by query director component 412
based on the data object identification response. In another aspect, communications agent 403 in
FIG. 4 may invoke query director component 412 automatically to locate one or more data
objects based on a data object matching criterion identified in a data object identification request
and in response to detecting a data object identification request in a communication. In another
aspect, communications agent 403 may invoke query director component 412 automatically to
locate one or more data objects based on a data object identification request in a communication
in response to detecting an indication to present, via a output device, some or all of a user
message received in a message in the communication. Query director component 412 may be
invoked and/or may operate based on the data object identification request and/or data object
matching criterion identified to locate a data object prior to, during, and/or after other content
received in the communication is processed.

4

The method illustrated in FIG. 2B may include additional aspects supported by various
adaptations and/or analogs of the arrangement of components in FIG. 4. As described above, in
one aspect a data object may be located and/or otherwise identified automatically in response to
detecting the data object identification request. In another aspect, locating a data object may
include presenting a locator Ul element representing a data object identification request. Search
Ul element 656 ¢ in FIG. 6E exemplifies one type of locator UI control. Search UI element 656 ¢
may be presented by presentation controller component 417 as described above. A user input
corresponding to a search Ul element, such as search Ul element 656 e, may be detected by
presentation controller component 417. Presentation controller component 417 may instruct
query director component 412 to locate the data object based on a data object identification
request represented by the data object identification request Ul element 658 e.

f734

In another aspect, a data object identification request UI element may be presented to receive one
or more additional matching criteria from a user. Based on the data object identification request
Ul element and input from the user, query director component 412 may receive one or more
additional data object matching criterion information and/or may receive input to modify a data
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object matching criterion identified in a received data object identification request. Query
director component 412 may locate one or more data objects in response to receiving the
additional criterion.

4764

Returning to FIG. 2B, a block 218 illustrates that the method yet further includes sending a
second message, via the network by the second communications agent to the first
communications agent, that includes the data object identification response, wherein the second
message does not include the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for sending a second message, via the
network by the second communications agent to the first communications agent, that includes the
data object identification response, wherein the second message does not include the data object.
For example, the arrangement in FIG. 3B, includes identification response builder component
314 that is operable for sending a second message, via the network by the second
communications agent to the first communications agent, that includes the data object
identification response, wherein the second message does not include the data object. FIG. 4
illustrates identification response builder component 414 as an adaptation and/or analog of
identification response builder component 314 in FIG. 3B. One or more identification response
builder components 414 operate in an execution environment 401. The system for processing a
data object identification request in a communication includes one or more processors and logic
encoded in one or more tangible media for execution by the one or more processors that when
executed is operable for sending a second message, via the network by the second
communications agent to the first communications agent, that includes the data object
identification response, wherein the second message does not include the data object. In FIG. 4, a
identification response builder component 414 is illustrated as a component of application 403.

A

As described above, FIG. 7 includes second message dataflow message 714 illustrating second
message sent via network 506 to execution environment 401 of first node 502 from execution
environment 401 of second node 504. Second message 714 includes a data object identification
response in response to the data object identification request from first node 502 received and/or
otherwise identified in first message 706.

f4734

IRB component 414 may provide the data object identification response to content manager
component 409 to include in a message, illustrated by second message 714. As described above,
content manager component 409 may receive and/or otherwise identify various portions of a
message, including a data object identification response, from one or more content handler
components 413. The data object identification response may be provided to content manager
component 409. As described above, content manager component 409 in execution environment
401 of second node 504 may package the one or more data representations including a
representation of the data object identification response into the message formatted according to
a suitable communications protocol. Communications protocol component 407 operating in
execution environment 401 of second node 504 may send the data as a message in a
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communication with execution environment 401 of first node 502 according to the
specification(s) of the communications protocol. Content manager component 409 may
alternatively or additionally encode and/or otherwise transform one or more of the data
representations for sending in a data stream such as voice stream and/or a video stream for
communicating in the communication to the communications agent.

t4794

FIG. 8B illustrates an exemplary data object identification response described in detail above.
Second message portion 802 b illustrates a user message portion that may be included in second
message 714. Note that a user message portion may be empty or absent in some aspects. Data
object identification response portion 804 b illustrates the data object identification response as a
list of URIs identifying data objects in a file system of execution environment 401 of second
node 504. User Message portion 802 b and data object identification response portion 804 b may
be provided by respective content handler components 413 to content manager component 409.
Content manager component 409 may construct the content as illustrated in FIG. 8B and/or
otherwise provide for encoding, translating, combining, and/or otherwise preparing the content
for sending in second message 714.

o486

The methods illustrated in FIG. 2A-B may include additional aspects supported by various
adaptations and/or analogs of the arrangement of components in FIG. 3A-B. In various aspects, a
data object identification request may be based on a date, a time, a length of time, a file type, a
database record key, content of the data object, a content type identifier, a format rule, a
vocabulary, a role of a user, a security attribute, a location in a data store such as a file system, an
attribute of an identified data object, a size, a task, a transaction, a state, a user, a group, a
requester, a relationship including a requesting user and a responding user, a keyword, a tag, a
folder, and/or a path portion of a data object identifier—to name a few examples.

tEH

In another aspect, a data object located and/or otherwise identified in response to receiving a data
object identification request must meet match a query identified by the data object identification
request. Alternatively or additionally, a data object identification request may include an
instruction and/or input for generating a data object. Locating the data object may include
generating the data object. Generating a data object may include creating the data object and/or
may include modifying and/or otherwise transforming an existing data object. For example,
execution environment 401 of second node 504 may include a template stored in a file system. A
data object identification request may identify the template. A query handler component 402 may
operate to identify a document or other data object that may be created, is being created, and/or
has been created based on the template. In response to an access request, execution environment
401 of second node 504 may return the document.

fo+824

As described above, in various aspects, a data object identification request may be detected
and/or represented based on various syntaxes, grammars, vocabularies, and/or languages. For
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example, a data object identification request may be identified and/or represented according to a
file system search syntax, a regular expression language, a structured query language (SQL)
query, a universal data object identifier schema, an XPATH based language, an XQuery based
language, an XML based language, an HTML based language (form-based), and/or a keyword-
value pair based language.

1834

A data object identification request in a communication may be communicated via a network
according to a first communications protocol. A user message may be exchanged between
communicants in the communication via a second communications protocol. For example, a data
object identification request may be sent on behalf of a first communicant by execution
environment 401 of first node 502 including a communications agent 403 representing the first
communicant. The data object identification request may be included in a communication along
with a text message sent to the execution environment 401 of second node 504. The
communicants represented by the execution environment 401 of first node 502 and the execution
environment 401 of second node 504 may communicate via one or more exchanges of audio
exchanged via, for example, a voice over IP (VoIP) communications protocol.

fos4

Exemplary data objects that may be requested via a data object identification request include a
file, a program component, a data base record, video data, audio data, markup language, binary
data, text data, an output of a service. Requested data objects may be pre-existing, volatile,
and/or generated in response to the request.

F834

As described above, receiving data object information may include receiving, via network from a
node that received the data object information from the user, a message that identifies the data
object information. For example, data object information may be received from a browser by a
web server.

o864

Data object information and/or a data object identification request may be generated, detected,
and/or otherwise processed according to a schema that identifies at least one of a rule and a
vocabulary that defines a valid data object identification request. Similarly, a data object
identification response, an access request, and a response to an access request may be generated,
detected, and/or otherwise processed according to a schema. One or more schemas may alone or
together define one or more of valid data object information, a data object identification request,
data object identification response, an access request, and/or an access response. A schema, as
just described, may be identified based on data received and/or otherwise identified by a node
hosting a communications agent via the network from another node hosting a communications
agent and/or from a path node included in a network path in the network communicatively
coupling the node to one or more nodes that respectively host communications agents.

fEH
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In a further aspect, multiple alternative schemas may be defined for each of data object
information, data object identification requests, data object identification responses, access
requests, an/or an access responses processing data object identification requests. A schema may
be selected and/or otherwise identified from the multiple schemas by execution environment 401
of first node 502 and the execution environment 401 of second node 504 and/or based on
information exchanged by the two nodes. For example, a schema may be selected by the first
communicant and/or the second communicant. One may inform the other, via a communications
protocol and/or via any other suitable means. The communicants may negotiate which schema to
use via any suitable means.

F4834

The communications agents in execution environment 401 of second node 504 and execution
environment 401 of first node 502 may select a schema For example, a schema may be identified
and/or otherwise selected based on a communications protocol supported and/or a
communications protocol not supported by one or both nodes. That is, in negotiating which
communication protocol to use allowing communicants to exchange information, a schema may
be identified. A schema may be identified and/or otherwise selected based on an attribute of the
data object. A schema for identifying image data may be different than a schema for editable
documents. A schema for identifying a data object in a first file system may be different than a
schema for identifying a data object in a different file system.

14894

As described above, data object information and/or a data object identification request may
identify a scope that specifies all or some portion of one or more data stores for locating a data
object. For example, A communications agent 403 in execution environment 401 of first node
502 may receive user input that identifies a folder in a file system of the execution environment
401 of second node 504 that defines a scope for locating a data object.

104964

Data object information and/or a data object identification request may be represented in a
representation that includes a complete or a portion of at least one of a keyword expression, a
regular expression, an XQuery expression, an XPath expression, a file system path expression,
and a structured query language statement.

f9H

Further as also described above, a data object identification request, a data object identification
response, an access request, an/or an access response may be included in a message according to
a schema that identifies the message as valid for a specified communications protocol. Those
skilled in the art are aware that schemas for email differ from schemas for instant messages and
from streamed audio, for example.

f4924
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A data object identification request, a data object identification response, an access request,
and/or an access response may be exchanged in a communication in which audio data and/or
image data is also exchanged. Multimedia may be a packaged to include one or more data
streams which may include text based data streams.

f4934

A data object identification request, a data object identification response, an access request,
and/or an access response may be included in an email, an instant message, a multi-media
message, a short-message service message, and/or a data stream. The data stream may include
audio data, image data, and/or text data.

t94

A data object identification request, a data object identification response, an access request, an/or
an access response may be included in and/or detected in a communication based on a location in
the communication and/or based on a marker, such as an identifier in the communication that
identifies a location for the data object identification request, the data object identification
response, the access request, and/or the access response. The location may be absolute, such as
fixed number of bytes or fields from the start or end of a message. Alternatively or additionally,
the location may be identified by a location relative to another detectable portion of the
communication. FIGS. 8A-B illustrate the use of MIME type identifiers as markers that identify
locations for one or more of a data object identification request, a data object identification
response, an access request, an/or an access response in a communication.

f4954

A data object identification request, a data object identification response, an access request, an/or
an access response or respective portions thereof may include at least a portion of a keyword
expression, a regular expression, expression including a Boolean operator, an expression
including a precedence information, and a structured query language statement.

14964

With respect to the method illustrated in FIG. 2B, the method as described above may include
locating and/or otherwise identifying a data object automatically in response to receiving an
access request that matches and/or otherwise identifies the data object. Further, a data object
identification response may be created and/or otherwise generated automatically, in response to
locating and/or otherwise identifying the data object.

{497

In an aspect, in response to receiving and/or otherwise detecting a data object identification
request, a user interface may be presented based on the data object identification request to
prompt a user to process the data object identification request in some manner, such as
authorizing the request and/or modifying the request by restricting its scope. In response to
detecting user input targeting and/or otherwise corresponding to the presented user interface, one
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or more data objects may be located and/or otherwise identified based on the data object
identification request.

4934

A user may change a received data object identification request. One or more data objects may
be located and/or otherwise identified based on the changed data object identification request.

F4994

In a further aspect, once one or more data objects are located and/or otherwise identified based
on a data object identification request, a user interface may be presented to allow a user to
identify the one or more data objects. User information may be received that selects one or more
data objects to identify in a data object identification response and/or to not identify in the data
object identification response. A user, in an aspect, may be allowed to identify a data object not
located and/or otherwise identified by the user's node. The data object, based on the user input, is
identified in the data object identification response.

02004

In light of the description provided above, a data object identification response may be generated
automatically in response to detecting a corresponding data object identification request by an
execution environment 401 of first node 502. Further, the automatically generated data object
identification response, may be sent to the node that sent the corresponding data object
identification request, automatically in response to the generating of the data object identification
response.

{20+

With respect to the method illustrated in FIG. 2A, the third message may be sent automatically in
response to detecting the data object identification response. In another aspect, a representation
of a received data object identification response may be presented, via an output device, to a
user. The representation may identify one or more data objects located and/or otherwise
identified based on the data object identification request. The representation may be presented
automatically, in response to detecting the data object identification response. Further, a user
input may be detected that corresponds to and/or otherwise targets the representation. The user
input may be processed as an indication to retrieve the data object. As a result an access request
may be created or otherwise generated that identifies the data object. The access request may be
sent in a message via the network to retrieve the data object. The message may be sent to a node
that sent the data object identification response and/or to another node. The third message may
be sent by the communications agent in the execution environment 401 of first node 502 to the
communications agent in the execution environment 401 of second node 504 via a
communications protocol. The third message sent via the communication protocol may include a
communications address, in an address space of the communications protocol, that identifies a
user represented by the communications agent in the execution environment 401 of second node
504. The third message may include a data object identification request, a data object
identification response, and/or a data object sent in response to previously receiving an access
response by the execution environment 401 of first node 502. The third message may include an
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access request that identifies the data object. The access request may include a universal data
object identifier (URI) that identifies the data object.

02024

With respect to the method illustrated in FIG. 2B, in response to receiving an access request, a
data object identified in the request may be sent. The data object may be sent automatically, in
response to receiving the access request. The data object may be sent as attachment in a
communication. The data object may be sent by a communications agent in the execution
environment 401 of second node 504 to a communications agent in the execution environment
401 of first node 502 via a communications protocol. The data object may be sent via a
communication that includes a communications address, in an address space of the
communications protocol, that identifies the first communicant represented by the execution
environment 401 of first node 502. The communication that includes the data object may include
a data object identification request, a data object identification response, and/or an access request
sent in response to a data object identification response sent previously by the first node.

02034

The methods illustrated in FIGS. 2A-B may yet further include additional aspects supported by
various adaptations and/or analogs of the arrangement of components in FIGS. 3A-B,
respectively.

fo204

Performing the method illustrated in FIG. 2A and/or the method illustrated in FIG. 2B and/or any
of its extension and/or in any of its aspects may include one or more of calling a function or
method of an object, sending a message via a network; sending a message via an inter-process
communication mechanism such as a pipe, a semaphore, a shared data area, and/or a queue;
and/or receiving a request such as poll and responding to invoke, and sending an asynchronous
message.

02054

Output devices suitable for presenting a representation of a data object and/or a tag include a
visual output device, an audio output device, and a tactile output device. One output device may
present a data object and another output device may present a tag with which the data object is
tagged.

{02064

Any action included in performing the method illustrated in FIG. 2A as well as any action
included in in-performing the method illustrated in FIG. 2B may include sending and/or
receiving a message via a network. Further, a message, included in performing any of the subject
matter described herein and/or any of its extensions in any of its aspects, may an asynchronous
message without a corresponding request.

{0204
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To the accomplishment of the foregoing and related ends, the descriptions and annexed drawings
set forth certain illustrative aspects and implementations of the disclosure. These are indicative
of but a few of the various ways in which one or more aspects of the disclosure may be
employed. The other aspects, advantages, and novel features of the disclosure will become
apparent from the detailed description included herein when considered in conjunction with the
annexed drawings.

02034

It should be understood that the various components illustrated in the various block diagrams
represent logical components that are configured to perform the functionality described herein
and may be implemented in software, hardware, or a combination of the two. Moreover, some or
all of these logical components may be combined, some may be omitted altogether, and
additional components may be added while still achieving the functionality described herein.
Thus, the subject matter described herein may be embodied in many different variations, and all
such variations are contemplated to be within the scope of what is claimed.

02094

To facilitate an understanding of the subject matter described above, many aspects are described
in terms of sequences of actions that may be performed by elements of a computer system. For
example, it will be recognized that the various actions may be performed by specialized circuits
or circuitry (e.g., discrete logic gates interconnected to perform a specialized function), by
program instructions being executed by one or more processors, or by a combination of both.
The description herein of any sequence of actions is not intended to imply that the specific order
described for performing that sequence must be followed.

o246

Moreover, the methods described herein may be embodied in executable instructions stored in a
non-transitory computer readable medium for use by or in connection with an instruction
execution machine, system, apparatus, or device, such as a computer-based or processor-
containing machine, system, apparatus, or device. As used here, a “non-transitory computer
readable medium” may include one or more of any suitable media for storing the executable
instructions of a computer program in one or more forms including an electronic, magnetic,
optical, and electromagnetic form, such that the instruction execution machine, system,
apparatus, or device may read (or fetch) the instructions from the non-transitory computer
readable medium and execute the instructions for carrying out the described methods. A non-
exhaustive list of conventional exemplary non-transitory computer readable media includes a
portable computer diskette; a random access memory (RAM); a read only memory (ROM); an
erasable programmable read only memory (EPROM or Flash memory); optical storage devices,
including a portable compact disc (CD), a portable digital video disc (DVD), a high definition
DVD (HD-DVD™), and a Blu-rayyRay™ disc; and the like

{02+

Thus, the subject matter described herein may be embodied in many different forms, and all such
forms are contemplated to be within the scope of what is claimed. It will be understood that
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various details may be changed without departing from the scope of the claimed subject matter.
Furthermore, the foregoing description is for the purpose of illustration only, and not for the
purpose of limitation, as the scope of protection sought is defined by the claims as set forth
hereinafter together with any equivalents.

fo2424

Thus, the subject matter described herein may be embodied in many different forms, and all such
forms are contemplated to be within the scope of what is claimed. It will be understood that
various details may be changed without departing from the scope of the claimed subject matter.
Furthermore, the foregoing description is for the purpose of illustration only, and not for the
purpose of limitation, as the scope of protection sought is defined by the claims as set forth
hereinafter together with any equivalents.

102434

All methods described herein may be performed in any order unless otherwise indicated herein
explicitly or by context. The use of the terms “a” and “an” and “the” and similar referents in the
context of the foregoing description and in the context of the following claims are to be
construed to include the singular and the plural, unless otherwise indicated herein explicitly or
clearly contradicted by context. The foregoing description is not to be interpreted as indicating
that any non-claimed element is essential to the practice of the subject matter as claimed.
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Abstract

Methods, systems, and apparatuses are provided that are configured to: display, at a first node, at

least one first interface with a first user interface element and a second user interface element;
display, at the first node, at least one second interface; generate a first message; display, at the
second node, at least one third interface; generate a second message that does not include a file
attachment with the second message; display, at the first node, at least one fourth interface with a
reference to at least one file; and allow access, at the first node, to the at least one file.

Description

RELATED APPLICATIONS

000+

The present application is a continuation-in-part of and claims priority to U.S. patent application
Ser. No. 14/274,623 (published US 2014-0365588 A1) filed May 9, 2014 and entitled
“METHODS. SYSTEMS., AND PROGRAM PRODUCTS FOR PROCESSING A DATA
OBIJECT IDENTIFICATION REQUEST IN A COMMUNICATION.” which, in turn, is a
continuation-in-part of and claims priority to U.S. patent application Ser. No. 13/624,906
(published US 2014-0089419 A1) filed Sep. 22, 2012 and entitled “METHODS, SYSTEMS,
AND PROGRAM PRODUCTS FOR PROCESSING A DATA OBJECT IDENTIFICATION
REQUEST IN A COMMUNICATION” and U.S. patent application Ser. No. 13/626,635
(published under US 2014-0089421 A1) filed Sep. 25, 2012 and entitled “METHODS,
SYSTEMS, AND PROGRAM PRODUCTS FOR SHARING A DATA OBJECT IN A DATA
STORE VIA A COMMUNICATION.”

This application is related to the following pending-U.S. patent applications-that-arenot
commotly owned but by the same inventor::

U.S. patent application Ser No. 12/833,016 (Deeket—Ne—G—lé%pubhshed US 2012-001 1444 Al)
filed on 2010 Jul;-9;-ex v : 0 2 g
A&&ehme%m—a—@emmw&e&&ea—&ﬂd 9 entltled “METHODS SYSTEMS AND PROGRAM
PRODUCTS FOR REFERENCING AN ATTACHMENT IN A COMMUNICATION™;
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U.S. patent application Ser. No Ne=12/833 014 (Deeket—N&(Héépubhshed US 2012 001 1207
Al) filed on 2010 Jul. 9 e g CSSINg 4
Req&est—fer—a—Rese&re%m—arGemm&m&eaﬁeﬂi9 entltled “METHODS SYSTEMS AND
PROGRAM PRODUCTS FOR PROCESSING A REQUEST FOR A RESOURCE IN A
COMMUNICATION”;

{06034

i reattoni e HrE ing-U.S. patent apphications:
appllcatlon Ser Ne=N0 13/624 906 (Deeket—Ne—DW@G@-}pubhshed US 2014-0089419 A1)
filed en-2012 Seps. 22; and entitled “Methods;-Systems;-and ProgramProduetsfor Processinga

Pata-Object Identification Request-in-a-Communication -andMETHODS, SYSTEMS, AND
PROGRAM PRODUCTS FOR PROCESSING A DATA OBJECT IDENTIFICATION

REQUEST IN A COMMUNICATION:” AND

{06043

U.S. patent application Ser. No. 13/624;,940(Decket Ne-DRV004H1626,635 (published under US

2014-0089421 A1) filed en-2012 Sep523;. 25 entitled “Methods;Systems;andProgram
PreduetsMETHODS, SYSTEMS, AND PROGRAM PRODUCTS FOR SHARING A DATA

OBJECT IN A DATA STORE VIA A COMMUNICATION:” the entire contents of each are
herein incorporated by reference for Preecessing-aReference-ina-Communicationto-a Remeote
Data-Objeet™all purposes.

BACKGROUND

While receiving attachments in a network communication, such as email, is common, most

attachments received are unsolicited or unrequested. To request an attachment, a user typically
sends the request as voice and/or text data in a voice and/or text message heard and/or read by
another user. The request may be as vague or as specific as the language used by the requesting
user. The other user must interpret the request and find a file or other data object that seems to
match the request. The other user in many cases locates a “matching” resource using a program
or application other than the communications agent that received the request. For example, a
search program may be used to search a hard-drive by the other user. The other user must enter
the search criteria.
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Accordingly, there exists a need for methods, systems, and computer program products for
sharingprocessing a data object identification request in-a-data-store-via a communication.

SUMMARY

{06074

The following presents a simplified summary of the disclosure in order to provide a basic
understanding to the reader. This summary is not an extensive overview of the disclosure and it
does not identify key/critical elements of the invention or delineate the scope of the invention. Its
sole purpose is to present some concepts disclosed herein in a simplified form as a prelude to the
more detailed description that is presented later.
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In one embodiment, an apparatus is provided, comprising: at least one non-transitory memory

storing instructions; and one or more processors in communication with the at least one non-
transitory memory, wherein the one or more processors execute the instructions to: cause, at a
first node, display of at least one first interface with a first user interface element and a second
user interface element, utilizing first hypertext markup language-equipped code that is sent via at
least one network; receive, from the first node via the at least one network, a file description via
the first user interface element that includes a textbox, utilizing the at least one first interface;
receive, from the first node via the at least one network, an indication of at least one of a date or
a time via the second user interface element, utilizing the at least one first interface; cause, at the
first node, display of at least one second interface with a third user interface element and a fourth
user interface element, utilizing second hypertext markup language-equipped code that is sent
via the at least one network; receive, from the first node via the at least one network, indicia
associated with at least one email address via the third user interface element, utilizing the at
least one second interface; receive, from the first node via the at least one network, an indication
of a selection of the fourth user interface element, utilizing the at least one second interface; in
response to the receipt of the indication of the selection of the fourth user interface element and
based on the file description, the indication of the at least one of the date or the time, and the
indicia associated with the at least one email address; generate a first message indicating the at
least one of the date or the time, and including a fifth user interface element and at least one
sentence including the file description; send, to a second node via the at least one network, the
first message; receive, from the second node via the at least one network, an indication of a
selection of the fifth user interface element of the first message; in response to the receipt of the
indication of the selection of the fifth user interface element, cause, at the second node, display
of at least one third interface with a sixth user interface element and a seventh user interface
element, utilizing third hypertext markup language-equipped code that is sent via at least one
network; receive, from the second node via the at least one network, an indication of a selection
at least one file utilizing the sixth user interface element, utilizing the at least one third interface;
receive, from the second node via the at least one network, an indication of a selection of the
seventh user interface element, utilizing the at least one third interface; in response to the receipt
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of the indication of the selection of the seventh user interface element, generate a second
message that includes an eighth user interface element, and that does not include a file
attachment with the second message; send, to the first node via the at least one network, the
second message; receive, from the first node via the at least one network, an indication of a
selection of the eighth user interface element of the second message; in response to the receipt of
the indication of a selection of the eighth user interface element of the second message, cause, at
the first node, display of at least one fourth interface with a reference to the at least one file for
allowing access, at the first node, to the at least one file.

In another embodiment, an apparatus is provided, comprising at least one non-transitory memory
storing instructions; and one or more processors in communication with the at least one non-
transitory memory, wherein the one or more processors execute the instructions to: send a first
communication over at least one network that results in display, at a first node, of a first user
interface element, a second user interface element, and a third user interface element; receive,
from the first node via the at least one network, text associated with one or more desired files via
the first user interface element that includes a textbox; receive, from the first node via the at least
one network, an object associated with at least one email address via the second user interface
element; receive, from the first node via the at least one network, a message associated with a
selection of the third user interface element; in response to the receipt of the message associated
with the selection of the third user interface element and based on the text associated with the
one or more desired files and the object associated with the at least one email address; generate a
first message including a fourth user interface element and the text associated with the one or
more desired files; send, to a second node via the at least one network, the first message; receive,
from the second node via the at least one network, a message associated with a selection of the
fourth user interface element of the first message; in response to the receipt of the message
associated with the selection of the fourth user interface element, send a third communication
over the at least one network that results in display, at the second node, of a fifth user interface
element; receive, from the second node via the at least one network, a message associated with a
selection at least one file; receive, from the second node via the at least one network, a message
associated with a selection of the fifth user interface element; in response to the receipt of the
message associated with the selection of the fifth user interface element, generate a second
message that includes an sixth user interface element, and that does not include a file attachment
with the second message; send, to the first node via the at least one network, the second message;
receive, from the first node via the at least one network, a message associated with a selection of
the sixth user interface element of the second message; in response to the receipt of the message
associated with the selection of the sixth user interface element of the second message, send a
fourth communication over the at least one network that results in display, at the first node, of a
reference to the at least one file; and allow access, at the first node, to the at least one file via the
reference.

In yet another embodiment, a computer-implemented method is provided, comprising:
displaying, at a first node, at least one first interface with a first user interface element and a
second user interface element, utilizing first hypertext markup language-equipped code that is
received via at least one network; receiving, utilizing the at least one first interface at the first
node, a file description via the first user interface element that includes a textbox; sending, from
the first node via the at least one network, the file description; receiving, utilizing the at least one
first interface at the first node, an indication of at least one of a date or a time via the second user

146




interface element; sending, from the first node via the at least one network, the indication of the
at least one of the date or the time; displaying, at the first node, at least one second interface with
a third user interface element and a fourth user interface element, utilizing second hypertext
markup language-equipped code that is received via the at least one network; receiving, utilizing
the at least one second interface at the first node, indicia associated with at least one email
address via the third user interface element; sending, from the first node via the at least one
network, the indicia associated with the at least one email address; detecting, at the first node, a
selection of the fourth user interface element; sending, from the first node via the at least one
network, an indication of the selection of the fourth user interface element; after sending the
indication of the selection of the fourth user interface element and based on the file description,
the indication of the at least one of the date or the time, and the indicia associated with the at
least one email address; receiving, at a second node via the at least one network, a first message
indicating the at least one of the date or the time, and including a fifth user interface element and
at least one sentence including the file description; detecting, at the second node, a selection of
the fifth user interface element of the first message; sending, from the second node via the at
least one network, an indication of the selection of the fifth user interface element of the first
message; after sending the indication of the selection of the fifth user interface element,
displaying, at the second node, at least one third interface with a sixth user interface element and
a seventh user interface element, utilizing third hypertext markup language-equipped code that is
received via at least one network; receiving, utilizing the at least one third interface at the second
node, a selection of at least one file utilizing the sixth user interface element; sending, from the
second node via the at least one network, an indication of the at least one file; detecting, utilizing
the at least one third interface at the second node, a selection of the seventh user interface
element; sending, from the second node via the at least one network, an indication of the
selection of the seventh user interface element; after sending the indication of the selection of the
seventh user interface element, receiving, at the first node, a second message that includes an
eighth user interface element, and that does not include a file attachment with the second
message; detecting, at the first node, a selection of the eighth user interface element of the
second message; sending, from the first node via the at least one network, an indication of the
selection of the eighth user interface element of the second message; after sending the indication
of a selection of the eighth user interface element of the second message, displaying, at the first
node, at least one fourth interface with a reference to the at least one file; detecting, utilizing the
at least one fourth interface at the first node, a selection of the reference to the at least one file;
and providing access, at the first node, to the at least one file, utilizing the reference.

In still yet another embodiment, an apparatus is provided, comprising: a first node configured to:
display, at the first node, a first user interface element, a second user interface element, and a
third user interface element; receive, at the first node, text associated with one or more desired
files via the first user interface element that includes a textbox:; send, from the first node via at
least one network, the text associated with the one or more desired files; receive, at the first node,
an object associated with at least one email address via the second user interface element; send,
from the first node via the at least one network, the object associated with the at least one email
address; detect, at the first node, a selection of the third user interface element; and send, from
the first node via the at least one network, a message associated with the selection of the third
user interface element; said first node further configured to communicate with a second node that
is configured to: after the message associated with the selection of the third user interface
element is sent and based on the text associated with the one or more desired files and the object
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associated with the at least one email address; receive, at the second node via the at least one
network, a first message including a fourth user interface element and at least one sentence
including the text associated with the one or more desired files; detect, at the second node, a
selection of the fourth user interface element of the first message; send, from the second node via
the at least one network, a message associated with the selection of the fourth user interface
element of the first message; after the message associated with the selection of the fourth user
interface element is sent, display, at the second node, a fifth user interface element and a sixth
user interface element; detect, at the second node, a selection of at least one file; send, from the
second node via the at least one network, a message associated with the at least one file; detect,
at the second node, a sclection of the sixth user interface element; and send, from the second
node via the at least one network, a message associated with the selection of the sixth user
interface element; said first node further configured to: after the message associated with the
selection of the sixth user interface element is sent, receive, at the first node, a second message
that includes a seventh user interface element, and that does not include a file attachment with
the second message; detect, at the first node, a selection of the seventh user interface element of
the second message; send, from the first node via the at least one network, a message associated
with the selection of the seventh user interface element of the second message; after the message
associated with the selection of the seventh user interface clement of the second message is sent,
display, at the first node, an eighth user interface element associated with a reference to the at
least one file; and provide access, at the first node, to the at least one file utilizing the reference.

BRIEF DESCRIPTION OF THE DRAWINGS

foo+44

Objects and advantages of the present invention will become apparent to those skilled in the art
upon reading this description in conjunction with the accompanying drawings, in which like
reference numerals have been used to designate like or analogous elements, and in which:

{06434

FIG. 1 is a block diagram illustrating an exemplary hardware device included in and/or otherwise
providing an execution environment in which the subject matter may be implemented;

foot6]

FIG. 2A is a flow diagram illustrating a method for sharingprocessing a data object n-a-data
stere-viaidentification request in a communication according to an aspect of the subject matter
described herein;

foo+A

FIG. 2B is a flow diagram illustrating a method for sharingprocessing a data object #-a-data
stere-viaidentification request in a communication according to an aspect of the subject matter
described herein;

00434
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FIG. 3A is a block diagram illustrating an arrangement of components for sharingprocessing a
data object in-a-data-stere-viaidentification request in a communication according to another
aspect of the subject matter described herein;
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FIG. 3B is a block diagram illustrating an arrangement of components for sharingprocessing a
data object in-a-data-stere-viaidentification request in a communication according to another
aspect of the subject matter described herein;

100264

FIG. 4 is a block diagram illustrating an arrangement of components for sharirngprocessing a data
object i-a-data-stere-viaidentification request in a communication according to another aspect of
the subject matter described herein;

10024

FIG. 5 is a network diagram illustrating a system for sharingprocessing a data object #n-a-data
store-viaidentification request in a communication according to another aspect of the subject
matter described herein;

100224

FIG. 6A is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;
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FIG. 6B is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

10024

FIG. 6C is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

fee23

FIG. 6D is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;
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FIG. 6E is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

f00274
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FIG. 6F is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

00234

FIG. 6G is a diagram illustrating a user interface presented via a display according to another
aspect of the subject matter described herein;

100294

FIG. 7 is a message flow diagram illustrating an exemplary data and execution flow for
sharingprocessing a data object in-a-data-stere-wiaidentification request in a communication
according to an aspect of the subject matter described herein;

00364

FIG. 8A illustrates an exemplary portion of a communication between ana first execution
environment ef-afirstnode-and ana second execution environment efa-seeond-node-according to
an aspect of the subject matter described herein; and

1003+

FIG. 8B illustrates another exemplary portion of a communication between ana first execution
environment ef-afirstnede-and ana second execution environment efa-seeond-node-according to
an aspect of the subject matter described herein.

DETAILED DESCRIPTION

fee324

One or more aspects of the disclosure are described with reference to the drawings, wherein like
reference numerals are generally utilized to refer to like elements throughout, and wherein the
various structures are not necessarily drawn to scale. In the following description, for purposes of
explanation, numerous specific details are set forth in order to provide a thorough understanding
of one or more aspects of the disclosure. It may be evident, however, to one skilled in the art,

that one or more aspects of the disclosure may be practiced with a lesser degree of these specific
details. In other instances, well-known structures and devices are shown in block diagram form
in order to facilitate describing one or more aspects of the disclosure.

f06334

Unless otherwise defined, all technical and scientific terms used herein have the same meaning
as commonly understood by one of ordinary skill in the art to which this disclosure belongs.
Although methods, components, and devices similar or equivalent to those described herein can
be used in the practice or testing of the subject matter described herein, suitable methods,
components, and devices are described below.

06344
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All publications, patent applications, patents, and other references mentioned herein are
incorporated by reference in their entirety. In case of conflict, the present specification, including
definitions, will control. In addition, the materials, methods, and examples are illustrative only
and not intended to be limiting.

fee334

An exemplary device included in an execution environment that may be configured according to
the subject matter is illustrated in FIG. 1. An “execution environment”, as used herein, is an
arrangement of hardware and, in some aspects, software that may be further configured to
include and/or otherwise host an arrangement of components for performing a method of the
subject matter described herein. An execution environment includes and/or is otherwise provided
by one or more devices. The execution environment is said to be the execution environment of
the device and/or devices. An execution environment may be and/or may include a virtual
execution environment including software components operating in a host execution
environment. Exemplary devices included in and/or otherwise providing suitable execution
environments for configuring according to the subject matter include personal computers,
notebook computers, tablet computers, servers, portable electronic devices, handheld electronic
devices, mobile devices, multiprocessor devices, distributed systems, consumer electronic
devices, routers, communication servers, and/or any other suitable devices. Those skilled in the
art will understand that the components illustrated in FIG. 1 are exemplary and may vary by
particular execution environment.

fea364

FIG. 1 illustrates a hardware device 100 included in an execution environment 102. FIG. 1
illustrates that execution environment 102 includes a processor 104, such as one or more
microprocessors; a physical processor memory 106 including storage locations identified by
addresses in a physical memory address space of processor 104; a persistent secondary storage
108, such as one or more hard drives and/or flash storage media; an input device adapter 110,
such as a key or keypad hardware, a keyboard adapter, and/or a mouse adapter; an output device
adapter 112, such as a display and/or an audio adapter for presenting information to a user; a
network interface component, illustrated by a network interface adapter 114, for communicating
via a network such as a LAN and/or WAN; and a communication mechanism that operatively
couples elements 104-114, illustrated as a bus 116. Elements 104-114 may be operatively
coupled by various means. Bus 116 may comprise any type of bus architecture, including a
memory bus, a peripheral bus, a local bus, and/or a switching fabric.

0637

As used herein a “processor” is an instruction execution machine, apparatus, or device. A
processor may include one or more electrical, optical, and/or mechanical components that
operate in interpreting and executing program instructions. Exemplary processors include one or
more microprocessors, digital signal processors (DSPs), graphics processing units, application-
specific integrated circuits (ASICs), optical or photonic processors, and/or field programmable
gate arrays (FPGAs). Processor 104 may access machine code instructions and data via one or
more memory address spaces in addition to the physical memory address space. A memory
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address space includes addresses identifying locations in a processor memory. The addresses in a
memory address space are included in defining a processor memory. Processor 104 may have
more than one processor memory. Thus, processor 104 may have more than one memory address
space. Processor 104 may access a location in a processor memory by processing an address
identifying the location. The processed address may be identified by an operand of a machine
code instruction and/or may be identified by a register or other portion of processor 104.

fea334

FIG. 1 illustrates a virtual processor memory 118 spanning at least part of physical processor
memory 106 and may span at least part of persistent secondary storage 108. Virtual memory
addresses in a memory address space may be mapped to physical memory addresses identifying
locations in physical processor memory 106. An address space for identifying locations in a
virtual processor memory is referred to as a virtual memory address space; its addresses are
referred to as virtual memory addresses; and its processor memory is referred to as a virtual
processor memory or virtual memory. The term “processor memory” may refer to physical
processor memory, such as processor memory 106, and/or may refer to virtual processor
memory, such as virtual processor memory 118, depending on the context in which the term is
used.

00394

Physical processor memory 106 may include various types of memory technologies. Exemplary
memory technologies include static random access memory (SRAM) and/or dynamic RAM
(DRAM) including variants such as dual data rate synchronous DRAM (DDR SDRAM), error
correcting code synchronous DRAM (ECC SDRAM), RAMBUS DRAM (RDRAM), and/or
XDR™ DRAM. Physical processor memory 106 may include volatile memory as illustrated in
the previous sentence and/or may include nonvolatile memory such as nonvolatile flash RAM
(NVRAM) and/or ROM.

00464

Persistent secondary storage 108 may include one or more flash memory storage devices, one or
more hard disk drives, one or more magnetic disk drives, and/or one or more optical disk drives.
Persistent secondary storage may include a removable data storage medium. The drives and their
associated tangible computer readable storage media provide volatile and/or nonvolatile storage
for computer-readable instructions, data structures, program components, and other data for
execution environment 102.

{004+

Execution environment 102 may include software components stored in persistent secondary
storage 108, in remote storage accessible via a network, and/or in a processor memory. FIG. 1
illustrates execution environment 102 including an operating system 120, one or more
applications 122, and other program code and/or data components illustrated by other libraries
and subsystems 124. In an aspect, some or all software components may be stored in locations
accessible to processor 104 in a shared memory address space shared by the software
components. The software components accessed via the shared memory address space are stored
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in a shared processor memory defined by the shared memory address space. In another aspect, a
first software component may be stored in one or more locations accessed by processor 104 in a
first address space and a second software component may be stored in one or more locations
accessed by processor 104 in a second address space. The first software component is stored in a
first processor memory defined by the first address space and the second software component is
stored in a second processor memory defined by the second address space.

o042

Software components typically include instructions executed by processor 104 in a computing
context referred to as a “process”. A process may include one or more “threads”. A “thread”
includes a sequence of instructions executed by processor 104 in a computing sub-context of a
process. The terms “thread” and “process” may be used interchangeably herein when a process
includes only one thread.

o043

Execution environment 102 may receive user-provided information via one or more input
devices illustrated by an input device 128. Input device 128 provides input information to other
components in execution environment 102 via input device adapter 110. Execution environment
102 may include an input device adapter for a keyboard, a touch screen, a microphone, a
joystick, a television receiver, a video camera, a still camera, a document scanner, a fax, a phone,
a modem, a network interface adapter, and/or a pointing device, to name a few exemplary input
devices.

fee44

Input device 128 included in execution environment 102 may be included in device 100 as FIG.
1 illustrates or may be external (not shown) to device 100. Execution environment 102 may
include one or more internal and/or external input devices. External input devices may be
connected to device 100 via corresponding communication interfaces such as a serial port, a
parallel port, and/or a universal serial bus (USB) port. Input device adapter 110 receives input
and provides a representation to bus 116 to be received by processor 104, physical processor
memory 106, and/or other components included in execution environment 102.

00454

An output device 130 in FIG. 1 exemplifies one or more output devices that may be included in
and/or that may be external to and operatively coupled to device 100. For example, output device
130 is illustrated connected to bus 116 via output device adapter 112. Output device 130 may be
a display device. Exemplary display devices include liquid crystal displays (LCDs), light
emitting diode (LED) displays, and projectors. Output device 130 presents output of execution
environment 102 to one or more users. In some embodiments, an input device may also include
an output device. Examples include a phone, a joystick, and/or a touch screen. In addition to
various types of display devices, exemplary output devices include printers, speakers, tactile
output devices such as motion-producing devices, and other output devices producing sensory
information detectable by a user. Sensory information detected by a user is referred herein to as
“sensory input” with respect to the user.
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A device included in and/or otherwise providing an execution environment may operate in a
networked environment communicating with one or more devices via one or more network
interface components. The terms “communication interface component” and “network interface
component” are used interchangeably herein. FIG. 1 illustrates network interface adapter (NIA)
114 as a network interface component included in execution environment 102 to operatively
couple device 100 to a network. A network interface component includes a network interface
hardware (NIH) component and optionally a network interface software (NIS) component.

o4+

Exemplary network interface components include network interface controller components,
network interface cards, network interface adapters, and line cards. A node may include one or
more network interface components to interoperate with a wired network and/or a wireless
network. Exemplary wireless networks include a BLUETOOTH network, a wireless 802.11
network, and/or a wireless telephony network (e.g., a cellular, PCS, CDMA, and/or GSM
network). Exemplary network interface components for wired networks include Ethernet
adapters, Token-ring adapters, FDDI adapters, asynchronous transfer mode (ATM) adapters, and
modems of various types. Exemplary wired and/or wireless networks include various types of
LANs, WANSs, and/or personal area networks (PANs). Exemplary networks also include
intranets and internets such as the Internet.

00434

The terms “network node” and “node” in this document both refer to a device having a network
interface component for operatively coupling the device to a network. Further, the terms
“device” and “node” used herein may refer to one or more devices and nodes, respectively,
providing and/or otherwise included in an execution environment unless clearly indicated
otherwise.

00494

The user-detectable outputs of a user interface are generically referred to herein as “user
interface elements” or abbreviated as “Ul elements”. More specifically, visual outputs of a user
interface are referred to herein as “visual interface elements”. A visual interface element may be
a visual output of a graphical user interface (GUI). Exemplary visual interface elements include
windows, textboxes, sliders, list boxes, drop-down lists, spinners, various types of menus,
toolbars, ribbons, combo boxes, tree views, grid views, navigation tabs, scrollbars, labels,
tooltips, text in various fonts, balloons, dialog boxes, and various types of button controls
including check boxes and radio buttons. An application interface may include one or more of
the elements listed. Those skilled in the art will understand that this list is not exhaustive. The
terms “visual representation”, “visual output”, and “visual interface element” are used
interchangeably in this document. Other types of Ul elements include audio outputs referred to

as “audio interface elements”, tactile outputs referred to as “tactile interface elements”, and the
like.

06564
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A visual output may be presented in a two-dimensional presentation where a location may be
defined in a two-dimensional space having a vertical dimension and a horizontal dimension. A
location in a horizontal dimension may be referenced according to an X-axis and a location in a
vertical dimension may be referenced according to a Y-axis. In another aspect, a visual output
may be presented in a three-dimensional presentation where a location may be defined in a three-
dimensional space having a depth dimension in addition to a vertical dimension and a horizontal
dimension. A location in a depth dimension may be identified according to a Z-axis. A visual
output in a two-dimensional presentation may be presented as if a depth dimension existed
allowing the visual output to overlie and/or underlie some or all of another visual output.

1005+

An order of visual outputs in a depth dimension is herein referred to as a “Z-order”. The term “Z-
value” as used herein refers to a location in a Z-order. A Z-order specifies the front-to-back
and/or back-to-front ordering of visual outputs in a presentation space with respect to a Z-axis. In
one aspect, a visual output with a higher Z-value than another visual output may be defined to be
on top of or closer to the front than the other visual output. In another aspect, a visual output with
a lower Z-value than another visual output may be defined to be on top of or closer to the front
than the other visual output.

A “user interface (UI) element handler” component, as the term is used herein, includes a
component of configured to send information representing a program entity for presenting a
user-detectable representation of the program entity by an output device, such as a display. A
“program entity” is an object included in and/or otherwise processed by an application or
executable. The user-detectable representation is presented based on the sent information.
Information that represents a program entity for presenting a user detectable representation of the
program entity by an output device is referred to herein as “presentation information”.
Presentation information may include and/or may otherwise identify data in one or more formats.
Exemplary formats include image formats such as raw pixel data, JPEG, video formats such as
MP4, markup language data such as hypertext markup language (HTML) and other XML-based
markup, a bit map, and/or instructions such as those defined by various script languages, byte
code, and/or machine code. For example, a web page received by a user agent from a remote
application provider may include HTML, ECMAScript, and/or byte code for presenting one or
more Ul elements included in a user interface of the remote application. Components configured
to send information representing one or more program entities for presenting particular types of
output by particular types of output devices include visual interface element handler components,
audio interface element handler components, tactile interface element handler components, and
the like.

06524

A representation of a program entity may be stored and/or otherwise maintained in a presentation
space. As used in this document, the term “presentation space” refers to a storage region
allocated and/or otherwise provided for storing presentation information, which may include
audio, visual, tactile, and/or other sensory data for presentation by and/or on an output device.
For example, a buffer for storing an image and/or text string may be a presentation space as
sensory information for a user. A presentation space may be physically and/or logically
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contiguous or non-contiguous. A presentation space may have a virtual as well as a physical
representation. A presentation space may include a storage location in a processor memory,
secondary storage, a memory of an output adapter device, and/or a storage medium of an output
device. A screen of a display, for example, is a presentation space.

s34

As used herein, the terms “program” and “executable” refer to any data representation that may
be translated into a set of machine code instructions and may optionally include associated
program data. The terms are used interchangeably herein. Program representations other than
machine code include object code, byte code, and source code. Object code includes a set of
instructions and/or data elements that either are prepared for linking prior to loading or are
loaded into an execution environment. When in an execution environment, object code may
include references resolved by a linker and/or may include one or more unresolved references.
The context in which this term is used will make clear the state of the object code when it is
relevant. This definition can include machine code and virtual machine code, such as Java™ byte
code. As used herein, the terms “application”, and “service” may be realized in one or more
executables and/or in one or more hardware components. The terms are used interchangeably
herein.

10054

As used herein, an “addressable entity” is program or a portion thereof, specifiable in
programming language in source code. An addressable entity is addressable in a program
component translated for a compatible execution environment from the source code. Examples
of addressable entities include variables, constants, functions, subroutines, procedures, modules,
methods, classes, objects, code blocks, and labeled instructions. A code block includes one or
more instructions in a given scope specified in a programming language. An addressable entity
may include a value. In some places in this document “addressable entity” refers to a value of an
addressable entity. In these cases, the context will clearly indicate that the value is being
referenced.

Addressable entities may be written in and/or translated to a number of different programming
languages and/or representation languages, respectively. An addressable entity may be specified
in and/or translated into source code. object code, machine code, byte code, and/or any
intermediate languages for processing by an interpreter, compiler, linker, loader, and/or other
analogous tool.

As used herein, the term “network protocol” refers to a formal set of rules, conventions and data
structures that governs how computers and other network devices exchange information over a
network. The rules, conventions, and data structures are said to be specified or defined in a
specification and/or schema.

100554

The term “network path” as used herein refers to a sequence of nodes in a network that are
communicatively coupled for transmitting data in one or more data units of a specified network
protocol between a pair of nodes in the network.
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A “data unit”, as the term is used herein, is a data entity specified according to a network
protocol for transmitting data contained in and/or otherwise identified by the data entity. A data
unit is transmitted between a pair of nodes in a network path to send the data in and/or otherwise
identified by the data unit from a source node to a destination node that includes a protocol
endpoint of the network protocol. A network protocol explicitly and/or implicitly specifies
and/or otherwise identifies a schema that defines one or more of a format for a valid data unit
and a vocabulary for content of a valid data unit. One example of a data unit is an Internet
Protocol (IP) packet. The Internet Protocol defines a format for an IP packet that defines a header
for identifying a destination address that identifies a destination node and a payload portion for
including a representation of data to be delivered to the identified destination node. The terms
“data unit”, “data packet”, and “packet” are used interchangeably herein. One or more data units
of a first network protocol may transmit a message of second network protocol. For example,
one or more data units of the IP protocol may include a TCP message. In another example, one
or more TCP data units may transmit an HTTP message.

1005H

How data is packaged in one more data units for a network protocol may vary as the data
traverses a network path from a source node to a destination node. Data may be transmitted in a
single data unit between two consecutive nodes in a network path. Additionally, data may be
exchanged between a pair of consecutive nodes in several data units each including a portion of
the data. Data received in a single data unit by a node in a network path may be split into
portions included in several respective data units for transmitting to a next node in the network
path. Portions of data received in several data units may be combined into a single data unit for
transmitting by a node in a network path. For purposes of describing the subject matter, a data
unit in which data is received by a node is referred to as a different data unit than a data unit in
which the data is forwarded by the node.

00334

A “protocol address”, as the term is used herein, for a network protocol is an identifier of a
protocol endpoint that may be represented in a data unit of the protocol. For example 192.168.1.1
is an IP protocol address represented in a human readable format that may be included in an
address portion of an IP header to identify a source and/or a destination IP protocol endpoint. A
protocol address differs from a symbolic identifier, defined below, in that a symbolic identifier,
with respect to a network protocol, maps to a protocol address. Thus, “www.mynode.com” may
be a symbolic identifier for a node in a network when mapped to the protocol address
192.168.1.1. An identifier may be both a symbolic identifier and a protocol address depending on
its role with respect to its use for a particular network protocol.

00594

Since a protocol endpoint is included in a node and is accessible via a network via a network
interface, a protocol address identifies a node and identifies a network interface of the node. A
network interface may include one or more NICs operatively coupled to a network.
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A node in a pair of nodes in a network path at one end of the sequence of nodes in the network
path and/or the other end is referred to herein as a “path end node”. Note that a node may have
two NICs with one NIC at each end of a network path. A network path may be included as a
portion of another network path that communicatively couples a same pair of nodes. Data may be
transmitted via the sequence of nodes in a network path between path end nodes
communicatively coupled via the network path. Data may be transmitted in one or both
directions depending on an ordering of the nodes in the sequence.

{00664

The term “hop” as used herein refers to a pair of consecutive nodes in a network path for
transmitting, via a network protocol, data sent from a source node to a destination node. A “hop
path” is thus a sequence of hops in a network that respectively include a sequence of pairs of
consecutive nodes included in transmitting data from a first path end node of the network path to
a second path end node of the network path.

The term “path-based protocol address” as used herein refers to a protocol address for a network
protocol that includes a plurality of path segment identifiers that identify portions of a specific
network path identified by the path-based protocol address. A “node-based protocol address” is a
path-based protocol address that includes a plurality of node identifiers that identify a sequence
of nodes in a network path. A “network-interface-based protocol address” is a path-based
protocol address that includes a plurality of network interface identifiers that identify a sequence
of network interfaces in a network path. A “NIC-based protocol address” is a type of network-
interface-based protocol address that includes a plurality of identifiers that identify a sequence of
network interface components. A “hop-based protocol address” is a type path-based protocol
address since a hop is a type of network path.

Given the above definitions, note that the terms “network path” and “hop” may be defined in
terms of network interfaces. A “network path” and a “hop path” include a sequence of network
interfaces in a network that are included in transmitting data between a pair of path end nodes in
the network. A “hop” refers to at least part of a network path that includes a pair of consecutive
network interfaces in a sequence of network interfaces in a network path. A “network path” is
thus a sequence of hops in a network that respectively include a sequence of pairs of consecutive
network interfaces included in transmitting data from a first path end node of the network path to
a second path end node of the network path.

The term “network topology” as used herein refers to a representation of protocol endpoints
and/or nodes in a network, and representations of hops representing communicative couplings
between and/or among the protocol endpoints and/or nodes in the network. A network may have
different network topologies with respect to different network protocols. A network topology
may represent physical communicative couplings between nodes in the network. A network
topology may represent logical couplings between protocol endpoints and/or nodes of a
particular network protocol or a particular type of network protocol.

The domain name system (DNS) of the Internet operates based on an application layer protocol
defined by the DNS. The nodes in the DNS are communicatively coupled via the DNS protocol
and may be represented by a logical network topology. A DNS system includes nodes connected
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via the DNS protocol and thus has a network topology defined by nodes that include protocol
endpoints of the DNS protocol. In still another example, a token-ring network has a circular
topology at the link layer, but may have a star topology at the physical layer.

As used herein, an “entity-specific address space” refers to an address space defined for a
specific entity where the addresses in the address space operate as identifiers in the context of the
entity. An address from an entity-specific address space is referred to herein as an “entity-
specific address”. An address is “entity-specific” in that what it identifies is based on the entity
to which it is specific. Another address having the same form and content may identify a
different entity when in an address space specific to another entity. Addresses in an entity-
specific address space operate as identifiers in the context of an entity to which they are
“specific” as defined by the specific association of the address space and the entity. Without
knowledge of the entity to which an entity-specific address space is specific, what an address in
the entity-specific address space identifies is indeterminate. The terms “entity-specific address”
and “entity-specific identifier” are used interchangeably herein. An entity-specific address may
identify an entity included in the entity to which the address is specific or may identify an entity
external to the entity to which the address is specific. The fact that an address is entity-specific
does not define a scope for the address.

A portion of a network is a type of entity. A type of entity-specific address space described
herein is a scope-specific address space. As used herein, a “scope-specific address space”,
specific to a particular region of a network, is an address space defined for the particular network
region, where an address in the scope-specific protocol address operates as identifier, according
to a network protocol, of a protocol endpoint in a node outside of the particular region when
processed in the context of a node in the particular region. The region is indicated by the span of
an indicated scope. The terms “region” and “zone” are used interchangeably herein. An address
from a scope-specific address space is referred to herein as a “scope-specific protocol address”.
An address is “scope-specific” in that what protocol endpoint it identifies depends on the region
to which it is specific. Another address having the exact same form and content may identify a
different protocol endpoint when in an address space that is specific to another region. A
protocol address in a scope-specific address space serves as an identifier in the context of a node
in a region to which the scope-specific address space is “specific’’ as defined by an association of
the address space and the region indicated by the scope. Without knowledge of the particular
region to which a scope-specific address space is specific, what a scope-specific protocol address
in the scope-specific address space identifies is indeterminate. The terms “scope-specific
protocol address” and “scope-specific protocol identifier” are used interchangeably herein. Types
of scope-specific address spaces indicating exemplary spans include site-specific, LAN-specific,
subnet-specific, city-specific, business-specific, and node-specific.

For a network protocol, an address in a scope-specific address space serves as an identifier of a
protocol endpoint in a node. Data may be received via the protocol endpoint from a network via
one or more network interfaces that operatively couple the node to the network. Data may be
sent via the protocol endpoint for transmitting over the network via the one or more network
interfaces in the node. Since a protocol endpoint of a network protocol is included in a node and
is accessible via a network via a network interface, a protocol address identifying the protocol
endpoint also identifies the node and identifies a network interface of the node.
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As used herein, a “node-specific address space” is a scope-specific address space defined for a
specific node in a network, where the addresses in the node-specific address space operate as
identifiers of nodes and/or network interfaces in the network when processed in the context of
the specific node. An address from a node-specific address space is referred to herein as a “node-
specific address”. An address is “node-specific” in that what it identifies depends on the node to
which is defined as specific. Another address having the exact same form and content may
identify a different node when in an address space specific to another node. Addresses in a node-
specific address space operate as identifiers in the context of a node to which they are “specific”
as defined by the specific association of the address space and the node. Without knowledge of
the node to which a node-specific address space is specific, addresses in the node-specific
address space are indeterminate. The terms “node-specific address” and “node-specific
identifier” are used interchangeably herein. A node-specific address space is a type of scope-
specific address space.

The term “node” is defined above. Note that an identifier of a network interface in a network also
identifies a node that includes the network interface. Thus, a network interface-specific address
is also a node-specific address. Network interfaces in a node may have their own respective
network interface-specific address spaces that are also node-specific. The network interface-
specific address spaces may be combined to form a node-specific address space and/or may be
managed as separate address spaces. The adjectives “node-specific”’ and “network interface-
specific” may be used interchangeably.

A scope-specific identifier differs from a scoped address as described in “Request for
Comments” (RFC) document RFC 4007 by S. Deering, et al, titled “IPv6 Scoped Address
Architecture”, published by the IETF in December, 2006 and further described in application
Ser. No. 11/962,285, by the present inventor, filed on 2007 Dec. 21, entitled “Methods and
Systems for Sending Information to a Zone Included in an Internet Network™. A scoped address
space is shared by nodes in a given scope. While a link-local scoped address is specific to a
particular node, a link-local scoped address simply identifies a network interface component
local to the particular node. A loop-back internet address is specific to a node as well. Neither
link-local scoped addresses nor loop-back addresses identify one node to another. As such,
neither serves as a node-specific identifier as defined above.

A “scoped address” is described by RFC 3513 and RFC 4007 as an identifier that, in a particular
region of a network, serves as a protocol address of a network interface and/or a node in the
particular region. The extent of the particular region is referred to as the scope of the region and
thus the scope within which the identifier serves as a protocol address. A particular region
included within a scope as indicated by its span. A scoped address is a valid protocol address
only within a particular region as indicated by the address's indicated scope. Examples of scope
indicators include node-scope where identifiers are valid only to a single node in the indicated
span, LAN-scope where identifiers are valid for nodes in the span of a particular LAN, and
subnet-scope where identifiers are valid only for nodes in a particular subnet. RFC 3513
currently defines support for link-local scope, site-local scope, a global scope. A data unit
transmitted with a scoped address should not be delivered to node that does not have a network
interface in the span indicated by the scope.
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“Path information” is any information that identifies a network path and/or hop path for data
transmitted via one or more specified network protocols. Path information may be identified by
identifying network interfaces, NICs, nodes, and/or hops included in a network path. “Address
information” is any information that identifies a protocol address that, for a network protocol,
identifies a protocol endpoint. Address information may identify a unicast protocol address for a
network protocol. In identifying a protocol endpoint, a protocol address identifies a node and a
network interface. Those skilled in the art will understand upon reading the descriptions herein
that the subject matter disclosed herein is not restricted to the network protocols described and/or
their corresponding OSI layers. For ease of illustration, the subject matter is described in terms
of protocols that correspond to OSI layer three, also referred to as network layer protocols, in
general. Particular descriptions are based on versions of the Internet Protocol (IP). Address
information may identify one or more protocol addresses. Exemplary protocol addresses include
IP addresses, IPX addresses, DECNet addresses, VINES Internet Protocol addresses, and
Datagram Delivery Protocol (DDP) addresses.

fooe+H

The term “path-based address” is defined above. A “node-based address” is a path-based address
where some or all of the address includes node identifiers that identify a sequence of nodes in a
network path. A “network-interface-based address” is a path-based address where some or all of
the address identifies includes identifiers of a network interfaces in sequence in a network path.
A “NIC-based address” is a type of network-interface-based address that identifies a sequence of
network interface components. A “hop-based address” is a path-based address where some or all
of the address identifies one or more hops in a network path. The protocol address types defined
are not mutually exclusive.

The term “metric space”, as used herein, refers to a set, as defined in mathematics, where a
distance between elements of the set is defined according to a metric. Metric spaces defined in
Euclidean geometry are well-known examples. Those skilled in the art of metric spaces, such as
Euclidian spaces, will appreciate that a one-to-one mapping may be determined and/or otherwise
1dentified for mapping addresses from a first coordinate space having a first origin for a metric
space to addresses from a second coordinate space having a second origin in the metric space.
Given a mapping rule between a first scope-specific address space and a second scope-specific
address space and a mapping between the second scope-specific address space and a third scope-
specific address space based on a third coordinate space identifying a third origin in the metric
space, a mapping from the first coordinate space to the third coordinate space may be
determined. A mapping between coordinate spaces for a metric space may be included a
coordinate shift and/or a rotation, for example. The mapping may be pre-specified and accessible
to the nodes in one or both address spaces. Mapping between locations in a number of different
metric spaces is well-known in mathematics. For example, a top half of the surface of sphere
may be mapped to a plane. Some will further appreciate that some metric spaces may be mapped
to other metric spaces. Some of these mappings are one-to-one and onto.

An “interaction”, as the term is used herein, refers to any activity including a user and an object
where the object is a source of sensory data detected by the user. In an interaction the user directs
attention to the object. An interaction may also include the object as a target of input from the
user. The input from the user may be provided intentionally or unintentionally by the user. For
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example, a rock being held in the hand of a user is a target of input, both tactile and energy input,
from the user. A portable electronic device is a type of object. In another example, a user looking
at a portable electronic device is receiving sensory data from the portable electronic device
whether the device is presenting an output via an output device or not. The user manipulating an
input component of the portable electronic device exemplifies the device, as an input target,
receiving input from the user. Note that the user in providing input is detecting sensory
information from the portable electronic device provided that the user directs sufficient attention
to be aware of the sensory information and provided that no disabilities prevent the user from
processing the sensory information. An interaction may include an input from the user that is
detected and/or otherwise sensed by the device. An interaction may include sensory information
that is detected by a user included in the interaction that is presented by an output device
included in the interaction.

feoe

As used herein “interaction information” refers to any information that identifies an interaction
and/or otherwise provides data about an interaction between a user and an object, such as a
portable electronic device. Exemplary interaction information may identify a user input for the
object, a user-detectable output presented by an output device of the object, a user-detectable
attribute of the object, an operation performed by the object in response to a user, an operation
performed by the object to present and/or otherwise produce a user-detectable output, and/or a
measure of interaction. The term “operational component” of a device, as used herein, refers to a
component included in performing an operation by the device.

00634

Interaction information for one object may include and/or otherwise identify interaction
information for another object. For example, a motion detector may detect user's head turn in the
direction of a display of a portable electronic device. Interaction information identifying the
user's head is facing the display may be received and/or used as interaction information for the
portable electronic device indicating the user is receiving visual input from the display. The
interaction information may serve to indicate a lack of user interaction with one or more other
objects in directions from the user different than the detected direction, such as a person
approaching the user from behind the user. Thus the interaction information may serve as
interaction information for one or more different objects.

fo0644

The term “attention information” as used herein refers to information that identifies an attention
output and/or that includes an indication to present an attention output. Attention information
may identify and/or may include presentation information that includes a representation of an
attention output, in one aspect. In another aspect, attention output may include a request and/or
one or more instructions for processing by a processor to present an attention output. The aspects
described serve merely as examples based on the definition of attention information, and do not
provide an exhaustive list of suitable forms and content of attention information.
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As used herein the term “attention criterion” refers to a criterion that when met is defined as
indicating that interaction between a user and an object is or maybe inadequate at a particular
time and/or during a particular time period. In other words, the user is not directing adequate
attention to the object.

As used herein, the term “tag” refers to a character string, which may include one or more words,
which may be associated with a resource to create an association between the resource and
another resource also tagged with the tag. Tags are often used in sharing media, social
bookmarking, social news and blog entries to help users search for associated content. In some
contexts, the term “tagging” as used herein refers to the process of associating a tag with a
resource that can be tagged. As used herein, the term “tagged association” refers to an
association that identifies a tag and a resource that is tagged with the tag. A resource is said to be
“tagged” with a tag when a tagging process, also referred to as “tagging”, has successfully
created a tagged association. In other contexts, a “tagging” refers to a tagged association.

The term “matched tag”, as used herein, refers to an association that identifies a tag and a
tagging criterion, where the tagging criterion is based on data other than the tag. The tagging
criterion may be based additionally on the tag. The term “tagging association”, as used herein,
refers to a matched tag represented in a memory, either persistent and/or volatile. For example, a
tagging association may be realized as a record that includes and/or identifies a tag and a tagging
criterion. The terms “matched tag” and “tagging association” are used interchangeably. When the
term “matched tag” refers to something other than its tagging association, it will be made clear.
For example, a reference to matched tag presented in a user interface clearly identifies a Ul
element that identifies and/or otherwise represents and/or otherwise identifies a matched tag
either realized or to be realized in a tagging association. A tagged association, defined above,
may identify a matched tag and a resource that is tagged with the tag identified by the matched
tag. Such an association is also referred to herein as a “matched tag association”. A resource may
be tagged with a matched tag when a tagging criterion identified by the matched tag is met for
the resource.

As user herein, the term “vocabulary” refers to a set of valid values that can be assigned to
and/or included in a data element. With respect to a tag, a vocabulary defines valid tags. A
vocabulary may be specified by one or more rules and/or by identifying one or more valid values
directly and/or indirectly.

As used herein, the term “dictionary” refers a vocabulary wherein one or more terms in the
vocabulary is assigned a definition. A “definition” as the term is used herein refers to
information that identifies semantic information about a data value, such as a t tag. Semantic
information may include one or more of a textual description of a meaning of the term, an audio
description, a visual description, and information identifying a use or context for the term. A use
and/or context may be identified, for example, by identifying a part of speech, a dialect or
language, an antonym, a synonym, and/or an example usage of the defined data value.

As used herein, any reference to an entity “in” an association is equivalent to describing the
object as “identified” by the association, unless explicitly indicated otherwise.
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As used herein, the term “communication” refers to information including a message sent and/or
for sending via a network between communicants. A message may include text data, audio data,
and/or image data. The term “communicant” as used herein refers to a user included in a
communication as a sender and/or a receiver of the information. A communicant is represented
by a “communications agent” configured to operate in an execution environment to send data to
and/or receive data from another communications agent, on behalf of the represented
communicant, according to a communications protocol via network. A communications protocol
defines and/or otherwise identifies an address space including communications addresses for
delivering data sent in a communication from one communications agent to another. A
communications protocol is a type of network protocol.

fooe6d

The term “communicant alias” as used herein refers to an identifier of a communicant in a
communication where the communicant alias is not a communications address included in an
address space of a communications protocol for sending and/or receiving data in the
communication.

tooe#

The term “attachment” as used herein refers to a portion of a communication that includes data
from one communicant to another other than data in the message portion. A resource sent as an
attachment is data that is typically not presented “inline” or in a message included in a message
portion of a communication. Email attachments are perhaps the most widely known attachments
included in communications. An email attachment is a file or other resource sent along with an
email in a portion of the email separate from a message portion.
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pertions—A communication may include one or more resources as one or more attachments.
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The terms “contactor” and “contactee” identify roles in a communication. A “contactor”
provides information for identifying a “contactee” in a communication. A contactee may be
included in a communication by a contactor and/or the contactor's communications agent. A
contactor and/or a contactee are roles of a user or communicant of a communications agent and
may beplayed by a living being, a node, a component, and/or an application. Both a contactor
and a contactee are communicants in a communication.




As used here, the term “tagging-attribute association” refers to an association that identifies one
or more tagging criterion and a resource attribute that the one or more tagging criterion are each
based on. That is, whether a tagging criterion identified in a tagging-attribute association is met
for a specified resource depends on an attribute of the resource identified by the tagging-attribute
association. The term attribute, as used herein, includes the resource, as a resource is considered
to be an attribute of itself and/or otherwise to include at least some of its attributes.

As used herein, the term “resource scope” refers a bounded space in which a resource may be
identified. The space may be any space in which a resource may be locate and/or otherwise
identified. A bounded may be may include one or more of an identifier space such as file system
identifier space and/or a URI address space, a storage space, a geospatial space, a demographic
space, and a data type—to name a few examples. space, defines a set of resources from which
resources may be identified. For example, the files within a specified folder and its subfolders in
a file system define and/or otherwise specify a resource scope. All user accounts that have an
administrator security role define another resource scope. The present disclosure describes a
resource scope with respect to resources tagged with a specified tag that makeup a set, referred to
herein as a “tagged resource set”. A tagged resource set may include a resource tagged with a tag
identified by a matched tag.

In specifying a resource scope, one or more criterion may be specified. The terms “criterion” and
“constraint” are used interchangeably herein, with respect to a resource scope. A criterion
included in specifying a resource scope is referred to herein as a “scope criterion”. A scope
criterion may be expressed via any suitable manner, such as a file name, a wildcard expression, a
regular expression, a data store location, a data base query, geospatial coordinates, a time, a date,
a duration, a relationship to a user, and/or an address—too name a few examples. With respect to
a tag, a scope criterion included in defining a resource scope differs from a tagging criterion for
the tag in that the scope criterion included in defining a resource scope need not be met in order
for a resource to be tagged with the tag. Further a resource scope may be used for purposes other
than processing related to a tagged resource.

One or more scope criterion that together specify and/or otherwise define a resource scope is/are
referred to herein as a “scope descriptor”. When all the criteria in a scope descriptor are met for a
resource, the resource is in the resource scope defined by the scope descriptor. The one or more
separate criterion in a scope descriptor may be evaluated in any order suitable or desirable in any
given embodiment. In an aspect described below, one scope criterion, that may be included in a
scope descriptor, may be specified to determine and/or otherwise identify when the scope
descriptor is “active”. A scope criterion that indicates whether a scope descriptor is active is
referred to herein as a “scope condition”. In a further aspect a scope descriptor may include no
other criterion indicating the resource scope includes all resources accessible to an application,
subsystem, execution environment, and/or group of any of the preceding that are processing
and/or otherwise making use of the scope descriptor. Those skilled in the art will understand that
whether a scope criterion in a scope descriptor is called a scope condition or not depends on the
role played by the scope criterion. The subject matter may be described without referring to a
scope criterion in the role of a scope condition without limiting the scope of subject matter.

Although, those skilled in the art will know that a scope criterion may be defined as “met” when
it is true or may be defined as “met” when it is not true; for purposes of the present disclosure, A
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scope criterion is said to be “met” for a resource when it indicates the resource is in the resource
scope defined by the scope descriptor, and is to be “not met” otherwise. A scope criterion in the
role of a scope condition in a scope descriptor is said to be “met” when it indicates the scope
descriptor is active, as is said to be “not met” otherwise. In an aspect, a scope descriptor may not
include a scope condition or may include a scope condition that is always met. Such a scope
descriptor is active by definition. Whether a criterion, in a scope descriptor is met or is not met,
may depend on an evaluation of the scope criterion that is based on an identifiable entity. For a
scope condition, such an entity is referred to herein as a “condition entity”’. More generally, for a
scope criterion, such an entity is referred to herein as a “scoping entity”. Exemplary entities
include a user, a document, a measure of time, a location, and the like.

An association between a tag and scope descriptor is referred to herein as a “scoped tag”. A
scoped tag is also referred to herein as a match set. As defined above, a tagging criterion may be
used to determine whether to tag a particular resource with a particular tag. The tagging criterion
is associated with the tag by a matched tag. A scope descriptor identifies resource scope that
includes a set of resources. Scope descriptors are necessarily associated with resources.

A “tagging context”, as the term is used herein, identifies and/or otherwise includes a set of
tagged associations or taggings. The taggings may identify one or more tags and one or more
resources. A “tagging context specification”, as the term is used herein, is data that defines
and/or otherwise specifies a tagging context. A tagging context specification may be stored in a
memory location. The memory location may be contiguous or not and may be included in one or
more data storage media, which may be volatile or not. A tagging context specification may
include and/or otherwise identify any suitable criterion, referred to in general as “context
criterion”, for determining whether a tagging is in a tagging context defined by the tagging
context specification. For example, a tag contact specification may identify one or more scope
descriptors, one or more tags some or all of which may be and/or may be identified by matched
tags, and a context condition; all of which are context criterion by definition.

A “context condition”, as the term is used herein, refers to a context criterion that when met
indicates that a tagging context is active for one or more taggings. When a context condition is
not met, it is said to be inactive or not active for one or more taggings. For example, a context
condition in a tagging context specification may be met for a first user. Taggings in the tagging
context are “active” for the first user. For a second user, the context condition may not be met.
The taggings are not active for the second user. A context condition, or more generally a context
criterion, may be based on any suitable data for any suitable entity. A tagging context may be
active for a task and not for another and/or a tagging context may be active for one location and
not for another, to name a couple of other examples. When a context condition indicates that an
associated tagging context is active for a tag, the context condition is herein said to be “met”,
otherwise the context condition is not met.

FIG. 3A illustrates an arrangement of components in a system that operates in an execution
environment, such as execution environment 102 in FIG. 1. The arrangement of components in
the system operates to perform the method illustrated in FIG. 2A. The system illustrated includes

a eontentmanager-component302,a-deseriptorquery handler component 302, a identification
request constructor (IRC) component 304, a-data-store-navigatorand a result handler component

306;and-a-mountservicecomponent 208, A suitable execution environment includes a
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processor, such as processor 104, to process an instruction in at least one of a eententmanager

compeonenta-deseriptorquery handler component, a identification request constructor
component, and a data-stere-navigatorcomponentand-a-meunt-serviceresult handler component.
FIG. 3B illustrates an arrangement of components in a system that operates to perform the
method illustrated in FIG. 2B. The system illustrated includes a deseriptor-handlercomponent
304-a-deseriptorgenerator-component 314;a-content manager component 309, a query handler

component 302, a query director component 312, and a eem-outidentification response builder
(IRB) component 3183 14. A suitable execution environment includes a processor, such as

processor 104, to process an instruction in at least one of a deseripter-handlercompenent;a
deseriptor-generator-componenta-content manager component, a query handler component, a

query director component, and a eem-outidentification response builder (IRB) component.

1007+

Some components, illustrated in the drawings are identified by numbers with an alphanumeric
suffix. A component may be referred to generically in the singular or the plural by dropping a
suffix of a portion thereof of the component's identifier. For example, window Ul elements, such
as a window UI element 602 a in FIG. 6A, a window UI element 602 ab in FIG. 6A6B, and their
adaptations and analogs; are referred to herein generically as a window UI element 602 or
window UI elements 602 when describing more than one. Other components identified with an
alphanumeric suffix may be referred to generically or as a group in a similar manner.

100724

The arrangement-ef components illustrated in FIG. 4 may be adapted to operate in a number of
execution environments to perform the method illustrated in FIG. 2A and/or the method
illustrated in FIG. 2B. FIG. 4 is a block diagram illustrating the components of FIG. 3A, FIG.
3B, and/or analogs of the components of FIG. 3A and FIG. 3B, respectively adapted to operate in
an execution environment 401 that includes and/or otherwise is provided by one or more nodes.
FIG. 1 illustrates key components of an exemplary device that may at least partially provide
and/or otherwise be included in an execution environment. The components illustrated in FIG. 4
may be included in or otherwise combined with the components of FIG. 1 to create a variety of
arrangements of components according to the subject matter described herein.

06734

As stated, the various adaptations and-analegs-of the arrangement in FIG. 3A as well as the
various adaptations and-analegs-of the arrangement in FIG. 3B illustrated and described herein
are not exhaustive. For example, those skilled in the art will see based on the description herein
that arrangements of components for performing the method illustrated in FIG. 2A and the
method illustrated in FIG. 2B may each be distributed across more than one node and/or
execution environment. For example, such an arrangements may operate at least partially in a
browser in a one exeeution-environmentnode and at least partially in a server in another
exeeution-envirenmentnode interoperating via a network.

teo74
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FIG. 5 illustrates a first node 502 and aan execution environment 401 of second node 504 as
exemplary devices that each may be included in and/or otherwise adapted for providing an
instance, adaptation, and/or analog of execution environment 401 in FIG. 4. As illustrated in
FIG. 5, first node 502 and aan execution environment 401 of second node 504 are operatively
coupled to a network 506 via respective network interface components enabling execution
environment40+-ef-first node 502 and execution environment 401 of second node 504 to
exchange data in a communication on behalf of communicants represented by the respective
nodes.

o734

FIG. 4 illustrates-a communications agent 403 including an adaptation of the arrangement of
components in FIG. 3A and an adaptation of the arrangement of components in FIG. 3B. A first
communications agent 403 may operate, in exeeution-environment-40+-offirst node 502, on
behalf of a first communicant to communicate with a second communicant represented by a
second communications agent 403 operating in execution environment 401 of second node 504.

feo764

An-exeentionExecution environment 401 is illustrated in FIG. 4 hosting communications agent
403. Components in FIG. 4 are referenced for illustrative purposes in describing communications
agents operating in an execution environment of first node 502 and an execution environment of
execution environment 401 of second node 504. Exemplary communications agents include
email clients, phone clients including Voice over Internet Protocol (VoIP) clients, instant
messaging clients, short message service (SMS) clients, multimedia message service (MMS
clients), multi-media communications clients including video phone clients, and other data
transfer agents.

t007H

Communications agents 403 such-as-illustrated-in FIG. 4, respectively operating in-exeeution
envirenment401-of first node 502 and in execution environment 401 of second node 504 in FIG.
5 may interoperate via respective network stacks 405. Communications agents 403 may
communicate via one or more communications protocols. FIG. 4 illustrates communications
protocol component 407 exemplifying a subsystem for exchanging data via network 506
according to one or more communications protocols, such as simple mail transfer protocol
(SMTP), an instant messaging protocol, and/or a real-time voice and/or video protocol. A
communication between communications agents 403 in exeeution-envirenment401-offirst node
502 and execution environment 401 of second node 504 may include more than one type of data
and may use one or more communications protocols in exchanging one or more types of data via
network 506.

06784

Instances, adaptations, and/or analogs of communications agent 403 in FIG. 4, in-execution
envirenment401-of first node 502 and in execution environment 401 of second node 504,
respectively, may communicate via discrete messages, a request/reply protocol, a data streaming
protocol, a session and/or connection-oriented protocol, a connectionless protocol, a real-time
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communications protocol, an asynchronous communication, a store and forward communications
protocol, a reliable delivery communications protocol, a best-effort delivery communications
protocol, and/or a secure protocol, to name a few communications options.

100794

FIG. 4 illustrates communications agent 403 including a content manager component 462409.
Content manager component 402409 may interoperate with communications protocol layer
component 407 and/or network stack 405 to receive data in one or more communications via
network 506 with another communications agent in another node. Content manager component
402-n-F1G-4;400 is operatively coupled, via com-in component 411, to communications

protocol component 407 and-eperates-to-reeetvefor receiving the data from the other node.
0864

Data received in a communication may include one or more data-portions-having
respeetiveresources and/or content types. Exemplary content types include plain text, markup
such as hypertext markup language (HTML), audio data, image data, and/or executable data.
Executable data may include script instruction(s), byte code, and/or machine code. In FIG. 4,
communications agent 403 includes one or more content handler components 413 to process data
received according to its content type. A data type may be identified by a MIME type identifier.
Exemplary content handler components 413 include a text/html content handler
eompenentscomponent for processing HTML representations; an application/xmpp-xml content
handler eempenentscomponent for processing extensible messaging and presence protocol
(XMPP) streams including presence tuples, instant messages, and audio content handlers
including and/or configured to retrieve suitable codices; one or more video content handler
components for processing video representations of various types; and still image data content
handler components for processing various image data representations.

feesH

Content handler component(s) 413 process received data representations and may provide
transformed data from the representations to one or more user interface element handler
components 415. One or more user interface element handler components 415 are illustrated in a
presentation controller component 417 in FIG. 4. Presentation controller component 417 may
manage visual, audio, and other types of output for its including application as well as receive
and route detected user and other inputs to components and extensions of its including
application, communications agent 403409. A user interface element handler component 415
may be adapted to operate at least partially in a content handler component 413 such as a
text/html content handler component and/or a script content handler component. Additionally or
alternatively, a user interface element handler component in an execution environment 401 may
be received in a communication. For example, a communication, such as an email, may include
an HTML content type portion and a script content type portion.

06824

EIGSFIG. 6 A-H-iHustrateG illustrates various userinterfaces;some-of whichinclude-windowU1
elementscommunications agent windows 602 presentable in a presentation space of a display
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device, such as output device 130 in FIG. 1. In FIG. A6a , a communications agent window B4
element-602 may-ineludea includes a contactor user interface (UI) element 604 a for presenting
an identifier of a communicant in the role of a contactor in a communication represented by the
communications agent window Hlelement602 a. A communications agent window Bl-element
602 mava also inehadeincludes a contactee Ul element 606 for presenting one or more contactee
identifier(s) identifying one or more communicants in the role of contactee(s) included in the
communication. A presentation space 608 may-be-ineladed-in-is provided by each
communications agent window Hl-element-602 a for presenting a user message Ul element 610
that-my-presentfor presenting a usermessage from-one-useraddressed to anether-one or more
contactees identified in a contactee Ul element 606 a. A presentation space 608 a may also be
provided for presenting one or more Ul elements-that-correspond-to-userinputscontrols for
exchanging data in and/or otherwise managing a communication. A send Ul element 612 a
illustrates an exemplary Ul element that may correspond to user input to send data in a
communication to one or more identified contactees.

fees34

Data to send in a communication to a communications agent in execution environment 401 of
second node 504 may be received by one or more content handler component(s) 413 operating in
exeeution-envirenment401-offirst node 502 to transform the data into one or more data
representations suitable for transmitting in the communication and/or suitable for processing by
the communications agent in execution environment 401 of second node 504. The one or more
data representations may be provided to content manager component 462409 for sending in the
communication to execution environment 401 of second node 504. Content manager component
462409 may package the one or more data representations in a message formatted according to a
communications protocol of the communications agent. Communications protocol component
407 may send the data according to the specification(s) of the communications protocol. Content
manager component 462409 may alternatively or additionally encode and/or otherwise transform
one or more of the data representations se-thatthe-data-may-besentfor sending in a data stream
such as voice stream and/or a video stream _for communicating in the communication to a
communications agent via a network.

o044

Content manager component 462409 operating in execution environment 401 included in and/or
otherwise provided by a-nede;such-as-execution-environment401-offirst node 502; may provide
the packaged, encoded, and/or transformed data to communications protocol component 407 via
a com-out component 4+8419. Com-out component 4+8419 as described above operatively
couples communications agent 462409 to communications protocol component 407 according to
an interface provided by communications protocol component 407 te-sendfor sending data in a
communication according to a communications protocol.

Communications protocol component 407 may further package and/or otherwise transform the
data to send via network stack 405 for delivery via network 506 to anethernedesueh
asexecution environment 401 of second node 504.

00834
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As described above, a communications protocol may operate via one or more nodes in a network
in a network path eemmunicativelyeeuplingincluding a first node and aan execution
environment 401 of second node 504. Exemplary path nodes include mail relay nodes, phone
switch nodes, and proxy nodes such as instant messaging proxies for communicating through
firewalls. As indicated, prexypath node 508 may-eperate-asillustrates such a-path node.

00864
A-econtactee-is-identified forsendingSending data in a communication- requires identifying a

contactee. A contactee may be represented by a communications address in an address space of a
communications protocol. In one aspect, information identifying a communications address may
be received from a user/communicant of a communications agent in an-execution-environment.a
user node. In FIG. 4, presentation controller 417 and/or a Ul element handler 415, presenting
and/or managing interaction with contactor Ul element 604 a-in FIG. 6A for-exeeution
envirenment401-of first node 502, may receive a contactor alias in response to a user input
corresponding to Ul element handler 4+5604. The user/communicant of exeettion-envirenment
401-ef first node 502 may enter a contactor alias, such as “WilliamDad”, via a keyboard and/or
select a predefined communicant alias presented in a selection UI control element via a Ul
element handler component 415. The user input may be detected by input driver 421.
Corresponding input information may be routed to presentation controller 417 by GUI subsystem
423. GUI subsystem 423 eperatestomay send presentation information to a display device via a
graphics subsystem 425. CemmunieatienCommunications agent 403 may identify a
communication address associated with the contactor alias, “WiliamDad”. Other
communications address;(es). such as for one or more contactees, may be received similarly

and/or in any suitable manner—tr-an-aspeet;-one-or-more-contactor-and/orcontactee-identifiers
may-be-determined-automatically.

feesH

Data may be sent in a communication according to a form or type of the communication and/or
other attribute of the communication such as a security attribute, the amount of data to be set, a
priority setting, a task setting, and the like. Some forms of communication do not require a

session and/or a-connection between rnedesrepresentingcommunicantsin-the-communieationa

first node and an execution environment 401 of second node 504 in order to send data between
and/erameng-the two nodes, while etherforms-of communieationothers do. An email and/or
instant message may use a store and forward model of delivery.

00834

Data may be sent in a communication in response to a communicant input. AHG-6A-—=a
contactor may provide an input corresponding to rephysend Ul element 612 a in FIG. 6A. The
input may be received by presentation controller component 417 and/or one or more UI element
handlers 415 corresponding to rephysend Ul element 612 a. In response to detecting the input,
presentation controller component 417 may provide data to be sent in the communication to one
or more content handler components 413 according to the content type(s) of the data to be sent.

06894
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The one or more content handler components 413 may encode, format, and/or otherwise
transform the data for sending in a message, such as an email message. The one or more content
handler components 413 may provide data to be sent to content manager 462409, instructing
content manager component 462409 to send the data in the communication for delivery to a
communications agent in execution environment 401 of second node 504. Content manager
component 402409 interoperating with com-out component 448419 may further format and/or
transform the data for sending in the communication according to-a communications protocol,
for example according to an email communications protocol, by communications protocol
component 407. Communications protocol component 407 may send the communication for
delivery to the communications agent in execution environment 401 of second node 504 via
network 506.

00964

One-or-more-path-nodesPath node 508 may relay data sent in the communication between
execution-envirenment401-of first node 502 and execution environment 401 of second node
504. A-pathPath node 508 may determine a next node and/or a network interface in a network
path communicatively coupling-exeeution-environment40+-of first node 502 and execution
environment 401 of second node 504 for exchanging data in a communication between

communieationcommunications agents 403 in the respeetive-exeeution-environments40+-offirst

node 502 and in the execution environment 401 of second node 504.

1009+

For session-oriented and/or connection-oriented communication a session and/or connection may
be established if a session/connection has not already been established. Data may be sent for
delivery to a communications agent identified based on a contactee communications address
during session and/or connection setup. For example, for a voice communication a voice
communication may be established via a session initiation protocol. Communications protocol
component 407 may operate according to the session initiation protocol specifications.
Communications protocol component 407 operating in-execution-envirenment40-of execution
environment40+-of first node 502 may locate a communications agent by communicating with
one or more nodes in network 506 according to the session initiation protocol. Communications
protocol component 407 may locate a communications agent in execution environment 401 of
second node 504, based on a communications address for the contactee located based on the
contactor alias.

00924

Once a communication session is established, such as a voice session, data may be sent
according to the session communications protocol, such as RTP. Data may be sent according to
the session initiation protocol in the communication for managing the voice communication
session and/or for exchanging text, image, and/or other data outside of the voice session. One-or
more-path-nedesPath node 508 may be included in session and/or connection setup. Alternatively
or additionally, ene-er+rere-path nedesnode 508 may be included in a network path in a session
and/or connection.
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{06931

With reference to FIG. 2A, a block 202 illustrates that the method includes receiving, by a first

communications agent in a first execution envrronment aeeefdmg—te—a—ﬁrst—eenam&meat&en
protocol via a network from a s¢
a—ﬁrst—mess&g%nweemm&meatien—and—addfessed—teaﬁrst user represented by the ﬁrst

communications agent, thatineludes-a-mount-deseriptor-that-identifies-a-data object
wminformation identifying a seeond-data stere-in-the-second-execution-environmentobject

matching criterion. Accordingly, a system for sharingprocessing a data object identification
request in-a-data-stere-via a communication includes means for receiving, by a first

commumcatlons agent in a first execution envrronment aeeerd—mg—te—a—ﬁ-rst—eemn&me&&en

a—ﬁrst—nc}essag%m—a—ee&mumeaﬂen—and—adekessed—tefrom a ﬁrst user represented by the ﬁrst

communications agent, thatineldes-a-meount-deseriptor-thatidentifies-a-data object
iinformation identifying a secend-data stere--the second-execution-environmentobject

matching criterion. For example, the arrangement in FIG. 3A, includes eentent-managerquery

handler component 302 that is operable for receiving, by a first communications agent in a first

executron enV1r0nment aeeerdmg%e—a—ﬁrskeemm&meat}e&preteemretweﬂefrom a seeend

and—addressed—teaﬁrst user represented by the ﬁrst communlcatrons agent that—rnel&des—a—me&nt
deseriptor-thatidentifies-a-data object #ninformation identifying a seeond-data stere-in-the-second
exeeution-envirenmentobject matching criterion. FIG. 4 illustrates eentent-managerquery handler
component 402 as an adaptation and/or analog of the eententmanagerquery handler component
302 in FIG. 3A. One or more eontent-managerquery handler components 402 operate in an
execution environment 401. The system for sharingprocessing a data object in-a-datastere
wviaidentification request in a communication includes one or more processors and logic encoded
in one or more tangible media for execution by the one or more processors that when executed is
operable for receiving, by a ﬁrst communlcatlons agent in a first execution env1ronment

from a

user represented by the ﬁrst communlcatlons agent that—meladesﬁaﬂneuntrdeseﬂpter—that
identifiesa-data object ininformation identifying a seeend-data stere-in-the-second-exeeution

envirenmentobject matching criterion. In FIG. 4, query handler component 402 is illustrated as a
component of communications agent 403.

06943

FIG. 7 includes a-dataHlowdataflow message 702 that illustrates a data flow internal to execution

environment 401 of first node 502 and/or a message 702;-inclhading-amount-deseriptor;received

a-first

via network 506 by executlon env1ronment 401 meladmgand#e%ethe%sepreﬁdeebb%ﬁrst




As-deseribed-above-contentmanager. Dataflow message 702 illustrates a data object

information dataflow to query handler component 402 operating in execution environment 401
of first node 502 : v




- ” i ] 1 .] ]] ]

component404—Contenthandler component 402

systen-torsharing o data object ia-datarstore vida-communication-ieludesmeans-tor

information

a user nput:
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may-be-presented-byvia one or more Ul element handler components 415--cemmunications
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may be received, in response to a user input detected by an input device of an execution
env1r0nrnent 401 that 1nc1udes the query handler component 402. H@=6B—meh&dmg—é&ta
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}n—an—&speet—a—me&m—deseﬂpter—may be received as-a-response-to-a-data-objeetrequest-by a
query handler component 1n a message WWS&H%@H%GH@@%&SF&W&S@%
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vork.. . For example a user may
1dent1fy ma%ehmg ata ob]ec 1nf0rrnat10n toa browser operatlng in a client node. The browser
may send the matehingdata object information via a network communicatively coupling the
client node to a web service provider node. The web service provider node may include antME€a
query handler component that may operate to receive the matehingdata object information

1dent1ﬁed in the message from the browser }H—aﬂefher—&speet—&a—l-klleeempeﬂe&t—malyhbe

FIG. 6E6A illustrates an exemplary user interface that may be presented by communications
agent 403 operating in execution environment 401 of first node 502. A UI element handler
component 415 may operate to present a user interface element to allow a user to identify
matehingdata object information. A matehingdata object information (MIDOI) Ul element 656
€616 a is illustrated in FIG. 6E6A as an example. The same or different UI element handler
component 415 may present various other UI elements included in MIDOI UI element 656-e-
M1616 a. DOI Ul element 656-e616 a and one or more Ul elements it includes may be presented

by one or more corresponding Ul element handler component(s) 415 that may operate based on a
schema that defines valid satehingdata object information and/or data object identification
requests for including in a communication via a communications agent 403. The schema defines
one or more rules and/or a vocabulary that defines whether matehingdata object information
and/or a data object identification request is valid. Those skilled in the art will understand that
numerous languages and/or schemas for providing satehingdata object information and/or data
object identification requests currently exist including relatively simple key word based queries
to relatively more complicated regular expression languages and data base query languages, such
as various versions of structured query language (SQL). New schemas are and will be created,
and are, thus, considered within the scope of the subject matter described herein.

f+434

MIDOI UI element 656-e616 a illustrates a user interface for a keyword based schema. Match
textbox Ul element 658618 a illustrates a textbox allowing a user to enter a keyword
expression. Various checkbox Ul elements 666-e620 a allow a user to define a scope of a data
object identification request by identifying whether a resulting data object identification request
is to be applied to folders, files, and/or content of files in a file system and/or other data store- of
a receiving execution environment. A communications agent 403 may support more than one
data object identification request schema and/or corresponding sratehingdata object information
schema. AThus. a communications agent may provide a user interface to receive valid
matehingdata object information for each respective schema.

Returning to FIG. 2A, a block 204 illustrates that the method further includes sending, according
to a first communications protocol via a network in a communication to a second
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communications agent in a second execution environment representing a second user, a first
message including a data object identification request based on the data object matching
criterion, wherein the first message is addressed to the second user. Accordingly, a system for
processing a data object identification request in a communication includes means for sending,
according to a first communications protocol via a network in a communication to a second
communications agent in a second execution environment representing a second user, a first
message including a data object identification request based on the data object matching
criterion, wherein the first message is addressed to the second user. For example, the
arrangement in FIG. 3 A, includes identification request constructor component 304 that is
operable for sending, according to a first communications protocol via a network in a
communication to a second communications agent in a second execution environment
representing a second user, a first message including a data object identification request based on
the data object matching criterion, wherein the first message is addressed to the second user.
FIG. 4 illustrates identification request constructor component 404 as an adaptation and/or
analog of identification request constructor component 304 in FIG. 3A. One or more
identification request constructor components 404 operate in an execution environment 401. The
system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for sending, according to a first communications
protocol via a network in a communication to a second communications agent in a second
execution environment representing a second user, a first message including a data object
identification request based on the data object matching criterion, wherein the first message is
addressed to the second user. In FIG. 4, identification request constructor component 404 is
illustrated as a component of communications agent 403.

FIG. [0146]

AntMCEecomponent4H4-7 includes dataflow message 704 that illustrates a data flow internal to
execution environment 401 of first node 502 and/or message received via network 506 by
execution environment 401 of first node 502. Dataflow message 704 illustrates a create data
object identification request (CIReq) dataflow to an IRC component 404 operating in execution
environment 401 of first node 502. Data object information may be identified to and/or otherwise
provided to IRC component 404. A query handler component 402, operating as described with
respect to block 202 of FIG. 2A, may identify and/or otherwise provide data object information
to an IRC component 404.

A query handler component may be a type of content handler component and/ormay-be-ineluded
in-a-contenthandler component-that operates to process matehdata object information to create a
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data object identification request that conforms to a schema for creating and/or otherwise
constructing a valid data object identification request. B¥EThe IRC component 416404 may
construct and/or otherwise create a data object identification request based on a schema that
defines and/or otherwise identifies a valid data object identification request and/or a valid meunt
deseriptordata object identification response for a particular type of communication supported by
a communications agent. The data object request-deseriptoridentification response is constructed
and/or otherwise created, based on the matehdata object information, by HMEthe IRC component
4H01ME404. TIRC component 440404 in execution environment 401 of first node 502 may
provide the data object identification request to content manager component 462409 to include
and/or otherwise identify the data object identification request in a communication with
execution environment 401 of second node 504, such as email and/or instant message. Content
manager component 462409 may interoperate with other types of content handler components
413 to create and/or otherwise construct a message that includes the valid data object
identification request.

fo+434

In an aspect, IMCthe IRC component 440404 may interoperate with the content manager
component 402409 to create the valid data object identification request according to a specified
schema for the message, so that the message is valid according to a communications protocol
supported by a communications protocol component 407 that operates to send the message. As
described above, the content manager component 402409 may operate in an execution
environment 401 of first node 502 along with BMCan IRC component 410404 to transform
matehdata object information into a data object identification request to include along with data
for other parts of a communication into one or more representations suitable for transmitting in a
communication;-sueh-as-a-message; to another node, such as execution environment 401 of
second node 504. Some or all of the representations transmitted are suitable for processing by the
communications agent in execution environment 401 of second node 504. The content manager
component 462409 in the execution environment 401 of first node 502 may package the one or
more data representations including a representation of the data object identification request into
a message formatted according to the communications protocol.

fo+494

In FIG. 8B&A, a portion of an email communication 800 ba is illustrated formatted as a
multipart/mixed content type including data object identification request portion 802 ba. A data
object identification request portion of a communication may be identified as a data object
identification request by its location in the communication and/or by an identifier or markup
element, such as a MIME type identifier. A data object identification request may be detected
based on content included in the message and/or based on metadata such as content-type header
804 ba identifying a MIME type identifier, such as “application/id-request”, which may be
defined for representing one or more matching criteria in a data object identification request. The
“application/id-request” MIME type identifier is exemplary. Other MIME type identifiers exist
and/or may be defined to identify a data object identification request in a communication.

4564
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An IMC-—compenent|RC 404 and/or a content manager component 409 may operate to construct
a data object identification request in a communication based on XQuery, regular expression,
and/or SQL content;—to name a few examples. A content type identifier may be included in a
position and/or location that identifies a data object identification request in a communication.
The position or location may be absolute or relative. For example, a schema for a communication
may define that a data object identification request in a communication is included in the
communication at the end of the communication. There may be one or more data object
identification requests at the end. In another aspect, a schema for a communication may specify
that a portion of a communication following a particular type of message portion is a data object
identification request. Other data object identification requests may follow. If no data object
identification request is included, the data object identification request portion may include no
content or may include an indicator that no data object identification request is included.

fesH

FIG. 8B&A illustrates an “application/id-request” MIME type identifier that may be defined to
identify a schema for an XML-based language for specifying id-request XML documents. FIG.
&B8A illustrates id-request document 806 ba. Id-request document 806 ba, as illustrated,
includes criterion tag elements 808 ba corresponding to the form elements in athe user interface
illustrated in FIG. 6A. A criterion tag element 808 ba identifies a data object matching criterion
name, such as “query” indicating that the criterion is a query expression or a portion thereof. A
“type” attribute identifies a schema with the identifier “keyword” for the expression. The
criterion tag element 808 ba identifies a value for a query “*musie*>“Uncle Joe” in a match-
expression attribute. Another criterion tag element 808 ba specifies a scope query specified in the
first criterion tag element. FIG. 8B8A illustrates an “and” tag 810 ba indicating that all the
matching criteria must be met forin identifying a data object. An “or” tag (not shown) may be
defined by a schema for id-request documents. Other operator elements and operator precedence
may be defined by the schema. Grouping elements for managing operator precedence, such as a
parenthesis element, may be defined by the schema.

fo524

FIG. 7 includes a-dataHlow-dataflow message 706 that illustrates a previeusmessage 7H6-Cwith
respeet-to-first message-702), including a data object identification request—Previous, sent via
network 506 by execution environment 401 of first node 502 to execution environment 401 of
second node 504.

A data object identification request generated by an IRC component 404, along with a user
message H6;-as-shownand any other data to include in a communication, may be_provided
and/or otherwise identified to content manager component 409 for sending in the
communication. The content manager component 409 in execution environment 401 of first node
502 may package the data including a representation of the data object identification request into
the message formatted according to the communications protocol. Com-out component 419 may
provide the data object identification request, the user message, and any other data for sending in
the communication in representations suitable for sending by communications protocol
component 407 to the communications agent in execution environment 401 of second node 504.
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Communications protocol component 407 operating in execution environment 401 of first node
502 may send the data as and/or in a communication, such as an email message, according to the
specification(s) of the communications protocol. Communications protocol component 407 may
further package and/or otherwise transform the data to send via network stack 405 for delivery
via network 506 to execution environment 401 of second node 504.

Content manager component 409 may alternatively or additionally encode and/or otherwise
transform one or more of the data representations for sending in a data stream such as voice
stream and/or a video stream for communicating in a communication with the communications
agent in execution environment 401 of second node 504.

Returning to FIG. 2A, a block 206 illustrates that the method yet further includes receiving, by
the first communications agent in response to sending the data object identification request in the

first message, a second message that includes a data object identification response that identifies
a data object in a second data store in the second execution environment, wherein the second
message is addressed to the first user and the data object is not received in the second message.
Accordingly, a system for processing a data object identification request in a communication
includes means for receiving, by the first communications agent in response to sending the data
object identification request in the first message, a second message that includes a data object
identification response that identifies a data object in a second data store in the second execution
environment, wherein the second message is addressed to the first user and the data object is not
received in the second message. For example, the arrangement in FIG. 3A, includes result
handler component 306 that is operable for receiving, by the first communications agent in
response to sending the data object identification request in the first message, a second message
that includes a data object identification response that identifies a data object in a second data
store in the second execution environment, wherein the second message is addressed to the first
user and the data object is not received in the second message. FIG. 4 illustrate result handler
components 406 as an adaptations and/or analogs of result handler component 306 in FIG. 3A.
One or more result handler components 406 operate in an execution environment 401. The
system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for receiving, by the first communications agent
in response to sending the data object identification request in the first message, a second
message that includes a data object identification response that identifies a data object in a
second data store in the second execution environment, wherein the second message is addressed
to the first user and the data object is not received in the second message. In FIG. 4, a result
handler component 406 is illustrated as a component of application 403.

FIG. 7 includes dataflow message 714 that illustrates a second message, including a data object
1dentification response, received via network 506 by execution environment 401 of first node

502 from execution environment 401 of second node 504.

In addition to packaging communication information including a data object identification
request into a valid communication, content manager component 409 operating in execution
environment 401 of first node 502 may interoperate with communications protocol layer
component 407 and/or network stack 405 to receive data in one or more communications via
network 506 with another communications agent in another node. A result handler component
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406 may receive some or all of the communication in receiving and/or otherwise identifying a
data object identification response in the communication. Content manager component 409 in
FIG. 4 operatively couples result handler component 406 with network 506, via com-in
component 411, communications protocol component 407, and/or network stack 405 to receive
the data from the other node. Thus, execution environment 401 of first node 502 may receive a
communication, via content manager component 409 and result handler component 406, that
includes a data object identification response that is a response to a data object identification
request detected by execution environment 401 of second node 504 in a message received
previously from the execution environment 401 of first node 502.

Com-in component 411 may provide data received in a communication to content manager
component 409. Content handler component 409 may identify a data object identification
response in the communication sent from the execution environment 401 of second node 504.
Content manager component 409 may interoperate with result handler component 406 in
identifying the data object identification response. The data object identification response may be
identified by content manager component 409 according to a schema for the communication. For
example, a portion of an email message may include a MIME-type identifier that identifies a
corresponding part of the email as a data object identification response and/or otherwise
identifies the part for routing to a result handler component 406 in communications agent 403 in
execution environment 401 of first node 502 for detecting the data object identification response.

Data sent in second message 714, by execution environment 401 of second node 504, may be
received by com-in component 411 operating in an instance, adaptation, and/or analog of
execution environment 401 including and/or provided by first node 502. The received
communication includes a message addressed to the a communicant represented by
communications agent 403 in first node 502 and a data object identification response identifying
a data object located and/or otherwise identified based on the data object identification request
identified by first message 706. Content manager component 409 may detect the user message,
such as message portion 802 b in second message 714. Content manager component 409 may
detect a data object identification response, such as data object identification response portion
804 b in second message 714. Message portion 802 b and data object identification response
portion 804 b may be provided to suitable content handler components 413 based on the content
types of the message portion and the data object identification response portion detected by
content manager component 409. In FIG. 4, data object identification response portion 804 b
may be provided to result handler component 406 as a content handler that matches the MIME
type field 806 b illustrated in FIG. 8A.

In an aspect, a data object identification response that is a response to a data object identification
request sent in a previous message may include information identifying one or more data objects
located and/or otherwise identified by the execution environment 401 of second node 504 that
processed the data object identification request. For example, a data object identification
response may be sent that identifies a URI for each data object located and/or otherwise
identified by a first node in response to processing a corresponding data object identification

request.

Returning to FIG. 2A, a block 208 illustrates that the method yet further includes sending, based
on the data object identification response, a third message. via the network by the first execution
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environment, to access the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for sending, based on the data object
identification response, a third message, via the network by the first execution environment, to
access the data object. For example, the arrangement in FIG. 3A, includes access request
constructor component 313 that is operable for sending, based on the data object identification
response, a third message, via the network by the first execution environment, to access the data
object. FIG. 4 illustrates access request constructor component 408 as an adaptation and/or
analog of access request constructor component 308 in FIG. 3A. One or more access request
constructor components 408 operate in an execution environment 401. The system for processing
a data object identification request in a communication includes one or more processors and
logic encoded in one or more tangible media for execution by the one or more processors that
when executed is operable for sending, based on the data object identification response, a third
message, via the network by the first execution environment, to access the data object. In FIG. 4,
a access request constructor component 408 is illustrated as a component of result handler
component 406.

FIG. 7 includes dataflow message 716 that illustrates a present message that may be internal to
execution environment 401 of first node 502 and/or may be a message sent to a remote device,
such as a node including a browser, to send presentation information to present, via an output
device, a representation of the data object identification response received in second message
714. FIG. 7 also includes dataflow message 718 that illustrates a create access request message
that may be a data flow internal to execution environment 401 of first node 502 and/or a message
received via network 506 by execution environment 401 of first node 502. In the dataflow
message 718 an ARC component 408 operating in execution environment 401 of first node 502
may be invoked to operate based on result information. Result information may be identified to
and/or otherwise by ARC component 408 as part of and/or in response to being invoked.

Result handler component 406 may be a type of content handler component 413 that operates to
process data representations and may provide transformed data from the representations to one or
more user interface element handler components 415. Result content handler component 406
may operate to process data object identification responses according to a schema defining valid
data object identification responses. Content manager component 409 may provide and/or
otherwise identify various portions of a communication, such as a data object identification
response, to one or more content handler components 413. The data object identification
response may be provided to result handler component 404. In an aspect, result handler
component may interoperate with the presentation controller component 417 in the execution
environment 401 of first node 502 to present the data received in the data object identification
response and/or other data received in the communication.

FIG. 6B illustrates a response window UI element 602 b as an exemplary user interface that may
be presented by communications agent 403 operating in execution environment 401 of first node

502 to present data received in a communication from execution environment 401 of second
node 504. FIG. 6B illustrates a contactor UI element 604 b, a contactee Ul element 606 b, a
presentation space 608 b of the response window Ul element 602 b. Presentation space 608
includes a user message Ul element 610 b, analogous to similar UI elements described with
respect to FIG. 6A. The various Ul elements may be presented by one or more Ul element
handler components 415 in the communications agent 402 in execution environment 401 of first
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node 502. A reply Ul element 622 b and a reply all Ul element 624 b illustrate Ul elements in
presentation space 608 b presented to allow a user of the execution environment 401 of first node
502 to respond and/or otherwise instruct execution environment 401 of first node 502 to perform
an operation based on the message received in the communication. FIG. 6B illustrates a data
object identification requested query Ul interface element 626 b where the presented term
“None” may be defined to indicate no data object identification request was detected by the
content manager component 409 in execution environment 401 of first node 502 in the
communication received by execution environment 401 of first node 502 from second node 504
via network 506.

Response window Ul element 602 b in FIG. 6B includes a data object identification response Ul
element 628 b for receiving user input to display a representation of one or more data objects
located and/or otherwise identified by the execution environment 401 of second node 504 and
identified in the data object identification response. One or more of the data objects is not
included in the message received in the communication. In response to an input directed to data
object identification response Ul element 628 b, a corresponding Ul element handler 415 may
interoperate with result handler component 406 to present a located data resources dialog Ul
element 630 b that includes a presentation space 632 b for presenting a user detectable
representation of some or all of the data objects identified in the received data object
identification response from the execution environment 401 of second node 504. In an aspect,
one or more data objects located and/or otherwise identified by execution environment 401 of
second node 504 may be included in a communication as attachments. In a further aspect,
located and/or otherwise identified data objects not included in the message may be identified as
described with respect to located and/or otherwise identified data objects dialog Ul element 630
b and/or in any other suitable manner. In yet another aspect, files and/or other data entities
identified in the data object identification response may be illustrated in a manner similar to
attachments rather than in a separate Ul element as in FIG. 6B, and accessed from first node 504
via network 506 as described below.

FIG. 6B illustrates an access Ul element 634 b and an access all Ul element 636 b allowing a
user to provide user input(s) to instruct communications agent 403 in execution environment 401
of first node 502 to request one or more data objects identified in the data object identification

response.

FIG. 7 includes a dataflow message 720 that illustrates a third message that includes an access
request to access a data object identified in the data object identification response received in
second message 714. FIG. 7 illustrates the access request is sent via network 506 by execution
environment 401 of first node 502 to execution environment 401 of second node 504.-Jr-an

In response to receiving second message 714, execution environment 401 of first node 502 may
present, in a manner described above, data received in the message to a user of execution
environment 401 of first node 502 as described with respect to FIG. 6C. Context menu 646 ¢
provides Ul elements to allow the user to instruct execution environment 401 of first node 502 to
retrieve a data object identified in a data object identification response received from execution
environment 401 of second node 504. In response to a user input corresponding to a context
menu item included in context menu 646 ¢ a corresponding Ul element handler component 415
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may invoke ARC component 408 to construct an access request to retrieve one or more data
objects identified in the data object identification response. FIG. 6G illustrates another
exemplary user interface that execution environment 401 of first node 502 may present to the
user to allow the user to instruct execution environment 401 of first node 502 to construct and
send a request. Auto-response window 602 g may be presented in response to a data object
identification response received in a communication without a user message. Rather than a Ul
element for displaying a user message, a results pane Ul element 670 g may be presented that
identifies data objects located and/or otherwise identified by execution environment 401 of
second node 504 that may be retrieved by execution environment 401 of first node 502. In an
aspect, execution environment 401 of second node 504 may process a data object identification
request and automatically send a data object identification response without involving the user of
execution environment 401 of second node 504. The data object identification response may be
received without a user message as FIG. 6G illustrates or may be received with a pre-written
and/or automatically generated message. Ul elements 672 g-674 g may be presented by
execution environment 401 of first node 502 to allow the user of execution environment 401 of
first node 502 to request the retrieval of one or more data objects identified in the data object
identification response.

ARC component 408 may be invoked to construct an access request to retrieve one or more data
objects identified in the data object identification response. An access request may be based on a
URL, such as an HTTP and/or FTP URL that identifies and locates a data object. Alternatively or
additionally, an access request may be sent in a communication supported by a communications
agent 403, in a manner analogous to that illustrated with respect to FIG. 9A. See U.S. patent
application Ser. No. 12/833,014 (published US 2012-0011207 A1) filed on 2010 Jul. 9, entitled
“Methods, Systems, and Program Products for Processing a Request for a Resource in a
Communication” and application Ser. No. 12/833,016 (published US 2012-0011444 A1) filed on
2010 Jul. 9, entitled “METHODS, SYSTEMS., AND PROGRAM PRODUCTS FOR
REFERENCING AN ATTACHMENT IN A COMMUNICATION”. As described above,
content manager component 409 in execution environment 401 of first node 502 may package
the one or more data representations including a representation of an access request into a
message in a communication. The message is formatted according to a communications protocol
supported by communications agent 403 in execution environment 401 of first node 502.
Communications protocol component 407 operating in execution environment 401 of first node
502 may send the message according to the specification(s) of the communications protocol.
Content manager component 409 may alternatively or additionally encode and/or otherwise
transform one or more of the data representations for sending in a data stream such as voice
stream and/or a video stream for communicating in a communication.

Content manager component 409 operating in execution environment 401 included in and/or
otherwise provided by execution environment 401 of first node 502 may provide the packaged,
encoded, and/or transformed data to communications protocol component 407 via a com-out
component 419. Com-out component 419 as described above operatively couples
communications agent 409 to communications protocol component 407 according to an interface
provided by communications protocol component 407 for sending data in a communication
according to a communications protocol. Communications protocol component 407 may further
package and/or otherwise transform the data to send via network stack 405 for delivery via
network 506 to execution environment 401 of second node 504.
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Returning to FIG. 2A, a block 210 illustrates that the method yet further includes receiving, via
the network by the first execution environment and in response to sending the third message, at

least a portion of the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for receiving, via the network by the
first execution environment and in response to sending the third message, at least a portion of the
data object. For example, the arrangement in FIG. 3, includes content director component 310
that is operable for receiving, via the network by the first execution environment and in response
to sending the third message, at least a portion of the data object. FIG. 4 illustrates content
director component 410 as an adaptation and/or analog of content director component 310 in
FIG. 3. One or more content director components 410 operate in an execution environment 401.
The system for content director includes one or more processors and logic encoded in one or
more tangible media for execution by the one or more processors that when executed is operable
for receiving, via the network by the first execution environment and in response to sending the
third message, at least a portion of the data object. In FIG. 4, a content director component 410 is
illustrated as a component of communications agent 403.

FIG. 7 includes dataflow message 722 that illustrates a fourth message that includes an access
response received via network 506 by execution environment 401 of first node 502 from
execution environment 401 of second node 504.

As described above, content manager component 409 operating in execution environment 401 of
first node 502 may interoperate with communications protocol layer component 407 and/or
network stack 405 to receive data in a communication, via network 506, with another
communications agent in another node. Content manager component 409 is operatively coupled,
via corn-in component 411, to communications protocol component 407 to receive the data from
the other node. Thus, execution environment 401 of first node 502 may receive a message in a
communication with first node 504 via a corn-in component 411. The message includes an
access response to an access request. Content director component 410 may be included in
content manager component 409 to detect one or more portions of a received message, such as a
portion that is a response to an access request. Content director component 410 may invoke one
or more content handler components 413 to process one or more data objects provided in the
message according to their type.

In one aspect, a data object returned in a message in response to access request may be processed
as an attachment and/or in a manner analogous to processing of an attachment for a particular
communications type.

With reference to FIG. 2B, a block 212 illustrates that the method includes receiving, via a
network by a second communications agent representing a second user and operating in a second
execution environment, a first message from a first communications agent representing a first
user and operating in a first execution environment. Accordingly, a system for processing a data
object identification request in a communication includes means for receiving, via a network by
a second communications agent representing a second user and operating in a second execution
environment, a first message from a first communications agent representing a first user and
operating in a first execution environment. For example, the arrangement in FIG. 3B, includes
content manager component 309 that is operable for receiving, via a network by a second
communications agent representing a second user and operating in a second execution
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environment, a first message from a first communications agent representing a first user and
operating in a first execution environment. FIG. 4 illustrates content manager component 409 as

an adaptation and/or analog of content manager component 309 in FIG. 3B. {04534

One or more content manager components 409 operate in an execution environment 401. The

system for processing a data object identification request in a communication includes one or
more processors and logic encoded in one or more tangible media for execution by the one or
more processors that when executed is operable for receiving, via a network by a second
communications agent representing a second user and operating in a second execution
environment, a first message from a first communications agent representing a first user and
operating in a first execution environment. In FIG. 4, a content manager component 409 is
illustrated as a component of communications agent 403.

As described above, FIG. 7 illustrates first message 706, including a data object identification
request, received via network 506 by execution environment 401 of second node 504 from
execution environment 401 of first node 502.

In addition to packaging representations of data in a structure and/or format for sending a
message according to a communications protocol, a content manager component 482409 may
operate to detect a data object identification request received and/or otherwise identified in a
message received in a communication. Content manager component 492409 operating in
execution environment 401 of second node 504 may receive the message, illustrated by
previeusfirst message 76706, in a communication with execution environment 401 of first node
502. Com-in component 411 in execution environment 401 of second node 504 may receive the
message via communication protocol component 407 and network stack 405. PreviousFirst
message 7+6706 may be delivered to execution environment 401 of second node 504 via
network 506 based on a communications address of a communicant represented by
communications agent 403 in execution environment 401 of second node 504. A
communications agent may represent more than one communicant, which may be identified by
different addresses.
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PrevieusThe first message 746706 in FIG. 7 may be received in one or more packets via network
506 by network stack 405 and communications protocol component 407 in an instance of and/or
analog of execution environment 401 including and/or otherwise provided by execution
environment 401 of second node 504. The data in the communication may be received by com-in
component 411. Com-in component 411 may provide the data to content manager component
402409. Content manager component 402409 may determine one or more content types of the
data. The content and/or portions of the content may be provided to one or more content type
handler components 413 based on the one or more content types identified by content manager
component 402409. For example, FIG. 8B8A illustrates message portion 812 ba including
“text/plain” MIME type identifier 814 ba as a content type identifier. Message portion 812 ba
may be provided to a text/plain content handler 413. Audio data in a voice communication may
be provided to an audio content handler component 413, and video data in a video
communication may be provided to a video content handler component 413.

Returning to FIG. 2B, a block 214 illustrates that the method further includes detecting, by the
second communications agent, a data object identification request included in the first message.

Accordingly, a system for processing a data object identification request in a communication
includes means for detecting, by the second communications agent, a data object identification
request included in the first message. For example, the arrangement in FIG. 3B, includes query
handler component 302 that is operable for detecting, by the second communications agent, a
data object identification request included in the first message. FIG. 4 illustrates query handler
component 402 as an adaptation and/or analog of query handler component 302 in FIG. 3B.

data—ﬂo%#LSOne oI more query handler components 402 operate in an execution environment
401. The system for processing a data object identification request in a communication includes
one or more processors and logic encoded in one or more tangible media for execution by the
one or more processors that when executed is operable for detecting, by the second
communications agent, a data object identification request included in the first message. In FIG.
4, query handler component 402 is illustrated as a component of communications agent 403.

FIG. 7 includes a dataflow message 708 that illustrates a detect data object identification request
dataflow that may be internal to execution environment 401 of second node 504 and/or may
include interoperation with another node via a network. With respect to FIG. 4, deteet-data-objeet
request-datatlow7/1H8dataflow message 708 may correspond to a data exchange and/or other
interoperation between content handler component 409 and query handler component 402 and
deseriptor-handler ecomponent404-to detect and/or otherwise process the data object
identification request received in previeusfirst message 7+6706 by execution environment 401 of
ﬁrstsecond node 504. F1G. 7 further 1ncludes a data—ﬂewdataﬂow message 710 710 that illustrates a

%Prsearch message for locatlng one or more data objects based on the data object 1dent1ﬁcatron
request. The data object identification request may include and/or otherwise identify a data

object matching criterion—Fhe-matching-eriterton-may-be identified based-on-matehby data
object information identified by the communicant represented by execution environment 401 of
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first node 502. The one or more data objects may be located and/or otherwise identified by
determining a data object or data objects that match the data object matching criterion. The data
object(s) may be in a data store-in-and/er-etherwise accessible to execution environment 401 of
second node 504, such as one or more files in a file system of execution environment 401 of
second node 504. LecateDataflow message 720710 may be internal to execution environment
401 of second node 504 and/or may inelidebe a message exchanged-withsent to a remote device,
such as database server and/or a network attached storage device providing storage locations for
some or all of a file system of execution environment 401 of second node 504.

f45384

Com-in component 411 in execution environment 401 of second node 504, as described above,
provides the previous-message-716, received from execution environment 401 of first node 502,
to content manager component 462409. Content manager component 402409 is operatively
coupled, via com-in component 411, to communications protocol component 407 for receiving
data in communications with other nodes, such as execution environment 401 of first node 502.
Thus, execution environment 401 of second node 504 may receive a message via a com-in
component 411 in a communication with execution environment 401 of first node 502. The
message may include a data object identification request based on matehdata object information
identified by a user to communications agent 403 in execution environment 401 of first node
502.

14594

Data received in a communication, sueh-assnwhich may for example include a voice session
and/or an instant message, may include data of various content types. In FIG. 4, communications
agent 403 in execution environment 401 of second node 504 includes one or more content
handler components 413 to process data received according to its content type. Content manager
component 402409 may detect and/or otherwise identify a portion of the message as the data
object identification request sent from execution environment 401 of first node 502. The data
object identification request may be identified by content manager component 462409 according
to a schema for the message and/or a schema for the data object identification request. For
example, a portion of the message may include a MIME-type identifier that identifies the portion
as a data object identification request and/or otherwise identifies the portion for routing to
deseriptora query handler component 464402 operating in and/or otherwise on behalf of
execution environment 401 of second node 504. Alternatively or additionally, the data object
identification request may have structure and/or content that is valid and identifiable according to
a schema for defining and/or otherwise identifying valid data object identification requests. A
deseriptorquery handler component, may be provided as a type of content handler component, in
an aspect. Alternatively or additionally, a ipterquery handler component may interoperate
with one or more content handler components to detect a data object identification request in a
message received by a content manager component.

fo+604

As such, deseripterquery handler component 464402 may operate along with other content
handler components 413 to process data representations received in the message 6706 from
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execution environment 401 of first node 502. DeseripterQuery handler component 464402 may
also provide transformed data from the representations to one or more user interface element
handler components 415. BeseriptorQuery handler component 484402 operates to validate and
process data object identification requests according to a schema defining valid data object
identification requests. Various portions of a message including a data object identification
request may be provided to one or more content handler components 413, including
deseriptorquery handler component 404402, to interoperate with presentation controller
component 417 in execution environment 401 of second node 504 to present some or all of the
received message, including the data object identification request.

to+eH

FIG. 6E6D illustrates a window, wiewrequest window Ul element 602 fd, presenting an
exemplary representation of a message;-such-as-previeusmessage 716; received #-a
eommunteation-from execution environment 401 of first node 502 byin a communication with
second node 504. As in FIG. 6E~#ew6A, request window Ul element 602 d includes a
contactor Ul element 604 £d, a contactee Ul element 606 fandd, a presentation space 608 fd of
the wewrequest window Ul element 602 &d that includes a user message Ul element 610 £d
including a text portion of the message providerprovided by the communicant represented by
execution environment 401 of first node 502. The various Ul elements may be presented by one
or more Ul element handler components 415 in communications agent 403 operating in
execution environment 401 of second node 504. A reply Ul element 662648 d and a reply all
UI element 664648 d are illustrated as exemplary Ul elements in presentation space 608 £d
presented to allow a user of execution environment 401 of second node 504 to respond and/or
otherwise perform an operation based on the received message. FIG. 6E6D illustrates a data
object identification request Ul interface element 666-£652 d where the data object identification
request identified in the message from execution environment 401 of first node 502 is
represented to the communicant represented by the execution environment 401 of second node
504. In an aspect, the communicant is allowed to authorize the request by providing an input
corresponding to a findsearch and reply Ul element 668-£654 d. In another aspect, the
communicant may be allowed to modify the received data object identification request.

fo+624

FIG. 6E, illustrates a reply window Ul element 602 e that, in an aspect, may be presented by
communications agent 403 in execution environment 401 of second node 504 in response to an
user input corresponding to reply Ul element 648 d detected by a corresponding Ul element
handler component 415. In an aspect, a user of communications agent 403 operating in execution
environment 401 of second node 504 may provide input authorizing some or all of the
processing of a data object identification request. Reply window Ul element 602 e in FIG. 6E
includes a search Ul element 656 e for receiving user input authorizing and/or otherwise
instructing execution environment 401 of second node 504 to locate data objects that match the
data object identification request, illustrated in a data object identification requested UI element
658 e.

As described herein in an aspect, content manager component 402409 may detect content type
information to detect a data object identification request in a communication. For example, the
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message portion illustrated in FIG. 8B8A may be received in previousfirst message 71+6706.
Content manager component 402409 may detect “application/id-request” MIME type identifier
in content-type header 804 ba. The “application/id-request” MIME type identifier may be
defined to identify a data object identification request based on one or more matching criteria for
identifying a requested data object. Content manager component 462409 may identify data
object identification request portion 802 ba as including the data object identification request.

fo+634

In response to detecting a data object identification request in previeusfirst message 76706,
content manager component 402409 may provide data-some or all of the data object
identification request to deseriptor-handlercomponent404—+Forexample,deseriptorquery handler
component 404402. For example, query handler component 402 may be configured to operate
according to a schema defining a format and/or a vocabulary for an XML-based language for id-
request documents. Content manager component 462409 may provide id-request document 806
ba, as a data object identification request, to deseriptorquery handler component 464~
Deseriptor402. Query handler component 484402 may operate according to the id-request
schema. In an aspect, deseriptora query handler component 484-may process more than one data
object identification request content type. Alternatively or additionally, execution environment
401 may include multiple deseripterquery handler components 464402 for supporting multiple
data object identification request content types.

Returning to FIG. 2B, a block 216 illustrates that the method yet further includes generating, in
response to detecting the data object identification request, a data object identification response

that identifies a data object in a second data store in the second execution environment, wherein
the data object is identified by processing the data object identification request. Accordingly, a
system for processing a data object identification request in a communication includes means for
generating, in response to detecting the data object identification request, a data object
identification response that identifies a data object in a second data store in the second execution
environment, wherein the data object is identified by processing the data object identification
request. For example, the arrangement in FIG. 3B, includes query director component 312 that is
operable for generating, in response to detecting the data object identification request, a data
object identification response that identifies a data object in a second data store in the second
execution environment, wherein the data object is identified by processing the data object
identification request. FIG. 4 illustrates query director component 412 as an adaptation and/or

analog of query director component 312 in FIG. 3B. {6464}




£0ne or more query director components 412 operate in an execution env1r0nment 401. The

system for query director includes one or more processors and logic encoded in one or more
tangible media for execution by the one or more processors that when executed is operable for
generating, in response to detecting the data object identification request, a data object
identification response that identifies a data object in a second data store in the second execution
environment, wherein the data object is identified by processing the data object identification

request. In FIG. 4. a query director component 412 is illustrated as a component of application
403.

FIG. 7 includes dataflow message 712 that illustrates a create data object identification response
data flow to process results returned from search dataflow 710. In FIG. 4, dataflow message 712
in FIG. 7 may represent data exchanged between query handler component 402 and query
director component 412 to process results returned from a search operation performed based on
the data object identification request, as illustrated by dataflow message 710. Processing the
results may include creating and/or otherwise constructing a data object identification response
to the data object identification request identified in first message 706. Dataflow message 712
may be internal to execution environment 401 of second node 504 and/or may include
interoperation by execution environment 401 of second node 504 via a network with another
node.

FIG. 6F, illustrates an identify in response dialog Ul element 660 f that, in an aspect, may be
presented by communications agent 403 in execution environment 401 of second node 504 in
response to processing the data object identification request to locate matching data objects. In
an aspect, a user of communications agent 403 operating in execution environment 401 of
second node 504 may provide input corresponding to search Ul element 656 ¢ in reply window
UI element 602 e in FIG. 6E. A corresponding Ul element handler component 415 may operate
to invoke query director component 412 to perform and/or otherwise to provide for performing
one or more operations to locate one or more data objects based on the data object identification
request. Query director component 412 may interoperate with one or more Ul element handlers
415, directly or indirectly via query handler component 402, in an aspect, to present the Ul
element 660 f and its contents. Identify in response dialog Ul element 660 f includes results pane
Ul element 662 f including representations of two data objects located and/or otherwise
identified by datasterenavigaterquery director component 486412 based on the data object
identification request. A user may select one or more data objects to identify in a meunt
deseriptor-data object identification response. An attachinclude Ul element 6742664 f may be
presented, as illustrated, to allow a user to instruct communications agent 403 to identify one or
more selected data objects in results pane Ul element 6722662 f in a meuntdeseripterdata object
identification response. An attachinclude all Ul element 67742666 f is illustrated to allow for
user input instructing eemmmunteationcommunications agent 403 to identify all data objects
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represented in the Ul element 670-g-in-one-or-meore-mount-deseriptors660 f'in a data object

identification response in a communication with execution environment 401 of first node 502. A
cancel Ul element 6782068 f allows a user to end presentation of results-windewdialog Ul
element 676-2660 f. A user may opt to identify no data objects represented in the dialog UI

element 670-2660 f and located and/or otherwise identified by data-store-navigaterquery director
component 406412 based on the data object identification request.

fo+664

Data objects located and/or otherwise identified by datastere-navigatorquery director component

406412 may be identified in-data-objectinformationto deseriptorgenerater|RB component 414

to construct and/or otherwise create ene-ormere-mount-deseriptorsa data object identification
response identifying the data objects. As described above, in an aspect, a user may be allowed to

select which data objects, if any, are to be identified in a meunt-deseriptordata object
identification response from one or more data objects located and/or otherwise identified by data
stere-navigaterquery director component 406412 based on the data object identification response.

In another aspect communlcatlons agent 403 n FIG %mek%data—stefﬁm%gatef

compenent4064 may invoke query director component 412 automatically to locate one or more
data objects based on a data object matching criterion identified in a data object identification
request and in response to detecting a data object identification request in a communication. In
another aspect, communications agent 403 may invoke query director component 412
automatically to locate one or more data objects based on a data object identification request in a
communication in response to detecting an indication to present, via a output device, some or all
of a user readable-message received in a message in the communication. Data-stere
navigaterQuery director component 466412 may be invoked and/or may operate based on the
data object identification request and/or data object matching criterion identified to locate a data
object prior to, during, and/or after other content received in the communication is processed.

The method illustrated in FIG. 2B may include additional aspects supported by various
adaptations and/or analogs of the arrangement of components in FIG. 4. As described above, in
one aspect a data object may be located and/or otherwise identified automatically in response to
detecting the data object identification request. In another aspect, locating a data object may
include presenting a locator Ul element representing a data object identification request. Search
Ul element 656 ¢ in FIG. 6E exemplifies one type of locator UI control. Search UI element 656 ¢
may be inveked-andlormay-operate-presented by presentation controller component 417 as
described above. A user input corresponding to a search Ul element, such as search Ul element
656 e, may be detected by presentation controller component 417. Presentation controller
component 417 may instruct query dlrector component 412 to locate the data ob1ect based on the

request represented by the data object 1dent1ﬁcatlon request Ul element 658 e.

fo+674
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In another aspect, a data object identification request UI element may be presented to receive one
or more additional matching criteria from a user. Based on the data object identification request
Ul element and input from the user, deseriptor-handlerquery director component 464412 may
receive one or more additional data object matching criterion information and/or may receive
input to modify a data object matching criterion identified in a received data object identification

request. Deseriptor-handlerQuery director component 404412 may locate one or more data
objects in response to receiving the additional criterion.

Returning to FIG. 2B, a block 218 illustrates that the method yet further includes sending a
second message, via the network by the second communications agent to the first
communications agent, that includes the data object identification response, wherein the second
message does not include the data object. Accordingly, a system for processing a data object
identification request in a communication includes means for sending a second message, via the
network by the second communications agent to the first communications agent, that includes the
data object identification response, wherein the second message does not include the data object.
For example, the arrangement in FIG. 3B, includes identification response builder component
314 that is operable for sending a second message, via the network by the second
communications agent to the first communications agent, that includes the data object
identification response, wherein the second message does not include the data object. FIG. 4
illustrates identification response builder component 414 as an adaptation and/or analog of
identification response builder component 314 in FIG. 3B. One or more identification response
builder components 414 operate in an execution environment 401. The system for processing a
data object identification request in a communication includes one or more processors and logic
encoded in one or more tangible media for execution by the one or more processors that when
executed is operable for sending a second message, via the network by the second
communications agent to the first communications agent, that includes the data object
identification response, wherein the second message does not include the data object. In FIG. 4, a
identification response builder component 414 is illustrated as a component of application 403.

As described above, FIG. 7 includes second message dataflow message 714 illustrating second
message sent via network 506 to execution environment 401 of first node 502 from execution
environment 401 of second node 504. Second message 714 includes a data object identification
response in response to the data object identification request from first node 502 received and/or
otherwise identified in first message 706.

IRB component 414 may provide the data object identification response to content manager
component 409 to include in a message, illustrated by second message 714. As described above,
content manager component 409 may receive and/or otherwise identify various portions of a
message, including a data object identification response, from one or more content handler
components 413. The data object identification response may be provided to content manager
component 409. As described above, content manager component 409 in execution environment
401 of second node 504 may package the one or more data representations including a
representation of the data object identification response into the message formatted according to
a suitable communications protocol. Communications protocol component 407 operating in
execution environment 401 of second node 504 may send the data as a message in a
communication with execution environment 401 of first node 502 according to the
specification(s) of the communications protocol. Content manager component 409 may
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alternatively or additionally encode and/or otherwise transform one or more of the data
representations for sending in a data stream such as voice stream and/or a video stream for
communicating in the communication to the communications agent.

FIG. 8B illustrates an exemplary data object identification response described in detail above.
Second message portion 802 b illustrates a user message portion that may be included in second
message 714. Note that a user message portion may be empty or absent in some aspects. Data
object identification response portion 804 b illustrates the data object identification response as a
list of URISs identifying data objects in a file system of execution environment 401 of second
node 504. User Message portion 802 b and data object identification response portion 804 b may
be provided by respective content handler components 413 to content manager component 409.
Content manager component 409 may construct the content as illustrated in FIG. 8B and/or
otherwise provide for encoding, translating, combining, and/or otherwise preparing the content
for sending in second message 714.

The methods illustrated in FIG. 2A-B may include additional aspects supported by various
adaptations and/or analogs of the arrangement of components in FIG. 3A-B.{f01+68}

In various aspects, a data object identification request may be based on a date, a time, a length of
time, a file type, a database record key, content of the data object, a content type identifier, a
format rule, a vocabulary, a role of a user, a security attribute, a location in a data store such as a
file system, an attribute of an identified data object, a size, a task, a transaction, a state, a user, a
group, a requester, a relationship including a requesting user and a responding user, a keyword, a
tag, a folder, and/or a path portion of a data object identifier—to name a few examples.

In another aspect, a data object located and/or otherwise identified by-data-ebjeetinformation-in
response to receiving a data object identification request must meet match a query identified by
the data object identification request. Alternatively or additionally, a data object identification
request may include an instruction and/or input for generating a data object;-and-locating.
Locating the data object may include generating the data object. Generating a data object may
include creating the data object and/or may include modifying and/or otherwise transforming an
existing data object. For example, execution environment 401 of second node 504 may include a
template stored in a file system. A data object identification request may identify the template. A
deseriptorquery handler component 404402 may operate to identify a document or other data
object that may be created, is being created, and/or has been created based on the template. In
response to ardatarebjeetan access request execution env1ronment 401 of second node 504 may
h ; feetthe document.

As described above, in various aspects, a data object identification request may be detected
and/or represented based on various syntaxes, grammars, vocabularies, and/or languages. For
example, a data object identification request may be identified and/or represented according to a
file system search syntax, a regular expression language, a structured query language (SQL)
query, a universal data object identifier schema, an XPATH based language, an XQuery based
language, an XML based language, an HTML based language (form-based), and/or a keyword-
value pair based language.
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4764

A data object identification request-and/ora-mount-deseriptor in a communication may be
communicated via a network according to a first communications protocol. A user message may

be exchanged between communicants in the communication via a second communications
protocol. For example, a data object identification request and/ora-mount-deseriptor may be sent
on behalf of a first communicant by execution environment 401 of a-first node 502 including a
communications agent 403 representing the first communicant. The data object identification
request and/or-the-mount-deseriptor-may be included in a communication along with a user
readabletext message sent to the execution environment 401 of a-second node 504. The
communicants represented by the execution environment 401 of the-first node 502 and the
execution environment 401 of the-second node 504 may communicate via one or more
exchanges of audio exchanged via, for example, a voice over IP (VoIP) communications
protocol.

4

Exemplary data objects that may be requested via a data object identification request include a
file, a program component, a data base record, video data, audio data, markup language, binary
data, text data, an output of a service. Requested data objects may be pre-existing, volatile,
and/or generated in response to the request.

f+724

As described above, receiving matehdata object information may include receiving-a-message;

identifying the-mateh-information, via network from a node that received matehthe data object
information from the user-, a message that identifies the data object information. For example,

matehdata object information may be received from a browser by a web server.

734

MatehData object information and/or a data object identification request may be generated,
detected, and/or otherwise processed according to a schema that identifies at least one of a rule
and a vocabulary that defines a valid data object identification request. Similarly, a smeunt
deseriptordata object identification response, an access request, and a response to an access
request may be generated, detected, and/or otherwise processed according to a schema. One or
more schemas may alone or together define one or more of valid data object information, mateh
infermation;-a data object identification request, data object identification response, an access
request, and/or a-meunt-deseriptor-an access response. A schema, as just described, may be
identified based on a-data received and/or otherwise identified by an-execution-environmenta
node hosting a communications agent via the network from another execution-envirenmentnode
hosting a communications agent and/or from a path node included in a network path in the
network communicatively coupling the node to one or more nodes that respectively host &
communications agentagents.

f+44
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In a further aspect, multiple alternative schemas may be defined for each of data object
information, mateh-information;-data object identification requests, anddata object identification
responses, access requests, an/or meunt-deseriptors-an access responses processing data object
identification requests. A schema may be selected and/or otherwise identified from the multiple
schemas-based by execution environment 401 of first node 502 and the execution environment
401 of second node 504 and/or based on information exchanged by the two nodes. For example,
a schema may be selected by the first communicant and/or the second communicant. One may
inform the other, via a communications protocol and/or via any other suitable means. The
communicants may negotiate which schema to use via any suitable means.

t734

The communications agents in execution environment 401 of second node 504 and execution
environment 401 of first node 502 may select a schema For example, a schema may be identified
and/or otherwise selected based on a communications protocol supported and/or a
communications protocol not supported by one or both nodes. That is, in a-regotiation-te
seleetnegotiating which communication protocol to use allowing communicants to exchange
information, a schema may be identified. A schema may be identified and/or otherwise selected
based on an attribute of the data object. A schema for identifying image data may be different
than a schema for editable documents. A schema for identifying a data object in a first file
system may be different than a schema for identifying a data object in a different data-storefile

system.
to+761

As described above—tn-an-aspeet-mateh-, data object information and/or a data object
identification request;-data-objectinformation;and/ora-mount-deseriptor may identify a scope
that specifies all or some portion of one or more data stores for locating;-identifying andlor
otherwise-aceessing a data object. For example, a-communieationA communications agent 403 in
execution environment 401 of first node 502 may receive user input that identifies a folder in a
file system of the execution environment 401 of second node 504 that defines a scope for
locating a data object.

A

MatekData object information and/or a data object identification request may be represented in a
representation that includes a complete or a portion of at least one of a keyword expression, a
regular expression, an XQuery expression, an XPath expression, a file system path expression,
and a structured query language statement.

fo4784

Further as also described above, a data object identification request-and, a data object
1dentification response, an access request, an/or a—meﬂﬁt—deseﬂ-p%efan access response may be
included in a message according to a schema that identifies the message as valid for a specified
communications protocol. Those skilled in the art are aware that schemas for email differ from
schemas for instant messages and from streamed audio, for example.
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A data object identification request, a data object identification response, an access request,
and/or a-meunt-deseripteran access response may be exchanged in a communication in which
audio data and/or image data is also exchanged. Multimedia may be a packaged to include one or
more data streams which may include text based data streams.

A data object identification request, a data object identification response, an access request,
and/or a-meunt-deseriptoran access response may be included in an email, an instant message, a
multi-media message, a short-message service message, and/or a data stream. The data stream
may include audio data, image data, and/or text data.

048064

A data object identification request-and, a data object identification response, an access request,
an/or a-meunt-deseripteran access response may be included in and/or detected in a
communication based on a location in the communication and/or based on a marker, such as an
identifier in the communication that identifies a location for the data object identification request,
the mount-deseriptor;-andata object identification response, the access request, and/or anthe
access response. The location may be absolute, such as fixed number of bytes or fields from the
start or end of a message. Alternatively or additionally, the location may be identified by a
location relative to another detectable portion of the communication. FIGS. 8 A-B illustrate the
useruse of MIME type identifiers as markers that identify locations for one or more of a data
object reguest-andidentification request, a data object identification response, an access request,
an/or a-meunt-deseriptoran access response in a communication.

tEH

A data object identification request-and, a data object identification response, an access request,
an/or a-meunt-deseriptoran access response or respective portions thereof may include at least a
portion of a keyword expression, a regular expression, expression including a Boolean operator,
an expression including a precedence information, and a structured query language statement.

fo+E24

With respect to the method illustrated in FIG. 2B, the method as described above may include
locating and/or otherwise identifying a data object automatically in response to receiving a-data
ebjeet-an access request that matches and/or otherwise identifies the data object. Further, a
mount-deseripterdata object identification response may be created and/or otherwise generated
automatically, in response to locating and/or otherwise identifying the data object.

f+834

In an aspect, in response to receiving and/or otherwise detecting a data object identification
request, a user interface may be presented based on the data object identification request to
prompt a user to process the data object identification request in some manner, such as
authorizing the request and/or sredifyymodifying the request by restricting its scope. In response
to detecting user input targeting and/or otherwise corresponding to the presented user interface,
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one or more data ebjeetobjects may be located and/or otherwise identified based on the data
object identification request.

foH844

A user may change a received data object identification request. One or more data ebjeetobjects
may be located and/or otherwise identified based on the changed data object identification
request.

foH854

In a further aspect, once one or more data objects aare located and/or otherwise identified based
on a data object identification request-and/or-otherwise-by-data-ebjeetinformation, a user
interface may be presented to allow a user to identify the one or more data objects. Information
fromauserUser information may be received that selects one or more data objects to identify in
a meunt-deseriptordata object identification response and/or to not identify in the meunt
deseriptordata object identification response. A user, in an aspect, may be allowed to identify a
data object not located and/or otherwise identified by the user's node. The data object, based on
the user input, is identified in the mount-deseripterdata object identification response.

o464

In light of the description provided above, a meunt-deseriptor-data object identification response
may be generated automatically in response to detecting a corresponding data object
identification request by an execution environment 401 of first node 502. Further, the
automatically generated mount-deseriptordata object identification response, may be sent to the
node that sent the corresponding data object identification request, automatically in response to
the generating of the data object identification response.

f7

With respect to the method illustrated in FIG. 2A, the third message may be sent automatically in
response to detecting the data object identification response. In another aspect, a representation
of a received data object identification response may be presented, via an output device, to a
user. The representation may identify one or more data objects located and/or otherwise
identified based on the data object identification request. The representation may be presented
automatically, in response to detecting the data object identification response. Further, a user
input may be detected that corresponds to and/or otherwise targets the representation. The user
input may be processed as an indication to retrieve the data object. As a result an access request
may be created or otherwise generated that identifies the data object. The access request may be
sent in a message via the network to retrieve the data object. The message may be sent to a node
that sent the data object identification response and/or to another node. The third message may
be sent by the communications agent in the execution environment 401 of first node 502 to the
communications agent in the execution environment 401 of second node 504 via a
communications protocol. The third message sent via the communication protocol may include a
communications address, in an address space of the communications protocol, that identifies a
user represented by the communications agent in the execution environment 401 of second node
504. The third message may include a data object identification request, a data object
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identification response, and/or a data object sent in response to previously receiving an access
response by the execution environment 401 of first node 502. The third message may include an
access request that identifies the data object. The access request may include a universal data
object identifier (URI) that identifies the data object.

With respect to the method illustrated in FIG. 2B, in response to receiving an access request, a
data object identified in the request may be sent. The data object may be sent automatically, in
response to receiving the access request. The data object may be sent as attachment in a
communication. The data object may be sent by a communications agent in the execution
environment 401 of second node 504 to a communications agent in the execution environment
401 of first node 502 via a communications protocol. The data object may be sent via a
communication that includes a communications address, in an address space of the
communications protocol, that identifies the first communicant represented by the execution
environment 401 of first node 502. The communication that includes the data object may include
a data object identification request, a data object identification response, and/or an access request
sent in response to a data object identification response sent previously by the first node.

The methods illustrated in FIGFIGS. 2A-B may yet further include additional aspects supported
by various adaptations and/or analogs of the arrangement of components in FIGFIGS. 3A-B-,

respectively.

Performing the method illustrated in FIG. 2A and/or the method illustrated in FIG. 2B and/or any
of its extension and/or in any of its aspects may include one or more of calling a function or
method of an object, sending a message via a network; sending a message via an inter-process
communication mechanism such as a pipe, a semaphore, a shared data area, and/or a queue;
and/or receiving a request such as poll and responding to invoke, and sending an asynchronous
message.

o884

Output devices suitable for presenting a representation of a data object and/or a tag include a
visual output device, an audio output device, and a tactile output device. One output device may
present a data object and another output device may present a tag with which the data object is
tagged.

o+894

Any action included in performing the method illustrated in FIG. 2A as well as any action
included in performing the method illustrated in FIG. 2B may include sending and/or receiving a
message via a network. Further, a message, included in performing any of the subject matter
described herein and/or any of its extensions in any of its aspects, may an asynchronous message
without a corresponding request.

04964

To the accomplishment of the foregoing and related ends, the descriptions and annexed drawings
set forth certain illustrative aspects and implementations of the disclosure. These are indicative
of but a few of the various ways in which one or more aspects of the disclosure may be
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employed. The other aspects, advantages, and novel features of the disclosure will become
apparent from the detailed description included herein when considered in conjunction with the
annexed drawings.

t9H

It should be understood that the various components illustrated in the various block diagrams
represent logical components that are configured to perform the functionality described herein
and may be implemented in software, hardware, or a combination of the two. Moreover, some or
all of these logical components may be combined, some may be omitted altogether, and
additional components may be added while still achieving the functionality described herein.
Thus, the subject matter described herein may be embodied in many different variations, and all
such variations are contemplated to be within the scope of what is claimed.

(4924

To facilitate an understanding of the subject matter described above, many aspects are described
in terms of sequences of actions that may be performed by elements of a computer system. For
example, it will be recognized that the various actions may be performed by specialized circuits
or circuitry (e.g., discrete logic gates interconnected to perform a specialized function), by
program instructions being executed by one or more processors, or by a combination of both.
The description herein of any sequence of actions is not intended to imply that the specific order
described for performing that sequence must be followed.

t4934

Moreover, the methods described herein may be embodied in executable instructions stored in a
tangtblenon-transitory computer readable medium for use by or in connection with an instruction
execution machine, system, apparatus, or device, such as a computer-based or processor-
containing machine, system, apparatus, or device. As used here, a “tangiblenon-transitory
computer readable medium” may include one or more of any suitable media for storing the
executable instructions of a computer program in one or more forms including an electronic,
magnetic, optical, and electromagnetic form, such that the instruction execution machine,
system, apparatus, or device may read (or fetch) the instructions from the tangiblenon-transitory
computer readable medium and execute the instructions for carrying out the described methods.
A-nen-transitory-computer readablestorage-medium-is-tangible-A non-exhaustive list of
conventional exemplary tangiblenon-transitory computer readable-sterage media includes a
portable computer diskette; a random access memory (RAM); a read only memory (ROM); an
erasable programmable read only memory (EPROM or Flash memory); optical storage devices,
including a portable compact disc (CD), a portable digital video disc (DVD), a high definition
DVD (HD-DVD™), and a Blu-rayyRay™ disc; and the like-

f4944

Thus, the subject matter described herein may be embodied in many different forms, and all such
forms are contemplated to be within the scope of what is claimed. It will be understood that
various details may be changed without departing from the scope of the claimed subject matter.
Furthermore, the foregoing description is for the purpose of illustration only, and not for the
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purpose of limitation, as the scope of protection sought is defined by the claims as set forth
hereinafter together with any equivalents.

f4954

Thus, the subject matter described herein may be embodied in many different forms, and all such
forms are contemplated to be within the scope of what is claimed. It will be understood that
various details may be changed without departing from the scope of the claimed subject matter.
Furthermore, the foregoing description is for the purpose of illustration only, and not for the
purpose of limitation, as the scope of protection sought is defined by the claims as set forth
hereinafter together with any equivalents.

All methods described herein may be performed in any order unless otherwise indicated herein
explicitly or by context. The use of the terms “a” and “an” and “the” and similar referents in the
context of the foregoing description and in the context of the following claims are to be
construed to include the singular and the plural, unless otherwise indicated herein explicitly or
clearly contradicted by context. The foregoing description is not to be interpreted as indicating
that any non-claimed element is essential to the practice of the subject matter as claimed.
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