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CUSTOMER SUPPORT

INTEL'S COMPLETE SUPPORT SOLUTION WORLDWIDE

Customer Support is Intel's complete support service that provides Intel customers with hardware support, software
suppart, customer training, consulting services and network management services. For detailed information contact
your local sales olfices.

After a customer purchases any system hardware or software product. service and support become major factors in
determining whether that product will continue to meet a customer’s expectations. Such support reguires an inter-
national support organization and a breadth of programs to meet a variety of customer needs. As you mighl expect.
Intel’s customer support is uite extensive, 1t can start with assistance during vour development effort 1o neiwork
management. 100 Intel sales and service offices are located worldwide — in the U.S., Canada, Europe and the Far
East. So wherever you're using Intel technology, our professional stafT is within close reach.

HARDWARE SUPPORT SERVICES

Intel's hardware maintenance service, starting with complete on-site installation will boost your productivity from
the start and keep you running al maximum cfficiency. Support for system or board level products can be tailored
1o match your needs, from complete on-site repair and maintenance support cconomical carry-in or mail-in factory
service,

Intel can provide support service for not only Intel systems and emulators, but also support for equipment in your
development lab or provide service on your psoduct 1o vour end-user /customer.

SOFTWARE SUPPORT SERVICES

Software products are supported by our Technical Information Phone Service (TIPS) that has a special wll free
number 1o provide yvou with direct. ready information on known. documented problems and deficiencics. as well as
work-arounds, patches and other solutions.

Intel’s soltware support consists of two levels of contracts. Standard support includes TIPS (Technical Information
Phone Service), updates and subscription service (product-specific troubleshooting guides and: COMMENTS
Magazine). Basic support consists of updates and the subscription service. Contracts are sold in environments which
represent product groupings (e.g., IRMX® environment).

CONSULTING SERVICES

Intel provides field systcm engincering consulting services for any phase of your development or application effort.
You can use our sysiem engineers in a varicty of ways ranging from assistance in using a new product, developing
an application, personalizing training and customizing an Intel product to providing technical and management
consulting. Systems Engincers are well versed in technical areas such as microcommunications, real-time applica-
tions, embedded microcontrollers, and network services. You know your application needs; we know our products.
Waorking together we can help you get a successful product to market in the least possible time.

CUSTOMER TRAINING

Intel offers a wide range of instructional programs covering various aspecis of sysiem design and implementation.
In just three to ten days a limited number of individuals learn more in a single workshop than in weeks of self-study.
For optimum convenience, workshops are scheduled regularly at Training Centers worldwide or we can take our
workshops 1o you for on-site instruction. Covering a wide variety of topics, Intel’s major course categories include:
architecture and assembly langeage, programming and operating systems, BITBUS™ and LAN applications.

NETWORK MANAGEMENT SERVICES

Today's networking products are powerful and extremely flexibie. The return they can provide on your investment
via increased productivity and reduced costs can be very substantial.

Intel offers complete network support, from definition of your network’s physical and functional design, 1o imple-
mentation, installation and maintenance. Whether installing your first network or adding to an existing one, Intel's
Networking Specialists can optimize network performance for you.
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CHAPTER 1 |
INTRODUCTION TO THE 386™ DX MICROPROCESSOR

The 386™ DX microprocessor is an advanced 32-bit processor optimized for multitask-
ing operating systems and other computation-intensive applications. The 32-bit registers
and buses support 32-bit addresses and data. The processor can address up to 4
gigabytes of physical memory and 64 terabytes of virtual memory.

The 386 DX microprocessor includes:

e 32-bit integer processor for performing arithmetic and logical operations

e interface to the 387™ numerics coprocessor. an external floating-point arithmetic unit
for supporting the 32-, 64-, and 80-bit formats specified in IEEE standard 754

+ scgmentation, a form of memory management for creating independent, protected
address spaces

e paging, a form of memory management which provides access to data structures
larger than the available memory space by kecping them partly in memory and partly
on disk

¢ instruction backup for allowing a program to be restarted following an exception
(necessary for supporting demand-paged virtual memory)

¢ pipelined instruction execution for allowing the interpretation of different instruc-
tions to be overlapped

» debugging registers for hardware support of instruction and data breakpoints

The Intel386™ architecture is an extension of Intel’s 16-bit architecture to 32 bits. The
native mode of execution is a powerful 32-bit instruction set which takes full advantage
of a completely 32-bit architecture. Object-code compatibility with the 8086 and 80286
processors are provided through different modes of execution. Programs running in the
compatibility mode for the 8086 processor can run with 32-bit programs when multitask-
ing is used. In addition to the 386 DX microprocessor, which has a 32-bit data bus, the
Intel386 architecture is available in two implementations with a 16-bit external data bus:

e 386 DX Microprocessor— The complete architecture of the 386 DX microprocessor
adapted for midrange personal computers, which are sensitive to the higher system
cost of a 32-bit bus.

e 376™ Embedded Processor—A reduced form of the 386 DX microprocessor opti-
mized for embedded applications, such as process controllers. The 376 processor
lacks the paging and B086-compatibility features provided in the 386 DX micropro-
cessor. The 376 processor is available in a surface-mount plastic package, which pro-
vides the lowest cost and smallest form factor for any implementation of the Intel386
architecture.

Both processors can run programs written for the 386 DX microprocessor, but with some
reduction in performance due to the narrower bus. Both processors can use the 387™ §X
numerics coprocessor, which is an implementation of the 387 coprocessor with a 16-bit
mterface.

1-1
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CHAPTER 2
BASIC PROGRAMMING MODEL

This chapter describes the application programming environment of the 386™ DX
microprocessor as seen by assembly language programmers. The chapter introduces pro-
grammers to those features of the Intel386™ architecture which directly affect the design
and implementation of application programs.

The basic programming model consists of these parts:
e Memory organization

s Data types

e Registers

¢ Instruction format

¢ Operand selection

» Interrupts and exceptions

Note that input/output is not included as part of the basic programming model. System
designers may choose to make I/O instructions available to applications or may choose to
reserve these functions for the operating system. For this reason, the /O features of the
386 DX microprocessor are discussed in Part 1L

This chapter contains a section for each feature of the architecture normally visible to
applications.

2.1 MEMORY ORGANIZATION

The memory on the bus of a 386 DX microprocessor is called physical memory. 1t is
organized as a sequence of 8-bit bytes. Each byte is assigned a unique address, called a
physical address, which ranges from zero 10 a maximum of 2** — 1 (4 gigabytes). Memory
management is a hardware mechanism for making reliable and efficient use of memory.
When memory management is used, programs do not directly address physical memory.
Programs address a memory model, called virual memory.

Memory management consists of segmentation and paging. Segmentation is a mecha-
nism for providing multiple, independent address spaces. Paging is a mechanism to sup-
port a model of a large address space in RAM using a small amount of RAM and some
disk storage. Either or both of these mechanisms may be used. An address issued by a
program is a logical address. Segmentation hardware translates a logical address into an
address for a continuous, unsegmented address space, called a linear address. Paging
hardware translates a linear address into a physical address.

Memory may appear as a single, addressable space like physical memory. Or, it may
appear as one or more independent memory spaces, called segments. Segments can be
assigned specifically for holding a program’s code (instructions), data, or stack. In fact, a
single program may have up to 16,383 segments of different sizes and kinds. Segments
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can be used to increase the reliability of programs and systems. For example, a pro-
gram’s stack can be put into a diffcrent segment than its code to prevent the stack from
growing into the code space and overwriting instructions with data.

Whether or not multiple segments are used, logical addresses are translated into linear
addresses by treating the address as an offset into a segment. Each segment has a seg-
ment descriptor, which holds its base address and size limit. If the offset does not exceed
the limit, and no other condition exists which would prevent reading the segment, the
offset and base address are added together to form the linear address.

The linear address produced by segmentation is used directly as the physical address if
bit 31 of the CRO register is clear (the CRO register is discussed in Chapter 4). This
register bit controls whether paging is used or not used. If the bit is set, the paging
hardware is used to translate the linear address into the physical address.

The paging hardware gives another level of organization to memory. It breaks the linear
address space into fixed blocks of 4K bytes, called pages. The logical address space is
mapped into the linear address space, which is mapped into some number of pages. A
page may be in memory or on disk. When a logical address is issued. it is translated into
an address for a page in memory, or an exception is issued. An exception gives the
operating system a chance to read the page from disk and update the page mapping. The

program which generated the exception then can be restarted without generating an
exceplion.

If multiple segments are used. they are part of the programming environment seen by
application programmers. If paging is used, it is normally invisible to the application
programmer. It only becomes visible when there is an interaction between the applica-
tion program and the paging algorithm used by the operating system. When all of the
pages in memory are used, the operating system uses its paging algorithm to decide
which memory pages should be sent 1o disk. All paging algorithms (except random algo-
rithms) have some kind of worst-case behavior which may be exercised by some kinds of
application programs.

The architecture of the 386 DX microprocessor gives designers the freedom to choose a
different memory model for each program, even when more than one program is running

at the same time. The model of memory organization can range between the following
exiremes:

= A “flat” address space where the code, stack. and data spaces are mapped to the
same linear addresses. To the greatest extent possible. this eliminates segmentation
by allowing any type of memory reference to access any tvpe of data.

* A segmented address space with separate segments for the code, data, and stack
spaces. As many as 16,383 lincar address spaces of up to 4 gigabytes each can be used.

Both models can provide memory protection. Models intermediate between these ex-
tremes also can be chosen. The reasons for choosing a particular memory model and the

manner in which system programmers implement a model are discussed in Part 11—
System Programming.
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CHAPTER 5
MEMORY MANAGEMENT

Many management is a hardware mechanism which lets operating systems create sim-
pl[ﬁc'.d environments for running programs. For example, when several programs are
running at the same time, they must each be given an independent address space. If they
all had to share the same address space. each would have to perform difficult and time-
consuming checks to avoid interfering with the others.

Memory management consists of segmentation and paging. Segmentation is used to give
each program several independent, protected address spaces. Paging is used to support
an environment where large address spaces are simulated using a small amount of RAM
and some disk storage. System designers may choose to use either or both of these
‘mechanisms. When several programs are running at the same time, either mechanism
can be used 1o protect programs against interference from other programs.

Segmentation allows memory to be completely unstructured and simple, like the memory
model of an 8-bit processor, or highly structured with address translation and protection.
The memory management features apply to units called segments. Each segment is an
independent, protected address space. Access to segments is controlled by data which
‘describes its size, the privilege level required to access it, the kinds of memory references
which can be made 1o it (instruction feich, stack push or pop. read operation, write
operation, eic.), and whether it is present in memory.

Segmentation is used to control memory access, which is useful for catching bugs during
program development and for increasing the reliability of the final product. It also is
used to simplify the linkage of object code modules. There is no reason to write position-
independent code when full use is made of the segmentation mechanism, because all
memory references can be made relative to the base addresses of a module’s code and
‘data segments. Segmentation can be used to creaic ROM-based software modules, in
which fixed addresses (fixed, in the sense that they cannot be changed) are offsets from
a segment’s base address. Different software systems can have the ROM modules at
different physical addresses because the segmentation mechanism will direct all memory
references to the right place.

In a simple memory architecture, all addresses refer to the same address space. This is
the memory model used by 8-bit microprocessors, such as the 8080 processor, where the
logical address is the physical address. The 386™ DX microprocessor can be used in this
way by mapping all segments into the same address space and keepmg paging disa_ablcd.
This might be done where an older design is being updated to 32-bit technology without
also adopting the new architectural features.

An application also could make partial use of scgmentation. A frequent cause of soft-
ware failures is the growth of the stack mto the mstruction code or data of a program.

Segmentation can be used to prevent this. The stack can be put in an address space
separate from the address space for either code or data. Stack addresses alwa}'s would
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refer to the memory in the stack segment. while data addresses always would refer to
memory in the data segment. The stack segment would have a maximum size enforced by
hardware. Any attempt to grow the stack beyond this size would generate an exception.

A complex system of programs may make full use of segmeniation. For example, a
system in which programs share data in real time can have precise control of access to
that data. Program bugs would appear as exceptions generated when a program makes
improper access. This would be useful as an aid to debugging during program develop-
ment, and it also may be used to trigger error-recovery procedures in systems delivered
to the end-user.

Segmentation hardware translates a segmented (logical) address into an address for a
continuous, unsegmented address space, called a linear address. If paging 1s enabled,
paging hardware translates a linear address into a physical address. If paging is not
enabled, the lincar address is used as the physical address. The physical address appears
on the address bus coming out of the processor.

Paging is a mechanism used to simulate a large. unsegmented address space using a
small, fragmented address space and some disk storage. Paging provides access to data
structures larger than the available memory space by keeping them partly in memory and
partly on disk.

Paging is applied to units of 4K bytes called pages. When a program attempts to access a
page which is on disk. the program is interrupted in a special way. Unlike other excep-
tions and interrupts. an exception generated due to address translation restores the
contents of the processor registers to values which allow the exception-generating in-
struction to be re-executed. This special treatment is called instruction restarr. Tt allows
the operating svstem to read the page from disk, update the mapping of linear addresses
to physical addresses for that page, and restart the program. This process is transparent
to the program.

If an operating system ncver sets bit 31 of the CRO register (the PG bit), the paging
mechanism is not enabled. Linear addresses are used as physical addresses. This might
be done where a design using a 16-bit processor is being updated to use a 32-bit proces-
sor. An operating system written for 2 16-bit processor does not use paging because the
size of its address space is so small (64K bvtes) that it is more efficient to swap entire
scgmenis between RAM and disk, rather than individual pages.

Paging would be enabled for operating systems which can support demand-paged virtual

memory. such as UNIX. Paging Is transparent to application software, so an operating

system intended to support app:hcanun. programs written for 16-bit processors may run

ﬂmq_e programs with paging enabl;t_i.hbnhkﬂ paging. segmentation is not transparent o
programs. Programs which use segmentation must be 1

mem sty ust be run with the segments
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5.1 SELECTING A SEGMENTATION MODEL

A model for the segmentation of memory is chosen on the basis of reliability and per-
formance. For example, a system which has several programs sharing data in real-time

would get maximum performance from a model which checks memory references in
hardware. This would be a multi-segment model.

Al the other extreme, a system which has just one program may get higher performance
from an unsegmented or “flat” model. The elimination of “far” pointers and segment-
override prefixes reduces code size and increases execution speed. Context switching is

faster, because the contents of the segment registers no longer have to be saved or
restored.

Some of the benefits of segmentation also can be provided by paging. For example, data
can be shared by mapping the same page into the address space of each program.

5.1.1 Flat Model

The simplest model is the flat model. In this model, all segments are mapped 1o the
entire physical address space. To the greatest extent possible, this model removes the
segmentation mechanism from the architecture seen by either the system designer or the
application programmer. This might be done for a programming environment like
UNIX, which supports paging but does not support segmentation.

A segment is defined by a segment descriptor. At least two segment descriptors must be
created for a flat model. one for code references and one for data references. The
segment selector for the stack segment may be mapped to the data-segment descriptor.
Whenever memory is accessed, the contents of one of the segment registers are used to
select a segment descriptor. The segment descriptor provides the base address of the
segment and its limit, as well as access control information (see Figure 5-1).

ROM usually is put at the top of the physical address space. because the processor
begins execution at OFFFFFFFOH. RAM is placed at the bottom of the address space
because the initial base address for the DS data segment after reset initialization is 0.

For a flat model, each descriptor has a base address of 0 and a segment limit of 4
gigabytes. By setting the segment limit to 4 gigabytes, the segmentation mechanism is
kept from generating exceptions for memory references which fall outside of a segment.
Exceptions could still be generated by the paging or prolection mechanisms. but these
also can be removed from the memory model.

53

Absolute Exhibit No. 1035
Page 028



intgl” MEMORY MANAGEMENT

SEGMENT SEGMENT PHYSICAL
BEGISTERS DESCRIPTORS MEMORY
—— 4G
ACCESS LIMIT EPROM
cs E— BASE ADDRESS
\
ACCESS | LIMIT DRAM
* > easeavomess | 0
2003311

Figure 5-1. Flat Model

5.1.2 Protected Flat Model

The protected flat model is like the flat model, except the segment limits are set 1o
include only the range of addresses for which memory actually exists. A general-
protection exception will be generated on any attempt to access unimplemented mem-
ory. This might be used for systems in which the paging mechanism is disabled, because
it provides a minimum level of hardware protection against some kinds of program bugs.

In this model, the segmentation hardware prevents programs from addressing non-
existent memory locations. The consequences of being allowed access to these memory
locations are hardware-dependent. For example, if the processor does not receive a
READY# signal (the signal used 1o acknowledge and terminate a bus cycle), the bus
cycle does not terminate and program execution stops.

Although no program should make an attempt to access these memory locations, an
attempt may occur as a result of program bugs. Without hardware checking of addresses,
it is possible that a bug could suddenly stop program execution. With hardware checking,

programs fail in a controlled way. A diagnostic message can appear, and recovery pro-
cedures can be attempted.

An example of a protected flat model is shown in Figure 5-2. Here. segment descriptors
have been set up to cover only those ranges of memory which exist. A code and a data
segment cover the EPROM and DRAM of physical memory. A second data segment has
been created to cover EPROM. This allows EPROM to be referenced as data. This

would be done, for example, to access constants stored with the instruction code in
ROM.
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Figure 5-2. Protected Flat Model

5.1.3 Multi-Segment Model

The most sophisticated model is the multi-segment model. Here, the full capabilities of
the segmentation mechanism are used. Each program is given its own table of segment
descriptors, and its own segments. The segments can be completely private to the pro-
gram, or they can be shared with specific other programs. Access between programs and
particular segments can be individually controlled.

Up to six segments can be ready for immediate use. These are the segments which have
segment selectors loaded in the segment registers. Other segments are accessed by load-
ing their segment selectors into the segment registers (see Figure 5-3).

Each segment is a separate address space. Even though they may be placed in adjacent
blocks of physical memory, the segmentation mechanism prevents access to the contents
of one segment by reading bevond the end of another. Every memory operation is
checked against the limit specified for the segment it uses. An attempt to address mem-
ory beyond the end of the segment generates a general-protection exception.

The segmentation mechanism only enforces the address range specified in the segment
descriptor. It is the responsibility of the operating system 1o allocate separate address
ranges to each segment. There may be situations n which it is desirable to have seg-
ments which share the same range of addresses. For example, a system may have both
code and data stored in a ROM. A code segment descriptor would be used when the
ROM is accessed for instruction fetches. A data segment descriptor would be used when
the ROM is accessed as data.
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Figure 5-3. Multi-Segment Model

5.2 SEGMENT TRANSLATION

A logical address consists of the 16-bit segment selector for its seement and a 32-bit
offset into the segment. A logical address is translated into a linear address by adding
the uffscl to the base address of the scgment. The base address comes from the segment
descripfor, a data structurc in memory which provides the size and location of a segment,
as well as access control information. The segment descriptor comes from one of two
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tables, the global descriptor table (GDT) or the local descriptor table (LDT). There is
one GDT for all programs in the system, and one LDT for each separate program being
run. If the operating system allows, different programs can share the same LDT. The
system also may be set up with no LDTs; all programs may use the GDT.

Every logical address is associated with a segment (even if the system lnapéall segments
into the same linear address space). Although a program may have thousands of seg-
ments, only six may be available for immediate use. These are the six segments whose
segment selectors are loaded in the processor. The segment selector holds information
used to translate the logical address into the corresponding linear address.

Separate segment registers exist in the processor for each kind of memory reference (code
space, stack space. and data spaces). They hold the segment selectors for the segmenis
currently in use. Access 10 other segments requires loading a segment register using a
form of the MOV instruction. Up to four data spaces may be available at the same time,
so there are a total of six segment registers.

When a segment selector is loaded. the base address, segment limit, and access control
information also are loaded into the segment register. The processor does not reference
the descriptor tables again until another segment selector is loaded. The information
saved in the processor allows it to translate addresses without making extra bus cycles. In
systems in which multiple processors have access to the same descriptor tables, it is the
responsibility of software 1o reload the segment registers when the descriptor tables are
modified. If this is not done, an old segment descriptor cached in a segment register
might be used after its memory-resident version has been modified.

The segment selector contains a 13-bit index into one of the descriptor tables. The index
is scaled by eight (the number of bytes in a segment descriptor) and added to the 32-bit
base address of the descriptor table. The base address comes from cither the global
descriptor table register (GDTR) or the local descriptor table register (LDTR). These
registers hold the linear address of the beginning of the descriptor tables. A bit in the
segment selector specifies which table to use, as shown in Figure 5-4.

The translated address is the linear address, as shown in Figure 5-5. If paging is not
used, it also is the physical address. If paging is used, a second level of address transla-
tion produces the physical address. This transfation is described in Section 5.3.

5.2.1 Segment Registers

Each kind of memory reference is associated with a segment register. Code, data, and
stack references each access the segments specified by the contents of their segment
registers. More segments can be made available by loading their segment selectors into
these registers during program execution.

Every segment register has a “visible” part and an “invisible™ part, as shown n
Figu?e 5-%1.“ There g:'e forms of the MOV instruction to access the visible part of these
segment registers. The invisible part s maintained by the processor.
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Figure 5-5. Segment Registers
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Figure 5-6. Segment Transiation

The operations which load these registers are instructions for application programs (de-
scribed in Chapter 3). There are two kinds of these instructions:

1. Direct load instructions such as the MOV, POP, LDS, LSS, !_GS. and LFS instruc-
tions. These instructions explicitly reference the segment registers.

2. Implied load instructions such as the far pointer versions of the CALL and JMP
instructions. These instructions change the contents of the CS register as an inciden-
tal part of their function.

When these instructions are used. the visible part of the segment register is loaded with
a segment selector. The processor automatically fetches the base address, limit, type, and
other information from the descriptor table and loads the invisible part of the segment
register
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Because most instructions refer to segments whose selectors already have been loaded
into segment registers, the processor can add the offset into the segment to the seg-
ment’s base address with no performance penalty.

5.2.2 Segment Selectors

A segment selector points to the information which defines a segment, called a segment
descriptor. A program may have more scgments than the six whose segment selectors
occupy segment registers. When this is true. the program uses forms of the MOV in-
struction to change the contents of these registers when it needs to access a new
segment.

A segment selector identifies a segment descriptor by specifying a descriptor table and a
descriptor within that table. Segment selectors are visible to application programs as a
part of a pointer variable, but the values of selectors are usually assigned or modified by
link editors or linking loaders, not application programs. Figure 5-7 shows the format of
a segment selector.

Index: Selects one of 8192 descriptors in a descriptor table. The processor multiplies the
index value by 8 (the number of bytes in a segment descriptor) and adds the result to the
base address of the descriptor table (from the GDTR or LDTR register).

Table-Indicator bit: Specifies the descriptor table to use. A clear bit selects the GDT; a
set bit selects the current LDT.

Requested Privilege Level: When this field contains a privilege level having a greater
value (i.e., less privileged) than the program, it overrides the program’s privilege level.
When a program uses a segment selector obtained from a less privileged program. this
makes the memory access take place with the privilege level of the less privileged pro-
gram. This is used to guard against a security violation, in which a less privileged pro-
gram uses a more privileged program to access protected data.

For cxample. systcm utilities or device drivers must run with a high level of privilege in
order to access protected facilities, such as the control registers of peripheral interfaces.
But they must not interfere with other protected facilities, even if a request to do so is

15 3z140

n TABLE INDICATOR (0 = GDT, 1 = LDT)
RPL  AEQUESTED PRIVILEGE LEVEL
{00 = MOST PRIVILEGED, 11 = LEAST)

Figure 5-7. Segment Selector
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received from a less privileged program. If a program requested reading a sector of disk
into memory occupied by a more privileged program, such as the operating system, the
RPL can be used to generate a general-protection exception when the segment selector
obtained from the less privileged program is used. This exception occurs even though the
program using the segment selector would have a sufficient privilege level to perform the
operation on its own.

Because the first entry of the GDT is not used by the processor, a selector which has an
index of 0 and a table indicator of 0 (i.c.. a selector which points to the first entry of the
GDT) is used as a “null selector.” The processor does not generate an exception when a
segment register (other than the CS or SS registers) is loaded with a null selector. Tt
does, however, generate an exception when a segment register holding a null selector is
used to access memory. This feature can be used to initialize unused segment registers.

5.2.3 Segment Descriptors

A segment descriptor is a data structure in memory which provides the processor with
the size and location of a segment, as well as control and status information. Descriptors
typically are created by compilers, linkers, loaders. or the operating system, but not
application programs. Figure 5-8 illustrates the two general descriptor formats. The sys-
tem segment descriptor is described more fully in Chapter 6. All types of segment de-
scriptors take one of these formats.

Base: Defines the location of the segment within the 4 gigabyte physical address space.
The processor puts together the three base address fields to form a single 32-bit value.

Granularity bit: Turns on scaling of the Limit field by a factor of 4096 (2'%). When the
bit is clear, the segment limit is interpreted in units of one byte; when set, the segment
limit is interpreted in units of 4K bytes (one page). Note that the twelve least significant
bits of the address are not tested when scaling is used. For example, a limit of 0 with the
Granularity bit set results in valid offsets from 0 to 4095. Also note that only the Limit
field is affected. The base address remains byte granular,

Limit: Defines the size of the segment. The processor puts together the two limit fields
to form a 20-bit value. The processor interprets the limit in one of two ways, depending
on the setting of the Granularity bit:

1. If the Granularity bit is clear. the Limit has a value from [ byte to 1 megabyte, in
increments of 1 byte.

2. If the Granularity bit is set, the Limit has a value from 4 kilobytes to 4 gigabytes, in
increments of 4K bytes.

For most segments, a logical address may have an offset ranging from 0 to the limit.
Other offsets generate exceptions. Expand-down segments reverse the sense nf the Limit
field; they may be addressed with any offset except those from 0 1o the limit (see the
Type field. below). This is done to allow segments to be created in which increasing the
value held in the Limit field allocates new memory at the bottom of the segment’s
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Figure 5-8. Segment Descriptors

address space, rather than at the top. Expand-down segments are intended to hold
stacks, but it is not necessary to use them. If a stack is going to be put in a segment which

does not need to change

size, it can be a normal data segment.

DT field: The descriptors for application segments have this bit set. This bit is clear for
system segments and gates,

Type: The interpretation of this field depends on whether the segment descriptor is for
an application segment or a system segment. System segments have a slightly different
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descriptor format. discussed in Chapter 6. The Type field of a memory descriptor spec-

mlth;::;nd of access which may be made to a scgment, and its direction of growth (see
e 5-1).

For data segments. the three lowest bits of the type field can be interpreted as expand-
down (E). write enable (W), and accessed (A). For code segments, the three lowest bits

of the type ficld can be interpreted as conforming (C). read emable (R). and
accessed (A).

Data segments can be read-only or read/write, Stack segments are data segments which
must be read/write. Loading the SS register with a segment selector for any other type of
segment generates a general-protection exception. If the stack segment needs to be able
to change size, it can be an expand-down data segment. The meaning of the segment
limit is reversed for an expand-down segment. While an offset in the range from 0 to the
segment limit is valid for other kinds of segments (outside this range a general-
protection exception is generated). in an expand-down segment these offsets are the
ones which generate exceptions. The valid offsets in an expand-down segment are those
which generate exceptions in the other kinds of segments. Other segments must be
addressed by offsets which are equal or less than the segment limit. Offsets into expand-
down segments always must be greater than the segment limit. This interpretation of the
segment limit causes memory space to be allocated at the bottom of the segment when
the segment limit is increased, which is correct for stack segments because they grow
toward lower addresses. If the stack is given a segment which does not change size, it
does not need to be an expand-down segment.

Code segments can be execute-only or execute/read. An execute/read segment might be
used, for example, when constants have been placed with instruction code in a ROM. In

Table 5-1. Application Segment Types

Number E w A Type Description
0 0 0 0 Data Read-Only
1 1] 0 1 Data Read-Only, accessed
2 0 1 0 Data Read/Write
3 1] 1 1 Data Read Write, accessed
4 1 0 0 Data Read-Only, expand-down
5 1 0 1 Data Read-Only, expand-down, accessed
6 1 1 0 Data Read/Write, expand-down
7 1 1 1 Data Read/Write, expand-down, accessed
Number c R A Type Description
8 0 o 0 Code Execute-Only
9 0 0 1 Code Execute-Only, accessed
10 0 1 0 Code Execute/Read
1 0 1 1 Code Execute/Read, accessed
12 0 0 a Code Execute-Only, conforming
13 0 0 1 Code Execute-Only, conforming, accessed
14 0 1 0 Code Execute/Read-Only, conforming
15 0 1 1 Code Execute Read-Only, conforming, accessed
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this case, the constants can be read either by using an instruction with a CS override
prefix or by placing a segment selector for the code segment in a segment regisier for a

data segment.

Code segments can be either conforming or non-conforming. A transfer of execution
into a more privileged conforming segment keeps the current privilege level. A transfer
into a non-conforming segment at a different privilege level results in a general-
protection exception, unless a task gate is used (see Chapter 6 for a discussion of multi-
tasking). System utilities which do not access protected facilities, such as data-conversion
functions (e.g.. EBCDIC/ASCII translation, Huffman encoding/decoding. math library)
and some types of exceptions (e.g.. Divide Error, INTO-detected overflow, and BOUND
range exceeded) may be loaded in conforming code segments.

The Type field also reports whether the segment has been accessed. Segment descriptors
initially report a segment as having been accessed. If the Type field then is set to a value
for a segment which has not been accessed, the processor restores the value if the seg-
ment is accessed. By clearing and testing the low bit of the Type ficld. software can
monitor segment usage (the low bit of the Type field also is called the Accessed bit).

For example, a program development system might clear all of the Accessed bits for the
segments of an application. If the application crashes, the states of these bits can be used
to generate a map of all the segments accessed by the application. Unlike the break-
points provided by the debugging mechanism (Chapter 12), the usage information ap-
plies to segments rather than physical addresses.

Note that the processor updates the Type field when a segment is accessed. even if the
access is a read cycle. If the descriptor tables have been put in ROM, it is necessary for
the hardware designer to prevent the ROM from being enabled onto the data bus during
a write cycle. It also is necessary to return the READY # signal to the processor when a
write cycle 1o ROM occurs, otherwise the cycle does not terminate.,

DPL (Descriptor Privilege Level): Defines the privilege level of the segment. This is used
to control access to the segment, using the protection mechanism described in Chapter 6.

Segment-Present bit: If this bit is clear, the processor generates a segment-not-present
exception when a selector for the descriptor is loaded into a segment register. This is
used to detect access to segments which have become unavailable. A segment can be-
come unavailable when the system needs to create free memory. Items in memory, such
as character fonts or device drivers, which currently are not being used are de-allocated.
An item is de-allocated by marking the segment “not present” (this is done by clearing
the Segment-Present bit). The memory occupied by the segment then can be put to
another use. The next time the de-allocated item is needed, the segmeni-not-present
exception will indicate the segment needs to be loaded into memory. When this kind of
memory management is provided in a manner invisible to application programs, it is
called virtual memory. A system may maintain a total amount of virtual memory far larger
than physical memory by keeping only a few segments present in physical memory at any
one time.

5-14

Absolute Exhibit No. 1035
Page 039



w MEMORY MANAGEMENT

Figure 5-9 shows the t'urmat_ of a descriptor when the Segment-Present bit is clear. When
this bit is clear, the operating system is free 1o use the locations marked Available to

store its own data, such as information regarding the whereabouts of the missing
secgment.

5.2.4 Segment Descriptor Tables

A segment descriptor table is an array of segment descriptors. There are two kinds of
descriptor tables:

» The global descriptor table ( GDT)
* The local descriptor tables (LDT)

There is one GDT for all tasks, and an LDT for cach task being run. A descriptor table
is an array of segment descriptors, as shown in Figure 5-10. A descriptor table is variable
in length and may contain up 10 8192 (21%) descriptors. The first descriptor in the GDT
is not used by the processor. A segment selector to this “null descriptor” does not
generate an exception when loaded into a segment register, but it always generates an
exception when an attempt is made to access memory using the descriptor. By initializing
the segment registers with this segment selector, accidental reference to unused segment
registers can be guarantced fo generate an exception.

5.2.5 Descriptor Table Base Registers

The processor finds the global descriptor table (GDT) and interrupt descriptor table
(IDT) using the GDTR and IDTR registers. These registers hold descriptors for tables
in the physical address space. They also hold limit values for the size of these tables {see
Figure 5-11).

The limit value is expressed in bytes. As with segments, the limit value is added to the
base address to get the address of the last valid byte. A limit value of 0 results in exactly
one valid byte. Because segment descriptors are always eight bytes, the limit should

1T1'1% %14
31 6543210987 0
D o
AVAILABLE o| P || TYPE AVAILABLE -4
L
AVAILABLE o0

Figure 5-9. Segment Descriptor (Segment Not Present)
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Figure 5-10. Descriptor Tables

always be one less than an integral multiple of eight (ie., 8N — 1). The LGDT and

SGDT instructions read and write the GDTR register; the LIDT and SIDT instructions
rcad and write the IDTR register.

A third descriptor mtllle is the local descriptor table (LDT). It is found using a 16-bit
segment selector held in the LDTR register. The LLDT and SLDT instructions read and
write the segment selector in the LDTR register, The LDTR register also holds the base

address and limit for the LDT, but these are loaded automatically by the processor from
the segment descriptor for the LDT. T2k
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Figure 5-11. Descriptor Table Base Register

5.3 PAGE TRANSLATION

A linear address is a 32-bit address into a uniform, unsegmented address space. This
address space may be a large physical address space (i.e., an address space composed of
4 gigabytes of RAM), or paging may be used to simulate this address space using a small
amount of RAM and some disk storage. When paging is used, a linear address is trans-
lated into its corresponding physical address, or an exception is generated. The excep-
tion gives the operating system a chance to read the page from disk (perhaps sending a
different page out to disk in the process). then restart the program which generated the
exception.

Paging is different from segmentation through its use of small, fixed-size pages. Unlike
segments, which usually are the same size as the data structures they hold, on the 386
DX microprocessor, pages are always 4K bytes. If segmentation is the only form of
address translation which is used, a data structure which is present in physical memory
will have all of its parts in memory. If paging is used, a data structure may be partly in
memory and partly in disk storage.

The information which maps linear addresses into physical addresses and exceptions is
held in data structures in memory, called page tables. As with segmentation, this infor-
mation is cached in processor registers to minimize the number of bus cycles required
for address translation. Unlike segmentation, these processor registers are completely
invisible to application programs. (For testing purposes, these registers are visible to
programs running with maximum privileges; see Chapter 10 for details.)

The paging mechanism treats the 32-bit lincar address as having three parts, two 10-bit
indexes into the page tables and a 12-bit offsct into the page addressed h)-.the page
tables. Because both the virtual pages in the lincar address space and the physical pages
of memory are aligned to 4K-bvte page boundaries, there is no need to modify the low 12
bits of the address. These 12 bits pass straight through the paging hardware, whether
paging is enabled or not. Note that this is different from segmentation, because segments
can start at any byte address.
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The upper 20 bits of the address are used to index into the page tables. If every page in
the linear address space were mapped by a single page table in RAM, 4 megabytes
would be needed. This is not done. Instead, two levels of page tables are used. The top
level page table is called the page directory. It maps the upper 10 bits of the linear
address to the second level of page tables. The second level of page tables maps the
middle 10 bits of the linear address to the base address of a page in physical memory
(called a page frame address), or 10 an exception.

An exception also may be generated by an entry in the page directory. This gives the
operating system a chance to bring in a page table from disk storage. By allowing the
second-level page tables to be sent to disk, the paging mechanism can support mapping
of the entire linear address space using only a few pages in memory.

The CR3 register holds the page frame address of the page directory. For this reason, it
also is called the page directory base register or PDBR. The upper 10 bits of the linear
address are scaled by four (the number of bytes in a page table entry) and added to the
value in the PDBR register to get the physical address of an entry in the page directory.
Because the page frame address is always clear in its lowest 12 bits, this addition is
performed by concatenation (replacement of the low 12 bits with the scaled index).

When the entry in the page directory is accessed, a number of checks are performed.
Exceptions may be generated if the page is protected or is not present in memory. If no
exception is generated, the upper 20 bits of the page table entry are used as the page-
frame address of a second-level page table. The middle 10 bits of the linear address are
scaled by four (again. the size of a page table entry) and concatenated with the page
frame address to get the physical address of an entry in the second-level page table.

Again, access checks are performed, and exceptions may be generated. If no exception
occurs, the upper 20 bits of the second-level page table entry are concatenated with the

lowest 12 bits of the linear address to form the physical address of the operand (data) in
MEmory.

Although this process may seem complex, it all takes place with very little overhead. The
processor has a cache for page table entries called the translation lookaside buffer
(TLB). The TLB satisfies most requests for reading the page tables. Extra bus cycles
occur only when a new page is accessed. The page size (4K bytes) is large enough so that
very few bus cycles are made to the page tables, compared to the number of bus cycles
made to instructions and data. At the same time, the page size is small enough to make
efficient use of memory. (No matter how small a data structure is, it occupies at least
one page of memory: page sizes larger than 4K bytes waste memory.)

5.3.1 PG Bit Enables Paging

If paging is enabled, a second stage of address translation is used to generate the phys-
ical address from the linear address. If paging is not enabled. the linear address is used
as the physical address.

5-18
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Paging is enabled_ when bit 31 (the PG bit) of the CRO register is set. This bit usually is
set by the operating system during software initialization. The PG bit must be set if the

operating system is running more than one program in virtual-8086 mode or if demand-
paged virtual memory is used.

5.3.2 Linear Address

A linear address is mapped to a physical address by specifying a page table, a page

W:'jg:rin that table. and an offset within that page. Figure 5-12 shows the format of a linear
address.

Figure 5-13 shows how the processor translates the DIR, PAGE, and OFFSET ficlds of
a linear address into the physical address using two levels of page tables. The addressing
mechanism uses the DIR field as an index into a page directory, uses the PAGE field as
an index into the page table determined by the page directory, and uses the OFFSET
field to address an operand within the page specified by the page table.

5.3.3 Page Tables

A page table is an array of 32-bit entries. A page table is itself a page, and contains 4096
bytes of memory or, at most, 1K 32-bit entries.

Two levels of tables are used to address a page of memory. The top level is called the
page directory. It addresses up to 1K page tables in the second level. A page table in the
second level addresses up to 1K pages in physical memory. All the tables addressed by
one page directory, therefore, can address 1M or 2* pages. Because each page contains
4K or 2'* bytes, the tables of one page directory can span the entire linear address space

of the 386 DX microprocessor (2 x 212 = 2%%),

The physical address of the current page directory is stored in the CR3 register, also
called the page directory base register (PDBR). Memory management software has the
option of using one page direciory for all tasks, one page directory for each task, or some
combination of the two. See Chapter 10 for information on initialization of the CR3
register. See Chapter 7 for how the contents of the CR3 register can change for each
task.

31 a2 1u7n ]

Figure 5-12. Format of a Linear Address

5-19

Absolute Exhibit No. 1035
Page 044



intgl” MEMORY MANAGEMENT

PAGE FRAME
| or | eace | oerser |
PHYSICAL
- ADODRESS
PAGE DIRECTORY PAGE TABLE T
Lo| PG TEL ENTRY
Le] DR ENTRY
s L
2403311
Figure 5-13. Page Translation
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Figure 5-14. Format of a Page Table Entry

5.3.4 Page-Table Entries

Entries in either level of page tables have the same format. Figure 5-14 illustrates this
format.

5.3.4.1 PAGE FRAME ADDRESS

The page frame address is the base address of a page. Because pages are located on
4K-byte boundanes, the lowest 12 bits of the page frame address are always clear. In a
page table entry, the upper 20 bits arc used to specify a page frame address, and the
lowest 12 bits specify control and status bits for the page. In a page directory, the page
frame address is the address of a page table. In a second-level page table, the page frame
address is the address of a page containing instructions or data. E
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5.3.4.2 PRESENT BIT

The Pn?sem bi_t indicates whether the page frame address in a page table entry maps o
a page in physical memory. When set. the page is in memory.

When the Present bit is clear, the page is not in memory. and the rest of the page table
entry is available for the operating system. for example, to store information regarding
the whereabouts of the missing page. Figure 5-15 illustrates the format of a page table
entry when the Present bit is clear,

If the Present bit is clear in either level of page tables when an attempt is made to use a
page table entry for address translation, a page-fault exception is generated. In systems

which support demand-paged virtual memory, the following sequence of events then
occurs:

1. The operating system copies the page from disk storage into physical memory.

2. The operating system loads the page frame address into the page table entry and
sets its Present bit. Other bits, such as the R/W bit, may be set. too.

3. Because a copy of the old page table entry may still exist in the translation lookaside
buffer (TLB), the operating system empties it. See Section 5.3.5 for a discussion of
the TLB and how to empty it.

4. The program which caused the exception is then restarted.

Note that there is no Present bit for the page directory. Although the page directory may
be in disk storage while the tasks which use it are suspended. it must be brought into
memory before any of these tasks may be run.

5.3.4.3 ACCESSED AND DIRTY BITS

These bits provide data about page usage in both levels of page tables. The Accessed bit
is used to report read or write access to a page or second-level page table. The Dirty bit
is used to report write access to a page.

With the exception of the Dirty bil in a page directory entry, these bits are set by the
hardware; however, the processor does not clear either of these bits. The processor sets
the Accessed bits in both levels of page tables before a read or write operation to a page.
The processor sets the Dirty bit in the second-level page table before a write operation
to an address mapped by that page table entry. The Dirty bit in directory entries is
undefined.

31 10

AVAILABLE o

Figure 5-15. Format of a Page Table Entry for a Not-Present Page
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The operating svstem may use the Accessed bit when it needs to create some free mem-
ory by sending a page or second-level page table to disk storage. By periodically clearing
the Accessed bits in the page tables, it can see which pages have been used recently.
Pages which have not been used are candidates for sending out to disk.

The operating system may use the Dirty bit when a page is sent back to disk. By clearing
the Dirty bit when the page is brought into memory, the operating system can see if it
has received any write access. If there is a copy of the page on disk, and the copy in
memory has not received any writes, there is no need to update disk from memory.

See Chapter 11 for how the 386 DX microprocessor updates the Accessed and Dirty bits
in multiprocessor systems.

5.3.4.4 READ/WRITE AND USER/SUPERVISOR BITS

The Read/Write and User/Supervisor bits are used for protection checks applied to
pages, which the processor performs at the same time as address translation. See Chap-
ter 6 for more information.

5.3.5 Translation Lookaside Buffer

The processor stores the most recently used page table entries in an on-chip cache,
called the translation lookaside buffer or TLB. Most paging is performed using the

contents of the TLB. Bus cycles to the page tables are performed only when a new page
is used. 3

The TLB is invisible to application programs, but not to operating systems. Operating-
system programmers must flush the TLB (dispose of its page table entries) when entries
in the page tables arc changed. If this is not done, old data which has not reccived the
changes might get used for address translation. A change to an entry for a page which is
not present in memory does not require flushing the TLB. because entries for not-
present pages are not cached.

The TLB is flushed when the CR3 register is loaded. The CR3 register can be loaded in
either of two ways:

1. Explicit loading using MOV instructions, such as:

nOV CR3, EAX
POV EAX, CR3 |

13

Implicit loading by a task switch which changes the contents of the CR3 register. ‘
(See Chaplf:l: 7 for more information on task switching.) Note that if the contents of
the CR3 register do not change during a task switch, the TLB is not flushed.

522 |
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5.4 COMBINING SEGMENT AND PAGE TRANSLATION

Figure 5-16 combines Figure 5-2 and Figure 5-9 to summarize both stages of translation
from a logical address to a physical address when paging is enabled. Options available in

both stages of address translation can be used to support several different styles of
memory management.

5.4.1 Flat Model

When the 386 DX microprocessor is used to run software written without segments, it
may be desirable to remove the segmentation features of the 386 DX microprocessor.
The 386 DX microprocessor does not have a mode bit for disabling segmentation, but
the same effect can be achieved by mapping the stack, code, and data spaces to the same
range of linear addresses. The 32-bit offsets used by 386 DX microprocessor instructions
can cover the entire linear address space.

16 0 32 o
e e I seector | OFFSET ]
DESCRIPTOR TABLE

PAGE FRAME

PAGE DIRECTORY PFAGE TABLE

PHYSICAL
— e ADDRESS
i

240331}

Figure 5-16. Combined Segment and Page Address Translation
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When paging is used, the segments can be mapped to the entire linear address space. If
more than one program is being run at the same time, the paging mechanism can be
used to give each program a separate address space.

5.4.2 Segments Spanning Several Pages

The Intel386™ architecture allows segments which are larger the size of a page
(4K bytes). For example. a large data structure may span thousands of pages. If paging
were not used. access to any part of the data structure would require the entire data
structure to be present in physical memory. With paging, only the page containing the
part being accessed needs to be in memory.

5.4.3 Pages Spanning Several Segments

Segments also may be smaller than the size of a page. If one of these segments is placed
in a page which is not shared with another segment, the extra memory is wasted. For
example, a small data structure. such as a 1-bvte semaphore, occupies 4K bytes if it is
placed in a page by itself. If many semaphores are used, it is more efficient to pack them
into a single page.

5.4.4 Non-Aligned Page and Segment Boundaries

The Intel386 architecture does not enforce any correspondence between the boundaries
of pages and segments. A page may contain the end of one segment and the beginning of
another. Likewise, a segment may contain the end of one page and the beginning of
another.

5.4.5 Aligned Page and Segment Boundaries

Memory-management software may be simpler and more efficient if it enforces some
alignment between page and segment boundaries. For example. if a segment which may
fit in one page is placed in two pages, there may be twice as much paging overhead to
support access to that segment.

5.4.6 Page-Table Per Segment

An approach to combining paging and segmentation which simplifies memory-
management software is to give each segment its own page table, as shown in
Figure 5-17. This gives the segment a single entry in the page directory which provides
the access control information for paging the segment.
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Figure 5-17. Each Segment Can Have Its Own Page Table
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For all types of segments except expand-down data segments (stack segments), the value

of the limit is one less than the size, in bytes, of the segment. The processor causes a
general-protection exception in any of these cases:

e Attempt to access a memory byte at an address > limit
e Attempt to access a memory word at an address > (limit — 1)

e Attempt to access a memory doubleword at an address > (limit — 3)

For expand-down data segments, the limit has the same function but is interpreted
differently. In these cases the range of valid offsets is from (limit + 1) to 22 —1. An

expand-down segment has maximum size when the segment limit is 0.

Limit checking catches programming errors such as runaway subscripts and invalid
pointer calculations. These errors are detected when they occur, so identification of the
cause is easier. Without limit checking, these errors could overwrite critical memory in
another module, and the existence of these errors would not be discovered until the
damaged module crashed. an event which may occur long after the actual error. Protec-
tion can block these errors and report their source.

In addition to limit checking on segments, there is limit checking on the descriptor
tables. The GDTR and LDTR registers contain a 16-bit limit value. It is used by the
processor to prevent programs from selecting a segment descriptor outside the descrip-
tor table. The limit of a descriptor table identifies the last valid byte of the table. Be-
cause each descriptor is eight bytes long, a table which contains up to N descriptors
should have a limit of SN — 1.

A descriptor may be given a zero value. This refers to the first descriptor in the GDT,
which is not used. Although this descriptor may be loaded into a segment register, any
attempt to reference memory using this descriptor will generate a general-protection
exception.

6.2.3 Privilege Levels

The protection mechanism recognizes four privilege levels, numbered from 0 to 3. The
greater numbers mean lesser privileges. If all other protection checks are satisfied, a
general-protection exception is generated if a program atiempts 10 access a segment
using a less privileged level (greater privilege number) than that applied to the segment.

Although no control register or mode bit is provided for turning off the protection
mechanism, the same effect can be achieved by assigning all privilege Iew._:is the valut: of
0. (The PE bit in the CRO register is not an enabling bit for the protection mechanism
alone: it is used to enable “protected mode,” the mode of program execution in which
the full 32-bit architecture is available. When protected mode is disabled, the processor
operates in “real-address mode.” where it appears as a fast, enhanced 8086 processor.)

6-5
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Privilege levels can be used to improve the reliability of operating systems. By giving the
operating system the highest privilege level, it is protected from damage by bugs in other
programs. If a program crashes, the operating system has a chance to generate a diag-
nostic message and attempt recovery procedures.

Another level of privilege can be established for other parts of the system software, such
as the programs which handle peripheral devices, called device drivers. If a device driver
crashes, the operating system should be able to report a diagnostic message, so it makes
sense to protect the operating system against bugs in device drivers. A device driver,
however, may service an important peripheral such as a disk drive. If the application
program crashed, the device driver should not corrupt the directory structure of the disk,
50 it makes sense to protect device drivers against bugs in applications. Device drivers
should be given an intermediate privilege level between the operating system and the
application programs. Application programs are given the lowest privilege level.

Figure 6-2 shows how these levels of privilege can be interpreted as rings of protection.
The center is for the segments containing the most critical software, usually the kernel of
an operating system. Outer rings are for less critical software.

PROTECTION RINGS

OPERATING SYSTEMKERNEL

OPERATING SYSTEM
SERVICES (DEVICE

W 'Q

Figure 6-2. Protection Flags
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The following data structures contain privilege levels:

+ The lowest two bits of the CS segment register hold the current privilege level (CPL).
This is the privilege level of the program being run. The lowest two bits of the S8
register also hold a copy of the CPL. Normally, the CPL is equal to the privilege level
of the code segment from which instructions are being fetched. The CPL changes
when control is transferred to a code segment with a different privilege level.

» Segment descriptors contain a field called the descriptor privilege level (DPL). The
DPL is the privilege level applied to a segment.

o Segment selectors contain a field called the requested privilege level (RPL). The RPL is
intended to represent the privilege level of the procedure which created the selector.
If the RPL is a less privileged level than the CPL, it overrides the CPL. When a more
privileged program receives a segment selector from a less privileged program, the
RPL causes the memory access take place at the less privileged level.

Privilege levels are checked when the selector of a descriptor is loaded into a segment
register. The checks used for data access differ from those used for transfers of execu-

tion among execulable segments; therefore, the two types of access are considered sep-
arately in the following sections.

6.3 RESTRICTING ACCESS TO DATA

To address operands in memory, a segment selector for a data segment must be loaded
into a data-segment register (the DS, ES, FS, GS, or §S registers). The processor checks
the segment’s privilege levels. The check is performed when the segment selector is
loaded. As Figure 6-3 shows, three different privilege levels enter into this type of priv-
ilege check.

The three privilege levels which are checked are:

1. The CPL (current privilege level) of the program. This is held in the two least-
significant bit positions of the CS register.

2. The DPL (descriptor privilege level) of the segment descriptor of the segment con-
taining the operand.

3. The RPL (requestor’s privilege level) of the selector used to specify the segment
containing the operand. This is held in the two lowest bit positions of the segment
register used to access the operand (the SS. DS, ES, FS, or GS registers). If the
operand is in the stack segment, the RPL is the same as the CPL.

Instructions may load a segment register only if the DPL of the segment is the same or a
less privileged level (greater privilege number) than the less privileged of the CPL and
the selector’s RPL.

The addressable domain of a task varies as its CPL changes. When the CPL is 0, data
segments at all privilege levels are accessible; when the CPL is 1. only data segments at
privilege levels 1 through 3 are accessible: when the CPL is 3, only data segments at
privilege level 3 are accessible.
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a segment descriptor, is writable, and has a DPL which is a less privilcgcd level than
either the CPL or the sclector's RPL. Code segments are never writable, whether con-
forming or not.

6.7.2 Pointer Integrity and RPL

The requested privilege level (RPL) can prevent accidental use of pointers which crash
more privileged code from a less privileged level.

A common example is a file system procedure, FREAD (file_id, n_bytes, hpffcr_ptr].
This hypothetical procedure reads data from a disk file into a buffer, overwriting what-
ever is already there. It services requests from programs operating at the application
level, but it must run in a privileged mode in order to read from the system 1/O buffer, If
the application program passed this procedure a bad buffer pointer, one which pointed
at critical code or data in a privileged address space, the procedure could cause damage
which would crash the system.

Use of the RPL can avoid this problem. The RPL allows a privilege override to be
assigned to a selector, This privilege override is intended to be the privilege level of the
code segment which generated the segment selector. In the above example, the RPL
would be the CPL of the application program which called the system level procedure.
The 386 DX microprocessor automatically checks any segment selector loaded into a
segment register to determine whether its RPL allows access.

To take advantage of the processor’s checking of the RPL, the called procedure need
only check that all segment selectors passed to it have an RPL for the same or a less
privileged level as the original caller’s CPL. This guarantees that the segment selectors
are not more privileged than their source. If a selector is used to access a segment which
the source would not be able to access directly, i.e., the RPL is less privileged than the
segment’'s DPL, a general-protection exception is generated when the selector is loaded
into a segment register.

ARPL (Adjust Requested Privilege Level) adjusts the RPL ficld of a segment selector to
be the larger (less privileged) of its original value and the value of the RPL field for a
segment selector stored in a general register. The RPL fields arc the two least significant
bits of the segment selector and the register. The latter normally is a copy of the caller’s
CS register on the stack. If the adjustment changes the selector’s RPL, the ZF flag is set;
otherwise, the ZF flag is cleared.

6.8 PAGE-LEVEL PROTECTION

Protection applies to both segments and pages. When the flat model for memory seg-

mentation has been used, page-level protection prevents programs from interfering with
each other.
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the current iteration with the registers set to execute the next iteration. But if the excep-

tion is a fault, the processor registers are restored to the state they held before execution
of the instruction began. This permits instruction restart.

Instruction restart is used to handle exceptions which block access to operands. For
example, an application program could make reference to data in a segment which is not
present in memory. When the exception occurs, the exception handler must load the
segment (probably from a hard disk) and resume execution beginning with the instruc-
tion which caused the exception. At the time the exception occurs, the instruction may
have altered the contents of some of the processor registers. If the instruction read an
operand from the stack, it is necessary to restore the stack pointer to its previous value.
All of these restoring operations are performed by the processor in a manner completely
transparent to the application program.

When a fault occurs, the EIP register is restored to point to the instruction which re-
ceived the exception. When the exception handler returns, execution resumes with this
instruction.

9.3 ENABLING AND DISABLING INTERRUPTS

Certain conditions and flag settings cause the processor to inhibit certain kinds of inter-
rupts and exceptions.

9.3.1 NMI Masks Further NMis

While an NMI interrupt handler is executing, the processor disables additional calls to
the procedure or task which handles the interrupt until the next IRET instruction is
executed. This prevents stacking up calls to the interrupt handler.

9.3.2 IF Masks INTR

The IF flag can turn off servicing of interrupts received on the INTR pin of the proces-
sor. When the IF flag is clear, INTR interrupts are ignored; when the IF flag is set,
INTR interrupts are serviced. As with the other flag bits, the processor clears the IF flag
in response to a RESET signal. The STI and CLI instructions set and clear the IF flag.

CLI (Clear Interrupt-Enable Flag) and STI (Set Interrupt-Enable Flag) put the IF flag
{bit 9 in the EFLAGS register) in a known state. These instructions may be executed
only if the CPL is an equal or more privileged level than the IOPL. A general-protection
exception is generated if they are executed with a lesser privileged level.

The IF flag also is affected by the following operations:

The PUSHEF instruction stores all flags on the stack, where they can be examined and
i modified. Th:: POPF instruction can be used to load the modified form back into the

EFLAGS register.
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e Task switches and the POPF and IRET instrucuons load the EFLAGS register:
therefore, they can be used 1o modify the setting of the IF flag.

e Interrupts through interrupt gates automatically clear the IF flag. which disables in-
terrupts. (Interrupt gates are explained later in this chapter.)

9.3.3 RF Masks Debug Fauits

The RF flag in the EFLAGS register can be used to turn off servicing of debug faults. It
it is clear, debug faults are serviced; if it is set, they are ignored. This is used to suppress
muttiple calls to the debug exception handler when a breakpoint occurs.

For example. an instruction breakpoint may have been set for an instruction which ref-
erences data in a segment which is not present in memory. When the instruction is
executed for the first time, the breakpoint generates a debug exception. Before the

handler returns. it should set the RF flag in the copy of the EFLAGS register
saved on the stack. This allows the segment-not-present fault to be reported afier the
debug exception handler 1ransfers execution back 1o the instruction. If the flag is not set.
another debug exception occurs after the debug exception handler returns.

The processor sets the RF bit in the saved contents of the EFLAGS register when the
other faults occur. so multiple debug exceptions are not generated when the instruction
is restaried due to the segment-not-present fault. The processor clears its RF flag when
the execution of the faulting instruction completes. This allows an instruction breakpoint
to be gencrated for the following instruction. (See Chapter 12 for more information or
debugging )

9.3.4 MOV or POP to SS Masks Some Exceptions and Interrupts

Software which needs to change stack segments often uses a pair of instructions; for
example:

My 35, A
oy ESP, StackTop

If an interrupt or exception occurs after the segment selector has been loaded but before

[heESngislcrhﬂshEtﬂInaded.thmctwnpaﬂsn{lhelogjcaladdﬁs&imoﬂlesﬂ
space are inconsistent for the duration of the interrupt or exception handler.

To prevent this situation, the 386 DX microprocessor inhibits interrupts, debug excep-
tions, and single-step trap exceptions after either 2 MOV to SS instruction or a POP ic
SS instruction, until the instruction boundary following the next imstruction is reached
General-protection faults may still be generated. [f the LSS instruction is used to modify
the contents of the SS register. the problem does not occur.
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already have been read into the processor. A JMP instruction immediately after the

LMSW instruction changes the flow of execution, so it has the effect of emptying the
processor of instructions which have been fetched or decoded.

After entering protected mode, the segment registers continue to hold the contents they

had in real-address mode. Software should reload all the segment registers. Execution in
protected mode begins with a CPL of (.

10.4 SOFTWARE INITIALIZATION IN PROTECTED MODE

The data structures needed in protected mode are determined by the memory-
management features which are used. The processor supports segmentation models
which range from a single. uniform address space (flat model) to a highly structured
model with several independent, protected address spaces for each task (multisegmented
model). Paging can be enabled for allowing access to large data structures which are
partly in memory and partly on disk. Both of these forms of address translation require

data structures which are set up by the operating system and used by the memory-
management hardware.

10.4.1 Segmentation

A flat model without paging only requires a GDT with one code and one data segment
descriptor. A flat model with paging requires code and data descriptors for supervisor
mode and another set of code and data descriptors for user mode. In addition, it
requires a page directory and at least one second-level page table.

A multisegmented model may require additional segments for the operating system, as
well as segments and LDTs for each application program. LDTs require segment de-
scriptors in the GDT. Most operating systems, such as O5/2, allocate new segments and
LDTs as they are needed. This provides maximum flexibility for handling a dynamic
programming environment, such as an engincering workstation. An embedded system,
such as a process controller, might pre-allocate a fixed number of segments and LDTs
for a fixed number of application programs. This would be a simple and efficient way to
structure the software environment of a system which requires fast real-time
performance.

10.4.2 Paging

Unlike segmentation, paging is controlled by a mode bit. If the PG bit in the CRO
register is clear (its state following reset initialization), the paging mechanism is com-
pletely absent from the processor architecture seen by programmers.

If the PG bit is set, paging is enabled. The bit may be set using a MOV CRO instruction.
Before setting the PG bit, the following conditions must be true:

o Software has created at least two page tables, the page directory and at least one
second-level page table.
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« The PDBR register (same as the CR3 register) is loaded with the base address of the
page directory.

» The processor is in protected mode (paging is not available in real-address mode). If
all other restrictions are met, the PG and PE bits can be set at the same time.

As with the PE bit, setting the PG bit must be followed immediately with a JMP instruc-
tion. (Alternatively, the code which sets the PG bit can come from a page which has the
same physical address after paging is enabled.)

10.4.3 Tasks
If the multitasking mechanism is not used, it is unnecessary to initialize the TR register.

If the multitasking mechanism is used, a TSS and a TSS descriptor for the initialization
software must be created. TSS descriptors must not be marked as busy when they are
created; TSS descriptors should be marked as busy only as a side-effect of performing a
task switch. As with descriptors for LDTs. TSS descriptors reside in the GDT. The LTR
instruction is used to load a selector for the TSS descriptor of the initialization software
into the TR register. This instruction marks the TSS descriptor as busy, but does not
perform a task switch. The selector must be loaded before performing the first task
switch, because a task switch copies the current task state into the TSS. After the LTR
instruction has been used, further operations on the TR register are performed by task

switching. As with segments and LDTs, TSSs and TSS descriptors can be either preallo-
cated or allocated as needed.

10.5 TLB TESTING

The 386 DX microprocessor provides a mechanism for testing the translation lookaside
buffer (TLB), the cache used for translating linear addresses to physical addresses. Al-
though failure of the TLB hardware is extremely unlikely, users may wish to include TLB
confidence tests among other power-up tests for the 386 DX microprocessor.

NOTE

This TLB testing mechanism is unique to the 386 DX microprocessor and may not be

continued in the same way in future processors. Software which uses this mechanism
may be incompatible with future processors.

'\ghcn testing the TLB. turn off paging to avoid interference with the test data written to
the TLB.
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