Softex LLC v. Absolute Software Corporation et al., No. 1:22-c¢v-01308 (W.D. Tex.)
Infringement of U.S. Patent No. 8,506,649

This chart shows, on an element-by-element basis, how Absolute Software Corporation and Absolute Software, Inc. (collectively
“Absolute”) infringe Claims 1, 7, 9, 15 of U.S. Patent No. 8,506,649 (the ‘649 Patent”) through the making, using, offering for sale, or
sale in the United States, and/or importation into the United States, of various products and offerings, including Absolute’s persistent
theft detection software accused of infringing the Asserted Patents in Softex’s Complaint and/or in Softex’s Infringement Contentions.
They include, but are not limited to, Absolute Home & Office, Absolute Computrace Persistence, Absolute LoJack, LoJack for Laptops,
Absolute Visibility, Absolute Control, Absolute Resilience, and Computrace software (collectively referred to as “Accused
Instrumentalities™), as well as any other products that Absolute makes, uses, offers for sale, or sells in the United States, and/or imports
into the United States that operate in the manner set forth below.

Softex LLC (“Softex™) further states that Absolute also indirectly infringes each asserted claim in violation of 35 U.S.C. § 271(b)
by taking active steps to encourage and facilitate direct infringement by third parties in the United States, including customers, partners,
and service providers, through the dissemination of the Accused Instrumentalities and the creation and dissemination of promotional
and marketing materials, supporting materials, instructions, product manuals, and/or technical information relating to such products with
knowledge and the specific intent that its efforts would result in the direct infringement of the 649 Patent. For example, Absolute took
active steps to encourage service providers and other customers to use the Accused Instrumentalities in the United States in a manner

that would directly infringe each element as described below, including by marketing the functionality and creating and distributing
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various training programs for use of it. Non-limiting examples of such actions include the following: “Absolute Partners with leading

organizations to bring Endpoint Resilience across the globe.” (https://www.absolute.com/partners/our-partners/); “We've built strong

relationships with manufacturers around the world so that today, most devices roll off the assembly line with Persistence from Absolute
already embedded in the firmware of the machine. Click any of the logos below to see specific devices that Absolute is embedded in.”

(https://www.absolute.com/partners/device-manufacturers/); “To activate a persistent, unbreakable connection to your devices, you'll

need to install a small, client-side agent.” “First, install the agent on a single device to test your installation: 1. Confirm connectivity
with the Network Diagnostics Tool 2. Download the Absolute Agent and install it on your first device 3. Confirm device activation by

checking the Assets page Success! Now you can enroll your remaining devices.” (https://go.absolute.com/Onboarding-Enroll-devices-

Step2.html); “Absolute may be downloaded, installed, and then verified by following these instructions.”

(“https://www.dell.com/support/kbdoc/en-us/000131897/how-to-download-and-install-absolute™); “You can activate your Absolute

Home & Office subscription in just three easy steps” “Purchase a 1-, 2-, or 3-year Absolute Home & Office subscription” “Check your
inbox Look for a welcome email containing your subscription’s activation code” “Download, install, and activate Follow the email

instructions to activate Absolute Home & Office on your PC, tablet or smartphone. That’s it!” (https:/www.hp.com/us-

en/services/consumer/theft-protection.html); “Click: ACTIVATE ACCOUNT ... “A unique installer is generated. This process typically

takes about three minutes. Once generated, click on INSTALL APPLICATION” ... “New users are prompted to create an account
password. Existing users are prompted to sign in. After signing in, the Lenovo Smart Lock portal (https://lenovosignin.absolute.com)

appears.” (https://support.lenovo.com/us/en/solutions/ht512830-lenovo-smart-lock-services-locate-lock-and-recover-your-pc-anytime-
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anywhere”); see also (https://www.lenovo.com/us/en/d/accessories/absolute/?orgRef=https%253 A%252F%252F

www.google.com%252F), as well as the materials cited below. Absolute thus induced, and continues to actively induce, the direct

infringement of the 629 Patent by service providers and other customers by distributing the Accused Products and, among other things,
creating and distributing various programs that train customers to use them in an infringing manner.

Softex further notes that this chart contains an exemplary, non-limiting description of Absolute’s infringement that is
representative of how each Accused Instrumentality infringes the *649 Patent. Softex further notes that it makes these contentions based
on the information reasonably available to it at this time because discovery has not commenced, and Absolute has not provided any
documents concerning its infringement, including any source code for the Accused Instrumentalities.

As demonstrated below, Softex contends that each element of each asserted claim is literally infringed by the Accused
Instrumentalities. Softex further contends that, to the extent that any particular element is shown not to be met literally by the Accused
Instrumentalities, each Accused Instrumentality infringes under the doctrine of equivalents for the reasons set forth below because there
would be no substantial difference between the elements of the asserted claims and the corresponding functionality in the Accused
Instrumentality, i.e., the corresponding functionality in the Accused Instrumentality does substantially the same thing, in substantially
the same way, to achieve substantially the same result(s) as the claimed elements.

Further, the Court has yet to issue its claim construction rulings. Softex thus reserves its right to modify, supplement, and/or
amend these contentions as additional evidence and information become available, including in light of discovery, invalidity, prior art,

claim construction, or any information provided by Absolute or any other party or non-party to this action.
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Electronic device security and tracking system and method
U.S. Patent No. 8,506,649

Claims

[1pre] A mobile electronic device,
comprising:

The Accused Instrumentalities comprise “a mobile device, comprising.”

Absolute Home & Office is installed on laptops comprising mobile electronic devices.

BIOS & Firmware Compatibility Checker

Are your endpoints compatible? Probably — Absolute Persistence is already embedded in devices made by the world’s leading
manufacturers before they leave the factory. But if you need more clarity, choose a manufacturer below to see which models are
supported.
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https://www.absolute.com/partners/device-compatibility/

For example, Absolute Persistence is preinstalled on the following Dell notebooks
and tablets:
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Notebooks & Tablets Models

Alienware Area-51M R2, Aurora R11, Aurora R12, Aurora R13, Aurora
Ryzen, Aurora Ryzen R14, M11x, M15x, M17x, M18x, X15x,
X1Tx
5
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Inspiron 1010, 1011, 1012, 1018, 1090, 1110, 1120, 1121, 1122, 11z,
1200, 1210, 13, 1300, 1308, 1318, 13z, 14 N4050, 1420, 1440,
1464, 1470, 14R, 14z Ultrabook, 15, 1501, 1520, 1521, 1525,
1526, 1545, 1546, 1564, 1570, 15R, 15z Ultrabook, 17, 1720,
1721, 1745, 1750, 1764, 17R, 2200, 3000 2n1, 3000 Series,
3050, 3052, 3059, 3060, 3064, 3135, 3137, 3147, 3152, 3153,
3157, 3158, 3162, 3163, 3164, 3168, 3169, 3179, 3180, 3185,
3195 2n1, 3250, 3252, 3263, 3265, 3268, 3275, 3277, 3290
AIO, 3420, 3421, 3437, 3441, 3442, 3443, 3451, 3452, 3455,
3458, 3459, 3462, 3464 AlO, 3465, 3467, 3468, 3470, 3475,
3475 AIO, 3477 AIO, 3480 AIO, 3481, 3482, 3490, 3493, 3501,
3502, 3505, 3510, 3511, 3515, 3520, 3521, 3531, 3537, 3541,
3542, 3543, 3551, 3552, 3555, 3558, 3559, 3565, 3567, 3568,
3573, 3576, 3580, 3581, 3582, 3583, 3584, 3585, 3590, 3593,
3595, 3650, 3655, 3656, 3668, 3670, 3721, 3737, 3790, 3793,
3880, 3881, 3891, 5000 2n1, 5000 Series, 5310, 5323, 5348,
5368, 5370, 5378, 5379, 5390, 5391, 5400 2n1, 5401, 5410,
54102n1, 5420, 5421, 5423, 5425, 5435, 5437, 5442, 5447,
5448, 5451, 5452, 5455, 5457, 5458, 5459, 5468, 5481 2n1,
5480, 5482, 5485, 5490, 5490 2n1, 5491 2n1, 5493, 5494,
5498, 5501, 5510, 5515, 5518, 5520, 5521, 5523, 5525, 5535,
5537, 5542, 5543, 5545, 5547, 5548, 55755551, 5552, 5555,
5557, 5558, 5550, 5565, 5566, 5567, 5368, 5570, 5576, 5577,
5578, 5579, 5580, 5582, 5584, 5585, 5583, 5584, 5590, 5591
2n1, 5593, 5594, 5598, 5720, 5721, 5735, 5737, 5748, 5748,
5755, 5758, 5759, 5765, 5767, 5770, 6000, 630, 6400, §40M,
7000 Series, 700M, T10M, 7300 2n1, 7348, 7352, 7353, 7359,
7368, 7370, 7373, 7375, 7378, 7380, 7386, 7390 2n1, 7391,
7391 2n1, 7405 2n1, T415, T420, T43T, 7459, TA4T, TA60,
7466, 7467, T4T2, 7490, 7500 2n1, 7501, 7520, 7537, 7547,
7548, 7557, 7558, 7559, 7560, 7366, 7367, 7368, 7569, 7570,
7572, 7573, 7577, 7579, 7580, 7586, 7599, 7590, 7590 2n1,
7591, 7591 2n1, 7610, 7700 AlO, 7720, 7737, 7746, 7773,
7775, 7778, 7779, 7786, 7790 AIO, 7791 2n1, 9300, 9400,
B120, B130, Duo Tablet, E1405, E1505, E1705, M101z, M102z
1122, M301Z, M4010, M4040, M4110, M5010, M5030, M5040,
M5110, N3010, N301Z, N311Z
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Latitude

Latitude Rugged

Netbook UMPC

10 Tablet, 110L, 12 Tablet Extreme 7214, 12 Tablet Rugged
7202, 120L, 13, 131L, 14 Rugged, 14 Rugged Extreme, 2100,
2110, 2120, 2120, 3150, 3160, 3180, 3189, 3190, 3190 2-In-1,
3300, 3301, 3310, 3310 2-in-1, 3311, 3320, 3330, 3340, 3350,
3379, 3380, 3350 2-In-1, 3400, 3410, 3420, 3440, 3450, 3460,
3470, 3480, 3490, 3500, 3510, 3520, 3540, 3550, 3560, 3570,
3580, 3590, 4310, 5175, 5179, 5250, 5280, 5285, 5289, 5290,
5250 2-In-1, 4200, 5300, 5300 2-in-1, 5310, 5310 2-in-1, 5320,
5330, 5400, 5401, 5404, 5410, 5411, 5414, 5420, 5421, 5424,
5430, 5431,5450, 5480, 5480, 5488, 5490, 5481, 5495, 5500,
5501, 5510, 5511, 5520, 5521, 5530, 5531, 5550, 5580, 5580,
5590, 5591, 6410, 6410 ATG, 6430u, 6510, 7200 2-in-1, 7210
2n1, 7212, 7214, 7220, 7250, T275, T280, 7285, 7290, T300,
7310, T320,7320 Detachable Gen 12, 7330, 7350, T370, 7380,
T389, 7389 2-in-1, 7390, 7390 2-In-1, 7400, 7400 2-in-1, T404,
T410, T414, 7420, 7424 7430, 7450, 7480, 7490, 7520, 7530,
9330, 9410, 9410 2n1, 9420, 3430, 9510, 9520, D410, D420,
D430, D510, D520, D530, D531, DE10, DE20, D630, DE30 XFR,
D631, D810, D820, D830, E4200, E4300, E4310, E5000, E5250,
E5270, E5400, E5410, ES5414, E5420, E5430, E5440, E5450,
E5460, E5470, E5470, E5500, E5510, E5520, E5520M, E5530,
E5540, E5550, ES570, E6000, E6220, E6230, E6320, EB330,
E6400, EB400 ATG, E6G400 XFR, E6410, E6410 ATG, E6420,
E6420 ATG, E6430, E6430 ATG, E6430S, E6430S, E6430u,
E6440, E6500, E6510, E6520, E6530, E6540, ET214, ET240,
ET250, ET270, ET414, ET440, ET450, ET470, ST Tablet, X1, XT,
XT2, XT2 XFR, XT3 Tablet, Z, Z600

5414 Rugged, 5420 Rugged, 5424 Rugged, 5430 Rugged,
7202 Rugged Tablet, 7204 Rugged Extreme, 7212 Rugged
Extreme Tablet, 7214 Rugged Extreme Tablet, Latitude 7220
Rugged Extreme Tablet, 7330 Rugged, 7414 Rugged Extreme,
7424 Rugged Extreme

Inspiron Duo Convertible, Inspiron Mini 10, Inspiron Mini
1010, Inspiron Mini 1011, Inspiron Mini 1012, Inspiron Mini
1018, Inspiron Mini 12, Inspiron Mini 9, Inspiron Mini 910,
Latitude 2100, Latitude 2120
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Precision

Studio

Venue Tablets

Vostro

XPS

3510, 3520, 2530, 3540, 3550, 3541, 3551, 3560, 3561, 3571,
3620, 3630, 3650, 330, 3930, 490, 5510, 5520, 5530, 5530 2-In-
1, 5540, 5550, 5560, 5720 All-In-One, 5750, 5760, 690, 5810,
5820, 7510, 7520, 7530, 7540, 7550, 7560, 7710, 7720, 7730,
7740, 7750, 7760, T810, 7820, T920, M20, M2300, M2400,
M2800, M3800, M4300, M4400, M4500, M4600, M4T00,
M4800, M5520, M5530, ME300, M6400, MBS, M6500, MB&A0,
M6T00, MBS00, MT0, M30

15,16, 17

Venue 10 Pro Tablet, Venue 11 Pro Tablet, Venue 8 Pro Tablet

1000, 1014,
1450, 1500,
2421, 2520,
3400, 3401,
3480, 3488,
3501, 3510,
3560, 3561,
3591, 3650,
3681, 3700,
5410, 5459,
5510, 5560,

1015, 1088, 1200,
1510, 1520, 1540,
2521, 3070, 3250,
3405, 3420, 3445,
3470, 3471, 3478,
3511, 3515, 3546,
3562, 3565, 3568,
3650, 3653, 3660,
3750, 3888, 5090,
5460, 5468, 5470,
5568, 5581, 5590,

1220, 1310, 1320,
1550, 1700, 1710,
3267, 3268, 3300,
3446, 3449, 3450,
3480, 3481, 3490,
3549, 3550, 3553,
3578, 3580, 3581,
3667, 3668, 3669,
5310, 5390, 5391,
5471, 5480, 5481,
5880, 7500, 7510,

7590, A840, A860, AS0, V130, V131

1400, 1440,
1720, 2420,
3350, 3360,
3458, 3459,
3491,3500,
3558, 3559,
3583, 3590,
3670, 3671,
5401, 5402,
5490, 5501,
7570, 7580,

11 Ultrabook, 12 Ultrabook, 13 Ultrabook, 14 Ultrabook, 14z,
15, 15z, 720, M1210, M1330, M140, M1530, M170, M1710,
M1730, M2010, XPS 12, XPS 13, ¥XP5 15, XP5 17, ¥XP5 17 3D,
XPS 18,12 9023, 12-9Q33, 13 7300, 13 7390, 13 7390 2-in-
1,13 9300, 13 9305, 13 9310, 13 9310 2-in-1, 139343, 13 9350,
13 9360, 13 9365, 139370, 13 9380, 15 7590, 159500, 15
9510, 159530, 15 9550, 15 9560, 15 9570, 15 9575, 17 9700,

17 9710,

https://www.absolute.com/partners/device-compatibility/#dell

For example, Absolute Persistence is preinstalled on the following HP notebooks and

tablets:
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Notebooks & Tableis Modeals

Compag nc Series Notebook 2400, 4200, 4400, 6120, 6220, 6230, 6320, 6340, 6400, 8230,
8240, 5430

Compaq nw Series Mobile Workstation 8240, 8440, 9440

Compag nx Series Notebook 6110, 6120, 6310, 6315, 6320, 6325, 6330, 7300, 7400, 9420

Compaq Presario Series AS00, B1200, CT7, CT00, CQ20, CQ32, CQ35, CQ36, CQ40,

CQ41, CQ42, CQ43, CQ45, CQ50, CQ56, CQ57, CQS58, CQ6O,
CQ&0Z, CO61, CQ62, CQTO, CQT1, CQT2, F7, FT00, V3500,
V3600, V3T00, V6, V6500, VETO0

Envy Series All Models

HDX Series 16t, 18t

HP Compaq 2000 Series Notebooks 2133, 2210b, 2230s, 2510p, 2T10p

HP Compaq 6000 Series Notebooks 6440b, 6445b, 6510b, 6515b, 6520s, 6530b, 6530s, 6535b,

65355, 6540b, 6710b, 6710s, 6715b, 67155, 6720s, 6730b,
6730s, 6735b, 6735s, 6820s, 6830s, 6910p, 6930p

HP Compag 8000 Series 8510p, 8510w, 8T710p, 8710w, 8740w

HP Compagq Tablet PC TC4200, TC4400
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HP Elite Series (EliteBook and ElitePad) 2170p, 2530p, 2540p, 2560p, 2570p, 2730p, 2740p, 2T60p,
2770m, 360 G3, 405 G8, 640 G9, 645 GY, 650 G9, 6540b,
6930p, T20 G1, T20 G2, 725 G2, 725 G3, 725 G4, 735 G5, 735
G6, T40G1, 740G2, T45 G2, T45 G3, 745 G4, 745 G5, 743 G6,
750 G1, 750 G2, 755 G2, 755 G3, 755 G4, 755 G5, 800 G3, 820
(1, 820G2, 820 G3, 820 G4, 830 G5, 830 G6, 830 G7, 830 G8,
830 GB, 835 G7, 835 G8, 840 G1, 840 G2, 840 G3, 840 G4, B40R
G4, 840 35, 840 G5 HC, 840 G6, 840 G6 HC, 840 GT7, 840 G8,
840 GO, 840r G4, 8440p, 845 G7, 845 G8, 846, 846 G5, 8460p,
8460w, 84T0p, 8470w, 850 G1, 850 G2, 850 G3, 850 G4, 850
G5, 850 G&, 850 G7, 850 G8, 8530p, 8530w, 8540p, 8540w, 855
GT, 855 G8, 856, 860 G9, 8560p, 8560w, 8570p, 8570w,
8730w, 8740w, 876, 8760w, 8TT0w, 940 G1, Elite x2 1011 G1,
Elite X2 1012 G1, ElitePad 1000 G2, ElitePad 1000 G2 Rugged
Tablet, ElitePad 1040 G1, ElitePad 900, Folio 1020, Folio 1040
G3, Folio 1040 G4, Folio 1040 G5, 1040 &7, HP Elitebook 755
G3, HP EliteBook 850 G3, Revolve 210 G2, Revolve 810 G1,
Revolve 810 G2, Revolve 810 G3, x360 830 GT, x360 830 G8,
X360 830 G9, 1030 1, 1050 G1,x360 830 G5, x360 830 G6,
%360 830 GT, x360 830 G8, x360 1020 G2, x360 1030 G1, x360
1030 G2, x360 1030 G3, x360 1030 G4, x360 1030 GT, x360
1030 G8, x360 1040 G9, x360 1040 G5, x360 1040 G6, x360
1040 GT, x360 1040 G&, Dragonfly, Dragonfly G2, Dragonfly
Max, X2 G1, X2 G2, X2 G3, X2 G4, Elite X2 G8

HP Folio Series (Ultrabook) 1020 G1, 1020 G2, 1020 G3, 1030 G1, 1040 G1, 1040 G2, 1040
G3, 1040 G4, 1040 G3, 1050 G1, 13, 940 G1, 34T0M, 9480M

HP Laptop g4, G42, g6, G&O, G&1, GB2, g7, GTO, GT1, GT2, HP 2000, HP
430, HP 630, HP/Compaq 435, HP X360, HP X360 310 G1 PC,
HP X360 310 G2 PC, Pro X2 410 G1, Pro X2 612 G1

HP Notebook PC 210 G1, 215 G1, 240, 240 G2, 240 G3, 240 G4, 240 G5, 240 G6,
240 GT7, 240 G8, 242, 245, 245 G2, 245 G3, 245 G4, 245 G5, 245
GB, 245 GT, 245 G8, 246 G7, 250, 250 G2, 250 G3, 250 G4, 250
G5, 250 G&, 250 GT, 250 G8, 255, 255 G2, 255 G3 255 G4, 255
G5, 255 6, 255 GT, 255 G8, 3115m, 3125, 340 G1, 340 G2,
3405 G7, 348 G4, 348 G5, 348 67, 350 G1, 350 G2, 355 G2, 360
G3, 450, 455, 470 G7, 470 G8, 650, 655, 245 G6

10
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HP Pro Series HP Pro Slate 10 EE, Pro Tablet 10 EE, Pro Tablet 610 G1
HP Slate Tablet PC HP Pro Slate 10 EE G1, HP Slate 2, HP Slate 500

HP Spectre Series 13 Pro, 13 X2, Pro X360 G1, Pro X360 G2, X2 1011 G1, X360
Convertible, X360 2i0, XT Pro, XT Pro 13, XT Touchsmart, XT
Ultrabook, 13 Ultrabook

HP Stream 11,11 PRQ G3 NOTEBOOKPC, 13, 14, 14 Pro

HP ZBook Mobile Workstation 14,14 G2, 14 G8, 14 G9, 14U G4, 14U G5, 14U G6, 14U GT, 15,
15 G2, 15 G3, 15 G4, 15 G5, 15 G6, Create GT, Fury 15 GT, Fury
15 G8, Fury 16 G, Fury 17 G7, Fury 17 G8, Fury 17 G, 15U
G2, 15U G3, 15U G4, 15U G5, 15U G&, 15V 65,17, 17 G2, 17
G3, 17 G4, 17 G5, 17 G6, 17 G8, Power G7, Power G8, Studio
3, Studio G4, Studio G5, Studio X360 G5, Studio G6, Studio
GT, Studio G8, Studio G9, ZB15G5, Firefly 14 G7, Firefly 14
G8, Firefly 15 G7,Firefly 15 G8

Mini 1103, 1104, 2102, 2133, 2134, 2140, 3105M, 3115, 3125, 5101,
5102, 5103

Omen & Victus (gaming) 15, 15T, 16, 16T, 16Z, 17, 17T

Pavilion dm Series dm1, dm3, dm4

Pavilion dv Series dv2, dv3, dv4, dv5, dvé, dvT, dvB, dva, txl, b2

Pavilion Laptop 13,14, 147,15, 15T, 157, Gaming 16

Pavilion x360 Convertible 14,14M, 15

11
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ProBook 11 EE, 11 G1,11 G2, 11 G5, 400 G4, 4230s, 430, 430 G2, 430
G3, 430 G4, 430 G5, 430 G6, 430 G7, 430 GB, 4310s, 43115,
4320s, 43215, 43255, 43265, 43305, 43315, 4340s, 43415, 440
G1, 440 G2, 440 G3, 440 G4, 440 G5, 440 G6, 440 G7, 440 8,
440 G9, 4410s, 44115, 44155, 44165, 44205, 44215, 44255, 443,
4430s, 44315, 44355, 44365, 4440s, 4441s, 44455, 44465, 445
G1, 445 G2, 445 G6, 445 GT, 445 G8, 445 G9, 445R G6, 4470s,
4470s, 450 G1, 450 G2, 450 G3, 450 G4, 450 G5, 450 G6, 450
GT7,450 G8, 450 G9, 4510s, 45155, 45205, 45255, 453, 4530s,
4535s, 4540s, 4545s, 455, 455 G1, 455 G2, 455 G3, 455 G4, 455
G5, 455 G6, 455 GT, 455 G8, 455 G9, 455R (6, 470, 470 G1, 470
G2,470 G3, 470 G4, 470 G5, 4710s, 4720s, 4730s, 4740s,
5220m, 5310m, 5320m, 5330m, 600 G4, 600 G5, 6360b, 630
G8, 635 Aero GT7, 635 Aero G8, 640 G1, 640 G2, 640 G3, 640
G4, 640 G5, 640 G8, 640 G9, 6440b, 6445b, 645 G1, 645 G2,
645 G4, 6450b, 6455b, 646, 6460b, 6465b, 64T0b, 6475b, 650
G1, 650 G2, 650 G3, 650 G4, 650 G5, 650 G8, 6540b, 6545b,
655 G1, 655 G2, 6550b, 6555b, 6560b, 6565b, 6570b, x360 11
G2,x360 11 G3,x360 11 G4, x360 11 G5, x360 11 G6, x360 11
G7,x360 440 G1, x360 435 G7, x360 435 G8

https://www.absolute.com/partners/device-compatibility/#hp

For example, Absolute Persistence is preinstalled on the following Lenovo notebooks
and tablets:
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Notebooks & Tablets

Models

Essentials

|deaPad

ThinkPad

ThinkPad A Series

Thinkpad Edge Series / E Series

ThinkPad G Series

ThinkPad L Series

B40-30, B40-45, B40-80, B430, B4450s, B430, B490, B50-45,
B560, B580, B590, E49, G40-80, K49, K490s, M4400, M490,
M490s, M4595, V110, V310, V330, V340, V480, V490, V450u,
V510, V510z, V580, V580c

100, 110, 300, 310, 310 TOUCH, 305, 320, 320 TOUCH, 320C,
330, 500, 510, 5105, 520, 7205, 3000, 3105, D320, Duet 3,
FLEX 4, Flex 14, FLEX 15, MIIX 320, MIIX 520, MIIX 700, N580,
N581, P580, P585, 510, S10e, 52055, 5206, 5300, 5310, 5400,
5410, S400 Touch, 5540, S9e, U160, U260, U300(s), U310,
U310 Touch, U330P, U330 Touch, U430F, U430 Touch, U400,
U410, U410 Touch, U430 Touch, U510, U530 Touch, V130,
V330, Y400, Y410P, V460, Y480, Y510p, Y580, Y700, Yoga 11,
Yoga 115, Yoga 13, YOGA 2 PRO, Yoga 900, Yoga 910, 7410,
7460, 7465, 7510, 7560, 7565

10 1st GEN, 10 2ND GEN, 11E 1st GEN, 11E 2ND GEN, 11E 3RD
GEM, 11E 4TH GEN, 11E 5TH GEM, 11EYOGA GEN 6, 13 15T
GEN, 13 2ND GEN, 13 3RD GEN, YOGA 370, ThinkPad 25

A2TS, A285, A4T5, A485

E13, E14, E14 GEN 2, E14 GEN 3, E14 GEN 4, E15, E15 GEN 2,
E15 GEN 3, E10, E120, E125, E130, E135, E145, E220s, E30,
E31, E320, E325, E330, E335, E40, E420, E420s, E425, E430,
E430c, E431, E435, E440, E445, E450, E450c, E455, E460,
E465, E470, E470c, E4T5, E480, E485, E49, E490, E490s,E495,
ES0, E520, E525, E530, E530(c), E531, E535, E540, E545, ES50,
E550c, E555, E560, E565, EST0, E5T0c, E575, E580, ES85,
E550, E595, HELIX GEN 2, S230u, S430, Twist

G460, G40, G470, G480, G50, G550, G560, G570, G580, GT80

L13GEM1,L13 GEN 2, L13 GEN 2A, L13 YOGA GEN1, L13
YOGA GEN 2, L14 GEN 1, L14 GEN 2, L14 GEN 2A, L14 GEN 3,
L15GEN1,L15GEN 2, L15 GEN 2A, L14 GEN 3, L330, L380,
L380 Yoga, L390, L390 Yoga, L410, L411, 1412, 1 420, L 421,
L430, L440, L450, L460, L4T0, L480, L490, L510, L512, L520,
530, L540, L560, L570, L580, L5S0
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ThinkPad P Series

ThinkPad Mobile Workstation

ThinkPad R Series
ThinkPad SL Series

ThinkPad S Series

ThinkPad T Series

ThinkPad Tablet & Hybrid

P1, P1 GEN 2, P1GEN 3, P1 GEN 4i, P14S GEN 1, P145 GEN 2,
P15 GEN 1, P155 GEN 1, P15 GEN 2, P155 GEN 2, P15V GEN 1,
P15V GEN 2, P17 GEN 1, P17 GEN 2, P40 YOGA

P1, P40, P43s, P50, P50s, P51, P51s, P52, P52s, P53, PS3s,
P70, PT1, PT2, P73, W500, W510, W520, W530, W540, W541,
W550s, W700, W700ds, WT01, W701ds

R400, R480, R500, R51e, R52, RG0, R60e, R61, R61e, RE1i
SL300, SL400, SL400c, 5410, 5L500, SL500c, SL510, SL512

S1YOGA, S1YOGA 12, S1YOGA GEN 2, 52, 53 YOGA 14, 5430,
S5, S5YOGA 15

T14 GEN 1, T14 GEN 2, T145 GEN 1, T15 GEN 1, T15 GEN 2,
T15G GEN 1, T15G GEN 2, T15P GEN 1, T400, T400s, T410,
T410i, T410s, T410si, T420, T420i, T420s, T420si, T43, T430,
T430s, T430u, T431s, T43p, T440, T440p, T440s, T450, T450s,
T460, T460p, T460s, T462, TAT0, T4T0p, T4T0s, TA80, T480s,
T490, T480s, T495, T4955, T500, T510, T510i, T520, T520i,
T530, T540p, T550, T560, T560s, T570, T580, T590, T60, TE0p,
T61,T61p

Helix, Miix 310, Miix 320, Mibx 510, Miix T00, Miix 720, Tablet
2, Tablet (Android), ThinkPad 10, ThinkPad 8, ThinkPad
Yoga, ThinkPad Yoga 260, Thinkpad Yoga 370

14

Absolute Exhibit No. 1036
Page 014




ThinkPad X Series X1, X1 Carbon, X1 Carbon GEN 2, X1 Carbon GEN 3, X1
Carbon GEN 4, X1 Carbon GEM 5, X1 Carbon GEN 6, X1
Carbon GEN 7, X1 Carbon GEMN 8, X1 Carbon GEN 9, X1
Carbon GEN 10, X1 Carbon Touch, X1 Extreme GEN 1, X1
Extreme GEN 2, X1 Extreme GEN 3, X1 Extreme GEN 4, X1
FOLD GEN 1, X1 NANO GEN 1, X1 Tanium GEN 1, X1 Tablet
GEN 1, X1 Tablet GEN 2, X1 Tablet GEN 3, X1 Yoga GEN 1, X1
Yoga GEN 2, X1 Yoga GEN 3, X1 Yoga GEN 4, X1 Yoga GEN 5, X1
Yoga GEN 6, X12 Detachable GEN 1, X13 GEN 1, X13 GEN 2,
X13 YOGA GEN 1, X13YOGA GEN 2, ¥X13 YOGA GEN 3, X135
YOGA GEN 1, X100e, X120e, X121e, X130e, X131e, X140e,
X141e, X200, X200 Tablet, X200s, X200t, X201, X201 Tablet,
X201i, X201s, X201si, X201T, X220, X220 Tablet, X220i, X220i
Tablet, X230, X2305, X230T, X230 Tablet, X240, X2408, X250,
X260, X270, X280, X300, X301, X380, X380 Yoga, X380 Yoga 51,
X390, X390 YOGA, X395, X41, X41 Tablet, X60, X60 Tablet,
X60s, X61, X61 Tablet, X615, XYoga 260, YOGA 11E 2ND GEN,
YOGA 11E 3RD GEN, YOGA 11E 4TH GEN, YOGA 11E 5TH GEN,
YOGA 12, YOGA 14, YOGA 260, YOGA 370, YOGA 460

ThinkPad Z Series Z61P, Z61T

ThinkBook Series 135,14, 145,15

https://www.absolute.com/partners/device-compatibility/#lenovo

The electronic devices are operable to support various operating systems including
Windows 10 and macOS 10.13.
Is my device compatible with Absolute Home & Office?

A: We currently support devices running Windows 10 or macOS 10.13 (High Sierra) or higher.

Unfortunately, we are no longer able to officially provide support for older versions of operating systems. While our software may install

successfully, it has only been tested on the above operating system versions, and technical issues may arise with installations on older operating

systems.

At this time, we do not offer support for iOS or Android mobile devices.

https://homeoffice.absolute.com/support/fag/#toggle-id-5

15

Absolute Exhibit No. 1036
Page 015


https://www.absolute.com/partners/device-compatibility/#lenovo
https://www.absolute.com/partners/device-compatibility/#lenovo
https://homeoffice.absolute.com/support/faq/#toggle-id-5
https://homeoffice.absolute.com/support/faq/#toggle-id-5

The electronic devices connect to the internet and communicate with a server
system.

As stated in Absolute’s Lojack For Laptops FAQs (“LFL FAQs”), “Absolute
Software hosts the Absolute Monitoring Center [including a server] in a co-location
hosting facility owned by Telus Corporation.” LoJack for Laptops (paperzz.com) at

p. 5.

“If you can browse, then LoJack for Laptops will work. Our goal is as close to zero-
configuration as possible....LoJack for Laptops will work using any DSL, wireless,
or cable internet service provider. We are also compatible with most Satellite ISPs.”
LFL FAQs at p. 5.
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1d.

Where is my data stored?

Absolute Software hosts the Absolute Monitoring Center in a co-location hosting facility owned by Telus
Corporation. The Telus facility provides restricted access security, redundant high-speed access to the internet
and redundant power supply to the Absolute Maonitoring Center. Absolute has implemented a full backup
and restore plan with nightly backups stored on a separate server and weekly offsite backups. Absolute has
mandated a maximum down-time of 4 hours for website access and a maximum of 24 hours to restore the
Agent communications server for a site-contained catastrophic event.

What if your server is unavailable when the Agent tries to call?
If the Computrace Agent in your computer is unable to connect to the Monitoring Server during its regularly
scheduled time, it will attempt to call every 15 minutes until successful.

How do | know that the Monitoring Center is safequarded against access to unauthorized users?

We have implemented numerous safequards to restrict unauthorized access to the Absolute Monitoring Center.
The Absolute Monitoring server can only be accessed via client-initiated Computrace Agent communications.
Access requires two-way authentication ensuring only valid Computrace Agents can access the server. All Agent
communications are encrypted with RC4 128-bit encryption.

CONNECTIVITY

Can the Computrace Agent in LoJack for Laptops work through firewalls (including personal firewalls) to
reach the internet?
If you can browse, then Lojack for Laptops will work. Our goal is as close to zero-configuration as possible.

What kind of internet connection should | use?
LoJack for Laptops will work using any DSL, wireless, or cable internet service provider. We are also compatible
with most Satellite 1SPs.

[1a] a processor;

The Accused Instrumentalities comprise “a processor.”

A laptop has a processor (e.g., a CPU) and one or more non-transitory machine-
readable storage media responsive to the processor (e.g., any of various memory
units in the laptop including ROM, RAM, cache, and storage). When
Computrace/Lojack for Laptops is installed on the laptop, it constitutes a security
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application in at least one of the non-transitory machine-readable storage media
operable to perform the following operations.

Internals of laptop used for experients
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The Computrace Agent consists of two components:

Application Agent: Installed in the operating system (as a service) by running an installer. It makes reqularly
scheduled calls over the internet to the Absolute Monitoring Center and provides asset and location data on
each Agent call. The Application Agent also manages the Absolute “helper applications” to support activities
like data delete commands or to aid in theft recovery.

Persistence Module: Installed in the BIOS (or the firmware) of most laptops at the factory and activated during
the Application Agent’s first call to the Absolute Monitoring Center. It restores the Application Agent if it's
removed. For example, if a thief steals a computer and reinstalls the operating system, the Persistence Module
restores the Agent. The Persistence Module remains dormant until the Application Agent is installed.

Lojack for Laptops FAQ (LFL FAQ) at 1. https://paperzz.com/doc/7965781/lojack-
for-laptops

[1b] one or more non-transitory machine- The Accused Instrumentalities comprise “one or more non-transitory machine-
readable storage media responsive to the readable storage media responsive to the processor.”

processor; and
Testing confirms that the Accused Instrumentalities include a computer system that
includes a central processing unit (processor). The device used for performing the
experiments on the Absolute software is pictured below, which shows that it has a
processor and memory (one or more non-transitory machine readable storage media).
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Internals of laptop used for experients
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[1c] a security application in at least one of
the non-transitory machine-readable storage
media, wherein the security application is
operable to perform operations comprising:

The Accused Instrumentalities comprise “a security application in at least one of the
non-transitory machine-readable storage media, wherein the security application is
operable to perform operations comprising.”

The Computrace Agent consists of two components:

Application Agent: Installed in the operating system (as a service) by running an installer. It makes reqularly
scheduled calls over the internet to the Absolute Monitoring Center and provides asset and location data on

each Agent call. The Application Agent also manages the Absolute “helper applications” to support activities
like data delete commands or to aid in theft recovery.

Persistence Module: Installed in the BIOS (or the firmware) of most laptops at the factory and activated during
the Application Agent’s first call to the Absolute Monitoring Center. It restores the Application Agent if it's
removed. For example, if a thief steals a computer and reinstalls the operating system, the Persistence Module
restores the Agent. The Persistence Module remains dormant until the Application Agent is installed.

Lojack for Laptops FAQ (LFL FAQ) at 1. https://paperzz.com/doc/7965781/lojack-
for-laptops

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

As detailed in the remaining claim elements the security applications performs the
claimed features.

[1d] enabling an owner of the mobile
electronic device to register the mobile
electronic device with a security service
residing at least partially on one or more
servers;

The Accused Instrumentalities comprise “enabling an owner of the mobile electronic
device to register the mobile electronic device with a security service residing at least
partially on one or more servers.”

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.
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Testing confirms that the software contains instructions operable to enable an owner of
the mobile electronic device to register the mobile electronic device with a security
service residing at least partially on one or more servers.

For example, Absolute provides a website with a URL (https://my.absolute.com) with
an Account Registration Page where a user can enter a registration code to register the
mobile electronic device with the Home & Office security service.

| have purchased Absolute Home & Office. How do | install it?

A: To install our software, please take the following steps:

1. Visit our account registration page at

2. Click on Don’t Have An Account? Create One Here.

3. Enter your details and click on Create Account.

4. Enter your registration code when prompted.

5. Select the PC or Mac download option.

6. Scroll to the bottom of the Service Agreement and click on I Agree.
7. Run the AbsoluteSetup file once the download has completed.

8. The installer will walk you through the installation steps.
(Mac) If you are installing on a Mac, you will be prompted for your Mac Administrator password in order to proceed.

9. Once the software is installed, you will be automatically logged into your account.

10. Complete the first-time account configuration steps and click on Finish.

You will then be taken your main device page, where you may confirm that the installation was successful. Please be advised that it may take up to 30 minutes for your
device to sync with our Manitoring Center.

https://homeoffice.absolute.com/support/fag/#toggle-id-11

Absolute Home & Office is a security service at least partially residing on one or more
servers.
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What is the difference between Absolute Home & Office Basic, Standard and Premium?

A: Absolute Home & Office Basic offers the ability to view your device's location on a map, remotely lock your device, and remotely delete some or all files from your
device.

Absolute Home & Office Standard offers all the features above. In addition, if your laptop is stolen, you may report it to us and our team of investigators will work with|
law enforcement to track down and recover the device.

Absolute Home & Office Premium offers all of the above, and additionally includes our $1000 Service Guarantee: if we are not able to recover your stolen laptop, you

may then be eligible for a payment of up to $1000. Please note that the Premium edition of Home & Office is only sold in our guaranteed recovery territories (the
United States, Canada, the United Kingdom and Australia.)

You may find more details on our Product Comparison page (

https://homeoffice.absolute.com/support/fag/#toggle-id-1

The “Application Component... makes regularly scheduled calls over the internet to
the Absolute Monitoring Center [the server system] and provides asset and location
data on each Agent call.” LFL FAQs atp. 1.

COMPUTRACE AGENT

What is the Computrace® Agent?

The Computrace Agent is the part of our LojJack® for Laptops technology that resides within your computer. It
maintains contact with the Absolute Monitoring Center. In the event of theft, we can communicate with the
Agent to determine the location of your computer, who has it, and what they're doing with it.

The Computrace Agent consists of two components:

Application Agent: Installed in the operating system (as a service) by running an installer. It makes reqularly
scheduled calls over the internet to the Absolute Monitoring Center and provides asset and location data on
each Agent call. The Application Agent also manages the Absolute “helper applications” ta support activities
like data delete commands or to aid in theft recovery.

Persistence Module: Installed in the BIOS (or the firmware) of most laptops at the factory and activated during
the Application Agent’s first call to the Absolute Monitoring Center. It restores the Application Agent if it's
removed. For example, if a thief steals a computer and reinstalls the operating system, the Persistence Module
restores the Agent. The Persistence Module remains dormant until the Application Agent is installed.

AbsoluteSoftware

ld.
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Analysis of the Absolute web interface confirms the Accused Instrumentalities include
the claim limitation. Once an electronic device has been registered with the security
service, the web interface shows the user that the electronic device is protected.

0|0 x| € WelcometoMicrosoftdge x| [ Download B~ choose vevice - - o x
&« X & hitpsy/my.absolute.com/ChooseDevice PN B & _")
/ABSOLUTE i i i (CLogout .

Customer Center Devices Settings Help HiHarbor  (_LogOut )
HOME & OFFICE &
" o
Total Devices Needs Attention Expiring Soon Expired
1 0 2
(Y
@
. .«
Devices Add Device
-
Q Results: 10f1
Device Type] b io H
L DESKTOP-FVPMNO 177F103 2HNRENCKTZ © Protected 4/11/2024 Basic
a
Waiting for my.absolute.com. = B
an - = 41
i® BEoupDuCBOuE Y A ram e

Absolute web interface Ul

Clicking on the electronic device row navigates the user to an administrative web
interface for the electronic device. Within the web interface, the user has different
administrative security options that the user can take for the electronic device such as
locking, locating, erasing, recovering, removing license.
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Absolute web service showing that a user can administer the security service for the
electronic device

Absolute utilizes a client/server architecture. Therefore, the Accused Instrumentalities
include a server system.
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Chapter 1: Introduction

Absolute® brings a fundamentally new approach to cybersecurity by enabling self-healing endpoint
security to ensure uncompromised visibility and near real-time remediation of breaches at the source.
Our cloud-based platform and embedded Persistence technology puts IT and security professionals in
control of devices, data, and applications — whether they are on or off the network — to improve IT
asset management, ensure compliance, protect data, and reduce insider threats. Patented Persistence
technology is embedded in the firmware of more than 1 billion popular PC and mobile devices from
global manufacturers including Acer, Asus, Dell, Fujitsu, HP, Intel, Lenovo, Microscft, Panasonic,
Samsung and Toshiba.

Absolute is an adaptive endpoint security solution. Its technology platform is a client/server architecture
that delivers device security, data security, and asset management of endpoints, even if a device is off
the network or in the hands of an unauthorized user.

The persistent connection between the secure and patented agent (client) and the Absoclute Menitoring
Center (server) ensures organizations have protected access to up-to-date information about their
entire device inventory. Authorized users can use the built-in tools in the Absolute consocle to track
devices and initiate data and device security operations for the purposes of enforcing compliance
policies, identifying at-risk computers, and taking preemptive and reactive measures if a security
incident occurs.

https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf

[1e] causing the mobile electronic device to
automatically send identifying information for
the mobile electronic device to the security
service;

The Accused Instrumentalities comprise “causing the mobile electronic device to
automatically send identifying information for the mobile electronic device to the
security service.”

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

Testing confirms that the Absolute software contains instructions operable to cause the
mobile electronic device to automatically send identifying information for the mobile
electronic device to the security service. For example, the software “makes regularly
scheduled calls over the internet to the Absolute Monitoring Center [security service]
and provides asset and location data [identifying information for the mobile electronic
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device] to support activities like data delete commands or to aid in theft recovery.” LFL
FATS at 1.

For further example, Lojack automatically transmits the “results of a comprehensive
system scan, IP address, user- and machine names and location data” to the server
system “once a day.”
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LoJack for Laptops
A software pl’OdUCl from Vancouver, British Columbia, based Absolute Software that enables law enforcement to

recover stolen laptops by tracing them via the Internet. 209 The product was initially sold under the name
"Computrace”. In 2003, Absolute Software licensed the LoJack brand name and produces the software under

both the Computrace and "LoJack for Laptops” product names 1! Unlike the LoJack for venicles and equipment
products, which use a small radio beacon installed in the tracked device, the Computrace/LoJack for Laptops
product is [aptop tracking software that periodically phones home to Absolute Software's server to both announce

its location and to check to see if the machine has been reported stolen. 12031 § o tack comes preinstalled in the

BlOSes of, at least, Lenovo, HP, Dell, Eujitsu, Panasonic, Toshiba, and Asus machines 24 |t is disabled by default
and can be enabled by purchasing a license for Compufrace; upon being enabled, the BIOS will copy a
downloader named rpcnetp.exe from the BIOS flash ROM to ¥WINDIRE\System32 (which usually resolves to
C:\WINDOWS\System32) which will in turn download the actual agent rpcnet.exe and install it as a windows

Senvice. Recentlyim__ Dell, Lenovo, Panasonic and Fujitsu appear to have discontinued this method and

require manual installation [l810n nee0ed] o ca enabled, Computrace cannot be disabled or deinstalled without
assistance from Absolute Sofiware, not even by reformatting or substituting the hard disk, because the BIOS
keeps reinstalling or repairing it prior to loading the operating system.

From then on, rpcnet.exe will phone home to Absolute Software servers once a day, querying for a possible
theft report, and, In any case, transmitting the results of a comprehensive system scan, IP address, user- and
machine names and location data, which it obtains either by tapping the GPS data stream on machines equipped
with GPS hardware, or by triangulating available WLAN access points in the vicinity, by providing WLAN 1Ds and
signal strengths so Absolufe Software servers can geolocate the device using the Mexens Technology data base.
citation needed

IT Absolute receives a theft report, the service can be remotely commanded to phone home every 15 minutes,
install additional 3rd vendor software, such as a key logger or a forensic package, make screenshots, efc.

Computrace also supports Intel's AT-p anti theft protection scheme: If it Is unable to phone home within a
configurable time interval it will require a special BIOS password upon the next reboot. It can be configured to
shut down the machine's power supply immediately in this case, to force a reboot.

https://en-academic.com/dic.nst/enwiki/1378022
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Absolute web interface Ul

Clicking on the electronic device row navigates the user to an administrative web
interface for the electronic device. Within the web interface, the user has different
administrative security options that the user can take for the electronic device such as
locking, locating, erasing, recovering, removing license.
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Absolute web service showing that a user can administer the security service for the
electronic device

Absolute utilizes a client/server architecture. Therefore, the Accused Instrumentalities
include a server system.
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Chapter 1: Introduction

Absolute® brings a fundamentally new approach to cybersecurity by enabling self-healing endpoint
security to ensure uncompromised visibility and near real-time remediation of breaches at the source.
Our cloud-based platform and embedded Persistence technology puts IT and security professionals in
control of devices, data, and applications — whether they are on or off the network — to improve IT
asset management, ensure compliance, protect data, and reduce insider threats. Patented Persistence
technology is embedded in the firmware of more than 1 billion popular PC and mobile devices from
global manufacturers including Acer, Asus, Dell, Fujitsu, HP, Intel, Lenoveo, Microscft, Panasonic,
Samsung and Toshiba.

Absolute is an adaptive endpoint security solution. Its technology platform is a client/server architecture
that delivers device security, data security, and asset management of endpoints, even if a device is off
the network or in the hands of an unauthorized user.

The persistent connection between the secure and patented agent (client) and the Absoclute Menitoring
Center (server) ensures organizations have protected access to up-to-date information about their
entire device inventory. Authorized users can use the built-in tools in the Absolute consocle to track
devices and initiate data and device security operations for the purposes of enforcing compliance
policies, identifying at-risk computers, and taking preemptive and reactive measures if a security
incident occurs.

https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf

[1f] after the owner has registered the mobile
electronic device with the security service,
causing the mobile electronic device to
periodically communicate with the security
service, when the mobile electronic device is
in a state other than a state in which the
mobile electronic device is powered off;

The Accused Instrumentalities comprise “after the owner has registered the mobile
electronic device with the security service, causing the mobile electronic device to
periodically communicate with the security service, when the mobile electronic
device is in a state other than a state in which the mobile electronic device is powered
off.”

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

Testing confirms that before the owner has registered the mobile electronic device,
the software is “disabled by default and can be enabled by purchasing a license for
Computrace.” “Once enabled,” the LoJack software “will phone home to Absolute
Software servers once a day.”
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LoJack for Laptops
A software product from Vancouver, British Columbia, based Absolute Software that enables law enforcement to

recover stolen laptops by tracing them via the Internet.@m The product was initially sold under the name
"Computrace”. In 2005, Absolute Software licensed the LoJack brand name and produces the software under

both the Computrace and "LoJack for Laptops” product names M Unlike the LoJack for vehicles and equipment
products, which use a small radio beacon installed in the tracked device, the Computrace/LoJack for Laptops
product is [aptop tracking software that pericdically phones home to Absolute Software's server to both announce

its location and to check to see if the machine has been reported stolen_@"ﬁ] Lodack comes preinstalled in the

BlOSes of, at least, Lenovo, HF, Dell, Fujitsu, Panasonic, Toshiba, and Asus machines.['# |t is disabled by default
and can be enabled by purchasing a license for Compufrace; upon being enabled, the BIOS will copy a
downloader named rpcnetp.exe from the BIOS flash ROM to 2WINDIRE\System32 (which usually resolves 1o
C:\WINDOWS\System32) which will in turn download the actual agent rpcnet.exe and install it as a windows

Senvice. Recently[M__ Dell, Lenovo, Panasonic and Fujitsu appear to have discontinued this method and

require manual installation.[cfa20n needed] o e enabled, Computrace cannot be disabled or deinstalled without
assistance from Absolute Sofiware, not even by reformatling or substituting the hard disk, because the BIOS
keeps reinstalling or repairing it prior to loading the operating system.

From then on, rpcnet.exe will pnone home to Absolute Soffivare servers once a day__ querying fora pOSSiDlE
theft repor‘[, and, in dany Case, transmitting the results of a comprenensive system scan, IP address, user- and
machine names and location data, which it obtains either D].n’ tapping the GPS data stream on machines equipped
with GPS hardware, or by triangulating available WLAN access points in the vicinity, by providing WLAN 1Ds and
Sig nal strengths 50 Absolute Soffware servers can gEOIOCﬁtE the device Using the Mexens Tech nolog)f data base.
citation needed]

If Absolute receives a theft report, the service can be remotely commanded to phone home every 15 minutes,
install additional 3rd vendor software, such as a key logger or a forensic package, make screenshots, etc.

Computrace also supports Intel's AT-p anti theft protection scheme: IT it is unable to phone home within a
configurable time interval it will require a special BIOS password upon the next reboot. It can be configured to
shut down the machine's power supply immediately in this case, to force a reboot.

https://en-academic.com/dic.nsf/enwiki/1378022
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| just received my new |aptop. Is Absolute Home & Office already installed?

A: Although you may have purchased an Absolute Home & Office license bundled with your device, it is important to note that vendors do not pre-install our software,
and you will need to install and activate Home & Office yourself.

Different vendors will fulfill an Absolute Home & Office product purchase in different ways. If you have any questions on how this product will be delivered to you, we
recommend that you ¢ t our Glo t De nent, or reach out to the vendor you purchased it from originally. Most vendors should provide you with a
registration code, which you will need to create your account and activate your device.

If your laptop is older and you aren't sure if you ever installed a purchased Absolute Home & Office license, please contact us with your device's serial number and we
would be happy to provide you with more information.

“Unlike the LoJack for vehicles and equipment products, which use a small radio
beacon installed in the tracked device, the Computrace/LoJack for Laptops product
is laptop tracking software that periodically phones home to Absolute Software's
server to both announce its location and to check to see if the machine has been
reported stolen.[12][13] *

https://en-academic.com/dic.nsf/enwiki/1378022

When Computrace agent connects to a control server it updates to a more secure main agent rpcnet.
exe. The main agent implements security checks which prevent simple RCE. However,
implementation has weakness and allows to easily override security settings which enables arbitrary
code execution again. DEMO!

Process I svchost.exe:464 Properties
] System Idie Process
B =) System Tmage Performance Performance Graph Disk and Netwark
T Inteiupts Threads TCR/IP Security Environment Strings
= [Jsmes.ene
Fcsss.ene [ Rescive addiesses
= [ wirlogen.exe
= ] servicss. eus I Local Address Remoie Addiess State
¥4 VBaxService. exe TCP 13216811.1011041 192 168.11.1:4444  ESTABLISHED
= [ swchastexe
] wriprvae exe
[ swchost exe
[ svehost exe
[ svehost exe
] swchost exe
FHagese
= ] ipenet exs
= ] svehost exe
48 [EXPLORE.EXE
B crid exe
[ lsass.ene
= iy esploier exe
W VBoaT ray. ene
A ctimaon.ewe
e e
2 prOCEKD. ke
[l Fa.exe

Thuead stack & fime port was opened
rpcnet.exe
exe

ond . ex:

. e ]

OPU Usage: 0.00%  Commit Charge: 16,14%  Processes: 25 Physica Usage: 9.5

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Sample communication session

c0 fe BB 00 a9 £0
c0 fe 88 00 00 00 00 00 0O 00 00 00 00 OO 00 OO OO0 00 OO0 00 0O 00
00 00 00 00 00 00 00 00 O 0 00 00 00 00O 00O 00 00 00 OO 00 0O 0O 00 OO 0O OO 00 OO 00 00O OO 00 0O 0O
00 00 00 00 00 00 00 00 O 0 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 Q0 00 00 00 00
00 00 00 00 00 00 00 00 O 0 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 Q0 00 00 00 00

02 00 ad 03 05 01 28 Oa 00 £0 73 00

Separator, always Ox7e

Memory address (server) or SessionID (client)

Size of payload data

Payload data to be written

Payload data that was read by the client

Sequence number

s
[
s
[
s
=]
s
=
s
=]
s
c
s
c
s
c
s
c
s
(=
s
(=]

Packet checksum

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Communication explained

COMPUTRACISH: ENGLISH:

(Hi

| Hello. My name is
| Dx7000dee5

e5 de 00 70
c0 fe 88 00

understand me? You can

0Oh, 0x7000dee5, do you
control me via 0x0088fecO

(- Hello. My name is
| 0x7000deeb

0x7000dee5,
0x7000dee5, haven't you
just said it twice? | know

what you mean! ;-)

| Show me what you got in
your control structure
| 0x0088fec0)

P

( Sure thing, take it: 02 00 %

a4 03050128 0a 00107
0o

[ Nice, nice. Can you show
me what you have at
| 0x0088fecs once again?

Cn's all yours: 0x0073f000 l

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Communication explained

COMPUTRACISH: ENGLISH:

| Ok, lets allocate 0x930c
bytes of memory. Please
put result of this operation
here: 0x0088fed4

_al 3c 1b O

No troubles, man! Here is
the location: 0x001b3cad

! How do you know | am a
man? Anyway, let me teach
you to read long messages.
We will enlarge your buffer

93 68 to process larger requests.

This size should be enough:
02 00 a4 03 | 0x0578
Yeah.. sorry, | didn't
mean... Lets do that!

( Good, then here is the new |
buffer address for input
| requests: 0x001b3cac.

0
02 00 a4 03

5b 1f

02 00 a4 03

( Acknowlsdged: l

( Use same buffer size
0x0578 for output
| processing as well. )

Of course! | do what you
say.

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Communication explained

COMPUTRACISH: ENGLISH:

[ Remind your output
processing structure
address.

28 f£d 88 00 e S

(That's easy: 0x0088fd28 l

| Time to check if you are
lying. What's the Sessionld
of that output processing
structure? )

[Well.. | guess you know, 1

e5 de 00 70

Ko 0xT000do05

[ Alright, you're doing good.
£f8 84 Then use it in new output

| processing.
02 00 a4 03

C Absolutely! 4.4 l

cd_21]

| Ok, new communication
structure is ready at
0x001b423a

You are a magician! Now |
can chat without any
limits!.. | really appreciate
what you do. If's amazing.
| wanted to tell you one
story abou[end of buffer]

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf

[1g] after the owner has registered the mobile
electronic device with the security service,
accepting a notification at the mobile
electronic device from the security service,
wherein the notification comprises a message
indicating that the owner of the mobile
electronic device has reported a loss or

The Accused Instrumentalities comprise after the owner has registered the mobile
electronic device with the security service, accepting a notification at the mobile
electronic device from the security service, wherein the notification comprises a
message indicating that the owner of the mobile electronic device has reported a loss or
requested disabling of the mobile electronic device.
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requested disabling of the mobile electronic
device;

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

Testing and documentation confirm that “[o]nce enabled,” the Absolute software
“phones home to Absolute Software’s server to both announce its location and to check
to see if the machine has been reported stolen.” Part of phoning home includes
“querying for a possible theft report [message indicating that the owner of the mobile
electronic device has reported a loss or requested disabling of the mobile electronic
device.”
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LoJack for Laptops
A software pl’OdUCl from Vancouver, British Columbia, based Absolute Software that enables law enforcement to

recover stolen laptops by tracing them via the Internet. 209 The product was initially sold under the name
"Computrace”. In 2003, Absolute Software licensed the LoJack brand name and produces the software under

both the Computrace and "LoJack for Laptops” product names 1! Unlike the LoJack for venicles and equipment
products, which use a small radio beacon installed in the tracked device, the Computrace/LoJack for Laptops
product is [aptop tracking software that periodically phones home to Absolute Software's server to both announce

its location and to check to see if the machine has been reported stolen. 12031 § o tack comes preinstalled in the

BlOSes of, at least, Lenovo, HP, Dell, Eujitsu, Panasonic, Toshiba, and Asus machines 24 |t is disabled by default
and can be enabled by purchasing a license for Compufrace; upon being enabled, the BIOS will copy a
downloader named rpcnetp.exe from the BIOS flash ROM to ¥WINDIRE\System32 (which usually resolves to
C:\WINDOWS\System32) which will in turn download the actual agent rpcnet.exe and install it as a windows

Senvice. Recentlyim__ Dell, Lenovo, Panasonic and Fujitsu appear to have discontinued this method and

require manual installation [l810n nee0ed] o ca enabled, Computrace cannot be disabled or deinstalled without
assistance from Absolute Sofiware, not even by reformatting or substituting the hard disk, because the BIOS
keeps reinstalling or repairing it prior to loading the operating system.

From then on, rpcnet.exe will phone home to Absolute Software servers once a day, querying for a possible
theft report, and, In any case, transmitting the results of a comprehensive system scan, IP address, user- and
machine names and location data, which it obtains either by tapping the GPS data stream on machines equipped
with GPS hardware, or by triangulating available WLAN access points in the vicinity, by providing WLAN 1Ds and
signal strengths so Absolufe Software servers can geolocate the device using the Mexens Technology data base.
citation needed

IT Absolute receives a theft report, the service can be remotely commanded to phone home every 15 minutes,
install additional 3rd vendor software, such as a key logger or a forensic package, make screenshots, efc.

Computrace also supports Intel's AT-p anti theft protection scheme: If it Is unable to phone home within a
configurable time interval it will require a special BIOS password upon the next reboot. It can be configured to
shut down the machine's power supply immediately in this case, to force a reboot.

https://en-academic.com/dic.nst/enwiki/1378022

With Absolute Home & Office Basic, a user can “remotely lock [their] device.” With
Absolute Home & Office Standard and Premium, a user “may report [a theft] to us and
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our team of investigators will work with law enforcement to track down and recover the
device.”

What is the difference between Absolute Home & Office Basic, Standard and Premium?

A: Absolute Home & Office Basic offers the ability to view your device's location on a map, remotely lock your device, and remotely delete some or all files from your
device.

Absolute Home & Office Standard offers all the features above. In addition, if your laptop is stolen, you may repert it to us and our team of investigaters will work with

law enforcement to track down and recover the device.

Absolute Home & Office Premium offers all of the above, and additionally includes our $1000 Service Guarantee: if we are not able to recover your stolen laptop, you
may then be eligible for a payment of up to $1000. Please note that the Premium edition of Home & Office is only sold in our guaranteed recovery territories (the
United States, Canada, the United Kingdem and Australia.)

You may find more details on our Product Comparison page (

https://homeoffice.absolute.com/support/fag/#toggle-id-10-closed

My device has been stolen! How do | report the theft to Absolute?

A: To report the theft of your device and open a theft file with us, please take the following steps:

1. Report the theft to your local police and obtain a police file number.

1. Please note that this police file number is required, as we cannot take any action without it.

2. Contact our Theft Reporting Support Department to report the theft over the phone. We offer theft reporting services by phone 24 hours a day, 7 days a week.

1. Alternately, you may log into your account at and click on the Recover tab to submit an online theft report.

2. If you are calling from outside of North America, a full list of contact numbers is available at

Please note that we will require the following information to open your theft file:

Police file number

Name of police department

Non-emergency phone number for police department
Date of theft

Address of theft

A description of how the theft occurred

https://homeoffice.absolute.com/support/fag/#toggle-id-65
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How do | deploy an Absolute Lock?

A: To deploy an Absolute Lock to your registered device, please take the following steps:

1. Visit our login page at and enter your registered email address.

1. If you do not remember the password on this account, click on the Forgot Password link to have a new temporary password emailed to you.

2. If you used a temporary password to log in, update to a permanent password.

2. If you have multiple devices, select the correct one from the list.

3. Click on Lock.
4. Enter a lock message to be displayed on your device.

5. Enter your 4-6 number PIN code.

6. Confirm that you understand that the device will need to be unlocked prior to requesting a recovery.

7. Click on Lock Device.

Your Lock request will be deployed the next time the device contacts our Monitoring Center.

https://homeoffice.absolute.com/support/fag/#toggle-id-41

When Computrace agent connects to a control server it updates to a more secure main agent rpcnet.
exe. The main agent implements security checks which prevent simple RCE. However,
implementation has weakness and allows to easily override security settings which enables arbitrary

code execution again. DEMO!

Procass i svchost.exe:464 Properties DExR|

=) System Idle Process
& ] system Image Performance Perfarmance Graph Disk and Nebwark

] Interupts Threads TCR/IP Security Environment Strings

= FYsmss.ene
Y csss.ene [ Flessive addresses

= [ wirlogen.exe
[ [ services.exe I Local Address Remote Address State
¥4 VBauService ene TCP 192168.11.101:1041 192 168.11.1:4444 ESTABLISHED
= [ swehastese
] wriprvae exe
[ svchasLexe
[ svehastese
[ svehost exe
[ svchasLexe
g exe
= ] ipenet exs
= [ svchostese
48 EXPLORE EXE
B crd eve
[ lsass.exe
= g explorer.exe
4 VBouTray exe

A ctimaon.ewe
e exe
i procexp exe

il Farexe
Thuead stack & fime port was opened
rpenet.exe

end, exe
p
CPUUsage: 0.00%  Commit Charge: 16,14%  Processes: 25 Phyeical (sager 19.57

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Sample communication session

c0 fe BB 00 a9 £0
c0 fe 88 00 00 00 00 00 0O 00 00 00 00 OO 00 OO OO0 00 OO0 00 0O 00
00 00 00 00 00 00 00 00 O 0 00 00 00 00O 00O 00 00 00 OO 00 0O 0O 00 OO 0O OO 00 OO 00 00O OO 00 0O 0O
00 00 00 00 00 00 00 00 O 0 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 Q0 00 00 00 00
00 00 00 00 00 00 00 00 O 0 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 Q0 00 00 00 00

02 00 ad 03 05 01 28 Oa 00 £0 73 00

Separator, always Ox7e

Memory address (server) or SessionID (client)

Size of payload data

Payload data to be written

Payload data that was read by the client

Sequence number

s
[
s
[
s
=]
s
=
s
=]
s
c
s
c
s
c
s
c
s
(=
s
(=]

Packet checksum

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf

43

Absolute Exhibit No. 1036
Page 043


https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf

Communication explained

COMPUTRACISH: ENGLISH:

(Hi

| Hello. My name is
| Dx7000dee5

e5 de 00 70
c0 fe 88 00

understand me? You can

0Oh, 0x7000dee5, do you
control me via 0x0088fecO

(- Hello. My name is
| 0x7000deeb

0x7000dee5,
0x7000dee5, haven't you
just said it twice? | know

what you mean! ;-)

| Show me what you got in
your control structure
| 0x0088fec0)

P

( Sure thing, take it: 02 00 %

a4 03050128 0a 00107
0o

[ Nice, nice. Can you show
me what you have at
| 0x0088fecs once again?

Cn's all yours: 0x0073f000 l

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf
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Communication explained

COMPUTRACISH: ENGLISH:

| Ok, lets allocate 0x930c
bytes of memory. Please
put result of this operation
here: 0x0088fed4

_al 3c 1b O

No troubles, man! Here is
the location: 0x001b3cad

! How do you know | am a
man? Anyway, let me teach
you to read long messages.
We will enlarge your buffer

93 68 to process larger requests.

This size should be enough:
02 00 a4 03 | 0x0578
Yeah.. sorry, | didn't
mean... Lets do that!

( Good, then here is the new |
buffer address for input
| requests: 0x001b3cac.

0
02 00 a4 03

5b 1f

02 00 a4 03

( Acknowlsdged: l

( Use same buffer size
0x0578 for output
| processing as well. )

Of course! | do what you
say.

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf

45

Absolute Exhibit No. 1036
Page 045


https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-Computrace-Backdoor-Revisited.pdf

Communication explained

COMPUTRACISH: ENGLISH:

[ Remind your output
processing structure
address.

28 f£d 88 00 e S

(That's easy: 0x0088fd28 l

| Time to check if you are
lying. What's the Sessionld
of that output processing
structure? )
L, s
Well.. | guess you know,
it's 0x7000dees

e5 de 00 70

09 54

[ Alright, you're doing good. |
f8 B4 Then use it in new output

| processing.
02 00 a4 03

C Absolutely! 4.4 l

od_24]

| Ok, new communication
structure is ready at
| 0x001b423a

You are a magician! Now |
can chat without any
limits!.. | really appreciate
what you do. It's amazing.
| wanted to tell you one
story abou[end of buffer]

https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf

“Unlike the LoJack for vehicles and equipment products, which use a small radio
beacon installed in the tracked device, the Computrace/LoJack for Laptops product
is laptop tracking software that periodically phones home to Absolute Software's
server to both announce its location and to check to see if the machine has been
reported stolen.[12][13] *

https://en-academic.com/dic.nsf/enwiki/1378022
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[1h] in response to receiving the notification, | The Accused Instrumentalities comprise “in response to receiving the notification,
automatically disabling at least one user automatically disabling at least one user function of the mobile electronic device while
function of the mobile electronic device while | still allowing the mobile electronic device to communicate with the security service.”
still allowing the mobile electronic device to
communicate with the security service; and

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

Documentation confirms that when a user locks the device, the device is locked from
all user functions. For example, Task Manager is not available, “making it essentially
impossible for anyone to use your device.” The device, however, still is able to
communicate with the security service to, e.g., unlock the device.

Locking Your Device

In case of theft or loss of your device, you can disable your device using the Lock
feature.

Performing a lock remotely locks the screen of your device. No Windows application,
even Task Manager, is available, making it essentially impossible for anyone to use
your device. Even if someone reinstalls the operating system, your device still remains
locked. Only you can unlock your device.

https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Sec
tion_3/Locking/LockingDevice.htm

47

Absolute Exhibit No. 1036
Page 047


https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Locking/LockingDevice.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Locking/LockingDevice.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Locking/LockingDevice.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Locking/LockingDevice.htm

How do | remove an Absolute Lock?

A: To remove an Absolute Lock from your registered device, please take the following steps:
1. Visit our login page at and enter your registered email address.
1. If you do not remember the password on this account, click on the Forgot Password link to have a new temporary password emailed to you.
2. If you used a temporary password to log in, update to a permanent password.

2. If you have multiple devices, select the correct one from the list.

3. Click on Lock.

4. Enter your 4-6 number PIN code (the same code used when you locked your device).

5. Click on Unlock Device.

Please note that you will need to connect the device to the Internet before it can be unlocked. If you require an immediate unlock of a locked device, please
directly.

https://homeoffice.absolute.com/support/fag/#toggle-1d-42

Absolute Computrace features a “remote poison pill” which “locks down OS and
prevents boot.” PC-Disable Whitepaper at p. 1. This “remote poison pill” is triggered
in response to a notification [from Absolute’s Monitoring Center] that the computer
has been reported stolen.

Through Computrace, an authorized information technology (IT) administrator can remotely

delete data on a notebook, or the notebook can now inteligently lock itself down and prevent
an 05 from booting. If the notebook is reported lost or stolen, the [T administrator simply flags
it in the Computrace Web portal and sets up a “poison pill” so the next time the notebook
“phones home,” it will be disabled. In both cases, whether the notebook locks itself down or
receives a poison pill, and even if the hard drive is reformatted or replaced, anti-theft security
options remain in place. Getting the system operational again is easy — authorized users can
quickly restore the system with a one-time reactivation token provided by the IT department.
https://wenku.baidu.com/view/7d4803717fd5360cbaladbef.html

“Computrace allows a remote lock-down of a notebook as soon as the system
connects to the Internet and checks in with the Absolute Monitoring Center. If the
notebook’s theft flag has been set in the server database, the poison pill is delivered
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when the notebook checks in. The notebook then disables itself and prevents the OS
from rebooting. Even if the hard drive is replaced, the notebook will not boot. Only
the reactivation screen is available.” https://manualzz.com/doc/23910598/pc-
disable-delivers-intelligent-client

Use cases for Absolute Software Computrace*
with Intel® Anti-Theft Technology

Remote poison pills locks down OS and prevents boot

User calls IT, IT flags notebooks At scheduled Computrace™ Agent

reports notebook on Admin console rendezvous, agent receives poison pill

stolen checks in with instructions
Monitoring Center

1d.

Computrace’s PC-Disable feature relies on a BIOS security component.
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System architecture

Software applications
Absolute Computrace* Agent:
IT policies and poison pill settings

Operating system

BIOS

Hardware and firmware
Intel® AT timer, PC-disable,
other capabilities

Id. at Fig. 1.
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How Absolute solutions help you protect your
data

The Absolute Investigations Team is dedicated to working with law enforcement to find and return stolen
laptops. Using a direct, two-way connection between the Absolute solution and the laptop, our laptop
tracker solutions don’t only try to locate your laptop, they help customers remotely erase their data
through their security console. Part of feeling secure when your laptop goes missingisn’t just about
laptop recovery, it’s knowing that whatever personal data is on there isn’t going to fall into the wrong
hands. Read a few of their highlighted recovery stories:

Absolute Investigations Monthly Roundup: Device Recovery Stories

Absolute Resilience is more than remote device management—it includes automated, self-healing tools
and people who specialize in recovering laptops. And if they can’t, you can make any data on the
machine unusable.

https://www.absolute.com/blog/how-to-guide-tracking-and-recovering-laptops/

Analysis of the Absolute web interface confirms the Accused Instrumentalities include
the claim limitation. Once an electronic device has been registered with the security
service, the web interface shows the user that the electronic device is protected.
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Absolute web interface Ul

Clicking on the electronic device row navigates the user to an administrative web
interface for the electronic device. Within the web interface, the user has different
administrative security options that the user can take for the electronic device such as

locking, locating, erasing, recovering, removing license.

amp023 =
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Absolute web service showing that a user can administer the security service for the
electronic device

[1i] automatically causing at least some user
data to be copied from the mobile electronic
device to at least one of the servers;

The Accused Instrumentalities comprise “automatically causing at least some user data
to be copied from the mobile electronic device to at least one of the servers.”

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

Documentation, as discussed above, Lojack automatically transmits the “results of a
comprehensive system scan, [P address, user- and machine names and location data”
to the server system “once a day.”
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1 am concerned about privacy issues. What kind of information do you collect from my computer?
Standard communication between your computer and our Monitoring Center occurs once a day and consists of
basic information like memory size, hard drive size, type of processor, type of operating system, user name, P
and Mac addresses.

There is no active monitoring of your computer until you report a theft. After a theft is reported, your computer
will contact our Monitoring Center every 15 minutes. This increased contact allows the Absalute Theft Recovery
Team to obtain specific details about where your computer is located, who is using it, and what they're doing
with it.

LFL FAQ at 4.
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Classic File List and File Retrieval:

We are in the process of retiring the Classic File List and File
Retrieval features across all customers. Certain customers can
still access the features through the ‘File List Summary Report’
and ‘File Retrieval Summary Report’ respectively under the
‘Settings’ pane of the console. Both reports will be completely
retired across all customers on March 4th. Going forward,
please utilize the following four Absolute Reach scripts as

replacements for the retired Classic features:
Replacing the Classic File Retrieval feature:

e Upload files to Dropbox
e Upload files to FTP server

¢ Upload files to network shared folder
https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-
Absolute-Features
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Vancouver, Canada: December 7, 2010 - Absolute® Software Corporation (“Absolute” or the “Company”) (TSX: ABT), the leading

provider of firmware-based, patented, computer theft recovery, data protection and secure computer lifecycle management solutions
announced today that its SaaS computer tracking solution Computrace® now includes Remote File Retrieval. With this new data
leakage prevention (DLP) feature, IT administrators can use the Computrace cloud to identify and retrieve sensitive company files that
are exposed on end point devices. This can be done proactively to mitigate the risk of data loss, or as an emergency response action
on missing or stolen devices prior to remotely wiping the hard drive for complete corporate data security.

In addition to being an exciting new security feature in Computrace, the Remote File Retrieval (RFR) feature can be an essential
productivity tool. For example, a travelling executive works on a confidential PowerPoint presentation on the plane, but leaves her
laptop in a cab on the way to her hotel. Once notified, IT may be able to remotely retrieve the lost file and send it to the executive in
time for her partner meetings.

https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-

new-data-leakage-prevention-capabilities/

DELETE FILES and
Prevent Identity Theft

https://homeoffice.absolute.com/features/

[1j] wherein the one or more non-transitory
machine-readable storage media comprises
non-volatile memory;

The Accused Instrumentalities comprise “wherein the one or more non-transitory
machine-readable storage media comprises non-volatile memory.”

At least part of the instructions for the Absolute software are stored in read-only
memory (ROM) relating to the basic input-output system (BIOS).

For example, testing confirms that the Accused Instrumentalities include a computer
system that includes a memory that is programmed and a processor that executes those
programmed instructions. The device used for performing the experiments on the
Absolute software is pictured below, which shows that it has a memory (RAM and a
hard drive) and a processor.

56

Absolute Exhibit No. 1036
Page 056


https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://homeoffice.absolute.com/features/
https://homeoffice.absolute.com/features/

Internals of laptop used for expeiments
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3. Computrace Agent Normal Operation

Computrace Agent is a Windows application that has two variants: a small agent and a full-size
agent. The Small Agent is a piece of code that is of minimal possible size and maximum extensibility.
This module is embedded into BIOS PCI Option ROM or UEFI firmware. According to the US patent
20060272020 by Absolute Software, where it is called a mini CDA (Communications Driver Agent),
it was designed to check if the full-function agent is installed and functioning on the system, and if
not. load the full function CDA across the Internet from the server.

According to the patent, the persistence module resides in BIOS Cption ROM:

L L L T

Core BIOS Flash Image Option

i T

https://securelist.com/absolute-computrace-revisited/58278/

The Application agent is stored on memory, which is also non-volatile memory.

[1k] wherein the non-volatile memory The Accused Instrumentalities comprise “wherein the non-volatile memory comprises
comprises a changeable area that can be a changeable area that can be modified by a user and a system area that cannot be
modified by a user and a system area that modified by the user.”

cannot be modified by the user;
On information and belief, review of Absolute’s source code review will further

demonstrate that the Accused Instrumentalities perform this claim element.
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Documentation and testing confirm that depending on administrative settings and user
permissions, an operating system and file system, stored in non-volatile memory, either
provide access to certain files (e.g., files stored in a changeable area) or restrict access
to certain files (e.g., files stored in a system area that cannot be modified by a user). The
Application agent is not changeable by a user and therefore resides at least partially in
the system area.

3. Computrace Agent Normal Operation

Computrace Agent is a Windows application that has two variants: a small agent and a full-size
agent. The Small Agent is a piece of code that is of minimal possible size and maximum extensibility.
This module is embedded into BIOS PCI Option ROM or UEF firmware. According to the US patent
20060272020 by Absolute Software, where it is called a mini CDA (Communications Driver Agent),
it was designed to check if the full-function agent is installed and functioning on the system, and if
not. load the full function CDA across the Internet from the server.

According to the patent, the persistence module resides in BIOS Option ROM:

-

Core BIOS Flash Image Option

S e e e

https://securelist.com/absolute-computrace-revisited/58278/
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[11] wherein the security application utilizes The Accused Instrumentalities comprise “wherein the security application utilizes code
code residing at least partially in the system residing at least partially in the system area.”

area; and
On information and belief, review of Absolute’s source code review will further

demonstrate that the Accused Instrumentalities perform this claim element.
Documentation confirms the presence of this feature.

ABSOLUTE PLATFORM AGENT

Since Persistence relies on the presence of the Absolute platform agent, how easily can it be detected?
The software agent is tamper-resistant and difficult to detect. It runs as a non-descript service and is not listed as an
application, nor does it show up on the programs menu listing or as a system tray icon.

https://www.absolute.com/media/2467/fag-absolute-persistence-absolute-software.pdf

What is the footprint, or size, of the Computrace Agent?
The Computrace Agent has a very small footprint, requiring less than 200Kb of disk space_ It occupies a small

AbsoluteSoftware

FAQ

amount of memory when idle, and when placing a call the Agent optimizes data transfer, which means a very
low demand is placed on the network.
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https://paperzz.com/doc/7965781/lojack-for-laptops

Upon information and belief, Absolute Home & Office practices U.S. Patent
8,745,383 (“the *383 patent”). For example, Absolute Software Corporation includes
the *383 patent in disclosures of IP on press releases.

©2015 Absolute Software Corporation. All rights reserved. Computrace and Absolute are registered trademarks of
Absolute Software Corporation. LoJack is a registered trademark of LoJack Corporation, used under license by Absolute
Software Corporation. LoJack Corporation is not responsible for any content herein. U.S. patents No. 5,715,174, No.
5,896,497, No. 6,087,937, No. 6958688 No. 7,818,557, No. 7,818,803, No. 7,945,709, No. 8,062,380, No. 8,234,359, No.
8,241,369, No. 8,307,055, No. 8,332,953, No. 8,346,234, No. 8,362,901, No. 8,418,226, No. 8,419,806, No. 8,441,348, No.
8,510,825, No. 8,556,991, No. 8,566,961, No. 8,625,799, No. 8,669,870, No. 8,701,013, No. 8,712,432, No. 8,717,172, No.
8,734,529, No. 8,745,383, No. 8,800,061, No. 8868933, No. 8,878,672, No. 8,902,066, and No. 8904523. Canadian patents
No. 2,211,735, No. 2,284,806, No. 2,205,370, No. 2,771,208 and No. 2,733,222. U.K. patents No. EP0793823, No. GB2298302,
and No. GB2338101. German patent No. 69512534, Australian patent No. 699045, No. 2009279430, No. 2009279431, No.
2010315412, No. 2010324789, and No. 2010321633. Japanese patents No. 4067035, No. 5220924, No. 5475743, No.
5363305, and No. 5508502. Korean patents No. 10-1372986 and No. 10-1408746. Mexican patents No. 297,406 and No.
306,287. Russian patent No. 2,460,220 and 2,506,704. The Toronto Stock Exchange has neither approved nor

disapproved of the information contained in this news release.
https://www.prnewswire.com/news-releases/absolute-software-to-use-google-maps-
geolocation-api-to-track-devices-287624131.html

See also https.//www.absolute.com/company/legal/patents/

The ’383 patent describes a component in the form of chSync 510 and CryptOSD
516, both shown in Figure 5A, reproduced in part below.
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The chSync module is a component. For example, in Figure 5SA the chSync module
is illustrated as operating behind the scenes of user interaction with the operating
system (e.g., it is not an application module that users would interact with).

The chSync module contains a validator module capable of determining whether the

application component is present and whether the application component has been

tampered with. For example, “chSync module 510 is also responsible for determining
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whether rpcSync module 512 is installed and uncorrupted, and if not, chSync module
510 is responsible for installing rpcSync module 512.” *383 patent, 11:30-33. Upon
information and belief, the application module comprises at least the xSync module,
the rpcSync module, and the SafeAgent.

As another example, “chSync module 410 checks the process and file status of
rpcSync module 412 and xSync module 402 and records their status for SafeAgent
module's 414 use in forming the heartbeat message. xSync module 402 also checks
the process/file status of SafeAgent module 414, CryptOSD module 416, and all
xSync applications modules 404, 406, and 408 and records their status for SafeAgent
module's 414 use in forming the heartbeat message.” *383 patent, 12:62-13:3.

The Computrace system is capable of determining whether the application component
has been tampered with. Tampering can include deleting the application module,
operating system re-installations, hard drive reformats and hard drive replacements.
As discussed in FAQs at LFL FAQs at pp. 2-3:

What if an unauthorized user still manages to delete the Computrace Agent?

Our Agent employs a self-healing technology referred to as “persistence” that allows the Computrace BIOS-
module (when the computer manufacturer embeds the Computrace Persistence Module into the BIQS or
firmware of your computer) to essentially rebuild the Application Agent software even if the service is deleted.

What if | want to remove the Computrace Agent in LojJack for Laptops from my computer?
If the Agent has been activated and you are an authorized user with the correct password, you can submit a
request to have the Agent removed from your computer.

Id. Upon information and belief, rpcnetp is configured to make this determination.

This is supported by V. Kamlyuk, S. Belov and A. Sacco, “Absolute Backdoor
Revisited,” BlackHat, June 2014. [Online]. Available:
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-
Backdoor-Revisited-WP.pdf (last accessed April 27, 2023) (hereafter “Absolute
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-Backdoor-Revisited-WP.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-Backdoor-Revisited-WP.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-Backdoor-Revisited-WP.pdf
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-Backdoor-Revisited-WP.pdf

Backdoor Revisited”). Absolute Backdoor Revisited, which is further confirmed with
analysis of Absolute’s software.

After locating the rpcnet.exe windows service, its execution can be terminated. This
would then disable the absolute software from maintaining a connection with the

SCrvers.

File Adion View Help

e m Bz Hm »enn
i Services (Local) © Services (Local)
rpenet n o Sats  SarupType  logOnAs
M
Stop the sevice

Restart the service

e Call @PO)
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Path to executable
C:Windowsisystem32ponst exe

Swruptpe:  Automatc

Sonvos status:  Running

fom hre.

A
™:
™
™
™
Au
™:
™:
™:
A
™:

State Reposi
still Image

Automatic De..  Local System

m HQuoOEeCBawEIT S ~rue e
rpcnet windows service Image

Once the process is terminated, the rpcnetp service begins execution in order to
download and reinstall the rpcnetp service from the server.
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AR ®D

Qe PECEIm
rpenetp restarting process

4m/2023

The rpcnetp service then restarts the rpcnet process, which is one example of how the
application component communicates with rpcnetp.
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Another example of the connection between these two components can be observed
when rpcnetp restores the rpenet executable and .dll files when they were deleted.
Both the rpcnet and rpenetp services can be terminated, as well as have both their files

deleted.
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As was expected and supported by Absolute Backdoor Revisited, The BIOS
component restores the rpcnetp windows service. After restoration, the rpcnetp
service 1s executed which restores rpcnet, via downloading the rpcnet files from the

remote server and reinstalling.
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The security service offered by Absolute exhibits the claim language of having the
ability to communicate over a secure medium with a system server. Through the use
of secure communication protocols (i.e., TLS) the system components can
communicate with a remote server over a secure channel. The use of secure
communication protocols, such as TLS and HTTPS, has become increasingly
standard.

However, in the event that a secure channel is not directly pre-established, a secure
medium can still be used via other means such as using a VPN that implements the
WireGuard protocol. This is another scenario, in which the system components can
communicate with a remote server over a secure channel.
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The Absolute Backdoor Revisited explains how the bios component (i.e., rpcnetp
BIOS agent and autochk.exe) are connected to rpcnetp (rpcnetp.exe windows service)
through the bios component checking placing a new rpcnetp .dll file in windows on
startup and spawning the rpcnetp.exe windows service for reinstalling and restarting
rpcnet.exe. This is further validated with experimental analysis. It is seen that the
Absolute bios component was indeed installed in the bios.

Main |Security \Advanced \UEFIDrlvers

" HP Computer Setup

~
Security Configuration

= TPM Embedded Security

= BIOS Sure Start

= Secure Boot

= Secure Platfor agement (SPM)

“IPhysical Presen terface @
= Smart Cover

Utilities
= Hard Drive Utilities
Absolute® Persistence Module Current State

Activation Status : Inactive

e Module
“ISystem Management Command
= Restore Security Settings to Factory Defaults

Application with BIOS settings of electronic device

Through observation of what occurs when the rpcnet and rpenetp .dll files are deleted,
it is apparent that the rpcnetp application file was restored automatically despite not
existing on to the operating system. This is due to the BIOS restoring rpcnetp.
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After being restored, the files can be seen again in the windows operating system.
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Chapter 1: Introduction

Absolute® brings a fundamentally new approach to cybersecurity by enabling self-healing endpoint
security to ensure uncompromised visibility and near real-time remediation of breaches at the source.
Our cloud-based platform and embedded Persistence technology puts IT and security professionals in
control of devices, data, and applications — whether they are on or off the network — to improve IT
asset management, ensure compliance, protect data, and reduce insider threats. Patented Persistence
technology is embedded in the firmware of more than 1 billion popular PC and mobile devices from
global manufacturers including Acer, Asus, Dell, Fujitsu, HP, Intel, Lenoveo, Microscft, Panasonic,
Samsung and Toshiba.

Absolute is an adaptive endpoint security solution. Its technology platform is a client/server architecture
that delivers device security, data security, and asset management of endpoints, even if a device is off
the network or in the hands of an unauthorized user.

The persistent connection between the secure and patented agent (client) and the Absoclute Menitoring
Center (server) ensures organizations have protected access to up-to-date information about their
entire device inventory. Authorized users can use the built-in tools in the Absolute consocle to track
devices and initiate data and device security operations for the purposes of enforcing compliance
policies, identifying at-risk computers, and taking preemptive and reactive measures if a security
incident occurs.

https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf

[ Im] wherein the security application receives | The Accused Instrumentalities comprise “wherein the security application receives the
the notification from at least one of the notification from at least one of the servers via the system area.”

servers via the system area.
On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.

The entire application agent [security application] resides in a system area and therefore
the security application receives the notification from at least one of the servers via the
system area. Such communication is encrypted so as not to be decipherable outside of
the system area.
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What type of protection is provided for communication between the Absolute agent and the Absolute Monitoring
Center?

The communication between the software agent and the Absolute Monitoring Center is encrypted. Optionally, you can also
enable FIPS-140 certified communication.

The Federal Information Processing Standard (FIPS) Publication 140-2 is a US government security standard that specifies
the security requirements for cryptographic modules protecting sensitive information. The National Institutes of Standards
and Technology (NIST) publishes the list of vendors with validated FIPS 140-1 and 140-2 cryptographic modules.

The Absolute Encryption Engine is validated FIPS 140-2 and the certificate can be viewed here: Certificate 1680.

https://www.absolute.com/media/2467/fag-absolute-persistence-absolute-software.pdf

Analysis of the Absolute software and web interface confirms aspects of the infringing
functionality. This is supported by V. Kamlyuk, S. Belov and A. Sacco, “Absolute
Backdoor Revisited,” BlackHat, June 2014. [Online]. Available:
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-
Backdoor-Revisited-WP.pdf (last accessed April 27, 2023) (hereafter “Absolute
Backdoor Revisited”). Absolute Backdoor Revisited, which is further confirmed with
analysis of Absolute’s software.

After locating the rpcnet.exe windows service, its execution can be terminated. This
would then disable the absolute software from maintaining a connection with the
Servers.
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Once the process is terminated, the rpcnetp service begins execution in order to
download and reinstall the rpcnetp service from the server.
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The rpcnetp service then restarts the rpcnet process, which is one example of how the
application component communicates with rpcnetp.
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Another example of the connection between these two components can be observed
when rpcnetp restores the rpenet executable and .dll files when they were deleted.
Both the rpcnet and rpenetp services can be terminated, as well as have both their files

deleted.
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As was expected and supported by Absolute Backdoor Revisited, The BIOS
component restores the rpcnetp windows service. After restoration, the rpcnetp
service 1s executed which restores rpcnet, via downloading the rpcnet files from the

remote server and reinstalling.
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The security service offered by Absolute exhibits the claim language of having the
ability to communicate over a secure medium with a system server. Through the use
of secure communication protocols (i.e., TLS) the system components can
communicate with a remote server over a secure channel. The use of secure
communication protocols, such as TLS and HTTPS, has become increasingly
standard.

However, in the event that a secure channel is not directly pre-established, a secure
medium can still be used via other means such as using a VPN that implements the
WireGuard protocol. This is another scenario, in which the system components can
communicate with a remote server over a secure channel.
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The Absolute Backdoor Revisited explains how the bios component (i.e., rpcnetp
BIOS agent and autochk.exe) are connected to rpcnetp (rpcnetp.exe windows service)
through the bios component checking placing a new rpcnetp .dll file in windows on
startup and spawning the rpcnetp.exe windows service for reinstalling and restarting
rpcnet.exe. This is further validated with experimental analysis. It is seen that the
Absolute bios component was indeed installed in the bios.

Main |Security \Advanced \UEFIDrlvers

" HP Computer Setup

~
Security Configuration

= TPM Embedded Security

= BIOS Sure Start

= Secure Boot

= Secure Platfor agement (SPM)

“IPhysical Presen terface @
= Smart Cover

Utilities
= Hard Drive Utilities
Absolute® Persistence Module Current State

Activation Status : Inactive

e Module
“ISystem Management Command
= Restore Security Settings to Factory Defaults

Application with BIOS settings of electronic device

Through observation of what occurs when the rpcnet and rpenetp .dll files are deleted,
it is apparent that the rpcnetp application file was restored automatically despite not
existing on to the operating system. This is due to the BIOS restoring rpcnetp.
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After being restored, the files can be seen again in the windows operating system.
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Chapter 1: Introduction

Absolute® brings a fundamentally new approach to cybersecurity by enabling self-healing endpoint
security to ensure uncompromised visibility and near real-time remediation of breaches at the source.
Our cloud-based platform and embedded Persistence technology puts IT and security professionals in
control of devices, data, and applications — whether they are on or off the network — to improve IT
asset management, ensure compliance, protect data, and reduce insider threats. Patented Persistence
technology is embedded in the firmware of more than 1 billion popular PC and mobile devices from
global manufacturers including Acer, Asus, Dell, Fujitsu, HP, Intel, Lenoveo, Microscft, Panasonic,
Samsung and Toshiba.

Absolute is an adaptive endpoint security solution. Its technology platform is a client/server architecture
that delivers device security, data security, and asset management of endpoints, even if a device is off
the network or in the hands of an unauthorized user.

The persistent connection between the secure and patented agent (client) and the Absoclute Menitoring
Center (server) ensures organizations have protected access to up-to-date information about their
entire device inventory. Authorized users can use the built-in tools in the Absolute consocle to track
devices and initiate data and device security operations for the purposes of enforcing compliance
policies, identifying at-risk computers, and taking preemptive and reactive measures if a security
incident occurs.

https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf
For example, Absolute Backdoor Revisited shows that the BIOS component is
configured to determine whether rpcnetp is present and whether rpcnetp has been
tampered with.

Absolute Backdoor Revisited explains how Absolute’s security service possesses a
BIOS security component (autochk.exe and the rpcnetp BIOS module) determines
whether the integrity of the application component during a boot process for the
electronic device. During the boot process the autochk.exe returns the local file
rpcnetp.exe and changes the local system registry to create a new system service
called rpcnetp. The purpose of this is to check the integrity during the boot process of
the rpcnetp windows service and can inject a freshly created rpcnetp.dll into its
memory.

82

Absolute Exhibit No. 1036
Page 082




Stage 1: BIOS module

The first stage (after main BIOS initialization) is to execute modules from Option ROM. At this point the Computrace
code searches for available disk drives and analyzes the partition table. If FAT/FAT32/NTFS partitions are found, it
locates the Windows installation path and autochk.exe application. Next, it creates a backup of system default
autochk.exe code parts and overwrites them with its own code. These parts are saved as autochk.exe.bak file on
FAT or autochk.exe:BAK NTFS ADS stream on NTFS filesystern. This can be used as an indicator of Computrace
activity at stage one.

On some systems where the Computrace module is not part of the BIOS or it cannot be activated, a different
approach is used. On such systems the Computrace activation code modifies the MBR of the hard drive and takes
control of the PC at the earliest stage of the system boot. Apparently this approach is not as persistent as a
BIOS-based dropper.

Stage 2: autochk.exe

At this stage a modified autochk.exe starts and has full access to the local file system as well as system registry via
Windows NT Native API calls. Its main purpose is to drop the local file rpcnetp.exe and change the local system
registry to create a new system service called rpcnetp. The original autochk.exe code is then restored.

BIOS execution process discussed in Absolute Backdoor Revisited

Testing confirms that the Accused Instrumentalities include that the BIOS component
is configured to determine whether rpcnetp is present and whether rpenetp has been
tampered with.

Through observing the rpcnetp windows service files on the computer after the
Absolute software is installed, an examination of the file creation times indicates they
were created during the boot process.
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Moreover, the same can be observed for when the .dll files for rpcnetp are deleted and
restored by the BIOS during a subsequent boot

7. A mobile electronic device according to
claim 1, wherein the operations the security
application is operable to perform further
comprise: after the at least some user data has
been copied from the mobile electronic device
to at least one of the servers, causing at least
some of the user data to be deleted from the
mobile electronic device.

The Accused Instrumentalities include a mobile electronic device after the at least
some user data has been copied from the mobile electronic device to at least one of the

servers, causing at least some of the user data to be deleted from the mobile electronic
device.

On information and belief, review of Absolute’s source code review will further
demonstrate that the Accused Instrumentalities perform this claim element.
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1 am concerned about privacy issues. What kind of information do you collect from my computer?
Standard communication between your computer and our Monitoring Center occurs once a day and consists of
basic information like memory size, hard drive size, type of processor, type of operating system, user name, P
and Mac addresses.

There is no active monitoring of your computer until you report a theft. After a theft is reported, your computer
will contact our Monitoring Center every 15 minutes. This increased contact allows the Absalute Theft Recovery
Team to obtain specific details about where your computer is located, who is using it, and what they're doing
with it.

LFL FAQ at 4.
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Classic File List and File Retrieval:

We are in the process of retiring the Classic File List and File
Retrieval features across all customers. Certain customers can
still access the features through the ‘File List Summary Report’
and ‘File Retrieval Summary Report’ respectively under the
‘Settings’ pane of the console. Both reports will be completely
retired across all customers on March 4th. Going forward,
please utilize the following four Absolute Reach scripts as

replacements for the retired Classic features:
Replacing the Classic File Retrieval feature:

e Upload files to Dropbox
e Upload files to FTP server

¢ Upload files to network shared folder
https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-
Absolute-Features
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https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-Absolute-Features
https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-Absolute-Features
https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-Absolute-Features
https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-Absolute-Features

Vancouver, Canada: December 7, 2010 - Absolute® Software Corporation (“Absolute” or the “Company”) (TSX: ABT), the leading

provider of firmware-based, patented, computer theft recovery, data protection and secure computer lifecycle management solutions
announced today that its SaaS computer tracking solution Computrace® now includes Remote File Retrieval. With this new data
leakage prevention (DLP) feature, IT administrators can use the Computrace cloud to identify and retrieve sensitive company files that
are exposed on end point devices. This can be done proactively to mitigate the risk of data loss, or as an emergency response action
on missing or stolen devices prior to remotely wiping the hard drive for complete corporate data security.

In addition to being an exciting new security feature in Computrace, the Remote File Retrieval (RFR) feature can be an essential
productivity tool. For example, a travelling executive works on a confidential PowerPoint presentation on the plane, but leaves her
laptop in a cab on the way to her hotel. Once notified, IT may be able to remotely retrieve the lost file and send it to the executive in
time for her partner meetings.

https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-
new-data-leakage-prevention-capabilities/

DELETE FILES and
Prevent Identity Theft

https://homeoffice.absolute.com/features/

Remotely Delete Data From Devices

~ Selectively delete files

OS Support: g @&

https://www.absolute.com/platform/compare-absolute-products/
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https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
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https://homeoffice.absolute.com/features/

Deleting Files on Your Device

You may have very private and sensitive data on your device that is more important to
you than the device. In case of theft or loss, you can remotely delete some or all files
on your device using our Data Delete technology.

When you delete a file, your device does not actually remove the contents of the file.
Instead, the device simply unlinks the file from the file directory system, leaving the
contents of the file in the disk sectors. Data from the file remains until the operating
system re-uses the same sectors when writing new data. Until the old data is
overwritten (which may take months or even longer), data can be recovered by
programs that read disk sectors directly.

Using our advanced technology, you can eliminate all data associated with a file you
want to delete.

https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Sec
tion 3/Deleting/DeletingFiles.htm

[9pre] A method for providing security for a
mobile electronic device, the method
comprising:

The Accused Instrumentalities practice this claim element. See citations and analysis
for claim 1 and the remaining elements of claim 9.

[9a] receiving, at a mobile electronic device, a
request from an owner of the mobile
electronic device to register the mobile
electronic device with a security service
residing at least partially on one or more
servers;

The Accused Instrumentalities practice this claim element. See citations and analysis
for claim element 1d.

[9b] in response to the request from the
owner, registering the mobile electronic
device with the security service;

The Accused Instrumentalities practice this claim element. See citations and analysis
for claim element 1d, 1f.

[9c] automatically sending identifying
information for the mobile electronic device
from the mobile electronic device to the
security service;

The Accused Instrumentalities practice this claim element. See citations and analysis
for claim element le.
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https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Deleting/DeletingFiles.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Deleting/DeletingFiles.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Deleting/DeletingFiles.htm
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Section_3/Deleting/DeletingFiles.htm

[9d] after the owner has registered the mobile
electronic device with the security service,
periodically communicating with the security
service, when the mobile electronic device is
in a state other than a state in which the
mobile electronic device is powered off;

The Accused Instrumentalities practice this claim element.

for claim element 1f.

See citations and analysis

[9¢] after the owner has registered the mobile
electronic device with the security service,
accepting a notification from the security
service, wherein the notification comprises a
message indicating that the owner of the
mobile electronic device has reported a loss or
requested disabling of the mobile electronic
device;

The Accused Instrumentalities practice this claim element.

for claim element 1g.

See citations and analysis

[91f] in response to accepting the notification,
automatically disabling at least one user
function of the mobile electronic device while
still allowing the mobile electronic device to
communicate with the security service; and

The Accused Instrumentalities practice this claim element.

for claim element 1h.

See citations and analysis

[9g] automatically causing at least some user
data to be copied from the mobile electronic
device to at least one of the servers;

The Accused Instrumentalities practice this claim element.

for claim element 1i.

See citations and analysis

[9h] wherein the mobile electronic device
comprises non-volatile memory;

The Accused Instrumentalities practice this claim element.

for claim element 1j.

See citations and analysis

[91] wherein the non-volatile memory
comprises a changeable area that can be
modified by a user and a system area that
cannot be modified by the user;

The Accused Instrumentalities practice this claim element.

for claim element 1k.

See citations and analysis

[9j] wherein the security application utilizes
code residing at least partially in the system
area; and

The Accused Instrumentalities practice this claim element.

for claim element 11.

See citations and analysis

[9k] wherein the operation of accepting the
notification from the security service

The Accused Instrumentalities practice this claim element.

for claim element 1m.

See citations and analysis
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comprises receiving the notification from at
least one of the servers via the system area.

15. A method according to claim 9, further The Accused Instrumentalities practice this claim element. See citations and analysis
comprising: after the at least some user data for claim 7.

has been copied from the mobile electronic
device to at least one of the servers, causing at
least some of the user data to be deleted from
the mobile electronic device.
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	The Accused Instrumentalities comprise “in response to receiving the notification, automatically disabling at least one user function of the mobile electronic device while still allowing the mobile electronic device to communicate with the security service.”
	On information and belief, review of Absolute’s source code review will further demonstrate that the Accused Instrumentalities perform this claim element.
	Documentation confirms that when a user locks the device, the device is locked from all user functions. For example, Task Manager is not available, “making it essentially impossible for anyone to use your device.” The device, however, still is able to communicate with the security service to, e.g., unlock the device.
	Locking Your Device
	Deleting Files on Your Device



