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Softex LLC v. Absolute Software Corporation et al., No. 1:22-cv-01308 (W.D. Tex.) 
Infringement of U.S. Patent No. 8,506,649 

 
This chart shows, on an element-by-element basis, how Absolute Software Corporation and Absolute Software, Inc. (collectively 

“Absolute”) infringe Claims 1, 7, 9, 15 of U.S. Patent No. 8,506,649 (the “’649 Patent”) through the making, using, offering for sale, or 

sale in the United States, and/or importation into the United States, of various products and offerings, including Absolute’s persistent 

theft detection software accused of infringing the Asserted Patents in Softex’s Complaint and/or in Softex’s Infringement Contentions. 

They include, but are not limited to, Absolute Home & Office, Absolute Computrace Persistence, Absolute LoJack, LoJack for Laptops, 

Absolute Visibility, Absolute Control, Absolute Resilience, and Computrace software (collectively referred to as “Accused 

Instrumentalities”), as well as any other products that Absolute makes, uses, offers for sale, or sells in the United States, and/or imports 

into the United States that operate in the manner set forth below.  

Softex LLC (“Softex”) further states that Absolute also indirectly infringes each asserted claim in violation of 35 U.S.C. § 271(b) 

by taking active steps to encourage and facilitate direct infringement by third parties in the United States, including customers, partners, 

and service providers, through the dissemination of the Accused Instrumentalities and the creation and dissemination of promotional 

and marketing materials, supporting materials, instructions, product manuals, and/or technical information relating to such products with 

knowledge and the specific intent that its efforts would result in the direct infringement of the ’649 Patent. For example, Absolute took 

active steps to encourage service providers and other customers to use the Accused Instrumentalities in the United States in a manner 

that would directly infringe each element as described below, including by marketing the functionality and creating and distributing 
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various training programs for use of it.  Non-limiting examples of such actions include the following: “Absolute Partners with leading 

organizations to bring Endpoint Resilience across the globe.” (https://www.absolute.com/partners/our-partners/); “We've built strong 

relationships with manufacturers around the world so that today, most devices roll off the assembly line with Persistence from Absolute 

already embedded in the firmware of the machine. Click any of the logos below to see specific devices that Absolute is embedded in.” 

(https://www.absolute.com/partners/device-manufacturers/); “To activate a persistent, unbreakable connection to your devices, you'll 

need to install a small, client-side agent.”  “First, install the agent on a single device to test your installation: 1. Confirm connectivity 

with the Network Diagnostics Tool 2. Download the Absolute Agent and install it on your first device 3. Confirm device activation by 

checking the Assets page Success! Now you can enroll your remaining devices.” (https://go.absolute.com/Onboarding-Enroll-devices-

Step2.html); “Absolute may be downloaded, installed, and then verified by following these instructions.” 

(“https://www.dell.com/support/kbdoc/en-us/000131897/how-to-download-and-install-absolute”); “You can activate your Absolute 

Home & Office subscription in just three easy steps” “Purchase a 1-, 2-, or 3-year Absolute Home & Office subscription” “Check your 

inbox Look for a welcome email containing your subscription’s activation code” “Download, install, and activate Follow the email 

instructions to activate Absolute Home & Office on your PC, tablet or smartphone. That’s it!” (https://www.hp.com/us-

en/services/consumer/theft-protection.html); “Click: ACTIVATE ACCOUNT … “A unique installer is generated. This process typically 

takes about three minutes. Once generated, click on INSTALL APPLICATION” … “New users are prompted to create an account 

password. Existing users are prompted to sign in.  After signing in, the Lenovo Smart Lock portal (https://lenovosignin.absolute.com) 

appears.” (https://support.lenovo.com/us/en/solutions/ht512830-lenovo-smart-lock-services-locate-lock-and-recover-your-pc-anytime-
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anywhere”); see also (https://www.lenovo.com/us/en/d/accessories/absolute/?orgRef=https%253A%252F%252F 

www.google.com%252F), as well as the materials cited below. Absolute thus induced, and continues to actively induce, the direct 

infringement of the ’629 Patent by service providers and other customers by distributing the Accused Products and, among other things, 

creating and distributing various programs that train customers to use them in an infringing manner.  

Softex further notes that this chart contains an exemplary, non-limiting description of Absolute’s infringement that is 

representative of how each Accused Instrumentality infringes the ’649 Patent. Softex further notes that it makes these contentions based 

on the information reasonably available to it at this time because discovery has not commenced, and Absolute has not provided any 

documents concerning its infringement, including any source code for the Accused Instrumentalities.  

As demonstrated below, Softex contends that each element of each asserted claim is literally infringed by the Accused 

Instrumentalities. Softex further contends that, to the extent that any particular element is shown not to be met literally by the Accused 

Instrumentalities, each Accused Instrumentality infringes under the doctrine of equivalents for the reasons set forth below because there 

would be no substantial difference between the elements of the asserted claims and the corresponding functionality in the Accused 

Instrumentality, i.e., the corresponding functionality in the Accused Instrumentality does substantially the same thing, in substantially 

the same way, to achieve substantially the same result(s) as the claimed elements.  

Further, the Court has yet to issue its claim construction rulings. Softex thus reserves its right to modify, supplement, and/or 

amend these contentions as additional evidence and information become available, including in light of discovery, invalidity, prior art, 

claim construction, or any information provided by Absolute or any other party or non-party to this action.  
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Electronic device security and tracking system and method 
U.S. Patent No. 8,506,649 

 
Claims  
[1pre] A mobile electronic device, 
comprising: 

The Accused Instrumentalities comprise “a mobile device, comprising.” 

Absolute Home & Office is installed on laptops comprising mobile electronic devices.  

 
 
https://www.absolute.com/partners/device-compatibility/  

 

For example, Absolute Persistence is preinstalled on the following Dell notebooks 
and tablets: 
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https://www.absolute.com/partners/device-compatibility/#dell  
 
For example, Absolute Persistence is preinstalled on the following HP notebooks and 
tablets: 
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https://www.absolute.com/partners/device-compatibility/#hp  
 
For example, Absolute Persistence is preinstalled on the following Lenovo notebooks 
and tablets: 
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https://www.absolute.com/partners/device-compatibility/#lenovo  
 
The electronic devices are operable to support various operating systems including 
Windows 10 and macOS 10.13. 

 

 
https://homeoffice.absolute.com/support/faq/#toggle-id-5  
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The electronic devices connect to the internet and communicate with a server 
system. 

 
As stated in Absolute’s Lojack For Laptops FAQs (“LFL FAQs”), “Absolute 
Software hosts the Absolute Monitoring Center [including a server] in a co-location 
hosting facility owned by Telus Corporation.” LoJack for Laptops (paperzz.com) at 
p. 5. 

 
“If you can browse, then LoJack for Laptops will work. Our goal is as close to zero- 
configuration as possible….LoJack for Laptops will work using any DSL, wireless, 
or cable internet service provider. We are also compatible with most Satellite ISPs.” 
LFL FAQs at p. 5. 
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Id. 

[1a] a processor; The Accused Instrumentalities comprise “a processor.” 
 
A laptop has a processor (e.g., a CPU) and one or more non-transitory machine-
readable storage media responsive to the processor (e.g., any of various memory 
units in the laptop including ROM, RAM, cache, and storage). When 
Computrace/Lojack for Laptops is installed on the laptop, it constitutes a security 
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application in at least one of the non-transitory machine-readable storage media 
operable to perform the following operations. 
 

 
Internals of laptop used for experiments 
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Lojack for Laptops FAQ (LFL FAQ) at 1. https://paperzz.com/doc/7965781/lojack-
for-laptops  

[1b] one or more non-transitory machine-
readable storage media responsive to the 
processor; and 

The Accused Instrumentalities comprise “one or more non-transitory machine-
readable storage media responsive to the processor.” 
 
Testing confirms that the Accused Instrumentalities include a computer system that 
includes a central processing unit (processor). The device used for performing the 
experiments on the Absolute software is pictured below, which shows that it has a 
processor and memory (one or more non-transitory machine readable storage media). 
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Internals of laptop used for experiments 
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Hardware resources of laptop used for experiments 

 

 
System information of laptop used for experiments 
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[1c] a security application in at least one of 
the non-transitory machine-readable storage 
media, wherein the security application is 
operable to perform operations comprising: 

The Accused Instrumentalities comprise “a security application in at least one of the 
non-transitory machine-readable storage media, wherein the security application is 
operable to perform operations comprising.” 
 

 
Lojack for Laptops FAQ (LFL FAQ) at 1. https://paperzz.com/doc/7965781/lojack-
for-laptops  
 
On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 
 
As detailed in the remaining claim elements the security applications performs the 
claimed features.   
 

[1d] enabling an owner of the mobile 
electronic device to register the mobile 
electronic device with a security service 
residing at least partially on one or more 
servers; 

The Accused Instrumentalities comprise “enabling an owner of the mobile electronic 
device to register the mobile electronic device with a security service residing at least 
partially on one or more servers.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 
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Testing confirms that the software contains instructions operable to enable an owner of 
the mobile electronic device to register the mobile electronic device with a security 
service residing at least partially on one or more servers.  

For example, Absolute provides a website with a URL (https://my.absolute.com) with 
an Account Registration Page where a user can enter a registration code to register the 
mobile electronic device with the Home & Office security service.  

  

https://homeoffice.absolute.com/support/faq/#toggle-id-11  

Absolute Home & Office is a security service at least partially residing on one or more 
servers.  
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https://homeoffice.absolute.com/support/faq/#toggle-id-1  

The “Application Component… makes regularly scheduled calls over the internet to 
the Absolute Monitoring Center [the server system] and provides asset and location 
data on each Agent call.”  LFL FAQs at p. 1. 

 
Id. 
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Analysis of the Absolute web interface confirms the Accused Instrumentalities include 
the claim limitation. Once an electronic device has been registered with the security 
service, the web interface shows the user that the electronic device is protected. 
 

 
Absolute web interface UI 

 
Clicking on the electronic device row navigates the user to an administrative web 
interface for the electronic device. Within the web interface, the user has different 
administrative security options that the user can take for the electronic device such as 
locking, locating, erasing, recovering, removing license. 
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Absolute web service showing that a user can administer the security service for the 

electronic device 
 
Absolute utilizes a client/server architecture.  Therefore, the Accused Instrumentalities 
include a server system. 
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https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf 

[1e] causing the mobile electronic device to 
automatically send identifying information for 
the mobile electronic device to the security 
service; 

The Accused Instrumentalities comprise “causing the mobile electronic device to 
automatically send identifying information for the mobile electronic device to the 
security service.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

Testing confirms that the Absolute software contains instructions operable to cause the 
mobile electronic device to automatically send identifying information for the mobile 
electronic device to the security service. For example, the software “makes regularly 
scheduled calls over the internet to the Absolute Monitoring Center [security service] 
and provides asset and location data [identifying information for the mobile electronic 
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device] to support activities like data delete commands or to aid in theft recovery.” LFL 
FATS at 1.  

For further example, Lojack automatically transmits the “results of a comprehensive 
system scan, IP address, user- and machine names and location data” to the server 
system “once a day.”  
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https://en-academic.com/dic.nsf/enwiki/1378022  
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Absolute web interface UI 

 
Clicking on the electronic device row navigates the user to an administrative web 
interface for the electronic device. Within the web interface, the user has different 
administrative security options that the user can take for the electronic device such as 
locking, locating, erasing, recovering, removing license. 
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Absolute web service showing that a user can administer the security service for the 

electronic device 
 
Absolute utilizes a client/server architecture.  Therefore, the Accused Instrumentalities 
include a server system. 
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https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf 
[1f] after the owner has registered the mobile 
electronic device with the security service, 
causing the mobile electronic device to 
periodically communicate with the security 
service, when the mobile electronic device is 
in a state other than a state in which the 
mobile electronic device is powered off; 

The Accused Instrumentalities comprise “after the owner has registered the mobile 
electronic device with the security service, causing the mobile electronic device to 
periodically communicate with the security service, when the mobile electronic 
device is in a state other than a state in which the mobile electronic device is powered 
off.” 
 
On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 
 
Testing confirms that before the owner has registered the mobile electronic device, 
the software is “disabled by default and can be enabled by purchasing a license for 
Computrace.” “Once enabled,” the LoJack software “will phone home to Absolute 
Software servers once a day.”  
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https://en-academic.com/dic.nsf/enwiki/1378022  
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“Unlike the LoJack for vehicles and equipment products, which use a small radio 
beacon installed in the tracked device, the Computrace/LoJack for Laptops product 
is laptop tracking software that periodically phones home to Absolute Software's 
server to both announce its location and to check to see if the machine has been 
reported stolen.[12][13] “ 
https://en-academic.com/dic.nsf/enwiki/1378022  
 

 
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
 

[1g] after the owner has registered the mobile 
electronic device with the security service, 
accepting a notification at the mobile 
electronic device from the security service, 
wherein the notification comprises a message 
indicating that the owner of the mobile 
electronic device has reported a loss or 

The Accused Instrumentalities comprise after the owner has registered the mobile 
electronic device with the security service, accepting a notification at the mobile 
electronic device from the security service, wherein the notification comprises a 
message indicating that the owner of the mobile electronic device has reported a loss or 
requested disabling of the mobile electronic device. 
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requested disabling of the mobile electronic 
device; 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

Testing and documentation confirm that “[o]nce enabled,” the Absolute software 
“phones home to Absolute Software’s server to both announce its location and to check 
to see if the machine has been reported stolen.” Part of phoning home includes 
“querying for a possible theft report [message indicating that the owner of the mobile 
electronic device has reported a loss or requested disabling of the mobile electronic 
device.”  
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https://en-academic.com/dic.nsf/enwiki/1378022  
 

With Absolute Home & Office Basic, a user can “remotely lock [their] device.” With 
Absolute Home & Office Standard and Premium, a user “may report [a theft] to us and 
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our team of investigators will work with law enforcement to track down and recover the 
device.”  

 

https://homeoffice.absolute.com/support/faq/#toggle-id-10-closed  

 

https://homeoffice.absolute.com/support/faq/#toggle-id-65  
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https://homeoffice.absolute.com/support/faq/#toggle-id-41  

 
https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
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https://www.blackhat.com/docs/us-14/materials/us-14-Kamlyuk-Kamluk-
Computrace-Backdoor-Revisited.pdf  
 
“Unlike the LoJack for vehicles and equipment products, which use a small radio 
beacon installed in the tracked device, the Computrace/LoJack for Laptops product 
is laptop tracking software that periodically phones home to Absolute Software's 
server to both announce its location and to check to see if the machine has been 
reported stolen.[12][13] “ 
https://en-academic.com/dic.nsf/enwiki/1378022  
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[1h] in response to receiving the notification, 
automatically disabling at least one user 
function of the mobile electronic device while 
still allowing the mobile electronic device to 
communicate with the security service; and 

The Accused Instrumentalities comprise “in response to receiving the notification, 
automatically disabling at least one user function of the mobile electronic device while 
still allowing the mobile electronic device to communicate with the security service.” 

 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

Documentation confirms that when a user locks the device, the device is locked from 
all user functions. For example, Task Manager is not available, “making it essentially 
impossible for anyone to use your device.” The device, however, still is able to 
communicate with the security service to, e.g., unlock the device. 

Locking Your Device 
In case of theft or loss of your device, you can disable your device using the Lock 
feature. 
Performing a lock remotely locks the screen of your device. No Windows application, 
even Task Manager, is available, making it essentially impossible for anyone to use 
your device. Even if someone reinstalls the operating system, your device still remains 
locked. Only you can unlock your device. 
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Sec
tion_3/Locking/LockingDevice.htm 
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https://homeoffice.absolute.com/support/faq/#toggle-id-42  

 

Absolute Computrace features a “remote poison pill” which “locks down OS and 
prevents boot.” PC-Disable Whitepaper at p. 1. This “remote poison pill” is triggered 
in response to a notification [from Absolute’s Monitoring Center] that the computer 
has been reported stolen. 

 
https://wenku.baidu.com/view/7d4803717fd5360cba1adbef.html  
“Computrace allows a remote lock-down of a notebook as soon as the system 
connects to the Internet and checks in with the Absolute Monitoring Center. If the 
notebook’s theft flag has been set in the server database, the poison pill is delivered 
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when the notebook checks in. The notebook then disables itself and prevents the OS 
from rebooting. Even if the hard drive is replaced, the notebook will not boot. Only 
the reactivation screen is available.”   https://manualzz.com/doc/23910598/pc-
disable-delivers-intelligent-client   

 
 
 

 
 
Id.   

 
Computrace’s PC-Disable feature relies on a BIOS security component. 
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Id. at Fig. 1. 
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https://www.absolute.com/blog/how-to-guide-tracking-and-recovering-laptops/ 

 

Analysis of the Absolute web interface confirms the Accused Instrumentalities include 
the claim limitation. Once an electronic device has been registered with the security 
service, the web interface shows the user that the electronic device is protected. 
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Absolute web interface UI 

 
Clicking on the electronic device row navigates the user to an administrative web 
interface for the electronic device. Within the web interface, the user has different 
administrative security options that the user can take for the electronic device such as 
locking, locating, erasing, recovering, removing license. 
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Absolute web service showing that a user can administer the security service for the 

electronic device 
[1i] automatically causing at least some user 
data to be copied from the mobile electronic 
device to at least one of the servers; 

The Accused Instrumentalities comprise “automatically causing at least some user data 
to be copied from the mobile electronic device to at least one of the servers.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

Documentation, as discussed above, Lojack automatically transmits the “results of a 
comprehensive system scan, IP address, user- and machine names and location data” 
to the server system “once a day.”  
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LFL FAQ at 4. 
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https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-
Absolute-Features 
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https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-
new-data-leakage-prevention-capabilities/  
 

 
https://homeoffice.absolute.com/features/ 

[1j] wherein the one or more non-transitory 
machine-readable storage media comprises 
non-volatile memory; 

The Accused Instrumentalities comprise “wherein the one or more non-transitory 
machine-readable storage media comprises non-volatile memory.” 

At least part of the instructions for the Absolute software are stored in read-only 
memory (ROM) relating to the basic input-output system (BIOS).  

 

For example, testing confirms that the Accused Instrumentalities include a computer 
system that includes a memory that is programmed and a processor that executes those 
programmed instructions.  The device used for performing the experiments on the 
Absolute software is pictured below, which shows that it has a memory (RAM and a 
hard drive) and a processor. 

Absolute Exhibit No. 1036 
Page 056

https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-new-data-leakage-prevention-capabilities/
https://homeoffice.absolute.com/features/
https://homeoffice.absolute.com/features/


57 
 

 
 

 
Internals of laptop used for experiments 
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https://securelist.com/absolute-computrace-revisited/58278/ 
 

The Application agent is stored on memory, which is also non-volatile memory. 

[1k] wherein the non-volatile memory 
comprises a changeable area that can be 
modified by a user and a system area that 
cannot be modified by the user; 

The Accused Instrumentalities comprise “wherein the non-volatile memory comprises 
a changeable area that can be modified by a user and a system area that cannot be 
modified by the user.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 
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Documentation and testing confirm that depending on administrative settings and user 
permissions, an operating system and file system, stored in non-volatile memory, either 
provide access to certain files (e.g., files stored in a changeable area) or restrict access 
to certain files (e.g., files stored in a system area that cannot be modified by a user). The 
Application agent is not changeable by a user and therefore resides at least partially in 
the system area.  

 

 

 
https://securelist.com/absolute-computrace-revisited/58278/ 
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[1l] wherein the security application utilizes 
code residing at least partially in the system 
area; and 

The Accused Instrumentalities comprise “wherein the security application utilizes code 
residing at least partially in the system area.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

Documentation confirms the presence of this feature.   

 

https://www.absolute.com/media/2467/faq-absolute-persistence-absolute-software.pdf  
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https://paperzz.com/doc/7965781/lojack-for-laptops  

 

Upon information and belief, Absolute Home & Office practices U.S. Patent 
8,745,383 (“the ’383 patent”). For example, Absolute Software Corporation includes 
the ’383 patent in disclosures of IP on press releases.    
 

 
https://www.prnewswire.com/news-releases/absolute-software-to-use-google-maps-
geolocation-api-to-track-devices-287624131.html 
 
See also https://www.absolute.com/company/legal/patents/  
 
The ’383 patent describes a component in the form of chSync 510 and CryptOSD 
516, both shown in Figure 5A, reproduced in part below.  
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The chSync module is a component. For example, in Figure 5A the chSync module 
is illustrated as operating behind the scenes of user interaction with the operating 
system (e.g., it is not an application module that users would interact with).   
 
The chSync module contains a validator module capable of determining whether the 
application component is present and whether the application component has been 
tampered with. For example, “chSync module 510 is also responsible for determining 
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whether rpcSync module 512 is installed and uncorrupted, and if not, chSync module 
510 is responsible for installing rpcSync module 512.” ’383 patent, 11:30-33. Upon 
information and belief, the application module comprises at least the xSync module, 
the rpcSync module, and the SafeAgent.  
 
As another example, “chSync module 410 checks the process and file status of 
rpcSync module 412 and xSync module 402 and records their status for SafeAgent 
module's 414 use in forming the heartbeat message. xSync module 402 also checks 
the process/file status of SafeAgent module 414, CryptOSD module 416, and all 
xSync applications modules 404, 406, and 408 and records their status for SafeAgent 
module's 414 use in forming the heartbeat message.” ’383 patent, 12:62-13:3.  
 
The Computrace system is capable of determining whether the application component 
has been tampered with. Tampering can include deleting the application module, 
operating system re-installations, hard drive reformats and hard drive replacements. 
As discussed in FAQs at LFL FAQs at pp. 2-3: 

Id. Upon information and belief, rpcnetp is configured to make this determination. 

This is supported by V. Kamlyuk, S. Belov and A. Sacco, “Absolute Backdoor 
Revisited,” BlackHat, June 2014. [Online]. Available: 
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-
Backdoor-Revisited-WP.pdf (last accessed April 27, 2023) (hereafter “Absolute 
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Backdoor Revisited”).  Absolute Backdoor Revisited, which is further confirmed with 
analysis of Absolute’s software. 
 
After locating the rpcnet.exe windows service, its execution can be terminated. This 
would then disable the absolute software from maintaining a connection with the 
servers. 
 

 
rpcnet windows service Image 

 
Once the process is terminated, the rpcnetp service begins execution in order to 
download and reinstall the rpcnetp service from the server. 
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rpcnetp restarting process 

 
The rpcnetp service then restarts the rpcnet process, which is one example of how the 
application component communicates with rpcnetp.  
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rpcnetp reinstalling rpcnet 

 
Another example of the connection between these two components can be observed 
when rpcnetp restores the rpcnet executable and .dll files when they were deleted. 
Both the rpcnet and rpcnetp services can be terminated, as well as have both their files 
deleted. 
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.dll files being deleted 

 
As was expected and supported by Absolute Backdoor Revisited, The BIOS 
component restores the rpcnetp windows service. After restoration,  the rpcnetp 
service is executed which restores rpcnet, via downloading the rpcnet files from the 
remote server and reinstalling.  
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rpcnet reinstalled 

 
The security service offered by Absolute exhibits the claim language of having the 
ability to communicate over a secure medium with a system server. Through the use 
of secure communication protocols (i.e., TLS) the system components can 
communicate with a remote server over a secure channel. The use of secure 
communication protocols, such as TLS and HTTPS, has become increasingly 
standard.  
 
However, in the event that a secure channel is not directly pre-established, a secure 
medium can still be used via other means such as using a VPN that implements the 
WireGuard protocol. This is another scenario, in which the system components can 
communicate with a remote server over a secure channel. 
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The Absolute Backdoor Revisited explains how the bios component (i.e., rpcnetp 
BIOS agent and autochk.exe) are connected to rpcnetp (rpcnetp.exe windows service) 
through the bios component checking placing a new rpcnetp .dll file in windows on 
startup and spawning the rpcnetp.exe windows service for reinstalling and restarting 
rpcnet.exe. This is further validated with experimental analysis. It is seen that the 
Absolute bios component was indeed installed in the bios. 
 

 
Application with BIOS settings of electronic device  

 
Through observation of what occurs when the rpcnet and rpcnetp .dll files are deleted, 
it is apparent that the rpcnetp application file was restored automatically despite not 
existing on to the operating system. This is due to the BIOS restoring rpcnetp.   
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.dll files being deleted 

 
After being restored, the files can be seen again in the windows operating system. 
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rpcnet reinstalled 
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https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf 
 

[1m] wherein the security application receives 
the notification from at least one of the 
servers via the system area. 

The Accused Instrumentalities comprise “wherein the security application receives the 
notification from at least one of the servers via the system area.” 

On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 

The entire application agent [security application] resides in a system area and therefore 
the security application receives the notification from at least one of the servers via the 
system area. Such communication is encrypted so as not to be decipherable outside of 
the system area. 
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https://www.absolute.com/media/2467/faq-absolute-persistence-absolute-software.pdf 

 

Analysis of the Absolute software and web interface confirms aspects of the infringing 
functionality. This is supported by V. Kamlyuk, S. Belov and A. Sacco, “Absolute 
Backdoor Revisited,” BlackHat, June 2014. [Online]. Available: 
https://www.blackhat.com/docs/us-14/materials/us-14-Kamluk-Computrace-
Backdoor-Revisited-WP.pdf (last accessed April 27, 2023) (hereafter “Absolute 
Backdoor Revisited”).  Absolute Backdoor Revisited, which is further confirmed with 
analysis of Absolute’s software. 
 
After locating the rpcnet.exe windows service, its execution can be terminated. This 
would then disable the absolute software from maintaining a connection with the 
servers. 
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rpcnet windows service Image 

 
Once the process is terminated, the rpcnetp service begins execution in order to 
download and reinstall the rpcnetp service from the server. 
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rpcnetp restarting process 

 
The rpcnetp service then restarts the rpcnet process, which is one example of how the 
application component communicates with rpcnetp.  
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rpcnetp reinstalling rpcnet 

 
Another example of the connection between these two components can be observed 
when rpcnetp restores the rpcnet executable and .dll files when they were deleted. 
Both the rpcnet and rpcnetp services can be terminated, as well as have both their files 
deleted. 
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.dll files being deleted 

 
As was expected and supported by Absolute Backdoor Revisited, The BIOS 
component restores the rpcnetp windows service. After restoration,  the rpcnetp 
service is executed which restores rpcnet, via downloading the rpcnet files from the 
remote server and reinstalling.  
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rpcnet reinstalled 

 
The security service offered by Absolute exhibits the claim language of having the 
ability to communicate over a secure medium with a system server. Through the use 
of secure communication protocols (i.e., TLS) the system components can 
communicate with a remote server over a secure channel. The use of secure 
communication protocols, such as TLS and HTTPS, has become increasingly 
standard.  
 
However, in the event that a secure channel is not directly pre-established, a secure 
medium can still be used via other means such as using a VPN that implements the 
WireGuard protocol. This is another scenario, in which the system components can 
communicate with a remote server over a secure channel. 
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The Absolute Backdoor Revisited explains how the bios component (i.e., rpcnetp 
BIOS agent and autochk.exe) are connected to rpcnetp (rpcnetp.exe windows service) 
through the bios component checking placing a new rpcnetp .dll file in windows on 
startup and spawning the rpcnetp.exe windows service for reinstalling and restarting 
rpcnet.exe. This is further validated with experimental analysis. It is seen that the 
Absolute bios component was indeed installed in the bios. 
 

 
Application with BIOS settings of electronic device  

 
Through observation of what occurs when the rpcnet and rpcnetp .dll files are deleted, 
it is apparent that the rpcnetp application file was restored automatically despite not 
existing on to the operating system. This is due to the BIOS restoring rpcnetp.   
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.dll files being deleted 

 
After being restored, the files can be seen again in the windows operating system. 
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rpcnet reinstalled 
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https://help.absolute.com/corporate/html5/en/Content/PDFs/EN/AbsoluteUG.en.pdf 
 For example, Absolute Backdoor Revisited shows that the BIOS component is 
configured to determine whether rpcnetp is present and whether rpcnetp has been 
tampered with. 
 
Absolute Backdoor Revisited explains how Absolute’s security service possesses a 
BIOS security component (autochk.exe and the rpcnetp BIOS module) determines 
whether the integrity of the application component during a boot process for the 
electronic device. During the boot process the autochk.exe returns the local file 
rpcnetp.exe and changes the local system registry to create a new system service 
called rpcnetp. The purpose of this is to check the integrity during the boot process of 
the rpcnetp windows service and can inject a freshly created rpcnetp.dll into its 
memory. 
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BIOS execution process discussed in Absolute Backdoor Revisited 

 

Testing confirms that the Accused Instrumentalities include that the BIOS component 
is configured to determine whether rpcnetp is present and whether rpcnetp has been 
tampered with. 
  
Through observing the rpcnetp windows service files on the computer after the 
Absolute software is installed, an examination of the file creation times indicates they 
were created during the boot process. 
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rpcnetp.dll file 

 
Moreover, the same can be observed for when the .dll files for rpcnetp are deleted and 
restored by the BIOS during a subsequent boot 

7. A mobile electronic device according to 
claim 1, wherein the operations the security 
application is operable to perform further 
comprise: after the at least some user data has 
been copied from the mobile electronic device 
to at least one of the servers, causing at least 
some of the user data to be deleted from the 
mobile electronic device. 

The Accused Instrumentalities include a mobile electronic device after the at least 
some user data has been copied from the mobile electronic device to at least one of the 
servers, causing at least some of the user data to be deleted from the mobile electronic 
device. 
 
On information and belief, review of Absolute’s source code review will further 
demonstrate that the Accused Instrumentalities perform this claim element. 
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LFL FAQ at 4. 
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https://community.absolute.com/s/article/Product-Update-End-of-Life-of-Classic-
Absolute-Features 
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https://www.absolute.com/company/press-releases/2010/absolute-empowers-it-with-
new-data-leakage-prevention-capabilities/  
 

 
https://homeoffice.absolute.com/features/  
 

 
https://www.absolute.com/platform/compare-absolute-products/ 
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Deleting Files on Your Device 
You may have very private and sensitive data on your device that is more important to 
you than the device. In case of theft or loss, you can remotely delete some or all files 
on your device using our Data Delete technology. 
When you delete a file, your device does not actually remove the contents of the file. 
Instead, the device simply unlinks the file from the file directory system, leaving the 
contents of the file in the disk sectors. Data from the file remains until the operating 
system re-uses the same sectors when writing new data. Until the old data is 
overwritten (which may take months or even longer), data can be recovered by 
programs that read disk sectors directly. 
Using our advanced technology, you can eliminate all data associated with a file you 
want to delete. 
https://help.absolute.com/html5/en/Content/New%20Consumer%20Web%20Help/Sec
tion_3/Deleting/DeletingFiles.htm  

 
[9pre] A method for providing security for a 
mobile electronic device, the method 
comprising: 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim 1 and the remaining elements of claim 9. 

[9a] receiving, at a mobile electronic device, a 
request from an owner of the mobile 
electronic device to register the mobile 
electronic device with a security service 
residing at least partially on one or more 
servers; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1d. 

[9b] in response to the request from the 
owner, registering the mobile electronic 
device with the security service; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1d, 1f. 

[9c] automatically sending identifying 
information for the mobile electronic device 
from the mobile electronic device to the 
security service; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1e. 
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[9d] after the owner has registered the mobile 
electronic device with the security service, 
periodically communicating with the security 
service, when the mobile electronic device is 
in a state other than a state in which the 
mobile electronic device is powered off; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1f. 

[9e] after the owner has registered the mobile 
electronic device with the security service, 
accepting a notification from the security 
service, wherein the notification comprises a 
message indicating that the owner of the 
mobile electronic device has reported a loss or 
requested disabling of the mobile electronic 
device; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1g. 

[9f] in response to accepting the notification, 
automatically disabling at least one user 
function of the mobile electronic device while 
still allowing the mobile electronic device to 
communicate with the security service; and 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1h. 

[9g] automatically causing at least some user 
data to be copied from the mobile electronic 
device to at least one of the servers; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1i. 

[9h] wherein the mobile electronic device 
comprises non-volatile memory; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1j. 

[9i] wherein the non-volatile memory 
comprises a changeable area that can be 
modified by a user and a system area that 
cannot be modified by the user; 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1k. 

[9j] wherein the security application utilizes 
code residing at least partially in the system 
area; and 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1l. 

[9k] wherein the operation of accepting the 
notification from the security service 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim element 1m. 
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comprises receiving the notification from at 
least one of the servers via the system area. 
 
15. A method according to claim 9, further 
comprising: after the at least some user data 
has been copied from the mobile electronic 
device to at least one of the servers, causing at 
least some of the user data to be deleted from 
the mobile electronic device. 

The Accused Instrumentalities practice this claim element.  See citations and analysis 
for claim 7. 
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