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3

An Overview Of The
Hardware and Run-Time
Environment

One machine can do the work of fifty ordinary men.
No machine can do the work of one extraordinary
man.

— Elbert Hubbard

3.1 Introduction

Because it deals with the details of devices, processors, and memory, an operating
system cannot be designed without knowledge of the capabilities and features of the
underlying hardware. The example system in this text runs on a small embedded
hardware platform, the E2100L Linksys wireless router. We chose the Linksys router
because it offers simplicity, a well-known instruction set, availability, and low cost.
The system is small enough to allow readers to understand most of the hardware, and
sufficiently complex to illustrate how an operating system works on a general-purpose
system. Finally, the E2100L allows programmers to download and run code without re-
quiring a sophisticated hardware lab and without replacing ROM chips.

The remainder of the chapter introduces the Linksys hardware, describing pertinent
features of the processor, memory, and I/O devices. The chapter explains the architec-
ture, memory address space, the run-time stack, the interrupt mechanism, and device ad-
dressing. Although the details refer to the E2100L, the basic concepts apply broadly to
most computer systems.

31
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32 An Overview Of The Hardware and Run-Time Environment Chap. 3

3.2 Physical And Logical Organizations Of The E2100L

Physically, a Linksys router consists of a small self-contained box that uses a
separate power cube. Because Linksys markets the E2100L as a consumer product, the
router comes completely assembled. Furthermore, most of the major components are
contained in a single VLSI chip that is known as a System On a Chip (SoC).

Although the circuit board contains pins for a serial interface, no external connec-
tion is supplied. Before the serial interface can be used, an inexpensive serial converter
must be connected to pins on the board. Information about a serial connection and in-
structions describing how to attach a serial connector can be found on the web site:

http:// www .xinu.cs.purdue .edu

Logically, the E2100L follows the same overall architecture as most general-
purpose computer systems. The components on the SoC include a processor, co-
processor, memory interface, and I/O device interfaces. The I/O devices of interest in-
clude wired and wireless network devices.

One wired network interface connects to a controller that acts as a hub with four
RJ-45 sockets that can connect to local computers.t The other wired network interface,
intended for an Internet connection, attaches to a single RJ-45 socket. An internal bus,
known as a system backplane, provides a central interconnect that allows components to
interact. Figure 3.1 illustrates the conceptual organization.

system backplane (a parallel bus)

MIPS Flash wired wired wireless
core ROM memory network network network
device 1 device 2 device
contains processor Ethernet wired to antenna
. switch Ethernet
plus co-processor (Internet)

1y

wired Ethernets
(local computers)

Figure 3.1 The logical organization of major components in the E2100L.

FHardware components on the chip can be reconfigured to provide alternative logical organizations. The
chapter and the remainder of the text describe the default hardware configuration that is available when the de-
vice is powered on without giving details about alternatives.
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The next sections consider features of the E2100L that are pertinent to an operating
system. For now, we will focus on the overall design of each component and how the
components fit together. Later chapters discuss additional details, explain how an
operating system interacts with the hardware, and provide examples.

3.3 Processor Organization And Registers

Like many embedded systems, the E2100L uses a RISC processor. The processor
implements a MIPS instruction set. Except for a few special cases, an operating system
does not need to focus on the instruction set because a compiler generates the necessary
code.

The processor contains thirty-two general-purpose registers. Each register is 32
bits wide, and can hold an integer, an address, or four 8-bit characters. As in most
RISC processors, many MIPS operations take arguments in registers and leave the result
of the operation in a register. Despite being classified as general-purpose, individual re-
gisters are assigned specific uses by the compiler. For example, one of the registers is
used as a stack pointer that is changed to allocate space for an activation record when-
ever a function call occurs. Figure 3.2 lists the registers by giving the name used to
reference a register and the meaning assigned.

Name Meaning
0 Always contains zero
AT Assembler temporary (reserved for assembler to use)

V0 and V1 Return values from a function call

A0 - A3 Argument registers for first 4 arguments

TO-T9 Temporary (i.e., not preserved) across a function call

S0 -S9 Saved (i.e., preserved) across a function call

KO0 and K1 | Kernel registers used by interrupt hardware

SP Stack pointer (stack grows downward)

RA Return address during a function call

Figure 3.2 The general-purpose registers and the meaning of each.

FRISC stands for Reduced Instruction Set Computer.
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34 An Overview Of The Hardware and Run-Time Environment Chap. 3

A co-processor contains a set of special-purpose registers that support many extra
features. For example, because a RISC processor cannot perform division in one cycle,
the co-processor handles 64-bit division. Consequently, the co-processor has a pair of
registers that each store half of a 64-bit value. One register stores the high 32 bits and
the other stores the low 32 bits. Similarly, the co-processor has registers that store: the
current interrupt mask (telling whether interrupts are enabled), a return address for inter-
rupts or exceptions, and debugging information. Chapter 12 on interrupt processing
will show how an operating system uses specific co-processor registers.

3.4 Bus Operation: The Fetch-Store Paradigm

The bus, known as a system backplane, provides the primary path between the pro-
cessor and other components, namely the memory, I/O devices, and other interface con-
trollers. The system backplane uses a fetch-store paradigm typical of most computer
system buses. For example, when it needs to access memory, the processor places an
address on the bus and issues a fetch request to obtain the corresponding value. The
memory hardware responds to the request by looking up the address in memory, placing
the data value on the bus, and signalling the processor that the value is ready. Similar-
ly, to store a value in memory, the processor places an address and value on the bus and
issues a store request; the memory hardware extracts the value and stores a copy in the
specified memory location. Bus hardware handles many details of the fetch-store para-
digm, including signals that the processor and other components use to communicate
and control access to the bus. We will see that an operating system can use a bus
without knowing many details of the underlying hardware.

The system uses memory-mapped I/0O, which means that each I/O device is as-
signed a set of addresses in the bus address space, and the processor uses the same
fetch-store paradigm to communicate with I/O devices as with memory. As we will
see, communication with a memory-mapped I/O device resembles data access. First,
the processor computes the address associated with a device. Second, to access the de-
vice, the processor either stores a value to the address or loads a value from the address
into a register.

3.5 Direct Memory Access

Some /O devices on the E2100L offer Direct Memory Access (DMA), which
means the device contains hardware that can use the bus to communicate directly with
memory. The key idea is that DMA allows I/O to proceed quickly because it does not
interrupt the CPU frequently nor does it require the processor to control each data
transfer. Instead, a processor can give the I/O device a list of operations, and the device
proceeds from one to the next. Thus, DMA allows a processor to continue running
code while the device operates.
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As an example, consider how a network device uses DMA. To receive a packet,
the operating system allocates a buffer in memory and starts the network device. When
a packet arrives, the device hardware transfers the packet directly into the buffer in
memory and interrupts the processor. To send a packet, the operating system places the
packet in a buffer in memory and starts the device. The device fetches the packet from
the buffer in memory and transmits the packet on the network.

In addition to single packet transfers, DMA hardware on the E2100L allows the
processor to request multiple operations. In essence, the processor creates a list of
packets to be sent and a list of buffers to be used for incoming packets. The network
interface hardware uses the lists to send and receive packets without requiring the pro-
cessor to restart the device after each operation. As long as the processor consumes in-
coming packets faster than they arrive and adds fresh buffers to the list, the network
hardware device will continue to read packets. Similarly, as long as the processor con-
tinues to generate packets and add them to the list, the network hardware device will
continue to transmit them. Later chapters explain more DMA details, and the example
code illustrates how a device driver in the operating system allocates I/O buffers and
controls DMA operations.

3.6 The Bus Address Space

The system backplane uses a 32-bit bus address space, with addresses ranging from
0x00000000 through OxFFFFFFFF. Some of the addresses in the address space
correspond to memory, some to FlashROM, and others to I/O devices. To accommo-
date operating systems that support memory protection and virtual memory, the address
space is divided in half, with the lower half (addresses 0x00000000 Ox7FFFFFFF)
comprising a user space and the upper half (addresses 0x80000000 through
OxFFFFFFFF) comprising the kernel space, which is further divided into segments.
Figure 3.3 illustrates the organization.

Memory on the E2100L is divided into 8-bit bytes, with a byte being the smallest
addressable unit. The C language uses the term character in place of byte because each
byte can hold one ASCII character. Although a 32-bit bus can address 4 Gbytes, the
E2100L does not contain 4 Gbytes of memory. Instead, the physical memory occupies
16 Mbytes that appear to be repeated in the address space. The next section explains
the replication.
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OXFFFFFFFF
KSEG2
ﬁiﬁj 0xC0000000
(2 Ghytes) OXBFFFFFFF
KSEG1
0xA0000000
OX9FFFFFFF
KSEGO
0x80000000
OxX7FFFFFFF
user user
space
(2 Ghytes) segment
0x00000000

Figure 3.3 The division of the bus address space into user and kernel areas,
with further division into segments.

3.7 Contents Of Kernel Segments KSEG0 and KSEG1

Segments KSEGO and KSEG1 are fundamental to the operating system, and have
special meaning. The operating system resides in KSEGO. The highest addresses of the
segment are reserved for I/O devices; lower addresses correspond to physical memory.
Figure 3 4 illustrates the layout of KSEGO.

Although KSEGO contains addresses for 512 Mbytes, the physical memory on the
E2100L comprises only 16 Mbytes. The physical memory appears to be replicated
through the address space. For example, physical memory occupies relative addresses
0x0000000 through OxO00FFFFF. The same physical memory appears again in loca-
tions 0x00100000 through OxO01FFFFF. That is, the hardware ignores high-order bits
of an address when mapping the address to memory.f

+Although embedded systems tend to ignore high-order address bits, many computer systems restrict ad-
dresses to physical memory, and classify other references as errors.
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0x1FFFFFFF
1/0 region occupies
the top fourth of the ——————=
segment address space
0x18000000
KSEGO
12 Mby
physical memory & bytes)
appears replicated
throughout the region \
0x00200000
0x00100000
memory 0x00000000

Figure 3.4 The KSEGO address space.
The important point is:

Referencing an address beyond physical memory may not cause an er-
ror to occur. Instead, high-order bits of the address are ignored, and
the address may map into a valid reference as if the physical memory
is replicated.

3.8 Bus Startup Static Configuration

Desktop computers contain complex bus hardware that allows a processor to dis-
cover components that attach to the bus. Each component is assigned a unique identi-
fier that specifies the vendor and the specific type. At startup, an operating system
probes the bus to determine which components are present, and each component returns
its ID. The mechanism makes it possible for an operating system to configure itself
dynamically, allowing a copy of the system to run on a variety of hardware platforms.

Unlike desktop systems, embedded systems often use static configuration. That is,
the complete hardware configuration is known when an operating system is designed,
and the system does not discover hardware at startup, nor does it reconfigure. Chapter
24 discusses system configuration in more detail, and shows an example of static con-
figuration.
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3.9 Calling Conventions And The Run-Time Stack

Function invocation forms a key aspect of operating systems. Application pro-
grams use function calls to invoke operating system services such as creating concurrent
processes and performing I/0. As it switches context from one process to another, the
operating system must manage separate sets of function calls. The following para-
graphs define key concepts related to function invocation.

Calling conventions. The steps taken during a function call and return are known
as calling conventions. The term convention arises because the hardware does not dic-
tate all details. Instead, the hardware design places some constraints on possible ap-
proaches, and leaves many choices to a compiler writer. We will see that because it
calls functions to process interrupts and switches from one running process to another,
the operating system must understand and follow the same conventions as the compiler.

Run-time stack. A statically scoped language, such as C, uses a run-time stack to
store the state associated with a function call. The compiler allocates enough space on
the stack to hold an activation record for the called function. The allocated space is
known as a stack frame. Each activation record contains space for the local variables
associated with the function, temporary storage needed during computation, a return ad-
dress, and other miscellaneous items. Also by convention, a stack grows downward
from higher memory addresses to lower memory addresses. Thus, when a function call
occurs, the stack grows downward in memory to hold the activation record for the func-
tion call.

Arguments. When a function is called, the caller supplies a set of actual arguments
that correspond to parameters. Most RISC architectures arrange a fixed number of ar-
guments to be passed in registers and the remaining arguments to be passed in memory.
The example code uses registers AO through A3 to pass the first four arguments; argu-
ments beyond the first four are placed in the activation record on the stack.

Stack frame contents. A compiler computes the size needed for a stack frame, and
handles assigning space to each local variable. However, an operating system needs to
know exactly how arguments are stored. In the example code in the text, the highest
word in each stack frame is used to store a return address, the lowest four words are
reserved as an argument save area, and successive words beyond the argument save area
contain arguments beyond the first four arguments. Figure 3.5 illustrates the format.

Interestingly, the argument save area that occupies the lowest four words of a stack
frame for function, f, is not used by f. Instead, the area is reserved for use by functions
that f calls. In the figure, if function X calls function Y, the lowest four words of the
stack for function X will be used by function Y.

To understand why an argument save area is needed, observe that the first four ar-
guments are passed in registers AO through A3. For example, suppose function X calls
function Y, and passes an argument q. Register AO will contain the value of ¢ when Y
begins execution. If function Y calls function Z and passes argument r, register AO will
be used. That is, to pass argument r to function Z, ¥ must overwrite the value ¢ that it
received from X. To insure that g is not lost, ¥ saves the value of 2 on the stack before
calling Z, and then restores the value after the call returns. In theory, Y could save AO
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at any location in memory — saving arguments in the caller’s stack frame is merely a
convention adopted by the compiler being used.

g unused
return address to
RA which X returns
locals for
function X
stack frame
for function X <
(caller) Arg 5 for Y
Arg 4 for Y
save area for A0 - A3
used by function Y
N
unused return address to
RA which Y returns
locals for
function Y
stack frame
for function Y
(called) > locations used for extra arguments
when function Y makes a call
reserved save area used by
functions that Y calls
current stack pointer ——s-

Figure 3.5 Format of two stack frames when function X calls function Y.

As a further convention, the frame pointer register is not used. Instead, the com-
piler computes the exact size of the stack frame that will be needed for each function
(including the four word argument save area), and arranges code to decrement the stack
pointer by the appropriate size when a function is called. Because a RISC processor
does not include instructions that push values onto the stack, the compiler can compute
the address of each local variable as a fixed offset beyond the stack pointer.

To summarize:

When referencing local variables or arguments on the run-time stack,
the operating system follows the calling conventions used by the com-
piler. In the example code throughout the text, all references are
given as offsets beyond the stack pointer register.
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3.10 Interrupts And Interrupt Processing

Modern processors provide mechanisms that allow external I/O devices to interrupt
computation. Often, a processor has a related exception mechanism that is used to in-
form the software when an error or fault occurs (e.g., an application attempts division
by zero or references a page in virtual memory that is not present in memory). From an
operating system’s point of view, interrupts are fundamental because they allow the
CPU to perform computation at the same time I/O proceeds.}

Any of the I/O devices connected to a bus can interrupt the processor when the de-
vice needs service. To do so, the device places a signal on one of the bus control lines.
During normal execution of the fetch-execute cycle, hardware in the processor monitors
the control line and initiates interrupt processing when the control line has been sig-
naled. In the case of a RISC processor, the main processor does not contain the
hardware to handle interrupts. Instead, a co-processor performs much of the basic bus
interaction and interrupt processing on behalf of the main processor.

For example, when a device interrupts, a MIPS processor performs three key steps:

e Sets a control bit that disables further interrupts
e Records the address of the instruction that is about to execute

e Jumps to the reserved location 0x80000180

The first step insures that while it is processing an interrupt from one device, the
operating system will not be interrupted by another device. The second step provides a
way for an operating system to return to normal execution once the interrupt has been
processed. The third step allows the operating system to gain control whenever an in-
terrupt occurs. Before an interrupt occurs, the operating system must store interrupt
processing code at the reserved location (0x80000180). The compiler and loader start
the operating system at location 0x80010000 (i.e., above the interrupt location), which
guarantees that code can be stored in the reserved location without affecting other
values in the operating system. At system startup, our example system stores a few in-
structions starting at the reserved location, which causes the processor to jump to an
operating system interrupt function whenever an interrupt occurs.

While it manipulates global data structures and I/O queues, an operating system
must prevent interrupts from occurring. The hardware supplies mechanisms to control
interrupts. For example, one of the registers in the co-processor is an interrupt mask
that the operating system uses to specify which devices are permitted to interrupt. Each
bit in the mask corresponds to an interrupt source in the system; a source can consist of
devices on the system bus, internal timers, or can arise from the execution of special
processor opcodes. The initial value of all bits is zero, which means the corresponding
source cannot interrupt. When it starts an I/O device, the operating system sets the
corresponding mask bit to one, which allows the device to interrupt.

In addition to an individual bit for each device, the interrupt mask contains a glo-
bal interrupt status bit. Setting the global bit to zero prevents all interrupts, despite the

tLater chapters explain how an operating system manages interrupt processing, and show how the high-
level I/O operations a user performs relate to low-level device hardware mechanisms.
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individual device bits. We will see that functions disable and restore manipulate the
global status bit to allow the operating system to prevent interrupts temporarily and later
re-enable interrupts.

Figure 3.6 lists the co-processor registers associated with interrupt processing and
describes the purpose of each.

Register Purpose

STATUS | Interrupt status, including an EXL bit that specifies
whether an interrupt is currently being processed, a
global bit that tells whether all interrupts are
disabled, and one interrupt enable bit for each source

CAUSE | Bits that identify the cause of an exception or the
the source of an interrupt

EPC Exception Program Counter that specifies the address
at which normal processing should resume after an
interrupt has been handled

Figure 3.6 Hardware registers in the co-processor associated with interrupt
processing.

The processor interrogates co-processor control registers to determine which device
caused the interrupt, and then interacts with the device. Once the interrupt has been
handled, the processor can execute an interrupt return instruction to resume normal pro-
cessing. Later chapters provide examples of interrupt processing and the steps taken to
interact with various devices.

3.11 Exception Processing

Although exceptions are generated by the processor rather than by a separate 1/O
device, the MIPS hardware integrates exception handling with interrupt handling. That
is, an exception causes the hardware to take the same steps as an interrupt: setting the
EXL bit to disable further interrupts, recording the address of the instruction that caused
the exception in the EPC register, and jumping to location 0x80000180.

One minor difference occurs between the way the processor handles interrupts and
exceptions. When an interrupt occurs, the processor has completed executing one in-
struction, and is about to execute another. Thus, the hardware uses the EPC register to
record the address of the next instruction to be executed. When an exception occurs,
however, an instruction is currently being executed when the exception arises. Thus,
the hardware uses the EPC register to record the address of the instruction being execut-
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ed. When the processor returns from the exception, the instruction will be restarted.
For example, if a page fault occurs, the exception handler reads the missing page from
memory, and returns to the same point at which the exception occurred to restart the in-
struction that caused the fault.

3.12 Timer Hardware

In addition to external I/O devices, the E2100L hardware includes a timer device.
When it expires, the timer generates an interrupt, which means that once it has enabled
timer interrupts, the processor must be prepared to handle an interrupt.

On some embedded systems, all timer functions are implemented using a real-time
hardware clock that generates interrupts regularly (e.g., 60 times per second). On the
E2100L, however, the timer consists of two registers that the processor can load:

e Counter: the counter register is set to an initial value

e Limit: the limit register specifies the length of time to wait

The hardware uses the CPU clock, and increments the counter register once per cycle.
When the counter reaches the limit, the hardware generates a timer interrupt.

Both the real-time clock approach and the E2100L’s timer mechanism have advan-
tages. The chief advantage of the timer mechanism arises from fewer interrupts — un-
like a real-time clock, which interrupts continually, a timer only interrupts when a
preset timeout has occurred. The real-time clock approach has the advantage of being
able to relate interrupts directly to actual time instead of processor clock cycles. Of
course, if one knows the processor clock rate, it is possible to convert to real time. Un-
fortunately, the calculation depends on the CPU speed, which means the operating sys-
tem cannot be ported to a faster processor without changing the constant used in the
conversion.

3.13 Serial Communication

Serial communication devices are among the simplest I/O devices available, and
have been used on computers for decades. The E2100L contains an RS-232 serial com-
munication device that is used as a system console. As with most serial devices, the
serial hardware on the E2100L handles both input and output (i.e., both transmission
and reception of characters). When an interrupt occurs, the processor must examine a
device register to determine whether the output side has completed transmission or the
input side has received a character. Chapter 15 examines serial interrupts in detail.
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3.14 Polled vs. Interrupt-Driven I/O

Most I/0O performed by an operating system uses the interrupt mechanism. The
operating system interacts with the device to start an operation (either input or output),
and then proceeds with computation. When the I/O operation completes, the device in-
terrupts the processor, and the operating system can choose to start another operation.

Although they optimize concurrency and permit multiple devices to proceed in
parallel with computation, interrupts cannot always be used. For example, consider
displaying a startup message for a user before the operating system has initialized inter-
rupts and I/O. Also consider a programmer who needs to debug new I/O code. In ei-
ther case, interrupts cannot be used.

The alternative to interrupt-driven 1/0O is known as polled 1/0. When using polled
I/O, the processor starts an I/O operation, but does not enable interrupts. Instead, the
processor enters a loop that repeatedly checks a device status register to determine
whether the operation has completed. We have already seen an example of how an
operating system designer can use polled I/O when we examined functions kputc and
kprintf in Chapter 2.

3.15 Memory Cache And KSEG1

Recall that although KSEG1 follows KSEGO in the address space, memory loca-
tions appear to be replicated. Thus, the first byte of KSEGI points to the same physical
memory as the first byte of KSEGO.

Despite the appearance of replication, the hardware enforces an important distinc-
tion between the two memory segments:

When the processor references an address in KSEGO, the reference
goes to the L1 memory cache before being passed to the bus (i.e., sys-
tem backplane); when the processor references an address in KSEGI,
the reference is passed directly to the bus.

For normal data references, a memory cache provides an important optimization —
if the processor makes multiple references to an address within a short time span, the
cache hardware returns the value faster than a memory reference. When performing
I/O, however, a cache produces incorrect results. For example, consider the code that
checks the status of a device when using a polled I/O paradigm. If a cache remembers
and returns the previous value without accessing the device, the processor will not re-
ceive an accurate report of the device status. Thus, an operating system adheres to the
following straightforward rule:
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To avoid obtaining stale values from the memory cache, each 1/0
reference, including addresses specified for DMA, must use KSEGI .

3.16 Storage Layout

When it compiles a program, a C compiler partitions the resulting image into four
memory segments:

e Text segment
e Data segment
® Bss segment

e Stack segment

The text segment, which includes code for the main program and all functions, oc-
cupies the lowest part of the address space. The data segment, which contains all ini-
tialized data, occupies the next region of the address space. The uninitialized data seg-
ment, called the bss segment, follows the data segment. Finally, the stack segment oc-
cupies the highest part of the address space and grows downward. Figure 3.7 illustrates
the conceptual organization.

lowest address SP

etext edata end

| text | data bss |// free space //I stack |

Figure 3.7 Illustration of memory segments created by a C compiler.

The symbols efext, edata, and end in the figure refer to global variables that the
loader inserts into the object program. The names are initialized to the first address
beyond the text, data, and bss segments, respectively. Thus, a running program can
determine how much memory remains between the end of the bss segment and the
current top of stack by subtracting the address of end from the stack pointer, SP.

Chapter 9 explains memory allocation for multiple processes. Although all
processes share the text, data, and bss segments, a separate stack segment must be allo-
cated for each process. If three processes are executing, the stacks are allocated con-
tiguously from the highest memory address downward as Figure 3.8 illustrates.

As the figure indicates, each process has its own stack pointer. At a given time,
the stack pointer for process i must point to an address within the stack that has been al-
located for process i. Later chapters explain the concept in detail.
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lowest address SP, SP, SP,
etext edata end \i/ \\L \L/
text data bss heap free stack, stack, stack,

Figure 3.8 Illustration of memory with stack segments for three processes.

3.17 Memory Protection

The memory hardware available on the E2100L has multiple segments that can be
used to provide protection for an operating system. Applications can be configured to
run in user mode, which means they cannot read or write kernel memory. When an ap-
plication makes a system call, control transfers to the kernel and the privilege level is
increased to kernel mode until the call returns. The key to understanding protection is
to remember that control can only transfer to the operating system at the specific entry
points that the operating system designer provides. Thus, a designer can insure that an
application only receives carefully controlled services.

Like most embedded systems, our example system avoids the complexity and run-
time overhead of memory protection. Instead the code runs completely in KSEGO, and
each process runs with kernel privilege. The lack of protection means a programmer
must be careful because any process can access any memory location, including the
memory allocated to operating system structures or memory allocated to another
process’s stack. If a process overflows the allocated stack area, the process’s run-time
stack will overwrite data in another process’s stack. A later chapter discusses one tech-
nique software can use to help detect overflow.

3.18 Perspective

The hardware specifications for a processor or I/O device contain so many details
that studying them can seem overwhelming. Fortunately, many of the differences
among processors are superficial — fundamental concepts apply across most hardware
platforms. Therefore, when learning about hardware, it is important to focus on the
overall architecture and design principles rather than on tiny details.

EXERCISES

3.1 Some systems use a programmable interrupt address mechanism that allows the system to
choose the address to which the processor jumps when an interrupt occurs. What is the ad-
vantage of a programmable interrupt address?
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DMA introduces the possibility of unexpected errors. What happens if a DMA operation
that transfers N bytes of data begins at a memory location less than N bytes from the
highest memory address?

Read about hardware that uses multi-level interrupts. Should an interrupt at one level be
able to interrupt the system while it is processing an interrupt from another level? Explain.
What are the advantages of the memory layout shown in Figure 3.7?7 Are there disadvan-
tages? What other layouts might be useful?

Embedded hardware often includes multiple independent timers, each with its own interrupt
source. Why might multiple timers be helpful? Can a system with only a single timer ac-
complish the same tasks as a system with multiple timers? Explain.

If you are familiar with an assembly language, read about the calling conventions that are
used to permit recursive function calls. Build a function that makes recursive calls, and
demonstrate that your function works correctly.

Absolute Exhibit No. 1044
Page 036



9.1
9.2
93
94
95
9.6
9.7
9.8
99
9.10
9.11
9.12
9.13
9.14
9.15

Chapter Contents

Introduction, 139

Types Of Memory, 139

Definition Of A Heavyweight Process, 140

Memory Management In A Small Embedded System, 141
Program Segments And Regions Of Memory, 142
Dynamic Memory Allocation In An Embedded System, 143
Design Of The Low-Level Memory Manager, 144
Allocation Strategy And Memory Persistence, 144
Keeping Track Of Free Memory, 145

Implementation Of Low-Level Memory Management, 146
Allocating Heap Storage, 148

Allocating Stack Storage, 151

Releasing Heap And Stack Storage, 153

Perspective, 156

Summary, 156

Absolute Exhibit No. 1044
Page 037



9

Basic Memory Management

Memory is the ghost of experience.

— Anonymous

9.1 Introduction

Previous chapters explain concurrent computation and the facilities that an operat-
ing system provides to manage concurrent processes. The chapters discuss process
creation and termination, scheduling, context switching, coordination, and inter-process
communication.

This chapter begins the discussion of a second key topic: facilities that an operat-
ing system uses to manage memory. The chapter focuses on basics: dynamic allocation
of stack and heap storage. It presents a set of functions that allocate and free memory,
and explains how an embedded system handles memory for processes. The next
chapter continues the discussion of memory management by describing address spaces,
high-level memory management facilities, and virtual memory.

9.2 Types Of Memory

Because it is essential for program execution and data storage, main memory ranks
high among the important resources that an operating system manages. An operating
system maintains information about the size and location of available free memory
blocks, and allocates memory to concurrent programs upon request. The system recov-
ers the memory allocated to a process when the process terminates, making the memory
available for reuse.

139
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In most embedded systems, main memory consists of a contiguous set of locations
with addresses 0 through N—I; the code and data remain resident in memory. A small
embedded system can use two memory technologies:

e Read-Only Memory (ROM), which may include Flash, used to store
program code and constants

e Random Access Memory (RAM) used to hold variables that can
change during execution

In terms of the addresses used, the two types of memory occupy separate locations. For
example, addresses 0 through K-/ might correspond to ROM, and addresses K through
N -1 might correspond to RAM.}

Some systems further distinguish regions of memory by using specific types of
memory technologies. For example, RAM can be divided into two regions that use:

e Static RAM (SRAM): faster, but more expensive
e Dynamic RAM (DRAM): less expensive, but slower

Because SRAM is more expensive, systems usually have a small amount of SRAM
and a larger amount of DRAM. If memory types differ, a programmer must carefully
place variables and code that are referenced the most frequently in SRAM, and items
that are referenced less often in DRAM.

9.3 Definition Of A Heavyweight Process

Large operating systems provide protection mechanisms that prevent an application
from reading or modifying areas of memory that have been assigned to another applica-
tion. In particular, Chapter 10 discusses how a separate virtual address space can be as-
signed to each computation. The approach, which is known as a heavyweight process
abstraction, creates an address space, and then creates a process to run in the address
space. Usually, code for a heavyweight process is loaded dynamically — an application
must be compiled and stored in a file on disk before the application can be used in a
heavyweight process. Thus, when creating the heavyweight process, a programmer
specifies the file on disk that contains compiled code, and the operating system loads
the specified application into a new virtual address space and starts a process executing
the application.

Interestingly, some operating systems that support a heavyweight process abstrac-
tion use a hybrid approach that includes a lightweight process abstraction (i.e., threads
of execution). Instead of a single process executing in an address space, the operating
system permits a user to create multiple threads that each execute in the address space.

In a hybrid system, a thread is similar to a process in Xinu. Each thread has a
separate run-time stack used to hold local variables and function calls; the stacks are al-
located from the data area in the heavyweight process’s address space. All the threads

+Usually, K and N are each a power of 2.
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within a given heavyweight process share global variables; the global variables are allo-
cated in the data area of the heavyweight process’s address space. Sharing implies the
need for coordination — threads within a heavyweight process must use synchroniza-
tion primitives, such as semaphores, to control access to the variables they share. Fig-
ure 9.1 illustrates a hybrid system.

heavyweight process’s
address space

shared variables . data in process
and thread stacks p -
................ Z
(O
lightweight processes , -
(threads) S — > code in process
O
P

Figure 9.1 Illustration of a heavyweight process abstraction concept with
multiple lightweight processes (threads) sharing the address
space.

9.4 Memory Management In A Small Embedded System

The largest embedded systems, such as those used in video game consoles, have
secondary storage and the memory management hardware needed to support virtual ad-
dress spaces. On the smallest embedded systems, however, the hardware cannot support
multiple address spaces, nor can it protect processes from one another. As a conse-
quence, the operating system and all processes occupy a single address space.

Although running multiple processes in a single address space does not offer pro-
tection, the approach has advantages. Because they can pass pointers among them-
selves, processes can share large amounts of data without copying from one address
space to another. Furthermore, the operating system itself can easily dereference an ar-
bitrary pointer because the interpretation of an address does not depend on the process
context. Finally, having just one address space makes the memory manager much
simpler than the memory managers found in more sophisticated systems.
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9.5 Program Segments And Regions Of Memory

When Xinu is compiled for a small embedded system, the memory image is divid-
ed into four contiguous regions:

e Text segment
e Data segment
e Bss segment

e Free space

Text segment. The text segment, which begins at memory location zero, contains
compiled code for each of the functions in the memory image. The text segment may
also contain constants (e.g., string constants). If the hardware includes a protection
mechanism, addresses in the text segment are classified as read-only, which means that
an error occurs if the program attempts to store into any of the text locations at run-
time.

Data segment. The data segment, which follows the text segment, contains storage
for all global variables that are assigned an initial value. Values in the data segment
may be accessed or modified (i.e., read or written).

Bss segment. The term bss abbreviates block started by symbol, and is taken from
the assembly language of a PDP-11, the computer on which C was designed. The bss
segment, which follows the data segment, contains global variables that are not initial-
ized explicitly. Following C conventions, Xinu writes zero into each bss location be-
fore execution begins.

Free space. Memory beyond the bss segment is considered free (i.e., unallocated)
when execution begins. The next sections describe how the operating system uses the
free space.

As described in Chapter 3, a C program loader defines three external symbols,
etext, edata, and end,} that correspond to the first memory location beyond the text seg-
ment, the first memory location beyond the data segment, and the first memory location
beyond the bss segment. Figure 9.2 illustrates the memory layout when Xinu begins to
execute and the three external symbols.

maxaddr

0 etext edata end

text data bss |7 free space A

Figure 9.2 Illustration of the memory layout when Xinu begins.

The external symbols shown in Figure 9.2 are not variables, but instead are names
assigned to memory locations when the image is linked. Thus, a program should only

tExternal symbol names have an underscore prepended by the loader. Thus, efext becomes _etext.
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use one of the external symbols to reference a location and should not load a value. For
example, the text segment occupies memory locations 0 through etext— 1. To compute
the size, a program declares efext to be an external integer, and references &efext in an
expression.

How can a program determine the size of the free space? The operating system
must either be configured with the highest physical memory address or must probe ad-
dresses at startup.f At startup, our system places the highest valid memory address in
global variable maxheap. Thus, to compute the initial size of the free space, the
memory management code can take the difference between the address in variable max-
heap and the value &end.

9.6 Dynamic Memory Allocation In An Embedded System

Although they are allocated fixed locations in the address space and must remain
resident in physical memory at all times, program text and global variables only account
for part of the memory used by an executing process. The other two types of memory
are:

e Stack
e Heap

Stack. Each process needs space for a stack that holds the activation record associ-
ated with each function the process invokes. In addition to arguments, an activation
record contains storage for local variables.

Heap. A process or set of processes may also use heap storage to hold dynamical-
ly allocated variables that persist independent of specific function calls.

Xinu accommodates both types of dynamic memory. First, when creating a new
process, Xinu allocates a stack for the process. Stacks are allocated from the highest
address of free space. Second, whenever a process requests heap storage, Xinu allocates
the necessary amount of space from the low end of free space. Figure 9.3 shows an ex-
ample of the memory layout when three processes are executing and heap storage has
been allocated.

0 etext edata end

text data bss heap free stack, stack, stack,

Figure 9.3 Illustration of memory after three processes have been created.

FBecause physical memory is replicated in the E2100L address space, probing memory is difficult.
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9.7 Design Of The Low-Level Memory Manager

A set of functions and data structures are used to manage free memory. The low-
level memory manager provides four functions:

e getstk — allocate stack space when a process is created
e freestk — release a stack when a process terminates
e getmem — allocate heap storage on demand

e freemem — release heap storage as requested

Our design treats free space as a single, exhaustable resource — the low-level
memory manager allocates space provided a request can be satisfied. Furthermore, the
low-level memory manager does not partition the free space into memory available for
process stacks and memory available for heap variables. Requests of one type can take
the remaining free space, and leave none for the other type. Of course, such an alloca-
tion only works if processes cooperate. Otherwise, a given process can consume all free
memory, leaving no space for other processes. Chapter 10 illustrates an alternative ap-
proach by describing a set of high-level memory management functions that prevent ex-
haustion by partitioning memory among subsystems. The high-level memory manager
also demonstrates how processes can block until memory becomes available.

Functions getstk and freestk are not intended for general use. Instead, when it
forms a new process, create calls getstk to allocate a stack. Getstk obtains a block of
memory from the highest address of free space, and returns a pointer to the block.
Create records the size and location of the allocated stack space in the process table en-
try, and places the stack address in a CONTEXT area on top of the stack. Later, when
the process becomes current, the context switch accesses the CONTEXT area and loads
the address of the stack into the stack pointer register. Finally, when the process ter-
minates, kill calls function freestk to release the process’s stack and return the block to
the free list.

Functions getmem and freemem perform analogous functions for heap storage. Un-
like the stack allocation functions, getmem and freemem allocate blocks from the lowest
address of the free space.

9.8 Allocation Strategy And Memory Persistence

Because only create and kill allocate and free process stacks, the system can
guarantee that the stack space allocated to a process will be released when the process
exits. However, the system does not record the set of blocks that a process allocates
from the heap by calling getmem. Therefore, the system does not automatically release
heap storage. As a consequence, the burden of returning heap space is left to the pro-
grammer:
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Heap space persists independent of the process that allocates the
space. Before it exits, a process must explicitly release storage that it
has allocated from the heap, or the space will remain allocated.

Of course, returning allocated heap space does not guarantee that the heap will
never be exhausted. On one hand, demand can exceed the available space. On the oth-
er hand, the free space can become fragmented into small, discontiguous pieces that are
each too small to satisfy a request. The next chapter continues the discussion of alloca-
tion policies, and shows one approach to avoiding fragmentation of the free space.

9.9 Keeping Track Of Free Memory

A memory manager must keep information about all free memory blocks. To do
so, the memory manager forms a list, where each item on the list specifies a memory
address at which a block starts and a length. Initially, the list contains only one item
that corresponds to the block of memory between the end of the program and the
highest point in memory. When a process requests a block of memory, the memory
manager searches the list, finds a free area, allocates the requested size block, and up-
dates the list to show that more of the free memory has been allocated. Similarly,
whenever a process releases a previously allocated block of memory, the memory
manager adds the block to the list. Figure 9.4 illustrates an example set of four free
memory blocks.

Block Address Length

1 0x84F800 4096
2 0x850F70 8192
3 0x8A03F0 8192
4 0x8C01D0 4096

Figure 9.4 A conceptual list of free memory blocks.

A memory manager must examine each transaction carefully to avoid generating an
arbitrarily long list of blocks. When a block is released, the memory manager scans the
list to see if the released block is adjacent to the end of one of the existing free blocks.
If so, the size of the existing block can be increased without adding a new entry to the
list. Similarly, if the new block is adjacent to the beginning of an existing block, the
entry can be updated. Finally, if a released block exactly fills the gap between two free
blocks on the list, the memory manager will combine the two existing entries on the list
into one giant block that covers all the memory from the two on the list plus the
released block. We use the term coalesce to describe combining entries. The point is:
if a memory manager is built correctly, once all allocated blocks have been released, the
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free list will be back to the initial state where there is one entry that corresponds to all
free memory between the end of the program and the highest memory address.

9.10 Implementation Of Low-Level Memory Management

Where should the list of free memory blocks be stored? Our example implementa-
tion follows a standard approach by using free memory itself to store the list. After all,
a free memory block is not being used, so the contents are no longer needed. Thus, the
free memory blocks can be chained together to form a linked list by placing a pointer in
each block to the next block.

In the code, global variable memlist contains a pointer to the first free block. The
key to understanding the implementation lies in the invariant maintained at all times:

All free blocks of memory are kept on a linked list; blocks on the free
list are ordered by increasing address.

The conceptual list in Figure 9.4 shows two fields associated with each entry: the
address and a size. In our linked list implementation, each node in the list points to
(i.e., gives the address) of the next node. However, we must also store the size of each
block. Therefore, each block of free memory contains two items: a pointer to the next
free block of memory and an integer that gives the size of the current block. Figure 9.5
illustrates the concept.

structure memblk
imposed on free block

[ NN
iz lx Aly

global variable memlist free block of x bytes free block of y bytes

Figure 9.5 Illustration of a free memory list that contains two memory blocks.

Structure memblk, defined in file memory.h, gives the shape of a structure that can
be imposed on each free node. In struct memblk, field mnext points to the next block on
the list or contains the value NULL to indicate that a block is the final block on the list.
Field mlength specifies the length of the current block in bytes, including the header.
Note that the length is declared to be an unsigned long, which accommodates any size
block up to the entire physical address space.
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Variable memlist, which constitutes the head of the list, is defined as consisting of
a memblk structure. Thus, the head of the list has exactly the same form that we impose
on other nodes in the list. However, the mlength field (used to store the size of a block)
is not meaningful in variable memlist because the size of memlist is sizeof{struct
memblk). Consequently, we can use the length field for another purpose. Xinu uses the
field to store the total size of free memory (i.e., a sum of the length field in each block).
Having a count of the free memory can help when debugging or to assess whether the
system is approaching the maximum possible size.

Note that each block on the free list must hold a complete memblk structure (i.e.,
eight bytes). The design choice has a consequence: a memory manager cannot store a
free block of less then eight bytes. How can we guarantee that no process attempts to
free a smaller amount of memory? We can tell programmers that they must free exactly
the same amount they request, and allow the memory management routines to insure all
requests are at least eight bytes. But another problem can arise if the memory manager
extracts a piece from a free block: subtraction can leave a remainder of less than eight
bytes. To solve the problem, our memory manager rounds all requests to a multiple of
memblk structures. Two inline functions, roundmb and truncmb, perform the task.
Function roundmb rounds requests to multiples of eight bytes, and fruncmb is used to
truncate a memory size to a multiple of eight bytes. Truncation is only used once: the
initial size of free space must be truncated rather than rounded. The key point is:

Rounding all requests to multiples of the memblk structure insures
that each request satisfies the constraint and guarantees that no free
block will ever be too small to link into the free list.

File memory.h contains declarations related to memory management, including def-
initions of the two inline functions, roundmb and truncmb. To make the implementa-
tion efficient, the code for the two functions uses constants and Boolean operations rath-
er than the sizeof function and division. Using Boolean operations is only possible be-
cause the size of a memory block is a power of two.
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/* memory.h - roundmb, truncmb, freestk */

#define PAGE_SIZE 4096
#define MAXADDR 0x02000000 /* 160NL has 32MB RAM */
/* ______________________________________________________________________

*/
#define roundmb (x) (char *) ( (7 + (uint32) (x)) & (~7) )
#define truncmb (x) (char *) ( ((uint32) (x)) & (~7) )
/* ______________________________________________________________________
* freestk -- free stack memory allocated by getstk
K e
*/
#define freestk(p,len) freemem((char *) ((uint32) (p) \
- ((uint32)roundmb(len)) \
+ (uint32)sizeof (uint32)), \
(uint32) roundmb (len) )
struct memblk { /* see roundmb & truncmb */
struct memblk *mnext; /* ptr to next free memory blk */
uint32 mlength; /* size of blk (includes memblk) */
};
extern struct memblk memlist; /* head of free memory list */
extern void *maxheap; /* max free memory address */
extern void *minheap; /* address beyond loaded memory */

/* added by linker */

extern int end; /* end of program */
extern int edata; /* end of data segment */
extern int etext; /* end of text segment */

9.11 Allocating Heap Storage

Function getmem allocates heap storage by finding a free block that is sufficient for
the request. Our implementation uses a first-fit allocation strategy by allocating the first
block on the free list that satisfies a request. Getmem subtracts the requested memory
from the free block and adjusts the free list accordingly. File getmem.c contains the
code.
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/* getmem.c - getmem */

#include <xinu.

h>

/* ________________________________________________________________________
* getmem - Allocate heap storage, returning lowest word address
K e e e e e e e e e e e e e e o o o e e o e e . e e e e . e e e e e e . e e e e e o e e e e e e e e e e e e o e e
*/
char *getmem (
uint32 nbytes /* size of memory requested */
)
{
intmask mask; /* saved interrupt mask */
struct memblk *prev, *curr, *leftover;
mask = disable();

if (nbytes == 0) {

restore (mask) ;
return (char *)SYSERR;

}

nbytes = (uint32) roundmb (nbytes) ; /* use memblk multiples */
prev = &memlist;

curr = memlist.mnext;

while (curr != NULL) { /* search free list */

if (curr->mlength == nbytes) { /* block is exact match */
prev->mnext = curr->mnext;
memlist.mlength -= nbytes;
restore (mask) ;
return (char *) (curr);

} else if (curr->mlength > nbytes) { /* split big block */

leftover = (struct memblk *) ((uint32) curr +
nbytes) ;

prev->mnext = leftover;
leftover->mnext = curr->mnext;
leftover->mlength = curr->mlength - nbytes;
memlist.mlength -= nbytes;
restore (mask) ;
return (char *) (curr);

} else { /* move to next block */
prev = curr;
curr = curr->mnext;
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}
restore (mask) ;
return (char *)SYSERR;

After verifying that its argument is valid and the free list is not empty, getmem
uses roundmb to round the memory request to a multiple of memblk bytes, and then
searches the free list to find the first block of memory large enough to satisfy the re-
quest. Because the free list is singly linked, getmem uses two pointers, prev and curr,
to walk the list. Getmem maintains the following invariant during the search: when
curr points to a free block, prev points to its predecessor on the list (possibly the head
of the list, memlist). As it runs through the list, the code must insure the invariant
remains intact. Consequently, when a free block is discovered that is large enough to
satisfy the request, prev will point to the predecessor.

At each step, getmem compares the size of the current block to nbytes, the size of
the request. There are three cases. If the size of the current block is less than size re-
quested, getmem moves to the next block on the list and continues the search. If the
size of the current block exactly matches the size of the request, getmem merely re-
moves the block from the free list (by making the mnext field in the predecessor block
point to the successor block), and returns a pointer to the current block. If the size of
the current block is greater than the size requested, gefmem partitions the current block
into two pieces: one of size nbytes that will be returned to the caller, and a remaining
piece that will be left on the free list. To perform the division, getmem computes the
address of the remaining piece, and places the address in variable leftover. Computing
such an address is conceptually simple: the leftover piece lies nbytes beyond the begin-
ning of the block. However, adding nbytes to pointer curr does not produce the desired
result because C performs pointer arithmetic. To force C to use integer arithmetic in-
stead of pointer arithmetic, curr is changed to an unsigned integer with a cast (i.e.,
(uint32)curr) before adding nbytes. Once a sum has been computed, the result is
changed back into a pointer to a memory block using another cast. After leffover has
been computed, the mnext field of the prev block is updated, and the mnext and mlength
fields in the leftover block are assigned.

The code relies on a fundamental mathematical relationship: subtracting two multi-
ples of K will produce a multiple of K. In the example, K is the size of a memblk struc-
ture. Thus, if the system begins by using roundmb to round the size of free memory,
and always uses roundmb to round requests, each free block and each leftover piece will
be large enough to hold a memblk structure.
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9.12 Allocating Stack Storage

Function getstk allocates a block of memory for a process stack. We will see that
getstk is invoked whenever a process is created. The code appears in file getstk.c.

Because the free list is kept in order by memory address and stack space is allocat-
ed from the highest available block, getstk must search the entire list of free blocks.
During the search, getstk records the address of any block that satisfies the request,
which means that after the search completes, the last recorded address points to the free
block with the highest address that satisfies the request.t As with getmem, getstk main-
tains the invariant that during the search, variables next and prev point to a free block of
memory and the predecessor of the free block, respectively. Whenever a block is found
that has sufficient size to satisfy the request, getstk sets variable fits to the address of the
block and sets variable fitsprev to the address of predecessor. Thus, when the search
completes, fits points to the usable free block with the highest memory address (or will
remain equal to NULL if no block satisfies the request).

Once the search completes and a block has been found, two cases arise, analogous
to the cases in getmem. If the size of the block on the free list is exactly the size re-
quested, getstk unlinks the block from the free list and returns the address of the block
to its caller. Otherwise, getstk partitions the block into two pieces, allocating a piece of
size nbytes, and leaves the remainder on the free list. Because getstk returns the piece
from the highest part of the selected block, the computation differs slightly from that in
getmenm.

1The strategy of allocating the block with the highest address that satisfies a request is known as the
last-fit strategy.
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/* getstk.c - getstk */

#include <xinu.h>

* getstk -
*/
char *getstk(
uint32 nbytes
)
{
intmask mask;
struct memblk “*prev, *curr;
struct memblk *fits, *fitsprev;

Basic Memory Management Chap. 9

/* size of memory requested */
/* saved interrupt mask */
/* walk through memory list */

/* record block that fits */

mask = disable();
if (nbytes == 0) {
restore (mask) ;
return (char *)SYSERR;

}

nbytes = (uint32) roundmb (nbytes);
prev = &memlist;

curr = memlist.mnext;

fits = NULL;

while (curr != NULL) {
if (curr->mlength >= nbytes) {
fits = curr;
fitsprev = prev;

prev
curr = curr->mnext;

curr;

if (fits == NULL) {
restore (mask) ;
return (char *)SYSERR;
}
if (nbytes == fits->mlength) {
fitsprev->mnext = fits->mnext;
} else {
fits->mlength -= nbytes;

/* use mblock multiples */

/* scan entire list */
/* record block address */
/* when request fits */

/* no block was found */

/* block is exact match */

/* remove top section */
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fits = (struct memblk *) ((uint32)fits + fits->mlength);
}
memlist.mlength -= nbytes;
restore (mask) ;
return (char *) ((uint32) fits + nbytes - sizeof (uint32));

9.13 Releasing Heap And Stack Storage

Once it finishes using a block of heap storage, a process calls function freemem to
return the block to the free list, making the memory eligible for subsequent allocation.
Because blocks on the free list are kept in order by address, freemem uses the block’s
address to find the correct location on the list. In addition, freemem handles the task of
coalescing the block with adjacent free blocks. There are three cases: the new block of
memory can be adjacent to the previous block, adjacent to the succeeding block, or ad-
jacent to both. When any of the three cases occurs, freemem combines the new block
with adjacent block(s) to form one large block on the free list. Coalescing helps avoid
memory fragmentation.

The code for freemem can be found in file freemem.c. As in getmem, two pointers,
prev and next, run through the list of free blocks. Freemem searches the list until the
address of the block to be returned lies between prev and next. Once the correct posi-
tion has been found, the code performs coalescing.

Coalescing is handled in three steps. The code first checks for coalescing with the
previous block. That is, freemem adds the length of the previous block to the block’s
address to compute the address one beyond the previous block. Freemem compares the
result, which is found in variable top, to the address of the block being inserted. If the
address of the inserted block equals fop, freemem increases the size of the previous
block to include the new block. Otherwise, freemem inserts the new block in the list.
Of course, if the previous pointer points to the head of the memlist, no coalescing can
be performed.

Once it has handled coalescing with the previous block, freemem checks for
coalescing with the next block. Once again, freemem computes the address that lies one
beyond the current block, and tests whether the address is equal to the address of the
next block. If so, the current block is adjacent to the next block, so freemem increases
the size of the current block to include the next block, and unlinks the next block from
the list.

The important point is that freemem handles all three special cases:

When adding a block to the free list, the memory manager must check
to see whether the new block is adjacent to the previous block, adja-
cent to the next block, or adjacent to both.
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/* freemem.c

Basic Memory Management Chap. 9

- freemem */

#include <xinu.h>

*/
syscall freemem/(
char *blkaddr, /* pointer to memory block */
uint32 nbytes /* size of block in bytes */
)
{
intmask mask; /* saved interrupt mask */

struct memblk *next, *prev, *block;
uint32 top;

mask

= disable();

if ((nbytes == 0) || ((uint32) blkaddr < (uint32) minheap)

|| ((uint32) blkaddr > (uint32) maxheap)) {
restore (mask) ;
return SYSERR;

nbytes = (uint32) roundmb (nbytes) ; /* use memblk multiples */
block = (struct memblk *)blkaddr;

prev
next

= &memlist; /* walk along free list */
= memlist.mnext;

while ((next != NULL) && (next < block)) {

prev = next;
next = next->mnext;

}

if (prev == &memlist) { /* compute top of previous block*/
top = (uint32) NULL;

} else {
top = (uint32) prev + prev->mlength;

}

/* Insure new block does not overlap previous or next blocks */

if (((prev != &memlist) && (uint32) block < top)

|| ((next != NULL) && (uint32) block+nbytes>(uint32)next)) {
restore (mask) ;
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return SYSERR;

memlist.mlength += nbytes;
/* Either coalesce with previous block or add to free list */

if (top == (uint32) block) { /* coalesce with previous block */
prev->mlength += nbytes;
block = prev;

} else { /* link into list as new node */
block->mnext = next;
block->mlength = nbytes;
prev->mnext = block;

/* Coalesce with next block if adjacent */

if (((uint32) block + block->mlength) == (uint32) next) {
block->mlength += next->mlength;
block->mnext = next->mnext;

}

restore (mask) ;

return OK;

Because free memory is treated as a single resource that can be used for stacks or
heap storage, releasing stack memory follows the same algorithm as releasing heap
storage. The only difference between heap and stack allocations arises because getmem
returns the lowest address of an allocated block and getstk returns the highest address.
In the current implementation, freestk is an inline function that invokes freemem. Be-
fore calling freemem, freestk must convert its argument from the highest address in a
block to the lowest. The code is found in memory.h.T Although the current implemen-
tation uses a single underlying list, keeping freestk separate from freemem maintains a
conceptual distinction, and makes it easier to modify the implementation later. The
point 1s:

Although the current implementation uses the same underlying func-
tion to release heap and stack storage, having separate system calls
for freestk and freemem maintains the conceptual distinction and
makes the system easier to change later.

fFile memory.h can be found on page 148.
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9.14 Perspective

Although the mechanisms are relatively straightforward, the design of a memory
management subsystem reveals one of the most surprisingly subtle problems in operat-
ing systems. The problem arises from a fundamental conflict. On one hand, an operat-
ing system is designed to run without stopping. Therefore, operating system facilities
must be resource-preserving: when a process finishes with a resource, the system must
recapture the resource and make it available to other processes. On the other hand, any
memory management mechanism that allows processes to allocate and free blocks of ar-
bitrary size is not resource-preserving because memory can become fragmented, with
free memory divided into small, discontiguous blocks. Thus, a designer must be aware
that the choice represents a tradeoff. Allowing arbitrary-size allocations makes the sys-
tem easier to use, but also introduces a potential for problems.

9.15 Summary

Large operating systems offer complex memory management schemes that allow
the demand for memory to exceed the physical memory size. Such systems store infor-
mation on secondary storage, and move it to main memory when a reference occurs.
Sophisticated memory management systems support multiple virtual address spaces that
allow each application to address memory starting at location zero; each virtual address
space maps to a different region of physical memory, meaning that the system protects a
given application from other applications. We use the term heavyweight process to
refer to an application that runs in a separate address space; a lightweight process
abstraction permits one or more processes to run in each virtual space. Paging is the
most widely used technology used to provide virtual address spaces and multiplex them
onto physical memory.

Small embedded systems usually keep all code and data in physical memory. An
image contains three segments: a text segment consisting of compiled code, a data seg-
ment that contains initialized data values, and a bss segment that contains uninitialized
variables. When a system starts, physical memory not allocated to the three segments is
considered free, and a low-level memory manager allocates the free memory on
demand.

The low-level memory manager in Xinu maintains a linked list of free memory
blocks; both stack and heap storage is allocated from the list as needed. Heap storage is
allocated by finding the first free memory block that satisfies the request (i.e., the free
block with the lowest address). A request for stack storage is satisfied from the highest
free memory block that satisfies the request. Because the list of free memory blocks is
singly linked in order by address, allocating stack space requires searching the entire
free list.

The low-level memory manager treats free space as an exhaustable resource with
no partition between stack and heap storage. Because the memory manager does not
contain mechanisms to prevent a process from allocating all free memory, a program-
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mer must plan carefully to avoid starvation. A higher-level memory manager discussed
in the next chapter illustrates how memory can be partitioned into regions and how a
set of processes can block waiting for memory to become available.

EXERCISES

9.1

9.2

93

94

95

An early version of the low-level memory manager had no provision for returning blocks of
memory to the free list. Speculate about embedded systems: are freemem and freestk
necessary? Why or why not?

Replace the low-level memory management functions with a set of functions that allocate
heap and stack memory permanently (i.e., without providing a mechanism to return storage
to a free list). How do the sizes of the new allocation routines compare to the sizes of
getstk and getmem?

Does the approach of allocating stack and heap storage from opposite ends of free space
help minimize fragmentation? To find out, consider a series of requests that intermix allo-
cation and freeing of stack storage of 1000 bytes and heap storage of 500 bytes. Compare
the approach described in the chapter to an approach that allocates stack and heap requests
from the same end of free space (i.e., an approach in which all allocation uses getmem).
Find a sequence of requests that result in fragmentation if stack and heap requests are not
allocated from separate ends.

Can the memory management system described here allocate arbitrarily small amounts of
memory? Why or why not?

Many embedded systems go through a prototype stage, in which the system is built on a
general platform, and a final stage, in which minimal hardware is designed for the system.
In terms of memory management, one question concerns the size of the stack needed by
each process. Modify the code to allow the system to measure the maximum stack space
used by a process and report the maximum stack size when the process exits.
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18

A Remote Disk Driver

For my purpose holds ... To strive, to seek, to find,
and not to yield.

— Alfred, Lord Tennyson

18.1 Introduction

Earlier chapters explain I/O devices and the structure of a device driver. Chapter
16 describes how block-oriented devices use DMA, and shows an example Ethernet
driver.

This chapter considers the design of a device driver for secondary storage devices
known as disks or hard drives. The chapter focuses on basic data transfer operations.
The next chapter describes how higher levels of the system use disk hardware to pro-
vide files and directories.

18.2 The Disk Abstraction

Disk hardware provides a basic abstraction in which a disk is a storage mechanism
that has the following properties.

e Nonvolatile: data persists even if power is removed.

e Block-oriented: the interface provides the ability to
read or write fixed-size blocks of data.

e Multi-use: a block can be read and written many
times.

® Random-access: blocks can be accessed in any order.

371
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372 A Remote Disk Driver Chap. 18

Like the Ethernet hardware described in Chapter 16, disk hardware typically uses
Direct-Memory-Access (DMA) to allow the disk to transfer an entire block before inter-
rupting the CPU. Also like the Ethernet driver, a disk driver does not understand or ex-
amine the contents of data blocks. Instead, the driver merely treats the entire disk as an
array of data blocks.

18.3 Operations A Disk Driver Supports

At the device driver level, a disk consists of fixed-size data blocks that can be ac-
cessed randomly using three basic operations:

e Fetch: Copy the contents of a specified block from the disk to a
designated location in memory.

e Store: Copy the contents of memory to a specified block on the
disk.

e Seek: Move to a specified block on the disk. The seek option is
most important for electro-mechanical devices (i.e., a magnetic
disk) because it can be used as an optimization that positions the
disk head where it will be needed in the future. Thus, as solid state
disks become widely used, seek may become less important.

The block size of a disk is derived from the size of a sector on magnetic disks.
The industry has settled on a de facto standard block size of 512 bytes; throughout the
chapter, we will assume 512-byte blocks.{

18.4 Block Transfer And High-Level I/0 Functions

Because the hardware provides block transfer, it makes sense to design an interface
that allows read and write to transfer an entire block. The question becomes how to in-
clude a block specification in the existing high-level I/O operations. We might use
seek: require a programmer to call seek to move to a specific block before calling read
or write to access data in the block. Unfortunately, requiring a user to call seek before
each data transfer is clumsy and error prone. Therefore, to keep the interface simple,
we will stretch the usual meaning of arguments to read and write: instead of interpret-
ing the third argument as a buffer size, we will assume the buffer is large enough to
hold a disk block, and use the third argument to specify a block number. For example,
the call:

read ( DISKO, buff, 5)

requests the driver to read block five from the disk into memory starting at location

buff.

+Although modern disks often use an underlying block size of 4K bytes, the hardware presents an inter-
face that uses 512-byte blocks.
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Our driver will supply basic operations: read, which copies a single block from the
disk into memory; write, which copies data from memory onto a specified disk block.
In addition, our driver will supply control functions that can be used to erase a disk
(i.e., destroy all saved data) and to synchronize write requests (i.e., insure that all
cached data is written to the disk).

18.5 A Remote Disk Paradigm

Because the E2100L hardware does not include a local disk, we will examine
software that follows a remote disk paradigm. Our remote disk system will provide the
same abstraction as a local disk by allowing processes to read and write disk blocks.
Instead of using disk hardware, however, our system will send requests over a network
to a remote disk server that runs on another computer.

Driver software for the remote disk will be organized in the same general way as a
driver for a traditional disk: driver functions are partitioned into an upper half and a
lower half that communicate through a shared data structure. Instead of using DMA
hardware to implement the lower half, however, our remote disk driver will use a high-
priority process that communicates over a network with a server by sending requests
and receiving responses. Figure 18.1 illustrates the organization.

( upper-half functions )

write read

shared
data structures

process that provides
lower-half functionality network communication
with remote server

Figure 18.1 Organization of a remote disk driver.

Like a traditional disk driver, the shared data structure in our example contains two
key items:

e A cache of recently accessed blocks

e A list of pending requests
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A cache of recently accessed blocks. Because a disk operates much slower than a
processor, a disk driver must be optimized to avoid making unnecessary transfers. The
primary optimization technique consists of a cache kept in the shared data area. The
cache stores recently accessed blocks, which allows subsequent operations on the same
block to be performed on the copy in the cache. For example, if a user edits a docu-
ment, stores a copy on disk, and then returns later to edit the same document, it is likely
that the disk blocks containing the document will be in the cache, meaning that the doc-
ument editing application can start much faster than if blocks had to be read from disk.

A list of pending requests. Like a traditional driver, our remote disk system allows
multiple processes to access a disk, and implements synchronous read operations and
asynchronous write operations. That is, when it reads a block, a process must wait until
the data has been fetched. When it writes a block, however, a process does not block
— the driver places a copy of the outgoing disk block on a request list and allows the
process to continue execution. The lower-half process, which handles communication
with the remote server, continually takes the next item off the request queue and per-
forms the specified operation. Thus, at some time in the future, data will be written to
the disk.

18.6 Semantics Of Disk Operations

Although it can employ optimizations such as caching and delayed execution, a
disk driver must always preserve the appearance of a synchronous interface. That is,
the driver must always return the data that was written most recently.

If we envision the read and write operations on a given block, they form a se-
quence:

op,, Op,, Op;3, ... Op,

If op, is a read operation for block i, the driver must deliver the data that was written to
the block in op,, where k is the highest index of a write operation less than 7 (i.e., all the
operations between op, and op, are read operations). To complete the definition, we as-
sume an implicit write occurs at time zero before the system starts. Thus, if a system
attempts to read a block before any calls to write the block, the driver returns whatever
data was on the disk when the system booted.

We use the term last-write semantics to capture the concept, and insist that:

A disk driver can use techniques such as caching to optimize perfor-
mance provided the driver guarantees last-write semantics.

The example driver uses queuing to enforce last-write semantics: the request list is
a FIFO queue. That is:
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Items are inserted at the tail of the request queue; the lower-half pro-
cess continually selects and performs the item at the head of the
queue.

Because items are always inserted at the tail, the driver handles requests in the
same order they were made. Thus, if process A reads block five and process B writes
block five later, the two requests will appear in the correct order in the queue. The read
request will be serviced first, followed by the write request.

We will see that the queue discipline is extended to the cache: driver functions al-
ways start at the head when searching the cache. Our code relies on the discipline to in-
sure that a process receives data according to last-write semantics.

18.7 Definition Of Driver Data Structures

File rdisksys.h defines the constants and data structures used by the remote disk
system. The file defines the format of a disk buffer. Each buffer includes a header that
specifies the number of the disk block stored in the buffer and fields that are used to
link the buffer onto the request list, cache, or free list. In addition, the file defines the
contents of the device control block and the format of messages sent to the remote
server.
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/* rdisksys.h - definitions for remote disk system pseudo-devices */

#ifndef Nrds
#define Nrds 1
#endif

/* Remote disk block size */

#define RD_BLKSIZ 512

/* Global data for the remote disk server */

#ifndef RD_SERVER_IP

#define RD_SERVER_IP "255.255.255.255"

#endif

#ifndef RD_SERVER_PORT
#define RD _SERVER PORT 33124
#endif

#ifndef RD_LOC_PORT

#define RD_LOC_PORT 33124

#endif

/* Control block for remote disk device

#define RD IDLEN 64
#define RD_BUFFS 64
#define RD STACK 8192
#define RD_PRIO 200

/* Constants for state of the device */

#define RD_FREE 0
#define RD_OPEN 1
#define RD_PEND 2

/* Operations for request queue */

#define RD_OP_READ 1
#define RD_OP_WRITE 2
#define RD _OP_SYNC 3

/*
/*
/*

*/

/*
/*
/*
/*

/*
/*
/*

/*
/*
/*

base port number - minor dev */

number is added to insure */

that each device is unique */
Size of a remote disk ID */
Number of disk buffers */
Stack size for comm. process */
Priorty of comm. process */
device is available */
device is open (in use) */
open is pending */
Read operation on reqg. list */

Write operation on req. list */
Sync operation on req. list */
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/* Status values for a buffer */

#define RD_VALID
#define RD_INVALID

o

/*
/*

371

Buffer contains valid data
Buffer does not contain data

/* Definition of a buffer with a header that allows the same node to be

/* used as a request on the request queue, an item in the cache, or a

/* node on the free list of buffers

struct

struct

rdbuff
struct
struct
int32
int32

uint32
int32
pid32

char

rdscblk
int32
char
int32

/* Request queue head and tail

struct
struct
struct
struct

{

rdbuff
rdbuff
rd_op;

*rd_next;
*rd_prev;

rd_refent;

rd_blknum;
rd_status;

rd_pid;

rd_block[RD_BLKSIZ];

{

rd_state;
rd_id[RD_IDLEN] ;

rd_seq;

rdbuff
rdbuff
rdbuff
rdbuff

*rd_rhnext;
*rd_rhprev;
*rd_rtnext;
*rd_rtprev;

/* Cache head and tail */

struct
struct
struct
struct
/* Free

struct

pid32

rdbuff
rdbuff
rdbuff
rdbuff

*rd_chnext;
*rd_chprev;
*rd_ctnext;
*rd_ctprev;

/*
/*
/*
/*
/*
/*
/*
/*
/*
/*
/*

/*
/*
/*

*/

/*
/*
/*
/*

/*
/*
/*
/*

Request list node

ptr to next node on a list

ptr to prev node on a list

operation - read/write/sync

reference count of processes
reading the block

block number of this block

is buffer currently valid?

process that initiated a
read request for the block

space to hold one disk block

state of device
Disk ID currently being used
next sequence number to use

head of request queue: next
and previous

tail of request queue: next
(null) and previous

head of cache: next and
previous

tail of cache: next (null)
and previous

list head (singly-linked) */

rdbuff

*rd_free;

rd_comproc;

/*

/*

ptr to free list

process ID of comm. process

Absolute Exhibit No. 1044
Page 064

*/
*/

*/
*/
*/

*/
*/
*/
*/
*/
*/
*/
*/
*/
*/
*/

*/
*/
*/

*/
*/
*/
*/

*/
*/
*/
*/

*/

*/



378 A Remote Disk Driver Chap. 18

sid32 rd_availsem; /* semaphore ID for avail buffs */
sid32 rd_regsem; /* semaphore ID for requests */
uint32 rd_ser ip; /* server IP address */
uintlé rd_ser_ port; /* server UDP port */
uintlé rd_loc_port; /* local (client) UPD port */
bool8 rd_registered; /* has UDP port been registered?*/

}i

extern struct rdscblk rdstabl]; /* remote disk control block */

/* Definitions of parameters used during server access */

#define
#define

RD_RETRIES
RD_TIMEOUT

3
2000

/* times to retry sending a msg */
/* wait two seconds for reply  */

/* Control functions for a remote file pseudo device */

#define

#define RDS_CTIL,_SYNC

RDS_CTIL, DEL

/* Delete (erase) an entire disk*/
/* Write all pending blocks */

/************************************************************************/

/*

Definition of messages exchanged with the remote disk server */
/************************************************************************/

/* Values for the type field in messages */

#define RD _MSG_RESPONSE 0x0100

/* Bit that indicates response */

#define RD_MSG_RREQ 0x0010 /* Read request and response */
#define RD_MSG_RRES (RD_MSG_RREQ RD_MSG_RESPONSE)
#define RD_MSG_WREQ 0x0020 /* Write request and response */
#define RD MSG_WRES (RD_MSG_WREQ RD_MSG_RESPONSE)
#define RD_MSG_OREQ 0x0030 /* Open request and response */
#define RD_MSG_ORES (RD_MSG_OREQ RD_MSG_RESPONSE)
#define RD_MSG_CREQ 0x0040 /* Close request and response */
#define RD_MSG_CRES (RD_MSG_CREQ RD_MSG_RESPONSE)
#define RD_MSG_DREQ 0x0050 /* Delete request and response */
#define RD MSG_DRES (RD_MSG_DREQ RD_MSG_RESPONSE)
#define RD MIN_REQ RD_MSG_RREQ /* Minimum request type */
#define RD_MAX_REQ RD_MSG_DREQ /* Maximum request type */
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Sec. 18.7 Definition Of Driver Data Structures 379

/* Message header fields present in each message */

#define RD_MSG_HDR /* Common message fields */\
uintlé rd_type; /* message type */\
uintlé rd_status; /* 0 in req, status in response */\
uint32 rd seq; /* message sequence number */\
char rd_id[RD_IDLEN] ; /* null-terminated disk ID */

/************************************************************************/

/* Header */

/************************************************************************/

/* The standard header present in all messages with no extra fields */

#pragma pack(2)

struct rd_msg hdr { /* header fields present in each*/
RD_MSG_HDR /* remote file system message */

};

#pragma pack()

/************************************************************************/
/* Read */
/************************************************************************/

#pragma pack(2)

struct rd msg_rreq { /* remote file read request */
RD_MSG_HDR /* header fields */
uint32 rd_blk; /* block number to read */
}:

#pragma pack()

#pragma pack(2)

struct rd msg_rres { /* remote file read reply */
RD_MSG_HDR /* header fields */
uint32 rd_blk; /* block number that was read */
char rd_data[RD_BLKSIZ]; /* array containing one block */
}:

#pragma pack()

/************************************************************************/
/* Write */
/************************************************************************/

#pragma pack(2)

struct rd_msg_wreq { /* remote file write request */
RD_MSG_HDR /* header fields */
uint32 rd_blk; /* block number to write */
char rd_data[RD_BLKSIZ]; /* array containing one block */
}i

#pragma pack()
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#pragma pack(2)

struct rd_msg_wres { /* remote file write response */
RD_MSG_HDR /* header fields */
uint32 rd _blk; /* block number that was written*/
};

#pragma pack()

/************************************************************************/

/* Open */

/************************************************************************/

#pragma pack(2)

struct rd msg_oreq { /* remote file open request */
RD_MSG_HDR /* header fields */

}i

#pragma pack()

#pragma pack(2)

struct rd msg_ores { /* remote file open response */
RD_MSG_HDR /* header fields */

}i

#pragma pack()

/************************************************************************/

/* Close */

/************************************************************************/

#pragma pack(2)

struct rd msg_creq { /* remote file close request */
RD_MSG_HDR /* header fields */

};

#pragma pack()

#pragma pack(2)

struct rd msg_cres { /* remote file close response */
RD_MSG_HDR /* header fields */

};

#pragma pack()

/************************************************************************/

/* Delete */

/************************************************************************/

#pragma pack(2)

struct rd_msg_dregq { /* remote file delete request */
RD_MSG_HDR /* header fields */

};
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#pragma pack()

#pragma pack(2)

struct rd_msg_dres { /* remote file delete response */
RD_MSG_HDR /* header fields */

}:

#pragma pack()

18.8 Driver Initialization (rdsinit)

Although initialization is completed after the other pieces of the driver have been
designed, we have chosen to examine the initialization function now because it will help
us understand the shared data structures. File rdslnit.c contains the driver initialization
code:

/* rdsInit.c - «rdsInit */
#include <xinu.h>
struct rdscblk rdstab[Nrds];
/ K e
* rdsInit - initialize the remote disk system device
K e e e e e e e e e e e e e e e e e o o o o o o o o o e o e e o o o e e e e e e e e
*/
devcall rdsInit (
struct dentry *devptr /* entry in device switch table */
)
{
struct rdscblk *rdptr; /* ptr to device contol block */
struct rdbuff *bptr; /* ptr to buffer in memory */
/* used to form linked list */
struct rdbuff “*pptr; /* ptr to previous buff on list */
struct rdbuff *buffend; /* last address in buffer memory*/
uint32 size; /* total size of memory needed */
/* buffers */

/* Obtain address of control block */
rdptr = &rdstab[devptr->dvminor];

/* Set control block to unused */
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RD_FREE;
NULLCH;

rdptr->rd_state
rdptr->rd_id[0]

/* Set initial message sequence number */

rdptr->rd_seq = 1;

/* Initialize request queue and cache to empty */

rdptr->rd_rhnext = (struct rdbuff *) &rdptr->rd rtnext;
rdptr->rd_rhprev = (struct rdbuff *)NULL;

rdptr->rd_rtnext = (struct rdbuff *)NULL;
rdptr->rd_rtprev = (struct rdbuff *) &rdptr->rd_rhnext;
rdptr->rd_chnext = (struct rdbuff *) &rdptr->rd ctnext;

rdptr->rd_chprev = (struct rdbuff *)NULL;

rdptr->rd_ctnext = (struct rdbuff *)NULL;
rdptr->rd_ctprev = (struct rdbuff *) &rdptr->rd chnext;

/* Allocate memory for a set of buffers (actually request */
/* blocks and link them to form the initial free list */
size = sizeof (struct rdbuff) * RD_BUFFS;

bptr = (struct rdbuff *)getmem(size);
rdptr->rd_free = bptr;

if ((int32)bptr == SYSERR) {
panic ("Cannot allocate memory for remote disk buffers");

buffend = (struct rdbuff *) ((char *)bptr + size);

while (bptr < buffend) ({ /* walk through memory */
pptr = bptr;
bptr = (struct rdbuff *)

(sizeof (struct rdbuff)+ (char *)bptr);
pptr->rd_status = RD_INVALID; /* buffer is empty */
pptr->rd_next = bptr; /* point to next buffer */

}
pptr->rd_next = (struct rdbuff *) NULL; /* last buffer on list */

/* Create the request list and available buffer semaphores */
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rdptr->rd_availsem semcreate (RD_BUFFS) ;

semcreate (0) ;

rdptr->rd_regsem

/* Set the server IP address, server port, and local port */

if ( dot2ip(RD_SERVER_IP, &rdptr->rd_ser ip) == SYSERR ) {
panic("invalid IP address for remote disk server");

/* Set the port numbers */

rdptr->rd_ser_port RD_SERVER_PORT;

rdptr->rd_loc_port RD_LOC_PORT + devptr->dvminor;

/* Specify that the server port is not yet registered */
rdptr->rd_registered = FALSE;
/* Create a communication process */

rdptr->rd_comproc = create(rdsprocess, RD_STACK, RD_PRIO,
"rdsproc", 1, rdptr);

if (rdptr->rd_comproc == SYSERR) {
panic ("Cannot create remote disk process");
}

resume (rdptr->rd_comproc) ;

return OK;

In addition to initializing data structures, rdsinit performs three important tasks. It
allocates a set of disk buffers and links them onto the free list, it creates the high-
priority process that communicates with the server, and it creates two semaphores that
control processing. One semaphore, rd_regsem, guards the request list. The semaphore
starts with count zero, and is signaled each time a new request is added to the request
queue. The communication process waits on rd_regsem before extracting an item from
the list, which means the process will block if the list is empty.

Another semaphore, rd_availsem, counts the number of buffers that are available
for use (i.e., free or in the cache). Initially, RD_BUFFS buffers are on the free list and
rd_availsem has a count equal to RD_BUFFS. When a buffer is needed, a caller waits
on the semaphore. The cache poses a special case because not all buffers in the cache
are available. Instead, some buffers must remain in the cache because processes are
waiting to extract data. We will see how the cache and the semaphore are used later.
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18.9 The Upper—Half Open Function (rdsOpen)

The remote disk server allows multiple clients to access the server simultaneously.
Each client supplies a unique identification string which allows the server to distinguish
among clients. Instead of using a hardware value (e.g., an Ethernet address) as the
unique string, the example code allows a user to specify the ID string by calling open
on the disk device. The chief advantage of separating the ID from the hardware is por-
tability — the remote disk ID can be bound to the operating system image, which
means that moving the image from one physical computer to another does not change
the disk that the system is using.

When a process calls open for a remote disk device, the second argument is inter-
preted as an ID string. The string is copied into the device control block, and the same
ID is used as long as the device remains open. It is possible to close the remote disk
device and reopen it with a new ID (i.e., connect to a different remote disk). However,
most systems are expected to open a remote disk device once and never close it. File
rdsOpen.c contains the code:

/* rdsOpen.c - rdsOpen */

#include <xinu.h>

devcall rdsOpen (

struct dentry *devptr, /* entry in device switch table */
char *diskid, /* disk ID to use */
char *mode /* unused for a remote disk */
)
{

struct rdscblk *rdptr; /* ptr to control block entry */
struct rd_msg_oreq msg; /* message to be sent */
struct rd msg ores resp; /* buffer to hold response */
int32 retval; /* return value from rdscomm */
int32 len; /* counts chars in diskid */
char *idto; /* ptr to ID string copy */
char *idfrom; /* pointer into ID string */

rdptr = &rdstabl[devptr->dvminor];

/* Reject if device is already open */
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if (rdptr->rd_state != RD_FREE) {
return SYSERR;

}

rdptr->rd_state = RD_PEND;

/* Copy disk ID into free table slot */

idto = rdptr->rd_id;
idfrom = diskid;

len = 0;
while ( (*idto++ = *idfrom++) != NULLCH) {
len++;
if (len >= RD IDLEN) { /* ID string is too long */
return SYSERR;
}
}

/* Verify that name is non-null */

if (len == 0) {
return SYSERR;

/* Hand-craft an open request message to be sent to the server */

msg.rd_type = htons (RD_MSG_OREQ) ; /* Request an open */
msg.rd_status = htons(0);
msg.rd_seq = 0; /* rdscomm fills in an entry */

idto = msg.rd id;
memset (idto, NULLCH, RD_IDLEN);/* initialize ID to zero bytes */

idfrom = diskid;
while ( (*idto++ = *idfrom++) != NULLCH ) { /* copy ID to req. */

I

/* Send message and receive response */

retval = rdscomm( (struct rd msg hdr *)&msg,
sizeof (struct rd msg_oreq),
(struct rd_msg _hdr *)&resp,
sizeof (struct rd msg_ores),
rdptr );

/* Check response */
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if (retval == SYSERR) {
return SYSERR;
} else if (retval == TIMEOUT) {
kprintf ("Timeout during remote file open\n\r");
return SYSERR;
} else if (ntohs(resp.rd status) != 0) {
return SYSERR;

/* Change state of device to indicate currently open */

rdptr->rd_state = RD_OPEN;

/* Return device descriptor */

return devptr->dvnum;

18.10 The Remote Communication Function (rdscomm)

Chap. 18

As one of the steps in opening the local remote disk device, rdsOpen exchanges a

message with the remote server. It places an open request message in local variable
msg, and calls rdscomm to forward the message to the server. Rdscomm takes argu-
ments that specify an outgoing message, a buffer for a reply, and the length of each. It
sends the outgoing message to the server, and awaits a reply. If the reply is valid,
rdscomm returns the length of the reply to the caller; otherwise, it returns SYSERR to in-
dicate that an error occurred, or TIMEOUT to indicate that no response was received.
File rdscomm.c contains the code:

/* rdscomm.c - rdscomm */

#include <xinu.h>

* rdscomm - handle communication with a remote disk server (send a
request and receive a reply, including sequencing and

*/
status

*/

retries)
rdscomm (
struct rd_msg_hdr *msg, /* message to send
int32 mlen, /* message length

*/
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struct rd_msg_hdr *reply, /* buffer for reply
int32 rlen, /* size of reply buffer
struct rdscblk *rdptr /* ptr to device control block
)
int32 i; /* counts retries
int32 retval; /* return value
int32 seq; /* sequence for this exchange
uint32 localip; /* local IP address
intl6 rtype; /* reply type in host byte order
bool8 xmit; /* Should we transmit again?

/* For the first time after reboot, register the server port */

if ( ! rdptr->rd_registered ) {
retval = udp register (0, rdptr->rd_ser_ port,
rdptr->rd_loc_port) ;
rdptr->rd_registered = TRUE;

}

if ( (int32) (localip = getlocalip()) == SYSERR ) {
return SYSERR;

}

/* Assign message next sequence number */

seq = rdptr->rd_seqg++;
msg->rd_seq = htonl (seq) ;

/* Repeat RD_RETRIES times: send message and receive reply */
xmit = TRUE;
for (i=0; i<RD_RETRIES; i++) {
if (xmit) {
/* Send a copy of the message */
retval = udp send(rdptr->rd_ser ip, rdptr->rd_ser_port,

localip, rdptr->rd loc_port, (char *)msg, mlen);
if (retval == SYSERR) {

*/
*/
*/

*/
*/
*/
*/
*/
*/

kprintf ("Cannot send to remote disk server\n\r");

return SYSERR;
}

} else {
xmit = TRUE;
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/* Receive a reply */

retval = udp_recv(0, rdptr->rd_ser_port,
rdptr->rd_loc_port, (char *)reply, rlen,
RD_TIMEOUT) ;

if (retval == TIMEOUT) {
continue;

} else if (retval == SYSERR) {
kprintf ("Error reading remote disk reply\n\r");
return SYSERR;

/* Verify that sequence in reply matches request */

if (ntohl (reply->rd_seq) < seq) {
xmit = FALSE;
} else if (ntohl (reply->rd_seq) != seq) {
continue;
/* Verify the type in the reply matches the request */
rtype = ntohs (reply->rd_type) ;
if (rtype != ( ntohs (msg->rd_type) | RD_MSG_RESPONSE) ) {
continue;
/* Check the status */
if (ntohs(reply->rd_status) != 0) {
return SYSERR;

return OK;

/* Retries exhausted without success */

kprintf ("Timeout on exchange with remote disk server\n\r");
return TIMEOUT;
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Rdscomm obtains the local IP address (for use with UDP), assigns the next se-
quence number to the message, and enters a loop that iterates RD_RETRIES times. On
each iteration, rdscomm calls udp_send to transmit a copy of the message to the server,
and calls udp_recv to receive a reply. If a reply arrives, rdscomm verifies that the fype
of the reply matches the type of the request, that the sequence number of the reply
matches the sequence number of the request that was sent, and that the status value in-
dicates success (i.e., is zero). If the reply is valid, rdscomm returns OK to the caller;
otherwise, it returns an error indication.

18.11 The Upper—Half Write Function (rdsWrite)

Because the remote disk system provides asynchronous write operations, the
upper-half write function is easiest to understand. File rdsWrite.c contains the code:

/* rdsWrite.c - rdsWrite */

#include <xinu.h>

*/
devcall rdsWrite (
struct dentry *devptr, /* entry in device switch table */
char *buff, /* buffer that holds a disk blk */
int32 blk /* block number to write */
)
{
struct rdscblk *rdptr; /* pointer to control block */
struct rdbuff *bptr; /* ptr to buffer on a list */
struct rdbuff *pptr; /* ptr to previous buff on list */
struct rdbuff *nptr; /* ptr to next buffer on list */
bool8 found; /* was buff found during search?*/

/* If device not currently in use, report an error */

rdptr = &rdstabl[devptr->dvminor];
if (rdptr->rd_state != RD_OPEN) {
return SYSERR;

/* If request queue already contains a write request */
/* for the block, replace the contents */
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bptr = rdptr->rd_rhnext;
while (bptr != (struct rdbuff *)&rdptr->rd_rtnext) {
if ( (bptr->rd _blknum == blk) &&
(bptr->rd_op == RD_OP_WRITE) ) {
memcpy (bptr->rd_block, buff, RD BLKSIZ);
return OK;
}
bptr = bptr->rd next;

/* Search cache for cached copy of block */

bptr = rdptr->rd_chnext;
found = FALSE;
while (bptr != (struct rdbuff *)&rdptr->rd_ctnext) {
if (bptr->rd blknum == blk) {
if (bptr->rd_refcnt <= 0) {
pptr = bptr->rd prev;
nptr = bptr->rd_next;

Chap. 18

/* Unlink node from cache list and reset*/
/* the available semaphore accordingly */

pptr->rd_next = bptr->rd_next;
nptr->rd_prev = bptr->rd_prev;
semreset (rdptr->rd_availsem,

semcount (rdptr->rd_availsem) - 1);

found = TRUE;
}
break;

}
bptr = bptr->rd_next;

if ( !'found ) {
bptr = rdsbufalloc(rdptr) ;

/* Create a write request */

memcpy (bptr->rd_block, buff, RD_BLKSIZ);

bptr->rd _op = RD_OP_WRITE;
bptr->rd_refcnt = 0;
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bptr->rd blknum blk;
bptr->rd_status RD_VALID;
bptr->rd_pid = getpid();

/* Insert new request into list just before tail */

pptr = rdptr->rd_rtprev;
rdptr->rd_rtprev = bptr;
bptr->rd next = pptr->rd_next;
pptr;

bptr;

bptr->rd_prev

pptr->rd_next
/* Signal semaphore to start communication process */

signal (rdptr->rd_redgsem) ;
return OK;

The code first considers the case where the request queue already contains a pend-
ing write request for the same block. Note: there can only be one write request for a
given block on the request queue at a time, which means the queue can be searched in
any order. The code searches the queue from the head toward the tail. If it finds a
write request for the block, rdsWrite replaces the contents of the request with the new
data, and returns.

After searching the request queue, rdsWrite checks the cache. If the specified
block is in the cache, the cached copy must be invalidated. The code searches the cache
sequentially. If it finds a match, rdsWrite removes the buffer from the cache. Instead
of moving the buffer to the free list, rdsWrite uses the buffer to form a request. If no
match is found, rdsWrite calls rdsbufalloc to allocate a new buffer for the request.

The final section of rdsWrite creates a write request and inserts it at the tail of the
request queue. To help with debugging, the code fills in all fields of the request, even
if they are not needed. For example, the process ID field is set, but is not used.

18.12 The Upper—Half Read Function (rdsRead)

The second major upper-half function corresponds to the read operation. Reading
is more complex than writing, because input is synchronous: a process that attempts to
read from the disk must wait until the data is available. Synchronization of a waiting
process uses send and receive. A node in the request queue contains a process ID field.
When a process calls read, the driver code creates a read request that includes the
caller’s process ID. It then inserts the request on the request queue, and calls receive to
wait for a response. When the request reaches the head of the queue, the remote disk
communication process sends a message to the server and receives a response that con-
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tains the specified block. The communication process copies the block into the buffer
that contains the original request, moves the buffer to the cache, and uses send to send a
message to the waiting process with the buffer address. The waiting process receives
the message, extracts a copy of the data, and returns to the function that called read.

As described, the above scheme is insufficient because buffers are used dynamical-
ly. To understand the problem, imagine that a low-priority process is blocked waiting
to read block 5. Eventually, the communication process obtains block 5 from the
server, stores block 5 in the cache, and sends a message to the waiting process. How-
ever, assume that while the request is on the request queue, higher-priority application
processes begin to execute, meaning that the low-priority process will not run. Unfor-
tunately, if the high-priority processes continue to use disk buffers, the buffer holding
block 5 will be allocated.

The problem is exacerbated because the remote disk system permits concurrent ac-
cess: while one process is waiting to read a block, another process can attempt to read
the same block. Thus, when the communication process finally retrieves a copy of the
block from the server, multiple processes may need to be informed.

The example code uses a reference count technique to handle multiple requests for
a block: the header with each buffer contains an integer that counts the number of
processes reading the block. When a process finishes making a copy, the process decre-
ments the reference count. The code in file rdsRead.c shows how a process creates a
request, enqueues it at the tail of the request list, waits for the request to be filled, and
copies data from the request to each caller’s buffer; later in the chapter, we will see how
the reference count is managed.

/* rdsRead.c - rdsRead */

#include <xinu.h>

*/
devcall rdsRead (
struct dentry *devptr, /* entry in device switch table */
char *buff, /* buffer to hold disk block */
int32 blk /* block number of block to read*/
)
{
struct rdscblk *rdptr; /* pointer to control block */
struct rdbuff “*bptr; /* ptr to buffer possibly on */
/* the request list */
struct rdbuff “*nptr; /* ptr to "next" node on a */
/* list */
struct rdbuff “*pptr; /* ptr to "previous" node on */
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/* a list */
struct rdbuff *cptr; /* ptr used to walk the cache */

/* If device not currently in use, report an error */

rdptr = &rdstab[devptr->dvminor];
if (rdptr->rd_state != RD_OPEN) {
return SYSERR;

/* Search the cache for specified block */

bptr = rdptr->rd_chnext;
while (bptr != (struct rdbuff *)&rdptr->rd ctnext) {
if (bptr->rd blknum == blk) {
if (bptr->rd_status == RD_INVALID) {
return SYSERR;
}
memcpy (buff, bptr->rd_block, RD_BLKSIZ);
return OK;

}
bptr = bptr->rd_next;

/* Search the request list for most recent occurrence of block */

bptr = rdptr->rd_rtprev; /* start at tail of list */

while (bptr != (struct rdbuff *)&rdptr->rd rhnext) {
if (bptr->rd blknum == blk) ({

/* If most recent request for block is write, copy data */

if (bptr->rd op == RD OP_WRITE) {
memcpy (buff, bptr->rd_block, RD_BLKSIZ);
return OK;

}

break;

}
bptr = bptr->rd_prev;

/* Allocate a buffer and add read request to tail of req. queue */

bptr = rdsbufalloc (rdptr) ;
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bptr->rd_op = RD_OP_READ;
bptr->rd_refcnt 1;
bptr->rd blknum = blk;
bptr->rd_status = RD_INVALID;
bptr->rd_pid = getpid();

/* Insert new request into list just before tail */

pptr = rdptr->rd_rtprev;
rdptr->rd_rtprev = bptr;
bptr->rd_next = pptr->rd_next;
bptr->rd prev = pptr;
pptr->rd_next bptr;

/* Prepare to receive message when read completes */

recvelr();

/* Signal semaphore to start communication process */

signal (rdptr->rd_redgsem) ;

/* Block to wait for message */

bptr = (struct rdbuff *)receivel();

if (bptr == (struct rdbuff *)SYSERR) {
return SYSERR;

}

memcpy (buff, bptr->rd block, RD_BLKSIZ);

bptr->rd_refcnt--;

if (bptr->rd_refcnt <= 0) {

Chap. 18

/* Look for previous item in cache with the same block */
/* number to see if this item was only being kept */

/* until pending read completed

cptr = rdptr->rd_chnext;
while (cptr != bptr) {
if (cptr->rd _blknum == blk) {

/* Unlink from cache */
pptr = bptr->rd prev;

nptr = bptr->rd_next;
pptr->rd_next = nptr;

*/
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nptr->rd_prev = pptr;
/* Add to the free list */

bptr->rd_next = rdptr->rd_free;
rdptr->rd_free = bptr;

}

return OK;

RdsRead begins by handling two special cases. First, if the requested block is
found in the cache, rdsRead extracts a copy of the data and returns. Second, if the re-
quest list contains a request to write the specified block, rdsRead extracts a copy of the
data from the buffer and returns. Finally, rdsRead creates a read request, enqueues the
request at the tail of the request queue, and waits for a message from the communica-
tion process as described above.

The code handles one more detail: the case where the reference count reaches zero
and a subsequent read for the same block has placed a more recent buffer in the cache.
If this happens, the more recent version will be used for subsequent reads. Therefore,
rdsRead must extract the old buffer from the cache and move it to the free list.

18.13 Flushing Pending Requests

Because write does not wait for data transfer, the driver does not inform a process
when a write operation completes. However, it may be important for the software to
know when data is safely stored. For example, an operating system usually insures that
write operations are completed before shutdown.

To allow a process to guarantee that all disk transfers have occurred, the driver in-
cludes a primitive that will block the calling process until existing requests have been
performed. Because “synchronizing” the disk is not a data transfer operation, we use
the high-level operation control. To flush pending requests, a process calls:

control (disk_device, RD_SYNC)

The driver suspends the calling process until existing requests have been satisfied on the
specified device. Once pending operations complete, the call returns.
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18.14 The Upper—Half Control Function (rdsControl)

As discussed above, the example driver offers two control functions: one to erase
an entire disk and one to synchronize data to the disk (i.e., forcing all write operations
to complete). File rdsControl.c contains the code:

/* rdsControl.c - rdsControl */

#include <xinu.h>

*/
devcall rdsControl (
struct dentry *devptr, /* entry in device switch table */
int32 func, /* a control function */
int32 argl, /* argument #1 */
int32 arg2 /* argument #2 */
)
{
struct rdscblk *rdptr; /* pointer to control block */
struct rdbuff *bptr; /* ptr to buffer that will be */
/* placed on the req. queue */
struct rdbuff *pptr; /* ptr to "previous" node on */
/* a list */
struct rd msg dreq msg; /* buffer for delete request */
struct rd msg dres resp; /* buffer for delete response */
char *to, *from; /* used during name copy */
int32 retval; /* return value */

/* Verify that device is currently open */
rdptr = &rdstabl[devptr->dvminor];
if (rdptr->rd_state != RD_OPEN) {
return SYSERR;
switch (func) ({

/* Synchronize writes */

case RDS_CTL_SYNC:
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/* Allocate a buffer to use for the request list */
bptr = rdsbufalloc (rdptr) ;
if (bptr == (struct rdbuff *)SYSERR) {

return SYSERR;

/* Form a sync request */

bptr->rd_op = RD_OP_SYNC;

bptr->rd_refcnt = 1;
bptr->rd _blknum = 0; /* unused */
bptr->rd_status = RD_INVALID;

bptr->rd_pid = getpid();
/* Insert new request into list just before tail */

pptr = rdptr->rd rtprev;
rdptr->rd_rtprev = bptr;
bptr->rd next = pptr->rd_next;
bptr->rd_prev = pptr;
pptr->rd_next = bptr;

/* Prepare to wait until item is processed */

recvelr () ;
resume (rdptr->rd_comproc) ;

/* Block to wait for message */

bptr = (struct rdbuff *)receivel();
break;

/* Delete the remote disk (entirely remove it) */
case RDS_CTL_DEL:

/* Handcraft a message for the server that requests
/* deleting the disk with the specified ID

msg.rd_type = htons(RD_MSG_DREQ) ; /* Request deletion
msg.rd _status = htons(0);

msg.rd seq = 0; /* rdscomm will insert sequence # later
to = msg.rd_id;

memset (to, NULLCH, RD_IDLEN) ; /* initialize to zeroes
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from = rdptr->rd id;
while ( (*to++ = *from++) != NULLCH ) { /* copy ID

I

/* Send message and receive response */

retval = rdscomm( (struct rd_msg_hdr *)&msg,
sizeof (struct rd msg_dreq),
(struct rd_msg _hdr *)&resp,
sizeof (struct rd msg_dres),
rdptr) ;

/* Check response */
if (retval == SYSERR) {

return SYSERR;
} else if (retval == TIMEOUT) {

*/

kprintf ("Timeout during remote file delete\n\r");

return SYSERR;
} else if (ntohs(resp.rd_status) != 0) {
return SYSERR;

/* Close local device */

return rdsClose (devptr) ;

kprintf ("rfsControl: function %d not valid\n\r", func);

return SYSERR;

return OK;

The code for each function should seem familiar. The code to delete an entire disk

is similar to the code in rdsOpen — it creates a message for the server and uses
rdscomm to send the message. The code to synchronize disk writes is similar to the
code in rdsRead — it creates a request, enqueues the request, and calls receive to wait
for a response. Once the response arrives, rdsControl invokes rdsClose to close the lo-
cal device, and returns to its caller.
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18.15 Allocating A Disk Buffer (rdsbufalloc)

As we have seen, driver functions call rdsbufalloc when they need to allocate a

buffer. File rdsbufalloc.c contains the code:

/* rdsbufalloc.c - «rdsbufalloc */

#include <xinu.h>

*/
struct rdbuff *rdsbufalloc (
struct rdscblk *rdptr

struct rdbuff *bptr;
struct rdbuff “*pptr;
struct rdbuff *nptr;

/*

/*
/*
/*

/* Wait for an available buffer */

wait (rdptr->rd_availsem) ;

/* If free list contains a buffer,

bptr = rdptr->rd_free;

ptr to device control block

ptr to a buffer
ptr to previous buffer
ptr to next buffer

extract it */

if ( bptr != (struct rdbuff *)NULL ) {
rdptr->rd_free = bptr->rd_next;

return bptr;

/* Extract oldest item in cache that has ref count zero (at
/* least one such entry must exist because the semaphore

/* had a nonzero count)

bptr = rdptr->rd_ctprev;

while (bptr != (struct rdbuff *) &rdptr->rd_chnext) ({
if (bptr->rd_refcnt <= 0) {

/* Remove from cache and return to caller */
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pptr = bptr->rd_prev;
nptr = bptr->rd_next;
pptr->rd next = nptr;
nptr->rd_prev = pptr;
return bptr;
}
bptr = bptr->rd prev;
}
panic ("Remote disk cannot find an available buffer");
return (struct rdbuff *)SYSERR;

Recall that a semaphore counts available buffers either on the free list or in the
cache with a reference count of zero. After waiting on the semaphore, rdsbufalloc
knows that a buffer will exist in one of the two places. It checks the free list first. If
the free list is not empty, rdsbufalloc extracts the first buffer and returns it. If the free
list is empty, rdsbufalloc searches the cache for an available buffer, extracts the buffer,
and returns it to the caller. If the search completes without finding an available buffer,
the count of the semaphore is incorrect, and rdsbufalloc calls panic to halt the system.

18.16 The Upper—Half Close Function (rdsClose)

A process invokes close to close the remote disk device and stop all communica-
tion. File rdsClose.c contains the code:

/* rdsClose.c - rdsClose */

#include <xinu.h>

*/
devcall rdsClose (
struct dentry *devptr /* entry in device switch table */

)

{
struct rdscblk *rdptr; /* ptr to control block entry */
struct rdbuff *bptr; /* ptr to buffer on a list */
struct rdbuff *nptr; /* ptr to next buff on the list */
int32 nmoved; /* number of buffers moved */

/* Device must be open */

Absolute Exhibit No. 1044
Page 087



Sec. 18.16 The Upper—Half Close Function (rdsClose) 401

rdptr = &rdstab[devptr->dvminor];
if (rdptr->rd_state != RD_OPEN) {
return SYSERR;
/* Request queue must be empty */
if (rdptr->rd_rhnext != (struct rdbuff *)&rdptr->rd_rtnext) {
return SYSERR;
/* Move all buffers from the cache to the free list */
bptr = rdptr->rd_chnext;
nmoved = 0;
while (bptr != (struct rdbuff *)&rdptr->rd ctnext) {
nmoved++;
/* Unlink buffer from cache */
nptr = bptr->rd_next;
(bptr->rd_prev) ->rd_next = nptr;
nptr->rd_prev = bptr->rd_prev;
/* Insert buffer into free list */

bptr->rd_next = rdptr->rd_free;

rdptr->rd_free = bptr;
bptr->rd_status = RD_INVALID;

/* Move to next buffer in the cache */

bptr = nptr;

/* Set the state to indicate the device is closed */

rdptr->rd_state = RD_FREE;
return OK;
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To close a remote disk device, all buffers must be moved back to the free list (re-
creating the conditions immediately following initialization) and the state field in the
control block must be assigned RD_FREE. Our implementation removes buffers from
the cache, but does not handle the request list. Instead, we require a user to wait until
all requests have been satisfied and the request list is empty before calling rdsClose.
The synchronization function, RDS_CTL_SYNC,t provides a way to wait for the request
queue to drain.

18.17 The Lower—Half Communication Process (rdsprocess)

In the example implementation, each remote disk device has its own control block,
its own set of disk buffers, and its own remote communication process. Thus, a given
remote disk process only needs to handle requests from a single queue. Although the
code may seem long and filled with details, the general algorithm is straightforward: re-
peatedly wait on the request semaphore, examine the type of the request at the head of
the queue, and either perform a read, a write, or a synchronization operation. File
rdsprocess.c contains the code:

/* rdsprocess.c - rdsprocess */

#include <xinu.h>

/* ________________________________________________________________________
* rdsprocess - high-priority background process that repeatedly extracts
* an item from the request queue and sends the request to
* the remote disk server
K e e e e e e e e e e e e e e o o e e e e e e e e e e e e e e e e e e e e e e e e e e . e e e e e
*/

void rdsprocess (

struct rdscblk *rdptr /* ptr to device control block */

)

{

struct rd_msg_wreq msg; /* message to be sent */
/* (includes data area) */
struct rd msg rres resp; /* buffer to hold response */
/* (includes data area) */
int32 retval; /* return value from rdscomm */
char *idto; /* ptr to ID string copy */
char *idfrom; /* ptr into ID string */
struct rdbuff *bptr; /* ptr to buffer at the head of */
/* the request queue */
struct rdbuff *nptr; /* ptr to next buffer on the */
/* request queue */

+The synchronization code is found in file rdsControl.c on page 396.
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struct rdbuff *pptr; /* ptr to previous buffer */
struct rdbuff *qgptr; /* ptr that runs along the */

/* request queue */
int32 i; /* loop index */
while (TRUE) ({ /* do forever */

/* Wait until the request queue contains a node */
wait (rdptr->rd_regsem) ;
bptr = rdptr->rd rhnext;
/* Use operation in request to determine action */
switch (bptr->rd_op) {
case RD_OP_READ:
/* Build a read request message for the server */
msg.rd _type = htons (RD_MSG_RREQ) ; /* read request */
msg.rd _status = htons(0);
msg.rd_seqg = 0; /* rdscomm fills in an entry */

idto = msg.rd id;

memset (idto, NULLCH, RD_IDLEN);/* initialize ID to zero */

idfrom = rdptr->rd id;

while ( (*idto++ = *idfrom++) != NULLCH ) { /* copy ID */

7

/* Send the message and receive a response */

retval = rdscomm( (struct rd _msg _hdr *)&msg,
sizeof (struct rd msg_rreq),
(struct rd _msg_hdr *)&resp,
sizeof (struct rd msg_rres),
rdptr );

/* Check response */

if ( (retval == SYSERR) || (retval == TIMEOUT) ||
(ntohs (resp.rd_status) != 0) ) {

panic("Failed to contact remote disk server");

/* Copy data from the reply into the buffer */
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for (i=0; i<RD_BLKSIZ; i++) {
bptr->rd_block[i] = resp.rd_datalil;

/* Unlink buffer from the request queue */

nptr = bptr->rd_next;
pptr = bptr->rd prev;
nptr->rd_prev = bptr->rd_prev;
pptr->rd_next = bptr->rd next;

/* Insert buffer in the cache */

pptr (struct rdbuff *) &rdptr->rd_chnext;
nptr = pptr->rd_next;
bptr->rd_next = nptr;
bptr->rd_prev = pptr;
pptr->rd_next bptr;
bptr;

nptr->rd_prev
/* Initialize reference count */
bptr->rd_refcnt = 1;

/* Signal the available semaphore */
signal (rdptr->rd_availsem) ;

/* Send a message to waiting process */
send (bptr->rd_pid, (uint32)bptr);

/* If other processes are waiting to read the */
/* block, notify them and remove the request */

gptr = rdptr->rd_rhnext;
while (gptr != (struct rdbuff *)&rdptr->rd_rtnext) ({
if (gptr->rd_blknum == bptr->rd_blknum) {
bptr->rd_refcnt++;
send (gptr->rd_pid, (uint32)bptr) ;

/* Unlink request from queue */
pptr = gptr->rd prev;

nptr = gptr->rd_next;
pptr->rd _next = bptr->rd next;
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nptr->rd_prev = bptr->rd_prev;

/* Move buffer to the free list */

aptr->rd_next = rdptr->rd_free;
rdptr->rd_free = qgptr;
signal (rdptr->rd_availsem) ;
break;
}
gptr = gptr->rd_next;
}

break;

case RD_OP_WRITE:

/* Build a write request message for the server */

msg.rd _type = htons (RD_MSG_WREQ) ; /* write request*/
msg.rd _blk = bptr->rd blknum;
msg.rd _status = htons(0);
msg.rd _seq = 0; /* rdscomm fills in an entry */
idto = msg.rd id;
memset (idto, NULLCH, RD _IDLEN);/* initialize ID to zero */
idfrom = rdptr->rd_id;
while ( (*idto++ = *idfrom++) != NULLCH ) { /* copy ID */
}
for (i=0; i<RD_BLKSIZ; i++) {

msg.rd_datal[i] = bptr->rd block[il];

/* Unlink buffer from request queue */
nptr = bptr->rd_next;
pptr = bptr->rd_prev;
pptr->rd_next = nptr;

nptr->rd_prev = pptr;

/* Insert buffer in the cache */

pptr (struct rdbuff *) &rdptr->rd_chnext;
nptr = pptr->rd_next;
bptr->rd_next = nptr;
bptr->rd_prev = pptr;
pptr->rd_next = bptr;
nptr->rd_prev = bptr;
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/* Declare that buffer is eligible for reuse */

bptr->rd_refcnt = 0;
signal (rdptr->rd_availsem) ;

/* Send the message and receive a response */

retval = rdscomm( (struct rd _msg_hdr *)&msg,
sizeof (struct rd msg_wreq),
(struct rd _msg hdr *)&resp,
sizeof (struct rd msg_wres),
rdptr );

/* Check response */

if ( (retval == SYSERR) || (retval == TIMEOUT) ||
(ntohs (resp.rd_status) != 0) ) {
panic("failed to contact remote disk server");
}
break;

case RD_OP_SYNC:
/* Send a message to the waiting process */
send (bptr->rd_pid, OK);
/* Unlink buffer from the request queue */
nptr = bptr->rd next;
pptr = bptr->rd_prev;
nptr->rd_prev = bptr->rd_prev;
pptr->rd_next = bptr->rd next;
/* Insert buffer into the free list */
bptr->rd_next = rdptr->rd free;
rdptr->rd_free = bptr;

signal (rdptr->rd_availsem) ;
break;
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When examining the code, remember that the remote disk process has higher prior-
ity than any application process. Thus, the code does not need to disable interrupts or
use a mutual exclusion semaphore when accessing the request queue, cache, or free list.
However, rdsprocess must leave all data structures in a valid state before using
rdscomm to exchange messages with the server because message reception blocks the
calling process (which means other processes can run). In the case of a read operation,
rdsprocess leaves the buffer on the request queue until the request can be satisfied. In
the case of a write operation, rdsprocess extracts a copy of the data and moves the
buffer to the cache before calling rdscomm.

18.18 Perspective

Conceptually, a remote disk system only needs to provide two basic operations:
read a block and write a block. In practice, however, the issues of synchrony, caching,
and sharing dominate the design. Our example simplifies most design decisions be-
cause we assume a single Xinu system acts as a client. Thus, the client code manages
its local cache, and does not need to coordinate with other Xinu systems. Similarly, the
lack of sharing simplifies the question of synchrony: the client only needs local infor-
mation to enforce last-write semantics.

If the system is extended to permit multiple Xinu systems to share a disk, the en-
tire design must change. A given client cannot cache blocks unless the client coordi-
nates with the server. Furthermore, last-write semantics must be enforced across all
systems, which means read operations need a centralized mechanism to insure that they
occur in order. The point is:

Extending the remote disk system to include sharing across multiple
Xinu systems will result in significant changes to the structure of the
system.

18.19 Summary

We considered the design of a remote disk system in which an application can
read and write disk blocks, and the driver uses a network to communicate with a remote
server that performs the operation. The driver views a disk as an array of randomly ac-
cessible data blocks, and does not provide files, directories, or any index techniques to
speed searching. Reading consists of copying data from a specified block on disk into
memory; writing consists of copying data from memory onto a specified disk block.

Driver code is divided into upper-half functions that are called by application
processes and a lower half that executes as a separate process. Input is synchronous; a
process blocks until a request can be satisfied. Output is asynchronous; the driver ac-
cepts an outgoing data block, enqueues the request, and returns to the caller immediate-
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ly without blocking. A process can use the control function to flush previous writes to
disk.

The driver uses three main data structures: a queue of requests, a cache of recently
used blocks, and a free list. Although it relies on caching, the driver guarantees last-
write semantics.

EXERCISES

18.1 Redesign the implementation to keep the buffers separate from the nodes used on the re-
quest list and the cache (i.e., define nodes for each list and arrange for each node to have
a pointer to a buffer). What are the advantages and disadvantages of each approach?

18.2 Redesign the remote disk system to use a “buffer exchange” paradigm in which applica-
tions and driver functions share a single buffer pool. To write a disk block, arrange for
an application to allocate a buffer, fill the buffer, and pass the buffer when calling write.
Have read return a buffer pointer which the application must free once the data has been
extracted.

18.3 It is possible to configure a system with multiple remote disk devices. Modify the code
in rdsOpen to check each open remote disk device to insure that a disk ID is unique.

184 Build a version of a remote disk system that does not use a cache, and measure the
difference in performance of the two versions.

185 Should requests from high-priority processes take precedence over requests from low-
priority processes? Explain why or why not.

18.6 Investigate other algorithms like the “elevator” algorithm that can be used to order disk
requests for an electro-mechanical disk.

18.7 Verify that a request to “synchronize” will not return until all pending requests have
been satisfied. Is there a bound on the time it can be delayed?
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