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USE OF HIDDEN PARTITIONS INA 
STORAGE DEVICE FOR STORING BIOS 

EXTENSION FILES 

BACKGROUND 

1. Field of the Present Invention 
The present invention generally relates to field of data 

processing Systems and more particularly to a data process 
ing System employing a hidden partition in its disk Storage 
to store code Such as BIOS extension files. 

2. History of Related Art 
In the field of microprocessor-based data processing 

Systems, one or more processors typically communicate 
with a System memory via a proprietary and implementation 
Specific System bus. A bridge typically provides an interface 
between the system bus and at least one I/O bus (also 
referred to as a peripheral bus). The I/O bus is typically 
compliant with an industry Standard I/O bus protocol Such as 
the widely implemented Peripheral Components Interface 
(PCI) bus. The PCI bus enables a wide variety of peripheral 
devices to communicate with the System's processor(s) and 
system memory. Devices that may be attached to a PCI bus 
in a typical data processing System include, as examples, 
hard disk controllers, graphic adapters, and network inter 
face cards. 

Manufacturers of peripheral device adapter cards may 
wish to include BIOS extensions with their cards to provide 
expanded functionality to the user. BIOS (Basic I/O System) 
refers to firmware that is executed immediately following 
System power-on to enable System control of various I/O 
devices including the keyboard, display Screen, disk drives, 
serial communications, and so forth. The BIOS code also 
typically performs an Initial Program Load (IPL) that copies 
operating System code (or portions thereof) from a System 
disk or other peripheral device to System memory. AS its 
name implies, a BIOS eXtension enables an adapter manu 
facturer to define device Specific code that is invoked via the 
system BIOS typically after the execution of a power on self 
test (POST) and before the IPL. 

PCI (and other bus type) adapters allow for the inclusion 
of an Option ROM, physically located on the adapter, that 
contains the adapter's BIOS extension code. BIOS extension 
code is executable code in a binary format (i.e., native 
machine code). For purposes of this disclosure, an adapters 
BIOS extension code may be referred to as the adapter's 
BIOS extension file. In some cases, the PCI adapters come 
standard with the Option ROM and in other cases, an Option 
ROM socket is provided, but not populated. The Option 
ROM and its corresponding Socket, unfortunately, add to the 
cost of the adapter card. Moreover, the BIOS extension code 
Stored in an Option ROM may have defects (bugs) requiring 
an update. Updating the contents of an Option ROM is 
usually a crude process that typically includes executing an 
adapter-specific proprietary update program that generally 
runs under a real mode operating System Such as DOS and 
in many cases must be manually performed via a floppy 
diskette. In other cases, a customer may want to add the 
physical ROM on the adapter to obtain extended function 
ality from the peripheral device. From the System adminis 
trator's perspective, this is a labor intensive and costly 
method of updating a System that has already been deployed 
into a production user environment. 

For all of these reasons, it would be highly desirable to 
implement a Standardized method and System for loading 
BIOS extensions during system BIOS execution. It would be 
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2 
further desirable if the implemented Solution stored the 
BIOS extensions local to the system, such as in the system's 
non-volatile mass Storage Sometimes referred to as a Direct 
Access Storage Device (DASD) or hard disk. It would be 
still further desirable if the BIOS extension code were stored 
in an area of the Storage device that is generally inaccessible 
to the user and/or operating System to decrease the prob 
ability of an end user corrupting the BIOS extensions. 

SUMMARY OF THE INVENTION 

The problems identified above are in large part addressed 
by a System and method that define a Standardized archi 
tecture for storing adapter card BIOS extensions on the 
System's DASD and, more particularly, on a partition of the 
DASD that is generally inaccessible to the operating System 
and System user. The System may partition the System 
DASD into a user partition and a hidden partition. In this 
embodiment, the hidden partition is preferably inaccessible 
to the operating System thereby decreasing the probability of 
code Stored therein being corrupted. In one embodiment, 
peripheral device BIOS extensions are stored in the hidden 
partition. The BIOS determines the identities of peripheral 
devices on the System and interrogates the hidden partition 
for BIOS extension files corresponding to each of the 
identified devices. If the hidden partition contains a BIOS 
extension file corresponding to an identified peripheral 
device, the file is verified for authenticity. If the verification 
completes successfully, at least a portion of the BIOS 
extension file is copied into shadow RAM and control is 
passed to it. In one embodiment, the DASD hidden partition 
is implemented according to the Protected Area Run Time 
Interface Extension Services (PARTIES) internal working 
document, or its Successor document(s), of the American 
National Standards Institute (ANSI). In this embodiment, 
each BIOS extension file could be downloaded to the 
System's DASD using a Standards-based update process 
thereby eliminating the need for vendor/adapter specific 
update processes (i.e., file copy vs. proprietary update 
programs). In addition, the ability to download BIOS exten 
sion files directly to system DASD decreases the cost of the 
adapter by making obsolete the need for an option ROM. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Other objects and advantages of the invention will 
become apparent upon reading the following detailed 
description and upon reference to the accompanying draw 
ings in which: 

FIG. 1 is block diagram of selected portions of a data 
processing System Suitable for implementing the present 
invention; 

FIG. 2 is a conceptual representation of the organization 
of a direct acceSS Storage device according to one embodi 
ment of the present invention; 

FIG. 3 is a flow diagram illustrating a method of using 
BIOS eXtension files in a data processing System. 
While the invention is susceptible to various modifica 

tions and alternative forms, specific embodiments thereof 
are shown by way of example in the drawings and will 
herein be described in detail. It should be understood, 
however, that the drawings and detailed description pre 
sented herein are not intended to limit the invention to the 
particular embodiment disclosed, but on the contrary, the 
intention is to cover all modifications, equivalents, and 
alternatives falling within the Spirit and Scope of the present 
invention as defined by the appended claims. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Turning now to FIG. 1 of the drawings, a block diagram 
of selected features of a data processing system 100 Suitable 
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for implementing the present invention is depicted. In the 
depicted embodiment, system 100 includes a set of two or 
more main processors 102A through 102N (generically or 
collectively referred to as processor(s) 102) that are each 
connected to a system bus 104. A read-only memory or other 
non-volatile memory (NVM) device 103 containing the 
system BIOS code is connected to system bus 104. NVM 
103 is typically implemented as a flash memory card or other 
electrically erasable and programmable Storage device. In 
addition, a System memory 106 is accessible to each pro 
cessor 102 through an intervening memory controller 105 
via system bus 104. Because each processor 102 has sub 
Stantially equal access to System memory 106 Such that the 
memory access time is Substantially independent of the 
processor, the depicted embodiment of system 100 is an 
example of a symmetric multiprocessor (SMP) system. It 
will be appreciated however, that the present invention may 
be suitably implemented on systems with different architec 
tures including, as examples, uni-processor Systems and 
non-uniform memory access (NUMA) multi-processor Sys 
temS. 

In the depicted embodiment of system 100, a bus bridge 
108 provides an interface between system bus 104 and an 
I/O bus 110 to which one or more peripheral devices are 
connected. I/O bus 110 is typically compliant with one of 
Several industry Standard I/O bus specifications including, as 
an example, the Peripheral Components Interface (PCI) bus 
as specified in PCI Local Bus Specification Rev 2.2 by the 
PCI Special Interest Group (www.pcisig.com). Bus bridge 
108 and memory controller 105 may be implemented with a 
chip Set specifically designed for use with processors 102 
and system bus 104. 
The peripheral devices connected to I/O bus 110 may 

include a Video adapter 112, a high-Speed network adapter 
(NIC) 114 through which system 100 is connected to a data 
processing network Such as a local area network (that may 
itself be connected to a wide area network Such as the 
Internet), and a DASD controller 116 to which a DASD 120 
is connected. Each of the peripheral devices 116, 112, and 
114, and any other adapters that may be connected to System 
100, typically includes internally stored identification (ID) 
information that may be accessed via I/O bus 110 to identify 
the adapter. 

In one embodiment, DASD controller 116 and DASD 120 
are AT-attached (ATA) compliant devices also commonly 
referred to as IDE devices as specified in the ANSI National 
Committee for Information Technology Standardization 
(NCITS) 317-1998. ATA hard disks comprise the primary 
boot device in a vast majority of desktop and laptop class 
personal computers. 

Portions of the present invention may be implemented as 
a set of computer executable instructions (Software) stored 
on a computer readable medium Such as System memory 
106, a cache memory (not depicted) of a processor 102, 
NVM 103, a floppy diskette, hard disk, CD ROM, DVD, 
magnetic tape, or other Suitable Storage element. 

Referring to FIG. 2, a conceptual depiction of Selected 
Software modules that may comprise a portion of system 100 
are depicted. In the depicted embodiment, NVM 103 con 
tains BIOS code 130 that is invoked or executed each time 
system 100 is powered on or it is hardware reset. BIOS code 
130 is typically configured to establish a low-level abstrac 
tion layer to the hardware interface for the operating System, 
to execute the systems POST, and to copy at least a portion 
of the operating system from DASD 120 into system 
memory 106. In addition, BIOS code 130 is configured to 
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4 
identify each peripheral device connected to I/O bus 110 
(shown in FIG. 1) by its corresponding device identification 
information represented in FIG.2 by reference numeral 128. 

Following the successful completion of the POST, BIOS 
130 according to one embodiment the present invention is 
configured to determine if a BIOS extension file exists for 
each of the identified peripheral devices. If system BIOS 130 
detects a BIOS extension file corresponding to an identified 
peripheral device, BIOS 130 validates the file and copies 
portions of valid extension files into a portion (referred to 
herein as shadow RAM) of system memory 106. In addition 
to BIOS runtime code, BIOS extension files typically 
include code that handles the hardware initialization of the 
corresponding adapter. The hardware initialization portions 
of a BIOS extension are typically not copied into shadow 
RAM. In one embodiment, BIOS 130 searches for BIOS 
extension files in a portion of DASD 120. DASD 120 may 
be logically partitioned into at least two partitions identified 
in FIG. 2 as user partition 122 and hidden partition 124. As 
their names imply, user partition 122 identifies a portion of 
DASD 120 that is available to application programs and the 
operating System while hidden partition 124 identifies a 
portion of DASD 120 that is generally inaccessible to the 
operating System and any applications running under it. 
Hidden partition 124 may be configured by invoking a SET 
MAX ADDRESS command that configures the highest 
logical block address of DASD 120 that the operating 
system may access. One method of using the SET MAX 
ADDRESS command to partition DASD 120 is more fully 
described in the PARTIES documentation referenced above. 
BIOS 130 may be configured to determine the boundaries 

of user partition 122 (generally from logical block address 0 
to MAX ADDRESS 126) and hidden partition 124 
(generally from MAX ADDRESS 126 and above). One 
embodiment of the invention contemplates using hidden 
partition 124 in DASD 120 to store BIOS extension files for 
one or more of the peripheral devices connected to System 
100. In this embodiment, BIOS 130 may, upon determining 
the boundary of hidden partition 124, “search' hidden 
partition 124 for a BIOS extension file corresponding to a 
particular adapter. To facilitate this Search, one embodiment 
of the invention uses the adapter identification information 
128 corresponding to each adapter to identify the corre 
sponding BIOS extension file (if any). The filename of a 
BIOS extension file, for example, may correspond to the 
identification information 128 of the respective adapter. If 
there is no filename corresponding to a particular identifi 
cation information 128, the respective peripheral device 
does not include have a BIOS extension. 
The existence of a valid BIOS extension file in hidden 

partition 124 of DASD 120 does not necessarily preclude the 
presence of an Option ROM on the corresponding adapter. 
The invention handles cases where an adapter has an Option 
ROM as well as a valid BIOS extension file in DASD 120 
by defining a default value, perhaps Stored in the System's 
user-alterable CMOS settings, that prioritizes either the 
Option ROM code or the DASD BIOS extension code as the 
Source of the BIOS extension code. In some cases, the 
system may prioritize the BIOS extension code source based 
on the relative ages of the Option ROM vs. the DASD code, 
Selecting either the newer code or the older code depending 
upon the user preference. In addition, the System is prefer 
ably configured to check for the presence of an Option ROM 
on the adapter itself in cases where there is no BIOS 
extension file in DASD 120. 

Referring now to FIG. 3, a flow diagram illustrating a 
method 150 of booting or configuring a data processing 
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System according to one embodiment of the present inven 
tion is presented. In the depicted embodiment, the System 
BIOS is initiated (block 152) typically in response to a 
power on event. As part of its execution, the system BIOS 
identifies (block 154) each of the peripheral device adapters 
connected to the System's I/O bus (or busses) and initiates 
(block 156) the POST. If the system fails the self test (block 
158), the normal boot process is typically aborted. If the 
POST passes, the system enters a loop in which BIOS 
extension files, if present, are loaded into System memory. 
The BIOS first interrogates (block 160) a portion of the 

systems DASD for BIOS extension files. In one 
embodiment, the DASD is logically partitioned as described 
in the PARTIES documentation Such that the disk includes 
a hidden partition and a user partition. The system BIOS 
code may look for the BIOS extension files in the hidden 
partition in an embodiment where it is desirable to limit 
access to the BIOS extension files. The hidden partition is 
generally inaccessible to the operating System. For each 
identified adapter, the BIOS then determines (block 162) 
whether a corresponding BIOS extension file is found. If a 
BIOS eXtension file corresponding to a particular adapter is 
found, the file is validated (block 164). Validation may 
include Verifying the files checksum or cric and 
determining, for example, that the file begins with the 
hexadecimal code: 55 AAXX (as is required for all BIOS 
extensions) where XX is the number of 512 byte blocks of 
the file. If the validation passes (block 166), the BIOS 
extension file is copied (block 168) from hidden partition 
124 of DASD 120 to a shadow RAM portion of system 
memory 106. The BIOS then determines (block 170) 
whether there more identified adapters remaining in the 
System. If there are, the next adapter in the set of identified 
adapters is selected (block 172) and the process of blocks 
160 through 168 is repeated. Thus, method 150 determines 
for each adapter whether a corresponding BIOS eXtension 
file resides in the DASD hidden partition, validates the file 
if it exits, and copies the file into shadow RAM if it is valid. 

The use of a Standards-based architecture for Storing and 
locating BIOS extension files enables a vendor independent 
and adapter independent method of updating BIOS exten 
Sion files on a System. More particularly, with reference back 
to FIG. 1, system 100 may include a BIOS update software 
module 142 that is invoked from an application program 
Such as a hardware management program 144 exemplified 
by the IBM Director Software from IBM Corporation run 
ning under any of a variety of commercially distributed 
operating Systems including the WindowS(E) family of oper 
ating systems from Microsoft Corporation. BIOS update 
Software module 142 is configured to enable a BIOS exten 
Sion file to be downloaded and external Source Such as the 
web site of the adapter manufacturer. Since the hidden 
partition 124 of DASD 120 is inaccessible to user 
applications, module 142 may temporarily Store any down 
loaded BIOS extension files in the user portion 122 of 
DASD 120. When the system is subsequently re-booted, 
system BIOS 130 may be configured to check user portion 
122 for any newly downloaded BIOS extension files and, if 
any are found, to copy the file to hidden partition 124 using 
the Standardized file naming convention discussed previ 
ously. In this manner, each BIOS extension files would 
conform to a common naming convention thereby eliminat 
ing the need for Vendor Specific update code. 

It will be apparent to those skilled in the art having the 
benefit of this disclosure that the present invention contem 
plates a System and method for maintaining BIOS extension 
files in a hidden partition of the System's disk to provide a 
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6 
standardized BIOS extension update procedure that elimi 
nates the need for expensive ROM’s on the adapter cards 
and utilizes a Secure portion of the disk space to ensure the 
code's reliability. It is understood that the form of the 
invention shown and described in the detailed description 
and the drawings are to be taken merely as presently 
preferred examples. It is intended that the following claims 
be interpreted broadly to embrace all the variations of the 
preferred embodiments disclosed. 
What is claimed is: 
1. A method of configuring a data processing System 

following a power on or hardware reset event, comprising: 
identifying at least one peripheral device connected to the 

System; 
determining whether a hidden partition of a system DASD 

includes a BIOS extension file corresponding to the 
identified peripheral device wherein Said determining 
includes determining the boundary of the hidden par 
tition; and 

responsive to detecting a BIOS eXtension file correspond 
ing to the identified peripheral device in the hidden 
partition, copying the file into a portion of a System 
memory of the data processing System. 

2. The method of claim 1, wherein identifying at least one 
peripheral device comprises a portion of a BIOS Sequence 
initiated in response to the power on or hardware reset event. 

3. The method of claim 2, wherein determining whether 
the hidden partition includes the BIOS extension file and 
copying the file into System memory comprise a portion of 
the BIOS sequence. 

4. The method of claim 1, wherein identifying at least one 
peripheral device comprises identifying a PCI adapter con 
nected to a PCI bus of the data processing System. 

5. The method of claim 1, wherein identifying at least one 
peripheral device includes determining an adapter ID asso 
ciated with the peripheral device and wherein determining 
whether the hidden partition includes the BIOS extension 
file comprises determining whether a BIOS extension file 
corresponding to the adapter ID is present. 

6. The method of claim 5, wherein determining whether 
a BIOS extension file corresponding to the adapter ID is 
present comprises determining whether the bidden partition 
includes a file having a filename corresponding to the 
adapter ID. 

7. The method of claim 1, wherein determining the 
boundary of the hidden partition includes determining the 
MAX ADDRESS associated with the DASD. 

8. The method of claim 7, wherein the DASD is parti 
tioned in compliance with PARTIES documentation. 

9. The method of claim 1, wherein determining whether 
the hidden partition includes a BIOS extension file and 
copying the file into System memory are repeated for each 
identified peripheral device. 

10. The method of claim 1, further comprising determin 
ing that the identified adapter has an Option ROM and 
responsive thereto, copying either the Option ROM code or 
BIOS extension file in the hidden partition based on die state 
of a user-alterable System parameter. 

11. A computer program product comprising a set of 
processor executable instructions for configuring a data 
processing System Stored on a computer readable medium, 
the instructions comprising: 

computer code means, comprising a portion of a System 
BIOS, for identifying at least one peripheral device 
connected to the System; 

computer code means for determining whether a hidden 
partition of a system DASD includes a BIOS extension 
file corresponding to the identified peripheral device; 
and 
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computer code means responsive to detecting a BIOS 
extension file corresponding to the identified peripheral 
device in the hidden partition for copying the file into 
a portion of a System memory of the data processing 
System. 

12. The computer program product of claim 11, wherein 
the code means for determining whether the hidden partition 
includes the BIOS extension file and copying the file into 
system memory comprise a portion of the system BIOS. 

13. The computer program product of claim 11, wherein 
the code means for identifying at least one peripheral device 
comprises code means for identifying a PCI adapter con 
nected to a PCI bus of the data processing System. 

14. The computer program product of claim 11, wherein 
the code means for identifying at least one peripheral device 
includes code means for determining an adapter ID associ 
ated with the peripheral device and wherein the code means 
for determining whether the hidden partition includes the 
BIOS eXtension file comprises code means for determining 
whether a BIOS extension file corresponding to the adapter 
ID is present. 

15. The computer program product of claim 14, wherein 
the code means for determining whether a BIOS extension 
file corresponding to the adapter ID is present comprises 
code means for determining whether the hidden partition 
includes a file having a filename corresponding to the 
adapter ID. 

16. The computer program product of claim 11, wherein 
the code means for determining whether a hidden partition 
includes the BIOS extension file includes codes means for 
determining the boundary of the hidden partition. 

17. The computer program product of claim 16, wherein 
the code means for determining the boundary of the hidden 
partition includes code means for determining the MAX 
ADDRESS associated with the DASD. 

18. The computer program product of claim 17, wherein 
the DASD is partitioned in compliance with PARTIES 
documentation. 

19. The computer program product of claim 11, wherein 
the code means for determining whether the hidden partition 
includes a BIOS extension file and the code means for 
copying the file into System memory are repeated far each 
identified peripheral device. 

20. The computer program product of claim 11, further 
comprising determining that the identified adapter has an 
Option ROM and responsive thereto, copying either the 
Option ROM code or BIOS extension file in the hidden 
partition based on the State of a user-alterable System param 
eter. 

21. A data processing System including at least one 
processor, a System memory connected to the processor, a 
non-volatile Storage device connected to the processor con 
taining BIOS code, and a DASD connected to an I/O bus of 
the System, the BIOS containing code for configuring the 
data processing System, the code comprising: 
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computer code means for identifying at least one periph 

eral device connected to the System including code 
means for determining an adapter ID associated with 
the peripheral device; 

computer code means for determining whether a hidden 
partition of a system DASD includes a BIOS extension 
file corresponding to the identified peripheral device 
including code means for determining whether a BIOS 
extension file corresponding to the adapter ID is 
present, and 

computer code means responsive to detecting a BIOS 
extension file corresponding to the identified peripheral 
device in the hidden partition for copying the file into 
a portion of a System memory of the data processing 
System. 

22. The data processing System of claim 21, wherein the 
code means for identifying at least one peripheral device 
comprises a portion of a system BIOS. 

23. The data processing System of claim 22, wherein the 
code means for determining whether the hidden partition 
includes the BIOS extension file and copying the file into 
system memory comprise a portion of the system BIOS. 

24. The data processing System of claim 21, wherein the 
code means for identifying at least one peripheral device 
comprises code means for identifying a PCI adapter con 
nected to a PCI bus of the data processing System. 

25. The data processing System of claim 21, wherein the 
code means for determining whether a BIOS extension file 
corresponding to the adapter ID is present comprises code 
means for determining whether the hidden partition includes 
a file having a filename corresponding to the adapter ID. 

26. The data processing System of claim 21, wherein the 
code means for determining whether a hidden partition 
includes the BIOS extension file includes codes means for 
determining the boundary of the hidden partition. 

27. The data processing system of claim 26, wherein the 
code means for determining the boundary of the hidden 
partition includes code means for determining the MAX 
ADDRESS associated with the DASD. 

28. The data processing system of claim 27, wherein the 
DASD is partitioned in compliance with PARTIES docu 
mentation. 

29. The data processing system of claim 21, wherein the 
code means for determining whether the hidden partition 
includes a BIOS extension file and the code means for 
copying the file into System memory are repeated for each 
identified peripheral device. 

30. The data processing system of claim 21, further 
comprising determining that the identified adapter has an 
Option ROM and responsive thereto, copying either the 
Option ROM code or BIOS extension file in the hidden 
partition based on the State of a user-alterable System param 
eter. 
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