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CLAIM LISTING

The following claim listing adds bracketed labels ([preamble], [a]], etc.) for
reference:

Representative claim 7 and its dependent claims

[7.a] A system comprising: a computing device comprising: a memory configured
to store instructions; and a processor to execute the instructions to perform
operations comprising:

[7.b] receiving a request from a user device for information that characterizes a
group composed of multiple individuals

[7.c] from a set of de-identified data representing characteristics of the individuals
pre-or post-encounter with a healthcare facility,

[7.d] wherein the request contains identifying data for each member in the group of
multiple individuals who have had an encounter with a healthcare facility;

[7.e] producing, by a hardware processor, a request token for each individual
included in the group of individuals;

[7.f] comparing the request tokens to tokens associated with the medical data to
find matching tokens

[7.g] and to determine whether the group includes at least a minimum number of
individuals to be included in a report in response to the request

[7.h] wherein the minimum number of individuals are selected according to at least
a privacy-preserving rule that disallows same individuals to be included within a
defined period of time;

[7.1] producing the requested information that characterizes the group,

[7.j] an identity of the individuals being unattainable from the produced
information;

[7.k] and providing the produced medical information to report the characteristics
of the group of individuals

[7.1] absent authorization from the individuals in the group of individuals identified
in the request containing identifying data.



[8] The system of claim 7, wherein the provided information is medical data in
conformity with the Health Insurance Portability and Accountability Act (HIPAA).

[9] The system of claim 7, wherein the request for information that characterizes a
group of individuals includes personally identifiable information associated with
the individuals of the group.

[10] The system of claim 7, in which the data that identifies each individual is
encrypted.

[11] The system of claim 7, in which the tokens associated with the data and the
request tokens are similarly encrypted.

[12] The system of claim 7, in which producing the requested information includes
determining if the group includes at least a minimum number of individuals.

[13] The system of claim 7, in which the data represents medical-related
information associated with the individuals of the group.

Claims 1-6 and 14-20

[1.a] A computer-implemented method comprising: receiving a request from a user
device for information that characterizes a group composed of multiple individuals
from a set of de-identified medical data representing characteristics of the
individuals pre- or post-encounter with a healthcare facility,

[1.b] wherein the request contains identifying data for each member in the group of
multiple individuals who have had an encounter with a healthcare facility;

[1.c] producing, by a hardware processor, a request token for each individual
included in the group of individuals;

[1.d] comparing the request tokens to tokens associated with the de-identified data
to find matching tokens and

[1.e] to determine whether the group includes at least a minimum number of
individuals to be included in a report in response to the request wherein the
minimum number of individuals are selected according to at least a privacy-
preserving rule that disallows same individuals to be included within a defined
period of time;

[1.f] producing the requested information that characterizes the group,



[1.g] an identity of the individuals being unattainable from the produced
information; and

[1.h] providing the produced medical information to report the characteristics of
the group of individuals absent authorization from the individuals in the group of
individuals identified in the request containing identifying data.

[2] The computer-implemented method of claim 1, wherein the provided
information is medical data in conformity with the Health Insurance Portability and
Accountability Act (HIPAA).

[3] The computer-implemented method of claim 1, wherein receiving the request
for information that characterizes the group of individuals includes receiving
personally identifiable information associated with the individuals of the group.

[4] The computer-implemented method of claim 1, in which producing the
requested information includes encrypting respective data that identifies each
individual.

[5] The computer-implemented method of claim 1, in which the tokens associated
with data and the request tokens are similarly encrypted.

[6] The computer-implemented method of claim 1, in which the data represents
medical-related information associated with the individuals of the group.

[14.a] One or more computer readable storage devices storing instructions that are
executable by a processing device, and upon such execution cause the processing
device to perform operations comprising:

[14.b] receiving a request from a user device for information that characterizes a
group composed of multiple individuals from a set of de-identified data
representing characteristics of the individuals pre-or post-encounter with a
healthcare facility,

[14.c] wherein the request contains identifying data for each member in the group
of multiple individuals who have had an encounter with a healthcare facility;

[14.d] producing, by a hardware processor, a request token for each individual
included in the group of individuals;

[14.e] comparing the request tokens to tokens associated with the medical data to
find matching tokens and
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[14.f] to determine whether the group includes at least a minimum number of
individuals to be included in a report in response to the request,

[14.g] wherein the minimum number of individuals are selected according to at
least a privacy-preserving rule that disallows same individuals to be included
within a defined period of time;

[14.h] producing the requested information that characterizes the group, an identity
of the individuals being unattainable from the produced information; and

[14.1] providing the produced medical information to report the characteristics of
the group of individuals absent authorization from the individuals in the group of
individuals identified in the request containing identifying data.

[15] The computer readable storage devices of claim 14, wherein the provided
information is medical data in conformity with the Health Insurance Portability and
Accountability Act (HIPAA).

[16] The computer readable storage devices of claim 14, wherein receiving the
request for information that characterizes the group of individuals includes
receiving personally identifiable information associated with the individuals of the

group.
[17] The computer readable storage devices of claim 14, in which producing the

requested information includes encrypting respective data that identifies each
individual.

[18] The computer readable storage devices of claim 14, in which the tokens
associated with the medical data and the request tokens are similarly encrypted.

[19] The computer readable storage devices of claim 14, in which the data
represents medical-related information associated with the individuals of the
group.

[20] The computer readable storage devices of claim 14, in which producing the

requested information includes determining if the group includes at least a
minimum number of individuals.
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1. MANDATORY NOTICES

A. REAL PARTY-IN-INTEREST UNDER 37 C.F.R. § 42.8(b)(1)

Pursuant to 37 C.F.R. § 42.8(b)(1), Petitioner certifies that Datavant, Inc.

and Ciox Health LLC are the real parties-in-interest.

B. RELATED MATTERS UNDER 37 C.F.R. § 42.8(b)(2)

Pursuant to 37 C.F.R. § 42.8(b)(2), U.S. Patent No. 9,965,651 is currently

involved in the following proceeding: Milliman, Inc. et al. v. Gradient Al Corp. et

al., No. 1:21-cv-10865 (D. Mass.).

C. LEAD AND BACKUP COUNSEL AND SERVICE INFORMATION

UNDER 37 C.F.R. 88 42.8(b)(3)-(4)

Petitioner hereby designates lead and backup counsel as follows:

Lead Counsel

Backup Counsel

Peter Shapiro (Reg. No. 43,107)
PShapiro@Venable.com
VENABLE LLP

151 W. 42nd Street, 49th Floor
New York, NY 10036

T: 212-218-2201

F: 212-218-2200

Justin Oliver (Reg. No. 44,986)
JOliver@Venable.com
VENABLE LLP

600 Massachusetts Avenue, NW
Washington, D.C. 20001

T: 202-721-5423

F: 202-344-8300

Nicholas Marcello (Reg. No. 77,182)
NDMarcello@Venable.com
VENABLE LLP

151 W. 42nd Street, 49th Floor

New York, NY 10036

T: 212-218-2365

F: 212-218-2200

Michael Sandonato (Reg. No. 35,345)
MSandonato@Venable.com




VENABLE LLP

2049 Century Park East, Suite 2300
Los Angeles, CA 90067

T: (310) 229-9900

F: (310) 229-9901

Petitioner consents to electronic service of documents by email at Datavant-
IPRs@Venable.com.

D. PAYMENT OF FEES UNDER 37 C.F.R. 8§ 42.15(a) & 42.103

The required fees are submitted herewith in accordance with 37 C.F.R. 8§
42.103(a) and 37 C.F.R. § 42.15(a). If additional fees are due during the
proceeding, the Office is authorized to charge such fees to Deposit Account No.
22-0261. Any overpayment or refund of fees may also be deposited in this Deposit
Account.

2. INTRODUCTION

Datavant, Inc. (“Petitioner”) requests inter partes review (“IPR”) pursuant to
35 U.S.C. 88 311-319 and 37 C.F.R. 88 42.100 et seq. of claims 1-20 (the
“Challenged Claims™) of U.S. Patent No. 9,965,651 (“’651 patent”; Ex. 1001),
which is assigned to Vigilytics LLC (“Patent Owner”).

The ’651 patent relates to de-identifying private healthcare data that can then
be sent to third parties for their use. De-identification is intended to meet the
requirements of Health Insurance Portability Accountability Act (“HIPAA”) and

associated regulations. De-identified information can be shared with third-parties



without patient approval. Specifically, the 651 patent states that, due to “privacy
laws, healthcare facilities ... are often unable to obtain information about health
care services patients receive before or after healthcare facility encounters.” Ex.
1001, 1:28-33.

HIPAA “allows for certain entities to ‘de-identify’ protected health
information so that such information may be used and disclosed freely....” EX.
1008, 2:5-9. “The term ‘de-identified data’ as used by HIPAA refers to patient data
from which all information that could reasonably be used to identify the patient has
been removed.” Ex. 1008, 2:9-12.

The *651 patent describes de-identifying data using a “token” as an
identifier. Tokenization has long been used to de-identify sensitive information
regarding identity. See Ex. 1012; see also Ex. 1011, 31 (“The basics of
tokenization are straightforward. ... [T]he data is converted into a token which is
globally unique, randomized representation of the real [information].”).

The ’651 patent claims no more than removing personally identifiable
information (“PII””) from healthcare data and replacing it with a corresponding
encrypted token (e.g., by using a hash). Ex. 1001, 2:36-46. Once the protected data
Is replaced with a token, it is no longer possible to extract PII. Ex. 1008, 2:11-55,
3:39-49. Consequently, the de-identified records can be searched for healthcare

information of individuals, without their permission (and without violating



HIPAA). Id., 3:55-64, 4:32-35. These principles were well known before the
critical date. 1d., 3:65-4:3, 5:40-43.

For example, Landi describes a system for de-identifying and querying
patient data by “removing the individual identifying information in the data record
to generate a de-identified data record, [and] generat[ing] an encrypted ID for the
individual, wherein the encrypted ID comprises an encrypted representation of one
or more items of individual identifying information.” Ex. 1008, 2:44-49. “[T]he
encryption system can generate de-identified data records of the individual which
are associated with the Encrypted ID [for the individual].” 1d. 3:3-5. Similarly,
Evenhaim describes that PII “is replaced with a unique encryption key such as a
one way hash.” Ex. 1005, 12:36-47. Thus, the prior art describes a matching token
system for producing de-identified healthcare data, as claimed in the *651 patent.

Consequently, Petitioner respectfully requests the Board institute trial.

3. GROUNDS FOR STANDING

The ’651 patent is available for IPR, and Petitioner is not barred or estopped
from requesting review.

4. DISCRETIONARY DENIAL IS NOT APPROPRIATE

Discretionary denial is inappropriate here. Although the *651 patent has been
asserted in a litigation, Datavant is neither a party to that lawsuit nor a real party-

in-interest to that lawsuit.



5. OVERVIEW

A. STATE OF THE ART

Having access to healthcare data allows healthcare facilities to better serve
their patients. Ex. 1001, 1:33-35; Ex. 1003, 134. However, this requires evaluating
the health history without violating federal privacy laws such as HIPAA. Ex. 1001,
1:28-35; Ex. 1003, 134.

HIPAA protects data in which an individual’s identity is associated with
their healthcare information. Ex. 1001, 1:44-45; Ex. 1005, 1:58-62; Ex. 1008, 1:58-
61; Ex. 1003, 134. Protected information can be released if authorized by the
individual; but, obtaining authorization is inefficient. Ex. 1001, 1:52-55; Ex. 1008,
1:47-52; Ex. 1003, 34.

HIPAA allows entities to release protected health information without
authorization if the healthcare information has been “de-identified.” Ex. 1008, 2:5-
12; Ex. 1003, 134. “De-identified” refers to medical records scrubbed of all
information that could reasonably be used to identify the patient. Ex. 1008, 2:5-12;
Ex. 1003, 1134-36.

HIPAA provides two ways of implementing de-identification. The first
option (“safe harbor” provision) requires removal of 18 types of information that
could potentially be used to identify an individual. 45 C.F.R. § 164.514(b)(2); Ex.

1003, 135. However, removing that much information limits the records’



usefulness. Ex. 1003, 135. The second option, statistical de-identification, allows
some of the fields excluded in the safe harbor provision to be included, provided
there is a statistical or scientific determination that an individual’s identity cannot
be reverse engineered. 45 C.F.R. 8 164.514(b)(1); Ex. 1003, 135. Often, statistical
de-identification returns a minimum number of patient records in response to a
query, thereby making it impossible to associate individual health information to a
specific patient. 45 C.F.R. § 164.514(b)(1); Ex. 1003, {35. In that manner, a health
facility can review records for a specific group of individuals, without knowing
which record corresponds to which individual. Ex. 1003, {35.

Another well-known de-identification method in the art replaces PIl from a
patient’s medical record with a “code,” or in computer parlance a token, unique to
each person. 45 C.F.R. § 164.514(c)(2). These tokens can then be used to query de-
identified medical information without patient permission. Ex. 1005, Fig. 2, 17:27-
41; Ex. 1003, 135-36.

The ’651 patent essentially claims this known method. Ex. 1003, {134-36.

6. THE 651 PATENT

The ’651 patent describes de-identifying medical records using tokens. EXx.

1001, 1:25-27, 1:59-62, 2:4-8. The tokens may be encrypted tags that replace PII in

the records. The *651 patent also describes that searches preferably return a



minimum number of hits, mimicking the requirement under 45 C.F.R. 8§
164.514(b)(1)). Ex. 1001, 2:10-13; Ex. 1003, 134.

Independent claim 7 of the 651 patent is representative; it includes a user
computing device for receiving a request for information that characterizes a group
of individuals pre and post encounter with a healthcare facility. The system
produces a request token for each individual included in the group and uses the
produced token to search de-identified data for relevant records. The system
produces the requested information in which the identity of individuals is
unattainable from the produced information.

Claim 1 recites similar limitations in a method form, and claim 14 recites
similar limitations in a computer readable medium form.

A. CONSTRUCTION OF THE CHALLENGED CLAIMS

The claims must be given “the meaning that the term would have to a person
of ordinary skill in the art in question at the time of the invention.” Phillips v. AWH
Corp., 415 F.3d 1303, 1313 (Fed. Cir. 2005) (en banc); 37 C.F.R. § 42.100(b).

Below are the patent owner’s constructions from the related litigation. Ex.
1010, 9-20. Petitioner adopts these constructions for this proceeding, without

waiving its right to pursue alternative constructions in any future litigation.



Term Construction
Token An identifier associated with an individual that does

not reveal the identity of the individual.

Server A computer, with a processor and memory, on a
network that provides information in response to

requests from another computer.

Similarly encrypted Generated such that tokens generated from
corresponding information can be compared to one

another to detect a match.

Medical information ... Plain and ordinary meaning that includes information
about history of physician visits, medical conditions,

procedures performed, prescriptions or disabilities.

Also, regarding “token,” the 651 patent states that encrypted PII is a token,
which is encompassed by the foregoing construction. Ex. 1001, 2:8-10 (“Producing
such a request token ... may include encrypting respective data that identifies an
individual.”); Ex. 1003, 1128-29.

B. PERSON OF ORDINARY SKILL IN THE ART

Petitioner submits that a POSA would have a Bachelor of Science degree in
computer science, or a related field, and at least two years of experience in the field

of computer science, focusing on data privacy, computer networking and/or data




records management. Superior education could compensate for less work

experience, and vice-versa. Ex. 1003, 122-25.

C. IDENTIFICATION OF THE CHALLENGE

Claims for Which IPR is Requested

Review is requested for claims 1-20.

Ii. The Grounds on Which the Challenge is Based

Ground | Claims Basis for Unpatentability

1 1-20 Obvious over U.S. Pat. No. 7,823,207
(“Evenhaim”) (Ex. 1005) in view of “A Security
Architecture for Query Tools used to Access Large
Biomedical Databases” by Murphy and Chueh
(“Murphy”) (Ex. 1009)

2 1-20 Obvious over Evenhaim in view of U.S. Pat. Appl.
Publ. No. US 2007/0294111 (“Settimi”’) (Ex. 1006)
and Murphy

3 1-20 Obvious over US. Pat. Appl. Publ. No.

US2002/0111833 (“Dick”) (Ex. 1007) in view of
U.S. Pat. No. 7,519,591 (“Landi”) (Ex. 1008) and
“A Security Architecture for Query Tools used to
Access Large Biomedical Databases” by Murphy

and Chueh (“Murphy”) (Ex. 1009)

The claims are unpatentable for the reasons detailed below.

D. EVENHAIM GROUNDS

Ground 1: Obviousness over Evenhaim in view of Murphy

Evenhaim is a U.S. patent that was published on December 6, 2007, making

it prior art under at least 35 U.S.C. § 102(b) (pre-AlA). Evenhaim was not of

record during the prosecution of the 651 patent.




Like the *651 patent, Evenhaim relates to data privacy and usage in a
distributed system that allows “manipulation of privacy sensitive data while
simultaneously allowing individual privacy to be preserved.” Ex. 1005, 1:14-19,
5:4-7; Ex. 1003, 138. The protocol includes creating an encryption “key” token to
link medical records related to an individual “without compromising the identity of
that individual.” Ex. 1005, 12:12-20; Ex. 1003, 40. Specifically, PIl “is replaced
with a unique encryption key such as a one[-]way hash.” Ex. 1005, 12:4-16, 12:36-
47 (“This compatible encryption for the identifying micro-level data preserves the
ability to know that the two records belong to the same identity, but preserve[s] the
privacy ... of that person.”). Thus, the encryption key* in Evenhaim is a token
because it is “an identifier associated with an individual that does not reveal the
identity of the individual.” Ex. 1003, 140.

Evenhaim describes methods that use tokens for matching de-identified
patient records. Evenhaim describes loading “records from identifiable patient-
level micro database,” then “[d]e-identify[ing] patient information in the record
using a one-way hash or other mechanism that would have the same [ID] for
multiple records that belong to the same patient, yet will not allow the

identification of that patient.” Ex. 1005, Figs. 1-2, 16:46-58, 17:27-41. Thus, there

1 The term “encryption key” in Evenhaim is used to indicate both the key used to
perform encryption and the resulting encrypted information.

10



Is a token that is used to identify all records for a specific individual. Id.; Ex. 1003,
1139-40.
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non-idendifiable information in the record stays intact.

Evenhaim also describes a system including a processor (called a data

aggregator), data sources (e.g. healthcare facilities), and source entity processors,

which are interconnected via a network. Ex. 1005, 6:57-63; Ex. 1003, §39. The

data aggregator/server accepts a request for a query, which may be a list of patient

names. Ex. 1005, 6:57-67, 8:18-22, Fig. 4, boxes 1-3; Ex. 1003, {39.
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Ex. 1005, 8:4-13. The aggregator encrypts the names, which a POSA would

understand involves creating an encrypted token for each individual, which cannot

be reversed engineered. Ex. 1003, 140-41, 43-45. The data sources/servers use a

similar corresponding encrypted token to de-identify patient records. Ex. 1005,

Fig. 4, 12:4-13:20 (“common encryption ‘key’”); Ex. 1003, 144-46. The encrypted

tokens created by the aggregator for each individual are used to run queries to find

corresponding encrypted tokens of the de-identified patient records. Ex. 1005, Fig.

4,12:4-13:20; Ex. 1003, 1145-46.
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At the very least, this token matching would have been obvious in view of
Evenhaim, given that token matching was well known in the field. A POSA would
have understood that matching the tokens was an efficient way to query de-
identified data, and would ensure compliance with HIPAA. Ex. 1003, 1139-41.

Because the various servers “use a common encryption ‘key,’” the system
can match patients to their medical records, even though the patient names are not
known. Ex. 1005, Fig. 4, 12:4-13:20; Ex. 1003, 46. The data sources locate and
return de-identified health information for those patients in the list, which the *651
claims refer to as information that characterizes the group. Id., 9:29-34, 12:4-
13:20, 11:31-46; EX. 1146-47.

Importantly, Evenahim explains that either processor, on the data aggregator
side or data source side, can execute the steps of its protocol. Id., 17:53-63.

Murphy is an article titled “A Security Architecture for Query Tools used to
Access Large Biomedical Databases,” which published in November 2002. Ex.
1009; Ex. 1013, 1138-45. Murphy is prior art under at least 35 U.S.C. § 102(b)
(pre-AlA); Ex. 1013, 1938-45. Murphy was not of record during the prosecution of
the *651 patent.

Murphy describes the results of a study to prevent the identification of
individuals in a search on a medical database. Ex. 1009, 552-53; Ex. 1003, 166.

One way Murphy did this through an algorithm which blocks queries that return
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fewer than 3 patients thereby preventing disclosing the patient’s identity. Id., 555;
Ex. 1003, §66. In particular, because HIPAA is concerned with preventing the
identification of the patient associated with any medical record, allowing a search
for one patient, even if de-identifying the results, would not mask the identity of
the patient, as a POSA would readily appreciate. Ex. 1003, 166. A POSA would
look to combine Evenhaim with Murphy because Murphy describes how to use
query responses that maintain patient privacy (a stated goal of Evenhaim) using
volume to mask patient identity, which complies with HIPAA. Id., 68.
Specifically, Murphy recommends at least a minimum amount of de-identified
medical data (i.e., multiple patient records) such that the query complies with the
HIPAA statistical requirements. Id. Murphy also recommends maintaining a log of
gueries to ensure that a user does not repeatedly submit a query that returns the
same number of results multiple times within a defined time period. Id. These
measures prevent a search for a single subject in Evenhaim to result in the
identification of the subject’s medical records, reducing the risk of a HIPAA
violation. Id. For these reasons, a POSA would be motivated to combine Murphy’s
added safety measures with Evenhaim. Id.

A POSA would find the combination obvious because Evenhaim is intended
to comply with the provisions of HIPAA, including the statistical de-identification

provision that allows for inclusion of more useful medically relevant information,
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and therefore a POSA would naturally look to Murphy as providing additional
details about how to beneficially implement statistical de-identification. Ex. 1005,
14:7-13 (“[Query] results must be HIPAA [] de-identified without micro-data
specific content or substantially equivalently provably statistically
intractable.”) (emphasis added); HIPAA, 45 C.F.R. 8 164.514(b) (“[A] person
with appropriate knowledge and experience with generally accepted statistical and
scientific principles and methods for rendering information not individually
identifiable.”); Ex. 1003, 169. A POSA would have had a reasonable expectation
of success in making this combination inasmuch as preventing the return of a query
with fewer than three patient records would have been a simple programming task
in systems already designed to return search results. Ex. 1003, {70

The application of Evenhaim and Murphy to representative claims 7-13,

detailed below.

Claim Clause Evenhaim in view of Murphy Ground

[7.a] A system Evenhaim’s system is implemented on computers (i.e.
comprising: a computing devices). Ex. 1005, 14:64-66. Evenhaim’s
computing device system also includes a server that sends the request for
comprising: amemory | information called a “data aggregator,” as well as a data
configured to store server that responds to the request for information
instructions; and a called “data source,” “source entity” or “data source

processor to execute the | entity,” both of which connect with other machines
instructions to perform | ysing, e.g., the internet. Ex. 1005, 6:34-42
operations comprising: | («jnterconnected with each other using standard data-

communications facilities (e.g. Internet, VPN, etc.).”);
see also 10:64-11:2, 17:53-59; Ex. 1003, 171-73.
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Both the data aggregator and source-entity have
processors for executing a protocol. Id., 6:57-63; 17:53-
63; Ex. 1003, 172.

Evenhaim also describes software for executing the
instructions, embedded in memory media, to perform
operations. Id., 17:53-64 (“memory media having any of
said software encoded therein); Ex. 1003, {73-74.

[7.b] receiving a request
from a user device for
information that
characterizes a group
composed of multiple
individuals

Evenhaim suggests and/or describes that its data
aggregator can receive requests from a user interface. Ex.
1005, 6:63-67, Fig. 4, 7:65-8:8:4.

The request can be for information that characterizes a
group of multiple individuals. 1d., 8:18-22 (“[T]he
instant method can ask about the status of Tom, Dick,
Harry, and a further collection of individuals—and
obtain results from that query.”), 6:64-67
(“predetermined attributes”), 8:4-13 (“the parameters of
the list may include identity disclosing specific . . . These
identity-disclosing specifics may be such things as name,
personal identity number or simple data combinations”);
see also Fig. 5, 7:12-26, 7:65-8:8:4, 8:65-9:12; 15:3-14,
15:25-45, Fig. 4, 12:4-13:20; Ex. 1003, 175.

17




Claim Clause

Evenhaim in view of Murphy Ground

{ Company
TWIATRETIRG TEam |
Start every set
frequency e ——
(montnly, /7 HealthPlanfPBM1
quarterly, ele. t
* 5 Crossix
v dala mining ldentifiable
1. Request software patient-
analysis of one te peiform - lerel
or more Health name Cn-
Programs (such match and data
as program B - analysis
medication f/ Crossix Ny 3
i g \
=, Conues) Aggregator * 4. Distribute \ Results
v query to all \
"2 Use encryplion key availabie N /
Crossix user v data
inferface to . > SOUMCES
define program 3. Encrypt
components L‘almnlélﬂ and
?c;fnrr:;:'tﬁf e *6_Aggregate [ .
patient lists Analysis Resulls ,/ Health Plan/PBM n ‘\1
* 7. Deliver from each of the
Final data sources io * 5. Crossix
Final Analysis the Final » data mining Identifiable
Analysis = Resull via Analysis Result software patiem-
Result Crossix User perform lovel
||-|1(-|1“w f name mecro-
\\_‘ ._./ match and data
v analysis
| End v
\ Analysis
\\ / Results
\____

._\ i

* Designates all Crossix related
systems and responsibilities

FIG. 4

Examples include identifying common treating
physicians for the group, tracking the health outcomes of
patients in a clinical trial, etc. Id., 8:65-9:12; 15:3-14;
15:25-45; Ex. 1003, {76.

[7.c] from a set of de-
identified data
representing
characteristics of the
individuals pre-or post-
encounter with a
healthcare facility,

Evenhaim describes that its system can be used to
request characteristics of a set of individuals that relate
to encounters with a healthcare facility. For example, the
information requested can be used to assess the impact of
health programs. Id., 15:3-9, Fig. 4A; Ex. 1003, {77.

The request is for healthcare information that
characterizes the group, including the de-identified
patient records themselves, common treating physicians,
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and outcomes of patients in a clinical trial. Ex. 1005, Fig.
5, 7:12-26, 8:65-9:12, 15:3-14, 15:25-45; Ex. 1003, {78.

Because this data includes diagnosis, treatment,
pharmacy, and clinical data, a POSA would understand it
Is information about a group of individuals post-
encounter with a healthcare facility. I1d., 15:3-20, Fig.
4A; Ex. 1003, 179. It would have been obvious to a
POSA that this data is de-identified because the
purveyors of the health programs are under strict privacy
standards such as HIPAA. Id. 15:15-24; Ex. 1003, 179.
Additionally, Evenhaim describes comparing the
information from individuals who took part in a health
program to a control group. Id., 15:9-20, Fig. 4A. A
POSA would understand that a control group may
include individuals before pre-encounter with a
healthcare facility. Ex. 1003, {79.
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[7.d] wherein the
request contains
identifying data for each
member in the group of
multiple individuals
who have had an
encounter with a
healthcare facility;

Evenhaim describes that the request may include a
“parameter list,” which may include individually
identifying information such as names, dates of birth,

etc. Ex. 1005, 13:62-14:13, 8:39-43 (“parameter list may

even include specific individuals by name or ID or the
like[].”), 8:18-22 (“For example, the instant method can
ask about the status of Tom, Dick, Harry”), 12:38-45,

12:8-16; see also 7.c; Ex. 1003, 80.
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[7.e] producing, by a
hardware processor, a
request token for each
individual included in
the group of
individuals;

The data aggregator processor in Evenhaim produces a
token (unique encryption key) for each individual in a
group. Ex. 1005., Fig. 4, 12:4-13:20, 8:18-22; Ex. 1003,
181; see also 7.a. Specifically, after a request for
information pertaining to a list of patients, the data
aggregator applies an encryption key to encrypt those
patients, which a POSA would appreciate creates tokens
for each individual. Ex. 1005, Fig. 4 (steps 1-3); EX.

1003, 181-84.
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At the very least, a POSA would understand that the
token creation and matching system described in
Evenhaim could be applied to the embodiment in Fig. 4
and 4A such that the aggregator would create encrypted
tokens from the list of patients received in Fig. 4, box 3
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in order to search the data sources in box 4, and get de-
identified patient data back from the data sources in box
6. 1d., 12:4-13:20; Ex. 1003, 1981-84. The specification
explains that the token creation could be performed on
the aggregator as well as at the data sources. Ex. 1005,
12:24-34, 17:53-63 (explaining that either processor, on
the data aggregator side or data source side, can execute
the steps of its protocol); Ex. 1003, §71-72. Token
creation and matching have been in common use since
the 1980’s. 1d., 182; Ex. 1012.

[7.f] comparing the
request tokens to tokens
associated with the
medical data to find
matching tokens

As discussed, Evenhaim describes tokens in the form of
unique encryption keys created from PIl using a one-way
hash. Ex. 1005, 12:38-42, 8:18-22, 6:64-67, 8:4-13,
12:27-33 (“[T]here are numerous locations where
encryption of individual identification... could be
facilitated.”); Ex. 1003, 485.

Figs. 4 and 4A show how the produced tokens from the
aggregator are sent to the data sources (see boxes 3-5). It
would be obvious that, at the data sources, in box 5, the
data source matches the produced tokens to
corresponding tokens in a set of de-identified patient
records. Ex. 1005, 12:4-47 (explaining that the
encryption key is used on the data source side to de-
identify the records), 17:27-40 (explaining that
tokenization may occur before searching); Ex. 1003, §85.
Thus, in Evenhaim, tokens sent from the aggregator are
matched against the tokens in the de-identified patient
records in the data sources to retrieve the de-identified
patient data. Ex. 1005, 12:13-16, 12:42-45. Fig. 4, box 4,
shows a query sent to the data sources, which perform
matching in box 5 then return the results to the
aggregator in box 6.
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At the very least, a POSA would understand that the
token creation and matching in Evenhaim could be
applied to the embodiment in Fig. 4 and 4A such that the
data sources in box 6 would have de-identified records
with encrypted tokens that are identified in response to a
query to the data sources sent in box 4. The specification
teaches that the token creation could be performed on the
aggregator as well as on the data sources. Ex. 1005,
12:26-34, 17:53-63 (explaining that either processor, on
the data aggregator side or data source side, can execute
the steps of its protocol); Ex. 1003, 1184-86. This can
also be seen in the system disclosed in Figs. 1-2 showing
the prior art in which de-identified records are associated
with a one-way hash that can be queried to create a
report. Ex. 1005, 16:46-58, 17:27-41; Ex. 1003, 1184-86.
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Evenhaim discloses some embodiments for producing
healthcare information that do not match tokens. In
some of those embodiments, de-identification takes place
after the records are matched. Ex. 1005, Fig. 5, 17:42-
52. A POSA would, however, understand that for
embodiments that apply tokens on the data aggregator
side, as discussed herein and shown in Fig. 4, to replace
P11, where records on the data source side are also de-
identified through tokenization, then relevant records
could be located by matching tokens instead of patient
names. Ex. 1003, 139, 86. In fact, Evenhaim calls for
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“using a common encryption ‘key’” in order to match
records. Ex. 1005, 12:4-16; 12:27-33 (“[T]here are
numerous locations where an encryption of individual
identification ... could be facilitated. By way of non-
limiting example, on the ‘aggregator’ processor side ...
or on the ‘source-entity’ processors’ side....”).

Thus, a POSA applying these features to the embodiment
of Fig. 4 would logically have produced tokens created
from the parameter list received by the data aggregator
(box 3), using the common encryption key, for the query.
In this manner, the tokens could be matched to
corresponding tokens on the data source side using the
same encryption key, with the matching records being
returned to the aggregator in box 6. Id., 12:37-41; Ex.
1003, 1186. This would allow for both locating the
relevant records and ensuring that multiple records from
the same patient can be matched together, even after de-
identification. Ex. 1005, 12:49-52 (“[T]he ability to link
micro-level records related to the same identity at the
data aggregator level is preserved — even if the records
came from two different data sources.”). Otherwise, the
operation shown in Fig. 4 without using tokens would
require encryption of the patient names on the data
aggregator side, sending of the query to a data source,
decrypting the names in order to perform name
matching, and then de-identifying the located record
using encryption in order to send the results to the data
aggregator side, which would be more cumbersome and
less secure. Ex. 1003, 186.

Of course, additional encryption could be used before
sending the results to the data aggregator to further
ensure privacy. 1d., 142.

[7.9] and to determine
whether the group

Evenhaim describes “the inclusion of at least a
predetermined minimum number of individuals.” EX.
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includes at least a
minimum number of
individuals to be
included in a report in
response to the request

1005, 13:62-65. Evenhaim explains that the number of
individuals must be sufficient to protect privacy. Id.,
8:13-48 (“It will simply be necessary that the number of
the individuals in any population definition be large
enough to dilute any definitive conclusion about an
individual’s personal data.”), 16:5-32; Ex. 1003, 1187-
88.

Murphy makes clear that, in complying with HIPAA, an
algorithm preferably blocks any queries that return fewer
than 3 patients to prevent the user from associating a
patient with his/her record. Ex. 1009, 555 (“One
vulnerability is that we allow a large number of queries
to be performed that return zero patients.... Therefore,
we modify our range algorithm to have a wider
obfuscation at values close to zero, and indicate the
greater range by returning ‘<3’ when the obfuscated
number is less than 3.”); Ex. 1003, 189.

This concept is required by the HIPAA Expert
Determination method, with which Evenhaim and
Murphy are intended to comply. 45 C.F.R. §
164.514(b)(1).

[7.h] wherein the
minimum number of
individuals are selected
according to at least a
privacy-preserving rule
that disallows same
individuals to be
included within a
defined period of time;

Evenhaim and Murphy suggests requiring a minimum
number of individuals for the reasons discussed. See 7.g;
Ex. 1003, 190.

Additionally, a POSA would apply Murphy’s concept of
auditing queries in a history table to check the date/time
and the number of individuals returned by the queries to
disallow repeated use of the same individual in a query.
Ex. 1009, p. 554; Ex. 1003, 191. Murphy explains that it
would be beneficial to check whether the number of
individuals returned in a query returned the exact same
number of individuals as a previous query in a
predetermined time period and, depending on the time
range employed, preventing the user from further
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queries. Id. This additional security helps prevent
repeated queries to reverse engineer the identity of the
individual , which matches the goal in Evenhaim of
complying with HIPAA. Id. Therefore, it would be
obvious for a POSA to employ this concept to Evenhaim
to ensure that the same individuals are not included in a
request within a defined time period. Ex. 1003, 191.

[7.1] producing the
requested information
that characterizes the

group,

The produced healthcare information reports the
characteristics (the medical information) of the group.
Ex. 1005, Fig. 4 (see boxes 6 and 7), 10:6-11(“[T]he
aggregator may now collect and assemble identity
protected reports from numerous data collections
(source-entities) and assemble them into a single
report.”), 15:3-14; EX. 1003, 192; see 7.b and 7.d above.

Various types of health information that characterizes the
group are provided, including the de-identified patient
records themselves. Ex. 1005, Fig. 5, 7:12-26, 8:65-9:12,
15:3-14, 15:25-45; Ex. 1003, 192.

[7.j] an identity of the
individuals being
unattainable from the
produced information;

Evenhaim describes that the produced healthcare
information is absent PIl because the data is de-
identified. 1d., 9:13-18 (“de-identified data collection.”),
8:49-64, 10:1-6, 12:12-20, 12:35-44, 14:8-13; Ex. 1003,
193.

[7.K] and providing the
produced medical
information to report
the characteristics of the
group of individuals

The produced healthcare information reports the
characteristics (the medical information) of the group.
Ex. 1005, Fig. 4 (see boxes 6 and 7), 10:6-11, 15:3-14;
Ex. 1003, 194; see 7.b and 7.e above.

Various types of health information that characterizes the
group are provided, including the de-identified medical
records. Ex. 1005, Fig. 5, 7:12-26, 8:65-9:12, 15:3-14,
15:25-45; Ex. 1003, 194.
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[7.1] absent
authorization from the
individuals in the group
of individuals identified
in the request
containing identifying
data.

A purpose of Evenhaim is to produce de-identified
healthcare information that can be released to third-
parties without individuals in the group authorizing the
release, to comply with HIPAA. Ex. 1005, 3:17-31, 4:34-
48, 5:46-6:10, 8:18-22, 14:7-13, 15:15-24, 14:59-67,
3:26-31; Ex. 1003, 195.

Per HIPAA, the purpose of de-identification is to create
shareable data that does not require permission from
each included patient. HIPAA, 45 C.F.R. § 164.502(d),
164.508; Ex. 1001, 1:52-55, 4:44-45. Otherwise, there is
no need to de-identify the healthcare information. EX.
1003, 195.

[8] The system of claim
7, wherein the provided
information is medical
data in conformity with
the Health Insurance
Portability and
Accountability Act
(HIPAA).

Evenhaim describes producing medical information
absent authorization in accordance with HIPAA. See 7.1
above. Ex. 1003, 196.

As also discussed above (7.1), a POSA would find this

limitation is obvious where Evenhaim is directed to de-
identifying health information to comply with HIPAA.
Ex. 1003, 55.

[9] The system of claim
7, wherein the request
for information that
characterizes a group of
individuals includes
personally identifiable
information associated
with the individuals of
the group.

Evenhaim describes that the user request may include a
“parameter list,” which may include names, dates of
birth, etc. Ex. 1005, 6:64-67, 13:62-14:13, 8:39-43
(“parameter list may even include specific individuals by
name or ID or the like[]”), 8:18-22 (“For example, the
instant method can ask about the status of Tom, Dick,
Harry ....”), 12:38-45, 12:8-16; Ex. 1003, 197.

[10] The system

of claim 7, in which the
data that identifies each
individual is encrypted.

Evenhaim produces healthcare information in which the
personally identifying information has been encrypted.
Ex. 1005, 12:4-20 (“encrypt the identifying portions of
each record”), 12:24-34 (“encryption of individual
identification™), 8:39-48, 12:4-67, 13:1-12, Figs. 1, 2,
4A, 5; Ex. 1003, 198-100.
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a list of patients, the data aggregator applies an
encryption key to encrypt the listed patient. Id., Fig. 4
(steps 1-3); Ex. 1003, 98-100.
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[11] The system

of claim 7, in which the
tokens associated with
the data and the request
tokens are similarly
encrypted.

Evenhaim explains that the tokens from the aggregator
and tokens in the de-identified data on the data sources
are similarly encrypted. Ex. 1005, 12:39-44 (“compatible
encryption”), 12:4-16 (“common encryption ‘key’”).
Common encryption is used, at least, in order to ensure
that records for the same patient can be matched. 1d.,
12:12-16 (“If the data sources are careful to encrypt the
identifying portions of each record using a common
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encryption ‘key’, then further down the data processing
circuit it will be possible to link records related to a
common individual without compromising the identify
of that individual”), 12:25-30, 16:46-57, 17:27-41; EX.
1003, 1101-102.

[12] The system

of claim 7, in which
producing the requested
information includes
determining if the group
includes at least a
minimum number of
individuals.

See 7.9, 7.h above; Ex. 1003, 103.

[13] The system

of claim 7, in which the
data represents medical-
related information
associated with the
individuals of the

group.

Evenhaim’s data represents medical related information
associated with the individuals of the group, which it
sometimes refers to as micro-data or patient-level micro-
data. Ex. 1005, Abstract, Figs. 1, 2, 5; 10:46-54, 11:14-
29, 12:36-47; Ex. 1003, 1127, 104.

Also, Figs. 1 and 2 show a de-identification system
where the healthcare data represents medical related
information associated with the individuals of the group.
Ex. 1005, 16:46-57, 17:27-41; Ex. 1003, 1127, 104.
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Claim Clause

Evenhaim Grounds

[1.a] A computer-
implemented method
comprising: receiving a
request from a user
device for information
that characterizes a
group ...from a set of
de-identified medical
data representing
characteristics of the
individuals pre- or post-

See 7.a, 7.b, 7.c, 7.d above.
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encounter with a
healthcare facility,

[1.b] wherein the
request contains
identifying data for each
member ... who have
had an encounter with a
healthcare facility;

See 7.d above.

[1.c] producing, by a
hardware processor, a
request token for each
individual .. ;

See 7.e above.

[1.d] comparing the
request tokens to tokens
associated with the de-
identified data to find
matching tokens and

See 7.f above.

[1.e] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report ...
wherein the minimum
number of individuals
are selected according
to at least a privacy-
preserving rule that
disallows same
individuals to be
included within a
defined period of time;

See 7.9, 7.h above.

[1.f] producing the
requested information
that characterizes the

group,

See 7.1 above.
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[1.9] an identity of the
individuals being
unattainable ...; and

See 7.j above.

[1.h] providing the
produced medical
information to report
the characteristics of the
group of individuals
absent authorization....

See 7.k, 7.1 above.

[2] The computer-
implemented method
of claim 1, wherein the
provided information is
medical data in
conformity with...
(HIPAA).

See 8 above.

[3] The computer-
implemented method
of claim 1... receiving
personally identifiable
information associated
with the individuals of
the group.

See 9 above.

[4] The computer-
implemented method
of claim 1, in which
producing the requested
information includes

encrypting....

See 10 above.

[5] The computer-
implemented method
of claim 1, in which the
tokens associated with
data and the request
tokens are similarly
encrypted.

See 11 above.

[6] The computer-
implemented method

See 13 above.
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of claim 1, in which the
data represents medical-
related information....

[14.a] One or more
computer readable
storage devices storing
instructions that are
executable by a
processing device, and
upon such execution
cause the processing
device to perform
operations comprising:

See 7.a above.

[14.b] receiving a
request from a user
device for information
that characterizes a
group... from a set of
de-identified data
representing
characteristics of the
individuals pre-or post-
encounter with a
healthcare facility,

See 7.b, 7.c above.

[14.c] wherein the
request contains
identifying data for each
member...;

See 7.d above.

[14.d] producing, by a
hardware processor, a
request token for each
individual.. ;

See 7.e above.

[14.e] comparing the
request tokens to tokens
associated with the
medical data to find
matching tokens and

See 7.f above.
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[14.f] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report...,

See 7.g above.

[14.g] wherein the
minimum number of
individuals are selected
according to at least a
privacy-preserving rule
that disallows same
individuals to be
included within a
defined period of time;

See 7.h above.

[14.h] producing the
requested information
..., an identity of the
individuals being
unattainable...; and

See 7.1, 7.j above.

[14.1] providing the
produced medical
information ... absent
authorization....

See 7.k, 7.1 above.

[15] The computer
readable storage devices
of claim 14, wherein the
provided information is
medical data in
conformity with ...
(HIPAA).

See 8 above.

[16] The computer
readable storage devices
of claim 14, wherein
receiving the request for
information ... includes
receiving personally

See 9 above.
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identifiable
information....

[17] The computer See 10 above.
readable storage devices
of claim 14, in which
producing the requested
information includes

encrypting....

[18] The computer See 11 above.
readable storage devices
of claim 14, in which
the tokens associated
with the medical data
and the request tokens
are similarly encrypted.

[19] The computer See 13 above.
readable storage devices
of claim 14, in which
the data represents
medical-related
information. ...

[20] The computer See 12 above.
readable storage devices
of claim 14, ...
determining if the group
includes at least a
minimum number of
individuals.

ii. Ground 2: Obvious over Evenhaim in view of Settimi and Murphy

Evenhaim in view of Settimi further establishes that claims 1-20 are
unpatentable. Ex. 1003, 1134.

Settimi is a U.S. patent application that published on Dec. 20, 2007, and is
prior art under at least 35 U.S.C. § 102(b) (pre-AlA); Ex. 1003, 149. Although
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Settimi was of record during prosecution of the *651 patent, it was not applied in
any rejections.

Settimi relates to de-identifying patient data, in compliance with HIPAA,
using encrypted tokens and making the de-identified patient data available in a
central repository. Ex. 1006, Figs. 1-3, [0027], [0030], [0035]-[0043], [0047]-
[0048], claim 5; Ex. 1003, 150. Specifically, Settimi describes a centralized
warehouse of de-identified patient records, collected from various patient care
providers. Ex. 1006, Fig. 2, [0027]; Ex. 1003, 150. This central repository allows
the patient data to be queried for, e.g., research, while keeping the centralized
records HIPAA compliant. Ex. 1006, [0027], [0030], [0035] (“The de-identified
patient data is then staged into a data warehouse 210 where it is available for
querying.”), [0036]; Ex. 1003, 150.

To de-identify the data, Settimi generates encrypted tokens for individuals,
called encoded patient identifiers, or EPIDs, which may be encoded versions of
PII. Ex. 1006, [0041]-[0042] (“[T]he EPID ... may be [based on] patient name, age
and social security number, etc.”); Ex. 1003, 151. The EPIDs replace the Pl to
create the de-identified patient records in the repository. Ex. 1006, [0038]-[0041],
[0043] (“The de-identified patient data includes an EPID 308 that may be useful in
creating longitudinal reports that analyze more than one record for a particular

patient.”); Ex. 1003, {51.
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Once de-identified and stored in the central repository, the healthcare
records can be queried using a token matching scheme. Settimi describes querying
the de-identified patient records by using the token (EPID) to find the associated
records for a specific patient without revealing the patient’s identity. EX. 1006,
[0037] (“[C]reate[ing] patient cohort reports 212 based on the querying the
longitudinal patient data is supported by the ability to connect all records relating
to a single patient in the data warehouse 210. This requires a unique identifier to be
associated with each patient record that is transmitted to the data warehouse 210.
The unique identifier indicates an ... abstract patient having certain characteristics
but does not provide personal direct identifying information.”); Ex. 1003, §52. In
this regard, Settimi’s central repository overcomes prior central repository designs
that do not allow for the identification of individual patients, which is Evenhaim’s
stated goal. Ex. 1005, 16:46-67; Ex. 1003, 148. As would have been appreciated by
a POSA, these queries could be used for various purposes. Ex. 1006, [0043]; Ex.
1003, 1152, 134-36. Advantageously, the searches are performed in a central
repository with records gathered from across institutions, which records are
stripped of PII before being sent to the central repository.

Evenhaim, Settimi, and Murphy all seek to provide access to patient data in
a manner that complies with privacy regulations and provides sufficient

information for statistical analysis. While Evenhaim sends healthcare data queries
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to various healthcare organizations, Settimi consolidates the information from the
various providers in a central repository for queries. See Ex. 1005, 15:15-24, 16:5-
21, Fig. 4; Ex. 1006, Figs. 1-2, [0027]; Ex. 1003, 1137. The repository eliminates
the need for conducting searches across different entities and uses a “common
vocabulary” that makes searching easier and more reliable. Ex. 1006, [0009],
[0060]-[0062]; Ex. 1003, 1136.

Thus, a POSA would have appreciated that using Settimi’s central repository
for storing de-identified records and using a common vocabulary, allows for a
single query to a single repository using standardized search vocabulary, while still
allowing for searches for specific patients. Ex. 1006, [0060]; Ex. 1003, {135-37.
Also, per Settimi, the central repository/warehouse for searching contains only de-
identified healthcare records, reducing the risk of a HIPAA violation. For these
reasons, a POSA would be motivated to combine the centralized warehouse
concept in Settimi with Evenhaim.

A POSA would have been further motivated to combine Evenhaim and
Settimi with Murphy to ensure that the returned results could not be sufficiently
small for a user to be able to identify an individual. See 6.d.i.

A POSA would have a reasonable expectation of success in combining
Evenhaim and Settimi because they are both performed in similar environments

and involve de-identifying patient data so that it may be analyzed by third parties.
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Indeed, the combination would essentially involve simply changing the database
system in which records are stored. A POSA would have a reasonable expectation
of success in combining Murphy with Evenhaim and Settimi because preventing
the return of a query of fewer than three patient records would have been a simple
programming task in systems already designed to return search results.

Thus, a POSA would have been motivated to combine Evenhaim’s de-
identification system in Figs. 4 and 4A with Settimi’s centralized warehouse to
simplify querying, ensure no healthcare information is missing from the query
results, further protect patient privacy, and allow for standardized search terms. EX.
1006, [0009], [0014], [0017], [0027], [0039]-[0040]. A POSA would have been
motivated to combine the Evenhaim and Settimi query system with Murphy to
ensure that the results of a query would not be sufficiently small such that an
individual could be identified.

The claim chart below shows that each of the Challenged Claims are

obvious over Evenhaim in view of Settimi and Murphy.

Claim Clause Evenhaim in view of Settimi and Murphy Ground
[7.a] A system See 7.a (Ground 1) above.

comprising: a

computing device

comprising: a

memory configured
to store instructions;
and a processor to
execute the
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instructions to
perform operations
comprising:

[7.b] receiving a
request from a user
device for
information that
characterizes a
group...

See 7.b (Ground 1) above.

[7.c] from a set of
de-identified data
representing
characteristics of the
individuals pre-or
post-encounter with
a healthcare facility,

See 7.c (Ground 1) above.

Settimi also describes that users may request information
that characterizes a group of individuals from a set of de-
identified data representing characteristics of the individuals
pre-or post-encounter with a healthcare facility. Ex. 1006,
[0027] (“Certain embodiments provide a secure process for
sending de-identified patient information from an
ambulatory patient care provider (PCP) site to a data
warehouse system where the patient data may be analyzed
and compared with a wider range of patient data. . . .
Information obtained through the data warehouse that
pertains to individual patients is transmitted back to the
originating PCP site, via a cohort report.”). A POSA would
understand that such patient data is usually recorded after a
patient’s medical visit with a doctor or other healthcare
provider. Ex. 1003, §140-141.

[7.d] wherein the
request contains
identifying data for
each member... who
have had an
encounter with a
healthcare facility;

The requests in Evenhaim and Settimi are for healthcare
information that characterizes the group, including
identifying data. Ex. 1005, Fig. 5, 7:12-26, 8:65-9:12, 15:3-
14, 15:25-45; Ex. 1006, [0027].

Because this data includes diagnosis, treatment, pharmacy,
and clinical data, a POSA would understand it is
information about a group of individuals after (post) an
encounter with a healthcare facility. Ex. 1005, 15:3-20, Fig.
4A; Ex. 1003, 1142. Additionally, Evenhaim describes
comparing the information from individuals who took part
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in a health program to a control group. Id., 15:9-20, Fig. 4A.
A POSA would understand that a control group may include
individuals before they encountered a healthcare facility and
entered a health program. Ex. 1003, {142.
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[7.e] producing, by a
hardware processor,
a request token for
each individual.. ;

See 7.e (Ground 1) above.

Also, in combination with Settimi, tokens are created in step
3 in Fig. 4, prior to the search of the repository. With the
combination, the search would be performed in a central
warehouse, as described in Settimi, rather than across
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multiple individual sources (e.g., health plan), as in
Evenhaim. Ex. 1003, 1144.

Specifically, a POSA would apply Settimi’s concept of a
central warehouse to the embodiment in Fig. 4 of Evenhaim.
Id., 19144-45. In that combination, each data source in Fig.
4 (PBM 1 through PBM n) would de-identify its patient
records by creating an encrypted token, as described in
Evenhaim, then send the patient records to a central
warehouse. 1d. Under this approach, the data warehouse
would replace the PBMs shown in Evenhaim’s Fig. 4 as the
data source. Id.

Because the central warehouse contains only de-identified
records, in which the PII has been replaced with an
encrypted token, a POSA would have understood that the
encrypted patient list sent in Evenhaim’s steps 3-4 would
use encryption that allows for finding matching records in
the central warehouse (e.g., creating a token for each
individual in a group in the form of a unigue encryption
key). Ex. 1005, Fig. 4, 12:4-13:20; Ex. 1003, 1145. Settimi
also explains that the tokens are used to identify all the
records for particular patients. Ex. 1006, [0035], [0037].
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In Evenhaim the tokens are produced for individuals in a
group defined by a list provided in the request as shown in
box 2. Ex. 1005, 8:18-22 (“[T]he instant method can ask
about the status of Tom, Dick, Harry, and ... obtain results
from that query.”), 6:64-67, 8:4-13, Fig. 4; Ex. 1003, 1146.

In Evenhaim’s box 4, the query, consisting of a list of
encrypted tokens, would be sent to the data source (a central
repository with de-identified patient records) that contains
corresponding tokens that are matched to determine the
relevant healthcare records responsive to the query. EX.
1005, Fig. 4, 7; Ex. 1003, {147.

[7.f] comparing the
request tokens to

Evenhaim shows this feature, as addressed above. See 7.f
(Ground 1) above.
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tokens associated
with the medical
data to find matching
tokens

In particular, Figs. 4 and 4A show how the produced tokens
(“encrypt patient list”) from the aggregator are sent to the
data source (see boxes 3-5). 1d., 1149. In view of Settimi,
the data source would be the centralized warehouse of de-
identified patient records. Id. The centralized warehouse
contains de-identified records from the various originating
sources (e.g., Health Plan/PBMs 1-n in Fig. 4 of Evenhaim).
In both Evenhaim and Settimi, the de-identification of
healthcare records occurs by substituting an encrypted token
into the record in place of the identifying data (e.g., a
name). Ex. 1006, Figs. 1 and 2, [0027], [0037]-[0043]; EX.
1003, 1150. Settimi and Evenhaim describe similar schemes
for creating encrypted tokens from PII. Ex. 1005, 12:4-
13:20; Ex. 1003, 1150.

At the data source, in Evenhaim’s Fig. 4, box 5, the data
source matches the query information against the de-
identified patient records, matching the produced tokens to
corresponding tokens in a set of de-identified patient
records. Ex. 1005, 12:4-47. In any event, a POSA would
understand that, to make the query called for in Evenahim in
a database such as Settimi’s, a matching token would be
produced for each individual on the list to identify the
relevant records, because the central warehouse contains
only de-identified data. Ex. 1003, §150. Specifically, no
names or other PII could be used in the query because the
centralized warehouse has no such information. Id. Thus, a
POSA would have understood, with the combination, that
searching for particular patients, as described in Evenhaim,
would be accomplished using the encrypted tokens
inasmuch as that is the way the records are identified in
Settimi’s centralized warehouse. Indeed, Settimi describes
this type of search. Id.; Ex. 1006, [0037] (“This requires a
unique identifier to be associated with each patient record
that is transmitted to the data warehouse 210. The unique
identifier indicates an anonymous or abstract patient.”),
(“[Q]Juerying the longitudinal patient data is supported by
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the ability to connect all records relating to a single patient
in the data warehouse 210.”).

Thus, the tokens sent from the aggregator, or otherwise
created in advance of the search, are matched against the
tokens in the de-identified patient records in the data source
in order to retrieve the de-identified patient records
requested. Ex. 1005, 12:13-16, 12:42-45.

A POSA would understand that the token creation and
matching in Evenhaim, when combined with the data
warehouse of Settimi, would apply to the embodiment in
Fig. 4 and 4A such that the data source in box 6 (the data
warehouse) would have de-identified records with
encrypted tokens that are identified in response to a query to
the data sources sent in box 4. Evenhaim explains that the
token creation could be performed on the aggregator as well
as on the data sources. Id., 12:26-34; Ex. 1003, 151.

[7.9] and to
determine whether
the group includes at
least a minimum
number of
individuals to be
included in a
report...

See 7.9 (Ground 1) above.

[7.h] wherein the
minimum number of
individuals are
selected according to
at least a privacy-
preserving rule that
disallows same
individuals to be
included within a
defined period of
time;

See 7.h (Ground 1) above.
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[7.1] producing the
requested
information that
characterizes the

group,

See 7.1 (Ground 1) above.

[7.J] an identity of
the individuals being
unattainable...;

See 7. (Ground 1) above.

As discussed above, each produced token in the query is
associated with a corresponding token in the de-identified
healthcare information in the data warehouse. Ex. 1006,
[0027], [0030], [0035] (“The de-identified patient data is
then staged into a data warehouse 210 where it is available
for querying.”), [0036], [0037] (“[C]reate[ing] patient
cohort reports 212 based on the querying the longitudinal
patient data is supported by the ability to connect all records
relating to a single patient in the data warehouse 210. This
requires a unique identifier to be associated with each
patient record.... The unique identifier ... does not provide
personal direct identifying information such as name, social
security number, street address, etc.”), [0039]-[0041],
[0042] (“The de-identified patient data includes an EPID
308 that may be useful in creating longitudinal reports that
analyze more than one record for a particular patient.”); Ex.
1003, 1156.

[7.K] and providing
the produced
medical information
to report the
characteristics of the
group of individuals

See 7.k (Ground 1) above. See also Ex. 1006, [0027],
[0030], [0035]-[0037], [0039]-[0042]; Ex. 1003, f157.

[7.1] absent See 7.1 (Ground 1) above. See also Ex. 1006, [0027],
authorization.. .. [0039]-[0040]; Ex. 1003, {1159-161.
[8] The system See 7.1, 8 (Ground 1) above.

of claim 7, wherein
the provided
information is
medical data in
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conformity with...
(HIPAA).

[9] The system

of claim 7, wherein
the request...
includes personally
identifiable
information. ...

See claim 9 (Ground 1) above.

[10] The system

of claim 7, in which
the data ...is
encrypted.

See claim 10 (Ground 1) above.

[11] The system

of claim 7, in which
the tokens associated
with the data and the
request tokens are
similarly encrypted.

See claim 11 (Ground 1) above.

[12] The system

of claim 7,
...determining if the
group includes at
least a minimum
number of
individuals.

See claim 12 (Ground 1) above.

[13] The system

of claim 7, in which
the data represents
medical-related
information....

See claim 13 (Ground 1) above.

Claim Clause

Evenhaim in view of Settimi Ground

[1.a] A computer-
implemented method
comprising:
receiving a request
from a user device

See 7.a, 7.b, 7.c, 7.d above.
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Claim Clause

Evenhaim in view of Settimi Ground

for information that
characterizes a group
...from a set of de-
identified medical
data representing
characteristics of the
individuals pre- or
post-encounter with
a healthcare facility,

[1.b] wherein the
request contains

identifying data for
each member...who
have had an

encounter with a
healthcare facility;

See 7.d above.

[1.c] producing, by a
hardware processor,
a request token for
each individual...;

See 7.e above.

[1.d] comparing the
request tokens to
tokens associated
with the de-
identified data to
find matching tokens
and

See 7.f above.

[1.e] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report
...wherein the
minimum number of
individuals are
selected according to
at least a privacy-

See 7.9, 7.h above.
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Claim Clause

Evenhaim in view of Settimi Ground

preserving rule that
disallows same
individuals to be
included within a
defined period of
time;

[1.f] producing the
requested
information that
characterizes the

group,

See 7.1 above.

[1.g] an identity of
the individuals being
unattainable...; and

See 7.j above.

[1.h] providing the
produced medical
information to report
the characteristics of
the group of
individuals absent
authorization.. ..

See 7.k, 7.1 above.

[2] The computer-
implemented method
of claim 1, wherein
the provided
information is
medical data in
conformity with. ..
(HIPAA).

See 8 above.

[3] The computer-
implemented method
of claim 1,...
receiving personally
identifiable
information
associated with the
individuals of the

group.

See 9 above.
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Claim Clause

Evenhaim in view of Settimi Ground

[4] The computer-
implemented method
of claim 1, in which
producing the
requested
information includes

encrypting....

See 10 above.

[5] The computer-
implemented method
of claim 1, in which
the tokens associated
with data and the
request tokens are
similarly encrypted.

See 11 above.

[6] The computer-
implemented method
of claim 1, in which
the data represents
medical-related
information. ...

See 13 above.

[14.a] One or more
computer readable
storage devices
storing instructions
that are executable
by a processing
device, and upon
such execution cause
the processing
device to perform
operations
comprising:

See 7.a above.

[14.b] receiving a
request from a user
device for
information that
characterizes a group
...from a set of de-

See 7.b, 7.c above.
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Claim Clause

Evenhaim in view of Settimi Ground

identified data
representing
characteristics of the
individuals pre-or
post-encounter with
a healthcare facility,

[14.c] wherein the
request contains
identifying data for
each member...;

See 7.d above.

[14.d] producing, by
a hardware
processor, a request
token for each
individual...;

See 7.e above.

[14.e] comparing the
request tokens to
tokens associated
with the medical
data to find matching
tokens and

See 7.f above.

[14.f] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a
report...,

See 7.g above.

[14.g] wherein the
minimum number of
individuals are
selected according to
at least a privacy-
preserving rule that
disallows same
individuals to be
included within a

See 7.h above.
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Claim Clause

Evenhaim in view of Settimi Ground

defined period of
time;

[14.h] producing the
requested
information..., an
identity of the
individuals being
unattainable...; and

See 7.1, 7.j above.

[14.1] providing the
produced medical
information...absent
authorization....

See 7.k, 7.1 above.

[15] The computer
readable storage
devices of claim 14,
wherein the provided
information is
medical data in
conformity
with...(HIPAA).

See 8 above.

[16] The computer
readable storage
devices of claim 14,
wherein receiving
the request for
information
...Includes receiving
personally
identifiable
information....

See 9 above.

[17] The computer
readable storage
devices of claim 14,
in which producing
the requested
information includes
encrypting....

See 10 above.

55




Claim Clause

Evenhaim in view of Settimi Ground

[18] The computer
readable storage
devices of claim 14,
in which the tokens
associated with the
medical data and the
request tokens are
similarly encrypted.

See 11 above.

[19] The computer
readable storage
devices of claim 14,
in which the data
represents medical-
related

information. ...

See 13 above.

[20] The computer
readable storage
devices of claim 14,
...determining if the
group includes at
least a minimum
number of
individuals.

See 12 above.
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E. DICK GROUNDS
I. Ground 3: Obvious over Dick in view of Landi and Murphy

Dick in view of Landi and Murphy establishes that claims 1-20 are
unpatentable. Ex. 1003, 1196.

Dick, a U.S. patent application, published on August 15, 2002, qualifies as
prior art under at least 35 U.S.C. § 102(b) (pre-AlA). Dick was not of record
during the prosecution of the 651 patent.

Dick describes a system for requesting and retrieving de-identified medical
information for a group of individuals in which a client device requests
information that characterizes a group and that request is sent to an information
repository that returns de-identified healthcare information in response to the
query. Ex. 1007, Abstract, [0020]-[0024], [0045]-[0046], claim 23; Ex. 1003, 54.
Dick also states that the de-identification can occur at any number of locations. EXx.
1007, [0045]-[0046]; Ex. 1003, 154. Dick explains that its system can be used to
obtain healthcare information for many purposes. Ex. 1007, [0003], [0026], [0037],
[0041]-[0042], [0047]; Ex. 1003, 154.

For instance, Dick’s Fig. 2 shows “a request for medical information” that
“include[es] identification of a subject.” EX. 1007, Fig. 2. Dick explains that the
“subject” may be “a group of humans” and that the requester may be a medical

“insurance agenc[y].” 1d., [0024]-[0025], claims 23-24. That request is transmitted
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“to a medical information repository,” which returns de-identified medical records
in response to the request. Ex. 1007, Fig. 2; Ex. 1003, 1154-55.

Dick describes that, under HIPAA, either explicit consent for transmitting
the healthcare information must be obtained from the patients or the information
can be sent without authorization if de-identified. Ex. 1007, [0044]-[0045]. De-
identification can take place at the medical repository or originating source of the
information, and a POSA would understand it could use “‘de-identifying’ methods
and processes” but Dick does not describe any specific de-identification methods.
Ex. 1007, [0013], [0046]; Ex. 1003, 55, 196-199. Therefore, a POSA relying on
Dick would naturally look elsewhere in order to implement the de-identification
called for in Dick. Ex. 1003, 1200.

Landi, a U.S. Patent, issued on April 14, 2009, qualifies as prior art under at
least 35 U.S.C. § 102(b) (pre-AlA). Landi was not of record during the prosecution
of the 651 patent.

Landi sets forth a de-identification method as called for in Dick.
Specifically, Landi describes a token matching system used to de-identify medical
records, such as the records referred to in Dick. Ex. 1003, 1158, 199.

Landi describes how different healthcare organizations de-identify their
records by creating an encrypted token (an encrypted form of the PIl such as a

name or SSN). Ex. 1008, 2:30-53, 5:13-19; Ex. 1003, 1158-60. Each “Encrypted
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ID,” as Landi terms them, is “sufficient to uniquely identify the patient” and may
be stored with the corresponding medical record(s). Ex. 1008, 5:13-36. The de-
identified patient records may be released to third-party entities without
compromising patient privacy. Ex. 1008, 5:41-44. Landi explains that this
technique is an improvement over prior de-identification techniques that simply
stripped information from the records, inasmuch as, e.g., the encrypted token can
allow for a patient’s various records to be matched or identified in that various
entities use the same manner of encryption. Ex. 1008, 2:19-26, 8:38-35; 11:3-29,
9:43-60. The de-identified medical records are stored in a central data source (e.g.
healthcare facility) that can be queried, much like Dick’s medical repository. EX.
1008, 4:11-28, 7:3-38, 8:16-19, 8:61-63, 10:15-54, 11:52-63 (“can readily be
searched”).

Like Dick, Landi’s purpose is compliance with HIPAA. Ex. 1008, 1:58-2:18,
3:52-57, 9:20-29, 10:3-31, 11:64-12:67. And, both references are directed to using
central repositories to provide a collection of medical records for searching. Ex.
1007, Fig. 2, [0003], [0008], [0011], [0024]; Ex. 1008, 4:40-46, 11:23-29. Thus, a
POSA would have been motivated to use Landi’s de-identification system in which
PIl is encrypted to form an Encryption ID and the de-identified records are stored
in a central database for querying. Ex. 1003, 1200. In particular, Landi explains

that prior methods simply stripped PII and that its method improved on such
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systems through the use of Encryption IDs created using a common public key that
allowed for the same patient to be recognized “even though the identity of the
person remains unknown.” EX. 1008, 2:19-26, 8:38-35, 8:47-55, 11:3-29, 9:43-60;
Ex. 1003 160-61. Moreover, Landi explains that, under HIPAA, (i) all de-
identification must occur at the clinical site, which is why the central data source
(i.e., system 30) contains only de-identified medical records and (ii) the public key
for creating the Encryption ID is shared with all parties (and not a violation of
HIPAA). Ex. 1008, 10:52-63, 8:38-55, 7:3-10.

Thus, a POSA would readily appreciate that, when using Landi’s central
database of de-identified medical records, which contain associated Encryption I1Ds
created with freely distributable public keys, in Dick’s system for searching a
central database (Ex. 1007, [0011], [0025]) for a “group” of individuals (Ex. 1006,
[0024]), one would use the public key to create the list of Encrypted IDs to be used
in the query to the central database. Ex. 1003, 1200-202. Indeed, the very purpose
of Landi’s Encrypted IDs is so that each “patient can be recognized” without
exposing the identity of any person. Ex. 1008, 8:38-55; Ex. 1003, 1201. Further,
because the central database includes only the de-identified records, a POSA
would understand that searching for a group using anything other than their
Encrypted IDs would not return proper results. Ex. 1003, 1202. Thus, to use

Landi’s system properly, a POSA would have found it obvious to use the freely
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distributable public key in Dick’s query to the central database (e.g., step 105 in
Fig. 2). Id. In fact, Dick explains that its query would use any “identification
characteristics capable of being correlated with stored medical information.” Ex.
1007, [0024].

Landi describes to a POSA how to encrypt private patient data using tokens
(for example by hashing), which can be used to match a patient’s de-identified
records, and which cannot be reversed engineered. Ex. 1003, 1161-64. Given each
reference employs a central database of medical records for searching and Landi
simply uses known encryption techniques, a POSA would have had a reasonable
expectation of success combining Dick and Landi, particularly given their similar
environments. Ex. 1003, 1203. Indeed, as discussed above, tokenization to protect
sensitive information was well known in the field. Moreover, Dick calls for the
very de-identification described in Landi.

A POSA would look to combine Dick and Landi with Murphy because
Murphy describes how to use query responses that maintain patient privacy (a goal
of Dick and Landi) using volume to mask patient identity, which complies with
HIPAA. Id., 1204. Specifically, Murphy recommends at least a minimum amount
of de-identified medical data (i.e., multiple patient records) such that the query

complies with the HIPAA statistical requirements. Id., §205. This prevents a search
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for a single subject in Dick resulting in identification of the subject’s medical
records.

A POSA would find the combination obvious because Landi is intended to
comply with HIPAA. Ex. 1008, 2:5-18; 45 C.F.R. § 164.514(b); Ex. 1003, 204.
Similarly, Dick cites to complying with the applicable privacy laws using
statistically sound methods. Ex. 1007, [0046] (“[T]he medical information
repository may instead release medical information upon condition that a person
with appropriate knowledge and experience with generally accepted statistical and
scientific principles has applied a ‘de-identifying’ methodology to remove or make
certain that no personally identifiable information is released from the
repository.”). Ex. 1003, 1204-205.

A POSA would have had a reasonable expectation of success in making this
combination inasmuch as preventing the return of a query with fewer than three
patient records would not have been a simple programming task in systems already
designed to return search results. Ex. 1003, 1206.

The claim chart below shows that the claims 1-20 are obvious over Dick in

view of Landi and Murphy.

Claim Clause Dick in view of Landi and Murphy Ground

[7.a] A system Dick describes a system that includes a “Requester’s
comprising: a Server” (230) that receives a user request pertaining to
computing device the names of a group of individuals from a “Requesting
comprising: amemory | & Viewing Client,” and then initiates a search in central
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configured to store
instructions; and a
processor to execute the
instructions to perform
operations comprising:

server 245, to a “Medical Information Repository.” Ex.
1007, Fig. 3, [0020]-[0022], [0028], [0034], claim 23.
The request is for de-identified healthcare information in
order to comply with HIPAA. Ex. 1006, [0044]-[0046].
Dick’s system includes a front end physical environment
(requesting and viewing clients as terminals), an intranet-
based client-server environment, and an internet based
environment. Id., [0020]-[0021], [0036], [0048]
(“general purpose computer”, “appropriate hardware”,
“memory”), [0049]. A POSA would have found it
obvious that Dick’s Requester’s Server has a processor

and a memory. Ex. 1003, 1207-08.

Landi describes using encryption to create tokens from
P11 using a public encryption key. Ex. 1008, 2:63-67,
3:3-5, 8:38-55 (“public keys are freely distributable™),
14:29-32. Landi also establishes that these computerized
systems use “processors’ and “program storage devices.”
Ex. 1008, 3:58-4:10; Ex. 1003, 11207-08.

[7.b] receiving a request
from a user device for
information that
characterizes a group...

Dick’s Requester’s Server receives a request from the
“requesting and viewing client” for medical records for a
“subject” that may be “a human individual or group of
humans.” Ex. 1007, Figs. 1-3, [0020]-[0021], [0024],
[0044]-[0046], claim 23 (“a group of preselected
individuals™), Abstract (““The present invention relates to
a method of searching for medical information ...
compris[ing] the steps of receiving a request for medical
information including identification of a subject;
transmitting a query to a medical information repository
for information pursuant to the request.”); Ex. 1003,
1209. Dick describes that its system can be used to
obtain healthcare information for many purposes. Ex.
1007, [0003], [0026], [0037], [0041]-[0042], [0047]; EX.
1003, 1209.

As described above and below, Landi’s central
database/system 30 containing medical records for
searching includes solely de-identified records in which
P11 has been replaced with a token in the form of
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Encrypted IDs for each individual that has patient
records. Ex. 1008, 4:40-46 (“[T]he public keys ... are
used for de-identifying (encrypting) one or more items of
patient identifying information ... to generate an
encrypted version of the patient identifying information
(referred to herein as ‘Encrypted IDs)’.”), 11:23-29
(“[E]ach Encrypted ID is a unique reproducible
encrypted version of patient identifying information, the
process preserves patient uniqueness to enable to the
same patient to be recognized.”); Ex. 1003, 1210-211.
The Encrypted IDs are created using public keys that are
freely distributable so that various entities may replicate
the Encrypted IDs when dealing with the same patient.
Ex. 1008, 8:39-55, 4:65-5:19, 5:32-44, 5:57-61; EX.
1003, 1210-212.

Thus, as also discuss above, a POSA would have been
motivated to produce a token for each individual in
Dick’s group of individuals in a query because (i) Dick’s
system includes a remote database for medical records
for the group of individuals (Ex. 1007, Fig. 2, [0003],
[0008], [0011], [0024]), (i1) Landi’s central database of
de-identified patient records identifies the records
through Encrypted IDs (tokens) (Ex. 1008, 7:3-38), and
(iii) the public keys for creating such tokens are freely
distributed in compliance with HIPAA in order to allow
for recognition of corresponding records (Ex. 1008,
8:39-55). Ex. 1003, 11213-214. Specifically, the tokens
created with the public key would allow for
identification of corresponding medical record in the de-
identified, central database. See Ex. 1007, claim 23, (“A
method for gathering and formatting medical information
regarding an individual,... comprising the steps of: (a)
searching at least one medical information repository for
medical information regarding a group of preselected
individuals.”). Thus, a POSA applying the token creation
and matching system in Landi to Dick would understand
that the Dick can query de-identified patient records held
at a data source (Medical Information Repository in Dick
and/or central repository in Landi) using the public
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encryption key from Landi to create encrypted tokens to
be used for such requests. Ex. 1008, 8:49-52(“[T]he
public keys can be used to produce a unique,
reproducible encrypted version of patient identifying
information. Since the encryption is reproducible, the
same patient can be recognized ....”); Ex. 1003, 9 EX.
1003, 11213-214.

A POSA would have understood that creating encrypted
tokens in Dick’s system using Landi’s method complies
with HIPAA. Ex. 1008, 1:58-2:26, 3:52-57, 9:20-27,
10:23-31, 11:64-12:67; Ex. 1007, [0004], [0024], [0026];
Ex. 1003, §204. For example, it would potentially violate
HIPAA to just send PII to be used for such a query
directly to the centralized data server source (45 C.F.R. 8§
164.502(d)), so in order to avoid a potential HIPAA
violation it was common practice to use a public
encryption key to create tokens on a requesting server
when sending a query. Ex. 1003, 1213.

[7.c] from a set of de-
identified data
representing
characteristics of the
individuals pre-or post-
encounter with a
healthcare facility,

Dick explains that the repository responds to queries for
information from a set of de-identified data representing
characteristics of individuals. Ex. 1007, [0045] (“Before
information from a medical information repository could
be released . . . the medical information would have to be
altered such that no person can be individually identified
from the health information.”), claim 23 (*(b) compiling
and formatting at the site of the medical information
repository the results of the search in a generic format
ascertainable by requester; . . . (d) providing the
compiled and de-identified results of at least one of the
preselected individuals to a requester upon verification
that the request is authorized.”); Ex. 1003, 1215.

In Dick the queried information relates to pre or post
encounters with health facilities. Ex. 1007, [0018]
(“Medical Information 100 encompasses all information
relating to physical and mental health diagnoses and
remedies such as physician-patient records, clinical
information records and prescription drug records.
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Clinical information includes laboratory testing,
ambulatory, home health, and long-term care among
other sources of clinical care and information.”); see also
id., [0046] (“The information distributed by the present
invention can be deidentified at one of any number of
points, including being deidentified at the originating
Source of the information, Such as the PBM, or the clinic
from which the medical information is being
collected.”); Ex. 1003, 1216.

[7.d] wherein the
request contains
identifying data for each
member...who have
had an encounter with a
healthcare facility;

Dick explains that the request for healthcare information
identifies individuals in a group for which the data is
sought. Ex. 1007, Fig. 1, box 105 (“Receiving a request
for medical information, the request including
identification of a subject.”), [0024] (“[S]ubject[s] might
consist of a human individual or group of humans.”),
[0019]-[0022], claim 23 (“[S]earching at least one
medical information repository for medical information
regarding a group of preselected individuals.”); EX.
1003, 9217; see also 7.c.

In Landi the request for healthcare information includes
P11 associated with members of the group because the
Encrypted ID that are used in the query are created from
P11 associated with the patients. Ex. 1008, 4:40-47
(“[TThe public keys ... are used for de-identifying
(encrypting) one or more items of patient identifying
information ... to generate an encrypted version of the
patient identifying information (referred to herein as
‘Encrypted IDs)’.”); Ex. 1003, 4218. For example, Landi
describes how its invention can be used to monitor
patients in a clinical trial for compliance while still
complying with HIPAA. Ex. 1008, 9:43-10:15; Ex. 1003,
218. A POSA would have appreciated that when
patients are queried under this scenario, the tokens are
created using the P11 for each patient in the trial (i.e. the
group in question). Ex. 1008, 9:52-56 (“[E]ach time data
is collected, the patient should be de-identified in the
same way (e.g., it is critical to know that de-identified
patient 24 from a first round of collection is also present
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in a second round and is still de-identified as de-
identified patient 24).”); Ex. 1003, 1218; see also 7.c.

[7.e] producing, by a
hardware processor, a
request token for each
individual.. ;

Landi describes that various entities create tokens
(Encrypted 1Ds) using the same public keys that are
freely shared. Ex. 1008, 8:47-55, 11:3-29, 4.65-5:2
(“same secure public encryption protocol (e.g., RSA)”),
4:35-40, 5:7-5:36 (‘master public key”’; “public key”; “to
thereby generate an Encrypted ID for each subject
patient”), 10:40-51; see also 7.a; Ex. 1003, 11219-220.

Each token created for purposes of the query is
associated with a corresponding token in the de-
identified health records in a central database, such as
Landi’s central system 30. Indeed, the very purpose of
disseminating a public key to create tokens is to allow
for identification of corresponding patient records. Ex.
1007, 8:38-55; Ex. 1003, 11220-222.

Thus, because the public keys created matching tokens
(in the query and in the de-identified records), the tokens
(Encrypted IDs) stored in Landi’s central processing
system 30 correspond to the same tokens produced by
Dick’s server in response to the user request. Ex. 1007,
4:11-34, 7:3-38, 8:38-9:10, 9:43-10:14 (“(1) to comply
with HIPAA, analysis must be done on de-identified data
when the persons analyzing patient data are not
associated with the provider organization; (2) data is
collected at various points of time and analyses are

performed after each data collection.”), Figs. 1-3; EX.
1003, 11220-224.

[7.f] comparing the
request tokens to tokens
associated with the
medical data to find
matching tokens

The tokens produced by Dick’s server in response to the
user request in queries sent from the Requester’s Server
in Dick would correspond to the similarly encrypted
tokens in the de-identified patient records in the medical
information repository or central system 30 (data
source), per Landi’s teachings discussed above. Landi
describes tokens in a set of de-identified healthcare data
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and the associated healthcare data that would correspond
to the produced tokens. Ex. 1008, Fig. 3; Ex. 1003, 1225.

/50
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Obtain Identified Patient Data

Provide Input Key(s) and Identified Patient Data as
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Generate an Encrypted /D for each Patient
Using Encryption Key

===
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Perform De-ldentification of Unstructured Patient Data
Records, and Optionally Replace De-ldentified Data
with Readable Strings Mapped to Encrypted IDs
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Perform De-ldentification of Patient Image Data, and
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FIG. 3

In particular, Landi explains that the tokens in the de-
identified records in the central system/database 30 are
used to recognize (i.e., identify) the records that match
the corresponding tokens created by encrypting the same
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patient information elsewhere using the common public
key. Ex. 1008, 8:38-55, 11:23-29 (“enable [] the same
patient to be recognized”), 11:52-63 (“can readily be
searched”).; Ex. 1003, 9225. And, Dick’s search request
involves a search for patient records for a specified
group of patients, as discussed above.

Therefore, a POSA would understand that the token
created in response to a user request and sent to the
medical repository would be compared against the
tokens in the de-identified patient data to find matching
patient records. Ex. 1003, 1226.

[7.9] and to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report...

While Dick describes using statistical methods to ensure
that an individual’s medical records are not identified, it
does not explicitly identify one well-known method of
accomplishing that goal—preventing the return of, e.g.,
one record that can be associated a particular patient in
view of the search parameters. Ex. 1007, [0046]; EX.
1003, 1227. However, a POSA applying Dick and its
suggestion to use known and accepted statistical methods
to ensure compliance with HIPAA would naturally look
to Murphy for its more detailed discussion of how to
implement such methods. Ex. 1003, {1228-229.

Murphy makes clear that, in complying with HIPAA, an
algorithm preferably blocks queries that return fewer
than 3 patients to prevent the user from associating the
patient with a particular record. Ex. 1009, 555. (“[W]e
modify our range algorithm to have a wider obfuscation
at values close to zero, and indicate the greater range by
returning ‘<3’ when the obfuscated number is less than
3.”); Ex. 1003, 1229. Ensuring a minimum number of
tokens are identified would have been a simple design
choice to comply with HIPAA. Ex. 1003, 1166, 229.

[7.h] wherein the
minimum number of
individuals are selected
according to at least a

Dick in view of Murphy suggests a minimum number of
individuals for the reasons discussed. See 7.g.
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privacy-preserving rule
that disallows same
individuals to be
included within a
defined period of time;

Additionally, a POSA would apply Murphy’s concept of
auditing queries in a history table to check the date/time
and the number of individuals returned by the queries.
Ex. 1009, p. 554. Murphy further explains that it would
be beneficial to check whether the number of individuals
returned in a query returned the exact same number of
individuals as a previous query in a predetermined time
period and, depending on the time range employed,
preventing the user from further queries. 1d. A POSA
would employ this concept to Evenhaim to ensure that
the same individuals are not included in a request within
a defined time period in order to provide additional
security and comply with HIPAA’s statistical de-
identification requirements. Ex. 1003, 1231.

[7.1] producing the
requested information
that characterizes the

group,

See 7.b above.

[7.j] an identity of the
individuals being
unattainable...;

The purpose of the tokens (Encrypted IDs) from Landi is
to prevent identification of the individuals. Ex. 1008,
7:22-30, 11:13-17 (“The Encrypted ID for each patient is
generated such that the patient identifying information
contained within the Encrypted ID cannot be
reconstructed without a valid decryption key (e.g.,
private key).”). Specifically, Landi explains that the
public key allows for encryption of the PII, but does not
allow for decryption—only the private key (which is not
disseminated) allows for decryption. Id., 4:35-48, 5:2-31,
7:34-38, 11:13-19; Ex. 1003, 1233-235.

[7.K] and providing the
produced medical
information to report
the characteristics of the
group of individuals

See 7.b above.

Further, Dick explains that the medical information is of
the type that includes characteristics of a group of
individuals. Ex. 1007, [0003], [0012] (“’claims handling,
medication information”), [0025], [0035], [0038] (“tests
ordered, results obtained”); see also Ex. 1008, 2:54-59,
6:4-18; Ex. 1003, 1237.
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[7.1] absent
authorization....

Dick describes producing healthcare information without
the individuals in the group having authorized
production. Ex. 1007, [0024], [0026] (“In some cases,
consent of the subject(s) is required to obtain the medical
information.... In other instances, where the law does not

require a release, none is obtained.”), [0047]; Ex. 1003,
11238-239.

[8] The system of claim
7, wherein the provided
information is medical
data in conformity with
...(HIPAA).

See 7.1 above.

[9] The system of claim
7, wherein the request
...Includes personally
identifiable
information....

Dick explains that the request for healthcare information
identifies individuals in a group for which the data is
sought. Ex. 1007, Fig. 1, box 105 (“Receiving a request
for medical information, the request including
identification of a subject.”), [0024] (“[S]ubject[s] might
consist of a human individual or group of humans.”),
[0019]-[0022], claim 23 (“[S]earching at least one
medical information repository for medical information

regarding a group of preselected individuals.”); EX.
1003, 1241.

In Landi the request for healthcare information includes
P11 associated with members of the group because the
Encrypted ID that are used in the query are created from
PIl associated with the patients. Ex. 1008, 4:40-47
(“[T]he public keys ... are used for de-identifying
(encrypting) one or more items of patient identifying
information ... to generate an encrypted version of the
patient identifying information (referred to herein as
‘Encrypted IDs)’.”); Ex. 1003, 9242. For example, Landi
describes how its invention can be used to monitor
patients in a clinical trial for compliance while still
complying with HIPAA. Ex. 1008, 9:43-10:15; Ex. 1003,
f242. A POSA would have appreciated that when
patients are queried under this scenario, the tokens are
created using the PII for each patient in the trial (i.e. the
group in question). Ex. 1008, 9:52-56 (“[E]ach time data
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Is collected, the patient should be de-identified in the
same way (e.g., it is critical to know that de-identified
patient 24 from a first round of collection is also present
in a second round and is still de-identified as de-
identified patient 24).”); Ex. 1003, 4241-242.

[10] The system of
claim 7, in which the
data...is encrypted.

Landi describes producing the requested healthcare
information includes encrypting respective data that
identifies each individual to create the Encrypted IDs
(tokens). Ex. 1008, 2:41-49 (“[G]enerating an encrypted
ID for the individual, wherein the encrypted 1D
comprises an encrypted representation of one or more
items of individual identifying information.”), 14:26-29,
4:40-47; Ex. 1003, 1243.

[11] The system

of claim 7, in which the
tokens associated with
the data and the request
tokens are similarly
encrypted.

Landi describes that various entities create tokens
(Encrypted 1Ds) using the same public keys that are
freely shared. Ex. 1008, 8:47-55, 11:3-29, 4.65-5:2
(“same secure public encryption protocol (e.g., RSA)”),
4:35-40, 5:7-5:36 (“master public key”; “public key”’; “to
thereby generate an Encrypted ID for each subject
patient”), 10:40-51; Ex. 1003, 1244.

Additionally, a POSA implementing the token matching
system in Landi into Dick’s query would be motivated to
use the same or similar public encryption key to enable
the desired healthcare information to be properly
searched for matching records. Ex. 1007, claim 23; EX.
1003, f244.

[12] The system of
claim 7,...determining
if the group includes at
least a minimum
number of individuals.

See 7.g above.

[13] The system of
claim 7, in which the
data represents medical
related information....

As explained above, Dick describes that the user’s
request is for healthcare information that characterizes
the group of individuals in the request. Ex. 1007,
Abstract (“[A] method of searching for medical
information ... compris[ing] the steps of receiving a
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request for medical information including identification
of a subject; transmitting a query to a medical
information repository for information pursuant to the
request;”), [0024] (explaining that the searched for
“subject might consist of a human individual or group of
humans. The subject is the target of the search for
medical information”), [0003], [0026], [0037], [0041]-
[0042], [0047]; Ex. 1003, Y246.

In Landi the healthcare data represents medical related
information associated with the individuals of the group,
such as those in a clinical trial. Ex. 1008, 8:61-9:19
(“Systems and methods according to the invention for
deidentifying patient data can be implemented for
various purposes such as research, public health or
healthcare operations.”), 9:43-60, 4:19-23; Ex. 1003,
19127, 246.

Claim Clause

Dick in view of Landi and Murphy Ground

[1.a] A computer-
implemented method
comprising: receiving a
request from a user
device for information
that characterizes a
group...from a set of
de-identified medical
data representing
characteristics of the
individuals pre- or post-
encounter with a
healthcare facility,

See 7.a, 7.b, 7.c, 7.d above.

[1.b] wherein the
request contains
identifying data for each
member...who have
had an encounter with a
healthcare facility;

See 7.d above.
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Claim Clause

Dick in view of Landi and Murphy Ground

[1.c] producing, by a
hardware processor, a
request token for each
individual.. ;

See 7.e above.

[1.d] comparing the
request tokens to tokens
associated with the de-
identified data to find
matching tokens and

See 7.f above.

[1.e] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report
...wherein the
minimum number of
individuals are selected
according to at least a
privacy-preserving rule
that disallows same
individuals to be
included within a
defined period of time;

See 7.9, 7.h above.

[1.f] producing the
requested information
that characterizes the

group,

See 7.1 above.

[1.9] an identity of the
individuals being
unattainable...; and

See 7.j above.

[1.h] providing the
produced medical
information to report
the characteristics of the
group of individuals
absent authorization. . ..

See 7.k, 7.1 above.
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Claim Clause

Dick in view of Landi and Murphy Ground

[2] The computer-
implemented method
of claim 1, wherein the
provided information is
medical data in
conformity with. ..
(HIPAA).

See 8 above.

[3] The computer-
implemented method
of claim 1,...receiving
personally identifiable
information associated
with the individuals of
the group.

See 9 above.

[4] The computer-
implemented method
of claim 1, in which
producing the requested
information includes

encrypting....

See 10 above.

[5] The computer-
implemented method
of claim 1, in which the
tokens associated with
data and the request
tokens are similarly
encrypted.

See 11 above.

[6] The computer-
implemented method

of claim 1, in which the
data represents medical-
related information....

See 13 above.

[14.a] One or more
computer readable
storage devices storing
instructions that are
executable by a
processing device, and

See 7.a above.
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Claim Clause

Dick in view of Landi and Murphy Ground

upon such execution
cause the processing
device to perform
operations comprising:

[14.b] receiving a
request from a user
device for information
that characterizes a
group...from a set of
de-identified data
representing
characteristics of the
individuals pre-or post-
encounter with a
healthcare facility,

See 7.b, 7.c above.

[14.c] wherein the
request contains
identifying data for each
member...who have
had an encounter with a
healthcare facility;

See 7.d above.

[14.d] producing, by a
hardware processor, a
request token for each
individual.. .;

See 7.e above.

[14.e] comparing the
request tokens to tokens
associated with the
medical data to find
matching tokens and

See 7.f above.

[14.f] to determine
whether the group
includes at least a
minimum number of
individuals to be
included in a report...,

See 7.g above.
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Claim Clause

Dick in view of Landi and Murphy Ground

[14.g] wherein the
minimum number of
individuals are selected
according to at least a
privacy-preserving rule
that disallows same
individuals to be
included within a
defined period of time;

See 7.h above.

[14.h] producing the
requested
information...an
identity of the
individuals being
unattainable from the
produced information;
and

See 7.1, 7.] above.

[14.1] providing the
produced medical
information...absent
authorization....

See 7.k, 7.1 above.

[15] The computer
readable storage devices
of claim 14, wherein the
provided information is
medical data in
conformity with. ..
(HIPAA).

See 8 above.

[16] The computer
readable storage devices
of claim 14, wherein
receiving the request
for...includes receiving
personally identifiable
information associated
with the individuals of
the group.

See 9 above.
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Claim Clause Dick in view of Landi and Murphy Ground

[17] The computer See 10 above.
readable storage devices
of claim 14, in which
producing the requested
information includes

encrypting....

[18] The computer See 11 above.
readable storage devices
of claim 14, in which
the tokens associated
with the medical data
and the request tokens
are similarly encrypted.

[19] The computer See 13 above.
readable storage devices
of claim 14, in which
the data represents
medical-related
information. ...

[20] The computer See 12 above.
readable storage devices
of claim
14...determining if the
group includes at least a
minimum number of
individuals.

7. CONCLUSION
A reasonable likelihood exists that the Challenged Claims are unpatentable.
Ex. 1003, 11275-76. Accordingly, Petitioner respectfully requests inter partes

review of the Challenged Claims.
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