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SYSTEMS AND METHODS FOR
IDENTIFICATION OF CLINICAL STUDY
CANDIDATES

RELATED APPLICATIONS

[0001] The application relates to and claims priority from
U.S. Provisional Application No. 60/804,752, entitled “Sys-
tems and Methods for Identification of Clinical Study Can-
didates,” filed on Jun. 14, 2006, which is herein incorporated
by reference in its entirety.

FEDERALLY SPONSORED RESEARCH OR

DEVELOPMENT
[0002] [Not Applicable]
MICROFICHE/COPYRIGHT REFERENCE
[0003] [Not Applicable]
BACKGROUND OF THE INVENTION
[0004] The present invention generally relates to search

and analysis of electronic medical record data. More par-
ticularly, the present invention relates to identification of
clinical study participants based on electronic medical
record data.

[0005] Hospitals typically utilize computer systems to
manage the various departments within a hospital and data
about each patient is collected by a variety of computer
systems. For example, a patient may be admitted to the
hospital for a Transthoracic Echo (TTE). Information about
the patient (e.g., demographics and insurance) could be
obtained by the hospital information system (HIS) and
stored on a patient record. This information could then be
passed to the cardiology department system (commonly
known as the cardio vascular information system, or CVIS),
for example. Typically the CVIS is a product of one com-
pany, while the HIS is the product of another company. As
a result, the database between the two may be different.
Further, information systems may capture/retain and send
different levels of granularity in the data. Once the patient
information has been received by the CVIS, the patient may
be scheduled for a TTE in the echo lab. Next, the TTE is
performed by the sonographer. Images and measurements
are taken and sent to the CVIS server. The reading physician
(e.g., an echocardiographer) sits down at a review station
and pulls the patient’s TTE study. The echocardiographer
then begins to review the images and measurements and
creates a complete medical report on the study. When the
echocardiographer completes the medical report, the report
is sent to the CVIS server where it is stored and associated
with the patient through patient identification data. This
completed medical report is an example of the kind of report
that could be sent to a data repository for public data mining.
Medication instructions, such as documentation and/or pre-
scription, as well as laboratory results and/or vital signs,
may also be generated electronically and saved in a data
repository.

[0006] Today, medical device manufacturers and drug
companies face an ever-growing challenge in collecting
clinical data on the real-life utilization of their products. As
patient medical reports are becoming computerized, the
ability to obtain real-life utilization data becomes easier.
Further, the data is easier to combine and analyze (e.g.,
mine) for greater amounts of useful information.
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[0007] As medical technology becomes more sophisti-
cated, clinical analysis may also become more sophisticated.
Increasing amounts of data are generated and archived
electronically. With the advent of clinical information sys-
tems, a patient’s history may be available at a touch of a
button. While accessibility of information is advantageous,
time is a scarce commodity in a clinical setting. To realize
a full benefit of medical technological growth, it would be
highly desirable for clinical information to be organized and
standardized.

[0008] Even if clinical or image-related information is
organized, current systems often organize data in a format
determined by developers that is unusable by one or more
medical practitioners in the field. Additionally, information
may be stored in a format that does not lend itself to data
retrieval and usage in other contexts. Thus, a need exists to
structure data and instructions in a way that is easier to
comprehend and utilize.

[0009] Data warehousing methods have been used to
aggregate, clean, stage, report and analyze patient informa-
tion derived from medical claims billing and electronic
medical records (EMR). Patient data may be extracted from
multiple EMR databases located at patient care provider
(PCP) sites in geographically dispersed locations, then trans-
ported and stored in a centrally located data warehouse. The
central data warehouse may be a source of information for
population-based profile reports of physician productivity,
preventative care, disease-management statistics and
research on clinical outcomes. Patient data is sensitive and
confidential, and therefore, specific identifying information
must be removed prior to transporting it from a PCP site to
a central data warehouse. This removal of identifying infor-
mation must be performed per the federal Health Insurance
Portability and Accountability Act (HIPAA) regulations.
Any data that is contained in a public database must not
reveal the identity of the individual patients whose medical
information is contained in the database. Because of this
requirement, any information contained on a medical report
or record that could aid in tracing back to a particular
individual must be removed from the report or record prior
to adding the data to a data warehouse for public data
mining.

[0010] Patient data may be useful to medical advance-
ment, as well as diagnosis and treatment of patients, in a
variety of ways. In order to accurately assess the impact of
a particular drug or treatment on a patient, for example, it is
helpful to analyze all medical reports relating to the par-
ticular patient. Removing data that can be used to trace back
to an individual patient can make it impossible to group and
analyze all medical reports relating to a particular patient. In
addition, one of the aims of population analysis is to
assemble an at-risk cohort population comprised of indi-
viduals who may be candidates for clinical intervention.
De-identified data is not very useful to the patient care
providers who need to know the identity of their own
patients in order to treat them. Users of the system may need
the ability to re-identify patients for further follow-up. Portal
users may need to re-identify the patients in a process that
doesn’t involve the portal system, i.e. the process of re-
identification occurs on the local user’s system.

[0011] Current identification of clinical study participants
typically involves the use of mass media to broadcast a need
for patients who fit a list of clinical conditions that would
potentially qualify the candidate for clinical study. This
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manual, mass media-based selection process is lengthy and
expensive due to at least the cost of using mass media and
the time involving in crafting a message, broadcasting the
message, and waiting for responses. Thus, systems and
methods for identifying potential clinical study participants
more rapidly would be highly desirable. Systems and meth-
ods for identifying potential clinical study participants with
greater precision and less expense would also be highly
desirable.

[0012] Currently, researchers design clinical study proto-
cols using recent statistics on disease incidence and pub-
lished literature on similar studies to best define clinical
conditions or parameters that will yield a potential study
pool of significant size and quality. Such protocol design is
a ‘trial and error’ methodology. Use of trial and error
protocol design methodologies involve great expense when
a certain protocol has begun recruitment and requires alter-
ation due to insignificant potential study participant volume,
for example. Any changes require that all previously quali-
fied patients must be re-screened based on the latest study
parameters. Thus, systems and methods for improved adjust-
ment of clinical study protocols and screening of potential
clinical study participants would be highly desirable.
[0013] Using current methods, clinical study investigators
are recruited for participation during the early phase of a
study using a variety of methods, including mass media,
databases, and word of mouth. The goal of the recruitment
effort is to identify researchers with a clinical and research
background who meet the study criteria and who also serve
a patient population large and focused enough to contain
patients whose clinical backgrounds meet the study criteria.
Often, a clinical study sponsor will phone clinical study
investigators to gauge both interest and an estimate for the
number of patients who meet study criteria. Frequently, this
method over estimates the number of potential study can-
didates because these estimates are attained from the inves-
tigator’s memory versus an actual patient medical record.
By over-estimating the patient pool, the study may not meet
its end-targets, may not reach statistical significance, may
incur major expenses to urgently find more participants, may
incur significant delays, and/or may require a total change of
the study protocol and thus re-recruitment of participants.
[0014] Therefore, there is a need for systems and methods
for improved clinical study definition and participant selec-
tion. There is a need for systems and methods for improved
clinical trial configuration in compliance with HIPAA.

BRIEF SUMMARY OF THE INVENTION

[0015] Certain embodiments provide systems and meth-
ods for searching electronic medical data to identify a pool
of potential study participants.

[0016] Certain embodiments provide a method including
the steps of receiving a plurality of search criteria, executing
a search of electronic medical data based on each of the
plurality of search criteria to create a pool of potential study
participants and outputting the pool of potential study par-
ticipants. In certain embodiments, the method may further
include normalizing the plurality of search criteria according
to at least one vocabulary. In certain embodiments, the
method may allow a user to select the plurality of search
criteria from a list of allowable criteria.

[0017] Certain embodiments provide a system for identi-
fying a pool of potential study participants. The system
includes a user interface allowing input of a plurality of
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search criteria and output of a pool of potential study
participants and a data storage storing electronic patient
data. The user interface triggers a search of the electronic
patient data in the data storage based on each of the plurality
of search criteria to create the pool of potential study
participants. In certain embodiments, the system may also
include a vocabulary of allowable search criteria used for
normalizing the plurality of search criteria and/or selecting
the plurality of search criteria, for example. In certain
embodiments, the electronic patient data is de-identified in
compliance with HIPAA regulations.

[0018] Certain embodiments provide a computer readable
medium having a set of instructions for execution by a
computer. The set of instructions includes an input routine
for receiving a plurality of search criteria and a search
routine for searching electronic medical records to identify
records matching each of the plurality of search criteria.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF
THE DRAWINGS

[0019] FIG. 1 is an exemplary system for securing patient
identity in accordance with an embodiment of the present
invention.

[0020] FIG. 2 is a block diagram of an exemplary data
warehouse architecture in accordance with an embodiment
of the present invention.

[0021] FIG. 3 depicts an exemplary process for de-iden-
tifying patient data for storage in a data warchouse used in
accordance with an embodiment of the present invention.
[0022] FIG. 4 is a block diagram of an exemplary process
for re-identifying a patient from de-identified patient data in
accordance with an embodiment of the present invention.
[0023] FIG. 5 illustrates a system for patient data de-
identification and re-identification in accordance with an
embodiment of the present invention.

[0024] FIG. 6 illustrates a flow diagram for a method for
generating a candidate pool from electronic medical records
in accordance with an embodiment of the present invention.
[0025] FIG. 7 illustrates an electronic medical records
search system used in accordance with an embodiment of
the present invention.

[0026] The foregoing summary, as well as the following
detailed description of certain embodiments of the present
invention, will be better understood when read in conjunc-
tion with the appended drawings. For the purpose of illus-
trating the invention, certain embodiments are shown in the
drawings. It should be understood, however, that the present
invention is not limited to the arrangements and instrumen-
tality shown in the attached drawings.

DETAILED DESCRIPTION OF THE
INVENTION

[0027] Certain embodiments provide a secure process for
sending de-identified patient information from an ambula-
tory patient care provider (PCP) site to a data warehouse
system where the patient data may be analyzed and com-
pared with a wider range of patient data. The terms “de-
identified patient information” and “de-identified patient
data” as used in this document refer to both fully de-
identified data as defined by HIPAA and limited data set data
as defined by HIPAA. A limited data set is protected health
information for research, public health and health care
operations that excludes direct identifiers (e.g., name; postal
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address other than city, state and zip code; social security
number; medical records numbers) but in which other iden-
tifying information may remain (e.g., dates of examination;
documentation; diagnosis; prescription; lab test results).
This is contrasted with fully de-identified data as defined by
HIPAA, where all data that may be used to trace back to an
individual patient is removed from the record. Information
obtained through the data warehouse that pertains to indi-
vidual patients is transmitted back to the originating PCP
site, via a cohort report. Cohort reports are generated by
queries that are executed against the data warchouse system
to identify patient cohort groups. The individual patients
included in a cohort report are then re-identified at the PCP
site so that the PCPs may consider the information when
deciding on treatment options for the individual patients.

[0028] Alternatively and/or in addition, a cohort report
may be used to send a list of patients and/or healthcare
practitioners qualified for a particular clinical study back to
the PCP. For example, a query representing a protocol of a
clinical study is packaged and sent to a PCP or other site to
be processed by a host EMR application. A report is gen-
erated including a set of patients and may alert that one or
more patient ‘matches’ exist.

[0029] FIG. 1 is an exemplary system for securing patient
identity. PCP systems 108 located at various PCP sites are
connected to a network 106. The PCP systems 108 send
patient medical data to a data warehouse located on a data
warehouse system 104. The PCP systems 108 typically
include application software to perform data extraction
along with one or more storage device for storing the
electronic medical records (EMRs) associated with patients
treated at the PCP site. In addition, the PCP systems 108 may
include PCP user systems 110 to access the EMR data, to
initiate the data extraction and to enter a password string to
be used for encrypting a patient identifier. The PCP user
systems 110 may be directly attached to the PCP system 108
or they may access the PCP system 108 via the network 106.
Each PCP user system 110 may be implemented using a
general-purpose computer executing a computer program
for carrying out the processes described herein. The PCP
user systems 110 may be personal computers or host
attached terminals. If the PCP user systems 110 are personal
computers, the processing described herein may be shared
by a PCP user system 110 and a PCP system 108 by
providing an applet to the PCP user system 110. The storage
device located at the PCP system 108 may be implemented
using a variety of devices for storing electronic information
such as a file transfer protocol (FTP) server. It is understood
that the storage device may be implemented using memory
contained in the PCP system 108 or it may be a separate
physical device. The storage device contains a variety of
information including an EMR database.

[0030] In addition, the system of FIG. 1 includes one or
more data warehouse user systems 102 through which an
end-user may make a request to an application program on
the data warehouse system 104 to access particular records
stored in the data warchouse (e.g., to create a cohort report).
In an exemplary embodiment of the present invention,
end-users may include PCP staff members, pharmaceutical
company research team members and personnel from com-
panies that make medical and/or other products. The data
warehouse user systems 102 may be directly connected to
the data warehouse system 104 or they may be coupled to
the data warehouse system 104 via the network 106. Each
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data warehouse user system 102 may be implemented using
a general-purpose computer executing a computer program
for carrying out the processes described herein. The data
warehouse user systems 102 may be personal computers or
host attached terminals. If the data warehouse user systems
102 are personal computers, the processing described herein
may be shared by a data warehouse user system 102 and the
data warehouse system 104 by providing an applet to the
data warehouse user system 102.

[0031] The network 106 may be any type of known
network including a local area network (LAN), a wide area
network (WAN), an intranet, or a global network (e.g.,
Internet). A data warehouse user system 102 may be coupled
to the data warehouse system 104 through multiple networks
(e.g., intranet and Internet) so that not all data warchouse
user systems 102 are required to be coupled to the data
warehouse system 104 through the same network. Similarly,
a PCP system 108 may be coupled to the data mining host
system 104 through multiple networks (e.g., intranet and
Internet) so that not all PCP systems 108 are required to be
coupled to the data warehouse system 104 through the same
network. One or more of the data warehouse user systems
102, the PCP systems 108 and the data warehouse system
104 may be connected to the network 106 in a wireless
fashion and the network 106 may be a wireless network. In
an exemplary embodiment, the network 106 is the Internet
and each data warchouse user system 102 executes a user
interface application to directly connect to the data ware-
house system 104. In another embodiment, a data warehouse
user system 102 may execute a web browser to contact the
data warehouse system 104 through the network 106. Alter-
natively, a data warehouse user system 102 may be imple-
mented using a device programmed primarily for accessing
the network 106 such as WebTV.

[0032] The data warehouse system 104 may be imple-
mented using a server operating in response to a computer
program stored in a storage medium accessible by the server.
The data warehouse system 104 may operate as a network
server (often referred to as a web server) to communicate
with the data warchouse user systems 102 and the PCP
systems 108. The data warchouse system 104 handles send-
ing and receiving information to and from data warehouse
user systems 102 and PCP systems 108 and can perform
associated tasks. The data warehouse system 104 may also
include a firewall to prevent unauthorized access to the data
warehouse system 104 and enforce any limitations on autho-
rized access. For instance, an administrator may have access
to the entire system and have authority to modify portions of
the system and a PCP staff member may only have access to
view a subset of the data warehouse records for particular
patients. In an exemplary embodiment, the administrator has
the ability to add new users, delete users and edit user
privileges. The firewall may be implemented using conven-
tional hardware and/or software as is known in the art. In
certain embodiments, the data warechouse system 104 is
implemented as a plurality of related and/or linked databases
or data warehouses.

[0033] The data warchouse system 104 also operates as an
application server. The data warehouse system 104 executes
one or more application programs to provide access to the
data repository located on the data warchouse system, as
well as application programs to import patient data into a
staging area and then into the data warehouse. In addition,
the data warehouse system 104 may also execute one or
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more applications to create patient cohort reports and to send
the patient cohort reports to the PCP systems 108. Process-
ing may be shared by the data warehouse user system 102
and the data warehouse system 104 by providing an appli-
cation (e.g., java applet) to the data warehouse user system
102. Alternatively, the data warehouse user system 102 can
include a stand-alone software application for performing a
portion of the processing described herein. Similarly, pro-
cessing may be shared by the PCP system 102 and the data
warehouse system 104 by providing an application to the
PCP system 102 and alternatively, the PCP system 102 can
include a stand-alone software application for performing a
portion of the processing described herein. It is understood
that separate servers may be used to implement the network
server functions and the application server functions. Alter-
natively, the network server, firewall and the application
server can be implemented by a single server executing
computer programs to perform the requisite functions.

[0034] The storage device located at the data warehouse
system 104 may be implemented using a variety of devices
for storing electronic information such as a file transfer
protocol (FTP) server. It is understood that the storage
device may be implemented using memory contained in the
data warehouse system 104 or it may be a separate physical
device. The storage device contains a variety of information
including a data warehouse containing patient medical data
from one or more PCPs. The data warehouse system 104
may also operate as a database server and coordinate access
to application data including data stored on the storage
device. The data warehouse may be physically stored as a
single database with access restricted based on user charac-
teristics or it can be physically stored in a variety of
databases including portions of the database on the data
warehouse user systems 102 or the data warehouse system
104. In an exemplary embodiment, the data repository is
implemented using a relational database system and the
database system provides different views of the data to
different end-users based on end-user characteristics.

[0035] FIG. 2 is a block diagram of an exemplary data
warehouse architecture. Patient data is extracted from EMR
databases located in the PCP systems 108. In an exemplary
embodiment of the present invention, an EMR database
record includes data such as: patient name and address,
medications, allergies, observations, diagnoses, and health
insurance information. The PCP systems 108 include appli-
cation software for extracting patient data from the EMR
database. The data is then de-identified and transported (e.g.,
via Hypertext Transfer Protocol (HTTP) or Secure HTTP
(HTTPS)) over the network 106 to the data warchouse
system 104. In certain embodiments, the data warchouse
system 104 may be implemented as a plurality of data
warehouses and/or databases, for example. The data ware-
house system 104 includes application software to perform
a data import function 206. The data import function 206
aggregates and cleanses de-identified patient data from
multiple sites and then stores the data into a staging area 208.
Data received from multiple PCP systems 108 is normalized,
checked for validity and completeness, and either corrected
or flagged as defective. Data from multiple PCP systems 108
is then combined together into a relational database. Aggre-
gation, cleaning and staging data in the described fashion
allows the data to be queried meaningfully and efficiently,
either as a single entity or specific to each individual PCP
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site 108. The de-identified patient data is then staged into a
data warehouse 210 where it is available for querying.

[0036] Patient cohort reports 212 are generated by appli-
cation software located on the data warchouse system 104
and returned to the PCP systems 108 for use by the primary
care providers in treating individual patients. Patient cohort
reports 212 may be automatically generated by executing a
canned query on a periodic basis. PCP staff members,
pharmaceutical company research team members and per-
sonnel from companies that make medical and/or other
products may each run patient cohort reports 212. In addi-
tion, patient cohort reports 212 may be created by an
end-user accessing a data warechouse user system 102 to
create custom reports or to initiate the running of canned
reports. Further, patient cohort reports 212 may be auto-
matically generated in response to the application software,
located on the data warehouse system 104, determining that
particular combinations of data for a patient are stored in the
data warehouse. An exemplary patient cohort report 212
includes all patients with a particular disease that were
treated with a particular medication. Another exemplary
patient cohort report 212 includes patients of a particular age
and sex who have particular test results. For example, a
patient cohort report 212 may list all women with heart
disease who are taking a hormone replacement therapy drug.
The patient cohort report 212 would list all the patients with
records in the data warehouse 210 that fit this criteria along
with a warning about the possible side-effects and the
likelihood of the side-effects occurring. In an exemplary
embodiment, each PCP site receives the entire report, in
another embodiment, each PCP site receives the report only
for patients that are being treated at the PCP site.

[0037] In an exemplary embodiment of the present inven-
tion, the ability to create patient cohort reports 212 based on
querying longitudinal patient data is supported by the ability
to connect all records relating to a single patient in the data
warchouse 210. This requires a unique identifier to be
associated with each patient record that is transmitted to the
data warehouse 210. The unique identifier indicates an
anonymous or abstract patient having certain characteristics
but does not provide personal direct identifying information
such as name, social security number, street address, etc.
However, individual PCPs may want to retain the ability to
re-identify a patient based on the unique identifier so that the
medical personnel located at the PCP site can follow through
with the patient in response to information included in the
patient cohort reports 212. FIG. 3 depicts an exemplary
process for de-identitying patient data for storage in a data
warehouse 210 located at the data warehouse system 104
and FIG. 4 depicts an exemplary process for re-identifying
a patient from the de-identified patient data contained in a
patient cohort report 212.

[0038] FIG. 3 is a block diagram of an exemplary process
for de-identitying patient data during data extraction for
transmission to a data warehouse system 104. The de-
identification process removes information that will identify
a patient while still retaining clinically useful information
about the patient. Patient data is extracted from the EMR
database 302 and identifying information is removed, result-
ing in de-identified patient data. In an exemplary embodi-
ment of the present invention, an EMR database 302
includes the following patient identifying demographic data:
names; geographic identifiers, including address; dates
directly related to an individual, including birth date, admis-
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sion date, discharge date and date of death; telephone and
fax numbers; electronic mail addresses; social security num-
ber; medical record number; health plan beneficiary; account
numbers; certificate or license numbers; vehicle identifiers
and serial numbers including license plate numbers; device
identifiers and serial numbers, web Universal Resource
Locators (URLs) and internet protocol (IP) address num-
bers; biometric identifiers, including finger and voice prints;
full face photographic images and comparable images; other
unique identifying numbers, characteristics and codes
assigned by the PCP or by the EMR system for administra-
tive purposes, including a patient identifier (PID) 304. The
EMR database 302 also includes information about: the
patient diagnosis or problem; medications taken or pre-
scribed; observations, diagnostic laboratory tests and vital
signs; subjective and objective findings, assessments, orders,
plans, and notes documented by healthcare providers. The
EMR database 302 also includes audit information that
records the date, time, and identity of persons who have
created, read, updated, or deleted information from the
patient record. The EMR database 302 record for each
patient also contains a numeric key known as the PID 304
which may be used to uniquely identify an individual
patient. The PID 304 is encoded as part of the de-identifi-
cation process to create an encoded patient identifier (EPID)
308. The EPID 308 is sent, along with the de-identified
patient data, to the data warehouse system 104.

[0039] The extraction process is performed by application
software located on the PCP system 108 and may be
executed in the background on a periodic basis (e.g., at 2
a.m. every night, at 2 a.m. every Saturday). In this manner,
the extraction process will be less likely to interfere with
existing software located on the PCP system 108. The
extraction process may also be initiated by a remote system
(e.g., the data warehouse system 104) and may include full
or incremental back-up schemes. In an exemplary embodi-
ment of the present invention, the following identifiers are
removed or transformed in order to create de-identified data
that would be classified under the HIPAA definition as fully
de-identified data: name, geographic subdivisions smaller
than a state including street address, city, county, precinct,
zip code (down to the last three digits), dates directly related
to an individual (e.g., birth date), phone and fax numbers,
electronic mail addresses, health plan number, account num-
ber, certificate/license number, device identifier and serial
numbers, unified resource locator (URL), internet protocol
(IP) address, biometric identifiers, full face photograph, and
other unique identifying numbers, characteristics or codes.

[0040] In an alternate exemplary embodiment of the
present invention, the following identifiers are removed or
transformed in order to create de-identified data that would
be classified under the HIPAA definition as limited data set
information: direct identifiers such as name, postal address
(other than city, state and zip code), social security number
and medical records numbers. In the limited data set infor-
mation implementation of the present invention some iden-
tifying information may remain such as dates of examina-
tion, documentation, diagnosis, prescription and lab test
results.

[0041] A novel EPID 308 is assigned to each patient based
on the PID 304 associated with the patient and a password
entered by the PCP. The PID 304 to EPID 308 mapping is
not maintained persistently. As depicted in the exemplary
embodiment shown in FIG. 3, a password string 312 is
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supplied by the PCP via a password encryption user inter-
face 310 on the PCP user system 110. This password string
312 is known only to the PCP and is required in order to
decode the EPID 308 into a PID 304. The user at the PCP
site must have the password string 312 to obtain the PID 304
and this password string 312 must be re-entered each time a
patient is to be re-identified. The password encryption user
interface 310 may be a graphical user interface. In an
exemplary embodiment of the present invention, the user
entered password string 312 is encoded using the two-fish
algorithm. The two-fish algorithm, as known in the art, is a
secret-key block cipher cryptography algorithm that is
designed to be highly secure and highly flexible. It utilizes
a single key for both encryption and decryption and is often
referred to as symmetric encryption. The encoding is per-
formed by patient identifier encoding software 306 located
on the PCP system 108. The patient identifier encoding
software 306 also hashes the encoded password string to
produce a sixteen-digit number. This sixteen-digit number is
numerically added to the PID 304 to create the EPID 308.
Other methods of creating the EPID 308 from the PID 304
may be utilized with an exemplary embodiment of the
present invention (e.g. Rivest, Shamir and Adelman, RSA,
algorithm based on patient name, age and social security
number, etc.) as long as the EPID may only be decoded at
the PCP site.

[0042] FIG. 4 is a block diagram of an exemplary process
for re-identifying a patient from de-identified patient data.
As described previously, population cohort reports 212 of
at-risk patients are created by running queries against the
data warehouse 210. De-identified individuals may be
tracked longitudinally and queried as members of anony-
mous population cohorts, based on clinical selection criteria.
The query result, contained in the cohort report 212, is a list
of EPIDs 308. A list of patient EPIDs 308 in a patient cohort
report 212 are received by the PCP system 108. The EPIDs
308 are read into the patient identifier decoding software
402, located on the PCP system 108, and the original PID
304 is recreated or otherwise re-associated with a patient
record at the PCP system 108. The PID 304 may be used as
a key to look up additional identifying information from the
EMR database 302. Employees of the PCP may utilize the
patient-specific information from the EMR database 302 to
counsel the patient and to decide on treatment alternatives.

[0043] An embodiment of the present invention allows for
ambulatory PCPs to send patient data into a data warehouse
containing patient data from other ambulatory PCPs. In this
manner, patient data may be analyzed and compared to a
larger population of patients. The de-identified patient data
includes an EPID 308 that may be useful in creating longi-
tudinal reports that analyze more than one record for a
particular patient. The effects of certain drugs and treatments
on patient cohort groups can be analyzed and may lead to
improvements in the use or composition of the drugs and
treatments. In addition, an embodiment of the present inven-
tion allows for the PCP to receive cohort reports 212 based
on data contained in the data warchouse. These patient
cohort reports 212 include an EPID 308 for each patient. The
EPID 308 may be decoded at the PCP site that created the
EPID 308 and used to identify a particular patient. In this
manner a PCP, by considering the information contained in
the cohort report, may be able to provide improved treatment
to the patient. This ability to provide useful information back
to a patient level may also lead more PCPs to participate in
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sending patient data to a data warehouse. Having more data
in the data warehouse may provide more useful information
to third parties such as pharmaceutical companies, medical
device companies and physicians about the effects and risks
of particular treatments, while minimizing the risk of dis-
closing patient-identifying information to third parties. This
may lead to improvements in preventative care as well as
other types of medical care.

[0044] As described above, the embodiments of the inven-
tion may be embodied in the form of computer-implemented
processes and apparatuses for practicing those processes.
Embodiments of the invention may also be embodied in the
form of computer program code containing instructions
embodied in tangible media, such as floppy diskettes, CD-
ROMs, hard drives, or any other computer-readable storage
medium, wherein, when the computer program code is
loaded into and executed by a computer, the computer
becomes an apparatus for practicing the invention. An
embodiment of the present invention can also be embodied
in the form of computer program code, for example, whether
stored in a storage medium, loaded into and/or executed by
a computer, or transmitted over some transmission medium,
such as over electrical wiring or cabling, through fiber
optics, or via electromagnetic radiation, wherein, when the
computer program code is loaded into and executed by a
computer, the computer becomes an apparatus for practicing
the invention. When implemented on a general-purpose
microprocessor, the computer program code segments con-
figure the microprocessor to create specific logic circuits.
[0045] In certain embodiments, once patient information
is re-identified, the user may send the corresponding list of
patients into EMR as an inquiry for further analysis, manipu-
lation, etc. A re-identified patient record may be modified,
compared, and/or otherwise manipulated by the authorized
user and saved locally and/or in an EMR database or other
storage. A modified record may be de-identified before is it
saved, for example.

[0046] In certain embodiments, EMR updates are
“pulled”, “pushed”, or otherwise communicated to a data-
base, data warehouse and/or other data store on a periodic
basis (e.g., nightly, weekly, etc.). In certain embodiments,
changes made locally to re-identified patient records are
de-identified and communicated to the EMR system and/or
database for storage.

[0047] In certain embodiments, a user may search for one
or more patient records within EMR by invoking a “find”
dialog or search function. The user may search by the EPID,
for example, and enter or select an EPID number to activate
a search. The corresponding patient chart may be retrieved
and displayed. Thus, a patient may be re-identified for an
authorized healthcare provider who has been identified and
verified.

[0048] Thus, de-identification and re-identification enable
encoded and unencoded data to work in physically separated
systems together. Whereas the encrypted system may host
patient-level information that’s HIPAA compliant and pro-
vide features that are useful from an encrypted point of view
(e.g. provide data views to a larger audience, etc.), a need
exists to leverage the information from the encrypted system
and to re-identify the information for those audiences who
are physically separated from the encrypted system but who
have the authorization to view patient identifiable informa-
tion. The process of re-identifying the patients is a process
that occurs, for example, on the local system.
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[0049] In certain embodiments, separation of de-identified
and identified patient data facilitates broader analysis of
patient populations without breaching individual patient
security. Population-based analysis may be performed safely
while maintaining patient privacy. Re-identification may
occur at the local system level to allow a patient’s healthcare
provider to diagnose, treat and/or provide other services to
the patient.

[0050] Thus, broader analysis of patient information may
be allowed while at the same time respecting patient privacy.
Communities of health care providers may benchmark, and
compare patient populations without compromising patient
privacy. At the same time, a patient’s provider may re-
identify patients from within the patient populations at the
local level that are hosted/presented by the encrypted site.
Re-identification algorithms may be stored locally at the
healthcare provider level, for example. This physical sepa-
ration may limit a potential risk of other providers who are
viewing de-identified data on a portal from viewing patient
identifiable information.

[0051] Certain embodiments allow for patient information
to be shared with interested parties without compromising
patient privacy. In the broader healthcare space, there will be
applications where researchers, government agencies, com-
munities of practice, may want to study patient populations
but are, as of now, restricted because no good mechanism
exists to work with source data providers in de-identifying
and re-identifying patients. Certain embodiments facilitate
such interaction. For example, decrypted information may
be re-identified and then consumed by or imported into a
patient’s provider system within Excel, Centricity Physician
Office EMR application and/or other application. Other
entities, such as researchers and agencies, may view and/or
manipulate the encrypted or de-identified data with reduced
risk of compromising patient privacy.

[0052] FIG. 5 illustrates a system 500 for patient data
de-identification and re-identification in accordance with an
embodiment of the present invention. The system 500
includes one or more user workstations 510, a web portal
520, a data store 530 and a data link 540. The system 500
may also include a display 550 and/or a data server 560, for
example.

[0053] The components of the system 500 may be imple-
mented alone or in combination in hardware, firmware,
and/or as a set of instructions in software, for example.
Certain embodiments may be provided as a set of instruc-
tions residing on a computer-readable medium, such as a
memory, hard disk, DVD, or CD, for execution on a general
purpose computer or other processing device. Certain com-
ponents may be integrated in various forms and/or may be
provided as software and/or other functionality on a com-
puting device, such as a computer. Certain embodiments
may omit one or more of the components of the system 500
to execute the re-identification and/or de-identification func-
tions and communicate data between a local user and a data
store.

[0054] In operation, the workstation 510 may request data
via the web portal 520. For example, a user at the worksta-
tion 510 requests patient-related data via a web browser that
accesses the web portal 520. The web portal 520 commu-
nicates with the data store 530 via a data link 540. For
example, the web portal 520 requests the data from the data
store 530, such as from an EMR data mart, via a network,
such as the Internet or a private network. The data store 530
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returns the requested data to the workstation 510 via the web
portal 520. The data may include non-HIPAA-protected
data, de-identified/encrypted patient data, re-identified
patient data, and/or other data, for example.

[0055] The user workstation 510 may communicate with
the display 550 to display data transmitted from the data
store 530. Data may also be printed and/or used to generate
a file, for example. The workstation 510 may also commu-
nicate with the data server 560 to transmit the data and/or
other update, for example.

[0056] In certain embodiments, a de-identified patient
report is transmitted to the workstation 510 from the data
store 530 via the web portal 520 in response to a request
from the workstation 510. The workstation 510 performs a
re-identification of the de-identified patient data locally at
the workstation 510. The re-identification may be performed
via lookup of an EPID to determine a corresponding PID or
other similar technique, for example. The re-identification
functionality may be integrated into a document viewing/
editing program, such as Microsoft Excel, Microsoft Word,
and/or other software, for example. The re-identification
function may access data in an external source, such as the
data store 530 and/or the data server 560, to match the EPID
to the PID. In certain embodiments, the EPID is replaced
with the PID and/or other patient identifying information
(e.g., patient name) in a document at the workstation 510.
[0057] In certain embodiments, the workstation 510 may
first authenticate a privilege or right of access via the server
560, for example, before the patient data is re-identified. The
workstation 510 may also lookup patient and/or provider
attributes via the server 660 and/or data store 530, for
example.

[0058] In certain embodiments, information in medical
reports and/or other documents may be processed to nor-
malize or “scrub” the information according to a particular
lexicon and/or grammar. For example, a medical report
table, such as a Logician® medical data table, may include
one or more observation values from an examining physi-
cian or other medical professional. The observation value
(e.g., “obs” or “obsvalue”) field may be a free-format field,
for example. Thus, different physicians may use different
language to refer to the same condition. For example, one
physician may refer to a heart attack while another may refer
to an acute myocardial infarction. Terms may be “scrubbed”
or parsed and associated with a numeric value and/or
“standard” term for a lexicon/grammar.

[0059] For example, information in an electronic medical
record or other document may be processed by a data
processing system prior to storage in a data warehouse or
other data collection. The information may be matched,
based on one or more rules, for example, to a table or other
listing of accepted terms/values. Based on the matching, the
information may be replaced with the accepted term and/or
value from the listing. Using the example above, if the
accepted term was “acute MI”, a physician’s use of “heart
attack” would be converted or normalized to “acute MI” and
a physician’s use of “acute myocardial infarction” would
also be converted to “acute MI.”

[0060] In certain embodiments, certain identified patient
data is extracted and stored centrally in a large data ware-
house. During storage, the data may be scrubbed and nor-
malized by mapping terms to a common vocabulary and/or
set of rules. For example, if one record refers to a MI and
another record refers to a myocardial infarction, both are
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coded centrally in the database as a myocardial infarct. Thus,
a search of records in the database may be executed based
on the common vocabulary.

[0061] A user may execute a search using one or more
terms or criteria for the search. For example, a user may
request a pool of patients over the age of 55, with a history
of acute myocardial infarction within the last 2 years, and
certain enzyme levels, who live in the Midwest. The terms
and/or criteria may already be codified in the database
and/or may be codified/normalized upon entry of the search
terms by the user, for example. In certain embodiments, a
user may select one or more codified terms from a menu or
other listing and select one or more predesigned algorithms
to search for patients meeting the selected term(s). In certain
embodiments, a user may codify additional term(s) and/or
create additional rules/search algorithms dynamically, for
example. In certain embodiments, a search system accom-
modates a user’s query to codify language used in the query
to a standard vocabulary or set of allowed terms. A search
having multiple criteria may progress by applying the plu-
rality of criteria in succession to narrow the pool of candi-
dates. Search terms may be matched to electronic medical
records and/or other entries in a data warehouse and/or other
database, for example.

[0062] In certain embodiments, electronic medical record
data may be centralized and codified. In certain embodi-
ments, electronic medical record data may be distributed
and/or uncodified. In certain embodiments, electronic medi-
cal record data may be codified differently in different
systems. For example, a local vocabulary may be different
from a centralized vocabulary and/or different local EMR
systems may have different local vocabularies. In certain
embodiments, a mapping may exist between a plurality of
codifications to allow conversion and searching between the
different codification schemes.

[0063] Terms or input by a user may be codified according
to a diagnostic code such as an ICD-9 (International Clas-
sification of Diseases, Ninth Revision) code, ICD-10 code or
a CPT (Current Procedure Terminology) code, for example.
Alternatively and/or in addition, terms may be codified
according to a proprietary terminology or coding schema.
For example, an industry standard term such as “acute,
upper right extremity pain” may be classified as “acute,
upper right arm pain.” Certain terms may be classified or
replaced by commonly used terms and/or terms appropriate
for a particular environment or application, for example. In
certain embodiments, a user may select a term, and a master
vocabulary table returns relevant terms for use in searching.
In certain embodiments, one or more categories may be
searched base on a clinical condition or a disease category,
for example.

[0064] For example, if a user wishes to search for a “CV”
(cardiovascular) issue, the user may select a number of CV
conditions from a CV list. For example, a search interface
may have clinical conditions listed, such as a person who
had a heart attack with complications from diabetes, and the
interface may have diagnostic codes listed for selection to
search. A user may then search on either or both of the
clinical conditions and codes by selecting conditions/codes
from a flat or tiered listing or menu and/or by manually
entering conditions/codes to select the clinical conditions
and/or other criteria to be used to be applied to the database
and search.
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[0065] According to one of the examples above, a user
selects the following criteria for searching: age exceeding
55, acute myocardial infarction, within a time frame of 2
years, a certain specified enzyme level or range of levels,
and a geographic location of “the Midwest. A search would
identify patients in the database over 55 years of age. The
search would narrow that group by identitying those patients
in the over 55 age group having an acute myocardial
infarction within the last two years. Additionally, the search
would narrow the group of patients to isolate patients over
55 who have had an acute myocardial infarction in the last
two years who reside in the Midwest. The result is a pool of
potential study participants satisfying the criteria supplied
by a user. Study participants may include clinical study
subjects (e.g., patients) and/or clinical study investigators
(e.g., physicians and/or other practitioners), for example.
[0066] FIG. 6 illustrates a flow diagram for a method 600
for generating a participant pool from electronic medical
records in accordance with an embodiment of the present
invention. At step 610, one or more search criteria are
entered. For example, a user, such as a physician or phar-
maceutical researcher, may manually enter one or more
search terms/criteria. A user may manually enter and/or
select criteria according to one or more preconfigured
vocabularies and/or sets of codes, for example. Alternatively
and/or in addition, a user may enter search criteria which is
then normalized or codified in accordance with a vocabulary,
for example. In certain embodiments, search criteria may be
selected from a single- or multi-tiered menu and/or other
listing instead of and/or in addition to manual entry by a
user.

[0067] At step 620, a search request is compiled for an
electronic medical records database or other data storage.
For example, a plurality of search criteria/terms entered
and/or otherwise selected by a user are organized into a
request or query for electronic medical record storage. In
certain embodiments, compilation or organization of a
search request may involve normalization or codification of
search criteria according to a certain standard or approved
vocabulary or list of terms, for example.

[0068] At step 630, a search is executed to identify each of
the search criteria in the electronic medical record data. For
example, a pool of potential study participants may be
identified from a database, data warehouse and/or other data
store of electronic medical record data based on the search
criteria. Each of the search criteria may further narrow the
pool to arrive at a desired set of participants.

[0069] At step 640, search results are presented. Search
results may be de-identified and/or re-identified, as
described above. Search results may include varying degrees
of information. Search results may be further refined and/or
prioritized, for example. In certain embodiments, search
results may be routed and/or transferred to another applica-
tion, such as a notification application, for example. Search
results may be displayed, formatted, printed, electronically
mailed, transmitted via facsimile and/or other transmission
and/or storage, for example.

[0070] One or more of the steps of the method 600 may be
implemented alone or in combination in hardware, firmware,
and/or as a set of instructions in software, for example.
Certain embodiments may be provided as a set of instruc-
tions residing on a computer-readable medium, such as a
memory, hard disk, DVD, or CD, for execution on a general
purpose computer or other processing device.
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[0071] Certain embodiments of the present invention may
omit one or more of these steps and/or perform the steps in
a different order than the order listed. For example, some
steps may not be performed in certain embodiments of the
present invention. As a further example, certain steps may be
performed in a different temporal order, including simulta-
neously, than listed above.

[0072] FIG. 7 illustrates an electronic medical records
search system 700 used in accordance with an embodiment
of the present invention. The system 700 includes a user
interface 710, a database 720, and a vocabulary 730. Similar
to embodiments described above, a user may access the user
interface 710 to execute a search to identify a potential pool
of participants. In certain embodiments, the system 700 may
be similar to the system(s) described above with respect to
FIGS. 1 and 5, for example.

[0073] The user may enter one or more terms and/or select
one or more terms from a menu or other single- or multi-
tiered list(s), for example. Term(s) may be selected and/or
entered according to one or more predetermined and/or
standard vocabulary(ies), lexicon(s), grammar(s), code(s),
etc., such as vocabulary 730. Alternatively, term(s) may be
selected and/or entered without regard to a particular
vocabulary, lexicon, grammar and/or code and then normal-
ized and/or otherwise converted according to a vocabulary,
lexicon, grammar, code and/or list of terms. In certain
embodiments, term(s) and/or other criteria may be entered
and utilized for a search without normalization or other
conversion.

[0074] Term(s) from the vocabulary 730 and/or other
search terms/criteria may be used to query the database 720
and/or other data store including electronic patient medical
information. As described above, one or more terms/criteria
may be used to identify patients in the database 720 satis-
fying the criteria and/or including the terms. For example, a
database search algorithm, custom search routine and/or
other search may be executed with respect to the database
720 to identify relevant patient data. A search may be an
iterative search applying each of the supplied criteria in
succession until a desired pool of potential participants is
identified. Search results may then be output via the user
interface 710 for use by the user.

[0075] The components of the system 700 may be imple-
mented alone or in combination in hardware, firmware,
and/or as a set of instructions in software, for example.
Certain embodiments may be provided as a set of instruc-
tions residing on a computer-readable medium, such as a
memory, hard disk, DVD, or CD, for execution on a general
purpose computer or other processing device. Certain com-
ponents may be integrated in various forms and/or may be
provided as software and/or other functionality on a com-
puting device, such as a computer. Certain embodiments
may omit one or more of the components of the system 700
to identify a pool of potential candidates for clinical study or
trial.

[0076] Thus, in certain embodiments, local and/or central-
ized electronic medical record data may be used to identify
participants for one or more clinical studies. In certain
embodiments, a collection of codified electronic medical
patient records may be searched to identify clinical study
participants. A user interface allows an end-user to input a
list of easily interpreted clinical conditions. The terms or
conditions used may be linked or associated in a database to
codified terms in the electronic medical patient records.
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When a search is initiated, records are screened based on the
clinical condition with a greatest incidence. Once an initial
pool of potential participants is identified, the clinical con-
dition with the next largest incidence (based on a regular
baseline assessment of clinical condition incidence) is used
to narrow the initial pool. A narrowing screen may continue
until all conditions have been met and a pool of potential
study participants has been identified.

[0077] Certain embodiments consider a relative impact on
total patient yield of each condition in the study protocol
when applied to a collection of codified electronic medical
patient records. The user interface allows the end-user to
input a list of easily interpreted clinical conditions where the
terms used are tied in the database to codified terms in the
electronic medical patient records. When the search is
concluded, the application describes each clinical condition
or study parameter and its associated patient yield. The
application can allow the end user to select or de-select study
parameters that have a high correlation with larger total
patient yield. The application also allows the end user to
rank each study parameter by relative importance and then
perform a refinement function where the algorithm will
create the highest total patient yield for the study while
helping to maximize study parameters of greatest end user
importance.

[0078] In certain embodiments, a notification system acts
on electronic medical record systems to alert potential
investigators of relevant clinical studies, an option to ‘opt-in’
to the study or follow-up electronically, and may automati-
cally re-identify patients who have previously been de-
identified thru an encrypted identifier (a number assigned to
each patient) and subsequently notify those patients of
relevant clinical studies with similar ‘opt-in’ functionality as
described above. This system screens databases containing
highly detailed data on potential study investigators and
participants and automatically notify each cohort through
the electronic medical record via inbound electronic com-
munication protocols. In doing so, this system creates great
efficiency identifying potential study investigators and par-
ticipants versus legacy methods due to the high specificity of
the search capability that only contacts investigators and
participants of study relevance and allows each to immedi-
ately ‘opt-in’ loin the study) or request additional informa-
tion through the Internet or other electronic communication
network.

[0079] Thus, certain embodiments identify potential study
participants in reduced time, reduced cost and/or higher
quality than other methods. Certain embodiments use codi-
fied electronic medical patient records to identify potential
study participants. Certain embodiments use codified elec-
tronic medical patient records to improve clinical study
protocols to improve patient yield and qualities of a study
participant. Certain embodiments help lower the cost and
time spent recruiting investigators and participants and helps
enroll participants through electronic notification via elec-
tronic medical record and associated ‘opt-in’ function. Fur-
ther, time is not wasted on potential participants that do not
truly fit the study protocol (investigator and/or patient back-
ground). Certain embodiments use codified electronic medi-
cal patient records to improve clinical study notification and
recruitment to reduce time spent on inappropriate partici-
pants and allow for participants to immediately join through
an electronic ‘opt-in” function.
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[0080] While the invention has been described with ref-
erence to exemplary embodiments, it will be understood by
those skilled in the art that various changes may be made and
equivalents may be substituted for elements thereof without
departing from the scope of the invention. In addition, many
modifications may be made to adapt a particular situation or
material to the teachings of the invention without departing
from the essential scope thereof. Therefore, it is intended
that the invention not be limited to the particular embodi-
ment disclosed as the best mode contemplated for carrying
out this invention, but that the invention will include all
embodiments falling within the scope of the appended
claims. Moreover, the use of the terms first, second, etc. do
not denote any order or importance, but rather the terms first,
second, etc. are used to distinguish one element from
another.

1. A method for searching electronic medical data to
identify a pool of potential study participants for a clinical
study, said method comprising:

receiving a plurality of search criteria;

executing a search of electronic medical data based on
each of the plurality of search criteria to create a pool
of potential study participants; and

outputting the pool of potential study participants.

2. The method of claim 1, further comprising normalizing
the plurality of search criteria according to at least one
vocabulary.

3. The method of claim 1, wherein said step of receiving
further comprises allowing a user to select the plurality of
search criteria from a list of allowable criteria.

4. The method of claim 1, wherein said executing step
further comprises executing an iterative search of electronic
medical data using each of the plurality of search criteria to
iteratively refine the pool of potential study participants.

5. The method of claim 1, wherein the pool of potential
study participants is a de-identified pool of potential study
participants.

6. The method of claim 5, further comprising re-identified
one or more participants in the de-identified pool of potential
study participants.

7. The method of claim 1, further comprising inviting one
or more of the pool of potential study participants to
participate in a clinical study.

8. A system for identifying a pool of potential study
participants, said system comprising:

a user interface allowing input of a plurality of search
criteria and output of a pool of potential study partici-
pants; and

a data storage storing electronic patient data,

wherein said user interface triggers a search of said
electronic patient data in said data storage based on
each of said plurality of search criteria to create said
pool of potential study participants.

9. The system of claim 8, wherein at least one of said user
interface and said data storage is included in an electronic
medical record system.

10. The system of claim 8, further comprising a vocabu-
lary of allowable search criteria, said vocabulary used for at
least one of normalizing said plurality of search criteria and
selecting said plurality of search criteria.
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11. The system of claim 8, where said electronic patient
data is de-identified.

12. The system of claim 8, wherein said search comprises
an iterative search of electronic medical data using each of
the plurality of search criteria to iteratively refine the pool of
potential study participants.

13. The system of claim 8, wherein the pool of potential
study participants is a de-identified pool of potential study
participants.

14. The system of claim 13, further comprising re-iden-
tified one or more participants in the de-identified pool of
potential study participants.

15. The system of claim 8, wherein said user interface
facilitates inviting one or more of the pool of potential study
participants to participate in a clinical study.

16. A computer readable medium having a set of instruc-
tions for execution by a computer, said set of instructions
comprising:

an input routine for receiving a plurality of search criteria;

and
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a search routine for searching electronic medical records
to identify records matching each of the plurality of
search criteria.

17. The set of instructions of claim 16, wherein at least
one of said input routine and said search routine is imple-
mented in an electronic medical record system.

18. The set of instructions of claim 16, further comprising
a vocabulary of allowable search criteria, said vocabulary
used for at least one of normalizing said plurality of search
criteria and selecting said plurality of search criteria.

19. The set of instructions of claim 16, wherein said
search routine executes an iterative search of electronic
medical records using each of the plurality of search criteria
to iteratively refine a pool of potential study participants
based on records matching each of the plurality of search
criteria.

20. The set of instructions of claim 19, further comprising
a study routine inviting one or more of the pool of potential
study participants to participate in a clinical study.

#* #* #* #* #*
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