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Thur sday, March 20, 2025, 2025, 10:09 a.m
- -000- -

COURT REPORTER: My nane is Tamara Houst on,

California Certified Shorthand Reporter Nunber 7244.
--000- -
DR PAUL CLARK,
call ed as a w tness

was sworn and testified as follows:

- -000- -
EXAM NATI ON BY MR, STEPHENS:

Q Good norning, Dr. d ark.

A Mor ni ng.

Q | believe this is our third or fourth session
on these cases, so I'll try to keep the housekeepi ng
items to a m ninmum

As you know, ny nane is Nick Stephens. 1'l|
be taking questions today on behalf of the patent owner
here, Vigilytics.

MR STEPHENS: Wbul d counsel for Petitioner
i ke to nake an appearance?

MR. OLIVER Justin Aiver from Venabl e on
behal f of the Petitioner Datavant.

BY MR STEPHENS:
Q Dr. dark, you understand that you are under

oath for today's deposition?
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A Yes.
Q s there any reason that you cannot testify

truthfully and conpletely in responding to ny questions

t oday?

A No.

Q "1l do ny best to phrase ny questions
clearly, but undoubtedly I'lIl fall short at tines. |If

you ever don't understand the question or need ne to
repeat or rephrase a question, please |let ne know.
Ckay?

A Yes.

Q And if you don't ask nme to repeat or rephrase

a question, I'll assume that you understood the
guestion. |Is that fair?

A Yes.

Q "1l also need to take a short break every
hour or so, and we'll -- we can further plan for a
| onger lunch break. If you ever need to take a break as
well, just let me know. Ckay?

A Yes.

Q Do you understand that we're here today

regarding the reply declarations that you submtted in
the IPRs on the '651, '375, '012, and '685 patents?
A. | do.

Q And these are the second decl arations that you
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submtted in each of these proceedings. Correct?

A. Second set of patents, but not the second
decl arati on.

Q You submitted a first declaration in each of
t hese proceedi ngs that was -- that acconpani ed the
petition. Correct?

A Yes.

Q And this reply -- the reply declarations that
you recently submtted, these would be the second
decl arations in each of the proceedi ngs?

A Yes.

Q For the record, the reply declarations have
each been marked as Exhibit 1015 in their respective
proceedi ngs. And your earlier declaration was marked as
Exhi bit 10083.

For sinplicity, I'll focus nost of ny
guestions today around the reply declarations that you
recently submtted and, in particular, the reply
declaration in the IPRin the '651 patent, which is
Exhibit 1015 and | PR 2024-00307. Okay?

A Yes.

Q When | refer to your declaration today, |'lI
be referring to the '651 reply declaration unless |
i ndi cate ot herwi se. Ckay?

A. Yes.
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Q Dr. Cark, do you have any el ectronic or
printed witten materials with you currently?

A Not hi ng open, no.

Q And as we di scussed before we went on the
record, you have el ectronic copies of the nunber of
files fromthe records available. Correct?

A. Yeah, |limted to one directory. | noved the
four reply declarations, and as | said, forner exhibits,
1004 t hrough 1009, which include the references in ny
CVv.

Q Apart fromthe Zoomfeed that | can see here,
do you have any communi cati on channels open with counsel
or anyone el se?

A. No. Let nme confirmthat another w ndow
doesn't have email open and I'Il shut it for you. No.
No emails. And no nessagi ng.

Q Thank you. [If that changes during your
deposition, just let nme know.

A It will not.

Q How di d you prepare your reply declaration?

A. We di scussed nmy opinions with regard to
proceedi ngs at the PTAB as well| as other issues, and
then we wote the dec -- the replies. That was it.

Q Ckay. How nuch of the reply declarations did

you draft on your own as opposed to the words being
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drafted by counsel ?

A. As we've discussed before, | don't really keep
track of that. | -- | did a significant anount of work
drafting.

Q And about how nuch tine did you spend

preparing the reply declarations in these proceedi ngs?

A. Sever al hours.
Q More than five hours?
A. | "' m sure.

Q Less than 157

A. | don't know for sure. | haven't checked ny
ti mesheets.

Q Are you aware of any errors in your
decl arati ons?

A No. If I was, | would have fixed them

Q And how did you prepare for today's
deposi ti on?

A | had a Zoomw th counsel for Venable.

Q When did that occur?

A. Yest er day.

Q And about how nuch tine did you spend
preparing for the deposition?

A Coupl e hours.

Q Did you independently review any materials

apart fromyour neeting with Venabl e?

10
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A Yes.

Q Are there any materials that you revi ewed that
are not identified in the list of materials considered
in your declarations?

A No.

Q And | understand that the opinions in your
declarations are offered fromthe perspective of a
person of ordinary skill in the art at the time of the

claimed inventions; is that correct?

A Yes.
Q If | use the term"POSA" or "PCOSITA'" as a
shorthand for a person of ordinary skill in the art,

will you know what | nean?

A Yes.
Q Al right. Geat. | would like to turn to
several topics; but as we do, I'd ask that you answer

t he substantive questions today fromthe perspective of
a person of skill in the art as you understand it.
Ckay?

A. "1l do ny best.

Q Al right. Let's get started.

So if you could open your reply declaration in

the '651 patent, please.

A Ckay.

Q And turn to paragraph 7.

11



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Are you there?
A. Ckay.
Q The fourth |line down, the sentence that
begins, "l also understand that Vigilytics has generally
agreed with definition of a POSA in ny prior
decl aration; however, Vigilytics asserts that the POSA
woul d have had specific know edge about nedi cal
dat abases and t he manner of operating the sanme to conply
wi th H PAA. "
Do you see that?
A Yes.
Q Do you recall how you defined a POSA in your
prior declaration?
A. Not from nenory, no
Q And in the zip file I sent through the chat, |
put in a copy of your first declaration in the '651 I PR
pr oceedi ng.

Were you able to access that?

A Or | can accept your representation as to
what's in there. [It's up to you.

Q | f you woul d open that, | think that would
be -- I'd appreciate if you could follow along with ne.
A "1l try and get -- is this in the share?

Yes.
A Whi ch button? |Is that under docs or is it --

12
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| don't know where that stuff shows up.

Q Let nme -- I'll put this individually into the
chat. M ght be easier.

A Yeah.

Q Ckay. Once you have it open, I'll turn to
par agr aph 22.

A Yep.

Q This is where you set forth the definition for

a POSA of the '651 patent.

A Yes.

Q And do you still stand by this definition of a
POSA?

A. Sure. It's not, as | said, significantly

different of the ones you guys have used.

Q In the -- turn to paragraph 34 in this
decl aration, which is the background ' 651 patent.

A. Ckay.

Q And the first two sentences you wote that,
"The ' 651 patent relates to a conputer-inpl enented
system of producing information characterizing a group
of individuals froma set of private data representing
characteristics of individuals. De-identification is
done in order to conply with the Health | nsurance
Portability and Accountability Act, H PAA"

Do you see that?

13
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A. That's what it says.

Q And you stand by the accuracy of this
expl anation. Correct?

A Yes.

Q So the '651 patent is concerned with H PAA
conpliance. Correct?

A. Anmong ot her things, yes.

Q And the other four Vigilytics -- the other
four patents at issue are simlarly concerned wi th H PAA
conpliance. Correct?

A Yes, anong ot her things.

Q Wiy woul d a POSA inplenenting a nedica
records database be concerned wth H PAA conpliance?

A. Because that's what governs the healthcare
providers that they would be inplenenting systens for.

Q A POSA woul d have been aware of penalties
i nposed by law for violating the H PAA Privacy Rul e.
Correct?

A. | doubt that. They would have just seen them
as systemrequirenents for inplenentation.

Q Are you aware of any penalties that could be
incurred for knowi ngly inplenenting a systemthat
vi ol at ed HI PAA?

A |"mnot a lawer. | would say that there

woul d certainly -- if you were negligent, there would be

14
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civil liability.

Q Are you aware of any crimnal liability for
know ngly viol ating H PAA?

A. |"'mnot famliar with the | aw, no.

Q Let's assune for a nonent that H PAA does
i npose civil and crimnal penalties for known violations
of the privacy rule. Ckay?

A That's fi ne.

Q In that case, would a POSA have been noti vated
to inplenment a systemthat handles protected health
information but fails to conply w th H PAA?

A. A POSA woul d have inplenented the system
according to requirenents, and so the H PAA requirenents
with regard to data security would have been outlined
wWth regard to de-identification and disclosure of PII,
and so they woul d have been notivated to inplenent a
systemthat conplied with those requirenents. But |

don't think they woul d have necessarily been concerned

wth civil or crimnal liability, no.
Q | f a POSA knew that they would face -- that
they could face civil or crimnal liability for

knowi ngly inplenenting a systemthat violated H PAA
woul d t hey, nonet hel ess, proceed down that path?
A. A POSA woul d, as | said, inplenent a system

according to systemrequirenents, period. That's how

15
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tech -- technologists work. They -- | nean, you al ways
wor k under the threat of liability for disclosures and
ot her things, but the system would be inpl enmented
according to the requirenents that they were given,

peri od.

Q Are the system-- when you say system
requi renments, would that also include -- would that
enconpass requi renents for regulatory conpliance?

A The requirenents woul d have been to -- a
person at that |evel of skill would have been given that
you had to de-identify and use reasonabl e
counterneasures to nake sure that personally
identifiable informati on was not disclosed. Those woul d
have been the requirenents.

Q And woul d reasonabl e -- woul d reasonabl e
count ermeasures need to conply with H PAA?

A The reasonabl e count erneasures woul d be ai ned
at conmplying with H PAA, but the technol ogi st woul d be
gi ven system and technical requirenents. They woul dn't
hand t hem t he H PAA regul ati ons and say, "I npl enent
sonething that | ooks like this." That's not how it
wor ks.

Q Wul d you agree that a POSA is nore than just
a technol ogi st who is charged -- tasked with

i npl ementing a systemthat's been provided to themby a

16
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set of design requirenents?

MR, OLIVER (bjection. Form

THE WTNESS: No. The POSA woul d have been
famliar with requirenments that would conme from H PAA,
but the -- the systemrequirenents, they would define
fromthere, which is de-identification and don't
di scl ose PIl, and those woul d have been the
requirenents.
BY MR STEPHENS:

Q | f a POSA were designing a systemthat handl ed
protected health information, would they have been
notivated to conply with H PAA?

A. They woul d have been notivated to enpl oy
count er reasures that provided for de-identification and
protection of PII.

Q And those are requirenments under H PAA

Correct?
A Yes.
Q Al right. 1'll nowrefer to the '651 patent

itself, which is Exhibit 1001 in the '651 proceedi ng.
Do you have a copy of that patent?
A. | don't. | do, but I don't want to go | ooking
for it on you.
Q | can put it quickly in the chat.
A Yep.

17
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Q All right. Turn to Figure 2, please, of the
' 651 patent.

A Ckay.

Q And at the right side of Figure 2, there is a
user or indicator of the hospital 150.

Do you see that?

A Yes.

Q Fair to say there's a beta flow that | oops
fromthe user through a third party 205, through a data
aggregator 206; then through a data processor 210, and
t hen back to the hospital 150.

Do you see that?
A Well, | was on actually the wong figure.
|"mon Figure 2.

A Yeah, | was cleverly on Figure 1. Let's
see -- yes, | see that.

Q So the hospital 150 sent a data request 203 to
athird party 205. Correct?

A Yep.

Q What woul d be included in that data request
2037

A | don't know. Well, anything.

Q But | guess, based on your understandi ng of
the '651 patent, what would be included in the data

request ?

18
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A. It would be a request for a healthcare record.

Q And are you famliar with what data woul d be
i ncluded in the request?

A. | -- it could be any nunber of things.

Q Such as?

A. | didn't hear your question.

Q |"'msorry. You said it could be any nunber of
things, and | was asking, "Such as?" Can you provide an
exanpl e?

A. Yeah. Maybe a previous health condition,
maybe, you know, current allergies. | nean, | don't
know. Any -- anything.

Q And sitting hear right now, do you recall what

the '651 patent describes with respect to the data

request ?

A. Not from menory, no

Q Wul d the data request include a request for a
group of individuals -- a request for healthcare

information with respect to a group of individual s?

A. Certainly could.

Q And how woul d the individual be identified in
t he data request?

A. | would have to ook to the patent to see what
exanpl es they give. But, again, it could be any nunber

of things.

19
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Q Ckay. So the data request 203 is received by
a third party 205. Correct?

A Yes.

Q And what does the third party 205 then do with
t hat data request?

A. Sends it to a data aggregator.

Q Does it perform any processing on the data
request before sending to the data aggregator?

A. Since it's sending tokens, according to this
enbodi nent, which is what the figure indicates, it would
have de-identified that data request.

Q And can you expl ain what you nean by
de-identified the data request?

A Yeah. It would have renoved the PII fromthe
data request.

Q That's how the '651 patent describes creating
request tokens by de-identification?

A. | believe so. | can look in the patent and
see what else it says, if you w sh.

Q So the request token 204 is received by the
dat a aggregator 206. Correct?

A. In this enbodi nent, yes.

Q And what's -- what is the function -- strike
t hat .

What does the data aggregator 206 do with the

20
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request tokens?

A. Looks like it sends themto a data processor
to be included in the report.

Q Sends the request tokens through the data
processor 2107?

A. That's what the figure shows.

Q Do you recall anything else that the data
aggregator 206 does with the request tokens?

A. Well, it would have to issue a -- though it's
not shown in the figure, it would have to issue a query
to the renpte sites shown as clainms, clearing houses,
and pharnmaci es and the |ike.

Q And what would that -- strike that.

The data processor 210 then receives requested
de-identified data 208 fromthe data aggregator 206.
Correct?

A. That's what -- in this enbodi nent, that's what
it shows, yes.

Q And finally, the data processor sends a report
212 back to the hospital 150. Correct?

A. That's what Figure 2 shows.

Q What's the difference -- we see the request of
de-identified data 208 that's sent to the data processor
210. Correct?

A Yes.

21
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Q And then the data processor provides a report
212 to the hospital 150 as we just discussed. Correct?
A. In this enbodinent, that's what it shows, yes.
Q And is there a difference between the request

of the de-identified data 208 and the report 2127

A. If it goes through a data processor, | would
assune so.
Q Based on your understandi ng, what would be the

di fference between those two?

A. GQuessing at least formatting to generate the
report, but any nunber of things could change dependi ng
upon the way you inplenent the system

Q Let's turn to Columm 5 at |ine 34.

If you would Iike to take a nonent to review
t hat paragraph, please feel free.

A Yes, | see.

Q That line, 34 through 37, the patent explains
that, "De-ldentified data records may be provided to the
data processor 210 (e.g., a third-party data processor),
but that third party nmay not have access to any
personally identifiable information 118 about the group
154."

Correct?
A. That's what it says.

Q And then the [ ast sentence of that paragraph

22
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expl ains that "These features of the system 200 nmaintain
the privacy of the protected health information 130."
Correct?

A. That's what it says.

Q Wiy is it inportant that that third-party data
processor not have access to the, quote, "requested
de-identified data 208 and the personally identifiable
i nformation 118 about the individuals in the group"?

MR. OLIVER. njection. Form Foundati on.
THE WTNESS: |In this enbodinent, it seens
that that data processor is not intended to be a covered
busi ness entity, so it can't have access to the PII.
BY MR STEPHENS:

Q There woul d have been a re-identification risk
then if the data processors had access to both the
de-identified data records and the PIl. Correct?

A. Not necessarily. Depends on how it was
i mpl enent ed.

Q Well, why did the patent explain again that
the third-party data processor may not have access to
both the de-identified data records and the PII?

A As | already explained, in this enbodi nent the
data processor is not anticipated to be a covered
busi ness entity, so it's not allowed to have access to

the PII.

23



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Q |s there a provision in here that you're
referring to that would preclude a --
(Interruption.)
A. Sorry, honme pod. | just unplugged it.
Can you pl ease re-ask the question?
Q Yeah, 1'll rephrase ny question.
Are you -- are you famliar wwth the
di fference between PIl and PH ?
A Yeah, one is healthcentric, and the other is

just personally identifiable.

Q So PI'l is personally identifying information.
Correct?
A Yes.

Q And PHI refers to protected health
information. Correct?

A. That's correct. They overl ap.

Q The term-- does the term"protected health
i nformati on" have a defined nmeani ng under HI PAA?

A Yes.

Q And what is that?

A |"mnot going to work frommenory. | nean, if
you want to bring up the standard, we can | ook at them

Q Al right. Let's take a look. 1'Il put it in
t he chat, Exhibit 2006.

A. Al right.

24
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Q And so at the top of the first page, you see
this line that reads, "Section 164.514, other
requirenments relating to uses and di scl osures of
protected health information"?

A Yes.

Q And so this is -- this, by the way, is the
text of the H PAA Privacy Rule. Correct?

A. | don't see a heading -- oh, | see it. Yes,
that's what it says.

Q So the HI PAA Privacy Rul e governs uses and
di scl osures of protected health information. Correct?

A Yes.

Q Does the HI PAA Privacy Rule -- strike that.

Using this to refresh your nenory, can you
expl ain, again, the distinction between protected health
i nformati on and personally identified information?

A. Yes. The PHI, according to this, is broader;
but as | said, they overl ap.

Q Does HI PAA govern the use and discl osure of
Pl that is not PH ?

A | am having troubl e thinking of anything that
is PIl that is not PHI

Q So can you think of -- | guess if you need to
take a nonent, please do -- but can you think of any

exanples of PIl that would not be PHI?
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A That's what | said. |'mhaving trouble com ng
up wwth any. This would identify a patient that woul d
not then be covered under PHI

Q |"ve put into the chat Exhibit 1016.

A Can | close the other H PAA one?

Q Yes, you nmay.

A. Ckay. Cot it.

Q You cited Exhibit 1016 in your reply

decl arations. Correct?

A | believe that's true.

Q What is Exhibit 10167?

A Qui dance -- HI PAA gui dance from HHS
Q Turn to page 5.

A Ckay.

Q And wi Il you pl ease read the paragraph that
begins -- the |ast paragraph that begins with, "The
relationship with health information is fundanental ."

A. | see what it says.

Q So, again, can you think of any exanples of
PIl that would not constitute PH ?

A No, | disagree with their characterization.

If | can identify a patient's nanme or Social Security
nunber, the nane being -- or phone nunber being in a
phonebook, this still would need to be de-identified as

it relates to a health record.
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So their guidance is flawed.

Q In your view, the guidance in Exhibit 1016 is
flanwed?
A. Yes, because it -- again, if |I have such

information with health information, you don't want to
be able to identify the nanes or addresses or phone
nunbers of patients. So it would need to be
de-identified as far as de-identifying the health
record.

Q So this would not be a reliable evidence to
rely upon?

A. | didn't say that. | just said | disagree
with the characterization here. | think it's
i nconpl ete.

Q No. You said it was flawed. Correct?

A. Because it's inconpl ete.

Q Ckay. Let's turn back to the '651 patent,

A. Ckay.
Q And we were | ooking at the disclosure at
Colum 5, lines 34 to 42.
Do you recall that?
A Yes.

Q And the data -- again, it says that the data

processor -- excuse ne, "De-ldentified data records nmay
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be provided to the data processor 210 (e.g., a
third-party data processor) but that third party nay not
have access to any personally identifiable infornmation
118 about the group 154."

Correct?

A. That's what it says.

Q Wuld -- now, the de-identified data records
that are provided to the data processor, they -- those
are records of the -- those are de-identified data
records of the individuals in the group 154. Correct?

A. In this enbodi nent, yes.

Q And so woul d having the PIl for those
i ndi vidual s increase the likelihood that the data
processor 210 could re-identify the patients that could
al so have the de-identified records?

MR, COLIVER. (bjection. Form

THE WTNESS: Yeah. | don't have enough
information to know.
BY MR STEPHENS:

Q Well, are you famliar with the concept of the
re-identification risk, Dr. Cark?

A Yes.

Q And what is the re-identification risk?

A The idea that you can identify the individua

fromthe token
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From what token?
Fromthe de-identification token.

Fromthe de-identified data records?

> O > O

Wi ch are identified by tokens.

Q Ckay. So the data processor 210 received the
de-identified data records for the individuals in the
group. Correct?

A Yes.

Q And statistically, there's sone possibility of
re-identification fromthe de-identified data records.
Correct?

A. No. Not statistically. 1t depends upon how
the systemis inpl enent ed.

Q | f you knew the individuals -- the identities
of the individuals in the group -- I'll rephrase this.

s it your testinony, just sitting here today,
that the '651 patent was not concerned with the
re-identification risk if the data processor were to
receive the PIl and the de-identified data records?

MR, COLIVER. (bjection. Form

THE WTNESS: That's ridicul ous.

BY MR STEPHENS:

Q Well, | asked you earlier -- | asked what was

the risk, and you said there was no re-identification

risk.
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A | didn't say there was no re-identification
risk. | never uttered those words.

Q So why, again, then does the patent not all ow
the data processor to patent -- to have access to both

the de-identified records and the PII.

A. Because it's not a covered business entity. |
answered that question a half hour ago.

Q Wuld it be covered by HH PAA? O would it be
a covered entity if it received both the de-identified
records and the PI'1?

A. If it wanted to be conpliant, it would have --
t here woul d have to be an agreenent in place, or it
woul d have to be a covered entity according to H PAA

Q If the third-party possessed both the
de-identified data and the nanes of the individuals in
t he group, how does re-identification occur?

A. If | have your nane and | have a health
condition, it's possible that | could, dependi ng upon
whet her they are using pseudonyns or not or whether the
name was Joe Smith, that | may or may not be able to
re-identify you, but I would not inplenent a systemin
which the patient's nanes were available. That's for
sure.

Q And why woul d you not do that?

A. Because | woul d not want sonmeone with a uni que
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nane to have their nane out there with a health
condition that then would allow ne to infer the
protected health information. That woul d not be
prudent .

Q That would be a re-identification risk?

A | think it could be. | nean, | -- | wouldn't
reconmend anyone to do that.

Q You woul dn't reconmend anyone to provide both
the de-identified data records and the nanes of the
i ndi vi dual s?

A. | would not recommend that you include nanes
in de-identified data, whether or not it was conpliant
or not.

Q Right. So you wouldn't -- you would not
provi de the nanes and the de-identified records to the
sane entity. Correct?

MR OLIVER (bjection. M scharacterizes.
THE WTNESS: Right. | would not have nanes
and health conditions avail able to soneone that was not
a covered entity. That wouldn't be the way | woul d
i npl ement the system
BY MR STEPHENS:

Q Because there's a risk of breaching the

patient's privacy. Correct?

A In nmy opinion, there would be a ri sk.
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Q And based on the disclosure at 34 -- |I'm
sorry, Colum 5, lines 34 to 42, the '651 patent
recogni zes that risk as well. Correct?

A. | don't know. It doesn't talk specifically --
let's see (speakign sotto voce.) Well, that's what he
said. In general, PIl is a subset of PH . So right,
you woul d not want the nanes avail abl e according to the

"651 in this enbodi nent.

Q Let's turn to Colum 8, please.
A. Ckay.
Q And I'Il ook at the paragraph that begi ns at

line 35 through line 46, if you'd |ike to take a nonent.

A Ckay.

Q And so at lines 39 through 41, the patent
explains that, quote, "Individual tokens are placed in a
batch file and may be encrypted before being transmtted
over the network," correct?

A Yes. This is for the enbodi ment described in
Figure 5, but that's what it says.

Q What is a batch file?

A. A batch file is usually a group of operations
defined and stored within a file that are then execut ed.

Q And in the context of a '651 patent, the batch
fileis afile-- well, I"lIl ask if this is correct.

Is a batch file a file that contains the
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i ndi vi dual tokens?

A. According to the '651, a batch file is a term
of art that's intended to be executed on a processor
with a series of operations usually at a specified tine,
in fact; but in this case, according to the '651, it's
tal ki ng about encrypting tokens that are part of a batch
file.

Q So the patent encrypts the PII to create the
request tokens. Correct?

A. It describes encrypting the batch file before
it's transmtted over the network.

Q Ckay. So the batch file is encrypted -- |I'm
sorry, the tokens are produced before creating the batch
file. Correct?

A That's what it says.

Q And then the batch file is encrypted before
being transmtted over the network. Correct?

A. In this enbodinment, that's what it says.

Q And then the de-identified data server then
decrypts the batch file to recover the tokens and use
its roles for searching, matching, and retrieving
heal t hcare data. Correct?

A. In this enbodinent, that's what it says, yes.

Q When it decrypts the batch file, then it

recovers the tokens. Correct?
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A. That's the way it's described, yes.
MR. STEPHENS:. We've been going for about an
hour. Can we take a ten-m nute break?
THE WTNESS: That's fi ne.
MR OLIVER. Ckay.
MR, STEPHENS: Ckay. Back at 11:20 Eastern.
(Recess: 11:09 a.m to 11:24 a.m, EST.)
BY MR STEPHENS:

Q Dr. Cdark, I'dlike to stick with the '651
patent and turn to Caim1l, please.

A Ckay.

Q So Caiml refers to a conputer-inplenented
nmet hod conprising receiving a request froma user device
for information that characterizes a group conposed of
multiple individuals froma set of de-identified nedical
data representing characteristics of the individuals'
pre- or post-encounter with a healthcare facility."

Did | read that correctly?

A Yes.

Q What does the term "pre- or post-encounter
with a healthcare facility" refer to?

A It says plain English neaning.

Q And the '651 patent describes techniques for
perform ng pre- or post-encounter analyses. Correct?

A. | believe so.
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Q

of art

A
Q
A
Q

Are the terns "pre- and post-encounter" terns
In the '651 patent?

As | said, plain English neaning.

Turn to Colum 6, please.

Ckay.

"1l look at a paragraph that begins at line 6

t hrough i ne 28.

A.
Q

Ckay.

And this paragraph refers to a request nessage

306. Correct?

A.
Q

Yes.

The request nessage can include identifying

data 404 for a group of individuals. Correct?

A.
Q

That's what it says.

And then there is also nonidentified data 405

associated with the request nmessage 306. Correct?

A
Q

Yes.

And at nine, identified data 405 is for

pre-encounter and/or post-encounter details such as

service dates or diagnosis information. Correct?

A
Q

to be?

That's what it says.

What woul d a POSI TA understand a service date

Plain English, the date of service.

O what service?
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A Heal t hcare servi ce.

Could it be a discharge date?

A Any date associated with healthcare, | would
t hi nk.

Q Li kewi se, how would a POSI TA understand -- or
what woul d a PCSI TA under stand di agnosis information to
be?

A. Pl ain English neani ng.

Q And a service date and di agnosis information
fromthe medical record would be protected health
i nformati on under H PAA. Correct?

A. | would have to | ook at the standard, but |
woul d t hink so.

Q As described in this paragraph, the service
date for diagnosis information are separated fromthe
PlIl 404 to create nonidentified data 405. Correct?

A. In this enbodi nent, yes.

Q And the patent explains that access to the
service date or nonidentified data 405 is restricted
only to the report generator 328. Correct?

A. That's what it says.

Q Wiy does the patent inplenent neasures to
restrict access to the service date or the nonidentified
data, only to the report generator?

A. | don't know. | don't have it nenorized, the
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patent, where it may or may not explain that.

Q Based on your understandi ng or based on the --
woul d a POSI TA have understood readi ng the patent why
t hat woul d be?

A A person who understands security would
understand the concept of |east privilege which neans if
you don't have to nake information available, then you
should not. It's a default/deny nodel.

Q And from a HI PAA perspective, is there any
reason why a POSA woul d not provide the service date or
di agnosis information along wwth the PI17?

A. | have not nenorized the standard, so | don't
know t he answer to that from nenory.

Q Do you have an understandi ng of what the
service date would be used for in a pre- and

post - encount er anal ysi s?

A. | mean, |'mnot a doctor, but | could guess.

Q Well, in the '651 patent, how woul d you?

A | don't know. | don't have total recall of
the '651 patent. | know what the plain English neaning
of service date is. | could guess why it would be

useful to a doctor. That's all.
Q Wiy do you believe it would be useful in a
pre- or post-encounter analysis?

A Recency of different treatnents or synptons,
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it is useful information.

Q Wul d a pre- and post-encounter analysis
require an index date fromwhich to neasure the date of
the encounter with the healthcare facility?

A | don't know, |I'm not a doctor.

Q Do you believe you need to be a doctor to

understand a pre- or post-encounter anal ysis?

A. That's not what | said, and that was not your
guesti on.
Q | "' m asking a separate question. [|'mfollow ng

up on your response to ny |ast question. You said, "I
don't know because |'mnot a doctor." So | asked
whet her you need to be a doctor to understand a pre- or
post - encount er anal ysi s.

A | understand what a pre- and post-encounter
anal ysis is.

Q And what is it?

A. Pl ain English neani ng.

Are you sitting there just trying to waste

time, Counselor? | nean, | don't get this.

Q Wel |, when you say a "plain English neaning,"
t hat doesn't shed any light to --

A. This is not a subject of ny declarations. It
| ooks to nme like you're sinply trying to waste tine, and

asking nme for definitions of plain English terns is not
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useful or informative to the PTAB or anyone else. This
is ridiculous.

Q Dr. Cark, we're alnost through this. 1'd
appreci ate your patience here. | amjust trying to
follow up to get clarity on your response.

You said that a POSI TA woul d understand the
pre- or post-encounter analysis, and you offered that
the plain English interpretation should apply.

" mjust asking, can you provide a little bit
nore detail as to what the plain English neani ng woul d
be?

A. | -- | can tell you what | would understand a
pre- or post-encounter analysis to be. Wuld be that
before | saw the patient | mght have an idea of what
the synptons inply, and then after the encounter and
tests or whatever treatnment occurs, then | m ght have
anot her analysis. Plain English neaning.

Q Have you ever inplenmented a systemthat
perfornmed a pre- or post-encounter anal ysis?

A. | nmean, |'ve inplenented expert systens
before, but | don't believe |I inplenented an expert
systemin heal thcare, no.

Q What is an expert systen? Can you explain to
me what that neans?

A An expert system does anal ysis based upon
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rules and know edge. It's a know edge-based system
That's how you woul d perform an anal ysi s.

Again, this is not the subject of any of ny
declarations, and it looks to ne like you're sinply

wasting tine.

Q You just state that, "I don't believe
i npl enented an expert systemin healthcare"; is that
correct?

A. That's correct. [|'ve inplenented other expert

systenms but not one specifically that does nedical
di agnoses.

Q Ckay. Let's turn to Colum 9, please. And
"Il ook at the paragraph that begins at |ine 3 through
line 20.

A Yes.

Q Ckay. And at line 5 there's the sentence that
reads, "For exanple, a rule may not allow the sane user
302 to submit nore than one request nessage 306
continuing substantially the sane identifying data 404
within a defined period of tine; e.g., six nonths."
Correct?

A. That's what it says.

Q Simlar features are cited in Caiml.
Correct? For reference, |I'mlooking at Colum 12, |ines
34 to 35.
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A Yes.

Q And this limtation in Claiml refers to "a
privacy-preserving rule that disallows sane individuals
to be included within a defined period of tine."
Correct?

A. Yeah, it's a security concept called
t hreshol d, and we' ve di scussed in previ ous encounters.

Q For the record, could you explain what
t hreshol ding is?

A. Yeah, thresholding is where the system has a
threshol d dealing with granularity usually, and al so
period -- frequency or granularity that the system
[imts in order to prevent inference of information.

Q So when we think about a rule that disallows
sanme individuals frombeing included within a defined
period of time, would such a rule help to preserve
i ndi vidual's privacy?

A. It may or it may not; but it certainly -- for
| arge-scal e systens where you're seeking to prevent
i nference from additional information, then you would
want to limt the frequency, as | said, or the nunber of
responses in order to prevent such inference.

Q So the probability of inferring the identity
of an individual would increase the nore tine that

i ndi vi dual appears in response. |Is that correct?
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A. Not necessarily, no. But it could pose a
t hreat dependi ng upon the types of data that are being
returned, and so you would want to prevent that in the
sane way that if you have sonme nunber of failed password
attenpts in the sane period of time, you would stop
| ogins to that account, again, for sone period of tine
to prevent them from guessing the password.

So you don't want an attacker to be able to
i nfer anything just by repeated queries.

Q Goi ng back to Colum 9, the paragraph we were
just looking at, at line 14, there is an exanple
provided in which the system checks that "the
identifying data 404 for at least five patients does not
match the identifying data 404 for any previous search
requests 306 by the user 302."

Do you see that?

A | do.

Q In this exanple then, the privacy-preserving
rule would be invoked if at least five patients
identified based on the first search request were
previously identified by the earlier request for the
same user wthin a defined period of tine?

A Correct. Yes. Again, preventing the
i nference probl em

Q And this analysis would involve a conparison
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of the individuals identified by each search request.
Correct?

A. Yeah. Requires auditing of previous searches
so that you can conpare the previous searches to the
current one,.

Q And you conpare the individuals in each
identified search request?

A. In this exanple, yes.

Q "1l take an exanple. |If an earlier request
identified 500 individuals and the | ater request
identified 700 individuals, five of whomwere al so
identified by the earlier request, then the privacy rule
woul d be invoked. Correct?

A. Maybe, nmaybe not. Depends on howit's
i npl enent ed.

Q In this exanple where the systemis | ooking
for at least five patients that do not nmatch the
identifying data fromthe previous request.

A. Yeah. |If we read it literally, which says,

"any previous search request,” then this rule would be
i nvoked. An exanple that involves hundreds of users,
|"mnote sure that's the way | would inplenment the rule,
but in this exanple that's correct.

Q The rule isn't just |looking at the tota

nunber of individuals identified by the request.
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Correct?

A. In this exanple it's possible, but they are
interested in whether any subset nmatches, which is the
way | read this exanple.

Q So the rule could be invoked regardl ess of
whet her the total nunber of individuals in the earlier
request and the total nunber of individuals in the |ater
request were the sane or different. Correct?

MR. OLIVER. njecti on.

THE WTNESS: |If that was the system
requi renment, you could certainly do it.
BY MR STEPHENS:

Q But nerely identifying the total nunber of
i ndividuals identified by each request wouldn't allow
you to check whether the identities of the individuals
in each request were the sane. Correct?

A. No. You would have to keep track of previous
requests, as |'ve said.

Q Where you conpared the identities of the
i ndi vidual s in each request?

A. You would -- yes, you would have to keep track
of previous requests fromthis user in order to invoke
this rule.

Q Al right. Let's turn to Figure 3, please.

A Ckay.
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Q And in this figure we see a user device 302
that transmits a request nessage 306 to an encryption
server 312. Correct?

A Yes.

Q Wul d you agree that the request nessage 306
can be encrypted during transm ssion?

A. Yeah. You can encrypt -- for the tokens, you
can -- and probably would -- encrypt the channel, if
that's an untrusted network.

Q And Colum 7 at lines 34 to 37 confirms that
t he request nessage 306 can be encrypted during
transm ssion. Correct?

MR, OLIVER. (Objection. Form
THE WTNESS: That's what it says.
BY MR STEPHENS:

Q And then if we'll look at Colum 6 at lines 6
t hrough 13, the patent explains that the request nessage
306 contains a set of identifying data 404 for each
group nenber; that identifying data 404 may i ncl ude
first nane, |ast nanme, date of birth, gender, zip code,
as well as other identifiers. Correct?

A. Yeah. Those are exanples of Plls we discussed
earlier.

Q And when the request nessage 306 is encrypted,

it contains the personally identifying information
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al t hough in encrypted form Correct?

A. Depending on howit's inplenmented. If -- |
nmean, it doesn't -- | don't have enough information to
say there, but | would assune that that infornmation
woul d be encrypted before it was transmtted. [t m ght
al so be included in the token.

Q And the request nessage 306 is sent to the
t oken generator for the encryption server. Correct?

A That's correct.

Q So the request nessage 306 is the sane request
t oken 304. Correct?

A According to this enbodinent, it is, yes.

Q And the request nessage 306, again, queries
the PIl for the individuals in the group. Correct?

A. In this enbodi nent, yes.

Q And the PIl is attainable fromthe encrypted
request nessage 306 since it can be decrypted. Correct?
A. If it has not yet been tokenized, then it
woul d be able -- for sonmeone with the key to be able to

decrypt it.

Q And it is, in fact, decrypted by the
encryption server 312. Correct?

A Maybe, maybe not. It doesn't have to be.

Q Turn to Colum 4, please.

A Ckay.
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Q And let's look at line 17, the sentence that
reads, "A de-identifier 142 can process the PH 130 to
generate irreversibly de-identified data 140 by renoving
all personally identifiable information 118 or otherw se
transformng the PH 130 so that it cannot be associ ated
with a particular person.™

Do you see that?

A. | do. That's what we've been di scussing.

Q So the identity of the individual in this
exanpl e woul d be unattainable fromthe irreversibly
de-identified data 140. Correct?

MR. COLI VER. (bjection. Foundati on.
M scharacteri zes.
THE WTNESS: | nean, that's the objective is
to make sure that you can't -- don't have an
unaut hori zed di scl osure of the PH .
BY MR STEPHENS:

Q You agree that the identity of the individual
is not attainable fromthe irreversible de-identified
data 1407

MR, COLI VER:  (bj ection.

THE WTNESS: If -- if it's done properly,
then it woul d not be attainable.
BY MR STEPHENS:

Q You agree that the irreversibly de-identified
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data 140 woul d be absent PIl. Correct?

A. If I were inplenenting the system yes. |
mean, | would renove the PIl and tokenize it in sone
way.

Q That's what occurs when the data is
irreversibly de-identified. Correct?

A. If it's done properly, yes.

Q The irreversibly de-identified data 140 can be
produced by caching the protected health information
130. Correct?

A. If you do it with the correct cryptographic
hash, it is statistically or conputationally infeasible
to recover the infornmation attached. That's the purpose
of a cryptographi c cachi ng.

Q Are there any other encryption functions,
one-way functions, besides hashes, that could be applied

to produce irreversibly de-identified information?

A Yes.
Q Can you give ne an exanpl e?
A. Yes. It's possible to use symmetric ciphers

in a way that they create irreversibly encrypted
i nformati on.

Q How does the symmetric ci pher work?

A. A symmetric cipher uses the sane key to

encrypt and decrypt information.
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Q So in that case you could -- you could
reidentify the patient, correct, by decrypting the
out put of the encryption, if you have the appropriate
decryption key?

A It depends on howit's used. In the exanple
that we're discussing, | said it is possible to use
crypt ographi ¢ nmechani sns ot her than cryptographi c hashes
to create irreversibly encrypted informati on. That was
ny statenent.

Q So woul d the cryptographic cipher, the exanple
you provided earlier, would that provide irreversibly
de-identified information or reversibly de-identified
i nformation?

A. "1l say it one nore tinme for you, Counselor.
This is not a cryptography class.

It is possible to construct a one-way ci pher
out of a symmetric cipher; and if you do that, then it
woul d performthe sane function as a cryptographi c hash.
Used in its usual way, you would encrypt and decrypt
usi ng the sane key.

Q So when we say constructing a one-way ci pher
does that nean that the output of a one-way cipher could
not be decrypted?

A That is correct.

Q So excuse ne, because |'mnot an expert in
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this field, but would there not be, in that exanple, a
decryption key that would be -- that could be used to
decrypt the output of the one-way cipher?

A No.

MR, STEPHENS: Let's take five mnutes, if
t hat works for you
THE WTNESS: That's fi ne.
MR, STEPHENS: Ckay. Back at 12:06 Eastern.
(Recess: 12:01 a.m to 12:10 p.m, EST.)
BY MR STEPHENS:
Q "Il refer again to your reply declaration in
the '651 IPR Please turn to paragraph 34.
Are you there?
A Not yet.
Ckay.

Q The second sentence in paragraph 34, you
wote, "Landi explicitly states that its design presents
‘no HI PAA issues' and that its goal is H PAA
conpl i ance. "

Correct?

A. That's what it says.

Q Does HI PAA conpliance include conpliance with
t he H PAA Privacy Rul e?

A | woul d think so.

Q Woul d HI PAA conpliance be inportant for
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consi deration to a POSI TA?

A. In this case, yes.

Q Wiy is that?

A. Because it would be built into the system
requi rements as we discussed earlier. The -- you would
need to de-identify the PIl and/or PHI

Q "Il back up to paragraph 30 in the reply
declaration. In the fourth line down you wite, "Wile
D ck acknow edges HI PAA restrictions and the benefits of
de-identification, Dick generally contenpl ates nethods
and processes for the sane."

Correct?

A. That's what it says.

Q So Dick was al so concerned with H PAA
conpl i ance?

A. | don't know if it explicitly, from nenory
anyway, describes H PAA, but it certainly contenpl ates
de-identification of data.

Q If Dick's goal or one of the goals was H PAA
conpl i ance, then you'd expect the POSITAto -- or would
a POSITA desire to inplenent features that were
compliant with H PAA in Dick's systenf

A. It would -- yeah. You would be interested in
protecting the privacy of individuals in the database.

Q And | i kewi se, would a PCSITA be interested in

51



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

acquiring features in D ck's systemthat woul d not
conply with H PAA?

A. | don't think they would want to file data,
but they -- usually if you' re building a systemthat is
interested in data privacy, then you woul d be

i npl ementing the features required by H PAA

Q Do you have a copy of the Landi reference?
A | do.
Q | f you can pull that up for ne, please.

MR. STEPHENS: For the record, this is
Exhibit 1008 in each of the respective proceedings.
THE W TNESS: Ckay.
BY MR STEPHENS:

Q If we could turn to Colum 5, |lines 7 through
19. Take a nonent to read it, please.

A. Ckay.

Q Thi s passage descri bes encrypted I Ds in Landi
Correct?

A. Well, it's describing Figure 1, which is an
enbodi nent that uses a public key cipher but, yes.

Q And an encrypted ID is a unique reproducible
encrypted version of patient identifying information.
Correct?

A Yes.

Q And that patient identifying information, sone
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of the exanples given here include patient nane, Soci al
Security nunber, and/or address. Correct?
A. As -- yeah, Plls we discussed earlier.

Q The Landi's encrypted IDis derived from

i nfornmati on about the individual. Correct?
A. In this enbodi nent, yes.
Q Let's | ook at the next columm, Columm 6, at

lines 56 to 65, please.

A Ckay.

Q And this section describes how a heal t hcare
entity that rel eases de-identified patient data records
can securely store a respective private key for purposes
of reidentifying patient data. Correct?

A. In this enbodi nent, yes.

Q So the encrypted I D then provides the neans
for allowing de-identified healthcare information to be
re-identified by the healthcare entity. Correct?

A In this enbodi nent, someone with access to the
private key can re-identify it.

Q We | ooked earlier at the privacy rule, which
was Exhi bit 2006.

Do you still have a copy of that avail abl e?
A. No. | closed it, but I can reopen it.

Ckay.
Q Ckay. And so I'll refer on page 2 to
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subsection C, Inplenentation Specifications:
Re-identification.

A Ckay.

Q So a systemthat is assigned a
re-identification code to allow for de-identified
information to be re-identified by a covered entity
woul d need to abide by the provisions in subsection C
for H PAA conpliance. Correct?

A. That's the way | understand it.

Q And there are two subprovisions under
subsection C, correct, the derivation and security
requi rement s?

A Yes.

Q And what does the derivation provision under
subsection 1 require?

A That it's not derived frominformati on about
the individual, is what it says, or otherw se capabl e of
being translated so as to identify the infornmation.

Q And as we reviewed earlier, Landi's encrypted
IDis derived fromor related to information about the
i ndividual. Correct?

A. That's what it said.

Q So Landi's encrypted I D does not conply with
the derivation requirenent. Correct?

A. |"mnot sure that's true because you have to
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have access to the key in order to do it; but generally
speaking, in that enbodi nent, you could argue that it's
not conbined with a derivation requirenent.

Q And, |ikew se, do you recall in the |ast
deposition that you testified that Landi's encrypted ID
woul d not be conpliant with the derivation requirenent?

MR, OLIVER. (bjection. Foundation.

THE WTNESS: | don't actually renenber saying
that, but certainly for that enbodi nent, the information
is being derived, but that doesn't nean that a POSI TA
couldn't easily fix that, so | don't really see a
probl em

MR. STEPHENS: Can we go off the record for a
m nut e?

THE W TNESS: Yes.

(Recess: 12:24 p.m to 12:28 a.m, EST.)

BY MR STEPHENS:

Q Let's turn back to Landi, please, at Colum 1
And under the paragraph -- the paragraph beneath the
section, "Technical Field of the Invention," it
descri bes what the present invention relates to.

Do you see that?

A. | don't just yet. Hold on. M screen got
nessed up.

Ckay. So you said Colum 1.

55



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

Q Colum 1, line 14, under the "Technical Field
of the Invention."
A. | see it.

Q In this paragraph it describes how -- "to
systens and net hods that inplenent the secured key
encryption for de-identifying patient data to ensure
patient privacy, while allowing only the owners of the
patient data records and/or other |egally enpowered
entities to re-identify subject patients of
de-identified data records when needed.”

Correct?

A. That's what it says.

Q And to allow for re-identification, Landi uses
reversi bl e encryption techniques. Correct?

A. In the enbodi nent we were discussing, it was
usi ng public key, but, yes, that's -- | -- normally not
what you would use for a symmetric ci pher would be the
preferred node, but, yes.

Q And Landi never describes caching Pl through
form ng encrypted ID; is that correct?

A Caching? | don't have conplete recollection,
but | can search it for hash, if you w sh

Q Yes, pl ease.

A. The word "hash" does not appear in Landi.

Q And if the PIl were hashed to formthe
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encrypted I D, then you would not be able to decrypt it.
Correct?

A As we discussed earlier, if it was hashed
properly with the proper algorithm it would be one way.

Q Al right. Let's turn back to paragraph 19 of
your '651 reply declaration.

A. Ckay.

Q The | ast sentence of this paragraph he states,
"HI PAA explicitly allows for hash functions to encrypt
PIl for de-identification." Correct?

A Yes.

Q And here you cite Exhibit 1016, pages 30 to
31. Correct?

A Yes.

Q And we | ooked at Exhibit 1016 earlier, it
bei ng the HHS gui dance. Correct?

A. "Il accept your representation. | don't
remenber .

Q Let's turn to Exhibit 1016 again, please.

A. Ckay.

Q And let's turn to page 31, which is cited in
your reply dec. Correct?

A Yes.

Q Do you see the paragraph that begins, "In line

with this guidance from NI ST"?
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A Yes.

Q And this -- the second sentence in that
paragraph states that, "The re-identification provision
in Section 164.514(c) does not preclude the
transformati on of PH into values derived by
crypt ographi ¢ hash functions using the expert
determ nati on net hod, provided the keys associated with
such functions are not disclosed, including to the
reci pients of the de-identified information." Correct?

A. Yeah. They're -- that's exactly what it says,
and what they are tal king about is for suitable
i npl ementations that the derivation requirenment of H PAA
doesn't have to be followed, but this is guidance from
HHS using NIST. So, | nmean, there seemto be exceptions
to that derivation requirenent.

Q So this guidance explains -- | want to nake
sure -- that you can apply hash function to PIl to
create a re-identification code. Correct?

A. That's what it says.

Q Does the guidance identify any other or any --
strike that.

Does the guidance identify any reversible
encryption nethods that could be used?

A This particul ar gui dance doesn't, but |

haven't seen the guidance from N ST, which may or may
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not allow you to use public key nethods which may have
nore bits of security than the cryptographic hash
functions.

| mean, | don't -- it seens obvious that there
are exceptions to the derivation requirenent, a
crypt ographi ¢ hash bei ng one of them

Q Ri ght. Even when using a hash function, the
keys associated with such function cannot be discl osed,
including to the recipients of the de-identified
i nformation?

MR, OLIVER: (bject. Form

THE WTNESS: Well, in a public key system
such as Landi, you wouldn't disclose the private key to
the recipient. So that's why they are using a public
key systemrather than a symetric key system
BY MR, STEPHENS:

Q |"'mreferring to the | ast sentence in the
gui dance here.

A. | understand what you're referring to. [|'m
gi ving you a conpl ete answer based upon the point you're
trying to nake so that there is no anbiguity.

Q And what I'mreferring to, again, this
sentence -- I'mnot referring to public private key
methods. |I'mreferring to the explanation in the | ast

two lines of this guidance that cryptographic hash
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functions using the expert determ nation nethod can be
used provided that the keys associated with such
functions are not disclosed; is that correct?

A. And that also applies to public key nethods
which -- in which the private key is not disclosed, in
line with that gui dance.

Q And are you aware of any authority that under

the | aw you can use a public key nmethod conpliant with

HI PAA?
A. In the same way that you're relying upon this
gui dance, a person of skill could rely on this guidance

t hat says that you can conply in certain circunstances
as long as the key is not available, and a public key
system does not nake the private key available to those
wi th access to the data.

Q And, Dr. Cark, | just want to be clear. |'m
not relying on this guidance. This is Petitioner's
exhibit, and this is the exhibit that you cited in

support of your analysis in your reply declaration.

Correct?
A. It is cited, yes.
Q Do you believe that this guidance is reliable?
A | -- | believe that it is guidance, again,

that relies on nmultiple sources for how one of skill in

the art mght inplenent these systens.
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And so if | were inplenenting such a system
|'"d be | ooking at governnent entities |ike HHS and N ST
for guidance how to inplenent this.

Q And you had an opportunity to do so before you
submtted your reply declaration. Correct?

A. | cited to these references, yes.

Q So in this -- in the guidance that you cited
in your reply, there are no reversible encryption
nmet hods descri bed that would be permtted to get around
a derivation requirenent. Correct?

A It says, and we've al ready discussed, that a
symretric cipher can be used in a way that it's not
reversible; and it could also -- if you use a public key
system you can set it up so that the keys are not
available. So you can conply with this gui dance using
t hose functions, which is what it says right there.

Q |"'mjust reading your testinony off of the
real -tinme. You said that based on -- it said, "that a
symmetric ci pher can be used in the way that it's not
reversible.”

A That's correct.

Q Were does it -- where does it disclose a
symretric cipher?

A. It doesn't. It says, "associated with such

functions are not disclosed.” So it's possible to
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construct cryptographic hash functions not solely from
one-way hash functions. And that's what we di scussed
earlier.

Q Yeah. M question is directed not to what is
t heoretically possible, but what would be permtted by
HHS to be conpliant with the H PAA Privacy Rule.

A. Well, it's not what would be permtted; it's
what would follow this guidance. And I'mtelling you
t hat public key functions or even symmetric ciphers used
in the way that we discussed earlier would conply with
t hi s gui dance.

Q And you've identified no -- is there -- is
there any evidence of record that you have avail abl e
t hat supports that position?

A. Yeah, ny CV.

Q So there is no supporting docunents that
actually disclose the ability to use a symmetric cipher
in a manner that's conpliant with H PAA? Correct?

A. | don't need to. You -- you are having the
opportunity to exam ne nme, Counselor; and I'mtelling
you that you can conply with this guidance using
functions for which the keys are not disclosed, and
there are nultiple such functions.

Q |"mjust trying to be clear that there's no

express disclosure in any docunents you cited in your
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decl aration that support that position. Correct?
A. Thi s docunent supports it along with ny
25 years in cryptographic systens, which is why we're
havi ng this discussion. The fact that you don't
understand that is not ny problem but certainly ny
expertise conmes with ny declaration in the formof ny
CVv.
Q "1l just give you one |ast opportunity.
|s there any --
A. | already gave you an answer, Counselor. 1've
had enough of you.
Q Excuse ne. Dr. Cark, I'mtrying to get a
clear answer. This is ny tinme for the deposition.
Ckay? 1'Il1 ask the questions; you can respond.
One last tine: Can you point to any
di scl osure of a reversible encryption algorithmthat can

be used in conpliance wth H PAA?

A Asked and answer ed.
Q Are you refusing to answer?
A. |"mnot refusing. 1've answered it three

times. Look at nmy CV. Look at this guidance, and |'m
giving you the answer. You don't like it, but I'm
giving it to you.

Q Okay. Let's nove on to the Settim reference,

pl ease.
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Do you have a copy of Settim avail able?
| do.

Let's | ook at paragraph 41, pl ease.

> O »

Yes.

Q Thi s paragraph descri bes nethods for
generating an encoded patient identifier, or EPID for
short. Correct?

A Yes.

Q That EPI D can be generated by a patient care
provi der, or PCP. Correct?

A Yes.

Q And this paragraph descri bes how EPID can be
generated from say, a password screen and identifying
information for a patient. Correct?

A. In this enbodi nent, yes.

Q That password screen is known only to the PCP.
Correct?

A Yes.

Q And the identifying information can be, for
exanple, a patient identifier or other information such
as patient nane, age, and Social Security nunber.
Correct?

A Correct.

Q And so if the identifying information is not

hashed, it would fail to conply with the derivation
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requi rement. Correct?

A. No, because the password string that's
i ncor porated, again, would not be shared with anyone
el se, so the data woul d not be recoverabl e.

Q That wasn't ny question

| ' m aski ng about the identifying informtion.
Wul d the H PAA Privacy Rule require that the -- that
the identifying informati on be hashed --

A. Not according to --

Q -- in order to conply with the derivation
requi renent ?

A. Not according to the guidance that we've been
di scussing. And so this password, again, would prevent
you fromrecovering the information unless you have it.

So it would neet the guidance because this,
again, would be a function, like a cryptographic hash,
t hat woul d prevent recovery without, in this case, a
passwor d.

Q What does the guidance tell us that the
derivation requirenment -- strike that.

As di sclosed in paragraph 41, there is a
patient identifier encoding software 306. |s that
correct?

A. That's what it says.

Q And it says that that software hashes the
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encoded password string to produce a 16-digit nunber.

Correct?
A It does.
Q And there's no disclosure here of hashing of

patient identifying information. Correct?

A. It's encoding software, and a hash is an
encoding. So it doesn't say cryptographi c hash; but |
understand, reading that, to make it conply with the
gui dance that we've been discussi ng.

Q Settim specifically uses the decrypted EPID
to re-identify patients. Correct?

A. | f they have access to the password, yes.

Q And in order to decrypt the EPID, a one-way
function could not be used. Correct?

A A one-way function could not be used and then
reversed, that is correct.

Q So a hash woul d not be used to encode the
patient identifying information if the EPIDis to be
decrypted. Correct?

A. No. The -- then the key has to be nmde
unavai l able to any recipient of that data. Correct?

Q And in this paragraph, there is a reference to
Ri vest, Shamr, and Adel man, RSA algorithm Do you see
t hat ?

A That's a public key algorithmsuch as the one
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we were discussing previously.

Q Yes. So that public algorithmwould be a
reversi ble encryption algorithm Correct?

A. Not wi thout access to the private key.

Q So it is reversible if you have the private
key. Correct?

A. | f you have the private key, you can decrypt,
that is correct.

Q So RSA woul d be -- would not be considered a
one-way function. Correct?

A. It is not a-- it can be used like a symetric
algorithm if constructed; but if you want to recover
the data, then, no, you can't use a one-way function.

Q And al so in paragraph 41, there is a reference
to a two-fish algorithm Correct?

A. Two-fish is a symmetric al gorithm

Q And so a symmetric algorithmis also a
reversi bl e encryption algorithnf

A. | f one has access to the key, yes.

Q Are the EPIDs in Settim stored with
the de-identified records in the centralized database?

A. |"msure that they could be, but I would have
to search to find out if there's an explicit disclosure
of that.

Q Wul d that have been an inportant
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consideration for you in the Evenhainl Settim grounds
t hat you proposed?

A. Yes, | nmean because you have to have a token
in order to search the database.

Q So in the Evenhaim Settim ground, as you've
proposed, the EPID would be stored in the centralized
dat abase with the de-identified records; is that
correct?

MR. OLIVER. (bjection. Mscharacterizes.

Foundat i on.

THE WTNESS: Right. | nean, that woul d be
one way to inplement it, but it -- | nean, basically you
have to -- Settim is -- has a de-identified database,

and you woul d need sone neans of searching for those
records, and EPID woul d be one way to do that.
BY MR, STEPHENS:

Q And if the EPIDs are stored in the centralized
dat abase - -

(Court Reporter requested clarification.)

BY MR, STEPHENS:

Q If the EPIDs are stored in the centralized
dat abase, is it your contention that the searcher would
I ssue queries that include EPIDs to the centralized
dat abase to search for the records of particul ar

patients?
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A Maybe, maybe not. Again, it depends on the
i npl enentation. That's certainly one way to do it if
you wanted to.

Q | " m aski ng how you described it in your -- in
your decl arati ons.

A. Again, in ny declaration, if it's -- was
necessary to be able to search by those tokens, then you
woul d need to include sonme nmeans of pointing to the data
associ ated with those tokens.

Q Can you just tell me how the -- how does the
system operate in the proposed Evenhainl Settim
conbi nati on?

A I n the conbination, Settim has a
de-identified database that is searchable by the system
of Evenhai m

Q And are you using tokens to search the
dat abase in the conbination?

A. That woul d be one way to do it, as | said.

Q And what is the, you know -- is it Evenhainis
data aggregator that issues queries to the centralized
dat abase?

A It is.

Q Wuld the -- would the -- strike that.

Let's go to your reply declaration again at

par agr aph 12.

69



http://www.sullivancourtreporters.com/

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

THE SULLIVAN GROUP OF COURT REPORTERS

A Ckay.

Q At the top of page 10, the | ast sentence you
wite that, "Evenhaims query would be formatted to
mat ch the token designed used by Settim's database so
that they speak the sane | anguage," correct?

A. At paragraph 12? Yes, | see it.

Q Do you have any systens before the Vigilytics
patent in which a third party encrypted PIl to generate
request tokens that could be matched agai nst a
de-identified dataset?

A Not from nenory.

Q Ckay. Let's turn to Evenhaim pl ease.

A May | close Settim? |1'mhaving a hard tine
getting through all this stuff on ny desktop.

Q Yeah. Pl ease go ahead and close Settim.

A. Ckay. | have it up.

Q And I'Il refer to the -- there's a paragraph
in Colum 4 at lines 34 to 48.

A. Ckay.

Q And in this paragraph, Evenhaimidentifies a
significant challenge wth neasuring the inpact of a
consuner heal th program when the health program sponsor
does not have the full healthcare information of the
target population at their disposal. Correct?

A That's what it says.
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Q And then the paragraph refers to

de-identification nmethods under HI PAA.
Do you see that?

A Yes.

Q And you're famliar with de-identification
nmet hods under H PAA. Correct?

A Yes.

Q Those coul d include the safe harbor nethod and
expert determ nation nethod. Correct?

A Yes.

Q Under any HI PAA-conpliant nethod for
de-identification, PIl is renoved fromthe origina
patient data, at least to the extent that it can't be
re-identified; the identity of the patient can be
di scerned fromthe record. Correct?

MR, COLIVER. (bjection. Form
THE WTNESS: Right. So as we've been
di scussing, that the recipient of such a record, unless
aut hori zed that is having access a key, cannot access
the PI1. And you would be conpliant.
BY MR STEPHENS:
Q I"'m-- 1"l clarify ny question
|"mjust referring to de-identification
nmet hods such as safe harbor or expert determ nation

met hod.
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A And nmy answer renains the sane.
Q Under the safe harbor nethod -- we'll take
that first.

To de-identify a record according to the safe
har bor nmet hod, would you strip PIl fromthe original
patient data record?

A | would nmake it unavailable so if it is one
way encrypted or encrypted in a way that it's not
recoverable, then I think it would neet that
requi rement, yes.

Q And the -- under the safe harbor nethod, the
privacy rule defines specific identifiers that nust be
renmoved fromthe protected health information for
conpliance. Correct?

A Right. They nust be unavail abl e.

Q And, |ikew se, under the expert determ nation
method -- | guess I'Ill just ask: How does the expert
determ nati on net hod apply under HI PAA?

A. It nmeans that an expert can determne that the
privacy of the individuals in the PH is preserved with
a sufficient degree of assurance.

Q So a dataset that was de-identified according
to expert determ nation, would it have | ess data
avail abl e than the original dataset, in general?

A. Yeah. It would be | ess data avail able to an
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unaut hori zed user, yes.

Q So under any HI PAA conpliant de-identification
nmet hod, the de-identified dataset will generally have
| ess data avail able than the original dataset. Correct?

A There -- the PIl would be unavail abl e so that
woul d need to be unavail able. Yes.

Q Now, this paragraph, Evenhai m expl ai ns that
exi sting de-identification nethods under H PAA nay
render the information useless for the purpose of
nmeasuring the inpact on health prograns. Correct?

A. That's what it says.

Q Wul d a POSI TA have understood on this
di scl osure that Evenhai mteaches a way from searching
de-identified data under HI PAA?

A No. | don't think so.

Q What does "usel ess" nean to you?

A. Pl ai n English neani ng.

Q So how do you, | guess, reconcile -- well,
woul d you acknow edge that Evenhaimcriticizes the use
of de-identified data under H PAA?

A. No, | don't think so. It says it may render
the information useless. So I would understand that to
nmean that you need to be cautious in how you inpl enent
it so that you don't do that.

Q Let's turn to Columm 16 at lines 64. And do
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you see the sentence that says, One cannot query or
anal yze paraneters that are no longer in the | ower
resol ution dataset"?

A. Yes. That's what it says.

Q And so that would apply to a de-identified
dat aset under HI PAA. Correct?

A. Not necessarily, no.

Q You just agreed earlier that a de-identified
dat aset woul d have | ess data avail abl e than the original
dataset. Correct? Data avail able.

A To unaut hori zed users, that's correct.

Q And so that data be unavailable to the query
to be analyzed. Correct?

A. Not if those -- that queries are authorized.
So the information is not lost; it's just unavail able
which is what they are tal king about here. This is --
that if you have information lost, then it's | ower
resolution. And that's the entire point of Evenhaimis
how do we de-identify wthout |owering the resolution of
t he dat aset.

Q Let's -- let's assune that the -- |I'mtalking
about an entity that's -- that does not have -- that's
not authorized, does not have access to the data that's
rendered unavail able. Ckay?

In that instance, the informati on woul d be
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lost to that entity, and that entity wouldn't be able to
query or analyze the data that it encrypts fromthe
original dataset. Correct?

A It would be unable to use the PIl or the PH
insofar as they could link it to an individual. But
they were free to use it. Al of the other information
woul d be preserved. |If they needed the PII, then they
woul d have to be authori zed.

Q Anahei m at | east expresses a preference

agai nst searching de-identified datasets. Correct?

A. | don't think so. | nean, that's not the way
| read it.
Q Does Evenhai m express a preference for

de-identified datasets?

A No, it expresses a preference for datasets
that are not | ow resol ution.

Q | s Evenhai m agnostic on the issue of searching
de-identified datasets?

A. | don't think it's agnostic. The issue is
whet her or not you have information loss in the system
Q In the Evenhaini Settim conbination, the
central i zed database pulls de-identified records.

Correct?
A Yes.
Q And when searching that database, the
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informati on that had been stripped as a result of
de-identification is unavailable to the search -- to the
search. Correct?

A. It depends on how you strip it. You can
render it unavailable; that is, by encrypting it in the
t oken and render it unavail able w thout |oss of
resol ution.

Q So let's just take an exanple. Let's say the
de-identified datasets have stripped the zip code of the
patients fromthe data records. kay?

A Stripped or included it in the token so that
it's unavail abl e?

Q Ei t her way. Ckay?

A. Yeah, I'm i stening.
Q So the searcher woul d be unable to search
by -- search the database by zip code. Correct?
A. | mean, again, it depends -- it would depend

on who the searcher was and how you were using it, but,
yes, generally speaking that zip code would not show up
for an unauthorized user.

Q Still in that context, the data woul d be
unavail able to the searcher. Correct?

A. To the unaut horized user, yes.

Q And to the unauthorized user, that woul d

appear as a | ower resolution dataset. Correct?
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A

unavai | abl

Q

To that searcher, that information would be
e, yes.

Al right. Let's turn to Columm 5, please,

and at line 46 there's a paragraph that describes health

progr am

A
Q
patients,
opt into
A
Q
pr ogr anf
A

Q

Do you see that?

| do.

And Evenhai m expl ains here that, "Typically
consuners, or healthcare professionals wll
participate in such a program" correct?
That's what it says.

What does it nmean to opt in to a health

That neans to agree to participate.

So if patient is agreeing to participate in

the health program they would be authorizing the use of

t hei r nedi

A

much nor e,

my notes,

cal information for that program Correct?

| woul d expect so.

MR, STEPHENS: Ckay. | don't think |I have
but can we take five mnutes, and I'll review
and we'll see if we have anything further.

THE W TNESS: Ckay.
MR. STEPHENS: Thanks.
(Recess: 1:16 p.m 1:21 p.m, EST.)
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BY MR STEPHENS:

Q Dr. Cark, at any point during our breaks
today, did you discuss the substance of your testinony
wi th Counsel ?

A | haven't spoken to Counsel at all.

Q Anyone el se?

A Nope.

MR, STEPHENS: Al right. No further
guesti ons.

MR, CLI VER. Thank you. | have no questions
for the w tness.

MR. STEPHENS: All right. Thank you for your
time, Dr. O ark.

THE WTNESS: All right. Thank you

COURT REPORTER: Counsel, may | get transcript
requests on the record? M. diver?

MR OLIVER  Yeah, | don't need a transcript.
It's going to be submitted in the record so -- and w |
be done probably next week, so | don't need a copy.

(Wher eupon the proceedi ngs concl uded at

1:22 p.m)
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DECLARATI ON UNDER PENALTY OF PERJURY

I, DR PAUL CLARK, do hereby certify under
penalty of perjury that | have read the foregoing
transcript of ny deposition taken on March 20, 2025;
that | have made such corrections as appear noted on the
Deposition Errata Page(s), attached hereto, signed by
me; that ny testinony as contai ned herein, as corrected,

is true and correct.

This Declaration is executed this day

of , 20 , at ,

Cal i f orni a.

DR. PAUL CLARK
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)
STATE OF CALI FORNI A ) ss.
)

I, Tamara Houston, RPR, CCRR, CSR No. 7244, a
Certified Shorthand Reporter in the State of California,
duly enpowered to adm ni ster oaths, do hereby certify:

That, prior to being exam ned, the w tness
naned in the foregoing deposition was by ne duly sworn
to testify to the truth, the whole truth, and nothing
but the truth;

That said deposition was taken down by ne in
shorthand at the tine and place therein naned, and
thereafter reduced to typewiting by conputer-aided
transcription under ny direction;

That the dismantling, unsealing, or unbinding of
the original transcript will render the reporter's
certification null and voi d.

| further certify that | amnot interested in the
event of the action.

In witness whereof, | have hereunto subscribed ny
name.

Dat ed: 24t h of March, 2025.

i Y g
Samarae & A ouddsr

TAVARA L. HOUSTON
CSR 7244, RPR, CCRR 140
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