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Claim 1 of ‘010 Patent

The inventive concept of the ‘010 Patent is determining, based at least in part on the
captured biometric information, that the user is alive.

[1.0] A system, comprising:
[1.1] one or more processors configured to:

[1.2]
[1.3]
[1.4]
[1.5]
[1.6]

[1.7]

[1.8]

receive a virtual likeness of a face of an account holder;

associate, in a data store, the virtual likeness of the face of the account holder with an account of the
account holder;

render, in an interface, the virtual likeness of the face of the account holder;

render a transaction icon associated with an electronic transaction, wherein the transaction icon 1s
rendered 1n the interface with the virtual likeness of the face of the account holder;

receive an indication of an action taken by a user, the action comprising a user interaction with the
transaction icon rendered in the interface with the virtual likeness of the face of the account holder;

capture contextual information associated with the electronic transaction, the captured contextual
information comprising captured biometric information associated with a user;

perform a fraud detection analysis of the captured contextual information associated with the electronic
transaction, wherein performing the fraud detection analysis comprises determining, based at least in
part on the captured biometric information, that the user is alive; and

based at least in part on both the user interaction with the transaction icon rendered in the interface with
the virtual likeness of the face of the account holder and performing the fraud detection analysis
comprising determining that the user is alive based at least in part on the captured biometric
information, complete the electronic transaction; and

[1.9] amemory coupled to the one or more processors and configured to provide the one or more processors with

instructions.

(‘010 Patent, claim 1) APPL-1001, 13:54-14:25; APPL-1002, 441-442; Pet. 4
2



‘010 Patent
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Increasing Feelings of Guilt

One reason that an otherwise honest person might engage
in a fraudulent transaction 1s that the monetary value of the
transaction is abstract. The more concrete the value of a
transaction is, the more guilty a fraudster might feel when
perpetrating the fraud. A $20 bill, when held in a person’s
hand and presented to a merchant, is a tangible item with a
concrete value. When the same amount of money is involved
in an electronic transaction (e.g., the purchase of a book or
set of magazines), the amount of money involved may seem
less concrete.

(‘010 Patent) APPL-1001, 4:57-67; Reply, 20.

In some embodiments, an analysis of the photograph is
performed as part of the transaction. Techniques for con-
firming that the object being photographed is alive (e.g., by
taking multiple photographs in rapid succession) can be
employed to help make sure that the fraudster isn’t using
camera 112 to photograph a printed picture of the legitimate
user. The application of various rules, such as requiring that

(‘010 Patent) APPL-1001, 8:54-60; Pet. 3.

(‘010 Patent) APPL-1001, FIGS. 4, 6, 7; Pet. 3; POR, 3-4;



Petitioner’s Instituted Grounds

1215, 17, 2023

Claim(s) Challenged | 35 U.S.C. § Reference(s)/Basis
1,2,4-6,9, 10, : ‘
12-14.17.20.21.23 103(a) Stone, Hoyos
7,15,22 103(a) Stone, Hoyos, Varghese
1.2,4-1,, 30, 103(a) Stone, Guidance

Issues:

Motivations to combine in Grounds 1-3
Grounds 1 and 3: Limitations [1.2]-[1.5], [1.9];
limitations of claims 4, 6, 12, and 14

Inst. Dec. 15.

Undisputed:

* Grounds 1 and 3: Limitations [1.0]-[1.1] and [1.6]-[1.8],
(including [1.7] resulted in allowance); limitations of
dependent claims 2, 5, 7, 9-10, 13, 15, 20, 21-23

* Ground 2: Limitations of claims 7, 15, 22



Summary of Combinations

Combinations ’010 ’656 ‘886
Stone and Hoyos Ground 1
Stone, Hoyos, and Varghese Ground 2 Ground 1 Ground 1
Stone and FFIEC Guidance Ground 3 Ground 2 Ground 2
Stone, Hoyos, Varghese, Borovsky Ground 3
Stone, Guidance, Borovsky Ground 4
Stone, Hoyos, Varghese, and Campbell Ground 3
Stone, Guidance, and Campbell Ground 4




Summary of Claim Landscape

General Claim Terms of Claim 1

010

'886

one or more processors

d processor

receive and store biometric info [for later comparison],
wherein the biometric info is associated with an account

receive and associate a virtual likeness of a face

render [the/a] virtual likeness of
a face of the account holder

a face of a recipient

The virtual likeness was selected as part of an enrollment

biometric info

a memory coupled to and provide the [one or more

[1.9]

capture biometric info \/ \/ \/
con.tefxtual subsequent to an interaction by a user, capture \/ [1.3.1] \/
'nto location data
fraud determine that the user is alive \/ \/ \/
detection :
. comparison based on stored and captured \/
analysis

processors/processor] with instructions.




Discussion Roadmap

* Ground 1:
 POSITA would have combined Stone and Hoyos
(slides 8-17)
« Limitations [1.2] - [1.5], [1.9] (slides 19-30)
 Claims 4, 6, 12, and 14 (slides 32-36)

* Ground 2: POSITA would have combined Stone, Hoyos,
and Varghese (slides 38-44)

« Ground 3: POSITA would have combined Stone and
FFIEC Guidance (slides 46-53)
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Prior Art: Stone

Financial Transaction:

FIG.3 Select Currency |~

for Display

]

Selsct Currency
to Be Entered -

i ¥

Enter Amount

System:

Keep Display

Transfer
Entered /
Shawn
Amount?

Enter Recipient /

[nformation

i

Enter Funding /314
Source
316
e
Yes

Transfer Funds  |—"

(Stone) APPL-1008, FIG. 3; Pet. 14.

308

400

/406
Payment Provider
Payment 420
Application
™. —
412 | 422
User / Merchant -
Network Accounts
- aa \. /
\< 424
Account
402 Information u'

418

E%i §§-§§E§\e /

FIG. 4

“recipient devices 406 may be the
same or have the same basic
features as user device 404”
(Stone) APPL-1008, FIG. 4, [0046];
Pet. 23, 26-27.



Prior Art: Hoyos

Need of Authentication in Financial

Transactions:
[0009]

However, in the field of authentication of financial

transactions, high levels of accuracy and speed are critical.

For example, to authenticate a banking transaction, there 1s
high motivation for an imposter to try to spoofthe system and
yet the financial institution would require a fast authentica-
tion process and a low rate of false rejects or denials. In this
field, even a small percentage of rejections of authentics can
result in an enormous number of unhappy customers, simply
because of the huge number of transactions. This has pre-
vented banks from using certain biometrics.

Authentication with accuracy, speed, and against
spoofing using a combination of biometric match

and aliveness:

Compute Probability
of Live-Person, Pp Pm
n 13

Compute Probability
of Biometric Match,

5 Cum;;le D ¢

D > Threshold?
15

Transaction
Authorized
7

Transaction Not
Authorized
16

Fig. 1

(Hoyos) APPL-1013, [0009],
[0011], [0029], FIG. 1;
Pet., 8,9, 10.

Problem of spoofing and live-person solution:

[0011] _One problem faced by biometric recognition svs-

tems involves the possibility of spoofing. For example, a
life-sized, high-resolution photograph of a person may be
presented to an iris recognition system. The iris recognition
systems may capture an image of this photograph and gener-
ate a positive identification. This type of spoofing presents an
obvious security concern for the implementation of an iris
recognition system. One method of addressing this problem

[0012] In biometric recognition systems using fingerprint,
finger vein, palm vein, or other imagery, other methods of
determining whether spoofing is being attempted use tem-
perature or other measures of liveness, the term liveness being
used herein for any step or steps taken to determine whether
the biometric data is being acquired from a live human rather
than a fake due to a spoof attempt. More specifically however,
in this invention, we define probability of liveness as the
probability that biometric data has been acquired that can be
used by an automatic or manual method to identify the user.

Advantages:

[0029] A special advantage of this method and system is
that by combining in one algorithm the live-person result with
the match result, a fraudulent user does not know whether he
or she was authorized or declined as a result of a bad or good
match, or because the system has captured excellent live-
person data that can be used for prosecution or at least embar-
rassing public disclosure. The system results in a large deter-
rent since in the process of trying to defeat a system, the
fraudulent vser will have to present some live-person data to
the system and they will not know how much or how little
live-person data is required to incriminate themselves. The
traudulent user is also not able to determine precisely how
well their fraudulent methods are working, which takes away
the single most important tool of a fraudster, i.e., feedback on
how well their methods are working. At best. they get feed-




POSITA Would Have Combined Stone with Hoyos
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Petitioner Has Established
Motivation to Combine Stone with Hoyos Under KSR.

“need or Pet., 17-18 (“financial transactions of Stone had a need for
\/ problem known  authentication including fraud detection (e.g., with higher levels of
in the field” security for some transactions)”); (Jones Decl.) APPL-1003, 961; (Hoyos) APPL-1013,
KSR, 127 S.Ct. at [0009], [0011]; (Varghese) APPL-1010, [0148]; (Carter) APPL-1016, FIG. 3, [0073].
1742
“obvious Pet., 17 (“benefits of improved fraud resistancy by addressing spoofing
benefit” and and achieving ‘improved deterrent against attempted fraudulent
\/ “predictable transactions, and decreased rejection of valid customers’ as taught by
results” Hoyos ”); APPL-1003, 1959-68; (Hoyos) APPL-1013, [0015], [0017]-[0022], [0024], [0026],
Id. at 1731, [0027], [0029].
1739, 1740, Pet., 18-19 (“consistent with the regulatory drive for multifactor
1744 authentication for financial transactions ”); (Guidance) APPL-1037, 7.
“a combination Pet., 21-22 (“Stone and Hoyos each reference the financial transaction
of familiar system performed using user devices well-known to have/to be easily
\/ elements connected to cameras for obtaining photographs for face biometric.... It
according to would have been within the skills of a POSITA to implement the teachings
known methods” of Hoyos in the system of Stone, e.g., implementing biometric
Id. at 1739 information capturing in the user device, and implementing fraud

detection analysis locally using the user device, or remotely”); AppL-1003,
1967-68, (Carter) APPL-1016, [0040], [0042] [0076]; (Mardikar) APPL-1015, FIG. 3, 4:4-10;
(Bhargav-Spantzel)APPL-1038, 64.
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Stone Had a Need for Authentication for Financial Transactions.

* Stone explicitly describes transfer funds in financial transactions. (Stone) APPL-1008, [0001]-[0004]; (Jones
Decl.) APPL-1003, 953; Pet. 14.

* Stone explicitly describes authentication for financial transaction, discussing e.g. “user name,
password,” “biometric id,” “security information.” preliminary Reply, 3; (Stone) APPL-1008, [0045].

e Stone’s need is consistent with the well-known knowledge of the need for authentication for
financial transactions. APPL-1003, 9199; (Hoyos) APPL-1013, [0009], [0011]; (Varghese) APPL-1010, [0148]; (Carter) APPL-
1016, FIG. 3, [0073]; Pet. 69.

[0045] User device 408 may include one or more user iden-
| : tifiers 418, which may be implemented, for example. as oper-
N S ating system registry entries, cookies associated with browser
application 410. identifiers associated with hardware of user
device 404, or various other appropriate identifiers. User
identifier 418 may include attributes related to the user. such
as personal information (e.g., a user name, password. photo-
graph image, biometric id, address, phone number, etc.) and
banking information (e.g., banking institution, credit card
issuer. user account numbers. security information, etc.). In
various implementations, user identifier 418 may be passed
with a user money transfer request to payment provider server
408, and user identifier 418 may be used by payment provider
server 408 to associate user 409 with a particular user account
maintained by payment provider server 408.

|
paypaﬂ“ | s1i52 88 USD
Send money | 208

7

ﬁ& Ei’l-_____,

Am@[@ ’@WL:M >

(Stone) APPL-1008, FIGS. 2 and 3; Pet. 16; (Jones Decl.) APPL-1003, 9156. (Stone) APPL-1008, [0045]; Pet. 14; (Jones Decl.) APPL-1003, 453.
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Undisputed that a Need for Authentication for Financial
Transactions was Well-Known in the Art

On August 8, 2001, the FFIEC agencies' (agencies) issued guidance entitled Authentication in
an Electronic Banking Environment (2001 Guidance). The 2001 Guidance focused on risk
management controls necessary to authenticate the identity of retail and commercial customers
accessing Internet-based financial services. Since 2001, there have been significant legal and
technological changes with respect to the protection of customer information;” increasing
incidents of fraud, including identity theft; and the introduction of improved authentication
technologies. This updated guidance replaces the 2001 Guidance and specifically addresses
why financial institutions regulated by the agencies should conduct risk-based assessments,

evaluate customer awareness programs, and develop security measures to reliably authenticate

customers remotely accessing their Internet-based financial services.

(FFIEC 2005 Guidance) APPL-1037, 1; Pet. 13.

[0148] It should also be appreciated that the user or service

provider may request further authentication during the

course of a valid already-authenticated session based on,

¢.g., the transaction being requested. For example, a bank or
other financial institution may wish to invoke a higher
security authentication interface during a session before
transactions over a certain amount are sent to the server. The
systems and methods of the present invention can be
invoked to provide for such authentication.

(Varghese) APPL-1010, [0148]; Pet. 69.

[0073] Ifthe transaction matches the preferences, the trans-
action must then be authenticated before proceeding. At step
204, the necessary authentication level 1s determined based
on the transaction criteria. As stated above, different authen-
tication levels may be necessary for different transactions,
based on factors such as value and type of transaction, as well
as other factors. Once the necessary authentication level is
determined, authentication is performed using one or more of
the various authentication methods 205, including fingerprint
validation 205A, PIN validation 205B, voice biometric vali-
dation 205C, facial recognition validation 205D, or GPS loca-
tion validation 205E, each described above. The authentica-
tion 1s performed using authentication data 206 stored on the
device 101. It is understood that different authentications may
be used 1n other embodiments.

(Carter) APPL-1016, FIG. 3, [0073]; Pet. 69. 13



Hoyos’s Techniques to Improve Authentication Would Improve Authentication
for Financial Transactions in Stone in the Same Way

 Hoyos’s known biometric techniques have been used to improve

authentication for financial transactions.
Pet. 18; (Jones Decl.) APPL-1003, 962; (Hoyos) APPL-1013, [0024], [0026], [0027], [0029].

* Hoyos’s known techniques would improve similar financial transactions in
Stone in the same way, using the known biometric techniques according to

Hoyos’ teachings.
Pet. 19-21, 40; (Jones Decl.) APPL-1003, 119 65-68, 103; (Hoyos) APPL-1013, [0015]; (Stone)APPL-1008,
[0004].

“There is a motivation to combine when a known technique ‘has been used to improve
one device, and a person of ordinary skill in the art would recognize that it would
improve similar devices in the same way, using the ‘prior art elements according to their

established functions.””

Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 1373, 1380-81 (Fed. Cir. 2023) (citations omitted) (quoting KSR, 550 U.S. at 417; Intel
Corp. v. Qualcomm Inc., 21 F.4th 784, 799-800 (Fed. Cir. 2021)); Inst. Dec. 47-48.

14



PO’s Arguments are Contrary to the Record and the Law

PO Response Arguments:

“Petitioner’s explanation for the alleged
motivation to combine is conclusory.”
POR, 22.

“Stone is not analogous art” because
“Stone is not concerned with payment
processing and does not even recognize
payment fraud as a problem needing to
be solved.” POR, 26-29.

“Stone and Hoyos teach away from each
other and are incompatible because they
are directed to different computing
environments,” “Stone requires a client-
server structure,” and “Hoyos’s disclosed
authentication methods are employed
locally on the device, with no mention of
a server structure.” POR, 29-31.

Petitioner’s Reply:
The reasons to combine are supported by Dr. Jones’ detailed
explanation and numerous references, including references from
PQO’s own expert Dr. Goodrich. Pet. 17-22; Reply, 29; APPL-1003,
9959-68; (Hoyos) APPL-1013, [0015], [0017]-[0022]; (Varghese)
APPL-1010, [0148], FIG. 14, [0097]-[0099], TABLE 10; (Carter)
APPL-1016, FIG. 3, [0073]; (Guidance) APPL-1037, 7; (Mardikar)
APPL-1015, FIG. 4; (Bansal) APPL-1035, 4:60-62; 4:66-67.
Stone is analogous art. Like ‘010 Patent, Stone
* addresses the same problem of making the transaction
seem “more concrete” by showing “actual currency” on
display. APPL-1001, 4:28-30, 4:62—-67, 5:16—18; (Stone)
APPL-1008 91 6, 8, 10-11, 16, 22-25, 31, 33, 39, code
(57), Figs. 1-2; Reply, 20.
« discloses secure transactions with multi-factor
authentication. Prelim. Reply, 3.
* discloses user interface art (e.g., dragging icon for
payment), which is integral to fraud detection in financial
transactions. Prem. Reply, 4.

Stone’s client-server model and Hoyos’ authentication methods
are complementary. A POSITA would adapt Hoyos’ biometric
methods to function within Stone’s system (either on the client
or on a server), achieving secure authentication without
undermining the system’s architecture. Pet., 22; APPL-1003,
9967-68; APPL-1055, 2; Reply, 21.

15



Undisputed that Authentication in Client-Server System
was Well-Known.

PO’s expert, Dr. Goodrich, acknowledges that authentication for client-server system
was well-known, with “two broad approaches” for authentication: (1) at a remote
server; and (2) locally “at the client end [which m]ost of the recent work has
focused on”):

There 1s a huge literature on biometric authentication, and we briefly focus here
on the work most relevant to our paper. There are two broad approaches: The
one where the comparison is done at the remote server, and the one where the
comparison is done at the client end (the portable device where the biomet-
ric measurement is done). Most of the recent work has focused on the second
category, ever since the landmark paper of Davida et al. [9] proposed that com-
parisons be done at the client end (although their scheme is also useful in the
first case, of remote comparison at the server end). Many other papers (e.g., [4,

(Goodrich C101) APPL-1055, 2; Reply, 21.

POSITA “has good reason to pursue the known options within his or her
technical grasp” where there are “there are a finite number of identified,
predictable solutions” for solving the design need.

KSR Intern. Co. v. Teleflex Inc., 127 S.Ct. 1727, 1732.

16



PO does not (and cannot) Establish Teaching Away.

“A reference may be said to teach away when a person of ordinary skill, upon
reading the reference, would be discouraged from following the path set out
in the reference, or would be led in a direction divergent from the path that
was taken by the applicant." Ricoh Co., Ltd. v. Quanta Computer Inc., 550 F.3d
1325, 1332 (Fed.Cir.2008) (quoting In re Kahn, 441 F.3d 977, 990
(Fed.Cir.2006)). A reference does not teach away, however, if it merely
expresses a general preference for an alternative invention but does not
"criticize, discredit, or otherwise discourage" investigation into the invention
claimed.

Reply, 21-22; DePuy Spine, Inc. v. Medtronic Sofamor Danek, Inc., 567 F.3d 1314, 1327 (Fed. Cir. 2009); see also In
re Gurley, 27 F.3d 551, 553 (Fed. Cir. 1994).

17



Discussion Roadmap

* Ground 1:
« POSITA would have combined Stone and Hoyos
(slides 8-17)
« Limitations [1.2] - [1.59], [1.9] (slides 19-30)
 Claims 4, 6, 12, and 14 (slides 32-36)

* Ground 2: POSITA would have combined Stone, Hoyos,
and Varghese (slides 38-44)

« Ground 3: POSITA would have combined Stone and
FFIEC Guidance (slides 46-53)
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[1.2]

[1.3]

[1.4]

[1.5]

Limitations [1.2]-[1.5]

receive a virtual likeness of a face of an account holder;
associate, in a data store, the virtual likeness of the face of the account
holder with an account of the account holder;

render, in an interface, the virtual likeness of the face of the account
holder;

render a transaction icon associated with an electronic transaction,
wherein the transaction icon is rendered in the interface with the virtual
likeness of the face of the account holder;

receive an indication of an action taken by a user, the action comprising a
user interaction with the transaction icon rendered in the interface with
the virtual likeness of the face of the account holder;

19



Petition Explains that Either the Recipient Image or Sender Image
of Stone Teaches the Same “Virtual Likeness” of [1.2] and [1.3].

First, as shown in annotaied FIG. 4 of Sionc bolow] SI00e taties ome oF Petition explains that Stone describes:

 “processor 504 in user device 404
alone, or in combination with other
processors”

* Photograph image of an account
holder “as either sender or recipient”.

more processors (e.g., processor 504 in user device 404 alone, or in combination

with other processors) are configured to receive a virtual likeness of a face

(“photograph image”) of an account holder (user 409 (as either sender or recipient)

with a user account 422), and store the received photograph image in user

identifier 418 of user device 408. APPL-1008, [0048] (‘“payment provider server

Pet., 26'27 . interface [wtl ATaT & 1258 P [
\ PayPaI“‘ 5135268 USC
—
H—tedembse — 22 |}
= -‘T\A ] ""‘- [ x4

Second, Stone describes associating, using user identifier 418, in a data store

|\a virtual likeness
of a face
associated with an
account holder

(storage component 508 of user devices 404 alone, or in combination with storage

component 508 of other devices including payment provider server 408), the

virtual likeness of the face (photo) of the account holder (user 409) with an account

(user account 422) of the account holder (user 409). APPL-1008, [0045] (“In

FIG. 2

APPL-1008, FIG. 2, annotated (see also FI1G. 1)

Pet., 28. Pet., 30.

20



Stone Describes Associating the Virtual Likeness with an Account

associated with a user

account \
[0045] User device 408 may include one or more user iden-

tifiers 418, which may be implemented, for example, as oper- User Identifier 418
ating system registry entries. cookies associated with browser
application 410, identifiers associated with hardware of user
device 404, or various other appropriate identifiers. User
identifier 418 may include attributes related to the user. such User Name
as personal information (e.g., a user name, password, photo-
graph image, biometric id, address, phone number, etc.) and
banking information (e.g., banking institution, credit card
issuer, user account numbers. security information, etc.). In PhOtOgra ph Image
various implementations, user identifier 418 may be passed . .
with a user money transfer request to payment provider server Biometric id
408, and user identifier 418 may be used by payment provider
server 408 to associate user 409 with a particular user account
maintained by payment provider server 408.

Password

used by payment provider

(Stone) APPL-1008, [0045]; Pet. 28. in context of money
transfer request to
associate user 409 with a
user account.

21



Petition Explains that Either the Recipient Image or Sender Image
Teaches the Same “Virtual Likeness” of [1.2] and [1.3].

[1.1] one or more processors configured to:
[1.2] receive a virtual likeness of a face of an account holder;
associate, in a data store, the virtual likeness of the face of the account holder withan
account of the account holder;
[1.3] render, in an interface, the virtual likeness of the face of the account holder;

“one or more processors configured to”
One processor Two or more
(“processor 504 in user processors (“in
device 404 alone”) combination with
Pet. 27 other processors”)
Pet. 27-28
“a/the Recipient Example 1.1 Example 1.2
virtual Image
likeness” Pet. 28
Sender Example 2.1 Example 2.2
Image
Pet. 28

22



Combination of Stone and Hoyos Example 1.1:
Recipient Image Renders Obvious the Same “Virtual Likeness” (One Processor)

. associate, in a data store, the same
d virtual likeness of the face of the
O n e p ro CeSSO r (O.f a u Se r eVI Ce 404) account holder (the recipient) with an
account (the recipient account ) of the

CO nfigu red to : account holder (the recipient)

[1.2] receive a virtual likeness of a face of B \
an [recipient] account holder; T 1 | - = *'
associate, in a data store, the virtual
likeness of the face of the
[recipient] account holder with an

[recipient] account of the account
holder;

if;

1 receive a same
|« virtual likeness of a
Sface of an account | ———
holder (the
FIG, 4,
recipient)

PayPal™
. - - e s = s
render, in an interface, the | ——— :
® iy e ——= I-:_. 1
same virtual likeness of the r ———Wa1 1
L
il €y >

[1.3] render, in an interface, the virtual T b seeneiatiir |
. (the recipient) t
likeness of the face of the
[recipient] account holder;

Example 1.1 of Stone Combined with Hoyos
(annotated based on APPI.-1008, Stone, FIGS. 2 and 4).

Reply 4; (Jones Suppl.) APPL-1056, 99 5-8.
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Combination of Stone and Hoyos Example 2.1:
Sender Image Renders Obvious the Same “Virtual Likeness” (One Processor)

One processor (of user device 404)
configured to:

[1.2] receive a virtual likeness of a face of
an [sender] account holder;
associate, in a data store, the virtual
likeness of the face of the
[sender] account holder with an
[sender] account of the [sender]
account holder;

[1.3] render, in an interface, the virtual
likeness of the face of the
[sender] account holder;

associate, in a data store, the
same virtual likeness of the face
of the account holder (the
sender) with an account of the
account holder (the sender)

........
3
o - -

receive a same virtual

likeness of a face of an |

account holder (the
sender)

face of the account holder
(the sender)

Example 2.1 of Stone Combined with Hoyos
(annotated based on APPL-1008, Stone, FIGS. 2 and 4).

Reply 11; (Jones Suppl.) APPL-1056, 119 11-15.

render, in an interface, the
same virtual likeness of the
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Combination of Stone and Hoyos Example 1.2:
Recipient Image Renders Obvious the Same “Virtual Likeness” (Two or More Processors)

Two or more processors (of user device 404,
payment provider server 408, recipient device

406, and/or other processors of system 400)
configured to:

- - .—;—— as \ﬂ!'l-f.’l'l’. in a data store, fhf'
= same virtual likeness of the face
o of the account holder (the
—| .. recipient) with an account of the
' account holder (the recipient)

[1.2] receive a virtual likeness of a face of
an [recipient] account holder;
associate, in a data store, the virtual
likeness of the face of the
[recipient] account holder with an
[recipient] account of the
[recipient] account holder;

[1.3] render, in an interface, the virtual
likeness of the face of the

[reC| ple nt] account h Old er; Example 1.2 of Stone Combined with Hoyos
(annotated based on APPL-1008, Stone, FIGS. 2 and 4).

Reply 8; (Jones Suppl.) APPL-1056, 99 9-10.
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Combination of Stone and Hoyos Example 2.2:
Sender Image Renders Obvious the Same “Virtual Likeness” (Two or More Processors)

. associate, in a data store, the
Two or more processors (of user device 404, sam virual ikenesof the fuce
of the account holder the
and/or payment provider server 408) oo hoder G sode)
configured to: S

[1.2] receive a virtual likeness of a face of
an [sender] account holder
associate, in a data store, the virtual
likeness of the face of the

A vt
| )
P NV

{

receive a virtual likeness of

. a face of an account holder
[sender] account holder with an (the sender)
account of the [sender] account . E— -
holder; :

[1.3] render, in an interface, the virtual
likeness of the face of the
[sender] account holder;

render, in an interface, the

same virtual likeness of the

face of the account holder
(the sender)

Example 2.2 of Stone Combined with Hoyos
(annotated based on APPL-1008, Stone, FIGS. 2 and 4).

Reply, 15; (Jones Suppl.) APPL-1056, 19 16-17.
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Sur-Reply’s Arguments Based on Salazar are not Applicable to Examples 1.1 and 2.1
and Misapplies the Law

PO’s Sur-Reply misapplies Salazar.

virtual likeness limitations does not suffice. While the 010 Patent’s claims recite
“one or more processors,” the Federal Circuit has held for similarly worded claims
where there is “a processor” or “one or more processors” configured to perform a
series of limitations, there must be af least one processor capable of performing each
of the claimed functions. See Salazar v. AT&T Mobility LLC, 64 F.4th 1311, 1317
(Fed. Cir. 2023) (holding that a ¢laim to “a microprocessor” (meaning “one or more
microprocessors”) “require[s] that at least one microprocessor be capable of
performing each of thé claimed functions.”). By pointing to multiple processors as
disclosing [1.2]<and [1.3], Petitioner’s Example 1.2 fails to disclose or render
obvious “oné or more processors configured to perform™ the functionality of the 010

Patent’s Challenged Claims. POR, 14-19; Ex. 2032 9 54-58.

Sur-Reply, 13.

Salazar

is directed at construing the singular claim
term “a microprocessor” and “said
microprocessor”

does not apply to “one or more processors
configured to” recited in claim 1.

Specifically, the district court properly
interpreted "a microprocessor for generating ...,
said microprocessor creating ..., a plurality of
parameter sets retrieved by said microprocessor
..., said microprocessor generating ..." to mean
"one or more microprocessors, at least one of
which is configured to perform the generating,
creating, retrieving, and generating functions."

Salazar v. AT&T Mobility LLC, 64 F. 4th 1311, 1317 (Fed. Cir.
2023)

27



Limitation [1.9]

[1.9] a memory coupled to the one or more processors
and configured to provide the one or more processors
with instructions.
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Ground 1: Stone in view of Hoyos

Renders Obvious [1.9].

[1.9] a memory coupled to the one or more processors and configured to provide the
one or more processors with instructions.

500 \

/ 514

Display
Component

/ 516

Input

Component |

/ 518

Cursor Control
Component

Oogmuni:aﬁog

Link

\

FIG. 5

506
/ /
4
System Storage
Memory Component
Component
Bus Gomponent 502
Network
Processing Interfaca
Component Component
AN
\ 504 \ 512

(Stone) APPL-1008, FIG. 5; Pet. 46.

520

[0050] In accordance with embodiments of the invention,
system 500 performs specific operations by processor 504
executing one or more sequences of one or more instructions
contained in system memory component 506. Such instruc-
tions may be read into system memory component 506 from
another computer readable medium, such as static storage

component S08. These can include instructions to create and
display the proper currencies, convert currency, display vari-
ous types of graphics showing transfer of currency, etc. In
other embodiments, hard-wired circuitry may be used in
place of or in combination with software instructions to
implement the invention.

(Stone) APPL-1008, [0050]; Pet. 46.
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PO’s Improper Importation of “Instructions to Perform the Steps of Claim 1” into
“Instructions” Should be Rejected

[1.9] a memory coupled to the one or more processors and configured to
provide the one or more processors with instructions.

 PO’s improper requirement of instructions of all steps of [1.2]-[1.8] is unsupported.
* In any case, even under PO’s improper requirements, Petitioner’s Ground still renders

[1.9] obvious

25.  Dr. Goodrich’s incorrect requirement for the term “instructions” should
be rejected, because it is contrary to its plain and ordinary meaning in light of the
patent’s specification, which does not impose such a requirement. APPL-1001, 1:67-
2:1 (“a processor configured to execute instructions stored on and/or provided by a
memory coupled to the processor™); 2:11-13 (“As used herein, the term ‘processor’
refers to one or more devices, circuits, and/or processing cores configured to process

data, such as computer program instructions”). The plain and ordinary meaning in
light of the patent’s specification for “instructions™ is not limited to “to perform
the steps of claim 17 as required by Dr. Goodrich. See also, POR, 13 (PO does not

propose any term for claim construction, thereby admitting that all claim terms

(including “instructions’) should be given plain and ordinary meaning in light of

the patent’s specification).

(Jones Suppl.) APPL-1056, 925.; Reply, 19.

As used herein, the term ‘processor’ refers to one or more
devices, circuits, and/or processing cores configured to
process data, such as computer program instructions.

(010 Patent) APPL-1001, 2:11-13; Reply, 18.

The invention can be implemented in numerous ways,
including as a process; an apparatus; a system; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
as a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor.

(‘010 Patent) APPL-1001, 1:63-2:1; Reply, 18.
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Discussion Roadmap

* Ground 1:
« POSITA would have combined Stone and Hoyos
(slides 8-17)
« Limitations [1.2] - [1.5], [1.9] (slides 19-30)
« Claims 4, 6, 12, and 14 (slides 32-36)

* Ground 2: POSITA would have combined Stone, Hoyos,
and Varghese (slides 38-45)

« Ground 3: POSITA would have combined Stone and
FFIEC Guidance (slides 46-53)
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Claims 4 and 12

Claim 4. The system of claim 1 wherein the transaction icon
includes a graphical representation of a payment form.

Claim 12. The method of claim 9 wherein the transaction icon
includes a graphical representation of a payment form.
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Ground 1 Renders Obvious Claims 4 and 12.

[4.0/12.0] The system of claim 1/method of claim 9 wherein the transaction icon
includes a graphical representation of a payment form.

Stone describes transaction icons, e.g.,
funding source box 206.

FIG.3

il AT @

ipping: 775 Hh Isnn/Av 3
1

1

SPN

(Stone) APPL-1008, FIGS. 2-3; Pet. 50; (Jones Decl.) APPL-

1003, 91125.

(Stone) APPL-1008, FIGs. 2 and 3 (annotated)

“interaction by a user

with

an icon”

Stone describes icon showing a
specific credit card.

[0038] Inother embodiments, the display on a device may
show a financial instrument, such as a specific type of credit
card, bank card. or debit card. These may or may not be the
selected funding sources. Once selected or swiped, the dis-
play may show the specific card, such as a PayPal card, Visa,
MC, AMEX, etc., as contrasted to a generic representation of
a card or no visual at all. The visual image of the card could be
shown in the background and relevant information, such as
balance, past transactions, current transaction, amount, etc.,
can be shown on the foreground.

(Stone) APPL-1008, [0038]; Pet. 49; (Jones Decl.) APPL-
1003, 9125.
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Dr. Jones Explains the Benefits of Using a Graphical
Representation of a Payment Form.

125. First, as shown in example of Stone below, the icon ““funding source

box 2067/block 314 teaches that the icon represents a form of payment (“such as Graphlcal Represe ntations
PayPal, a bank, a credit card, a debit card, etc.”), because Stone discloses clicking Of Pa rthUIar FO rms Of
on that icon to make a transfer from a selected funding source. APPL-1008, Payment-

[0034]; see also APPL-1008, [0004] (“The consumer typically clicks on an icon or

button to make the transfer.”); APPL-1008, FIG. 2, [0024] (display including “a

funding source box 206, indicating the source or account where the user’s funds

will be transferred from.”). Furthermore, Stone describes that after the funding

source is selected at step 314, “if the user still wants to proceed with the transfer,

the user confirms the transaction, such as by tapping an appropriate button, and

the shown funds are transferred to the desired recipient in step 318.” APPL-1008/

[0035]. Further, Stone itself describes using a visual image to present the selectid

funding source in the display. APPL-1008, [0038] (“‘the display may show the

specific card, such as a PayPal card, Visa, MC, AMEX, etc., as contrasted to a

generic representation of'a card or no visual at all.””). It would have been obvious BenEﬁt Of ImprOVEd Visual
to a POSITA to implement the funding source selection using an icon with the / Prese ntation .

visual representation of the payment for improved visual presentation. APPL-

1008, [0004] (recognizing that “icon’ and “button” are alternative design choices).

(Jones Decl.) APPL-1003, 9125; Pet. 50.
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Claims 6 and 14

Claim 6. The system of claim 1 wherein the virtual likeness
comprises an avatar selected by the account holder.

Claim 14. The method of claim 9 wherein the virtual likeness
comprises an avatar selected by the account holder.
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Ground 1 Renders Obvious Claims 6 and 14

Undisputed evidence that an avatar was a
well-known alternative design choice of
pictures for a user icon.

Mobile device 104 can display (228) the notification
recerved from server 112. Displaying the notification can
include displaying a match score between mobile device 104
and mobile device 106, as well as a providing a user name or
a profile image set up for mobile device 106. For example, a

profile picture or avatar of Baker can be displayed on mobile
device 104.

(Chatterjee) APPL-1009, 9:30-36; (Jones Decl.) APPL-1003, 11132;
Pet. 53.

POSITA “has good reason to pursue the
known options within his or her technical
grasp” where there are “there are a finite
number of identified, predictable
solutions” for solving the design need.

KSR Intern. Co. v. Teleflex Inc., 127 S.Ct. 1727, 1732.

Undisputed evidence that an avatar has
the benefits of providing an online
identity that balances personal
expression and privacy.

Increasingly, social system designers are introducing
avatars as the new forum for identity construction in online
environments, a feature users have welcomed with en-
thusiasm. Following Yahoo's launch of Yahoo! Avatars. 7
million users personalised an avatar for display within their

profiles e.g. Yahoo! 360, Yahoo! Answers, Yahoo!

Messenger (Hemp, 2006). Likewise, four million users

created an avatar after the facility (called ‘weemee’) was
. ¢ . . o
introduced to the chat system "Windows Live Messenger'.
This rapid uptake of avatars is not surprising: while avatars

maintain users’ privacy, they give expressive freedom over

an otherwise static online identuty. In an illustrative

example, V-Chat. a virtual chat-room, allowed users to
either design their own avatar, which was particularly time
demanding. or to select from already-made options. In
general, V-Chat users spurned the latter option, instead
taking the time to create unique representations so that
they ““didn’t look like others™ (Cheng et al.. 2002).

(Vasalou) APPL-1047, 801; (Jones Decl.) APPL-1003, 9132; Pet. 53.
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Discussion Roadmap

* Ground 1:
« POSITA would have combined Stone and Hoyos
(slides 8-17)
« Limitations [1.2] - [1.5], [1.9] (slides 19-30)
 Claims 4, 6, 12, and 14 (slides 32-36)

* Ground 2: POSITA would have combined Stone, Hoyos,
and Varghese (slides 38-44)

« Ground 3: POSITA would have combined Stone and
FFIEC Guidance (slides 46-53)
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Prior Art: Varghese

Varghese describes

[Adions ] | e multifactor real-time

s authentication during th

[ ] (% i & e
N course of an already

[Real-time Analytics & Scoring |

T o DA authenticated session based
Location Fingerprint | | Workflow Fingerprint | | yser history .
s ol on the transaction.
Pattern recognition Workflow Nlnuy |

U
:

. (Varghese) APPL-1010, FIG. 14; Pet.
3rd Party Integration 63-65.

3" Party Data LDAP  AD S50
m;:lélghﬂc:_e _ ——{ Data Warehouse | ERP CRM
isting Complianco
AML & fraud solutions
X |_Malaframe/CICS
Anitvirus status
Patch level status FIG. 14

[0109] Business policies generally include rules (referred
to as “transaction rules”) that evaluate parameters of indi-

[0148] It should also be appreciated that the user or service vidual in-session transactions for the likelihood of fraud or

provider may request further authentication during the malicious intent. Accordinly, business policies are generally
course of a valid alreadv-authenticated session based on. application during post-authentication are generally specific
¢.g., the transaction being requested. For example. a bank or to the field or to the business of the service provider and

service provider application. For example, in a banking

other financial institution may wish to invoke a higher e , . .

. i ! Ci : : 4 application, specific transaction rules can be directed to
security authentication .mlcrlacc during a session bclgrc specific banking transactions, e.g. bill pay, transfer funds,
transactions over a certain amount are sent to the server. The and the like. Transaction models can be used in conjunction
systems and methods of the present invention can be with security rule, e.g. don’t allow (or challenge user for)

money transfer request from an international IP address.
Business policies can be shared by different service provid-
ers in a particular field, or can created and customized for a

(Varghese) APPL-1010, [0148]; Pet. 63. specific service provider.
(Varghese) APPL-1010, [0109]; Pet. 65. 38

invoked to provide for such authentication.



Petitioner has Established
Motivation to Combine Stone, Hoyos with Varghese Under KSR.
\/ “need or problem Pet., 17-18, 61 (“financial transactions of Stone had a

known in the field” need for authentication including fraud detection (e.g.,
KSR, 127 S.Ct. at 1742  with higher levels of security for some transactions)”).

\/ “obvious benefit” and Pet., 60 (“multifactor real-time authentication” for

“predictable results”  “improved security for financial transactions”); 61

Id.at 1731, 1739, (“benefits including detecting and preventing access

1740, 1744 attempts from locations commonly associated with
cyber threats, providing cross-checking with a user
location for a transaction request, and providing
additional security without significant additional
inconvenience to the user”).

Pet., 21 (“benefits [of real-time captured authentication
data] over the alternative design choice of using
previously captured authentication information,
including for example, risk-based contextual
authentication adaptive to a particular transaction
request and its assessed risk and capturing more
accurate data by avoiding imposters from
communicating based on stolen biometric data, reducing
spoofing”).
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v

Petitioner has Established
Motivation to Combine Stone, Hoyos with Varghese Under KSR.

“a combination of
familiar elements
according to known
methods” Id. at 1739

Pet., 63-66 (“A POSITA would have reasonably expected
to succeed in configuring Stone-Hoyos-Varghese to
leverage Varghese’s multifactor real-time authentication
functionality since its implementation would have
required only routine knowledge well within the skill of
a POSITA prior to the earliest effective filing date”);
APPL-1003, 91190; (Carter) APPL-1016, [0036];
(Guidance) APPL-1037, 7-14;
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PO’s Arguments are Contrary to the Record and the Law

PO Response arguments:

Varghese amplifies the disconnect

between Stone and Hoyos regarding

the server and client distinction.
Varghese, like Stone, envisions a
client-server structure.

The hardware-based biometrics
collection and authentication
techniques described in Hoyos do
not support Varghese’s stated goal
of providing a “purely software
based solution to identify theft”
(i.e., fraud detection).

Varghese teaches away from
applying a location check as a final
step of fraud detection analysis.

POR, 36-40.

Petitioner’s Reply:

The asserted “server and client distinction” fails for
the same reasons discussed regarding Stone and
Hoyos.

Varghese describes a “purely software based
solution to identify theft that does not require
hardware devices to be issued and maintained”,
which does not exclude using biometric sensors.
APPL-1010, Varghese, [0022], [0079] (explicitly
describes the use of sensor-based biometrics
including “obtaining biometric identification
information (e.g., fingerprints, retinal scans, or the
like).” Reply 26.

Varghese describes transaction authentication
(“post-authentication”) using real-time location
authentication. Pet. 65-66.
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Varghese Describes Transaction Authentication (“Post-authentication”) Using
Real-Time Location

186. First, as shown in annotated FIG. 14 of Varghese below, Varghese physical location “information spoken
information by the user”

describes, after the user confirms user transaction requests (referred to as “post-

Vi
o= e Primary/Secongary Authentication
| Actlons | mmmm"
Scornl Wﬂl

authentication”), capturing real-time contextual information including capturing

. . . s 5 - o o . e PR Py S A e
real-time physical location information, which is used to determine a user physical {Red :'T""'M'“‘ ri |
Locatlon Fingerprint | | Workfiow Fingerprint
1 v ¥ 1 (13 P’ H - 10 AT 2 L ”, ey
location for fraud analysis, where the “Real-time Analytics & Scoring” for Cooecsen o

authentication uses “Location Fingerprint” including “IP, Geo-Location, Network T Party o:r;
%ﬁmm 4 e
Forensics.” (Varghese) APPL-1010, [0097]-[0099] (describing that these Powan oo St
Patch level status
FIG. 14
authentication/fraud detection techniques “can be enforced during pre-
authentication, for example when a user is being authenticated, or during post- (Varghese) APPL-1010, FIG. 14; Pet., 65.
authentication, for example when a user is making transaction requests.”),
[0074] (“requests usually handled by post-authentication services include, e.g., [0148] Itshould also be appreciated that the user or service
R o N .
transaction requests involving large amounts of money”™), [0089]. Varghese PEQY ider ‘11121}' r'equebt —Mer at_ﬂhenﬂcaﬂqn during_the
course of a valid already-authenticated session based on.
describes, “[lJocation information and device information are important criteria, e.g., the transaction bcing requ ested. For Cxamplc, a bank or

other financial institution may wish to invoke a higher
security authentication interface during a session before
information is an important criterion in both pre-authentication and post- transactions over a certain amount are sent to the server. The
systems and methods of the present invention can be
invoked to provide for such authentication.

especially in the pre-authentication period,” and as such, describing that location

authentication, while especially so in the pre-authentication period. (Varghese)

APPL-1010, [0093], [0109] (describing business policies applied during post-

authentication where an example rule using location based on IP address is “don’t
P 8 (Varghese) APPL-1010, [0148]; Pet. 65.

allow (or challenge user for) money transfer request from an international IP

address™).

(Jones Decl.) APPL-1003, 9186. 42



Undisputed POSITA's Knowledge that “Real-Time” Authentication Includes Both
Real-Time Capture and Real-Time Analysis of Data.

187. A POSITA would have understood “real-time” authentication as Undisputed well-known knowledge

described in Varghese includes both real-time capture and real-time analysis of

* real-time authentication includes
authentication data, which provides more accurate fraud analysis by using more both real-time capture and real-

accurate, real-time data. (Carter) APPL-1016, [0043] (describing real-time GPS time analySis°

capture for GPS location authentication, where “[a high value] transaction will be .
P [ahig | * benefits of real-time

prevented unless the person is identified to be a specific location. For example, a authentication include providing
more accurate fraud analysis and

mortgage may be prevented from closing if the person 1s not in a bank™ as verified L.
avoid imposters.

by GPS location); [0044] (describing obtaining “the location of the transaction” to

real-time authentication was used
prior to closing a transaction.

determine “the level of authentication”); (Bansal) APPL-1035, 4:60-62 (describing

real-time authentication data capture (e.g., real-time voice print authentication) has

the benefit to “avoid imposters from communicating based on stolen biometric

data”), 4:66-67 (describing using various “real-time biometric data such as voice

prints, retina scans for fingerprint recordings”)).

(Jones Decl.) APPL-1003, 11187 (citing (Carter) APPL-1016, [0043]-[0044], (Bansal)
APPL-1035, 4:60-62 .
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Ground 2: Limitations of Claims 7, 15, and 22 Undisputed.

Claim 7. The system of claim 1 wherein the captured contextual information
further comprises at least one of physical location information and
information spoken by the user.

Claim 15. The method of claim 9 wherein the captured contextual
information further comprises at least one of physical location information
and information spoken by the user.

Claim 22. The system of claim 1 wherein the captured contextual information
further comprises captured physical location information associated with the
user, and wherein performing the fraud detection analysis further comprises
determining a physical location of the user based at least in part on the
captured physical location information.
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Discussion Roadmap

« Ground 3: POSITA would have combined Stone and
FFIEC Guidance (slides 45-53)
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Prior Art: FFIEC Guidance

Need and benefits for multi-factor real-time authentication:

FFIEC Guidance FIL-103-2005
Authentication in an Internet Banking Environment October 12, 2005

Summary: The Federal Financial Institutions Examination Council (FFIEC) has issued the attached guidance, *Authentication in an Internet
Banking Environment.” For banks offering Internet-based financial services, the guidance describes enhanced authentication methods
that regulators expect banks to use when authenticating the identity of customers using the on-line products and services. Examiners
will review this area to determine a financial institution’s progress in complying with this guidance during upcoming examinations.
Financial Institutions will be expected to achieve compliance with the guidance no later than year-end 2006.

Highlights:
« Financial institutions offering Internet-based products and services should use effective methods to authenticate the
identity of customers using those products and services.

+ Single-factor authentication methodologies may not provide sufficient protection for Internet-based financial services.

+ The FFIEC agencies consider single-factor authentication, when used as the only control mechanism, to be
inadequate for high-risk transactions involving access to customer information or the movement of funds to other
parties.

+ Risk assessments should provide the basis for determining an effective authentication strateqy according to the risks
associated with the various products and services available to on-line customers.

+ Customer awareness and education should continue to be emphasized because they are effective deterrents to the
on-line theft of assets and sensitive information.

(Financial Institution Letters) APPL-1039, 1; Pet. 12.

Existing authentication methodologies involve three basic “factors™:

e Something the user knows (e.g., password, PIN);

Multi-factor real-time

e  Something the user has (e.g., ATM card, smart card); and

e Something the user is (e.g., biometric characteristic, such as a fingerprint). d Ut h e nt | Cat ion:

Authentication methods that depend on more than one factor are more difficult to compromise more I'E| Ia b I e an d St ron ge r
than single-factor methods. Accordingly, properly designed and implemented multifactor

authentication methods are more reliable and stronger fraud deterrents. For example, the use fra u d d eterrents

of a logon ID/password 1s single-factor authentication (i.e., something the user knows);
whereas, an ATM transaction requires multifactor authentication: something the user possesses
(i.e., the card) combined with something the user knows (i.e., PIN). A multifactor
authentication methodology may also include “out—of-band”> controls for risk mitigation.

(Guidance) APPL-1037, 3; Pet. 86.
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Prior Art: FFIEC Guidance

Biometrics with tests for live person

Face Recognition
Facial recognition techniques

Most face recognition systems focus on specific features on the face and make a two-

dimensional map of the face. Newer systems make three-dimensional maps. The systems ° ”tests for |iveness’ such as
capture facial images from video cameras and generate templates that are stored and used for . . ”
comparisons. Face recognition is a fairly young technology compared with other biometrics blinki ng eyes.
like fingerprints. «“

* “reduces the chance that the
Facial scans are only as good as the environment in which they are collected. The so-called : : H
“mug shot” environz]entg is ideal. The best scans are producec%r under controlled conditions person req uesti Ng access Is using
with proper lighting and proper placement of the video device. As part of a highly sensitive ap hoto grap h”

security environment, there may be several cameras collecting image data from different
angles, producing a more exact scan. Certain facial scanning applications also include tests for (Guidance) APPL-1037, 11; Pet. 83; APPL-1003,

liveness, such as blinking eyes. Testing for liveness reduces the chance that the person 1263 (citing (Kollreider) APPL-1044, 2; (Hoyos)
requesting access 1s using a photograph of an authorized individual. . P
sl SRR OET APPL-1013, FIGS. 2-4, claims 5-6)

Internet Protocol Address (IPA) Location and Geo-Location

Some vendors have begun offering software products that identify several data elements,
including location, anonymous proxies, domain name, and other identifying attributes referred

to as “IP Intelligence.” The software analyzes this information in a real-time environment and Techn iques to determine where
checks it against multiple data sources and profiles to prevent unauthorized access. If the
user’s IPA and the profiled characteristics of past sessions match information stored for USErs are or conve rsely, where
identification purposes, the user is authenticated. In some instances the software will detect they are not.
out-of-character details of the access attempt and quickly conclude that the user should not be “ . . ”
authenticated. ° real-time environment

« . ”
Geo-location technology is another technique to limit Internet users by determining where they ¢ IP Intell igence
are or, conversely, where they are not. Geo-location software inspects and analyzes the small ° "Ge o_location"

bits of time required for Internet communications to move through the network. These

electronic travel times are converted into cyberspace distances. After these cyberspace

distances have been determined for a user, they are compared with cyberspace distances for

known locations. If the comparison is considered reasonable, the user's location can be

authenticated. If the distance is considered unreasonable or for some reason is not calculable, (Guidance) APPL-1037, 12; Pet. 79; (Jones

the user will not be authenticated. Decl.) APPL-1003, 9232
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v

v

Petitioner has Established
Motivation to Combine Stone with FFIEC Guidance Under KSR.

“need or problem
known in the field”
KSR, 127 S.Ct. at 1742

“obvious benefit” and
“predictable results”
Id. at 1731, 1739,
1740, 1744

“a combination of
familiar elements
according to known
methods” Id. at 1739

Pet., 17-18 (“financial transactions of Stone had a need
for authentication including fraud detection (e.g., with
higher levels of security for some transactions)”).

Pet., 68(“the benefits of improved security and boosted
customer confidence for service providers even not

subject to FFIEC supervision, and the additional benefits

of FFIEC compliance for federal supervised financial
institutions.”); (Jones Decl.) APPL-1003, 99197-200.

Pet., 69 (“A POSITA would have reasonably expected to
succeed in configuring Stone to implement the
multifactor, real-time, risk-based authentication
functionality taught by Guidance, since its
implementation would have required only routine
knowledge well within the skill of a POSITA prior to the
earliest effective filing date.”); (Jones Decl.) APPL-1003,
9200 (citing (Financial Institution Letter) APPL-1039, 1;
(Stone) APPL-1008, [0041]-[0042]).
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Sur-Reply Mischaracterizes POSITA's Interest
in the FFIEC Guidance.

e Sur-Reply incorrectly asserts
that only a person in the bank
industry would be interested in
the Guidance.

First. Petitioner’s clamm that the record illustrates a POSITA s interest in the
Guidance 1s unayailing. Pet. Reply, 27. For starters, the FFIECs regulatory authority
1s limited to banks and financial mstitutions. Ex. 4037, 1. For the '010 Patent, a

POSITA as defined in the Board’s Institution Decision has no credentials or

affiliation with the banking industry. See Paper [10]. 21. Further, Stone, Petitioner’s e Sur-Re p |y im prope rly limits Dr.
primary reference, is assigned to eBay, which is not a bank or financial institution Jones’s pe rsonal expe rience in
subject to the FFIEC’s authoyity. The three patent disclosures Petitioner cites as the indust ry.

referencing the Guidancesare also all assigned to fimancial institutions or expressly

* Sur-Reply misrepresents
supporting references
presented by Petitioner.

reference compliancé requirements of financial mstitutions. See Pet. Reply, 27; Ex.
1003, 9 50. And Petitioner’s expert’s personal knowledge of and testimony about the
Guidance’s “significance” 1s based on his work in standard setting organizations,
which is far beyond a POSITA’s limited work experience (bachelor’s degree and

two years’ experience in development of biometric authentication techniques). Ex.

Sur-Reply, 29.
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Oracle-Bharosa Acquisition Announcement Highlighted
FFIEC as Driver for Authentication Solutions.

Even for service providers not regulated by FFIEC, FFIEC Guidance is a driver for
“improved authentication technologies. Pet.69; APPL-1003, 9199.

Online fraud has increased, causing users to lose confidence in
web-based services and leading to significant impact to business.
Driven by specific regulatory mandates such as FFIEC, PCI, and

HIPAA, organizations are under pressure to proactively detect and

prevent fraud and provide more granular reporting of their

progress toward protecting the privacy of consumers. Bharosa

provides key capabilities spanning strong authentication, mutual
authentication, contextual authorization, proactive real-time risk
monitoring and fraud detection, and real-time reporting and
analysis. Their proven technology secures leading consumer web
sites, including those of National City Bank, and 30 others,

protecting over 25 million users. Bharosa's products restore

(Oracle-Bharosa Acquisition Announcement) APPL-1022, 1; APPL-1003, 9199; Pet. 69.



in the FFIEC Guidance.

and SC37 considered it carefully. It represented valuable mnput from the financial

community on the requirements for biometric authentication of financial

transactions. and standards for data storage and transmission. interoperability. API

standardization and biometrics use were all developed with this Guidance in mind.

50. At Sagem Morpho. I was a supervisor to engineers who were POSITAs.

and it was my own experience that the Guidance was within the interested subject
matter of a POSITA. It was my personal experience that POSITAs in the engineering

staff at Sagem Morpho were interested i the Guidance. and further used the

Guidance as part of our approach of providing biometrics subsystems for use in

financial applications. It was also my personal experience that POSITAs m the

development staff of our parent company. SAGEM SA. who developed fingerprint

sensors and biometric terminals. were interested in the Guidance.

APPL-1056, 9 49-50; Reply, 27.

Sur-Reply Mischaracterizes POSITA's Interest

Dr. Jones explained that Guidance was valuable input from the financial community for
security and biometrics technology. Reply, 27; APPL-1056, 1 49.
Dr. Jones explained his own experience in the industry of biometric device providers.

Reply, 27; APPL-1056, 9 50.
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Sur-Reply mischaracterizes POSITA's interest in FFIEC Guidance.
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Summary of Claim Landscape

General Claim Terms of Claim 1

010

'886

one or more processors

d processor

receive and store biometric info [for later comparison],
wherein the biometric info is associated with an account

receive and associate a virtual likeness of a face

render [the/a] virtual likeness of
a face of the account holder

a face of a recipient

The virtual likeness was selected as part of an enrollment

biometric info

a memory coupled to and provide the [one or more

[1.9]

capture biometric info \/ \/ \/
con.tefxtual subsequent to an interaction by a user, capture \/ [1.3.1] \/
'nto location data
fraud determine that the user is alive \/ \/ \/
detection :
. comparison based on stored and captured \/
analysis

processors/processor] with instructions.
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THANK YOU. QUESTIONS?



