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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of 
the attached form related to a patent application or paten. Accordingly, pursuant to the requirements of the Act, please be 
advised that : (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the 
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Act. 
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a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need 
for the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m}. 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to a n other federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b} or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an 
application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Reducing Fraud 

Markus Jakobsson 

One type of fraud is committed by a family member, friend, or colleague of a victim. The 
fraudster may know the password to a financial account of the victim and initiate a payment 
for some merchandise on behalf of the victim, or may transfer money to themselves from 
the victim. This can be done using a traditional computer or mobile device, using web-based 
payments. The fraudster may also have access to the victim's phone, and use this to 
perform a payment -- e.g., using premium SMS. 

These fraudsters are typically not hardened criminals, but regular people who fall for the 
temptation, maybe thinking that they may eventually pack back the money. They are 
generally people who would reject pickpocketing as immoral, and who would not take 
money out of the wallet of the victim. Yet, they feel comfortable initiating fraudulent 
transactions from accounts they are not the rightful owners of. 

Unfortunately, this is a very common type of fraud. While the fraudster can be identified 
much more often than for other types of fraud, it still results in large losses for service 
providers. Sometimes, these losses may be due to having to investigate claims, but other 
times, the service provider may lose the money involved in the fraudulent transaction. For 
example, consider a situation where a fraudster uses a family member's phone to perform a 
small payment by premium SMS, and where the account owner notices the charge on the 
monthly bill and files a complaint with the carrier. The carrier will then typically refund the 
contested amount without further efforts to resolve the problem (especially since resolving 
it may be expensive to them!) and will then perform a charge-back to the merchant to 
whom the payment was made. Even if the merchandise is a digital good, it represents a loss 
to the merchant. In cases where there is a third party clearinghouse between the carrier 
and the merchant, this entity may absorb some of the losses. 

Using the techniques described herein, losses due to fraud committed by fraudsters close to 
the victim are reduced. We refer to this type of fraudsters as "friendly fraudsters". 

While a friendly fraudster feels comfortable accessing the victim's bill payment account and 
pay their own bills, or use the victim's phone to pay for some goods or service, he or she 
would typically not take bills out of the victim's wallet, steal checks and forge the victim's 
signature, etc. One reason is that this feels like a crime, whereas initiating a funds transfer 
does not to the same extent. Thus, one reason people generally do not steal from friends in 
part due to a feeling of guilt if they were to. 

In various embodiments, a user interface is configured to remind would-be friendly 
fraudsters of the morality of the actions they are about to perform. This is accomplished 
without interfering with the normal operations for the legitimate users, and without 
complicating or delaying their tasks. In short, a feeling of guilt for unwanted behavior is 
invoked. 

A second reason for people to avoid stealing from friends is the risk of getting caught. 

In various embodiments, a user interface is configured to remind would-be friendly 
fraudsters of the risk of being apprehended. This is accomplished by recording contextual 
information that may help identify the perpetrator to the victim, should the victim be given 
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access to the recorded information. 

In some embodiments an icon representing the legitimate account user is used. For a user 
with multiple accounts, there may be several icons representing the account user. 
Furthermore, for a device with multiple users, there may be multiple icons representing 
users. The icon representing the user may be a photo of the user's face, such as what users 
often upload to represent themselves for online services with accounts. An icon 
representing money is also used. This may be an image of a bill, for example. An icon that 
represents the recipient of a potential payment can also be included. This icon may depend 
on the actual payee (e.g., be the logo of the payee) or may be a generic icon representing a 
payee. The embodiment may consist of further components, such as an image representing 
a hand. 

A hand is attached to the face of representing the account owner, and the hand would hold 
the money-icon. To initiate or complete a payment, the user has to move the money-icon 
from the hand of the account owner to the icon of the payee. On a touch screen, this may 
be achieved simply by a sliding motion of the finger. It may also be achieved using a click­
and-drag approach, or using another way of indicating the desire to perform the payment, 
such as a voice command "pay!", or the clicking of a button that says "Pay". As the payment 
indication is performed, the money icon would move from the account owner icon and the 
hand icon to the recipient icon, which serves as a reminder to the requester that money is 
being transferred from the account owner. This makes the transaction more tangible and 
visual than a transaction that simply involves responding to an SMS, clicking a "submit" 
button, or similar. The display of money serves to help invoke the notion of cash being 
moved, and the movement of the money icon away from the account owner icon serves to 
remind the user that the cash is being transferred. This is all done to mimic a situation in 
which money is taken from the wallet. 

It is possible to have multiple icons representing sources, and multiple icons representing 
destinations. For example, multiple hands may be used to represent different forms of 
payments. It is also possible to let all different forms of payments be represented 
symbolically by one and the same icon, such as an image represeting cash. Moreover, 
multiple destinations may be used to represent different options, such as the speed of 
shipping and the associated costs. Further icons, such as a gift package icon, can be used to 
signal a wish to process the order in a particular manner, e.g., gift wrap it. 
The legitimate account owner, whose image represent the source of the money, would not 
be notably inconvenienced by this process. Similarly, a person who is asked by the account 
owner to transfer the funds would probably not be concerned with the visualization of the 
flow. The visual reminder of the transfer, and the reminder that this transaction moves 
cash, is likely to make a large portion of would-be friendly fraudsters reconsider the action. 

The techniques described herein can be used with devices and services that are not 
protected by passwords, or where passwords are commonly shared. It can be implemented 
by web services, such as online payment services. This can be done using JavaScript (or 
similar technology) to control the display, interaction and movement. It can also be 
implemented as a browser extension that is installed by a user wishing to remind family 
members of his or her wish, but who does not want to password protect an account. It may 
also be dedicated software residing on a mobile or stationary device. 

In various embodiments, voice prompts can be used to initiate the transfer of funds or 
resources. For example, a user can say "yes, please" for a transfer to be performed. This 
can optionally be recorded. It is also possible that a notification be sent to a pre-specified 
location ( email, voice mail, etc) for some or all of the recorded approvals. This can be done 
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if the voice profile does not match the profile of previous transactions (e.g., determined by 
Fast Fourier Transform or other methods of analyzing the input). It is also possible to record 
and report other types of approval indications, such as the fingerprint (if the device is 
equipped to read this), photograph of face or hand, or the time and location of the request. 
It is possible to detect that static images are not photographed, e.g., by taking more than 
one photo within a short period of time, and determining that there are features suggesting 
liveness of the photographed object. Requests that meet a pre-specified profile can be 
further processed and/or reported to the user or other parties. It is possible to flag 
transactions that are considered anomalous, and not to complete these until they have been 
investigated. It is also possible to merely record them. Whether the recorded material is 
used or not, the possibility of them being used can be used to increase the feeling among 
friendly fraudsters that they may be apprehended. 

One example process for using the techniques described herein is as follows: 

A user uploads or selects a representation of himself or herself, 101. As one example, a 
camera on a phone could be used to provide the picture. Alternatively, this image 
assignment could be done by somebody else, or done automatically. In some embodiments 
the image is taken from another service provider where the user has uploaded a photo or 
other image. The image 101 may be processed to enhance it or remove unnecessary 
details, resulting in image 102. This may also involve user-selected additions and 
distortions, such as medieval helmets, bridal veils, exaggeration of features, etc. There is a 
collection of images of hands 103, an associated collection of images 104 that also 
represents a resource, such as money, a key, or other symbol of value or access. An image 
of a hand is selected from the collection 104, resulting in an image 105. This may be done 
manually or automatically, and done to match or complement the image 102. In some 
embodiments this is done as part of the setup of a user account. 

When the user's device or account is used to initiate a payment or other access to 
resources, a combined image 106 is displayed. One can represent a potential payee or 
recipient of the resource using a corporate logo, a symbol of the recipient, or an image 203 
or 204 of a user representing the recipient. As part of completing this transfer of resources, 
the user would indicate the transfer of the resources from 106 to the selected recipient 203. 
This could be done by click-and-drag of the resources, by voice command, or by other 
input. It could also be done automatically as a result of other actions. As this is done, the 
image 105 is moved to a representation of the recipient, or away from the image 102 
component of image 106. Sounds may be played back to match the action, or to otherwise 
describe the transfer. The selection of sound may depend on the type, size or context of the 
transaction, or be based on whether the transaction has preliminarily been flagged as 
anomalous, should that informaton be readily available at the time a sound is to be 
selected. Alternatively, the hand associated with 105 may remain static while the 
representation of resource or access associated with 105 may be moved or removed. 
Alternatively, a portion of the image of the resource or access representation is removed, 
resulting in an empty hand. This emphasizes the removal or loss of the resource or access 
from the person associated with image 102. 

It is possible to display multiple potential images 102 that a user can select from to indicate 
whose resource or access rights will be used. It is also possible to display multiple potential 
images 203 or 204 to represents multiple recipients of resources or access rights, and select 
which one will receive these. These selections can be made by drag-and-drop, clicking, 
voice command, keyboard entry or other indication using a user interface. It could also 
occur as a result of another action or transaction. The selections can also be made by an 
application. 
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The images 101, 102, 103, 104, 105, 106, 203, 204 may be photographic representations, 
drawings, caricatures, or descriptions, such as a text "Laura's savings" instead of image 
102. The recipient image 203 may indicate a value statement of the funds transfer, such as 
a trash can (for a payment of a category that has been identified as not beneficial), or an 
image of a purpose like a beach umbrella (symbolizing savings towards a vacation). The 
selection of these images can be done automatically or manually by the user, according to 
account types, payment amounts, names of payees, account balances, past purchases, and 
other contextual information. 

The transfer of funds, resources or access may require different types of user commands 
depending on their size, type, history of other transactions, user preferences, account 
balances, and other context. For example, it may be that some types may require the click­
and-drag of image 105 or parts thereof through a labyrinth; the avoidance of obstructions; 
the successful participation in a game; or a test of knowledge or skill. Other types may 
require other actions, such as a basic click on the screen, a voice command "pay", or may 
be performed automatically. The merchant, payment provider, or other entity may require 
different actions for different types of payments, different contexts, and different users. For 
example, a given user may have to say 'Yes, I agree to pay these charges' for one type of 
transaction, but 'Pay' for another transaction. Instructions of what to say may be provided 
on the screen, or may be known to the user only. That could provide a type of protection, 
similar to a password, but which could rely in part on frequency analysis. In the case when 
it is performed automatically, the transfer of access or resources could still be shown on the 
screen or other output devices. It may be that the transfers of certain types require the user 
to make a recorded statement, such as "yes I want to do this"; this recorded statement 
could be saved, communicated and analyzed to determine whether it matches a given 
template. The determination whether a given transaction would occur could be made based 
on the performance of a user of such tests, actions, or in general sequence of inputs. 

The context of a transfer request can be saved and exported. This includes voice data, 
location, web browsing history, photographs, fingerprints, handwritten requests (such as a 
"yes" written on the screen with the user's finger, or a signature), and other data that 
potentially could identify a user. The user could be asked to state "I am Bob" (the account 
owner's name) in order both to record voice and emphasize the misconduct in the case of 
friendly fraud. The captured data may be analyzed at the time of the transaction, and the 
success of the transaction be dependent on it; or it can be analyzed in case of a complaint; 
or in batches some time inbetween, for the sake of potential notification to the account 
owner. It is possible to require the captured data to conform to some minimal requirement, 
such as sounding like "I am Bob" (or a handwritten "yes") within some tolerance or 
threshold. 

Another example of the process is described below. 

In 303, a hypothetical payment page shown on a smartphone. Since password entry is 
cumbersome on devices and other constrained devices, many users may opt for a feature 
allowing them to be recognized. Such features may identify that it is their device, or 
possibly some context, such as a believable GPS location. Such methods may not have any 
means of distinguishing between different people, which may encourage friendly fraud. 

In 304, another checkout is shown. Many people choose to always be signed in for some 
services, such as those provided by Google. Whereas this is convenient, it may also 
encourage friendly fraud. 
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306 shows a login page. In many cases, users set their browsers to remember and autofill 
passwords, in which case anybody with access to the computer can perform this step. 

Images 301 and 302 show different checkouts. It may be that a user does not have to enter 
a password in order to complete the transaction, as shown in 303, 304 and 306. 
Alternatively, passwords may be used in the checkout process. This process may correspond 
to a sequence, such as what is shown in 305, 306, 307 and 308. This corresponds to the 
sequence of webpages a user typically may see when performing a purchase. 

To improve this traditional checkout process, a webpage showing an image 106 
representing ownership may be shown as part of this process. To proceed past this step, the 
user would have to indicate movement of the resource 105. The resulting sequence may be 
305, 106, 306, 307, 308. Alternatively, one may remove the step 306, corresponding to 
what was shown in 303. The step corresponding to 106 may be part of one of the other 
actions. For example, it may be that it is part of 305, and that the visual transfer of 
resources corresponding to 106 is done instead of clicking "proceed to checkout", or other 
instead of "Buy now with 1-click." Similarly, it can be made part of 306. That is shown in 
309, which is a combination of 306 and 106. In that example, which suggest a voice-driven 
login, the user has to say "Pay" to make the representation of funds be moved to the icon 
representing the payee, following the red arrow. For another user, the image would be 
different, and would represent that user. If no user image is available, a generic image can 
be used, and the user asked to upload an image of himself/herself. Another example is 
shown in 310, which is a combination of 302 and 106, where the transfer is committed to by 
the user photographic his/her face. The application may contain basic face-detecting 
techniques to make sure that a face is actually photographed. It may also contain 
functionality to make sure that it is not a photo, e.g., require minor changes between two 
snapshots taken with a very short delay between as the user presses the button to 
photograph. 

The step corresponding to 106 can be iterated for different webpages in the checkout flow, 
e.g., both as part of 305 and 307. The step corresponding to 106 can be used consistently 
instead of or in addition to any button that indicates agreement to proceed with the 
transaction. 

It is also possible to add 106 before or after 301, 302, 303, or 304, or make them part of 
these webpages. 
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Drawings 

101. A representation of a user 

102. Background removed from user's photo, and photo potentially enhanced. 
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103. Different pre-loaded images of hands. A hand is selected, either manually or 
automatically, to match the face 102. 

104. Different pre-loaded images of hands with added representations of resources, such as 
money. 
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105. A selection of a hand with resource 104. 
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106. The combination of 102, a selected hand with an image representing a resource 105. 

203. An alternative user. 
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204. A second alternative user. 
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301. A webpage showing a checkout. 
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302. A phone displaying a payment webpage. 
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303. An example display during the checkout process. 
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304. An example checkout screen. 
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305. A webpage showing a pending purchase. 
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306. A webpage showing the login step. 
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307. A webpage showing the purchase to be made. 
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308. A webpage showing a conformation of a purchase having been made. 
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309. An augmented webpage. 
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SELLER 

310. An augmented checkout. 

The techniques described herein can be used to communicate two different messages to two 
different types of users. Namely, to the legitimate user, the user interface communicates 
"you are now paying", while to a friendly fraudster, it communicates "you are now stealing -
and to add to that, from your friend!". 
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