&ﬂ! AND %
-_

R

UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/099.,981 06/04/2013 8458041 MIJAKPOO1 1917
21912 7590 05/15/2013

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 217 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Bjorn Markus Jakobsson, Mountain View, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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Electronic Patent Application Fee Transmittal

Application Number: 13099981

Filing Date: 03-May-2011

Method, Medium, and System for Reducing Fraud by Increasing Guilt During

Title of Invention: a Purchase Transaction

First Named Inventor/Applicant Name: Bjorn Markus Jakobsson
Filer: Robyn Erinn Wagner/Monique Huang
Attorney Docket Number: MJAKP0O1

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz—;'g(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 1501 1 1780 1780
Extension-of-Time:
APPL-1006
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Sub-Total in

Description Fee Code Quantity Amount USsD($)
Miscellaneous:
Total in USD ($) 1780
APPL-1006
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Electronic Acknowledgement Receipt

EFS ID: 15669693
Application Number: 13099981
International Application Number:
Confirmation Number: 1917

Title of Invention:

Method, Medium, and System for Reducing Fraud by Increasing Guilt During
a Purchase Transaction

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Robyn Erinn Wagner/Monique Huang

Filer Authorized By:

Robyn Erinn Wagner

Attorney Docket Number: MJAKP0O01
Receipt Date: 01-MAY-2013
Filing Date: 03-MAY-2011
Time Stamp: 21:23:48

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1780

RAM confirmation Number 7150

Deposit Account 500685

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

APPL-1006
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

329654
1 Issue Fee Payment (PTO-85B) MJAKPOO1_IF.pdf no 1

0b%eceb1ebfoda03f9116faf9919162ad446
98e0

Warnings:

Information:

30581
2 Fee Worksheet (SB06) fee-info.pdf no 2

939e16fd2ae70caec63c04d8ebdd93932be]

Warnings:

Information:

Total Files Size (in bytes):l 360235

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

APPL-1006
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
21912 7590 02/05/2013

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

ZIMMERMAN, MATTHEW E

I ART UNIT PAPER NUMBER |

3683

DATE MAILED: 02/05/2013

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

13/099,981 05/03/2011 Bjorn Markus Jakobsson
TITLE OF INVENTION: Method, Medium, and System for Reducing Fraud by Increasing Guilt During a Purchase Transaction

MIJAKP0O1 1917

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1770 $0 $0 $1770 05/06/2013
THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown
above.

B. If the status above is to be removed, check box 5b on Part B -
Fee(s) Transmittal and pay the PUBLICATION FEE (if required)
and twice the amount of the ISSUE FEE shown above, or

If the SMALL ENTITY is shown as NO:
A. Pay TOTAL FEE(S) DUE shown above, or

B. If applicant claimed SMALL ENTITY status before, or is now
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

21912 7590 02/05/2013
VAN PELT, YI & JAMES LLP Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
10050 N. FOOTHILL BLVD #200 States Postal Service with sufficient postage for first class mail in an envelope
CUPERTINO, CA 95014 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/099.981 05/03/2011 Bjorn Markus Jakobsson MIJAKPOO1 1917
TITLE OF INVENTION: Method, Medium, and System for Reducing Fraud by Increasing Guilt During a Purchase Transaction
I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $0 $0 $1770 05/06/2013
| EXAMINER | ART UNIT | crasssuscrass |
ZIMMERMAN, MATTHEW E 3683 705-026100
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . . 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. ; . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submutting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toage Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, AIexand%'ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

APPL-1006
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
13/099,981 05/03/2011 Bjorn Markus Jakobsson MIJAKPOO1 1917
21912 7590 02/05/2013 I EXAMINER |
VAN PELT, YI & JAMES LLP ZIMMERMAN, MATTHEW E
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014 [ axronm PAPERNUMBER |

3683

DATE MAILED: 02/05/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 217 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 217 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.

APPL-1006
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Application No. Applicant(s)

. oy 13/099,981 JAKOBSSON, BUJORN MARKUS
NOtlce Of AIIOWabIIIty Examiner Art Unit
MATTHEW ZIMMERMAN 3683

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 07/02/2011.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 20-38. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp:/Awww.usplo.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov .

4. [J Acknowledgment is made of a claim for foreign priotity under 35 U.S.C. § 119(a)-(d) or (f).
a)[J Al b)[J Some* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. __
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ___

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [IX] Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [J Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [X Interview Summary (PTO-413),
Paper No./Mail Date 201307124 .

/MATTHEW ZIMMERMAN/
Primary Examiner, Art Unit 3683

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130124

APPL-1006
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Application No. Applicant(s)
. . . 13/099,981 JAKOBSSON, BJORN
Examiner-Initiated Interview Summary MARKUS
Examiner Art Unit
MATTHEW ZIMMERMAN 3683

All participants (applicant, applicant’s representative, PTO personnel):

(1) MATTHEW ZIMMERMAN. (3) .

(2) BOBYN WAGNER. ) .

Date of Interview: 23 January 2013.

Type: [X Telephonic [ Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes No.
If Yes, brief description:

Issues Discussed []101 [112 [d102 [103 XOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: all.

Identification of prior art discussed: n/a.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The Examiner proposed an amendment to the attorney of record and after some negotiation a final amendment was
agreed upon to place the application in condition for allowance. This concluded the interview.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

X Attachment

/MATTHEW ZIMMERMAN/
Primary Examiner, Art Unit 3683

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20130124

APPL-1006
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Application/Control Number: 13/099,981 Page 2
Art Unit: 3683

DETAILED ACTION
Examiner's Amendment
An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be

submitted no later than the payment of the issue fee.

The title has been amended as follows:

REDUGCINGFRAUD

Method, Medium, and System for Reducing Fraud by Increasing Guilt During a

Purchase Transaction

The claims have been amended in accordance with an interview with the

attorney of record as follows:

1-19 (Cancelled).
20.  (New) A method comprising:

receiving a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a

profile of the account holder;

APPL-1006
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Application/Control Number: 13/099,981 Page 3
Art Unit: 3683

associating, by a computer processor, the virtual likeness of the face of
the account holder with an account of the account holder;

displaying on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness of a payment
method;

receiving a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, displaying on the purchase
order screen in the starting region the virtual likeness of the face of the account
holder, displaying on the purchase order screen in the destination region the
virtual likeness of the payment method, and finalizing the purchase order.
21.  (New) The method of claim 20, further comprising recording information
from a user for the purchase order.
22.  (New) The method of claim 21, wherein the recorded information includes
information spoken by the user.
23.  (New) The method of claim 21, wherein the recorded information includes
a photograph taken by the user.
24.  (New) The method of claim 21, further comprising using the recorded

information to verify that the user is an authorized user.
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25.  (New) The method of claim 24, wherein the verifying includes comparing
recorded information spoken by the user with a stored voice of the account
holder.
26.  (New) The method of claim 24, wherein the verifying includes determining
whether a photograph taken by the user is of a live human being.
27.  (New) The method of claim 20, wherein the graphical move request is a
drag request.
28.  (New) A system comprising:
at least one computer processor;
at least one memory having instructions which configure the at least one
computer processor to:
receive a virtual likeness of a face of an account holder, wherein
the virtual likeness of the face of the account holder is at least one of
selected by the account holder, designed by the account holder, or
automatically obtained from a profile of the account holder;
associate, by a computer processor, the virtual likeness of the face
of the account holder with an account of the account holder;
display on a purchase order screen for a purchase order, a
destination region and a starting region, wherein the starting region
includes the virtual likeness of the face of the account holder and a virtual

likeness of a payment method;

APPL-1006
APPLE INC. / Page 15 of 131



Application/Control Number: 13/099,981 Page 5
Art Unit: 3683

receive a request to graphically move the virtual likeness of the
payment method from the starting region to the destination region; and
in response to the graphical move request, display on the purchase
order screen in the starting region the virtual likeness of the face of the
account holder, display on the purchase order screen in the destination
region the virtual likeness of the payment method, and finalize the
purchase order.
29. (New) The system of claim 28, wherein the instructions further configure
the at least one computer processor to record information from a user for the
purchase order.
30. (New) The system of claim 29, wherein the recorded information includes
information spoken by the user.
31.  (New) The system of claim 29, wherein the recorded information includes
a photograph taken by the user.
32.  (New) The system of claim 29, wherein the instructions further configure
the at least one computer processor to use the recorded information to verify that
the user is an authorized user.
33.  (New) The system of claim 32, wherein the verifying includes comparing
recorded information spoken by the user with a stored voice of the account
holder.
34. (New) The system of claim 32, wherein the verifying includes determining

whether a photograph taken by the user is of a live human being.
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35.  (New) The system of claim 28, wherein the graphical move request is a
drag request.
36. (New) A non-transitory computer readable medium including executable
instructions which when executed by at least one computer processor causes the
at least one computer processor to:

receive a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a
profile of the account holder;

associate the virtual likeness of the face of the account holder with an
account of the account holder;

display on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness of a payment
method;

receive a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, display on the purchase order
screen in the starting region the virtual likeness of the face of the account holder,
displaying on the purchase order screen in the destination region the virtual
likeness of the payment method, and finalizing the purchase order.

37.  (New) The medium of claim 36, wherein the instructions further include:
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recording information spoken by a user during the purchase order; and
comparing the recorded information spoken by the user with a stored
voice of the account holder to verify that the user is an authorized user.
38.  (New) The method of claim 36, wherein the instructions further include:
recording a photograph of the user during the purchase order; and

determining whether the photograph taken by the user is of a live human being.
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Reasons for Allowance

In the present application, claims 20-38 are allowed. The following is the
Examiner’s statement of reasons for allowance:

The prior art of record neither alone nor in combination anticipates nor renders
obvious the present invention. The allowable features of claim 20: associating, by a
computer processor, the virtual likeness of the face of the account holder with an
account of the account holder; and in response to the graphical move request,
displaying on the purchase order screen in the starting region the virtual likeness of the
face of the account holder, displaying on the purchase order screen in the destination
region the virtual likeness of the payment method, and finalizing the purchase order.

The allowable features of claims 28 and 36 are the same as claim 20 as both
contain the same claim language.

The most related prior art patent of record is Gaw (US 7,930,220) which teaches
a graphical drag and drop of a payment method from a starting region to a destination
region and the most related non-patent literature of record is Reference U (see PTO-
892) which teaches a method of a graphical drag and drop during a shopping session.
However, Gaw and Reference U neither teach nor render obvious: associating, by a
computer processor, the virtual likeness of the face of the account holder with an
account of the account holder; and in response to the graphical move request,

displaying on the purchase order screen in the starting region the virtual likeness of the
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face of the account holder, displaying on the purchase order screen in the destination
region the virtual likeness of the payment method, and finalizing the purchase order.

For these reasons, the Examiner asserts that the claims are allowable because
the prior art does not anticipate them or render them obvious to a person of ordinary
skill in the art.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MATTHEW ZIMMERMAN whose telephone number is
(671)270-5278. The examiner can normally be reached on Mon-Thu 7:30am-5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeff Smith can be reached on (571) 272-6763. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MATTHEW ZIMMERMAN/
Primary Examiner, Art Unit 3683
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dragg$3) near (drop dropp$3)) with (cash UPAD 11:14
((credit debit) adj card) money)
S52 35 (photo photograph avatar image icon picture) HUSPAT;HOR ON 2013/01/15
with ((drag dragg$3 move moving! moved!) UPAD 12:43
near (drop dropp$3)) with (cash ((credit debit)
adj card) money payment)
S53 4890 i705/26.1-26.81,27.1-27.2.ccls. USPAT; HOR ON 2013/01/15
UPAD 12:44
S54 19 S52 and S53 USPAT;OR ON 2013/01/15
UPAD 12:46
S55 {46 (bjorn near2 jakobsson).in. USPAT;HOR ON 2013/01/15
\\\\\\\\\\\\\\ iUPAD {12:47
S56 10 S65 and Sh2 USPAT;OR ON 2013/01/15
UPAD 12:47
S57 40 13/099981 USPAT; #OR ON 2013/01/15
UPAD 12:48

1/24/2013 9:43:09 AM
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Zimmerman, Matthew

From: Zimmerman, Matthew

Sent: Thursday, January 10, 2013 9:49 AM

To: 'Robyn Wagner'

Subject: RE: Case 13/099,981

Attachments: 01 - [13099981] Proposed Amendment v1.0.doc

Dear Ms. Wagner,

| have attached the proposal we discussed on the telephone last night.

| have made some slight changes to it and would like to discuss them with you over the phone if you have any concerns.
| was going to draft a CRM and System also but | will wait to do that until we receive client approval.

Thanks,

Matt

From: Robyn Wagner [mailio:rwagner@ip-patent.com]

Sent: Wednesday, January 09, 2013 5:51 PM

To: Zimmerman, Matthew
Subject: Case 13/099,981

I, Robyn Wagner, am attorney of record for case 13/099,981, and authorize communication via email regarding this
matter. | acknowledge that discussions via email will be made of record.

-- Robyn

Robyn Wagner, Esq.

Van Pelt, Yi & James LLP
Intellectual Property Law

10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

V: 408-973-2596

F: 408-973-2595
rwagner@ip-patent.com

This email may contain confidential, attorney-client, attorney work product, and/or privileged and confidential
information. If you received this message in error, please contact the sender at the above address/number and
immediately destroy this and all copies of this message.
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Zimmerman, Matthew

From: Robyn Wagner <rwagner@ip-patent.com>
Sent: Monday, January 14, 2013 2:15 PM

To: Zimmerman, Matthew

Subject: RE: Case 13/099,981

Sure. 048.973.2596.

Robyn Wagner, Esq.

Van Pelt, Yi & James LLP
Intellectual Property Law

10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

V: 408-973-2596

F: 408-973-2595
rwagner@ip-patent.com

This email may contain confidential, attorney-client, attorney work product, and/or privileged and confidential
information. If you received this message in error, please contact the sender at the above address/number and

immediately destroy this and all copies of this message.

> From: Zimmerman, Matthew [mailto:Matthew.Zimmerman@USPTO.GOV]
> Sent: Monday, January 14, 2013 11:15

> To: Robyn Wagner

> Subject: RE: Case 13/099,981

>

> Sure, are you available right now?

>

> From: Robyn Wagner [mailto:rwagner@ip-patent.com]

> Sent: Monday, January 14, 2013 2:14 PM

> To: Zimmerman, Matthew

> Subject: Case 13/099,981

>

> Hi Examiner Zimmerman,

>

> Please let me know if there is a good time today or tomorrow for a
> call to discuss the above case.

>

> Thanks,

>

> -- Robyn

>
> -
-
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> Robyn Wagner, Esq.

>

> Van Pelt, Yi & James LLP

> Intellectual Property Law

> 10050 N. Foothill Blvd., Suite 200

> Cupertino, CA 95014

>V: 408-973-2596

>F: 408-973-2595

> rwagner @ip-patent.com

>

> This email may contain confidential, attorney-client, attorney work
> product, and/or privileged and confidential information. If you

> received this message in error, please contact the sender at the above
> address/number and immediately destroy this and all copies of this
> message.
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Zimmerman, Matthew

From:

Sent:

To:

Subject:
Attachments:

Robyn Wagner <rwagner@ip-patent.com>
Wednesday, January 23, 2013 10:19 PM
Zimmerman, Matthew

01 - 13099981 Proposed Amendment v1 5 (2).doc
01 - 13099981 Proposed Amendment v1 5 (2).doc

Robyn Wagner, Esq.

Van Pelt, Yi & James LLP
Intellectual Property Law

10050 N. Foothill Blvd., Suite 200

Cupertino, CA 95014

V: 408-973-2596

F: 408-973-2595
rwagner@ip-patent.com

This email may contain confidential, attorney-client, attorney work product, and/or privileged and confidential
information. If you received this message in error, please contact the sender at the above address/number and
immediately destroy this and all copies of this message.
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20.  (New) A method comprising:

receiving a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a
profile of the account holder;

associating, by a computer processor, the virtual likeness the face of the
account holder with an account of the account holder;

displaying on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness a of payment
method;

receiving a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, displaying on the purchase
order screen in the starting region the virtual likeness of the face of the account
holder, displaying on the purchase order screen in the destination region the
virtual likeness of the payment method, and finalizing the purchase order.
21.  (New) The method of claim 20, further comprising recording information
from a user for the purchase order.
22.  (New) The method of claim 21, further comprising using the recorded
information to verify that the user is an authorized user.
23.  (New) The method of claim 22, wherein the recorded information includes

information spoken by the user.
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24.  (New) The method of claim 22, wherein the recorded information includes
a photograph taken by the user.
25.  (New) The method of claim 23, wherein the verifying includes comparing
the recorded information spoken by the user with a stored voice of the account
holder.
26.  (New) The method of claim 24, wherein the verifying includes determining
whether the photograph taken by the user is of a live human being.
27.  (New) The method of claim 20, wherein the graphical move requestis a
drag request.
28.  (New) A system comprising:
at least one computer processor;
at least one memory having instructions which configure the at least one
computer processor to:
receive a virtual likeness of a face of an account holder, wherein
the virtual likeness of the face of the account holder is at least one of
selected by the account holder, designed by the account holder, or
automatically obtained from a profile of the account holder;
associate, by a computer processor, the virtual likeness the face of
the account holder with an account of the account holder;
display on a purchase order screen for a purchase order, a
destination region and a starting region, wherein the starting region
includes the virtual likeness of the face of the account holder and a virtual

likeness a of payment method;
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receive a request to graphically move the virtual likeness of the
payment method from the starting region to the destination region; and
in response to the graphical move request, display on the purchase
order screen in the starting region the virtual likeness of the face of the
account holder, display on the purchase order screen in the destination
region the virtual likeness of the payment method, and finalize the
purchase order.
29. (New) The system of claim 28, wherein the instructions further configure
the at least one computer processor to record information from a user for the
purchase order.
30. (New) The system of claim 29, wherein the instructions further configure
the at least one computer processor to use the recorded information to verify that
the user is an authorized user.
31.  (New) The system of claim 30, wherein the recorded information includes
information spoken by the user.
32.  (New) The system of claim 30, wherein the recorded information includes
a photograph taken by the user.
33.  (New) The system of claim 31, wherein the verifying includes comparing
the recorded information spoken by the user with a stored voice of the account
holder.
34. (New) The system of claim 32, wherein the verifying includes determining

whether the photograph taken by the user is of a live human being.
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35.  (New) The system of claim 28, wherein the graphical move request is a
drag request.
36. (New) A non-transitory computer readable medium including executable
instructions which when executed by at least one computer processor causes the
at least one computer processor to:

receiving a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a
profile of the account holder;

associating, by a computer processor, the virtual likeness the face of the
account holder with an account of the account holder;

displaying on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness a of payment
method;

receiving a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, displaying on the purchase
order screen in the starting region the virtual likeness of the face of the account
holder, displaying on the purchase order screen in the destination region the
virtual likeness of the payment method, and finalizing the purchase order.
37.  (New) The medium of claim 36, wherein the instructions further include

recording information spoken by a user during the purchase order and comparing
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the recorded information spoken by the user with a stored voice of the account
holder to verify that the user is an authorized user.

38.  (New) The method of claim 36, wherein the instructions further include
recording a photograph of the user during the purchase order and determining

whether the photograph taken by the user is of a live human being.
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20.  (New) A method comprising:

receiving a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a
profile of the account holder;

associating, by a computer processor, the virtual likeness of the face of
the account holder with an account of the account holder;

displaying on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness of a payment
method;

receiving a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, displaying on the purchase
order screen in the starting region the virtual likeness of the face of the account
holder, displaying on the purchase order screen in the destination region the
virtual likeness of the payment method, and finalizing the purchase order.
21.  (New) The method of claim 20, further comprising recording information
from a user for the purchase order.
22.  (New) The method of claim 21, wherein the recorded information includes
information spoken by the user.
23.  (New) The method of claim 21, wherein the recorded information includes

a photograph taken by the user.
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24.  (New) The method of claim 21, further comprising using the recorded
information to verify that the user is an authorized user.
25.  (New) The method of claim 24, wherein the verifying includes comparing
recorded information spoken by the user with a stored voice of the account
holder.
26.  (New) The method of claim 24, wherein the verifying includes determining
whether a photograph taken by the user is of a live human being.
27.  (New) The method of claim 20, wherein the graphical move requestis a
drag request.
28.  (New) A system comprising:
at least one computer processor;
at least one memory having instructions which configure the at least one
computer processor to:
receive a virtual likeness of a face of an account holder, wherein
the virtual likeness of the face of the account holder is at least one of
selected by the account holder, designed by the account holder, or
automatically obtained from a profile of the account holder;
associate, by a computer processor, the virtual likeness of the face
of the account holder with an account of the account holder;
display on a purchase order screen for a purchase order, a
destination region and a starting region, wherein the starting region
includes the virtual likeness of the face of the account holder and a virtual

likeness of a payment method;
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receive a request to graphically move the virtual likeness of the
payment method from the starting region to the destination region; and
in response to the graphical move request, display on the purchase
order screen in the starting region the virtual likeness of the face of the
account holder, display on the purchase order screen in the destination
region the virtual likeness of the payment method, and finalize the
purchase order.
29. (New) The system of claim 28, wherein the instructions further configure
the at least one computer processor to record information from a user for the
purchase order.
30. (New) The system of claim 29, wherein the recorded information includes
information spoken by the user.
31.  (New) The system of claim 29, wherein the recorded information includes
a photograph taken by the user.
32.  (New) The system of claim 29, wherein the instructions further configure
the at least one computer processor to use the recorded information to verify that
the user is an authorized user.
33.  (New) The system of claim 32, wherein the verifying includes comparing
recorded information spoken by the user with a stored voice of the account
holder.
34. (New) The system of claim 32, wherein the verifying includes determining

whether a photograph taken by the user is of a live human being.
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35.  (New) The system of claim 28, wherein the graphical move request is a
drag request.
36. (New) A non-transitory computer readable medium including executable
instructions which when executed by at least one computer processor causes the
at least one computer processor to:

receive a virtual likeness of a face of an account holder, wherein the
virtual likeness of the face of the account holder is at least one of selected by the
account holder, designed by the account holder, or automatically obtained from a
profile of the account holder;

associate the virtual likeness of the face of the account holder with an
account of the account holder;

display on a purchase order screen for a purchase order, a destination
region and a starting region, wherein the starting region includes the virtual
likeness of the face of the account holder and a virtual likeness of a payment
method;

receive a request to graphically move the virtual likeness of the payment
method from the starting region to the destination region; and

in response to the graphical move request, display on the purchase order
screen in the starting region the virtual likeness of the face of the account holder,
displaying on the purchase order screen in the destination region the virtual
likeness of the payment method, and finalizing the purchase order.
37.  (New) The medium of claim 36, wherein the instructions further include:

recording information spoken by a user during the purchase order; and
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comparing the recorded information spoken by the user with a stored
voice of the account holder to verify that the user is an authorized user.
38.  (New) The method of claim 36, wherein the instructions further include:
recording a photograph of the user during the purchase order; and

determining whether the photograph taken by the user is of a live human being.
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er Transactions Requiem Revival or Reformation
5 fine

. a:redit card holders and issuers ’m- isable the consumer from, in affect, stopping payment for defec ... they
are “assignees” of the merchamt’s contract claim against the consumer card- helder 28 the ... 2 § There is, of
course, no dificulty with the revoling- charge account operated by ...

Cited by 74 Related aticles Cile

[BoOK] Lre a ing Web gaac;ps Ea;’ dummies
3 quagle
. fuior m‘ﬁen permission of the F’ui‘zitshar or authorization through payment of the ... Making a Specialized
Page .... T1 Chapter 5 Making 3 Photo Page with ... Google Page Creator.... 50 Registering for a Google
Account ... 50 Creating ...
Cited by 18 Related adicles Al 11 versions Tite Muorew

General Business ﬁ%p ns
Bl B o S

- Cu{rem.\g The uun'enry used. ® Vendﬁr TG whom the payment was made. ... You can creste links o your
varous nodes as well as altach notes to the mind map, as Figurs 15-16 liluntrateq Drag and drep options are
made available too. ...

it

- "fﬁur Photas \inewmg Photes Sharing and Ub ng Photos Azsigning 2 Photo to a Contact Selting a Photo
as your Palm Pre's Wallpaper Send a Phote to Someonse Upload a Photo to Facehook or Photobucket
Configuring the Photos Application Removing an Account or Changing ...

Al Eversions Cite More-

gﬁmimm hi ng fm’ S%.kmmes

articles Al T vernions Cite Mo~

- iaﬁé A basic actmmt halder may still rent land from other residentshowever. Premium accountsstart at
£9.95 & month. With 2 premium account you are able to use many Fage 38. additions! support options such
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| Any time 9

media-culiure org.au YWY

.- The gra;;hmai user mterﬁ’aﬁe is mtu tl\re) ﬁ?m]mted E}y an sasy drag and drop function. ... ¥ Google wers to
take a sirmilar action the implications would be sven more comoluted, given the range of Oﬂ‘l&i‘ senices Google
offers, from GMail to the Google Checkout payment sendce ..

Cited by 1 Related aticles &M S versions Cite More~

. &ct, without either the prigr i&nﬁen gaerm ssion of the Publisher, or authorization through payment of the ..
all the Windows T jargon, such as Select the Menu ltem from the Drop-Down List ... Windows 7 disglays a
page with that user account’s phote and lets vou tweak the account's ...

Cita

Hmider in Dug Lms 5@ in L@n&mm&r Transactons Requism Revival or Reformation
5 - . JET - Heinlnling

. a:redit card holders ami isgUers m. lisable the consumer from, in affect, stopping payment for defec ... they

are “assignees” of the merchamt’s confract claim against the consumer card- holder 28 the ... 2 § There is, of

course, no dificulty with the revohing- charge account operated by ...

Cited by T4 Related aticles  Cile

ooy re a ing Weh g}aqps for dufm*n ies

H & ke
. fuior Wﬁen permission of the F’ui}itsher of authorzatmn through payment of the ... Making a Specialized
Pag& .... 71 Chapter 5 Making a Photo Pags with ... Google Fage Creator.. . 50 Registering for 2 Google
Account ... 50 Creating ...
Cited by 18 Related adicles Al 11versions Cite Muorew

bes&mraﬁ Husi QERS ,33@ ns

- Cu{rem.} The ;un’enry used. ® Vendm TG whom the payment was made. ... You can creste links fo your
varous nodes as well as altach notes to the mind map, as Figurs 1516 liluntrateq Drag and drop options are
made avallable too. ..

it

. Your Photas \inewmg Phl}ta@ Sharing and Ub ng Photos Azsigning 2 Photo to a Contact Selting a Photo
as your Palm Pre's Wallpaper Send a Photo to Someonse Upload a Photo to Facehook or Photobucket
Configuring the Photos Application Removing an Account or Changing ...

Al $versions Cite More-

gcﬁmmm hi ng fm’ S%.kmmes

> account halder may still rent land from other residentshowever. Premium accountsstart at
‘59 C?n a mam‘.h With a premium account you are able to use many Page 38 af:ﬁditmnal support options such
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Paymemf checkout system for online language testing tool CAST calsiate edu POR

- A Payment check out system for LA*T directly affects the system’s perfformance, as ... checkout system
of CAST solwe all the present problems and generate organization codes for ... about the iﬁthﬁ(ﬂﬂgﬂﬁa
employed in the development of CAST Payment System. ...

Related aticles Cle Maorgs

gmmm; EEﬂcﬁr{m i money amﬁ ms‘s based pric

.. Causes such as iha complicated check-in and cheskaut procedure, malfunction of the apparatus ... In
terms of suggestions, Stoppers cited not having to check out {16%) and easisr control of the ... types of trip
makers have different preferences and attiiudes toward payment methods. ..

Cited by & Related articles Al 6 versiong Cite

1 Split Credil Card Payment Sysiemu linfegration and Archiledlure)

. can be added to the cant as shown in Figure 8. 3. When vou click on checkout after the item being
selected, it will take you te VA ... Figure 17, Payment Details Nest is the check out screen. ... payment
aptions like Visa card, Mastercard, Discover, Diners, Debit or the Virtual credit card. ...

Related aticles Qite Mo~

roF; The ﬁ@gggﬁ !m@éempmaﬁ ionand &mfs ai ion of an intﬁmet Payment System

- Fmally thexs Caf t:heck out the shopping Eﬁsb&d and reguest the payment gateway for payment. ..
payment and all the requests can be exacuted concurently. The merchant, however, can .. request, the total
checkout time in TravelNet is between 1.7 seconds and 2 seconds. The ...

Felated aticles  All S versions Cie More»

gsmx; Eesentials a’? @n? ine payment securily and fraud prevention

- a!’{@martwe pa‘gmants are !mt’tmg their discussion to ACH, FayPal, Amazen, and Google Check- out. ... In
essence, the payment prowder stores the consumer's bank account information online; then ... These fees
are incurred whether vou use PayPal, Google Checkout, or Amason ..

Ciled by 3 Helated srlicles Al 3 versions Clls Mo

I mwm; Tn;}@emas Smart Card Project

repec. org [POR

- ef ine a payment mstmment as “any mstrumem ena%} ﬂ§ lhe hakler user 1o ... credit and debit cards
towards alternative payment oplions like PayPal, Google Checkout, Revolution ... operational characteristics
inchede the required technology, the hasis of payment {account vs. ..

Cited by & Related articles  All Bversions Cile
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RS AN NN RN SR 3
.. Causes such as thﬂ complicated check-in and checkout procedurs, matfunct ion of the apparatus ... In
terms of suggestions, Stoppers cited not having to check out (16%] and easier control of the ... types of trip
makers have different preferences and attitudes toward payment methods. .

Gited by & Related articles  All Gversions Cits

{ i:s"edééi Card Payment Systemunfegration and Archilechure)

E?ﬁﬂ' Spli

e CEN ba added 1o the cant as shown in Figure 8. 3. When you click on checkout after the ftem being
selected, it will take vou te WA .. Figure 17. Payment Details Negt is the check out screen. ... payment
options like Visa card, Mastercard, Discover, Diners, Debit or the Vittual credit card. ...

Felated atticles  Cite More~

[POF "me {}eﬁ ion, Imple ‘&entaﬁ ion and Evaluation of an !&E:ﬂmet Pavment Syslem

N
T M

. Finalby, thev can check out thﬁ ah&g}pmg basket and reguest the pa\;mem gateway for payment. ..
payment and all the requests can be executed concurently. The merchant, howeyer, can ... request, the total
checkout time in TravelNet is between 1.7 seconds and 2 seconds. The ..

Felated aticles  All Sversions Cite Maore~

ook Essentials 0’? ardine gayment security and fraud prevention
B8 Monts 3

” aitematm paym#nts arg ixm;tm«; thatr discussion to ACH, PayPal, Amason, and Gooegle Check- out. ... In
essence, the payment provider stores the consumer’s bank account information onling; then ... These fees
are incurred whether you use PayPal, Google Checkout, or Amaszon ..

Cited by 3 Helated articles Al Jversions Tite Mo

[CIaTiong 1ripperpas Smart Card Project
F Chaung
Related articles

Cite

ing the hoider user 1o ... credit and debi cards
t{maxds sltemmme payment (};}tiuﬂS E ike Paypai Gnagte Checkout, Rewolution ... operational characteristics
include the required technology, the “basiz of payment {accountvs. ..
Citad by @ Related asticles 3—‘&%3 Dversions  Cile

- {fhese categores could roﬂmsﬁ 0f such things as a new iE} picture, a name Phaﬁge - When a cardholder
must add money to an existing card account: § YWhat forms of payment (eg, cash, credit card, or check} ... 0
How does the card issuer store, inventory and check out portabile ...

Cites

. zee CAPTCHAY m‘ making the user EﬂtEf numbefs frjm a Nuﬁy picture, which thay‘ . Some competitors
that offer some of PayPals senices, such as Goeogle Checkout, Wirscard, and ... the Payment and
Settlement Systems Act, 2007 for Setting up and Operating Payment System iﬂ

Falated atticles  Cite  More~
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Adfelto my libraey v Write review

Gat this book i pint ¥ . Ble nadi Yaage 1 USIIE & third party seriig
Itiole merchants or banks to
v e

Z Rovigws

Write rovisw

Essentials of Online payment
Security and Fraud Prevention . 38 onis a5 vou alreade have dasab o -
By David A Nontague [osw, s Jomyg as vou already have databuase resources you can utilize

Hstimated costs: Costs to implement 2 simple velociey of use tood are

picture and the applications you use to provess orders ave easily fotegrnd

wmte. A ot of ERE application servers, decision servers, wnd the like
About this book on the narker have day technology mtegraced into them,

My ibrary Alternative solutions: Fraud-screening services have velooiry of we
- already bodlt n. Be sure to check #Wyon can add your own custom
iy History . . . . . .
fields. i you are looking at doing this check based on their scconnt

Books on Goagle Play numbers, vou will have to look at purchasing mehouse solutions or

Terms of Senice building this service on your owi,

Dperational Management {Enterprise)

Look at velociey of change as well, a5 these two forms of velocity

cosnplement cach other.

Vendors: CyberSoures, Clear Commerce, Retatl Decistons, HNC/
] {
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- checkout picture account holder guilt

Apy me 5

. P’ag@ 28 The P!ctu e m’ Guilt Pmiessm HMathieson raised her head and nod- ded. ™| know he was. ... "He
was compiling an account of her day-to-day activities duning the last year of her life. It's tedious work, ?}u@
details are essential for & project like mine. ..

Cite Morss

ubo.ca POR

g, ‘.
- gnaugx rangse of products for the students. Bws:agss Taking into am:gunt the beverage categeory, our
survey results convey that coffee is the most recognizable Fair Trade product at UBC. This result was not very
SUTPESING e

e

gsaaxg ﬁe Szas OfGuilt A 8§ ir BEmersan Novel OF Suspense

. The ‘?&am ﬂquil’t 12 Manmy ﬂe;sgmd inte the gap between Blair and the much smaller man. .. her mother
running after her, their abandoned shopping cat blocking the stere's only checkout lans. ... Umﬁa Amey 13
Brandi had not seen her picture in the newspapsr since that day in ...

Cite Movew

oy Sreen Mama; The Guilt-Free Guide 1o Helping You and Your Kids Save the Planst

o
. Wiith oa!y & mf}du ] csfgulk she sucked me into carng about her “green lving” campaign using humor,
common sense, and God's Ward. ... Gresn mama | the guili-ree guide to helping you and your kids save the
péane% ! Tracey Bianchi. p. om. ...

Cited by 1 Related atticles  Cite Morgw

[enF; The buwing impulse jstor org IPOR
i IR 4 TE h\

. t?us ag};}m&ch was used ta {feﬁne 3 maﬁa@ea&;ig number of categones that account for the ... Respondents”

anecdotes prowde wvid pictures of txgg}y:ai and more unusual impulse buging episodes ... these typical

protocols Mlustrate: | was standing in the grocery store chechout line, and ...

Cited by 874 Related artticles Al 11 versions  Tile

ga{mﬁg Sar ah i}aw An E}"zﬂ rth aaly honest account of one famil's shruggle with depression

- This uﬁﬁmﬁhmgﬂy honest at.:munt shows both the wonder of the good days and the dark despair of the days
and weeks she'd rather forget. Sarah's day-to-day thoughts, feelings and sxperences make for a beautifully
watten ..

Cite

gmmg Aa‘i a%ﬁs&erqer s ;E“semed M{}‘fﬁeb And Documentarie autismbeacon com HTML

- {’*hftdreu with Autism think nﬁt& 2%&% dtﬁ‘erenti\* 50 your child may need an altemate form of teacking. Some
people on the Autism Spectrum think in pictures and leam by visuals while others prefer language and written
nstruchon. ..

Cite More«
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npia police vk [PDE]

. To profect against cash snatches at the ialL as well as staff thelt and collusion, check-out lanes are 3l
separately ... The majority of these recoveries {87% in 1990} are made from customers where account funds
were not, at the time of drawing, sufficient not from attempted fraud. ...

Cited by 37 Related atticles Al 10 versione Cite Morew

TBOMNG Awa e aﬁd ?rem{eﬁ A Gu de to Personal Salety and Secunity for BEvervane

!ns’:eaj ! wsl! prcs\ﬁde an overvew. If you need for mare information, you can go online to FBLgoy and check
c}ut Crime in the United States 2007, the maost current statistics as | wrote this book. ... Utility workers all
carmy company-ssued identification with their name and picture. ...

Cite Mors

Friends, Ganqban«gera Ltibﬁ'}d‘gf i Qﬂmams iené Me Yowr F’”iSSWGE’dS

. 28 For instance, attorneys use social media to check om potential jurors durmg woir dire. ... commutted the
crime because he was, at the Hme, logged into his Facebook account posting updates ... 41 Alternatively, the
prosecutor may wish to introduce 3 picture of the accused from her ...

Ralated articles  Cite

[BOOK] Ch&beé”
N Holdes - 20 o0

.. First Siman Pu@se eﬁtlan JUﬂE 2@83 Text copyright © 2003 by Nancy Holder SIMON PULSE An imprnt of
asmrm & ... She felt temible guilt and pain, and still some anger, too. ... He unrolled the blueprints and said,
“Take a look.” Dawn sailled past, saying, "Hey, check out doubls- T ...
Cite

gmcxaq Fm@fes’ After APrg Emﬂe{j Paz«m ing s a Precious Git

. BS F‘fe;sai-d Burial ltems Liai . P‘repalsi Cremation lems List : AR ion Lis 76 Business
Card Holder ... 78 List of ...
Cite Moraw

ESQQ&Q Fﬁfb-‘ﬁf{ﬁén Boy

Wnti‘i each new mansion came 2 new lawyer knocking on the door tngng to cajole, guilttrip, or bully the
famsi}e & Page 1. ... "Didn't you like Michael? He's such a sweet guy. And check out his arms.” "No, he was
fine,” Julianne answered, taking a lap around the begs. ...

Cite More~

gs&m&q Und GSE}P{i

ARAT
ar - 2ME

. Unleashed § NSi‘i{,}f Holder and Debbis \'mu &, — 1st ed p. om ... Her best fiend, Kimi Brandao, told her it
was sunavor's gullt and to get over t—Giselle Chevalier would have E}een glad her daughter surived. . . sven if
she her- self had not. .

Cite

gc ITATION] W@Ef Sg}nmg Chram cles
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npia.police uk PORY

To protect ag'—uﬂst e:ash snatches at the till, as well as staff thelt and collusion, check-out lanes ars 3l
separately ... The majority of these recoveries xS**‘?f i 1980} are made from customers where account finds
were not af ‘ahe time of drawing, sufficient: not from altempted fraud. ...

tod by 2F Helated atticles A 0 versions Cite Morew

are and Prepared. & Guéée to Personal Salely and Secunity for Evervane

. Dol provide an ovendew. I’P you need for mare information, you can go online to FBLgoy and check
out Crime in the United States 2007, the most current statistics as | wrote this book. ... Utility workers all
cam;g company-tasued Wentiication with their name and picture. .

e Morss

crime hecause i‘ie ﬁsaas at the 2ime: logged into his Facebook acﬁ.ount ;‘mstmg ugséaies aﬁ Altemat;“eiy: the
prosecutor may wish to introduce 3 picture of the accused from her ...
slated articles Cits

Fs;si S mon PLste edition Juns 2@83 Text copyright © 2003 by Nancy Holder SIMON PULSE An imprnt of
Simon & ... She felt terible guilt and pain, and still some anger, too. ... He anrolled the Blueprints and said,
ake 2 look.” Dawn saled past, saying, "Hey, check out doubls- O ...

FEOHN FH}%’FM&{ Afler: A Preplanned Passingis a Precious Gift

Burial kems List 7¢ Prepai s List : Y ion Lis 36 Business
T8 List of ..

With each new mansion came a new lawyer knocking on the door trying o cajole, guilt-trip, or bully the
family & Page 4. ... “Didnt you ke Michael? He's such a sweet guy. &nd check out hiz arms.” “he, he was
fine,” Julianne answered, taking a lap around the begs. ...

te Morew

(800K} Unleashed
§ Holder - 202 - b
Uﬂleashedi Nancy Holder and Debbie Viguié, — st ed p. omu ... Her best friend, Kimi Brandao, told her #
was sunivor's gullt and to get over t—Giselle Chevalier would have been glad her daughter surdved. . | sven f
she her- self had not. ...

icles
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H -5~ a - F’age' Safety v Toolsw @3"

Any fbme 5

purdue edu PDEY

. F‘rmrafﬁmega usa drag~aﬂc§{!mp ge:tm'es i thiﬂ the Panumbna bleraﬁ:hy vigw to fer}rt;amze the hierarchy.
. A moase click en the checkout button will show them all projects available and another click will download
the selected project to their com- puter. ..
Cited by 25 Related atticles Al Sversions Tits

teoF} Vi SES&E @ g1 ramiming for Wrab applications gmg use H’”Mi fmme facilitie WSS US [POF
T Shimonura, K ' : P saf L, S00Y -

. nats. We also érag the name text fisld af the entryShop We‘* de'“ gn page and drop # in the checkOut

Web design page so that the checkOut page will display the name that is entered in the en- tryShop pags.

We ..

Jed by & Helated srticles A Zversions Dite NMuorew

et Responsive Space's Spacecralt Design Tool {S{J; FERDONGIESpACe COm PR
R Staswe, F Eckast, © AL Fouth Responsives Space | SHK
.. The design tool pipsline is used to crests the design in response {o migs b;et‘me,: x:s’eate Build
mstrudmnss assist in the automated checkout procedures that run durmg sembly and ... SDT provides the
Detaded Simulation and the Spacecraft Drag & Drop funclions, a3 ...
Ciad by 13 Relsted wticles Al byersions Cte Morg~

feoF R CE} irdemel applications pstedy POR
T Hoda, § T son and Oz WJAX teses

- .‘mme ideas msgsht ncluds, re::ﬁuce eheckout ste;}s ewabée drag & dmp of products | ﬂ'm a shopping cart,

and offer interactive product/ semvice demos. Tipen discussions among developers and web marketing staff

should be welcomed. .

Cited by 19 Related e;{tiea All T versions Cte Mo

Sp tial metaphors for browsing | me dala archives

: ikant, B - ;

. Moragver, by aummuntmg dtstaﬂce with i%’se drag” and "drop” option, we are able to pedorm actions within
the "computer space”, such as .. Check out screen shot of the GUI &t the Atlas of Cyberzpaces Web sits in
tha Information Landscapes seci’i&n {bottom of the gagel. ..

Cited by 20 Helated aticles  All Jversions Cite Mc;rm

gﬂm Yersion Control of LaTeX Documents with sen-mulli g org POR
- {:heckﬂut fsie fipath a’f your sspﬁs;mm sorking div name} or using TortoiseSWN: Right click on an

empty directory — SWN Checkout . | .7 ... Copying s done using swn copy {existing fleidi} {new fleidin} or

Right-click on and hold sxisting fle or dir, drag-n-drop it to the new ...

Cited by 3 Related aticles AllZ7 versions Cie Move~

CanYou Fathom This? L@we kmj Saﬁa ﬂmaé ssis, Algebra, and Geomelry with Probabilly Simulation
G HE S :
. the basis of test scores; polic *‘*:makers mabe decisions on the basiz of information gleaned from polling data;
supermarkets stack shelves on the basis of data collected at checkeut lanes. ... As ther axamples suggest,
the avallability of infuitive, drag-and-drop data sisualisation ...
Cited by & Related articles Al Zversions Cite More»

Ssmﬁ ation t@akb for Drocess sme*ab Esi‘v .:msi mnﬁmt
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. just long erwug%*s fo ;:ske a Lincaln Log in his mother's face and yell ... behaviors accur during the course

of normal development, very few preschoolers display these behaviors at ... preschool years and into
slementary school include significant conflict in the parent-child relationship ...

Cited by 315 Related auticles Al 4 yarzions Cite Maores

gmm Auu‘ge geﬁ m‘& poison nq in *he Lﬁg retailir L&ﬁw 1895 2@&%5 i goy HTML

S ; ’%3‘}«;} and adults inadvertently spraying
memseiws i the fm:e with & . "};E‘J Qidé Qiﬁ grabbed a squirt bottle of DEET {foxicity cai&g&my‘ iy that was
on display in the ... The parent called poison contral for management adwice ..

Ciad by 5 Related articles Al 13 versions Cite

Hel E{iim o {mmmmers helo users googlecade com [POR
i cus, 3 Parawt - Fr mgs of the W 301 - dlaowmarg

.. Sean Parent Mnhe Systems, Inc. ... inthe property modsl, and can be one of two kinds: a view binding,

where & widget iz set to display the curent ... Now, the animation makes the relationships behind the inter-

face sxplict and clear, and thus fosters understanding in the user. ..

Cited by @ Related swhicles  All Byersions Cile

ooy Digl Eai S arts How to Stay Within a Budget When Shopping, Living, and Doing Business Onling
8 Poterson - 8- & W

.. Then they cilck on the links ihat display possible Web sites for buying the desired #tem ... It is best to deal

with local people and meet face-to-face at a public place like a coffer shop, fastdood restaurant, or local

fibrary ... Teens should bving & parent or other trusted adult to the meeting ...

Cite

[PoF] Web-enabled e;m;(e maad madeling in a disiribuled design &‘:mmﬁmam peuedy POE
- csfa fa::e fis {ie?med by three ﬂommﬂenﬁ% Fax:e[dg’f‘ gategs‘i{i fa{:eiﬂdex surfaceType] where stepld is the

{0 of & modeling step during which | ... Each FacetedFace consists of a Faceld for the generic name, a face

equation FaceEqg, and a Tnanglelist for display and other ...

Cited by 28 Related atticles All 4 versions Cite Morew

prayy Fash i’—"wm&m ?"exm% tcprass adi HTML

.. Positive behaviors supg}ar{ the fac:e wantzs of 2 returning parent by demonstrating that the parents ..
gurselves as researchers {and as parents) why partners and children did not display positive behasiors ... |
course, a greeting proffered by a parent to a child or by one paitner ...
ity Maorew

Women's Experences of an Allered Appearance during Chemotherapy Anindication  aheadofowtime.org POR
of Cancer Status

.. Some women anhﬂgmted they would @mudfy dlsplay their al tereé appearance as a symbel of what they
were going through but they ... {fat wasting of the face, limbs and ... The issue of how best to tell 2 child about
their parent’s cancer diagrosis has long been a concern for patients ..

Cited by 14 Rolated articles  BL Direct All 10 versions  Cite
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- HES parents felt mrméetai&le guilt about their son's medical condition and did not want o ... years and info
elementary school include significant conflict in the parent-child relationship ... For children with senous
conduct problems, intervention during the preschool years is catical. ..

Cited by 315 Related asticles Al 4 versions Cite Mores

oo Parent management training: Treaiment for cppositional agaressive and psychialrvoniine org POR
anlisocial behavi or | n &:%% idren and adolescents

. During a{i&&iesceﬂcg there is an increase in problem or atwisk behavors (DiClemente, Hansen, & ... an
Hlustration of rates, in 2001, 49 8% and 25.7% of CCth- 10 Parent Management Training ... Other studies
paint & sirylar picture, even though esti- mates of substance abuse wary .

Citad by 203 Reloted mticles &0 13 versions Cite Morew

ma@&é

. tofill out & “home- &\mk slip—ane o teo &Pha\mrs they will try during the wesk ... A Parent's Guide to
uﬁed Children? is the basic framework arpund which these parent groups are ... encowraged to form a lend-
ing library of books ontopics ofinterestior parents to checkout at each ..

Cited W & Related aticles All 2versions Gite Mare~

Shame Eind gwit The masters sff ds&:@u 58

- books L o
Page 1. Ma tars cf Disguise & GUILT Jﬁ\NE MIDDELTON-MOZ Author of After The Tears and Children of
Trauma Fage & Fage 3. Finglly — 2 clear understandable description of shame and guilt. Weaving fairy tales
with everyday ..

Gited by 38 %Pi ted artticles All Zversions Cite Morew

[BOOK] ?@@me ring Without Guilt You ang C@d You and Others, You and Your Kids
L8 sh - S04
" ially ha\e the sgp@ﬁumty tm s8e an aﬁcura%e selfpicture. ... When your child pretends to be a
memmy or a daddy, talk with her or him about the qualities of a parent that this ... EXDDUS 2:3-3 For You
Alone Jochebed was & mother during uncentain and dangerous times. ...
Cite

ook Motherir Ing %‘\f mm Gullt You and God, You and Others, You and Your Kids
S&H X am

. You fnally hawe ihe a@;mmm!t;e to ses an sccurate selfpicture. ... When your child pretendz te be a
mommy of 8 daddy, talk with her or hirs about the qualities of a parent that this pretend glay reveals. ... On
car tips? « Did you like the way you looked during pregnancy, new- barmn ..

A 2 verstons Cite Morew

E&@Bﬁ@ The §}GC§€9§ ﬁamm

... & that leads to feeimgﬂ csf armety quilt, and incompetence ... parent io parent sex, and so on}, all
successful family units serve as a never-ending source of ... During the early years, within this nurturing
em‘irss‘imﬁm needf are met, feelings are validated, a sense of humor is shared ...

Cited by 4 Related articles All Zversions Cite More~
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F’a§e 1. l\dastera ﬁf Disqu;se & GUlLT lANE MIDDELTON-MOE Author of After The Tears and Children of
Trauma Page 2. Page 3. Finally — = clear understandable descrigtion of shame and guilt. Weauing fairy tales
with everyday ..

Cited by 32 Related articles  All Zversions Cite Mare

gm&s{; ?\ic}km Eﬂf} W i’hsﬁiﬁ? Guilt ‘mu am u@s:ﬁ You and Others, You and Your Kids

- Tou finally have: thb apmmmatgb o 5es 8 au:uraie self-picture. ... YWhen your child pretends to be a
mornemy of a daddy, talk with her or him about the qualities of 2 parent that this ... EXODUS 2:2-3 For You
Alone Jochebed was a mother during uncertain and dangerous times. ...

Cite

EB{‘}E}K‘i Ms}me mq W thout Gua!‘t You and God, You and Others, You and Your Kids

. ‘%"&u ﬁnaiiv hava the sggmrtumty ia see an accurate selfpicture. ... When your child pretends to be a
momny of 8 daddy, talk with her or him about the gualiies of & parent that this pretend play reveals. ... On
car trips? « Did you like the way you looked during pregnancy, new- bom ..

Al versions Cite More

gﬁm&i@ The pocket g.}aren*;

5 gy - 2001 - hog

- Am:% that 1ﬁads to fegimgs afanwet\f gm!t and incompetence ... parent to parent sex, and so on), all
successful family units serve as a never-ending source of ... During the eady years, within this nururing
emironment, needs are met, feelings are yvalidated, a sense of humor is shared ...

Cited by 4 Related articles Al Zversions Cite More-

ook Confessions of a New Mother A Short Humeorous, But Duthiul Account of Beinga Fust-Time

- Page 5 CUﬂfESS!Emb cxfa New Mother {& Humorous, but Trathful Account of Being a First-Time Parent} by
Jackie Malena Milton Keynes, UK B!mmmgmm 4 Page & ... It gave me some inzaight as to what the baby
was doing. During the frst tnmester, | didn get sick or nauseate{!i..

Alld versions  Cits

Counseling child sexual abuse vicims: Myths and reall ééeﬁs

} | ng &, THEE W >4 ¥
" [}unng the mtemm it be{,ame as} parent that the girl was re;}fma‘f ng at ... Following the “some of the time™
style of questioning, the counselor was able to get a clear picture of the nature of the sexusi abuse and
referred the case to the Depariment of Human Senices. ..
Cited by 13 Related articles  All S versions  Cite

gm:mg Pme‘:s—z& 1o Ch:aciwut' 1 O» Death Allirming Plays, Skelches and Monologues

.. all rights, i m!ud ing prﬂfes~sc}nai amaieur motion picture, reci- tation, 3eciurmg public reading, radio
broadeasting ... {During the following monclogue DOCTOR becomes increasing depressed and haunted
looking, possibly sinking into his ... FROCEED TO ChECKCuUT 12 a peasant. ...

Cite More~
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Any e S

.. purchaser mwle the number of unts ;mrx:has&d again §}y touching the display screen or ... of information
including & description of the produce itern, a digitized picture of the ... Normally this ﬂfi}rmat ion is reviewsd
befora the customer tenders payment, sither by electronic means at ...

Cited by 115 Related asticles Al & varsions Cite

&%e’&m& and a ;}&E&%&&s far c&:s%omer gﬂmm}eﬁ arficle scanning in seif-service shopping
3 safe Fatents
FOR CUSTOMER 14& ‘L‘l’? PPICE AND ITEM DESLR!F-‘TEQN ARE ATTACHED TO THE VIDEO PICTURE
OF ITEM ... checkstand 12 in- cludes a terminal 82 having a keyboard 84, a dmpiﬂy maonitor 86 ... cat 20
dunng the selection 15 of articles for purchase by the customer 17 has ..
Cited by 112 Falated srticles A 2 versions Gite

Seﬁ~sha¢k§}ut sysiem hav ing (:s}mgmnen‘s video camera for produce purchase monitoring
- ~ US Patent &pp 1 1 - Google B
temma! wia the network, and (i} display the digital pimure of ihe produce item on the display. ..
Additmnailv the digital picture{s} andfor real-time video may be stored for a peried of ... Such item m«wemem
msmt&r ing may be uli- lized to determine if ihe customer is unintentionally or .
Citad by & Fﬁgiste{i articles Al 2 wersions Cits

Self-service checkout terminal having a biomelric sensing device Tor verifving identily of a user and
assod aﬁe{i meth@d

ay - U = ¥ - Google Paten
- maﬂuaiéy anter %‘nf arf her user repme{i demsty code by use aﬁhe touch soreen associated with the display
nonitor 32 ... case of where the bometrc sensing device 16 iz embedied as a facial recognition device, 8
digital picture may be taken of the customer during issuance of ..
Cited by 85 Related asticles All 3versions Cite

Se@f chackau& of g:smdm,e items
I8 Pate 1880 - Google Patents

" w% appeaf i iafqe Ietiera on the video monitor 11 and the actual picture of the ... 7. The invention claimed

in claim § wherein said screen presents a first display message for ... of said :emmﬁ type and wherein said

second PIOCESSOHr Means is respansive to customer interaction with ...

T &

Cited Dy W03 Relsted siticles & 2versions Gite
s#\utcsma* ic elecironic arlicle survel Eﬁ%me for self- cheﬁmut

Wik by, RU Sy Ad Hutchson,. - U8 Patent 08 - Goog ents
- 12 SCOT 58 60- 61 TERMINAL TOUCH SCREEN DISPLAY 18 A E’: EA:;» DEACTIVATOR ... during a
checkout transaction is particularly useful to prevent impro- prieties during the checkout ... item movement
manitoring may be utilized to determine if the customer is unintentionally ...
Cited by 21 Helated aticles  Alt 4 versipns Cite

System and method for secmsty m@im ol em@w racking and aulomated shepping cart checkout
RO Lang - US Patent 081, Fals

. kL 118 Time of purchass; Wenght scale ‘ftmsf:h SeNS0rE, iacatmn; picture product weight, USID, price UPL ..,

that has besn taken from its storage or display location, steps Recently stores have tried to ... notifiring the

customer to pay if the product has not been Yet another problem with ..

Cited by & Related articles All Jversions Cike
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METHOD OF VIRTUAL THANGACTION USING MOBRLE ELECTHRONIC DEVICES OR FIXED
ELECTRQNL DEVICES ORA {.I(}\ﬁ& NATION OF BOTH FOR GLOBAL .

- fm @qx,h ar‘cgu*at and subs aumum .vi‘nch thev can f:hsgiay at thé raheﬁk@ui locations and ... in the ABQ
store's main account, but sends the payment notification with the customer's photo ID only ... that payment
is received from the customer and can complets the checkout process. ..

Cite Mors

MOBILE PA‘{N‘;FNT SYSTEM Wi"?ﬁ ’?WQ F}f’*ENT A@THEN&AY@N

Page 1. US 283 G[hS'%E?S& {18 Umte{% States {12} F‘atent s“«g};:}iicatmn Pﬁi}l cation {10} Pub. Ne US
201270185398 A1 Weis of al. {43} Pub Date: Jul. 18, 2012 {54} {78} {21} {¥2) {86} {80) MOBILE PAYMENT
SYSTEM WITH TWO ...

Al & versions Cie
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| European Patent Register §@8 Class Definition for Class ...

v Pagev Safetyv Took~ @7

Any Ume 5 W

raoowy Model §”’§£§ the effects of fuel it esﬁ GF‘% cmmzﬁe tics on diesel engine spotf and NOx emissions

o8

. I particular, dmp &fe%ug} angd dmp drag sffects govern the penstration and mixing of vaporizing sprays
umief diesel engine conditions. ... The appropriate SAE Member discount will be applied through the
Shopping Cart process. ..
Cited by 153 Related as'tk:ies

KMulidimensi ﬁnaf mmpma’{ ton of mull mmpaﬂeﬁ spray vaporization and combustion
NS Svout :
. The code has also been u;aéateé with state-of t§1e~grt m%}ms@e!a including: a wave breakup atomization
model, drop drag with drop distetion, sprayfwall interaction with sliding ... The appropriate SAE Member
dizcount will be applied through the Shopping Cart process. ..

Jtad by T Relsted sticles Alt dversions Cile Mo~

f"x W‘iﬁ% fannotation taei? of mulh s*zsecf a mmﬁ’em ﬁlescs g}’{

- MPEG-T X{ sual Annotation Tool. The ool prsviﬁes utﬂmes faf drﬁg-&ﬂd«d rop {:@p Fng am‘i reusing of
casmpnm elements and allows the cutput of the descriptions in XML to fles. The initial implementation
centers areund manual ...

Ciad by 3 Relsted wlicles  BL Direct Al Svarsions Os Muew

\f‘iSL&E des Qﬁ and {ssm F “sq for Wekb sgg;pi catio

.. The ‘\mder page bﬁGWS the name, §§m& mmm; aﬁé am@uﬁi of a fmt stored in a shopping cart {See Fig.
E{C}}, We srange a table with two rows and four columns, and drag and drop each field of DE table Yruit” inta
the table to display the name and price of the fuit. ...

Cited By 12 Related articles All 3versions Cite

Modeling s:irop drag effects on fuel spray impl memem indire chion diesel engine
L, 1 R 3

. The effect ﬁfthe m&dlﬁe\c} dmp drag model was seen m be very important on ... This indicates that the

physics of drop destabilization processes following wall impingement are accountsd for ... The appropriate

SAE Member discount will be applied thmzsgh the Shopping Cart process ...

Cied by ¥ Related atticles  BL Direct Al Svergions Cite Morew

a1

e ol PDR
. Shappmg cart dan‘i;’ry Rsﬂg tdermg ?mdﬁm Campar ison Product Cmﬁguwﬁaf Pm{iu&t Advizgr Premium
Contant Lock FAD Newsletter ... tool {Javabery & Seffab 2002} is a tool whers designer can create designs
directly using patterns using drag-and-drop like functionality. ...
Cited by 1060 Related aticles A 12 versions Cite More»
gmxg M sms:{:{%" Qmimk 28&0 for Windows ?ﬁ}? dummies glachrocomponents com POF

me TaE}EP wiew From the Sort ti talog box Grouping Gmu;mg wigws with drag-and-drop Using the ... Cars |
Wireless F’hamq { Ritchen | Tools & Hardware | Lawn & Patio | Health & Beauty | Qutlet | Auctions | 2Shops |
e-Cards | 1-Chick Settings Shopping Cart | Your Account ...

Cited by 168 Related sticles Al Vversions Cite Mess=
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Journal of Visual Languages & Computing

st R b J00E, Pages 2132230

Visual design and programming for Web applications

Takan Shimamus & &

Abstract

VWith the development of the information sociely, B has become necessary o release software early that
satisties users. Therefore, | has become impontant i develop the software quickly ao that the users can try
it, ard give the developers feadback. Recently, instead of the conventional water-falbmoded development,
new development techrigues such as aspect-ariented programming have been researchad. The scftware
development techiigues thal make use of graphics have also been researched in a variaty of fields. This
paper presents the image-orienied programming method that uses graphics as a topl of designing software,
and enables users Yo sasily develop software according o thelr inage of what they want to develop. i also
desoribes the BloPro system that implements this mathod for Wab applications. The BioPro systam hasthe
foliowing features; {1} users can develop programs aooonding o thelr image, (& they can easily verify the
completenass of components that make up the program angd the consistency of those relationships, and (3)
thay can easily confinn what they have develsped, regardiess of which stage of development they are
cirantty at.

Weaywords

Visual programming; Web applications; Program generator; Prodotyping

1. Introducon

With the development of the information society, | has become pacessary fo elease software sarly that
satisfies users. Thersforg, | has become important to develop softwars quickly so that users can iy i/, and
glve the developers feedback. Recently, instead of the conventional water-falbmodel development, new
development techniques such as aspect-criented programming have been researched {1}
software developmeant techniques that maks use of graphics have also been ressarched in 3 varisty of flalds,
Software ixwritlen using programiming languages, and witlen program code fizelf iz not sasy fo understand

{Eland {3 The

intuitivaly. 10 will bacoms difficull o raintain and expand the software I its scale beoomes farge. Thereforg, |
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY DOCKET.NO ITOT CLAIMSIIND CLAIMSl
13/099.987  05/03/2011 2876 1440 MJAKPOOI 19 1
CONFIRMATION NO. 1917
21912 UPDATED FILING RECEIPT
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 N AL A A
00000004866 7240

CUPERTINO, CA 95014
Date Mailed: 07/13/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Bjorn Markus Jakobsson, Mountain View, CA;
Power of Attorney: The patent practitioners associated with Customer Number 21912

Domestic Priority data as claimed by applicant
This applIn claims benefit of 61/332,140 05/06/2010

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 05/13/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/099,981

Projected Publication Date: Request for Non-Publication Acknowledged
Non-Publication Request: Yes

Early Publication Request: No
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Title

REDUCING FRAUD
Preliminary Class

235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/099,981
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
o ) B ot (0 N/A N/A N/A N/A 330
SEARCH FEE
(37 CFR 1.16(K), (i), or (m) N/A N/A N/A N/A 540
EXAMINATION FEE
(37 CFR 1.16(0), (B} ot (@) N/A N/A N/A N/A 220
TOTAL CLAIMS ]
(37 CFR 1.16()) 19 minus 20= OR [x 52 - 0.00
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 4 minus 3 = 1 x 220 = 220
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1310
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
LU Total . i " =
=S (37 CF(:H 16(7)) Minus x = OR [x =
% Independent * Minus | *** =
& (37 CFR 1.16(h) X = OR |x -
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
1] Total . Minus | ** = " =
= (37 CFR 1.16() OR |«x -
% Independent * Minus | *** = X = OR |x =
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor: Bjorn Markus Jakobsson Examiner: | Not Assigned
Application No.: | 13/099,981 Art Unit: 2876

Filed: May 3, 2011 Docket No.: | MJAKP001
Title: REDUCING FRAUD

RESPONSE TO NOTICE TO FILE MISSING PARTS

MAIL STOP MISSING PARTS
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
This is a Response to Notice to File Missing Parts mailed May 17, 2011.

Application Elements:

XI Declaration
X] Newly executed (original or copy)
[l Copy from a prior application (37 CFR 1.63(d) for a continuation or divisional).
The entire disclosure of the prior application from which a copy of the declaration is
herein supplied is considered as being part of the disclosure of the accompanying
application and is hereby incorporated by reference therein.
[ ] Deletion of inventors Signed statement attached deleting inventor(s) named
in the prior application, see 37 CFR 1.63(d)(2) and 1.33(b).

Accompanying Application Parts:

[ ] Information Disclosure Statement with Form PTO/SB/08 [_| Copies of IDS Citations
I:I Preliminary Amendment (New claims numbered afier highest original claim in prior application.)
[] Return Receipt Postcard

[] Copy of Notice to File Missing Parts of NonProvisional Application

[] Other:

Amendments

[l Cancel in this application original claims of the prior application before
calculating the filing fee. (At least one original independent claim must be retained.)

Attorney Docket No. MJAKP001 Page 1 of 2
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Fee Calculation (37 CFR § 1.16)

Small Entity Large Entity

Rate Fee Rate Fee
Filing Fees x$165 = § OR x $330 =% 330
Search Fees x $270 =§ OR x $540 = § 540
Examination Fees x$110 =$ OR x$220 = $ 220
CLAIMS Filed. Extra
Total 19 Less 20 0 x$26 = § OR x$52 =% 0
Independent 4 Less 3 1 x$110 =§ OR x $220 =$ 220
Multiple Dependent Claims [ -0- x $195 =$ OR x $390 = § 0
Declaration and Surcharge Fee X$65 =% OR X $130=3% 130

TOTAL TOTAL
FILING FEE $ FILING FEE $ 1 ’440

[

Applicants petition for an extension of time to respond under 37 CFR § 1.136(a) as follows:

SMALL ENTITY LARGE ENTITY
Rate Add'l Fee Rate Add1Fee
[ ] Extension for Response within FIRST month x $65=% OR | x$130=8§
[ ] Extension for Response within SECOND month | x $245=$ OR | x $490=8%
[ ] Extension for Response within THIRD month x $555=8 OR | x$1110=38
[ ] Extension for Response within FOURTH month | x $86 =$ OR [ x$1730=%§
[ ] Extension for Response within FIFTH month x $1175=$ OR | x $2350 =%

X Please charge Deposit Account No. 50-0685 (MJAKP001) in the amount of $1,440.00 to
cover the filing fees, the additional claim fee, if any, and/or extension of time fees.

General Authorizations

X Applicants hereby make and generally authorize any Petitions for Extensions of Time as needed
for this or any subsequent filings. The Commissioner is also authorized to charge any extension
fees under 37 CFR §1.17 as needed to Deposit Account No. 50-0685 (Order No. MJAKPO0O1).

X] The Commissioner is given general authorization to charge any fees or to credit any

overpayment during the pendency of this application to Deposit Account No. 50-0685 (Order
No. MJAKPO0O1).

X

Dated: July 2, 2011

Attorney Docket No. MJAKP001

Please send correspondence to the following address:

Customer No. 21912

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd.

Suite 200

Cupertino, CA 95014

/Robyn Wagner/
Robyn Wagner
Registration No. 50,575
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DECLARATION AND POWER OF ATTORNEY
FOR ORIGINAL U.S. PATENT APPLICATION

Attorney’s Docket No. MJAKP0O1
As a below-named inventor, I hereby declare that:
My residence, post office address and citizenship are as stated below next to my name.
I believe that I am the original, first and sole inventor (if only one name is listed below) or an original, first and joint
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is sought on
the invention entitled: REDUCING FRAUD, the specification of which,
(check one) 1. s attached hereto.

2.0  was filed on May 3, 2011 as

U.S. Application No. 13/099.981
and was amended on

3.[]  wasfiled on as
International PCT Application No.
and was amended on

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment referred to above.

For Assigned Inventions: 1 understand that the purpose of making this appointment is to permit prosecution of patent
applications for the above-identified invention for the benefit of my assignee, and that this appointment does not
create an attorney-client relationship between me and these appointees.

I acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 1.56.

I hereby claim foreign priority benefits under Title 35, United States code, § 119(a)-(d) or § 365(b) of any foreign
application(s) for patent or inventor’s certificate, or § 365(a) of any PCT International application which designated
at least one country other than the United States, listed below and have identified below, by checking the box, any
foreign application for patent or inventor’s certificate, or PCT International application having a filing date before
that of the application on which priority is claimed:

Prior Foreign Application(s) Priority Benefits Claimed?

[Ives [INo

(Appl. No.) (Country) (Filing Date)
I hereby claim the benefit under 35 U.S.C. §119(e) of any United States provisional application(s) listed below:

Prior Provisional Application(s)

61/332.140 May 6,2010
(Application No.) (Filing Date)

1 Atty. Dkt. No. MJAKP0O01
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I hereby claim the benefit under Title 35, United States Code, § 120 of any United States application(s), or § 365(c)
of any PCT International application designating the United States, listed below and, insofar as the subject matter of
each of the claims of this application is not disclosed in the prior United States or PCT International application in
the manner provided by the first paragraph of Title 35, United States Code, § 112, 1 acknowledge the duty to
disclose information which is material to patentability as defined in Title 37, Code of Federal Regulations, § 1.56
which became available between the filing date of the prior application and the national or PCT international filing
date of this application:

Prior U.S. Application(s)

(Application No.) (Filing Date) (Status - patented, pending, abandoned)

And I hereby appoint the attorneys and/or agents associated with Customer No. 21912 as my principal attorneys to
prosecute this application and to transact all business in the Patent and Trademark Office connected therewith:

Please Direct all Correspondence To: Customer No. 21912
VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Direct Telephone Calls To: Robyn Wagner at telephone number 408-973-2596

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like so made are punishable by fine or imprisonment, or both, under section 1001 of
Title 18 of the United States Code, and that such willful false statements may jeopardize the validity of the
application or any patent issuing thereon.

Full name of sole

or first inventor »;ﬁ(t{n Markus Jakobsson

) 17
Signature of sole 2‘(} A Date: J2Aae WO 2011
Y

or first inventor

Residence: City Mountain View ; State: I CA Citizenship: | Sweden

Mailing Address 590 Mariposa Avenue, Mountain View, CA, 94041

2 Atty. Dkt. No. MJAKP0O1
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Electronic Patent Application Fee Transmittal

Application Number:

13099981

Filing Date:

03-May-2011

Title of Invention:

REDUCING FRAUD

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Filer:

Robyn Erinn Wagner/Monique Huang

Attorney Docket Number: MJAKP0O1
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Suz—;'g(tsa)l in
Basic Filing:
Utility application filing 1011 1 330 330
Utility Search Fee 111 1 540 540
Utility Examination Fee 1311 1 220 220
Pages:
Claims:
Independent claims in excess of 3 1201 1 220 220
Miscellaneous-Filing:
Late filing fee for oath or declaration 1051 1 130 130
APPL-1006
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1440
APPL-1006
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Electronic Acknowledgement Receipt

EFS ID: 10444889
Application Number: 13099981
International Application Number:
Confirmation Number: 1917

Title of Invention:

REDUCING FRAUD

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Robyn Erinn Wagner/Monique Huang

Filer Authorized By:

Robyn Erinn Wagner

Attorney Docket Number: MJAKP0O01
Receipt Date: 02-JUL-2011
Filing Date: 03-MAY-2011
Time Stamp: 22:09:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1440

RAM confirmation Number 6126

Deposit Account 500685

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
. o 89924
Applicant Response to Pre-Exam MJAKPOO1_Missing_Parts_Tran
1 o . . no 2
Formalities Notice smittal.pdf
f4e3558ab1566b347e4cf420c3a9360704 7]
Warnings:
Information:
MJAKPOO1_E: ted_Dec_POA 322768
2 Oath or Declaration filed - xecduf ea_bec no 2
p da8358c471ba470b448d9e49435d09d3a2)|
71875
Warnings:
Information:
38454
3 Fee Worksheet (SB06) fee-info.pdf no 2
€728332a70a8c227a61a061e00d6ee5014b)
26afe
Warnings:
Information:
Total Files Size (in bytes):i 451146

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 10444889
Application Number: 13099981
International Application Number:
Confirmation Number: 1917

Title of Invention:

REDUCING FRAUD

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Robyn Erinn Wagner/Monique Huang

Filer Authorized By:

Robyn Erinn Wagner

Attorney Docket Number: MJAKP0O01
Receipt Date: 02-JUL-2011
Filing Date: 03-MAY-2011
Time Stamp: 22:09:06

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1440

RAM confirmation Number 6126

Deposit Account 500685

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
. o 89924
Applicant Response to Pre-Exam MJAKPOO1_Missing_Parts_Tran
1 o . . no 2
Formalities Notice smittal.pdf
f4e3558ab1566b347e4cf420c3a9360704 7]
Warnings:
Information:
MJAKPOO1_E: ted_Dec_POA 322768
2 Oath or Declaration filed - xecduf ea_bec no 2
p da8358c471ba470b448d9e49435d09d3a2)|
71875
Warnings:
Information:
38454
3 Fee Worksheet (SB06) fee-info.pdf no 2
€728332a70a8c227a61a061e00d6ee5014b)
26afe
Warnings:
Information:
Total Files Size (in bytes):i 451146

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/099,981 05/03/2011 Bjorn Markus Jakobsson MIJAKPOO1
CONFIRMATION NO. 1917
21912 FORMALITIES LETTER
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 O LA,
CUPERTINO, CA 95014 00000004765703

Date Mailed: 05/17/2011

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION
FILED UNDER 37 CFR 1.53(b)

Filing Date Granted
ltems Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

* The statutory basic filing fee is missing.

Applicant must submit $82 to complete the basic filing fee for a small entity.
* The oath or declaration is missing.

A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.

Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63

signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $110 as a small entity, including any required multiple dependent claim fee, are

required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

« A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in
37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $637 for a small entity
« $82 Statutory basic filing fee.
+ $65 Surcharge.

« The application search fee has not been paid. Applicant must submit $270 to complete the search fee.
« The application examination fee has not been paid. Applicant must submit $110 to complete the examination
fee for a small entity in compliance with 37 CFR 1.27.
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« Total additional claim fee(s) for this application is $110
+ $110 for 1 independent claims over 3.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/tlulu/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/099,981
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 82 N/A
SEARCH FEE
(a7 CFR 11600, ), o (m) N/A N/A N/A 270 N/A
EXAMINATION FEE
(37 CFR 1.16(0), (B} ot (@) N/A N/A N/A 110 N/A
TOTAL CLAIMS ]
(37 CFR 1.16()) 19 minus 20= 26 = 0.00 OR
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 4 minus 3 = 1 110 = 110
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL 572 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total . i - =
=S (37 CF(:H 16(7)) Minus x = OR =
% Independent * Minus | *** =
& (37 CFR 1.16(h) X = OR -
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
1] Total . Minus | ** = " =
= (37 CFR 1.16() OR -
% Independent * Minus | *** = M _ OR -
w (37 CFR 1.16(h) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY DOCKET.NO ITOT CLAIMSIIND CLAIMSl
13/099.987  05/03/2011 2876 0.00 MJAKPOOI 19 1
CONFIRMATION NO. 1917
21912 FILING RECEIPT
VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200 N O A
000000047657033

CUPERTINO, CA 95014
Date Mailed: 05/17/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Bjorn Markus Jakobsson, Mountain View, CA;
Power of Attorney: None

Domestic Priority data as claimed by applicant
This applIn claims benefit of 61/332,140 05/06/2010

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 05/13/2011

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/099,981

Projected Publication Date: Request for Non-Publication Acknowledged
Non-Publication Request: Yes

Early Publication Request: No
** SMALL ENTITY **
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Title

REDUCING FRAUD
Preliminary Class

235

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PTO/SB/14 (11-08)
Approved for use threugh 09/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persens are required to respond to a collection of informatien unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPOO1

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention REDUCING FRAUD

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:
Applicant 1

Applicant Authority (®nventor ‘ (OLegal Representative under 35U.8.C. 117 ‘OPany of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Bjorn Markus Jakobsson

Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service

City | Mountain View State/Province ‘ CA | Country of Residencei | us

Citizenship under 37 CFR 1.41(b} i SW
Mailing Address of Applicant:

Address 1 590 Mariposa Avenue

Address 2

City Mountain View ‘ State/Province CA
Postal Code | 94041 ‘ Countryi | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
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REDUCING FRAUD

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application No.
61/332,140 entitled REDUCING FRAUD filed May 6, 2010 which is incorporated herein by

reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] Fraudulent transactions are an ongoing problem. One way fraud is committed is
by one individual stealing another individual’s credit card and using that stolen card to perform
transactions at physical locations, such as to purchase gasoline or groceries. Fraud can also be
perpetrated in the context of electronic transactions. Electronic fraud can be particularly
devastating because the perpetrator does not need physical access to a victim’s credit card (or
other resource) to perform the fraud. Improved techniques to prevent fraud would be useful.

Improved techniques to identify those who commit fraud would also be useful.
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[0003]

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004]

Figure 1 illustrates an example of an environment in which fraudulent

transactions can occur.

[0005] Figure 2A illustrates an image of an individual.

[0006] Figure 2B illustrates an image of an individual.

[0007] Figure 2C illustrates an image of an individual.

[0008] Figure 3 illustrates a selection of hands.

[0009] Figure 4 illustrates an embodiment of an interface.

[0010] Figure 5A illustrates an image of an individual.

[0011] Figure 5B illustrates an image of an individual.

[0012] Figure 5C illustrates an image of an individual.

[0013] Figure 6 illustrates an embodiment of an interface.

[0014] Figure 7 illustrates an embodiment of an interface.

[0015] Figure 8 illustrates an embodiment of a process for reducing fraud.
[0016] Figure 9 illustrates an embodiment of a process for reducing fraud.
[0017] Figure 10 illustrates an embodiment of a process for reducing fraud.
[0018] Figure 11A illustrates an example of a transaction icon.

[0019] Figure 11B illustrates an example of a transaction icon.
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[0020] Figure 12A illustrates an example of a motion performed by a user of a gaming

console.
[0021] Figure 12B illustrates an example of a motion performed by a user of a gaming
console.
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DETAILED DESCRIPTION

[0022] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term ‘processor’ refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0023] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0024] Figure 1 illustrates an example of an environment in which fraudulent
transactions can occur. The techniques described herein can be used with devices and services
that are not protected by passwords, or where passwords are commonly shared. They can be
implemented by web services, using JavaScript (or similar technology). They can also be

implemented as browser extensions and dedicated software installed on the appropriate device.
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[0025] As used herein, “fraudulent” transactions include both prosecutable criminal
actions and actions which might not warrant criminal action but where a person nonctheless loses
something of value without providing informed consent. As shown, users of clients 102-110
engage in transactions involving various service providers 120-130 via one or more networks
(represented herein as a single network cloud 150). In several of the examples described below,
traditional protections against fraudulent activities are either disabled (¢.g., by a given site not
requiring a password due to a stored cookie, or the password being supplied automatically by a
browser) or rendered moot (e.g., by a given user sharing a password with another user).
Examples of both legitimate and fraudulent transactions involving clients 102-110 and providers

120-130 are as follows:

[0026] Example (1): Legitimate: The owner of laptop 102 purchases books and movies
from online retailer 124 via a browser application installed on client 102. The laptop owner is
typically not challenged to provide a password at checkout time because of cookies stored on the
laptop or because retailer 124 otherwise recognizes laptop 102. Fraudulent: A family member
of the laptop owner purchases a magazine from retailer 124, using laptop 102, without the laptop

owner’s permission.

[0027] Example (2): Legitimate: Set-top box 104 is connected to a television and used to
rent digital copies of movies from digital marketplace 126. Stored within set-top box 104 is the
credit card information of the individual renting the movies. Fraudulent: A roommate of the

individual uses device 104 to rent a movie without the individual’s permission.

[0028] Example (3): Legitimate: The owner of tablet 106 uses online banking site 130 to
manage various bank accounts, transfer money between accounts, and to pay bills. The owner of
tablet 106 also uses payment service 128 to send electronic payments for items won at an online
auction site. Fraudulent: The spouse of the tablet owner uses the tablet to pay personal bills
using a jointly held bank account (without prior agreement that such actions are acceptable) or to
send payments using payment service 128 on behalf of the tablet owner without the tablet

owner’s permission.

[0029] Example (4): Legitimate: Gaming console 108 is located in the living room of a

family with two boys and is in communication with multiplayer gaming delivery service 122,
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which allows players to collaborate in multiplayer games and to trade virtual goods with one
another. The boys each have accounts on gaming console 108 and with gaming delivery service
122 and play games using gaming console 108. Fraudulent: The first brother accesses the second
brother’s accounts, without his permission, and causes the second brother’s game character to

transfer a digital good to the first brother’s game character.

[0030] Example (5): Legitimate: The owner of telephony device 110 is a mother, with a
daughter that does not have a telephony device of her own. The mother allows the daughter to
use device 110 to play a game produced by social network game developer 120. Developer 120
sells digital goods that can be used within the games it produces. Fraudulent: The mother has
explicitly told the daughter that the daughter may not purchase digital goods from the game
developer. The daughter ignores her mother’s instructions and purchases digital goods using
device 110. Another example of a fraudulent transaction is where the daughter uses device 110
to send a premium SMS (e.g., to contribute money to a disaster relief fund) or to download for-

pay applications from digital marketplace 126 without her mother’s permission.

[0031] Example (6): Legitimate: Telephony device 110 includes typical components such
as a CPU, RAM, a front facing camera 112, and a microphone 114. Telephony device 110 also
includes a near field communication (“NFC”) chip 116. The owner of telephony device 110 uses
NFC chip 116 as a payment method for items such as lunch and cups of coffec at a café that
supports NFC transactions. The owner of the device has the device configured to automatically
unlock when it is within a certain distance from home and work. The café is within the area
defined as “work” and thus unlocked. Fraudulent: The owner of device 110 and a coworker visit
the café for lunch. On their way out of the café, the owner of device 110 leaves her purse (and
device 110) on the table to visit the restroom. The coworker would like to buy a pack of gum
from the café cashier but realizes that he has left his wallet at the office. The coworker pays for

the gum using the NFC capabilities of device 110, without the owner’s knowledge.

[0032] In each of the above examples of fraudulent transactions, the would-be
perpetrators (also referred to herein as “fraudsters”) are family members, friends, colleagues, or
persons that otherwise have some personal relation with the victim. These fraudsters are

probably not hardened criminals, but regular people who fall for the temptation. In some of the
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cases (c.g., Example 6), the fraudster may believe that they will eventually pay back the money.
The fraudsters are generally people who would reject pickpocketing as immoral, and who would
not take cash out of the wallet of the victim or forge checks on behalf of the victim. Yet, in each
of the examples above, the otherwise honest fraudsters are nonetheless committing fraudulent

transactions.

[0033] Two reasons that people refrain from committing fraudulent acts are (1)
associated feelings of guilt and (2) the risk of getting caught. Thus, a daughter might refrain
from taking money from her mother’s purse because she would feel guilty doing so, and/or
because there is a high risk of being caught, particularly if the daughter is an only child. One
reason that the same daughter (e.g., as explained in Example 5 above) might fraudulently use her
mother’s phone to purchase digital goods (or send a premium SMS) is because the associated
guilt she would feel in doing so is less than the guilt she would feel for taking money out of her
mother’s purse (e.g., because physical cash is a concrete, tangible item while a digital payment
for a digital good is a more abstract concept). In the case of the premium SMS, the daughter
might actually experience a net positive feeling for contributing to charity (albeit with money
that does not belong to her). Another reason that the daughter might fraudulently use her
mother’s phone to purchase digital goods (or send an SMS) is that the risk of being caught is less
than if she were to take money from her mother’s purse. For example, the mother may have
automatic payments set up for her phone bill and thus not scrutinize the line items incurred by

the daughter, especially if such transactions are relatively small.

[0034] Described herein are techniques for increasing the guilt felt by fraudsters when
they are about to commit a fraudulent transaction. In at least some cases, a reminder that moral
implications are attached to performing a transaction will cause a fraudster to abort a fraudulent
transaction. Also described herein are techniques for increasing the likelihood (either real or as
perceived by the fraudster) that the fraudulent act will be detected. In both cases, the impact on
legitimate transactions (either by the device/account owner, or by a person given explicit
permission to perform a transaction by the device/account owner) is minimal (e.g., does not

delay or complicate legitimate transactions).
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[0035] The techniques for increasing guilt can also be used in situations not involving
fraud, such as where the legitimate owner of a device wishes to change a legitimate (but not

desirable) behavior through self-induced guilt.
[0036] Increasing Feelings of Guilt

[0037] One reason that an otherwise honest person might engage in a fraudulent
transaction is that the monetary value of the transaction is abstract. The more concrete the value
of a transaction is, the more guilty a fraudster might feel when perpetrating the fraud. A $20 bill,
when held in a person’s hand and presented to a merchant, is a tangible item with a concrete
value. When the same amount of money is involved in an electronic transaction (e.g., the

purchase of a book or set of magazines), the amount of money involved may seem less concrete.

[0038] Another reason that an otherwise honest person might engage in a fraudulent
transaction is that the victim of the transaction is anonymous. The more human the victim is
made to be, the more guilty a fraudster might feel when perpetrating the fraud. In order to take
money out of her mother’s purse, a daughter must confront the fact that she is taking money
away from a real person (and presumably a person that she loves). Other items in the purse, such
as photographs in a wallet, or a set of keys with a personalized key ring, will further reinforce
that the victim is a particular individual - Mom. When the same amount of money is involved in
an electronic transaction, the identity of the victim will likely be less pronounced, and may be

seemingly absent, such as where the daughter sends a premium SMS with her mother’s phone.

[0039] Feelings of guilt for engaging in fraudulent transactions can be increased both by
making a given transaction more concrete, and by emphasizing the victim’s identity. Examples
of both approaches will now be presented in conjunction with the following scenario: Suppose a
father (“Bob”) has a son (“Bob Jr.””) in college. Bob and Bob Jr. live in different cities. Bob
wants to make sure that Bob Jr. has enough money for school books, and has provided Bob Jr.
with his username and password for online retailer 124. Bob has specifically told Bob Jr. that it
is ok for Bob Jr. to purchase schoolbooks using Bob’s account with online retailer 124. Bob Jr.

is generally a trustworthy individual.
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[0040] As part of an enrollment process (e.g., with online retailer 124), Bob is asked to
provide an image that represents himself. The enrollment process may be voluntary, may be
required for new users but not required for existing users, may be imposed on users who have
previously been involved in chargebacks or other questioned transactions, or as part of any other

appropriate situation.

[0041] An example of an image provided by Bob is illustrated in Figure 2A. The image
may be a photograph, an avatar, or other representation of Bob, cither generated by Bob, selected
by Bob, or automatically obtained, such as by fetching a profile photograph that Bob has selected
for use with a social networking site. The image may also be of something with which Bob
closely identifies, such as a favorite pet, or may be a textual representation of Bob (e.g., a logo
that reads “Super Dad”). If Bob is accessing retailer 124 via a computer, he may choose to
upload a JPEG or other file that is stored on his computer. If Bob is accessing retailer 124 via a
telephony device with a camera (whether with a browser, a third party application, or via an
application made available by retailer 124), Bob may use the telephony device’s camera to

provide an image.

[0042] The provided image can be manipulated, such as by tools made available by
retailer 124, to enhance it or remove unnecessary details. In the example shown in Figure 2B,

automatic face recognition and cropping has been applied to the image of 2A.

[0043] Bob can also provide multiple images. For example, Bob can provide an image
that corresponds to a “personal” version of himself (e.g., as shown in Figure 2A) and can also
provide an image that corresponds to a “business” version of himself (e.g., as shown in Figure
2B). In some embodiments, the additional image(s) are automatically generated, such as by a tie
being automatically added to the image shown in Figure 2B. Similarly, Bob can choose to
enhance Figure 2B by adding other accessories, such as a medieval helmet, or exaggerating

features.

[0044] Also as part of the enrollment process, Bob is asked to select an image of a hand
that best matches his own hand. Bob selects hand 302 from the choices presented in Figure 3. In
some embodiments, the hand is automatically selected for Bob after analysis of his provided

image.
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[0045] The images selected by Bob, along with other images, such as representations of
money, can be displayed at checkout time. Suppose Bob Jr. is shopping for books to help him
with a calculus class he is taking. Bob Jr. has added a calculus study guide to his cart, but has
also added some additional items that do not relate to his studies. Specifically, Bob Jr. has added
a computer game guide and a calendar of beach parties. If Bob Jr. had been handed cash by his
father “to be used for school books,” Bob Jr. might have spent the money as instructed and
returned the change to his father. In an online shopping environment, however, the abstract
nature of the amount of money involved, as well as the reduced emphasis on the owner of the

money (i.e., his dad), have tempted Bob Jr. to buy things that he should not.

[0046] Figure 4 illustrates an embodiment of an interface. The example shown is a
representation of an interface, as rendered in a browser application of a personal computer, that
would be shown to Bob Jr. during a checkout process. Other interfaces, such as would be
displayed by device 106 or device 110 when those devices are used to contact site 124, can also

be used in conjunction with the techniques described herein.

[0047] In region 402, Bob Jr.’s shipping address is shown. In region 404, the contents of
Bob Jr.’s shopping cart is shown. Instructions for completing the transaction are presented in
region 406. Specifically, in order to pay, Bob Jr. must click on hand 408 and drag it to region
410 of the interface. In various embodiments, such as where the interface is rendered on mobile
device 110, other actions may also be taken, such as by swiping hand 408 with a finger to drag it
to region 410, or speaking “pay now” or “l agree to pay” into a microphone. In the latter cases,
the hand would automatically move in response to the spoken words. In addition, if the user
speaks “pay now,” the user’s voice can be recorded and used for audit purposes described in
more detail below. If the device includes a built-in finger scanner or other biometric equipment
that allows the automatic capture of biometric information of the user performing the transaction,
that biometric information can also be used for audit purposes, also as described in more detail
below. Such biometric information may be partial (e.g., the size or shape of a fingerprint) or

more complete (e.g., a fingerprint).

[0048] Also included in interface 400 is an image of Bob’s face 412. To complete the

transaction, Bob Jr. is dragging money away from his father and presenting it as payment for the
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items in his cart. If Bob himself was performing a transaction, the act of taking money away
from himself would not likely cause any additional burden on the completion of the transaction.
Similarly, if Bob Jr. was only purchasing the math study guide, he also would likely not be
impeded in completing the transaction. However, where, as is illustrated in Figure 4, Bob Jr. has
included items in his cart for which his father has not authorized payment, having to drag the
money away from his father may cause Bob Jr. to reconsider whether he wants to purchase items

414 and 416.

[0049] Figures 5A-5C illustrate additional examples of images used in conjunction with
the techniques described herein. Figure 5A is an image of “Alice,” the owner of telephony
device 110. Installed on device 110 (either as a native feature of the operating system of the
device or as a third party application) is an application that implements techniques described
herein. As part of an enrollment with the application, Alice is asked to photograph herself using
camera 112 and is also asked to create a short voice sample. Both piceces of data are stored on

device 110 and, in some embodiments, are not transmitted beyond the phone.

[0050] Figures 5B and 5C are two images provided by Charlie, an owner of tablet device
106. Specifically, Figure 5C represents an “upset” version of Charlie — his eyebrows are raised
and his brow is furrowed. Suppose Charlie has given tablet device 106 to his daughter on the
condition that she does not spend more than $10/month on applications for it. The tablet is
configured to charge Charlie’s credit card or to append charges to Charlie’s phone bill, as
applicable. Each time his daughter buys an application, up to the $10 total amount, she will be
shown the image illustrated in Figure 5A as part of the purchase process (e.g., as a reminder that
her dad has set a spending policy). Suppose Charlie’s daughter has already spent $9.50 for a
given month, and is about to purchase an additional application costing $5. This time, as part of
the purchase process, instead of being presented with the image shown in Figure 5B, she is
shown image 506 — indicating that her father will be unhappy if she completes the transaction.
In various embodiments, an animation of the transition from image 504 to image 506 is
automatically generated and presented to Charlie’s daughter. If Charlie himself makes the
purchase, or if his daughter has asked permission to exceed the $10/month limit, being presented
with Figure 5C will not hinder the transaction, because Charlie will not in fact be upset by the

transaction. However, if no such authorization has been given, Charlie’s daughter might
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reconsider completing the purchase — either asking Charlie if it is ok to exceed the amount, or

waiting until next month to buy the application.
[0051] Detecting Fraud

[0052] One reason that an otherwise honest person might engage in a fraudulent
transaction is that the risk of being caught is low. As one example, an employee might take for
personal use items such as pens or staplers from a supply closet if no one else is present at the
time. However, if the employee’s boss was also present in the supply closet, the employee
would likely not be tempted to take the items. In the case of transactions such as where Alice’s
daughter buys digital goods without Alice’s permission, or sends a premium SMS, the risk that
Alice will notice any individual transgression is low — particularly if Alice has automatic

payments set up for her phone bills.

[0053] Described herein are techniques for both increasing the likelihood that fraudulent
transactions will be detected, and for causing a fraudster to believe that his or her fraudulent

transactions will be detected (irrespective of whether such a detection actually takes place).

[0054] Figure 6 illustrates an embodiment of an interface. Suppose Alice would like to
purchase digital music using device 110. As part of the checkout process, Alice is presented
with the interface shown (as rendered on device 110). As mentioned in conjunction with the
discussion of Figure 5A, as part of an enrollment process, Alice was asked to photograph herself,
and to provide a short voice sample. As part of the checkout process, Alice is shown the image
she provided at registration (502). The checkout process is personalized, providing instructions
(504) for Alice (by name) on how to complete the transaction. Specifically, Alice is asked to
click on box 506 to activate the microphone 112 of device 110. She will then be asked to repeat
the phrase she selected at registration, asked to state a particular word or set of words appearing

on the screen (such as “I agree” or an arbitrary string), or otherwise provide an audio recording.

[0055] A variety of actions can be taken in response to the providing of audio input via
microphone 112. In some embodiments, the recorded audio is immediately played back to the
purchaser, along with a message, such as, “If you would still like to proceed, press 1.” In some

embodiments, analysis is performed within device 110 to determine whether the previously
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recorded voice and the currently supplied voice are the same. If the voice is a sufficient match
(e.g., as determined by a Fast Fourier Transform or other appropriate technique), the transaction
is allowed to proceed. If the voice is not a match within some tolerance, the voice can be stored
for a period of time (e.g., in case a dispute arises), an alert can be sent to Alice, an alert can be
sent to a carrier, and/or other appropriate actions can be taken. In some embodiments, the
analysis is provided by a third party, such as the owner of digital marketplace 126. Finally, in
some embodiments, no actions are taken with respect to the currently supplied voice — the
instructions provided in 504 serve as a deterrent against fraudulent activity because a fraudster
will erroneously believe, based on the instructions, that he or she will be caught and will not
complete the transaction. Uploading voice samples (or creating them for on-device use) can also
serve as a substitute or addition to uploading images (or creating them for on-device use). For
example, a user can record his or her voice saying, “This is my money,” to be played when a
payment is about to be performed. The actual owner of the money will not be deterred by
hearing this recording, nor will a user with permission, but a user without permission will be
reminded of this fact. Similarly, a short movie of the device or account owner can be used

instead of an image or a voice sample, or in addition to these.

[0056] As the owner of device 110 making a legitimate transaction, interacting with the
interface shown in Figure 6 will provide a minimal intrusion on Alice’s ability to purchase
digital music. Similarly, if Alice’s daughter is purchasing the album, with Alice’s permission,
Alice’s daughter will not feel guilty when confronting image 502 and need not be concerned that
the voice sample she provides will implicate her in any wrongdoing, because she has Alice’s
explicit permission to make the purchase. However, in the event Alice’s daughter is purchasing
music on device 110 without Alice’s permission, her experience will be different. Specifically,
Alice’s daughter may feel guilt after seeing her mother’s image, and/or will be deterred from
making the purchase with the belief that her mother will be alerted that her daughter has made an

unauthorized purchase.

[0057] Figure 7 illustrates an embodiment of an interface. The example shown is an
alternate embodiment of the interface shown in Figure 6. In this example, to complete a
transaction for digital goods (e.g., with social network game developer 120), the purchaser is

given a choice of either providing an audio sample (by selecting box 704), or providing a
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photograph (by selecting box 702). If the purchaser selects box 702, the purchaser will be asked

to photograph himself or otherwise provide a form of photographic authorization.

[0058] In some embodiments, an analysis of the photograph is performed as part of the
transaction. Techniques for confirming that the object being photographed is alive (e.g., by
taking multiple photographs in rapid succession) can be employed to help make sure that the
fraudster isn't using camera 112 to photograph a printed picture of the legitimate user. The
application of various rules, such as requiring that a face be detected in the captured image or
that a certain amount of flesh tone be present in the picture can also be implemented. Similar
rules can be applied to other types of capture, such as requiring that a GPS be turned on prior to a
transaction taking place, or requiring that provided audio conform to general rules that define

what human utterances sound like.

[0059] The photograph can be stored (either on the device or with a party such as a
carrier or with site 120) for some period of time in case a dispute arises. In various
embodiments, no action is taken, but a fraudulent purchaser will be lead to believe that they will
be caught if they engage in a fraudulent transaction. Other contextual information can also be
captured (or threatened to be captured) and analyzed, if applicable. As one example, a would-be
purchaser can be warned that their location will be captured as part of the transaction. As
another example, the purchaser can be asked to write out “I agree” or “I want to pay Bob,” and
the handwriting sample is recorded. As yet another example, the size of a finger involved in a
touchscreen action can be recorded (e.g., to indicate whether it was a child’s finger or an adult’s
finger), and if the device is appropriately equipped, a fingerprint of the user can be captured. In
the case of a fingerprint, the device may not be capable of capturing a fingerprint, but a would-be
fraudster can be dissuaded from committing fraud by being informed that the touch screen of the

device is capable of capturing the fingerprint.

[0060] Alerts can be generated if the captured contextual information does not comport
with what would be expected. For example, a user could specify that if transactions are
performed by a small finger (e.g., a child’s), the device owner should be alerted. As another
example, the device owner can specify that an alert should be generated whenever transactions

are made in locations other than the user’s home or office. The alerts may be sent to the
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implicated device (e.g., as an SMS or as a popup box), but can also be sent to an alternate
location, such as to an email address specified by the owner. In some embodiments, the
generated alert includes the captured contextual information. For example, if a voice is captured,
a copy of the audio recording could be emailed to the owner of the device whenever the audio

recording is determined to not match a sample previously provided by the device owner.

[0061] In the scenario where captured contextual information is sent off of a device, ¢.g.,
to a carrier or to social network game developer 120, the quality of the information collected
need not be of a nature sufficient to mount a criminal case. Even rudimentary contextual
information can be useful in resolving whether a charge that is claimed by a device owner to
have been made without his consent was made by an unknown criminal, the owner himself, or a

person known to the owner.

[0062] Figure 8 illustrates an embodiment of a process for reducing fraud. In some
embodiments, the process shown in Figure 8 is performed on a device such as device 110. In
other embodiments, the process shown in Figure 8 is performed at least in part on a server, such
as a server providing an interface to a site of online retailer 124. The process begins at 802 when
a request to perform a transaction using an account is received from a user. As one example, at
802, Bob Jr. has sclected a “checkout” button in an interface provided by online retailer 124 after
adding various items to a shopping cart. At 804, a source icon is displayed prior to executing the

request. As one example, at 804, Bob Jr. is presented with face 412.

[0063] Figure 9 illustrates an embodiment of a process for reducing fraud. In some
embodiments, the process shown in Figure 9 is performed on a device such as device 110. The
process begins at 902 when a request to perform a transaction using an account is received from
auser. Asone example, at 902, Alice has selected a “buy now” icon in an interface rendered on
device 110. At 904, at least one of a photograph, a movie, a voice, and a location of the user is
recorded prior to executing the request. As one example, at 904, Alice’s voice is recorded after

she activates the microphone of device 110 by selecting box 506.

[0064] Figure 10 illustrates an embodiment of a process for reducing fraud. In some
embodiments, the process shown in Figure 10 is performed on a device such as device 110. The

process begins at 1002 when a request to perform a transaction using an account is received from
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auser. As one example, at 1002, Alice has selected a “buy now” icon in an interface rendered on
device 110. At 1004, the user is informed that at least one of a photograph, a voice, and a
location of the user will be taken prior to executing the request. As one example, at 904, Alice is

informed that her voice will be recorded after she selects box 506.

[0065] Additional Detail

[0066] Additional information about various aspects of the techniques described herein is
provided below.

[0067] Transaction Images

[0068] Illustrated in Figures 11A and 11B are additional examples of a transaction icon

(e.g., hand 408). In Figure 11A, Bob’s credit card is depicted instead of a bill. In Figure 11B,
the amount of money held by the hand corresponds to the amount of money implicated by the
transaction. In various embodiments, which transaction icon is selected occurs automatically,
¢.g., based on a payment method selected as part of a previous step in a checkout process. The
person initiating a transaction can also be presented with a selection of different hands (e.g., one
holding a Visa credit card and one holding an American Express credit card) and asked which

card to use for payment.

[0069] Other transaction icons can also be used, such as those depicting only the money
or credit card (without a hand), or textual labels, such as “$39.99.” In such cases, the process
described in conjunction with Figure 4 could still be employed. For example, if, instead of
dragging hand 408, Bob Jr. had to drag a box labeled “$55.93,” Bob Jr. would likely still feel
more guilt than if he was presented with a traditional checkout screen. For example, he would
still see Bob’s face 412, and would still be “dragging” money away from Bob. In addition, the
account owner (Bob) could be labeled with a tag stating how much funds he has in his account,
how much more funds he has approved for Bob Jr. to use for textbooks, how much he permits for
monthly expenses, or another appropriate amount. This tag could change as a result of the
transaction. In some embodiments “BEFORE” and “AFTER” labels are applied — showing how
much Bob had in his account (or otherwise available funds) before and after Bob Jr.’s transaction

occurs, or what the “after” result would be if Bob Jr. was to finalize the transaction.
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[0070] Transaction icons that do not depict currency or other forms of payment can also
be used in conjunction with the techniques described herein. Examples include images of keys,

or other indicators of access.
[0071] Destination Images

[0072] In some embodiments, instead of dragging hand 408 to payment box 410, the user
is asked to drag the hand to a box indicating shipping preferences, such as how quickly an item
should be delivered (e.g., overnight shipping vs. ground shipping), by which carrier an item
should be shipped, and/or other appropriate selections, such as whether to pay the full amount
now or over a period of three months, and whether the purchases should be gift wrapped. If
multiple options are desired (e.g., “(1) gift wrap and (2) ship via carrier A (3) using 3-day
shipping”), the user can be asked to drag the transaction representation from one desired option

to the next.

[0073] In some cases, such as where a user is transferring money to an individual
(instead of, e.g., paying a company such as online retailer 124), an image of the individual to
whom money is being transferred is displayed as a destination image, if available. For example,
if Alice uses payment service 128 to transfer money to Charlie, in some embodiments, as part of
the process, Alice would be presented with a user interface showing image 502 (as the source
image), an appropriate hand, such as hand 1102 (as the transaction image), and image 504 (as the
destination image). Alice would be instructed to drag money (e.g., by clicking on hand 1102)
from herself to Charlie (and/or to a hand included in the representation of Charlie) to complete
the transaction. Charlie’s image may be available to payment service 128 because Charlie has
specifically provided it for that purpose. Payment service 128 may also scrape or otherwise
obtain an image for Charlie from other sources, such as a social networking site. This would
deter fraud, but also avoids mistakes by Alice, such as one where she pays her cousin Charlie

instead of her boyfriend Charlie.
[0074] Multiple Source Images

[0075] As explained in conjunction with the descriptions of Figures 2A-2C, in some

embodiments an account owner provides multiple source images. One reason is as follows.
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Suppose Bob has registered multiple credit cards with online retailer 124. Bob’s employer has
issued Bob a company credit card to use for work-related purchases. Accordingly, one of the
credit cards he registers with online retailer 124 is the company-issued credit card. Bob also
registers one or more personal credit cards. When Bob (or someone using Bob’s account) selects
a given credit card as the payment type to be used, an image of Bob associated with that card will
be shown (e.g., as face 412). If Bob Jr. attempts to buy items from online retailer 124 using
Bob’s company-issued credit card, not only will he be reminded that he is taking money from
Bob — he will be reminded that he is taking money from Bob’s company-issued credit card,
possibly subjecting Bob to problems with his employer. This may act as a better deterrent than if
a more generic version of Bob was presented, irrespective of which payment method is selected.
As another example, being presented with the image shown in Figure 2C may act as a deterrent
to Bob himself using the company-issued card for personal purchases, while not impeding his

ability to use the card for legitimate purchases.
[0076] Attribution

[0077] In various embodiments, the techniques described herein are used to attribute a
non-fraudulent purchaser. As one example, suppose device 104 is used by three different
roommates. The device may be configured with three different payment types (e.g., one for each
roommate), or may make use of a single account (e.g., resulting in a monthly bill). In some
embodiments, when renting a movie, as part of the checkout purchase, the would-be renter is
presented with a graphical representation of each of the three roommates and asked to select

which roommate is renting the particular movie.
[0078] Audio Output

[0079] In some embodiments, a confirmation of a transaction that is about to take place is
outputted by the device being used to perform the transaction. As one example, prior to the
completion of the purchase by Bob Jr. of books using Bob’s account with online retailer 124, a
message could be generated that states, “you are about to complete a purchase using Bob’s credit
card.” As another example, when one user attempts to pay another user via an application

provided by payment service 128, as part of the transaction, the application could generate, as

Attorney Docket No. MJAKP001 18 PATENT

APPL-1006
APPLE INC. / Page 110 of 131



audio output: “You are about to take $50 from Alice’s checking account and give it to Bob

Jones. If you do not wish to do this, press escape now.”

[0080] As another example, the techniques described herein can be used in conjunction
with interactive voice response (IVR) systems. Suppose a user is purchasing a ticket to a
sporting event using an [VR system and a credit card. As part of the checkout process, the user
is asked to speak the name on the credit card. Prior to completion of the transaction, the user’s
recorded voice is played back to the user as part of a confirmation, such as: “to confirm, you are
about to charge Joe Smith’s credit card for $40,” where “Joe Smith” is the user’s recorded voice
and the remainder of the sentence is generated by the IVR system. The output would both
demonstrate to a fraudster that the voice has been recorded, and remind the fraudster that a real

individual — Joe Smith — will be harmed by a fraudulent transaction.
[0081] Changing Non-Fraudulent Behaviors

[0082] In various embodiments, users are able to configure rules (e.g., with online
banking site 130) or with one or more applications installed on the device (including an NFC
payment application) to help a legitimate user of the device conform his or her behavior to a
desired goal, using the techniques described herein. As one example, Alice may desire to spend
a maximum amount of money each month on digital music or ringtones. As another example,
Alice may wish to save a certain amount of money ecach month toward a vacation. In various
embodiments, happy versions or unhappy versions of the user will be displayed as part of the

transaction. Examples of such versions are shown in Figures 5B and 5C, respectively.

[0083] In various embodiments, the destination image indicates a value statement of the
funds transfer, such as a trash can for a payment for ringtones (where the user has identified the
transaction previously as not beneficial), an indicator of how much money Alice has spent this
month on ringtones, or an image of a purpose like a beach umbrella (symbolizing transfer of
money to a savings account for savings towards a vacation). In some embodiments, the selection
of these images is performed automatically, according to account types, payment amounts,

names of payees, account balances, past purchases, and other contextual information.

[0084] Additional Actions
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[0085] In some embodiments, users are asked to answer one or more questions or are
asked to solve a simple puzzle. Such additional actions will require a small amount of additional
time per transaction (e.g., 5 seconds) and thus not interfere with the convenience of a legitimate
transaction. In the case of a fraudulent transaction, however, the additional few seconds required
to complete the transaction may pose a sufficient amount of time for the fraudster to reconsider

whether or not he wishes to proceed with the transaction.

[0086] Different types of actions can be required for completion of a transaction
depending on factors, such as the size and type of the transaction, history of other transactions,
user preferences, account balances, and/or other context. The merchant, payment provider, or
other entity may require different actions for different types of payments, different contexts, and
different users. For example, a given user may have to say “Yes, I agree to pay these charges”
for one type of transaction, but “Pay” for another transaction. Instructions of what to say may be

provided on the screen, or may be known to the user only.
[0087] Gaming Console with Camera

[0088] Suppose that in order to perform a transaction (e.g., transferring a digital item
from one user to another) on gaming console 108, the transferring user is required to perform a
customized action, pre-selected by the user, in front of a camera that is integrated with the
gaming console. Illustrated in Figure 12A is an example of a user (“David”) performing the
selected action, such as as part of an enrollment process. At a later point, David’s younger
brother (“Edgar”) attempts to steal a digital item from David by impersonating him, as illustrated
in Figure 12B. Edgar performs the action incorrectly, thus indicating that a fraudulent
transaction is potentially taking place. In various embodiments, an alert is generated, such as by
emailing David an image of Edgar performing the action. For privacy reasons, instead of
emailing the image, a general description of the body performing the action could also be
provided, such as “an individual 42 inches tall and approximately 1001lbs.” As another example,
even if Edgar were to perform the correct action, the fact that his size and proportions are

different from those of David can be used to generate an alert.

[0089] NFC Payments

Attorney Docket No. MJAKP001 20 PATENT

APPL-1006
APPLE INC. / Page 112 of 131



[0090] As explained above, some devices such as telephony device 110 include NFC
capabilities. In some embodiments, the techniques described herein are adapted for use in
conjunction with a payment scenario using NFC technology. As one example, an application
installed on device 110 may be configured to facilitate the use of device 110 in making NFC
payments. As part of an NFC transaction, the application could display Alice’s face 502 on the
screen of mobile device 110, reminding someone paying with the device that the device belongs
to Alice. As with other embodiments described above, completion of the transaction could be
made contingent on the holder of device 110 dragging a representation of money, stating ‘I agree

to pay” out loud, or taking any other appropriate action, such as those described above.

[0091] As another example, the point of sale terminal supporting NFC capabilities may
incorporate the techniques described herein. For example, as part of a transaction, the point of
sale terminal could be configured to state the name of the account holder out loud, increasing the
risk of detection of fraudulent transactions. For example, if Bob attempts to pay with Alice’s
phone, the point of sale terminal might say out loud, “Please confirm you would like to pay,
Alice.” If the point of sale terminal is integrated with other infrastructure, such as a database
holding user images, Alice’s image can be displayed on the terminal as part of the transaction —
reminding Bob that he is stealing from Alice (unless he is performing a transaction with Alice’s

phone with her permission).

[0092] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There
are many alternative ways of implementing the invention. The disclosed embodiments are

llustrative and not restrictive.

[0093] WHAT IS CLAIMED IS:
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CLAIMS

1. A system, comprising:
a processor configured to:
receive a transaction request from a user to perform a transaction using an
account; and
display a source icon prior to executing the request, wherein the source icon
includes a graphical representation of an owner of the account; and
a memory coupled to the processor and configured to provide the processor with

instructions.

2. The system of claim 1 wherein the processor is further configured to display a transaction
icon for the transaction request, wherein the transaction icon includes information to indicate a

concrete representation for a transaction associated with the transaction request.

3. The system of claim 1 wherein the transaction icon includes a graphical representation of

an amount of money.

4. The system of claim 1 wherein the transaction icon includes a graphical representation of
a hand.
5. The system of claim 1 wherein the processor is further configured to display a destination

icon for the transaction request, wherein the destination icon includes information to indicate a

concrete representation for the transaction request.

6. The system of claim 1 wherein the graphical representation of the owner is a photograph

of the owner.

7. The system of claim 1 wherein the graphical representation of the owner is an avatar

selected by the owner.

8. The system of claim 1 wherein the processor is further configured to record contextual

information associated with the transaction.

9. The system of claim 8 wherein the contextual information includes information spoken

by the user.
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10.  The system of claim 8 wherein the contextual information includes a photograph taken by

the user.

11.  The system of claim 1 wherein the processor is further configured to provide as output an
audio confirmation including the identity of the owner of the account prior to executing the

request.

12. A system, comprising:
a processor configured to:
receive a transaction request from a user to perform a transaction using an
account; and
record at least one of a photograph and a voice of the user prior to executing the
request; and
a memory coupled to the processor and configured to provide the processor with

instructions.

13.  The system of claim 12 wherein the processor is further configured to verify that the
transaction request is associated with an authorized user of the account based on the recorded

information.

14.  The system of claim 13 wherein the processor is configured to verify at least in part by

determining whether the photograph is of a live human being.

15.  The system of claim 13 wherein the processor is configured to verify at least in part by

comparing the received voice of the user to a stored voice of an owner of the account.

16.  The system of claim 12 wherein the processor is further configured to play back the

recorded information.

17.  The system of claim 12 wherein the processor is included within an interactive voice

response system.
18. A system, comprising:
a processor configured to:

receive a transaction request from a user to perform a transaction using an

account; and
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inform the user that at least one of a photograph, a voice print, and location data
will be taken prior to executing the transaction request; and
a memory coupled to the processor and configured to provide the processor with

instructions.

s 19. A system, comprising:
a processor configured to:
receive, as part of a transaction, an indication from a near field communication
device; and
provide as output prior to completing the transaction, at least one of:
10 a source icon that includes a graphical representation of an owner of an
account; and

an audio statement of a name of the owner of the account.
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REDUCING FRAUD

ABSTRACT OF THE DISCLOSURE

[0094] Techniques for reducing fraud are disclosed. A transaction request is received
from a user to perform a transaction using an account. In one approach, a source icon is
displayed prior to executing the request. The source icon includes a graphical representation of
an owner of the account. In another approach, at least one of a photograph and a voice of the
user is recorded prior to executing the request. In a third approach, the user is informed that at
least one of a photograph, a voice print, and location data will be taken prior to executing the

transaction request.
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FINALIZE YOUR PAYMENT

SUMMARY:
Album — Rock Anthems from the 1980s - $9.99

504
INSTRUCTIONS: )_
Alice, to finalize your payment, please press
the button and say “I approve.”

)—506
Click here to activate

microphone

FIG. 6
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FINALIZE YOUR PAYMENT

SUMMARY:
Sending $15.00 to payment@yvirtualhelmets.com

INSTRUCTIONS:
To finalize your payment, please
select one of the options below:

704
Click here to record a voice )_
authorization

)—702
Click here to capture an
image authorization

FIG.7
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l
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Receive a transaction request from a user to
perform a transaction using an account

. _ 904
Record a photograph, voice, or location of the )_
user prior to executing the request

FIG.9
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Receive a transaction request from a user to )_
perform a transaction using an account

Y

Inform the user that a photograph, voice, or )"1 004
location of the user will be recorded prior to
executing the request

FIG. 10
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