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INFORMATION BANKING AND
MONETIZATION OF PERSONAL
INFORMATION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the benefit of priority of the
filing date of U.S. Provisional Patent Application Ser. No.
61/013,915, filed on Dec. 14, 2007, which is incorporated
herein by reference and made part hereof.

TECHNICAL FIELD

[0002] The invention relates to a system and method for
collection, processing, and monetization of personal informa-
tion, and more specifically, to a system and method where a
person is granted at least some degree of personal control over
monetization of his or her personal information.

BACKGROUND

[0003] Various information management systems and
methods exist presently, and such systems use a variety of
different techniques and configurations to manage such infor-
mation and profit from the dissemination of such information.
However, existing information management systems suffer
from certain drawbacks and disadvantages, which can be
magnified when used on a large scale. One disadvantage,
from the point of view of the general public, is the lack of
control over such information, both in the context of privacy
concerns and also the lack of the ability to selectively profit
from the dissemination of such information. Additionally,
present information management systems are often unsuit-
able for use in conducting widespread electronic financial
transactions, because the difficulty in reliably authenticating
transactors electronically creates the danger of fraud. Still
other drawbacks and disadvantages exist with present sys-
tems and methods.

BRIEF SUMMARY

[0004] The present system and method are provided to
solve the problems discussed above and other problems, and
to provide advantages and aspects not provided by prior sys-
tems and methods of this type.

[0005] Aspects of the invention relate to methods for pro-
cessing information related to a person. The person is pro-
vided control over monetization of information that is related
to the person. This information may be received and stored by
a storage entity, such as an information bank. Upon confir-
mation of a purchase agreement between the person and a
purchaser, the information is made available to the purchaser,
and the person receives value in exchange for the information.
The information may be collected and stored for later bulk or
incremental monetization at the control of the person.
[0006] According to one aspect, the information may
include many different types of information, such as records
of transactions by the person, proximity information for the
person while the person is in a retail location, dwell informa-
tion for the person while the person is in a retail location,
answers to one or more questions posed to the person, and
social networking information related to the person.

[0007] According to another aspect, the information may
be collected from many different sources, including the infor-
mation bank and/or external sources. Such external sources
may be include mobile devices, retail sale equipment, Blue-
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tooth sensors, and RFID sensors. These external sources may
be configured to automatically collect information from the
person. Additionally, some of the information may result
from solicitations of information, including follow-up
requests to the person based on initial information received.
[0008] Additional aspects of the invention relate to meth-
ods for processing offers for monetization of information
related to a person. Various purchase agreements may result
from offers initiated by the purchaser and/or offers initiated
by the person monetizing the information. The method may
include receiving offers from purchaser(s) or person(s) in
control of the information, as well as transmitting the offers to
the appropriate entity or entities. Similarly, the method may
include receiving and transmitting acceptances of such offers
from and to the appropriate entities. Once the purchase agree-
ment has been formed, the information is made available to
the purchaser(s) corresponding to the purchase agreement,
and the person receives value in exchange. According to one
aspect, the method may further include processing the trans-
mission of value, such as by receiving the value from the
purchaser and transmitting it to the person.

[0009] Further aspects of the invention relate to methods
for collecting and processing information related to a person.
The information is periodically received and stored and col-
lected in memory. The person is provided control to monetize
portions of the collected information by forming agreements
with purchasers, each agreement corresponding to a desig-
nated portion of the collected information. Each designated
portion of the information is made available to a purchaser
associated with each corresponding agreement, and the per-
son receives value pursuant to each agreement.

[0010] According to one aspect, some of the information
can be periodically received upon occurrence of periodic
events related to the person, where the information is gener-
ated in response to the events. Additionally, some of the
information can be received in response to requests transmit-
ted to the person based on other portions of the information.
[0011] According to another aspect, the information can be
assembled or arranged to form a profile for the person, or the
information can be processed or analyzed to generate new
information that is added to the collected information.
[0012] According to a further aspect, the information is
received from a plurality of collection points, and portions of
the information can be automatically collected or solicited at
such collection points.

[0013] Still further aspects of the invention relate to a com-
puter system configured to execute or be used in executing the
methods described herein. Similarly, aspects of the invention
relate to computer-executable instructions configured to
cause a device to execute or be useful in executing the meth-
ods described herein.

[0014] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. The Summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] To understand the present invention, it will now be
described by way of example, with reference to the accom-
panying drawings in which:

[0016] FIG.11is aschematic diagram of one embodiment of
a mobile device;
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[0017] FIG.2is aschematic diagram of one embodiment of
a system suitable for use in conducting financial transactions
and processing information;

[0018] FIG. 3 is a flow diagram illustrating one embodi-
ment of a method of completing a transaction;

[0019] FIGS. 4-9 are a flow diagram illustrating one
embodiment of a method for purchasing an item;

[0020] FIG. 10 is a schematic diagram of one embodiment
of'a combination of a mobile device and a payment card; and
[0021] FIG. 11 is a schematic diagram of one embodiment
of a system suitable for use in connection with monetization
of information.

DETAILED DESCRIPTION

[0022] In the following description of the various embodi-
ments, reference is made to the accompanying drawings,
which form a part hereof, and in which is shown by way of
illustration various embodiments in which the invention may
be practiced. It is to be understood that other embodiments
may be utilized and structural and functional modifications
may be made.

[0023] As will be appreciated by one of skill in the art upon
reading the following disclosure, various aspects described
herein may be embodied as a method, a data processing
system, or a computer program product. Accordingly, those
aspects may take the form of an entirely hardware embodi-
ment, an entirely software embodiment or an embodiment
combining software and hardware aspects. Furthermore, such
aspects may take the form of a computer program product
stored by one or more computer-readable storage media hav-
ing computer-readable program code, or instructions, embod-
ied in or on the storage media. Any suitable computer read-
able storage media may be utilized, including hard disks,
CD-ROMs, optical storage devices, magnetic storage
devices, nano-storage devices, and/or any combination
thereof. In addition, various signals representing data or
events as described herein may be transferred between a
source and a destination in the form of electromagnetic waves
traveling through signal-conducting media such as metal
wires, optical fibers, wireless transmission media (e.g., air
and/or space), and/or biomatter.

[0024] FIG.1illustrates a block diagram of a mobile device
101, such as a mobile phone, PDA, smart phone, laptop
computer, etc., that may be used according to an illustrative
embodiment of the invention. The device 101 may have a
processor 103 integral to the operation of the device 101 and
its associated components, including RAM 105, ROM 107,
input/output module 109, and memory 115. [/O 109 may
include a user input device through which a user of device 101
may provide input, such as a microphone, keypad, touch
screen, mouse, and/or stylus, and may also include one or
more of a speaker for providing audio output and a video
display device for providing textual, audiovisual and/or
graphical output. In one embodiment, /O 109 includes at
least audio/video output, a keypad and/or touch screen, a
microphone, a camera, a GPS transceiver, and a fingerprint
reader (which may be included in a touch screen). The /O 109
may also include sensors for monitoring additional charac-
teristics of the environment, for example, a thermometer or
other temperature detection means.

[0025] Software may be stored within memory 115 and/or
storage to provide instructions to processor 103 for enabling
the device 101 to perform various functions, including func-
tions relating to the methods described herein. For example,
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memory 115 may store software used by the device 101, such
as an operating system 117, application programs 119, and an
associated database 121. Alternatively, some or all of device
101 computer executable instructions may be embodied in
hardware or firmware (not shown). As described in detail
below, the database 121 may provide centralized storage of
information for the device 101. It is understood that a single
processor 103 and single memory 115 are shown and
described for sake of simplicity, and that the processor 103,
memory 115, and database 121 may include a plurality of
processors, memories, and databases respectively.

[0026] The device 101 may be configured to operate in a
networked environment supporting connections to one or
more other computers, such as terminals 141. The terminals
141 may be personal computers, servers, or devices that
include many or all of the elements described above relative
to the device 101. The network connections depicted in FIG.
1 include a wide area network (WAN) 129, and may also
include other networks, such as a local area network (LAN)
125, a cellular/mobile network 124, and other communica-
tion paths, all of which provide connections to terminals 141.
The terminals 141 connected to the device 101 can be any
type of computer device or component, from other devices
101 to servers, personal computers, other different mobile
devices, automobile computers, and any other conceivable
type of computer component or device. One or more commu-
nications interfaces 127 generally provide connections to
these various networks 124, 125, 129. When used in a LAN
networking environment, the device 101 is connected to the
LAN through a network interface or adapter. When used in a
WAN networking environment, the computer 101 may
include a modem for establishing communications over the
WAN, and may also include transceivers for Wi-Fi, Blue-
tooth, infrared or other optical communication, near field
communication (NFC), among other means. Connection to
the cellular/mobile network 124 may be provided, for
example, by a GSM/TDMA service provider. The other com-
munication paths mentioned can include direct communica-
tion, such as by Bluetooth or Wi-Fi. In one embodiment, the
device 101 may be used for voice connectivity through Wi-Fi,
rather than cellular or land phone lines. The WAN 129 can
provide connection to the Internet 128, and it is understood
that other communication paths, such as cellular/mobile net-
work 124 can also provide Internet connectivity. It is under-
stood that the device 101 can connect to each one of the other
terminals 141 through more than one of the networks 124,
125, 129. It will be appreciated that the network connections
shown are exemplary and other means of establishing a com-
munications link between the computers may be used. The
existence of any of various well-known protocols such as
TCP/IP, Ethernet, FTP, HTTP and the like is presumed, and
the system can be operated in a client-server configuration to
permit a user to retrieve web pages from a web-based server.
Any of various conventional web browsers can be used to
display and manipulate data on web pages.

[0027] Additionally, an application program 119 used by
the device 101 according to an illustrative embodiment of the
invention may include computer executable instructions for
invoking user functionality related to communication, such as
email, short message service (SMS), peer-to-peer exchanges,
and voice input and speech recognition applications, as well
as any other applicable techniques.

[0028] In one embodiment, the device 101 is a mobile
phone, and includes at least a microphone and audio output

APPL-1016
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for phone communication, in addition to other /O 109 hard-
ware described above. As with many modern mobile phones,
the device 101 may store and use various media, such as
music, pictures, video, etc.

[0029] In one embodiment, the device 101 is usable in
conjunction with other devices over a network, through a
centralized data control module, such as a server, which con-
trols transactions and communications between devices 101
and with other computer components. FIG. 2 illustrates one
example of a networked system 160 in which the device 101
can operate and perform the actions and methods described
herein. In the exemplary system 160, a central computer 162
is located in, and operated by, an institution 164 (such as a
financial institution), and is connected to other computers 166
within the institution 164. The central computer 162 contains
at least a memory and a processor, and will generally contain
many other components, including any components of the
device 101 identified in FIG. 1 and described herein. The
central computer 162 is connected to a plurality of devices
101, each device being associated with one or more persons
172. The devices 101 may communicate with the central
computer 162 through a variety of networks and communi-
cation paths as do the terminals 141 in FIG. 1, such as through
the wide area network (WAN) 129, the local area network
(LAN) 125, and the cellular/mobile network 124 described
above and depicted in FIG. 1. It is understood that a single
central computer 174, with a single processor and single
memory, are shown and described for sake of simplicity, and
that the computer 174, processor, and memory, may comprise
a plurality of computers, processors, and/or memories,
respectively.

[0030] The central computer 162 may function as a central-
ized data storage and control module for access by the devices
101, and may also process information for the devices 101
and/or provide application service to the devices 101 for use
in processing information. In this embodiment, the memory
of the central computer 162 may contain a centralized data-
base storing information related to the persons 172, of any of
the types discussed herein. It is understood that data can be
stored on the person’s device 101 as well. In another embodi-
ment, a centralized database may be replaced by distributed
data storage, such as by dividing each person’s data into
distinct, encrypted pieces that are transmitted through the
control network and stored in other devices. In this configu-
ration, the devices themselves do not know to whom the
information stored therein belongs or relates. The data stored
in this manner may include preference, history, and authen-
tication data, and any other information discussed herein.
Additionally, the central computer 162 can be configured for
communication with other electronic devices 174. Some of
the other electronic devices 174 may be configured for con-
ducting financial transactions, and may be positioned at loca-
tions for conducting financial transactions, such as retail loca-
tions and points-of-sale at such locations. Others of the
electronic devices 174 may be located or connected to other
financial institutions, which may hold one or more accounts
associated with a person 172. The device 101 may also com-
municate with the other electronic devices 174, either through
the central computer 162 or directly, as indicated in FIG. 2.

[0031] The device 101 and the other components of the
system 160 can be used in connection with processing finan-
cial transactions and processing information, as described
herein, along with many other functions as desired. As used
herein, financial transactions include not only traditional
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sales, but any economic exchange, including promissory
exchanges, bartering, and all types of sales, including sale of
data or other information and sale of real property or other
legal rights. Such transactions may incorporate monetary cur-
rency or any other type of quantifiable currency, such as a
person’s time, a tax benefit, or an agreement to purchase or
provide a meal, a gift, or other future benefit, to list a few
examples.

[0032] In general, the device 101 is authenticated to, and
connected with, a person or persons 172, as illustrated in FIG.
2. The device 101 contains or otherwise has secure access to
a great deal of important information regarding the person
172. Such information may be stored in memory 115 or
securely accessible by the device 101 from another source,
such as the centralized database and other means described
above. Nearly any type of information may be contained in or
accessed by the device 101, and in one embodiment, the
device 101 contains or accesses certain information that may
be completely controllable by the person 172 and other vali-
dated information that may be influenced by the person 172,
but not directly controllable thereby. Such validated informa-
tion may include identity information, background informa-
tion, credentials, information on credit and debit facilities,
credit profile, portfolio information and concierge informa-
tion. Such personally controlled information may include
transaction controls, privacy preferences, loyalty/affinity
information, medical records, monetization information, and
social network information.

[0033] Identity and background information may include
information such as name, address, age, social security num-
ber, personal history, and authentication information. Cre-
dentials may include degrees, licenses, and other such infor-
mation. Credit and debit information may include any
monetary accounts owned and/or managed by the person.
Portfolio information may include information on assets and
liabilities of the person. Concierge information, transaction
controls, privacy preferences, loyalty/affinity information,
monetization information, and social network information
are described in greater detail below.

[0034] In another embodiment, the device 101 may have
access to personal information regarding one or more other
people having relationships with the authenticated person.
The information regarding other people may be of any type
identified herein. For example, a parent may be authenticated
to adevice 101 that contains or accesses personal information
for all of'his or her children, or other family members, such as
identity and background information and credit and debit
information for each family member. In another example, an
employee of a company may be authenticated to a device 101
that contains or accesses personal information for other
employees. As a further example, persons in a social network
may have access to certain personal information of other
friends or networked contacts, which may include informa-
tion on the contact’s reputation, credentials, etc. In a further
embodiment, the device 101 may be authenticated to more
than one person, and may contain or access information
regarding each person and/or others having relationships to
each authenticated person. Access to other persons’ informa-
tion may be controlled by privacy preferences of the authen-
ticated person and/or privacy preferences of the other person
(s).

[0035] Inoneembodiment, the device 101 is configured for
multi-factor authentication of transactions. As stated above,
in one embodiment, I/O 109 includes at least audio/video
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output, a keypad and/or touch screen, a microphone, a cam-
era, a GPS transceiver, and a fingerprint reader (which may be
included in a touch screen) to enable this authentication. For
authentication purposes, the /O 109 of the device may
include a biometric sensor, which can collect one or more
types of biometric data. As described above, a camera, a touch
screen, a microphone, etc., can be configured to function as
biometric sensors, for collecting data such as facial recogni-
tion data, fingerprint data, and voice recognition data, respec-
tively. A hierarchy of authentication levels and/or authentica-
tion methods may be utilized, where a necessary
authentication level and/or method is determined by charac-
teristics or context of the transaction. Such characteristics can
include the value of the transaction, the location of the trans-
action, safety and health concerns, or various other charac-
teristics that may affect the desired or appropriate level of
security. Characteristics of the transaction necessitating dif-
ferent authentication levels may also be dynamic in nature.
For example, if the overall characteristics of the transaction,
such as detected behavioral information, indicate potential
fraud, the necessary authentication level may change.

[0036] Inoneembodiment,the device 101 is configured for
five levels of authentication. The multi-factor authentication
allows for increased authentication requirements as the value
of the transaction increases, in one embodiment. Addition-
ally, as authentication may be required for all purchases, and
greater authentication can be required for higher value (and
higher risk) purchases, the risk of fraud is greatly decreased.
The higher authentication levels may require different types
of authentication. Additionally, each increasing level of
authentication may cumulatively require authentication by all
of the methods of each lower level in the hierarchy. In other
embodiments, the number, type, and gradation (if any) of
authentication can be varied as desired, based on the context
of'the transaction. For example, in one embodiment, the nec-
essary level and type of authentication for various transac-
tions may be controlled, at least in part, by the person’s
preferences. It is understood that other entities, such as an
institution associated with the phone, may have some control
over these aspects as well. In addition, if the authentication
requirements change depending on the value of the transac-
tion, the person may have at least some control over the
specific values where the authentication level changes. Fur-
ther, various levels of authentication may be required for
other actions besides purchases, for example, when accessing
account data or adjusting transaction controls or privacy set-
tings.

[0037] The biometric data for several of the authentication
features may be continuously updated. In one embodiment,
each biometric validation (such as fingerprint, voice, facial/
iris, etc.) can add to or be used to modify already-stored
biometric data, which can increase the reliability of future
authentication. Additionally, biometric data can be passively
updated or augmented. For example, voice recognition data
can be updated during phone conversations without notifying
the person speaking.

[0038] A first level of authentication is a fingerprint iden-
tification, which can be quickly and easily accomplished by
the fingerprint reader of the /O 109. In one embodiment
using value-based authentication, fingerprint authentication
can be required for all transactions, due to its ease and sim-
plicity. As stated above, a different first authentication level
may be used for some or all transactions in other embodi-
ments.
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[0039] A second level of authentication is a personal iden-
tification number (PIN) that is memorized by the person and
entered, such as via a keypad, touch screen, or voice recog-
nition. In one embodiment using value-based authentication,
transactions of higher value may require PIN authentication,
as well as fingerprint.

[0040] A third level of authentication is a voice biometric
identification, which can be performed locally or by trans-
mission of voice data to a remote source. In one embodiment
using value-based authentication, transactions of still higher
value may require PIN, fingerprint, and voice biometric
authentication. In some embodiments, voice authentication
may be the first level of authentication, and in one embodi-
ment, the device 101 may incorporate continuous voice
authentication. For example, the device 101 may be prevented
from making any transactions unless voice identification has
been made within a certain time period (e.g., within the last
hour).

[0041] Additionally, in one embodiment, as stated above,
the device 101 can continuously update the stored voiceprint
used for voice identification, resulting in more accurate voice
identification. Voiceprints may be stored on the device 101
and/or in a remote location, such as a centralized database or
other means described above. FEach recorded voiceprint
includes some degree of error, depending on various consid-
erations such as the type of device, the location of the device,
environmental conditions, etc. By recording and continu-
ously updating voiceprint records, the error in the voiceprint
can be accounted for, thus ensuring more accurate voice-
prints. In another embodiment, voiceprint updating can be
performed in conjunction with GPS features, and the location
where each voiceprint was made can be recorded and corre-
lated with a measured degree of error for the respective voice-
print. Different voiceprint standards can be used for different
GPS locations, as certain events (noise, reception, etc.) in
different locations can affect voice quality. Further, this data
can be used to predict locations where a user can get high-
quality voiceprints using the device. Currently existing soft-
ware is capable of analyzing a voiceprint to determine a
quantitative level of error in the voiceprint, based on the
frequency response in the signal. One or more thresholds can
be designated to determine different qualities of voiceprints.
In a further embodiment, the person’s voiceprint can also be
continuously updated based on voice reception on another
device, such as when the device 101 is used as a phone to call
another person’s phone.

[0042] A fourthlevel of identification is facial recognition,
which can also be performed locally or by transmission of
facial data to a remote source. In one embodiment using
value-based authentication, transactions of very high value
may require PIN, fingerprint, voice biometric, and facial rec-
ognition authentication. Iris scanning, such as by using the
device’s camera, may be used as part of, or instead of, facial
recognition. The iris scanning may be a passive part of the
facial scan, in one embodiment.

[0043] A fifth level of authentication is GPS location
authentication. In some embodiment, such authentication can
be reserved for significant transactions having high value,
such as mortgages. In such an embodiment, even after the first
four levels of authentication are met, the transaction will be
prevented unless the person is identified to be in a specified
location. For example, a mortgage may be prevented from
closing if the person is not in a bank. In another embodiment,
authentication may include checking the GPS location for
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accuracy. For example, authentication may fail if the transac-
tion is taking place at a retail store but the GPS indicates rapid
movement, or if a detected temperature at the transaction
location is sufficiently diftferent from an expected transaction
at the particular GPS location. In a further embodiment, GPS
authentication can be incorporated into transaction controls,
as described below.

[0044] In one embodiment, the levels of authentication
described above, and the order of application of such levels,
may be variable and context-specific. Further, the necessary
levels of authentication may, in some cases or in all cases, not
be dependent on the value of the transaction. In one embodi-
ment, the level of authentication may depend on the type
and/or the location of the transaction, which may be at least
partially controlled by personal preferences. For example,
when making bill payment transactions, it could be required
that the device is connected to a home computer (such as by
wired, wireless, Bluetooth, etc.) before the transaction can be
processed. The location of the device could be verified by
GPS. In some cases, such as the case above, GPS may be the
primary authentication, or the only necessary authentication.
[0045] Asdescribed above, the device 101 is configured for
GPS location. In one embodiment, the GPS location feature is
always turned on, but the GPS location is not always pub-
lished, depending on privacy preferences, as described below.
The continuous GPS location allows for location-based fea-
tures to be utilized in connection with the device 101, as
described in greater detail below.

[0046] The device 101 can be configured for continuous
authentication. Generally, continuous authentication can be
performed by periodically gathering information related to
the user of the device and periodically authenticating the user
by verification of the information periodically gathered. The
information gathering can be done automatically, such as by
periodically prompting the user for authentication and/or pas-
sively gathering information. Many types of continuous
authentication can be used, such as the continuous voice
authentication described herein. If periodic authentication
fails, some features of the device may be disabled. For
example, the ability to conduct financial transactions or make
telephone calls may be disabled until the user is re-authenti-
cated. Additionally, as described herein, notifications can be
generated based on failed authentication, such as emails to the
owner of the device 101 or communications to authorities or
other third parties.

[0047] Another feature of the device 101 is a concierge
service. The device 101 can connect through networks to
provide services and information on demand, at any time. In
one example, the concierge service can search to find busi-
nesses, and to determine whether those businesses offer cer-
tain services or products. In one embodiment, the concierge
service can access SKU data for a business and determine
relevant information, such as whether a particular product is
in stock and what the current price is, along with any sales or
special offers associated therewith. In another example, the
concierge service can provide information to assist with mon-
etization of personal information, as described in greater
detail below. In a further example, the concierge service may
include a map service, or may provide a link to a map service.
Many other types of information can also be provided by the
concierge service. In one embodiment, the concierge service
can be provided by or through the central computer 162 and
the financial institution 164, as shown in FIG. 2, in combina-
tion with the device 101. However in another embodiment,
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the concierge service may be provided by another entity or
entities. Such entities may include additional servers or other
network entities, the device 101, and other devices connected
in some way, such as by a network or in a common location.
The provider of the concierge service may also change based
on present context or circumstances. For example, the device
101 may provide the service alone if the device 101 contains
sufficient information to do so, but may consult another entity
or entities if needed. Additionally, the device 101 may com-
bine with other entities to provide the service. For example,
the device 101 may collect information from a plurality of
different sources and may combine or configure this informa-
tion into a useful format.

[0048] The concierge service may be provided as a continu-
ously-operating service, or may operate only when specially
accessed. Additionally, the concierge service may be config-
ured for incremental purchase. For example, a person may be
able to purchase access to the service on an hourly, daily,
weekly, monthly, or yearly basis. The device 101 may notify
the person when the purchased subscription is close to expir-
ing, particularly when purchased on a short term basis, such
as a quarter-hourly, half-hourly, or hourly basis.

[0049] The device 101 can be configured to generate
reminders and notifications for various activities in connec-
tion with the concierge service. Such reminders and notifica-
tions can be stored manually, or may be stored automatically
based on other actions. For example, the concierge service
may automatically store a reminder to buy a product that was
previously searched for, or a reminder may be stored when a
bank account reaches a certain balance. Other examples of
automatic reminders are described herein below. Addition-
ally, the reminders can be activated in various ways, such as at
a set time or by GPS location. For example, if the GPS
indicates that a person is in a particular location, a previously
stored reminder associated with that location may be acti-
vated. Such a reminder may remind the person to visit a bank
or ATM when one is near, or to buy a particular product when
near a store carrying the product, or to notify the person of
certain loyalty or affinity offers. The device 101 may be used
to generate warning reminders to the person as well. In one
example, the GPS could detect that a person is in a no-parking
zone and the device 101 may prompt the person with a warn-
ing reminder. These reminders could be incorporated as part
of'the concierge service. In a further example, the device 101
may be tied to an online auction site, and may generate a
notification if a person has been outbid or if an auction of
interest is close to ending. The automatic storing and activa-
tion of reminders can further be subject to the user’s privacy
settings.

[0050] Inoneexample, the device has a GPS or other posi-
tional sensor and is configured for collecting positional infor-
mation and generating notifications or reminders based on
positional information. The device 101 detects the current
position of the device and receives information about one or
more locations proximate to the current position, along with
details about each location. The information may be received
based on requests from the device 101 and by connection or
correlation with other pre-existing information stored on, or
otherwise accessible to, the device 101, including non-posi-
tional information. For example, as described in the method
300 below, when the person has used the device 101 in con-
nection with purchasing a bottle of wine, the device 101 can
detect when the person is proximate a store selling the wine,
or when the person is proximate the appropriate department
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within the store. When relevant location information is
detected by the device, a notice is automatically created based
on the current position and the relevant proximate location.
Such a notice may typically include at least some details
regarding the relevance of the location.

[0051] The device 101 can be configured for access to
credit and debit facilities, as well as other accounts, including
stored value accounts such as gift cards, home equity
accounts, trading accounts, 401(k) accounts, PayPal or simi-
lar accounts, savings or money market accounts, or any other
type of account. As described below, the device 101 can
enable the person to select which of many accounts a particu-
lar transaction will be applied to, including investment
accounts, money market accounts, and other such accounts
not commonly used for payment at present. Online banking
features, such as checking and transferring balances may be
performed. Additionally, the device 101 can arrange for pay-
ment at the point of sale from one of many different accounts
linked to the device 101. Further, account management fea-
tures may be included, which can notify of potential over-
drafts and/or actively prevent accounts from being over-
drawn. Assets can be shifted from one account to another in
real-time to assist in overdraft prevention. In another embodi-
ment, the device 101 may have value stored thereon that can
be applied to transactions, which allows transactions without
involving an external account. In a further embodiment, the
device 101 could be used to request a monetary transfer from
another account and/or device. For example, a child may use
the device 101 to request money from his/her parents, such as
through the parents’ similar devices. Likewise, the device
101, when used as a phone, may be used to transfer calling
minutes to and from another device, and in some instances,
calling minutes may be usable as currency. It is understood
that various levels of authentication, as described above, may
be required for access to account facilities.

[0052] Thedistribution of the information contained in, and
accessible to, the device 101 can be controlled or managed by
the person, and privacy preferences can be set to govern such
control and management. In one embodiment, the device 101
is initially provided with highest-level privacy controls, so
that other computers cannot draw information from the
device 101. The person can then incrementally release pri-
vacy controls as desired, to allow certain types of information
to be shared with others, and also to allow others to transmit
prompts to the person. Such prompts may include reminders
and notifications of various events, including sales or other
offers. Offers for monetization of information may also be
generated, as described below.

[0053] The device 101 can be configured for enhanced
social networking features. Depending on a person’s privacy
settings, a large variety of information about the person may
be shared with other people in the person’s social network.
This shared information may include information actively
generated by the person, such as experiences and recommen-
dations, as well as information passively generated, such as
information automatically collected by the device 101 or
other computers. Additionally, some such information may
be shared instantly and automatically when it is generated,
rather than at a later time. This instant sharing of information
can create much more efficient measurement of customer
service and satisfaction, as well as distribution of such infor-
mation. It is understood that the person’s experience and
recommendation information may also be monetizable. The
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social networking features can be expanded to include indi-
rect contacts, such as friends-of-friends.

[0054] The social networking features of the device can
also be used in conjunction with the GPS features. For
example, the device 101 can locate other people in the per-
son’s social network that have similar devices 101 who are in
close proximity, through their GPS features (subject to each
person’s privacy preferences), such as when the person is at
an event with others in the person’s network. In another
example, the device 101 may detect persons with similar
profiles or preferences, either in the same location or any-
where throughout the network, and may suggest contacting
these other persons 101 for social networking.

[0055] The social networking features may further include
group decision making features. For example, if the person is
a member of a group with a specific interest, the device 101
may receive recommendations from the group on an ongoing
basis. These recommendations can be presented to the person
in different ways. In one embodiment, the recommendations
can be stored on the device passively until the person is in a
relevant GPS location, such as a store that carries a particular
product of interest to the group, at which point the recom-
mendations will be presented to the person. The device 101
may also permit the person to get recommendations from
other people, for example, from information stored in a data-
base/server, or by actively requesting recommendations in
real time, from group members who are currently online. In
another embodiment, a store or other business may have a
promotion associated with the group, similar to the individual
loyalty/affinity features discussed herein.

[0056] The device 101 can be configured to afford the per-
son varying levels of control over information and processes
related to the device 101, as described above. One type of
information controlled by the person through the device 101
is transaction control information, which can be set to control
any aspects of transactions through the device 101 as a pref-
erence. Such controllable aspects include the time and place
of' the transaction, the identity of the transactor, and the iden-
tity, nature, and/or amount of the transaction. In one example,
the person’s device 101 may be configured to prevent pur-
chase of alcohol after a certain time of night. In another
example, the person’s device 101 may be configured to pre-
vent purchasing a product that would violate a purchase-
based monetization agreement. In further example, the device
101 may be configured to prevent certain types of financial
transactions unless the device is located within a bank or the
person’s residence, based on GPS location.

[0057] The device 101 may be also configured for auto-
matic transaction governance, which may or may not be con-
trollable by the person. For example, the device 101 may be
prevented from making transactions that would violate laws,
such as purchasing alcohol by an underage person, after legal
purchasing hours, or by a person who may have relevant
probation obligations. Similarly, the device 101 may be con-
figured for automatic checking and verification of the factors
controlling this transaction governance. For example, the
device 101 may be configured to accomplish automatic veri-
fication of age, driver’s license validity, legal history, or pro-
bation restrictions. Partnering with official agencies, such as
a state department of motor vehicles, may assist in accom-
plishing this function.

[0058] The device 101 can be used in conjunction with
government agencies and departments other ways as well. For
example, a city may implement a city-wide WAN, which can
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be used by civil service departments to instantly contact
masses of people using devices 101, to give important infor-
mation (e.g., weather, dangerous conditions, etc.). The device
101 may also have emergency features, such as for quickly
contacting police, fire, ambulance, etc., all of which could
work in conjunction with GPS data collected by the device
101. In another embodiment, the validated identification of
the device 101 may be used by law enforcement, customs,
security, etc., in place of traditional identification means.

[0059] In addition to the authentication features identified
above, many other features for fraud prevention and identity
theft prevention may be incorporated for use with the device
101. For example, the GPS locator can be used to detect and
shut down devices that are reported as stolen. Similarly,
device 101 may be configured for detection and investigation
of'theft or fraud, such as by using the GPS locator or purchase
data. The device 101 can also be used in investigation and
forensics, such as by capturing fraud or fraud-like events. For
example, when things happen outside of normal authentica-
tion or transaction patterns, such as if the device is used to
make an unusual purchase or is detected to be in an unusual
location based on a collected history for the person, a record
is made documenting the details thereof. These records can be
used later to build an audit or investigation trail. Additionally,
when the device 101 detects fraud or fraud-like events, the
device 101 may perform a quick investigation. The investi-
gation may be accomplished, for example, by a prompt for an
authentication. As described above, continuous voice authen-
tication features may be useful in fraud prevention. For
example, the device 101 may be configured so that, if it is
stolen, it cannot be used at all without continuous voice
authentication.

[0060] The device 101 may additionally be configured for
financial assistance, such as tax preparation assistance, per-
sonal budgeting, and financial planning. Tax preparation
assistance can be accomplished by storing and cataloguing
receipts for later use in preparing tax returns. Personal bud-
geting and financial planning assistance can incorporate fea-
tures such as real-time account balance checking, transaction
controls to limit spending, and overdraft notification and pre-
vention. When the device 101 is used in connection with a
financial institution, the institution could use the device to
provide investment advice, budgeting advice, and other finan-
cial assistance to the person. Such advice could be passively
and/or automatically provided, or may be actively sought by
the person, or both.

[0061] The use of the device 101 creates opportunities for
new methods of completing purchasing transactions. One
example is device-to-card association, which associates a
particular device 101 with a particular payment card (such as
a credit/debit card) in one or more ways. In one general
embodiment, the device 101 is used in connection with a card
to make a purchase, and the card cannot be charged unless the
device provides authentication. This connection and authen-
tication can be accomplished in many ways. FIG. 10 illus-
trates a combination of a device 101 and a payment card 150
that are configured to be used in conjunction with each other.
In this embodiment, the payment card includes a first recog-
nition element 152, examples of which are described below.
Likewise, the device 101 includes a second recognition ele-
ment 154 configured to complement the first recognition ele-
ment 152. The payment card 150 and the device 101 are
configured to be used in connection with each other to com-
plete a financial transaction, and the first recognition element
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152 and the second recognition element 154 can used in
combination to authenticate the financial transaction. Various
examples of the recognition elements 152, 154 and the use of
the card 150 and device 101 in combination are described
below.

[0062] In one embodiment, the card includes one or mul-
tiple magstripes, which could be used for different purposes.
The magstripe is anonymous, but can be verified via a short
message service (SMS) channel, by sending a SMS to the
device 101 upon purchase, which the merchant can identify
independently. A unique number associated with the SMS
could replace the traditional signature required. This feature
could be used for online transactions as well.

[0063] In another embodiment, the card contains an iden-
tification mark that is readable by the device and/or a barcode
reader. The identification mark may contain some informa-
tion that is unsecured and other information that is readable
only after entry of a passcode. The device 101 may contain
hardware and software for reading the barcode, including
through use of a camera of the device.

[0064] Inanother embodiment, the card may have transpar-
ent plastic with an etched image only visible when the card is
placed on the device’s screen and the image on the device
decrypts the transparent marker, providing visual verification
of the device-to-card connection.

[0065] In another embodiment, the card may have both
contacted and contactless smart card features, such as a prox-
imity chip. The device can be provided with near field com-
munication (NFC) capability to detect the proximity chip and
provide validation. The device may also include a carry slot
for the card, which may be used for contacted or contactless
interaction with the card. In this manner, the card can also act
as a second SIM card for the device. Additionally, when used
in this manner, the card can interface with an external com-
puter as an authentication card, or the device could connect to
the external computer via Bluetooth or USB to function as an
authentication device.

[0066] Inanother embodiment, the card may contain physi-
cal orientation features, such as an orientation hole, to provide
for safe machine dispensing.

[0067] In a further embodiment, the card may be designed
to contain optical information storage features. For example,
the card itself may be a mini-DVD disk readable by a DVD
reader, which may be read-only or rewritable, depending on
the situation.

[0068] Each of the above card embodiments could be used
alone, or a card could be produced using any combination of
the features of such embodiments. The card can be configured
so that use without the device is prevented, or may be config-
ured to process transactions differently without the device.
For example, the card-issuing company may charge a higher
fee or interest rate when the card used without the device, due
to the increased fraud risk, or a message may be sent to the
person any time the card is used without the device. Addition-
ally, some embodiments of the card described above may
permit dispensing from an instant-card vending machine.
[0069] The features of the device 101 allow new types of
payment not enabled by previous systems. For example, such
types of payment by use of the device 101 include near field
communication, enabling contactless payments using the
device, and person-to-person/mobile-to-mobile payments
based on Wi-Fi, enabling completely digital, paperless trans-
actions.
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[0070] The device 101 provides many advantageous fea-
tures in purchasing, some of which are described in other
locations herein. As described above, a variety of payment
methods can be chosen, such as from one or more of a plu-
rality of external accounts and from stored value on the card,
among other examples. The accounts used for transactions
may include types of accounts that are not normally used for
such transactions at the present time. Also, the device 101
may, in one embodiment, replace an entire wallet, by includ-
ing access and validation to a person’s credit cards, check-
book, etc., as well as identification features. Transaction pay-
ment using the device is authenticated reliably. The device
101 can also contain store-specific and device-specific dis-
count/loyalty/affinity features to benefit the user. In one
embodiment, the device 101 can provide currency translation
ability for use of the device for payment in or to foreign
countries. Many other such advantages are described herein.

[0071] The device 101 and associated services may be
offered by or in connection with an institution, such as a
financial institution, among other types, and the person may
perform transactions with or through such an institution. Such
an institution may offer additional benefits or transactions to
the person using the device 101. For example, the institution
may offer benefits simply for using the device 101, such as a
financial institution giving rebates or rewards on purchases
made using the device 101 as an incentive based on the
increased security of purchases using the device 101. In
another example, the institution and the person could coop-
erate to monetize the information. One example of this coop-
eration is by the person paying a subscription fee for the
institution to collect monetizable data, which can then be sold
by the person. Another example of this cooperation is by the
institution buying the data directly from the person. A bidding
system for the monetizable data could also be instituted,
based on an assessed value of the data.

[0072] The features described above permit use of the
device 101 in a method 200 of completing a transaction, one
embodiment of which is illustrated in FIG. 3. At step 201, the
person (customer) initiates the transaction, which can be done
using a variety of different channels, including a wireless
device, a land phone, the Internet, in person at the point of
sale, an ATM, or a vending machine, among others. At step
202, the a determination is made whether the aspects of the
transaction match pre-set purchasing preferences, which
involves personal information supplied at 203 A and informa-
tion about the transaction supplied at 203B. Such preferences
include privacy settings, transaction controls, and loyalty/
affinity or other monetization factors, as well as other prefer-
ences.

[0073] Ifthetransaction matches the preferences, the trans-
action must then be authenticated before proceeding. At step
204, the necessary authentication level is determined based
on the transaction criteria. As stated above, different authen-
tication levels may be necessary for different transactions,
based on factors such as value and type of transaction, as well
as other factors. Once the necessary authentication level is
determined, authentication is performed using one or more of
the various authentication methods 205, including fingerprint
validation 205A, PIN validation 205B, voice biometric vali-
dation 205C, facial recognition validation 205D, or GPS loca-
tion validation 205E, each described above. The authentica-
tion is performed using authentication data 206 stored on the
device 101. It is understood that different authentications may
be used in other embodiments.
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[0074] Ifthetransaction does not match the preferences, the
person decides whether to change the preferences, at step
207, which may be initiated by a prompt, such as through the
device 101. If the person does not wish to change preferences,
the transaction cannot proceed, and notifications may be sent
based on preferences, at step 208. If the customer does wish to
change preferences, the person initiates preference changes,
at step 209. Changing preferences requires authentication,
and the level of authentication is determined based on the
transaction criteria, as similarly described above, at step 204.
The authentication is then performed, at step 205, using
authentication data 206 on the device 101. Once authentica-
tion is completed, the preferences can be changed, at step 210.
The changed preferences are recorded in the personal infor-
mation 203A. The transaction then proceeds as normal.
[0075] If the transaction is authenticated, which is deter-
mined at step 211, then the transaction is approved, at step
212, and processed, at step 213. Transaction history is then
stored, at step 214. If the transaction authentication fails, the
transaction is stopped, and notifications may be sent, based on
the preferences, at step 215.

[0076] The device 101 may perform some or all of the steps
of the method 200 in one embodiment, however in another
embodiment, at least some steps may be performed at another
device connected to the device 101, such as the central com-
puter 162 of FIG. 2. In addition, the device 101 may require
information stored at an external source, again as an example,
the central computer 162 of FIG. 2, in order to perform certain
steps. For example, in one embodiment, the preferences and
authentication information are stored at the central computer
162. In the event that another device is involved in the trans-
action process, such as in the determination process 202, the
device 101 communicates with the other device as necessary.
Such communication may include indications that certain
steps of the method 200 have been performed, that the device
101 requires information to perform a step, or that the device
requires the other device to wholly or partially perform a step,
for example.

[0077] The information contained in, and accessible to, the
device 101, as well as other information, may be monetized at
the control of the person. Monetization, as described herein,
incorporates the purchase of information from a person by a
purchaser, and can include any publishing, sale, or other
revelation or transfer of information in exchange for any
value. Monetization can be done in many ways, and many
different types of benefits can be accrued to the person
through monetizing information. For example, certain infor-
mation can be directly sold at will for money or rewards.
Other types of information can be incrementally sold or auto-
matically sold based on a prior agreement. Several examples
of monetization of information are provided below, with the
understanding that many additional types of information may
be monetized in these or additional manners, in accordance
with the present invention. It is understood that the types of
monetization available to the person may be dependent on the
privacy level set by the person.

[0078] In one embodiment, information related to the per-
son is automatically or passively collected by one or more
electronic devices, such as the device 101, and other elec-
tronic devices 136, such as retail sale equipment, Bluetooth
sensors, and RFID sensors. This information can be collected
at times and in manners as described elsewhere herein, for
example, various methods for collecting proximity and dwell
data, purchase history, and other types of information
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described herein. In one example, personal information, such
as purchase or transaction history information, may be auto-
matically collected by a financial institution in connection
with uses of an account by the person, such as when a credit
or debit account is used to make purchases or other monetary
transfers. In another example, information may be automati-
cally collected upon purchases or other transactions per-
formed using the device 101 described above, including in
device-to-card associations. In a further example, purchase
history information may be collected automatically by a
retailer, such as through a loyalty or affinity program. Prox-
imity and dwell information can be collected for the person
automatically. This collection can be done in several ways,
many of which utilize the device 101. In one example, the
GPS of the device 101 may be used to pinpoint the person’s
location and generate proximity and dwell data. In another
example, external Bluetooth devices or RFID sensors may be
used to detect the presence of the device 101 to generate
proximity and dwell data. Various other methods can be used
to detect the presence of the person with or without use of the
device 101, including, for example, through use of implanted
RFID chips or biological detection methods. Proximity and
dwell data can also be used for follow-up actions, in addition
to serving as raw data for monetization. For example, this
information can be used for active chip marketing, where the
person could be prompted with sales, offers, questions, sur-
veys, etc., based on the person’s proximity and dwell infor-
mation, assuming that such prompts are permitted by privacy
settings. In a specific example, the device 101 may be
detected to be in the soft drink area of a grocery store, and the
person will be prompted with an offer for a rebate on a
particular brand of soft drink. It is understood that proximity
and dwell features available may also be dependent on the
privacy level set by the person, such as if the person has
allowed publishing or collection of proximity and dwell data,
and if the person has allowed prompts to be received by the
device 101.

[0079] Information can also be actively solicited from the
person, such as through questionnaires, profiles, and other
similar instruments that request the person to provide per-
sonal information in response to at least one question or
request. Information collected in this manner can be
extremely valuable to vendors and advertisers for formulating
demographic information and studying purchase habits and
preferences. Examples of information that may be collected
this way include biographical information, such as age, fam-
ily size, occupation, residence address, educational level, and
travel experience, and various tastes and preferences in prod-
ucts and services, such as food, beverages, movies, music, art,
name brands, etc. Requests for information can be initiated in
response to certain events, such as a purchase, or may be
initiated randomly or periodically. For example, a question-
naire may be posed to a person regarding a recently-com-
pleted purchase, including information such as reasons for the
particular product selection, original intentions before pur-
chasing, additional products evaluated, etc. Previously-solic-
ited information may serve as a basis for follow-up questions
or other future solicited information.

[0080] Social network information can be collected auto-
matically or by solicitation, including the number and iden-
tities of networked or non-networked “friends” (i.e., social or
professional contacts), as well as more detailed personal
information regarding such friends, including friends’ bio-
graphical, information, preference information, and/or trans-
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action histories. Additionally, social network information can
include solicited information, such as information regarding
communications between friends. As an example, if a person
wishes to adopt a more environmentally-friendly lifestyle, he
or she may consult friends/contacts to discuss ways in which
this can be accomplished. The contact may suggest buying a
bike or taking public transportation, and information regard-
ing this communication can be collected by solicitation or
other mechanism. In some circumstances, this information
can be automatically collected, such as when a contact makes
a product recommendation by selecting a product from a list
or activating a link to a web page showing the product.

[0081] The information may be collected by one entity or a
variety or combination of different entities, and different
types of information may be collected in different manners.
For example, the device 101 may collect some information,
while vendors or financial institutions associated with the
person can collect other information, and the information
bank 404 itself may collect information. Additionally, col-
lected information may be received and stored by one or more
storage entities. The information bank 404 may be configured
to store some or all information collected with relation to a
person 402, and may receive this information periodically,
such as upon the occurrence of each information-generating
action or event concerning the person 402. In one embodi-
ment, a financial institution associated with the person, such
as the institution 164 of FIG. 2, provides for centralized
storage and management of all collected monetizable infor-
mation, which may be done through the centralized data
storage described above. The bank 404 may compile the
information in an organized format, such as in an information
database in the computer 406. The bank 404 may also
assemble or otherwise process at least some of the informa-
tion to create a profile or other arranged information format,
or to generate new information resulting from analysis of
previously-collected information.

[0082] Collection of information can also be limited or
enabled in many ways. For example, automatic collection of
information can be limited or enabled by privacy preferences,
transaction control preferences, or other pre-set preferences.
Additionally, a person may be provided with the ability to
retroactively prevent storage of, or to selectively delete, cer-
tain automatically collected information. Collection of solic-
ited information may be controlled by the person’s response
to solicitations.

[0083] FIG. 11 illustrates one embodiment of a system 400
suitable for collecting and monetizing information for a plu-
rality of persons 402 through an information bank 404. The
information bank 404 contains a central computer or com-
puter system 406, which contains one or more computers,
each having a memory and a processor. The information bank
404 communicates with the persons 402, and receives infor-
mation collected from the persons 402. The collected infor-
mation may include the many different types of information
identified below and may be collected in any of the manners
identified herein, and further may include information of
additional types and collected in additional manners. Addi-
tionally, the information may be collected from the persons
402 and transmitted to the information bank through a variety
of collection points (not shown), which are capable of col-
lecting information about the persons 402 and transmitting
the information to the information bank 404, such as the
device 101 of FIG. 1, or various other computers described
herein. Information may also be collected directly by the
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information bank 404, for example, through automatic col-
lection or solicitation procedures described above.

[0084] The information bank 404 also may take an active
role in brokering, selling, advertising, etc., related to the
information. For example, the bank 404 can communicate
with a variety of information purchasers 408, which may
connect to the information bank 404 through computers (not
shown). In one embodiment, the system 400 may be config-
ured similarly to the system 160 illustrated in FIG. 2, where
the institution 164 operates as the information bank 404, the
devices 101 can act as collection points or in cooperation with
other devices at collection points, and the other electronic
devices 174 can act as collection points and/or connections
for information purchasers 408. In the embodiment shown in
FIG. 11, most or all information, monetization transactions,
and other communications described herein flow through the
information bank 404. However, it is understood that in other
embodiments, communications and transactions may be con-
ducted between persons 402 monetizing the information and
purchasers 408 buying the information, without the involve-
ment of the information bank 404.

[0085] Theinformation bank 404 collects and processes the
personal information in various ways. In one embodiment,
information collected in any of the manners described herein,
including automatic collection and solicitations, is received
by the information bank 404, and stored in the central com-
puter 406 for later processing. The stored information can
later be monetized, by making the information available to
information purchasers 408, in exchange for value transmit-
ted to the person(s) 402 from whom the information was
collected. Additionally, some information may flow through
the information bank 404 between persons 402 and informa-
tion purchasers 408 who have agreed to purchase the infor-
mation, without being stored by the information bank 404.
Further, information may flow directly to the purchasers 408
in some embodiments, for example, in a loyalty/affinity pro-
gram.

[0086] Generally, each person 402 retains at least a degree
ownership and/or control over his or her own personal infor-
mation, including monetization thereof. Such ownership and/
or control may be limited in some ways. In one embodiment,
the person 402 retains complete ownership and control of his
or her own information, and may transfer, monetize, delete,
etc., the information as desired. In this embodiment, the per-
son’s control may still be limited in some ways, for example,
the person may not be able to alter certain information. In
another embodiment, the person 402 may retain at least some
retroactive control over information after it is monetized or
otherwise made available to another entity. For example, if
the person no longer wishes an entity to have access to certain
information, the person may revoke his or her consent. It is
understood that such revocation may require compensation or
other consideration.

[0087] According to one exemplary embodiment, in mon-
etizing information, the person 402 may be presented with
one or more options to selectively permit publishing of at
least some of the information in exchange for value. In other
words, particular information related to the person 402 is
identified, and the person 402 is presented with an option to
allow the information to be made available to one or more
purchasers 408 in exchange for value. The options may be
presented in advance of, instantaneously with, immediately
after, or substantially later than the collection of the informa-
tion. Additionally, the decision to monetize the information
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can be made on an incremental or a bulk basis. As described
herein, the value exchanged for the information may include
cash, credit, discounts, prizes, redeemable points, and other
such values described herein and commonly known. If the
person 402 decides to allow monetization of any of the infor-
mation, then the information is transferred and the person
receives the agreed-upon value. It is understood that the value
may be provided by the information bank 404, by the pur-
chaser 408, or by another entity. Thus, the person 402 is able
to control which information is monetized and which is not.
Various examples of monetization opportunities for a person
402 are described below, which list is not to be considered
exclusive.

[0088] In one example, the person 402 can be presented
with an option to monetize information through are-arranged
loyalty or affinity programs or other contractual arrangements
that provide for monetization of specific information. Such
arrangements can be set up through the information bank 404,
which can provide collection and transmission of information
for this purpose. For example, a person 402 may be offered
rebates, discounts, rewards, etc., for sharing the person’s pur-
chase data with producer, retailer, or other entity during or
immediately after a purchase, where purchase information is
collected. The producer, retailer, or other entity may consider
this consumer purchasing data to be a valuable commodity,
such as for market research. This can be done at the point-of-
sale or immediately after the sale, such as through a retailer
computer at the point-of-sale, or by a device 101 used by the
consumer. Examples of such loyalty and affinity programs
include traditional loyalty rebate programs, affinity rewards
programs such as “miles” and cash-back programs, “wish
list” programs, and sharing programs, such as with charitable
organizations. A “wish list” program involves the person
selecting a particular item or items, where future transactions
earn credits toward the purchase. Once sufficient credits have
been accumulated, the person is presented with the item or
items. The loyalty and affinity programs can be actuated in
many different ways. In one example, the person 402 can be
prompted by the device 101 at the point of sale to indicate
whether the person will activate the loyalty/affinity program
for the present purchase. In another example, the loyalty/
affinity program could be automatically activated for every
applicable purchase, such as in a permanent arrangement or a
toggled permanent arrangement.

[0089] In a second example, information may be specifi-
cally solicited from a person 402 along with an offer to
monetize the information. For example, the information bank
404 may provide the person 402 with a questionnaire, with an
indication that the information will be provided to one or
more purchasers for value. The person 402 can then agree or
disagree to provide the information to be monetized.

[0090] In a third example, an agreement may be set up in
advance between a person 402 and an insurance company,
such as a life insurance, health insurance, or auto insurance
company. Such arrangements can be set up through the infor-
mation bank 404, which can provide collection and transmis-
sion of information for this purpose. For example, an insur-
ance company may consider a person 402 who eats healthy
food or exercises frequently to be a lower-risk client. Accord-
ingly, the person 402 may agree to publish his/her purchase
history to the insurance company, with an agreement that if
certain behaviors are tracked (such as buying healthy food or
keeping up a gym membership), the person 402 can be given
value, such as a discount on a premium.
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[0091] In a fourth example, a producer, retailer, or other
entity may consider a person’s proximity and dwell data to be
avaluable commodity, such as for market research. Proximity
and dwell data indicates which stores or other businesses the
person 402 visited, which sections of the stores the person
402 spent time in, and how much time was spent there. Prox-
imity and dwell data may be published for monetization in
real-time, such as by continuously publishing the person’s
location, or as a history report that is collected and then
published. Again, the person 402 may be offered rebates,
discounts, rewards, etc., for sharing the person’s proximity
and dwell data with the entity. The person 402 can agree
preemptively to monetize proximity and dwell information to
one or more purchasers, or may make monetization decision
subsequently based on previously-collected information.
Such arrangements can be set up through the information
bank 404, which can provide collection and transmission of
information for this purpose.

[0092] Ina fifth example, a network of social contacts may
choose to aggregate their information and monetize it as a
“block” of data. This collected information may have greater
value to certain entities, as it can provide, for example, com-
prehensive information regarding people of one demographic
or across demographics, information about which social con-
tacts have more influence over others’ preferences, indica-
tions of which preferences are likely to spread within a group
of social contacts, information on communications between
friends related to decision-making processes, and other infor-
mation that cannot be gleaned from an individual’s informa-
tion. It is understood that a person may be required to give up
some control over his or her information in such an aggregate
arrangement, and it is contemplated that a person may be able
to withdraw from the arrangement at will.

[0093] In a sixth example, personal information of various
types can be collected and stored by the information bank 404
and subsequently monetized by the person 402. Such subse-
quent monetization can be performed on an incremental or
bulk basis. For example, the person 402 can choose specific
information to be incrementally provided to one or more
specific purchasers, or to be generally made available to oth-
ers. As another example, a person 402 may agree to monetize
all of his or her related information, or all information of a
specified type. As a further example, personal information of
many types may be collected and arranged to form a “profile”
of the person 402, which can be monetized to interested
purchasers 408. Still further, such information may be sold on
a “subscription” basis, where a purchaser 408 agrees to pro-
vide value for a person’s continually-updated information
profile.

[0094] In one exemplary embodiment, the information
bank 404 may provide various mechanisms to assist in such
incremental or bulk monetization of information. For
example, offers to purchase information, acceptances of
offers, and purchase agreements can flow through the infor-
mation bank 404. The information bank 404 may receive an
offer for monetization of certain information from a pur-
chaser 408 or from the person(s) 402 corresponding to the
information, and may transmit this offer accordingly. An offer
from a purchaser 408 may pertain, e.g., to specific or general
information from a specific person 402, information match-
ing a specified description, or offers for specific or general
information related to persons matching a specified descrip-
tion or demographic. An offer from a person 402 may, e.g.,
pertain to a specific purchaser or purchasers 408, or may be a
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general offer to sell information to a first bidder, a highest
bidder, or all bidders. The information bank 404 may provide
mechanisms for receiving and transmitting such offers or bids
for information, and for receiving and transmitting acceptan-
ces of such offers or bids. In one embodiment, the information
bank 404 also processes purchase agreements between per-
sons 402 and purchasers 408. Generally, the bank 404
receives a confirmation that a purchase agreement has been
formed, which may constitute, for example, an acceptance of
a previously-transmitted offer or a more formal notification.
Each purchase agreement typically identifies designated
information that is subject to the agreement. Upon receiving
confirmation of a purchase agreement, the bank 404 will
make the designated information available to the correspond-
ing purchaser 408. Further, the bank 404 may also arrange for
conferring value to the person 402. In one example, where a
financial institution is acting as the information bank 404, the
bank 404 can receive and transmit the value to the person 402.
It is understood that the person 402 may have an account with
the bank 404 which can be credited to accomplish transmit-
ting the value.

[0095] The information bank 404 may also provide for
advertising personal information using descriptions that may
entice offers from purchasers 408. Accordingly, greater detail
and more comprehensive information related to a person 402
may make personal information more valuable or easily mon-
etizable. Additionally, information may accrue additional
value as more information related to a person 402 accumu-
lates, as aggregate information may provide for better and
more detailed analysis by a purchaser 408, such as in studying
purchasing patterns for certain demographics. On the other
hand, certain information may be time-sensitive, decreasing
in value as it becomes stale. The information bank 404 may
choose to distinguish between time-sensitive information and
information that is valuable in the aggregate, to allow the
person 402 to make educated decisions regarding monetiza-
tion of the information. Ultimately, in this embodiment, the
information bank 404 can form a marketplace for monetiza-
tion of information, where sellers (i.e. persons 402) and pur-
chasers 408 can transact business in the sellers’ personal
information.

[0096] Many ofthe features described above, being used by
or in connection with the device 101, can be incorporated in
one embodiment of'a process 300 for conducting a plurality of
transactions, illustrated in FIGS. 4-9, provided in an exem-
plary manner as a trip to a grocery store. The method 300
spans over several figures, and the steps are connected
through indicators A-E. The method 300 incorporates many
features of the concierge described above. As described
herein, the concierge may be embodied by a program or
combination of programs on the device and/or other comput-
ers in communication with the device 101. Further, as
described above with respect to the method 200 of FIG. 3, the
device 101 may perform certain steps of the method 300 in
one embodiment, however in another embodiment, at least
some steps may be performed at another device connected to
the device 101, such as the central computer 162 of FIG. 2 or
the information bank computer 406 of FIG. 11. These other
computers may otherwise be involved in performing steps of
the method 300, such as in the manners discussed above with
respect to the method 200 of FIG. 3.

[0097] At step 301, the person decides that he/she wants to
purchase a particular product, such as a bottle of wine. At step
301A, the person uses the social networking features of the
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device to search for group recommendations for the wine.
These recommendations can be collected and used for future
monetization purposes. At step 302, the person consults the
concierge service using the device 101 to determine one or
more locations to purchase the wine. At step 303, the con-
cierge identifies a nearby store, confirms the availability of
the wine in stock, and provides directions and travel time
estimates to the store. The travel time estimates can be pro-
vided for several locations, including current GPS location
and set GPS locations, such as the person’s work or home. At
step 304, the person chooses to buy the wine at 5:00 after
leaving work and enters that information into the device 101.
At step 305, the concierge service generates a reminder to buy
the wine at that time, stores the work address and store loca-
tion, and generates a notification to the person’s spouse of the
decision.

[0098] At step 306, the concierge activates the reminder to
buy the wine at the appropriate time and again checks the
availability of the wine. At step 307, the device receives a
communication from the automobile computer that the fuel
tank is low, and the concierge generates a notification on the
device 101 and identifies gas stations en route to the store. At
step 308, the device 101 is provided with a map to the store
and the gas station, as well as GPS voice-driven directions.
The device 101 may access traffic information, and due to
traffic, the voice driven directions may suggest a different
route. At step 309, the person stops at the gas station, pur-
chases gas using the device 101, and notifies the person that
the purchase has earned a free cup of coffee.

[0099] At step 310, the person arrives at the store and the
concierge detects this using the GPS. At step 311, the con-
cierge again checks the availability of the wine and generates
reminders. One reminder, generated at the person’s request,
notifies the person that the store has a coin exchange machine.
Another reminder, automatically generated, notifies the per-
son of an upcoming benchmark for a related loyalty/affinity
program that can be reached with a specified purchase at the
store, as well as details about the loyalty/affinity program. At
step 312, the device 101 collects proximity and dwell data that
is monetized, by a prior agreement, to provide the person with
rewards proportional to the purchases made in the store. At
step 313, the device 101 receives proximity-based advertising
and offers based on the device’s proximity information. At
step 314, the device 101 enables loyalty features for the store
based on the device’s proximity, including current sales and
specials, along with a map ofthe store, including a location of
the coin exchange machine. It is understood that steps 312-
314 are enabled due to the privacy settings of the device 101.
[0100] At step 315, the person uses the coin exchange
machine to cash in a stash of loose change. At step 316, the
person uses the device 101 to accept payment for the value of
the coins through communication with the coin exchange
machine and/or the operator of the machine, which is trans-
ferred to a debit account through the device 101.

[0101] Atstep 317, the person receives, through the device,
an email from the spouse to buy a second item. At step 318,
the person uses the device 101 to locate the second item on the
map of the store.

[0102] Atstep 319, the person picks up the second item, and
at step 320, the person is prompted, based on proximity, to
provide a comment on the item’s quality in exchange for a
discount. This comment can be provided at a later time, and
also be shared with the person’s social network. At step 321,
the person uses the device 101 to consult his/her social net-
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work to check for experience or recommendations about the
wine to be purchased. At step 322, the person picks up the
wine, and at step 323, is again prompted, based on proximity,
to grade the quality of the wine in exchange for a discount.
Additionally, at step 324, the person is prompted, based on
proximity, to enter a wine loyalty rewards program.

[0103] At step 325, the person initiates the checkout trans-
action using a device-to-card procedure as described above.
At step 326, loyalty/affinity discounts and considerations are
applied to the purchase. At step 327, the device 101 automati-
cally checks age, legal history, probation status, and appli-
cable alcohol purchase laws before allowing purchase. At
step 328, the device 101 performs fingerprint and PIN authen-
tication, as well as GPS verification. At step 329, the person
selects an account to use for the transaction, and is notified of
one account that could be potentially overdrawn if used. At
step 330, the device 101 prompts the user to permit the wine
purchase record to be monetized by publishing to the another
entity. Atstep 331, the device 101 performs several regulatory
checks and stores and catalogues the receipt of the transaction
for tax purposes. The transaction is thereafter complete.
[0104] Itisunderstoodthat the method 300 described above
is an illustrative example showing the use of many of the
features of the device 101, and that the device 101 and asso-
ciated features can be used in nearly a limitless number of
transactions.

[0105] As stated above, FIGS. 3-9 illustrate examples of
one or more aspects of various methods, and various addi-
tional methods are described in connection with FIGS. 1, 2,
10, and 11. The steps of the methods described above can be
accomplished by means and/or components contained within
the device 101, such as the memory 115, processor 103,
and/or program modules and computer-executable instruc-
tions stored therein or executed thereby, and may also be
accomplished by non-computer means, such as by IT person-
nel or forensic investigators, or by a combination of human
and computerized components. As described above, certain
steps can also be performed by or in conjunction with com-
munication with external computers. Other components of
the computer system 101 may also constitute means for
accomplishing aspects of the present invention, as understood
by those skilled in the art. It is understood that one entity or
computer system may not perform each and every aspect of
the present invention and that aspects may be outsourced to
one or more other entities.

[0106] Aspects of the present invention are operational
with numerous other general purpose or special purpose com-
puting system environments or configurations. Examples of
well known computing systems, environments, and/or con-
figurations that may be suitable for use with the present inven-
tion include, but are not limited to, personal computers, server
computers, laptop devices, multiprocessor systems, micro-
processor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputers, mainframe
computers, distributed computing environments that include
any of the above systems or devices, and the like.

[0107] Aspects ofthe present invention may be described in
the general context of computer-executable instructions, such
as program modules, being executed by a computer. Gener-
ally, program modules include routines, programs, objects,
components, data structures, etc. that perform particular tasks
or implement particular abstract data types. The present
invention may also be practiced in distributed computing
environments where tasks are performed by remote process-
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ing devices that are linked through a communications net-
work. In a distributed computing environment, program mod-
ules may be located in memory 115 which may include both
local and remote computer storage media including memory
storage devices. It is understood that connections and com-
munications disclosed herein may be made by any type of
wired or wireless connection or communication.

[0108] Aspects of the present invention provide many ben-
efits not provided by prior systems and methods for informa-
tion management. For example, the privacy and information
control aspects provide complete control over which personal
information can be published, and the monetization aspects
permit a person to benefit from publishing of such informa-
tion. Features such as GPS location permit a greater amount
of information to be generated, which can also be controlled
and/or monetized by the person. Further, the authentication
features permit secure transactions with extensive protection
against fraud and identity theft. Still other benefits and advan-
tages exist and are apparent to those skilled in the art.
[0109] Several alternative embodiments and examples have
been described and illustrated herein. A person of ordinary
skill in the art would appreciate the features of the individual
embodiments, and the possible combinations and variations
of'the components. A person of ordinary skill in the art would
further appreciate that any of the embodiments could be pro-
vided in any combination with the other embodiments dis-
closed herein. It is further understood that the invention may
be in other specific forms without departing from the spirit or
central characteristics thereof. The present examples there-
fore are to be considered in all respects as illustrative and not
restrictive, and the invention is not to be limited to the details
given herein. The term “plurality,” as used herein, indicates
any number greater than one, either disjunctively or conjunc-
tively, as necessary, up to an infinite number. The term “per-
son,” as used herein, refers not only to living human beings,
but also to any other legal entity, including corporations and
other business or charitable organizations. Accordingly,
while the specific examples have been illustrated and
described, numerous modifications come to mind without
significantly departing from the spirit of the invention and the
scope of protection is only limited by the scope of the accom-
panying claims.

1. A method comprising:
receiving information related to a person;
providing the person control over sale of the information;

receiving a confirmation of a purchase agreement between
the person and a purchaser; and

making the information available to the purchaser, wherein
the person receives value in exchange for the informa-
tion.

2. The method of claim 1, wherein the information is
selected from the group consisting of: records of transactions
by the person, proximity information for the person while the
person is in a retail location, dwell information for the person
while the person is in a retail location, answers to one or more
questions posed to the person, and social networking infor-
mation related to the person.

3. The method of claim 1, wherein the information is
received from an electronic device selected from the group
consisting of: mobile devices, retail sale equipment, Blue-
tooth sensors, and RFID sensors.
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4. The method of claim 1, further comprising:

receiving an offer from the purchaser to purchase the infor-

mation; and

transmitting the offer to the person.

5. The method of claim 1, further comprising:

receiving an offer from the person to sell the information;

and

transmitting the offer to the purchaser.

6. The method of claim 1, wherein the information is col-
lected with a plurality of other information to form collected
information, and wherein the collected information is made
available to the purchaser pursuant to the purchase agree-
ment.

7. The method of claim 1, further comprising:

receiving initial information related to the person; and

transmitting a follow-up request to the person based on the

initial information, wherein the answer to the request
comprises the information received from the person.

8. A computer system comprising at least one processor
configured to execute the method of claim 1.

9. A computer-readable medium containing computer-ex-
ecutable instructions configured to cause a device to execute
the method according to claim 1.

10. A method comprising:

receiving information related to a person;

presenting an offer to a plurality of purchasers to purchase

the information;

receiving an acceptance of the offer from at least one of the

purchasers; and

making the information available to the at least one pur-

chaser accepting the offer, wherein the person receives
value for the information.

11. The method of claim 10, wherein the offer is received
from the person prior to presenting the offer to the purchasers.

12. The method of claim 10, wherein the offer comprises a
proposed value to be received by the person in exchange for
the information, and wherein the proposed value is equal to
the value received by the person.

13. The method of claim 10, further comprising:

receiving the value from the purchaser; and

transmitting the value to the person.

14. The method of claim 10, wherein the information is
selected from the group consisting of: records of transactions
by the person, proximity information for the person while the
person is in a retail location, dwell information for the person
while the person is in a retail location, answers to one or more
requests posed to the person, and social networking informa-
tion related to the person.

15. A computer system comprising at least one processor
configured to execute the method of claim 10.

16. A computer-readable medium containing computer-
executable instructions configured to cause a device to
execute the method according to claim 10.

17. A method comprising:

receiving information related to a person;

presenting an offer to the person to sell the information to

a purchaser;

receiving an acceptance of the offer from the person; and

making the information available to the purchaser, wherein

the person receives value for the information.

18. The method of claim 10, wherein the offer is received
from the purchaser prior to presenting the offer to the person.

19. The method of claim 10, wherein the offer comprises a
proposed value to be received by the person in exchange for
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the information, and wherein the proposed value is equal to
the value received by the person.

20. The method of claim 10, further comprising:

presenting a plurality of offers to the person to sell the

information to the plurality of purchasers;

receiving at least one acceptance of at least one of the offers

from the person; and

making the information available to the purchaser corre-

sponding to each offer accepted by the person, wherein
the person receives value for each offer accepted.

21. The method of claim 10, wherein the information is
selected from the group consisting of: records of transactions
by the person, proximity information for the person while the
person is in a retail location, dwell information for the person
while the person is in a retail location, answers to one or more
requests posed to the person, and social networking informa-
tion related to the person.

22. A computer system comprising at least one processor
configured to execute the method of claim 10.

23. A computer-readable medium containing computer-
executable instructions configured to cause a device to
execute the method according to claim 10.

24. A method comprising:

periodically receiving information related to a person;

storing the periodically received information in memory to

form collected information;

providing control to the person to monetize portions of the

collected information by forming agreements with pur-
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chasers, each agreement corresponding to a designated
portion of the collected information; and

making each designated portion of the information avail-

able to a purchaser associated with the agreement cor-
responding to each designated portion, wherein the per-
son receives value pursuant to each agreement.

25. The method of claim 24, wherein the information is
periodically received upon occurrence of periodic events
related to the person, wherein the information is generated in
response to the events.

26. The method of claim 24, wherein at least a portion of
the information is received in response to requests transmitted
to the person based on other portions of the information.

27. The method of claim 24, wherein at least one desig-
nated portion of the information comprises a profile for the
person created by assembling portions of the information.

28. The method of claim 24, wherein a first group of the
purchase agreements result from offers presented from the
person to corresponding purchasers, and a second group of
the purchase agreements result from offers presented from
corresponding purchasers to the person.

29. The method of claim 24, wherein the information is
received from a plurality of collection points.

30. A computer system comprising at least one processor
configured to execute the method of claim 24.

31. A computer-readable medium containing computer-
executable instructions configured to cause a device to
execute the method according to claim 24.
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