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(57) ABSTRACT

A configuration (a system and/or a method) are disclosed that
includes a unified and integrated configuration that is com-
posed of a payment system, an advertising system, and an
identity management system as well as their associated meth-
ods such that the unified system has all of the benefits of the
individual systems as well as several additional synergistic
benefits. Also described are specific configurations (sub-
systems and/or methods) including the system’s access point
architecture, a user interface that acts as a visual wallet simu-
lator, a security architecture, coupon handling as well as the
system’s structure and means for delivering them as targeted
advertising, business card handling, membership card han-
dling for the purposes of login management, receipt handling,
and the editors and grammars provided for customizing the
different types of objects in the system as well as the creation
of new custom objects with custom behaviors. The configu-
rations are operable on-line as well as through physical pres-
ence transactions, e.g., mobile transaction through a mobile
phone or dedicated device at a physical site for a transaction.
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Local drag and drop between programs causes
mstructions to be sent to remote server
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SECURED ELECTRONIC TRANSACTION
SYSTEM

CROSS REFERENCE

[0001] This application claims the benefit of U.S. Provi-
sional Application No. 61/054,162, filed May 18, 2008, and
U.S. Provisional Application No. 61/122,240, filed Dec. 12,
2008, the contents of each herein being incorporated by ref-
erence in its entirety.

BACKGROUND
[0002] 1. Field of Art
[0003] The disclosure relates to electronic transaction sys-

tems such as electronic commerce systems.

[0004] 2. Description of the Related Art

[0005] Online payment platforms can generally be catego-
rized into two types of systems: account-based and token-
based. Account-based systems generally include a web-based
interface that leads to one or several account management and
transaction processing servers which have access to poten-
tially numerous financial accounts. A seller transfers a trans-
action to the account-based system in order to handle the
payment. Upon transfer, a buyer logs into the account-based
system and commits the payment with the press of a button.
Known account-based systems include PAYPAL, GOOGLE
CHECKOUT, MONEYBOOKERS and BIDPAY. Token-
based systems are the other major type of online payment
platform. Token-based systems utilize tokens, which are typi-
cally implemented as files, which carry actual value. Payment
for a good or service with a token-based system is accom-
plished with the electronic transfer of a token, from the pur-
chaser to the seller. The appeal of the token-based systems is
that during a transaction, a user feels as if the user is moving
value rather than just hitting a button.

[0006] A drawback of current account-based systems is
that the user interfaces are unnatural; the button-press pay-
ment method does not closely model a customary, in-person
transaction so the user is immediately unfamiliar with the
transaction process; there are also a wide range of different
button-press systems so the user must learn to navigate each
one separately. Another drawback of current account-based
systems is that their user interfaces are not sufficiently rich in
features to allow the wide range of information they require
(such as login information, credentials, shipping information,
coupons, subscription information, and different payment
instruments) to be easily inputted by the user through a small
number of mouse clicks or screen touches. Another drawback
is that classic account-based systems are limited in terms of
security because they are, in general, very limited in how they
can interact with a user’s computer hardware, so they are
largely dependent upon web browsers which are well known
to be vulnerable to a wide range of types of malicious attacks.
Another drawback is that account based systems do not allow
a user to perform much customization because these systems
are web-based and therefore controlled by the payment sys-
tem operator.

[0007] Drawbacks of token-based systems are their secu-
rity risks. For example, token-based systems are generally
divorced from their modes of transfer. The tokens are simply
files which can be sent to other users electronically. Tokens
can therefore be intercepted before they reach their true des-
tination. Furthermore, tokens can be copied and fraudulently
double-spent. Mitigating these problems requires awkward
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software for issuing, verifying and removing tokens after use,
making the payment process quite cumbersome. Token-based
systems also generally suffer from the same usability prob-
lems of account-based systems, because they do not provide
users with the ability to easily convey the large amounts of
information to complete even ordinary transactions: creden-
tials, shipping information, coupons, subscription informa-
tion, different payment instruments, and the like.

[0008] In addition electronic payment systems today lack
intuitive interactive features that allow for quick and easy
transaction initiation and completions, and are therefore not
capable of handling micropayments. Further, such interfaces
are devoid of a look and feel that can be easily translated from
the familiar tangible transaction tools such as hard currency,
debit cards, credit cards and business cards.

[0009] Another major drawback of current online payment
systems involves their lack of integration with the real world.
Other than credit cards, there are few means of paying which
can be used in both the online and real-world setting.

[0010] Interms of advertising, once again there is very little
cross-pollination between the online and real-world setting.
Online advertising is dominated by companies such as
GOOGLE as well as a host of smaller “banner ad’ providers.
One major problem facing these advertisers is that most users
have been trained to ignore their ads. One potential way of
solving this problem is to offer users a quid pro quo for
viewing advertising such as coupons, and several coupon
systems have been proposed, but the market has resisted the
wide-scale adoption of coupons as an effective means of
advertising online. This is partly due to the clumsy user inter-
face commonly found in these systems, such as coupon codes
which need to be typed in, and coupons which must be printed
in order to be redeemed, and partly due to the fact that most of
these systems are independent from any payment system, so
any checkout process involving them would require two
transactions—one to receive the coupon’s discount, and the
second to pay for the remainder of the transaction. A separate
problem facing this area is that of stigma; many people do not
wish to be seen as cheapskates, and therefore avoid the use of
coupons.

[0011] Another major problem facing advertisers both
online and in the real world is that of targeting. Advertising is
typically targeted demographically in order to appeal to the
audience of a television show, radio station, or web page. The
limitation of this approach is that even within such a demo-
graphic, people’s tastes vary widely, prompting efforts to
develop customized or ‘targeted’ advertising aimed at indi-
viduals. However, the inability of advertisers to gain suffi-
cient personal information about users and to then translate
that knowledge into effective automated advertising has ham-
pered these efforts.

[0012] In terms of identity management and universal
login, the online market has seen remarkably little progress.
Several social networking websites such as FACEBOOK and
MY SPACE have allowed users to enter some of their personal
information online so that it can be shared with friends, but
these sites have largely failed to provide a universal means of
identity management which is compatible with commercial
needs such as subscription administration. Furthermore, the
problem of developing a viable universal login service is far
from being solved, with the market rejecting efforts such as
MICROSOFT’S PASSPORT/WINDOWS LIVE ID. Online
users continue to be frustrated by the problem of having to
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remember the user names and passwords of the many web-
sites at which they are members.

[0013] In sum, the current state of the art is lacking, inter
alia, in electronic commerce and advertising systems that
provide ease of transaction processing, identity theft preven-
tion and management, and user experiences with respect to
such transactions.

SUMMARY

[0014] A configuration (a system and/or a method) are dis-
closed that includes a unified and integrated configuration
that is composed of a payment system, an advertising system,
and an identity management system as well as their associ-
ated methods such that the unified system has all of the
benefits of the individual systems as well as several additional
synergistic benefits. Also described are specific configura-
tions (subsystems and/or methods) including the system’s
access point architecture, a user interface that acts as a visual
wallet simulator, a security architecture, coupon handling as
well as the system’s structure and means for delivering them
as targeted advertising, business card handling, membership
card handling for the purposes of login management, receipt
handling, and the editors and grammars provided for custom-
izing the different types of objects in the system as well as the
creation of new custom objects with custom behaviors. The
configurations are operable on-line as well as through physi-
cal presence transactions, e.g., mobile transaction through a
mobile phone or dedicated device at a physical site for a
transaction.

[0015] The features and advantages described in the speci-
fication are not all inclusive and, in particular, many addi-
tional features and advantages will be apparent to one of
ordinary skill in the art in view of the drawings, specification,
and claims. Moreover, it should be noted that the language
used in the specification has been principally selected for
readability and instructional purposes, and may not have been
selected to delineate or circumscribe the disclosed subject
matter.

BRIEF DESCRIPTION OF DRAWINGS

[0016] The disclosed embodiments have other advantages
and features which will be more readily apparent from the
detailed description, the appended claims, and the accompa-
nying figures (or drawings). A brief introduction of the figures
is below.

[0017] Figure (or FIG. or Fig.) 1 illustrates one example
embodiment of an architecture overview of a transaction con-
figuration.

[0018] FIG. 2 illustrates two examples of the electronic
wallet running on a conventional computer and mobile device
and visually depicted through a user interface displayed on
their respective screens.

[0019] FIG. 3 illustrates an example online access point
paradigm.
[0020] FIG. 4 illustrates an example embodiment of a

short-range transmitter access point paradigm.

[0021] FIG. 5, it illustrates an example embodiment of a
geographical area access point paradigm.

[0022] FIG. 6 illustrates an example embodiment of a
manual code input access point paradigm.

[0023] FIG. 7 illustrates one example embodiment of high-
level block diagram of a computing system.
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[0024] FIG. 8 illustrates an example embodiment of an
electronic wallet module during execution by a user com-
puter.

[0025] FIG. 9 illustrates one example embodiment of a

transaction configuration for initiating and conducting a
transaction between a buyer, e.g., through the user computer,
and a seller, through a seller system.

[0026] FIG. 10 illustrates one embodiment of a configura-
tion for initiating and conducting a transaction between a
buyer and a seller in which transaction identification infor-
mation flows in the opposite direction from the direction
described in FIG. 1.

[0027] FIG. 11 illustrates an embodiment of a configura-
tion for initiating and conducting a transaction between a
buyer and a seller in which transaction identification infor-
mation and the details of the goods or services in the trans-
action flow in the opposite direction from the configuration
described in FIG. 14.

[0028] Turning now to FIG. 12, illustrated is an embodi-
ment of a configuration for conducting a transaction between
abuyer and a seller in which the buyer provides the seller with
a public ID to initiate a transaction.

[0029] FIG. 13 shows an embodiment ofa configuration for
conducting a transaction between a buyer and a seller in
which the seller generates a transaction identifier to initiate a
transaction.

[0030] FIG. 14 shows an embodiment of a configuration to
conduct a transaction between a buyer and a seller in which
the seller sends details of a pending sale to the buyer to initiate
the transaction.

[0031] FIG. 15 illustrates an example of a transaction
access point module during execution by a seller computer in
the seller system.

[0032] FIG. 16 illustrates an example embodiment of a drag
and drop operation between an electronic wallet and a
browser program through which a website associated with a
seller system is accessed.

[0033] FIG. 17 illustrates an example embodiment of initi-
ating (or providing) for display and execution a payment
receptacle.

[0034] FIG. 18 illustrates one example embodiment of a
process for applying a payment to a transaction in which a
third-party payment authority is included.

[0035] FIG.19illustrates an example embodiment in which
a digital object from an electronic wallet corresponds to a
debit card and an associated transaction process to apply
towards a transaction purchase price.

[0036] FIG. 20 illustrates one example embodiment of a
process for applying multiple forms of payment to a single
online transaction.

[0037] FIG. 21 illustrates one example embodiment of a
process for applying a shipping address to an online transac-
tion.

[0038] FIG. 22 illustrates one example embodiment of
accessing identity data from a business card authority.
[0039] FIG. 23 shows an example embodiment of a process
to link separate data sources to an electronic business card
editor associated with a business card authority.

[0040] FIG. 24 shows an example embodiment of a process
to create a business card definition by defining its data and
logic in a business card editor.

[0041] FIG. 25 illustrates an example embodiment of a
process to upload a business card from an electronic wallet 7
to a webpage.
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[0042] FIG. 26 illustrates an example embodiment of a
process to share a business card with a contact in a user’s
social network.

[0043] FIG. 27 illustrates an example embodiment of a
process to use a mobile device to make a payment in a physi-
cal store using wireless communication with a cash register.
[0044] FIG. 28 illustrates an example embodiment of a
process to use a mobile device to make a payment by manu-
ally inputting a transaction code.

[0045] FIG. 29 illustrates an example embodiment of a
process for initiating a simplified online transaction between
a vendor’s website and a buyer’s electronic wallet.

[0046] FIG. 30 illustrates an example embodiment of a
process where one or more buyers split the cost of a transac-
tion in a store such as a restaurant, where at least one buyer
uses the transaction authority for his share of the bill.

[0047] FIG. 31 illustrates an example embodiment of an
interface that enables two buyers to share a transaction in a
restaurant.

[0048] FIG. 32 illustrates an example embodiment of a
process for presenting a coupon on a webpage displayed on a
screen of a user computer in the case where the coupon
system has no access to information about the user.

[0049] FIG. 33 illustrates an example embodiment of a
process by which a user elects to download a coupon to a
mobile phone from an advertising access point.

[0050] FIG. 34 illustrates an example embodiment of a
process by which a user elects to download a coupon to a
mobile phone directly from the coupon authority through the
input of a coupon code.

[0051] FIG. 35 illustrates an example embodiment of a
process for downloading a coupled from a webpage to an
electronic wallet 7.

[0052] FIG. 36 illustrates an example for applying a digital
coupon to a transaction with an online seller.

[0053] FIG. 37 illustrates an example for applying a digital
coupon to a transaction with an online seller.

[0054] FIG. 38 illustrates an example embodiment of a
configuration for using an electronic membership card to log
in to a third-party website.

DETAILED DESCRIPTION

[0055] The Figures (FIGS.) and the following description
relate to preferred embodiments by way of illustration only. It
should be noted that from the following discussion, alterna-
tive embodiments of the structures and methods disclosed
herein will be readily recognized as viable alternatives that
may be employed without departing from the principles of
what is claimed.

[0056] Reference will now be made in detail to several
embodiments, examples of which are illustrated in the
accompanying figures. It is noted that wherever practicable
similar or like reference numbers may be used in the figures
and may indicate similar or like functionality. The figures
depict embodiments of the disclosed system (or method) for
purposes ofillustration only. One skilled in the art will readily
recognize from the following description that alternative
embodiments of the structures and methods illustrated herein
may be employed without departing from the principles
described herein.

Configuration Architecture

[0057] FIG. 1 illustrates one example embodiment of an
architectural system for conducting transactions. The archi-
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tecture as illustrated includes a central transaction authority
102 (or central authority 102 or transaction authority 102)
communicatively coupled with a network 50 such as the
Internet with electronic wallets corresponding to users, as
well as to system access points 52 owned or operated by
people, businesses, and other parties. It is noted that the
transaction authority may reside on one or more server com-
puters. The parties access the network by communication
network entry points 53 such as routers 70, cell phone towers
71, and satellites 72, which they also access for other pur-
poses such as location determination using, for example,
GPS, or cell-phone tower triangulation. It is noted that com-
munication network entry points should not be confused with
system access points. The electronic wallet programs pro-
vides a mechanism by which the typical user interacts with
the businesses and other parties through the system, whereas
the access points provide a mechanism by which businesses
and other parties interact with the users. Informally, access
points should be viewed as a mechanism that matches users
with businesses and other parties in order to perform a trans-
action.

[0058] In this embodiment, a user’s account resides on a
server of the transaction authority 102, and the user’s access
to that account occurs through the use of one or more wallet
simulator programs (also referred to as ‘wallet programs’,
‘digital wallets’, and “electronic wallets”) which resides on a
consumer computing device 51, for example, a desktop com-
puter 68, a laptop 69, or a mobile device 67. FIG. 2 illustrates
two examples of the electronic wallet 7, 7a (here 7 and 7a, but
may be generally referred to as 7) running on a computer
device and a mobile device and rendered for display through
a user interface on a computer 85 screen and a mobile device
67 screen, respectively. The electronic wallet contains various
controls 82, 84, 86 affecting its appearance and behavior as
well as the state of the user’s account. When the user logs in
to the authority 102 through a particular electronic wallet, the
specifics of a user’s account are downloaded into the elec-
tronic wallet and become its contents. These contents can
include digital representations of the kinds of objects typi-
cally found in a real-world purse or wallet. For example, the
configuration contains categories of digital objects (also
referred to as ‘draggable objects’) such as digital forms of
cash, credit cards, debit cards, gift cards, coupons, receipts,
membership cards, business cards, identification cards, pho-
tographs, etc., as well as custom-defined types, as well as
digital objects or files not found in physical wallets such as
digital videos, music, etc.

[0059] FIG. 2 illustrates a draggable object 83, displayed in
the electronic wallet, as well as being dragged over the desk-
top 87 and through the wallet on the mobile device 87a. The
different types of objects are used to perform different types
of transactions in the system. For example, the financial digi-
tal objects are used for performing financial transactions,
whereas the membership cards are used to perform login
transactions, the business cards are used to perform transac-
tions which share information, etc. Since the electronic wallet
program can be used both online and in the real world, this
allows digital objects to be downloaded both online and in the
real world and used both online and in the real world, thereby
unifying online and real-world transactions across the areas
of payments, advertising, and identity management.
Instances of these digital objects are stored at the transaction
authority 102 as persistent entities associated with the user’s
account, and are represented graphically in the user’s elec-
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tronic wallet 7. Such an account system can be easily imple-
mented by a person skilled in the art of relational database
design.

[0060] In one embodiment, digital objects of each type
have two aspects: a definition and instances. The distinction
between types, definitions, and instances is illustrated
through the examples noted below. The examples are listed as
follows below.

[0061] In a first example, credit cards are a type of digital
object which can be used for making payments in the system.
The Bank of America may hold a business account with the
system and may specify a credit card definition for a ‘BANK
OF AMERICA Platinum Plus Visa Card including its visual
appearance and behavior. This definition is then stored as a
persistent entity associated with BANK OF AMERICA
account at the transaction authority. The bank, here BANK
OF AMERICA, can then instruct the system to use that credit
card definition to mint instances of it and distribute these,
which are in effect digital credit cards to users, at which point
the instances which themselves can include further instance-
specific data such as the card holder’s name, the card’s
account number, and its expiry data, can be associated with
users’ accounts and are displayed graphically in the user
electronic wallet.

[0062] In a second example, coupons are a type of digital
object which can be used by businesses for advertising and by
users who hold them for making payments in the system. The
NIKE CORPORATION may hold a business account with
the system and may specity a coupon definition which gives
a user 25% off of purchases of $100 or more at the NIKE
online store and includes a graphic representation which
includes a video advertisement. This definition is then stored
as a persistent entity associated with a NIKE account at the
transaction authority. NIKE can then instruct the system to
use that coupon definition to mint instances of it and distribute
them to users, at which point the instances can be associated
with users’ accounts and are displayed graphically in the
users’ electronic wallets. Again, an instance may contain fur-
ther instance-specific data like a record of the means by which
the user acquired the coupon, for example, whether it was
shared to the user, downloaded from a website, or conveyed in
some other way.

[0063] In a third example, business cards are a type of
digital object which can be used by businesses or individuals
to share information about themselves within the group of all
account holders. An individual user who holds an account
with the system may specify a business card definition which
can include various forms of user data from various data
sources as well as graphics and behavioral logic. This defini-
tion is then stored as a persistent entity associated with the
user’s account. The user can then instruct the system to use
that business card definition to mint instances of it and dis-
tribute them to contacts, at which point the instances can be
associated with the contacts’ accounts and are displayed
graphically in their electronic wallets. As before, business
card instances can also hold further instance specific data,
such as notes which the instance holder has associated with
the card.

[0064] In a fourth example, the system not only provides
editors for customizing existing types, but also provides edi-
tors for creating custom types, allowing businesses and other
parties to create their own categories of objects which can
then be further customized by others. For example, a business
might create a type of draggable digital 3D object which can
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have its behavior specified by a custom grammar. The busi-
ness then provides an editor allowing users or other parties to
create their own definitions of 3D objects such as avatars,
everyday objects such as cars, cute animals, etc. Users can
then download instances of these definitions into their elec-
tronic wallets.

[0065] Just as a digital object instance is a persistent entity
associated with the accounts of the party which holds it, so is
a digital object definition a persistent entity associated with
the account of the party that created it. The configuration
provides editing programs which different parties can use to
create highly-customized digital object definitions which are
then associated with their accounts. Each type of object has a
grammar associated with it which can be used to specify the
logic associated with each digital object definition of that
type, said logic governing the appearance and behaviour of
the digital object instances minted from that definition. Once
the instance of a digital object has been associated with a
user’s account, the user may further customize it by, for
example, writing notes on it or changing its graphics, if
allowed by the underlying definition. Digital object instances
stored with the transaction authority 102 do not store the same
information which is also stored in their definitions. They are
not just copies of the definition associated with user accounts.
Rather, they store identifiers for (or pointers to) their defini-
tions and for data not found in the definition such as the owner
of an instance, or a particular credit card’s expiry date, or a
membership card instance-holder’s user name and password
at the website that issued the membership card instance.

[0066] New digital object instances can be minted and dis-
tributed in a variety of ways. For example, instances of the
coupon type can be minted and downloaded from the author-
ity 102 to banner ads in websites, whence the user can down-
load the instance. Similarly, instances of the credit card type
can be minted when the user inputs the user real credit card’s
account details and authentication information securely into
the electronic wallet 7 and the financial institution that issued
the real card and has defined an associated credit card defini-
tion in the system and authorizes the minting. In addition,
certain digital object types such as coupons, gift cards, busi-
ness cards, and custom types can be transferred to or shared
with others. The different digital object types as well as their
editors, grammars, and behaviours are described in more
detail below.

[0067] The electronic wallet can also contain a digital
inventory feature in which the user can store instances of the
custom type. Digital object definitions from the custom type
can contain any sort of media, and contain logic which gov-
erns the behaviour of their instance, potentially in concert
with other instances of the custom type stored in the user’s
digital inventory. For example, a user might specify a digital
object definition of a three-dimensional (3D) white knight
and a digital object definition of a 3D fire-breathing dragon.
Their logic can be coded in such a way that when instances of
them are placed into the digital inventory together, their
graphic representations appear to fight. In another example, a
user may specify a digital object definition of a digital object
which can hold a movie. When placed in the digital inventory
with the dragon and knight their logic might make their
graphical representation stop fighting and simply appear to
watch the movie. This can be accomplished by linking motion
graphs related to the 3D models to variables available in the
digital object definition’s behavioural grammar and allowing
the objects’ logic to access a list of the other inventory mem-
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bers’ identifiers and types. Some objects can specify in their
logic that other objects should not be able to ‘see’ them on the
list. Instances in the digital inventory can also be imported or
exported to or from the user’s file system in certain standard
file formats. For example, a 3D model can be exported into an
appropriate file that supports such file types, for example,
AUTOCAD.

[0068] Whereas typical users can interact directly with the
transaction authority 102 through the electronic wallet 7, and
businesses and institutions can interact directly with the
authority through various account management programs
defined elsewhere in this disclosure, businesses and institu-
tions also provide a means through which electronic wallet
users can conduct transactions with them in a secure manner
through the system by defining and/or hosting access points
52. Each access point has its own unique identifier and is
associated with an account at transaction authority 102. A
single account can have many access points associated with it.
The main role of access points is to allow user accounts to
interact with the accounts of businesses and other parties in an
intuitive and secure way. This forms the primary basis for
commercial and other information-based transactions
between different account holders in the system. In the pre-
ferred embodiment, users drag and drop the graphical repre-
sentations of the digital objects found in the electronic wallet
programs to and from user controls associated with an access
point in order to interact with the owner of that access point.
Alternatively, there are many cases in the digital object is
automatically applied.

[0069] Access points can take many forms. FIG. 1 illus-
trates some examples of access points such as online access
points 58 hosted on web servers, devices with short-range
wireless capabilities 55 such as computers 60, cash registers
59, mobile devices 62, embedded devices which can be found
in billboards 61, signs (not shown), store fronts (not shown),
etc., codes written on printed media 66, displayed on signs 64,
computers 65, or conveyed in any other way such as audibly,
as well as specifically-designated geographical areas 63
defined by users and other parties in the system’s transaction
authority 102. As shown in FIG. 1 access points 52 generally
exist on computing devices and other physical objects that are
different from the computing devices which run users’ elec-
tronic wallets. Each of the different forms of access point
interacts differently with a user’s electronic wallet in order to
set up a transaction between the user and the access point
owner. There are four general types of access points: online
access points 54, short range transmitter access points 55,
geographical area access points 56, and manual input access
points 57, described further below. In order for the transaction
to be carried out, an access point spawns one or more user
controls on the computing device which runs the user’s elec-
tronic wallet. The user can then manipulate the graphical user
interface of the electronic wallet and the user controls in order
to perform a transaction. In the one embodiment, user inter-
action includes of dragging and dropping graphical represen-
tations of digital objects between the electronic wallet and
these user controls, though secondary modes of interaction
are also used.

[0070] The aforementioned user controls spawned by
access points can be displayed on the user’s computing device
as part of'a web page, part of a third party program, or part of
the electronic wallet program itself. These user controls come
in the form of dispensers, from which users drag digital
objects or groups of objects into their electronic wallet pro-
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grams and in the form of receptacles, to which users drag
digital objects or groups of objects from their electronic wal-
let programs. Dispensers and receptacles exist for every type
of digital object in the configuration. In addition, the configu-
ration contains access points for spawning each of the differ-
ent types of dispensers and receptacles. For example, the
configuration contains access points for spawning coupon
dispensers, access points for spawning coupon receptacles,
access points for spawning membership card dispensers,
access points for spawning membership card receptacles, etc.
In addition, the configuration also contains access points for
spawning controls which combine the functionality of two or
more types of controls. For example, a common type of
access point spawns a payment receptacle control which can
receive all digital objects that can act as payment instruments
allowing the user to apply them to a transaction but also acts
as a dispenser which allows the user to drag payment instru-
ments back out in order to roll back their application.

[0071] Inoneembodiment, when the user interacts with the
user controls to affect the transaction, it communicates with
the access point owner’s system. In the preferred embodi-
ment, the transaction is set up according to one of the trans-
action configurations described below and when the user
interacts with these user controls, either by dragging and
dropping digital objects between them and the user’s elec-
tronic wallet, or by some other means such as clicking buttons
on the controls, it only appears to the user as though he/she is
interacting with the access point owner’s system. In reality,
after the user control is spawned, it is given an identifier
which it communicates to the transaction authority 102, either
directly or through the user electronic wallet, thereby allow-
ing the transaction authority 102 to identify the transaction
which will be carried out between the user and the access
point owner. The user’s interactions with the user control are
then communicated purely with the transaction authority 102,
and never with the access point owner’s system, carrying out
the transaction in a manner that is secure for the user. The
access point owner is only informed of events related to the
transaction’s life cycle such as transaction completion and is
not informed of any details of the digital objects which the
user is using in relation to the transaction. There are some
exceptions in which there is still some communication with
the access point owner’s system because in these cases, the
purpose of the communication is to directly link the user and
the access point owner rather than to keep them safely sepa-
rated. This happens, for example, when the user logs into the
access point owner’s website by dragging and dropping a
membership card into a membership card receptacle, a case in
which the access point owner’s actual system is directly
affected by the transaction.

[0072] Just as the configuration provides editors for creat-
ing customized digital objects, so does it provide manage-
ment programs for defining and customizing access points.
As before, these programs provide the access point owner
with a completely flexible grammar allowing for complete
control over the appearance and behaviour of an access point.
These management programs are described in more detail
below.

Access Point Operation

[0073] An example embodiment of an online access point
paradigm is illustrated in FIG. 3. A user generally interacts
with an online access point 58 through a web browser, for
example, MOZILLA FIREFOX, MICROSOFT INTERNET
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EXPLORER, GOOGLE CHROME, or APPLE SAFARI.
Online access points are programs or subroutines running on
the web server belonging to the access point owner which is
associated with an account on the transaction authority 102.
They are responsible for associating the user in a transaction
with the access point owner’s account on the transaction
authority 102. An online access point embeds a user control
such as a dispenser or receptacle in a web page that is sent
over network 50 to the user’s web browser 202, where it is
displayed (spawned), or may send a message either directly or
through the electronic wallet program over network 50 which
spawns a user control in the user’s electronic wallet 7.

[0074] Inorder to do this, the access point owner creates an
account with the central transaction authority and defines an
online access point including its behaviour with the transac-
tion authority 102. The access point is then associated with its
owner’s account and is given a unique access point identifier.
The owner then uses the system’s API to embed a server-side
tag in a language such as PHP or ASP in the server-side that
will generate the page delivered to the user’s web browser
202. During page generation, the API converts the tag into an
inline frame which points to an address controlled by the
system which contains the desired user control and is passed
a parameter specifying either a transaction identifier or the
access point’s identifier. The access point’s identifier may be
retrieved from the transaction authority 102 by the website’s
server-side code during page generation, or it may be stored
on the website’s system. There are numerous ways in which
the transaction identifier can be passed to the user control.
They depend on what kind of transaction is to be performed
and are explained elsewhere in this document.

[0075] Once the user control is visible on the user’s com-
puting device, in this case shown as 68, the user drags and
drops digital objects between the user control and the elec-
tronic wallet 7, causing instructions to be sent over network
50 to transaction authority 102 which execute steps in the
transaction.

[0076] An example of a user interacting with an online
access point may involve it spawning a payment receptacle
which allows the user to pay for an online purchase from the
access point owner’s website. Alternatively, an online access
point can spawn a coupon dispenser in an online banner ad
from which the user can download coupons. Another example
is the spawning of a membership card receptacle on a web
page which allows the user to log in to the website by drag-
ging and dropping the appropriate membership card onto that
receptacle. In further examples, a business card dispenser on
a lawyer’s web page can allow the user to download the
lawyer’s business card, or a credit card dispenser on a bank’s
secure website can allow the user to download a new credit
card into the user electronic wallet program. Similarly, an
online access point can spawn a business card receptacle
allowing a user to drag and drop a business card in order to fill
out text fields on a web page, or a business card receptacle on
a web page allowing the user to share a new instance of a
business card containing the user’s email address with the
web page owner so the web page owner can manage a mailing
list. In order to interact with these access points, the user visits
the appropriate web pages and then uses the electronic wallet
program to drag and drop graphical objects to and from the
receptacles or dispensers spawned on those web pages. In
addition, instead of spawning user controls in web pages,
online access points can also spawn them in standalone pro-
grams or in the electronic wallet program itself.
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[0077] Next, an example embodiment of a short-range
transmitter access point paradigm is illustrated in FIG. 4. A
user generally interacts with a short-range transmitter access
point 61 (here shown as a billboard containing an embedded
device with wireless communications capabilities) by con-
necting to it wirelessly using an electronic wallet on a mobile
device 67. Short-range transmitter access points are programs
or subroutines running on computing devices to which the
user’s electronic wallet is capable of wirelessly connecting
such that those programs are associated with accounts on the
transaction authority 102. They are responsible for associat-
ing the user in a transaction with the access point owner’s
account on the transaction authority 102. A short-range trans-
mitter access point sends a message to the electronic wallet
program containing the access point’s identifier which
spawns the appropriate user control in the user’s electronic
wallet 7.

[0078] Inorderto do this, the access point owner creates an
account with the transaction authority 102 and defines a
short-range transmitter access point including its behaviour at
the authority. The access point is then associated with its
owner’s account and is given a unique access point identifier.
The owner then sets up a computing device with wireless
communication capabilities. If the device is Internet-enabled,
it may log into the transaction authority 102 using an account
associated with the short-range transmitter access point own-
er’s account and retrieve its access point identifier. For
example, a cashier can log into a cash register using a sub-
account of the access point owner’s account, which transmits
the access point identifier from the transaction authority 102
to the cash register. The cash register is then associated with
the correct account, and can carry out transactions with users.
Alternatively, Internet-enabled short-range transmitter
access points may remotely be given their access point iden-
tifiers by an access point owner using an access point man-
agement tool, as described elsewhere in this disclosure.
Short-range transmitter access points without Internet access,
such as a realtor’s sign set up to distribute the realtor’s busi-
ness cards, can store their access point identifiers, for
example, by downloading the code stored in a predetermined
file format on a universal serial bus (USB) key and plugged
into the device, or by other similar mechanisms. The access
point owner can use a management tool to define the behavior
of the access point.

[0079] Once the user control is visible on the user’s com-
puting device, in this case shown as 67, the user interacts with
it, for instance dragging and dropping digital objects between
the user control and the electronic wallet 7, causing instruc-
tions to be sent over network 50 to transaction authority 102
which execute steps in the transaction.

[0080] An example of a user interacting with a short-range
transmitter access point may involve a user walking up to a
sign located at the front of a store offering coupons from that
store. The user connects to the access point, thereby spawning
acoupon dispenser in the user’s electronic wallet, from which
the user can download coupons into the user account. As
another example, a user can walk into the lobby of a fitness
club where the user has a membership and walk up to a
short-range transmitter access point near the entrance to the
area of the health club which is restricted to members only.
The user connects to the access point, which spawns a mem-
bership card receptacle in the user’s electronic wallet by
sending it a message, through which the user then logs in,
thereby gaining admittance. As another example, auser shops
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at a grocery store, brings the items to the checkout which has
an short-range transmitter access point connected to the cash
register. It spawns a payment receptacle in the user’s elec-
tronic wallet, which the user then uses to pay.

[0081] As another example, a user may go to the box office
of' a movie theatre which has an access point that spawns a
ticket dispenser, which may include facilities for choosing
what to purchase and may also include a payment receptacle.
The user selects the ticket from a dispenser, pays, downloads
the ticket into the user electronic wallet, proceeds to the
entrance which has an access point spawning a ticket recep-
tacle, where the ticket is automatically applied by the user’s
electronic wallet, thereby gaining admittance. As another
example, the user can create a short-range transmitter access
point in order to set up a cash register using the user mobile
device or laptop in order to take credit card payments at a
garage sale. It is noted that short-range transmitter access
points can be used in other ways. For example, if the user is
walking past a store that contains items in its inventory which
the transaction authority calculates the user would like, the
access point at the front of the store can cause the user’s
electronic wallet to ring and automatically spawn an access
point containing a message explaining that the store has an
item which he/she might want, complete with a coupon or an
information object describing the product.

[0082] Turning now to FIG. 5, it illustrates an example
embodiment of a geographical area access point paradigm. A
user typically interacts with a geographical area access point
601 directly through the user electronic wallet on a mobile
device 67, but may use an electronic wallet on some other
device also. Geographical area access points are predefined
geographical areas of the globe associated with an account on
the transaction authority 102. They are responsible for asso-
ciating the user in a transaction with the access point owner’s
account on the transaction authority 102. The electronic wal-
let program’s physical location is established using GPS sat-
ellite network 603 or other means elsewhere described, and
the location is then sent to the transaction authority 102,
which uses the location as well as other information to deter-
mine the polygon which the user is located in, thereby also
determining the account which the polygon is associated
with. The transaction authority 102 then sends a message over
network 50 which spawns the appropriate user control in the
user’s electronic wallet program 7. If the user is within the
area of multiple geographical area access points, disambigu-
ation methods may be used to choose one, for example an
auction between the various geographical access point own-
ers. In order to do this, the access point owner creates an
account with the transaction authority 102 and defines a geo-
graphical area as well as the type of access point (including its
behavior) associated with that area.

[0083] Once the user control is visible on the user’s com-
puting device, in this case shown as 67, the user interacts with
it, for instance dragging and dropping digital objects between
the user control and the electronic wallet program 7, causing
instructions to be sent over network 50 to transaction author-
ity 102 which execute steps in the transaction.

[0084] An example of a user interacting with a geographi-
cal area access point may involve an Italian restaurant which
defines a polygonal area in a plaza which is located just up the
street from the restaurant. A user enters the plaza and solicits
the user mobile electronic wallet to recommend a nearby
restaurant. Based on the user’s prior purchasing behavior as
well as other factors, the system determines that the user

Nov. 19, 2009

would enjoy eating at the Italian restaurant, spawns a coupon
dispenser in the user’s electronic wallet, which the user then
uses to download a coupon. The coupon contains an interac-
tive map which uses the mobile electronic wallet’s GPS capa-
bility to lead the user directly to the restaurant, where he/she
eats and then pays at the restaurant’s cash register in part by
using the coupon.

[0085] As another example, areal-estate company defines a
polygon in front of a low-tech billboard offering the business
cards of'its real-estate agents. A user stands in the polygon and
instructs the mobile electronic wallet to download the busi-
ness cards, at which point a business card dispenser is
spawned in the user’s digital electronic wallet allowing the
user to drag and drop the desired card(s) into the user posses-
sion. As another example, a mother defines a polygonal
access point hosting a cash dispenser which only her daughter
can access in front of the house belonging to her piano teacher
which only becomes active at 4 pm. The mother specifies the
logic using an access point management tool described else-
where in this disclosure. The girl attends her piano lesson
from 3 pm to 4 pm, at which point she stands in front of the
house and uses her electronic wallet to interface with the
access point, which spawns a cash dispenser, thereby allow-
ing the girl to claim her reward for attending the music lesson.

[0086] As another example, a camp ground defines poly-
gons on its camp sites which spawn payment receptacles,
thereby allowing campers to pay at the actual site. As another
example, a user specifies a custom-defined type of object
which looks like a three-dimensional model of a panda bear
by using an editor supplied by the system. As part of the object
definition, the user includes logic which accesses weather
data online and displays the panda holding an umbrella if it is
raining and wearing sunglasses if it is sunny. The user walks
down a street and uses his electronic wallet program to define
a geographical area access point comprising a point with a
five meter radius around it in public, which he associates with
apanda dispenser. Other users then visit that location and user
their mobile electronic wallets to download the digital panda.
Users can also define a geographical area access point and
associate logic with itto turn it into a game board, in which the
user has grouped other access points. The user could then link
digital object instances of the custom type, which can have
complementary logic of their own, to define a game. For
instance, users holding certain digital object instances while
standing in the game board could be marked as players in the
game and they could interact by moving other digital object
instances around the board from associated access point to
associated access point to further some goal, for instance in a
real-world game of digitally-enhanced capture-the-flag or
tag.

[0087] FIG. 6 illustrates an example embodiment of a
manual code input access point paradigm. A user generally
interacts with a manual code input access point 66 (here
shown as a printed ASCII code in a magazine) by manually
inputting the access point code into the electronic wallet
program (here shown running on a desktop computer 68). A
manual code input access point is an ASCII string associated
with an account on the transaction authority 102. It is respon-
sible for associating the user in a transaction with the access
point owner’s account on the transaction authority 102. The
electronic wallet program sends the code over network 50 to
the transaction authority 102, which chooses the account
corresponding to that code, and sends a message over network
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50 which spawns the appropriate user control in a web page or
the user’s electronic wallet program 7.

[0088] In order to do this, the access point owner creates an
account with the transaction authority 102 and chooses a code
as well as the type of access point (including its behavior)
associated with that code. The access point owner then has the
code printed on physical media such as signs, billboards,
magazines, etc. Because of their completely general nature,
codes can similarly be displayed on a web page, or broadcast
over television or radio, or even transmitted by flag sema-
phore, Morse code, or any other mechanism which humans
have devised for communicating words to each other.

[0089] Once the user control is visible on the user’s com-
puting device, in this case shown as 68, the user interacts with
it, for instance dragging and dropping digital objects between
the user control and the electronic wallet program 7, causing
instructions to be sent over network 50 to transaction author-
ity 102 which execute steps in the transaction.

[0090] As an example, a perfume company creates an
account on the system and uses an editor to create a manual
code input access point with the code ‘perfume’, and pro-
grams it to spawn a coupon dispenser which allows users to
download a coupon for the perfume being advertised bundled
with a custom-defined type which is displayed as a bouquet of
flowers. The perfume company then pays for an advertise-
ment in a fashion magazine, and in the corner of this ad it
encourages people to access the presently-described system
and enter the code. A user enters this code into her electronic
wallet program, which spawns the dispenser, allowing her to
download the bouquet object and the coupon for later use.
[0091] As another example, a user shops online at work
while on a break, but the system administrator does not allow
employees to install any programs on their work computers,
so the user cannot install the electronic wallet program and
therefore cannot complete the payment. The user clicks a
special button on the payment receptacle which saves the
shopping cart and issues the user with a code. The loads the
electronic wallet program on a mobile device, enters the code
into it, thereby spawning a payment receptacle filled with the
items from the shopping cart which were saved from the other
computer. The user then completes the payment on the mobile
device. Alternatively, the user might choose to go home and
complete the payment on his home computer. In this example
the code is a transaction identifier rather than just an access
point identifier, which allows the transaction details to be
associated with the payment receptacle.

[0092] As another example, a user visits a ferry dock, but
there are no ferries present. The user inquires when the next
ferry will arrive, and is informed that a schedule can be
downloaded by entering the code ‘ferry-schedule’ into the
electronic wallet on his smart phone. The user says the code
into the phone, which through voice recognition software in
the electronic wallet program translates it into the correct
code, causing the electronic wallet to spawn an information
dispenser. The user then downloads a digital schedule object
instance (defined from the custom type) or even just a data file
such as an ADOBE PDF file and is able to determine when the
next ferry will arrive.

[0093] As a final example, a user sees a billboard with a
code on it for downloading a free gift card. The user takes a
picture of the billboard using the digital camera in his smart
phone, at which point the electronic wallet uses optical rec-
ognition to recognize the code so that the user does not need
to type it in. The electronic wallet then spawns a receptacle,
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which automatically downloads the free gift card into the
user’s account. The codes described above can be strings of
text. Alternatively they can be images such as barcodes of
some other structured image which can be used as a code. In
addition, the transaction authority can support all the permu-
tations of access point paradigms and digital object types for
both receptacles and dispensers as well as any combinations
thereof.

Transaction Configurations

[0094] A transaction configuration (e.g., a system and/or a
method) integrates subsystems/modules for the purposes of
online and real-world transactions, for example, payments,
advertising, identity management, and the like. The central
transaction authority and the subcomponents of the transac-
tion authority are responsible for the different functions of
payments, advertising, and identity management shall be
referred to as the payment authority/subsystem, the advertis-
ing authority/subsystem, and identity management authority/
subsystem respectively. In addition, each type of object in the
system has a further authority/subsystem governing it. For
example, coupons can be implemented as part of the adver-
tising subsystem, and have a coupon authority/subsystem
which is a sub-component of the advertising authority. Each
subsystem as described herein is configured for stand-alone
operation and also can function in combination with others to
provide additional synergistic benefits.

[0095] FIG. 1q illustrates one example embodiment of a
system architecture overview. The system includes a user
computing system (or user computer) 100, a network 50, a
seller system 101, and a transaction authority system (or
transaction authority) 102. The user computer 100 is, for
example, a desktop computer, a laptop or network computer,
amobile phone (including smart phone), a mobile computing
device such as a personal digital assistant (PDA), or dedicated
electronic device for executing an electronic wallet program,
which is further described herein. The user computer 100, the
seller system 101, and the transaction system 101 are com-
municatively coupled through the network 50. It is noted that
the seller system 101 can be configured through one or more
computers that may function as a server (e.g., in communi-
cations with the user computer 100) or a server (e.g., in
communication with a transaction authority server 102).
Similarly, the transaction authority 102 can be configured
through one more computers and typically functions as a
server (e.g., in communications with the user computer 100 or
seller system 101). It is noted that in some configurations
described further herein the user computer 100 may be con-
figured in server role. As for the network 50, it is a data or
voice communication network or a combination thereof. For
example, the network 50 can be the Internet, a mobile phone
network, a public switch telephone network, or a combination
thereof.

[0096] FIG. 7 illustrates one embodiment of a high-level
architectural block diagram of a computer (or computer sys-
tem) 1. The architectural block diagram of the computer 1
comprises an example architecture that may be found in the
user computer 100, one or more computers of the seller sys-
tem 101, or one or more computers of the transaction author-
ity 102. Illustrated are at least one processor 2 coupled to a
chipset 4. Also coupled to the chipset 4 are a memory 6, a
storage device 8, a keyboard 10, a graphics adapter 12, a
pointing device 14, and a network adapter 16. A screen (or
display) 18 is coupled to the graphics adapter 12. In one
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embodiment, the functionality of the chipset 4 is provided by
a memory controller hub 20 and an I/O controller hub 22. In
another embodiment, the memory 6 is coupled directly to the
processor 2 instead of the chipset 4.

[0097] The storage device 8 is any device capable of hold-
ing data, like a hard drive, compact disk read-only memory
(CD-ROM), DVD, or a solid-state memory device. The
memory 6 holds instructions and data used by the processor 2.
The pointing device 14 may be a mouse, track ball, touch
screen, or other type of pointing device, and is used in com-
bination with the keyboard 10 to input data into the computer
system 1. The graphics adapter 12 displays images and other
information on the display 18. The network adapter 16
couples the computer system 1 to a local or wide area net-
work.

[0098] As is known in the art, a computer 1 can have dif-
ferent and/or other components than those shown in FIG. 7. In
addition, the computer 1 can lack certain illustrated compo-
nents. In one embodiment, a computer 1 acting as a managed
node lacks a keyboard 10, pointing device 14, graphics
adapter 12, and/or screen 18. Moreover, the storage device 8
can be local and/or remote from the computer 1 (such as
embodied within a storage area network (SAN)).

[0099] As is known in the art, the computer 1 is adapted to
execute computer program modules for providing function-
ality described herein. As used herein, the term “module”
refers to computer program logic utilized to provide the speci-
fied functionality. Thus, a module can be implemented in
hardware, firmware, and/or software. In one embodiment,
program modules are stored on the storage device 8, loaded
into the memory 6, and executed by the processor 2.

[0100] Embodiments of the entities described herein can
include other and/or different modules than the ones
described here. In addition, the functionality attributed to the
modules can be performed by other or different modules in
other embodiments. Moreover, this description occasionally
omits the term “module” for purposes of clarity and conve-
nience.

[0101] Inone aspect, the overall system is presented to the
user as an electronic “wallet simulator.” The electronic wallet
simulator comprises computer program code that corre-
sponds to a physical wallet and its content. The electronic
wallet simulator also includes a corresponding user interface
as is further described below. For ease of discussion, the
electronic wallet simulator will be referenced as an “elec-
tronic wallet” or “electronic wallet module.” FIG. 8 illustrates
an example of an electronic wallet module 7 during execution
with the user computer 100. The instructions comprising the
electronic wallet 7 are stored in the storage device 8. The
instructions are loaded into the memory 6 and thereafter
executed by the processor 2 of the user computer 100.

[0102] As noted with FIG. 7, the program code comprises
instructions storable in a storage device 8 and executable by a
processor 2. The electronic wallet module is configured to
execute on the user computer 100 and communicatively
couples with the seller system 101 and/or transaction author-
ity 102 as further described herein.

[0103] When executed by the processor 2, the electronic
wallet 7 mimics the look, feel, and functionality of a real
wallet which everyone carries in the user pocket. This is
accomplished by storing within the digital electronic wallet 7
a digital representation of physical objects typically found in
a physical wallet. The digital representations are provided
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with functionality that mirrors that of the corresponding
physical and tangible objects of the physical environment.
[0104] By way of example, the electronic wallet 7 can
contain digital representations of items such as cash, credit
cards, debit cards, gift cards, receipts, coupons, business
cards, identity cards, membership cards, etc. which the user
can manipulate in order to perform various functions within
the context of the overall system. The user interface of the
electronic wallet 7 is graphically rich, and all of the objects in
it are displayed as visual representations of their real-life
analogues. User interaction with the electronic wallet is also
very visual, and is within the context of a drag-and-drop
system. The drag and drop system is configured to allow the
user to issue commands to the system by dragging the digital
objects to and from or within the electronic wallet 7. When
such actions are undertaken the user interface cursor appro-
priately changes.

[0105] The electronic wallet 7 can be used to interact with
the transaction authority 102 through one or more access
points. The access points are associated with its payment,
advertising, and identity management subsystems. The
access points can be located online such as in the case of
websites or other programs. Alternately (or in addition) the
access points can be associated with physical manifestations,
for example, cash registers, signs, billboards, store fronts,
trains, or buses, that allow communication couplings, e.g.,
Bluetooth, WiFi (IEEE 802.11), infra-red, etc., with the user
computer 100 executing the electronic wallet 7. In addition,
access points to the system can be located in public, in which
case they can be more ephemeral and migrant. The user can
access the same account both online and in the real world
regardless of whether the user is using a compact form of the
user computer 100, e.g., notebook or mobile computing
device such as a smart phone.

[0106] Access points to the transaction authority 102
spawn user controls in the form of dispensers and receptacles
for the digital objects which are contained in the electronic
wallet. The user’s ability to drag and drop the various objects
in the electronic wallet 7 to and from these receptacles and
dispensers provides a mechanism for the user to interact with
the transaction authority 102.

[0107] The dispensers and receptacles work in a very flex-
ible way which varies in accordance with the objects which
they dispense and receive. For example, in the case of pay-
ment objects such as cash, credit cards, and debit cards, the
receptacle is a general payment receptacle at which users pay
for a transaction after having selected their items either at an
online or real-world store. This payment receptacle can simi-
larly act as a dispenser if the user changes the user mind half
way through a transaction and decides to drag a payment
object which they dropped into the payment receptacle back
into their electronic wallet 7. In the case of coupons, the
dispensers can take many forms such as banner ads in web
pages, whereas their receptacles are the same as the payment
receptacle used for payments, since the coupons are a type of
payment instrument.

[0108] Receptacles and dispensers can also sometimes act
differently, even for the same type of digital object because
they can have multiple purposes. For example, business cards
can be dropped into a receptacle communicatively coupled
with text fields that need to be filled out such as an address,
automatically filling out those text fields. Alternatively, a
business card can also be dragged into a different type of
business card receptacle, thereby giving the owner of the

APPL-1034
APPLE INC./Page 48 of 88



US 2009/0288012 Al

receptacle a copy of the card. Membership cards can be used
to log in to websites or to gain access to real-world establish-
ments. They are downloaded by dragging them from a mem-
bership card dispenser on a website or from a dispenser at a
real-world setting such as the front desk of a fitness club at
which a user has created an account or negotiated the right to
enter to the electronic wallet 7, and it can later be used to log
in to that site or gain entrance by dragging it from the elec-
tronic wallet 7 to a membership card login receptacle on the
site or located at a physical entrance.

[0109] Similarly, credit and debit cards can be dragged to
the electronic wallet 7 from appropriate dispensers on a
secure web page hosted by a bank or other financial institu-
tions. In other cases, objects are automatically pushed into the
electronic wallet from a dispenser rather than dragged. For
example, after a purchase has been completed, the user
receives a digital receipt. However, since the receipt is the
transaction authority’s confirmation of the completion of the
transaction, it is automatically pushed into the electronic
wallet 7. Alternatively, if a user leaves a web page after
creating a membership card without downloading it, it is
automatically pushed into the electronic wallet 7. These
examples are given only to illustrate the nature and flexibility
of dispensers and receptacles, and should not be construed as
limiting.

[0110] The system provides computer programs and other
facilities for defining the aforementioned “draggable” (or
drag and drop) objects. This is done by providing the designer
with an editor in the form of a standalone program or program
embedded in a web page containing a formal grammar which
can be implemented as a programming or scripting language.
This grammar is used by designers to precisely specify the
behavior of the draggable object. For those who are less
comfortable with programming environments, a front-end is
provided within the editor which translates a more graphical
means of specifying object behavior into the grammar. For
example, the system has editors for business cards which can
be employed by users to create their own customized business
cards. Similarly, the system provides a coupon editor and
grammar which allows advertisers to design coupons, includ-
ing its graphical appearance, terms, conditions, and other
logic governing it such as expiry date, value, whether certain
objects need to be purchased in order for the coupon to
become active, etc.

[0111] Editors also allow draggable objects to be defined
with more complex conditions as well as conditions which
access information within the system such as the user’s pro-
file, as well as information outside of the system but acces-
sible on the network, such as weather conditions. For
example, a coupon can be defined to be worth a certain dis-
count on a certain item if the customer is a man, and a different
discount on a different item if the customer is a woman.
Similar editors and grammars are provided by the system to
allow the design of membership cards, receipts, credit cards,
debit cards, etc. These are examples given only to illustrate
the nature and flexibility of the editors and grammars pro-
vided by the system, and should not be construed as limiting.
In addition, editors are used to provide definitions of their
respective draggable objects which are then stored by the
system. These definitions are then used to mint these objects
when they are created.

[0112] The transaction authority 102 similarly provides
programs and other facilities for defining, controlling, and
managing the aforementioned access points. This is once
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again done by providing the access point owner with an editor
in the form of a standalone program or program embedded in
aweb page containing a formal grammar which can be imple-
mented as a programming or scripting language. This gram-
mar is used by the access point owner to precisely specify the
behavior of the access point, and once again a user-friendly
front-end is provided within the editor so that people who are
not comfortable with programming can nevertheless use the
system without any problems.

[0113] By way of example, the editor can be used to define
the location of a real-world advertising access point which is
centered on a physical sign several feet away from a store’s
entrance and set it to dispense a certain type of coupon before
noon, and a different type of coupon for the rest of the day.
Similarly, the system can be used to define the location of a
real-world access point centered on a billboard advertising
the services of a real estate agent that spawns a business card
dispenser which is set to dispense that agent’s business cards.
These management programs are not necessarily mutually
exclusive, and can all be subprograms in a larger management
program. For example, a store owner can use the same pro-
gram to define the location and behavior of a coupon dis-
penser on the store’s web page, the location and behavior of a
coupon dispenser spawned by the cash register, the location
and behavior of a coupon dispenser spawned by an access
point in the plaza in front of the shop, as well as a business
card dispenser online, and another one at the cash register.
These are examples given only to illustrate the nature and
flexibility of the editors and grammars provided by the sys-
tem, and should not be construed as limiting.

[0114] In addition to letting the user interact with busi-
nesses and other institutions through access points both
online and in the real world, the system also allows users to
interact with each other. Users are able to use it to build a
social network by creating contacts with otherusers, and even
with businesses. Users can also import contacts from address
books and other social networks. Users can then use the
electronic wallet 7 to transfer money, gift cards, business
cards, etc. with their contacts who also have accounts with the
transaction authority, provided that the object is transferable
and/or shareable. The system maintains a record of the chain
of custody for each object in the system. For example, it can
track each individual coupon to see where it originated, who
shared it with whom, where it was spent, etc. This tracking
ability is very useful for marketing and profiling purposes,
allowing the system to bill advertisers only for advertise-
ments that led to sales. Once again, this example should not be
construed as limiting.

[0115] In addition, the system has many security features.
For example, the electronic wallet 7 establishes and maintains
an independent connection to the server. The vendor cannot
access or tamper with this connection. With most payment
systems, vendors have control over some aspect ofthe buyer’s
connection to the system, allowing for potential fraud to
occur. The presently described system avoids this problem
with its unique and secure transaction architecture and life
cycle as further described herein.

Secured Transaction Configurations

[0116] The configurations described herein provide for pri-
vate and secured electronic transactions. An electronic trans-
action generally involves three parties: a buyer, a seller (or
vendor), and a transaction system (or transaction authority).
The transaction authority holds one or more accounts for the
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buyer and the seller, and is authorized to facilitate transac-
tions for them. In order for a transaction to proceed, it is
necessary for the buyer, the seller, and the transaction author-
ity all to share the details of the transaction.

[0117] The configurations disclosed herein provide for a
different way to establish a transaction wherein the buyer
does not need to trust the vendor with any secret information.
Inone embodiment, each party runs a piece of software which
allows it to communicate with the other parties involved in the
transaction over a network connection. The transaction
authority executes an online server. The buyer executes an
electronic wallet program which communicates with the
transaction authority. The seller executes a server that com-
municates with the transaction authority and can also send
messages to the electronic wallet. The vendor connection to
the transaction authority is established and maintained with-
outthe aid of the buyer, protecting the vendor from tampering
by the buyer. Likewise, the buyer’s connection to the trans-
action authority is established and maintained without the aid
of the vendor, protecting the buyer from tampering by the
vendor.

[0118] Inoneembodiment, a transaction is established in a
way that neither the seller nor the buyer must entrust the other
with any secret information. The seller initiates the transac-
tion by communicating the details of the transaction, includ-
ing for example the shopping cart and shipping options, to the
transaction authority. The transaction authority then estab-
lishes the transaction based on this information and generates
a unique transaction identifier. The transaction identifier is
then sent back to the seller, who transmits it over to the buyer.
Thebuyer sends the transaction identifier back the transaction
authority which uses it to associate that buyer with the pend-
ing transaction. The transaction authority then transmits the
transaction’s details to the buyer. These details can include
any or all of the information uploaded by the seller as well as
other information, such as the seller’s name and the date, etc.
The buyer then instructs the transaction authority to complete
the transaction using the buyer’s desired payment instruments
and potentially shipping information without further interac-
tion with the seller. Finally, when the transaction is completed
by the buyer, the transaction authority informs the seller of
successful completion.

[0119] In this manner, the transaction went from establish-
ment to completion without the buyer or the seller ever trans-
mitting any secret information to one another. Furthermore,
the transaction was private because the seller never saw how
the buyer paid, only that the buyer paid in full. The only fraud
which could be perpetrated occurs if the seller transmits an
incorrect transaction identifier to the buyer. But even then,
since the buyer has an independent channel to the transaction
authority, the transaction which the fraudulent identifier
returns cannot be misrepresented by the seller to the buyer
since its details, including its price, are being sent from the
transaction authority to the buyer without tampering from the
seller, so the buyer will quickly become aware that fraud is
occurring. Furthermore, this sort of fraud exists for all pos-
sible payment systems, because a seller can always just
present a different price at the check out than they do in the
store, which amounts to the same thing.

[0120] In order for two independent parties, the buyer and
the seller, to know that they are participating in the same
transaction, they share at least one piece of data which defines
the transaction. In one embodiment this data is shared in the
form of the transaction identifier. Furthermore, this piece of
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data is a shared secret, not a secret which the vendor needs to
keep hidden from the buyer or vice versa. In this embodiment,
aminimum amount of sharing required for the various parties
to know that they are participating in the same transaction.
There are numerous ways in which three parties can achieve
this minimal level of sharing. The ways of doing so are
disclosed below.

[0121] The following disclosures make use of the term
communications channel to describe the connections used by
the various parties to communicate with one another to under-
take the transaction. The communications channel can be
persistent or intermittently generated on demand. The chan-
nels can make use of any kind of underlying communications
technology such as the Internet, wireless communications
such as Bluetooth, visual signals, the spoken word, the tele-
phone, or any combination of technologies.

[0122] As previously noted, the transaction authority 102
provides a mechanism for secured transactions between two
entities in a transactions, for example, between a user com-
puter configured to function in a buyer mode and a separate
seller system or a seller subsystem configured to operate in a
point of sale mode. FIG. 9 illustrates one example embodi-
ment of a transaction configuration for initiating and conduct-
ing a transaction between a buyer, e.g., through the user
computer 100, and a seller, e.g., through the seller system
101, facilitated by a transaction authority 102. FIG. 9 illus-
trates three communications channels, 103, 104, 105, 103
connecting the buyer and the seller, 104 connecting the seller
to the transaction authority, and 105 connecting the buyer to
the transaction authority. In one embodiment, communica-
tion channel 104 is established and maintained as needed by
seller 101 and transaction authority 102 independently of
buyer 100. Similarly, communication channel 105 is estab-
lished and maintained as needed by buyer 100 and transaction
authority 102 independently of seller 101. As described
above, any or all of the three communication channels can be
composed of various methods of communication and can be
persistent or intermittently established.

[0123] FIGS. 10, 11, 12, 13, and 14 also make use of the
same pieces to describe alternate transaction configurations.
Turning to the details of the transaction configuration illus-
trated and described previously, when the buyer has selected
one or more goods or services and indicated to the seller an
intent to enter into a transaction using the transaction author-
ity 102, the seller system 101 transmits (or sends) an instruc-
tion 106 over a communication channel 104 (e.g., through a
network such as network 50) to the transaction authority 102.
The instruction 106 for registration of a pending transaction
for one or more goods or services, includes the details of the
pending transaction (e.g., seller identity, description of items,
quantity and price; description of shipping options, etc.) and
the terms and conditions for the pending transaction (e.g.,
immediate sale, as is, etc.). The transaction authority 102
registers the pending transaction and generates a transaction
identifier. The transaction identifier is associated with the
pending transaction. The transaction system transmits the
transaction identifier in an instruction 107 to the seller system
101 over the communication channel 104. The seller system
101 transmits an instruction 108 over a communication chan-
nel 103 containing the transaction identifier to the buyer
through the electronic wallet 7 on the user computer 100.
[0124] The electronic wallet 7 through the user computer
100 transmits an instruction 109 including the transaction
identifier to the transaction authority 102. The transaction
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authority 102 matches the transition identifier with the regis-
tered pending transaction. Once matched, the transaction
authority 102 transmits over the communication channel 105
an instruction 110 to the electronic wallet 7. The instruction
110 includes the details of the transaction and terms and
conditions of the pending transaction to buyer’s electronic
wallet 100.

[0125] At this point the transaction proceeds between the
electronic wallet 7 in the user computer 100 and the transac-
tion authority 102 over the communication channel 105. This
interaction is directly between the electronic wallet 7 in the
user computer 100 and the transaction authority 102 and is
separate from seller system 101. When transaction authority
102 determines that electronic wallet 7 has fulfilled the terms
and conditions of the pending transaction, the transaction
authority 102 transfers resources from one or more buyer
accounts associated with the electronic wallet 7 to one or
more seller accounts associated with the seller system 101.
The transaction authority 102 also is configured to provide
separate confirmations of the transfer of resources to buyer’s
electronic wallet 7 and to the seller system 101 over the
respective communication channels 105, 104. In addition,
other data relevant for the transaction, for example, shipping
details provided by the buyer may be transmitted through the
appropriate communication channel. The seller can thereafter
provide the goods or services to the buyer according to the
terms and conditions of the transaction.

[0126] It is noted that there are many ways a buyer can
select one or more good or service and indicate intent to use
the transaction authority to undertake the transaction. For
example, the buyer can make those selections on the seller’s
webpage. In another example, the buyer can select goods in a
physical store and indicate verbally to a cashier the intent use
the transaction authority to undertake the transaction.

[0127] In the configuration as disclosed, the seller and the
buyer share only one piece of information, the transaction
identifier. This information is strictly an identifier and con-
veys no sensitive information; rather it only serves to allow
the transaction authority to match the buyer, the seller and the
transaction. All sensitive information is exchanged directly
between buyer and the transaction authority 102 over a sepa-
rate channel, or between seller and transaction authority over
a separate channel.

[0128] FIG. 10 illustrates one embodiment of a configura-
tion for initiating and conducting a transaction between a
buyer and a seller in which transaction identification infor-
mation flows in the opposite direction from the direction
described in FIG. 1d. In this example case, a buyer has
selected one or more goods or services for purchase. The
buyer electronic wallet 7 on the user computer 100 transmits
an instruction 112 over the communication channel 105 to the
transaction authority 102 to register a pending transaction.
The transaction authority 102 associates a transaction identi-
fier to the pending transaction and transmits a message 113
containing the transaction identifier over communication
channel 105 to the electronic wallet 7 on the user computer
100. The electronic wallet 7 on the user computer 100 trans-
mits over communication channel 103 a message 114 con-
taining the transaction identifier to the seller system 101.
[0129] The seller system 101 then transmits a message 115
containing the transaction identifier, details of the pending
transaction and terms and conditions of the selected one or
more goods or services to the transaction authority 102. The
transaction system matches the transaction identifier with the
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pending transaction and associates the details, terms and con-
ditions with the pending transaction. The transaction author-
ity 102 transmits over communication channel a message 116
containing the details of the transaction and terms and con-
ditions of the pending transaction to the electronic wallet 7 of
the user computer 100 105.

[0130] At this point the transaction proceeds between elec-
tronic wallet 7 on the user computer 100 and transaction
authority 102 over communication channel 105 separate from
the seller system 101. When transaction authority 102 deter-
mines that the electronic wallet 7 on the user system 100 has
fulfilled the terms and conditions of the pending transaction,
the transaction authority 102 transfers resources from one or
more buyer accounts to one or more seller accounts. The
transaction authority 102 also provides separate confirma-
tions of the transfer of resources to electronic wallet 7 of the
user computer 100 and seller system 101 over the respective
communication channel 105, 104. Other details optionally
can be provided that correspond to the transaction, for
example shipping details provided by the buyer. The seller
then provides the goods or services to according to the terms
and conditions of the transaction.

[0131] There are many ways a buyer can select one or more
good or service and indicate intent to use the transaction
authority to undertake the transaction. For example, the buyer
can make those selections on the seller’s webpage. In another
example, the buyer can select goods in a physical store and
indicate verbally to a cashier the intent use the transaction
authority 102 to undertake the transaction. In addition, as
noted previously, the transaction identifier provides a secured
communication linkage for completing a transaction.

[0132] FIG. 11 illustrates an embodiment of a configura-
tion for initiating and conducting a transaction between a
buyer and a seller in which transaction identification infor-
mation and the details of the goods or services in the trans-
action flow in the opposite direction from the configuration
described in FIG. 1d. In this configuration, the buyer has
selected one or more goods or services. The seller system 101
transmits a digitally signed message 118 with a seller public
identification (ID) along with the details of the pending trans-
action and terms and conditions of the pending transaction to
electronic wallet 7 on the user computer 100 over communi-
cation channel 103. The electronic wallet 7 transmits via the
user computer 100 a message 119 containing the digitally
signed message 118 to the transaction authority 102 over
communication channel 105. The electronic wallet 7 also
transmits an instruction to the transaction authority 102 to
register a pending transaction.

[0133] The transaction authority 102 verifies the digitally
signed message 118 of the seller. If verified, the transaction
authority 102 registers a pending transaction. The transaction
authority 102 also associates the details of the pending trans-
action and terms and conditions corresponding to the pending
transaction. The transaction authority 102 then transmits the
details of the transaction and terms and conditions of the sale
to the electronic wallet 7 on the user computer 100.

[0134] At this point the transaction proceeds between elec-
tronic wallet 7 on the user computer 100 and transaction
authority 102 over communication channel 105, separate
from the seller system 101. When transaction authority 102
determines that the buyer has fulfilled the terms and condi-
tions of the pending transaction, the transaction authority
transfers resources from one or more buyer accounts to one or
more seller accounts. The transaction authority 102 also can
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provide separate confirmations of the transfer of resources to
the electronic wallet 7 and the seller system 101 over the
respective communication channels 105, 104. The seller
thereafter can provide the goods or services to the buyer
according to the terms and conditions of the transaction.
[0135] There are many ways a buyer can select one or more
good or service and indicate intent to use the transaction
authority to undertake the transaction. For example, the buyer
can make those selections on the seller’s webpage. In another
example, the buyer can select goods in a physical store and
indicate verbally to a cashier the intent use the transaction
authority 102 to undertake the transaction. In addition, as
noted previously, the transaction identifier provides a secured
communication linkage for completing a transaction.

[0136] Turning now to FIG. 12, illustrated is an embodi-
ment of a configuration for conducting a transaction between
abuyer and a seller in which the buyer provides the seller with
a public ID to initiate a transaction. In this configuration,
when the buyer has selected one or more goods or services for
a transaction, the buyer transmits through the electronic wal-
let 7 of the user computer 100 and over communication chan-
nel 103, a message 121 containing public ID ofthe buyer. The
seller system 101 transmits a message 122 containing details
of the pending transaction and terms and conditions of the
transaction involving the selected goods or services to the
transaction authority 102. The seller system 101 also trans-
mits to the transaction authority 102 the public ID of the buyer
and an instruction to register a pending transaction. The trans-
action authority 102 registers the pending transaction. In
addition, the transaction authority 102 associates the details
ofthe transaction and the terms and conditions of sale with the
pending transaction. The transaction authority 102 also
matches the public ID of the buyer with the buyer account.
The transaction authority 102 then transmits over the com-
munication channel 105 to the electronic wallet 7 on the user
computer 100, the details of the pending transaction and the
terms and conditions associated with the pending transaction.
[0137] At this point the transaction proceeds between elec-
tronic wallet 7 on the user computer 100 and transaction
authority 102 over communication channel 105, separate
from the seller system 101. When transaction authority 102
determines that the buyer has fulfilled the terms and condi-
tions of the pending transaction, the transaction authority
transfers resources from one or more buyer accounts to one or
more seller accounts. The transaction authority 102 also can
provide separate confirmations of the transfer of resources to
the electronic wallet 7 and the seller system 101 over the
respective communication channels 105, 104. The seller
thereafter can provide the goods or services to the buyer
according to the terms and conditions of the transaction.
[0138] It is noted that there are many ways a buyer can
select one or more goods or services and indicate intent to use
the transaction authority 102 to undertake the transaction. For
example, the buyer can make those selections on the seller’s
webpage. In another example, the buyer can select goods in a
physical store and indicate verbally to a cashier the intent use
the transaction authority to undertake the transaction.

[0139] In addition, in this configuration the electronic wal-
let 7 on the user computer 100 transmits no private or confi-
dential information to the seller system 101. The seller system
101 shares only public information with the buyer. All sensi-
tive information is exchanged directly between electronic
wallet 7 on the user computer 100 and the transaction author-
ity 102 over a communication channel that is separate from
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the communication channel between the electronic wallet 7
on the user computer 100 and the seller system 101.

[0140] FIG. 13 shows an embodiment ofa configuration for
conducting a transaction between a buyer and a seller in
which the seller generates a transaction identifier to initiate a
transaction. In this configuration the buyer has selected one or
more goods or services and indicated to the seller system 101
an intent to enter into a transaction using the transaction
authority 102. The seller system 101 generates a transaction
identifier that is unique relative to other transaction identifiers
in the set of transactions operated by the transaction authority
102. There are many ways to ensure that the seller generates
identifiers that are unique. For example, large numbers of
unique transaction identifier could be given to the sellers in
advance of any transactions, a mathematical formula could be
communicated to the seller by the transaction authority when
the seller creates an account with the authority, which could
generate the transaction identifiers uniquely for that seller
such as an equation which simply concatenates a transaction
identifier that is unique in the seller’s system onto the end of
the seller’s public identifier.

[0141] The seller system 101 also transmits a message 125
containing the transaction identifier over communication
channel 104 to transaction authority 102. In addition the seller
system 101 transmits to the transaction authority 102 an
instruction (or in same instruction) to register the pending
transaction. The seller system 101 also transmits to transac-
tion authority 102 over communication channel 104, the
details of then pending transaction and the terms and condi-
tions associated with the transaction for the goods or services
selected by the buyer. The seller system 101 also transmits a
message 124 containing this transaction identifier over com-
munication channel 103 to the electronic wallet 7 on the user
computer 100. The electronic wallet 7 on the user computer 7
also transmits a message 126 containing the transaction iden-
tifier to the transaction authority 102 over the communication
channel 105. The transaction authority 102 then matches the
transaction identifier received from the electronic wallet 7
with the transaction identifier associated with the pending
transaction. If the match is confirmed the transaction author-
ity 102 transmits a message 127 containing the details of the
transaction and terms and conditions of sale to the electronic
wallet 7 on the user system 100.

[0142] There are many ways a buyer can select one or more
good or service and indicate intent to use the transaction
authority to undertake the transaction. For example, the buyer
can make those selections on the seller’s webpage. In another
example, the buyer can select goods in a physical store and
indicate verbally to a cashier the intent use the transaction
authority 102 to undertake the transaction. In addition, as
noted previously, the transaction identifier provides a secured
communication linkage for completing a transaction through
separation of the transaction along separate communication
links.

[0143] FIG. 14 shows an embodiment of a configuration to
conduct a transaction between a buyer and a seller in which
the seller sends details of a pending sale to the buyer to initiate
the transaction. Here, the buyer selects one or more goods or
services and indicates to seller system 101 an intent to enter
into a transaction using the transaction authority 102. In
response, the seller system 101 transmits a message 128
containing details of the pending transaction and terms and
conditions for the pending transaction for the selected goods
and services to the electronic wallet 7 of the user computer
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100 through the communication channel 103. The seller sys-
tem 101 also transmits the seller system 101 public ID to the
electronic wallet 7. The electronic wallet 7 in response trans-
mits to the transaction authority 102 over communication
channel 105 a digital message 129 containing the message
128 from the seller system 101 and an instruction to register
a pending transaction.

[0144] The transaction authority 102 registers the pending
transaction and matches public ID of the seller system 101
with an account corresponding to the seller system 101. The
transaction authority 102 thereafter transmits a message 130
to the seller system 101 over communication channel 104.
The message includes the details of the pending transaction
and the terms and conditions of the pending transaction. The
seller system 101 matches the details in received message 130
from the transaction authority 102, the details of the original
message 128, and transmits in response a message 131 to the
transaction authority 102 verifying the authenticity of the
pending transaction. The transaction authority 102 in
response transmits to the electronic wallet 7 on the user com-
puter 7 over communication channel 105 a message 132
containing a confirmation that the transaction can proceed, A
variation of this configuration involves the user completing
the transaction before the message 130 is sent to the seller
system asking of verification of the transaction details.

[0145] At this point the transaction proceeds between elec-
tronic wallet 7 on the user computer 100 and transaction
authority 102 over communication channel 105, separate
from the seller system 101. When transaction authority 102
determines that the buyer has fulfilled the terms and condi-
tions of the pending transaction, the transaction authority
transfers resources from one or more buyer accounts to one or
more seller accounts. The transaction authority 102 also can
provide separate confirmations of the transfer of resources to
the electronic wallet 7 and the seller system 101 over the
respective communication channels 105, 104. The seller
thereafter can provide the goods or services to the buyer
according to the terms and conditions of the transaction.

[0146] It is noted once more that there are many ways a
buyer can select one or more good or service and indicate
intent to use the transaction authority to undertake the trans-
action. For example, the buyer can make those selections on
the seller’s webpage. In another example, the buyer can select
goods in a physical store and indicate verbally to a cashier the
intent use the transaction authority 102 to undertake the trans-
action. In addition, as noted previously, the transaction iden-
tifier provides a secured communication linkage for complet-
ing a transaction through separation of the transaction along
separate communication channels.

[0147] Numerous transaction configurations have been dis-
closed herein, and it is possible for a person skilled in the art
to produce others based on minor variations of those already
disclosed. For example, there is another transaction configu-
ration which is similar to those disclosed in FIG. 5. In FIG. 5,
the seller generates a transaction identifier and shares it with
the buyer and the transaction authority. Similarly, it is pos-
sible for the user to generate the unique transaction identifier
by, for example by concatenating the user’s identifier with a
suffix unique to any such suffix in any transaction the user has
already undertaken, or some other method, and then sharing
the transaction identifier with the other parties. Similarly,
other minor variations exist which include making changes to
the disclosed transaction configurations such as switching the
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order of some of the configuration’s steps, such as sending the
various messages in a slightly different order.

[0148] Ifatany time during the initialization of any of these
transaction configurations a step fails, for example one party
uses the conveyed transaction identifier with the transaction
authority, but the authority has no record of the transaction, or
the transaction is not in the correct pending state, or there are
some other conditions on the transaction which cannot be met
such as the transaction violating the conditions of parental
controls put in place by the guardian of a user who is a minor,
then the violations are stored at the transaction authority 102
for security and debugging purposes and appropriate mes-
sages are sent to the parties. If the failure occurs after the user
has applied some payment instruments, the failure rolls back
their application.

[0149] Inthe preceding descriptions of the various transac-
tion configurations, terminology specifically related to a pay-
ment transaction was used solely for the purposes of clarity
and concreteness. All multi-party transactions facilitated by
the transaction authority can be described in terms of any of
the preceding transaction configurations. As such, the fact
that terms such as ‘buyer’ and ‘seller’ were used above should
not be construed as limiting, since the same configurations
can be used to undertake login transactions, digital object
download transactions including coupon, business card,
membership card, gift card, credit card, etc. download trans-
actions, digital object upload transactions, etc. Detailed
example embodiments of many of these transactions are pro-
vided below. Most are described in terms of the first transac-
tion configuration outlined above but with more details spe-
cific to the embodiments’ contexts added. Those skilled in the
art should be able to examine the relationship between the
first transaction configuration and the detailed example
embodiments of the various concrete transactions shown
below and produce similar detailed example embodiments for
each of the transactions based on any of the other transaction
configurations. The same is true for transaction types which
have only been alluded to briefly since they work in very
similar manners to the others. For example, all the digital
object upload transactions (those which use object recep-
tacles) use essentially the same data flow and all the digital
object download transactions (those which use object dis-
pensers) use essentially the same data flow.

Security Configurations

[0150] The configurations as disclosed may integrate vari-
ous security features to further enhance overall security. For
example, in one embodiment the electronic wallet 7 can be
configured to require a log-in. A user is typically asked for a
username and password when logging in to a system. This
login process may include a combination of actions. In addi-
tion to convention password access the electronic wallet 7 can
be configured to use other features found on the user’s com-
puting device such as an attached camera for photo validation
during log in. The photo configuration can be further pro-
cessed by taking various photos of a user face from slightly
different angles to reconstruct a partial 3D point cloud of the
user face. This can be compared to earlier point clouds asso-
ciated with the user’s account, or more generally a master
point cloud associated with the user’s account learned by the
system over many log in events by that user, to help identify
the user. Each successful log in can have its point cloud stored
or incorporated into the learned master point cloud. The rea-
son to use a point cloud instead of'a 2D image of the face is to
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keep people from simply holding a photo of the user up to get
past the security measure. Instead of'a point cloud, some other
means of visual comparison can also be used. There is much
published work about such details.

[0151] In addition to photo comparison or as an alternate, a
user may be required to provide some other form of biometric
scan, for example, a retina scan, a thumbprint, or speech
pattern. The user can input further security questions and their
answers through the electronic wallet 7. The user can also
answer predefined security questions, which he has already
input the answers to at some earlier time. The user can also
inputa “roaming password”, a password that is demanded the
first time a user uses an electronic wallet on a computing
device from which he/she has not logged into before.

[0152] Another optional security requirement may require
the user to connect the electronic wallet on a trusted comput-
ing device (i.e., one from which the user has successfully
logged into previously) to the electronic wallet on a user’s
other computing device in a secure manner either via a wire-
less protocol like Bluetooth or over a cable such as USB. The
presence of the trusted electronic wallet could be used as
further proof that the correct user is attempting to log in. In
this manner, the user could use the electronic wallet on the
user mobile device to aid in the login process of the electronic
wallet on a desktop computer.

[0153] In addition to user supplied details for security, the
user computing device can be secured through machine pro-
filing. The configurations disclosed herein are considered
“out of the browser sandbox.” This means that the electronic
wallet program has access to machine hardware and software
information which would otherwise not be available if the
program were hosted in a sandbox environment such as a web
page. Therefore, the user computer can be examined in order
to create a “fingerprint” of the machine which can aid in the
identification of the user. Examples of pieces of data which
can be used to produce such a “fingerprint” are the machine’s
MAC address, the machine’s CPU type, the machine’s name,
the operating system’s version, video card manufacturer,
BIOS version, which type of anti-virus is installed, etc. Any
piece ofhardware or software data discoverable by the system
can be used. This information can then be forwarded to the
payment system during account creation and/or log in. In
addition, levels of trust can be assigned to the electronic
wallet 7’s log in operation by the transaction authority 102
depending on various pieces of information such as how
many times the user input the user password incorrectly, the
user’s [P address, the country the user is in, the user’s com-
puter’s “fingerprint”, etc. If the machine is different than any
the user has ever logged into the transaction authority from
before, the transaction authority can require the user to
answer more security questions, do a biometric scan, make a
telephone call, or perform other security tests.

[0154] To enable this configuration, a transaction authority
102 server can maintain records associated with the user’s
account that store the “fingerprint” of every computer which
the user has ever logged in from, as well as dates and times
when the user was logged in from those computers. The
server can also cross-reference these computer “fingerprints”
with the IP address of the connection and thereby the approxi-
mate physical locations of the computers themselves during
each session.

[0155] To make the “fingerprint” more difficult to reverse
engineer, it may be encrypted using a key unique to each
user’s account which is accessible only to the real electronic
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wallet’s signed assembly. In some configurations only the
transaction authority 102 can decrypt the data, so that it is
harder for a hacker to see which pieces of hardware and
software data the electronic wallet is consider for that user.
Every user can be asked for a different ordered set of hard-
ware and software data.

[0156] Inoneembodiment, upon attemptingto logonto the
electronic wallet 7 for the first time on a specific computing
device, the electronic wallet 7 enters into a secure connection
with the transaction authority 102 (using for example SSL)
and the user enters the user username and password. This
information is sent to the transaction authority 102 along with
a bit telling it that this is the first time the user as ever logged
in from this computer. The transaction authority 102 reacts to
the bit by requesting the roaming password from the user.
When the user successfully inputs the roaming password a
key-pair associated with the user’s account is sent to the
electronic wallet and stored in the operating system’s key-
store in such a way that only the correctly signed assembly of
the electronic wallet 7 can access it. The private-key in from
the key-pair is used to decrypt the instructions defining the
ordered set of hardware and software statistics which the
electronic wallet must send back.

[0157] The electronic wallet 7 collects all the statistics that
have been predefined by the transaction authority as being
possible hardware or software statistics of interest and selects
the desired ordered set from that larger set. The current time
and date are added to this data, along with the computer’s IP
address, and any other such piece data of data which can keep
the encrypted string from being intercepted and simply
reused at will. The public key from the key-pair is then used
to encrypt the data into one big string and it is sent to the
transaction authority 102. The transaction authority 102
decrypts the data, compares the time and IP address to the
current time and the electronic wallet’s IP address, and if they
are the same, associates this “fingerprint” with the user’s
account. The instructions used to generate the “fingerprint”
were already automatically associated with the user’s account
when the account was created at some previous time.

[0158] The next time the user logs in from the same com-
puting device, the electronic wallet 7 enters into a secure
connection with the transaction authority 102 as before. The
user then enters the user username and password into the
electronic wallet. This is sent to the server and validated but
this time, the bit described above used by the electronic wallet
7 to claim whether it has logged in from that specific com-
puting device previously or not is set to claim it has. If the
login information is correct, the transaction authority 102
requests the key-pair which the electronic wallet 7 has stored
in the key-store of the user’s operating system the first time it
logged in from that computing device, which only it should be
able to recover. If the electronic wallet 7 fails to send this, the
user is asked for the user roaming password (and must poten-
tially complete other security tasks as well) again, and the
validation process continues as above. If the electronic wallet
7 does provide the keys, the “fingerprint” instructions are sent
to the user’s electronic wallet 7 which follows them to pro-
duce the “fingerprint” string as above. If the “fingerprint”
does not match any associated with that user’s account, then
the user is asked for the user roaming password (and must
potentially complete other security tasks as well).

[0159] If the time or internet protocol (IP) address checks
described above fail, then the security tasks which the user
must complete are more difficult, since it is likely that their
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failure would be caused by attempted fraud. In contrast, a
computer upgrade could cause the “fingerprint” not to match
with those associated with the user’s account at the transac-
tion authority. When a user first creates an account with the
transaction authority 102, the fingerprinting instructions as
well as the key-pair are generated and associated with the
user’s account, and the user sets the user username and pass-
word as well as roaming password and security questions, if
the user wants to be able to log in from a different location.
[0160] In addition to the above, the transaction authority
can also keep a table of all strings that have ever been entered
in attempts to log in as that user along with the count of how
many times each one has been entered. This can be used to
determine whether a potential hacker is attempting to make a
systematic search of the space of passwords trying to deter-
mine what the user’s password might be. The amount of
coverage as well as related statistics can be stored so that each
new log in attempt only requires a check whether that pass-
word has been used before, and then a quick update to the
coverage statistics rather than a complete recalculation. The
same sort of password logging can be used for any of the
security data requested from the system from the roaming
password, to biometrics, to the hardware and software finger-
printing.

[0161] Another security feature is anti-screen logging.
Key-logging is a simple malware attack used on computers to
spy on what users are typing. There are several ways to fight
this. Some programs use visual representations of keypads to
allow a user to log into their system. Such keypads can ran-
domly assign numbers to each rendered key so that the user
can log into a system using the mouse, and the position of the
mouse clicks cannot be “spied on” to ascertain the password.
Such systems can be overcome by “screen-logging” in which
apiece of malware repeatedly takes screen-shots of the user’s
screen contents in order to map the user’s mouse clicks to the
randomized keys. In order to take a screen-shot, the malware
usually gets access to the portion of the operating system’s
memory in which the operating system is rendering the screen
contents. This memory is not protected and is easy to gain
access to.

[0162] Parallel to this, the system can use hardware-aided
rendering of areas of the screen contents. While the comput-
er’s operating system is usually responsible for rendering the
contents of the screen via the memory mentioned above,
programs have the ability to make dedicated hardware render
a portion or all of what they need drawn to the screen. The
operating system leaves holes in its rendering of the screen
contents in the areas which are to be drawn by the hardware in
this way. The hardware produces renderings for these areas
and stitches these images together with the rest of the screen
contents as drawn by the operating system and then sends the
final image to the physical screen.

[0163] The embodiments disclosed combine the technol-
ogy of a randomized keypad with hardware rendering to
produce a keypad which cannot be screen-logged by simply
examining the operating system’s unprotected video
memory. This is useful because numerous pieces of malware
exist which actively attempt to steal online identities by spy-
ing on a user’s input using a combination of key/mouse/
screen logging. The present embodiment is much more secure
against all of these attack techniques.

[0164] Oneway to make use of the hardware compositing is
to dynamically generate and display a video which displays
the keypad in such a way that the user is not aware they are
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looking at a video. By capturing mouse events over the video,
it can be made interactive. In other words, one can make the
image displayed by the video change in response to mouse
clicks within the video. Standard techniques can then be used
to render the video via the dedicated hardware instead of the
operating system, for example using YUV-overlay. Other
techniques not involving the user of a video are well under-
stood and are often used in the computer gaming industry
where the hardware overlay is used for speedy rendering
rather than security measures.

[0165] In circumstances in which a payment receptacle,
further described below, is not part of the electronic wallet 7,
a final request for confirmation may be displayed in the elec-
tronic wallet 7 when the user completes a transaction, show-
ing all the details of the transaction, for example, contents of
a shopping cart and seller domain, so that the user has a final
chance to cancel the transaction. The confirmation user inter-
face can be part of the receipt which the user receives at the
end of the transaction. By placing the confirmation on the
receipt, the user can see what is being confirming while faced
with the task. The confirmation request can be associated with
a timer which cancels the transaction if the user does not
accept it using the interface before the timer expires.

[0166] Numerous methods can be used to communicate
between local pieces of the system securely. One method that
could be used to make sure that only a real copy of one piece
of'the system can communicate with another piece locally on
one computer is to sign the assemblies of these pieces and
then provide a secure location on the computing device, such
as the operating system’s key-store, which holds crypto-
graphic keys which can only be accessed by programs with an
assembly that is signed by the proper key. A properly signed
assembly can access a key pair that is used for all local
communication on the same computer, for example a coupon
dispenser communicating with the electronic wallet 7 using
an inter-process operating system message. Any program that
cannot access the key store due to an assembly that is not
properly signed can then not communicate with the other
pieces and therefore not pretend to be a piece of the system.
Whenever communication between local pieces of the system
is described, itis assumed that they can function is such a way.
Similarly whenever communication between remote pieces
of'the system is described, it is assumed that they can function
in a way which is secure, for example using SSL 3.0 over the
connection, or some other such means. Generally, communi-
cation between separate pieces of the described configura-
tions, which are running as separate processes on the same
computing device, can use numerous methods to communi-
cate, for example using sockets, shared memory, operating
system messages, the file system, communication to back to a
remote server, etc.

[0167] Timeouts may also be used in various contexts.
After atransaction is initiated, a timer starts, and if the correct
sequence of events and messages does not occur within a
certain interval of time, the transaction is cancelled, thereby
reducing or minimizing the amount of time a malicious adver-
sary has to mount an attack. Similarly if an electronic wallet
7 that is logged in remains unused for too long a period of
time, it can lock itself] requiring the user to re-authenticate in
order to open it. The re-authentication can be done with a
different password than the user usually uses, or just with a
biometric scan like a thumbprint. The period of time which
the electronic wallet 7 waits before locking can be set as a user
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preference associated with the user’s account. The timeout
period can be different for different versions of the electronic
wallet 7.

[0168] The electronic wallet 7 provides an interface which
allows parents to set controls so that children cannot misuse
the electronic wallet 7. This includes account and password
restrictions, as well as restricting the types of websites and
products on which the children can use their electronic wal-
lets, and the monetary value of a transaction or aggregation of
transactions.

[0169] Embedded user controls such as dispensers and
receptacles can be embedded in third-party webpage via
frame or iframe tags whose addresses are those of a domain of
the transaction authority 102 so that they have access to
cookies which only pages delivered by transaction authority’s
domain have and can be used in security checks, and also so
that they are not accessible by any scripting code on the
hosting page. Alternately, they can also be embedded directly
in a third-party webpage, without the use of a frame pointing
to the domain of the transaction authority 102. Even when
embedded in third-party web pages, such dispensers and
receptacles remain secure because the digital objects dragged
from or to them carry no private information, but only iden-
tifiers which act as pointers which are only understandable to
the transaction authority 102 so are not useful if intercepted
fraudulently.

[0170] The disclosed configurations may also make use of
watermarks and security cookies. A user’s security cookie
exists as a cookie in the cookie-store of each of the browsers
he/she may use to make transaction using the payment sys-
tem. It is an encrypted cookie that holds a unique string
associated with the user’s user account. This data is different
than the user’s user ID or password. Since only pages from
domains controlled by the payment system operator can
decrypt and read the security cookie this data it can be used to
make sure that fake receptacles cannot phish for payment data
and fraudulently try to apply the payment to a place the user
does not intend.

[0171] Similarly, each user may have one or more images
associated with an account, which forms a watermark for the
user. The watermark may contain other data as well, such as
colors and patterns and strings. If a receptacle is provided by
the correct domain in an iframe and is therefore able to read
the security cookie, it can transmit it in an encrypted form
back to the system and receive the user’s watermark. Alter-
natively, the watermark itself can be stored as a security
cookie. This watermark can then be displayed in the recep-
tacle in order to give the user visual feedback that the recep-
tacle is not fraudulent.

[0172] The electronic wallet can contain a news feed which
informs the user of all recent interesting activity related to the
user’s account. For example, it can inform the user of recent
transactions. This can be a security feature as it provides a
convenient interface for marking a transaction as fraudulent,
which the user would use if he/she logs in and notices a
transaction they did not make highlighted in the news feed.
Similarly, the news feed can display log in information. If, for
example, the last log in occurred from an IP address that is in
a very different place when it is geo-located than the log in
before that one, this can be displayed prominently as a warn-
ing in the news feed, and the user can be given instructions
what he/she should do if the log in was not performed by
them. To create such a news feed, every event in the system,
such as a log in or the completion of a transaction can create
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an entry associated with the user’s account which describes
the details of the event. The events could be of different types
which could determine how they are displayed in the news
feed and what level and type of interactivity they have.
[0173] Next, the system can be configured with role-spe-
cific identifiers. Every entity in the system, including user
accounts and digital objects can have a variety of identifiers
which are each only used for specific purposes. This allows
information to be controlled in specific ways. For example,
during the coupon download procedure as described below, a
coupon identifier can be transmitted from the coupon dis-
penser to the electronic wallet in order for the user to claim the
coupon. The identifier that is transmitted in that context could
be the coupon’s “Download Identifier”, which could only be
used to download the coupon, but could not be used to spend
it. When a user applies the coupon to a transaction, the user’s
electronic wallet has to transmit a different identifier to the
transaction authority, the coupon’s “Spend Identifier”. Simi-
larly, when sharing an instance of a coupon with another user
its “Share Identifier” might be sent, which allows the other
user’s electronic wallet to instruct the coupon authority to
access the coupon instance so the coupon authority can mint
a new instance based on its definition, but would not provide
the recipient with the “Spend Identifier” of the first user’s
coupon instance. This provides each entity related to an
account many unique identifiers, each of which can only be
used to uniquely specify the entity in a specific context.
[0174] When a user connects to a cash register using the
mobile electronic wallet 7, the user can transmit the user
“Public Identifier” to the cash register to allow it to download
the user’s public name and public image for disambiguation
and identification purposes. The transaction authority 102 on
the other hand would use the user’s “Private Identifier” for all
of'its internal dealings with the user’s account. This identifier
never leaves the transaction authority 102 because the user’s
other role-specific identifiers are used outside. Another
example is for a money transfer. The receiving user is able to
see who the transfer was from, but only from the sender’s
“Public Identifier”. The same is true for contacts in the social
network. It is noted that typically every type of entity has at
least a “Private Identifier” and a “Public Identifier”, but some
may have many more if they are entities, such as most of the
digital object, that are used in various contexts.

Payment Functional Overview

[0175] A transaction configuration includes at least two
roles. One role includes users. Users are people who use the
payment configuration to conduct financial transactions
through the electronic wallet 7. Financial transactions
include, for example, payment for transactions using their
electronic wallets 7 or to transmitting money to one another
using money transfers through the electronic wallet 7. The
other role is the seller (or vendor). The seller is an individual
or institution that uses the payment configuration as a mecha-
nism to permit their customers to pay for goods or services. In
this context, the terms seller can also extent to entities that
collect donations, e.g., goodwill institutions or religious insti-
tutions. Transaction configuration may also include a trusted
transaction authority as described earlier which can facilitate
the transaction between the buyer and seller.

[0176] As further disclosed herein, the transaction configu-
ration includes the electronic wallet 7 executing on the user
computer 100. The electronic wallet 7 includes a graphical
user interface configured to receive input from a user for

APPL-1034
APPLE INC./Page 56 of 88



US 2009/0288012 Al

interaction with the electronic wallet 7. The user interface of
the electronic wallet user 7 can be configured for “drag and
drop” interaction. The drag and drop interaction can be con-
figured for use on touch sensitive screens of a user computer
100 and non-touch sensitive screens of a user system, for
example, having a navigation joystick or mouse control. The
drag and drop system is configured to drag and drop payment
instruments and identification into payment receptacles in
order to respectively pay for purchases and fill out shipping
addresses. In one embodiment the electronic wallet 7 is pre-
populated with digital versions of familiar objects which are
commonly found in real wallets. The digital objects include a
digital representation of a physical manifestation or a logical
manifestation when a physical manifestation may not exist
(e.g., a membership card that is only provided in graphical
form as a card on a screen of a user computer 101 and not in
physical form). More details on the user interface objects are
provided elsewhere in the disclosure with additional descrip-
tion of the user interface.

[0177] In the preferred embodiment of the system, each
digital object associated with a user’s account is represented
in the user’s electronic wallet 7 in part by an identifier which
the transaction authority 102 can use to identify the records
related to the digital object which is at the transaction author-
ity 102. When the user initiates the drag of the graphical
representation of one of the digital objects stored in the elec-
tronic wallet 7, the electronic wallet 7 creates an entry in a
table (drag table) which stores the identifier of the object and
anumber which is randomly generated at that time and is not
found elsewhere in the table. The random number is part of
the data conveyed by the drag.

[0178] Ifthe graphical representation of the digital objectis
successfully dropped into a receptacle, then the random num-
ber is sent from the receptacle back to the electronic wallet by
means such as an operating system message, shared memory,
a socket connection, the file system, etc., which allows the
electronic wallet 7 to match the number in the table to retrieve
the digital object’s identity. The entry containing the random
number and the identifier is then removed from the table. This
bounce back shows the electronic wallet program that the
digital object was successfully dragged and dropped into a
receptacle and prompts the electronic wallet to send an
instruction containing the digital object’s code to the transac-
tion authority 102 in order to carry out the appropriate opera-
tion.

[0179] If the drag is not successful, the electronic wallet 7
removes the entry from the table. In the detailed embodiments
of the various transactions described later, it is often men-
tioned that the user controls, such as the dispensers and recep-
tacles, can communicate directly with the transaction author-
ity, or alternately can communicate with the transaction
authority via the electronic wallet. The first method is easily
enabled using AJAX or sockets, or something similar. The use
of'the drag table is a method which enables the second method
of communication. It does so in a way that is very secure,
since the user controls are not even passed the digital objects’
identifiers with the transaction authority let alone data that is
meaningful if stolen.

[0180] In addition, the electronic wallet 7 is secured from
phishing and similar security threats. The electronic wallet
comprises in one embodiment a standalone program that is
not susceptible to phishing like web-based systems. As a
standalone program the electronic wallet 7 has access to
information which is unavailable to programs located in web
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browsers, such as the hardware configuration information on
which the application is executing, thereby making it possible
to enhance security beyond what is possible in payment sys-
tems located in web browsers. In addition, the transaction
architecture ensures that no user secrets are ever shared with
a seller, therefore further securing the system from seller
fraud.

[0181] The electronic wallet 7 is also suited for micropay-
ment type applications in a cost effective configuration. The
drag and drop architecture applied to a “coin purse” user
interface of the electronic wallet permits transfer of coins
corresponding to physical coins through a drag and drop
operation that takes a few seconds to complete. Upon comple-
tion a transaction can be completed quickly without worries
about having to log in and authenticate on third party sites, for
example, video or music download or game playing web
sites.

[0182] The electronic wallet 7 also helps unify the online
and physical commerce environments. For example, user
may access the same system and the same account online
using a desktop version of the electronic wallet 7, and in the
real world using a mobile version of the electronic wallet 7.
Additional unification occurs with integration of advertising
and identity management.

[0183] The electronic wallet 7 is also configured for receipt
management. When a purchase is made, the electronic wallet
7 automatically receives a receipt immediately in electronic
form. This receipt is available for immediate organization,
search, storage, and other manipulation. Receipts can also be
issued for visiting an access point even if no purchase was
made. For example, this might be useful for tourists collecting
digital souvenirs for their scrapbooks, for children at theme
parks who wish to prove that they went on every ride, for
sports in which the participants must go to a series of check-
points such as orienteering, etc. Since receipts have a very
general grammar just like every other type of object in the
system, complex behaviors are possible such as a zoo being
able to automatically issue a coupon if a visitor has walked
past every exhibit.

Payment Configuration

[0184] The electronic wallet 7 includes a user interface
through which a user applies payment instruments to trans-
actions. The electronic wallet 7 is used in conjunction with
payment receptacles, which might be located in the electronic
wallet 7 itself or may be embedded in web pages or third-
party programs.

[0185] The seller system can include a shopping cart. The
shopping cart is the digital representation of the set of goods
and service which a user wishes to purchase from a seller. The
shopping cart can be configured to include specified shipping
methods, or even a selection of potential shipping methods
which the user will select one of during the payment process.
Each item in a shopping cart may include media such as an
image or video, an item code such as a universal product code
(UPC), an item price per unit, a currency, a quantity, a descrip-
tion, and other details corresponding to a transaction. The
items chosen for purchase in a real-world store can also be
considered to form a shopping cart once they have been
scanned into a cash register.

[0186] The seller system also includes a transaction access
point (or access point). FIG. 15 illustrates an example of a
transaction access point 9 during execution by a seller com-
puter in the seller system. A transaction access point (or
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transaction access point module) is a program that may be in
an applet, widget, or script code form and executable through
a processor 2 of a computer 1. The transaction access point
program may be written with the aid of an application pro-
gramming interface (API) opened up to sellers. The API
includes code for the seller system to represent the vendor to
the transaction authority 102 during a transaction. The trans-
action is set up when the electronic wallet 7 and the access
point interface. This can occur by way of any of the transac-
tion configurations disclosed earlier.

[0187] In the online version of a transaction life cycle, for
example, as described with previously, the transaction access
point is responsible for sending the transaction details to the
transaction authority 102. In this respect, the transaction
access point is function component of the seller system 101.
The transaction access point receives the transaction identi-
fier from the transaction authority, and conveying the trans-
action identifier to the user, potentially along with a page
embedding a payment receptacle. The transaction access
point can also receive notification of the transaction’s out-
come in order to update the page to reflect the event. In this
version the transaction access point can be thought of as code,
for example ASP or PHP code, running on the vendor’s web
server or local computer to execute these functions.

[0188] In physical environment transactions, the transac-
tion access point can be code that is embedded into a com-
puterized cash register (e.g., having computing components
similar to the computer 1). The code may any language that is
compatible with native code of the cash register, for example,
C# .Net, Java, ANSI C++, etc. As part of the cash register’s
normal functionality, the cashier uses it to scan physical items
that the user has chosen to purchase. The transaction access
point then packages these items into a shopping cart and uses
them to initialize a transaction.

[0189] As previously noted, the transaction authority 102 is
configured to facilitate completion of a transaction. As noted,
the transaction authority 102 has one or more servers config-
ured to store and process information pertaining to transac-
tions and payments. Processing includes authentication of
parties to the transaction, management of payment instru-
ments associated with a transaction, including application of
appropriate payment instruments applied to particular trans-
actions, transfers and management of user and seller
accounts, and a status of transactions, for example, pending,
completed, cancelled, refunded, and the like.

[0190] A payment instrument is a digital object associated
with a user account stored in a database of the transaction
authority. The payment instrument may be a graphical repre-
sentation within the electronic wallet 7 and can be applied to
a transaction in order to transfer value from a user to a vendor,
or group of vendors. The payment instruments can be cash,
credit cards, debit cards, gift cards, coupons, or any other
vehicles used to convey value from one entity to another. The
payment instruments may also be in the form of coupons,
which are further described below. Many payment instru-
ments, such as credit cards and debit cards have accounts
associated with them at other financial institutions such as
banks, credit card companies, payment gateways, or other
financial entities. The account may have associated curren-
cies which become associated with the payment instrument.
The transaction authority 102 acts as a bridge between the
payment instrument and the various financial institutions
which will be instructed to transfer funds during a transaction.
The transaction authority 102 may also provide users with
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financial accounts directly which can have payment instru-
ments associated with them. When a payment instrument is
applied to a transaction, the actions taken by the system can
depend on the details of the account. For example, the pay-
ment can be put into some form of escrow or can be trans-
ferred immediately.

[0191] In one embodiment, the payment instruments are
digital objects. As such they have definitions and instances.
Examples of such digital objects include credit cards, debit
cards, gift cards, coupons, and cash. Digital objects such as
credit cards and debit cards can have their definitions created
by financial institutions that issue such cards. For example,
there can be a definition for a Bank of America Visa Gold
Card, which Visa and/or the Bank of America define as having
certain graphics associated with it. An individual’s digital
Bank of America Visa Gold Card can then be associated with
that definition and include information specific to that user,
such as the account number and expiry date and even a secu-
rity code such as a personal identification number (PIN). As
with other digital objects, the electronic wallet 7 contains a
graphical representation which can be manipulated to affect
theunderlying entity. A user can customize the graphics of the
card so that a user defined graphic is shown in place of the
graphic defined by the definition. A definition might also not
be generated by the financial institution itself, but may be
automatically generated by the transaction authority 102 on
behalf of the institution.

[0192] The payment configuration also is configured to
generate digital receipts upon successful completion of a
transaction. The receipt is available for transmission to the
electronic wallet 7 at the user computer. The electronic wallet
7 may display receipts in a number of ways, for example, as a
graphical representation of a digital object, on a timeline, or in
atable. As with any of the digital objects in the system, a seller
may define (free form or through template) a receipt defini-
tion which allows the seller to control the layout and graphical
look of the receipts issued for their various transactions by
using provided as described elsewhere in this disclosure.
[0193] In addition, receipts can contain simple controls to
halt and refund the transaction or a portion of the transaction.
This may apply if, for example, the items in the transaction
have not yet shipped. The receipt may also contain controls to
give feedback about the purchasing experience. These feed-
back controls may be as simple as a thumbs up or thumbs
down, or a 5 star scale, or as complex as a detailed question-
naire. A user may choose the level of feedback they would like
to provide for a given transaction. User participation can be
encouraged by rewarding feedback with benefits such as cou-
pons. Receipts for transactions which require shipping can
also contain maps and the shipment’s tracking codes so that
the location of the shipment is automatically displayed to the
user on the receipt or elsewhere. This can be achieved simply
by providing the shipping companies with a convenient API
with which to get the data from them or potentially by scrap-
ing the data from existing facilities like the shipping compa-
ny’s websites.

[0194] In addition to the above, a digital receipt may be
used to return an item under warranty or a seller return policy.
This is done by connecting to a physical transaction access
point using the user electronic wallet 7 and selecting refund.
This opens a receipt receptacle which allows the user to
transfer the receipt to the cashier of the seller. The cashier uses
agraphical user interface in the cash register to mark an object
from the shopping cart as being returned. This then causes
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money to be refunded to the user via the transaction authority
102 and an appropriate payment instrument’s underlying
financial account. If there is choice, for example if a transac-
tion was paid for using more than one instrument, the user can
choose how much to return to each. Once an item is returned,
the user’s receipt can be updated to reflect that it has been
returned, for example a red line can be drawn through it.
[0195] The electronic wallet 7 can be configured to include
a pending transaction table. A user can choose to store any
pending transaction, which would then be put into the table
and allow the user to complete the transaction at a later date.
The transaction may have its associated payments rolled back
or not when it is stored in the table. Placing a transaction into
the pending transaction table can turn off the transaction’s
cancellation timer. If a transaction is reactivated by selecting
it from the table in some way, this action may open a payment
receptacle in the electronic wallet 7 or in a web browser and
load the details and state of the transaction so that the user can
continue with the payment. It is noted that some transactions
might be set by the vendor as being not storable. Transactions
which might benefit from being not storable might include
in-store transactions, transactions for digital content like a
video or MP3 download, and the like. If a transaction is set as
not storable the user interface may just not display the control
used by the user to store the transaction.

Initializing a Web Transaction

[0196] An electronic wallet 7 user can initiate execution of
a web-based transaction by filling a shopping cart in a con-
ventional process through a seller website accessed through a
conventional web browser on the user computer. At checkout,
a user selects a transaction payment method on the webpage
that corresponds to use of the electronic wallet 7. The selec-
tion on the webpage initializes a transaction. Selection of the
electronic wallet 7 for checkout causes an applet or script
loaded on the seller webpage to send an AJAX request back to
the transaction access point, which is a website server corre-
sponding to the seller system 101. The transaction access
point transmits the transaction details to the transaction
authority 102. The transaction authority 102 registers the new
transaction and returns a unique transaction identifier to the
transaction access point at the seller system 101. The trans-
action access point then returns the identifier to the applet/
script, which transmits the identifier to the electronic wallet 7.
Approximately simultaneously, the applet/script can cause a
payment receptacle to appear embedded in the seller webpage
as viewed by the user at the user computer.

[0197] Oncethe electronic wallet 7 receives the transaction
identifier, the transaction identifier is transmitted to a server
of the transaction authority 102. The transaction authority
102 matches the transaction identifier to the pending transac-
tion registered by the vendor and downloads the transaction
details to the electronic wallet 7. In response, the electronic
wallet 7 transmits the details to the payment receptacle. The
payment receptacle displays the details corresponding to the
transaction. The transaction is ready for the user to interact
with it in order to pay for the transaction.

[0198] Inanother embodiment, the payment receptacle can
be displayed in the electronic wallet 7 rather than be embed-
ded within the seller website. The flow of information is same
as described, except that the applet/script on the seller
webpage does not cause the payment receptacle to become
embedded in the seller webpage. Instead, the user interface of
the electronic wallet 7 displays a payment receptacle and this
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receptacle receives the transaction data which the electronic
wallet receives from the transaction authority 102. It is noted
that the location of the payment receptacle can be a user
preference.

[0199] FIG. 29 illustrates an example embodiment of a
process for initiating an online transaction between a seller
(or vendor) website and a buyer electronic wallet 7. When one
or more goods or services has been selected on a seller’s
website, the buyer clicks on button 400 on webpage 401
which causes message 730 to be sent over network channel
403 to seller 404 indicating the buyer’s intent to use the
present system to undertake the transaction. In this embodi-
ment, this message 730 is sent from webpage 401 using an
AJAX call, but other well-known methods exist. The seller
404 then sends message 731, including the details, terms and
conditions of sale of the one or more goods and services, over
communication channel 406 to instruct the transaction
authority 102 to register a pending transaction. The transac-
tion authority 102 registers the pending transaction and gen-
erates a transaction identifier, associates the identifier with
the pending transaction, and sends the transaction identifier in
instruction 732 to the seller 404 over communication channel
406.

[0200] The seller 404 then sends instruction 733 containing
the transaction identifier to webpage 401 over communica-
tion channel 403 as a response to the AJAX call (message
730). The webpage 401 then sends the transaction identifier in
message 734 to electronic wallet 7. In the one embodiment,
this is done using an operating system message, but other
well-known methods exist. Buyer’s electronic wallet 7 sends
instruction 735 including the transaction identifier to trans-
action authority 102 over communication channel 413. Trans-
action authority then matches the transaction identifier with
the registered pending transaction and sends instruction 736
including the details, terms and conditions of the pending
transaction over communication channel 413 to buyer’s elec-
tronic wallet 7.

[0201] At this point, one of two events occurs. Either the
details of the transaction are then displayed in a payment
receptacle (not shown) in electronic wallet 7, or a message
(not shown) is sent from electronic wallet 7, which includes
the details of the transaction, to the webpage 401 where the
details are displayed in a payment receptacle (not shown)
embedded in an inline frame which uses the transaction
authority 102 as its content provider. In this preferred
embodiment, the embedded payment receptacle is always in
the webpage 401, but the inline frame that contains it has
height=0, so it is not visible, and two messages are sent from
the electronic wallet 7, one of which is sent to the webpage
401 instructing it to increase the height of the inline frame,
and the other of which is sent to the inline frame to initialize
the contents of the payment receptacle. In either of these
cases, the buyer then carries out the steps necessary to com-
plete the transaction through the electronic wallet 7 and the
payment receptacle (not shown) without any interaction with
the seller whatsoever.

[0202] In this system, the seller and the buyer share only
one piece of information, the transaction identifier, which is a
trivial piece of data that conveys no sensitive information of
any kind, and only serves to allow the transaction authority to
match the buyer, the seller and the transaction authority. This
example shows in detail the one embodiment of a transaction
configuration described earlier in this disclosure. Once the
relationship between this example and the embodiment of the
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transaction configuration is understood, it will be clear to
someone skilled in the art that the other disclosed embodi-
ments of the transaction configuration can be similarly imple-
mented.

Payment in a Pending Transaction:

[0203] Turning next to payment in a transaction that has
already been initialized as described above, in one embodi-
ment a user pays by selecting a payment instrument from
within the electronic wallet 7 and dragging and dropping its
graphical representation into the payment receptacle. FIG. 16
illustrates an example embodiment of a drag and drop opera-
tion. As illustrated, the configuration for illustrating the drag
and drop operation includes a screen 201 of the user computer
100 communicatively coupled with a remote server 209 of the
transaction authority 102 through a communication channel
(e.g., through the network 50). Executing on the user com-
puter 100 is a browser program and the electronic wallet 7.
The figure illustrates a user interface of the electronic wallet
7 and a user interface 202 of a browser program (for ease of
discussion the browser program will be referenced as 202 and
is understood to refer to the processing or display as is appro-
priately understood for those skilled in the art. In addition, it
is noted that the electronic wallet 7 program may be inter-
changeably referenced in some contexts with reference to its
user interface. Within the browser program a webpage corre-
sponding to a website associated with a seller system 101 is
displayed onthe screen 201 to the user. The user interacts with
the webpage through the web browser 202.

[0204] Continuing, when a user is ready to make payment
for goods or services displayed in the payment receptacle
shown on the web browser 202, it sets in motion a process to
apply a user’s chosen method or methods of payment. Spe-
cifically, the user drags the graphical representation of an
object 204 corresponding to a payment instrument from its
drag origin (the electronic wallet 7) to drop onto a target 203
in web browser program 202. The target 203 corresponds to a
payment receptacle, further described below. The payment
receptacle may be within the electronic wallet 7, but in this
figure it is illustrated within the seller website shown in the
web browser 202. When the graphical representation of an
object 204 is dropped on drop target 203, a user interface may
open in the receptacle asking the user to specify a value such
as a dollar amount to charge against the payment instrument
if it is an object such as a credit card, debit card, or gift card
which can be used for charges of various sizes. It is noted that
a default amount can be set that corresponds to a total out-
standing balance. I[f the payment instrument is something like
cash which has a predetermined constant face value then that
face value is used. An instruction 207 is then transmitted over
communication channel 208 (e.g., through the network 50) to
remote server 209 of the transaction authority 102. This
instruction informs the transaction authority 102 to apply the
payment instrument.

[0205] The payment receptacle is configured to communi-
cate with the transaction authority 102 either through the
electronic wallet 7 as described previously in the discussion
of'the drag table, directly from the receptacle, or even through
the seller website to apply the payment instrument at the
specified value to the transaction. Depending on factors such
as the details of the account underlying the payment instru-
ment and the details of the transaction, the response may
cause the transaction authority 102 to apply the charge
directly or put the charge into some form of escrow or cause
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the transaction authority to instruct a financial institution to
do so. If the payment instrument includes a coupon, the pay-
ment receptacle may convey instructions to the system to
determine its value and apply it to the transaction, as
described below.

[0206] FIG. 17 illustrates one embodiment of initiating (or
providing) for display and execution a payment receptacle
embedded in the electronic wallet 7. The figure illustrates a
transaction authority 102, a credit card payment gateway 242,
and the screen 201 of user computer 100. The transaction
authority 102, the credit card payment gateway 242, and the
user computer 101 are communicatively coupled through a
network (not shown), e.g., network 50. As in FIG. 8, the
screen 201 of the user computer 101 displays a user interface
of'aweb browser 202 and a user interface 282 of the electronic
wallet 7. Here, the user interface of the electronic wallet 7 is
referenced differently because this configuration illustrates a
payment receptacle 283 coupled with the user interface 282 of
the electronic wallet 7. The electronic wallet 7 can be config-
ured in this mode to either incorporate the payment receptacle
program 283 or run in conjunction with the payment recep-
tacle program 283. Again, however, the electronic wallet 7
may be interchangeably referenced through the user interface
282 or the electronic wallet 7 and is understood to refer to the
processing or display as is appropriately understood for those
skilled in the art. Also displayed in the figure is a graphical
representative digital object 237 representative of a credit
card. This example shows the application of a credit card
payment to a pending transaction.

[0207] In this example, the user selects the digital object
237 corresponding to the credit card displayed in electronic
wallet program 282 and moves it by a drag 238 to drop on a
target 239. The target 239 in this example is the payment
receptacle module 283 displayed in electronic wallet 282,
separate from web page 202 on computer screen 201. When
the digital object 237 corresponding to the credit card is
dropped on drop target 239, payment receptacle program 283
transmits through the user computer 100 an instruction 702
containing identification information of the credit card over a
communication channel 222 (preferably secured) to the trans-
action authority 102. In one embodiment this identification
information is just the digital object’s identifier, but could be
the credit card number or portion thereof, expiration date,
name as appears on card, a random number linked to the drag
table as described earlier, or any combination of such data,
etc. The instruction informs the transaction authority 102 to
apply the credit card to the pending transaction being hosted
by payment receptacle program 283.

[0208] Referring to FIG. 18, it illustrates one example
embodiment of a process for applying a payment to a trans-
action in which a third-party payment authority is included.
The third-party payment authority may be a credit card com-
pany or other payment authority, for example, a bank or
payment clearinghouse. Here, the transaction authority 102
registers the request for credit as a pending payment and
transmits a message 707 over a communication channel 225
to the credit card payment gateway 242. The message con-
taining the identification details of the credit card and the
amount of credit to apply to the transaction as requested by
the user associated with the credit card. The credit card pay-
ment gateway 242 carries out its independent process to
approve or decline the request.

[0209] Ifthecreditrequestis approved, credit card payment
gateway 242 returns a message 708 to the transaction author-
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ity 102 indicating approval for the pending transaction. The
transaction authority 102 records the approval and transmits a
message 709 to the payment receptacle program 220 over
communication channel 222 instructing the payment recep-
tacle program 220 to display a graphical representation of
credit card 237 along with the approved value of the credit
card payment. If, however, the credit request is not approved,
the credit card payment gateway 242 returns a message to the
transaction authority 102 declining the transaction. In this
instance the transaction authority 102 cancels the pending
credit card payment and returns a message to payment recep-
tacle program 220 to display a message that the credit card
payment has been declined.

[0210] Turning to FIG. 19, it illustrates an example
embodiment in which a digital object from the electronic
wallet 7 corresponds to a debit card and an associated trans-
action process to apply it towards the transaction purchase
price. In this example, there is the screen 201 of the user
computer 100 and the transaction authority 102. The user
computer 100 and the transaction authority 102 are commu-
nicatively coupled together (e.g., through the network 50).
Within the screen 201 there is shown an electronic wallet 7
and the user interface of the browser program 202. Also
shown are a payment receptacle 220 and a digital object 250
corresponding to a debit card. The payment receptacle 220 in
this example is communicatively coupled with the webpage
of the website within the browser program 201. Thus, the
payment receptacle 220 is displayed as part of web page on
screen 201.

[0211] In this example, the user selects a the digital object
(here, a graphical representation) 250 corresponding to the
debit card and moves it with drag 251 to drop target 252 in
payment receptacle 220. When the digital object 250 corre-
sponding to the debit card 250 is dropped on drop target 252,
the payment receptacle 220 transmits an instruction 710 over
communication channel 222 (preferably secured) to the trans-
action authority 102 to apply it. In response to receiving the
instruction, the transaction authority 223 checks an account
held by the user of electronic wallet 7 to determine whether
sufficient resources are available for the payment requested.
If sufficient resources are available, the transaction authority
102 places the amount requested in escrow and returns mes-
sage 711 to the payment receptacle 220. The message
instructs the payment receptacle 220 to display a digital
object 252 corresponding to a graphical representation of
debit card along with details of the debit payment requested.
[0212] When the transaction authority 102 has determined
that the user has fulfilled the terms and conditions of the
pending transaction, the transaction authority 102 transfers
the resources from escrow to the account of the recipient of
the user’s payment. If, however, sufficient resources are not
available in the user account, the transaction authority 102
returns a message (not shown) to the payment receptacle 220
instructing it to display that the request has been declined. The
message may also include an instruction for the payment
receptacle 220 to remove the digital object corresponding to
the graphical representation of the debit card 250.

[0213] In this embodiment, the digital object correspond-
ing to the graphical representation of debit card 250 can be
displayed in forms other than conventional debit cards. For
example, the digital object 250 can be displayed in the form of
cash currency. Each graphical representation of a coin or bill
may have the specific value of that coin or bill associated with
it. When the graphical representation of a particular bill is
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dragged and dropped into the drop target 252, the instruction
sent to the transaction authority 102 carries the request to
debit the user account by the face value of the bill represented.
In this example, if sufficient resources are available in the
user’s account, the transaction authority 102 transmits a mes-
sage 711 to the receptacle 220 to display the graphical repre-
sentation the bill in the receptacle 220, along with the details
of the amount to be debited.

[0214] If after selection and approved application of the
first payment instrument an outstanding balance continues to
remain, the user can then drag and drop another payment
instrument of a same type in order to apply additional pay-
ment instruments toward the same transaction. The process
may continue until the outstanding balance is met, with the
payment receptacle providing visual details to the user about,
which payment instruments have been applied in what
amount toward the transaction and the transaction authority
102 keeping track of how much has been paid as well as the
size of the outstanding balance.

[0215] Inone embodiment, if after selection and approved
application of the first payment instrument an outstanding
balance continues to remain, the user can then drag and drop
another payment instrument of a different type or the same
type in order to apply additional payment instruments toward
the same ftransaction. FIG. 20 illustrates one example
embodiment of a process for applying multiple forms of
payment to a single online transaction. In this example, there
is the screen 201 of the user computer 100 and the transaction
authority 102. The user computer 100 and the transaction
authority 102 are communicatively coupled together (e.g.,
through the network 50). Within the screen 201 there is shown
auser interface of the electronic wallet 7 and the user interface
of'the browser program 202. Also shown are a payment recep-
tacle 220 and multiple digital objects 270, 271,272, 273, each
corresponding to a payment form, at least two of which are
unique relative to each other. In this example case, for ease of
explanation all four 270, 271, 272, 273 will be considered
unique. For example, the four payment forms 270, 271, 272,
273 may correspond to a credit card, a debit card, a coupon,
and cash (or any other form of payment). In addition, there are
shown four payment gateways 275, 277, 279, 281, each cor-
responding to a payment form represented by a digital object
270, 271, 272, 273. As in the above example, the payment
receptacle 220 in this example is communicatively coupled
with the webpage of the website within the browser program
201. Thus, the payment receptacle 220 is displayed as part of
web page on screen 201.

[0216] With respect to the transaction, the user drags
graphical representations of the digital objects 270, 271, 272,
273 corresponding to the differing payment forms from a drag
origin 269 to a target area (not shown) in the payment recep-
tacle 220. As each graphical representation a payment form
270,271,272 and 273 is dropped on its respective drop target,
the payment receptacle program 220 transmits a message
over a communication channel 222 (preferably secured)
instructing the transaction authority 102 to apply the payment
form to the pending transaction. Each payment instrument
can be applied in a separately from the others, or payment
instruments can be bundled together and applied together.
The business card may also be bundled with payment instru-
ments to conveniently apply both at once. The transaction
authority 102 then carries out the steps described previously
with respect to application of a payment to a transaction by
communicating with the respective payment gateways 275,
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2717, 279, 281 associated with each payment form 270, 271,
272, 273. Each time the drag of a graphical representation of
a form of payment results in a successful application of pay-
ment to the pending transaction, the transaction authority 102
transmits an instruction over the communication channe] 222
to the payment receptacle 220 to display a graphical repre-
sentation of that of payment form adjacent to the details of the
payment in a transaction summary (not shown), for example,
as described previously.

[0217] It is noted that the transaction authority need not
impose any artificial limit on the number and type of payment
instruments applied to the same transaction, though certain
coupons, for example, may contain logic precluding their use
with certain other coupons or forms of payment. A successful
application of a payment instrument can cause certain trans-
action data which may or may not be visible in the payment
receptacle 220, for example the outstanding transaction bal-
ance, to be updated. It also is noted that this payment process
may continue until the outstanding balance is met, with the
payment receptacle providing visual details to the user about
which payment instruments have been applied in what
amount toward the transaction and the transaction authority
102 keeping track of how much has been paid as well as the
size of the outstanding balance.

[0218] Once applied to the transaction, the payment instru-
ment can be graphically represented in the payment recep-
tacle 220. In order to rollback the application of the payment
instrument, the user can simply drag and drop it back from the
payment receptacle to the electronic wallet 7. The rollback of
the application works in a similar way to the application. In
one example embodiment, a drag back to the electronic wallet
7 from the payment receptacle 220 causes the electronic
wallet 7 to communicate with a server in the transaction
authority 102 to roll back the application. This rollback pro-
cess also includes communication with the underlying finan-
cial institution of the payment instrument, when necessary.
The transaction authority 102 response is processed by the
electronic wallet 7 and conveyed back to the payment recep-
tacle 220. The payment receptacle 220 updates certain trans-
action data such as the outstanding balance in response to the
rollback authorization.

Specitying Shipping Details

[0219] The payment receptacle 220 may include a display
of'one or more shipping options, which can be communicated
to it as part of the shipping details. The shipping options may
include shipping address, shipping method, and shipping for-
mat and price. A shipping option may already be pre-selected
based on past transactions history or information gleaned
during transaction initialization as part of the shopping cart. If
the potential shipping options are displayed in the payment
receptacle, the user can select to change the desired shipping
type which updates the transaction’s price both in the recep-
tacle, and in the transaction authority’s server.

[0220] The user can fill in shipping information (e.g., the
ship-to address) by typing information into provided fields in
the payment receptacle. Alternatively, the shipping informa-
tion may be automatically filled-in based on the user’s history.
Alternatively, the shipping information may be part of the
transaction details uploaded to the system during the initial-
ization of the transaction.

[0221] The shipping information may also be filled in by a
drag and drop into the payment receptacle through a pre-
populated piece of information or identification, for example,
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abusiness card. FIG. 21 illustrates one example embodiment
of a process for applying a shipping address to an online
transaction. In this example, there is the screen 201 of the user
computer 100, the transaction authority 102, and a business
card authority 266. The user computer 100, the transaction
authority 102, and the business card authority 266 are com-
municatively coupled together (e.g., through the network 50).
Within the screen 201 there is shown a user interface of the
electronic wallet 7 and the user interface of the browser pro-
gram 202. Also shown are a payment receptacle 220 and a
digital object 260 corresponding to a business card. The pay-
ment receptacle 220 in this example is communicatively
coupled with the webpage of the website within the browser
program 201. Thus, the payment receptacle 220 is displayed
as part of web page on screen 201.

[0222] Inorderto apply the address from the business card
to the transaction as a shipping address, the user selects the
digital object 260 corresponding to a graphical representation
of'a business card 260 from the electronic wallet 7 and moves
it with drag 261 to drop target 262 in payment receptacle
program 220. When the graphical representation of a business
card 260 is dropped on drop target 262, the payment recep-
tacle program 220 transmits a message 712 over the commu-
nication channel 222 to the transaction authority 102. The
message includes business card 260’s identifier. Upon
receipt, the transaction authority 102 transmits a message 713
over a communication channel 265 to the business card
authority 266. The message 713 requests a piece of data
associated with the business card 260. The business card
authority 266 retrieves the data from one of the business
card’s data sources which it has permission to access and
returns it in a message 714 to the transaction authority 102. In
response, the transaction authority 102 associates the data
with the pending transaction. The transaction authority 102
transmits the data with message 715 over communication
channel 222. In addition the transaction authority 102
instructs the payment receptacle program 220 to display a
graphical representation of business card 260 along with a
text representation of the address data associated with that
card. The shipping data is now updated and viewable for the
user. More details on business card configurations are pro-
vided below.

Completion of a Pending Transaction:

[0223] Once an outstanding balance of a transaction
reaches zero, it is ready to proceed to completion. In response
the payment receptacle 220 displays a ‘Complete Transac-
tion’ button that is user selectable. First, it is noted that for
security purposes the status of a transaction is calculated
based on the value of all the payments applied to the transac-
tion as stored by the transaction authority 102 and the pay-
ment receptacle 220. Before selection of the ‘Complete
Transaction’ button by the user, the transaction is still pending
and the user can choose to rollback the application of any of
the payment instruments or change shipping information as
he/she desires. Once the user selects the ‘Complete Transac-
tion’ button, the transaction authority 102 is instructed to
complete the transaction. This may include closing escrow or
transferring funds as needed between a variety of payment
gateways and financial institutions depending on the details
of the payment instruments which were applied to the trans-
action.

[0224] Once completed successfully, the transaction
authority 102 associates a digital receipt with the user account
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and sends it to the electronic wallet 7. The transaction author-
ity 102 also notifies the seller of the successful transaction and
provides a transaction report to the seller. The transaction
report may include details such as the chosen shipping
method, which coupons, if any, were used, the histories of the
coupons, (for example were they virally shared or simply
downloaded), where were they downloaded from, and the
like. This transaction report may be sent to the securely to the
seller system 101 or associated with a seller account at the
transaction authority 102 for later perusal.

[0225] Along with a digital receipt, a user may receive
coupons or a business card from the seller or affiliated sellers.
The user may also receive other digital media as a thank you
gift, such as for instance a 3D model of a panda which the user
can store in a digital inventory. The type of media associated
with the receipt may depend on any number of factors.
Examples of such factors include whether the user has a
membership card for the seller website or an affiliated site,
whether the user is a frequent customer, whether the seller or
an affiliate is having an advertising campaign on a specific
product related to the purchase and the like.

Transaction Cancellation:

[0226] During the course of a pending transaction, a user
may choose to cancel the transaction in the payment recep-
tacle 220. A cancellation action transmits an instruction to the
transaction authority 102 to rollback all of the applied pay-
ment instruments. Similarly, a transaction is cancelled if the
user closes the web browser or navigates away from the page
which contains the payment receptacle 220. Further, each
transaction may include a timer associated with it that cancels
the transaction after a certain pre-determined period of inac-
tivity. This could ensure that the transaction will cancel at
some point if it is not explicitly cancelled or the browser is
closed voluntarily or involuntarily prior to completion of a
transaction.

Executing a Transaction Through a Mobile Device

[0227] The configuration disclosed can be used for trans-
actions conducted through a mobile device such as a mobile
phone executing the electronic wallet 7. In an example trans-
action scenario, a user interacts with a cashier at physical
service or goods retailer as done in a conventional checkout
process at such institutions. The cashier rings up the sale
through a cash register/transaction access point as in conven-
tional processes. The user can indicate that they want to pay
with the configurations disclosed herein. Here, the user may
use a mobile phone to establish a communication link (e.g.,
BLUETOOTH or near field communication) with the trans-
action access point, e.g., the cash register. [f there are multiple
transaction access points in range, numerous methods can be
used for disambiguation, for example signal strength or
explicit user selection of the correct register. One the cashier
side, the cashier can also disambiguate users if more than one
is concurrently connected, again based on information such
as signal strength or explicit user selection.

[0228] Inconjunction with connecting with the transaction
access point, the electronic wallet 7 on the mobile phone may
transmit a public image and/or public name. The public image
and/or public name is received by the transaction access point
and displayed to the cashier. In response, the cashier selects
the received public image and/or public name corresponding
to the user. This beneficially increases security because a
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transaction is subject to a visual confirmation. Moreover, the
public image and/or public name selected may be visually
shown to the user and/or confirmed via a transmission from
the transaction access point to the electronic wallet 7.

[0229] Once the electronic wallet 7 and the transaction
access point have disambiguated one another, the parties can
enter into a transaction according to one of the transaction
configurations described with FIGS. 9 through 14, or varia-
tions thereof. In one example embodiment the transaction
access point transmits the transaction details to the transac-
tion authority 102. The transaction authority 102 registers the
transaction details as a pending transaction and returns a new
transaction identifier. The transaction access point sends the
transaction identifier to the electronic wallet 7 of the mobile
phone. The electronic wallet 7 of the mobile phone receives
the transaction identifier and transmits it to the transaction
authority 102 to download the transaction details. At this
time, the user may reject the transaction or proceed with
payment. The payment options may be predefined within the
electronic wallet 7 and displayed to the user in a selectable
form, e.g., list or menu. The predefined payment options may
include payment by a particular payment instrument or com-
bination of payment instruments that can be applied and
executed as described previously. Alternately, the user can
elect to pay using another method which opens the payment
receptacle 220 on a screen of the phone.

[0230] Once the payment option is selected the user pays in
a manner similar to the process described previously. For
example, the user drags and drops (e.g., with touch sensitive
screen embodiments of'a mobile phone) payment instruments
in order to pay. In the phone version the payment receptacle
220 can be configured for display on the screen of the mobile
phone as a part of the electronic wallet 7. If the phone does not
have a touch screen then selectable software and/or hardware
buttons on the mobile phone can be used to scroll through
payment instruments and apply them or roll them back. It is
noted that the electronic wallet 7 in the mobile phone con-
figuration may be coupled to the same accounts as the elec-
tronic wallet on other user computing devices, e.g., a desktop
computer. This beneficially provides a user with access to the
all the same forms of payment options including gift cards
and coupons downloaded from various sources, regardless of
the physical device interfaced with the user. When the trans-
action is complete, the cashier is notified and the user receives
a digital receipt potentially combined with other media such
as coupons as previously described.

[0231] It is noted that numerous techniques can be used to
ensure that the mobile device based electronic wallet 7 only
connects with authorized cash registers. Standard crypto-
graphic methods can be used to ensure that only valid cash
registers and valid electronic wallets can read the information
which the other sends. Further, hardware details, such as the
Bluetooth MAC address or similar data for other protocols,
can be included in the encrypted data and compared against
the MAC address of the connection to make it harder for a
hacker to redirect it to an unauthorized cash register or device.
[0232] FIG. 27 illustrates an example embodiment of a
process to use a mobile device to initialize a transaction in a
physical store using wireless communication with a cash
register. The buyer indicates physically to seller 284 an intent
to pay undertake a transaction for one or more goods or
services through the transaction authority 102. Seller’s cash
register 284 sends a message 721 which includes the details,
terms and conditions of sale to the transaction authority 102
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over network channel 286. The transaction authority 102,
registers a pending transaction, generates a transaction iden-
tifier, associates it with the pending transaction and returns a
message 722, which includes the transaction identifier, over
communication channel 286 to the seller cash register 284.
[0233] The seller cash register 284 sends the transaction
identifier in message 723 over wireless communication chan-
nel 297 to the buyer’s electronic wallet 7 on mobile device 67.
Electronic wallet 7 then sends message 724 to the transaction
authority 102 requesting the details of the pending transaction
associated with transaction identifier 292. The transaction
authority 102 then returns message 725 to electronic wallet 7
instructing it to display the details of the pending transaction.
The buyer proceeds with the transaction by further commu-
nication with the transaction authority 102 through selections
made in electronic wallet 7. When the transaction authority
102 determines that the buyer has fulfilled the terms and
conditions of sale, the transaction authority 102 transfers
resources from one or more buyer accounts to one or more
seller accounts and sends separate confirmations to electronic
wallet 7 and seller’s cash register 284 that the transaction has
completed.

[0234] The process of returning a purchased item can also
be configured. As in the case of a payment, a user and the
cashier first disambiguate one another during connection. As
before, this can be done using very short range radio proto-
cols, but could also be done explicitly. The user chooses to
transmit a receipt back to the cash register by associating it
with the receptacle, either using drag and drop or some other
mechanisms. This transmits the transaction identifier associ-
ated with the receipt back to the cash register. The cashier then
uses the transaction identifier to retrieve the correct transac-
tion details from the transaction authority and manipulates
the transaction as necessary, refunding the item if appropri-
ate. This manipulates the transaction’s record at the transac-
tion authority. When the cashier is done, the system automati-
cally notifies the user and updates the receipt displayed in the
user’s electronic wallet. Receipts can be shared in a manner
similar to business cards or coupons in order to allow, for
example, a wife to return something which a husband bought
by mistake.

Verbal or Visual Transaction Identification

[0235] In some scenarios a user may shop via a computer
that does not include an electronic wallet 7 associate with the
user. A web page of a seller system 101 may determine that
such electronic wallet 7 is not present. Rather than enable a
payment receptacle 220, the website may transmit a transac-
tion identifier to the user to complete the transaction at a later
time. In this case the transaction identifier may include a
predetermined expiry time, e.g., 2 days. This permits the user
to complete the transaction through an electronic wallet 7,
e.g., located on another device, within the time period asso-
ciated with the transaction identifier. To complete a transac-
tion, a user would enter the transaction identifier into an
electronic wallet 7 enabled on another device. Entry of the
transaction identifier initiates a process to claim the transac-
tion and then complete it.

[0236] Itisnotedthat the process of executing a transaction
using atransaction identifier may also be initiated in instances
where a valid electronic wallet 7 is executing. Such instances
may be initiated by a purchaser or a seller. This method
beneficially provides a user with additional security comfort,
particularly when engaged in a transaction in which the user
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does not trust the environment in which their private infor-
mation is susceptible to interception, for example, in a public
network access location. Likewise, if a user orders home
delivery of a service or good, for example, a pizza from a
restaurant, rather than provide credit card details over the
phone to the restaurant, the restaurant can provide the user
with the transaction identifier. The user can then input this
into an electronic wallet 7 enabled on a user computer device
100 to complete the transaction. Alternately, as previously
described, the user could establish the transaction by provid-
ing a transaction identifier to the restaurant to allow the res-
taurant (i.e., the seller) to complete the transaction through
the seller system 101 using one of the processes previously
described.

[0237] FIG. 28 illustrates an example embodiment of a
process to use a mobile device to make a payment by manu-
ally inputting a transaction code. The buyer indicates physi-
cally to seller’s cash register 284 an intent to undertake a
transaction through the transaction authority 102. Seller’s
cash register 284 sends a message 726 which includes the
details, terms and conditions of the transaction to the trans-
action authority 102 over network channel 286. The transac-
tion authority 102, registers a pending transaction, generates
a transaction identifier 292, associates it with the pending
transaction and returns a message 727, which includes trans-
action identifier 292, over communication channel 286 to
seller’s cash register 284. The seller communicates transac-
tion identifier 292 visually or verbally to the user, and the user
inputs the transaction identifier 292 into the electronic wallet
7 on mobile device 67 using a traditional input textbox (not
shown), or through other input means such as taking a digital
photograph with a mobile device 67 camera, or speech rec-
ognition of verbal input (all not shown).

[0238] The electronic wallet 7 sends message 728 to the
transaction authority 102 requesting the details of the pending
transaction associated with transaction identifier 292. The
transaction authority 102 then returns message 729 to the
electronic wallet 7 instructing it to display the details of the
pending transaction. The buyer proceeds with the transaction
by further communication with the transaction authority 102
through selections made in the electronic wallet 7. When the
transaction authority 102 determines that the buyer has ful-
filled the terms and conditions of sale, the transaction author-
ity 102 then transfers resources from one or more buyer
accounts to one or more seller accounts and sends separate
confirmations to the electronic wallet 7 and the seller cash
register 284 that the transaction has completed.

Split Payment Process

[0239] In some scenarios it may be desirable to efficiently
divide a single transaction among two or more purchasers (or
buyers). To achieve this, the process associates more than one
buyer account with the transaction and then calculates each
buyer’s paid amount by grouping the payments associated
with the transaction by their owner’s identifier.

[0240] In one embodiment, this functionality would be
used in a restaurant to conveniently split the bill among mul-
tiple patrons in a single party. Once again, any of the trans-
action configurations described above can be used, or any
variation on the transaction configurations disclosed herein or
in fact any other model of transaction. In one embodiment, the
restaurant creates a new pending transaction with the system
that is marked as splittable and prints the transaction identifier
it receives from the system onto the bill. Each of the patrons
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who would like to use the system to pay enters the transaction
identifier into the user electronic wallet 7. This accesses the
system and downloads the transaction details, including the
shopping cart. The electronic wallet 7 then provides the buy-
ers with a convenient interface for claiming items from the
shopping cart. As the buyers claim items, the items become
unavailable to the other buyers. Each buyer’s outstanding
balance complete with prorated tax and tip can be displayed.
A convenient interface can be provided to specify the size of
the tip. For example, a slider can be provided that allows the
user to select between percentages. Alternatively to the buy-
ers selecting items from the shopping cart, the buyers can just
select a certain percentage share or dollar value of the entire
bill. The interface can also allow users to claim a portion of an
item, if that is preferable.

[0241] Once the buyer has chosen a share of the bill, the
buyer can complete the transaction as before, by applying
payment instruments to the payment receptacle. When a
buyer completes the share of the transaction the seller is
notified via the user transaction access point about how much
of the outstanding balance has been paid. This notice can
explain how much of the paid value has been applied to the
core of the bill, how much has been applied to tax, and how
much to tip, as well as which items have been paid for giving
the seller an easy way to inform customers using another form
of payment what is still owed. The seller can then choose to
close the transaction by, for example, entering the amount
paid by other means, thereby informing the system that the
transaction is complete.

[0242] Asbefore, each buyer receives a receipt detailing the
user part in the transaction, and potentially giving different
associated media to different buyers. For example, a regular
customer (one who has performed many transactions with
that seller, or one who has a membership account with that
seller, or one who is in some other way explicitly affiliated
with that seller) receives an invitation ticket to a customer
appreciation day, while another buyer who participated in the
same transaction might receive a more general coupon, or
even nothing with a receipt.

[0243] A similar method can be used whereby an online
transaction can be shared among multiple electronic wallet
users. One way to do this is for one user to be the primary
purchaser who communicates with the seller’s transaction
access point to initialize the transaction. Once the transaction
is established, that user can then choose to share the pending
transaction with a number of contacts, who can each choose
to accept or reject the transaction. If they accept it, it becomes
associated with their accounts and they can pay for a portion
of'the shopping cart as described above, using their computer-
based electronic wallets or their mobile device-based elec-
tronic wallets. Each sharing event can have a time limit asso-
ciated with it and if a user has not either accepted or rejected
the transaction in the given time limit, the transaction can
automatically be rejected by them. If all of the users have
either rejected the transaction or paid their share and the total
has not been reached, the payers can all be notified, or alter-
natively only the primary purchaser can be notified, and
he/she can either add more payments himself’herself or can
try to share the transaction with more contacts etc. Since all of
the contacts may not be online simultaneously, the transaction
can be stored as pending while the timers associated with the
sharing have not run out.

[0244] FIG. 30 illustrates an example embodiment of a
process where one or more buyers split the cost of a transac-
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tion in a store such as a restaurant, where at least one buyer
uses the transaction authority 102 for his share of'the bill. For
clarity, this example shows two buyers, both with electronic
wallets, splitting one transaction. Here, two buyers indicate
physically to the seller that they wish to share the transaction
through the transaction authority 102. The seller cash register
284 transmits a message 737 which includes the details, terms
and conditions of the transaction, along with an indication
that the transaction may be split between buyers, to transac-
tion authority 102 over network channel 286. The transaction
authority 102 registers a pending transaction, generates a
transaction identifier, associates it with the pending transac-
tion and returns a message 738, which includes the transac-
tion identifier over communication channel 286 to seller’s
cash register 284. The seller cash register 284 then associates
a short 1D string for disambiguation purposes (for example,
three numerical digits or the name under which the restaurant
reservation was made) with this transaction identifier.

[0245] At this point each buyer must become associated
with the correct transaction, and this can be done in several
ways as described earlier in the disclosure in the section
related to the various transaction configurations, but for this
embodiment we describe that the seller verbally or visually
communicates the short ID string to both buyers, and each
buyer inputs this short ID string into their electronic wallets 7
and 7a. The electronic wallets 7, 7a then send messages 739,
739a respectively by wireless communication such as Blue-
tooth to seller’s cash register 284 requesting the full transac-
tion identifier as provided by transaction authority 102, and
seller’s cash register 284 responds with messages 740, 740a
respectively including the transaction identifier. The elec-
tronic wallets 7, 7a then send messages 741, 741 a respec-
tively to transaction authority 102 requesting the details of the
pending transaction associated with the transaction identifier.
Transaction authority 102 then returns messages 742, 742a
respectively to electronic wallets 7, 7a instructing them both
to display the details 298 and 2984 of the pending transaction.

[0246] At this point each buyer responds by selecting from
the details 298 and 298a of the pending transaction the items
or portion they intend to pay for. As each item or portion is
selected by the two buyers, messages are sent by their respec-
tive electronic wallets 7, 7a to transaction authority 102
which updates the pending transaction and sends messages to
each electronic wallets 7, 7a to update the details of transac-
tion showing the items chosen by each buyer. When all items
have been chosen by one of the buyers, each buyer selects to
complete the transaction causing messages to be sent to the
transaction authority 102. Transaction authority 102 then
sends each buyer an updated summary of their respective
portions of the transactions, and each buyer then proceeds to
complete their portion of the transaction in the manner
described elsewhere in this disclosure for simple one party
transactions. As each buyer completes his portion of the trans-
action, transaction authority 102 transfers resources from one
or more of the buyer’s accounts to one or more of the seller’s
account and sends confirmation to seller’s cash register 284
and sends a receipt to the buyer’s electronic wallet program.
Any portions of the transaction that are not completed as
described above remain shown as unpaid on the seller’s cash
register 284, allowing one or more of the buyers to pay with an
alternate payment method if desired.

[0247] As shown above, this system enables all buyers in a
shared transaction to pay separately and by any means of
payment as long as at least one buyer pays through transaction

APPL-1034
APPLE INC./Page 65 of 88



US 2009/0288012 Al

authority 102. It also allows all buyers who pay through
transaction authority 102 to use all forms of payment in their
accounts including digital coupons. Because each buyer sees
only his own form of payment when paying through his
electronic wallet program, the stigma of using coupons is
eliminated.

[0248] Inother similar embodiments, the buyers receive the
short ID string for identifying the correct transaction by wire-
less means. For example, seller’s cash register 284 can broad-
cast the short ID string to all mobile devices with open elec-
tronic wallet programs within wireless range. Buyers can
select to receive the list of short ID strings for all pending
transactions in the vicinity, and select the correct string based
on further information from the seller for the purpose of
disambiguation. At this point the transaction continues as
described above, after the point at which the buyer has input-
ted the correct short ID string. Alternatively, the all short
transaction IDs broadcast by seller’s cash register 284 can be
bundled with the full transaction identifier, such that when
each buyer individually selects the correct short ID string,
their electronic wallets 7, 7a send the transaction identifier
directly to payment authority 102 over communication chan-
nels 289, 2894 respectively, and the transaction process pro-
ceeds as described above at the point where transaction
authority 102 returns the details of the transaction to the
buyers. Another embodiment, which has been described more
fully elsewhere in this disclosure, involves the buyers logging
in to the cash register which then displays their public names
and public images such that the seller can select the correct
buyers and group them for a particular transaction.

[0249] In these embodiments, the short ID strings are only
provided to the buyers for convenience in the process of
disambiguating between several possible pending transac-
tions. It will be clear to someone skilled in the art that the full
transaction identifier can also be used directly by buyers to
identify the correct transaction, either by selecting it from a
list that was wirelessly received or manually inputting it in
some way into the electronic wallet. Any permutation of
access point types and transaction configurations can be used.

[0250] As previously noted, transaction authority 102 pro-
vides a mechanism for splitting transactions between mul-
tiple buyers. FIG. 31 illustrates an example embodiment of an
interface that enables two buyers to share a transaction in a
restaurant. As previously described, the transaction authority
sends the details of the shared transaction to each of the
electronic wallets 7, 7a on mobile devices 67, 67a. At this
point we will show how one buyer, the user of electronic
wallet 7, interacts with the interface, and the other buyer, the
user of electronic wallet 7a has not yet made any selections.

[0251] The user selects items from the displayed transac-
tion details 417 which show all items associated with the
transaction. Initially the items are displayed under a heading
“unclaimed” 416. When an item is chosen, the number of
unclaimed items of that type is decremented by one, and the
number of claimed items of that type under the heading
“mine” is incremented by one. Also, a message is sent to the
transaction authority (not shown), which instructs the trans-
action authority to associate that item with the user of elec-
tronic wallet 7, updates the transaction details displayed in the
electronic wallets of all the buyers in the shared transaction to
reflect this change, including the cost summary 418 on the
electronic wallet 7. At any point in the transaction, the buyer

Nov. 19, 2009

can also determine a tip, if applicable, which can be done
through a graphical slider 420 which changes the tip portion
419 of cost summary 418.

[0252] The user can select to cancel their participation in
the transaction or proceed with the transaction by selecting
from controls 421. From that point, the transaction can pro-
ceed as described elsewhere in this disclosure, with a pay-
ment receptacle being displayed on the electronic wallet, or
alternatively, by an automated sequence where the selection
of the OK button causes the electronic wallet to conclude the
transaction with a pre-selected form of payment. The other
buyer in the transaction follows the same process to select and
pay for items from the unclaimed list, which this figure shows
as having been decremented by the items previously chosen
by the user of electronic wallet 7.

Alternate Payment Process

[0253] An alternate payment process is configured so that
the payment instrument’s true data is stored with the graphi-
cal representation of that payment instrument. In this configu-
ration dragging and dropping the graphical representation
actually transmits the actual account information into the
payment receptacle 220. The payment receptacle 220 trans-
mits this data directly to the seller system rather than through
the payment authority 102. To help secure the transaction,
either the user computer 100 or the seller system can initiate
establishment of a secured communication channel prior to
transmission of the data between the two entities. Moreover,
the data itself can be encrypted prior to transmission with
decoding data sent separately from the encrypted actual
account information.

Upftront Currency Conversion:

[0254] Each payment instrument which represents some
form of financial account or gift card has an associated cur-
rency. Every transaction also has an associated currency
specified by the currency of the account which the vendor has
chosen to use to receive the funds required to complete the
transaction. When a user selects through the electronic wallet
7 a payment instrument of a type which has an associated
currency, the currency associated with the instrument is com-
pared with the currency of the transaction. In response, an
upfront currency conversion is shown in the payment recep-
tacle 220. That is, data such as the outstanding balance is
shown in both currencies, allowing the user to accurately
gauge the price of the transaction. Once the payment instru-
ment is applied, the value of the payment it represents is
shown in both currencies which may be shown as, for
example, a tool-tip when the user rests the user cursor’s
hotspot over the instrument.

[0255] The currency conversion can be performed dynami-
cally by having the system communicatively coupled with a
foreign exchange system. Depending on the length of time
that a currency conversion remains static, and the amount of
risk the system is willing to withstand, different rates can be
used. A rate may potentially change many times per second,
which can be reflected in a fluctuating valuation. It is unlikely
that a currency conversion rate could fluctuate so dramati-
cally over the course of a consumer purchase that the actual
price changes, but if it does the user can be notified explicitly
of the event to help keep the user informed.

Wireless Cash Register

[0256] The electronic wallet 7 in some embodiments may
be configured to function as a transaction access point. The
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configuration is created by associating tables (e.g., in a data-
base or file in the storage device 8) of the user account to now
allow receipt of funds similar to a seller account. The user can
further structure the configuration to select acceptable pay-
ment instruments for received incoming funds. The cash reg-
ister could then accept incoming connections in the same
manner any other real-world transaction access point to facili-
tate transactions. In one embodiment, the wireless device acts
as an access point as described above. Similarly, the user can
use other types of access points to make a transaction access
point, such as geographical access point, manual input access
point, or even an online access point.

Abstraction of True Account Details so that the Transaction
Authority does not Store any Real Account Information for a
User’s Payment Instruments

[0257] The electronic wallet 7 does not necessarily hold the
actual underlying account’s information for the instances of
payment instruments it contains. The electronic wallet 7 may
just hold an identifier which points to each payment instru-
ment’s actual data including underlying account information,
which s securely stored at a server in the transaction authority
102. Actual account numbers can even be abstracted away
entirely, so that even the transaction authority does not store
the user’s real account number or related information. For the
example of a credit card, to initialize the payment instrument,
the user inputs credit card details into the electronic wallet 7
including, for example, the credit card number, expiry date,
and other pertinent credit card details. The electronic wallet 7
transmits those details to the transaction authority 102 in a
secure manner, e.g., over a secured communication channel.
[0258] The transaction authority 102 contacts the credit
card company which determines the validity of the informa-
tion. Once verified, the credit card company uses an API or
some other means, to associate the user’s real card number
with a newly generated special identifier that is meaningless
other than as a means to look up the real credit card number in
the credit card company’s database. The credit card company
returns the new identifier to the transaction authority 102,
which associates it with the user account. The transaction
authority 102 then transmits to the electronic wallet 7 either
the new identifier, or alternately an internal identifier that
points to the new identifier securely stored at the transaction
authority 102. The transaction authority 102 may also trans-
mit potential other pieces of data such as an image of the card
to be displayed in the user interface of the electronic wallet 7.
In one embodiment this is done by issuing an instance of the
credit card company’s appropriate credit card definition. The
special identifier can be associated as instance specific data.
[0259] The credit card company can configured with a spe-
cial gateway to the transaction authority 102. This gateway
can be configured to admit data connections from the trans-
action authority 102 by checking the incoming data’s source
1P address, by requiring the data to be signed, by having a
special dedicated physical network connection, or any other
known means, or any combination of means of doing so.
When the user applies the credit card to a transaction in the
manner described above, it instructs the transaction authority
102 to charge the card by using the special identifier. The
transaction authority 102 can send the details of the charge to
the credit card company, with the special identifier stored at
the transaction authority 102 substituted in for the real credit
card number. Because the instruction is being sent from the
transaction authority 102, the credit card company allows the
connection and uses the transmitted identifier to look up the
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actual credit card number from the table and charges the
specified amount. The recipient of the charge could be the
entity in control of the server which could then forward funds
to the seller, or be the direct seller. The principles noted can
also be applied to debit cards or payment configurations that
include some sort of account number or other information
that is best kept secret, for example a checking or savings
account underlying account number and routing number.

[0260] The system can also store account numbers, such as
the aforementioned credit card numbers, directly and operate
in a more traditional manner. The value of operating in the
other manner noted immediately above is that if the main data
server is hacked, the hacker cannot steal real account num-
bers. The hacker will only get information that is completely
meaningless to anyone who can not communicate with the
credit card company, in this example as the transaction
authority 102.

Cash, Credit Card, Debit Card, Gift Card, and Receipt Editors

[0261] The configurations disclosed can be further struc-
tured to supply web-based or stand-alone editors which can
be used by users, banks, credit card companies, stores, and
other businesses and entities to create and modify the defini-
tions of their various draggable objects. These editors provide
the graphical and grammatical means to edit the shape, graph-
ics, media, and internal logic of the draggable objects as
previously described. For example, a store can use a cash
editor to create its own currency similar to the ‘Canadian Tire
Money’ issued by CANADIAN TIRE stores. Stores can simi-
larly use a receipt editor to edit the appearance of the receipt
header or to modify the behavior of a receipt to contain an
embedded program which tracks the shipping location of the
items on the receipt. Once again these examples should not be
construed as limiting.

Access Point Managers for Cash, Credit Cards, Debit Cards,
Gift Cards and Receipts

[0262] The configurations disclosed can be further struc-
tured to supply web-based or stand-alone editors which can
be used by banks, credit card companies, stores, and other
businesses and entities to define and manage the behavior of
an access point by using a grammar or editor as previously
described. For example, the owner of an online video website
can define a payment receptacle to act as a video micropay-
ment receptacle so that it contains a video player which dis-
plays a preview or freeze frame of a video as well as a small
price. Once a user drags a sufficient payment onto the pay-
ment receptacle, the video starts to play, and the user receives
a receipt. Another example involves placing a coupon dis-
penser into a video player so that advertising can be delivered
during a television show or movie. Alternatively, a store can
define a receipt receptacle access point to act as a processing
initiator for returning an item for a refund. Another example
consists of a payment receptacle which is integrated with an
Internet phone company such as SKYPE to create an Internet
payphone. Once again, these examples should not be con-
strued as limiting.

Coupon and Advertising Configurations

[0263] The configuration disclosed can integrate a digital
coupon and advertising process. This configuration includes
simple methods for downloading coupons to the electronic
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wallet 7, and simple methods for spending coupons by, for
instance, dragging and dropping them into payment recep-
tacles

[0264] In one embodiment the coupons are digital objects
with coupon definitions associated with the advertiser’s
account, and coupon instances associated with the coupon
holder’s accounts. All information related to coupons and
their definitions is managed by a coupon authority, which can
be an integrated subsystem of the transaction authority 102.
All instances based on the coupon definitions are minted by
the coupon authority. Whether coupons have been applied to
transactions is recorded by the coupon authority, as are cou-
pons’ chains of custody from the time they are minted to the
time they are spent, including all data related to how and when
they were shared. As will be understood by someone skilled
in the art ofrelational databases, the data known to the coupon
authority can be used in many different ways, including sta-
tistical analysis for targeted advertising and user profiling.
[0265] The roles in this configuration include customers
who download, share, and spend coupons, advertisers who
use the system to advertise their goods or services by creating
coupons which are disseminated to users of the system, and
advertising access point owners who deploy the coupons.
(These owners may also be advertisers, in which case they can
use their access points to deploy their own coupons as well as
those belonging to others. Otherwise they can rent out their
access points to the system, which determines the coupons to
be displayed on a case-by-case basis whenever a user inter-
faces with that access point.)

[0266] The configuration has a number of advantages over
conventional coupon systems. Current coupon systems rely
on codes which are typically typed into a text field in order to
be used. This is a clumsy user interface, because it requires
users to type what are sometimes long and complicated codes,
and it is easy to make typographical errors during the code
entry. The current configuration allows for simple drag and
drop operations and automatic downloads and coupon appli-
cations making the interface much more user friendly. In
addition, they can be associated with graphics, sounds, and
videos, giving them functionality and appeal which conven-
tional coupon codes and SMS coupons lack.

[0267] Another advantage of this configuration has to do
with coupon stigma. Many people don’t like to use coupons
because they don’t want to be seen as cheapskates. Conven-
tional systems allow the details of the payment to be seen by
a cashier or anyone else, which has historically created a
stigma, and the presently described configuration avoids this
problem because its transactions are performed entirely pri-
vately, beyond the scrutiny of a cashier or anyone else,
thereby solving the problem of coupon stigma. The payment
system is trusted by both the vendor and the coupon user to
determine the coupon’s applicability and value and apply it to
the transaction.

[0268] Inaddition, the integrated digital coupon and adver-
tising subsystem delivers coupons and other targeted adver-
tising both online and in public. The system has many ‘adver-
tising access points’ which are associated with websites,
signs, billboards, store fronts, geographical areas, etc., letting
users access the system at various locations, both online and
in public. This allows targeted advertising in the form of
coupons and other information to be delivered to the user’s
electronic wallet 7 within a variety of different contexts.
[0269] Inaddition, since the system uses the same accounts
both online and in the real-world, it allows the userto not only
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receive coupons both online and in the real-world, but also to
spend coupons both online and in the real-world. This unifies
the area of advertising across these currently disjoint domains
and enables an entirely new type of advertising which cross-
fertilizes them.

[0270] Another major benefit gained from integrating the
coupon and advertising system with a payment system and
social network is that this enables targeted advertising to a
level of accuracy which isn’t otherwise feasible. Current
advertising, both online and in the real world attempts to
target its audience using broad brush strokes. For example,
television commercials advertising certain products are
scheduled during shows which appeal to the demographic
most likely to buy that product. Current online advertising is
similarly targeted by advertising products which are most
likely to appeal to the demographic which would be interested
in the web page that the advertising appears on.

[0271] Because the coupon and advertising system is inte-
grated with the payment system, it is able to target and deliver
advertising on an individual basis rather than on a demo-
graphic basis. The payment system has a complete record of
all the purchases ever made by a user, and because the pay-
ment system is also integrated with a social network, it can
also know the purchases made by all of the user’s friends. In
addition, ithas access to many other streams of data providing
information about a user such as the user explicitly entered
preferences and wish lists, which coupons the user’s friends
have shared, which coupons the user currently has, etc. The
system is therefore able to build a much more accurate user
profile than standard advertising techniques, and this user
profile can in turn be used to deliver advertising which is
customized on an individual basis.

[0272] The configuration also determines the context in
which advertising is being delivered to the user. Since the
advertising context can strongly affect which types of adver-
tising might be appropriate under the circumstances, this is a
very important ability. Current advertising methods such as
online banner ads, television commercials, posters, and bill-
boards are all very limited in their ability to customize their
advertising for specific users based on the context that they
are in.

[0273] Whether the user is accessing the advertising online
or in the real world, whether the user has actively solicited the
advertising or not, whether the user is out with friends, at a
sporting event, and even weather conditions are all examples
of contextual information which can strongly influence which
advertising should be delivered by the system to the user. The
presently-designed configuration tracks a coupon from its
point of deployment all the way through to the point of sale.
This allows the system to bill advertisers only for the adver-
tising which led to a sale, rather than for all of the advertising,
providing a much more accurate method for billing, and
allowing the system to avoid click fraud. In addition, this
ability makes it possible to provide advertisers with a detailed
accounting of how much they spent on each advertising cam-
paign compared with how much revenue that campaign gen-
erated, as well as detailed statistics on the demographics of
the web sites and the users associated with successful sales.

[0274] It is noted that the coupons are also viral. If the
advertiser who defined the coupon allows it, users of the
system can transfer or share those coupons with the contacts
in their social network, adding a strong viral component to the
advertising system. The ability to share coupons leverages the
knowledge that people have about the tastes and proclivities
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of'their friends and family, also providing another dimension
to the system’s capacity for targeted advertising. In addition,
since the system keeps track of the chain of custody of each
coupon, it is able to reward users who shared coupons that led
to sales.

[0275] The configuration also uses different grammars (de-
scribed in more detail elsewhere in this disclosure) or the
purposes of defining the behavior of coupons, the properties
of advertising campaigns, and the behavior of advertising
access points. These grammars can be implemented as pro-
gramming languages, scripting languages, or various other
ways, and they provide advertisers and access point owners
with complete power and flexibility over their coupons,
advertising campaigns, and access points, which stands in
contrast with the way in which current coupon systems are
implemented in which the fields in the coupons are much
more rigid.

[0276] FIG. 32 illustrates an example embodiment of a
process for presenting a coupon on a webpage displayed on a
screen of a user computer 100 in the case where the coupon
system has no access to information about the user. A user
opens a web browser and sends request 743 over communi-
cation channel 303 to web server 300 to display webpage 302.
Advertising access point 300 returns message 744 containing
web page 302, a non-initialized coupon dispenser 305, and
advertising access point 300’s ID, over communication chan-
nel 303 to the user’s web browser. Coupon dispenser 305 then
looks on the user’s computer (not shown) for contextual infor-
mation that the user has permitted the coupon system to read,
such as the user’s identity and other data found in an open
electronic wallet 7, the URL of web page 302, cookies, etc.
Coupon dispenser 305 then sends message 745 containing
contextual information if any, along with advertising access
point 300°s ID to coupon authority 301 over communication
channel 304, requesting a coupon. Coupon authority 301 then
picks, according to a pre-arranged set of rules taking into
account the access point’s logic, the user’s identity and pro-
file, the website’s identity and profile, etc., a coupon defini-
tion associated with advertising access point 300°s account,
then mints a coupon complete with a coupon identifier, reg-
isters the coupon as unclaimed in the database, registers the
coupon as originating from advertising access point 300, and
sends the details of the coupon in message 746 over commu-
nication channel 304 to coupon dispenser 305, where it is
displayed as coupon 310. In addition, the coupon authority
can also fill the dispenser with more than one coupon.
[0277] Inthis embodiment, the details of the coupon(s) sent
by coupon authority 301 to coupon dispenser 305 may be in
one of several forms, depending on the manner in which the
coupon system is enabled. For example, the coupon details
can include only a coupon identifier and the display media. In
another example, the coupon details can include the coupon
identifier, the display media, and some or all of the coupon
data. And in another example, the coupon details can include
the coupon ID, display media and the coupon definition.
[0278] FIG. 33 illustrates an example embodiment of a
process by which a user elects to download a coupon to a
mobile phone from an advertising access point. The user finds
an advertisement of a visible or audible kind that offers a
coupon downloadable to a mobile phone. The user opens
electronic wallet 7 on mobile device 67 and selects to send
message 747 requesting a coupon over communication chan-
nel 314 to advertising access point 312. Advertising access
point 312 then returns message 748, which includes non-
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initialized coupon dispenser 319 and advertising access point
312’s ID, over communication channel 314 to electronic wal-
let 7. Coupon dispenser 319 then looks on mobile device 67
for contextual information about the user that, by prior selec-
tion, has the coupon system has been permitted to read. Cou-
pon dispenser 319 then sends message 749 containing con-
textual information if any, along with advertising access point
312’s ID, to coupon authority 301 over communication chan-
nel 317, requesting a coupon. Coupon authority 301 then
picks, according to a pre-arranged set of rules, a coupon
definition associated with advertising access point 312’s
account, then mints a coupon complete with a coupon iden-
tifier, registers the coupon as unclaimed in the database, reg-
isters the coupon as originating from advertising access point
312, and sends the details of the coupon in message 750 over
communication channel 317 to coupon dispenser 319, where
it is displayed as coupon 310.

[0279] In this embodiment, the advertisement which the
user finds and which offers a downloadable coupon, can occur
in many and varied forms. For example, the advertisement
can be a billboard, a television program, an announcement
over a public address system at a shopping mall, a poster at a
bus stop, or even a message spoken by a person, as long as
there is an associated wireless device capable of communi-
cating with a mobile device.

[0280] FIG. 34 illustrates an example embodiment of a
process by which a user elects to download a coupon to a
mobile phone directly from the coupon authority through the
input of a coupon code. This code, though referred to here as
a coupon code, could either be the identifier of a coupon
definition, the identifier of a pre-minted coupon, or the iden-
tifier of a coupon access point. The user finds an advertise-
ment of a visible or audible kind which offers a coupon that is
downloadable to a mobile phone and which contains a coupon
code. The user observes advertisement 323 containing cou-
pon code 324. The user then opens electronic wallet 7 on
mobile device 67, enters coupon code 324 into a portion of
electronic wallet 7 that is arranged for that purpose, and
selects to send message 751 containing coupon code 324 over
communication channel 317 to coupon authority 301,
requesting a coupon.

[0281] Depending on the nature of the coupon code, difter-
ent events occur next. If the coupon code is the identifier of a
coupon definition, coupon authority 301 uses the coupon
definition to mint a coupon and registers with the coupon
authority that the coupon has been claimed by the user of the
electronic wallet 7. If the coupon code is the identifier of a
pre-minted coupon, the coupon authority registers with the
coupon authority that the coupon has been claimed by the user
of electronic wallet 7. Finally, if the coupon code is the
identifier of the access point, the coupon authority may mint
a new coupon and associate it with the user’s account or may
associate a pre-minted coupon with the account, but in either
case can register the coupon as originating from the account
associated with the access point owner associated with the
access point identifier. Finally, the coupon authority sends the
details of the coupon in message 752 over communication
channel 317 electronic wallet 7, where it is displayed as
coupon 310.

[0282] In this embodiment, the coupon code can be repre-
sented in any form that the user can recognize and repeat, such
as an audible sound, a visible set of numbers, letters or sym-
bols, or even a barcode or other such symbol which can be
photographed by a mobile device’s camera. In this embodi-

APPL-1034
APPLE INC./Page 69 of 88



US 2009/0288012 Al

ment, as in all embodiments of the coupon system, the details
of'the coupon sent by coupon authority 301 to the electronic
wallet 7 may be in one of several forms, depending on the
manner in which the coupon system is enabled. For example,
the coupon details can include only a coupon identifier and
the display media. In another example, the coupon details can
include the coupon identifier, the display media, and some or
all of the coupon data. And in another example, the coupon
details can include the coupon ID, display media and the
coupon definition.

[0283] FIG. 35 illustrates an example embodiment of a
process for downloading a coupon from a webpage to an
electronic wallet 7. A user finds coupon 210 in coupon dis-
penser 211 on web page 202 displayed on computer display
201. The user selects the graphical image of coupon 210 and
drags it with drag 212 to drop target 213 in electronic wallet
7 which is also open on computer display 201. When the
graphical image of coupon 210 is dropped on drop target 213,
electronic wallet program sends instruction 753 over commu-
nication channel 215 to coupon authority 216, causing cou-
pon authority 216 to change entries in its coupon data base to
show that coupon 210 has been claimed from coupon dis-
penser 211 by the account associated with electronic wallet 7.
At that point coupon authority 216 can send message 754
containing the details of coupon 210 to electronic wallet 7
over communication channel 215, such that coupon 210 can
be displayed by the electronic wallet. Once downloaded and
associated with the user’s account, the coupons can be spent
in any type of payment transaction such as an online or mobile
payment, or shared, deleted, just held, etc.

[0284] FIG. 36 illustrates an example for applying a digital
coupon to a transaction with an online seller. The user selects
the graphical image of coupon 210 displayed in digital wallet
7 and moves it by drag 218 to drop target 219, which is located
in payment receptacle 220 displayed in conjunction with web
page 202 on computer display 201. When the graphical image
of coupon 210 is dropped on drop target 219, payment recep-
tacle applet 220 sends instruction 755 containing coupon
210’s ID over communication channel 222 to the transaction
authority 102, instructing it to apply coupon 210 to the pend-
ing transaction being facilitated by payment receptacle 220.

[0285] The transaction authority 102 sends message 756
over communication channel 225 to coupon authority 216
containing coupon 210’s ID and details of the pending trans-
action. Coupon authority 216 finds coupon 210 in its data-
base, carries out a sequence of steps according to a pre-
arranged set of rules to determine the value of the coupon in
the pending transaction, registers a pending change in the
status of coupon 210 in the coupon database, and returns a
message 757 including the determined value of coupon 210
over communication channel 225 to the transaction authority
102.

[0286] The transaction authority 102 applies the deter-
mined value of coupon 210 to the pending transaction and
returns instruction 758 to payment receptacle 220 over com-
munication channel 222 to display a graphical representation
of'coupon 210 along with the determined value of coupon 210
in the details of the pending transaction.

[0287] If the transaction proceeds to completion through
further successful interaction between the user and the trans-
action authority 102, the transaction authority sends an addi-
tional message (not shown) to coupon authority 216 instruct-
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ing it to change the custody of the coupon according to a
series of pre-arranged steps determined by the coupon’s
grammar.

[0288] FIG. 37 illustrates an example embodiment for can-
celing application of a coupon to an online transaction before
completion of the transaction. The user selects the graphical
representation of coupon 210 displayed in payment recep-
tacle 220 shown in conjunction with web page 202. The user
moves the selection with drag 229 to drop target 230 in the
electronic wallet 7, which is displayed on the same computer
display 201 as web page 202. When the graphical represen-
tation of coupon 210 is dropped on drop target 230, electronic
wallet 7 sends instruction 758 containing coupon 210’s iden-
tifier over communication channel 236 to the transaction
authority 102, instructing it to cancel the application of cou-
pon 210 to the pending transaction.

[0289] The transaction authority 102 transmits a message
760 over communication channel 225 instructing coupon
authority 216 to cancel the pending change in the status of
coupon 210. Coupon authority 216 restores the database entry
for coupon 210 to its status prior to the pending transaction,
and sends message 761 to the transaction authority 102 con-
firming the cancellation. The transaction authority 102
deducts the previously determined value of coupon 210 from
the amount tendered to that point in the pending transaction,
and sends instruction 762 over communication channel 222 to
payment receptacle 220 to display the revised status of pend-
ing payment. The transaction authority 102 also sends mes-
sage 763 over communication channel 236 to the electronic
wallet 7 instructing it to display a graphical representation of
coupon 210, confirming that the application of coupon 210 to
the pending transaction has been cancelled. The cancelling of
the application of other types of digital objects during trans-
actions is carried out similarly.

[0290] The components of the digital coupon and advertis-
ing configuration will now be described. A coupon authority
can be an integrated subsystem of the transaction authority
102. It has one or more servers that is/are responsible for
storing and manipulating all of the information pertaining to
coupons, including accounts, coupon definitions used to cre-
ate coupons, which coupons are unclaimed, which users own
which coupons, which coupon dispensers contain which cou-
pons, which coupons have been applied to which transac-
tions, etc. The transaction authority 102 is integrated with the
coupon and advertising subsystem.

[0291] A coupon editor can be accessed online or down-
loaded and used as a standalone program. The coupon editor
is used by advertisers to create coupon definitions which are
created using a coupon definition grammar, and then stored
by the coupon authority. Coupon definitions are not coupons,
but rather are used to mint the coupon instances that can be
stored in dispensers or downloaded by users. A single adver-
tiser may have multiple coupon definitions which are all
stored in the advertiser’s account parsimoniously so that
information is not duplicated. For example, instead of each
coupon definition containing the advertiser’s identity, this is
stored only once in the account, and all coupon definitions in
the account are automatically associated with it. An advertiser
account can have multiple subaccounts allowing many
employees with various permissions to generate coupons for
the same entity.

[0292] Advertising access points are the interface points at
which a user can access the digital coupon and advertising
subsystem in order to load dispensers from which to down-
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load coupons. Advertising access points exist both online and
in public in the real-world. Examples of advertising access
points include web sites, real-world billboards, posters, signs,
store fronts, and predefined geographical areas, all of which
and more are described elsewhere in this disclosure. This
allows these standard visual advertising methods to be turned
into a means of matching the electronic wallet 7 running on a
mobile device in public with the account of an advertiser in
order to deliver advertising. In some cases this is done by
mounting a device capable of communicating wirelessly over
relatively short ranges by mounting Internet-connected Blue-
tooth, radio frequency, WiFi, or other appropriate transmitters
in them. Ideally, the range of the transmitter is calibrated to be
roughly equal to the visual range of the sign, but this is not
absolutely necessary. An Internet hotspot, cellular phone
Internet connection, or enabled cash register can also act as a
mechanism to interface with the user’s wallet program. The
signs, posters, billboards, etc. may themselves contain the
hardware, or these may simply be located nearby. Access
points also need not be stationary, but can be located on
busses, subway cars, street cars, planes, or other vehicles.
Several other types and paradigms of access points are
described elsewhere in this disclosure.

[0293] Each advertising access point gives credit to its
owner for any coupon downloaded from it which leads to a
sale. The system therefore associates an access point with
every coupon downloaded from it. If that coupon is spent,
then the access point owner is rewarded. In the case where the
access point is a web page, the web page owner or represen-
tative uses an API to embed a coupon dispenser in that web
page. The API translates a simple server-side tag such as
<coupon dispenser username="name”
password="password”> into an embedded applet or program
with a code retrieved from the server by a quick automated
access point login performed during server side page genera-
tion. Alternatively, the coupon dispenser may be initialized
with this code, which is used to tell the coupon dispenser
where it came from in order to give the right access point
credit for coupon downloads which come from it. Once the
page has been loaded onto a client’s web browser, the coupon
dispenser applet or program runs, which uses the access point
code to download the details of the first advertisement and
coupon it will display to the user from the server. The coupon
dispenser can be implemented as an applet, ActiveX control,
using Ajax, Flash, or any other similar technology. In the
real-world setting, the access point is generally already
logged in, and sends the identification code to the mobile
device which is running the electronic wallet program, which
then loads the coupon dispenser.

[0294] Advertising access points are owned by businesses
or individuals, and there are at least two fundamental types,
including those in which the coupons to be displayed are
defined by the access point owner, as well as those in which
the coupons being displayed are chosen by the transaction
authority 102.

[0295] Coupon dispensers are the programs associated
with advertising access points which hold the coupons that a
user can download into the user account using the electronic
wallet 7. When accessing the system using a device contain-
ing a sufficiently large screen, coupon dispensers are dis-
played external to the electronic wallet 7 and can take the
form of banner ads, widgets, applets, or other programs, and
can also exist in web pages or other programs. Similarly, if the
user accesses the system using a device containing a smaller
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screen, such as is found on a typical smart phone, the coupon
dispenser is shown within the mobile electronic wallet 7. A
coupon dispenser can display one or more coupons simulta-
neously and also change which coupons are displayed
dynamically.

[0296] Advertising access points can host several coupon
dispensers and receptacles at once, typically one per person.
This may apply to dispensers and receptacles for all types of
digital objects in the system. Dispensers may be set by their
owners to contain a particular coupon, or they may be desig-
nated to be filled with whichever coupons the system deems
appropriate, based on the user who is accessing it.

[0297] A context determination system determines the
main aspects of the context within which the user is accessing
the system, including but not limited to the following sce-
narios: Whether the user is accessing the system online or in
the real world, if'the user is accessing the system from a home
desktop computer, a laptop computer at home, a laptop com-
puter in public, or a mobile device, where the user is located,
whether or not the user is soliciting the advertising, etc. In
addition, external factors such as the weather, the user’s birth-
day, and any other accessible pertinent facts can be consid-
ered by the context determination system. This is an impor-
tant step because the context of'the user’s interaction with the
system often has a strong effect on the type of advertising
which is offered. For example, the coupon(s) that might be
displayed in a banner ad online which the user hasn’t explic-
itly solicited would be very different from the coupons which
are displayed when the user walks up to a sign and presses the
‘download nearest coupon now’ button in electronic wallet 7
on the user mobile device 67, which in turn would be very
different from the coupons and maps which are displayed
when the user is standing in public and presses a ‘recommend
restaurants near me’ button.

[0298] Theuser’s location can be determined by the system
using one or more well-understood methods such as GPS,
triangulation, or by determining if they are near parts of the
system such as short range transmitter access points which
have had their locations determined, either by some auto-
mated means such as global positioning system (GPS) or by
having had its location entered into the system manually. The
system also contains a categorization of various goods and
services such as a hierarchy of product categories at various
levels of granularity such as ‘home electronics’ with sub-
categories such as ‘home theatre’, ‘computers’, ‘stereo sys-
tems’, etc. where sub-categories such as ‘computers’ can have
further sub-categories such as ‘monitors’, ‘peripherals’, “hard
drives’, etc. Dishes in restaurants can be similarly categorized
into ‘Italian’, ‘Chinese’, ‘Greek’, etc., with Italian food being
further sub-categorized into ‘pasta’, ‘pizza’, ‘Italian wines’,
‘Italian meat dishes’, etc. Items or dishes can belong in more
than one category. For example, a dish might fall in the
‘vegetarian® category as well as the ‘pasta’ category. This
categorization may be stored as a tree, a hypergraph, or some
other appropriate data structure, and it is used to help stores,
restaurants, advertisers, and other businesses to enter prod-
ucts, dishes, services, etc. into the system so that the system
has a strong semantic understanding of the relationships
between these products and services which it can then use to
build strong user profiles. The user interface to this categori-
zation engine allows users to enter products by their universal
product codes (UPC), to place them in the hierarchy, tag
them, add descriptions, etc. It similarly allows restaurants to
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specify which type of food they serve, whether they allow
smoking, define their menus, categorize their dishes, etc.
[0299] Another sub-component of the advertising determi-
nation system, the system’s user profiling/correlation/recom-
mender engine is responsible for determining the products
and services that a user prefers. Because the advertising sys-
tem is integrated with transaction authority 102 and identity
systems, it has full access to all of the user’s personal infor-
mation, including the contents and settings of the user’s elec-
tronic wallets, a complete record of all purchases made,
which coupons have been downloaded, transferred, or shared,
where they came from, at which websites, health clubs, and
the like. Other information that can be accessed include deter-
mining whether a user is a member, a list of the user’s con-
tacts, as well as a complete record of all of their purchases,
coupon, and membership information, as well as those of
everyone else who has ever used the system in any way. The
system can therefore correlate any user’s tastes and proclivi-
ties with those of everyone else, allowing for a very accurate
user profile to be built. For instance, if person A and person B
have very similar tastes in restaurants, and the system is able
to determine based on purchase frequencies that person B
likes a certain restaurant or even a particular dish, then it can
extrapolate that person A will probably like that restaurant or
dish as well, even if that person has never tried it, and subse-
quently advertise it. The same techniques can be used for
movies, shows, products, vacations, and almost any other
product or service. This system can be built using well-un-
derstood techniques for correlating sets of data.

[0300] The correlation of people’s tastes can be done in
general, or specific to a domain. For example, music profiling
can be done completely independently from restaurant pro-
filing. In addition, these independent profiles can also be
composited to create an even more accurate profile. For
example, if two people have highly correlated tastes in both
restaurants and entertainment, then that may be a stronger
overall correlation than if they had similar tastes in food, but
completely different tastes in entertainment.

[0301] The coupon authority 301 may include a user pro-
filing and recommender engine. Such an engine is able to
utilize a user’s purchase history as recorded by the transaction
authority and profile to predict which future products and
services the user will likely be interested in based on the user
past choices as well of those of close relations and other
people who are deemed to have similar tastes. This ability to
predict the individual tastes and desires of a user is extremely
valuable to any advertising system. A coupon dispenser is
configured to identify a user by communicating with the
user’s electronic wallet 7, looking at cookies stored on the
user’s system and other details to identify the user. This
allows the profiling engine to learn valuable information
about a user’s taste in advertising. For example, the download
of a coupon that is displayed to a user tells the system that
such advertising causes the user to react in a positive way. If
the user subsequently shares the coupon and then deletes it,
spends it, or eventually lets it expire, then the system gains
valuable knowledge about the user. The coupons can also
contain explicit feedback mechanisms such as a thumbs up
button and a thumbs down button or a ‘show me more like
this’ button with which the user can explicitly signal the user
tastes.

[0302] In addition, the user profiling and recommender
engine can make further use of a user’s purchase history in
order to learn about the user’s tastes. For example, the
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strength of a user’s fondness of a certain product, dish, store,
restaurant, or type of restaurant can be automatically calcu-
lated by how frequently they buy that product, order that dish,
or frequent the store or restaurant.

[0303] The configuration described by the present disclo-
sure also makes use of other data streams and correlations
which come from the system and are used as input for deter-
mining the user profile. For example, the membership cards
which a user has can be used in the construction of a profile.
A user’s interests may become clear, if for example he/she has
accounts at 10 different recipe websites. Similarly the types
of'coupons which auser’s friends send to a user can be helpful
to understand that user, since people know their friends. If a
friend shares a coupon with a user, it suggests that the coupon
that was sent is the sort of advertisement the user would like
to see. The system can therefore also consider coupon sharing
while producing a profile. The system can also consider data
related to a user’s own coupons, for example which coupons
the user saw and did not touch; which the user interacted with
but did not download; which the user downloaded; which the
user downloaded and then deleted; which the user down-
loaded and then shared and then deleted; how long the coupon
was in the electronic wallet 7 before it was deleted; how often
the user shared a coupon and with whom; which coupons the
user actually spent and who the purchase was for if shipping
information was involved; which were allowed to expire;
which were spent only after the user was informed that they
were about to expire, how often a user looked at a coupon
once it was downloaded; how often a user interacted with a
coupon once it was downloaded, etc.

[0304] In addition, the time and place that these events
occurred can be considered. For example, if a user always
downloads food related coupons right before mealtimes or
even just looks through them at that point, but never touches
them first thing in the morning, this could affect when certain
coupons should be presented to the user. The system is
capable of combining and correlating data from these various
sources when producing a user profile. The correlation engine
can use any statistics garnered from any of the various aspects
of the overall configuration in order to learn about the user’s
habits and correlate them with those of anyone/everyone else.
[0305] Inaddition to being able to computationally predict
auser’s future tastes and desires, the transaction authority 102
also has the ability for the user to explicitly enter a wish list.
The user defines a wish list or shopping list by using a con-
venient interface within the electronic wallet 7 to add or
remove items which he/she wishes to buy. These items may be
selected from lists, entered via UPC, or some other standard
means. In addition, the wish list acts like a wedding gift
registry so that people buying gifts for a user purchase prod-
ucts or services which the wish list creator wants. Users
define which parts of the wish list are visible to which friends,
and establish a deadline (e.g., birthday/wedding), if appli-
cable. The wish lists also need not be entered by the user with
the wishes. People often know what their friends and family
want, so it is also possible to create (potentially secret) wish
lists for others. In addition, instead of entering specific items
or services onto a wish list, users or friends can enter item or
service categories. For example, instead of entering the UPC
code of a specific MP3 player, they can just specify that the
user wants an MP3 player.

[0306] Users can select and pay for items on the wish lists
of'their friends through an interface in the electronic wallet 7,
but can also split wish list items. For example if someone has
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a $500 item on their wish list, several friends can get together
and claim parts of the cost, similar to claiming parts of a bill
at a restaurant described elsewhere in this disclosure. Active
wish lists can act like inverse marketplace auctions, and ven-
dors can compete with each other, driving down the prices of
items. For example, if $490 out of a $500 present has been
tendered in a transaction, then a different vendor selling the
same item can undercut the price, and sell immediately. A
convenient user interface allows users who are buying items
with the registry to pick their first, second, third, etc. choices
so that if an item doesn’t receive enough pledges to reach the
selling price, the system can re-allocate pledges so that the
optimum solution (that is, the maximum number of items
which the wish list creator wants most) are purchased. If there
is a deadlock, and some money is not spent, then the relevant
users are informed in time to make adjustments before the
time limit on the registry (if any) expires. When partial
pledges are made, the money can be held in escrow, or
handled in some other convenient manner (e.g., if a credit
card is used, then an immediate escrow payment may not be
necessary).

[0307] The wish list interface can organize the items and
services on the list in several visually distinct ways; for
example, if the user already has one or more coupons (poten-
tially from different stores) which can be applied to a pur-
chase, then items can be coupled with coupons. If a user
downloads a coupon which is applicable to an item on the
wish list of one of the user’s contacts, then the system can
inform the user of this and suggest that he/she share the
coupon with the contact. This can also be set so that it occurs
automatically, without prompting the user. In addition, a
user’s wish list is a valuable source of information for the
recommender engine.

[0308] The transaction authority 102 may also provide for
a convenient user interface through which a user can define
personal preferences in several categories. For example, a
user might explicitly state which types of music he/she pre-
fers, as well as which types of music he/she distinctly dislikes
so that the system is better able to recommend relevant con-
certs and songs. Determining the user’s tastes in music can
also be automated by allowing the program to search through
the user MP3 collection, either by inspecting ID3 tags for
genre information, or by comparing the names of songs and
artists with a previously defined database containing genre
information. Restaurants are another category in which the
user can explicitly define likes and dislikes. For example, if a
user specifies that he/she is allergic to (or dislikes) a certain
type of food, then the system can immediately cull those
items when delivering recommendations for restaurants or
dishes. The preferences need not even be related to food; for
example, the ability to label and avoid restaurants which
allow smoking is a valuable service to many non-smokers.
Explicitly defined personal preferences are another valuable
source of information for the recommender engine.

[0309] The store inventory of every seller which uses the
transaction authority 102 as a payment service can be con-
nected to a server of the transaction authority 102 so that the
transaction authority knows at all times which items are in
stock at each store. Store inventory is ideally updated in real
time as purchases are made, but in cases where this is impos-
sible, updates can be done intermittently.

[0310] Theadvertising determination system is responsible
for determining which coupons a coupon dispenser receives
after a user has made contact with an advertising access point.
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If the coupon dispenser has been set by the owner via the
advertising manager program described below to contain cer-
tain coupons, then there is no choice to be made, and the
determination system issues the appropriate coupons to the
dispenser.

[0311] However, if the advertising access point has been set
to allow the advertising determination system to choose
which advertising is displayed, then a more complicated
series of steps takes place. The advertising determination
system contains a context determination system as well as a
user profiling/correlation/recommender engine, the wish list
system, explicitly defined user preferences, and linked store
inventory as subsystems. From these it determines the context
within which the user is accessing the system as well as the
user’s tastes, which it uses to create a shortlist of coupons. An
auction is then held among the advertisers who made the
relevant coupons to determine which coupon(s) are dis-
played, and in which order. The auction algorithms and tech-
niques required for building such a system are well-under-
stood and can be implemented by anyone skilled in the art.

[0312] Theadvertising campaign manager is an interface in
a web page or a standalone program which allows advertisers
to manage all aspects of their advertising campaigns. It pro-
vides a grammar and interface similar to those of the defini-
tion editor programs and access point management programs
described elsewhere in this disclosure to advertisers allowing
them to set certain parameters such as how much they’re
willing to bid, where they would like to advertise, if they
prefer certain times of the day or other conditions, etc. In
addition, it lets them specify if, when, and how they would
like the system to handle coupon selection.

[0313] The advertising campaign management program
allows all advertisers to define advertising access points
which belong to the transaction authority 102 as polygonal
geographic areas in public as well as gradients or polytope
heights within them determining how much they value adver-
tising in different parts of that polygon. The advertising cam-
paign management program can also be integrated with the
coupon editor so that advertisers can perform all of their
creation and management within the same program.

[0314] The advertising access point manager is an interface
in a web page or a standalone program which allows adver-
tising access point owners to manage their settings. The
advertising access point management program allows them to
specify and set up their access points. It lets them define
which coupons are associated with which of their advertising
access points (in the case where the access point owner is also
an advertiser, these may be their own coupons), and under
which conditions those coupons are associated with the
access points. For example, certain coupons may be desig-
nated to be displayed on certain access points during specific
hours of specific days, specific seasons, or under other cir-
cumstances such as weather conditions, special events, the
local sports team winning, or any other criteria which can be
easily transmitted, calculated, parsed, or otherwise gleaned
from electronic sources such as the Internet.

[0315] This is all defined by the access point owner using a
grammar, allowing for the maximum flexibility and control
possible. The grammar is a formal programming/scripting
language which allows the access point owner to formally
define the behavior of the access point in all cases, including
specification of time, gender, age, etc., as well as profiling
variables contained in a user’s profile.
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[0316] The access point management grammar also allows
access points to be managed by the transaction authority 102,
in which case the overall system makes all of the decisions
concerning which coupons to display, and when to display
them. The access point owner can also use the grammar to
specify that an access point deliver certain coupons to certain
demographics at certain times, and that the system makes the
decision during other times. The access point management
program and grammar are described in more detail elsewhere
in this disclosure.

[0317] By way of example, to illustrate the use of an access
point manager program, a business which runs two short-
range transmitter access points, one at the store front, and one
inside the store could program them so that the store front
always issues a specific coupon to everyone, and that the
access point inside the store behaves as follows: Between the
hours of 1 pm and 2 pm, it can be instructed to give all women
aged 35-42 who interface with it one type of coupon, all
women younger than that a different coupon, and all men a
third type of coupon, and that during all other times and for all
other age groups the system manages it. This is just an
example and should not be construed as limiting the power of
the grammar. The access point management program has a
simple graphical user interface so that store owners can rap-
idly change their settings in response to changing situations.
[0318] A subsystem of the coupon authority, the coupon
tracking subsystem keeps track of the chain of custody of
coupons when they are transferred or shared. The system
stores the coupon transfer information as a directed acyclic
graph or a tree. The complete record of where each coupon
came from, who transferred which coupons to whom, and
where they were spent is important for user profiling, for
rewarding people who share coupons leading to sales, for
being able to charge advertisers only for the advertising
which led to sales, and for tracking how much an advertising
campaign cost compared with how much revenue it gener-
ated.

[0319] The electronic wallet 7 provides the user interface
through which the consumer accesses the system in order to
download, delete, share, receive, reject, or spend coupons.
The electronic wallet exists in both desktop and mobile ver-
sions, so coupons can be downloaded, shared, received, or
spent both online and in the real world.

[0320] Theadvertising analysis and feedback interface pro-
vides advertisers with statistics detailing how many coupons
were downloaded from each access point that they own or are
bidding for, how many of those coupons were spent, how
much they were charged, how much revenue it brought in, etc.
[0321] The digital coupon and advertising subsystem also
has an interface for allowing advertisers to publish their cou-
pons on a search engine which is integrated with the coupon
authority. It allows users to search for coupons using any
coupon criteria such as store name, value, item that it relates
to, etc. The coupon search engine user interface can be hosted
in a web page or the electronic wallet 7.

User Interface Architecture

[0322] The disclosed transaction configuration is highly-
visual, intuitive, and secure. It includes a user interface that is
rendered through for display on a screen of the user computer
100 through the electronic wallet. In one embodiment, it
allows users to quickly pay for items using a fast and conve-
nient drag-and-drop interface. The electronic wallet 7 con-
tains digital representations of objects commonly found in
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real wallets such as cash, credit cards, debit cards, coupons,
gift cards, business cards, etc. all of which can be used to
perform transactions both online as well as in the physical
world.

[0323] The electronic wallet 7 has an intuitive user inter-
face which allows the user to manipulate many aspects of a
user account directly. For example, the user can add new
payment instruments by entering a credit or debit card num-
ber into the interface. Alternately, the user can examine the
contents of the electronic wallet 7 and choose to delete objects
such as coupons, membership cards, or even credit cards, etc.
Similarly, the user can examine a transaction history or share
coupons and business cards with contacts, or even set up new
contacts and design new business cards. What a user can do
directly with the electronic wallet 7 is described in greater
detail herein. It is noted that in order to perform certain
actions, for example, a purchase, a user must make the elec-
tronic wallet 7 interact with other dispensers and receptacles
that represent websites/institutions.

[0324] The websites/institutions interface directly with the
transaction system through management programs described
in greater detail herein. However, in order to interact with
electronic wallet 7 users to perform collaborative tasks like
performing transactions, the websites/institutions interface
with the system through one or more access points. An access
point in the physical world can be associated with, for
example, billboards, signs, posters, store-fronts, cash regis-
ters, predefined polygonal geographical areas, and digital
codes. Each access point may have its own user interface, as
further described below. Users also interact with these access
points. A user computer communicatively coupled with an
access point spawns one or more interfaces through which the
electronic wallet 7 can communicate with the transaction
system. This puts the user’s account in communication with
the website/institution’s account at the transaction authority
102 and allows for interaction between the two, for example,
to manipulate a transaction which the user and website/insti-
tution are participating in together.

[0325] Itis noted that there can be an overlap in the roles of
a user through the electronic wallet and website/institution.
For example, as is further described below, a user can create
an access point to function as a mobile cash register, or a user
can create an access point to dispense business cards or share
other digital objects. In each instance, one party to a transac-
tion is an electronic wallet and another party is an access point
provider, and the transaction system facilitates a secure trans-
action between them.

[0326] Inone embodiment, the access point communicates
with the system’s server-side components to set up a transac-
tion of a certain type, for example a payment, login or a
coupon download, and receives a transaction identifier from
the transaction system. If the transaction is occurring online
(e.g., through a live web connection), then the access point
delivers a webpage to the user’s browser that contains one or
more embedded controls. The one or more embedded con-
trols have access to the transaction identifier. The electronic
wallet 7 receives the transaction identifier from the control
and uses it to download the transaction data from the system.
Thereafter, the transaction is performed by the user generally
by dragging and dropping the graphical representations of
digital objects such as payment instruments, business cards,
membership cards, and coupons between the embedded con-
trols and the electronic wallet 7. When successful these drags
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cause instructions to be issued to the system, thereby manipu-
lating the digital objects and the underlying transactions.
[0327] Thedata flow for some transactions also is described
in greater detail earlier. At a high level, the transaction is as
follows: (1) user and website/institution want to participate in
atransaction; (2) the electronic wallet may be used to initiate
the transaction; (3) the website/institution’s access point
spawns an interface with which the electronic wallet can
interact to securely perform the transaction after sharing a
transaction identifier that one of them has acquired from the
system; and (4) the website/institution optionally can be
informed of the transaction’s outcome. Some transactions
may be implicit so no explicit record of the transaction need
be created at the transaction authority 102. For example, in a
coupon download transaction the coupon’s identifier can just
be used instead of a transaction identifier, which may allow
for greater security.

[0328] Some of the embedded controls may be dispensers
of draggable objects. An example of dispenser of a digital
object is, for example, a banner ad from which the user can
drag and drop a coupon to the electronic wallet to download
the coupon. Other examples of dispensers of draggable
objects include business card, gift card, and membership card
dispensers, etc. In other cases, the embedded controls can be
receptacles for draggable objects such as membership or busi-
ness cards. A receptacle may accept more than one type of
draggable object. For example, a payment receptacle accepts
all draggable objects pertaining to payments, as well as busi-
ness cards if the transaction requires shipping information. In
some cases, an embedded user control can play the role of
both dispensers and receptacles. For example, the aforemen-
tioned payment receptacle can also act as a receptacle,
because the user can also drag objects back from them to the
electronic wallet 7 in order to roll back the transaction.

[0329] Furthermore, the embedded controls can be embed-
ded in third party-websites and third-party programs. For
example, APPLE ITUNES program could hold a payment
receptacle allowing electronic wallet users to pay for a music
download without entry of credit card numbers. The embed-
ding can be done by embedding the user control directly into
the third-party program via an API which the third-part pro-
gram’s developers implement, or by having them embed a
web browser control in the third=party program which then
loads the payment receptacle in an embedded web page as
described for the case of the browser. The embedded controls
can also be in the electronic wallet 7 itself. For example, an
access point may convey the transaction identifier to the elec-
tronic wallet, which then opens a payment receptacle inside
of'it rather than opening in a webpage or third-party program.
It is noted that such embodiments may be particularly ben-
eficial for electronic wallets executing on a portable device
(e.g., mobile phone or netbook computer form factor), which
generally has a very small screen.

[0330] With respect to the electronic wallet itself, digital
objects can be displayed in the electronic wallet 7 as two-
dimensional (2D) image objects (e.g., pictures or graphics) or
three-dimensional (3D) textured mesh. The objects can be
displayed in any number of ways, for example, as cards float-
ing in 3D space, and can animated from side to side when the
user selects between them (e.g., APPLE COVERFLOW).
Alternately, the object may be flipped over one another to
simulate the way a real person flips through a stack of physi-
cal credit cards, debit cards, and/or business cards. There are
many potential variations, such as rotating the representations
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to view them from a different angle etc. Each card itself can be
adrag origin, so clicking and dragging the card can initiate the
object’s movement out of the electronic wallet 7.

[0331] In addition, a user of an electronic wallet can cus-
tomize the look of the user electronic wallet 7 using skins. The
user also can customize the look of various other pieces of the
system such as the various receptacles and even the payment
instruments and other digital objects. The system can provide
a convenient tool within the wallet or outside of it which can
allow the user to customize the wallet in this way. Graphical
elements from the electronic wallet can then be reflected in
the graphics of the embedded user controls. The embedded
user controls can communicate with the electronic wallet 7
and transfer elements of the skin so that the system’s recep-
tacles and dispensers fit graphically with a user’s customized
electronic wallet 7. The electronic wallet 7 can automatically
choose pieces of the skin to transfer or the skinning user
interface can allow the user to explicitly skin some or all of the
other controls as well. The skins can be animated, either by
associating an animation or video file with the skin, or by
defining the skin as a vector graphic and defining motion
paths for the various vector graphics.

[0332] The electronic wallet 7 can also contain customized
graphics for digital objects. These graphics can be 2D images
or 3D textured meshes. For example, a user may produce a
version of U.S. dollars in which images of various denomi-
nation coins are replaced by images of various seashells and
images of various denomination bills are replaced by images
of various fish. The graphics would be uploaded to the sys-
tem’s server and associated with the user account and the
payment instrument they are meant to skin. The graphics can
also be animated and contain simple logic governing the
animation. For example, if the image of the fish represents a
$20 bill within a 3D model, it may appear to swim around
until the user drags and drops the image onto a receptacle that
corresponds to a payment aspect of a transaction. At that time,
the logic associated with the digital object may cause the 3D
model of the fish to be displayed in a way that illustrates the
fish wriggling and squirming as it is being dragged.

[0333] Special currencies can also be set up which may
only be admissible in specific transactions with specific par-
ties. For example, poker chips can be added as a limited for of
payment instrument in which the chips may or may not be
associated with accounts which contain real value. An access
point can then spawn a user control that is displayed to
resemble a poker table into which the user can drag and drop
the chips and from which the user can retrieve the user win-
nings by dragging and dropping the chips back into the elec-
tronic wallet 7. The chips can be associated with an account
from a specific website or organization. Purchasing and
redeeming chips could then be as simple as performing a
transfer from one account to another, where the currency
exchange rate between the chip-currency is set specially to
reflect the face value of the chips. In another embodiment,
chips may be digital objects of the custom type stored in a
digital inventory.

Electronic Wallet Setup Configuration

[0334] To use an electronic wallet 7, a user must first create
anaccount with the transaction authority 102. The account set
up can include obtaining user name, address details, tele-
phone number, electronic mail details and the like. Upon first
initializing an account, the user must fill the electronic wallet
withuseful payment instruments. The electronic wallet 7 may
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come pre-filled with coupons and/or gift cards, but generally,
credit and debit accounts will have to be associated with the
account.

[0335] To associate accounts such as credit or debit
accounts with the electronic wallet 7, a user enters the details
of the credit or debit account into the electronic wallet
account that is created in the transaction authority 102. The
transaction authority 102 determines if a financial institution
associated with the credit or debit account is a member of the
transaction system. If it is not, a message can be sent to the
user instructing the user to try another credit or debit account.
If the financial institution is a member, the financial institu-
tion can transmit to the transaction system a graphic associ-
ated with the physical credit or debit card of that account.
Alternately, it can transmit a custom graphic, for example, a
skinned credit or debit card or an image of a card in instances
when no physical card exists for the account. Alternately, it
can define a digital object definition for the payment instru-
ment with appropriate graphics, and an instance thereof can
be minted and associated with the user’s account if user’s
account details are validated by the financial institution.
[0336] In another alternate aspect, the financial institution
can return an identifier to the type of card and the transaction
system can associate with identifier with pre-stored images
for rendering at the user computer. This configuration is
established by providing an application programming inter-
face (API) to build a look up table, and a tool that allows the
institution to input the graphic into the table, either in the
financial institution’s own system, or in the system described
herein. The image chosen can then represent the instrument
graphically in the electronic wallet, though minor changes
can be made to the image to display it. For example, a user
name could be drawn onto the card or reflections can be
rendered to make the card look glossy and reflective as it is
dragged over the display, etc.

[0337] Itisnoted that the term financial institution includes,
for example, a gateway, a bank, a credit card company, a data
storage company entrusted by another financial institution to
transfer financial data. However, it can also be extended to
include other entities that maintain and transmit confidential
or private user data, for example, medical record companies
or membership organizations (e.g., a retail entity holding
retail data of specific customers). In such instances, rather
than a credit or debit card, a medical record or a membership
card may be used.

[0338] When the user logs into the electronic wallet
account, the electronic wallet 7 is filled with the up-to-date
information and digital object instances from the user’s
account. As noted previously, the objects are rendered for
display at the user computer user interface in response to
appropriate account information details being set up within
the transaction system. The object instances can be cached
locally and synchronized with the user online account to save
bandwidth and time. Synchronization can occur in any num-
ber of well understood ways. For example, each digital object
instance can have an associated field in the database which
stores the date/time at which it was last updated or modified in
some way.

[0339] During synchronization, the electronic wallet 7 can
send the identifiers of each of the digital object instances it
contains along with the ‘last modified’ date/times which these
objects have back to the transaction authority, which can
check whether the object instance has been changed more
recently than the one the electronic wallet 7 has cached, and
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can download the updated version if needed. Similarly, the
synchronization can check whether the user should still have
the objects, since for example a coupon may have been
deleted on the electronic wallet (7a) on a mobile device and
the electronic wallet (7) on a desktop computer must synchro-
nize to reflect this. It can do this simply by checking if there
is an identifier in the list which is not longer associated with
the user’s account or is in some other way marked as not
downloadable.

[0340] Similarly, the synchronization can check whether
there are any digital object instances associated with the
user’s account at the server that are not in the list. This can
occur if, for example, the user downloads a coupon to the user
electronic wallet 7 residing in the memory of a desktop com-
puter and then logs into the electronic wallet 7 residing on the
user mobile device afterwards. When downloading an object
to the electronic wallet 7, only the data fields are downloaded
which are needed by the user interface. For example, a credit
card object may download a graphic and an identifier and a
“last updated” date/time and even its balance or total available
credit, but it would not download the account number since
the user never actually needs this data, and neither do any
local functions of the electronic wallet 7 because actual pay-
ments are performed on the server-side at the transaction
authority 102.

Drag and Drop Configuration

[0341] The user can interact (or interface) with digital
objects in ways other than applying them to various types of
transactions. The graphical representations of the digital
objects contain user interfaces of their own, allowing the user
to interact with them richly. For example, shareable digital
objects like coupons and business cards can be shared with
contacts simply by selecting the appropriate options in the
objects interface. One embodiment of this includes using a
context menu which pops up with options when the user
right-clicks on the object. One option for a shareable object
can be “Share” or “Transfer” which when selected can bring
up another interface allowing the user to select the intended
recipients as illustrated in FIG. 18. Similarly a membership
card, gift card, or coupon’s context menu can include the
option to go to the website associated with the card. Selecting
that option can then open a browser window and navigate to
the website. A debit or credit card could similarly send the
user to the card’s underlying financial institution’s website.
[0342] The digital object can be structured as rich interac-
tive objects. For example, a coupon can contains video and
controls can be displayed on the coupon for playing the video
and changing the volume etc. Also, digital objects can contain
games which can execute right on the surface of their graphi-
cal representations in the electronic wallet 7 and can be inter-
active, depending on how the logic of their underlying defi-
nitions is specified. Some coupons can be combined with
other coupons as in the MONOPOLY coupon game which
MCDONALDS fast food restaurants have run as promotions
in which a user collects game pieces incrementally over time.
A coupon can also contain a button or an option in the context
menu which allows it to display its rules. A string generated
by the system in the electronic wallet 7 user’s localized lan-
guage from the rules defined in the coupon’s coupon defini-
tion. These rules can be accompanied by a feedback mecha-
nism which can be used to report if the coupon’s graphic does
not seem to reflect its rules. Such rules can be displayed for all
objects which can have logic associated with them.
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[0343] An example of more mundane interaction is with a
receipt whose shopping cart is longer than what is displayable
in the electronic wallet 7. The receipt can contain sliders
which allow the user to scroll through its contents. Also,
clicking on an item in the receipt may bring up information
related to that object such as an image, a consumer guide, a
review, a feedback screen for the user to rate the item with, or
even link to the manufacturer’s website, or the vendors war-
ranty and return policy for that item. This can easily be done
based on the item universal product code (UPC) stored in the
shopping cart. A receipt can also contain a map with which the
user could track the shipping status of the order the receipt
represents. This map could be interactive in a manner similar
to what can currently be found on the postal service’s website.
A receipt can also contain a feedback mechanism for rating
any aspect of the transaction, from vendor to the shipping to
the quality of the products and services delivered.

[0344] Similarly, receipts can be linked to third-party data-
bases or databases within the system which cross-reference
items such as groceries by their nutritional value, pesticide
levels, environmental impact etc. in order to show this infor-
mation in a column next to the items on the receipts. Alterna-
tively, the system can allow third parties to write plug-ins for
the electronic wallet program which analyze the user’s profile
and spending history. For example, an accounting company
could write a budgeting plug-in which helps to categorize,
budget, and report on a user’s spending habits, or for a website
such as GOODGUIDE.COM or some other health-related
website or business to analyze and rate a user’s grocery pur-
chases according to toxicity, nutritional value, etc. The elec-
tronic wallet 7 can also use a mobile device 67’s built in
camera to take pictures of UPC codes and download and
display information in a similar manner to manual input
access points.

[0345] Another digital object can represent a business card,
which also can be interactive. Selecting an email-address
entry in a contact business card instances provided by a con-
tact can cause an email program to open to compose an email
to that contact with the email address filled in. Selecting a
phone number could open a program like SKYPE to call it on
the computer, or could call the number directly on a mobile
phone if it is running the electronic wallet 7. Another example
of possible interaction with a business card is an interface for
allowing a user to write notes onto cards. These notes are
associated with the user instance of the digital object, and are
therefore private to the user’s account. A note can be dis-
played, for example, as being handwritten on the object either
because the user did write the message by hand using some
sort of tablet or because of the system or the user font selec-
tion, or can be displayed as a post-it note drawn on the object,
etc. The user can also associate verbal notes or even photos or
video notes with an object. This may be a more convenient
way of taking notes with a portable device than writing them.
Such notes are also applicable to other cards, e.g., notes with
respect to medical record objects or membership cards.

[0346] Some of the controls used to interact with the digital
objects can still be used when a digital object is not in the
electronic wallet 7 but is in a dispenser or receptacle. For
example, a video coupon or game coupon can still be used
when the coupon is in the coupon dispenser. Account specific
controls can be restricted for security and privacy purposed. If
a user makes the user business card available in a business
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card dispenser, it could be possible to send and email to that
user, or call them, etc. based on an interaction with the card in
the dispenser.

[0347] The electronic wallet 7 contains graphical represen-
tations of digital objects stored at the transaction authority
102. A user can manipulate these graphical representations
using drag and drop operations to send instructions to a server
in the transaction authority 102 to manipulate the digital
objects and transaction related to them. The details of these
manipulations are given in the various sections below. The
user can initiate the drag of the graphical representation of a
digital object by initiating a drag operation while the user
cursor hotspot is inside the boundaries of the representation,
an area we call a drag source. The graphical representation
then can graphically appear to move with the cursor until the
user finishes the drag operation. If the drag operation is suc-
cessful, meaning that the drag terminates with the cursor’s
hotspot over a drop target which accepts the current drag, then
this initiates a set of events which cause the system to be
instructed to take some actions with respect to the digital
object. Otherwise, the graphical representation of the object
can boomerang from the point at which it was dropped back
to the point at which the drag was initiated.

[0348] When the dragging operation begins, the graphical
representation can otherwise disappear out of view within the
user interface of the electronic wallet while it is being dis-
played with the cursor. Thereafter, it may reappear after a
successful drag or after the boomerang of an unsuccessful
drag completes. It may also remain in place, depending on the
type of object. For items such as coupons which can generally
only be used once, the graphical representation can be
removed from the electronic wallet 7 while the drag is ongo-
ing and may only be able to return after an unsuccesstul drag
or a later cancellation of the transaction.

[0349] During a dragging operation the graphical represen-
tation being dragged can appear graphically with the cursor,
so that it appears to be moving with the drag operation. This
can be done in a number of well understood ways, for
example by setting the cursor image to be a composite of the
cursor and the graphical representation. Another method is to
create a special window whose only graphic is the graphic
representation and to move this window along programmati-
cally as the mouse moves during the drag. In any such case,
some details of the graphical representation might be altered.
For example, it may appear smaller than in the electronic
wallet 7 or it may appear slightly transparent, so that the
image of the graphical representation that is moving with the
cursor does not visually obscure the drop target of the recep-
tacle which the user is trying to drop it into. The cursor itself
may also be left out entirely or modified in some way.

[0350] On a touch screen the drag can operate in the way
customary on touch screens. So the drag is initiated when the
user presses on the drag origin with the user finger or stylus
and then moves a user finger or stylus along the screen while
never lifting the finger or stylus. The drag proceeds for the
length of time that the user’s finger or stylus remains in
uninterrupted contact with the screen. Finally the drop occurs
when the user’s finger or stylus is lifted. The hotspot is cal-
culated based on the area of contact which the finger makes
with the screen. There are other ways to do a drag and drop on
a touch screen and this example should not be construed as
limiting. In any case, these methods are widely understood.
Also on a touch screen, there is no explicit graphical cursor,
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and it should be understood that any of the description above
can easily be modified to reflect this.

[0351] Though drag and drop operations are discussed
repeatedly throughout the disclosure as the preferred method
for a user to interact with the system, they should not be
construed as being limiting. They are a very clear way for the
user to indicate the intent to apply a digital object to a trans-
action, but other methods can work too, like double clicking,
or selecting an object and hitting a certain key like “Enter” or
an “Apply” button of some form. This is true for an electronic
wallet 7 running on a computer but on some cell phones
which have no touch screens or other methods of performing
a drag and drop operation it is necessary.

[0352] Both the computer-based electronic wallet and the
phone-based electronic wallet can be contextually aware.
Contextual awareness can be structured so that the electronic
wallet application is configured to determine which web page
the user is currently viewing, or which vendor the user is
currently in a transaction with, and appropriately filter items
such as membership cards, gift cards, and coupons based on
this information to only render for display possible relevant
choices for selection. For example, if a user is shopping for
shoes at Adidas.com, the electronic wallet will not render
MCDONALDS hamburger coupons in a user interface of the
electronic wallet 7. The electronic wallet 7 can therefore filter
out all coupons, which are not applicable during such a trans-
action.

[0353] In order to save the user time and effort, and make
sure that the user does not forget to use a coupon, any relevant
coupon(s) can be automatically applied to an applicable pur-
chase. If the user has two or more mutually exclusive cou-
pons, then the system can be set to automatically apply the
one determined to provide the larger benefit. The electronic
wallet can also display an icon or remind the user at the start
of the transaction if there is an applicable coupon within it.
Alternatively, if the user finishes a transaction, and has not
applied a coupon, the system can remind the user of that fact.
Any of these settings can be turned on or off at the user’s
discretion. Similar techniques can be applied to the other
digital objects in the system, such as automatically applying
a membership card to the appropriate website’s receptacle,
automatically applying a gift card to a purchase, automati-
cally applying a default business card to fill out a shipping
address, and the like.

[0354] The electronic wallet 7 can also filter out member-
ship cards that are not applicable when the user is at a
webpage or is connecting to a physical location that allows
logins, such as a fitness club. Determining which webpage a
user is at can be done in many ways. For example, a receptacle
can feed this data back to the electronic wallet 7 or a browser
plug in could inform the electronic wallet 7 of the current
location. The electronic wallet 7 running on a mobile device
may be configured to determine location from its physical
coordinates if it is location-aware.

[0355] Automatic culling can be completely customizable
and its aggressiveness can be set by the user. For example, it
may simply be set to cull coupons which are not applicable at
the store or webpage where the purchase is taking place, but
may leave coupons which are applicable at the store, but other
purchase conditions have not been met in order to remind the
user that they might want to add some more items to the
shopping basket in order to have the coupon apply.

User Interfaces for Creating and Editing Digital Object Defi-
nitions:

[0356] The presently-described system contains many dif-
ferent types of digital objects such as credit cards, debit cards,
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business cards, etc., which are highly-customizable, either by
the user of the electronic wallet 7 program, or by the business
or other institution which issued the digital object. The sys-
tem must therefore have a variety of editing programs avail-
able to the relevant parties which make it possible for them to
create new customized digital object definitions. For
example, since business card definitions can be created and
customized by the user, the system provides a business card
editor which any electronic wallet 7 user can access and use
for this purpose. As another example, coupons are highly
specific to the different advertisers issuing them and even to
the circumstances under which they are issued, so the system
provides an editor for advertisers to define and create fully
customizable coupons. The system provides editors for all of
the different types of draggable objects in the system, even
including cash so that companies and other institutions can
define their own internal currencies which can be used with
the system.

[0357] These editors have a graphical component as well as
a logical component. Editors can be used to change the look
and feel of their corresponding draggable object definitions
by allowing the issuer to edit the shape, the image displayed
on the card, or whether it contains video, sound or a computer
puzzle or game, but they can also be used to change the logical
behavior of the object definition. For example, the issuer of a
credit or debit card may wish for the user to have to enter an
extra PIN number when using the card in the electronic wallet
7 program, or even that they have to enter seven PIN numbers
and a thumb print scan. This type of behavior is defined and
manipulated in component of the editor responsible for the
logic of the object.

[0358] The component of each editor which is responsible
for editing its graphics and media can be implemented using
standard practices such as providing a graphical user interface
which allows the designer to import images, videos, sounds,
simple computer programs written in languages such as
JAVASCRIPT, FLASH, SCRATCH, or some other program-
ming or scripting language, and to place, scale, stretch the
imported media onto the object. It similarly allows the
designer to edit the shape of the digital object by allowing for
the definition of an arbitrary shape. The designer can choose
ifthe objectis one-sided, or whether it can be flipped over, and
if so, what should appear on the other side. The graphical
component of the editor is also linked to the logical compo-
nent in that the designer can designate that certain logical
fields such as the name and expiry date of a credit card be
printed in a designated area in a designated font on the card.
[0359] The component of each editor which is responsible
for editing its logic can also be implemented using similar
standard practices, allowing the designer to define the infor-
mation fields, variables, and constants as well as logical
behavior in the digital object definition. For example, a mem-
bership card can be defined to act like a ticket by limiting the
number of times it can be used to one, by defining the specifics
of'the movie, show, play, concert, game, etc. to which it grants
access, as well as a seat number that is set when the ticket is
sold, if applicable. Other membership cards in other circum-
stances may contain fewer information fields.

[0360] For more flexibility, the component responsible for
the editing of the digital object definition’s logic also provides
a grammar which can be used in conjunction or in lieu of
defining information fields. The grammar is a simple but
well-defined formal programming or scripting language
which could be implemented in any number of standard ways
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by someone skilled in the art of computer programming lan-
guages or compiler design. Such a grammar can be used to
define the behavior of a draggable object definition. It con-
tains standard programming language elements and control
structures such as constants, variables, types, functions,
methods, IF . . . THEN statements, IF .. . THEN . . . ELSE
statements, SWITCH statements, FOR loops, WHILE loops,
etc. This grammar allows the designer to create arbitrarily
complex statements, provided that they are grammatically
well-formed. The grammar has access to the fields within the
digital object definition, additional variables which are
instantiated at the time when the digital object is used, infor-
mation external to the card but internal to the system such as
the user’s profile, as well as information external to the sys-
tem but accessible elsewhere on the Internet. Editors may also
provide simple front-end interfaces which allow the user to
program using the grammar using simple visual tools as is
commonly done in modern integrated development environ-
ments.

[0361] By way of example, a designer of a particular cou-
pon definition may configure a program so that if the useris a
woman and spends a coupon at a specific retail store, e.g., a
NIKE store, between the dates of Jan. 1, 2009 and Jan. 1,
2011, and if she makes the purchase before noon and if she is
also buying a pair of specific sneakers, then the coupon will be
worth 25% off the total purchase. If, however, the coupon is
being spent by a man during the year 2012 at the online NIKE
store, and if the man is also buying a specific T-shirt, then the
coupon is worth a free second T-shirt of the same type.
[0362] The grammar can also be used to define the look and
feel of the digital object instances associated with the digital
object definition. For example, the designer may specify that
if the owner of a gift card is a woman, then the gift card is
colored pink, and if the owner is a man, then it is colored blue.
Similarly, it could specify that before a certain date, a mem-
bership card should be triangular, and after that date it should
be circular, but only if the user lives in the U.S. (United
States); otherwise it should be hexagonal and contain a spe-
cific embedded game. The designer can choose to what extent
to use fields and to what extent to use the grammar for defin-
ing the logic and graphics of the object definition on a case-
by-case basis.

[0363] In addition, the system provides editors and gram-
mars for defining new types/categories of objects. For
example, if a business wishes to create a type of draggable
object which is completely different from any of the types of
object within the system such as cash, credit cards, debit
cards, business cards, membership cards, etc., itcanopttouse
one of these editors to create a new type/category of object, as
well as a specification for a grammar that other people could
use to create custom definitions of that object type. The sys-
tem allows for custom definitions to be based on the notion of
‘inheritance’, which is a standard feature of object-oriented
programming languages. For example, a custom type can be
based on and inherit its functionality from the credit card
type, but also include extra specifications, characteristics, or
abilities. Similarly, an object definition can be based on and
inherit its functionality from a different object which has been
previously defined.

[0364] Note there is a differentiation between a digital
object’s type, its definition, and the object instance itself. The
type of an object is its category such as credit card, business
card, receipt, etc. By contrast, its definition specifies a blue-
print within a type. For example, US Dollars are definition

Nov. 19, 2009

within the cash type, BANK OF AMERICA Platinum Plus
VISA cards are a definition within the credit card type, FACE-
BOOK membership cards are a definition within the mem-
bership card type. With the exception of the custom type, the
system does not provide editors for types. However, defini-
tion editors are used by designers to create custom digital
object definitions. Those definitions are then used to ‘mint’
the actual objects which can be possessed by users or busi-
nesses. Editors can be embedded in web pages, or can exist as
standalone programs which communicate with the system.
They can similarly be embedded in the electronic wallet
program or other programs.

User Interfaces for Managing Access Points

[0365] Digital objects can interact with the system by being
dragged to and from specific dispensers and receptacles at
predefined access points. Therefore, the transaction authority
102 provides management programs to control the behavior
of'the access points, dispensers, and receptacles of each of the
different types of digital objects in the system.

[0366] Management programs allow access point owners
to define the characteristics of access points for all types of
access points. These characteristics include the paradigm,
type, and behavior of each access point, including whether the
access point is centered on a specific Bluetooth, radio, infra
red, or other transmitter connected to a computer or other
device, which in turn is connected to the system, or whether
the access point is a geographical area located on a map, etc.
The program provides a graphical user interface for managing
access points. The user interface allows an owner to associate
specific transmitters connected to one of the user computers
or other devices with an access point. In addition, it provides
an aerial map or schematic allowing the owner to define
exactly where each access point is located, and also to define
access points on a map as polygonal areas with gradients or as
polytopes in which the gradients or height of the polytope
reflects the value that the owner places on each point in the
defined area, for the purpose of competing in an auction.
Alternatively, access point locations can be defined by enter-
ing a street address into the system, which then translates that
address into a geographical location. This method is useful
for access points which are located in store fronts.

[0367] Inaddition, the management program also provides
the user with templates as well as a grammar for defining the
behavior of the access point which are similar to the tech-
niques and grammars described previously for defining the
logical behavior of digital objects. For example, an owner
may choose to set up a business card access point associated
with the user web page which dispenses the business cards of
all employees working at the user store during work hours,
but it dispenses alternative business cards containing their
off-hour phone numbers at all other times. Similarly, a busi-
ness owner can use a manager program to define a business
card access point centered on a transmitter in the user store
which issues a certain business card to male customers, and a
different business card to female customers or any number of
possible variations made possible by linking various vari-
ables from various aspects of the system, like the user profile,
inventory contents, external factors such as data from a web-
site, etc. to the logic defined using the grammars.

[0368] Alternatively, a restaurant owner can use a manager
program to specify an entire series of access points aimed at
attracting more business. For example, he/she might define a
polygon in nearby plazas and other locations which are popu-
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lar with tourists with coupon dispensers that issue coupon
packages containing interactive maps (customized for the
locations of their dispensers) that can lead the recipient
straight to the user restaurant such that different coupons are
delivered during different times. For example, during the hour
before meal times, the coupons can contain discounts for
items on the menu which are chosen on an individual basis
depending on the recipient’s user profile. A business owner
may also set up a business card receptacle in his store allow-
ing users to give their business cards for the purposes of a
raffle.

[0369] The transaction system access point manager pro-
grams can be embedded in web pages, or can exist as standa-
lone programs which communicate with the system. They can
similarly be embedded in or other programs, or unified into a
single program so that the owner can manage all of his or her
access points for the different types of digital objects which
he/she wishes to deploy all within one program.

Additional Wallet Program User Interface Configurations

[0370] In addition to the primary drag-and-drop interface
with dispensers and receptacles, the electronic wallet is con-
figured to allow other actions which can be performed by the
user, including but not limited to: browsing the contents of the
electronic wallet, including the digital inventory, searching,
adding, and removing currencies, searching, adding, and
removing contacts, customizing the electronic wallet skin,
customizing digital object instances graphics, adding new
credit/debit cards, adding or removing business cards, delet-
ing membership cards, designing, editing, deleting, and
revoking business cards, adding, modifying, or deleting busi-
ness card data fields, watching coupon videos, tracking ship-
ping progress from a receipt, examining past transactions,
copying items from the digital inventory to or from the desk-
top, changing the skin of the electronic wallet 7, entering and
changing passwords, changing security questions, initiating
transfers of money, coupons, and/or any other transferable
objects, changing the public picture, sending a text message
to a contact, manipulating the presence and order of buttons in
the menu, setting the timeout period of the electronic wallet 7,
minimizing, closing, logging out, locking, unlocking, mov-
ing the window, and the like.

[0371] Inaddition, the electronic wallet may be configured
for short-range mobile applications. For example, the elec-
tronic wallet can be configured for short range mobile elec-
tronic wallet 7 coupon or business card broadcasting. For
example, if one is with a group of around five friends all going
to a movie or restaurant, and one person has a coupon, some
of'the friends might not yet be contacts, so it would be tedious
to first give them all business cards, and then individually
share the coupon with them one at a time. Instead, a useful
feature would be a ‘coupon broadcast’, where you select a
coupon, and hit the broadcast button. This immediately sends
a copy of the coupon (providing it is shareable) to everyone
within a certain radius who has a mobile device or laptop
which has the electronic wallet running on it, with coupon
broadcast reception turned on. This can be done using BLUE-
TOOTH, other radio frequency protocols, GPS in conjunc-
tion with a connection to the server, or some other means, and
it saves a considerable amount of time and effort. In one
embodiment this can be accomplished by acting as a remote
transmitter access point or even creating another kind of
access point like a geographical area access point to share the
coupon.
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[0372] Similarly, the electronic wallet 7 can be configured
for a digital object search. The electronic wallet can be con-
figured with a feature which allows digital objects to be
searched according to any one of their fields. For example, if
the user selects coupons and then selects the ‘Store’ field, and
types in ‘a’, all of the coupons from stores not containing the
substring ‘a’ are immediately culled.

[0373] In addition, the electronic wallet 7 can contain an
installer module with which the user can install an electronic
wallet on another computing device when the user’s device is
connected to the other computing device via a wired or wire-
less connection. This process can be triggered automatically
upon making the connection or can be initiated by the user
once the connection has been established. The process could
proceed as simply as copying an executable over to the other
device which installs the electronic wallet 7 when run, or as
complex as completely installing the electronic wallet 7
remotely. For example, the user can plug a mobile device
containing the electronic wallet into a desktop computer not
containing the electronic wallet with a USB cable, which
causes the electronic wallet to be installed on the desktop. The
same process can install the electronic wallet 7 from a mobile
device to a desktop computer, a mobile device to another
mobile device, or from a desktop computer to another desktop
computer.

Business Cards Management Processes

[0374] As disclosed above, the processes described can
integrate a digital business card and include identity manage-
ment. Such configuration can further be used to allow fric-
tionless completion of web forms with a drag-and-drop
operation. Moreover, the cards also fulfill the traditional role
of business cards in the physical world by allowing users to
create and share digital business cards with other users or
institutions, and therefore also share the contact information
contained on the cards such as addresses, phone numbers,
e-mail addresses, and the like. In this incarnation the infor-
mation on the business cards is managed such that the user
can update any piece of information on a business card, and
that change is immediately seen by everyone who has a copy
of the card.

[0375] Business cards are objects in the electronic wallet 7
program and they fulfill at least three important functions:
The first is that they can be shared with contacts in order to
give them the right to see the managed information on the
card. The second is that they can be dragged and dropped onto
web pages and other programs in order to fill out text fields.
Finally, they act as a form of personal advertisement and
mechanism of sharing contact information, just like in real
life.

[0376] Business cards can function similarly in their meth-
ods of application to cash, credit, and debit cards and can be
dragged to and from the electronic wallet 7. The cards are not
tokens, but like other items in the wallet, the cards are entries
in the database of the business card authority. Each one has a
graphical representation in the electronic wallet 7 program,
allowing it to be used and manipulated. The shared copies of
these cards contain pointers to the original card’s description
and data so that when the user changes a piece of data such as
the aforementioned address, everyone who has been given a
copy of the card learns of the change almost immediately.
[0377] The business cards as disclosed can be integrated in
processes having different roles. For example, business card
owners are the people or businesses that create a business card
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definitions representing. Business card holders are the people
or businesses that are in possession of an instance of a busi-
ness card. These may be the cards of other people which have
been given to them, or they may be cards of which they
themselves are the owner. Similar to advertising access point
owners, business card access point owners are the people or
businesses who own the access points such as web pages and
real-world access points which spawn business card dispens-
ers and receptacles. Identity data providers are people or
businesses which host personal information that can be
embedded on a business card. If this information is changed,
then it is immediately updated on all of the business cards
which have been given to others that contain it. Identity data
consumers are people or businesses which make use of the
information contained on business cards. For example, a real-
world magazine which offers subscriptions may be a data
consumer on the system by using business cards to manage
the addresses of its subscribers. When a subscriber moves to
a new home and they update their address, the magazine
automatically receives the update.

[0378] The business card configuration as disclosed may be
applied in a number of unique processes. For example, busi-
ness cards can be dragged onto forms in order to fill them out.
This is particularly useful when filling out shipping informa-
tion during a purchase. This not only saves the time and effort
that would have gone into typing the address, but it also
eliminates the possibility of typographical errors. Users can
also drag and drop any business cards which have been given
to them by their contacts, provided that the contact who
shared the card with them enabled this ability. This operation
does not share the card but rather only copies the information
it contains.

[0379] Another major problem which exists both online
and in the real world is that user identity and contact infor-
mation is not centralized, but rather is duplicated in many
disjoint sources. The result is that when a user moves to a new
home, changes a phone number or e-mail address, or any
other important piece of personal information that others
might need, everyone who requires that information is imme-
diately out of date. Further, the business card as configured
herein creates a network of centralized information sources
that can be put onto business cards and then shared with
others. When one’s contact information changes, it only
needs to be updated in one place, and the change is immedi-
ately seen by everyone who has been given a business card
containing that information.

[0380] The business cards may be shared to allow for man-
aged business cards and building a managed address book.
The managed address book includes information of each user
through a union of all of the information on all of the business
cards received from that contact. Further, the business card
system is structured to work with all of the different data
providers rather than being the sole authority. This open
framework is made possible because the information fields on
the individual business cards can be hosted at different
sources. For example, a business card might contain a phone
number hosted by one information service provider, and an
address hosted by another. This allows each field to be cen-
tralized, but for the sources of the different fields on a card to
be distributed. In addition, the business card and identity
management system provide full control over creating new
and fully-customized business cards. The electronic wallet 7
contains a business card editor containing a graphical user
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interface that allows the user to create business cards that have
the look and contain the information which the user desires.
[0381] FIG. 23 shows an example embodiment of a process
to link separate data sources to an electronic business card
editor associated with a business card authority. The user
opens the business card editor 409 which is connected over
network connection 410 to the business card authority 403.
The user then selects to populate the data palette 411 of the
business card editor 409, which can be done in two ways,
either by adding data locally or by importing data from a
separate data source.

[0382] To add data locally, the user selects from controls
412 to add data, causing business card editor 409 to present a
data entry user interface (not shown) which allows the user to
add data, choose the kind of information it represents, add
images, add other visual or audible media and other such data.
Upon completion of the data entry event, the business card
editor 409 sends the entered data to business card authority
403 over network connection 410, and business card authority
403 stores the data and associates it with the user’s account.
The data is also displayed in the business card editor 409 data
palette 411 as graphical representation 413.

[0383] To import data from a separate data source, the user
selects from controls 417 in business card editor 409’s data
linking tool 418, causing business card editor 409 to present
a data source specification user interface (not shown) which
allows the user to specify a data source and the user’s access
information (for example, a user name and password). Upon
completion of the data entry event, the business card editor
409 sends a message to business card authority 403 over
network connection 410 requesting that business card author-
ity 403 associates the user’s account with the account of the
user at the separate data source 405. When the association is
complete, business card authority 403 communicates over
network connection 415 with separate data source 405 to
access the user’s account and retrieves all of the user’s data
that it has authority to retrieve. Business card authority 403
then associates each piece of retrieved data with the user’s
account, and also associates each piece of retrieved data with
the account of the user at the separate data source 405. This
second association serves to enable business card authority
403 to access separate data source 405 to refresh the user’s
data each time a request is made for it. The retrieved data is
then sent by business card authority over network connection
410 to business card editor 409 where it is displayed in busi-
ness card editor 409’s data palette 411 as graphical represen-
tation 420.

[0384] FIG. 24 shows an example embodiment of a process
to create a business card definition by defining its data and
logic in a business card editor. The user opens the business
card editor 409 which is connected over network connection
410 to business card authority 403. The user then selects to
create a new business card definition, and business card
authority 403 then automatically populates the data palette
411 of the business card editor 409 with all data that has been
previously associated with the user’s account. The business
card editor then opens creation tool 421 which presents a
blank graphical representation 422 of a new business card
definition. This sends a message over network connection 410
to business card authority 403 instructing it to associate the
new business card definition with the user’s account. The user
then selects a piece of data (here shown as data 413 or data
420) from the data palette 411 and drags and drops it onto the
graphical representation 422 of the new business card defini-

APPL-1034
APPLE INC./Page 81 of 88



US 2009/0288012 Al

tion. This sends a message over network connection 410 to
instruct business card authority 403 to associate the dragged
data with the new business card definition. The data is then
displayed as a graphical representation 423 on the graphical
representation 422 of the new business card. The user is then
able to select to associate logic with the new business card
definition governing its behavior by selecting logic tool 424
and inputting a script or program based on a grammar linked
to variables associated with the new business card.

[0385] FIG. 25 illustrates an example embodiment of a
process to upload a business card from an electronic wallet 7
to a webpage. The user selects a graphical representation of a
business card 425 which he wishes to share and moves it with
drag 426 from electronic wallet 7 to a drop target in business
card receptacle 427 embedded in webpage 428, displayed on
computer display 201 which also displays electronic wallet 7.
When the graphical representation of business card 425 is
dropped on the drop target, a message is sent over network
connection 429 to business card authority 403 instructing it
carry out a sequence of operations associated with the access
point (not shown) which generated business card receptacle
427. (Network connection 429 is shown here generally con-
necting business card authority 403 with business card recep-
tacle 427, but this connection could also be achieved by
communication through the electronic wallet 7.) One of two
events can occur. Either the business card authority 403
returns information to business card receptacle 427 informing
web page 428 of the data in a one-time-use manner, in order
for example to fill out a form, or business card authority 403
determines the business card definition of the business card
and ifthe user has authority to share the business card 425, the
business card authority 403 mints a new instance of the busi-
ness card from the associated definition and associates the
new instance of the card with the account of the owner of
business card receptacle 427.

Integrated Business Card

[0386] The integrated business card system includes a busi-
ness card authority that may be integrated with the payment
process as previously described. It has one or more servers
that is/are responsible for storing and manipulating all of the
information pertaining to business cards, including accounts,
business card definitions, which users have been given which
business cards, which business card dispensers contain which
business cards, which business cards have been used, and
under which circumstances, etc. The business card authority
is responsible for minting new business card objects from
their definitions.

[0387] Business cards can contain any number of data
fields from any number of data sources. Users can design their
own cards, create their own data fields and field entries,
import and link data from third party data providers and drag
and drop it into the card. This is all done through a business
card editor which may be provided by the system either
through the electronic wallet 7, in a web page, or as a stan-
dalone program. It allows the user to create new categories
such as addresses, phone numbers, website URLs, etc., as
well as specific instances of those categories, which can then
be put onto abusiness card. The user can also make superficial
changes to the data field, such as changing the font, size, style,
position, and color in order to achieve a desired look. The user
can import and manipulate graphics to decorate the user cards
as well as different paper types, shapes, and styles. The sys-
tem can come preloaded with card templates to help users
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who may be less inclined to design their own. Cards can also
be predefined by some entity such as government to hold
certain pieces of data from trusted locations, and have a
certain graphical look. Such cards might be used as official
government ID like a driver’s license. The business card edi-
tor is not only used to create categories, instances, and cards,
but can also be used to go back and edit or delete any of these
types of information as well.

[0388] Therearetwo different types of business card access
points. The first is an access point for hosting a business card
dispenser, and the second is an access point for hosting a
business card receptacle. A single access point can also play
both of these roles. The behavior of business card dispenser
access points can be defined very simply or using a business
card access point management program.

[0389] Business card access points of both types can be
located online or in public. For example, an office might
contain a dispenser access point at the front desk, on its
website, or even located in public in a sign or billboard which
allows people to download business cards. Similarly, it might
have a receptacle access point allowing people to give their
business cards. This can be used for business purposes or
promotions such as raffles.

[0390] Business card dispensers are the programs associ-
ated with business card dispenser access points which hold
the business card identifiers which allow a user to download
a business card instance into the user account using the elec-
tronic wallet 7. When accessing the system using a device
containing a sufficiently large screen, business card dispens-
ers are displayed external to the electronic wallet 7 and can
take the form of widgets, applets, or other programs, and can
also exist in web pages or other programs. Similarly, if the
user accessed the system using a device containing a smaller
screen, such as is found on a typical smart phone, the business
card dispenser is shown within the mobile electronic wallet 7
program. Business card dispenser access points can host sev-
eral business card dispensers at once, typically one per per-
son. Dispensers can be set by their owners to contain one or
more specific business cards.

[0391] Another way a user can share a business card with
another user or institution is by way of dragging and dropping
the card into an online or real-world business card receptacle
which is hosted on a business card receptacle access point.
This is very much like a payment receptacle, except that when
the user drags and drops a business card into it, it associates
the user’s card and the data fields in that card with the owner
of the receptacle’s account on the system’s server, giving
them the right to access the data. If the receptacle owner is
another individual user, the system gives that individual a
copy of the user’s identity card by minting it and associating
it with the individual’s account. If the receptacle owner is a
company/institution, the system still provides the owner with
a copy of the user’s identity card, but it may also notify the
owner’s database, prompting an up-to-date data download for
the owner’s internal records. In either case, the website in
which the receptacle is embedded may be updated to reflect
the new data. This may be achieved by for example making an
AJAX call or by the receptacle itself causing the page to
refresh after it receives confirmation that the card sharing
request was processed by the system.

[0392] As previously noted the business cards may be
applied to a managed address book. Business cards can also
be shared with contacts from the user’s social network, as
well as other electronic wallet users. These cards can be used
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to create a universal, managed address book. A user can
receive multiple cards from a single contact. The user’s
address book entry for such a contact can contain the union of
all the data from all the cards which that contact gave the user.
This address book can be displayed within the electronic
wallet 7 program. Whenever the user clicks on or in some
other way manipulates a data entry in the address book an
appropriate action (which may also be custom-defined by the
user) can take place. For example if the electronic wallet is
run on a mobile phone and the user selects a contact’s phone
number in the address book, the electronic wallet 7 program
could make the phone dial that number. Similarly, the elec-
tronic wallet 7 running on a desktop computer can allow the
user to click on an email address on a business card, thereby
opening the user’s default email program to a new message
that is to be sent to that email address. The fields can also be
voice activated. In addition, the address book also has the
capacity to store unmanaged contacts and fields, so that users
can enter the contact information of people who do notuse the
system, as well as extra information for already-existing con-
tacts.

[0393] The business card access point management pro-
gram is a web-based or standalone program which allows the
owner of the access point to define the behavior of both
business card dispenser and receptacle access points using a
grammar specifically designed for this purpose. For example,
it can be used to define which business cards should be used
to populate the business card dispenser associated with a
business card dispenser access point, and whether a business
card receptacle access point should run a receptacle program
allowing a user to fill out text fields with their business card,
or whether it should instead take possession of any business
card dropped into it.

[0394] A business card tracking subsystem, within the busi-
ness card authority, keeps track of the chain of custody of
business cards when they are transferred or shared. The sys-
tem stores the business card transfer information as a directed
acyclic graph or a tree. This information can be used by the
user profiling engine described earlier to build the user’s
profile. The complete record of where each business card
came from, who transferred which business cards to whom,
and where they were used to fill out information is stored by
the system.

[0395] Sharing can be performed through an interface of
the electronic wallet interface, by selecting a card and then
selecting a contact from the user’s contact list. This can be
done in numerous ways such as right-clicking on the graphi-
cal representation of the card and then selecting the contact
from a context menu, by dragging and dropping the graphical
representation of a card onto a contact in the contact list, by
dragging and dropping it onto a business card receptacle on a
website, or by performing another user interface action such
as clicking a button in the electronic wallet 7 when the user is
standing near or connected to a real-world business card
receptacle. These contacts can be other users or institutions.
These user interface actions, or others of a similar nature and
intent, then issue a command to the server to associate a
newly-minted copy of the card with the receiver’s account. If
the receiver does not want the card, then he/she can reject the
transfer, in which case a newly-minted copy of the card is not
associated with the recipient’s account.

[0396] FIG. 26 illustrates an example embodiment of a
process to share a business card with a contact in a user’s
social network. The user selects a graphical representation of

Nov. 19, 2009

business card 425 which he wishes to share with a member of
his social network. The user opens a context menu 430 con-
taining a list of all of his social network contacts (for example
by right-clicking on the graphical representation of business
card 425) and selects a contact 431. This causes an instruction
to be sent to business card authority 403 requesting that
business card 425 be registered as a pending transfer from the
user to the selected contact. If the business card authority 403
determines that the user has permission to share the card, a
pending transfer is registered. If the transfer is accepted by the
selected contact through an instruction form the selected con-
tact’s electronic wallet program (not shown), then business
card authority 403 determines the business card definition of
the business card associated with the transfer and if the user
has authority to share the business card 425, the business card
authority 403 mints a new instance of the business card from
the associated definition and associates the new instance of
the card with the account of the selected contact.

[0397] Similar techniques can be used to share cards with
multiple contacts simultaneously. On a mobile phone, it is
possible to put one’s electronic wallet into card receiving
mode as well as card sending mode, thereby allowing a user to
rapidly transfer a card to everyone standing near the user
whose phone-based electronic wallet 7 is in receiving mode.
There could be an intermediate step which allows the user to
remove any potential nearby recipients from the list of recipi-
ents before sending the sharing instructions. This would be
useful in public where you may want to exclude strangers
from receiving your data. As in the other case, when the
shared card is accepted, the business card authority associates
anew instance of the shared card with the recipient’s account.
Any card recipient could also choose not to accept the card, in
which case no new copy of the shared card is associated with
the recipient’s account. Herein we have described the transfer
in the manner in which it is perceived by the user. The actual
transfer of business card information occurs at the business
card authority as is noted elsewhere.

[0398] Business cards may also be revoked. The electronic
wallet 7 can contain a user interface which displays which
cards have been given to which other users and which com-
panies and institutions. In this view, the user can revoke a card
from a specific cardholder or a group of cardholders. Simi-
larly, the user can even delete the card entirely, revoking the
card from all of its holders. Once the card is revoked the
former cardholders can no longer access the data via the
system.

[0399] A user or business/institution may also choose to
delete the cards it has received from other users or businesses/
institutions. This either removes the association of the card
with the remover’s account or makes a note the association
that does exist is no longer active. Some forms of identity
such as government identification might not be deleteable.
[0400] Business card definitions are distinct from business
card object instances. Business card definitions are created by
users or businesses, whereas business card objects are the
actual business card instances which can be used, transferred,
and shared by users of the system. Business card definitions
are associated with several pieces of information. For
example, it may be associated with an identity of an entity that
created the business card. Every business card is associated
with the identity of its creator. This information is not neces-
sarily even contained directly in the business card definition,
but rather can be obtained by linking to the account which
contains the business card definition. In addition, every busi-

APPL-1034
APPLE INC./Page 83 of 88



US 2009/0288012 Al

ness card contains the identity of'its current holder. A business
card can contain any arbitrary graphics such as portraits,
logos, or paper types uploaded by its creator. These graphics
can also be supplied by the creator’s company. A business
card can contain any number of managed data fields.
Examples of some data fields are given below.

[0401] Another business card definition may be a business
card’s data fields and graphics contain layout data. This
includes position, scaling, font, color, boldness, italics, and
any other common formatting options. In addition, certain
fields such as addresses can have several layout templates
associated with them which can be selected from the users.
These templates format the address so that it is on one line,
several lines, and the like.

[0402] The business card is shareable. Business cards can
be defined so that they are generally sharable or restricted. If
a sharable business card is given to someone, they can pass it
on to a third party without the owner’s explicit permission.
They can also be set so that a owner is notified and their
permission must be given when transferring the business card
to a third party. Finally, they can be restricted so that they
cannot be shared by anyone who is not the owner. Shareability
can be set at the time when the coupon is defined or edited, or
embedded as a control on the coupon which is set when the
owner shares it. Business cards can contain many different
managed data fields, for example, Names, Nicknames, Job
Titles, Street Addresses, E-Mail Addresses, Websites, Instant
Messenger IDs, Social Network IDs, Managed Portraits, Cor-
porate Logos, or Other Graphics, Custom-Defined Fields.

[0403] The disclosed configuration also includes business
card instances bundled with other objects. For example, such
a business card which may be associated with a receipt when
a user makes a purchase at a store. This card may then be
added to auser’s address book in the electronic wallet and can
be cross-referenced with coupons and receipts received from
the vendor. Business cards may be associated with other
forms of rich media as well, for example, if the store is a
bricks and mortar store, then a map may be associated with
the card which, on a location-aware device, may always tell
the user how to get from their current location to the store
either vocally or by displaying an interactive map. In one
embodiment the map can be an instance of a custom type of
digital object. Such business cards may be given out when a
coupon is downloaded, allowing the user to efficiently find
the location where the coupon can be redeemed.

[0404] Users or businesses/institutions may also choose to
associate videos or audio or even computer games or 3D
models with the cards they distribute and the cards can be
interactive. A card may contain a puzzle which needs to be
solved before the card issuer’s information may be seen or
used. A similar grammar to that described for coupons can be
used to define complex identity card rules. The games and
puzzles can be defined in a simple visual scripting language
such as ADOBE FLASH, MIT’s SCRATCH, or a specific
programming language designed for the purpose. The out-
comes of these games can be linked to the card logic defined
by the grammar in order to make the card responsive to the
games. Certain card receptacles can have limits on the types
of logic permissible by the cards that can be shared through
them, for example, it would not work well if a user shared a
card which required the recipient to get out of a maze before
the information would be visible with a company such as
Sport [llustrated that intends to use the cards in an automated
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way to put addresses on magazines. However, such card
might be very fun to share between friends.

[0405] Standard techniques can be used to import social
network contacts from other social networks and instant mes-
sengers, as well as for creating contacts within the system. For
example, the electronic wallet 7 can provide a simple inter-
face for searching for known users and soliciting them for
inclusion as a personal contact. Business cards allow for a
much richer experience. A professional’s business card can be
tagged with their profession from a predefined list of tags, to
which any user could add or request that new tags be added to
it. If a user receives a business card from a professional, for
example by downloading a realtor’s business card from a
business card access point enabled house-for-sale-sign, that
realtor can be added to the user’s social network as a special
kind of contact defined by the tag, in this case a ‘Realtor’ tag.
In this way a user’s rolodex could contain a full list of all the
professionals the user interacts with. In another example,
when a user pays at the dentist, the dentist’s business card may
be associated with the receipt, giving the user a way to stay in
touch with that dentist. The user’s social network can then be
searched not just for friends and family but for a much richer
variety of economic and other relationships which a user may
need to make use of at some later date. This data can be used
by the user profiling engine when compiling a user’s profile.
[0406] A point of note is that business cards being used to
fill out online forms can be implemented without even involv-
ing business card receptacles managed by the system.
Instead, a browser or other program can be configured to
accept business card drags themselves directly in order to
make the business card’s data available to the browser or other
program. A similar configuration can allow any of the digital
objects in the system to behave this way, supplying their data
directly.

Permissible Inter-Domain Communication

[0407] The data displayed on cards can originate at a third-
party website. For example, instead of the identity informa-
tion being stored on a server in the system, it can be stored in
a user’s social network site, account, e.g., FACEBOOK.
Using an application programming interface (API) associated
with this disclosure, FACEBOOK could allow the user to link
this personal identification information from the user’s
FACEBOOK account into the user’s business card. When the
user shares the card, it now acts as a permission to download
that data from FACEBOOK, and when the user updates the
user address at the third-party website (in this case the user
name, address, etc. in FACEBOOK), cardholders see the
update the next time their card’s data is refreshed.

[0408] There are many criteria which can cause the data
refresh on the cardholder’s system, such as an explicit com-
mand by the cardholder or by the system, or a time period
after which data is considered stale and is refreshed, or any
such obvious method. The data records themselves can be
considered the managed aspects of the system and cards can
be refreshed whenever a record they contain is updated.
[0409] Since users can share cards with organizations, the
system described in this disclosure includes an API which the
organizations can use in their servers to make use of the card
permissions. A cardholder requests a piece of data, for
example Sports Illustrated might request a user’s address in
order to send a magazine in the mail to the user’s current
address. The request could comprise a number of elements. In
this example the identifier of the address field of the card
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which the user gave to Sport [llustrated. The system uses the
identifier to check to make sure that Sports Illustrated is
supposed to have access to the record by checking that the
user has really given them a card which includes it. The
system then checks to see which service is the provider of the
record Sports Illustrated is requesting, in this case the
address. If the system is the provider of the data, it just
transmits the data to Sport [llustrated. If the record is provided
by a third-party, the system either instructs the third-part to
send the data to the cardholder directly, or gets the data itself
and then transmits it back to the cardholders. The last case is
the most private and can be used to increase the privacy of the
data transaction. The system can check digitally signed data,
log in information, and/or the requester’s IP address to ensure
that the system can only be accessed by valid cardholders.

[0410] FIG. 22 illustrates one example embodiment of
accessing identity data from a business card authority, which
in this example is provided as reference 403. Business card
holder 400 sends message 716 to business card authority 403
requesting one piece of current information associated with
business card 401, of which business card holder 400 holds an
instance which has been previously been received from busi-
ness card 401’s issuer through business card authority 403.
Business card authority 403 checks its database to determine
if business card holder 400 has permission by the issuer of
business card 401 to access current information associated
with that card. If permission is current, business card author-
ity 403 checks its database for the source of the requested
data. If the requested data is held by business card authority
403 itself, business card authority 403 retrieves the data and
sends the data in message 719 to business card holder 400. If
the requested data is not held by business card authority 403
but instead by a separate data source 405, then business card
authority 403, sends message 717 to separate data source 405
requesting the data. Separate data source 405 authenticates
business card authority’s identity and determines whether
business card authority 403 has permission to receive the
requested data, and if so, sends message 718 to business card
authority 403 with the requested data, and business card
authority 403 forwards the data to business card holder 400.

[0411] Because the card issuer (not shown) has previously
determined the permissions associated with business card
401, the business card authority 403 may determine that the
data requested by business card holder 400 can be sent
directly from separate data source 405 to business card holder
400 in message 720, instead of being sent to business card
authority 406 to be forwarded to business card holder 400.
[0412] If business card holder 400 requires more than one
piece of information associated with business card 401, each
piece of information can be requested individually as
described above. If different pieces of information requested
are held by different separate data sources, business card
authority 403 can make separate requests to each separate
data source, and each request can be handled as described
above.

[0413] Business card dispensers and receptacles are initial-
ized in a manner similar to the other dispenser and receptacles
disclosed herein.

Membership Card Management Processes

[0414] The configurations disclosed may also apply to a
digital membership card subsystem. In such configurations,
the membership card is represented in digital format as an
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integrated component so that they can be used to both log in
to websites and also fulfill the traditional roles of membership
cards in the real world.

[0415] Membership cards are digital objects in the elec-
tronic wallet 7 program. They have the same user interface as
cash, credit, debit, and business cards and can be dragged to
and from the electronic wallet 7. There are two roles in this
configuration: membership card owners and membership
card access point owners. Membership card owners are the
users to whom instances membership card objects have been
issued. The owner can use the membership card by dragging
it into a membership card receptacle in order to log in to a web
site, or gain physical access to a real world venue. Member-
ship card access point owners are the people or businesses
which specify membership card definitions. They are typi-
cally also the owners of the web sites or venues to which the
membership cards that they issue grant access.

[0416] The membership card system beneficially the user’s
electronic wallet can contain membership cards which have a
similar function to real world membership cards of this kind.
The electronic membership cards found in a user’s electronic
wallet 7 graphically represent username and password data
stored at the membership card authority. As such, this system
acts as a universal login manager which stores user name and
password data so that users don’t have to. In addition, the
electronic wallet 7 contains a convenient list of all member-
ship cards which can be easily searched, allowing the user to
browse all of the websites at which he/she is a member or to
quickly find a desired card. The membership cards also speed
up the login process considerably. Even if the user could
remember the user user names and passwords, typing them
out requires considerably more time and effort than dragging
and dropping a membership card. The electronic wallet 7
makes it easy to quickly create an account and receive a
membership card by dragging and dropping a business card in
order to fill out the text fields required by account creation.
The membership card system is capable ofhandling login and
membership functionality both online and in the real-world in
one unified system, thereby solving this problem. The mem-
bership cards can be limited to a fixed number of uses, which,
when put in conjunction with mobile membership card recep-
tacles provides a feasible means of electronic ticket manage-
ment.

[0417] FIG. 38 illustrates an example embodiment of a
configuration for using an electronic membership card to log
in to a third-party website. The user selects the graphical
representation of membership card 522 displayed in the elec-
tronic wallet 7 and moves it with drag 523, and drops it on
membership receptacle 524, which sends an operating system
message (not shown) back to the electronic wallet 7 confirm-
ing the drag. Electronic wallet 7 then sends message 764
across communication channel 526 to membership authority
527 including the identifier of the dragged membership card
and instructing the system to create a new login transaction.
Membership authority 527 then registers a new pending login
transaction, generates a transaction identifier, associates the
identifier of the dragged membership card with the pending
transaction, and returns the transaction identifier to electronic
wallet 7 in message 765 over communication channel 526.
[0418] Electronic wallet 7 then sends the transaction iden-
tifier in an operating system message (not shown) to mem-
bership receptacle 524 which then sends message 766 over
communication channel 530 to website 531. Website 531
sends the transaction identifier and its own website identifier
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in message 767 over communication channel 533 to member-
ship authority 527. Membership authority 527 then finds the
pending transaction associated with the transaction identifier,
confirms that website 531 is correctly associated with the
membership card definition of the membership card 522 asso-
ciated with the login transaction, and returns message 768
over communication channel 533 to website 531. This mes-
sage contains the true log in information associated with
membership card 522. When website 531 has performed its
own internal steps to verify that the log in information is for an
actual account on the website 531°s system, website 531 then
logs membership card owner in and responds to message 769
with a message causing the user’s web browser to display the
appropriate webpage.

[0419] The components of a membership card configura-
tion include a membership card authority: The membership
card authority may be integrated with a payment process. It
has one or more servers that is/are responsible for storing and
manipulating all of the information pertaining to membership
cards, including accounts, membership card definitions used
to create membership cards, which membership cards are
unclaimed, which users own which membership cards, which
membership card dispensers contain which membership
cards, etc.

[0420] Another component is a membership card editor.
The website defines a membership card definition which the
system then uses to mint membership cards for the website’s
account holders as the system is requested to do. Like other
digital objects in the system, the system provides an editor to
set membership card definitions using a grammar similar to
the ones previously described, either as a standalone program
or some sort of web-based tool, which a website owner or the
user representative can use to produce the graphical represen-
tation of membership cards that can be used to log into the
user website. The editor can allow the website to associate
graphics with the cards and allow the website to define other
visual aspects of the card definition, for example whether or
not to display the user’s name, which colors and fonts to use
in the display, where to display it on the card’s surface, and
even the card’s shape. The editor can also be used to define
other characteristics of a membership card, such as expiry
date or how many times it can be used. This can be useful at
venues such as sports clubs in the case where a user buys a
season pass or a pack of ten ‘entrances’. Alternatively, a ticket
to amovie, play, concert, or show can be viewed as a one-time
use membership card. As another example, a membership
card definition may be as simple as just the graphic and the
information defining a user name, a password, and the iden-
tity of the website to which it gains access. These are only
meant to be examples and should not be construed as limiting;
clearly there are many simple variations of graphical and
logical elements which the website can define.

[0421] The same website could define many different
membership card definitions for different purposes. For
example, users with a paid subscription to a website which
offers more services could be presented with a card of one
type and appearance while users with a free account could be
presented with another type of card. The website could also
choose to change the look of a set of membership cards
minted from a specified membership card definition, either
permanently or temporarily. For example, on Valentine’s Day
a website’s free members could have a heart graphic added to
their cards, or during the Christmas Season, the cards could
look snowy, etc. Similarly, if the website’s general look and
feel changes, the cards could be altered permanently to reflect
this change. This can be done by using the editor to modify a
membership card definition associated with the account
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logged into by the editor. When the modified definition is
saved, a message can be associated with the user accounts in
the system of all the users who hold a membership card
minted from that definition. Those users’ electronic wallets
could update the graphics of those membership cards imme-
diately upon receiving the message, or if they are not logged
in at the moment when the message is generated, then the
update can occur next time the user logs into the electronic
wallet 7. The user can be presented with an explicit message
telling him/her that the membership card graphic has been
updated, so that they are not surprised or confused by the
change, and can also be presented with the option to retain the
old graphics, if they prefer.

[0422] Still another component is a membership card
access point. The system contains two different types of
membership card access points. The first is an access point for
hosting a membership card dispenser, and the second is an
access point for hosting a membership card receptacle. A
single access point can also play both of these roles. The
behavior of membership card dispenser access points can be
defined very simply by using the business card access point
management program. Membership card access points of
both types can be located online or in public. For example, a
website can contain a membership card dispenser access
point as well as a receptacle access point on its web page.
Similarly, a gym, movie theatre, sports stadium, or concert
hall might contain a membership card dispenser access point
at the box office, and a receptacle point nearby, at the
entrance.

[0423] Yet another component are membership card dis-
pensers. Membership card dispensers are similar to the dis-
pensers for the other objects in the system. They are the
programs associated with membership card dispenser access
points which issue the membership cards that a user can
download into the user account using the electronic wallet 7
program. When accessing the system using a device contain-
ing a sufficiently large screen, membership card dispensers
are displayed external to the electronic wallet 7 program and
can take the form of widgets, applets, or other programs, and
can also exist in web pages or other programs. Similarly, if the
user accessed the system using a device containing a smaller
screen, such as is found on a typical smart phone, the mem-
bership card dispenser is shown within the mobile electronic
wallet 7 program.

[0424] Another component is a membership card recep-
tacle. Similar to the receptacles of the other objects in the
system, membership card receptacles are the programs asso-
ciated with membership card receptacle access points both
online and in the real world which allow the user to drag and
drop membership cards onto them in order to log in to a
website or gain entrance to a gym, club, show, concert, etc.

[0425] The next component is a membership card access
point management program. The membership card access
point management program is a web-based or standalone
program which allows the owner of the access point to define
the behavior of both membership card dispenser and recep-
tacle access points using a grammar specifically designed for
this purpose. For example, it can be used to define whether the
membership cards have a price associated with them, and if
s0, to integrate the dispenser with a payment receptacle to be
used by the payment system so that the user can pay for the
membership card using the electronic wallet 7 program or
mobile electronic wallet 7 program. It can also define whether
a membership card dispenser should add additional user-
specific data onto a membership card, which is useful in cases
such as when the membership card is a ticket and the owner
requires additional information such as a seat number which
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is different from that of all other tickets. These examples
should not be construed as limiting.

[0426] There is also a membership card tracking sub-
system. A subsystem of the membership card authority, the
membership card tracking subsystem keeps track of where
the membership card originated, a log of when it was used,
whether the membership status has changed or expired, etc.
The user can also delete a membership card from the user
account which removes the graphical representation thereof
from the user’s electronic wallet 7 and also either removes the
association of the card with the user’s account or marks that
the association which does exist as being inactive. This may
ormay not cause the website to be notified of the removal. The
website can also revoke a membership card from a user. This
may remove the association of the card from the user’s
account or may marks that the association that does exist has
been revoked. This may cause the user to be notified explic-
itly, or may cause the card simply to disappear from the
electronic wallet 7. Information from the membership card
tracking subsystem can be used by the user profiling engine
described earlier when compiling a user’s profile.

[0427] As with financial account numbers, the username
and password associated with membership cards and stored at
the server do not have to be the same as the username and
password a user knows and generally has to remember today.
Rather, they can be abstracted away and can be a very long
random string which the website can match to its accounts
when the login request comes from the system, in a manner
similar to that used for the financial accounts described in
above. In fact, even if a malicious person is able to determine
the password on a membership card, he/she can’t use it.

[0428] The website issuing amembership card must inform
the membership card authority that a particular user should be
given an instance of a particular membership card definition.
In one particular embodiment, the website issuing the card
embeds an ‘Issue Card’ button in the site at a location which
is aware of the user’s identity on that site. The button is passed
information identifying both the site and the user identity on
that site. When the user clicks the ‘Issue Card’ Button, the
website contacts the membership card authority and instructs
it to mint a new card from a specified membership card
definition which is associated with that site, and associate a
specified username and password with the newly-minted
card. The ‘Issue Card’ button can be a piece of the member-
ship card authority which can securely communicate with the
user’s electronic wallet 7 running on the local machine. If no
electronic wallet 7 is running, or the electronic wallet 7 is not
logged in, the button can instruct the user to start the elec-
tronic wallet and log in. Once the electronic wallet 7 is logged
in, the ‘Issue Card’ button can communicate with the user’s
electronic wallet 7 to identify the user, or to identify the
newly-minted card to the electronic wallet. In the first case,
the user’s identity can be sent to the membership card author-
ity by the button which can associate the user’s identity with
the new card. In the second case, the newly-minted,
unclaimed card’s identity can be transmitted by the electronic
wallet 7 to the membership card authority which can be
instructed to associate it with the electronic wallet 7 user’s
account.

[0429] Security measures can be taken to ensure that one
site cannot instruct the membership card authority to mint
membership cards for another site. The most obvious way to
do this is to only allow message that are coming from the
website to contain the instructions required to mint cards for
that sites explicitly affiliated in a specific membership sharing
manner to that site in the membership card authority. Mes-
sages from all other sources that try to mint a card in a site’s
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name are ignored. As discussed earlier, there are many known
ways to ensure that the end points of a communication are
who they are supposed to be. Such measures can be employed
for all digital objects. Also, the ‘Issue Card’ button, which
sends a message back to the website to start the minting
process may contain a code that is only meaningful to that
website’s server because it is associated with a session vari-
able, so that the code embedding the button in the user’s
browser page cannot just be cut and pasted into another page.
The code can be an identifier to more meaningful data in the
session variables. The user’s session ID at the website can be
used as this code.

[0430] In another embodiment, instead of just associating
the card with the user’s account automatically, the button
could open a membership d dispenser, embedded in the same
website. The download control could display a graphical
representation of the card which was minted for the user. The
user can then drag and drop that image to the electronic wallet
7 which could then transfer the newly-minted card’s identifier
to the electronic wallet 7 which could prompt the association
of the card with the user’s account.

[0431] Inorder to use a membership card to log in, the user
simply drags and drops the membership card from the user
electronic wallet 7 program onto a login receptacle that is
embedded in the website. Upon a successful drop the user is
logged into the website using the username and password that
is associated with the membership card in the membership
card authority’s server.

[0432] There are many ways in which the data can be trans-
ferred from the system to the website. The simplest is when
the membership card is dragged and dropped into the recep-
tacle, the login information is transmitted to the receptacle via
the clipboard or by some other means. This is the simplest
pattern, but has security limitations.

[0433] A more complex arrangement allows the drag to
transfer the membership card’s identifier to the receptacle.
The receptacle conveys the identifier to the website which
then transmits it to the membership card authority which uses
it to look up the login data and return it to the website which
then logs the user in. Ifthis operation is successful, the recep-
tacle can cause the page to redirect to reflect the log in. For
security, the system can only let the specific website which
issued the membership card instance, or is a specific kind of
affiliate of the website defined in the membership card defi-
nition associated with the instance, download the login data.
This can be done by checking the membership card’s defini-
tion’s owner and comparing it to the identity of the website
making the request. This is a superior method to the previous
one, but still requires the user to give the identity of a digital
object that the user controls to a third-party, which might not
be considered totally secure.

[0434] Yet another option is for the drag operation to
prompt the start of a login transaction associated with the
user’s membership card. The transaction identifier can then
be returned to the electronic wallet 7 and conveyed to the
receptacle, which in turn conveys it to the website. This
transaction identifier can then be used to lookup the log in
data associated with the membership card using the same
security precautions described in the previous version. This
version of events is superior to the last in that the only data that
is transmitted is a one-time use transaction identifier which
becomes meaningless after it is used, or even after some other
type of event such as a timer running out.

[0435] Membership cards can also be issued by real-world
business/institutions for use in a mobile electronic wallet 7 for
the purpose of logging into physical locations, like a fitness
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club or the library, student-sponsored event, etc. The process
is similar to the online version except that the login informa-
tion/membership card identifier/login transaction identifier is
conveyed wirelessly to a terminal running a special login
program which admits the user. In one embodiment, the pro-
gram is a short-range transmitter access point but may also be
any other type of access point coupled with some means to
inform the locale of the login transaction’s outcome.

[0436] Tickets are another type of object that can be stored
in the electronic wallet 7 and used graphically. Tickets are
similar to membership cards in that they can be used to admit
a user into some sort of function, though they have more
limited conditions and also can have other metadata associ-
ated with them such as seat numbers, performance time and
date, a map of the function leading the user to the seat, or even
an electronic program for an event like an opera, or anything
which can normally be thought of as being associated with
tickets in the offline world. Tickets can also be associated with
contacts, if the contact is specified as attending the function
with the user. In addition, tickets can be transferred, though
not necessarily duplicated like a business card. In one
embodiment, the ticket is transferred from the sender’s
account to the recipient’s by changing the ticket’s ownership
in the membership card authority’s database.

Additional Considerations

[0437] Some portions of above description describe the
embodiments in terms of algorithms and symbolic represen-
tations of operations on information. These algorithmic
descriptions and representations are commonly used by those
skilled in the data processing arts to convey the substance of
their work effectively to others skilled in the art. These opera-
tions, while described functionally, computationally, or logi-
cally, are understood to be implemented by computer pro-
grams or equivalent electrical circuits, microcode, relational
databases, or the like. Furthermore, it has also proven conve-
nient at times, to refer to these arrangements of operations as
modules, without loss of generality. The described operations
and their associated modules may be embodied in software,
firmware, hardware, or any combinations thereof.

[0438] As used herein any reference to “one embodiment”
or “an embodiment” means that a particular element, feature,
structure, or characteristic described in connection with the
embodiment is included in at least one embodiment. The
appearances of the phrase “in one embodiment” in various
places in the specification are not necessarily all referring to
the same embodiment.

[0439] Some embodiments may be described using the
expression “coupled” and “connected” along with their
derivatives. It should be understood that these terms are not
intended as synonyms for each other. For example, some
embodiments may be described using the term “connected”
to indicate that two or more elements are in direct physical or
electrical contact with each other. In another example, some
embodiments may be described using the term “coupled” to
indicate that two or more elements are in direct physical or
electrical contact. The term “coupled,” however, may also
mean that two or more elements are not in direct contact with
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each other, but yet still co-operate or interact with each other.
The embodiments are not limited in this context.
[0440] As used herein, the terms “comprises,” “compris-
ing,” “includes,” “including,” “has,” “having” or any other
variation thereof, are intended to cover a non-exclusive inclu-
sion. For example, a process, method, article, or apparatus
that comprises a list of elements is not necessarily limited to
only those elements but may include other elements not
expressly listed or inherent to such process, method, article,
or apparatus. Further, unless expressly stated to the contrary,
“or” refers to an inclusive or and not to an exclusive or. For
example, a condition A or B is satisfied by any one of the
following: A is true (or present) and B is false (or not present),
A is false (or not present) and B is true (or present), and both
A and B are true (or present).

[0441] In addition, use of the “a” or “an” are employed to
describe elements and components of the embodiments
herein. This is done merely for convenience and to give a
general sense of the disclosure herein. This description
should be read to include one or at least one and the singular
also includes the plural unless it is obvious that it is meant
otherwise.

[0442] Uponreading this disclosure, those of skill in the art
will appreciate still additional alternative structural and func-
tional designs for a system and a process for transaction
processing system through the disclosed principles herein.
Thus, while particular embodiments and applications have
been illustrated and described, it is to be understood that the
disclosed embodiments are not limited to the precise con-
struction and components disclosed herein. Various modifi-
cations, changes and variations, which will be apparent to
those skilled in the art, may be made in the arrangement,
operation and details of the method and apparatus disclosed
herein without departing from the spirit and scope defined in
the appended claims.

What is claimed is:

1. A method for initiating a transaction between a first party
and a second party through a third party transaction system,
the method comprising:

executing a drag origin and drop target;

selecting a digital object from the drag origin, the digital

object having information for use in conducting the
transaction;

dragging the selected digital object and dropping the digi-

tal object on the drop target;

transmitting, in response to dropped digital object, instruc-

tions to the third party transaction system the informa-
tion for use in having the third party conduct the trans-
action.

2. The method of claim 1, wherein the drag origin com-
prises a coupon dispenser, the drop target is an electronic
wallet.

3. The method of claim 1, wherein the digital object com-
prises a graphical image corresponding to a payment instru-
ment, said drag origin is said electronic wallet, said drop
target is a payment receptacle.
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