UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

17/027,481 09/21/2020 Bjorn Markus Jakobsson MIJAKPOOSCS 181539

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 01/06/2023 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Yeu-Ting George Cheng/
Name: Yeu-Ting George Cheng
Registration Number: 69408
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e UNITED STATES PATENT AND TRADEMARK OFFICE

ENES UNITED STATES DEPARTMENT OF COMMERCE
R United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

83

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 11/29/2022 11514138 MJAKPOOSCS 7336
21912 7590 11/09/2022

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Bjorn Markus Jakobsson, Portola Valley, CA;

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

RightQuestion, LLLC, Portola Valley, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

21912 7590 07/27/2022 Certificate of Mailing or Transmission
VAN PELT. YI & JAMES LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ States Postal Service with sufficient postage for first class mail in an envelope
10050 N. FOOTHILL BLVD #200 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
CUPERTINO., CA 95014 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Elai n e N quve n (Typed or printed name)
/Elaine Nguyen/ (Signature
October 26. 2022 (Dute)
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/027 481 09/21/2020 Bjorn Markus Jakobsson MIJAKPOO08CS5 7336

TITLE OF INVENTION: AUTHENTICATION TRANSLATION

| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional ~SMAEE—- -$660—— $0.00 $0.00 --$666-—— 10/27/2022
UNDISCOUNTED $1200 $1200
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
STEINLE, ANDREW J 2497 726-001000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys .
or agents OR, alternatively, 1Van Pelt, Yi & James LLP

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member 2

registered attorney or agent) and the names of upto 2

O e . P 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

RightQuestion, LLC Portola Valley, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual Corporation or other private group entity (J Government

4a. Fees submitted: Issue Fee (publication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

Electronic Payment via EFS-Web [ Enclosed check [ Non-electronic payment by credit card (Attach form PTO-2038)
The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 50-0685

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature / Yeu-T 'llg Ge()l”e Cher g/ pate Qctober 26, 2022
Typed or printed name _Y €U~ | .II g (ae()[ge (2' er g Registration No. 69408

Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

17027481

Filing Date:

21-Sep-2020

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Attorney Docket Number:

MJAKP008CS5

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code Quantity Amount

Sub-Total in
USD(S)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE

1501 1 1200

1200

APPL-1002
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Description

Fee Code

Quantity

Amount

Sub-Total in

USD(S)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200
APPL-1002
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Electronic Acknowledgement Receipt

EFS ID: 46894896
Application Number: 17027481
International Application Number:
Confirmation Number: 7336

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Filer Authorized By:

Yeu-Ting George Cheng

Attorney Docket Number: MJAKP008C5
Receipt Date: 26-0CT-2022
Filing Date: 21-SEP-2020

Time Stamp: 13:26:26

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $1200

RAM confirmation Number E20220PD27061562
Deposit Account 500685

Authorized User

Elaine Nguyen

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

APPL-1002
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
ocument - . File Size(Byte Multi Page
Docu Document Description File Name e Size( y sV Ut. . ages
Number Message Digest | Part/.zip| (if appl.)
1525678
1 Issue Fee Payment (PTO-85B) MJAKPOOSCS_(Iij_Transm|tta|. no 1
p Bece3a781fcc04b43400935bb0147 1ec6as
04b7c
Warnings:
Information:
37793
2 Fee Worksheet (SB06) fee-info.pdf no 2
1d4e6c6f62787cb4bedesb1fccbafh9579a6)
Warnings:
Information:
Total Files Size (in bytes){ 1563471

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

APPL-1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
21912 7590 07/27/2022
VAN PELT, YI & JAMES LLP STEINLE, ANDREW J
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014 | ART UNIT PAPERNUMBER |
2497
DATE MAILED: 07/27/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027 481 09/21/2020 Bjorn Markus Jakobsson MIAKPO0SC5 7336

TITLE OF INVENTION: AUTHENTICATION TRANSLATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 10/27/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

IIT. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3

PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

21912 7590 07/27/2022 Certificate of Mailing or Transmission
VAN PELT. YI & JAMES LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ States Postal Service with sufficient postage for first class mail in an envelope
10050 N. FOOTHILL BLVD #200 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
CUPERTINO., CA 95014 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)|
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/027 481 09/21/2020 Bjorn Markus Jakobsson MIJAKPOO8CS 7336
TITLE OF INVENTION: AUTHENTICATION TRANSLATION
| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $600 $0.00 $0.00 $600 10/27/2022

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
STEINLE, ANDREW J 2497 726-001000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member 2

registered attorney or agent) and the names of upto 2

O e . P 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (J Government

4a. Fees submitted: [MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(L The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027 481 09/21/2020 Bjorn Markus Jakobsson MJAKPOOSCS 7336
| EXAMINER |
21912 7590 07/27/2022
VAN PELT, YI & JAMES LLP STEINLE, ANDREW J
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014 | ART UNIT PAPERNUMBER |

2497

DATE MAILED: 07/27/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

APPL-1002
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Application No. Applicant(s)
. . 17/027,481 Jakobsson, Bjorn Markus
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ANDREW J STEINLE 2497 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1.) This communication is responsive to 6/29/2022.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.V The allowed claim(s) is/are 1-4,6-15 and 17-27 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) Al b) (J Some* ¢) [J None of the:
1. (O Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No. ___
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.V Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.
/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220724
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Application/Control Number: 17/027,481 Page 2
Art Unit: 2497

DETAILED ACTION

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Response to Amendment
This action is in response to the communications and remarks filed on 6/29/2022.

Claims 1-4, 6-15 and 17-27 are presently pending for examination.

Response to Arguments
Applicant's arguments, see pages 8-9, filed 6/29/2022, regarding the 103
rejections of Claims 1-4, 6-15 and 17-27, have been fully considered and are
persuasive. The rejections have been withdrawn and the claims are now in condition for

allowance.

Terminal Disclaimer
The terminal disclaimer filed on 11/5/2021 disclaiming the terminal portion of any
patent granted on this application which would extend beyond the expiration date of
U.S. Patent 10,824,696 has been reviewed and is accepted. The terminal disclaimer

has been recorded.

APPL-1002
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Application/Control Number: 17/027,481 Page 3
Art Unit: 2497

Allowable Subject Matter

Claims 1-4, 6-15 and 17-27 are allowed.

This communication warrants No Examiner's Reason for Allowance, applicant's
reply make evident the reasons for allowance, satisfying the “record as a whole” proviso
of the rule 37 CFR 1.104(e). Specifically, the substance of applicant's arguments
filed on 6/29/2022 are persuasive, as such the reasons for allowance are in all
probability evident from the record and no statement is deemed necessary (see MPEP
1302.14).

Any comments Applicants considers necessary must be submitted no later than
the payment of the Issue Fee and to avoid processing delays, should preferable
accompany the Issue Fees. Such submission should be clearly labeled "Comments on
Statement of Reasons for Allowance". In event of any post-allowance papers (e.g. IDS,
312 amendment, petition, etc.), Applicant is exhorted to mail papers to the Production
Control branch in Publications or faxed to post-allowance papers correspondence
branch at (703) 308-5864 to expedite issuing process or call PUB's Customer Service if

any questions at (703) 305-8497.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW J STEINLE whose telephone number is
(5671)272-9923. The examiner can normally be reached M-F 10am-6pm CT.
Examiner interviews are available via telephone, in-person, and video

conferencing using a USPTO supplied web-based collaboration tool. To schedule an

APPL-1002
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Application/Control Number: 17/027,481 Page 4
Art Unit: 2497

interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni Shiferaw can be reached on (571) 272-3867. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497
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Filed: September 21, 2020 Art Unit: 2497
Confirmation No.: | 7336 Docket No.: | MJAKPOOSCS

First Inventor:

Bjorn Markus Jakobsson

Title:

AUTHENTICATION TRANSLATION

AMENDMENT C

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action mailed May 13, 2022. The following amendment

and remarks are respectfully submitted.

Applicant(s) believe that no (additional) fees are required beyond any fees submitted

herewith. If required fees are missing or any additional fees are required during the pendency of

the subject application, please charge such fees or credit any overpayment to Deposit Account

No. 50-0685 (MJAKP00BCS).
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the
application:

Listing of Claims:

1. (Currently amended) A device, comprising:

a processor on the device;

a storage on the device that is accessible by the processor on the device via an interface
that facilitates communication between the storage on the device and the processor on the device,
wherein the processor on the device is configured to:

based at least in part on a request from a user to access an external resource,
facilitate, using the interface, access of at least one record stored at least in part in the
storage on the device;
wherein the at least one record is associated at least with the external resource,
and wherein the at least one record comprises:
a biometric template; and
a credential comprising a cryptographic key;
in response to determining a match between a biometric input and the biometric
template, retrieve, from the at least one record, the credential, wherein the biometric input

corresponds to at least one of a fingerprint, a feature usable for facial recognition, a

voiceprint, a feature usable for a retina scan, or a typing feature, [[and]] wherein the

biometric input is received subsequent to presenting of a prompt, wherein the prompt

comprises a prompt to provide biometric information, and wherein the prompt is visually

presented;
establish a connection with the external resource;

facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the credential
retrieved from the at least one record, and wherein the user is logged in to the external

resource based at least in part on the output; and

Application Serial No. 17/027,481
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facilitate wiping of both the biometric template and the credential comprising the
cryptographic key of the at least one record stored at least in part in the storage on the
device; and
a memory coupled to the processor and configured to provide the processor with

instructions.

2. (Previously Presented) The device recited in claim 1 wherein the storage is

connected to a sensor.

3. (Previously Presented) The device recited in claim 2 wherein the sensor comprises

at least one of a camera and a fingerprint reader.

4. (Previously Presented) The device recited in claim 1 wherein at least some of the

at least one record is stored in plaintext in the storage.

5. (Cancelled)

6. (Currently amended) The device recited in claim 1-wheretnthe-prompteomprisessa
promptto-provide biometric-informationand wherein the prompt is aurally presented.

7. (Previously Presented) The device recited in claim 1 wherein the prompt is
presented in response to a user failing to provide acceptable biometric information within a

timeout period.

8. (Previously Presented) The device recited in claim 1 wherein facilitating wiping of
the at least portion of the at least one record comprises facilitating remote wiping of the at least

portion of the at least one record.

9. (Previously Presented) The device recited in claim 1 wherein the at least portion of

the at least one record is automatically wiped based at least in part on a policy.

10. (Previously Presented) The device recited in claim 1 wherein the biometric
template is wiped in response to determining that the biometric template has not been matched

within a duration of time.

11.  (Previously Presented) The device recited in claim 1 wherein the at least portion of

the at least one record is backed up to a remote entity.

12. (Currently amended) A method, comprising:

Application Serial No. 17/027,481
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based at least in part on a request from a user to access an external resource, using a
processor on a device to facilitate access of at least one record stored at least in part in a storage
on the device, wherein the storage on the device is accessible by the processor on the device via
an interface that facilitates communication between the storage on the device and the processor
on the device;

wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:

a biometric template; and
a credential comprising a cryptographic key;

in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, [[and]] wherein the biometric input is received subsequent

to presenting of a prompt, wherein the prompt comprises a prompt to provide biometric

information. and wherein the prompt is visually presented;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating, by the processor on the device, wiping of both the biometric template and the
credential comprising the cryptographic key of the at least one record stored at least in part in the

storage on the device.

13.  (Previously Presented) The method of claim 12 wherein the storage is connected to
a sensor.
14.  (Original) The method of claim 13 wherein the sensor comprises at least one of a

camera and a fingerprint reader.

15.  (Previously Presented) The method of claim 12 wherein at least some of the at

least one record is stored in plaintext in the storage.

16.  (Cancelled)
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17. (Currently amended) The method of claim 12 whereinthe-prompteomprises-apromptto
provide biometric-information;and wherein the prompt is aurally presented.

18. (Original) The method of claim 12 wherein the prompt is presented in response to a

user failing to provide acceptable biometric information within a timeout period.

19. (Original) The method of claim 12 wherein facilitating wiping of the at least portion
of the at least one record comprises facilitating remote wiping of the at least portion of the at

least one record.

20.  (Original) The method of claim 12 wherein the at least portion of the record is

automatically wiped based at least in part on a policy.

21. (Original) The method of claim 12 wherein the biometric template is wiped in
response to determining that the biometric template has not been matched within a duration of

time.

22, (Original) The method of claim 12 wherein the at least portion of the at least one

record is backed up to a remote entity.

23. (Currently amended) A computer program product embodied in a non-transitory
computer readable storage medium and comprising computer instructions for:
based at least in part on a request from a user to access an external resource, using a
processor on a device to facilitate access of at least one record stored at least in part in a storage
on the device, wherein the storage on the device is accessible by the processor on the device via
an interface that facilitates communication between the storage on the device and the processor
on the device;
wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:
a biometric template; and
a credential comprising a cryptographic key;
in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable

for a retina scan, or a typing feature, [[and]] wherein the biometric input is received subsequent
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to presenting of a prompt, wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is visually presented;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating, by the processor on the device, wiping of both the biometric template and the
credential comprising the cryptographic key of the at least one record stored at least in part in the

storage on the device.

24.  (Previously Presented) The device recited in claim 1, wherein the interface

comprises a restricted interface.

25.  (Previously Presented) The device recited in claim 1, wherein the storage

COl’IlpI'iSGS a secure storage.

26.  (Previously Presented) The method of claim 12, wherein the interface comprises a

restricted interface.

27.  (Previously Presented) The method of claim 12, wherein the storage comprises a

secure storage.
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INTERVIEW SUMMARY

A telephonic interview in the above-referenced case was conducted on June 16, 2022
between the Examiner and the Applicants’ undersigned representative. The Office Action
mailed on May 13, 2022 was discussed. Specifically, the rejections of Claims 1, 12, and 23 in
light of Johansson, Mannan, and Owen and the proposed amendments set forth herein were

discussed with the intent to place the claims in better condition for allowance or appeal.

The Applicants thank the Examiner for the interview.
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REMARKS

Claims 5 and 16 have been cancelled. Claims 1, 6, 12, 17, and 23 have been amended to

clarify the subject matter regarded as the invention. Claims 1-4, 6-15, and 17-27 are pending.
Claim Rejections — 35 U.S.C. §103

Claims 1-4, 8-9, 11-15, 19-20, and 22-27 stand rejected under 35 U.S.C. §103 as being
unpatentable over Johansson (U.S. Pat. No. 8,776,214) in view of Mannan et al. (U.S. Pub. No.
2017/0230179) in further view of Owen et al. (U.S. Pat. No. 7,780,080). Claims 6-7 and 17-18
stand rejected under 35 U.S.C. §103 based on the combination of Johansson, Mannan, and Owen

further combined with one or more other references. The rejection is respectfully traversed.

Applicants respectfully submit that the Mannan reference (U.S. Pub. No. 2017/0230179)
is not available as prior art as of the date it was effectively filed. In the interests of compact
prosecution, per the Examiner’s suggestion during the June 16, 2022 interview, Independent
Claims 1 and 12 have been amended to include all of the limitations of Claims 5 and 16,
respectively, as well as the base claims and any intervening claims. It is therefore believed that
Claims 1 and 12 are allowable. Independent Claim 23 has been similarly amended, and is
therefore also believed to be allowable for the same reasons described above. The remaining
claims depend, either directly or indirectly, from one of the aforementioned independent claims,

and are therefore also believed to be allowable for the same reasons described above.
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The foregoing amendments are not to be taken as an admission of unpatentability of any

of the claims prior to the amendments.

Reconsideration of the application and allowance of all claims are respectfully requested

based on the preceding remarks. If at any time the Examiner believes that an interview would be

helpful, please contact the undersigned.

Dated: June 29, 2022

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Fax 408-973-2595

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS

Respectfully submitted,

[Yeu-Ting George Cheng/
Yeu-Ting George Cheng
Registration No. 69408
408-207-4765
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Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
PATENT APPLICATION FEE DETERMINATION RECORD | Aeplication or Docket Number | Fiing Date
Substitute for Form PTO-875 17/027,481 0972172020 (7o be Mailed
ENTITY: (J LARGE sMALL (O MICRO

APPLICATION AS FILED - PART |

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] sEARCH FEE
(37 GFR 1.16(K), (i), or (m)) NiA NiA N/A
D EXAMINATION FEE
(37 CFR 1.16(0), (p), or (@) NiA NiA N/A
TOTAL CLAIMS . *
(37 CFR 1.16(i)) minus 20 = x 990 =
INDEPENDENT CLAIMS *
(37 GFR 1.16(h)) minus 3 = x $230 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
Dgipﬂuf/?gg\; SIZE FEE (37 for small entity) for each additional 50 sheets or
’ fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 06/29/2022 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - —
E (57 GrR 1 160) 25 Minus 20 =5 x $50 - 250
E Independent +3 Minus | **3 -0 x $240 - 0
< ] Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 250
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total " ; *x - -
= |_@rcrri160) Minus — X $ 0 -
ali N i
A Mins - xs0 -
= | [ Application Size Fee (37 CFR 1.16(s))
< [_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. PSA
/CHERYL A CLARK/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-8198 and select option 2.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 06/22/2022 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
06/22/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
17/027,481 Jakobsson, Bjorn Markus
. ey . i A AlA (First | t P
Applicant-Initiated Interview Summary ﬁ’,;‘;,“;;;ﬁ; J Urntit to Fi(le;r;tatn:: " 9
STEINLE 2497 | No 1of1

ANDREW J STEINLE Primary Examiner Telephonic
George Cheng (Reg. No. 69,408) Attorney of Record

Date of Interview: 16 June 2022

Issues Discussed:

Other

The attorney questioned whether the new Mannan reference was proper prior art as the effective filing
date does not appear to be prior art. The examiner agreed with the attorney. The examiner stated that
the applicant could argue against the reference in which case, a 2nd non-final rejection would most likely
be issued. However, the examiner also stated that incorporating the limitations of any of the following
claims, would likely lead towards an allowance: Claims 5-7, 10, 16-18, and 21.

Attachment

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220616

APPL-1002
APPLE INC. / Page 51 of 291




From:

To:

Subject: MJAKP008C5 (App. No.: 17/027,481) Interview Agenda for 6/16/2022 Interview
Date: Wednesday, June 15, 2022 8:14:37 PM

Attachments: MIAKPOIECS Intenvisw Retussl Form - 20220635 0d0

PLEASE CONSIDER THE SOURCE before

¢ This email has originated £ 3
responding, clicking on links, or opening attachments.

N
% ERREER

Examiner Steinle,

Please find attached an agenda for the 6/16/2022 interview for Application No. 17/027,481.
Applicant authorizes communication of this attached interview agenda by this email. Please
continue to send official correspondence via the email address associated with customer number
21912.

Regards,
George

i._ Vi

\vu N E"i, [
smeiiectuas Property Law

d., Suite 200

C\syerk:no A Q5014
Ve 408-20G7-4765
408-97

ttorney work product, and/or privileged and
the sender at the

is message in error, please contact

roy this and all coples of this message.
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PTOL-413A (08-10)
Doc Code: M865 or FAIREQINTV Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application No.: 17/027,481 First Named Applicant; Bjorn Markus Jakobsson
Examiner: Andrew J. Steinle Art Unit: 2497 Status of Application:Pending

Tentative Participants:

1) Examiner Andrew J. Steinle (2) Yeu-Ting George Cheng

3) 4)

Proposed Date of Interview: Thurs 6/16 Proposed Time: 430pET  (AM/PM)
Type of Interview Requested:

(1) |+] Telephonic (2) [ ] Personal (3) [ ] Video Conference

Exhibit To Be Shown or Demonstrated: [ | YES [ INO

If yes, provide brief description:

Issues To Be Discussed

Issues Claims/ Prior Discussed Agreed Not Agreed
(Rej., Obj., etc) Fig. #s Art

mRRe. 1 Mannan | ] [ ] [

@ [ [ ] [

G__ [] [] L]

®__ [ ] [ [ ]

[ 1 Continuation Sheet Attached [ ] Proposed Amendment or Arguments Attached

Brief Description of Arguments to be Presented: Applicants would like to discuss the Mannan reference.

An interview was conducted on the above-identified application on

NOTE: This form should be completed and filed by applicant in advance of the interview (see MPEP § 713.01).
If this form is signed by a registered practitioner not of record, the Office will accept this as an indication that he
or she is authorized to conduct an interview on behalf of the principal (37 CFR 1.32(a)(3)) pursuant to 37 CFR
1.34. This is not a power of attorney to any above named practitioner. See the Instruction Sheet for this form,
which is incorporated by reference. By signing this form, applicant or practitioner is certifying that he or she has
read the Instruction Sheet. After the interview is conducted, applicant is advised to file a statement of the
substance of this interview (37 CFR 1.133(b)) as soon as possible. This application will not be delayed from issue
because of applicant’s failure to submit a written record of this interview.

/Yeu-Ting George Cheng/
Applicant/Applicant’s Representative Signature Examiner/SPE Signature
Yeu-Ting George Cheng

Typed/Printed Name of Applicant or Representative
69,408
Registration Number, if applicable

This collection of information is required by 37 CFR 1.133. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 24 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

APPL-1002
APPLE INC. / Page 53 of 291




UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 05/13/2022 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
05/13/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

17/027,481 Jakobsson, Bjorn Markus
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
ANDREW J STEINLE 2497 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 5/2/2022.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-27 is/are pending in the application.

5a) Of the above claim(s) ____is/are withdrawn from consideration.
6) (O Claim(s) ___ is/are allowed.
7) Claim(s) 1-9,11-20 and 22-27 is/are rejected.
8) [0 Claim(s) ___is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0J The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 9/21/2020 is/are: a)# accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)o Al b)(J Some**  ¢)(J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date
4) [J Other: .

2) [ Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20220509
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Application/Control Number: 17/027,481 Page 2
Art Unit: 2497

DETAILED ACTION

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Response to Amendment
This action is in response to the communications and remarks filed on 5/2/2022.

Claims 1-27 are presently pending for examination.

Response to Arguments
Applicant's arguments, see pages 8-9, filed xxx, regarding the 103 rejections of
Claims 1-9, 11-20, and 22-27, have been fully considered and are persuasive.
However, a new ground of rejection has been made in view of Mannan et al., (US

20170230179 A1) hereinafter referred to as Mannan.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

APPL-1002
APPLE INC. / Page 56 of 291



Application/Control Number: 17/027,481 Page 3
Art Unit: 2497

In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.

Claims 1-4, 8-9, 11-15, 19-20, and 22-27 are rejected under pre-AlA 35 U.S.C.
103(a) as being unpatentable over Johansson (US 8776214 B1) hereinafter referred
to as Johansson in view of Mannan et al., (US 20170230179 A1) hereinafter referred
to as Mannan and further in view of Owen et al., (US 7780080 B2) hereinafter
referred to as Owen.

Regarding Claims 1, 12, and 23, Johansson discloses A device, comprising:
a processor on the device:...wherein the processor on the device is configured
to: based at least in part on a request from a user to access an external resource,
facilitate, using the interface, access of at least one record stored at least in part
in a storage; [Column 2, lines 28-44, The client 103 may be configured to execute
various applications such as a browser 121, an authentication manager 124, and/or
other applications. The browser 121 may be executed in a client 103, for example, to
access and render network pages, such as web pages, or other network content served
up by the server 106 and/or other servers. The authentication manager 124 may be
executed to manage usernames, passwords, private and public keys, certificates,
and/or other security credentials. In some embodiments, the authentication manager
124 runs as a plug-in application to the browser 121. In other embodiments, the

authentication manager 124 may be a standalone application that interfaces with the
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Application/Control Number: 17/027,481 Page 4
Art Unit: 2497

browser 121 and/or other applications requiring management of authentication. The
client 103 may be configured to execute applications beyond browser 121 and
authentication manager 124 such as, for example, e-mail applications, instant message
applications, and other applications] [Column 4, lines 50-59, The portable data store
118 may comprise, for example, a universal serial bus (USB) flash storage device, a
solid-state storage device, a portable hard disk, a floppy disk, an optical disc, and/or
other portable storage devices. In various embodiments, the portable data store 118
may include a processor circuit comprising a processor and a memory. In other
embodiments, the portable data store 118 may merely consist of a storage medium.
The portable data store 118 may be removably attached to the client 103 in some
embodiments] [Column 4, lines 59-67 & Column 5 lines 1-5, The portable data store 118
may be configured to store account data 163. The account data 163 may include, for
example, security credentials used to access various network sites 140 or network
pages 145, information regarding authentication endpoints 139, and/or other
information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
other biometric recognition device, a pin pad, etc.) used to authenticate a user in order
to provide access to the data on the portable data store 118, such as account data 163]
wherein the at least one record is associated at least with the external
resource, and wherein the at least one record comprises: a biometric template;

and a credential comprising a cryptographic key; [Column 4, lines 59-67 & Column
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Application/Control Number: 17/027,481 Page 5
Art Unit: 2497

5 lines 1-5, The portable data store 118 may be configured to store account data 163.
The account data 163 may include, for example, security credentials used to access
various network sites 140 or network pages 145, information regarding authentication
endpoints 139, and/or other information. In various embodiments, the account data 163
may be a mirror of the account data 130. In other embodiments, the account data 163
may take the place of account data 130. The account data 163 may be stored in an
encrypted format. To this end, the portable data store 118 may include a device (e.g., a
fingerprint scanner or other biometric recognition device, a pin pad, etc.) used to
authenticate a user in order to provide access to the data on the portable data store
118, such as account data 163] [Column 5, lines 17-34, For example, the user may
provide to the authentication manager 124 existing security credentials such as, for
example, usernames, passwords, security keys, certificates, and/or other security
credentials along with identifying information for the network sites 140 and/or uniform
resource locators (URLs) associated with the security credentials. The user may also
configure a security credential such as, for example, a username, password, biometric
identification, etc. for the authentication manager 124 so that the security credentials
may be encrypted or otherwise protected from use or view on client 103 without the
authorization of the user. The account information may be stored by the authentication
manager 124 in account data 130 on the client 103 and/or at some other location. For
example, the authentication manager 124 may back up the account information to
account data 160 located on the remote data server 106, account data 163 located on

in the portable data store 118, and/or another location]
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in response to determining a match between a biometric input and the
biometric template, retrieve, from the at least one record, the credential, wherein
the biometric input corresponds to at least one of a fingerprint, a feature usable
for facial recognition, a voiceprint, a feature usable for a retina scan, or a typing
feature, and wherein the biometric input is received subsequent to presenting of
a prompt; [Column 2, lines 28-36, The client 103 may be configured to execute various
applications such as a browser 121, an authentication manager 124, and/or other
applications. The browser 121 may be executed in a client 103, for example, to access
and render network pages, such as web pages, or other network content served up by
the server 106 and/or other servers. The authentication manager 124 may be executed
to manage usernames, passwords, private and public keys, certificates, and/or other
security credentials] [Figure 2, teaches a prompt for entering user authentication]
[Column 5, lines 1-5, the portable data store 118 may include a device (e.g., a
fingerprint scanner or other biometric recognition device, a pin pad, etc.) used to
authenticate a user in order to provide access to the data on the portable data store
118, such as account data 163] [Column 8, lines 21-35, When a stored account exists
for a network site 140, the authentication manager 124 determines whether to provide
the security credentials to the network site 140. As a preliminary matter, the
authentication manager 124 may require that the user be authenticated to the
authentication manager 124 by way of a master security credential such as a password,
presence of the portable data store 118 at the client 103, biometric identification, native
operating system identification, or some other authentication. Responsive to

authentication, the authentication manager 124 may decrypt the stored account data
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130, 160, 163. In some embodiments, the authentication manager 124 may be given
access to the stored account data 130, 160, 163 responsive to providing a master
security credential. The authentication manager 124 then verifies the identity of the
network site 140] [Column 9, line 63 — Column 10 line 4, Once a user selects the
authentication button 218, the authentication manager 124 may fill in the username field
206 and the password field 209. The authentication manager 124 may also
automatically submit the logon request by programmatically pressing the submit button
212. In some embodiments, the username field 206 and password field 209 may be
prefilled automatically with the security credential upon verification of the identity of the
network site 140] [Column 12, lines 50-53, The authentication manager 124 may send
the account parameters to the network site 140 or wait for user input for approval. The
control flow of the authentication manager 124 then stops]

establish a connection with the external resource; [Column 2, lines 28-44,
The client 103 may be configured to execute various applications such as a browser
121, an authentication manager 124, and/or other applications. The browser 121 may
be executed in a client 103, for example, to access and render network pages, such as
web pages, or other network content served up by the server 106 and/or other servers.
The authentication manager 124 may be executed to manage usernames, passwords,
private and public keys, certificates, and/or other security credentials. In some
embodiments, the authentication manager 124 runs as a plug-in application to the
browser 121. In other embodiments, the authentication manager 124 may be a
standalone application that interfaces with the browser 121 and/or other applications

requiring management of authentication. The client 103 may be configured to execute
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applications beyond browser 121 and authentication manager 124 such as, for
example, e-mail applications, instant message applications, and other applications]
facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the
credential retrieved from the at least one record, and wherein the user is logged
in to the external resource based at least in part on the output; [Column 12, lines
35-45, Next, in box 521, the authentication manager 124 determines whether an
authentication endpoint 139 (FIG. 1) has been defined for the network page 145 or
network site 140. This may involve examining, if they exist, configuration files 148, 157
(FIG. 1). If an authentication endpoint 139 has not been defined, the authentication
manager 124 moves to box 524 and provides the account parameters, including
security credentials, by form filling. The authentication manager 124 may send the
account parameters to the network site 140 or may merely allow the user to submit the
form. The control flow of the authentication manager 124 then stops] [Column 8, lines
21-35, When a stored account exists for a network site 140, the authentication manager
124 determines whether to provide the security credentials to the network site 140. As a
preliminary matter, the authentication manager 124 may require that the user be
authenticated to the authentication manager 124 by way of a master security credential
such as a password, presence of the portable data store 118 at the client 103, biometric
identification, native operating system identification, or some other authentication.
Responsive to authentication, the authentication manager 124 may decrypt the stored
account data 130, 160, 163. In some embodiments, the authentication manager 124

may be given access to the stored account data 130, 160, 163 responsive to providing a
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master security credential. The authentication manager 124 then verifies the identity of
the network site 140] [Column 9, line 63 — Column 10 line 4, Once a user selects the
authentication button 218, the authentication manager 124 may fill in the username field
206 and the password field 209. The authentication manager 124 may also
automatically submit the logon request by programmatically pressing the submit button
212. In some embodiments, the username field 206 and password field 209 may be
prefilled automatically with the security credential upon verification of the identity of the
network site 140]

Johansson does not explicitly teach a storage on the device that is accessible
by the processor on the device via an interface that facilitates communication
between the storage on the device and the processor on the device...on the
device.

Mannan teaches a storage on the device that is accessible by the processor
on the device via an interface that facilitates communication between the storage
on the device and the processor on the device...on the device [Abstract, after
evaluation of secrets, a securely stored encryption key is either retrieved or deleted
upon entering corresponding secret (password, graphical password, biometric
information, data sequence, security token, etc.) or secrets] [Figure 1, the storage is
local storage]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Mannan with the
disclosure of Johansson. The motivation or suggestion would have been for trusted

deletion of data security. (paragraph 0006)
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The combination of Johansson and Mannan does not explicitly teach and
facilitate wiping of both the biometric template and the credential comprising the
cryptographic key of the at least one record stored at least in part in the storage
on the device; and a memory coupled to the processor and configured to provide
the processor with instructions.

Owen teaches and facilitate wiping of both the biometric template and the
credential comprising the cryptographic key of the at least one record stored at
least in part in the storage on the device; and a memory coupled to the processor
and configured to provide the processor with instructions [Column 27, lines 35-37,
Once a user is granted access to the remote computer 55, he may also be permitted to
access and modify electronic files stored by the remote computer 55] [Column 27, lines
56-66, In the case where the remote computer 55 is, for example, a corporate file
server, the company can be given the ability to change permission settings that control
which files on the corporate file server are accessible by the user. If at any time the
company removes access privileges to a file from a user after he has stored the file on
his portable device 10, then, in certain embodiments, the secure internet portal 70 can
be configured to send a command to the user's portable device 10 to delete the file from
the user's device 10 once the device 10 is again used to establish a connection with the
secure internet portal 70] [Column 30, lines 21-39, In some embodiments, additional
security procedures are implemented to protect the secrecy of the user's data on his old
portable, biometrically-secured device 10. For example, in certain embodiments, each
time the portable device 10 is communicatively coupled with a host computer 50, the

unique identification code of the device 10 is transmitted to the secure internet portal 70.
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After being added to the banned list, the next time that the old device 10 is coupled to a
host computer 50, the secure internet portal 70 can issue a "scorched earth" command
to the old portable device 10, causing the processor 32 to erase the device's memory
modules and/or otherwise disable the old device 10. Thus, despite the fact that the
private information stored on the user's old device 10 is protected from being accessed
by unauthorized individuals with the biometric authentication procedures and tamper-
resistant features described herein, the scored earth command can add an additional
degree of security in the case of loss or theft — this “scorched earth” command would
wipe EVERYTHING in storage including the cryptographic key and the record]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosures of Johansson and Mannan. The motivation or suggestion would have been
to enhance the safety and security of the device.

Regarding Claims 2 and 13, Johansson discloses wherein the secure storage
is connected to a sensor. [Column 4, line 59 — Column 5, line 8, The portable data
store 118 may be configured to store account data 163. The account data 163 may
include, for example, security credentials used to access various network sites 140 or
network pages 145, information regarding authentication endpoints 139, and/or other
information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or

other biometric recognition device, a pin pad, etc.) used to authenticate a user in order
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to provide access to the data on the portable data store 118, such as account data 163;
or it may include hardware and/or software to permit a user to enter a password and/or
decryption key in order to provide access to the data on the portable data store 118]

Regarding Claims 3 and 14, Johansson discloses wherein the sensor
comprises at least one of a camera and a fingerprint reader. [Column 4, line 59 —
Column 5, line 8, The portable data store 118 may be configured to store account data
163. The account data 163 may include, for example, security credentials used to
access various network sites 140 or network pages 145, information regarding
authentication endpoints 139, and/or other information. In various embodiments, the
account data 163 may be a mirror of the account data 130. In other embodiments, the
account data 163 may take the place of account data 130. The account data 163 may
be stored in an encrypted format. To this end, the portable data store 118 may include a
device (e.g., a fingerprint scanner or other biometric recognition device, a pin pad, etc.)
used to authenticate a user in order to provide access to the data on the portable data
store 118, such as account data 163; or it may include hardware and/or software to
permit a user to enter a password and/or decryption key in order to provide access to
the data on the portable data store 118]

Regarding Claims 4 and 15, Johansson discloses wherein at least some of
the at least one record is stored in plaintext in the secure storage. [Column 8, lines
21-35, When a stored account exists for a network site 140, the authentication manager
124 determines whether to provide the security credentials to the network site 140. As a
preliminary matter, the authentication manager 124 may require that the user be

authenticated to the authentication manager 124 by way of a master security credential
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such as a password, presence of the portable data store 118 at the client 103, biometric
identification, native operating system identification, or some other authentication.
Responsive to authentication, the authentication manager 124 may decrypt the stored
account data 130, 160, 163. In some embodiments, the authentication manager 124
may be given access to the stored account data 130, 160, 163 responsive to providing a
master security credential. The authentication manager 124 then verifies the identity of
the network site 140] [Column 10, lines 4-6, The security credentials may be shown as
place holding characters or as plain text.]

Regarding Claims 8 and 19, the combination of Johansson and Mannan does
not explicitly teach wherein facilitating wiping of the at least portion of the at least
one record comprises facilitating remote wiping of the at least portion of the at
least one record.

Owen teaches wherein facilitating wiping of the at least portion of the at
least one record comprises facilitating remote wiping of the at least portion of the
at least one record. [Column 27, lines 56-66, In the case where the remote computer
55 is, for example, a corporate file server, the company can be given the ability to
change permission settings that control which files on the corporate file server are
accessible by the user. If at any time the company removes access privileges to a file
from a user after he has stored the file on his portable device 10, then, in certain
embodiments, the secure internet portal 70 can be configured to send a command to
the user's portable device 10 to delete the file from the user's device 10 once the device

10 is again used to establish a connection with the secure internet portal 70]
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Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosures of Johansson and Mannan. The motivation or suggestion would have been
to enhance the safety and security of the device.

Regarding Claims 9 and 20, the combination of Johansson and Mannan does
not explicitly teach wherein the at least portion of the at least one record is
automatically wiped based at least in part on a policy.

Owen teaches wherein the at least portion of the at least one record is
automatically wiped based at least in part on a policy. [Column 27, lines 56-66, In
the case where the remote computer 55 is, for example, a corporate file server, the
company can be given the ability to change permission settings that control which files
on the corporate file server are accessible by the user. If at any time the company
removes access privileges to a file from a user after he has stored the file on his
portable device 10, then, in certain embodiments, the secure internet portal 70 can be
configured to send a command to the user's portable device 10 to delete the file from
the user's device 10 once the device 10 is again used to establish a connection with the
secure internet portal 70]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosures of Johansson and Mannan. The motivation or suggestion would have been
to enhance the safety and security of the device.

Regarding Claims 11 and 22, Johansson discloses wherein the at least

portion of the at least one record is backed up to a remote entity. [Column 8, lines
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3-20, Account information stored in any of account data 130, 160, 163 may be manually
or automatically copied by the authentication manager 124 to any other account data
130, 160, 163 so that the account information may be mirrored across any two or more
of account data 130, 160, 163. For purposes of backup, the authentication manager 124
may be capable of rendering a list of the stored account information in account data
130, 160, 163 for viewing or printing. To facilitate viewing or printing, the authentication
manager 124 may be configured to generate human readable or printable security
credentials using an appropriate character set. Alternatively, the authentication manager
124 may encode security credentials in a printable form using an encoding approach
such as, for example, UUencoding, BinHex, Multipurpose Internet Mail Extensions
(MIME) encodings, Base64, and other encoding approaches]

Regarding Claims 24 and 26, Johansson discloses wherein the interface
comprises a restricted interface. [Column 4, lines 59-67 & Column 5 lines 1-5, The
portable data store 118 may be configured to store account data 163. The account data
163 may include, for example, security credentials used to access various network sites
140 or network pages 145, information regarding authentication endpoints 139, and/or
other information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
other biometric recognition device, a pin pad, etc.) used to authenticate a user in order

to provide access to the data on the portable data store 118, such as account data 163]
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Regarding Claims 25 and 27, Johansson discloses wherein the storage
comprises a secure storage. [Column 4, lines 59-67 & Column 5 lines 1-5, The
portable data store 118 may be configured to store account data 163. The account data
163 may include, for example, security credentials used to access various network sites
140 or network pages 145, information regarding authentication endpoints 139, and/or
other information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
other biometric recognition device, a pin pad, etc.) used to authenticate a user in order

to provide access to the data on the portable data store 118, such as account data 163]

Claims 5-7 and 16-18 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Johansson in view of Mannan in view of Owen and further in view of
Shi (US 20090191846 A1) hereinafter referred to as Shi.

Regarding Claims 5 and 16, the combination of Johansson, Mannan, and Owen
does not explicitly teach wherein the prompt comprises a prompt to provide
biometric information, and wherein the prompt is visually presented.

Shi teaches wherein the prompt comprises a prompt to provide biometric
information, and wherein the prompt is visually presented. [paragraph 0046, the
access controller application 304 sends a request via the hardware/software
architecture 300 and hardware/software architecture 200 to prompt the user to swipe a

finger across biometric sensor 110, step 403. The prompt may be a visual prompt
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through the mobile device 130 display and/or an audio prompt via the mobile device's
speaker. An image of the fingerprint is obtained and digitized via the biometric sensor
110 and the data forming the fingerprint template is received by the access controller
application 304, step 404]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Shi with the
disclosures of Johansson, Mannan, and Owen. The motivation or suggestion would
have been “for securing mobile devices and the data stored on a smart card for use in
mobile devices.” (paragraph 0001)

Regarding Claims 6 and 17, the combination of Johansson, Mannan and Owen
does not explicitly teach wherein the prompt comprises a prompt to provide
biometric information, and wherein the prompt is aurally presented.

Shi teaches wherein the prompt comprises a prompt to provide biometric
information, and wherein the prompt is aurally presented. [paragraph 0046, the
access controller application 304 sends a request via the hardware/software
architecture 300 and hardware/software architecture 200 to prompt the user to swipe a
finger across biometric sensor 110, step 403. The prompt may be a visual prompt
through the mobile device 130 display and/or an audio prompt via the mobile device's
speaker. An image of the fingerprint is obtained and digitized via the biometric sensor
110 and the data forming the fingerprint template is received by the access controller
application 304, step 404]

Before the effective filing date of the claimed invention, it would have been

obvious to one with ordinary skill in the art to combine the teachings of Shi with the
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disclosures of Johansson, Mannan, and Owen. The motivation or suggestion would
have been “for securing mobile devices and the data stored on a smart card for use in
mobile devices.” (paragraph 0001)

Regarding Claims 7 and 18, the combination of Johansson, Mannan, and Owen
does not explicitly teach wherein the prompt is presented in response to a user
failing to provide acceptable biometric information within a timeout period

Shi teaches wherein the prompt is presented in response to a user failing to
provide acceptable biometric information within a timeout period. [paragraph
0059, If the access timer equals zero time left (i.e., test 520="NQO") or the access flag is
set to FALSE, the access controller application attempts to authenticate the user by
executing steps 502 through 507 (including additional attempts) as described above
with reference to FIG. 5. Before the effective filing date of the claimed invention, it would
have been obvious to one with ordinary skill in the art to combine the teachings of Shi
with the disclosure of Johansson. The motivation or suggestion would have been “for
securing mobile devices and the data stored on a smart card for use in mobile devices.”
(paragraph 0001)

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Shi with the
disclosures of Johansson, Mannan, and Owen. The motivation or suggestion would
have been “for securing mobile devices and the data stored on a smart card for use in

mobile devices.” (paragraph 0001)
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Allowable Subject Matter

Claims 10 and 21 are objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims.

The following is an examiner’s statement of reasons for allowance:

Regarding Claims 10 and 21, none of the references teach nor suggest in detail
wherein the biometric template is wiped in response to determining that the
biometric template has not been matched within a duration of time in view of other
limitations of the intervening claims.

Thus the prior arts of record taking singly or in combination do not teach or
suggest the above-stated limitations taking wholly in combination with all the elements

of each independent claim.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW J STEINLE whose telephone number is
(5671)272-9923. The examiner can normally be reached M-F 10am-6pm CT.
Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni Shiferaw can be reached on (571) 272-3867. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497
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USOCR; FPRS; EPO; 07:37 PM
JPO; DERWENT;
IBM_TDB)

L240 0 L7 and wip$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 07:37 PM
JPO; DERWENT;
IBM_TDB)

L241 9055216 |@ad<="20111209" (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR) 07:37 PM

L242 86297 L9 and biometric (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 07:37 PM
JPO; DERWENT;
IBM_TDB)

L243 2325 L10 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/08
protected encrypted) USOCR; FPRS; EPO; 07:37 PM
adj storage) enclave) JPO; DERWENT;

IBM_TDB)

L244 2322 L11 and (external (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 07:37 PM
client device user)) JPO; DERWENT;

IBM_TDB)

L245 557 L11 and (external adj (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 07:37 PM
client device user)) JPO; DERWENT;

IBM_TDB)
L246 440 L13 and match$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 07:37 PM
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JPO; DERWENT;
IBM_TDB)
L247 135 L14 and (login log-in (US-PGPUB; USPAT; |OR ON ON 2022/05/08
log$in (log adj in)) USOCR; FPRS; EPO; 07:37 PM
JPO; DERWENT;
IBM_TDB)
L248 13 L15 and wip$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 07:37 PM
JPO; DERWENT;
IBM_TDB)

L249 11 ("20120110341" (US-PGPUB; USPAT; |OR ON ON 2022/05/08
"20110231651" USOCR) 07:37 PM
"20120167193"

"8549300"

"20110205016"
"20090100269"
"7950051"

"20060247982"
"20100242102"
"20050198348"
"7512965").pn.

L250 20 ("20040107170"|"20040 | (US-PGPUB; USPAT) |OR ON ON 2022/05/08
236632"|"20050198348 07:37 PM
"|"20090100269"|"2010
0242102"|"2011007877
1"|"20110205016"|"201
10231651""201201103
41""20120167193"|"60
16476"|"7512965"|"769
7729"|"7950051"|"8145
916"|"8549300"|"85778
13"|"8856539"|"898459
6"|"9100826").PN.

L251 100294 (GO6F21/10,121,128,31 [(US-PGPUB; USPAT; [(OR ON ON 2022/05/08
32,44, USOCR) 07:37 PM
H04L63/0861,10,20).cp
C.

L290 44223 L19 and biometric (US-PGPUB; USPAT; |OR ON ON 2022/05/08

USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L291 3160 L20 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/08
protected encrypted) USOCR; FPRS; EPO; 10:51 PM
adj storage) enclave) JPO; DERWENT;

IBM_TDB)

L292 3150 L21 and (external (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 10:51 PM
client device user)) JPO; DERWENT;

IBM_TDB)

L293 940 L21 and (external adj (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 10:51 PM
client device user)) JPO; DERWENT;

IBM_TDB)
L294 824 L23 and match$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
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JPO; DERWENT;
IBM_TDB)
L295 365 L24 and (login log-in (US-PGPUB; USPAT; |OR ON ON 2022/05/08
log$in (log adj in)) USOCR; FPRS; EPO; 10:51 PM

JPO; DERWENT;
IBM_TDB)

L296 87 L25 and wip$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L297 9055216 |@ad<="20111209" (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR) 10:51 PM

L298 2 L26 and L27 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L299 86297 L27 and biometric (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L300 2325 L29 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/08
protected encrypted) USOCR; FPRS; EPO; 10:51 PM
adj storage) enclave) JPO; DERWENT;

IBM_TDB)

L301 557 L30 and (external adj (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 10:51 PM
client device user)) JPO; DERWENT;

IBM_TDB)

L302 440 L31 and match$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L303 135 L32 and (login log-in (US-PGPUB; USPAT; |OR ON ON 2022/05/08
log$in (log adj in)) USOCR; FPRS; EPO; 10:51 PM

JPO; DERWENT;
IBM_TDB)

L304 4 L33 and (biometric adj [(US-PGPUB; USPAT; [(OR ON ON 2022/05/08

template) USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)
L305 1921 L29 and (biometric adj [(US-PGPUB; USPAT; [(OR ON ON 2022/05/08
template) USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)
L306 1502 L35 and match$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/08
USOCR; FPRS; EPO; 10:51 PM
JPO; DERWENT;
IBM_TDB)

L307 214 L36 and (external adj (US-PGPUB; USPAT; |OR ON ON 2022/05/08
(resource computer USOCR; FPRS; EPO; 10:51 PM
client device user)) JPO; DERWENT;

IBM_TDB)

L308 20 L37 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/08
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protected encrypted) USOCR; FPRS; EPO; 10:51 PM
adj storage) enclave) JPO; DERWENT;
IBM_TDB)
L309 49 L37 and (login log-in (US-PGPUB; USPAT; |OR ON ON 2022/05/09
log$in (log adj in)) USOCR; FPRS; EPOC; 02:10 PM

JPO; DERWENT;
IBM_TDB)

L310 1 L39 and wip$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/09
USOCR; FPRS; EPO; 02:10 PM
JPO; DERWENT;
IBM_TDB)

L311 1 L37 and wip$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/09
USOCR; FPRS; EPO; 02:10 PM
JPO; DERWENT;
IBM_TDB)

L312 175 L37 and (wip$3 delet$3 [(US-PGPUB; USPAT; |OR ON ON 2022/05/09
eras$3 purg$3 USOCR; FPRS; EPOC; 02:10 PM
format$4) JPO; DERWENT;

IBM_TDB)

L313 42 L39 and (wip$3 delet$3 |(US-PGPUB; USPAT; |OR ON ON 2022/05/09
eras$3 purg$3 USOCR; FPRS; EPOC; 02:10 PM
format$4) JPO; DERWENT;

IBM_TDB)

L314 2 L43 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/09
protected encrypted) USOCR; FPRS; EPO; 02:10 PM
adj storage) enclave) JPO; DERWENT;

IBM_TDB)

L315 28 L18 and biometric (US-PGPUB; USPAT; |OR ON ON 2022/05/09
USOCR; FPRS; EPO; 02:10 PM
JPO; DERWENT;
IBM_TDB)

L316 10 L45 and (login log-in (US-PGPUB; USPAT; |OR ON ON 2022/05/09
log$in (log adj in)) USOCR; FPRS; EPOC; 02:10 PM

JPO; DERWENT;
IBM_TDB)

L317 9 L46 and (wip$3 delet$3 [(US-PGPUB; USPAT; |OR ON ON 2022/05/09
eras$3 purg$3 USOCR; FPRS; EPO; 02:10 PM
format$4) JPO; DERWENT;

IBM_TDB)

L318 8 L47 and match$3 (US-PGPUB; USPAT; |OR ON ON 2022/05/09
USOCR; FPRS; EPO; 02:10 PM
JPO; DERWENT;
IBM_TDB)

L319 1 L48 and (external adj (US-PGPUB; USPAT; |OR ON ON 2022/05/09
(resource computer USOCR; FPRS; EPO; 02:10 PM
client device user)) JPO; DERWENT;

IBM_TDB)

L320 0 L49 and (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/09
protected encrypted) USOCR; FPRS; EPO; 02:10 PM
adj storage) enclave) JPO; DERWENT;

IBM_TDB)

L321 24 ("10872152" OR (US-PGPUB; USPAT) |OR ON ON 2022/05/09
"5010571" OR 02:10 PM
"5499298" OR
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"20040107170" OR
"20040236632" OR
"20050198348" OR
"20090100269" OR
"20100242102" OR
"20110078771" OR
"20110205016" OR
"20110231651" OR
"20120110341" OR
"20120167193" OR

"6016476" OR
"6691232" OR
"7512965" OR
"7697729" OR
"7950051" OR
"8145916" OR
"8549300" OR
"8577813" OR
"8856539" OR
"8984596" OR
"9100826").pn.
L322 19 134 AND biometric (US-PGPUB; USPAT) |OR ON ON 2022/05/09
02:10 PM
L323 19 135 AND secur$3 (US-PGPUB; USPAT) |OR ON ON 2022/05/09
02:10 PM
L324 9 136 AND (wip$3 eras$3 [(US-PGPUB; USPAT) [OR ON ON 2022/05/09
delet$3) 02:10 PM
L325 2 137 AND (((secure (US-PGPUB; USPAT; |OR ON ON 2022/05/09
protected encrypted) USOCR; FPRS; EPO; 02:11 PM
ADJ storage) enclave) [JPO; DERWENT;
IBM_TDB)
L326 4 ("20080059804" (US-PGPUB; USPAT; |OR ON ON 2022/05/09
"8776214" USOCR) 02:11 PM
"20070257104"
"20140250079").pn.
L327 7 ("20060085844" OR (US-PGPUB; USPAT) [OR ON ON 2022/05/09
"20070266256" OR 02:11 PM
"20080059804" OR
"20090191846" OR
"20110138450" OR
"7780080" OR
"8776214").pn.
L328 1 "20170230179".pn. (US-PGPUB; USPAT; |OR ON ON 2022/05/09
USOCR) 02:38 PM
PE2E SEARCH - Search History (Interference)
There are no Interference searches to show.
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Under the Paperwork Reduction Act of 1995, no persons are req

ired to respond to a collection of informa

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE

tion unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLICé;rggmtggrEFgE'lF"ngglATloN RECORD 171027 481 0912172020 (7o be Mailed
ENTITY: (JLARGE sMALL [JMICRO

1.16()

(] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR

(Column 1) (Column 2}
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] sEARCH FEE
(37 GFR 1.16(K), (i), or (m)) N/A N/A N/A
D EXAMINATION FEE
(37 CFR 1.16(0). (p), or (@) NiA NiA N/A
TOTAL CLAIMS . * _
(37 GFR 1.16(i)) minus 20 = x 390 =
INDEPENDENT CLAIMS *
(37 GFR 1.16(h)) minus 3 = x $230 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
D'ST:PRUS/;\EO;\; SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 05/02/2022 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - —
E (57 GrR 1. 164) 27 Minus 27 =0 x $50 = 0
Z | Independent * wxx - _
UEJ smeRmah)) 3 Minus 3 =0 x $240 - 0
< ] Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total " ; *x - -
= |_@rerrii6i) Minus — X $ 0 -
O | Independent N ; . - _
E (370FpR1.16(h)) Minus N x $0 =
E: (] Application Size Fee (37 CFR 1.16(s))

TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

LIE

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

/JAMES W TUNSTALL/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-87198 and select option 2.
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Doc code: RCEX PTO/SB/30EFS (07-14)

Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2016. OCMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | k2,557 481 Filing | b420.09-21 Docket Number | |\, | «pooscs At | bagr
Number Date (if applicable) Unit

First Named Bjorn Markus Jakobsson Examiner Andrew J. Steinle

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, to any intemational application that does not comply with the requirements of 35 U.S.C. 371, or to any design application. The
Instruction Sheet for this form is located at WWW . USPTO.GOV.

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previcusly filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

N
X submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

[] Enclosed

[] Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration{s)

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|Z| The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No |500685

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

> Patent Practitioner Signature

Applicant Signature

EFS - Web 2.1.15
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Doc code: RCEX

PTO/SB/30EFS (07-14)
Doc description: Request for Continued Examination (RCE)

Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature | fYeu-Ting George Cheng/

Date (YYYY-MM-DD) (p022-05-02 I

Name Yeu-Ting George Cheng

Registration Number 9408

This collection of information is required by 37 CFR 1.114. The informaticn is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If vou need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 {(P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, tc a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

17027481

Filing Date:

21-Sep-2020

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Attorney Docket Number:

MJAKP008CS5

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Sub-Total in

Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

APPL-1002
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Miscellaneous:

RCE- 1ST REQUEST

2801

1

680

680

Total in USD ($)

680
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Electronic Acknowledgement Receipt

EFS ID: 45609536
Application Number: 17027481
International Application Number:
Confirmation Number: 7336
Title of Invention: AUTHENTICATION TRANSLATION
First Named Inventor/Applicant Name: Bjorn Markus Jakobsson
Customer Number: 21912
Filer: Yeu-Ting George Cheng/Elaine Nguyen
Filer Authorized By: Yeu-Ting George Cheng
Attorney Docket Number: MJAKP008C5
Receipt Date: 02-MAY-2022
Filing Date: 21-SEP-2020
Time Stamp: 12:55:05
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $680
RAM confirmation Number E202252C55250024
Deposit Account 500685
Authorized User Elaine Nguyen

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
ocument - . File Size(Byte Multi Page
Docu Document Description File Name e Size( y sV Ut. . ages
Number Message Digest | Part/.zip| (if appl.)
1322668
1 Request forContnglLEJed Examination MJAKPOOSCS_AMD._B_RCE.pdf no 3
( ) 210ba8719b99174e22a12809b6c45¢61184
10a0b
Warnings:
Information:
38254
2 Fee Worksheet (SB06) fee-info.pdf no 2
4b1fca2b22e864a608cf823c67fd28f2ca33h]
e54
Warnings:
Information:
Total Files Size (in bytes){ 1360922

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 04/27/2022 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497

| ~orwicamionpate | DELIVERY MODE

04/27/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Aadvisory Action 17/027,481 Jakobsson, Bjorn Markus
Before the Filing of an Appeal Brief |Examiner Art Unit AIA (FITF) Status
ANDREW J STEINLE 2497 No

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 11 April 2022 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED

1. The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file
one of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with
37 CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) C] The period for reply expires months from the mailing date of the final rejection.

b) The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later.
In no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) (Ja prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection.The current period for reply expires months from the mailing date of
the prior Aavisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or (¢). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANTS FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).

Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate

extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The

appropriate extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally

set in the final Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the

mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).

NOTICE OF APPEAL

2. [J The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the Notice
of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of
Appeal has been filed, any reply must be filed within the time period set forth in 37CFR 41.37(a).

AMENDMENTS

3. The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) They raise new issues that would require further consideration and/or search (see NOTE below);
b) ] They raise the issue of new matter (see NOTE below);
[9) O They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for

appeal; and/or
d) d They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: See Interview Summary (See 37 CFR 1.116 and 41.33(a)).

4. [ The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).

5. [ Applicant's reply has overcome the following rejection(s):

6. Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-allowable
claim(s).

7. For purposes of appeal, the proposed amendment(s):(a)will not be entered, or (b)[:]will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.

AFFIDAVIT OR OTHER EVIDENCE

8.(JA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

9. [ The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because applicant
failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier presented. See 37
CFR 1.116(e).

10. J The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered because
the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good and sufficient
reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

11. (0 The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

12. The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

See Interview Summary.

13. (J Note the attached Information Disclosure Statemend(s). (PTO/SB/08) Paper No(s).
14. ) Other: PTO-2323, PTO-413.
STATUS OF CLAIMS
15. The status of the claim(s) is (or will be) as follows:

Claim(s) allowed: .

Claim(s) objected t0:10 and 21.

Claim(s) rejected:1-9,11-20 and 22-27.

Claim(s) withdrawn from consideration:

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Brief Paper No. 20220422

APPL-1002
APPLE INC. / Page 92 of 291



Application No. Applicant(s)
17/027,481 Jakobsson, Bjorn Markus
, s . i Al AlA (First Inventor P
Examiner-Initiated Interview Summary ﬁ’,;‘;,“;;;ﬁ; J Urntit to Fi(le) Status 9
STEINLE 2497 | No 1of1

"ANDREW J STEINLE Primary Examiner Telephonic
George Cheng (Reg. No. 69,408) Attorney of Record

Date of Interview: 22 April 2022

Issues Discussed:

Proposed Amendment(s)

The examiner called to inform the attorney that the proposed amendments would likely overcome the
current rejection however a determination on allowability cannot be made at this time as further search
and consideration will be required upon receipt of the amendment.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220422
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Application No. Applicant(s)

17/027,481 i
AFCP 2.0 Jakobsson, Bjorn Markus

Decision Examiner Art Unit AlA (FITF) Status

ANDREW J STEINLE 2497 No

This is in response to the After Final Consideration Pilot request filed 11 April 2022.

1. Improper Request — The AFCP 2.0 request is improper for the following reason(s) and the after final amendment submitted with
the request will be treated under pre-pilot procedure.

(J An AFCP 2.0 request form PTO/SB/434 (or equivalent document) was not submitted.
(J A non-broadening amendment to at least one independent claim was not submitted.

(J The request is not the first proper AFCP 2.0 request submitted in response to the most recent final
rejection.

O Other:
2. Proper Request

A. After final amendment submitted with the request will not be treated under AFCP 2.0.
The after final amendment cannot be reviewed and a search conducted within the guidelines of the pilot program.

(J The after final amendment will be treated under pre-pilot procedure.

B. Updated search and/or completed additional consideration.
The examiner performed an updated search and/or completed additional consideration of the after final amendment
within the time authorized for the pilot program. The result(s) of the updated search and/or completed additional
consideration are:

0J 1. All of the rejections in the most recent final Office action are overcome and a Notice of Allowance is
issued herewith.

(3 2. The after final amendment would not overcome all of the rejections in the most recent final Office action
. See attached interview summary for further details.

3. The after final amendment was reviewed, and it raises a new issue(s). See attached interview summary
for further details.

(3 4. The after final amendment raises new issues, but would overcome all of the rejections in the most recent
final Office action. A decision on determining allowability could not be made within the guidelines of the
pilot. See attached interview summary for further details, including any newly discovered prior art.

(35. Other:

Examiner Note: Please attach an interview summary when necessary as described above.

U.S.Patent and Trademark Office
PTOL-2323 (Rev. 10-14) AFCP 2.0 Decision Part of Paper No. 20220422
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DO NOT ENTER: /A.J.8/

04/22/2022

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: | 17/027,481 Examiner: Andrew J. Steinle
Filed: September 21, 2020 Art Unit: 2497
Confirmation No.: | 7336 Docket No.: | MJAKPOOSCS

First Inventor:

Bjorn Markus Jakobsson

Title:

AUTHENTICATION TRANSLATION

Mail Stop RCE

AMENDMENT B

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action mailed February 10, 2022. Applicants

respectfully request consideration under AFCP 2.0. The following amendment and remarks are

respectfully submitted.

Applicant(s) believe that no (additional) fees are required beyond any fees submitted

herewith. If required fees are missing or any additional fees are required during the pendency of

the subject application, please charge such fees or credit any overpayment to Deposit Account

No. 50-0685 (MJAKP0O0BCS).

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 04/13/2022 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
04/13/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
17/027,481 Jakobsson, Bjorn Markus
. ey . i A AlA (First | t P
Applicant-Initiated Interview Summary ﬁ’,;‘;,“;;;ﬁ; J Urntit to Fi(le;r;tatn:: " 9
STEINLE 2497 | No 1of1

ANDREW J STEINLE Primary Examiner Telephonic
George Cheng (Reg. No. 69,408) Attorney of Record

Date of Interview: 08 April 2022

Issues Discussed:

Other

The attorney discussed dependent claims 10 and 21 which were indicated as allowable subject matter.
The examiner stated that the limitation of those claims that were allowable were that the biometric
template was wiped or deleted in response to the fact that it hadn't been matched before it essentially
expired. The attomey also discussed the Owen reference in that the cited portions are towards a
secondary device that's coupled with a host device that facilitates the wiping of a record. Their invention
has a single device that performs all of these functions. The examiner stated that an amendment
towards this clarification would likely overcome the Owen reference however, further search and
consideration would be required prior to making that determination. No agreement on allowability was
made at this time.

Attachment

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20220408
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From:

To: 3 W
Subject: RE Response to Automated Interview Request for application 17027481
Date: Tuesday, April 5, 2022 5:12:01 PM

.. PLEASE CONSIDER THE SOURCE before

b N This email has originated fravs &aouvas
respondlng, clicking on links, or opening attachments

Thank you.

George

From: Steinle, Andrew <Andrew.Steinle@USPTO.GOV>

Sent: Tuesday, April 5, 2022 2:11 PM

To: George Cheng <gcheng@ip-patent.com>

Subject: RE: Response to Automated Interview Request for application 17027481

Hi Attorney Cheng,

12pm Eastern on Friday, 4/8/22 works. I've got you down for that.

From: George Cheng <;
Sent: Tuesday, April 5, 2022 2:41 AI\/I
To: Steinle, Andrew <& N
Subject: RE: Response to Automated Interview Request for application 17027481

Y. PLEASE CONSIDER THE SOURCE before

5 This email has originated
responding, clicking on links, or opening attachments.

VRIS

Examiner Steinle,
Friday, 4/8/2022 at 12:30p Eastern works for me.

Regards,
George

From: Steinle, Andrew <{
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Sent: Saturday, April 2, 2022 8:59 PM
To: George Cheng <g

Subject: Response to Automated Interview Request for application 17027481

Attorney George Cheng,

I've received your interview request for Friday, 4/8/2022 at 1pm eastern. I'd like to propose that we
conduct this interview on Friday, 4/8/2022 at 12pm eastern or 1230pm eastern. Please let me know
if either of those dates and times work for you. Thank you.
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From:

To:

Subject: MJAKP008C5 (App. No.: 17/027,481) Agenda for 4/8/2022 Interview
Date: Thursday, April 7, 2022 12:59:46 PM

Attachments: MIAKPOIECS Intenvisw Retussl Form - 2022.04.07. 0

PLEASE CONSIDER THE SOURCE before

N
% ERREER

¢ This email has originated £ 3
responding, clicking on links, or opening attachments.

Examiner Steinle,

Please find attached an agenda for the 4/8/2022 interview for Application No. 17/027,481.
Applicant authorizes communication of this attached interview agenda by this email. Please
continue to send official correspondence via the email address associated with customer number
21912.

Regards,
George

i._ Vi

\vu N E"i, [
smeiiectuas Property Law

d., Suite 200

C\syerk:no A Q5014
Ve 408-20G7-4765
408-97

ttorney work product, and/or privileged and
the sender at the

is message in error, please contact

fes of this messa IEQ.

roy this and all coy
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PTOL-413A (08-10)
Doc Code: M865 or FAIREQINTV Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application No.: 17/027,481 First Named Applicant; Bjorn Markus Jakobsson
Examiner: Andrew J. Steinle Art Unit: 2497 Status of Application:Pending

Tentative Participants:

1) Examiner Andrew J. Steinle (2) Yeu-Ting George Cheng

3) 4)

Proposed Date of Interview: Fri 4/8 Proposed Time: 12p ET (AM/PM)
Type of Interview Requested:

(1) |+] Telephonic (2) [ ] Personal (3) [ ] Video Conference

Exhibit To Be Shown or Demonstrated: [ | YES [-]NO

If yes, provide brief description:

Issues To Be Discussed

Issues Claims/ Prior Discussed Agreed Not Agreed
(Rej., Obj., etc) Fig. #s Art

m___ 10 L] [] []

@ [ [ ] [

G__ [ ] [] L]

®__ [ ] [ [ ]

[ 1 Continuation Sheet Attached [ ] Proposed Amendment or Arguments Attached

Brief Description of Arguments to be Presented: Applicants would like to discuss Claim 10.

An interview was conducted on the above-identified application on

NOTE: This form should be completed and filed by applicant in advance of the interview (see MPEP § 713.01).
If this form is signed by a registered practitioner not of record, the Office will accept this as an indication that he
or she is authorized to conduct an interview on behalf of the principal (37 CFR 1.32(a)(3)) pursuant to 37 CFR
1.34. This is not a power of attorney to any above named practitioner. See the Instruction Sheet for this form,
which is incorporated by reference. By signing this form, applicant or practitioner is certifying that he or she has
read the Instruction Sheet. After the interview is conducted, applicant is advised to file a statement of the
substance of this interview (37 CFR 1.133(b)) as soon as possible. This application will not be delayed from issue
because of applicant’s failure to submit a written record of this interview.

/Yeu-Ting George Cheng/
Applicant/Applicant’s Representative Signature Examiner/SPE Signature
Yeu-Ting George Cheng

Typed/Printed Name of Applicant or Representative
69,408
Registration Number, if applicable

This collection of information is required by 37 CFR 1.133. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 24 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Doc Code: A.NE.AFCP
Document Description: After Final Consideration Pilot Program Request

PTO/SB/434 (05-13)

CERTIFICATION AND REQUEST FOR CONSIDERATION UNDER THE
AFTER FINAL CONSIDERATION PILOT PROGRAM 2.0

Practitioner Docket No.: Application No.: Filing Date:
MJAKP0O08C5 17/027,481 September 21, 2020
First Named Inventor: Title:

Bjorn Markus Jakobsson | AUTHENTICATION TRANSLATION

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS CONSIDERATION UNDER THE AFTER FINAL CONSIDERATION PILOT
PROGRAM 2.0 (AFCP 2.0) OF THE ACCOMPANYING RESPONSE UNDER 37 CFR 1.116.

1. The above-identified application is {i) an original utility, plant, or design nonprovisional application filed under
35 U.S.C. 111(a) [a continuing application {e.g., a continuation or divisional application) is filed under 35 U.S.C. 111{(a) and is
eligible under (i)], or (ii) an international application that has entered the national stage in compliance with 35 U.S.C. 371{c).

2. The above-identified application contains an outstanding final rejection.

3. Submitted herewith is a response under 37 CFR 1.116 to the outstanding final rejection. The response includes an
amendment to at least one independent claim, and the amendment does not broaden the scope of the independent claim in
any aspect.

4., This certification and request for consideration under AFCP 2.0 is the only AFCP 2.0 certification and request filed in
response to the outstanding final rejection.

5. Applicant is willing and available to participate in any interview requested by the examiner concerning the present response.

6. This certification and request is being filed electronically using the Office’s electronic filing system (EFS-Web).

7. Any fees that would be necessary consistent with current practice concerning responses after final rejection under 37 CFR

1.116, e.g., extension of time fees, are being concurrently filed herewith. [There is no additional fee required to request
consideration under AFCP 2.0.]

8. By filing this certification and request, applicant acknowledges the following:

. Reissue applications and reexamination proceedings are not eligible to participate in AFCP 2.0.
e The examiner will verify that the AFCP 2.0 submission is compliant, i.e., that the requirements of the program have been met
(see items 1 to 7 above). For compliant submissions:

o  The examiner will review the response under 37 CFR 1.116 to determine if additional search and/or consideration
(i) is necessitated by the amendment and (ii) could be completed within the time allotted under AFCP 2.0. If
additional search and/or consideration is required but cannot be completed within the allotted time, the examiner
will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.116, e.g., by mailing an advisory action.

o If the examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

=  The interview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

. If the applicant declines the interview, or if the interview cannot be scheduled within ten {10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.

Signature Date
/Yeu-Ting George Cheng/ April 11, 2022
Name Practitioner

(Print/Typed Registration No.

)Yeu—Ting George Cheng 69408

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

ITJ * Total of 1 forms are submitted.
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Electronic Acknowledgement Receipt

EFS ID: 45448150
Application Number: 17027481
International Application Number:
Confirmation Number: 7336

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Filer Authorized By:

Yeu-Ting George Cheng

Attorney Docket Number: MJAKPOO8C5
Receipt Date: 11-APR-2022
Filing Date: 21-SEP-2020

Time Stamp: 19:38:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages
Number Message Digest | Part/.zip| (if appl.)
182114
1 After Final Consideration Program MJAKP008C5_AFCP_2_0_Requ no ]
REqUESt eStpdf 46e3c02e97fd27e70c1 eeb091dfe106d43f|
belc
Warnings:
APPL-1002
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Information:

124707
2 Response After Final Action MJAKP008C5_AMD_B.pdf no 9
4c62d235d0e3090f2b.
36bbf
Warnings:
Information:
Total Files Size (in bytes){ 306821

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: | 17/027,481 Examiner: Andrew J. Steinle
Filed: September 21, 2020 Art Unit: 2497
Confirmation No.: | 7336 Docket No.: | MJAKPOOSCS

First Inventor:

Bjorn Markus Jakobsson

Title:

AUTHENTICATION TRANSLATION

Mail Stop RCE

AMENDMENT B

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action mailed February 10, 2022. Applicants

respectfully request consideration under AFCP 2.0. The following amendment and remarks are

respectfully submitted.

Applicant(s) believe that no (additional) fees are required beyond any fees submitted

herewith. If required fees are missing or any additional fees are required during the pendency of

the subject application, please charge such fees or credit any overpayment to Deposit Account

No. 50-0685 (MJAKP0O0BCS).
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the
application:

Listing of Claims:

1. (Currently amended) A device, comprising:
a-storase:
a processor_on the device;

a storage on the device that is accessible by the processor on the device via an interface

that facilitates communication between the storage on the device and the processor on the device,

wherein the processor on the device is configured to:

based at least in part on a request from a user to access an external resource,
facilitate, using [[an]] the interface, access of at least one record stored at least in part in
the storage_on the device;
wherein the at least one record is associated at least with the external resource,
and wherein the at least one record comprises:
a biometric template; and
a credential comprising a cryptographic key;
in response to determining a match between a biometric input and the biometric
template, retrieve, from the at least one record, the credential, wherein the biometric input
corresponds to at least one of a fingerprint, a feature usable for facial recognition, a
voiceprint, a feature usable for a retina scan, or a typing feature, and wherein the
biometric input is received subsequent to presenting of a prompt;
establish a connection with the external resource;
facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the credential
retrieved from the at least one record, and wherein the user is logged in to the external

resource based at least in part on the output; and
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facilitate wiping of both atleast the biometric template and the credential

comprising the cryptographic key a-pertion of the at least one record_stored at least in part

in the storage on the device; and

a memory coupled to the processor and configured to provide the processor with

instructions.

2. (Previously Presented) The device recited in claim 1 wherein the storage is

connected to a sensor.

3. (Previously Presented) The device recited in claim 2 wherein the sensor comprises

at least one of a camera and a fingerprint reader.

4. (Previously Presented) The device recited in claim 1 wherein at least some of the

at least one record is stored in plaintext in the storage.

5. (Previously Presented) The device recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information, and wherein the prompt is visually

presented.

6. (Previously Presented) The device recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information, and wherein the prompt is aurally

presented.

7. (Previously Presented) The device recited in claim 1 wherein the prompt is
presented in response to a user failing to provide acceptable biometric information within a

timeout period.

8. (Previously Presented) The device recited in claim 1 wherein facilitating wiping of
the at least portion of the at least one record comprises facilitating remote wiping of the at least

portion of the at least one record.

9. (Previously Presented) The device recited in claim 1 wherein the at least portion of

the at least one record is automatically wiped based at least in part on a policy.

10.  (Previously Presented) The device recited in claim 1 wherein the biometric
template is wiped in response to determining that the biometric template has not been matched

within a duration of time.
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11. (Previously Presented) The device recited in claim 1 wherein the at least portion of

the at least one record is backed up to a remote entity.

12. (Currently amended) A method, comprising:
based at least in part on a request from a user to access an external resource, using a
processor_on a device to facilitate-usingantnterface; access of at least one record stored at least

in part in a storage_on the device, wherein the storage on the device is accessible by the processor

on the device via an interface that facilitates communication between the storage on the device

and the processor on the device;

wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:
a biometric template; and
a credential comprising a cryptographic key;
in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;
establishing a connection with the external resource;
facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating, by the processor on the device, wiping of both the biometric template and the

credential comprising the cryptographic key atleast-a-pertier of the at least one record_stored at

least in part in the storage on the device.

13.  (Previously Presented) The method of claim 12 wherein the storage is connected to
a sensor.
14.  (Original) The method of claim 13 wherein the sensor comprises at least one of a

camera and a fingerprint reader.
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15. (Previously Presented) The method of claim 12 wherein at least some of the at

least one record is stored in plaintext in the storage.

16. (Original) The method of claim 12 wherein the prompt comprises a prompt to

provide biometric information, and wherein the prompt is visually presented.

17. (Original) The method of claim 12 wherein the prompt comprises a prompt to

provide biometric information, and wherein the prompt is aurally presented.

18. (Original) The method of claim 12 wherein the prompt is presented in response to a

user failing to provide acceptable biometric information within a timeout period.

19. (Original) The method of claim 12 wherein facilitating wiping of the at least portion
of the at least one record comprises facilitating remote wiping of the at least portion of the at

least one record.

20.  (Original) The method of claim 12 wherein the at least portion of the record is

automatically wiped based at least in part on a policy.

21. (Original) The method of claim 12 wherein the biometric template is wiped in
response to determining that the biometric template has not been matched within a duration of

time.

22, (Original) The method of claim 12 wherein the at least portion of the at least one

record is backed up to a remote entity.

23, (Currently amended) A computer program product embodied in a non-transitory
computer readable storage medium and comprising computer instructions for:

based at least in part on a request from a user to access an external resource, using a
processor_on a device to facilitate-usingantnterface; access of at least one record stored at least

in part in a storage_on the device, wherein the storage on the device is accessible by the processor

on the device via an interface that facilitates communication between the storage on the device

and the processor on the device;

wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:
a biometric template; and

a credential comprising a cryptographic key;
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in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating, by the processor on the device, wiping of both the biometric template and the

credential comprising the cryptographic key atleast-apertion of the at least one record_stored at

least in part in the storage on the device.

24.  (Previously Presented) The device recited in claim 1, wherein the interface

comprises a restricted interface.

25.  (Previously Presented) The device recited in claim 1, wherein the storage

comprises a secure storage.

26.  (Previously Presented) The method of claim 12, wherein the interface comprises a

restricted interface.

27. (Previously Presented) The method of claim 12, wherein the storage comprises a

secure storage.
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INTERVIEW SUMMARY

A telephonic interview in the above-referenced case was conducted on April 8, 2022
between the Examiner and the Applicants’ undersigned representative. The Office Action
mailed on February 10, 2022 was discussed. Specifically, the rejections of Claims 1, 10, and 12
in light of Johansson and Owen and the proposed amendments set forth herein were discussed

with the intent to place the claims in better condition for allowance or appeal.

The Applicants thank the Examiner for the interview.
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REMARKS

Claims 1, 12, and 23 have been amended to clarify the subject matter regarded as the
invention. Claims 1-27 are pending. Applicants further respectfully request consideration under

AFCP 2.0.
Claim Rejections — 35 U.S.C. §103

Claims 1-4, 8-9, 11-15, 19-20, and 22-27 stand rejected under 35 U.S.C. §103 as being
unpatentable over Johansson (U.S. Pat. No. 8,776,214) in view of Owen et al. (U.S. Pat. No.
7,780,080). The remaining claims stand rejected under 35 U.S.C. §103 based on the
combination of Johansson and Owen further combined with one or more other references. The

rejection is respectfully traversed.

As amended, independent Claim 12 recites, in part, “based at least in part on a request
from a user to access an external resource, using a processor on a device to facilitate access of at
least one record stored at least in part in a storage on the device,” that “the storage on the device
is accessible by the processor on the device via an interface that facilitates communication
between the storage on the device and the processor on the device,” and “facilitating, by the
processor on the device, wiping of both the biometric template and the credential comprising the

cryptographic key of the at least one record stored at least in part in the storage on the device.”

Support for the amendments may be found, without limitation, in Paragraphs [0017]-
[0018], [0019], and [0044] of the Specification and Figure 3. Neither Johansson nor Owen,
whether considered individually or in combination, discloses these limitations. Independent
Claim 12 is therefore believed to be allowable. Independent Claims 1 and 23 have been
similarly amended, and are therefore also believed to be allowable for the same reasons

described above.

The remaining claims depend, either directly or indirectly, from one of the
aforementioned independent claims, and are therefore also believed to be allowable for the same

reasons described above.
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The foregoing amendments are not to be taken as an admission of unpatentability of any

of the claims prior to the amendments.

Reconsideration of the application and allowance of all claims are respectfully requested

based on the preceding remarks. If at any time the Examiner believes that an interview would be

helpful, please contact the undersigned.

Dated: April 11, 2022

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Fax 408-973-2595

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS

Respectfully submitted,

[Yeu-Ting George Cheng/
Yeu-Ting George Cheng
Registration No. 69408
408-207-4765
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: | 17/027,481 Examiner: Andrew J. Steinle
Filed: September 21, 2020 Art Unit: 2497
Confirmation No.: | 7336 Docket No.: | MJAKPOOSCS

First Inventor:

Bjorn Markus Jakobsson

Title:

AUTHENTICATION TRANSLATION

Mail Stop RCE

AMENDMENT B

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action mailed February 10, 2022. Applicants

respectfully request consideration under AFCP 2.0. The following amendment and remarks are

respectfully submitted.

Applicant(s) believe that no (additional) fees are required beyond any fees submitted

herewith. If required fees are missing or any additional fees are required during the pendency of

the subject application, please charge such fees or credit any overpayment to Deposit Account

No. 50-0685 (MJAKP0O0BCS).
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UNITED STATES PATENT AND TRADEMARK OFFICE

USPTO Automated Interview Request (AIR)

Apr 2 2022

This paper requesting to schedule and/or conduct an interview is appropriate because:

This submission is requested to be accepted as an authorization for this
interview to communicate wvia the internet. Recognizing that Internet
communications are not secure, I hereby authorize the USPTO to communicate with
the undersigned concerning scheduling of the interview via video conference,
instant messaging, or electronic mail, and to conduct the interview in accordance
with office practice including video conferencing.

Name (s) :
Yeu—-Ting George Cheng

S—signature:
/YeuTing George Cheng/

Registration Number:
69408

U.S. Application Number:
17027481

Confirmation Number:
7336

E-mail Address:
gcheng@ip—-patent.comn

Phone Number:
+1 4082074765

Proposed Time of Interview:
4-8-2022 1:00 PM ET

Alternative Proposed Time(s) of Interview:
4-8-2022 1:30 PM ET

Prefered Interview Type:
Telephonic

I am the applicant or applicant's representative for this application.

Topic for Discussion:

) UNITED STATES
PATENT AND TRADEMARK OFFICE
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 02/10/2022 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
02/10/2022 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

17/027,481 Jakobsson, Bjorn Markus
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
ANDREW J STEINLE 2497 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 2/1/2022.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)lv] This action is FINAL. 2b) [J This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-27 is/are pending in the application.

5a) Of the above claim(s) ____is/are withdrawn from consideration.

6) (O Claim(s) ___ is/are allowed.

7) Claim(s) 1-9,11-20 and 22-27 is/are rejected.

8) Claim(s) 10 and 21 is/are objected to.

9) (O Claim(s) ___ are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)& The drawing(s) filed on 9/21/2020 is/are: a) accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)3d All b)(d Some**  ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)

Paper No(s)/Mail Date
4) [J Other: .

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20220207
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Application/Control Number: 17/027,481 Page 2
Art Unit: 2497

DETAILED ACTION

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Response to Amendment
This action is in response to the communications and remarks filed on 2/1/2022.

Claims 1-27 are presently pending for examination.

Response to Arguments
Applicant's arguments, see pages 8-9, filed 2/1/2022, regarding the double
patenting rejections of Claims 1-23 have been fully considered and are persuasive. The
rejection has been withdrawn in view of the Terminal Disclaimer filed on 11/5/2021.
However, a new ground of rejection has been made based on the references included
in the IDS and the arguments presented in the Petition for Inter Parties Review

documents.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
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Application/Control Number: 17/027,481 Page 3
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matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.

Claims 1-4, 8-9, 11-15, 19-20, and 22-27 are rejected under pre-AlA 35 U.S.C.
103(a) as being unpatentable over Johansson (US 8776214 B1) hereinafter referred
to as Johansson in view of Owen et al., (US 7780080 B2) hereinafter referred to as
Owen.

Regarding Claims 1, 12, and 23, Johansson discloses A device, comprising:
a processor configured to: based at least in part on a request from a user to
access an external resource, facilitate, using an interface, access of at least one
record stored at least in part in a storage; [Column 2, lines 28-44, The client 103
may be configured to execute various applications such as a browser 121, an
authentication manager 124, and/or other applications. The browser 121 may be
executed in a client 103, for example, to access and render network pages, such as
web pages, or other network content served up by the server 106 and/or other servers.
The authentication manager 124 may be executed to manage usernames, passwords,
private and public keys, certificates, and/or other security credentials. In some
embodiments, the authentication manager 124 runs as a plug-in application to the
browser 121. In other embodiments, the authentication manager 124 may be a

standalone application that interfaces with the browser 121 and/or other applications
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Application/Control Number: 17/027,481 Page 4
Art Unit: 2497

requiring management of authentication. The client 103 may be configured to execute
applications beyond browser 121 and authentication manager 124 such as, for
example, e-mail applications, instant message applications, and other applications]
[Column 4, lines 50-59, The portable data store 118 may comprise, for example, a
universal serial bus (USB) flash storage device, a solid-state storage device, a portable
hard disk, a floppy disk, an optical disc, and/or other portable storage devices. In
various embodiments, the portable data store 118 may include a processor circuit
comprising a processor and a memory. In other embodiments, the portable data store
118 may merely consist of a storage medium. The portable data store 118 may be
removably attached to the client 103 in some embodiments] [Column 4, lines 59-67 &
Column 5 lines 1-5, The portable data store 118 may be configured to store account
data 163. The account data 163 may include, for example, security credentials used to
access various network sites 140 or network pages 145, information regarding
authentication endpoints 139, and/or other information. In various embodiments, the
account data 163 may be a mirror of the account data 130. In other embodiments, the
account data 163 may take the place of account data 130. The account data 163 may
be stored in an encrypted format. To this end, the portable data store 118 may include a
device (e.g., a fingerprint scanner or other biometric recognition device, a pin pad, etc.)
used to authenticate a user in order to provide access to the data on the portable data
store 118, such as account data 163]

wherein the at least one record is associated at least with the external
resource, and wherein the at least one record comprises: a biometric template;

and a credential comprising a cryptographic key; [Column 4, lines 59-67 & Column
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5 lines 1-5, The portable data store 118 may be configured to store account data 163.
The account data 163 may include, for example, security credentials used to access
various network sites 140 or network pages 145, information regarding authentication
endpoints 139, and/or other information. In various embodiments, the account data 163
may be a mirror of the account data 130. In other embodiments, the account data 163
may take the place of account data 130. The account data 163 may be stored in an
encrypted format. To this end, the portable data store 118 may include a device (e.g., a
fingerprint scanner or other biometric recognition device, a pin pad, etc.) used to
authenticate a user in order to provide access to the data on the portable data store
118, such as account data 163] [Column 5, lines 17-34, For example, the user may
provide to the authentication manager 124 existing security credentials such as, for
example, usernames, passwords, security keys, certificates, and/or other security
credentials along with identifying information for the network sites 140 and/or uniform
resource locators (URLs) associated with the security credentials. The user may also
configure a security credential such as, for example, a username, password, biometric
identification, etc. for the authentication manager 124 so that the security credentials
may be encrypted or otherwise protected from use or view on client 103 without the
authorization of the user. The account information may be stored by the authentication
manager 124 in account data 130 on the client 103 and/or at some other location. For
example, the authentication manager 124 may back up the account information to
account data 160 located on the remote data server 106, account data 163 located on

in the portable data store 118, and/or another location]
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in response to determining a match between a biometric input and the
biometric template, retrieve, from the at least one record, the credential, wherein
the biometric input corresponds to at least one of a fingerprint, a feature usable
for facial recognition, a voiceprint, a feature usable for a retina scan, or a typing
feature, and wherein the biometric input is received subsequent to presenting of
a prompt; [Column 2, lines 28-36, The client 103 may be configured to execute various
applications such as a browser 121, an authentication manager 124, and/or other
applications. The browser 121 may be executed in a client 103, for example, to access
and render network pages, such as web pages, or other network content served up by
the server 106 and/or other servers. The authentication manager 124 may be executed
to manage usernames, passwords, private and public keys, certificates, and/or other
security credentials] [Figure 2, teaches a prompt for entering user authentication]
[Column 5, lines 1-5, the portable data store 118 may include a device (e.g., a
fingerprint scanner or other biometric recognition device, a pin pad, etc.) used to
authenticate a user in order to provide access to the data on the portable data store
118, such as account data 163] [Column 8, lines 21-35, When a stored account exists
for a network site 140, the authentication manager 124 determines whether to provide
the security credentials to the network site 140. As a preliminary matter, the
authentication manager 124 may require that the user be authenticated to the
authentication manager 124 by way of a master security credential such as a password,
presence of the portable data store 118 at the client 103, biometric identification, native
operating system identification, or some other authentication. Responsive to

authentication, the authentication manager 124 may decrypt the stored account data
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130, 160, 163. In some embodiments, the authentication manager 124 may be given
access to the stored account data 130, 160, 163 responsive to providing a master
security credential. The authentication manager 124 then verifies the identity of the
network site 140] [Column 9, line 63 — Column 10 line 4, Once a user selects the
authentication button 218, the authentication manager 124 may fill in the username field
206 and the password field 209. The authentication manager 124 may also
automatically submit the logon request by programmatically pressing the submit button
212. In some embodiments, the username field 206 and password field 209 may be
prefilled automatically with the security credential upon verification of the identity of the
network site 140] [Column 12, lines 50-53, The authentication manager 124 may send
the account parameters to the network site 140 or wait for user input for approval. The
control flow of the authentication manager 124 then stops]

establish a connection with the external resource; [Column 2, lines 28-44,
The client 103 may be configured to execute various applications such as a browser
121, an authentication manager 124, and/or other applications. The browser 121 may
be executed in a client 103, for example, to access and render network pages, such as
web pages, or other network content served up by the server 106 and/or other servers.
The authentication manager 124 may be executed to manage usernames, passwords,
private and public keys, certificates, and/or other security credentials. In some
embodiments, the authentication manager 124 runs as a plug-in application to the
browser 121. In other embodiments, the authentication manager 124 may be a
standalone application that interfaces with the browser 121 and/or other applications

requiring management of authentication. The client 103 may be configured to execute

APPL-1002
APPLE INC. / Page 124 of 291



Application/Control Number: 17/027,481 Page 8
Art Unit: 2497

applications beyond browser 121 and authentication manager 124 such as, for
example, e-mail applications, instant message applications, and other applications]
facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the
credential retrieved from the at least one record, and wherein the user is logged
in to the external resource based at least in part on the output; [Column 12, lines
35-45, Next, in box 521, the authentication manager 124 determines whether an
authentication endpoint 139 (FIG. 1) has been defined for the network page 145 or
network site 140. This may involve examining, if they exist, configuration files 148, 157
(FIG. 1). If an authentication endpoint 139 has not been defined, the authentication
manager 124 moves to box 524 and provides the account parameters, including
security credentials, by form filling. The authentication manager 124 may send the
account parameters to the network site 140 or may merely allow the user to submit the
form. The control flow of the authentication manager 124 then stops] [Column 8, lines
21-35, When a stored account exists for a network site 140, the authentication manager
124 determines whether to provide the security credentials to the network site 140. As a
preliminary matter, the authentication manager 124 may require that the user be
authenticated to the authentication manager 124 by way of a master security credential
such as a password, presence of the portable data store 118 at the client 103, biometric
identification, native operating system identification, or some other authentication.
Responsive to authentication, the authentication manager 124 may decrypt the stored
account data 130, 160, 163. In some embodiments, the authentication manager 124

may be given access to the stored account data 130, 160, 163 responsive to providing a
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master security credential. The authentication manager 124 then verifies the identity of
the network site 140] [Column 9, line 63 — Column 10 line 4, Once a user selects the
authentication button 218, the authentication manager 124 may fill in the username field
206 and the password field 209. The authentication manager 124 may also
automatically submit the logon request by programmatically pressing the submit button
212. In some embodiments, the username field 206 and password field 209 may be
prefilled automatically with the security credential upon verification of the identity of the
network site 140]

Johansson does not explicitly teach and facilitate wiping of at least a portion
of the at least one record; and a memory coupled to the processor and
configured to provide the processor with instructions.

Owen teaches and facilitate wiping of at least a portion of the at least one
record; and a memory coupled to the processor and configured to provide the
processor with instructions. [Column 27, lines 35-37, Once a user is granted access
to the remote computer 55, he may also be permitted to access and modify electronic
files stored by the remote computer 55] [Column 27, lines 56-66, In the case where the
remote computer 55 is, for example, a corporate file server, the company can be given
the ability to change permission settings that control which files on the corporate file
server are accessible by the user. If at any time the company removes access privileges
to a file from a user after he has stored the file on his portable device 10, then, in certain
embodiments, the secure internet portal 70 can be configured to send a command to
the user's portable device 10 to delete the file from the user's device 10 once the device

10 is again used to establish a connection with the secure internet portal 70] [Column
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30, lines 21-39, In some embodiments, additional security procedures are implemented
to protect the secrecy of the user's data on his old portable, biometrically-secured
device 10. For example, in certain embodiments, each time the portable device 10 is
communicatively coupled with a host computer 50, the unique identification code of the
device 10 is transmitted to the secure internet portal 70. After being added to the
banned list, the next time that the old device 10 is coupled to a host computer 50, the
secure internet portal 70 can issue a "scorched earth" command to the old portable
device 10, causing the processor 32 to erase the device's memory modules and/or
otherwise disable the old device 10. Thus, despite the fact that the private information
stored on the user's old device 10 is protected from being accessed by unauthorized
individuals with the biometric authentication procedures and tamper-resistant features
described herein, the scored earth command can add an additional degree of security in
the case of loss or theft]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosure of Johansson. The motivation or suggestion would have been to enhance the
safety and security of the device.

Regarding Claims 2 and 13, Johansson discloses wherein the secure storage
is connected to a sensor. [Column 4, line 59 — Column 5, line 8, The portable data
store 118 may be configured to store account data 163. The account data 163 may
include, for example, security credentials used to access various network sites 140 or
network pages 145, information regarding authentication endpoints 139, and/or other

information. In various embodiments, the account data 163 may be a mirror of the
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account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
other biometric recognition device, a pin pad, etc.) used to authenticate a user in order
to provide access to the data on the portable data store 118, such as account data 163;
or it may include hardware and/or software to permit a user to enter a password and/or
decryption key in order to provide access to the data on the portable data store 118]

Regarding Claims 3 and 14, Johansson discloses wherein the sensor
comprises at least one of a camera and a fingerprint reader. [Column 4, line 59 —
Column 5, line 8, The portable data store 118 may be configured to store account data
163. The account data 163 may include, for example, security credentials used to
access various network sites 140 or network pages 145, information regarding
authentication endpoints 139, and/or other information. In various embodiments, the
account data 163 may be a mirror of the account data 130. In other embodiments, the
account data 163 may take the place of account data 130. The account data 163 may
be stored in an encrypted format. To this end, the portable data store 118 may include a
device (e.g., a fingerprint scanner or other biometric recognition device, a pin pad, etc.)
used to authenticate a user in order to provide access to the data on the portable data
store 118, such as account data 163; or it may include hardware and/or software to
permit a user to enter a password and/or decryption key in order to provide access to
the data on the portable data store 118]

Regarding Claims 4 and 15, Johansson discloses wherein at least some of

the at least one record is stored in plaintext in the secure storage. [Column 8, lines
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21-35, When a stored account exists for a network site 140, the authentication manager
124 determines whether to provide the security credentials to the network site 140. As a
preliminary matter, the authentication manager 124 may require that the user be
authenticated to the authentication manager 124 by way of a master security credential
such as a password, presence of the portable data store 118 at the client 103, biometric
identification, native operating system identification, or some other authentication.
Responsive to authentication, the authentication manager 124 may decrypt the stored
account data 130, 160, 163. In some embodiments, the authentication manager 124
may be given access to the stored account data 130, 160, 163 responsive to providing a
master security credential. The authentication manager 124 then verifies the identity of
the network site 140] [Column 10, lines 4-6, The security credentials may be shown as
place holding characters or as plain text.]

Regarding Claims 8 and 19, Johansson does not explicitly teach wherein
facilitating wiping of the at least portion of the at least one record comprises
facilitating remote wiping of the at least portion of the at least one record.

Owen teaches wherein facilitating wiping of the at least portion of the at
least one record comprises facilitating remote wiping of the at least portion of the
at least one record. [Column 27, lines 56-66, In the case where the remote computer
55 is, for example, a corporate file server, the company can be given the ability to
change permission settings that control which files on the corporate file server are
accessible by the user. If at any time the company removes access privileges to a file
from a user after he has stored the file on his portable device 10, then, in certain

embodiments, the secure internet portal 70 can be configured to send a command to
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the user's portable device 10 to delete the file from the user's device 10 once the device
10 is again used to establish a connection with the secure internet portal 70]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosure of Johansson. The motivation or suggestion would have been to enhance the
safety and security of the device.

Regarding Claims 9 and 20, Johansson does not explicitly teach wherein the
at least portion of the at least one record is automatically wiped based at least in
part on a policy.

Owen teaches wherein the at least portion of the at least one record is
automatically wiped based at least in part on a policy. [Column 27, lines 56-66, In
the case where the remote computer 55 is, for example, a corporate file server, the
company can be given the ability to change permission settings that control which files
on the corporate file server are accessible by the user. If at any time the company
removes access privileges to a file from a user after he has stored the file on his
portable device 10, then, in certain embodiments, the secure internet portal 70 can be
configured to send a command to the user's portable device 10 to delete the file from
the user's device 10 once the device 10 is again used to establish a connection with the
secure internet portal 70]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Owen with the
disclosure of Johansson. The motivation or suggestion would have been to enhance the

safety and security of the device.
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Regarding Claims 11 and 22, Johansson discloses wherein the at least
portion of the at least one record is backed up to a remote entity. [Column 8, lines
3-20, Account information stored in any of account data 130, 160, 163 may be manually
or automatically copied by the authentication manager 124 to any other account data
130, 160, 163 so that the account information may be mirrored across any two or more
of account data 130, 160, 163. For purposes of backup, the authentication manager 124
may be capable of rendering a list of the stored account information in account data
130, 160, 163 for viewing or printing. To facilitate viewing or printing, the authentication
manager 124 may be configured to generate human readable or printable security
credentials using an appropriate character set. Alternatively, the authentication manager
124 may encode security credentials in a printable form using an encoding approach
such as, for example, UUencoding, BinHex, Multipurpose Internet Mail Extensions
(MIME) encodings, Base64, and other encoding approaches]

Regarding Claims 24 and 26, Johansson discloses wherein the interface
comprises a restricted interface. [Column 4, lines 59-67 & Column 5 lines 1-5, The
portable data store 118 may be configured to store account data 163. The account data
163 may include, for example, security credentials used to access various network sites
140 or network pages 145, information regarding authentication endpoints 139, and/or
other information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this

end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
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other biometric recognition device, a pin pad, etc.) used to authenticate a user in order
to provide access to the data on the portable data store 118, such as account data 163]
Regarding Claims 25 and 27, Johansson discloses wherein the storage
comprises a secure storage. [Column 4, lines 59-67 & Column 5 lines 1-5, The
portable data store 118 may be configured to store account data 163. The account data
163 may include, for example, security credentials used to access various network sites
140 or network pages 145, information regarding authentication endpoints 139, and/or
other information. In various embodiments, the account data 163 may be a mirror of the
account data 130. In other embodiments, the account data 163 may take the place of
account data 130. The account data 163 may be stored in an encrypted format. To this
end, the portable data store 118 may include a device (e.g., a fingerprint scanner or
other biometric recognition device, a pin pad, etc.) used to authenticate a user in order

to provide access to the data on the portable data store 118, such as account data 163]

Claims 5-7 and 16-18 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Johansson in view of Owen, as applied to Claims 1 and 12,
respectively, above, and further in view of Shi (US 20090191846 A1) hereinafter
referred to as Shi.

Regarding Claims 5 and 16, the combination of Johansson and Owen does not
explicitly teach wherein the prompt comprises a prompt to provide biometric
information, and wherein the prompt is visually presented.

Shi teaches wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is visually presented. [paragraph 0046, the
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access controller application 304 sends a request via the hardware/software
architecture 300 and hardware/software architecture 200 to prompt the user to swipe a
finger across biometric sensor 110, step 403. The prompt may be a visual prompt
through the mobile device 130 display and/or an audio prompt via the mobile device's
speaker. An image of the fingerprint is obtained and digitized via the biometric sensor
110 and the data forming the fingerprint template is received by the access controller
application 304, step 404]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Shi with the
disclosure of Johansson. The motivation or suggestion would have been “for securing
mobile devices and the data stored on a smart card for use in mobile devices.”
(paragraph 0001)

Regarding Claims 6 and 17, the combination of Johansson and Owen does not
explicitly teach wherein the prompt comprises a prompt to provide biometric
information, and wherein the prompt is aurally presented.

Shi teaches wherein the prompt comprises a prompt to provide biometric
information, and wherein the prompt is aurally presented. [paragraph 0046, the
access controller application 304 sends a request via the hardware/software
architecture 300 and hardware/software architecture 200 to prompt the user to swipe a
finger across biometric sensor 110, step 403. The prompt may be a visual prompt
through the mobile device 130 display and/or an audio prompt via the mobile device's

speaker. An image of the fingerprint is obtained and digitized via the biometric sensor
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110 and the data forming the fingerprint template is received by the access controller
application 304, step 404]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Shi with the
disclosure of Johansson. The motivation or suggestion would have been “for securing
mobile devices and the data stored on a smart card for use in mobile devices.”
(paragraph 0001)

Regarding Claims 7 and 18, the combination of Johansson and Owen does not
explicitly teach wherein the prompt is presented in response to a user failing to
provide acceptable biometric information within a timeout period.

Shi teaches wherein the prompt is presented in response to a user failing to
provide acceptable biometric information within a timeout period. [paragraph
0059, If the access timer equals zero time left (i.e., test 520="NO") or the access flag is
set to FALSE, the access controller application attempts to authenticate the user by
executing steps 502 through 507 (including additional attempts) as described above
with reference to FIG. 5]

Before the effective filing date of the claimed invention, it would have been
obvious to one with ordinary skill in the art to combine the teachings of Shi with the
disclosure of Johansson. The motivation or suggestion would have been “for securing
mobile devices and the data stored on a smart card for use in mobile devices.”

(paragraph 0001)
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Allowable Subject Matter

Claims 10 and 21 are objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the
limitations of the base claim and any intervening claims.

The following is an examiner’s statement of reasons for allowance:

Regarding Claims 10 and 21, none of the closest prior art of record explicitly
teach nor suggest in detail, wherein the biometric template is wiped in response to
determining that the biometric template has not been matched within a duration
of time in view of other limitations of the intervening claims.

Thus the prior arts of record taking singly or in combination do not teach or
suggest the above-stated limitations taking wholly in combination with all the elements

of each independent claim.

Conclusion

Applicant's submission of an information disclosure statement under 37 CFR
1.97(c) with the fee set forth in 37 CFR 1.17(p) on 12/23/2021 prompted the new
ground(s) of rejection presented in this Office action. Accordingly, THIS ACTION IS
MADE FINAL. See MPEP § 609.04(b). Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTH shortened statutory period, then the
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shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Applicants are encouraged to take advantage of the After Final Consideration
Pilot 2.0 (AFCP 2.0) which authorizes non-production time for consideration of
responses filed after a final rejection. The purpose of the pilot is to compact prosecution
of the case. The request must include 1) A signed AFCP request form (PTO/SB/434 or
equivalent) that includes a statement that applicant is requesting consideration under
the AFCP; 2) An amendment to at least one independent claim that does not broaden
the scope of the independent claim in any aspect; and 3) A statement that applicant is
willing and available to participate in any interview initiated by the examiner concerning
the present response. In the limited amount of non-production time if the examiner’s
consideration of a proper AFCP 2.0 request and response does not result in a
determination that all pending claims are in condition for allowance, the examiner will
request an interview with the applicant to discuss the response. For more info, please
visit http://www.uspto.gov/patent/initiatives/after-final-consideration-pilot-20

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW J STEINLE whose telephone number is
(571)272-9923. The examiner can normally be reached M-F 10am-6pm CT.

Examiner interviews are available via telephone, in-person, and video

conferencing using a USPTO supplied web-based collaboration tool. To schedule an
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interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni Shiferaw can be reached on (571) 272-3867. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497
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First Inventor:

Bjorn Markus Jakobsson

Title:

AUTHENTICATION TRANSLATION

AMENDMENT A

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action mailed November 02, 2021. The following

amendment and remarks are respectfully submitted.

Applicant(s) believe that no (additional) fees are required beyond any fees submitted

herewith. If required fees are missing or any additional fees are required during the pendency of

the subject application, please charge such fees or credit any overpayment to Deposit Account

No. 50-0685 (MJAKP00BCS).
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

(Currently amended) A_device system, comprising:
a storage;
a processor configured to:

based at least in part on a request from a user to access an external resource,
facilitate, using_an a—restricted interface, access of at least one record stored at least in
part in [[a]] the seeure storage;

wherein the at least one record is associated at least with the external resource,
and wherein the at least one record comprises:

a biometric template; and
a credential comprising atleast-one-ofapassworda-cookieror a

cryptographic key;

in response to determining a match between a biometric input and the biometric
template, retrieve, from the at least one record, the credential, wherein the biometric input
corresponds to at least one of a fingerprint, a feature usable for facial recognition, a
voiceprint, a feature usable for a retina scan, or a typing feature, and wherein the
biometric input is received subsequent to presenting of a prompt;

establish a connection with the external resource;

facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the credential
retrieved from the at least one record, and wherein the user is logged in to the external
resource based at least in part on the output; and

facilitate wiping of at least a portion of the at least one record; and

a memory coupled to the processor and configured to provide the processor with

instructions.

Application Serial No. 17/027,481
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2. (Currently amended) The device system recited in claim 1 wherein the seeure storage is

connected to a sensor.

o}

3. (Currently amended) The device system recited in claim 2 wherein the sensor comprises

at least one of a camera and a fingerprint reader.

4. (Currently amended) The device system recited in claim 1 wherein at least some of the

at least one record is stored in plaintext in the seeure storage.

5. (Currently amended) The device system recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information, and wherein the prompt is visually

presented.

6. (Currently amended) The device system recited in claim 1 wherein the prompt
comprises a prompt to provide biometric information, and wherein the prompt is aurally

presented.

7. (Currently amended) The device system recited in claim 1 wherein the prompt is
presented in response to a user failing to provide acceptable biometric information within a

timeout period.

8. (Currently amended) The device system recited in claim 1 wherein facilitating wiping of
the at least portion of the at least one record comprises facilitating remote wiping of the at least

portion of the at least one record.

9. (Currently amended) The device system recited in claim 1 wherein the at least portion of

the at least one record is automatically wiped based at least in part on a policy.

10. (Currently amended) The device system recited in claim 1 wherein the biometric
template is wiped in response to determining that the biometric template has not been matched

within a duration of time.

11.  (Currently amended) The device systes recited in claim 1 wherein the at least portion of

the at least one record is backed up to a remote entity.

12. (Currently amended) A method, comprising:
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based at least in part on a request from a user to access an external resource, using a
processor to facilitate, using an arestrieted interface, access of at least one record stored at least
in part in a seeure storage,

wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:

a biometric template; and

a credential comprising atleast-ene-of-a-passworda-eoekie—or a cryptographic

key;

in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating wiping of at least a portion of the at least one record.

13.  (Currently amended) The method of claim 12 wherein the seeure-storage is connected to
a sensor.
14.  (Original) The method of claim 13 wherein the sensor comprises at least one of a

camera and a fingerprint reader.

15.  (Currently amended) The method of claim 12 wherein at least some of the at least one

record is stored in plaintext in the seeure-storage.

16. (Original) The method of claim 12 wherein the prompt comprises a prompt to

provide biometric information, and wherein the prompt is visually presented.

17. (Original) The method of claim 12 wherein the prompt comprises a prompt to

provide biometric information, and wherein the prompt is aurally presented.

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS 4

APPL-1002
APPLE INC. / Page 155 of 291



18. (Original) The method of claim 12 wherein the prompt is presented in response to a

user failing to provide acceptable biometric information within a timeout period.

19. (Original) The method of claim 12 wherein facilitating wiping of the at least portion
of the at least one record comprises facilitating remote wiping of the at least portion of the at

least one record.

20.  (Original) The method of claim 12 wherein the at least portion of the record is

automatically wiped based at least in part on a policy.

21. (Original) The method of claim 12 wherein the biometric template is wiped in
response to determining that the biometric template has not been matched within a duration of

time.

22, (Original) The method of claim 12 wherein the at least portion of the at least one

record is backed up to a remote entity.

23. (Currently amended) A computer program product embodied in a non-transitory
computer readable storage medium and comprising computer instructions for:
based at least in part on a request from a user to access an external resource, using a
processor to facilitate, using an a—restrieted interface, access of at least one record stored at least
in part in a seeure storage,
wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:
a biometric template; and
a credential comprising atteast-enc-ef apassword—a-eoekieor a cryptographic
key;
in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;
establishing a connection with the external resource;
facilitating a login of the user to the external resource at least in part by transmitting, via

the established connection, output based at least in part on the credential retrieved from the at
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least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating wiping of at least a portion of the at least one record.

24.  (New) The device recited in claim 1, wherein the interface comprises a restricted
interface.

25. (New) The device recited in claim 1, wherein the storage comprises a secure storage.
26.  (New) The method of claim 12, wherein the interface comprises a restricted interface.
27. (New) The method of claim 12, wherein the storage comprises a secure storage.
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INTERVIEW SUMMARY

A telephonic interview in the above-referenced case was conducted on November 24,
2021 between the Examiner and the Applicants’ undersigned representative. The Office Action
mailed on November 02, 2021 was discussed. Specifically, the proposed amendments set forth
herein were discussed with the intent to place the claims in better condition for allowance or

appeal.

The Applicants thank the Examiner for the interview.
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REMARKS

Claims 1-11, 12-13, 15, and 23 have been amended to clarify the subject matter regarded
as the invention. New Claims 24-27 have been added. Claims 1-27 are pending. No new matter

has been added.
Double Patenting

Claims 1-23 have been rejected under the judicially created doctrine of obviousness-type
double patenting. It is believed that the Terminal Disclaimer filed herewith is sufficient to

overcome the double patenting rejection.
Claims 1-23 are therefore believed to be allowable.
New Claims

Support for new Claims 24- 27 may be found, without limitation, in Paragraph [0019] of

the Specification.

New Claims 24 and 25 depend from independent Claim 1, and are therefore also believed

to be allowable for the same reasons described above.

New Claims 26 and 27 depend from independent Claim 12, and are therefore also

believed to be allowable for the same reasons described above.
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The foregoing amendments are not to be taken as an admission of unpatentability of any

of the claims prior to the amendments.

Reconsideration of the application and allowance of all claims are respectfully requested

based on the preceding remarks. If at any time the Examiner believes that an interview would be

helpful, please contact the undersigned.

Dated: February 1, 2022

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Fax 408-973-2595

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS

Respectfully submitted,

[Yeu-Ting George Cheng/
Yeu-Ting George Cheng
Registration No. 69408
408-207-4765
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Application Number 17027481

Filing Date 2020-09-21

INFORMATION DISCLOSURE

First Named Inventor | Bjorn Markus Jakobsson

STATEMENT BY APPLICANT

o Art Unit | 2407
( Not for submission under 37 CFR 1.99)

Examiner Name | Andrew J. Steinle

Attorney Docket Number |MJAKP00805

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

X any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Neu-Ting George Cheng/ Date (YYYY-MM-DD) 2021-12-23

Name/Print Yeu-Ting George Cheng Registration Number b9408

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 11/30/2021 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
11/30/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
17/027,481 Jakobsson, Bjorn Markus
. ey . i A AlA (First | t P
Applicant-Initiated Interview Summary ﬁ’,;‘;,“;;;ﬁ; J Urntit to Fi(le;r;tatn:: " 9
STEINLE 2497 | No 1of1

Primary Examiner Telephonic
George Cheng (Reg. No. 69,408) Attorney of Record

Date of Interview: 24 November 2021

Issues Discussed:

Proposed Amendment(s)

Applicant wants to make some amendments to the claims but doesn't want to affect the allowabiilty of
the claims. First, the applicant proposed changing the system claims of 1-11 to be device claims. The
examiner stated that this would be acceptable as in the system claims, it appears there is one device
performing all of the functions. Second, the applicant proposed amending the independent claims that
currently cite, "a restricted interface" to now recite, "an interface". The examiner stated that the "
restricted interface" interface was not relied upon for the allowability of the independent claims.
Therefore, the examiner stated that this amendment would be acceptable and that neither amendments
should affect the allowability of the claims. An updated search and consideration will need to be
performed upon receipt of the amendment.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 20211124
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 17027481

Filing Date 21-Sep-2020
First Named Inventor Bjorn Jakobsson
Attorney Docket Number MJAKPO08C5

Title of Invention

AUTHENTICATION TRANSLATION

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

RightQuestion, LLC 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

10824696

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 69408

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Si t
ignature /Yeu-Ting George Cheng/

Name Yeu-Ting George Cheng

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

17027481

Filing Date:

21-Sep-2020

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Attorney Docket Number:

MJAKP008CS5

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code Quantity Amount

Sub-Total in
USD(S)

Basic Filing:

STATUTORY OR TERMINAL DISCLAIMER

2814 1 170

170

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

APPL-1002
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 170
APPL-1002
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 17027481
Filing Date: 21-Sep-2020

Applicant/Patent under Reexamination:  Jakobsson

Electronic Terminal Disclaimer filed on  November 5, 2021

X APPROVED

This patent is subject to a terminal disclaimer

1 DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 44220662
Application Number: 17027481
International Application Number:
Confirmation Number: 7336
Title of Invention: AUTHENTICATION TRANSLATION
First Named Inventor/Applicant Name: Bjorn Markus Jakobsson
Customer Number: 21912
Filer: Yeu-Ting George Cheng/Elaine Nguyen
Filer Authorized By: Yeu-Ting George Cheng
Attorney Docket Number: MJAKP008C5
Receipt Date: 05-NOV-2021
Filing Date: 21-SEP-2020
Time Stamp: 19:45:05
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $170
RAM confirmation Number E2021A5)44584603
Deposit Account 500685
Authorized User Elaine Nguyen

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

41258

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2

0d98d768c7a%26b3 1b2fb3269dfofg40f0d|
54d4

Warnings:

Information:

37956

2 Fee Worksheet (SB06) fee-info.pdf no 2

8ccf2bceacebedf55c6d959015a0a0faf02ee]

Warnings:

Information:

Total Files Size (in bytes){ 79214

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,481 09/21/2020 Bjorn Markus Jakobsson MIAKPOOSCS 7336
21912 7590 11/02/2021 | EXAMINER

VAN PELT, YI & JAMES LLP
10050 N. FOOTHILL BLVD #200
CUPERTINO, CA 95014

STEINLE, ANDREW J

| ART UNIT [ PparerNUMBER
2497
| ~orwicamionpate | DELIVERY MODE
11/02/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

usptocorrespondence @ip-patent.com

PTOL-90A (Rev. 04/07)

APPL-1002
APPLE INC. / Page 178 of 291



Application No. Applicant(s)

17/027,481 Jakobsson, Bjorn Markus
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
ANDREW J STEINLE 2497 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 9/21/2020.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-23 is/are pending in the application.

5a) Of the above claim(s) ____is/are withdrawn from consideration.
6) (O Claim(s) ___ is/are allowed.
7) Claim(s) 1-23 is/are rejected.
8) [0 Claim(s) ___is/are objected to.
9) (O Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(0J The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 9/21/2020 is/are: a)# accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)o Al b)(J Some**  ¢)(J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date
4) [J Other: .

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20211029
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Application/Control Number: 17/027,481 Page 2
Art Unit: 2497

DETAILED ACTION

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent

provisions.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least
one examined application claim is not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.
1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the reference application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of
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Application/Control Number: 17/027,481 Page 3
Art Unit: 2497

activities undertaken within the scope of a joint research agreement. A terminal
disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO internet Web site contains terminal disclaimer forms which may be
used. Please visit http://www.uspto.gov/forms/. The filing date of the application will
determine what form should be used. A web-based eTerminal Disclaimer may be filled
out completely online using web-screens. An eTerminal Disclaimer that meets all
requirements is auto-processed and approved immediately upon submission. For more
information about eTerminal Disclaimers, refer to
http://www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

Claims 1-23 are provisionally rejected on the ground of nonstatutory double
patenting as being unpatentable over Claims 1, 4-14, and 17-27 of U.S. Patent
10,824,696. Although the claims at issue are not identical, they are not patentably
distinct from each other because aside from a few minor differences, these claims
contain the same limitations and perform the same functions.

This is a provisional nonstatutory double patenting rejection because the

patentably indistinct claims have not in fact been patented.

Allowable Subject Matter
Claims 1-23 is objected to and would be allowable if the double patenting
rejection was obviated.
The following is an examiner’s statement of reasons for allowance:
Regarding Claims 1, 12, and 23, the closest prior art of record, References:

Kumar et al. (US 8549300 B1), Beigi et al., (US 20120110341 A1) and Woods et al (US
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Application/Control Number: 17/027,481 Page 4
Art Unit: 2497

6691232 B1) teaches A system, comprising: a processor configured to: based at
least in part on a request from a user to access an external resource, facilitate,
using a restricted interface, access of at least one record stored at least in part in
a secure storage; wherein the at least one record is associated at least with the
external resource, and wherein the at least one record comprises: a biometric
template; and a credential comprising at least one of a password, a cookie, or a
cryptographic key; in response to determining a match between a biometric input
and the biometric template, retrieve, from the at least one record, the credential,
wherein the biometric input corresponds to at least one of a fingerprint, a feature
usable for facial recognition, a voiceprint, a feature usable for a retina scan, or a
typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt; establish a connection with the external resource; and a
memory coupled to the processor and configured to provide the processor with
instructions.

However, the references do not explicitly teach nor suggest in detail, facilitate a
login of the user to the external resource at least in part by transmitting, via the
established connection, output based at least in part on the credential retrieved
from the at least one record, and wherein the user is logged in to the external
resource based at least in part on the output; and facilitate wiping of at least a
portion of the at least one record in view of other limitations of the intervening claims.

Thus the prior arts of record taking singly or in combination do not teach or
suggest the above-stated limitations taking wholly in combination with all the elements

of each independent claim.
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Application/Control Number: 17/027,481 Page 5
Art Unit: 2497

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANDREW J STEINLE whose telephone number is
(571)272-9923. The examiner can normally be reached M-F 10am-6pm CT.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni Shiferaw can be reached on (571) 272-3867. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit hitps://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and
https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497
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Application/Control No.

Applicant(s)/Patent Under

17/027,481 Reexamination

Jakobsson, Bjorn Markus
Examiner Art Unit
ANDREW J STEINLE 2497 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumzogggg_ec:nl:lbiTEi:L Code MI\E)I» ?}?{YY Name CPC Classification US Classification
* [ A | Us-8549300-B1 10-2013 Kumar; Kartik H04L9/3263 713/175
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims | 7/057 481

v | Rejected - | Cancelled N | Non-Elected A Appeal

Jakobsson, Bjorn Markus
““ Examiner Art Unit

ANDREW J STEINLE 2497

= Allowed + | Restricted | | Interference O | Objected

CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPA O 1.D. (J R.1.47

CLAIM DATE
Final Original | 10/29/2021
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17/027,481 Jakobsson, Bjorn Markus
T -
ANDREW J STEINLE 2497
CPC - Searched*
Symbol Date Examiner
CPC Classification Search G0O6F21/10, 121, 128, 31, 32, 44, H04L63 10/29/2021 AS
/083, 0861, 10, 20 limited by text
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
PE2E Search class limited w/text search (see search history) 10/29/2021 AS
PE2E Search inventor and assignee search (see search history) 10/29/2021 AS
PE2E Search text search (see search history) 10/29/2021 AS
Interference Search
US Class/CPC .
Symbol US Subclass/CPC Group Date Examiner
General Interference and search of claims (
USPGPB, USPAT) 10/29/2021 AS

/ANDREW J STEINLE/
Primary Examiner, Art Unit 2497

U.S. Patent and Trademark Office
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Part of Paper No.: 20211029
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Raeceipt date:

Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed

01/07/2021

17/027,481 —- GAU: 2487

PTO/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.89)

Application Number

17027481

Filing Date

P020-09-21

First Named Inventor ‘

Bjorn Markus Jakobsson

Art Unit
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Examiner Name
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Receipt date: 01/07/2021 17/027,481 ~ GAU: 2497
Application Number 17027481

Filing Date 2020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

First Named Inventor ’ Bjorn Markus Jakobsson
Art Unit | 2497
Examiner Name ‘mmwk Andxew Steinle

Attorney Docket Number | MJAKPO08CS

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE
Examiner Signature || /ANDREW J STEINLE/ Date Considered l 10/28/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTQ.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3).  For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THRCOUGH. /A.J.8/
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Art Unit | 2497

Examiner Name | Not Assigned

Attorney Docket Number | MJAKPO08C5S

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)_(gm:ner Cite Patent Number Kind Issue Date Na”."e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code!’ of cited Document )
Figures Appear
1 b010571 [1991-04-23 KATZNELSON RON D
2 b499298 [1996-03-12 NARASIMHALU ARCOT D
3 10872152 P020-12-22 JMARTEL PIERRE OLIVIER
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant T5
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Application Number 17027481
Filing Date 2020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Bjorn Markus Jakobsson
Art Unit | 2497

Examiner Name | Not Assigned

Attorney Docket Number |MJAKP00805

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP S01.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 17027481

Filing Date 2020-09-21

INFORMATION DISCLOSURE

First Named Inventor | Bjorn Markus Jakobsson

STATEMENT BY APPLICANT

o Art Unit | 2407
( Not for submission under 37 CFR 1.99)

Examiner Name | Not Assigned

Attorney Docket Number |MJAKP00805

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Neu-Ting George Cheng/ Date (YYYY-MM-DD) 2021-01-07
Name/Print Yeu-Ting George Cheng Registration Number b9408

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 41585407
Application Number: 17027481
International Application Number:
Confirmation Number: 7336

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Filer Authorized By:

Yeu-Ting George Cheng

Attorney Docket Number: MJAKPOO8C5
Receipt Date: 07-JAN-2021
Filing Date: 21-SEP-2020

Time Stamp: 16:22:38

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages

Number Message Digest | Part/.zip| (if appl.)
1052883
1 Information Disclosure Statement (IDS) MJAKPOOSCS_IDS_03_SB0S.pdf no 4
Form (SB08)
3f2a6d41f4958436ece4fc37b3b027e5e382)
9aab
Warnings:
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Information:

Total Files Size (in bytes){ 1052883

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS PTO/SB/08a (02-18)
Lo . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 17027481
Filing Date P020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Bjomn Markus Jakobsson
Art Unit | 2497

Examiner Name | Not Assigned
Attorney Docket Number | MJAKPO08C5S

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)_(gm:ner Cite Patent Number Kind Issue Date Na”."e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code!’ of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U_S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
1w Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1

If you wish to add additional U.S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code?j Code#| Date PR Passages or Relevant

Figures Appear

Document

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o . . '
. (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue humber(s), TS
Initials No . - .
publisher, city and/or country where published.
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Application Number 17027481
Filing Date 2020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Bjorn Markus Jakobsson
Art Unit | 2497

Examiner Name | Not Assigned

Attorney Docket Number |MJAKP00805

BRANDS ET AL. Distance-Bounding Protocols. January 28, 1994: hitps://citeseerx.ist. psu.edu/viewdoc/download?
Hoi=10.1.1.51 6437 &rep=rep1&type=pdf

JAKOBSSON ET AL. Proving Without Knowing: On Oblivious, Agnostic and Blindfolded Provers. July 24, 1996: http://
markus-jakobsson.com/papersfjakobsson-crypto96 pdf

MONROSE ET AL. Using Voice to Generate Cryptographic Keys. May 13, 2001: hitps://www.cs.unc.edu/~fabian/
bapers/odyssey pdf

4 BESHADRI ET AL. Pioneer: Verifying Code Integrity and Enforcing Untampered Code Execution on Legacy Systems.
Dctober 23, 2005: hitps://netsec.ethz_ch/publications/papers/pioneer.pdf

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if net in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if|
English language translation is attached.
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Application Number 17027481

Filing Date 2020-09-21

INFORMATION DISCLOSURE

First Named Inventor | Bjorn Markus Jakobsson

STATEMENT BY APPLICANT

o Art Unit | 2407
( Not for submission under 37 CFR 1.99)

Examiner Name | Not Assigned

Attorney Docket Number |MJAKP00805

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Neu-Ting George Cheng/ Date (YYYY-MM-DD) 2020-12-16
Name/Print Yeu-Ting George Cheng Registration Number b9408

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 41410795
Application Number: 17027481
International Application Number:
Confirmation Number: 7336

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Filer Authorized By:

Yeu-Ting George Cheng

Attorney Docket Number: MJAKPOO8C5
Receipt Date: 16-DEC-2020
Filing Date: 21-SEP-2020

Time Stamp: 21:19:36

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages

Number Message Digest | Part/.zip| (if appl.)
1053374
1 Information Disclosure Statement (IDS) MJAKPOOSCS_IDS_02_SB0S.pdf no 4
Form (SB08)
a758a8492a6096d68de1f1d21fa9f9a0e541
e24d
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Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

723819
BRANDS_ET_AL_Distance_Bou
2 Non Patent Literature nding_Protocols_1994-01-28. no 16
pdf Tac3a57c7e2839cdabe382478e9dof4bes 1
Warnings:
Information:
701228
JAKOBSSON_ET_AL_Proving_
3 Non Patent Literature Without_Knowing_1996-07-24, no 15
pdf 17§7823¢45029455d73275d0f32d709075
b655
Warnings:
Information:
307139
MONROSE_ET_AL_Using_Voice
4 Non Patent Literature _to_Generate_Cryptographic_ no 6
Keys_2001-05-13.pdf 9d4c27c0698d3b58e9ff896ac1 aad954425!
0466
Warnings:
Information:
395507
SESHADRI_ET_AL_Pioneer_Veri
5 Non Patent Literature fying_Code_Integrity_2005-10- no 16
23.pdf 394e8151298c5debddealfccanb105d3981
dS7ee
Warnings:
Information:
Total Files Size (in bytes){ 3181067
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
17/027,481 09/21/2020 2497 935 MIAKPOOSCS 23 3
CONFIRMATION NO. 7336
21912 CORRECTED FILING RECEIPT

12050 N, FOOTHILL BLVD #200 00 00 0 AL

CUPERTINO, CA 95014
Date Mailed: 11/13/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Bjorn Markus Jakobsson, Portola Valley, CA;
Applicant(s)

RightQuestion, LLC, Portola Valley, CA;

Power of Attorney: The patent practitioners associated with Customer Number 21912

Domestic Priority data as claimed by applicant
This application is a CON of 16/773,767 01/27/2020
which is a CON of 16/563,715 09/06/2019 PAT 10824696
which is a CON of 16/273,797 02/12/2019 PAT 10521568
which is a CON of 15/042,636 02/12/2016 PAT 10360351
which is a CON of 13/706,254 12/05/2012 PAT 9294452
which claims benefit of 61/587,387 01/17/2012
and claims benefit of 61/569,112 12/09/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
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Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/02/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/027,481

Projected Publication Date: Request for Non-Publication Acknowledged

Non-Publication Request: Yes

Early Publication Request: No

** SMALL ENTITY **

Title

AUTHENTICATION TRANSLATION
Preliminary Class
726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
page 2 of 4
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: | 17/027,481 Examiner: Not Assigned
Filed: September 21, 2020 Art Unit: 2497
Confirmation No.: | 7336 Docket No.: | MJAKPOO8CS
First Inventor: Bjorn Markus Jakobsson

Title: AUTHENTICATION TRANSLATION

REQUEST FOR A CORRECTED FILING RECEIPT

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

Sir:

Please make the following corrections and reprint a Corrected Filing Receipt for the
above-identified patent application and forward it to the undersigned at the address set out

below.

Please update the Domestic Priority data as claimed by applicant, as there is a duplicate

entry for “CON of 16/773,767 01/27/2020”:

This application is a CON of 16/773,767 01/27/2020
and-is-a-CON-of 16/773.767 01272020

which is a CON of 16/563, 71 5 09/06/2019

which is a CON of 16/273,797 02/12/2019 PAT 10521568
which is a CON of 15/042,636 02/12/2016 PAT 10360351
which is a CON of 13/706,254 12/05/2012 PAT 9294452
which claims benefit of 61/587,387 01/17/2012

and claims benefit of 61/569, 112 12/09/2011

A new Application Data Sheet is enclosed.

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS 1
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If any additional fees are due in connection with this request, the Commissioner is hereby
authorized to charge such fees to Deposit Account No. 50-0685 (MJAKPOOSCS).

Dated: November 11, 2020

VAN PELT, YI & JAMES LLP
10050 N. Foothill Blvd., Suite 200
Cupertino, CA 95014

Fax 408-973-2595

Application Serial No. 17/027,481
Attorney Docket No. MJAKP008CS

Respectfully submitted,

/Yeu-Ting George Cheng/
Yeu-Ting George Cheng
Registration No. 69408
408-207-4765
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0032

U.8. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it contains 3 valid OMB control number.

Attorney Dockel Number | MJAKPOOSCS

Application Data Sheet 37 CFR 1.78 —
Application Number 17/027,481

Title of invention AUTHENTICATION TRANSLATION

The apglication data shest s pant of the provisional or nonprovisional application for which # is being submitted. The following fonm contains the
biblingraphic data aranged in & format specified by the United States Patent and Trademark Office as cutlined in 37 CFR 1.76

This document may be completed electronically and submitted to the Office in elecironic format using the Electronic Filing Systemn (EFS) or the
document may be printed and included in 3 paper filed application.

Secrecy Order 37 CFR 5.2:

; Portions or ali of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant {0
* 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically )

Inventor information:

Inventor 1

Legal Name

Prefix] Given Name Middie Nams Family Name Suffix
Biomn Markus Jakobsson

Residence Information {Select One) &) US Residency (O NonUS Residency () Active US Military Service

City | Portola Valley State/Province | CA Country of Residencd us

Mailing Address of Invantor:

Address 1 118 Ramona Rd.

Address 2

City Portola Vallay State/Province CA
Postal Code | 94028 | Country us

Al Inventors Must Be Listed - Additional inventor information blocks may be
generated wilhin this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondeance information section below.
For further information see 37 CFR 1.33{a}

[ An Address is being provided for the correspondence Information of this application.

Customer Number 21912

Email Address

Application Information:

Title of the Invention AUTHENTICATION TRANSLATION

Attorney Docket Number] MJAKPOGSCE Small Entity Status Claimed
Application Type Nonprovisional

Subject Matter Utility

[e>]

Total Number of Drawing Sheets {if any}

Suggested Figure for Publication {if any)

£F8 Web 2.2.12
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Attorney Dockel Number | MJAKPO0OBCS
Application Number 17/027,481

Application Data Sheet 37 CFR 1.78

Title of invention | AUTHENTICATION TRANSLATION

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C 111{) and 37 CFR 1.57(3). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign pricrity information must be
provided in the appropriate section{(s) below {i.e., “Domestic Benefit/National Stage information” and “Foreign Priority information”).

For the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this
reference fo the previously filed application, subject to conditions and reguirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-D0) intellectual Propery Authority or Country |
filed application

Publication Information:

[1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Reqguest Not to Publish. 1 nereby request that the attached application not be published under

35 U.8.C. 122{b) and certify that the invention disclosed in the atlached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information shouid be provided for all practiioners having a power of altorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of altorney in the application {see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both seclions are completed the customer
Number will be used for the Reprasantative information during processing.

Please Select One: &) Customer Number l () US Patent Practitioner = (O Limited Recognition {37 CFR 11.9)

Customer NMumbsr 21912

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 118(e}, 120, 121, 385{c), or 386(c) or indicats
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constifuies
the specific reference required by 35 U.8.C. 118{e} or 128, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Dale
Application Number Conlinuity Type Prior Application Number {YYYY-MM-DD)
Continuation of 16773767 2020-01-27

EFS Wep 2.2.12
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PTOIRIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052
U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Application Data Sheet 37 CFR 1.78

Attorney Docket Number

MJIAKPGO8CS

Application Number

17/027,481

Title of invention

AUTHENTICATION TRANSLATION

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuily Type Prior Application Number (YYYY-MM-DD)

Continuation-of —HFFEET— R

Prior Application Status | Pending

Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)

18773767 Continuation of 18563715 2019-09-08

Prior Application Status

Patenied

Apglication — Prior Application Filing Date - . Issue Date
Nurmnber Continuity Type Nurnber (YYYY-MM-DD) Patent Number (OYYY-MM-DI0)
16563715 Continuation of 18273797 2019-02-12 10521568 2018-12-31

Prior Application Status

Patenied ]

Apgiicatios
Application Contir

P Py
wiity Type Prior Application

Filing Date

Patent Number

Isaue Date

Nurnber Nurnber YYYY-MM-DD) (YYYY-MM-DD)
16273797 Continuation of 15042638 2018-02-12 10360351 2018-07-23
Prior Application Siaius] Patented 1
Appiication i Tome Prior Application Filing Date et N . lssue Date
Nurnber Continuity Type Number (YYYY-RIM-DD) Patent Number COPYY-MM-DD)
15042638 Continuation of 13708254 2012-12-08 Q284452 2016-03-22
Prior Application Status | Expired
Flling or 371(c) Date
Application Number Continuity Type Frior Application Number CYYYY-MM-DD)
13706254 Claims benefit of provisional 81587387 2012-01-17

Prior Application Status | Expired
Filing or 371(c) Dale
Application Number Coniinuity Type Prior Application Number CYYYY-MM-DD)
13706254 Claims benefit of provisionai 815689112 2011-12-09
Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add bution.
Foreign Priority Information:
EFS Wab 2.2.42
APPL-1002
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Attorney Dockel Number | MJAKPO0OBCS

Application Data Sheet 37 CFR 1.78

Application Number 17/027,481

Title of invention | AUTHENTICATION TRANSLATION

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priorily as required by 35 U.S.C. 118() and 37 CFR 1.55. Wnen priorily is claimed {¢ a foreign application
that is eligibie for retrieval under the priority document exchange program (PDX)‘ the information will be used by the Office o
automatically attempt retrieval pursuant to 37 CFR 1.55(i}(1} and (2}, Under the POX program, applicant bears the ulimate
rasponsibility for ensuring {hat a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Cﬁuntfyi Filing Date (YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add bution.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priorily to or the benefit of an application filed before March 18, 2013 and (2) also

contains, or contained at any time, a claim 10 & claimed invention that has an effective filing date on or afier March
[1 18, 2013

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Wep 2.2.12
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Attorney Dockel Number | MJAKPO0OBCS
Application Number 17/027,481

Application Data Sheet 37 CFR 1.78

Title of invention | AUTHENTICATION TRANSLATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a pariicipaling foreign intellectual property (IF) office access {o the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (ERQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not 1o provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corrasponding box A or B or both in subsection 2 below.

application. After the initial filing of an application, an Application Data Sheet cannot be used {0 provide or rescind
authorization for access by a foreign P office(s). Instead, Form PTO/SB/38 or PTO/SB/6Y must be used as appropriate.

1. Authorization to Permit Access by a Foreign intellectual Property Office(s)

A. Priority Document Exchange (PDX} - Unless box A in subsection 2 {opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the Eurcpean Patent Office (EPQ), the Japan Fatent Office
(JPQ), the Korean Intelizctual Properily Office (KIPO}, the State Intellectual Property Office of the People’s Republic of
China (SIPQ), the World Intellectual Property Organization (WIPQO), and any other foreign infellectusl property office
participating with the USPTO in g bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access {o: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or beneafit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
{1}.

the undersigned hereby grants the USPTO authority to provide the EPO access {o the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(MH2).

The applicant is reminded that the EPC's Rule 141(1) EPC (European Patent Convention) requires applicants {o submit a
copy of search results from the instant application without delay in a Eurcpean patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTC 1o permit a participating foreign 1P office access io the instant
{1 application-as-filed. If this box is chacked, the USPTO will not be providing a participating foreign 1P office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO fo transmit to the EPQ any search resulis from the instant patent
[] appiication. i this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access io the
apptlication in accordance with 37 CFR 1.14.

EFS Wep 2.2.12
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Attorney Dockel Number | MJAKPO0OBCS

Application Data Sheet 37 CFR 1.78

Application Number 17/027,481

Title of invention | AUTHENTICATION TRANSLATION

Applicant Information:

Providing assignment information in this section does nol substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant
if the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information 1o be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation 1o assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.48. i the applicant is an
applicant under 37 CFR 1.48 (assignee, person to whom the inventor is obligated to assign, or person who stherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

@ Assignes {:} Legal Representative under 35 U.S.C. 117 O Joint Inventor
Q Person to whom the inventor is obligated to assign. Q Person who shows sufficient proprietary interest

if applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally incapacitated Inventor:

if the Applicant is an Organization check here. X

Crganization Name | oinioestion, LLC

Mailing Address Information For Applicant:

Address 1 118 Ramona Rd.

Address 2

City Portola Valley State/Province CA
Country } us Postal Code 94028
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Froviding assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Wep 2.2.12
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PTOAIAM 4 (11-15)

Approved for use through 04/30/2017. OMB 0851.0052

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

Attorney Dockel Number | MJAKPO0OBCS

Application Data Sheet 37 CFR 1.78

Application Number 17/027,481

Title of invention | AUTHENTICATION TRANSLATION

Assignes 1

Complete this section i assignes information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicani. For an assignee-applicant, compiete this section only if identification as an assignee is also desired on the
patent application publication.

i the Assignee or Non-Applicant Assignee is an Organization check here. ]

Prefix Given Name Middie Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country i ‘ Postal Code
Phane Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Dala may be generated within this form by
selecting the Add bution.

Signature:
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application

subsection 2 of the “Authorization or Opt-Qut of Authorization to Permit Access™ section, then this form must
aiso be signed in accordance with 37 CFR 1.14{c}.

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
antity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney {8.q., see USPTO Form PTO/AIA/S1) on behalf of alf ioint inventor-applicanis.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature /Yeu-Ting George Cheng/ Date (YYYY-MM-DD}Y| 2020-11-11

First Name | Yeu-Ting George Last Name ECheng Registration Number | 89408

Additional Signature may be generaled within this form by selecling the Add buiton,

EFS Wep 2.2.12
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PTOIRIAM 4 (11-15)
Approved for use through 04/30/2017. OME 0651-0032

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required {o respond 0 a colfection of information unless i contains a valid GMB control number.

L Attorney Docket Number
Application Data Sheet 37 CFR 1.78

MJIAKPGO8CS

Application Number

17/027,481

Title of invention | AUTHENTICATION TRANSLATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefil by the public which
is 1o file (and by the USPTO o process) an application. Confidentialily is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated 10 take 23 minutes to compliete, including gathering, preparing, and submitling the complated application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Wep 2.2.12
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent, Accordingly, pursuant to the reguirements of the Act, please be advised that: (1} the general authority for the collection of this information
is 35 U.S.C. 2{b}{2); {2) furnishing of the information solicited is voluntary; and (3} the prindipal purpose for which the information is used by the U.5. Patent and
Tradermark Office is to process and/or examine your submission related to a patent application or patent. if you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able 1o process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

!

1 Theinformation on this form will be treated confidentially to the extent allowed under the Freedorm of Information Act (5 1.5.C. 552) and the Privacy
Act {5 US.C 552a). Record m this system of records may be disciosed to the Department of Justice to deter
information Act requires disclosure of these records.

e whether the Freedom of

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures 1o opposing counsel in the course of settiement negotiations.

3 Arecordin this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4, Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required 1o comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disdlosed, as a routine use,
to the international Bureau of the World intellectual Property Organization, pursuant to the Patent CooperationTreaty,

1

6, Arecord in this system of records may be d ed, as a routine use, 1o another federal agency for purposes of National Security review (35 U5.C. 18
= 3

and for review pursuant to the Atomic Energy Act (42 US.C. 218(0).

7. Arecord from this system of records may be disciosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2905, Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant {i.e, GSA or Commaerce) directive, Such disclosure shall not be used to make determinations about

2. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C
122(b) or issuance of a patent pursuant to 35 U.5.C 151, Further, a record may be disdlosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referanced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 41100543
Application Number: 17027481
International Application Number:
Confirmation Number: 7336

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Customer Number:

21912

Filer:

Yeu-Ting George Cheng/Elaine Nguyen

Filer Authorized By:

Yeu-Ting George Cheng

Attorney Docket Number: MJAKPOO8C5
Receipt Date: 11-NOV-2020
Filing Date: 21-SEP-2020
Time Stamp: 22:47:43

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)/ Multl' 'Pages
Number Message Digest | Part/.zip| (if appl.)
74279
1 Request for Corrected Filing Receipt MJAKPOOSCS—RZ?UESt—for—CFR no 2
p 2decb7d25d436f02fb16039f2a5b3ecabb9d
Warnings:
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Information:

1967397
2 Application Data Sheet MJAKP008C5_ADS_02.pdf no 9
d4164ce2f7090f5d 1e7d9076dd97bb25654]
7c70a

Warnings:

Information:

This is not an USPTO supplied ADS fillable form

Total Files Size (in bytes){ 2041676

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
17/027,481 09/21/2020 935 MIAKPOOSCS 23 3
CONFIRMATION NO. 7336
21912 FILING RECEIPT

12050 N, FOOTHILL BLVD #200 00 0 M

CUPERTINO, CA 95014
Date Mailed: 10/05/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Bjorn Markus Jakobsson, Portola Valley, CA;
Applicant(s)

RightQuestion, LLC, Portola Valley, CA;

Power of Attorney: The patent practitioners associated with Customer Number 21912

Domestic Priority data as claimed by applicant
This application is a CON of 16/773,767 01/27/2020
and is a CON of 16/773,767 01/27/2020
which is a CON of 16/563,715 09/06/2019
which is a CON of 16/273,797 02/12/2019 PAT 10521568
which is a CON of 15/042,636 02/12/2016 PAT 10360351
which is a CON of 13/706,254 12/05/2012 PAT 9294452
which claims benefit of 61/587,387 01/17/2012
and claims benefit of 61/569,112 12/09/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
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Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/02/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/027,481

Projected Publication Date: Request for Non-Publication Acknowledged

Non-Publication Request: Yes

Early Publication Request: No

** SMALL ENTITY **

Title

AUTHENTICATION TRANSLATION

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 17/027,481
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 80 N/A
SEARCH FEE
P e A, N/A N/A N/A 350 N/A
EXAMINATION FEE
(37 CFR 1.16(0), (B} ot (@) N/A N/A N/A 400 N/A
TOTAL CLAIMS ]
(37 CFR 1.16(i)) 23 minus 20~ 3 X 50 - 150 OR
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 3 minus 3 = x 240 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL 980 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total . i - =
=S (37 CF(:H 16(7)) Minus x = OR =
% Independent * Minus | *** =
& (37 CFR 1.16(h) X = OR -
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
1] Total . Minus | ** = " =
= (37 CFR 1.16() OR -
% Independent * Minus | *** = M _ OR -
[Tm} (37 CFR 1.16(h)) - -
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date P020-09-21

First Named Inventor | Bjomn Markus Jakobsson
Art Unit | N/A

Examiner Name | N/A

Attorney Docket Number | MJAKPO08C5S

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns,Lines where
- Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
1 £016476 P000-01-18 JMAES STEPHANE HERMAN
2 (691232 P004-02-10 WOOD DAVID L
3 7512965 P009-03-31 AMDUR EUGENE
4 7697729 P010-04-13 HOWELL MARK J
5 7950051 P011-05-24 BPITZSEANT
6 8145916 P012-03-27 BOSHRA MICHAEL
7 B549300 P013-10-01 KUMAR KARTIK
8 B577813 P013-11-05 WEISS KENNETH P
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2020-09-21

First Named Inventor | Bjorn Markus Jakobsson
Art Unit | A

Examiner Name | N/A

Attorney Docket Number | MJAKPO0BCS

9 B856539 P014-10-07 WEISS KENNETH
10 BO84596 D015-03-17 GRIFFIN STEPHANIE
11 0100826 P015-08-04 WEISS KENNETH P

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 0040107170 P004-06-03 | ABROU YANNIS
2 0040236632 P004-11-25 MARITZEN MICHAEL L
3 0050198348 P005-09-08 YEATES ANTHONY J
4 0090100269 P009-04-16 NACCACHE DAVID
5 0100242102 P010-09-23 CROSS DAVID B
6 0110078771 P311-03-31 [GRIFFIN STEPHANIE
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date 2020-09-21

First Named Inventor | Bjorn Markus Jakobsson
Art Unit | A

Examiner Name | N/A

Attorney Docket Number | MJAKPO0BCS

7 20110205016 P011-08-25 AL-AZEM SAMER

8 0110231651 D011-09-22 BOLLAY BENN SAPIN
9 20120110341 P012-05-03 BEIGI HOMAYOON

10 20120167193 P012-06-28 GARGARO GIANLUCA

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Name of Patentee or

Pages,Columns,Lines

Examiner| Cite | Foreign Document | Country Kind | Publication Aoolicant of cited where Relevant Ts
Initial* Ne | Number3 Code2j Code#| Date PP Passages or Relevant
Document .
Figures Appear
1 004051585 Wwo 2004-06-17 VDAKOBSSON MARKUS
REGENTS OF THE
2 P005001751 wo 2005-01-06 |JUNIVERSITY OF
CALIFORNIA
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . ) ' s
Initials* | No (book, magazine, journal, serial, sympaosium, catalog, etc), date, pages(s), volume-issue number(s), T

publisher, city and/or country where published.

'Managing Authorization and Access Control”, Author: unknown, Published November 3, 2005, pp. 1-12, URL: http#/
fechnet.microsoft. com/en-us/library/bb457115.aspx
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Application Number
Filing Date 2020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Bjorn Markus Jakobsson
Art Unit | N/A

Examiner Name | N/A

Attorney Docket Number |MJAKP00805

2 Hammer-Lahav, Ed. "The OAuth 1.0 Protocol”, from hitps://ftools.ietf.org/html/rfc5849, April 2010.

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered |

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if|
English language translation is attached.
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Application Number

Filing Date 2020-09-21

INFORMATION DISCLOSURE

First Named Inventor | Bjorn Markus Jakobsson

STATEMENT BY APPLICANT

v Art Unit | A
( Not for submission under 37 CFR 1.99)

Examiner Name | N/A

Attorney Docket Number |MJAKP00805

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature Neu-Ting George Cheng/ Date (YYYY-MM-DD) 2020-09-21
Name/Print Yeu-Ting George Cheng Registration Number b9408

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/aor examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may he disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

AUTHENTICATION TRANSLATION

First Named Inventor/Applicant Name:

Bjorn Markus Jakobsson

Filer: Yeu-Ting George Cheng/Elaine Nguyen
Attorney Docket Number: MJAKPOO8C5
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Suz—;l'g(t;)l in
Basic Filing:
UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75
UTILITY SEARCH FEE 2111 1 330 330
UTILITY EXAMINATION FEE 2311 1 380 380
Pages:
Claims:
CLAIMS IN EXCESS OF 20 2202 3 50 150
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Petition:
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Description

Fee Code

Quantity

Amount
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Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 935
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Electronic Acknowledgement Receipt

EFS ID: 40614418
Application Number: 17027481
International Application Number:
Confirmation Number: 7336
Title of Invention: AUTHENTICATION TRANSLATION
First Named Inventor/Applicant Name: Bjorn Markus Jakobsson
Customer Number: 21912
Filer: Yeu-Ting George Cheng/Elaine Nguyen
Filer Authorized By: Yeu-Ting George Cheng
Attorney Docket Number: MJAKP008C5
Receipt Date: 21-SEP-2020
Filing Date:
Time Stamp: 18:57:40
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $935
RAM confirmation Number E20209KI58153757
Deposit Account 500685
Authorized User Elaine Nguyen

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (if appl.)
1793984
1 Application Data Sheet MJAKPOOBC5_ADS.pdf no 9
72fdc6f2ed3c0b7899a6591d55587e8123f1)
c2ee
Warnings:
Information:
93450
2 QOath or Declaration filed MJAKPOOSCS—S?ECUtEd—DEC' no 1
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Warnings:
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228276
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7 Specification MJAKPOO8C5_APP.pdf no 22

1ef1a99218517818b41d43c009cb154ec53

Warnings:

Information:

112090

Drawings-only black and white line

R MJAKPOO8C5_APP_Figures.pdf no 8
drawings

83487947bd 1fc2e79014265a447a54f430d
ce227

Warnings:

Information:

36745

9 Fee Worksheet (SB06) fee-info.pdf no 2

dc30c7c75dd41a84c1b6al10640edef4b01

Warnings:

Information:

Total Files Size (in bytes)1 3947753

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPOOSCS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El IBjorn Narkus IJakobsson ‘ El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Portola Valley State/Province CA Country of Residence s

Mailing Address of Inventor:

Address 1 18 Ramona Rd.

Address 2

City | Foﬂola Valley I State/Province | |CA
Postal Code | ’94028 | Countryi | ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number D1912

Email Address | Add Email | [Remove Email

Application Information:

Title of the Invention PUTHENTICATION TRANSLATION

Attorney Docket Number| MJAKP008CS Small Entity Status Claimed [X

Application Type Nonprovisional v
Subject Matter | Hility -
Total Number of Drawing Sheets (if any) ] Suggested Figure for Publication (if any)

EFS Web 2212
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PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | MJAKPO0SCS
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country N
filed application

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of atiorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ® Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 01912

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

[Continuation of 16773767 2020-01-27

4
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | MJAKPO0SCS
Application Data Sheet 37 CFR 1.76 —
Application Number
Title of Invention AUTHENTICATION TRANSLATION
Prior Application Status | PPending -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of -l 16773767 R020-01-27
Prior Application Status | PPending -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
6773767 [Continuation of ~| 16563715 2019-09-06
Prior Application Status | Patented - Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6563715 |Continuation of -] he273797 |2019-02-12 ‘1 0521568 |2019-12-31
Prior Application Status | Patented - Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
6273797 [continuation of <] l15042636 p016-02-12 10360351 p019-07-23
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 5042636 |Continuation of <] h37o6254 |2012-12-05 P294452 |2016—03—22
Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
13706254 Claims benefit of provisional ~| 61587387 r012-01-17
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
13706254 Claims benefit of provisional ~] 61569112 2011-12-09
Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:
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Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPO0SCS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web 2.2.12

APPL-1002
APPLE INC. / Page 258 of 291



PTO/AIA/14 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPO0SCS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPO0SCS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X
Organization Name RightQuestion, LLC

Mailing Address Information For Applicant:

Address 1 18 Ramona Rd.

Address 2

City Portola Valley State/Province CA
Country ‘ s Postal Code 04028
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | MJAKPO0SCS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []
Prefix Given Name Middle Name Family Name Suffix

] | i

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City I State/Province
Countryi I Postal Code
Phone Number | Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/Yeu-Ting George Cheng/ Date (YYYY-MM-DD)| [2020-09-21
First Name b(eu-Ting George Last Name | Fheng Registration Number 9408
Additional Signature may be generated within this form by selecting the Add button.
EFS Web 2.2.12
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L Attorney Docket Number | MJAKPO0SCS
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTHENTICATION TRANSLATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.5. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.SC. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4,  Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 1.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant {i.e., GS5A or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the pubilic if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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AUTHENTICATION TRANSLATION

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application is a continuation of U.S. Patent Application No. 16/773,767,
entitted AUTHENTICATION TRANSLATION filed January 27, 2020 which is incorporated
herein by reference for all purposes, which is a continuation of U.S. Patent Application No.
16/563,715, entitted AUTHENTICATION TRANSLATION filed September 06, 2019 which is
incorporated herein by reference for all purposes, which is a is a continuation of U.S. Patent
Application No. 16/273,797, entitted AUTHENTICATION TRANSLATION filed February 12,
2019, now U.S. Patent No. 10,521,568, which is incorporated herein by reference for all
purposes, which is a is a continuation of U.S. Patent Application No. 15/042,636, entitled
AUTHENTICATION TRANSLATION filed February 12, 2016, now U.S. Patent No.
10,360,351, which is incorporated herein by reference for all purposes, which is a continuation of
U.S. Patent Application No. 13/706,254, entitled AUTHENTICATION TRANSLATION filed
December 5, 2012, now U.S. Patent No. 9,294,452, which is incorporated herein by reference for
all purposes, which claims priority to U.S. Provisional Application No. 61/587,387, entitled
BIOMETRICS-SUPPORTED SECURE AUTHENTICATION SYSTEM filed January 17, 2012
which is incorporated herein by reference for all purposes. U.S. Patent Application No.
13/706,254 also claims priority to U.S. Provisional Patent Application No. 61/569,112 entitled
BACKWARDS COMPATIBLE ROBUST COOKIES filed December 9, 2011, which is

incorporated herein by reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] Providing credentials to a service, whether via a mobile or other device, is often a
tedious experience for a user. Unfortunately, to make authentication easier for themselves, users
will often engage in practices such as password re-use, and/or the selection of poor quality
passwords, which render their credentials less secure against attacks. Accordingly,
improvements in authentication techniques would be desirable. Further, it would be desirable for

such improvements to be widely deployable, including on existing/legacy systems.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments of the invention are disclosed in the following detailed

description and the accompanying drawings.

[0004] Figure 1 illustrates an embodiment of an environment in which authentication

translation is provided.

[0005] Figure 2 illustrates an embodiment of credential information stored on a device.
[0006] Figure 3 illustrates an embodiment of a device with secure storage.

[0007] Figure 4 illustrates an example of a renegotiation.

[0008] Figure 5 illustrates an embodiment of a process for performing authentication
translation.

[0009] Figure 6 illustrates an example of what occurs when a client device first visits the

site of a legacy server via an authentication translator.

[0010] Figure 7 illustrates an example of what occurs when a device subsequently visits

the site of a legacy server via an authentication translator.

[0011] Figure 8 shows the structure of an example of a cache cookie used in some

embodiments.
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DETAILED DESCRIPTION

[0012] The invention can be implemented in numerous ways, including as a process; an
apparatus; a system; a composition of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such as a processor configured to
execute instructions stored on and/or provided by a memory coupled to the processor. In this
specification, these implementations, or any other form that the invention may take, may be
referred to as techniques. In general, the order of the steps of disclosed processes may be altered
within the scope of the invention. Unless stated otherwise, a component such as a processor or a
memory described as being configured to perform a task may be implemented as a general
component that is temporarily configured to perform the task at a given time or a specific
component that is manufactured to perform the task. As used herein, the term ‘processor’ refers
to one or more devices, circuits, and/or processing cores configured to process data, such as

computer program instructions.

[0013] A detailed description of one or more embodiments of the invention is provided
below along with accompanying figures that illustrate the principles of the invention. The
invention is described in connection with such embodiments, but the invention is not limited to
any embodiment. The scope of the invention is limited only by the claims and the invention
encompasses numerous alternatives, modifications and equivalents. Numerous specific details
are set forth in the following description in order to provide a thorough understanding of the
invention. These details are provided for the purpose of example and the invention may be
practiced according to the claims without some or all of these specific details. For the purpose of
clarity, technical material that is known in the technical fields related to the invention has not

been described in detail so that the invention is not unnecessarily obscured.

[0014] Figure 1 illustrates an embodiment of an environment in which authentication
translation is provided. In the example shown, a variety of client devices 102-108 connect, via
one or more networks (represented as a single network cloud 110) to a variety of services 120-
124 (also referred to herein as sites 120-124). In particular, client device 102 is a notebook
computer owned by a user hereinafter referred to as Alice. Notebook 102 includes a camera, a

microphone, and a fingerprint sensor. Client device 104 is a smartphone, also owned by Alice.
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Client device 104 includes a camera. Client device 106 is a tablet owned by Bob, and sometimes
used by Bob’s son Charlie. Client device 106 includes a camera and a fingerprint sensor. Client
device 108 is a kiosk located in the lobby of a hotel. Kiosk 108 includes a camera and a
microphone. The techniques described herein can be used with or adapted to be used with other
devices, as applicable. For example, the techniques can be used in conjunction with gaming

systems, with peripheral devices such as mice, and with embedded devices, such as door locks.

[0015] Service 120 is a social networking site. Service 122 is a website of a bank.
Service 124 is the online store of a boutique camera retailer. Each of services 120-124 requires a
username and password (and/or a cookie) from a user prior to giving that user access to protected
content and/or other features. As will be described in more detail below, using the techniques
described herein, users need not type such usernames and passwords into their devices whenever
required by a service. Instead, users can authenticate themselves to an “authentication
translator” via an appropriate technique, and the authentication translator will provide the
appropriate credentials to the implicated service on the user’s behalf. Also as will be described
in more detail below, authentication translators can be located in a variety of places within an
environment. For example, notebook computer 102 includes an authentication translator module
132 that provides authentication translation services. The other devices 104-108 can also include
(but need not include) their own respective authentication translator modules. The owner of
bank website 122 also operates an authentication translator 134 associated with the bank.
Finally, authentication translator 136 provides authentication translation services to a variety of

businesses, including online camera retailer 124.

[0016] Figure 2 illustrates an embodiment of credential information stored on a device.
In particular, device 200 stores three user profiles 202-206, each of which contains a username
and one or more templates (e.g., template 210) associated with the user. In various
embodiments, a template is a collection of biometric features. Using fingerprints as an example
type of biometric, a corresponding template includes a collection of patterns, minutia, and/or
other features that can be matched against to determine if a person’s fingerprint matches the
fingerprint of the registered user (i.e., the owner of a given user profile). A representation of a
single fingerprint may be included in multiple templates (e.g., in different resolutions, in

accordance with different protocols, as captured during warm vs. cold conditions, and/or by itself
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or in combination with multiple fingerprints). When other biometrics are employed (e.g., facial
recognition, voiceprint, or retina scan technology), features appropriate to those types of
biometrics are included in the template. Other types of features can also be included in
templates. As one example, a user’s typing speed and/or accuracy can be measured by a device,
such as device 102, and used to distinguish between multiple users of a device. For example,
suppose Alice types at 100 words per minute and rarely makes mistakes. A representation of this
information can be stored in template 212. Also suppose Alice’s niece, who sometimes uses
Alice’s laptop computer when visiting Alice types at 20 words per minute and makes many
mistakes. In some embodiments, the fact that a user was recently (e.g., within the last 5 minutes)
typing on laptop 102 at 90 words per minute is evidence of a match against template 212. In this
case, the typing speed of 90 words per minute is similar enough to Alice’s typical behavior, it is
considered a match. Various policies can be included in a profile that govern how matches are to
be performed. For example, policies can specify thresholds/tolerances for what constitutes a
match, and can specify that different levels of matches can result in different levels of access to

different resources.

[0017] A profile is associated with a vault (e.g., vault 220). The vault, in turn, contains
triples specifying a service provider/domain, a username, and a credential. The vault can also
contain other sensitive user information, such as account numbers, address/phone number
information, and health care data. The credential for a service provider/domain can be a
password (e.g., for legacy servers), and can also take alternate forms (e.g., a cryptographic key

for service providers supporting stronger authentication methods).

[0018] In some embodiments, profiles, templates, and vaults (collectively “authentication
information™) are stored entirely in an unprotected storage area, and are stored in the clear. In
other embodiments, secure storage techniques are used to secure at least a portion of the

authentication information.

[0019] One example of a device with secure storage is illustrated in Figure 3. In the
example shown, a mobile phone 300 includes a large and insecure storage 302 attached to a fast
processor 304, and a smaller but secure storage 306 attached to a dedicated processor 308 and a

sensor 310 (e.g., a camera or a fingerprint reader). Users (and applications) can read from and
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write to the insecure storage area. However, users cannot access the secure storage area, and the
fast processor can only communicate with the dedicated processor/sensor via a restricted API.
As another example, a unique decryption key associated with a given vault can be stored in a
profile. The vault is an encrypted and authenticated container that can be stored on insecure
storage, e.g., on the device, and also backed up (e.g., to a cloud storage service 140 or to an
alternate form of external storage). As needed, authentication information or portions thereof
can be loaded into secure storage and decrypted. For example, one can use AES to encrypt the
files one by one, using a key stored on the secured storage. A message authentication technique,
such as HMAC, can be used for authenticating the encrypted files to provide tamper prevention.
Profiles and vaults can be updated while in secure storage; if this occurs, they are encrypted and
MACed before being written back to the insecure storage, which may in turn propagate them to
external backup storage. In yet other embodiments, profiles and vaults are stored entirely in

secure storage, in plaintext, which allows them to be both read and written -- and in particular,

searched.
[0020] Example Transaction Types
[0021] A variety of transaction types can take place in the environment shown in Figure

1, examples of which are discussed in this section.
[0022] Initial Registration

[0023] In order to begin using the techniques described herein, users perform some form
of initial registration. As one example, suppose Alice launches an enrollment program installed
on laptop 102. She uses the program to capture various biometric information (e.g., fingerprints,
photographs of her face, etc.). A user profile is created for Alice, and the biometric information
captured about her is encoded into a plurality of templates, such as templates 210 and 214. In
some embodiments, Alice is also explicitly asked to supply credential information for services
she would like to use, such as by providing the domain name of social networking site 120, along
with her username and password for site 120. In other embodiments,
domain/username/credential information is at least passively captured on Alice’s behalf and
included in one or more vaults such as vault 220. Credential information can also be important

from a browser password manager already in use by Alice or other appropriate source. In some
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embodiments, Alice also registers with cloud storage service 140, which will allow her to back
up her authentication information and to synchronize it across her devices (e.g., 102 and 104), as

described in more detail below.

[0024] Other registration approaches can also be used. For example, registration can be
integrated into the experience the first time a device is used. Thus, when Bob first turns on tablet
106, he may be prompted to take a picture of his face (with a profile/templates being created in
response). Similarly, the first time Charlie uses tablet 106, the techniques described herein can
be used to determine that Charlie does not yet have a profile (e.g., because none of the templates
already present on tablet 106 match his biometrics) and Charlie can be prompted to enroll as a

second user of the device.
[0025] Authentication

[0026] Suppose Alice wishes to authenticate to banking website 122. Using a fingerprint
reader incorporated into her laptop, she performs a fingerprint scan, which causes her biometric
features to be extracted and compared to any stored templates residing on her computer. If a
match is found, an associated decryption key is selected, and the associated vault is loaded and
decrypted. The vault is scanned for an entry that matches the selected service provider (i.e.,
website 122). If a matching entry is found, the associated domain, username, and site credential
are extracted from the vault. In some embodiments, the validity of the domain name mapping is
verified at this point to harden the system against domain name poisoning. Next, a secure
connection is established between Alice’s computer and the service provider, and Alice is
authenticated. For service providers supporting strong user authentication, mutual SSL can be
used, for example. A variety of policies can be involved when performing matching. For
example, to access certain domains, Alice’s print may need only match template 210. To access
other domains, Alice may need to match multiple templates (e.g., both 210 and 214). As another
example, in order to access social networking site 120, Alice may merely need to be sitting in
front of her computer, which has an integrated webcam. Even in relatively low light conditions,
a match can be performed against Alice’s face and features stored in a template. However, in
order to access bank website 122, Alice may need a high quality photograph (i.e., requiring her

to turn on a bright light) and may need to demonstrate liveness (e.g., by blinking or turning her
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head). As yet another example, other contextual information can be included in policies. For
example, if Alice’s IP address indicates she is in a country that she is not usually in, she may be
required to match multiple templates (or match a template with more/better quality features) in

order to access retailer 124, as distinguished from when her IP address indicates she is at home.

[0027] In some embodiments, the biometric sensor used by a user may be a peripheral
device (e.g., a mouse with an integrated fingerprint scanner that is connected to the user’s
primary device via USB). In such scenarios, the peripheral device may be responsible for storing
at least a portion of authentication information and may perform at least some of the
authentication tasks previously described as having been performed by Alice’s computer. For
example, instead of processors 304 and 308, and storages 302 and 306 being collocated on a
single device (e.g., laptop 102), processor 304 and storage 302 may be present on a primary
device, and processor 308 and storage 306 may be present on a peripheral device (e.g., that also

includes a sensor, such as a fingerprint reader).

[0028] In such scenarios, once Alice’s login to banking website 122 is successfully
completed, the secure session can be handed over from the peripheral device to the primary
device, in a way that does not allow the primary device retroactive access to the plaintext data of
the transcripts exchanged between the peripheral device and the service provider. One way this
can be accomplished is by renegotiating SSL keys between the peripheral device and the
website, after which the newly negotiated key can be handed off from the peripheral device to
the primary device. This avoids retroactive credential capture in a setting where the device is

infected by malware.

[0029] An example of renegotiation is depicted in Figure 4. Specifically, after a user has
successfully authenticated to a fingerprint reader, a login is performed to a service provider.
Using the primary device (404) as a proxy, the peripheral fingerprint reader 402 negotiates a first
SSL connection (408) with a service provider 406, over which credentials are exchanged. The
proxy then renegotiates SSL (410), which replaces the old key with a new one. The new key is
disclosed to the device, which then seamlessly takes over the connection with the service
provider and performs the transaction protected by the authentication. The credentials exchanged

during the first SSL connection cannot be accessed by device 404, since the key of the
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renegotiated session is independent of the key of the original session; this provides protection
against malware residing on the device. Renegotiation can be used when the primary device 404
is believed to be in a safe state when performing the negotiation of the SSL connection, but it is
not known whether it is in a safe state during the transaction protected by the authentication.
Renegotiation can also be used when a secure component of the primary device 404 performs the
negotiation of the SSL connection and another and potentially insecure component of the

primary device 404 is involved in the transaction protected by the authentication.

[0030] Figure 5 illustrates an embodiment of a process for performing authentication
translation. The process begins at 502 when a request to access a resource is received, as is an
authentication input. One example of the processing performed at 502 is as follows. Suppose
Alice wishes to sign into social networking website 120. She directs a web browser application
installed on client 102 to the social networking website. Authentication translator module 132
recognizes, from the context of Alice’s actions (e.g., that she is attempting to access site 120 with
her browser) that she would like to access a particular resource. Authentication translator
module 132 prompts Alice (e.g., by a popup message or via a sound) to provide biometric
information (e.g., to use the integrated fingerprint reader on her laptop). In some embodiments,
the translator module does not prompt Alice, for example, because Alice has been trained to
provide biometric information automatically when attempting to access certain resources. In yet
other embodiments, the translator module only prompts Alice if she fails to provide acceptable

biometric information within a timeout period (e.g., 30 seconds).

[0031] Module 132 compares Alice’s supplied biometric data to the templates stored on
her computer. If a suitable match is found, and if an entry for site 120 is present in the applicable
vault, at 504, a previously stored credential associated with the resource is accessed. In
particular, the username and password for the website, as stored in a vault, such as vault 220, are

retrieved from the vault.

[0032] Finally, at 506, the credential is provided to the resource. For example, Alice’s
username and password for site 120 are transmitted to site 120 at 506. The credential can be

transmitted directly (e.g., by the module or by Alice’s computer) and can also be supplied
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indirectly (e.g., through the use of one or more proxies, routers, or other intermediaries, as

applicable).

[0033] Other devices can also make use of process 500 or portions thereof. For example,
when Alice launches a banking application on phone 104, implicit in her opening that application
is her desire to access the resources of website 134. The application can take Alice’s picture and
compare it to stored templates/vault information. If an appropriate match is found, a credential
can be retrieved from the vault on her phone (or, e.g., retrieved from cloud storage service 140)

and provided to website 134.

[0034] As another example, suppose Charlie is using tablet 106 and attempts to visit site
120, whether via a dedicated application or via a web browser application installed on the tablet.
Charlie’s photograph is taken, and then compared against the profiles stored on tablet 106 (e.g.,
both Bob and Charlie’s profiles). When a determination is made that Charlie’s photograph
matches a template stored in his stored profile (and not, e.g., Bob’s), Charlie’s credentials for site
120 are retrieved from a vault and transmitted by an authentication translator module residing on

client 106.

[0035] As yet another example, kiosk 108 can be configured to provide certain local
resources (e.g., by displaying a company directory or floor plan on demand) when users speak
certain requests into a microphone. Enrolled users (e.g., with stored voiceprint or facial
recognition features) can be granted access to additional/otherwise restricted services in

accordance with the techniques described herein and process 500.
[0036] New device

[0037] In some embodiments, to register a new device, a user provides an identifier, such
as a username or an account number to the device. The new device connects to an external
storage (such as cloud storage 140), provides the user identifier and credential, and downloads
the user’s templates/vaults from the service. In some embodiments, the templates/vaults are
encrypted. Once downloaded, the template is decrypted and stored in a secure storage area,
while the still encrypted vault can be stored in insecure storage. The decryption key can be

generated from information the user has/knows, or from biometric data -- such as features
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extracted from fingerprinting of all ten fingers. In some embodiments, more arduous
fingerprinting is required for the setup of a new device than for regular authentication to avoid
that a new device gets registered by a user thinking she is merely authenticating -- or worse still,

simply touching the device. Moreover, it translates into higher entropy of the decryption keys.
[0038] Backup Authentication

[0039] Backup authentication allows a user, such as Alice, to access resources in the
event she is unable to or unwilling to interact with a particular biometric sensor. As one
example, instead of having a single template associated with her profile, Alice can have multiple
templates associated with it, e.g., where the first template includes fingerprint features and the
second template includes voice biometric, facial recognition, or iris detection features. Asa
second example, where the service Alice is connecting to is a legacy website (i.e., one that users
authenticate to using usernames and passwords), such a service would allow the use of
passwords and password reset mechanisms by Alice without requiring Alice to use a fingerprint

reader.

[0040] In various embodiments, environment 100 supports the ability of users (e.g.,
under duress) to release the contents of their vaults. For example, if Alice was physically
threatened with the loss of a finger by a criminal, Alice could instead release the contents of her
vault(s) — the ultimate goal of the criminal. As one example, in the event Alice supplies all 10
fingerprints to the sensor, provides a special password, or supplies a fingerprint and a second

identifier, a cleartext version of her vault(s) could be made available.
[0041] Access Policies

[0042] In various embodiments, cloud storage service 140 is configured to accept
backups from multiple devices associated with a single account, and synchronize the updates so
that all devices get automatically refreshed. For example, Alice’s laptop 102 and phone 104
could both communicate with cloud storage service 140 which would keep their authentication
information synchronized. Refreshes can also be made in accordance with user-configured
restrictions. For example, Alice’s employer could prevent privileged employer data from being

stored on shared personal devices, or on any device that was not issued by the employer. As
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another example, arbitrary policies can be defined regarding the access to and synchronization of
software and data, and to tie a license or access rights to a person (and her fingerprint) rather
than to a device. As yet another example, in some embodiments (e.g., where a device is made
publicly available or otherwise shared by many users), no or a reduced amount of authentication
information resides on a device, and at least a portion of authentication information is always

retrieved from cloud storage service 140.
[0043] Remote wiping

[0044] Remote wiping of a user’s authentication information (e.g., templates) can be
used both to “unshare” previously shared devices (e.g., where Bob and Charlie both have user
profiles on their shared tablet 106), and to avoid that criminals with physical component access
to lost devices gain access to templates and vault contents. In some embodiments, polices such
as ones where a template self-wipes if it is not matched within a particular duration of time are
supported. Since user data can be frequently backed up to the cloud storage, and recovered from

this using the new device registration process, inconvenience to the user will be minimized.
[0045] Legacy Server Support

[0046] New authentication schemes typically require changes to a significant codebase
residing with service providers. If the code is well written and documented, such changes may
be relatively simple. Commonly, though, this may not be so. The engineers who originally
wrote the code of relevance may have long since left the company; the code they left behind may
be poorly documented -- if documented at all. In severe cases, the legacy code may have been
written in an outdated programming language or written in a way that does not follow guidelines
for good code. This makes updates to the codebase impractical or virtually impossible in many
common cases. Even if none of these challenges complicate the desired modifications, it is
commonly a great bureaucratic burden to obtain permission to make modifications (e.g., to store
an extra field in a backend database), because every affected part of the organization may need to

review the request.

[0047] As will be described in the following section, the technologies described herein

can be used in conjunction with legacy servers (e.g., existing servers that rely on usernames and
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passwords to authenticate users), and in particular, can be used without requiring modification to

such legacy servers.
[0048] Cookies

[0049] Cookies are commonly used by legacy servers for user authentication.
Unfortunately, cookies have several problems. For one thing, they are sometimes deleted --
whether explicitly/intentionally by the end user or by the user’s software. In addition, cookies
are commonly stolen. Approaches such as cache cookies and identification using user agents can
be more resistant to these problems, however, they have their own problems. For example, their

use requires new code and new fields in the credential database stored by the server.

[0050] In some embodiments, authentication translators, such as translators 134 and 136
(also referred to herein as proxies) provide authentication translation services on behalf of
associated services. Translators 134 and 136 are illustrated as single logical devices in Figure 1.
In some embodiments, the translators comprise standard commercially available server hardware
(e.g., a multi-core processor, 4+ Gigabytes of RAM, and one or more Gigabit network interface
adapters) and run typical server-class operating systems (e.g., Linux). Translators 134 and 136
can also be implemented using a scalable, elastic architecture and may comprise several
distributed components, including components provided by one or more third parties. For
example, translators 134 and 136 may store user credential information or may task cloud

storage service 140 with storing at least a portion of that information.

[0051] In the case of authentication translator 134, service is provided with respect to
bank website 122 only. Authentication translator 134 is positioned between a legacy web server
(122) and the Internet (110) -- and therefore between the legacy server and any client devices.
Authentication translator 134 is configured to translate traffic between the legacy server and
client devices so that the client devices (and respective users) perceive the new authentication
mechanism, while the legacy server remains unchanged. Authentication translator 136 works
similarly, but it provides authentication translation as a third party service to multiple providers,

an example of which is online camera retailer 124.

Attorney Docket No. MJAKP00SCS 13 PATENT

APPL-1002
APPLE INC. / Page 278 of 291



[0052] Authentication translators 134 and 136 can also perform process 500. For
example, when a device transmits a request to access website 122, the request is intercepted by
translator 134, as is cookie/user agent information. The received information can be used to
determine a username/password associated with the device, and that information can be passed

by translator 134 to website 122 on behalf of the device.

[0053] Figure 6 illustrates an example of what occurs when a client device first visits the
site of a legacy server via an authentication translator. The translator (referred to in the figure as
a “proxy”) fails to identify the client, and passes on the request to the legacy server. The legacy
server responds to the request and sets a cookie. The proxy passes on the response, including the
cookie and also a cache cookie. The proxy stores the information about both these types of
identifiers, along with the user agent of the client device. This triplet of information is also

referred to herein as an identifier.

[0054] Figure 7 illustrates an example of what occurs when a device subsequently
visits the site of a legacy server via an authentication translator. In this scenario, the device’s
request is accompanied by some form of identifying information. The proxy uses this
information to identify the associated cookie and passes this along to the legacy server, along
with the request. In some embodiments, additional processing is also involved. For example,
reading a cache cookie may require user interaction. Moreover, if not all of the identifying
information is present in the request, the proxy can be configured to set the missing information

again by sending a corresponding request to the client device.

[0055] The translation of cache cookies and user agent information to cookies involves a
two-way translation. First, when the legacy server sets a cookie, the proxy will set the two types
of cookies -- both an HTML cookie and a cache cookie -- and then create a new record in which
the two cookies are stored, along with the user agent information of the client device. The user
agent information can include quite a bit of data associated with a browser -- such as the browser
type and version, the clock skew, and the fonts that are installed. While each of these pieces of
information only contributes a small amount of entropy, the collection of items can be sufficient
to identify the device in most cases. Moreover, while some of these types of data may change

over time -- in fact, all of them may -- they do not typically change, and when one or two of
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them do, the others typically do not. When the client device is used to visit a site controlled by
the legacy server, the cookie, cache cookie and user agent information are read (if available), the
record identified, and the request translated and sent to the legacy server. When a legacy server
requests that the user password is updated (e.g., as part of an annual or other periodic
requirement), the transmission of this request to the user can be suppressed -- in which case the
database of the proxy is updated to create the illusion of an update. The user can be involved in
authentication as needed, e.g., if, in addition to supplying a credential, a user must also solve a
CAPTCHA, the CAPTCHA can be displayed to the user (with the user’s credentials being

handled in accordance with the techniques described herein).

[0056] Figure 8 shows the structure of an example of a cache cookie used in some
embodiments. Cache cookies can be associated with a particular webpage, just like an HTML
cookie can. In the example shown in Figure 8, the proxy wishes to associate a page “calling
page.html” with a cache cookie. It embeds a request for a second object, “samename.html” in
callingpage.html for every visitor. However, as the cache cookie is set for one visitor, a
customized samename.html is served to this visitor. The page samename html refers to an object
with a different name for each user; that object is referred to as “uniquename.jpg.” The cache
cookie is set by embedding the request for samename html in callingpage html. The client
browser attempts to render this, causing a request for samename. html from the server. The server
configures samename.html to refer to a uniquely named file uniquename.jpg, and serves
samename.html to the client. For the client browser to render samename.html, it requests the file
uniquename.jpg, which is intentionally not served. That concludes the setting of a cache cookie.
As a user returns to the page callingname . html, the browser again attempts to render the entire
page, which causes it to load the object samename.html from its cache. As that is rendered, the
client browser requests uniquename.jpg, which is not in its cache (since it was not served
previously). The server still does not serve it, but takes note of the name of the file being
requested, as it identifies the client device. Note that samename.html can be displayed in a zero-

sized iframe, which makes the end user unaware of it being rendered.

[0057] A cache cookie is an implementation of the typical cookie functionality that uses
the client device's browser cache. Unlike user agents, it does not change over time, and like

standard HTML cookies, it cannot be read by a party other than that which set it. However, like
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HTML cookies, it could be deleted -- by the user clearing his or her browser cache. Cache
cookies are not automatically transmitted with GET requests, unless the cache elements are
embedded in the referring pages. This adds a potential round of communication in some settings.
By relying on user agent information, cache cookies, and HTML cookies to identify the client
device, it is much more likely that a machine will be recognized than if only HTML cookies are

used.

[0058] Although the foregoing embodiments have been described in some detail for
purposes of clarity of understanding, the invention is not limited to the details provided. There
are many alternative ways of implementing the invention. The disclosed embodiments are

illustrative and not restrictive.

[0059] WHAT IS CLAIMED IS:
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CLAIMS

1. A system, comprising:

a processor configured to:

based at least in part on a request from a user to access an external resource,
facilitate, using a restricted interface, access of at least one record stored at least in part in
a secure storage;

wherein the at least one record is associated at least with the external resource,
and wherein the at least one record comprises:

a biometric template; and
a credential comprising at least one of a password, a cookie, or a

cryptographic key;

in response to determining a match between a biometric input and the biometric
template, retrieve, from the at least one record, the credential, wherein the biometric input
corresponds to at least one of a fingerprint, a feature usable for facial recognition, a
voiceprint, a feature usable for a retina scan, or a typing feature, and wherein the
biometric input is received subsequent to presenting of a prompt;

establish a connection with the external resource;

facilitate a login of the user to the external resource at least in part by
transmitting, via the established connection, output based at least in part on the credential
retrieved from the at least one record, and wherein the user is logged in to the external
resource based at least in part on the output; and

facilitate wiping of at least a portion of the at least one record; and

a memory coupled to the processor and configured to provide the processor with

instructions.
2. The system recited in claim 1 wherein the secure storage is connected to a sensor.
3. The system recited in claim 2 wherein the sensor comprises at least one of a camera and a

fingerprint reader.

4. The system recited in claim 1 wherein at least some of the at least one record is stored in

plaintext in the secure storage.
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5. The system recited in claim 1 wherein the prompt comprises a prompt to provide

biometric information, and wherein the prompt is visually presented.

6. The system recited in claim 1 wherein the prompt comprises a prompt to provide

biometric information, and wherein the prompt is aurally presented.

7. The system recited in claim 1 wherein the prompt is presented in response to a user

failing to provide acceptable biometric information within a timeout period.

8. The system recited in claim 1 wherein facilitating wiping of the at least portion of the at
least one record comprises facilitating remote wiping of the at least portion of the at least one

record.

9. The system recited in claim 1 wherein the at least portion of the at least one record is

automatically wiped based at least in part on a policy.

10. The system recited in claim 1 wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration of time.

11.  The system recited in claim 1 wherein the at least portion of the at least one record is

backed up to a remote entity.

12. A method, comprising;
based at least in part on a request from a user to access an external resource, using a
processor to facilitate, using a restricted interface, access of at least one record stored at least in
part in a secure storage;
wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:
a biometric template; and
at least one of a password, a cookie, or a cryptographic key;
in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to

at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
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for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating wiping of at least a portion of the at least one record.
13. The method of claim 12 wherein the secure storage is connected to a sensor.

14. The method of claim 13 wherein the sensor comprises at least one of a camera and a

fingerprint reader.

15. The method of claim 12 wherein at least some of the at least one record is stored in

plaintext in the secure storage.

16. The method of claim 12 wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is visually presented.

17. The method of claim 12 wherein the prompt comprises a prompt to provide biometric

information, and wherein the prompt is aurally presented.

18. The method of claim 12 wherein the prompt is presented in response to a user failing to

provide acceptable biometric information within a timeout period.

19. The method of claim 12 wherein facilitating wiping of the at least portion of the at least

one record comprises facilitating remote wiping of the at least portion of the at least one record.

20. The method of claim 12 wherein the at least portion of the record is automatically wiped

based at least in part on a policy.

21. The method of claim 12 wherein the biometric template is wiped in response to

determining that the biometric template has not been matched within a duration of time.
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22. The method of claim 12 wherein the at least portion of the at least one record is backed

up to a remote entity.

23. A computer program product embodied in a non-transitory computer readable storage
medium and comprising computer instructions for:

based at least in part on a request from a user to access an external resource, using a
processor to facilitate, using a restricted interface, access of at least one record stored at least in
part in a secure storage;

wherein the at least one record is associated at least with the external resource, and
wherein the at least one record comprises:

a biometric template; and
a credential comprising at least one of a password, a cookie, or a cryptographic

key;

in response to determining a match between a biometric input and the biometric template,
retrieving, from the at least one record, the credential, wherein the biometric input corresponds to
at least one of a fingerprint, a feature usable for facial recognition, a voiceprint, a feature usable
for a retina scan, or a typing feature, and wherein the biometric input is received subsequent to
presenting of a prompt;

establishing a connection with the external resource;

facilitating a login of the user to the external resource at least in part by transmitting, via
the established connection, output based at least in part on the credential retrieved from the at
least one record, and wherein the user is logged in to the external resource based at least in part
on the output; and

facilitating wiping of at least a portion of the at least one record.
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ABSTRACT OF THE DISCLOSURE

Authentication translation is disclosed. A request to access a resource is received at an
authentication translator, as is an authentication input. The authentication input corresponds to at
least one stored record. The stored record is associated at least with the resource. In response to
the receiving, a previously stored credential associated with the resource is accessed. The

credential is provided to the resource.
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