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USER AUTHENTICATION FOR SOCIAL 
NETWORKS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Patent Application 61/110,878 filed Nov. 3, 2008 and entitled 
“Identity Authentication for Social Networks, incorporated 
herein by reference. This application also incorporates by 
reference U.S. patent application Ser. No. 12/119,617 filed 
May 13, 2008 and entitled “Multi-Channel Multi-Factor 
Authentication” and U.S. patent application Ser. No. 12/137, 
129 filed Jun. 11, 2008 and entitled “Single-Channel Multi 
Factor Authentication.” 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates generally to the field of 

authentication and more particularly to authenticating users 
of Social networks. 

2. Description of the Prior Art 
Social networking Internet sites (hereinafter “social net 

works') such as MySpace and Facebook allow individuals to 
connect over the Internet for various purposes from business 
networking, to sharing common interests, to dating. Individu 
als generally have the ability to represent themselves however 
they choose, through these social networks, simply by creat 
ing an account and providing whatever details they would like 
to share with the other users of the social network. 

While many individuals are honest in their self-represen 
tations, other individuals attempt to pass themselves off as 
being older or younger than they really are, or of a different 
gender, for example. Often, Such misrepresentations are done 
for the purpose of taking advantage of other users of the Social 
network, especially children, sometimes for criminal ends. 
An additional problem that has arisen in Social networks is 

the problem of impersonation, where someone gains unau 
thorized access to an existing account of a legitimate user. 
With the unauthorized access, the impersonator can post con 
tent and/or communicate with other users, typically in a man 
ner that the legitimate user would find objectionable. Such 
impersonations can both damage the reputation of the legiti 
mate user and harm other users. 

SUMMARY 

The present invention provides various Social network sys 
tem. In an exemplary Social network system, the system com 
prises both enrollment logic and authentication logic. The 
enrollment logic is configured to enroll users in the Social 
network by associating each user with a unique user ID, by 
further associating a plurality of prompts with each userID, 
and by further associating a plurality of biometric templates 
each with one of the plurality of prompts. The enrollment 
logic is further configured to receive an indication of each 
user's gender and/or age and Verify each user's gender by 
analyzing a biometric template from the plurality of biomet 
ric templates associated with each user. In this way the enroll 
ment logic can certify users. Users that do not wish to be 
enrolled in this manner may still be enrolled in the social 
network, but would not be treated as a certified user of the 
Social network. 

In various embodiments the enrollment logic is further 
configured to enroll users by receiving an indication of the 
users age and verifying the users age by analyzing the same 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
biometric template that was used to verify the user's gender. 
In other embodiments, the enrollment logic is further config 
ured to compare a biometric template of each user against a 
plurality of biometric templates of barred users, and to deny 
enrollment to any user based on a match between their bio 
metric template and one of the plurality of biometric tem 
plates of a barred user. 
The authentication logic of the exemplary system is con 

figured to authenticate a claimant as a particular user by 
receiving a claimant target, sending a prompt from a plurality 
of prompts associated with the claimant target, receiving a 
biometric response to the prompt, and determining a match 
between the biometric response and a biometric template 
associated with the prompt. Various embodiments of the 
exemplary system further comprise logic configured to 
authenticate a first user to a second user by sending at least a 
portion of the biometric response of the first user, or at least a 
portion of a biometric template offirst user, to the second user. 
The present invention also provides methods for maintain 

ing a social network. An exemplary Such method comprises 
enrolling users in the Social network, wherein enrolling users 
includes storing in association with a user ID for each 
enrolled user a voice template, a facial recognition template, 
and either the user's gender or the users age. The exemplary 
method further comprises certifying enrolled users by using 
their voice template or their facial recognition template to 
Verify their gender and/or age, and indicating to users of the 
social network which other users are certified. The exemplary 
method can further comprise restricting some users to com 
municate only with certified users, such as those that meet a 
criterion like gender or age. 
The present invention also provides methods for enrolling 

a user in a social network. An exemplary enrollment method 
comprises associating the user with a user ID, associating a 
plurality of prompts with the userID, and associating a plu 
rality of biometric templates each with one of the plurality of 
prompts. In various embodiments the method further com 
prises receiving an indication of the user's gender, age, or 
both, and then Verifying the user's gender, age, or both by 
comparing the indication of the gender and/or age with a 
result of an analysis of a biometric template from the plurality 
of biometric templates. The comparison can be manual or 
automated in various embodiments. 

In still other embodiments of the enrollment method, in 
addition to, or in the alternative to receiving and Verifying age 
and/or gender, the enrollment method comprises comparing a 
biometric template of the plurality of biometric templates of 
the user against a plurality of biometric templates of barred 
users and denying enrollment to the user based on a match 
between the biometric template of the plurality of biometric 
templates and one of the plurality of biometric templates of 
the barred users. 
The present invention also provides methods for prevent 

ing a first user from making certain misrepresentations in a 
Social network. An exemplary method comprises enrolling 
the first user by associating the first user with a user ID, 
associating the user ID with a biometric template of the first 
user. The exemplary method also comprises providing a 
prompt to the first user, and storing a biometric response of 
the first user thereto in association with the user ID. The 
method further comprises receiving a request from a second 
user of the social network to authenticate the first user of the 
Social network, and sending to the second user at least a 
portion of the biometric response of the first user, or at least a 
portion of the biometric template of the first user. In various 
embodiments the at least the portion of the biometric 
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response or biometric template of the first user comprises at 
least a portion of a biometric login response. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a schematic representation of an exemplary envi 
ronment for carrying out various methods described herein. 

FIG. 2 is a flow-chart representation of an enrollment 
method according to an exemplary embodiment. 

FIG. 3 is a flow-chart representation of an exemplary 
authentication method according to an exemplary embodi 
ment. 

FIG. 4 is a schematic representation of an authentication 
system according to an exemplary embodiment. 

FIG. 5 is a flow-chart representation of an exemplary 
method for a claimant to be authenticated according to an 
exemplary embodiment. 

FIG. 6 is a flow-chart representation of a method for pre 
venting a user from making certain misrepresentations in a 
Social network according to an exemplary embodiment. 

FIG. 7 is a flow-chart representation of a method for main 
taining a social network according to an exemplary embodi 
ment. 

DETAILED DESCRIPTION 

The present disclosure is directed to systems and methods 
for authenticating users of Social networks to prevent or at 
least deter impersonation and misrepresentation. Authentica 
tion for Social networks can achieve these ends, according to 
the present invention, by the use of an authentication system 
that employs a number of security features in combination, 
including some biometric security features. These security 
features can be based, for example, on unique knowledge of 
the legitimate user, a unique thing that the user has, unique 
personal features and attributes of the user, the ability of the 
user to respond, and to do so in a fashion that a machine 
cannot, that only a fraction of the authentication information 
is made available in any one authentication attempt, and so 
forth. 
The methods described herein comprise an initial enroll 

ment and Subsequent authentications. In the initial enrollment 
process, an enrollee user is associated with a userID and that 
user ID is further associated with the address of a communi 
cation device for the user. The user is also asked to provide 
biometric samples in response to a plurality of different 
prompts. The prompts and responses are also associated with 
the user ID. After enrollment, a person seeking to be authen 
ticated, termed a claimant herein, first Submits a claimant 
target which can be the userID or some other unique identifier 
from which the authentication system can infer the particular 
identity sought to be authenticated. One of the prompts asso 
ciated with the user ID is then provided to the claimant, the 
claimant provides a biometric response to the prompt, and 
that response is compared to the biometric sample previously 
associated with that prompt. Within this simple framework a 
variety of security features can be effectively employed. 
One such security feature is achieved through the use of 

biometrics which provides security based on the uniqueness 
of various personal features, attributes, and behaviors such as 
one's fingerprint, voice, eyes, face, genetic material, scent, 
signature, and so forth. Another security feature can be 
achieved through the use of responses to prompts which 
require the users unique knowledge to respond correctly. In 
Some instances, multiple pairs of prompts and responses are 
stored, though only one pair need be used for any authenti 
cation attempt. In these embodiments, another security fea 
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4 
ture is realized because only a fraction of the authentication 
information is made available in any one authentication 
attempt. Still another security feature can be achieved by 
implementing a rule that the same prompt from the plurality 
of prompts cannot be used in Successive authentications. This 
rule makes it more difficult to record the biometric response 
from a legitimate authentication and replay that response in a 
fraudulent authentication attempt. 

Yet another security feature can be achieved through the 
use of two channels of communication between the authen 
tication system and the claimant. To complete the authenti 
cation, a second communication channel is established using 
the device address recorded during the enrollment process. 
The second channel is different from the communication 
channel over which the authentication system received the 
claimant target. Here, the prompt is provided to the claimant 
over the second channel, and/or the biometric response to the 
prompt is returned to the authentication system over the sec 
ond channel. The use of the second channel to the device 
associated with the previously recorded device address makes 
fraudulent activity more difficult because a party seeking to 
perpetrate a fraud would need to have access to Some unique 
thing that the enrolled user has, such as a cell phone. Still 
further security features, described in more detail below, can 
also be employed. 

Within the context of a social network, the invention can be 
used to prevent both impersonations and misrepresentations. 
Turning first to the problem of impersonation, the invention 
can prevent a claimant from accessing the account of another 
user without the authorization of that user in order to imper 
Sonate that user. In a Social network that implements the 
present invention, a user can choose to disclose their true 
identity or remain anonymous and only be identified by a 
screen name, for example. In either instance, however, the 
present invention assures that only the legitimate user can 
access their account and post content and communicate with 
others from that account. An impersonator that approaches 
the Social network as a claimant will be prevented from log 
ging into any account that the claimant is not authorized to 
aCCCSS, 

According to the present invention, impersonation in Social 
networks is prevented by requiring that users go through a 
briefenrollment process in which biometric templates such as 
facial recognition and Voice templates are stored. In the 
enrollment process. Some of these biometric templates are 
associated with prompts, as described above. Subsequently, 
when a claimant seeks to access an existing account, the 
claimant is authenticated either using a multi-channel multi 
factor authentication process, or using a single-channel multi 
factor authentication process as described in U.S. patent 
application Ser. Nos. 12/119,617 and 12/137,129, respec 
tively. 

Turning next to the problem of misrepresentations in a 
Social network, during the enrollment process users can make 
certain representations about themselves, whether they dis 
close their true identity or remain anonymous behind a fab 
ricated Screen name. Such representations include gender, 
age, race, hair color and so forth. Embodiments of the present 
invention allow certain representations to be authenticated. 
Users that are willing to have their representations verified by 
the Social network, in Some embodiments, are classified as 
certified users. Certified and uncertified users represent two 
classes of users in the Social network, and the two classes can 
be afforded different rights and subjected to different rules by 
the social network. 

For instance, the enrollment process can comprise an 
enrollee speaking to a video camera in response to a prompt. 

APPL-1010 
APPLE INC. / Page 12 of 22



US 8,185,646 B2 
5 

Here, the authentication system 110 is able to capture both a 
facial recognition template and a voice template of the 
enrollee. The social network can then attempt to verify rep 
resentations made during the enrollment process against 
these biometric templates. In this way, a middle aged sexual 
predator cannot easily misrepresent himself as a teenage girl, 
for example. 

Verifications of representations made during the enroll 
ment process, or Subsequently, can be performed manually or 
automatically. For example, a person acting on behalf of the 
Social network can manually compare age and gender repre 
sentations made by an enrollee against the enrollee’s facial 
recognition template and make a determination as to whether 
the enrollee is making false representations. Some automated 
systems, such as VoiceVault, are able to estimate a person’s 
age and determine the person’s gender based on Voice 
samples. Accordingly, the authentication system 110 can be 
configured to automatically screen enrollees to verify age and 
gender representations. Representations that fail the screen, 
in some cases, can be reviewed by a person acting on behalf of 
the social network. 
As already noted, in some embodiments, a Social network 

that screens enrollees for misrepresentations can classify 
those users that pass the screening as certified users. In some 
Social networks, Submission to the screening process is 
optional so that an enrollee can opt to become a certified user 
or not, either at the time of enrollment or subsequently. In 
those embodiments in which certification is optional, users 
can be enticed to become certified, for example, through rate 
reductions, special offers, or the availability of additional 
features and/or services that are made available only to cer 
tified users. 

Certified users can be identified as such to other users of the 
Social network, in some embodiments, for example with a 
frame around a profile picture. Additionally, where a social 
network has a Sub-population of certified users, the Social 
network can offer parental controls that limit contact to only 
certified users, and further, to only those certified users that fit 
one or more criteria. In this way, a parent can limit a child’s 
access through a social network to only those certified users 
that are girls under the age of 20, for example. 

Within the context of a social network, the invention can 
also allow one user to authenticate a certified user to help the 
first user assess the certified user's trustworthiness before 
accepting messages, communications, content, or the like. 
For example, stored biometric templates or Subsequent bio 
metric responses to prompts made by the certified user can be 
viewed, in whole or in part, by other users before accepting 
contact or content form the certified user. For instance, when 
a user (certified or not) receives an invitation to join a group or 
share photographs, the Social network can make available 
selected portions of a login video, for instance, of the certified 
user that is extending the invitation. 

It should be appreciated that empowering Social network 
users to assess the trustworthiness of other users through 
stored biometric templates or biometric responses affords 
users an opportunity to see and hear another user and make a 
more informed judgment as to whether to engage the other 
user. The Social network, in some embodiments, provides a 
mechanism by which a user can report Suspected frauds or 
misrepresentations, either to the Social network itself, and/or 
to other users, and/or to police. 

Beyond the actual preventative actions noted above, the 
present invention can also have a deterrent effect on those 
seeking to either misrepresent themselves or impersonate 
others within a social network. Enrollment and authentication 
logic (see FIG. 4, below) can each be configured to require 
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6 
that the enrollee, or claimant, provide a video image and can 
be further configured to notify the enrollee or claimant that 
the biometric information being submitted is being recorded 
and stored. Thus, the enrollee or claimant is on notice that his 
image, and other biometric data Such as Voice samples, are 
being recorded and can be used like fingerprints from a crime 
scene to help identify the enrollee or claimant should the 
social network be used for illegal purposes. While such notice 
alone may not bara claimant from making misrepresentations 
or attempting to impersonate another user, as noted elsewhere 
herein, Such notice can provide a powerful deterrent against 
trying. 

FIG. 1 shows an exemplary environment 100 for carrying 
out various methods described herein. The environment 100 
comprises an authentication system 110 in communication 
with a first device 120 over a first communication channel 
130, and in communication with a second device 140 over a 
second communication channel 150. The authentication sys 
tem 110 can comprise one or more servers, data storage 
devices, workstations, and the like, networked together and 
configured to perform the functions described herein. The 
authentication system 110 is preferably implemented in a 
secure environment to prevent both external and internal tam 
pering. In some embodiments, the authentication system 110 
is part of a social network computing system, Such as the 
computing systems that provide the functionality of a Social 
network, like FaceBook and MySpace) to its users. The 
authentication system 110 is configured to implement authen 
tications, described in more detail with respect to FIG.3, and 
in some embodiments the authentication system 110 is also 
configured to implement user enrollment. Alternatively, 
enrollment can be implemented by a separate system in com 
munication with the authentication system 110. The enroll 
ment process is described in detail with respect to FIG. 2. 
To implement an authentication, in various embodiments, 

the authentication system 110 receives a claimant target from 
the first device 120, sends a prompt to the second device 140, 
receives a biometric response from either the first device 120 
or the second device 140, and compares the biometric 
response with the biometric sample that was previously asso 
ciated with the prompt. Biometric responses, as well as bio 
metric samples which are also referred to herein as a biomet 
ric signatures or biometric templates, are discussed in greater 
detail below. Upon completion of a Successful authentication, 
the authentication system 110 may communicate the Success 
ful result to either or both of the authenticated user and other 
parties to a transaction. The authentication system 110 is 
discussed further with respect to FIG. 4. 
The first device 120 is a communication device that can 

communicate a claimant target to the authentication system 
110. Exemplary first devices 120 include servers, personal 
computers (PCs), laptops, personal digital assistants (PDAs), 
cellphones, Smartphones (such as Treos, BlackBerries, etc.), 
kiosks, and so forth. The claimant target can simply be, for 
example, the user ID associated with the user during the 
enrollment process. The claimant target can also be a biomet 
ric input that has been associated with the userID, such as a 
scan of a fingerprint. A biometric input can be indistinguish 
able from a biometric response (e.g., both can be an iris Scan), 
but are referred to herein by separate terms to distinguish 
between their uses in the various methods. In other words, a 
biometric input is used as a claimant target to indicate the 
identity sought to be authenticated, while a biometric 
response is provided in response to a prompt sent from the 
authentication system to authenticate the claimant. 

In those instances where the claimant target is a string of 
alphanumeric characters, an e-mail address, or the like, the 
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first device 120 can comprise a keypad, keyboard, touch 
sensitive screen, or the like on which the claimant target can 
be entered. Where the claimant target is a biometric input, the 
first device 120 can comprise a camera capable of taking still 
images and/or providing video images. The first device 120 
can also include other biometric entry devices such as a touch 
pad for recording signatures, an iris Scanner, a fingerprint 
reader, and so forth. Biometric inputs and responses are dis 
cussed in greater detail below. 

It should be noted that in some instances the claimant sends 
the claimant target from the first device 120, while in other 
instances another party to the transaction, Such as a merchant, 
a financial institution, or another individual sends the claim 
ant target to/from the first device 120. Thus, in the former 
situation the first device 120 may be a device in the claimants 
home. Such as a PC, interactive TV system, gaming console, 
or the like, or a hand-held device that the claimant carries, 
Such as a Smartphone or PDA. The claimant can also send the 
claimant target from a first device 120 such as a kiosk or a 
terminal in a retail store, for example. In the latter situation, 
where the other party sends the claimant target, the first 
device 120 may be physically remote from the claimant, such 
as a web server (this is sometimes referred to as a Cardholder 
Not-Present (CNP) transaction environment). In some of 
these embodiments, the first device 120 stores the claimant 
target (e.g., an on-line retailer can store the claimant targets of 
registered shoppers for their convenience) or receives the 
claimant target from the claimant at the beginning of the 
authentication process. In still other embodiments, the first 
device 120 can be a Surveillance station, Such as a closed 
circuit TV (CCTV) camera, that sends a video feed to the 
authentication system. The video feed includes images of 
faces of people, and those images constitute claimant targets. 
As one example, a store can monitor people entering through 
a door and begin the authentication process for quicker and 
easier checkout. 
The second device 140 is something the enrolled user 

possesses, or at least has ready access to. Exemplary second 
devices 140 include cellphones, PDAs, Smartphones, pagers, 
PCs, home phones, etc. The second device 140 is something 
that is unique to the user in as much as the second device 140 
is characterized by a unique device address such as a phone 
number, IP address, URL, e-mail address, etc. In various 
embodiments, the second device 140 is able to receive and 
render a prompt from the authentication system 110 and/or 
transmit a response thereto. The prompt can be provided by 
the second device 140 visually, aurally, or in combination, for 
example. For instance, the prompt can be displayed as a text 
message, a verbal commandorcue, an audio clip, a video clip, 
etc. In some instances, the second device 140 can be used by 
the claimant to provide the biometric response to the authen 
tication system 110. Towards this end, the second device 140 
can include a camera capable of taking still images and/or 
providing video images. The second device 140 may also 
include other biometric entry devices such as the ones noted 
above. 

It should be appreciated that the use of still images or video 
images as the biometric response for authentication purposes 
provides a powerful security feature, in Some embodiments. 
In particular, part of the prevalence of identity theft and elec 
tronic fraud lies in the anonymity associated with electronic 
transactions. It is a very strong deterrent to Such malfeasance, 
however, to have to expose one's face to surveillance in order 
to perpetrate the fraudulent activity. With the advent of 
readily available and inexpensive webcams and cameras on 
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cellphones, for example, the widespread implementation of a 
system that employs video for biometric responses becomes 
practical. 

This is especially useful for social networks, where a need 
has existed since the inception of on-line communities for the 
ability for users to positively authenticate one another. Pres 
ently, the typical login system that requires a combination of 
a username and a password does not provide positive authen 
tication of users to the extent that one user cannot tell whether 
the other user is misrepresenting them self or impersonating 
another. Thus, even if a user of a social network chooses to 
employ a screen name and otherwise remain anonymous (i.e., 
not positively identified), the user still records biometric 
responses that allows the person to log back into the Social 
network, and that can optionally be shown to other users 
and/or used to prevent the login and the re-enrollment of users 
that should become barred from the social network. Thus, the 
present invention provides Social networks the ability to posi 
tively authenticate users at login, allows users the ability to 
positively authenticate each other, and allows the Social net 
work the ability to exclude users that violate rules, for 
example. 
The first and second communication channels 130, 150, 

extend between the authentication system 110 and the first 
and second devices, 120, 140, respectively. The first and 
second communication channels 130, 150 can be fully 
duplexed and can each comprise connections made through 
networks, represented generally by clouds in FIG.1. Such as 
the public switched telephone network (PSTN), wireless tele 
phone networks, the Internet, wide area networks (WANs) 
and local area networks (LANs). It should be noted that 
although each of the first and second communication chan 
nels 130, 150 are represented in FIG. 1 as connecting through 
only one such cloud, either communication channel 130 or 
150 can comprise a connection through more than one net 
work and both communication channels 130 and 150 can 
cross the same network. 

It will also be understood that the authentication system 
110 can comprise further channels to facilitate communica 
tions with other parties to a transaction with a claimant. As 
described more fully below, a merchant may request an 
authentication over a third channel (not shown), the authen 
tication then proceeds over the first and second channels 130 
and 150 between the claimant and the authentication system 
110, and then confirmation of the authentication is sent to the 
merchant over the third channel. 

FIG. 2 illustrates an exemplary method 200 for enrolling a 
user, for example, into an on-line community Such as a Social 
network. The method 200 comprises a step 210 of associating 
a user with a userID, a step 220 of associating the userID with 
a device address, a step 230 of associating the user ID with a 
plurality of prompts, and a step 240 of associating each of the 
plurality of prompts with a biometric template or signature of 
the user. The method 200 can also comprise, in some embodi 
ments, a step of obtaining a biometric template of the user that 
is not associated with any of the prompts. The method 200 can 
be implemented, in Some embodiments, by communicating 
with an enrollee user through a kiosk or over the Internet. It 
should be appreciated that method 200 can be fully performed 
by a computing system interacting with the enrollee user and 
does not require, in some embodiments, the intervention of a 
trusted individual acting on behalf of the on-line community. 

In the step 210, the enrollee user is associated with a user 
ID. This can comprise, for example, assigning a unique 
numeric or alphanumeric code to the user, or having the user 
select a unique numeric or alphanumeric code. In some 
embodiments a password is optionally assigned to, or 
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selected by, the user as an additional security feature. The user 
ID can also be, in some instances, a biometric template. For 
example, a file containing a list of features extracted from the 
user's fingerprint (i.e., a fingerprint template) is one Such 
possible user ID. In some embodiments more than one user 
ID is associated with the user so that the user can seek authen 
tication multiple ways, such as by entering a code or present 
ing a finger to a scanner, for example. Step 210 can further 
comprise providing the user with a token including the user 
ID, such as a magnetic Swipe card, a fob, an RFID tag, etc. 
As described in the subsequent steps of the method 200, the 

user ID is further associated with additional information per 
taining to the enrollee user. The user ID and such further 
information can be stored as records in relational databases, 
or in other data storage configurations, for later retrieval 
during an authentication. In addition to the information 
described below in steps 210-250, other information that can 
be associated with the user ID through the enrollment method 
200 includes addresses, spending limits, access levels, and 
other third party management information system attributes. 
Such additional information can be stored locally, or can 
constitute a link or pointer to a record in an external database. 

In step 220 a device address is associated with the user ID. 
The device address is unique to a communication device that 
the user has, or has ready access to, such as the second device 
140 (FIG. 1). Step 220 can include receiving the device 
address from the user, for example, where the user enters the 
device address into a textbox in an on-line enrollment form. 
In some embodiments, receiving the device address from the 
user comprises reading the device address directly from the 
communication device. In some instances, where the user has 
more than one communication device, a device address for 
each can be associated with the user ID. 
The userID is further associated with a plurality of prompts 

in step 230. The prompts can include common prompts Such 
as "Say your mother's maiden name, and "Sign your name 
on the signature pad. In some embodiments, the user selects 
some orall of the plurality of prompts from a list of predefined 
prompts such as the common prompts noted above. The 
prompts selected by the user are then associated with the user 
ID. In other embodiments, a plurality of predefined prompts 
is automatically assigned to the user. In some embodiments, 
still other prompts that can be associated with the user ID are 
personalized prompts. As used herein, a personalized prompt 
is a prompt created by the user, for example, “Say the rhyme 
your daughter loves. The personalized prompts can be 
recorded in the user's own voice, or entered as text, for 
example. The number of prompts in the plurality of prompts 
can be two or more, but preferably is a number that strikes a 
balance between the security offered by greater numbers of 
prompts and the burden on the user to enroll large numbers of 
prompts and associated responses. In some embodiments, the 
number of prompts is 5, 6, 7, 8, 9, or 10 at the time of 
enrollment, and may be increased Subsequently. 

It should be appreciated that the use of a personalized 
prompt for authentication purposes provides a powerful Secu 
rity feature, in Some embodiments. In particular, part of the 
prevalence of identity theft and electronic fraud lies in the 
availability of information through contracts and electronic 
databases. Prompts including questions such as “what is your 
mother's maiden name'?” and "what is the name of your 
youngest sibling?” are easily discovered through contracts or 
Internet searches. A personalized prompt such as “color of my 
teenage dream car is not readily known and whose response 
cannot be easily identified even by a spouse. With the increase 
in identity theft and a significant part of identity theft being 
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10 
perpetrated by family members, personalized prompts 
present a significant hurdle for even a person’s closest asso 
ciates. 
En step 240 each of the plurality of prompts is associated 

with a biometric template of the enrollee user. For example, 
where the prompt is an instruction to say some word or 
phrase, the biometric template can be a Voice template 
derived from the user saying the word or phrase. Here, asso 
ciating the prompt with the biometric template can include 
providing the prompt to the user and receiving audio data 
(e.g., a wav file) of the user's response. Associating the 
prompt with the biometric template can further include, in 
Some instances, processing the received audio data to extract 
the biometric template. The biometric template can be, in 
some embodiments, a filtered or enhanced version of the 
originally received audio data, Such as with background noise 
removed, or averaged over multiple repetitions by the user. 
The biometric template can also include a set of markers or 
values derived from the audio data. 

Other examples of biometric templates include fingerprint 
templates derived from users’ fingerprints; signature tem 
plates derived from users signatures, and in some instances 
also derived from aspects of the act of creating the signature 
Such as rate and pressure of the writing implement as a func 
tion of time; facial recognition templates derived from still or 
Video images of users’ faces; iris Scan templates derived from 
users iris scans; and so forth. A biometric template can also 
comprise an unprocessed biometric response, Such as a wav 
file of the user's voice, a jpg file of an image of the user's 
face, etc. Both biometric templates and prompts can be stored 
in association with the user ID in a database, for example. 

It will be appreciated that the biometric template associ 
ated with any particular prompt need not make sense to any 
one other than the user, adding still another security feature in 
Some cases. For example, the user can create the prompt 
“Monday morning” and associate with that prompt a biomet 
ric template derived from saying “marvelous marigolds.” 
Even if someone were to sample enough of the user's voice to 
reasonably model the user's voice, it would be virtually 
impossible to know the correct response to the particular 
prompt. 

In some embodiments step 240 includes the use of voice 
recognition. Voice recognition is distinguished here from 
Voice identification in that Voice recognition can distinguish 
spoken words independent of the speaker, whereas voice 
identification associates the individual with the acoustics of 
the phrase without regard for the meaning of the words spo 
ken. Thus, for instance, a user can create a personalized 
prompt by saying a phrase and then Voice recognition can be 
employed by the authentication system to extract the phrase 
from a recording of the user saying the phrase. The extracted 
phase can then be stored as the biometric template, as a 
component of the biometric template, or as a completely 
separate record. Likewise, the system can prompt the user to 
say a few randomly selected words and use Voice recognition 
to verify those words were spoken. In addition, voice identi 
fication (biometric comparison) can be applied to the same 
sample to insure that the user spoke the randomly selected 
words thus verifying authenticity of the response. 

Step 250 is an optional step that comprises obtaining a 
biometric template of the user that is not associated with any 
of the prompts. For example, enrolling the user can comprise 
capturing a digital image of the user's face. The image can be 
associated with the user ID but not with any particular 
prompt. Should the user have problems with a subsequent 
authentication and end up speaking with a live operator, pro 
vided that the communication with the live operator is over a 
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Video conference or something similar, then the operator can 
compare the stored digital image of the user's face with the 
image of the claimant. Additionally, method 200 can option 
ally comprise associating additional user information with 
the user ID. Examples of additional user information include 
home address, home phone number, credit card numbers, 
system preferences and user settings, and so forth. 

In some embodiments, the enrollment method 200 option 
ally includes a step 260 of verifying the gender of the enrollee 
user. Step 260 can comprise, in Some embodiments, receiving 
an indication of the enrollee users gender, and comparing the 
indication with the result of an analysis of a biometric tem 
plate from the plurality of biometric templates. An example of 
an indication of the enrollee user's gender can be, for 
example, a representation of gender made through an on-line 
enrollment form. Some automated systems, such as 
VoiceVault, are able to determine a person's gender based on 
Voice samples. An analysis by Such an automated system of a 
Voice sample, Such as a biometric Voice template made by the 
enrollee user, yields a result, either male or female, that can be 
compared against the indication of gender to verify the gen 
der. In the alternative to the automated analysis, a manual 
comparison can be performed in step 260 in which a human 
evaluates the biometric template for gender and compares the 
result to the indication of gender from the enrollee user. 

In some embodiments, the enrollment method 200 option 
ally includes a step 270 of verifying the age of the enrollee 
user. Step 270 can comprise, in Some embodiments, receiving 
an indication of the enrollee users age, and comparing the 
indication with the result of an analysis of a biometric tem 
plate from the plurality of biometric templates. An example of 
an indication of the enrollee users age can be, for example, a 
representation of age made through an on-line enrollment 
form. Some automated systems, such as VoiceVault, are able 
to estimate a person’s age based on Voice samples. An analy 
sis by Such an automated system of a Voice sample, Such as a 
biometric voice template made by the enrollee user, yields a 
result, such as an age range, that can be compared against the 
indication of age to Verify the age. In the alternative to the 
automated analysis, a manual comparison can be performed 
in step 260 in which a human evaluates the biometric template 
for age and compares the result to the indication of age from 
the enrollee user. 

Yet another optional step 280 comprises verifying that the 
enrollee user has not been barred from the social network. For 
example, step 280 can comprise comparing a biometric tem 
plate of the plurality of biometric templates of the first user 
against a plurality of biometric templates of barred users. If 
the result of the comparison is a match, indicating that the 
enrollee user is the same individual as one who has previously 
been barred from the social network, than enrollment can be 
denied to the enrollee user based on the match. 

FIG. 3 illustrates an exemplary method 300 for authenti 
cating a claimant, such as a user of a social network seeking 
to log back in to their account. The method 300 comprises a 
step 310 of receiving a claimant target over a first channel, a 
step 320 of retrieving a device address associated with the 
user ID, an optional step 330 of selecting a prompt from a 
plurality of prompts where each of the plurality of prompts is 
associated with a biometric template of a user, and a step 340 
of sending a prompt, Such as the prompt selected in step 330, 
over a second channel to a device associated with the device 
address. The method 300 further comprises a step 350 of 
receiving a biometric response to the prompt, and a step 360 
of determining a match between the biometric response and a 
biometric template associated with the prompt sent over the 
second channel. 
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In step 310 a claimant target is received over a first channel. 

In some embodiments the claimant target comprises a user 
ID, while in other embodiments the method 300 further com 
prises determining the user ID from the claimant target. In 
Some embodiments where the claimant target comprises the 
userID, the userID can be a numeric or alphanumeric char 
acter string, for example, such as an e-mail address or a user 
name selected by an enrollee user during the enrollment 
method 200 (FIG. 2). In other embodiments where the claim 
ant target comprises the userID, the userID is a template Such 
as a fingerprint template or an iris Scan template. As one 
example, a fingerprint Scanner on a kiosk scans the claimant’s 
fingerprint, reduces the scan to a fingerprint template, and 
then sends the template to the authentication system which 
receives the template as the claimant target. 
As note previously, in Some instances the claimant target is 

not the user ID itself, and in these embodiments the method 
300 further comprises determining the user ID from the 
claimant target. Returning to the prior example of the claim 
ant at the kiosk, the kiosk could instead transmit to the authen 
tication system the scan of the fingerprint without further 
processing. Here, the authentication system would further 
determine the user ID from the claimant target by reducing 
the scan to the fingerprint template. 

In some embodiments, step 310 also comprises receiving 
an authentication request, which in Some embodiments pre 
cedes receiving the user ID and in Some embodiments 
includes the user ID. For example, a claimant seeking to 
complete a transaction with another party can send an authen 
tication request including her user ID to the authentication 
system. Similarly, the authentication request, including the 
userID, may come from another party, such as a merchant. In 
still other embodiments, either the claimant or the other party 
to the transaction can make the request for authentication and 
Subsequently the claimant is prompted by the authentication 
system to submit the user ID. It should be noted that in some 
embodiments that claimant also supplies a password with the 
user ID, while in other embodiments a password is not 
required. Thus, in these latter embodiments, step 310 specifi 
cally does not comprise receiving a password. 

After step 310, a device address associated with the userID 
is retrieved in step 320. The device address can be retrieved, 
for example, from a database that associates device addresses 
with user IDs. Step 320 can also comprise retrieving a record 
associated with the userID, where the record includes one or 
more device addresses as well as other information Such as 
prompts and biometric templates. 

In optional step 330 a prompt is selected from a plurality of 
prompts, where each of the plurality of prompts has a bio 
metric template of the claimant associated therewith. In some 
embodiments, the plurality of prompts is ordered, say from 
first to last, and the act of selecting the prompt simply com 
prises identifying the next prompt in the order based on the 
last prompt used. Other embodiments employ randomization 
algorithms. A rule can be implemented, in some embodi 
ments, that the same prompt from the plurality of prompts 
cannot be used in Successive authentications. Similar rules 
can be implemented to prevent the same prompt from being 
employed twice within any three authentications, and so 
forth. Yet another rule that can be implemented applies where 
several of the biometric templates each include voice data 
comprising at least two syllables. Here, the rule requires that 
the same two syllables used in one authentication cannot be 
used in the next Subsequent authentication. 

In step 340, a prompt is sent over a second channel to a 
device associated with the device address. The device may be 
a cell phone, PDA, Smart phone, PC, and so forth. In the 
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limiting case where there is only a single prompt associated 
with the user ID, for example, the step 330 of selecting a 
prompt from a plurality of prompts is unnecessary and step 
340 simply comprises sending the one prompt. Where the 
prompt is selected in step 330 from a plurality of prompts, 
step 340 comprises sending the selected prompt. In some 
instances, the prompt is sent in a text message according to the 
Short Message Service (SMS) communications protocol. In 
other embodiments, the prompt is delivered as a voice trans 
mission Such as an audio recording or as synthesized speech. 
The prompt can similarly comprise a video transmission. The 
prompt can also be sent as an e-mail or an Instant Message. 

It should be noted that instructions can also be sent to the 
claimant, over either channel, in addition to the prompt. As 
one example, the claimant Submits a claimant target over a 
first channel from a PC, and receives a prompt on her cell 
phone over a second channel. The prompt is a text message of 
the word "Rosebud.” An instruction can be sent over the first 
channel to be displayed on the PC such as “A prompt has been 
sent to you. After the red light appears on your screen, face the 
webcam and provide your response to the prompt. Still 
another security feature lies in the fact that it is not readily 
apparent from an instruction how the prompt should be 
received. Someone intercepting the instruction would not 
readily know whether the prompt was sent to a web browser, 
in an e-mail, or to a mobile device, for example. 

After step 340, a claimant receives the prompt and acts 
accordingly to produce some biometric response. For 
example, the claimant can speak to a microphone, present her 
face or another body part to a camera, make a gesture in front 
of a camera, press her finger on a fingerprint scanner, present 
her eye to a retinal scanner, write on a touch-sensitive pad, or 
combinations of these. The biometric response is therefore 
Some product of the claimant’s actions such as a voice data, a 
fingerprint Scan, retinal scan, oran image of the person’s face 
or body part, for example. The biometric response can com 
prise unprocessed data, partially processed data, or can be 
completely reduced to a template, for example. 

The method 300 further comprises the step 350 of receiv 
ing the biometric response to the prompt. The biometric 
response can be received from the same device that received 
the prompt, or in other embodiments from the same device 
that sent the claimant target. The biometric response may 
even be received from a third device over some third channel, 
in Some embodiments. 

Step 360 comprises determining a match between the bio 
metric response and a biometric template associated with the 
prompt sent over the second channel. In a simple example, the 
biometric template comprises a facial recognition template of 
a user and the biometric response comprises a segment of 
streaming video that includes frames showing the claimant’s 
face. Here, determining the match comprises extracting a 
facial recognition template of the claimant’s face from the 
frames of the video segment and comparing that facial rec 
ognition template to the original facial recognition template 
of the user. 

It will be appreciated, moreover, that step 360 can comprise 
matching more than one biometric template to the biometric 
response. For instance, in the above example, the segment of 
streaming video can also include the claimant saying a 
phrase. Here, a Voice template can be extracted in addition to 
extracting a facial recognition template. In this example a 
match can be determined between a voice template and the 
voice in the video, and a match can be determined between a 
face template and the face in the video. 

In various embodiments, determining the match between 
the biometric response and the biometric signature comprises 
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determining a figure of merit that characterizes the agreement 
between the biometric response and the biometric template, 
and then comparing that figure of merit to a threshold. If the 
figure of merit exceeds the threshold, or in Some instances 
equals or exceeds the threshold, then the match has been 
determined. Where more than one biometric template is com 
pared to the biometric response, in some embodiments, a 
figure of merit for each biometric template is calculated and 
each figure of merit is compared to the relevant threshold. 

In those embodiments where the biometric response com 
prises a Vocal response from the claimant, determining the 
match between the biometric response and the biometric tem 
plate in step 360 can comprise performing Voice recognition 
on the biometric response to determine whether the correct 
word or words were spoken. Voice recognition has the benefit 
of being less computationally intensive than Voice identifica 
tion, therefore, a useful screen can be to employ voice recog 
nition to determine whether the correct word or words are 
present in a biometric response. 

If the match cannot be determined, an optional step of the 
method 300 comprises repeating method 300 beginning at 
step 320, preferably by selecting a different prompt in step 
330 than in the previous iteration. Another optional step if the 
match cannot be determined comprises establishing a live 
interview between the claimant and a customer service rep 
resentative. The customer service representative, in some 
instances, has the authority to authenticate the claimant based 
on the interview. As noted previously, the customer service 
representative may be able to employ biometric templates 
that are not associated with any of the prompts to decide 
whether to authenticate the claimant. 
FIG.4 shows an exemplary embodiment 400 of the authen 

tication system 110 (FIG. 1). The authentication system 400 
of FIG. 4 comprises logic 410 configured to enroll users, login 
authentication logic 420 configured to authenticate claim 
ants, and optionally inter-user authentication logic 430 con 
figured to authenticate one user to another. In various embodi 
ments, logics 410, 420, and 430 each can comprise hardware, 
firmware, Software stored on a computer readable medium, or 
combinations thereof. Logics 410, 420, and 430 may include 
a computing system such as an integrated circuit, a micropro 
cessor, a personal computer, server, distributed computing 
system, communication device, network device, or the like. 
For example, logics 410, 420, and 430 can be implemented by 
separate Software modules executed on a common server. In 
other embodiments, logics 410, 420, and 430 can be imple 
mented on different computing systems. Logics 410, 420, and 
430 can also be at least partially integrated together. 
The authentication system 400 can also comprise, as part of 

the logics 410, 420, and 430 or separate therefrom, volatile 
and/or non-volatile memory Such as random access memory 
(RAM), dynamic random access memory (DRAM), static 
random access memory (SRAM), magnetic media, optical 
media, nano-media, a hard drive, a compact disk, a digital 
versatile disc (DVD), and/or other devices configured for 
storing digital or analog information. Logic 410 can com 
prise, for instance, Volatile and/or non-volatile memory as the 
computer readable medium on which software is stored for 
performing the methods described herein. Other volatile and/ 
or non-volatile memory can comprise databases or other 
means for maintaining information about enrolled users 
including prompts, biometric templates, biometric responses 
Supplied in response to prompts, device addresses, and the 
like that are accessed by the logics 410, 420, and 430. Such 
information can be created and revised by login authentica 
tion logic 420 and accessed by enrollment logic 410 and 
inter-user authentication logic 430. 
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The authentication system 400 can also comprise commu 
nications logic (not shown) that allows the logics 410, 420, 
and 430 to communicate, for example, with the first device 
120 (FIG. 1) over the first communication channel 130 (FIG. 
1) and the second device 140 (FIG. 1) over the second com 
munication channel 150 (FIG. 1). In some embodiments the 
communications logic allows the login authentication logic 
420 to interface with multiple devices in parallel to support 
the simultaneous enrollment of multiple users. At the same 
time, the communications logic allows the logic 410 to inde 
pendently interface with multiple other devices to support the 
simultaneous authentication of multiple claimants. 
The enrollment logic 410 is configured to enroll a user by 

performing an enrollment method such as method 200 (FIG. 
2). In an exemplary embodiment, the enrollment logic 410 is 
configured to associate the user with a userID, associate the 
user ID and with a device address, associate a plurality of 
prompts with the userID, and associate a number of biometric 
templates each with one of the plurality of prompts. The 
enrollment logic 410, in Some embodiments, is configured to 
associate the plurality of prompts with the user ID by present 
ing a set of pre-defined prompts to the user and receiving a 
selection of the plurality of prompts from the set. In additional 
embodiments, the enrollment logic 410 is further configured 
to allow the user to create a personalized prompt. The enroll 
ment logic 410 can also comprise a computer readable 
medium that stores software instructions for performing these 
steps. 
The login authentication logic 420 is configured to authen 

ticate a claimant by performing an authentication method 
such as method 300 (FIG. 3) before providing the claimant 
with access to a particular account in a social network, in 
Some embodiments. In an exemplary embodiment, the login 
authentication logic 420 is configured to receive a claimant 
target over a first channel, retrieve a device address associated 
with a userID, send a prompt from the plurality of prompts to 
a device associated with the device address over a second 
channel, receive a biometric response to the prompt, and 
determine a match between the biometric response and a 
biometric template associated with the prompt. In some 
embodiments the claimant target comprises the userID, while 
in other embodiments the authentication logic is further con 
figured to determine the user ID from the claimant target. The 
authentication logic is further configured to send a key, in 
Some instances, where the key can be used for encryption 
and/or creating a watermark. In some of these embodiments 
the prompt includes the key when sent. Encryption and water 
marking are described in greater detail below. The login 
authentication logic 420 can also comprise a computer read 
able medium that stores Software instructions for performing 
these steps. 

The inter-user authentication logic 430 is configured to 
authenticate one user to another. For example, a first user 
sends an invitation to a second user. The second user recog 
nizes the screen name of the first user as one used by a 
personal friend. Still, the nature of the invitation seems odd to 
the second user, so the second user requests authentication of 
the first user. The authentication logic 430 receives the 
request and in response sends to the second user at least a 
portion of either a biometric response of the first user, or at 
least a portion of a biometric template of the first user. The 
portion of the biometric response can be, for example, part of 
the biometric response given to the login authentication logic 
420 during the most recent login by the first user. The portion 
of the biometric template of the first user can be, for example, 
all or part of the biometric template of the user that was 
acquired in step 250 and not associated with a prompt. The 
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second user can then see, for example, a video of the first user 
and confirm that it is the personal friend. 

Similarly, the second user may not recognize the screen 
name of the first user, but the first user is certified. Again, the 
inter-user authentication logic 430 receives a request for 
authentication of the first user and sends in response at least a 
portion of either a biometric response of the first user, or at 
least a portion of a biometric template. By viewing the content 
from the inter-user authentication logic 430, the second user 
can better decide whether to accept the invitation from the 
first user. 

FIG.5 shows an exemplary authentication method 500 that 
can be performed, for example, by a claimant such as to 
access an on-line account in a Social network. The method 
500 comprises a step 510 of submitting a claimant target over 
a first channel, a step 520 of receiving a prompt on a device, 
and a step 530 of submitting a biometric response to the 
prompt. In method 500, one of the two steps of receiving the 
prompt and Submitting the biometric response is performed 
over a second channel. In some embodiments, the claimant 
performing the method 500 only has to perform these three 
steps to be authenticated. As was the case with the enrollment 
method 200, it should be appreciated that method 500 can 
also be performed in the absence of a trusted individual acting 
on behalf of the on-line community. In other words, whereas 
prior authentication systems rely on the presence of a trusted 
individual to assess authenticity, in method 500 the claimant 
does not need to interact with a trusted individual but can 
interact instead merely with a computing system. 

In step 510, the claimant submits the claimant target, such 
as the userID, to an authentication system, for example, or to 
some intermediary such as a merchant that then relays the 
claimant target to the authentication system. Since the 
method 500 can be performed by a claimant seeking to com 
plete an electronic transaction from home, work, or in public, 
in step 510 the claimant can submit the claimant target from 
a PC at home, from a kiosk in a shopping mall, or from at a 
terminal at a store check-out, for example. The claimant can 
Submit the claimant target, according to various embodi 
ments, by entering numbers and/or letters with a keyboard or 
keypad, Swiping a magnetic card through a card reader, bring 
ing an RFID tag within range of an RFID reader, writing with 
a stylus on a touch-sensitive pad, placing a finger on a finger 
print reader, speaking within range of a microphone, Smiling 
for a camera, combinations thereof, and so forth. 

Then, in step 520, the claimant receives a prompt on a 
device that the claimant has, or has ready access to. The 
device that receives the prompt may be a hand-held device 
Such as a cellphone, PDA, or Smartphone, or the device can 
be some other communication device such as a PC, and so 
forth, as described above. As also previously noted, examples 
of the prompt include a text message, e-mail, an Instant Mes 
sage, an audio recording, a video, or synthesized speech. In 
Some embodiments, the prompt includes a warning that if the 
recipient of the prompt is not seeking authentication, then an 
unauthorized authentication attempt is in progress and to 
contact the Administrator. 

Next, in step 530, the claimant submits a biometric 
response to the prompt. The claimant can Submit the biomet 
ric response, according to various embodiments, by writing 
with a stylus on a touch-sensitive pad, placing a finger on a 
fingerprint reader, placing one eye in proximity to an iris 
scanner, speaking within range of a microphone, speaking to 
a camera, combinations thereof, and so forth. 

In method 500 one of the two steps of receiving the prompt 
520 and submitting the biometric response 530 is performed 
over a second channel. For example, the claimant can Submit 
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the claimant target from a PC over a first channel in step 510, 
and receive the prompt with a cellphone over a second chan 
nel in step 520. Here, the claimant can provide the biometric 
response in step 530 over either the first channel or the second 
channel, in different embodiments. In another example, the 
claimant submits the claimant target from the PC over the first 
channel in step 510, the claimant receives the prompt on the 
PC again over the first channel (e.g., the prompt can be the 
following text message: “say your mother's maiden name’), 
the claimant’s cell phone rings, and in step 530 the claimant 
submits the biometric response over the cell phone, here the 
second channel. 

It will be appreciated that a method performed by an 
authentication system in this last example is a variant of the 
method 300 (FIG. 3) described above. In this variant, rather 
than sending the prompt over the second channel to the device 
associated with the device address in the step 340, a second 
channel is instead established to a device associated with the 
device address. Subsequently, rather than receiving a biomet 
ric response to the prompt in the step 350 over an unspecified 
channel, instead a biometric response to the prompt is spe 
cifically received over the second channel. 

Additional security features that can be incorporated are 
further described below. For example, any of the electronic 
communications described herein can be encrypted accord 
ing to well known encryption protocols. As another example, 
a watermark can be added to any biometric response sent to 
the authentication system. For instance, a webcam compris 
ing a camera and a microphone can be set with a key. The key 
is transmitted to the user either through a secure channel or a 
separate channel so that unauthorized users would not be 
aware of the key. The watermark can be based at least in part 
on the key. For instance, image data can be altered by discrete 
cosine transform (DCT) coefficients based on the key. Of 
course, other algorithms can be similarly employed. Audio 
data can likewise be watermarked. The key used for water 
marking can also be the same key employed for encryption, in 
Some embodiments. 

In the previous example, the key for the watermark can be 
transmitted to the claimant at the time of authentication for 
still further security. For instance, the prompt received over 
the second channel can include the key (e.g., “Please enter the 
following key to your webcam, wait for the red light, and then 
say your birth date.”). For still further security, the webcam 
(or any other device for recording a biometric response) can 
include a dedicated keypad for entering the key, where the 
keypad is not otherwise connected to any computing system. 
Here, there is no electronic way to intercept the key between 
the device that receives the key and the keypad of the webcam. 
For still further security the possible keys would be non 
repeating so that a fraudulent authentication attempt can be 
determined by detecting the use of a previously used key. 
Even additional security can be achieved by having keys 
expire within a period of time, such as 30 seconds, after being 
issued. 

In some embodiments, the biometric entry device (e.g., 
webcam, fingerprint reader, etc.) does not have a dedicated 
keypad to enter a key. In some of these embodiments, the key 
can be entered through a shared keypad or keyboard. For 
example, a PC with an integrated webcam would allow the 
key to be entered on the PC’s keyboard. Here, the PC can 
include logic that when activated, connects the keyboard to 
the biometric entry device and simultaneously disconnects 
the keyboard from the computer and disables the ability of 
other programs running on the PC to access key press notifi 
cations, thus rendering spyware ineffective. In some of these 
embodiments, the logic can render an onscreen prompt to 
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enter the key for the biometric entry device. For further secu 
rity, the logic can echo keystrokes and codes as asterisks or 
other characters so as not to expose the actual keystrokes. 

In another embodiment, where a webcam or similar device 
acquires the biometric response, two video streams can be 
produced. The first video stream is neither encrypted nor 
watermarked and is displayed on a screen for the benefit of the 
claimant, while the second stream is encrypted and/or water 
marked and sent to the authentication system. Here, anyone 
observing the displayed first video stream would not be able 
to infer that the second video stream is watermarked and/or 
encrypted. Having the first video stream provides the claim 
ant with the ability to center her image in the field of view of 
the camera. Here, allowing the claimant to see her displayed 
image can potentially expose the image data to being captured 
with spyware. To avoid this, a further security feature com 
prises replacing the raw video image of the claimant with a 
placement indicator, Such as an avatar. In this way, the claim 
ant can center herself in the field of view by watching a 
representation of the claimant on the screen. 
A still further security feature is achieved through hybrid 

prompts. A hybrid prompt is a prompt that the user selected 
during enrollment that is modified during authentication. For 
instance, the user during enrollment selects the prompt "Say 
your favorite movie.” Subsequently, during authentication, 
the claimant receives the hybrid prompt “Say you favorite 
movie, then say spark plug. Here, the original prompt has 
been modified to also ask for random words or a random 
phrase. Voice recognition can then be employed to determine 
whether the words added to the original prompt were spoken 
in the biometric response. If so, voice identification can be 
applied to the portion of the biometric response that includes 
the response to the original prompt. Furthermore, that portion 
of the biometric response that includes the added random 
words can be saved as further biometric templates from the 
USC. 

FIG. 6 is a flow-chart representation of an exemplary 
method 600 for preventing a user from making certain mis 
representations in a social network. The method 600 com 
prises the step 210 of method 200 (FIG. 2) and additionally 
comprises a step 610 of associating the user ID with a bio 
metric template of a first user. Step 610 can comprise the steps 
230 and 240 of method 200, in some embodiments. Method 
600 also comprises a step 620 of providing a prompt to the 
first user and storing a biometric response of the first user 
thereto in association with the user ID. Step 620 can comprise 
the steps 340 and 350 of method 300 (FIG. 3), in some 
embodiments. It will be appreciated that various embodi 
ments of method 600 can include some orall of the other steps 
of methods 200 and 300. Each user of the social network that 
follows the steps 210, 610, and 620 provides the social net 
work with a user ID associated with two biometric samples, 
one recorded as a template, the other provided in response to 
a prompt, for example, while logging into the Social network 
to access an account. It will be understood that in some 
embodiments, only the biometric template or the biometric 
response needs to be associated with the user ID. 
Method 600 also comprises a step 630 of receiving a 

request from a second user of the Social network to authenti 
cate the first user of the social network. Here, the second user 
may wish to verify certain representations made by the first 
user. For instance, the second user can request authentication 
of the first user to verify that the first user is not an imposter 
impersonating the person associated with a particular screen 
name. In other instances, the second user can request authen 
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tication of the first user to verify that representations made by 
the first user about age, gender, personal appearance, and so 
forth are legitimate. 
Method 600 also comprises a step 640 of sending to the 

second user at least a portion of the biometric response of the 
first user, or at least a portion of the biometric template of the 
first user. In those embodiments in which only the biometric 
template or the biometric response is associated with the user 
ID, step 640 reduces to sending at least a portion of whichever 
biometric sample was associated with the user ID. It will be 
appreciated that for certain purposes either of the biometric 
response or the biometric template may be more relevant. For 
example, to verify that a user is not an imposter, the biometric 
response from the most recent login event would be more 
relevant than a biometric template recorded when the an 
account was first established. Steps 630 and 640 can be per 
formed by the inter-user authentication logic 430 (FIG. 4) in 
Some embodiments. 

FIG. 7 is a flow-chart representation of an exemplary 
method 700 for maintaining a social network. The method 
700 comprises a step 710 of enrolling users in the social 
network, a step 720 of certifying enrolled users, and a step 
730 of indicating to users of the social network which other 
users are certified. Here, the step 710 of enrolling users 
includes storing in association with a user ID for each 
enrolled user a voice template, a facial recognition template, 
the user's gender, and/or the user's age. The step 720 of 
certifying enrolled users is performed by using the Voice 
template or the facial recognition template to Verify the gen 
der and/or age of each certified enrolled user. 

Step 730 comprises indicating to users of the social net 
work which other users are certified. This can beachieved, for 
example, by a visual indicator associated with screen names 
or screen images of certified users. For instance, a screen 
names of certified users and/or their screen images (e.g., an 
image displayed in association with content and/or commu 
nications from a user) can be highlighted is various ways. 
Alternatively, or in addition, an icon can be displayed in 
association with certified users screen names and/or screen 
images to indicate the certified status. 
An optional step 740 further comprises restricting some 

users to communicate only with certified users. This can 
comprise, for example, restricting those users to communi 
cate only with certified users that match a criterion like a 
gender oran age or age range. Step 740 can be implemented, 
for instance, in the context of parental controls so that a child 
is restricted to communicating with, and exchanging content 
with, only those other users that are certified to be children 
below a certain age or within a specified range of ages. 
As noted previously with respect to methods 200 and 500, 

the present invention provides authentication of individuals 
without resort to a trusted individual to act on behalf of the 
organization, on-line community, social network, or the like. 
Instead, collection of biometric templates and biometric 
responses and the comparisons between them are performed 
by computing systems in these embodiments. Thus, it will be 
understood that the absence of a trusted individual is not 
restricted to being a feature of only embodiments of methods 
200 and 500 but can also be a feature of embodiments of other 
methods described herein. 
While some prior art systems do not require a trusted 

individual. Such systems are susceptible to being fooled. A 
fingerprint recognition system, for example, can be fooled by 
a quality replica of a person’s finger, or in the extreme case, by 
the amputated finger itself. Such a system merely verifies that 
a correct match was obtained but does not guarantee that the 
person being given access to an account (or to a secured 
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space, or to a control system, for other examples) is truly the 
authorized person. Enrollment in a fingerprint recognition 
system, moreover, can be accomplished with an artificially 
generated fingerprint, for example, unless a trusted individual 
is present at the time of enrollment. As noted above, user 
name?password login combinations can be guessed or stolen, 
so these also merely verify that a correct match was obtained, 
not that the person using the login combination is the autho 
rized individual. Similarly, voice samples and other biometric 
data can be intercepted and replayed to defeat more Sophis 
ticated methods, so these also merely verify that a correct 
match was obtained, not that the person using the login com 
bination is the authorized individual. Additionally, without a 
trusted individual present at enrollment, enrollment can be 
based on recording of other people's voices, and so forth. 
The present invention will be recognized, therefore, as 

providing automated user enrollment, without a trusted indi 
vidual, that positively ties the enrolling user to an account or 
other form of record, though the enrolling user may or may 
not still remain anonymous behind a fabricated Screen name 
or other ID. The present invention can also, in some embodi 
ments, Verify certain representations made by the enrolling 
user during the enrollment, again without the involvement of 
a trusted individual. The present invention also provides auto 
mated authentication upon login that the individual logging in 
is not an imposter, again without the involvement of a trusted 
individual. The present invention can also provide biometric 
samples from either or both of the enrollment and any login 
event of a first user to a second user to authenticate the first 
user to the second user. 

In the foregoing specification, the invention is described 
with reference to specific embodiments thereof, but those 
skilled in the art will recognize that the invention is not 
limited thereto. Various features and aspects of the above 
described invention may be used individually or jointly. Fur 
ther, the invention can be utilized in any number of environ 
ments and applications beyond those described herein 
without departing from the broader spirit and scope of the 
specification. The specification and drawings are, accord 
ingly, to be regarded as illustrative rather than restrictive. It 
will be recognized that the terms “comprising.” “including.” 
and “having as used herein, are specifically intended to be 
read as open-ended terms of art. 
What is claimed is: 
1. A social network system comprising: 
enrollment logic comprising a first microprocessor and 

configured to enroll a first user in the social network by 
associating, in a memory, the first user with a userID, 

associating, in the memory, a plurality of prompts with the 
userID, the plurality of prompts for Subsequent presen 
tation to the first user, 

associating, in the memory, a plurality of biometric tem 
plates each with one of the plurality of prompts, 

receiving an indication of the first user's gender, and 
verifying the first user's gender during enrollment by ana 

lyzing a biometric template from the plurality of biomet 
ric templates; 

authentication logic comprising a second microprocessor 
and configured to authenticate a claimantas the first user 
by receiving a claimant target, sending a prompt from 
the plurality of prompts, receiving a biometric response 
to the prompt, and determining a match between the 
biometric response and a biometric template associated 
with the prompt; and 

logic configured to authenticate the first user to a second 
user by sending at least a portion of the biometric 
response of the first user, or at least a portion of a bio 
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metric template of the plurality of biometric templates of 
the first user, to the second user. 

2. The social network of claim 1 wherein the enrollment 
logic is further configured to enroll the first user by receiving 
an indication of the first users age and Verifying the first 
users age by analyzing the biometric template used to Verify 
the first user's gender. 

3. The social network of claim 1 wherein the enrollment 
logic is further configured to 

compare a biometric template of the plurality of biometric 
templates of the first user against a plurality of biometric 
templates of barred users, and 

deny enrollment to the first user based on a match between 
the biometric template of the plurality of biometric tem 
plates and one of the plurality of biometric templates of 
barred users. 

4. A method for enrolling a user in a social network the 
method comprising: 

associating, in a memory, the user with a user ID; 
associating, in the memory, a plurality of prompts with the 

userID, the plurality of prompts for Subsequent presen 
tation to the first user; 

associating, in the memory, a plurality of biometric tem 
plates each with one of the plurality of prompts; 

receiving an indication of the user's gender, 
Verifying the user's gender during enrollment by compar 

ing the indication of the gender with a result of an analy 
sis of a biometric template from the plurality of biomet 
ric templates; 

authenticating a claimant as the user by receiving a claim 
ant target, sending a prompt from the plurality of 
prompts, receiving a biometric response to the prompt, 
and determining a match between the biometric 
response and a biometric template associated with the 
prompt; and 

authenticating the user to a second user by sending at least 
a portion of the biometric response of the first user, or at 
least a portion of a biometric template of the plurality of 
biometric templates of the user, to the second user. 

5. The method of claim 4 wherein comparing the indication 
with the biometric template comprises a manual comparison. 

6. The method of claim 4 wherein comparing the indication 
with the biometric template comprises an automated com 
parison. 

7. The method of claim 4 further comprising 
receiving an indication of the users age, and 
Verifying the users age by comparing the indication with a 

biometric template from the plurality of biometric tem 
plates. 

8. The method of claim 4 further comprising 
comparing a biometric template of the plurality of biomet 

ric templates of the user against a plurality of biometric 
templates of barred users, and 

denying enrollment to the user based on a match between 
the biometric template of the plurality of biometric tem 
plates and one of the plurality of biometric templates of 
the barred users. 

9. A method for enrolling a user in a social network the 
method comprising: 

associating, in a memory, the user with a user ID; 
associating, in the memory, a plurality of prompts with the 

userID, the plurality of prompts for Subsequent presen 
tation to the first user; 

associating, in the memory, a plurality of biometric tem 
plates each with one of the plurality of prompts; 

receiving an indication of the users age; 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

22 
verifying the users age during enrollment by comparing 

the indication with a biometric template from the plu 
rality of biometric templates: 

authenticating a claimant as the user by receiving a claim 
ant target, sending a prompt from the plurality of 
prompts, receiving a biometric response to the prompt, 
and determining a match between the biometric 
response and a biometric template associated with the 
prompt; and 

authenticating the user to a second userby sending at least 
a portion of the biometric response of the first user, or at 
least a portion of a biometric template of the plurality of 
biometric templates of the user, to the second user. 

10. The method of claim 9 further comprising 
comparing a biometric template of the plurality of biomet 

ric templates of the user against a plurality of biometric 
templates of barred users, and 

denying enrollment to the user based on a match between 
the biometric template of the plurality of biometric tem 
plates and one of the plurality of biometric templates of 
the barred users. 

11. A method for preventing a first user from making cer 
tain misrepresentations in a social network, the method com 
prising: 

associating, in a memory, the first user with a user ID; 
associating, in the memory, the first userID with a plurality 

of biometric templates of the first user; 
associating, in the memory, a plurality of prompts with the 

userID, the plurality of prompts for Subsequent presen 
tation to the first user; 

verifying the user's gender during an enrollment by com 
paring a user indication of gender with a result of an 
analysis of a biometric template from the plurality of 
biometric templates; 

authenticating a claimant as the user by receiving a claim 
ant target, sending a prompt from the plurality of 
prompts, receiving a biometric response to the prompt, 
and determining a match between the biometric 
response and a biometric template associated with the 
prompt: 

providing the plurality of prompts to the first user and 
storing the biometric responses of the first user thereto in 
association with the user ID: 

receiving a request from a second user of the Social net 
work to authenticate the first user of the social network; 
and 

sending to the second user at least a portion of a biometric 
login response of the first user. 

12. A method for maintaining a social network comprising: 
enrolling users in the Social network, wherein enrolling 

users includes storing, in a memory, in association with 
a user ID for each enrolled user a voice template, a facial 
recognition template, and either the user's gender or the 
users age; 

associating, in the memory, a plurality of prompts with the 
userID, the plurality of prompts for Subsequent presen 
tation to the first user; 

authenticating a claimant as a user by receiving a claimant 
target, sending a prompt from the plurality of prompts, 
receiving a biometric response to the prompt, and deter 
mining a match between the biometric response and a 
biometric template associated with the prompt; 

authenticating the user to a second userby sending at least 
a portion of the biometric response of the first user, or at 
least a portion of a biometric template of the plurality of 
biometric templates of the user, to the second user; 

APPL-1010 
APPLE INC. / Page 21 of 22



US 8,185,646 B2 
23 

certifying enrolled users by using their voice template or 
their facial recognition template to Verify their gender or 
age; and 

indicating to users of the Social network which other users 
are certified. 

13. The method of claim 12 further comprising restricting 
Some users to communicate only with certified users. 

14. The method of claim 13 wherein restricting some users 
to communicate only with certified users includes restricting 
those users to communicate only with certified users that 
match a criterion. 

15. The method of claim 14 wherein the criterion is gender. 
16. The method of claim 14 wherein the criterion is an age 

range. 
17. A social network system comprising: 
enrollment logic comprising a first microprocessor and 

configured to enroll a first user in the social network by 
associating, in a memory, the first user with a userID, 

associating, in the memory, a plurality of prompts with the 

10 

15 

userID, the plurality of prompts for Subsequent presen- 20 
tation to the first user, 

24 
associating, in the memory, a plurality of biometric tem 

plates each with one of the plurality of prompts, 
receiving an indication of the first user's gender, 
verifying the first user's gender during enrollment by ana 

lyzing a biometric template from the plurality of biomet 
ric templates; and 

authentication logic comprising a second microprocessor 
and configured to authenticate a claimantas the first user 
by 

receiving a claimant target, 
sending a prompt from the plurality of prompts, 
receiving a biometric response to the prompt, and 
determining a match between the biometric response and a 

biometric template associated with the prompt, and 
further configured to authenticate the first user to a second 

user by sending at least a portion of the biometric 
response of the first user, or at least a portion of a bio 
metric template of the plurality of biometric templates of 
the first user, to the second user. 
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