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I. INTRODUCTION 

The Board instituted this IPR without the benefit of a complete and accurate 

factual record. The Board's institution decision rests on an incomplete understanding 

of the problems addressed by the references and of the relevant technology. The 

Petition, in seeking to rewrite history, incorrectly posits what a POSITA would have 

done when faced with the challenges encountered by bad actors employing social 

engineering attacks and ignores what a POSITA actually did. The Board should 

decline to find the patents unpatentable for a number of reasons.  

As the record plainly demonstrates, Kesanupalli’s decision to forego the use 

of a TPM and wiping features was a deliberate choice informed by the specific 

context and technological considerations of the problems facing users. The 

Kesanupalli reference is directed to curbing social engineering attacks that trick a 

user into providing their credentials to an imposter. The factual record, when fully 

and properly considered, reveals precisely what a POSITA would have done—and 

indeed did do—when faced with issues related to social engineering attacks and that 

was to not incorporate a TPM or wiping as disclosed by Challener and Brown, 

respectively. A TPM and wiping feature would have done nothing to address social 

engineering attacks. Rather, as Kesanupalli discusses the proper thing to do is 

promote better password practices and/or use other methods (such as binding 

credentials to URLs) to ensure that a user was sending their credentials to a 
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legitimate recipient and not an imposter. What a POSITA did cannot be ignored or 

explained away nearly 15 years later because the ’138 Patent teaches something else. 

At bottom, the Petition attempts to rewrite history based on a hindsight 

analysis that uses the claims of the ’138 Patent as a map. The Petition ignores what 

a POSITA would actually have done (and indeed did do) and instead invents reasons 

to combine references that are devoid of real world context.  

II. BACKGROUND 

A. 138 PATENT 

The ’138 Patent concerns systems and methods for authentication translation. 

As the Patent explains, previous authentication techniques made “[p]roviding 

credentials to a service, whether via a mobile or other device . . . a tedious experience 

for a user.” Ex. 1001 (’138 Patent) at 1:36-37. Because the experience was so 

tedious, users would “often engage in practices such as password re-use, and/or the 

selection of poor-quality passwords, which render their credentials less secure 

against attacks.” Id. at 1:37-42. Thus, “improvements in authentication techniques 

[were] desirable.” Id. at 1:42-44.  

The ’138 Patent addresses these shortcomings by disclosing novel 

authentication systems and methods where “users need not type such usernames and 

passwords into their devices whenever required by a service. Instead, users can 

authenticate themselves to an ‘authentication translator’ via an appropriate 
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technique, and the authentication translator will provide the appropriate credentials 

to the implicated service on the user’s behalf.” Id. at 2:66-3:4. By doing this, the 

system promotes better user security practices by making it easier for a user to use 

complex passwords. 

As the ’138 Patent discloses, the process begins “when a request to access a 

resource is received, as is an authentication input.” Id. at 6:31-33. For example, 

suppose “[the user] wishes to sign into social networking website.” Id. at 6:33-34. 

“[The user] directs [their] web browser . . . to the social networking website.” Id. at 

6:34-36. The “[a]uthentication translator module 132 recognizes, from the context 

of [the user’s] actions (e.g., that [the user] is attempting to access site 120 with [their] 

browser) that [the user] would like to access a particular resource.” Id. at 6:36-39 

(emphasis in original). The authentication translator module may then prompt “[the 

user] (e.g., by a popup message or via a sound) to provide biometric information 

(e.g., to use the integrated fingerprint reader on [the user’s device]).” Id. at 6:39-42.  

Once a biometric has been supplied by the user, the supplied biometric data is 

compared “to the templates stored on [the user’s device].” Id. at 6:50-51. “If a 

suitable match is found . . . the username and password for the website, as stored in 

a vault, such as vault 220, are retrieved from the vault” and provided to the resource. 

Id. at 6:51-56 (emphasis in original). In the ’138 Patent specification, biometrics 
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include but are not limited to fingerprints, “facial recognition, voiceprints, or retina 

scan technology.” Id. at 3:33-34. 

Further, enhancing the user authentication experience and promoting better 

security practices across multiple devices, the ’138 Patent discloses using a 

cryptographic key as the credential. This is important because as the Patent explains, 

a “cryptographic key [can be used] for service providers supporting stronger 

authentication methods.” Id. at 3:61-64. Further, the ’138 discusses and claims 

facilitating the wiping of said key. 

B. The Art 

1. Kesanupalli (Ex. 1006) and Challener (Ex. 1007) 

a) Kesanupalli (Ex. 1006) 

Kesanupalli is titled “Secure User Authentication Using Biometric 

Information.” Ex. 1006 (Kesanupalli). Kesanupalli states that “[t]ypical user 

authentication systems and procedures use passwords to authenticate the identity of 

the user.” Ex. 1006 (Kesanupalli) at 1:27-28; Ex. 2037 (Goodrich Decl.) at ¶33. 

However, “passwords are subject to various attacks” including “phishing attacks 

[and] social engineering attacks.” Ex. 1006 (Kesanupalli) at 1:35-37; Ex. 2037 

(Goodrich Decl.) at ¶33. Kesanupalli adds that longer passwords with combinations 

of letters and numbers provide a higher level of security but users do not always use 

longer and more complicated passwords because they “are more difficult for users 
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to remember.” Id. at 1: 1:36-41; Ex. 2037 (Goodrich Decl.) at ¶33. 

Thus, according to Kesanupalli, it would be desirable to “provide a user 

authentication method and system that provides a more secure authentication of the 

user than commonly used password-based methods and systems.” Ex. 1006 

(Kesanupalli) at 1:59-62; Ex. Ex. 2037 (Goodrich Decl.) at ¶33. To do this, 

Kesanupalli discloses a system that uses a fingerprint scan to release credentials to 

bound websites so that users can use more complicated passwords without having to 

remember them and so that credentials will not be released to spoofed websites. See 

Pet. 10 (“For example, based on a match between a fingerprint template stored for a 

particular user and fingerprint information read from a finger presented at a 

fingerprint reader, Kesanupalli’s methods retrieve credentials associated with the 

user and communicate those credentials to an external system or process.”); Ex. 2037 

(Goodrich Decl.) at ¶¶33-34.  

b) Challener (Ex. 1007) 

Challener is titled “Apparatus and Method for Enabling Applications on a 

Security Processor.” Ex. 1007 (Challener). Challener’s invention “relates to securely 

protecting computer data, and more particularly to security processors provided in 

computer systems to implement security features.” Id. at 1:7–9; Ex. 2037 (Goodrich 

Decl.) at ¶35. To do this, inventor David Challener, describes a system with “a 
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Trusted Platform Module (TPM) from the Trusted Computing Group (TCG).” 

Institution Decision at 23-25; Ex. 2037 (Goodrich Decl.) at ¶35. 

c)  Ramesh Kesanupalli and David Challener 

The authors of the Kesanupalli and Challener references are thought leaders 

in the secure computing/authentication and the decisions they made in their patented 

systems cannot be simply ignored. Ex. 2037 (Goodrich Decl.) at ¶¶36-39. First, 

Ramesh Kesanupalli is an entrepreneur and technologist best known for his 

pioneering work in the field of identity management and authentication. Ex. 2037 

(Goodrich Decl.) at ¶37. He is the founder of Nok Labs, a leading provider of next-

generation authentication solutions, and a founder of the FIDO (Fast IDentity 

Online) Alliance, an industry consortium dedicated to creating open standards for 

authentication. Ex. 2039; Ex. 2037 (Goodrich Decl.) at ¶37.  
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See, e.g., Ex. 2045 (Ramesh Kesanualli LinkedIn). 

Beyond his work on FIDO, Mr. Kesanupalli was well aware of TPMs. Ex. 

2037 (Goodrich Decl.) at ¶37. During the deposition of Mr. Michael Barrett in the 

underlying district court case, Mr. Barrett discussed the founding of the FIDO 

Alliance by himself and Mr. Kesanupalli, which is corroborated by documents 

published by FIDO and Dr. Kesanupalli.  
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Ex. 2039 (left); Ex. 2048 (right). Mr. Barrett stated that prior to founding FIDO, Mr. 

Kesanupalli “was part of the Trusted Computing Group, which developed the 

original TPM standard”: 

Q. So secure elements were known before the introduction 

of mobile phones, right? 

A. Oh, yeah, yeah, yeah. Yeah, I mean TPMS—in fact, 

one of the other FIDO founders, a guy called Ramesh 

Kesanuappli, was part of the Trusted Computing Group 

which developed the original TPM standard.  

Ex. 2040 (Redacted Transcript of Michael Barrett) at 91-92 (emphasis added); Ex. 

2037 (Goodrich Decl.) at ¶37.  

The named inventor on Challener (Dr. Challener) was “active in the TCG, 

serving on the Board of Directors, chairing the TSS Workgroup, and participating in 

the Technical Committee, Virtualization Workgroup, and Storage Workgroup. He 
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currently co-chairs the TPM Working Group.” Ex. 2042 at 543; Ex. 2037 (Goodrich 

Decl.) at ¶38. Dr. Challener has authored multiple textbooks and journal articles on 

TPMs.  

 

See Exs. 2041 (left) and 2042 (right). 

2. Cheng (Ex. 1008) 

Cheng discloses a method for backing up and restoring a user's device while 

preserving the secrecy of the data. Ex. 1008 (Cheng) at [Abstract]; Ex. 2037 

(Goodrich Decl.) at ¶39. It uses a two-tier encryption structure where data in the 

lower tier can only be decrypted after the upper tier data has been decrypted and 
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validated. See, e.g., Ex. 1008 (Cheng) at [0007]-[0009]; Ex. 2037 (Goodrich Decl.) 

at ¶39; Pet. 15-18.  

3. Brown 

Petitioner relies on Brown for its “wiping teachings.” Pet. 15; Ex. 2037 

(Goodrich Decl.) at ¶40. Petitioner states that Brown is a basic system that can be 

“implemented by routine software executed on generic processing components.” 

Pet. 19; Ex. 2037 (Goodrich Decl.) at ¶40. Indeed, within Petitioner’s analysis of the 

“remote wiping element” there is nothing unique from Brown; rather, Brown is 

simply being used for its disclosure of a generic remote wiping capability. See, e.g., 

Pet. 40-43. 

C. Trusted Platform Modules 

Trusted Platform Modules (TPMs) are a “standards-based embedded security 

subsystem on the motherboard.” Ex. 2042 at 539; Pet. 13 (“In particular, Challener 

describes system implementations in accord with a well-known Trusted Platform 

Module (TPM) specification promulgated by a standards organization, the Trusted 

Computing Group (TCG).”); Ex. 2037 (Goodrich Decl.) at ¶41. The TPM 1.0 and 

1.2 standards were introduced in the early 2000s. Ex. 1003 (McDaniel Decl.) at ¶49; 

Ex. 2041 at 1-3 (detailing the early TPM specifications); Ex. 2037 (Goodrich Decl.) 

at ¶¶41-42. 
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Even though they were well known (Pet. 19), TPMs were not substantially 

used in the 2000’s. Ex. 2037 (Goodrich Decl.) at ¶¶42-44. In his book, Dr. Challener 

(the named inventor of the Challener reference) explains that even though as of 2015 

TPMs were “nearly ubiquitous . . . they’ve [were] mostly invisible to uses due to a 

lack of compelling applications to use them.” Ex. 2041 at 1; Ex. 2037 (Goodrich 

Decl.) at ¶¶42-44. This is because, as Dr. Challener wrote in another article, 

“although the TPM 1.1b and 1.2 specifications created the foundation for the use 

cases described, a number of roadblocks occurred that hampered adoption by 

industry. These included ambiguities in the specification, rigidness in the policy 

regarding how keys are used, tight coupling to specific cryptographic algorithms, 

and issues related to control of the TPM by platform software.” Ex. 2042 at 539; Ex. 

2037 (Goodrich Decl.) at ¶¶42-44.  

These issues led to the operating system providers, such as Windows, not 

requiring TPMs until January 2015 and device manufacturers including them in their 

devices but not enabling them by default. Ex. 2042 at 536 (“Microsoft has 

announced that all systems submitting to the Windows Certification Program after 1 

January 2015 will be required to have TPM 2.0.”); Ex. 2042 at 542 (“Without 

question, the biggest hindrance to widespread adoption of TPM 1.2 is that PC 

vendors ship machines with the TPM turned off by default.”); Ex. 2037 (Goodrich 

Decl.) at ¶¶42-44. And because they were not required and not on by default, most 
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TPMs were never used. Ex. 2042 at 539 (“Because most users never touch their 

firmware settings, this means that most TPMs have never been turned on.”); Ex. 

2037 (Goodrich Decl.) at ¶¶42-44. 

D. POSITA 

Patent Owner has applied Petitioner’s POSITA for the sake of this Response. 

Pet. 6. This Response does not depend on this skill level. See Section III, infra; Ex. 

2037 (Goodrich Decl.) at ¶¶25-27. Patent Owner’s expert meets the definition of a 

POSITA and met the definition at the priority date. Ex. 2037 (Goodrich Decl.) at 

¶¶25-27. 

E. Claim Construction 

Petitioner takes a position on the plain and ordinary meaning of “processor” 

and “restricted interface.” See Pet. 7-8. This Response does not depend on this 

definition so Patent Owner does not address these positions. See Section III, infra; 

Ex. 2037 (Goodrich Decl.) at ¶28.  

III. ARGUMENT 

A. Grounds 1 and 3: A POSITA (like Ramesh Kesanupalli) would not 
have combined Kesanupalli and Challener/Brown to curb social 
engineering attacks.  

Ground 1 is the base ground directed at directed to claims 1-3, 7-8, 12-15, 19, 

and 24-25.  Claim 1, 13, and 25 are the independent claims:  

1. A device, comprising: 
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a processor on the device; 

a storage on the device that is accessible by the processor 

on the device via an interface that facilitates 

communication between the storage on the device and 

the processor on the device, wherein the processor on the 

device is configured to: 

based at least in part on a request from a user to access an 

external resource, facilitate, using the interface, access of 

at least one record stored at least in part in the storage on 

the device; 

wherein the at least one record is associated at least with 

the external resource, and wherein the at least one record 

comprises: 

a biometric template; and 

a credential comprising a cryptographic key; 

in response to determining a match between a biometric 

input and the biometric template, retrieve, from the at 

least one record, the credential, wherein the biometric 

input corresponds to at least one of a fingerprint, a 

feature usable for facial recognition, a voiceprint, a 

feature usable for a retina scan, or a typing feature, 

wherein the biometric input is received subsequent to 

presenting of a prompt, wherein the prompt comprises a 
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prompt to provide biometric information, and wherein 

the prompt is visually presented; 

establish a connection with the external resource; 

facilitate a login of the user to the external resource at 

least in part by transmitting, via the established 

connection, output based at least in part on the credential 

retrieved from the at least one record, and wherein the 

user is logged in to the external resource based at least in 

part on the output; and 

facilitate wiping of both the biometric template and 

the credential comprising the cryptographic key of 

the at least one record stored at least in part in the 

storage on the device; and 

a memory coupled to the processor and configured to 

provide the processor with instructions. 

’138 Patent at claim 1 (emphasis added). Petitioner argues that most of the claim is 

taught by Kesanupalli (Pet. 20 –40). Petitioner points to Brown’s teaching of a 

wiping feature to show it would have been obvious for the processor in Kesanupalli 

to perform this added wiping feature of limitation. Pet. 41-42. 

Ground 3 is directed to claims 11 and 23. These two claims add a “restricted 

interface” a restricted interface to the independent claims: 
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11. The device recited in claim 1, wherein the interface 

comprises a restricted interface. 

’138 Patent at claim 11 (emphasis added) 

In order to meet this limitation, Petitioner has added Challener to the 

Kesanupalli/Brown combination from Ground 1. Petitioner points to Challener’s 

disclosure of a TPM and the interface between the TPM and the generally processor. 

Pet. 62.  

Each combination fails to consider that Kesanupalli’s main goal was to thwart 

social engineering attacks. A POSITA would not have been motivated to add a 

wiping feature and a restricted interface that would not further Kesnaupalli’s goals.  

1. The Board must consider what a POSITA actually did.   

When an obviousness challenge asserts a combination of identified prior art, 

the motivation-to-combine portion of the inquiry is “whether ‘a skilled artisan would 

have been motivated to combine the teachings of the prior art references to achieve 

the claimed invention.’” Allied Erecting & Dismantling Co. v. Genesis Attachments, 

LLC, 825 F.3d 1373, 1381 (Fed. Cir. 2016) (internal citations omitted); see also 

Pfizer, Inc. v. Apotex, Inc., 480 F.3d 1348, 1361 (Fed. Cir. 2007). “The inquiry is 

not whether a relevant artisan would combine a first reference's feature with a second 

reference's feature to meet requirements of the first reference that are not 
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requirements of the claims at issue.” Axonics, Inc. v. Medtronic, Inc., 73 F.4th 950, 

957 (Fed. Cir. 2023).  

Taking “[a] contrary view would run counter to established principles, 

including that the claim defines the invention whose obviousness is being assessed 

and that a skilled artisan may be motivated to combine particular features of different 

references, e.g., to secure some benefits at the expense of others, even when bodily 

incorporation would be impossible or inadvisable.” Id. (citing In re Yamamoto, 740 

F.2d 1569, 1573 (Fed. Cir. 1984); In re Urbanski, 809 F.3d 1237, 1243–44 (Fed. 

Cir. 2016). As the Federal Circuit has stated, “[t]he real question is ‘why a person of 

ordinary skill in the art would have combined elements from specific references in 

the way the claimed invention does.’” Axonics, 73 F.4th at 957. 

Here, the Board does not need to look far or make many assumptions about 

what a person of skill in the art would have done and why they would have done it. 

The Board is presented with a unique opportunity to review a reference from a 

contemporary POSITA—Ramesh Kesanupalli. Mr. Kesanupalli was one of the 

leaders in computer security and a member of the TCG. See Section II.B.1, supra; 

Ex. 2037 (Goodrich Decl.) at ¶37. Mr. Kesanupalli was certainly aware of TPMs 

and wiping functionality and made a conscious decision to not use them in his 

patented system. See Section II.B.1, supra; Ex. 2037 (Goodrich Decl.) at ¶¶37, 60. 
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As will be discussed below, Mr. Kesanupalli made this decision for a myriad of 

reasons. This decision must be respected. 

Contrary to Federal Circuit precedent, Petitioner ignores “common sense and 

real world indicators,” such as Mr. Kesanupalli’s own decisions as a POSITA to not 

use a TPM or wiping, and instead relies on improper hindsight bias to arrive at the 

claimed invention. Apple Inc. v. Samsung Elecs. Co., 839 F.3d 1034, 1058 (Fed. Cir. 

2016) (“Common sense and real world indicators indicate that to conclude otherwise 

would be to give in to hindsight, to allow the exact ex post reasoning against which 

the Supreme Court cautioned in Graham and KSR.”); see also KSR Int'l Co. v. 

Teleflex Inc., 550 U.S. 398, 421 (2007) (“Rigid preventative rules that deny 

factfinders recourse to common sense, however, are neither necessary under our case 

law nor consistent with it.”); Ex. 2037 (Goodrich Decl.) at ¶¶45 (“A POSITA would 

not be motivated to make either combination. As discussed further below, 

Kesanupalli’s focus on preventing social engineering attacks would not be furthered 

by adding either (or both) wiping and/or a restricted interface.”).  

As discussed in the following sections, the unique facts presented in this 

Response preclude a finding that a POSITA would have been motivated to combine 

Kesanupalli with Challener. Ex. 2037 (Goodrich Decl.) at ¶¶45-64; see, e.g., In re 

Jones, 958 F.2d 347, 350 (Fed.Cir. 1992) (“Every case, particularly those raising the 
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issue of obviousness under section 103, must necessarily be decided upon its own 

facts.”). The present facts overwhelming support a finding of not unpatenable.  

2. The Kesanupalli reference was interested in curbing social 
engineering attacks and would not have benefited from a 
TPM or wiping features.   

To begin, Kesanupalli’s concerns are not addressed by a TPM or adding a 

wiping feature and a POSITA, like Mr. Kesanupalli, would have recognized this. 

Ex. 2037 (Goodrich Decl.) at ¶¶48-64 (discussing TPMs); ¶69 (discussing wiping). 

Kesanupalli was concerned with addressing social engineering attacks like phishing 

and spoofed websites. Ex. 1006 (Kesanupalli) at 1:35-37; Ex. 2037 (Goodrich Decl.) 

at ¶49. As Dr. Goodrich explains, these attacks do not depend on how securely 

information is stored on the actual device (such as by securing data with a TPM or 

wiping data on a device with a wipe function) and instead depend on tricking the 

user to release their credentials to imposters or bad actors. Ex. 2037 (Goodrich Decl.) 

at ¶50 (“These attacks rely on tricking users to release credentials, which can occur 

by emailing or texting links to legitimate looking fake websites that a user enters 

personal information to thereby compromise their legitimate account.”); ¶50 (“Once 

the attacker has tricked a user to release their credentials, wiping the device will not 

bring those credentials back or benefit the user in anyway.”). 

Tricking the user to release their credentials is typically done through email 

or text messages containing a link to a fake website that looks legitimate to convince 
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the victim to enter their sensitive information. Ex. 2037 (Goodrich Decl.) at ¶¶50-

53. For example, someone could trick a user by pretending to by Netflix and telling 

the user that they must log in and provide updated payment details to get their 

account off hold. If the user selects the update account now button, they will be 

redirected to a spoofed version of Netflix where the bad actor will collect the user’s 

credentials. 

  

Ex. 2037 (Goodrich Decl.) at ¶53-54 (citing Ex. 2049 (excerpted above)). 

Dr. Goodrich provides a further details on this type of attack: 

The email is from an illegitimate source — a sender other 

than Netflix in this example (i.e., in fact not “Your friends 

at Netflix” as the email falsely states), but it nevertheless 

appears to be from a legitimate source. The email threatens 

the user by claiming “Your account is on hold.” The email 

then claims there is an issue with billing information that 
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needs to be updated. This message invites a user to fix the 

claimed issue by clicking the big red rectangle with the 

text “UPDATE ACCOUNT NOW.” This button contains 

a link to an illegitimate website that impersonates the 

legitimate Netflix website. When a user is tricked into 

clicking this button, the user enters sensitive information 

such as Netflix credentials and personal information (e.g., 

credit card information, address information, security 

question answers, etc.). The illegitimate source then has 

access to all this personal information. In many cases, the 

tricked user is unaware of the fact that they provided this 

sensitive information to an illegitimate source, which 

provides an illegitimate source with a longer window to 

exploit this sensitive information without detection. 

Ex. 2037 (Goodrich Decl.) at ¶54 (emphasis added). 

Bad password practices, such as the ones that Kesanupalli wants to 

discourage, are more vulnerable to phishing attacks / social engineering attacks. See 

Ex. 1006 (Kesanupalli) at 1:37-39 (“Typically, longer passwords with combinations 

of letters and numbers provide a higher level of security.”); Ex. 2037 (Goodrich 
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Decl.) at ¶55 (“These and other weak password practices (e.g., shorter passwords 

without combinations of letters and numbers) are more susceptible to phishing 

attacks, which the Kesanupalli reference aims to discourage”).  

To address these attacks, Kesanupalli wanted to promote the use of stronger 

passwords and it does this by binding credentials to biometrics and websites so that 

users can easily swipe a finger to autofill a credential on the correct website. Ex. 

2037 (Goodrich Decl.) at ¶56 (“This enables a user to swipe a finger, which autofills 

credentials for a legitimate web site.”). Instead of trying to remember multiple 

complex passwords, a user can store their login information in the safe environment 

(the fingerprint sensor) and easily use it with a single master biometric scan. Ex. 

2037 (Goodrich Decl.) at ¶56. This reduces the temptation to use simple, easy-to-

remember passwords, which are more vulnerable to phishing and other social 

engineer attacks. Ex. 2037 (Goodrich Decl.) at ¶56. Further, the system discloses 

binding credentials to certain web addresses so that a user cannot be tricked to input 

their credentials on a fake website. See Ex. 1006 (Kesanupalli) at 4:36-5:58, 8:2-53; 

Ex. 2037 (Goodrich Decl.) at ¶¶55-56. 

The integration of a TPM would not have helped avoid social engineering 

attacks. See Ex. 2037 (Goodrich Decl.) at ¶64. As Dr. Goodrich explains, adding a 

TPM would be “like adding gold plating to a toothpick. There is and was no reason 

or motivation for a POSITA to combine a TPM . . . with the Kesanupalli system.” 
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Id. This is because social engineering attacks are not about breaching the user device 

and accessing the credentials—presumably protected by a TPM; rather, these attacks 

are about tricking users to provide their credentials to bad actors or using common 

techniques such as a dictionary attack which exploit human psychology to gain 

access to a user’s accounts. Ex. 2037 (Goodrich Decl.) at ¶64. Like gold plating a 

toothpick, the addition of the TPM adds nothing to achieving the goals of the original 

system. 

During his deposition, Apple’s expert, Dr. McDaniel, stated that the goal of 

TPM was to “provide[] a zone of security that is isolated from general processors.” 

Ex. 2052 at 20-21. Dr. McDaniel provided many examples of issues that TPMs were 

meant to address, such as side channel attacks, insider against, and malware. See Ex. 

2052 at 20-23. Not once did Dr. McDaniel state that a TPM was meant to address 

social engineering attacks because, again, those attacks are not about protecting the 

data on the device. Rather, Dr. McDaniel agrees, social engineering attacks are about 

tricking a user: 

Q) What are phishing attacks? 

A) Phishing attacks are where someone sends you some 

kind of communication, most often a kind of email that 

poses as somebody else and uses what we call social 
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engineering to convince somebody to enter their 

passwords in a, say, a fake website. 

Q) So that is about tricking the user? 

A) Yeah, I mean, yes, I think that is fair to say. 

Ex. 2052 at 31; see also Ex. 2053 at 5-6 (Apple’s district court expert discussing that 

social engineering attacks are “typically one where a human psychology is 

manipulated in some way by an attacker.”).  

 And the same is true for wiping functionality. As Dr. Goodrich states, “Like 

adding a TPM, wiping a device would have no impact on deterring a social 

engineering attack. Once the attacker has tricked a user to release their credentials, 

wiping the device will not bring those credentials back or benefit the user in anyway. 

. . . Simply because a POSITA could add a wipe to Kesanupalli’s system does not 

mean it makes sense to do so.” See Ex. 2037 (Goodrich Decl.) at ¶69.  

 Kesanupalli discloses multiple ways to deter against different social 

engineering attacks. For example, one type of social engineering attack is an attack 

that spoofs a real website and tricks user’s to input their account information into the 

spoofed website. See Ex. 2037 (Goodrich Decl.) at ¶51. Dr. Goodrich provides an 

example of such an attack where “a fake web site address that looks at first to be that 

of the Bank of the West, but upon closer inspection one can see that the web address 
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makes use of two “v”’s instead of a “w” in a web address URL.” Ex. 2037 (Goodrich 

Decl.) at ¶52. 

 

Kesanupalli addresses this type of user tricking by binding the user’s biometrics to 

the legitimate website URL. Ex. 2037 (Goodrich Decl.) at ¶56; Ex. 1006 

(Kesanupalli) at 4:36-5:58, 8:2-53. Thus, if a user went to Bank of the VVest’s (two 

V’s) website, it the system would not release the Bank of the West’s credentials 

because the URL would not match the bound URL.  

 Dr. Goodrich provides other examples of social engineering attacks such as 

dictionary attacks. Ex. 2037 (Goodrich Decl.) at ¶58. A dictionary attack exploits 

human psychology by “attempt[ing] to access an account through the use of a list of 

common passwords.” Ex. 2037 (Goodrich Decl.) at ¶58. This is one of the specific 
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attacks mentioned by Kesanupalli that could be addressed by better password 

practices: 

Although passwords are commonly used to authenticate 

users, passwords are subject to various attacks. Such as 

phishing attacks, social engineering attacks, dictionary 

attacks and the like.  

Ex. 1006 (Kesanupalli) at 35-41; see also Ex. 2052 at 30 (“Q) What is a dictionary 

attack? A) A dictionary attack is where the adversary has a precomputed set of 

passwords for sort of well-known or frequently used passwords, and then just simply 

uses that dictionary to – to identify what a particular password is.”).  

Kesanupalli explains that one way to curb dictionary attacks is to use “longer 

passwords with combinations of letters and numbers provide a higher level of 

security.” Id. In order to promote better password practices, Kesaunpalli discloses 

allowing a user to use biometrics to retrieve and autofill passwords and credentials, 

which allows users to use more complicated passwords that they do not have to 

remember. Ex. 2037 (Goodrich Decl.) at ¶56 (“This occurs because users can choose 

passwords that are harder to remember without having to remember the passwords 

due to the fingerprint scan autofilling the password and the fingerprint (or other 

biometric) being bound to the particular legitimate web site address. This results in 
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beneficial effects because basic passwords are vulnerable to phishing attacks 

compared to more complex passwords, e.g., due to users reusing a simple password 

at multiple web sites or using passwords that are in password dictionaries.”). By 

having more complicated passwords, the likelihood of a guessing or dictionary 

attack is decreased.  

Social engineering attacks, such as dictionary attacks, do not require the 

device to be breached. Spoofing a website does not require installing malware on a 

device—just making the URL look similar to a real URL so that a user provides their 

credentials without thinking twice. Likewise, guessing and dictionary attacks do not 

require breaching the user device—just exploiting human psychology of using an 

easy to remember password. Accordingly, as Dr. Goodrich explains, a TPM or 

wiping would not be beneficial in curbing these types of attacks: 

Adding a TPM to the Kesanupalli reference would not aid 

in reducing such social engineering attacks because these 

social engineering attacks trick a user into providing their 

credentials to illegitimate sources or use prevalent 

techniques to breach common passwords. If a user is 

tricked to unlock their credentials, even using biometric 

data and a TPM, they could then send that data to a 

phishing web site; hence, the TPM provides no additional 
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security to the Kesanupalli reference. . . As with a phishing 

attack based on a fake web site that is not bound to 

biometric data, a TPM would not aid in reducing 

dictionary social engineering attacks because the TPM is 

for device side security while social engineering attacks 

occur outside the device.  

Ex. 2037 (Goodrich Decl.) at ¶58; see also ¶69. Thus there is no reason for a POSITA 

to combine Challener’s TPM or Brown’s wiping with Kesanupalli’s social 

engineering protections.  

To the extent Petitioner argues that social engineering is not the concern of 

Kesanupalli, Petitioner is wrong. Beyond the explicit disclosures about social 

engineering attacks, the basic architecture of Kesanupalli demonstrates that 

Kesanupalli is only concerned with social engineering and not breaches to the actual 

device. Ex. 2037 (Goodrich Decl.) at ¶¶45-60. Consider Kesanupalli’s enrollment 

process, which is depicted in Figure 11 (reproduced below). Ex. 1006 (Kesanupalli) 

at 2:2-21 (“FIG. 11 depicts another embodiment of a procedure for enrolling a user 

of a biometric authentication system.”); Ex. 2037 (Goodrich Decl.) at ¶61. Here, the 

user’s biometrics are being provided to the browser extension. Ex. 2037 (Goodrich 

Decl.) at ¶61. 
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Ex. 1006 (Kesanupalli) at Fig 11; see also Fig. 12 (providing the biometrics to the 

browser extension); Ex. 2037 (Goodrich Decl.) at ¶¶60-61. A POSITA reviewing 

Figure 11 would see that Kesanupalli provides biometrics from the user (third 

column) to the biometric browser extension (fourth column), meaning the biometrics 

are processed by the general processor, where all browser extensions run. Thus, 

malware on the device would be able to access the biometrics. But again, 

Kesanupalli was not concerned with bad actors breaching the device to get the 

credentials—Kesanupalli was worried about those bad actors tricking users for their 

credentials. Ex. 2037 (Goodrich Decl.) at ¶61. 
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Further demonstrating Kesanupalli’s lack of concern for anything but social 

engineering attacks, Kesanupalli specifies that one type of credential is a 

cryptographic key (Ex. 1006 (Kesanupalli) at 3:41-44), which is communicated 

directly to a recipient website. See Ex. 1006 (Kesanupalli) at 4:3-11; Ex. 2037 

(Goodrich Decl.) at ¶63. Kesanupalli highlights that this approach is secure because 

the key is not sent to an impostor site. Ex. 1006 (Kesanupalli) at 4:7-9; Ex. 2037 

(Goodrich Decl.) at ¶63. In other words, the system is confirming that the user is 

sending their credentials to the actual website and not a faked version set up to trick 

the users to disclose their credentials.  

Yet as shown in Figure 12, it is the biometric browser extension that sends the 

credential to the web server. Ex. 2037 (Goodrich Decl.) at ¶62. 



IPR2024-00334 
U.S. Patent No. 11,514,138 

 

30 
 

 

Ex. 1006 (Kesanupalli) at Fig. 12. Again, this shows that Kesanupalli is comfortable 

with providing sensitive information, such as biometrics and cryptographic keys, to 

the browser extension executing on the device’s general processor. Ex. 2037 

(Goodrich Decl.) at ¶63. If the device was breached by a bad actor, this process 

would make the credentials available to the bad actor, but again, this wasn’t the 

concern of Kesanupalli. Ex. 2037 (Goodrich Decl.) at ¶63.  

Kesanupalli’s concern was curbing social engineering attacks and not 

breaches to the actual device. Adding a TPM or wiping just to add a TPM or wiping 

would be like “gold plating a toothpick”—it can be done, but it doesn’t address the 

problem a toothpick was designed to address. Ex. 2037 (Goodrich Decl.) at ¶64; see 
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Virtek Vision Int'l ULC v. Assembly Guidance Sys., Inc., 97 F.4th 882, 887 (Fed. Cir. 

2024) (“The mere fact that these possible arrangements existed in the prior art does 

not provide a reason that a skilled artisan would have [done it]”); Intelligent Bio-

Sys., Inc. v. Illumina Cambridge Ltd., 821 F.3d 1359, 1367 (Fed. Cir. 2016). 

Petitioner, through its lawyers and an expert more than 14 years after the filing 

of the references, cannot overcome the fact that a POSITA made a conscious 

decision to not use a TPM or wiping since they would have no impact on curbing 

social engineering attacks. Ex. 2037 (Goodrich Decl.) at ¶64. Petitioner’s argument 

thus faces a “logical chasm—a chasm not bridged by the prior art [or] common 

sense.” St. Jude Med., Inc. v. Access Closure, Inc., 729 F.3d 1369, 1381 (Fed. Cir. 

2013) (“Even under our “expansive and flexible” obviousness analysis . . . we must 

guard against ‘hindsight bias’ and ‘ex post reasoning’”). Kesanupalli decided to 

confront social engineering attacks with his system and a POSITA given the 

disclosures of the reference would not have been motivated to add a TPM or wiping 

as it would not have added any additional benefit to the user. Ex. 2037 (Goodrich 

Decl.) at ¶64. 

3. Using a TPM had drawbacks that a POSITA would have 
been aware of.  

Beyond Kesanupalli’s concerns with social engineering, which would not 

have been prevented by the addition of a TPM, the decision to exclude Trusted 
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Platform Modules (TPMs) from Kesanupalli would also have been influenced by 

several practical considerations related to their adoption and deployment. Ex. 2037 

(Goodrich Decl.) at ¶65.  

First, utilizing a TPM would have introduced compatibility issues with 

existing systems and software that did not support TPMs. Ex. 2037 (Goodrich Decl.) 

at ¶66; see Section III.A.2, supra. Many security solutions that did not rely on TPMs 

were available and widely adopted. Ex. 2037 (Goodrich Decl.) at ¶66. Kesanupalli 

for example, preferred embodiment used the Windows Biometric Framework 

(WBF), WBF Interface, and the WinUSB driver. See Ex. 1006 (Kesanupalli) at 5:59-

6:10; Figs. 1 and 2; Ex. 2037 (Goodrich Decl.) at ¶66. The Windows Biometric 

Framework did not require or even mention a TPM. See generally Ex. 2050; Ex. 

2037 (Goodrich Decl.) at ¶67. This is likely because TPMs were not required by 

Windows in 2012 and TPMs were disabled by default. Ex. 2037 (Goodrich Decl.) at 

¶67; see Section II.C, supra. 

Second, since the TPM’s were not turned on by default, utilizing TPMs would 

have required end users to make firmware changes to even enable the TPM to work. 

A POSITA (like Mr. Kesanupalli) aiming to address the risk of social engineering 

(which again would not have benefited from a TPM) would not have wanted to 

further deter users from using the patented system by requiring them to set up and 

configure a TPM. Ex. 2037 (Goodrich Decl.) at ¶67. 
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***  

At bottom, there are a myriad of reasons why Mr. Kesanupalli did not include 

a TPM or wiping functionality in his patented system and why the Board should not 

rewrite history and add one now. Ex. 2037 (Goodrich Decl.) at ¶¶44-68 (discussing 

how TPMs would not benefit the Kesanupalli system); ¶69 (discussing how wiping 

would not benefit the Kesanupalli system). Ground 1 fails because a POSITA would 

not have added the wiping from Brown to curb against the social engineering attacks 

described by Kesanupalli. Wiping a device after a user has been tricked to provide 

their credentials would not accomplish anything. Ground 3 fails because a POSITA 

would not have added the TPM and restricted interface from Challener to 

Kesanupalli. Like the wiping, these features do nothing to curb any type of social 

engineering attack.   

B. Ground 2, 4, and 5 

Because Ground 1 fails, Grounds 2, 4, and 5 fail.  

IV. CONCLUSION 

For any or all of the above-described reasons, Patent Owner respectfully 

requests that the Board find all claims of the ’138 Patent valid.
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