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I. INTRODUCTION

Carbyne requests Director Review of the Final Written Decision in IPR2024-
00334 because the Board made legal and factual errors regarding motivation to
combine prior art references. See generally Paper 26 (FWD). First, the Board
improperly shifted the burden of proof to Carbyne, requiring it to disprove the
motivation to combine, even though established law places this burden on the
Petitioner. Next, the Board failed to properly weigh substantial evidence and expert
testimony presented by Carbyne, including evidence about real-world design choices
and objectives showing that a person of ordinary skill in the art would not have been
motivated to combine the references—directed to different technical areas—as
proposed. These errors require that the Board’s decision be vacated or, at a

minimum, remanded for proper analysis.

II. STANDARD

Requests for Director Review of a Board’s final written decision are limited
to: (a) an abuse of discretion; (b) important issues of law or policy; (¢) erroneous
findings of material fact; or (d) erroneous conclusions of law. See Director Review
Process 2.B.

III. BACKGROUND

On January 19, 2024, Apple filed a petition for inter partes review challenging

claims 1-3, 5,7, 8, 10-15, 17, 19, and 22-25 of U.S. Patent No. 11,514,138 B1. See
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Paper 2 (Pet.) at 1. The petition asserted that these claims were unpatentable under
35 U.S.C. § 103 as obvious over the combination of Kesanupalli, Brown, and
Challener arguing that a person of ordinary skill in the art would have been
motivated to combine the references to address security risks, such as unauthorized
access if a device is lost or stolen. See Paper 2 (Pet.) at 15 (stating that a POSITA
would modify Kesanupalli in light of Brown because it would “reduc[e] the risk of
unauthorized or malicious user access to that sensitive data should Kesanupalli’s
device be out of user’s control, such as if lost or stolen.”); id. at 64 (A POSITA
would add Challener’s TPM teachings to the Kesanupalli/Brown combination
because Challener teaches a “widely-deployed security architecture”).

The 138 Patent addresses the shortcomings of prior authentication methods,
which made providing credentials “a tedious experience for a user,” often leading to
insecure practices like password re-use and poor-quality passwords. Paper 7 (PO
Preliminary Response) at 3; Ex. 1001 (138 Patent) at 1:36-42. To improve security
and usability, the patent discloses systems where “users need not type such
usernames and passwords into their devices whenever required by a service.” Paper
7 (PO Preliminary Response) at 4; Ex. 1001 (138 Patent) at 2:66-3:4. Instead, users
authenticate to an ‘“‘authentication translator,” which then supplies the necessary
credentials to the service on the user's behalf. Paper 7 (PO Preliminary Response) at

4; Ex. 1001 (138 Patent) at 2:66-3:4.
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In response to the Petition, Carbyne argued that a POSITA would not have
been motivated to combine the prior art references cited by Apple because they were
not related to the solving the same problem. Paper 13 (PO Response) at 12-33
(Carbyne explaining that Kesanupalli would not be modified in light of Challener
and Brown because adding a TPM or wiping feature would not address the attacks
that Kesanupalli was designed to prevent, and a person of ordinary skill in the art
would recognize that these additions do not further the system’s primary security
goals). Carbyne argued that the Kesanupalli reference was designed to address social
engineering attacks, such as phishing, where users are tricked into providing their
credentials to imposters—which is not related to hardware security. Id. Carbyne
emphasized that Kesanupalli’s goal was to improve user authentication by binding
credentials to biometrics and legitimate websites, thereby preventing credentials
from being released to spoofed or illegitimate sites. Paper 13 (PO Response) at 15.

Because social engineering is different from hardware-based attacks,
combining wiping features and TPMs does not address the problem solved by
Kesanupalli. Carbyne argued that adding hardware-based features, like Trusted
Platform Modules (TPMs), as disclosed in Challener, or data wiping, as disclosed in
Brown, would not address the problem of social engineering attacks. Paper 13 (PO
Response) at 18-27. These features are aimed at device physical security—

protecting data on the device from unauthorized access—rather than preventing
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users from being tricked into giving away their credentials. /d. Once a user is
deceived and releases their credentials, wiping the device or using a TPM does not
mitigate the harm. Id. In fact, wiping the device would harm the user, as it would
make it more complicated for the user to later update the credentials.

Carbyne further argued that POSITAs, like the inventors of the Kesanupalli
reference, were aware of TPMs (having helped develop them)' and wiping
technologies but deliberately chose not to include them in the Kesanupalli reference.
See, e.g., id. at 1 (“As the record plainly demonstrates, Kesanupalli’s decision to
forego the use of a TPM and wiping features was a deliberate choice informed by
the specific context and technological considerations of the problems facing users”).
This is strong evidence that a POSITA at the time would not have been motivated to
combine these features with the Kesanupalli system to address social engineering.
Id. at 18-27. Carbyne also highlighted practical drawbacks to TPM adoption at the
relevant time, such as compatibility issues, lack of default enablement, and the need
for user configuration and hassle, which would have discouraged their use in the
context of the Kesanupalli system. /d. at 31-33. Ultimately, Carbyne maintained that
there are real world reasons and evidence that demonstrate why the combination

would not have been made and these reasons need to be properly weighed in the

! The record even shows that the Kesanupalli authors were part of the group that
developed TPMs. Paper 13 (PO Response) at 8.
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obviousness analysis.

The Board rejected Carbyne’s arguments and found all challenged claims of
the 138 Patent unpatentable as obvious over the cited prior art. See Paper 26 (FWD).
The Board found that a person of ordinary skill would have been motivated to
combine the social engineering attack prevention teachings of Kesanupalli with the
hardware-based wiping feature of Brown and Challener’s hardware-based TPM (or
restricted interface), reasoning that these features would provide additional
protection for sensitive data, such as biometrics and credentials, in the event the
device was lost or stolen. /d. at 46 (““Challener’s TPM restricted interface provides
security improvements to Kesanupalli”) id. at 30-31 (“Although it does not appear
that Brown’s wiping feature would have provided any benefit for thwarting social
engineering attacks. . . Kesanupalli’s disclosed system still would benefit from
inclusion of Brown’s wiping feature, i.e., reducing the risk of unauthorized or
malicious access of sensitive data in case the device is lost or stolen.”).

The Board also disagreed with Carbyne’s reliance on the actual choices of the
inventors like Ramesh Kesanupalli, noting that obviousness is determined from the
perspective of a hypothetical person of ordinary skill, not the subjective decisions of
any particular inventor. Paper 26 (FWD) at 32. While acknowledging Carbyne’s
arguments about TPM adoption and configuration challenges, and the fact that

Kesanupalli himself was aware of TPMs (and did not include them in his disclosure

5
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that was directed to preventing social engineering attacks as opposed to physical
device security), the Board found them unpersuasive. The Board reasoned that
widespread commercial adoption is not required for a feature to be obvious and that
the benefits of enhanced security would have motivated a person of ordinary skill to
potentially incorporate TPMs or restricted interfaces, even if not universally adopted
or enabled by default. /d. at 47-49. And, even if not included by the authors of the
prior art who were aware of those hardware-based device protection features.

In conclusion, the Board found that Apple had shown by a preponderance of
the evidence that all challenged claims of the 138 Patent were unpatentable as
obvious over the cited combinations of Kesanupalli, Brown, Challener, and other
references. The Board specifically found that the additional features of wiping and
TPM or restricted interface would have been obvious enhancements to the
Kesanupalli system, regardless of whether they addressed social engineering attacks,
and even though Kesanupalli himself was aware of such hardware-based device
protections and did not include them. See generally Paper 26 (FWD).

IV. ARGUMENT

The Board’s decision should be vacated and the 138 Patent held not
unpatentable because the Board committed clear legal and factual error in its analysis
of motivation to combine the asserted prior art references.

First, the Board clearly erred by improperly shifting the burden of proof to

6
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Carbyne, the Patent Owner, to disprove the existence of a motivation to combine.
The law is clear that the Petitioner bears the burden of proving unpatentability by a
preponderance of the evidence, and this burden never shifts to the Patent Owner. By
stating that Carbyne “does not explain why” the combination would not provide the
asserted benefit, the Board erroneously required the Patent Owner to disprove the
Petitioner’s case, rather than requiring the Petitioner to affirmatively prove its
position.

Second, the Board clearly erred by failing to properly consider and weigh all
of the evidence of record, particularly the substantial evidence and expert testimony
presented by Carbyne regarding the real-world choices and design goals reflected in
the prior art. The Board’s analysis ignored or dismissed evidence showing that a
POSITA would not have been motivated to combine the references as proposed by
the Petitioner, given the actual objectives and constraints faced by practitioners at
the time—namely, prevention of social engineering attacks (phishing) and physical
device security (e.g., TPMs) are directed to different technological objectives. The
Board’s refusal to give substantial weight to what skilled artisans actually did—
including Kesanupalli’s conscious decision not to include TPM’s or device wiping—
contradicts both common sense and Federal Circuit precedent. Both recognize that
real-world evidence is highly relevant to the obviousness inquiry and helps guard

against hindsight bias.
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In sum, the Board’s final written decision is legally and factually flawed
because it (1) improperly shifted the burden of proof to Carbyne to disprove a
motivation to combine; and (2) failed to engage with critical evidence showing that
those of ordinary skill in the art would not have been motivated to combine
Kesanupalli (directed to the prevention of social engineering attacks—i.e., phishing)
with references like Brown and Challener (that are directed to physical device
security). These errors warrant vacatur of the Board’s decision. Alternatively, the
matter should be remanded for further analysis under the correct legal standard.

A.  The Board clearly erred by shifting the burden to Carbyne to prove
that a POSITA would not have combined the references.

The Board’s decision improperly placed the burden on Carbyne to disprove
the existence of a motivation to combine the asserted prior art references. This is
legal error and directly contrary to the PTAB’s established practice and Director
Review precedent. Petitioner bears the burden of proving unpatentability of the
challenged claims, and the burden of persuasion never shifts to Patent Owner.
Dynamic Drinkware, LLC v. Nat’l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir.
2015) (“Dynamic, as the petitioner, had the burden of persuasion to prove
unpatentability by a preponderance of the evidence, and this burden never shifted.”);
Ralston Purina Co. v. Far-Mar-Co, Inc., 772 F.2d 1570, 1573 (Fed. Cir. 1985) (“A

patent is presumed valid, and the burden of persuasion to the contrary is and remains
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on the party asserting invalidity.”). Petitioner must prove unpatentability by a
preponderance of the evidence. See 35 U.S.C. § 316(e); 37 C.F.R. § 42.1(d).

In the present case, the Board’s analysis stated that Carbyne failed to disprove
the petitioner’s alleged motivation to combine, rather than requiring the petitioner to
carry its burden. For example, the Board stated that “Patent Owner does not explain
why the disclosed system of Kesanupalli would not benefit in the way as explained
by Petitioner, by inclusion of Brown’s wiping feature.” Paper 26 (FWD) at 31
(emphasis added). By stating that Carbyne “does not explain why” the combination
would not provide the asserted benefit, the Board improperly places the burden on
the Carbyne to disprove the petitioner’s case, rather than requiring petitioner to
affirmatively prove the motivation to combine. This type of reasoning allows a
petitioner to meet its burden through speculation or incomplete analysis, effectively
requiring the patent owner to prove a negative or to fill in gaps in the petitioner’s
case. The proper inquiry is whether the petitioner has met its evidentiary burden; if
not, the patent owner is under no obligation to explain why the combination would
not work or would not provide the alleged benefit.

This misallocation of the burden of proof is clearly erroneous given the
speculative nature of the petitioner’s assertions regarding the motivation to combine.
See Sections Il & IV.A, infra. Rather than demonstrating with concrete evidence

why a POSITA would have found it obvious to incorporate known but disregarded
9





IPR2024-00334
U.S. Patent No. 11,514,138

features like Brown’s wiping or Challener’s TPM into Kesanupalli’s social
engineering (anti-phishing) system, the petitioner instead relied on generalized
statements about security improvements. See Sections III & IV.A, supra (Petitioner
stating, for example, that the disparate prior art references were all directed to
generic “security” improvements without distinguishing between or explaining why
Kesanupalli’s anti-phishing disclosure would be combined with Brown and
Challener that are directed to hardware-based physical device security). The Board’s
acceptance of this reasoning is questionable—like accepting that a POSITA would
combine a fire extinguisher and a burglar alarm under the guise of “personal
safety”—but by requiring Carbyne to disprove the motivation to combine, the Board
shifts the burden away from the petitioner. This undermines the established
requirement that the petitioner must provide a clear and reasoned explanation for
why a POSITA would be motivated to combine the references in the first place.

In light of the proper burden, Petitioner cannot show that a POSITA would
have been motivated to combine the references. See generally Paper 13 (PO
Response). Accordingly, the Director should vacate the finding of unpatentability.
In the alternative, the Director should vacate the opinion and remand it to the Board
for the further analysis under the correct standard.

B. The Board clearly erred in ignoring all of the teachings of the prior

art, which illustrated what actual POSITAs would have done when
presented with Petitioner’s references.

10
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The Board’s final written decision regarding motivation to combine the prior
art references is clearly erroneous because it failed to properly weigh the evidence
submitted by Carbyne. When an obviousness challenge asserts a combination of
identified prior art, the motivation-to-combine portion of the inquiry is “whether ‘a
skilled artisan would have been motivated to combine the teachings of the prior art
references to achieve the claimed invention.”” Allied Erecting & Dismantling Co. v.
Genesis Attachments, LLC, 825 F.3d 1373, 1381 (Fed. Cir. 2016) (internal citations
omitted); see also Pfizer, Inc. v. Apotex, Inc., 480 F.3d 1348, 1361 (Fed. Cir. 2007).
“The inquiry is not whether a relevant artisan would combine a first reference’s
feature with a second reference’s feature to meet requirements of the first reference
that are not requirements of the claims at issue.” Axonics, Inc. v. Medtronic, Inc., 73
F.4th 950, 957 (Fed. Cir. 2023). Rather, as the Federal Circuit has stated, “[t]he real
question is ‘why a person of ordinary skill in the art would have combined elements
from specific references in the way the claimed invention does.’” Id. at 957.

In answering that question, the Board is required to consider all evidence of
record, including evidence and arguments presented by the Patent Owner that may
undermine or contradict the Petitioner’s asserted motivation to combine. See, e.g.,
Arctic Cat Inc. v. Bombardier Recreational Prods. Inc., 876 F.3d 1350, 1363 (Fed.
Cir. 2017) (“[e]vidence suggesting reasons to combine cannot be viewed in a

vacuum apart from evidence suggesting reasons not to combine”). This obligation is

11
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rooted in both the statutory framework and Federal Circuit precedent, which make
clear that the obviousness inquiry is a fact-intensive analysis that must account for
the full context of the prior art and the perspectives of a POSITA. Pfizer, Inc. v.
Apotex, Inc., 480 F.3d 1348, 1366 (Fed. Cir. 2007) (““‘As we have said before,
‘[e]very case, particularly those raising the issue of obviousness under section 103,
must necessarily be decided upon its own facts.” . . . Undue dependence on
mechanical application of a few maxims of law, such as ‘obvious to try,” that have
no bearing on the facts certainly invites error as decisions on obviousness must be
narrowly tailored to the facts of each individual case.”); Sanofi-Synthelabo v. Apotex,
Inc., 550 F.3d 1075, 1089 (Fed. Cir. 2008) (“The determination of obviousness is
dependent on the facts of each case.”)

In this case, Carbyne presented substantial evidence and arguments that a
POSITA would not have been motivated to combine the references in the manner
proposed by Apple. Specifically, Carbyne highlighted the design goals, architectural
choices, and operational context of the Kesanupalli anti-phishing reference, arguing
that the addition of hardware-based features such as Brown’s wiping function or
Challener’s TPM would not have furthered Kesanupalli’s primary objective of
thwarting social engineering attacks. Paper 13 (PO Response) at 30 (“Petitioner,
through its lawyers and an expert more than 14 years after the filing of the references,

cannot overcome the fact that a POSITA made a conscious decision to not use a

12
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TPM or wiping since they would have no impact on curbing social engineering
attacks.”). Carbyne’s expert explained that such additions would have been
superfluous or even counterproductive, and that the real-world choices made by
Kesanupalli and the other inventors—who were themselves skilled in the art and
aware of TPM’s and device wiping—demonstrate a conscious decision not to
include these features in the Kesanupalli reference. /d. at 16.

Despite this, the Board’s decision largely dismissed or ignored this evidence,
instead focusing on the Petitioner’s assertions. See generally Paper 26 (FWD). But
the Board’s position that it should not consider what a POSITA actually did—such
as the real-world choices made by inventors like Ramesh Kesanupalli himself—is
problematic, not because those choices are definitive evidence of non-obviousness,
but because it goes against common sense as what a POSITA actually did is highly
relevant and should be weighed as part of the obviousness analysis. Apple Inc. v.
Samsung Elecs. Co., 839 F.3d 1034, 1058 (Fed. Cir. 2016) (“Common sense and
real world indicators indicate that to conclude otherwise would be to give in to
hindsight, to allow the exact ex post reasoning against which the Supreme Court
cautioned in Graham and KSR.”); KSR Int'l Co. v. Teleflex Inc., 550 U.S. 398, 421
(2007) (“Rigid preventative rules that deny fact finders recourse to common sense,
however, are neither necessary under our case law nor consistent with it.”).

The Board relies on the principle that prior art references are relevant for any

13
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ideas they may teach, regardless of the problems they explicitly address. See Paper
26 (FWD) at 30. Ignoring the actual use case of a prior art reference in a § 103
obviousness combination and using this theoretical use case as the basis for a
motivation to combine is improper hindsight bias. Apple, 839 F.3d at 1058
(“Common sense and real world indicators indicate that to conclude otherwise would
be to give in to hindsight”). Proposing potential uses of prior art references in
hindsight improperly allows broadening of obviousness combinations.

In this case, the actual conduct and decisions of skilled practitioners at the
time—what they chose to include or exclude in their designs—is extremely relevant
for what a POSITA would have actually understood at the time of the invention.
These real-world choices provide important context for understanding what would
have been obvious to a POSITA, especially when the inventors were fully aware of
the available technologies, such as TPMs or wiping features, and deliberately chose
not to incorporate them.

The actual decisions made by skilled practitioners are objective evidence of
the state of the art and the motivations, constraints, and trade-offs that were present
at the time. If a leading expert in the field like Kesanupalli himself, who was
intimately familiar with both the problem and the available solutions, did not find it
worthwhile or necessary to combine certain features, that fact should weigh heavily

in the analysis of what would have been obvious to others of ordinary skill.
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Just as the Board looks to the full scope of what a reference teaches, regardless
of the inventor’s stated goals, it should also look to the full context of what skilled
practitioners actually did or did not do. Ignoring this evidence risks an overly
abstract and artificial analysis that does not reflect the real-world environment in
which innovation occurs. The choices of actual inventors are not the end of the
inquiry, but they are a meaningful part of the evidentiary landscape and should be
weighed accordingly in the obviousness determination.

In sum, the Board’s final written decision is incorrect because it failed to
properly assess and weigh Carbyne’s evidence regarding motivation to combine. By
overlooking or minimizing real-world evidence and expert testimony that
contradicted the Petitioner’s theory, the Board did not fulfill its obligation to conduct
a thorough and balanced obviousness analysis. Real-world evidence, while not
dispositive, is a critical part of the record and must be considered in determining
whether a POSITA would have been motivated to combine the references in the
manner claimed. The Board’s failure to do so undermines the integrity of the
obviousness determination and is contrary to established law and USPTO policy.

V. CONCLUSION

Director Review i1s warranted because the Board improperly shifted the
burden of proof and failed to address substantial evidence and expert testimony
showing no motivation to combine the prior art.

15
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