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1.2

/ DATA COMMUNICATIONS 7

I'he next t ‘ , been included under exchange management,

but they seem important ately, In all communications systems,
there 1s a potential for erro e nals are distorted to some extent before
reaching their destination. Error detection and correction are required in circum-
stances where errors cannot be tolerated. This is usually the case with data process-
ing systems. For example, in transferring a file from one computer to another, it is
simply not acceptable for the contents of the file to be accidentally altered. Flow
control is required to assure that the source does not overwhelm the destination by

[ (St

sending data faster than they can be processed and absorbed.

Next are the related but distinct concepts of addressing and routing. When a
transmission facility is shared by more than two devices, a source system must indi-
cate the identity of the intended destination. The transmission system must assure
that the destination system, and only that system, receives the data. Further, the
transmission system may itself be a network through which various paths may be
taken. A specific route through this network must be chosen.

Recovery is a concept distinct from that of error correction. Recovery tech-
niques are needed in situations in which an information exchange, such as a data
base transaction or file transfer, is interrupted due to a fault somewhere in the sys-
tem. The objective is either to be able to resume activity at the point of interruption
or at least to restore the state of the systems involved to the condition prior to the
beginning of the exchange.

Message formatting has to do with an agreement between two parties as to
the form of the data to be exchanged or transmitted, such as the binary code for
characters.

Frequently, it is important to provide some measure of security in a data com-
munications system. The sender of data may wish to be assured that only the
intended receiver actually receives the data. And the receiver of data may wish to
be assured that the received data have not been altered in transit and that the data
actually come from the purported sender.

Finally, a data communications facility is a complex system that cannot cre-
ate or run itself. Network management capabilities are needed to configure the
system, monitor its status, react to failures and overloads, and plan intelligently for
future growth.

Thus, we have gone from the simple idea of data communication between
source and destination to a rather formidable list of data communications tasks. In
this book, we elaborate this list of tasks to describe and encompass the entire set of
activities that can be classified under data and computer communications.

DATA COMMUNICATIONS

Following the first two chapters, this book is organized into four parts. Part Two deals
with the must fundamental aspects of the communications function, focusing on the
transmission of signals in a reliable and efficient manner. For want of a better name,
we have given Part Two the title “Data Communications,” although that term
arguably encompasses some or even all of the topics of Parts Three through Five.
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Figure 1.2 Simplified Data Communications Model
L I

To get some flavor for the focus of Part Two, Figure 1.2 provides a NEW per-
spective on the communications model of Figure 1.1a. We trace the details of this
figure using electronic mail as an example.

Suppose that the input device and transmitter are components of a personal
computer. The user of the PC wishes to send a message m to another user. The user
activates the electronic mail package on the PC and enters the message via the key-
board (input device). The character string is briefly buffered in main memory. We
can view it as a sequence of bits (g) in memory. The personal computer is connected
to some transmission medium, such as a local network or a telephone line, by an I/O
device (transmitter), such as a local network transceiver or a modem. The input data
are transferred to the transmitter as a sequence of voltage shifts [g(#)] representing
bits on some communications bus or cable. The transmitter is connected directly to
the medium and converts the incoming stream [g(¢)] into a signal [s(¢)] suitable for
transmission; specific alternatives will be described in Chapter 5.

The transmitted signal s(¢) presented to the medium is subject to a number
of impairments, discussed in Chapter 3, before it reaches the receiver. Thus, the
received signal r(r) may differ from s(¢). The receiver will attempt to estimate the orig-
inal s(1), baseq on r(t) and its knowledge of the medium, producing a sequence of bits
g'(1). These bits are sent to the output personal computer, where they are briefly
buffered in memory as a block of bits (g"). In many cases, the destination system Wil
e usir i anaocuotmft Zte,‘error-free block' of data. These data are then
(m'") as viewed by the user will upsualle\gce’ S sc.rgen. The e s

RCREs e e convz ¢ an exact copy of the-orlglnal message ()-
is a message (m) in the form of mungsatlon_ Rt inpuiigle telephoge
the telephone into electrical signzlls of tl:"/‘av'es. T-he poUCAwanes - converted S)i
mitted without modification over the telec sdme 'trequency, The.se slgn-als 25 trand

phone line. Hence the input signal g(r)an

the transmitted signal s(¢) are identi
' 8(1) ntical. T i i i o
over the medium, so that r(t) will not be iléeelilgnal e

r(t) is converted back into a s ]
ment of signal quality. Thus, m’ i no attempt at correction or impro*®
sound message is generally ¢

omprehensible to the listener
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1.3

'A COMMUNICATION NETWORKING 9

.t key aspects of data communi-
jues for controlling the flow of data and
plexing techniques for transmission effi-

i in Part 1wo

DATA COMMUNICATION NETWORKING

It is often impractical for two communicating devices to be directly, point-to-point
connected. This is so for one (or both) of the following contingencies:

* The devices are very far apart. It would be inordinately expensive, for exam-
ple, to string a dedicated link between two devices thousands of kilometers
apart.

* There is a set of devices, each of which may require a link to many of the oth-
ers at various times. Examples are all of the telephones in the world and all of
the terminals and computers owned by a single organization. Except for the
case of a very few devices, it is impractical to provide a dedicated wire between
each pair of devices.

The solution to this problem is to attach each device to a communication
network. Figure 1.3 relates this discussion to the communications model of Figure 1.1a
and also suggests the two major categories into which communications networks
are traditionally classified: wide area networks (WANs) and local area net-
works (LANs). The distinction between the two, both in terms of technology and
application, has become somewhat blurred in recent years, but it remains a useful
way of organizing the discussion.

Wide Area Networks

Wide area networks generally cover a large geographical area, require the cross-

_ing of public right-of-ways, and rely at least in part on circuits provided by a com-

mon carrier. Typically, a WAN consists of a number of interconnected switching
nodes. A transmission from any one device is routed through these internal nodes
to the specified destination device. These nodes (including the boundary nodes)
are not concerned with the content of the data; rather, their purpose is to provide
a switching facility that will move the data from node to node until they reach their
destination.

Traditionally, WANSs have implemented using one of two technologies: circuit
switching and packet switching, More recently, frame relay and ATM networks have
assumed major roles.

Circuit Switching

In a circuit- sw1tchmgnetwork a dedicated communications path is established
between two stations through the nodes of the network. That path is a connected
sequence of physical links between nodes. On each link, a logical channel is dedi-
cated to the coghnect;ogd__Data generated by the source station are transmitted along

the dedicated path as rapidly as possible. At each node, incoming data are routed
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Samsung v. Network System Technologies - IPR 2024-00338




42

CHAPTER 2 / PROTOCOLS A

ND ARCH IITEC TURE

i .. o generally shorter than lobal

* Reduced overhead: (*nnn'cclion ldcmlllirsczl;?(]gizgjggiijyin oo 10% .
identifiers. For gamplc, in lhf: XZS p,:;)cg(m o packets D g

il lkaCHW”Cth nltlt(n/(c):r;lclcc(l):] each with a system—defined lgngth th.at
may be a number of octets. After a Iog'ical C()nnef:thn, c?llgd a'tvrﬁ[;able?r-
cuit. is established, data packets contain just a 12-bit virtua <:1r.cu1d = :

* Routing: In setting up a connection, a fixed route may be fﬂeflne . The con-
nection identifier serves to identify the route to intermediate systems, such
as packet-switching nodes, for handling future 12DA0E

* Multiplexing: We address this function in more general terms !ater.. Here we
note that an entity may wish to enjoy more than one com;ec‘qon S{rr.lultane-
ously. Thus, incoming PDUs must be identified by connection identifier.

e Use of state information: Once a connection is established, the end systems
can maintain state information relating to the connection. This enables such
functions as flow control and error control using sequence numbers. We see
examples of this with HDLC (Chapter 7) and X.25 (Chapter 10).

source and destination

Figure 2.4 shows several examples of connections. The logical connection
between router J and host B is at the network level. For example, if network 2 is a
packet-switching network using X.25, then this logical connection would be a virtual
circuit. At a higher level, many transport-level protocols, such as TCP, support log-
ical connections between users of the transport service. Thus, TCP can maintain a
connection between two ports on different systems.

Another addressing concept is that of addressing mode. Most commonly, an
address refers to a single system or port; in this case it is referred to as an individ-
ual or unicast address. 1t is also possible for an address to refer to more than one
entity or port. Such an address identifies multiple simultaneous recipients for data.
For example, a user might wish to send a memo to a number of individuals. The net-
work control center may wish to notify all users that the network is going down. An
address for multiple recipients may be broadcast, intended for all entities within a

domain,'oF .n?ulticast, intended for a specific subset of entities. Table 2.1 illustrates
the possibilities.

Multiplexing

' Bela}ted to the concept of addressing is that of multiplexing. One form of mul-
tiplexing is supported by means of multiple connections into a single system. For

Table 2.1 Addressing Modes

Destination Network Address System Address Port/SAP Address
Unicast Individual Individual Individual
' Individual Individ

Multicast Individual All R grou

All All gi(o)?lg

Individual Indivi
Broadcast Individual :lclhwdual sl

Al
All All Alli
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9.1

9 / CIRCUIT SWITCHING

00000000000
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public telephone networks and is the basis for . K
nes and using on-site circuit switches. Circuit cpu s

o Circuit switching i used 1n

-« built on leased li : : \
petWorl\SdZ‘ii:o(;ed to handle voice traffic but can also handle digitg) 4,..
ing was

although this latter use is often mefﬁcnen.t. WL
ith circuit switching, a dedicated patl? is establishe 4 L"\\L.Ln WO Stations ¢

¢ Withc ‘cation. Switching and transmission resources within the networi
::sn;:zgl;jrlthé exclusive use of the Ci.l'CL'li[ for th.c d)ura§ion of the conneg; .
The connection is transparent: Once it is established, it appears to ar

devices as if there were a direct connectlon:

¢ Several important aspects of circug-swnchmg r}etworks l?a}'e ?_l\ill}gcd dramati.
cally in the wake of the increasing co'mplexn.ty and (.hgllnh/_auon of public
telecommunications networks. Simple hlerarcl}lcal ro.utlng schemes have hee
replaced with more flexible and powerful nonh'lerarchlcal §chcmcs. 111!5 reflects
a corresponding change in the underlying archltectu.re, W.thh leads to increased
efficiency and resilience. Simple inchannel control signaling methods have beeq

replaced with more complex and higher-speed common channel signaling.
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Since the invention of the telephone, circuit switching has been the dominant tech-
nology for voice communications, and it has remained so well into the ISDN era. This
chapter begins with an introduction to the concept of a switched communications net-
work and then looks at the key characteristics of a circuit-switching network.

SWITCHING NETWORKS

For transmission of data' beyond a local area, communication is typically achieved
by transmitting data from source to destination through a network of intermediale
switching nodes; this switched network design is sometimes used to implemen!
LANs as well. The switching nodes are not concerned with the content of the dat@

rather, their purpose is to provide a switching facility that will move the data fron

_node to node until they reach their destination. Figure 9.1 illustrates a simple 1¢t

wor'TCThe end devices that wish to communicate may be referred to as stations. The
stations may be computers, terminals, telephones, or other communicating devices.
We shall refer to the switching devices whose pur’pose is to provide communication
as nodes. The nodes are connected to one another in some topology by transmisi!

!mks. Each. station attaches to a node, and the collection of nodes is referred (0%
a communications network.

——
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Figure 9.1 Simple Switching Network

The types of networks that are discussed in this and the next three chapters
are referred to as switched communication networks. Data entering the network
from a station are routed to the destination by being switched from node to node.
For example, in Figure 9.1, data from station A intended for station F are sent to
node 4. They may then be routed via nodes 5 and 6 or nodes 7 and 6 to the desti-
nation. Several observations are in order:

1. Some nodes connect only to other nodes (e.g., S and 7). Their sole task is the
internal (to the network) switching of data. Other nodes have one or more sta-
tions attached as well; in addition to their switching functions, such nodes
accept data from and deliver data to the attached stations.

2. Node-node links are usually multiplexed, using either frequency-division mul-

tiplexing (FDM) or time-division multiplexing (TDM).

3. Usually, the network is not fully connected; that is, there is not a direct link
between every possible pair of nodes. However, it is always desirable to have
more than one possible path through the network for each pair of stations.
This enhances the reliability of the network.

) .Two quite different technologies are used in wide area switched networks:
circuit switching and packet switching. These two technologies differ in the way the

; g
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10.1 / PACKET-SWITCHING PRINCIPLES 305

10.1 PACKET-SWITCHING PRINCIPLES

The long-haul circuit~swilchi1m te

lecommunicati 101 |
4 . nications ne as
to handle voice traffic, and the ¢ network was (mgmally demgned

voice. A key characteristic of Ci‘ll‘lzl\il'(:ﬂ'ty'().r traffic on these networks continues to be
VO G ire Wedicarerin s oo 1 ~A\~W11L|HI'];L nclyvorks is lhil.l resources within the

S, : -aled to a particular call. For voice connections, the resulting cir-
cuit will enjoy a hlgh percentage of utilization because, most of the time, one party
or the other is talking. However, as the circuit-switching network began to be used
increasingly for data connections, two shortcomings became apparent:

* In a typical user/host data connection (e.g., personal computer user logged

on tQ a datal?ase.servgr). much of the time the line is idle. Thus, with data con-
nectons, a circuit-switching approach is inefficient.

In a circuit-switching network, the connection provides for transmission at a
cqnstant data rate. Thus, each of the two devices that are connected must trans-
mit and receive at the same data rate as the other. This limits the utility of the
network in interconnecting a variety of host computers and workstations.

To understand how packet switching addresses these problems, let us briefly
summarize packet-switching operation. Data are transmitted in short packets. A
tvpical upper bound on packet length is 1000 octets (bytes). If a source has a longer
message to send, the message is broken up into a series of packets (Figure 10.1).
Each packet contains a portion (or all for a short message) of the user’s data plus
some control information. The control information, at a minimum, includes the
information that the network requires to be able to route the packet through the
network and deliver it to the intended destination. At each node en route, the
packet is received, stored briefly, and passed on to the next node.

Let us return to Figure 9.1, but now assume that it depicts a simple packet-
switching network. Consider a packet to be sent from station A to station E. The
packet includes control information that indicates that the intended destination is
E. The packet is sent from A to node 4. Node 4 stores the packet, determines the
next leg of the route (say 5), and queues the packet'to go out on that !1nk (the 4-5
link). When the link is available, the packet is transmitted to node 5, which forwards
the packet to node 6, and finally to E. This approach has a number of advantages

over circuit switching:

e Line efficiency is greater, because a singlf: node-to-node link can be dynami-
cally shared by many packets over time, 'he packets are q.ueur.x.i up and trans-
mitted as rapidly as possible over the link. By contrast, with cireuit sw1t_cl.n.ng,
time on a node-to-node link is prealloczflcd using S){nchronous tlme-dlylslon
multiplexing. Much of the time, such a link may be idle because a portion of

its time is dedicated to a connection that is idle.
itchi i data-rate conversion. Two stations
gA eL-S hing network can perform .
of giaf(f:le(regngt“c/jl:t:a ragtes can exchange packets because each connects to its node

at its proper data rate.

Network System | echnologies Ex. 2010
Samsung v. Network System Technologies - IPR 2024-00338




Iw e R
7\
/

Appli(".llion‘dj!n
[’acket~switching
network

1 || - — s,
Control information
(packet h(‘nd(‘ll‘)
|

p:n‘koi

Figure 10.1 The Use of Packets

rcuit—switching network, some calls g,
blocked: that is, the network refuses to accept additlongl cqnnection requests
until the load on the network decreases. Qn a packet-switching network, pack.
ots are still accepted, but delivery delay increases. |

e Priorities can be used. Thus, if a node has a number of packets queued fo; |

transmission, it can transmit the higher—priority pac}(ets first. These packets
will therefore experience less delay than lower-priority packets.

o Ci
e When traffic becomes heavy on a

Switching Technique ]

If a station has a message to send through a packet-switching network that is of
length greater than the maximum packet size, it breaks the message up into packets
and sends these packets, one at a time, to the network. A question arises as to how
the network will handle this stream of packets as it attempts to route them through

 the network and deliver them to the intended destination. There are two approaches
that are used in contemporary networks: datagram and virtual circuit.

In the datagram approach, each packet is treatedimdﬁltly, with no ref-
erence to packets that have-gone-before. Let us consider the implication of this
approach. Supppse that station A in Figure 9.1 has a three-packet message to send
0 o ANNR e 1 <1 (02
routing decision.’PaCket 1 arriiz Cane e E" For sl pagsgtmadc muSt'ma fef‘
ward this packet to eith ¢s for delivery to E. Node 4 could plausibly 1

¢r node 5 or node 7 as the next step in the route. In this

that node. So the packets, e
low the same route, Ag 4 result, it is

even packet 1 to Sy

toEina differenrl]zgzu()e;:hufs, 1 IS0 possible that the packets will be el

figure out how (o reordercti r'om the one in which they were sent. It is UP er

the network. For example i?‘:- Alls(o, it is possible for a packet to be destro}’ﬁl :,f

its queued packets 2 Packet-switchin n mentarﬂy’a
may be lost, If thjg were to hipggg fé?;s:lls So?[(:lé packet? e

ach with the same destination address, do not all fol-

possible that packet 3 will beat packe; 2;161
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e?d)l:cpl\ltl\lll(::i:l? I\ms no way .of I'<n'0wing that one of the packets in the sequence
of > Hlastbeen lost. Again, it isup to B, toidetect the loss of a packet and fig-

e out how to recover i ' '
ure out to recover it. In this technique, each packet, treated independently
is referred to as a datagram. |

In the virtual circuit approach, a
packets are sent. For example, suppose
E. It first sends a speci
requesting a logical co
subsequent packets to

preplanned route is established before any

that A has one or more messages to send to

al COll.ll'OI packet, referred to as a Call Request packet, to 4,

nnection to E. Node 4 decides to route the request and all

DAGKS s w!nch decides to route the request and all subsequent pack-

ets to 6, which finally Qellvers the Call Request packet to E. If E is prepared to
accept the connection, it sends a Call Accept packet to 6. This packet is passed back
through nodes 5 and 4 to A. Stations A and E may now exchange data over the
roufe that has peen established. Because the route is fixed for the duration of the
logical connection, it is somewhat similar to a circuit in a circuit-switching network
and is referred to as a virtual circuit. Each packet contains a virtual circuit identi-
fier. instead of a destination address, as well as data. Each node on the preestab-
lished route knows where to direct such packets; no routing decisions are required.
Thus, every data packet from A intended for E traverses nodes 4, 5, and 6; every
data packet from E intended for A traverses nodes 6, 5, and 4. Eventually, one of
the stations terminates the connection with a Clear Request packet. At any time,
each station can have more than one virtual circuit to any other station and can have
virtual circuits to more than one station.

So the main characteristic of the virtual circuit technique is that a route
between stations is set up prior to data transfer. Note that this does not mean that
this is a dedicated path, as in circuit switching. A packet is still buffered at each
node, and queued for output over a line, while other packets on other virtual cir-
cuits may share the use of the line. The difference from the datagram approach is
that, with virtual circuits, the node need not make a routing decision for each packet.

It is made only once for all packets using that virtual circuit.

If two stations wish to exchange data over an extended period of time, there
are certain advantages to virtual circuits. First, the network may provide services
related to the virtual circuit, including sequencing and error control. Sequencing
refers ause all packets follow the same route, they arrive in the

“original order. Error control is a service that assures not only that packets arrivg in
proper sequence, but that all packets arrive correctly. For example, if a packet in a
sequence from node 4 to node 6 fails to arrive at node 6, or arrives with an error,
node 6 can request a retransmission of that packet from node 4. /%ng_ti‘lg_rg(i\fa{?tage
) is that packets should transit the network more rapidly with a virtual circuit; it 1s not

necessary to make a routing decision for each packet at each node. :
A’mﬁﬁgrﬁm approach is that the call setup phase is
avoided. Thus, if a station wishes to send only one or a few packets. datagram deliv-
ery will be quicker. Another advantage of the datagram service is that, because-it li
“more primitive, it is more flexible. For example, if congestion develops in one \garh
of the network, incoming datagrams can be routed away from the congestion. dltf
the use of virtual circuits, packets follow a predefined route, and thus it is more dif-
ficult for the network to adapt to congestion. A third advantage is that datagram

delivery is inherently more reliable. With the use of virtual circuits, if a node fails.
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ost. With datagram delivery, i ;
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ce, this reflects a historical motiy,.
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are, however, severaltprovgiers (:}f1 Private
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packet-switching networks that mak.c usergl ‘da‘tacirzillr]ntgg O bz:gg
point of view, there should be very l.lttle' (Jlffe,r;,ntpl e e e
on the use of datagrams Of virtual circuits. A datag iy
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mon in internetworks, discussed in Part Ki

sate l
ss through that node are

ckets may find .
able packet-sWi
To some degr

all virtual circuits that pa
node fails, subsequent pa

Most currently avail
cuits for their internal ope
tion to provide a network that prrcEsc ‘
as a circuit-switching network. There

ration.

Packet Size

There is a significant relationship
shown in Figure 10.2. In this examp .
station X through nodes a and b to statio

between packet size and transmission time, g
le. it is assumed that there is a virtual circuit frop
n Y. The message to be sent comprises 4)

octets, and each packet contains 3 octets of control information, Whigl} is placed at
the beginning of each packet and is referred to as a header. If the entlrf message is
sent as a single packet of 43 octets (3 octets of header plus 40 octets of data), then
the packet is first transmitted from station X to node a (Figure 10.2a). When the
entire packet is received, it can then be transmitted from a to b. When the entire
packet is received at node b, it is then transferred to station Y. Ignoring switching
time, total transmission time is 129 octet-times (43 octets X 3 packet transmissions).

Suppose now that we break the message up into two packets, each containing
20 octets of the message and, of course, 3 octets each of header, or control infor-
mation. In this case, node a can begin transmitting the first packet as soon as it has
arrived from X, without waiting for the second packet. Because of this overlap in
transmission, the total transmission time drops to 92 octet-times. By breaking the
message up into five packets, each intermediate node can begin transmission even
sooner and the savings in time is greater, with a total of 77 octet-times for trans-
mi§sion. However, this process of using more and smaller packets eventually results
in increased, rather. than r'educed, delay as illustrated in Figure 10.2d. This is because
each packet contains a fixed amount of header, and more packets mean more of
dled for a single mess.a @, 15 ot htanot & greater,When more packets are har-
extremely small packet o 7 Jever, e, shall see) intythemextiiclnigg that ¢

/ packetsize (53 octets) can result in an efficient network design-

Comparison of Circuit Switching and Packet Switching
Having looked at the internal o
a comparison of this technique
issue of performance and then

peration of packet switching, we can now retu!” t(;
With circuit switching, We first look at the impor”
eXamine other characteristics.

Performance

A simple compariso 20 ‘
o e : n of circ N | b
Ing 1s provided in Figure 1(.3. Tllilet ;WltChlng and the two forms of packet swi

: - o
1gure depicts the transmissior of 2 mess?
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* Figure 10.2 Effect of Packet Size on Transmission Frame

across four nodes, from a source station attached to node 1 to a destination station
attached to node 4. In this figure, we are concerned with three types of delay:

* Propagation delay: The time it takes a signal to propagate from one node to
_the next. This time is generally negligible. The speed gfv_g_le%tromagnetic sig-
_nals through a wire medium, for example, is typically 2 X 10° m/s.

etwork System [ echnologies EX.
Samsung v. Network System Technologies - IPR 2024-00338



s WITC G
10 / PACKET S\X/II(,IHN

310 CHAPTER (c)I)MugrunlpacketSthmng

.witching

ouit packet gwitching
itchi (b) Virtual circuit pac

(a) Circuit switching

Pmpug::llinn I‘r'<|>(~f’.‘<v<lv151 Call

Call delay delay refet

request / > packely fe
signal " ;

Call
accepl
si;rnnl

1

Call
accept
packet

Acknowledg-
ment signa
la—

|
|
|
\
4‘
£ lek link | link

| L
Nodes é @ @ é)

Figure 10.3  Event Timing for Circuit Switching and Packet Switching

‘o Tfa!psmﬁssion timg; The timg _Vi\t _t_gkes for a transmitter to send out a block of
data. For example, it takes 1 s to transmit a 10,000-bit block of data ontoa
10-kbps line. e : T
1 ¢ Node delay: The time it takes for 4 node to
. as it switches data,

perform the necessary processing

‘ For circuit switchi ; .
e O T o of ol s e s
vt 1 & A >St signal | 5
! nection to the destination. Iflheg S sent through the network, to set up a cor

: nal returns. Note that 3 B ‘fiestmation station is not busy, a Call Accepted Si&
i request; this time is Sl)u]{)r::%':s;]ng d(;alay is incurred at each node during the cal
e il at each node sett -
the return, this processine i ¢ setting up the route of oD
' After the conn -]-:‘()L%Mng 15 Ot needed becausepthe . th? Iready set UP*
“ = CClion Is set up, the message j connection 1s already Sv* 5
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_ nodes,
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cuit is established, the message is tr
phase of the operation can be no f
WOIESSEELIS 13 BEcAliss nirmeli d 0] anots
viding a constant ];-lM. oot switching is an essentially transparent process, pro-
aeling each\ n‘od ‘( 'aml rate across the network. Packet switching involves some

€ 1In the path. Worse, this delay is variable and will increase with

ansmitted in packets. It should be clear that this
aster than circuit switching, for comparable net- v

increased load,

Datagram packet switching does not require a call setup. Thus, for short mes-
sag'es,.lt will be faster than virtual circuit packet switching' and ;’)erhaps circuit
SWltChlI’.lg. However, because each individual datagram is routed independently, the
processing for each datagram at each node may be longer than for virtual Ci;CUit
packets. Thus, for long messages, the virtual circuit technique may be superior.

Flgu1‘e 1.().3 1S intended only to suggest what the relative performance of the
techniques might be; actual performance depends on a host of factors, including the

size of the network, its topology, the pattern of load, and the characteristics of typ-
ical exchanges.

Other Characteristics

. Besideg performance, there are a number of other characteristics that may be 1
cons.ldered In comparing the techniques we have been discussing. Table 10.1 sum-
marizes the most important of these. Most of these characteristics have already been {

discussed. A few additional comments follow. .'

As was mentioned, circuit switching is essentially a transparent service. Once
a connection 1s established, a constant data rate is provided to the connected sta-
tions. This is not the case with packet switching, which typically introduces variable
delay, so that data arrive in a choppy manner. Indeed, with datagram packet switch-
ing, data may arrive in a different order than they were transmitted.

An additional consequence of transparency is that there is no overhead
required to accommodate circuit switching. Once a connection is established, the
analog or digital data are passed through, as is, from source to destination. For
packet switching, analog data must be converted to digital before transmission; in
addition, each packet includes overhead bits, such as the destination address.

External and Internal Operation

One of the most important characteristics of a packet—switchipg network is whether
it uses datagrams or virtual circuits. Actually, there are two dimensions of this char-
acteristic, as illustrated in Figures 10.4 and 10.5. At the interface between a station
and a network node, a network may provide either a connectign-orlented or con-
nectionless service. With a connection-oriented servjce, a station performs a call
request to set up a logical connection to another §tat10n. All packets p.resented to
the network are identified as belonging to a particular lgglcal connection and are
numbered sequentially. The network undertakes to deliver packpts in sequence-
number order. The logical connection is usually referred to as .a v1rtue.11 c1‘rcu1t, 2.1nd
the connection-oriented service is referr.ed to as an external wrt}lal circuit service;
unfortunately, this external service is distinct from the concept of internal virtual cir-
cuit operation, as we shall see. An important example of an external virtual circuit

service is X.25, which is examined in Section 10.3.

A
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Continuous transmission of
data

Fast enough for interactive
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Datagram packet
switching

No dedicated path
Transmission of packets

Fast enough for interactive

Packets may be stored until
delivered

The path is established for
entire conversation

Route established for each

packet

Call setup delay: negligible
transmission delay

Packet transmission delay

) Switching Techi

liques

Virtual-circuit packet

switching

No dedicated path
Transmission of packets

Fast enough for interactiye

Packets stored until
delivered

Route established for entire
conversation

Call setup delay; packet
transmission delay

Busy signal if called party
busy

Sender may be notified if
packet not delivered

Sender notified of
connection denial

Overload may block call
setup; no delay for
established calls

Overload increases packet
delay

Overload may block call
setup; increases packet
delay

Electromechanical or com-
puterized switching

Small switching nodes
nodes

Small switching nodes

User responsible for
message loss protection

Network may be responsible
for individual packets

Network may be responsible
for packet sequences

Usually no speed or code
conversion

Speed and code conversion

Speed and code conversion

Fixed bandwidth

Dynamic use of bandwidth

Dynamic use of bandwidth

No overhead bits after call
setup

Overhead bits in each
packet

Overhead bits in each
packet

With connectionless

pendently, and may not deliver them i

sometimes known as

e External virtual circuit
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(a) External virtual circuit. A log

. ical connection is set up between
two stations. P,

ackets are labeled with a virtual circuit number
and a sequence number. P,

ackets arrive in sequence.

—
e

Packet-switching
network

(b) External datagram. Each packet is transmitted
independently. Packets are labeled with a destination
address and may arrive out of sequence.

Figure 10.4 External Virtual Circuit and Datagram Operation

node, if necessary, so that they are delivered to the destination station in the

proper order.

¢ External datagram, internal datagram: Each packet is treated independently
from both the user’s and the network’s point of view.

¢ External datagram, internal virtual circuit: The external user does not see any
connections, simply sending packets one at a time. 'l‘hc. network, however, sets
up a logical connection between stations for packet delivery. The ‘netwc.>r.k may
leave such connections in place for an extended period, to satisfy anticipated
future needs.

The question arises as to the choice of virtua! Sircuit.s or dz}tag.rams‘, both inter-
nally and externally. This will depend on the specmf: design objectives for the com-
munication network and the cost factors that prevail. We have already made some
comments concerning the relative merits of internal datagram versus virtual circuit
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(a) Internal virtual circuit. A route for packets between Fwo ]
stations is defined and labeled. All packets for that virtua

circuit follow the same route and arrive in the same sequence.

(b) Internal datagram. Each packet is treated independently
by the network. Packets are labeled with a destination address
and may arrive at the destination node out of sequence.

Figure 10.5 Internal Virtual Circuit and Datagram Operation

operation. With respect to external service, we can make the following observatio™
The datagram service, coupled with internal datagram operation, allows for effiC_Ie“[
use of the network; there is no call setup and no need to hold up packets whlk"‘
pack'cl ip error is retransmitted, This latter feature is desirable in some real-tim®
applications. The virtual circuit service can provide end-to-end sequencing and ?rror
control. This service is attractive for supporting connection-oriented applicaUO"S'

o % . I-
such as file transfer and re ' ; : ircuit °
and remote terminal access. In practice, the virtual Gice

o : .
vice is mpch more gommpn than the datagram service. The reliability and cofe\ﬁ[S
nience of a connection-oriented service is seen a

: , s more attractive than the
of the datagram service, g
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3.7 BRIDGES

In virtu.ally.all cases, the.re is a need to expand beyond the confines of a single LAN,
to provide interconnection to other LANSs and to wide area networks. Two general
approaches are used for this purpose: bridges and routers. The bridge is the ;implcr
of the two devices and provides a means of interconnecting similar LANSs. The router
is amore general-purpose device, capable of interconnec;ing a variety of LANs and
WANs. We explore bridges in this section and look at routers in Part Five.

The bridge is designed for use between local area networks (LANs) that use
identical protocols for the physical and link layers (e.g., all conforming to IEEE
802.3). Because the devices all use the same protocols, the amount of ;)roccssimz
required at the bridge is minimal. More sophisticated bridges are capable of mapi
ping from one MAC format to another (e.g., to interconnect an Ethernet and a
token ring LAN).

Because the bridge is used in a situation in which all the LANs have the same
characteristics, the reader may ask, why not simply have one large LAN? Depend-
ing on circumstance, there are several reasons for the use of multiple LANs con-
nected by bridges:

o Reliability: The danger in connecting all data processing devices in an organi-
zation to one network is that a fault on the network may disable communica-
tion for all devices. By using bridges, the network can be partitioned into
self-contained units.

o Performance: In general, performance on a LAN declines with an increase in
the number of devices or the length of the wire. A number of smaller LANs
will often give improved performance if devices can be clustered so that
intranetwork traffic significantly exceeds internetwork traffic.

o Security: The establishment of multiple LANs may improve security of com-
munications. It is desirable to keep different types of traffic (e.g., accounting,
personnel, strategic planning) that have different security needs on physically
separate media. At the same time, the different types of users with different
levels of security need to communicate through controlled and monitored
mechanisms. :

» Geography: Clearly, two separate LANs are needed to support device.s c.lus-
tered in two geographically distant locations. Even in the case of two l?uxldlpgs
separated by a highway, it may be far easier to use a microwave bridge link
than to attempt to string coaxial cable between the two buildings.

Functions of a Bridge

Figure 13.14 illustrates the action of a bridge connecting two LANs, A and B, using
the same MAC protocol. In this example, a single bridge CHAEIES (O beiin IL/ANG;
frequently, the bridge function is performed by two “half-bridges,” one on cach
LAN. The functions of the bridge are few and simple:

s Read all frames transmitted on A and accept those addressed to any station on B.

* Using the medium access control protoc
* Do the same for B-to-A traffic.

ol for B, retransmit each frame on B.

etwork System Technologies EX.
Samsung v. Network System Technologies - IPR 2024-00338



458 CHAPTER 13 / LAN TECHNOLOGY

LAN A

Frames with

addresses 11 through

20 are accepted anq
repeated on LAN

Station 1 Station 2 Station 10

Frames with
addresses 1 through
10 are accepted and
repeated on LAN A

LAN B

[} o °
Station 11 Station 12 Station 20

Figure 13.14 Bridge Operation

Several design aspects of a bridge are worth highlighting:

e The bridge makes no modification to the content or format of the frames it
receives, nor does it encapsulate them with an additional header. Each frame
to be transferred is simply copied from one LAN and repeated with exactly
the same bit pattern as the other LAN. Because the two LANs use the same
LAN protocols, it is permissible to do this.

e The bridge should contain enough buffer space to meet peak demands. Overa
short period of time, frames may arrive&ster than they can be retransmitted.

e The bridge must contain addressing and routing intelligence. At a minimum,
the bridge must know which addresses are on each network to know which
frames to pass. Further, there may be more than two LANs interconnected
by a number of bridges. In that case, a frame may have to be routed through
several bridges in its journey from source to destination.

e A bridge may connect more than two LANS.

In summary, the bridge provides an extension to the LAN that requires N0
modification to the communications software in the stations attached to the LANSs.
It appears to all stations on the two (or more) LANSs that there is a single LAN on
which each station has a unique address. The station uses that unique address and
need not explicitly discriminate between stations on the same LAN and stations Ol
other LANs; the bridge takes care of that.
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Bridge Protocol Architecture

The IEEE 802.1D Sp.ClelCZIliOH defines the protocol architecture for MAC bridges.
within the 802 arc.lmecture, the endpoint or station address is designated at the
1 MAC level.. Thus, it is at th.e MAC level that a bridge can function. Figure 13.15
shows the simplest case, which consists of two LANs connected by a single bridge.
The LANs employ the same MAC and LLC protocols. The bridge operates as pre-
viously described. A MAC frame whose destination is not on the immediate LAN
is captured by the bridge, buffered briefly, and then transmitted on the other LAN.
As far as the LLC layer is concerned, there is a dialogue between peer LLC entities
in the two endpoint stations. The bridge need not contain an LLC layer because it
is merely serving to relay the MAC frames.

Figure 13.15b indicates the way in which data are encapsulated using a bridge.
Data are provided by some user to LLC. The LLC entity appends a header and
passes the resulting data unit to the MAC entity, which appends a header and a
trailer to form a MAC frame. On the basis of the destination MAC address in the
frame, it is captured by the bridge. The bridge does not strip off the MAC fields; its
function is to relay the MAC frame intact to the destination LAN. Thus, the frame
is deposited on the destination LAN and captured by the destination station.

The concept of a MAC relay bridge is not limited to the use of a single bridge
to connect two nearby LANs. If the LANs are some distance apart, then they can
be connected by two bridges that are in turn connected by a communications facil-
ity. The intervening communications facility can be a network, such as a wide area
packet-switching network, or a point-to-point link. In such cases, when a bridge cap-
tures a MAC frame, it must encapsulate the frame in the appropriate packaging and

t

User
c - | 4 LLC
/ 1
5 LLC ! 3 g
- - MAC ; : - MAC . y .

Physical - LAN Physical | Physical LAN Physical
A
(a) Architecture
|
i
1, 17 mC-HI User Data

) 3, 14, 15, fg [MAC-H[LLC-H| UserData [MAC-T|
|
: (b) Operation

Figure 13.15 Connection of Two LANs by a Bridge

etwork System Technologies EX.
Samsung v. Network System Technologies - IPR 2024-00338



—-———-——*

460 CHAPIER 13 / LAN TECHNOLOGY

transmit it over the communications facility to a target bridg.e.' The target bridge
strips off these extra fields and transmits the original, unmodified MAC frame {,
the destination station.

Fixed Routing

There is a trend within many organizations to an increasing number of LANSs inter-
connected by bridges. As the number of LANs grows, it becomes important tq
provide alternate paths between LANS via bridges for load balancing and reconfig-
uration in response to failure. Thus, many organizations will find that static,
preconfigured routing tables are inadequate and that some sort of dynamic routing
is needed.

Consider the configuration of Figure 13.16. Suppose that station 1 transmits a
frame on LAN A intended for station 6. The frame will be read by bridges 101, 102,
and 107. For each bridge, the addressed station is not on a LAN to which the bridge
is attached. Therefore, each bridge must make a decision whether or not to re-

Station 3

-

Station 1

LAN A

LAN G

-]
Station 4 Station 5 Station 6 Station 7

Figure 13.16  Configuration of Bridges and LANs, with Alternate
Routes
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[ran§n1llt_ thelf][z::?e 8 11513911161' LAN, in order to move it closer to its intended
de§11na 1ion. In this case, bridge ?02 should repeat the frame on LAN C, whereas
bridges 101 and 107 should refrain from retransmitting the frame. O he f

has been transmitted on LAN C. it will be . SRl 0 DT

W decide wi Will be picked up by both bridges 105 and 106.
ﬁ)gsa;rlll,oucld retmnsmitl“i:e\\;rl:[lher or not to forward_ lhg frame. Iq this case, bridg.e

] . me on LAN F, where it will be received by the desti-
nation, station 6.

Thus we see that, in the general case, the bridge must be equipped with a rout-
ing capability. Wh.c-:n a bridge receives a frame, it must decide whether or not to for-
ward it. If the brldge is attached to two or more networks, then it must decide
whethe'r or not to forward the frame and, if so, on which LLAN the frame should be
transmitted.

The routing decision may not always be a simple one. Figure 13.16 also shows
that t-here are two routes betwc.:en LAN A and LAN E. Such redundancy provides
for hlghe'r overal.l internet availability and creates the possibility for load balanc-
ing. In this case, if station 1 transmits a frame on LAN A intended for station S on
LAN E, then either bridge 101 or bridge 107 could forward the frame. It would
appear preferable for bridge 107 to forward the frame, since it will involve only one
hop, whereas if the frame travels through bridge 101, it must suffer two hops.
Another consideration is that there may be changes in the configuration. For exam-
ple, bridge 107 may fail, in which case subsequent frames from station 1 to station
Sshould go through bridge 101. So we can say that the routing capability must take
into account the topology of the internet configuration and may need to be dynam-
ically altered.

A variety of routing strategies have been proposed and implemented in recent
years. The simplest and most common strategy is fixed routing. This strategy is suit-
able for small internets and for internets that are relatively stable. In addition, two
groups within the IEEE 802 committee have developed specifications for routing
strategies. The IEEE 802.1 group has issued a standard for routing based on the use
of a spanning tree algorithm. The token ring committee, IEEE 802.5, has issued its
own specification, referred to as source routing. In the remainder of this section, we
look at fixed routing and the spanning tree algorithm, which is the most commonly
used bridge routing algorithm.

For fixed routing, a route is selected for each source—destination pair of LANs
in the configuration. If alternate routes are available between two LANS, then typ-
ically the route with the least number of hops is selected. The routes are fixed, or at
least only change when there is a change in the topology of the internet.

The strategy for developing a fixed routing configuration for bridges is similar
to that employed in a packet-switching network (Figure 10.7). A central routing

matrix is created, to be stored perhaps at a network control center. The matrix
shows, for each source-destination pair of LANs, the identity of the first bridge on
the route. So, for example, the route from LAN E to LAN F begins by going
through bridge 107 to LAN A. Again consulting the matrix, the route from LAN A
to LAN F goes through bridge 102 to LAN C. Finally, the route from LAN C to
LAN F is directly through bridge 105. Thus the complete route from LAN E
to LAN F is bridge 107, LAN A, bridge 102, LAN C, bridge 105.
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From this overall matrix, routing tables can be dcvglopgd and stored at each
bridge. Each bridge needs one table for each LAN to whlch. it attaches. The infor.
malilm for each table is derived from a single row of the matrix. For example, bridge
105 has two tables, one for frames arriving from LAN C.anq one for frames arrjy-
ing from LAN E. The table shows, for each possible destination MAC address, the
identity of the LAN to which the bridge should forward the frame.

Once the directories have been established, routing is a simple matter, A
bridge copies each incoming frame on each of its LANs. If thg destination MAC
address corresponds to an entry in its routing table, the frame is retransmitted op
the appropriate LAN. : ]

The fixed routing strategy is widely used in commercnglly available products,
It requires that a network manager manually load the data mtq the routing tables,
It has the advantage of simplicity and minimal processing requirements. However,
in a complex internet, in which bridges may be dynamically added and in which fajl-
ures must be allowed for, this strategy is too limited.

The Spanning Tree Approach

The spanning tree approach is a mechanism in which bridges automatically develop
a routing table and update that table in response to changing topology. The algo-
rithm consists of three mechanisms: frame forwarding, address learning, and loop
resolution.

Frame Forwarding

In this scheme, a bridge maintains a forwarding database for each port
attached to a LAN. The database indicates the station addresses for which frames
should be forwarded through that port. We can interpret this in the following fash-
ion. For each port, a list of stations is maintained. A station is on the listif it is on the
“same side” of the bridge as the port. For example, for bridge 102 of Figure 13.16,
stations on LANs C, F, and G are on the same side of the bridge as the LAN C port,
and stations on LANs A, B, D, and E are on the same side of the bridge as the LAN
A port. When a frame is received on any port, the bridge must decide whether that
frame is to be forwarded through the bridge and out through one of the bridge’s
other ports. Suppose that a bridge receives a MAC frame on port x. The following
rules are applied:

1. Search the forwarding database to determine if the MAC address is listed for
any port except port x.

2. If the destination MAC address is not found, forward frame out all ports
except the one from which is was received. This is part of the learning process
described subsequently.

3. If the destination address is in the forwarding database for some port y, then
determine whether port y is in a blocking or forwarding state. For reasons
explained later, a port may sometimes be blocked, which prevents it from
receiving or transmitting frames.

4. If port y is not blocked, transmit the frame through port y onto the LAN to
which that port attaches.
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Address Learning

The preceding scheme assumes that the bridge is already equipped with a for-
warding database that indicates the direction, from the bridge, of each destination
station. This information can be preloaded into the bridge, as in fixed routing. How-
ever, an effective automatic mechanism for learning the direction of each station is
desirable. A simple scheme for acquiring this information is based on the use of the
source address field in each MAC frame.

The strategy is this. When a frame arrives on a particular port, it clearly has
come from the direction of the incoming LAN. The source address field of the frame
indicates the source station. Thus, a bridge can update its forwarding database for
that port on the basis of the source address field of each incoming frame. To allow
for changes in topology, each element in the database is equipped with a timer.
When a new element is added to the database, its timer is set. If the timer expires,
then the element is eliminated from the database, since the corresponding direction
information may no longer be valid. Each time a frame is received, its source
address is checked against the database. If the element is already in the database,
the entry is updated (the direction may have changed) and the timer is reset. If the
element is not in the database, a new entry is created, with its own timer.

Spanning Tree Algorithm

The address learning mechanism described previously is effective if the topol-
ogy of the internet is a tree; that is, if there are no alternate routes in the network.
The existence of alternate routes means that there is a closed loop. For example in
Figure 13.16, the following is a closed loop: LAN A, bridge 101, LAN B, bridge 104,
LAN E, bridge 107, LAN A.

To see the problem created by a closed loop, consider Figure 13.17. At time ¢,
station A transmits a frame addressed to station B. The frame is captured by both
bridges. Each bridge updates its database to indicate that station A is in the direc-
tion of LAN X, and retransmits the frame on LAN Y. Say that bridge o retransmits
at time ¢; and bridge B a short time later ¢,. Thus B will receive two copies of the
frame. Furthermore, each bridge will receive the other’s transmission on LAN Y.
Note that each transmission is a frame with a source address of A and a destination
address of B. Thus each bridge will update its database to indicate that station A is
in the direction of LAN Y. Neither bridge is now capable of forwarding a frame
addressed to station A.

To overcome this problem, a simple result from graph theory is used: For any
connected graph, consisting of nodes and edges connecting pairs of nodes, there is
a spanning tree of edges that maintains the connectivity of the graph but contains
no closed loops. In terms of internets, each LAN corresponds to a graph node, and
each bridge corresponds to a graph edge. Thus, in Figure 13.16, the removal of one
(and only one) of bridges 107, 101, and 104, results in a spanning tree. What is
desired is to develop a simple algorithm by which the bridges of the internet can
exchange sufficient information to automatically (without user intervention) derive
a spanning tree. The algorithm must be dynamic. That is, when a topology change
occurs, the bridges must be able to discover this fact and automatically derive a new

Spanning tree.
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Station B

Station A

Figure 13.17 Loop of Bridges

The spanning tree algorithm developed by IEEE 802.1, as the name suggests,
is able to develop such a spanning tree. All that is required is that each bridge be
assigned a unique identifier and that costs be assigned to each bridge port. In the
absence of any special considerations, all costs could be set equal; this produce a
minimum-hop tree. The algorithm involves a brief exchange of messages among all
of the bridges to discover the minimum-cost spanning tree. Whenever there is a
change in topology, the bridges automatically recalculate the spanning tree.

13.8 RECOMMENDED READING AND WEB SITES

The literature on LANs and MANS is vast. The material in this chapter is covered in much
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[PAHLY5] and [BANTY4] are excellent survey articles on wireless LANS. [KAHNgﬂ
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