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NODE 12S 

(57) ABSTRACT 
An adaptive packet mechanism and method for optimizing 
data packet transmission through a network connection 
between a Sending node and a receiving node. Current 
network conditions in the connection are periodically deter 
mined wherein the network conditions pertain to the latency 
and jitter of packet transmission between the Sending node 
and receiving node. The measurements of latency and jitter 
are used to determine an optimum packet Size and an 
optimum inter-packet interval for transmission of packet 
data between the Sending node and the receiving node and 
are used in the transmission of data packets from the Sending 
node to the receiving node. Network conditions may be 
determined by transmission of monitor or data packets and 
may be determined at either or both of the sending or 
receiving nodes and the optimum packet Size and inter 
packet interval are determined by a fuzzy logic analyzer, a 
neural network analyzer or a combined fuzzy logic/neural 
network analyzer. 
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Test Schedule Script File 38 

Header Name Description 

| 
Net Condition Records tests of 1028 bytes packet transmission at a 

specified inter-packet delay. 
Data Transfer Records test of packets with a forced payload size or 

forced packet count at a specified inter-packet delay, 
UDP UDP protocol provides minimal transmission delay 

because it excludes the connection setup process, flow 
control and retransmission - no error checking 
performance. 

Send IP Address T Sender's IP address 
-1 Negative number indicates IP stack chooses the 

sending port 
Send Embed 

F 
Recv Mode 

Recy Data Transfer receive mode -- data is transmitted one 
WaW. 

Rec IP Address Receiver's IP address 
Recy IP Port 555 Net Condition test port ID 
R 5552 Data Transfer test port ID 
Recw Embed Padding 
Offset Sec 
Force Payload 
Size 28 Net Condition test packet sizes 

10-400 Data Transfer test packet sizes 

TestType 

IP Protocol 

Padding 

Net Condition receive mode - test always functions in 
a loop 

Force Packet 
Count Data Transfer test packet breakdown 
Inter-packet Inter-packet delay for Net Condition and Data 
Delay ms arbitra Transfer tests are determined by TSSF. 
Loop and Restart Net Condition Yes - data transfer is constantly repeated 

Data Transfer No - data transfer is not repeated 

FIG. 6B 
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NETWORK CONDITION RECORD 40R 

44A - packet number - the number of packets that were sent for the whole data 
44B - payload - the size of a sent packet in bytes 
44C - total bytes - the total aggregate bytes of the combined payloads that represent the total data 
44D - Interpacketdelay ms - the time spacing of packets sent (in ms) 
44E - elapsedtime sec - the duration the listener ran 
44F - packetsIN - the # of packets received IN by listener per TRANSFER 
44G - packetsOUT - the # of packets sent OUT by listener per TRANSFER 
44H - bytes N - the bytes received in per transfer 
44 bytesOUT - the bytes sent out per transfer 
44G - bytes.IN/sec - the rate of bytes 
44H - bytes.OUT/sec - the rate of bytes OUT 
44 - packetsIN/sec - the rate of packects IN 
44J - packetsOUT/sec - the rate of packets OUT 
44K - numreads - the number of attempted reads from socket 
44L - nunreadsblocked - the number of reads to socket having nothing to read 
44M - numkrnlreaderrs - the number of read errors (e.g. MAC layer failure, 

helpful to show wireless network blackout conditions) 
44N - numwrites - the number of attempted writes to socket 
44O - numwritesblocked - the number of writes to socket unable to send out (shows 
that network is clogged; IP stack unable to accept more) 
44P - numkernelwriteerros - the number of write errors (see note on MAC layer) 
44Q - numkernel unspecifiederrors - the number of unknown errors 
44R - jitter avg sec - the avgjitter 
44S- jitter max sec - the max jitter 
44T - jitter min sec - the minjitter 
44U - packet loss - packets not received (the packet loss) 
44V - % loss - percentage of loss out of total 
44W - pass sequence - # of packets in sequence (by checking the incremental 
sequence ID on each packet. Next packet ID is current 
ID + 1) 
44X - fail sequence - # of packets not in precise sequence 
44Y- % out of sequence - percentage of packets out of sequence out of total 
net condition 2-way delay average - the two-way, round trip packet delay 
as measured in seconds, to microsecond precision. The average value across all packets received 
during the specific data transfer and its time frame. 
44Z - net condition 2-way delay max - the max of the delay value for the network condition 
44AA-net condition 2-way delay min - the min of the delay value for the network condition 
44AB-net condition jitter avg sec - the average jitter for the network condition 
44AC-trendupordown - the change of the delay during the test 
(+ means the delay was increasing during the test, - means 
it was decreasing 
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ADAPTIVE CONTROL OF DATA PACKET SIZE IN 
NETWORKS 

FIELD OF THE INVENTION 

0001. The present invention is directed to a method and 
System for transmission of data through a network and, in 
particular, to a method and System for the transmission of 
data through a network wherein data packet Size is adapted 
to network conditions to enhance the data transmission rate 
to meet predetermined requirements of data transmission. 

BACKGROUND OF THE INVENTION 

0002 Networks have long been commonly used to com 
municate information of all forms between various computer 
Systems, Such as program code and data, including audio, 
graphic and Video or graphic information. As a result, 
computer Systems and communications Systems have 
evolved together, each influencing the other and each evolv 
ing to address methods and problems presented by the other. 
0.003 For example, telephone networks, long being in 
existence as a widely available means of communicating 
information from one point to another when computers were 
first developed, were one of the first forms of network used 
for communication between computer Systems. The inherent 
characteristics of the original telephone networks thereby, as 
a consequence, defined the original computer communica 
tion methods and technologies. AS is well known and 
understood, telephone networks allow communication of 
audio data, or more broadly audio signals, between two or 
more users by establishing a dedicated communication cir 
cuit or “channel” between the users through one or more 
central Switching Systems. AS is also well known and 
understood, information in a computer System is Structured 
as units or packets of multiple bits or bytes of predetermined 
Size and, as a consequence, various methods and Signal 
formats were developed to communicate digital information 
packets through the telephone networkS. 
0004. The essential nature of the original telephone net 
WorkS is Such that a channel, once established, is dedicated 
exclusively to a single information exchange, whether the 
information is a conversation between user's or digital 
information being communicated between one computer 
and another. Dedicated channels are advantageous in that the 
entire bandwidth of the channel is available for a given 
information eXchange and in that any transmission delayS 
from an information Source to an information recipient are 
purely a function of the direct transmission Speed through 
the channel. Since dedicated channel transmission Speed 
does not significantly vary over time or with the information 
transmission load, dedicated channels are capable of pro 
Viding "isochronous transmission. A significant disadvan 
tage of dedicated channels, however, is that dedicated chan 
nels preempt Significant bandwidth of the communications 
network. That is, the complete bandwidth of a channel is and 
remains available and dedicated to a given link between 
computer Systems, even when the information exchange 
does not require the full bandwidth of the channel and even 
when no information is being transmitted. 
0005 For the above reasons, dedicated channels have 
been inadequate to meet the needs of intercomputer com 
munication as information exchange between computer Sys 
tems has become more common and widespread. AS a 
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consequence, telephone Systems and computer communica 
tion methods have evolved to meet to the increased demand 
for information eXchange between computers, and have 
generally evolved in conjunction to meet common needs, in 
particular the transmission of data, and to make advanta 
geous use of jointly developing technologies. 
0006 For example, various forms of networks have been 
developed that are dedicated to or Specifically adapted to 
communication between computers. NetworkS Specifically 
oriented to intercomputer communications typically provide 
individual computers shared access to a common commu 
nication backbone having relatively broadbandwidth, Such 
as fiber optic cables or coaxial or twisted pair cable. The 
individual networked computers, commonly referred to as 
"nodes', are typically granted access to the complete band 
width of the backbone for the transmission of each infor 
mation packet for a period, and when a transmitting com 
puter completes transmission of a packet the backbone is 
made immediately available for the other computers or 
nodes connected to the network. Each computer thereby has 
access to the full bandwidth of the network, but only during 
the actual transmission of a packet, So that many computers 
may efficiently share the common “backbone'. A typical 
example of Such a computer network is a personal computer 
(“PC”) network as PCs are used for a wide range of 
applications requiring the PCs to communicate with each 
other over a computer network. Typical computer networks 
connecting PCs, as well as other computers, nodes and 
related devices and Systems, include local area networks 
(“LANs”) interconnecting PCs located in relatively close 
proximity and wide area networks (“WANs”), which are 
typically comprised of a network of Separate LANS and 
provide communications over wider areas. The “Web”, for 
example, is a very extensive WAN interconnecting LANS as 
well as PCs, larger computers, nodes and related devices. 
0007 Telephone networks in various forms, however, 
remain the most common method for interconnection and 
communication between computers. For example, telephone 
networks are frequently employed as a WANS linking indi 
vidual computers or LANs and the World Wide Web is 
primarily based upon telephone networkS. Many telephone 
Systems are presently implemented with broadband chan 
nels, Such as fiber optic lines, to provide increased numbers 
of channels or increased channel bandwidths for the trans 
mission of computer data and digitized Voice Signals. AS a 
consequence, there have been extensive efforts to establish 
interface Standards, methods and technologies for the faster 
and more efficient transmission of digital information pack 
ets through the various implementations of telephone net 
WorkS. For example, many telephone Systems are now 
implemented using computer network technologies, Such as 
broadband backbones, and many telephone networks also 
digitize audio information, that is, Voice Signals, into digital 
data packets analogous to computer data packets. The adap 
tation of computer network technologies to telephone net 
Works thereby allows Voice information to be communicated 
in a manner analogous to computer information packets by 
concurrent communication of multiple channels on a Single 
line and the routing of digitized voice packets through 
multiple paths. The adaptation of computer originated tech 
nology and methods to telephone Systems and Voice com 
munications thereby allow telephone networks to carry both 
Voice information and computer information with equal 
facility. The consequences of Such developments in tele 
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phone Systems may be seen, for example, in the implemen 
tation and rapid expansion of Work Wide Web communica 
tions between computers, which is primarily implemented 
through the telephone networkS. 
0008. The development of the hardware technologies of 
telephone networks and of computer Specific networks has 
been paralleled by the development of Standards and proto 
cols for the more efficient transmission of data packets 
through computer networks. In this regard, the heart of any 
computer network, whether based upon a telephone network 
or implemented as a network dedicated to or Specifically 
adapted to communication between computers, is a commu 
nication protocol wherein a communications protocol is a Set 
of conventions or rules that govern the transfer of data 
between computer devices. The simplest protocols define 
only a hardware configuration, while more complex proto 
cols define timing, data formats, error detection and correc 
tion techniques and Software structures. Virtually all forms 
of computer networks commonly employ multiple layers of 
protocols wherein each layer of the protocols defines and 
controls a corresponding level of operations in the commu 
nication between computers through the network. For 
example, the physical protocol layer typically define and 
control the lowest level of operations and will commonly 
include a low-level physical or device layer protocol that 
assures the transmission and reception of a data Stream 
between two devices, while a higher level data link protocol 
layer defines and manages the construction and transmission 
of data packets. Network and transport layer protocols, Such 
as the Transmission Control Protocol/Internet Protocol 
(“TCP/IP”), operate a higher levels than the physical layer 
protocols, and in turn govern the transmission of data 
through the network itself, thereby ensuring the reliable 
end-to end delivery of the data packets defined at the lower 
levels. 

0009. There are presently a range of industry standard 
protocols for the efficient transmission of data through both 
computer Specific networks and telephone networks, most of 
which are based upon the packet transmission of data. 
Examples of existing Standards and protocols for the trans 
mission of computer data through networks, including tele 
phone networks and computer Specific networks, include the 
Integrated Services Digital Network (“ISDN”), which stan 
dardizes connection interfaces, transmission protocols and 
Services to create a unified digital circuit-Switching network. 
A further example is Broadband ISDN (“BISDN”) which, 
unlike ISDN which is a digital network standard, uses packet 
relay, or Asynchronous Transfer Mode ("ATM"), as a trans 
mission Standard, particularly for transmission over broad 
band “backbones”. ATM is primarily a connection-oriented 
technique that can transport both connection and connec 
tionless-oriented Services at either a constant bit rate or a 
variable bit rate. ATM provides bandwidth on demand and 
handles all traffic types through fast-packet Switching tech 
niques that reduce the processing of protocols and uses 
Statistical multiplexing to control transmission through the 
network. 

0010. It has long been commonly recognized and under 
stood, however, that a primary limitation upon the commu 
nication of data through networks is that the bandwidth 
resources available in any network are limited. Other, related 
problems include network latency and jitter, which are 
delays in end-to-end data transmissions arising from a 
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variety of causes. The “latency” of a network includes the 
inherent delay times through the elements of the network, 
Such as through the cables or lines, the Switching routers and 
the communications processes or protocols being executed 
at each end of the connection. Although the latency of a 
network tends to be relatively constant for a given connec 
tion, latency may vary from connection to connection, 
depending upon the particular route taken through a network 
by a given connection and upon the traffic load of the 
network or in the route defined for the connection. The 
latency of a network effects the overall efficiency and 
effective bandwidth or capacity of a network by imposing a 
practical limit on the rate at which data, and in particular 
packet data, can be communicated through the network, 
particularly Since many protocols require an acknowledg 
ment of each packet before a next packet is transmitted. 
"Jitter', in turn, may be defined as change in network latency 
as a function of time. Jitter is typically unpredictable and 
may arise from a number of causes, but most frequently 
results from variations in the traffic load along the route 
taken by a connection through a network. AS Such, the 
"jitter of a network connection may vary Significantly from 
packet to packet and even more So in Systems that allow 
independent routing of individual packets. Jitter also effects 
the overall efficiency and effective bandwidth or capacity of 
a network by imposing a practical limit on the rate at which 
data can be communicated through the network, and has 
particularly adverse effects in asynchronous networks, Such 
as many computer networks and networks employing, for 
example, the ATM protocol. 

0011. It has long been understood that efficient bandwidth 
and traffic management is essential to obtain full advantage 
of the bandwidth and capacity of a network and Significant 
efforts have been made in designing traffic flow and con 
gestion control processes, bandwidth management mecha 
nisms and routing algorithms to manage available network 
bandwidth and capacity. The goal of Such developments has 
been a network that is able to transmit a useful level of traffic 
that is directly proportional to the traffic offered to the 
network up to the maximum transmission capacity of the 
network, and thereafter to continue to operate at the maxi 
mum network capacity regardless of the imposed traffic 
load. The actual performance achieved in networks falls far 
Short of these goals, however, for reasons pertaining to 
practical constraints in implementing networks and arising 
from limitations inherent in the methods presently used to 
manage networkS. 
0012 For example, the simplest method for obtaining 
Satisfactory performance in a network is to oversize the 
equipment, that is, the number and capacity of the channels 
and the traffic capacity of the routing Switches, So that in all 
anticipated operating conditions the network will be oper 
ating in a Zone that is well distant from congested levels or 
Zones of operation. This method, however, is generally 
unsatisfactory because of cost and because the traffic 
demands on networks historically increaseS rapidly over 
time to exceed the anticipated maximum loads on the 
networks, thus resulting in eventual congestion regardless of 
the initial capacity of a network. 
0013 The preferred methods for obtaining satisfactory 
performance in networks have thereby focused on traffic 
management methods for managing and controlling the 
traffic load and flow in a network, mechanisms for allocating 
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network bandwidth and improvements in protocols for the 
efficient transmission of data. Traffic flow and control mea 
Sures, for example, typically include flow control for regu 
lating the packet transmission rate of a transmitting System 
to a rate compatible with the rate the receiving System can 
absorb. Load regulation mechanisms, in turn, globally limit 
the number of packets present at any time in the network to 
thereby avoid overloading the capacity of the channels and 
routing Switches while load balancing mechanisms distrib 
ute traffic over the links of the network to avoid local 
congestion. 

0.014) A traffic management system, bandwidth allocation 
mechanism or communications protocol, however, must be 
Structured to meet requirements arising from the character 
istics of network traffic which are difficult to accommodate. 
For example, network traffic is typically not well behaved, 
that is, the traffic load may vary widely and at unpredictable 
times or under unpredictable circumstances, and often 
departs Substantially from the initially assumed traffic 
parameters. If Such a departure persists, the traffic manage 
ment System must, for example, assign one or more new 
connection bandwidths to one or more connections to 
accommodate the new traffic parameters, which in turn may 
affect yet other connections and require adaptations or 
modifications of those connections, and So on. Determining 
the appropriate responses of the traffic management System 
to radical changes in traffic behavior in turn presents yet 
further problems. Typical problems are those of obtaining 
and filtering traffic load measurements to separate transient 
changes of traffic behavior from longer term changes and 
determining ranges within which the initially assumed traffic 
parameters can be maintained and outside of which new 
connection bandwidths must be requested. For example, a 
bandwidth that is too large for the actual traffic is wasteful 
of connection resources while a bandwidth that is too small 
results in excessive packet loSS. Continuous adjustments of 
channel bandwidths to meet transient conditions, however, 
absorb excessive network resources in continuous adapta 
tion to conditions that may have changed by the time the 
adaptations take effect. 

0.015. Another source of network problems arises when 
the communications protocols implemented in a given net 
work for efficient data transmission conflict with the opera 
tion of the network traffic management System. This prob 
lem arises, for example, from conflicting goals when the 
traffic manager operates to optimize the overall performance 
of the network while the protocols executed in the network 
users attempt to optimize the performance of each user of the 
network individually. For example, it has been described 
above that TCP/IP is a very commonly used protocol. 
TCP/IP, however, employs a “go back N method” for 
dealing with errors and flow control problems over a net 
work. If there is a transmission error, a packet loss, excessive 
latency in the delivery of a packet, delivery of a packet out 
of Sequence or an overflow of a receiver buffer, the protocol 
retransmits N preceding packets. The retransmission of 
packets by TCP/IP in response to problems that may arise 
from traffic congestion may thereby Significantly increase 
the traffic load congestion that the network management 
System is attempting to address. This problem may become 
particularly severe if the TCP/IP protocols of several users 
are retransmitting packets in response to data communica 
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tions problems arising from traffic congestion rather than 
from circumstances in the individual transmitters or recipi 
entS. 

0016 To illustrate the above by considering various 
mechanisms of the protocols and network management 
mechanisms of the prior art in greater detail, many protocols 
such as TCP/IP implement packet priority mechanisms to 
prevent Saturation of a network. A "leaky bucket' algorithm, 
for example, limits the number of low priority packets that 
can be transmitted in a fixed period of time when the packets 
digreSS from an original rate of transmission, So that high 
priority traffic is thereby transmitted with little or no delay. 
A leaky bucket or similar packet priority mechanism will 
thereby maintain packet transmission at acceptable levels if 
the traffic is not unreasonable and if the traffic remains 
within a reasonable range of the initial transmission param 
eters. Network traffic loads, however, are often unreasonable 
and often depart Substantially from the initial transmission 
parameters, thereby requiring other mechanisms to accom 
modate changes in the traffic loads. 

0017 For example, if a departure from the initial traffic 
parameters in a given connection persists for a significant 
length of time, a traffic control System will typically assign 
a new connection bandwidth to the connection to accom 
modate the new traffic parameters. This mechanism, how 
ever, must adapt both to radical changes in traffic behavior 
and the problem of short-lived changes in traffic behavior as 
opposed to long term changes and must determine which 
connection bandwidths would be suitable to traffic behavior 
at a given time. Too large a bandwidth would waste con 
nection resources and a too small a bandwidth would result 
in packet loSS. 

0018. The problem of determining appropriate connec 
tion bandwidths may be illustrated by consideration of the 
problems of latency, jitter and "burst' type data. That is, and 
for example, if packets are being transmitted through a 
connection with no losses and the predefined maximum 
window Size is appropriate, wherein window Size may be 
considered as connection bandwidth and the time interval 
assigned for transmission to a given System, the Steady flow 
of transmission data will bring the TCP protocol to a steady 
State. In this steady State, one new packet of data is placed 
on the network for transmission each time an acknowledg 
ment of receipt of the previous packet is received from the 
receiving end node of the connection by the Sending end 
node of the connection. The time lapse between each packet 
transmission is thereby determined by the rate at which 
acknowledgments arrive at the Sending end node. If network 
bandwidth and latency remain consistent, packets flow 
freely and few packets are lost to buffer overflows, such as 
in routers. However, and as discussed above, many networks 
are Subject to long term changes in connection bandwidth, as 
when bandwidth is reassigned due to changing traffic con 
ditions, and long and Short term variations in latency, 
including jitter due, for example, to Short term traffic con 
ditions. Variations in bandwidth requirements may also arise 
from the nature of the data being transmitted. For example, 
Video and Voice data typically appears as data “clusters' 
interspersed with large gaps. As a consequence, the Voice or 
Video data clusters are typically transmitted in "bursts' and 
as a result a protocol such as TCP/IP does not make efficient 
use of the bandwidth available between bursts. 
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0019. A traffic control system typically adapts to changes 
in traffic parameters by defining the regions of the network 
where bandwidth allocations do and do not require adjust 
ment to meet traffic needs. Bandwidth allocations are 
adjusted upward if measurements indicate the anticipated 
maximum acceptable packet loSS will be exceeded or that 
traffic on the connection will interfere with other connec 
tions sharing the transmission medium. Bandwidth require 
ment is adjusted downward if the quality of service will be 
acceptable for all users. 

0020. To determine the required bandwidth adaptations, a 
traffic control System will take measurements of the mean 
burst duration and mean bit rates and will filter the mea 
Surements to insure that a Statistically reliable number of raw 
measurements have been obtained. The minimum required 
number of raw measurements and the mean bit rate of the 
traffic will determine the time required to collect the raw 
measurements. This measurement time, in turn, may used to 
analyze Statistics of the incoming data Stream to, for 
example, a leaky bucket mechanism and to determine the 
effect of the leaky bucket on incoming traffic. This effect 
may then be used to predict how the leaky bucket is 
monitoring the transmission, and to determine packet loSS 
probability. 

0021 When traffic parameters fall outside of the accept 
able bandwidth adaptation range, a traffic control System 
will request a new connection with a different bandwidth. 
Typically, however, the adaptation mechanism requires a 
longer time to adapt to upward changes in the traffic param 
eters, that is, to increases in traffic load or Speed, due to the 
time lag in the measurement and filtration process. This, in 
turn, often results in overcompensation in upward or down 
ward network bandwidth adjustments and either inefficient 
use of network resources or degradation of data transmission 
or both. This problem further compounded in that it is 
common to have a single processor monitoring and perform 
ing traffic control functions for Several connections, So that 
the bandwidth adaptation functions are limited by inad 
equate processing capabilities. 

0022 Many protocols and network management systems 
also perform “windowing of network resources, that is, the 
allocation of transmission periods and bandwidths to SyS 
tems for communication through the network and the adjust 
ment of the windows as traffic needs change. The perfor 
mance of a TCP/IP monitored transmission, for example, 
depends heavily on the value is determined for the threshold 
for window growth, that is, the speed with which a window 
may be increased, and the maximum window size. If a 
window size is too small or the threshold is too low, the 
TCP/IP will not be able to transfer Sufficient data for 
optimum performance and, if the prescribed window Size is 
too large, TCP/IP may lose packets or network congestion 
may ensue, or both. 

0023 For example, under some conditions a current 
window Size may grow to a maximum window Size that may 
exceed the window Size optimal for the link and Such an 
oversize window may allow TCP/IP to transmit excessive 
numbers of packets. The Superfluous packets may exceed the 
optimal number of packets for the available bandwidth and 
buffer Space available at nodes between the Sending and 
receiving end nodes of the connection, thereby overloading 
the System. 
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0024 Yet other problems occurs in the handling of packet 
dropping under the TCP/IP protocol when excessive packets 
are transmitted. For example, if the slowest intermediate 
node between a Sending end node and a receiving node of a 
network connection has insufficient buffer Space to hold the 
Surplus packets, the packets will be dropped. The dropping 
of packets will result in TCP/IP initiating a time-out and the 
retransmission of packets. Depending on the version of 
TCP/IP, the protocol will either reduce the window size by 
half or restart with the original window size for each 
dropped packet. Under these conditions, this response by 
TCP/IP will initiate a repeated cycle wherein TCP/IP will 
increase the window size, Surplus packets will be transmit 
ted, a packet will be dripped due to insufficient buffer 
capacity, and the window Size will be reduced, and So on, 
which will result in a Severe reduction in packet throughput. 
0025. In the circumstance wherein the slowest interme 
diate node does have enough buffer Space to hold extra 
packets, packets will not be dropped initially. However, 
Subsequent packets will be continuously transmitted by 
other nodes on the network and the rate of transfer of packets 
will become progressively slower through the nearly Satu 
rated buffer. At some point the network will become con 
gested and the buffer will eventually no longer be able to 
Store additional packets. Packets will then be dropped, and 
the above described cycle will begin. 
0026. Yet further problems of the methods of the prior art 
arise in that the performance of protocols using windowing, 
such as TCP/IP, depend significantly upon altering window 
size. In TCP/IP, for example, the window size is set at one 
when there is no data being Sent acroSS the network and 
when packets begin to flow on the network TCP/IP starts 
increasing the window Size towards the predefined maxi 
mum. If the current window Size is near or at maximum 
when new data is transmitted, the packets will be placed on 
the network in rapid Succession until all the packets are sent, 
whereupon the window Size will be reset to one as there are 
no further packets to be transmitted. This process, however, 
may result in a number of undesired consequences. For 
example, the rapid transmission of packets when the win 
dow Size is near or at maximum comprises a "burst' of 
packets, as described above, that may be a cause for network 
congestion. As a further consequence, due to the network 
congestion resulting from Such a burst of packets, the 
packets transmitted at the end of the burst may be dropped 
because of network congestion and/or buffer overflow. In 
addition, and when data is transmitted intermittently, as in 
Successive, Separated blocks, the window Size may be reset 
to one at the end of each block of transmitted data. The 
window size will thereby start at one for each new block of 
data, so that TCP/IP is prevented from fully utilizing the 
available bandwidth 

0027 Problems may also arise from the operation of 
routers, which transfer information from network to network 
and perform conversion operations at the physical and 
network layer of protocols in doing So. In particular, the 
physical Layer 28 typically includes a media access layer 
(MAC) that specifies the maximum transmission unit 
(MTU) that can be transmitted over the physical medium 
wherein the MTU is defined and described as a maximum 
number of transmission units a network Segment is capable 
of transmitting. An MTU is thereby essentially the maxi 
mum size of data block or data unit, Sometimes referred to 
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as a Segment, that can be conveyed through the physical 
medium of the network and will depend upon the physical 
characteristics of the network, the router and the protocol. 
Because of MTU limitations, therefore, a router is often 
required to convert a packet into Small units, generally 
referred to as "fragments', in order to transfer the packet 
through a network. 

0028. In particular, MTU complications may arise during 
the transmission of a packet, often referred to as a datagram, 
through a connectionless network. In a connectionless net 
work, no connection information is assigned to a packet as 
it travels between the nodes of the network and the packet 
instead contains only information identifying the end node 
destination of the packet. AS Such, and as an intended 
consequence, each packet will typically and often travel over 
a different path of one or more networks or routes through 
one or more networks to arrive at the destination node. AS 
the datagram travels from the Sending node to the destina 
tion node, it is typically fragmented by various amounts to 
conform to the MTU of each intermediary network. Routers 
in connectionless networks, Such as the Internet, thereby 
require increased processing power to fragment large Seg 
ments into Smaller Segments, thereby increasing transmis 
Sion overhead and processing time during the transmission 
of a datagram. In addition, the destination host is required to 
expend an increased amount of processing resources and 
time to buffer a potentially large cache of Segments and to 
reassemble the Segments into the original message. These 
requirements increase the latency of the network, and jitter 
due to the different transmission times of the fragments, 
while the increased the amount of packet header information 
that must be transmitted because of fragmentation effec 
tively reduces the effective network bandwidth. 

0029. If a datagram travels over a route with an inher 
ently large MTU, it may not be necessary to fragment the 
packet. However, when fragmenting is required, it may be 
difficult to control on a connectionless network because each 
Segment may travel over a different route. Also, if a route of 
a network fails or is incorrectly configured, the network 
properties may change So that Segments may be sent over a 
route with a smaller MTU, thereby requiring more extensive 
fragmentation. As a consequence, the routing of the Seg 
ments or fragments of a datagram may become extremely 
complex, and it is difficult for a transmitting host to Select an 
appropriate datagram size that will minimize fragmentation. 
AS a result, current techniques for Selecting datagram sizes 
to reduce overall fragmentation while maintaining an opti 
mum bandwidth have not been Successful. 

0.030. In yet other methods of the prior art for network 
management, the transport LayerS 28 of certain protocols 
may use a “packet metering protocol instead of a window 
sizing protocol. AS described, window Sizing allows one 
new packet of data to be placed on the network for trans 
mission each time an acknowledgment of the receipt of a 
preceding packet is received by the Sending end node. In 
contrast, packet metering limits the rate at which packets are 
placed on the network by instructing the Sending end node 
to Send the packets at a Selected rate if the network is not 
congested. In packet metering Systems the packet metering 
rate is Set during the initial System configuration and remains 
fixed thereafter while in other Systems the metering rate is 
adapted to changing network conditions. 
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0031 Window sizing and packet metering have relative 
advantages and disadvantages. For example, when the 
packet-metering rate is Set appropriately, packet metering 
avoids the bursts resulting in window Sizing Systems from 
intermittent data transmission. Also, optimal packet meter 
ing results in the transmission of data at a rate that does not 
cause congestion or packet dropping while making optimum 
use of the available bandwidth. 

0032. In comparison, window Sizing avoids congestion 
but uses bandwidth inefficiently by reducing the window 
Size after each block of data that is transmitted. An advan 
tage of window Sizing as opposed to packet metering, 
however, is that window Sizing tends to provide better limits 
on the number of additional packets that are transmitted after 
packets are dropped by halting transmission of packets 
immediately if an expected acknowledgment is not received. 
In contrast, packet metering depends on packet rate mea 
Surements that are taken after two or more packets are sent, 
So that the mechanism responds more slowly to missing 
acknowledgments. In one packet metering System, for 
example, the rate at which packets arrive at the receiving end 
node and the rate at which they are removed from the 
receiving end node's buffer for processing is transmitted to 
the Sending end node and extra packets will continue to be 
placed on the network during the measurement and rate 
information transmission interval. 

0033. A recurring and severe problem with window siz 
ing, packet metering and Similar Systems and protocols, 
however, is that Such Systems and methods require accurate 
information regarding network parameters and careful 
choice of adaptive parameters to be effective. Many Such 
mechanisms, for example, are Statically configured with 
parameterS Such as a maximum window size, a Start widow 
growth threshold, ranges for Separating rapid Window 
growth from slower window growth, or default packet 
metering rates. Networks, however, and in particular net 
Works of any extent and especially connectionless networks 
Such as the Internet are So complex that it is extremely 
difficult to determine the optimum operating parameters for 
Such mechanisms. The problem is further compounded by 
variations and changes in network parameters, Such as traffic 
load and the changing conditions through various links or 
connections of a network. 

0034. The above discussed problems of the method and 
mechanisms of the prior art for the management and opera 
tion of networks are further compounded by more recent 
developments in network technologies and developing 
applications for networks, Such as the transmission of Video 
data. 

0035. For example, Internet applications across wireless 
networks are rapidly becoming common and are carrying 
rapidly increasing Volumes of data traffic of all forms, So that 
the reliable performance of data communications in mobile 
environments is becoming a vital issue. The methods and 
mechanisms of the prior art for managing network data 
communications, however, are essentially based upon prior 
wired network models and are often inadequate for new 
network technologies, Such as mobile, wireleSS networks 
and may often actual degrade the operation of Such net 
WorkS. 

0036) To illustrate, delays and packet losses in a wireless 
environment are often caused by problems that are not 
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related to network congestion, Such as communication 
pauses during handoffs between wireleSS cells, packet losses 
of a mobile node moves out of range of the base Stations, and 
packet losses due to transmission errors on wireleSS linkS. A 
protocol such as TCP/IP, however, may interpret such delays 
and packet losses as an indication of network congestion. AS 
described above, TCP/IP will respond to packet losses by 
assuming network congestion, retransmitting the apparent 
lost packets and initiating congestion control procedures. 
Such procedures include or may include reduction of the 
transmission window Size, restriction of the window growth 
rate, and resetting a retransmission timer to a back-off 
interval that doubles with each consecutive timeout. AS a 
consequence, and even though wireleSS networks typically 
contain mechanisms to indicate network changes Such as 
handoffs between cells, Such mechanisms often may not 
respond in time to prevent the initiation of TCP/IP network 
congestion procedures. TCP/IP will thereby frequently 
respond inappropriately to a short term wireleSS network 
problem that is particular to mobile, wireleSS networks, 
thereby degrading the network performance. 

0037. It must be noted that wireless networks are subject 
to still further problems than those resulting from node 
motion, Such as packet losses due to physical transmission 
errors, incorrect positioning of antennas, ambient noise, 
multipath interference and other factors. Again, however, 
and because the network management mechanisms and 
protocols of the prior art are essentially designed for wired 
networks, presently existing mechanisms and protocols will 
frequently respond inappropriately to problems that are 
particular to wireleSS networks or other new network tech 
nologies. 

0.038. In addition, the above discussed problems have 
inhibited and delayed the use of networks for the commu 
nication of certain types of data, commonly referred to as 
multimedia data, and in particular the communication of 
multimedia data through a telephone type network between 
computers or from computers to other types of recipients 
and. Multimedia data is commonly understood and defined 
as including all forms of data, including packeted data, 
representing digitized audio and Video Signals, Such as 
music, voice and animated graphics, that is, “movies'. The 
goal of much current development effort in these areas is, for 
example, to allow the use of a computer network to carry 
telephone type Voice communications as well as traditional 
computer data and to eventually allow the transmission and 
distribution of, for example, music, “videos” and “movies”. 

0039. In this regard, it should be noted that computer data 
is traditionally regarded as "bursty', that is, as existing in the 
form of defined blocks or units and thereby appropriate for 
transmission through a network in the form of data “pack 
ets'. This traditional view or conception of computer data 
arises, of course, from the inherent Structure of digital data 
in a digital computer into units of one or more bits, bytes and 
words. The Structure of data in a computer, however, arises 
from the internal physical Structure of the data handling 
components of a computer, that is, the registers, buffers, 
buSSes and So on of a digital computer, are physically 
designed to Store data as discrete bits. It should be noted, 
however, that data may be and often is transmitted through 
a network as an effectively continuous Stream of bits, once 
a connection is established, as well as in packets. 
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0040. In contrast, multimedia data, that is, audio and 
Video data, is often regarded or conceived as being inher 
ently “continuous” rather than “bursty'. This view of mul 
timedia data, however, is not entirely correct and to Some 
extent masks the actual problems of communicating multi 
media data through networkS. For example, the Spoken 
words of Voice communications appear to be comprised of 
discrete units or utterances, that is, Syllables or words, while 
music appears to be comprised of discrete clusters or 
Sequences of notes. The Upon closer consideration, how 
ever, it will be realized that audio data, whether voice or 
music, is a continuous Sequence of units of extremely 
variable size and duration but is effectively a continuous 
flow of information. The primary distinction between audio 
data and traditional computer data, therefore, is that tradi 
tional computer data is and may be organized and transmit 
ted as discontinuous packets while audio data, whether voice 
of music, is a continuous data Stream. It must be noted, 
however, that all forms of audio data can be and often are 
digitized into traditional computer digital data forms, that is, 
bytes and words, and Stored and delivered to a user in the 
forms of computer data, with perhaps the additional Step of 
a digital to analog conversion. In a like manner, Video data 
of all forms is commonly digitized, Stored and delivered to 
an output device as digital data and, in many instances, is 
generated and inherently exists in "packeted” form, Such as 
the lines and frames of television signals and the outputs of 
Video drivers in computers. AS Such, it will be readily 
apparent that that while audio/video information is inher 
ently continuous in form, audio/video data can be and is 
readily represented in traditional digital form, that is, as 
"packets” of digital data, and thus would reasonably thought 
to be Suitable for transmission through networks in the same 
manner as digital computer data. 
0041) A significant distinction between audio/video mul 
timedia data and traditional forms of computer data, and a 
primary cause of current problems in communicating mul 
timedia data through networkS Such as telephone network, 
however, is the sensitivity of multimedia data to "jitter', 
which has been defined above as time dependent changes in 
network latency. That is, traditional forms of computer data 
that are commonly communicated through networks, includ 
ing telephone based networks, are commonly either used 
only after the entire body of data has been received or are 
otherwise used in a manner wherein the network latency and 
jitter either are not apparent or are not a problem to the user. 
AS Such, the primary considerations in communicating tra 
ditional forms of computer data through a network are 
reliability of transmission and Speed of transmission and the 
traditional forms of computer data are relative indifferent to 
jitter. 
0042. In contrast, the human eye and ear are extremely 
Sensitive to minute shifts or variations in tones and inflec 
tions and pauses in audio data, whether, for example, Voice 
of music, and to pauses or variations in rate in the presen 
tation of Video data. As a consequence, audio/video multi 
media data, and in particular the real time transmission and 
presentation of audio/video multimedia data, is extremely 
sensitive to jitter and may be very adversely effected by 
network latency. AS Such, the networks and protocols used 
to communicate multimedia audio and Video data must, for 
example, compensate for or otherwise eliminate the prob 
lems resulting from the latencies present in a communication 
network, including those relating to coding, packet assem 
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bly, media access, packet propagation, receiver buffering 
and decoding, and jitter in any or all of these operations. 
0043. In recent years, there have been a number of 
attempts to produce a digital data network, including tele 
phone networks, capable of communicating multimedia data 
representing digitized audio and Video Signals and thereby 
functioning not only as a computer data network but as a 
multimedia network and as a telephone network. AS dis 
cussed above, however, multimedia audio and Video signals 
are extremely time and jitter Sensitive and, while present 
networks and transport protocols are generally adequate for 
the transmission of traditional forms of computer data, Such 
networks and protocols have proven inadequate for the 
Satisfactory communication of multimedia audio and Video 
data. 

0044) In Summary, therefore, the methods and mecha 
nisms of the prior art for managing networks and the 
communication of data through networks contain a number 
of problems. For example, the methods and mechanisms of 
the prior art attempt to determine and control traffic condi 
tions within a network or connection by observation of 
factors that are external to the network or connection and 
that may be only indirectly related to network conditions, or 
not related to network conditions at all. For example, 
observations regarding packet dropping rate or packet 
retransmission rate at a Sending node are only indirectly 
related to Such factors as bandwidth limitations or buffer 
congestion and may not be at all related to bandwidth 
limitations or buffer congestionl. The problems inherent in 
the processes of the prior art are further compounded in that 
the processes for determining conditions within a network or 
connection are typically based upon assumptions about 
conditions within a network or condition that are often 
invalid. For example, packet dropping rate or packet retrans 
mission rate are assumed to reflect network conditions, Such 
as bandwidth limitations or buffer congestion due to a too 
high packet transmission rate, but may in fact arise from 
interference by other traffic or data processing errors or 
limitations at the receiving node. As a result, the factors 
observed to determine conditions within a network or con 
nection, the assumptions drawn from these factors and the 
resulting adaptive processes often have no relationship to 
actual conditions and problems in a network or connection 
and often may, in fact, degrade the transmission of data. 
0045. Yet other problems of the prior art is that the 
methods and mechanisms implemented to manage traffic 
and data transmission in a network or connection may, in 
fact, conflict with one another or with the basic nature of the 
data being transmitted or the nature of the connection. For 
example, the adaptations made by a protocol of one Sending 
end node may compete with and conflict with those made by 
the protocols of other Sending end node. In further example, 
many of the Standard protocols and mechanisms are ill 
adapted to certain types of data, Such as "bursty’ data, and 
the responses of the protocols and mechanisms of the prior 
art to Such data may, in fact, degrade the transmission of 
Such data. In other instances, and for the same reasons, the 
methods and mechanisms of the prior art often conflict with 
or do not readily adapt to the inherent characteristics of new 
network technologies, Such as wireleSS connections, and 
often degrade or conflict with the transmission of data acroSS 
Such non-traditional types of connections. In yet other 
instances, the protocols and mechanisms of the prior art do 

Dec. 12, 2002 

not address the needs of new applications for the transmis 
Sion of data. For example, the methods and mechanisms of 
the prior art often operate to maximize data transmission rate 
or to minimize packet dropping or packet retransmission and 
may fail to address the jitter problems are Significant in 
audio/video transmission. 

0046) The present invention addresses and provides a 
solution for these and other related problems of the prior art. 

SUMMARY OF THE INVENTION 

0047 The present invention is directed to an adaptive 
packet mechanism and method for use in a data communi 
cation network including at least one Sending node for 
transmitting packet data and one receiving node for receiv 
ing packet data for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node. 
0048. According to the present invention, the current 
network conditions in the connection between the Sending 
node and the receiving node are periodically determined 
wherein the network conditions pertain to the latency and 
jitter of packet transmission between the Sending node and 
receiving node. The measurements of the latency and jitter 
of the connection are then used to determine an optimum 
packet size and an optimum inter-packet interval for trans 
mission of packet data between the Sending node and the 
receiving node. The amount and type of data to be trans 
mitted from the Sending node to the receiving node are also 
considered in determining the optimum packet Size and the 
optimum inter-packet interval. The method and mechanism 
of the present invention may be employed for the transmis 
Sion of data packets from the Sending node to the receiving 
node with packet sizes and at inter-packet intervals deter 
mined according to the network conditions. 
0049. In a first aspect and implementation of the inven 
tion, the adaptive packet mechanism transmits a Sequence of 
monitor packets from the Sending node to the receiving node 
wherein each monitor packet includes a departure time 
representing a time the monitor packet was transmitted from 
the Sending node, a packet size representing a size of the 
monitor packet and a packet number representing a numeri 
cal position of the monitor packet in the Sequence of monitor 
packets. The receiving node reflects the monitor packets 
from the receiving node to the Sending node in the Sequence 
in which the monitor packets are received at the Sending 
node, and the Sending node, upon receiving the reflected 
monitor packets from the receiving node, determines net 
work conditions in the connection between the Sending node 
and the receiving node wherein the network conditions 
pertain to the latency and jitter of packet transmission 
between the Sending node and receiving node for monitor 
packets of a known size and known inter-packet transmis 
Sion interval. 

0050. In one implementation of the present invention the 
network conditions determined through the monitor packets 
include a maximum two way delay time for the transmission 
and reflection of a monitor packet, a minimum two way 
delay time for the transmission and reflection of a monitor 
packet, an average two way delay time for the monitor 
packets, an average jitter of the monitor packets, and a 
number of packets out of Sequence. In further implementa 
tions of the present invention, the network conditions deter 
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mined through the monitor packets further include a number 
of packets lost. In Still further implementations of the present 
invention, the network conditions determined through the 
monitor packets further include an average available band 
width, an average jitter, a maximum jitter and a minimum 
jitter. 
0051. According to a first aspect of the present invention, 
the network conditions are determined by transmitting a 
Sequence of monitor packets from the Sending node to the 
receiving node, each monitor packet including a departure 
time representing a time the monitor packet was transmitted 
from the Sending node, a packet size representing a size of 
the monitor packet and a packet number representing a 
numerical position of the monitor packet in the Sequence of 
monitor packets. In the receiving node, the monitor packets 
are reflected back from the receiving node to the Sending 
node in the Sequence in which the monitor packets are 
received at the Sending node. The Sending node, upon 
receiving the reflected monitor packets from the receiving 
node, determines network conditions in the connection 
between the Sending node and the receiving node and, from 
the network conditions, determines an optimum packet size 
and an optimum inter-packet interval for transmitting pack 
ets from the Sending node to the receiving node. 
0.052 In a further aspect of the present invention, the 
receiving node will determine network conditions from the 
received monitor packets, and may store the network con 
ditions in one or more condition records. Alternately, the 
receiving node may return the network conditions deter 
mined in the receiving node to the Sending node, where the 
Sending node will update the optimum packet size and 
inter-packet interval using the network conditions deter 
mined in the receiving node. 
0053. In a still further aspect of the present invention, 
packets will be transmitted from the Sending node to the 
receiving node and the receiving node will transmit an 
acknowledgment for each packet received from the Sending 
node. The Sending node will utilize the acknowledgments 
received from the receiving node to determine network 
conditions in the connection wherein the network conditions 
pertain to the latency and jitter of packet transmission 
between the Sending node and receiving node for monitor 
packets of a known size and known inter-packet transmis 
sion interval. The sending node will determine from the 
network conditions an optimum packet size and optimum 
inter-packet interval for transmission of data packets to the 
receiving node. 
0054. In a yet further aspect of the present invention, the 
Sending node will transmit a Sequence of data packets from 
the Sending node to the receiving node and the receiving 
node will determine the network conditions from the 
received data packets. The receiving node will return the 
network conditions determined in the receiving node to the 
Sending node, and the Sending node will determine an 
optimum packet size and an optimum inter-packet interval 
for the transmission of data packets from the Sending node 
to the receiving node from the network conditions received 
from the receiving node. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.055 The foregoing and other objects, features and 
advantages of the present invention will be apparent from 
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the following description of the invention and embodiments 
thereof, as illustrated in the accompanying figures, wherein: 
0056 FIGS. 1A-1C are charts illustrating network con 
ditions addressed by the present invention; 
0057 FIG. 2 is a diagrammatic representation of an 
exemplary network System incorporating an adaptive packet 
mechanism; and, 
0.058 FIG.3 is a diagrammatic representation of the OSI 
protocol model; 
0059 FIG. 4 is a diagrammatic representation of the 
TCP/IP protocol model; 
0060 FIG. 5 is a diagrammatic representation of an 
ethernet frame; 
0061 FIG. 6A is a block diagram of an adaptive packet 
mechanism; 
0062 FIG. 6B is diagrammatic representation of a con 
trol Script; and, 
0063 FIG. 6C is a diagrammatic representation of net 
work condition record. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0064.) A. General Principle of Operation 
0065. It has been described herein above that the volume 
of data traffic that may be communicated through a network 
connection between a data Source and a data recipient, and 
the time required to communicate the data traffic through the 
network, is determined by the bandwidth of the connection. 
The bandwidth of a connection is in turn is determined and 
limited by the delays inherent in communicating data 
through the connection. The delays in communicating data 
through a network may, in turn, be regarded as comprised of 
a relatively constant component and a time variable com 
ponent. The constant component, referred to as the “latency’ 
of the network, includes, for example, the inherent delay 
times through the elements of the network, Such as through 
the cables or lines, the Switching routers and the communi 
cations processes or protocols being executed at each end of 
the connection. The latency of a network effects the overall 
efficiency and effective bandwidth or capacity of a network 
by imposing a practical limit on the maximum rate at which 
data can be communicated through the network, and is often 
determined by the element of the network connection having 
the lowest bandwidth. The time variable component of the 
delays through a network, referred to as "jitter', is typically 
unpredictable and may arise from a number of causes, but 
most frequently results from variations in the traffic load 
along the route taken by a connection through a network. 
Jitter also effects the overall efficiency and effective band 
width or capacity of a network by imposing a practical limit 
on the rate at which data can be communicated through the 
network and often limits the effective, practical bandwidth 
of the network or network connection to a value far below 
the theoretical maximum bandwidth of the network or 
network connection. It should also be noted that unlike the 
more constant latency of a network the jitter of a network or 
network connection, which is typically determined by the 
bandwidth of the lowest bandwidth element in the connec 
tion, the jitter of a network connection is typically comprised 
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of Sum of the network jitter components along the connec 
tion, which may vary independently. 

0.066. In contrast to the methods and mechanisms of the 
prior art, the present invention does not attempt to determine 
network or connection conditions upon the basis of Second 
ary factors, Such as packet error, packet loSS, packet drop 
ping, or packet retranmission rates as in methods of the prior 
art, although Such error factors may be used to refine the 
results of the present invention in certain implementations. 
The present invention instead, determines the data transmis 
Sion conditions of a network or connection Solely from 
externally observed data. That is, the present invention does 
not attempt to monitor conditions or events internal to a 
network or connection, but instead effectively treats a net 
work or connection as a “black box” and relies Solely upon 
capturing and extracting information pertaining to network 
or connection conditions that is directly accessible at the 
data transmitter and data receiver. 

0067. Also in contrast from the methods of the prior art, 
the present invention does not attempt to control or modify 
internal conditions or operation of a network or connection, 
but adapts data transmission to the observed network or 
connection conditions Solely by control and adaptation of 
externally controllable data transmission characteristics In 
particular, the present invention attempts to directly deter 
mine the optimum bandwidth available through a network or 
connection, and to determine the data transmission charac 
teristics to optimally conform to the available bandwidth. 
More specifically, the present invention adapts data trans 
mission to existing real time network or connection condi 
tions and available bandwidth by controlling packet Size and 
inter-packet interval. Adaptation of network communica 
tions to the available bandwidth will, in turn, address Such 
Secondary effects as packet error rate, packet loSS or packet 
dropping. 

0068 According to the present invention, it is recognized 
that the latency and jitter of a network will vary in time from 
connection to connection and within a given connection and 
that the latency and jitter of a network or connection are 
often not linear functions with respect to Such variables as 
time, data type or traffic load. As a consequence, the latency 
and jitter of a network are extremely complex or virtually 
impossible to predict or determine. Stated another way, it is 
at best difficult to monitor or control all of the internal 
operations and conditions necessary to manage communi 
cations in a network of Significant size or complexity So as 
to reduce or control latency and jitter. According to the 
present invention, however, the latency and jitter of a given 
network connection and the bandwidth of a network con 
nection is a function of the relative size of the packets and 
of the inter-packet interval of the transmissions, that is, the 
interval between packets that are transmitted consecutively 
through the connection, and may be determined by com 
parison of the relative, comparative latency and jitter of 
different size packets. 

0069. These aspects of networks and connections, which 
are addressed by the present invention, are illustrated in 
FIGS. 1A through 1C for exemplary tests of a network 
connection between two identical Pentium III 500 MHz 
Sony laptops with 128 MB memory wherein the two laptops 
were connected through the Internet, using identical wireleSS 
phones as modems. The connection Speeds were at around 
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10 kilobits per second up and 8 kilobits per second down 
and all of the tests used 10 KB of total data for the transfer. 
Two tests, tablulated in FIGS. 1A and 1B, used an inter 
packet delay of 10 msec as the inter packet delay and were 
separated in time by 200 msec and the third test, tablulated 
in FIG. 1C, used an inter-packet delay of 20 ms. A numeric 
tablulation of the tests and test result of the tests illustrated 
in FIGS. 1A through 1C are presented in chart form in 
Appendices A, B and C, respectively. 
0070. It may be seen from these examples that packet size 
Significantly effects packet loss, that the packet size-packet 
loSS relation is very unpredictable, with Significant variation 
over even short intervals, and that the packet loSS experi 
enced by a Single packet size changes dramatically within 
milliseconds. For example, it will be noted that the results 
obtained for a given packet size may vary dramatically over 
even very short periods, such as 200 millisecond, that these 
variations occur for a wide range of different packet sizes, 
ranging from between 50 to 1000 bytes, and that the results 
obtained for a given packet size may even reverse at Similar 
network conditions. It will therefore be apparent that the 
packet size packet loSS relation model for data transmission 
through a network is very complex and very dynamic and 
changes dramatically over time. As a consequence, the 
latency and jitter of a network or connection are often not 
linear functions with respect to Such variables as time, data 
type, traffic load, packet Size or inter-packet interval, and the 
latency and jitter of a network are extremely complex or 
Virtually impossible to predict. 

0071. As will be described in the following, the method 
and mechanism of the present invention determines, in real 
time, the packet size and inter-packet interval that utilizes 
the maximum available bandwidth of the connection most 
efficiently under current network latency, jitter and traffic 
conditions by comparison of the relative latency and jitter of 
different sized packets. The present invention then adjusts 
the transmitted packet size and inter-packet interval in real 
time to that optimum for the current network and connection 
bandwidth. 

0072 B. General Description of a Network Incorporating 
the Present Invention (FIG. 2) 
0073 Referring to FIG. 2, therein is shown a diagram 
matic representation of an exemplary Network 10 in which 
the present invention may be implemented. Exemplary 
Network 10 may be, for example, a packet based System, 
Such as the Internet and may be comprised, for example, of 
a diverse range of networks linked to packet Switched IP 
(Internet Protocol) backbones. A Network 10 is comprised 
of a plurality of Nodes 12 interconnected by Lines 14 
wherein Lines 14 may be any of a range of forms of 
transmission media, Such as, and for example, fiber optic 
cables, coaxial lines, telephone lines, wireleSS connections 
and So on. A Node 12, in turn, may be comprised of a 
computer, network Server or router, a network or, for 
example, a more Specialized data display or presentation 
device Such as a telephone, mobile phone or processing 
device, television or audio System. 
0074 Packets 16 containing data of any of a wide range 
of types are communicated from a Sending Node 12S to a 
Receiving Node 12R through a Connection 18, which is a 
Packet 16 transmission path between a Sending Node 12S 
and a Receiving Node 12R through Network 10. It will be 
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understood by those of ordinary skill in the arts that a 
Connection 18 may be comprised of any combination of 
Lines 14 and Nodes 12 wherein the Nodes 12 in a Connec 
tion 18 may include, for example, routers, Switches, net 
WorkS or Sub-networks or ServerS operating to establish a 
Connection 18 between a Sending Node 12S and a Receiv 
ing Node 12R. It will also be understood that a Connection 
18 or a Network 10 or the path followed by Packets 16 may 
conform to a range of topologies, Such as Frame Relay or an 
ATM. It will also be understood that a Connection 18 may 
be and typically is bi-directional, with the Sending Node 12S 
and the Receiving Node 12R alternating as the Sending 
Node 12S and Receiving Node 12R, depending upon the 
direction in which Packets 16 are being transmitted at any 
time. It will therefore be understood that the designations 
Sending Node 12S and Receiving Node 12R are solely for 
illustrative purposes in the following descriptions, and are 
not to be taken or understood as limiting or defining of the 
Structure or function of a given Node 12. For example, a 
router in a Connection 16 may be regarded as, and for 
purposes of the present invention, may comprise either or 
both of a Sending Node 12S and Receiving Node 12R to 
receive Packets 16 from a Node 12 and to transmit Packets 
16 onwards to another Node 12, and the present invention 
may be implemented within a Node 12 that is a router, 
Switch or other element of a Connection 16. 

0075). It will also be understood by those of ordinary skill 
in the relevant arts that in, for example, a connectionless 
Network 10, each Packet 16 may travel over a different path 
of one or more networks or routes through one or more 
networks to arrive at the Receiving Node 12R. In such 
networks, and for purposes of the present invention, it will 
be understood that a Connection 16 may not and typically 
will not be comprised of a single path of Lines 14 and Nodes 
12, Such as routers and Switches, but will be comprised of a 
time varying set of paths of Lines 14 and Nodes 12. In such 
instances, and for purposes of the following discussions of 
the present invention, Such a time varying Set or group of 
paths will be referred to as a “Connection 16” and it will be 
understood that the methods and mechanisms of the present 
invention will treat Such a “connectionless Connection 16” 
as a Connection 16. In essence, and Stated another way, the 
methods and mechanisms of the present invention will treat 
“connectionless Connections 14” as a Connection 16 hav 
ing, for example, greater than average variations in latency 
and jitter from Packet 16 to Packet 16. 
0.076 Lastly in this regard, it will be understood that a 
Packet 16 may contain any form of data, including, for 
example, audio or Video information or a combination of 
audio and Video information. In Such instances, the audio 
information may include, for example, music, Voice com 
munications or a Soundtrack and the Video information may 
include, for example, animated graphics, a movie or a video 
Signal. AS Such, the transfer or transmission of data from one 
Node 12 to another Node 12 may comprise the transmission 
of a single Packet 16 or of a sequence of Packets 16. 
0077. As illustrated in FIG. 2 and as described in further 
detail in Subsequent descriptions, the method and mecha 
nism of the present invention is embodied in an Adaptive 
Packet Mechanism 20 that operates to determine the opti 
mum Data Packet 16 size and inter-packet interval to most 
efficiently utilize the maximum available bandwidth of a 
Connection 16 between a Sending Node 12R and a Receiv 
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ing Node 12R for the current conditions of Connection 16 
latency and jitter. AS described, this optimum packet size 
and inter-packet interval will, as a consequence, yield the 
highest probability of packets arriving Successfully at a 
given Receiving Node 12R. As will be described in further 
detail in the following, Adaptive Packet Mechanism 20 
operates to determine the current maximum available band 
width and latency and jitter conditions of a Connection 16 by 
determining the Connection 16 conditions, referred to here 
inafter as the network conditions directly determined by the 
Connection 16 bandwidth and directly determining the Con 
nection 16 bandwidth, including the Connection 16 avail 
able bandwidth and the latency and jitter through the Con 
nection 16 for selected sizes of Packets 16. 

0078. In a presently preferred embodiment, Adaptive 
Packet Mechanism 20 includes or is comprised of two or 
more Packet Transfer Engines (PTE) 20Tand one or more 
Collector/Controllers 20O. Briefly, and as will be described 
in further detail in following descriptions, a Transfer Engine 
20T residing at a Sending Node 12S of a Connection 18 may 
operate under the direction of a Collector/Controller (C/C) 
20CA to transmit sequences of one or more Monitor Packets 
16M to a Transfer Engine 20T residing in the Receiving 
Node 12T of the Connection 18. One or both of the Packet 
Transfer Engines (PTE) 20T of the Connection 18 will 
determine the transmission characteristics of the Monitor 
Packets 16M through the Connection 18 and will extract or 
determine the current network conditions of the Connection 
18, such as available bandwidth, latency and jitter. The 
network condition information will then be provided to a 
Collector/Controller (C/C) 20O, which will determine the 
optimum packet Size and inter-packet interval for the current 
network conditions of the Connection 18. 

0079. In addition, the Packet Transfer Engines (PTE) 20T 
residing at the Sending Node 12S and at the Receiving Node 
12R will operate as data communications protocol Stack 
mechanisms, that is and for example, as a Transmission 
Control Protocol/Internet Protocol (“TCP/IP) mechanism, 
to communicate “payload” Data Packets 16C of the opti 
mum packet size and at the optimum inter-packet interval 
between a Data Source 22S in the Sending Node 12S and a 
Data Recipient 22R in the Receiving Node 12R. 
0080. It will therefore be apparent that a Packet Transfer 
Engine (PTE) 20T will reside in each Node 12 of a Network 
10 that is to function as a Sending Node 12S or as a 
Receiving Node 12R according to the present invention. 
Certain Nodes 12, however, may contain more than one 
Packet Transfer Engine (PTE) 20T. Examples of such would 
include, for example, Nodes 12 that are required to Support 
more than one Connection 18, Such as a router connected to 
more than one Network 10 or a Server Supporting a plurality 
of Connections 18 to other Nodes 12 concurrently. It will 
also be understood that a Network 10 may require only a 
single Collector/Controller (C/C) 20C as a Collector/Con 
troller (C/C) 20O may operate with and control a plurality of 
Packet Transfer Engines (PTE) 20T, but may include a 
plurality of Collector/Controllers 20O, each of which may 
support a plurality of Packet Transfer Engines (PTE) 20T. 
Also, a Collector/Controller (C/C) 20O may reside in a Node 
12 with a Packet Transfer Engine (PTE) 20T, that is, in either 
a Sending Node 12S or a Receiving Node 12R, or may reside 
in a Node 12 separate from the Nodes 12 in which the Packet 
Transfer Engines (PTE) 20T reside. The number and con 
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figuration of Packet Transfer Engines (PTE) 20T and Col 
lector/Controllers 20O in a Network 10 will therefore 
depend, for example, upon the upon the number and con 
figuration of Nodes 12 that are to operate as Sending Nodes 
12S or Receiving Nodes 12R, or as both, the number of 
Connections 18 to be Supported at any time, and So on. 
0081. Also, and although not shown in detail in FIG. 2, 

it will be recognized and understood that a Packet Transfer 
Engine (PTE) 20T residing in a Sending Node 12S or a 
Receiving Node 12R will effectively reside in and function 
as a layer or element of a layer of the Network Protocol 
Stack (Stack) 24 the Sending Node 12S or Receiving Node 
12.R. For example, in a presently preferred embodiment of 
an Adaptive Packet Mechanism 20, Packet Transfer Engines 
(PTE) 20T communicate Packets 16 at the UDP layer of 
TCP/IP and Packet Transfer Engines (PTE) 20T communi 
cate with Collector/Controllers 20O at the TCP layer of 
TCP/IP. It will be recognized and understood, however, that 
an Adaptive Packet Mechanism 20 may execute or operate 
with a wide variety of protocols and at a number of different 
layers of Such protocols for the transfer of data through 
Networks 16. While the type, degree and methods for 
interoperating with Such aspects of the protocols as packet 
Size and inter-packet interval may vary significantly between 
protocols, Such protocols are widely known and well under 
stood by those of ordinary skill in the relevant arts, the 
details of particular protocols. AS Such, the means and 
methods by which various implementations and embodi 
ments of the Adaptive Packet Mechanism 20 of the present 
invention may be adapted to each protocol will not be 
discussed in detail herein. 

0082 It should also be noted with regard to the following 
discussions of an exemplary implementation of an Adaptive 
Packet Mechanism 20 that an Adaptive Packet Mechanism 
20 will commonly be implemented by means of the program 
control of processors, Such as personal computers or net 
work Servers, although at least certain mechanisms or func 
tions of an Adaptive Packet Mechanism 20 may be imple 
mented in dedicated circuitry. The possible implementations 
of Data Transmitters 10, Data Receivers 20 and Adaptive 
Packet Mechanisms 32 will be well understood by those of 
ordinary skill in the relevant arts, however, and as Such will 
not be discussed in further detail herein. 

0.083 C. Description of an Adaptive Packet Mechanism 
20 (FIG. 2, 3, 4 and 5) 
0084) 1. General Discussion of Data Communications 
Protocols (FIGS. 3, 4 and 5) 
0085. It has been described herein above that virtually all 
networks employ multiple layered protocols to facilitate and 
implement data communications, wherein the layers of a 
protocol are often referred to as the “stack” or “stacks” of the 
protocol. Each layer of a protocol defines and controls a 
corresponding level of operations in the communications 
through the network, and the number of layers and functions 
performed by each will depend upon the needs of the 
network communications. For example, the physical layer of 
a protocol typically defines and controls the lowest level of 
operations and will commonly include a low-level physical 
or device layer that assures the transmission and reception of 
a data Stream between network devices communicating 
through the Connections 14. A higher level data link layer 
defines and manages the construction and transmission of 
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data packets, while Still higher level network and transport 
layerS govern the transmission of data through the network. 
FIGS. 3, 4 and 5 and the following discussions will briefly 
describe the layers of two commonly used and Standard 
exemplary typical protocols, which have been discussed 
above as “Network Protocol Stacks (Stacks) 24”. The two 
examples discussed below are the Open Systems Intercon 
nection (OSI) Protocol Model 24O and the Transmission 
Control Protocol/Internet Protocol (TCP/IP) 24T, both of 
which are very commonly used in, for example, Internet 
communications. 

0086 As illustrated generally in FIGS. 3 and 4, a com 
munication Request 26 containing typically originates in a 
Sending Node 12R at the uppermost Layer 28 of the 
Protocol 24 and is passed down through the Succeeding 
Layers 28, or stack, in the form of a Protocol Packet 16P, 
which may be referred to as a Protocol Data Unit (PDU)30. 
Layers 28 communicate with the adjacent Layers 28 through 
one or more Service Access Points (SAPs) 32, and each 
Succeeding Layer 28 in the Stack adds its own information 
to the Protocol Packet 16P. At the lowest level Layers 28, the 
resulting Packet 16 is encoded into Data Frames 34 and is 
placed onto the Connection 16 of the Network 10 for 
transmission to the Receiving Node 12R. 

0087. The Data Frames 34 traverse the Connection 16 to 
the Receiving Node 12R, where the entire process is 
reversed as the Packet 16 is processed upwards through the 
Layers 28 of the Protocol 24 stack as a Protocol Packet 16P. 
AS it moves up the Stack, each Layer 28"unwraps' its 
respective elements of the Protocol Packet 16P that were 
added to the Protocol Packet 16P by the peer Layer 28 on the 
Sending Node 12R and thereby receives information from 
its peer Layer 28 on the Sending Node 12R. 

0088. It should be noted that in most communications 
operations no LayerS 28 are bypassed, although certain of 
the higher LayerS 28 may not be utilized in certain instances, 
and that a Layer 28 on a Sending Node 12R or Receiving 
Node 12R may not communicate directly with its peer Layer 
28 on the other node. That is, peer-to-peer Layer 28 com 
munication only takes place by adding messages to the 
Protocol Packet 16P and sending the Protocol Packet 16P 
down through the Succeeding LayerS 28, acroSS the Con 
nection 16, and then up the Stack to the peer Layer 28 on the 
opposing node. AS will be noted in the following discus 
sions, however, certain types of Transmitting Nodes 18 and 
Receiving Nodes 20, Such as routers, operate within only 
relatively few Layers 28 of a Protocol 24 stack, primary the 
lower Layers 28. It should also be noted that an Adaptive 
Packet Mechanism 20 of the present invention may interface 
and interoperate with a lower Layer 28 of a Protocol 24 
Stack. 

0089 Referring now to FIG.3 and first considering the 
OSI Protocol Model 24O, the OSI Protocol Model 24O is 
comprised of Seven LayerS 28 defining a progression of 
tasks performed in passing information from a user's appli 
cation to the destination application. The LayerS 28 com 
partmentalize specific functions and each Layer 28 has a 
well-defined interface and a clearly defined entry and exit 
point, or SAP32. Each Layer 28 is thereby transparent to the 
adjacent Layers 28 and a Connection 16 is “virtual”, or 
transparent, to a Sending Node 12R and Receiving Node 
12.R. OSI Protocol Model 24O also embodies an “acknowl 
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edgment’ mechanism wherein, as discussed herein above, a 
next packet is transmitted by the Sending Node 12R only 
after receiving an acknowledgment packet for the preceding 
transmitted packet. Lastly, it should be noted that not all 
network communications extend to or through all LayerS 28 
of the OSI Protocol Model 24O. For example, communica 
tion between different hosts using reliable TCP/IP commu 
nications might traverse every Layer 28 of the OSI Protocol 
Model 24O, while local Windows for Workgroups commu 
nications within the same Network 10 using an IBM Pro 
tocol 24 or communication between routerS may occur only 
at the data link Layer 28 and physical Layers 28. 

0090 Briefly considering each of the Layers 28 of the 
OSI Protocol Model 24O, the lowest Layer 28 is Physical 
Layer 28A, which represents the physical characteristics of 
the Network 10, Such as the transmission media, transmis 
Sion devices, Network 16 Structures and configurations, Such 
as bus, Star, ring, and mesh topologies, and the data Signals 
acroSS the transmission media. 

0091. The Data Link Layer 28B, in turn, embodies the 
communication functions of a Network 10, Such as a (Local 
Area Network) LAN. Data Link Layer 28A is responsible 
for initiating the first level of a rudimentary Structure of data 
bits, the data link Frame 34, controls the flow of data to the 
destination device. A Frame 34 is organized into fields of 
information that identify the start and end of the Frame 34, 
the address of the Sending Node 12R, the address of the 
Receiving Node 12R, and error checking methods. The Data 
Link Layer 28B is structured as two Sub-Layers 28, wherein 
the Media Access Control (MAC) Sub-Layer 28BA refers to 
the MAC Protocol 24 which monitors access to the media by 
giving permission to transmit data, resolving conflicts, pass 
ing tokens, and polling. The MAC Sub-Layer 28BA also 
locates the physical addresses at each Station on the network, 
which become the Source and destination data on the data 
link Frame 34. The Logical Link Control (LLC) Sub-Layer 
28BB, in turn, includes part of the data link administrative 
or control fields, Such as frame Synchronization, flow control 
and error checking within the Frame 34, and a unique 
address that is located in the Physical Layer 28A. The 
physical properties of a Network 10 infrastructures such as 
the Ethernet, Token Ring, or other LAN networking sys 
tems, Attached Resources Computer Network (ARCNET), 
LocalTalk, Fiber Digital Device Interface (FDDI) are 
thereby defined in the Physical Layer 28, while their com 
munication properties are defined in the Data Link Layer 
28B. 

0092 Network Layer 28C of the OSI Protocol Model 
24O is responsible for network processes to reliably send 
and receive data between networkS. For example, a diagram 
of a standard Ethernet Frame 34 as may be sent through a 
Router 24 through Network Layer 28C using the TCP/IP is 
shown in FIG. 5. 

0.093 Network Layer 28C provides logical addressing, 
network routing, flow control that monitors the network 
connection, and Sequencing and translation functions. 
Addressing is also performed in Network Layer 28, and the 
form of addressing is specific to a given protocol. For 
example, an Ethernet workstation may run both TCP/IP and 
Novell IPX/SPX Network Layer 28C protocols wherein 
each Network Layer 28C protocol will have a different 
logical addressing method. The Network Layer 28C proto 
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cols, such as TCP/IP, UDP/IP, IPX/SPX, DECNET, are also 
used by routers to interconnect Networks 16. It must be 
noted, however, that there are certain Network 10 Protocols 
24 that to not extend to the Network Layer 28. These include 
DECLAT, IBM's Network Basic Input/Output System (Net 
BIOS), IBM's Extended User Interface (NetBEUI) for Net 
BIOS, and others. These Protocols 24 have no provisions for 
Network Layer 28C addressing and routing, So that connec 
tion of these Protocols 24 between different LANs must be 
accomplished with MAC Sub-Layer 28BA devices such as 
LAN bridges or LAN Switches. 
0094) Transport Layer 28D provides reliable network-to 
network communications by providing Service addressing, 
flow control, datagram Segmentation, and Source to desti 
nation error checking. Error checking also occurs in the Data 
Link Layer 28B and in Session Layer 28E, discussed below. 
A primary function of Transport Layer 28D is to pack data 
Sent down from higher LayerS 28 into Smaller pieces, 
referred to as Segments, and to assign each Segment a 
Segment number So that the data can be reassembled in the 
correct Sequence and without errors in the Transport Layer 
28D in the Receiving Node 12R. 
0095 Service addressing is unique to the Transport Layer 
28D, wherein Transport Layer 28D identifies addresses or 
ports pointing to upper Layer 28 network Services. This level 
of addressing also monitors multiple connections or conver 
sions that may occur in a Network 10 by tracking the 
connection identifiers, that is a connection identifier, port, or 
Socket, or a transaction identifier that can track each request 
as opposed to tracking a conversion. 
0096) Session Layer 28E of the OSI Protocol Model 24O 
is responsible for establishing, maintaining and terminating 
a connection to a Session. Managing a Session involves 
Synchronization of user tasks and dialog control, that is, 
what proceSS is able to transmit and for what length of time. 
Synchronization involves the use of checkpoints or 
“acknowledgment numbering” and retransmission proce 
dures. Session Layer 28E is also responsible for logon, name 
recognition and Security functions and relies on the Trans 
port Layer 28D in these functions. 
0097. Presentation Layer 28F of the OSI Protocol Model 
24O translates and converts the form and structures of data 
among the hosts in which the data resides or is transmitted 
to, thereby allowing the data to be operated upon and with 
by each host in which it resides. The operations performed 
by Presentation Layer 28F may, for example, include con 
version of file organizations, beginning/ending boundaries, 
naming conventions, access Security and file Storage meth 
ods. The conversions performed by Presentation Layer 28F 
are also performed at the byte and character levels, and may 
include file Syntax conversions, encryption/decryption pro 
ceSSes and compression/decompression processes. For 
example, Presentation Layer 28F may convert data using the 
American Standard Code for Information Interchange 
(ASCII) and having the left-most bit of a byte of data the 
highest order or most significant bit into data using IBM's 
Extended Binary Coded Decimal Interchange Code 
(EBCDIC) for which the left most bit is the lowest order of 
least significant bit. 
0.098 Lastly, Application Layer 28 G of the OSI Model 
Protocol 24O provides the operating system of the host 
System with direct access to network Services, Such as a mail 
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client, a web browser, or file transferS. Application Layer 
28G also provides user applications, Such as word process 
ing programs, spreadsheet programs and other applications 
with an interface to the network Services to allow, for 
example, an application program to retrieve a file from a 
network Server. 

0099 Referring now to Transmission Control Protocol/ 
Internet Protocol (TCP/IP) Protocol 24T, as illustrated in 
FIG. 4 the architecture of TCP/IP Protocol 24T includes an 
Application Layer 28H, a Transport Layer (TCP/UDP) 28I, 
an Internet Protocol (IP) Layer 28J and a Network Layer 
24K. Again, each of Layers 28H through 24K represents 
Specific tasks that are accomplished when data is transmitted 
utilizing the TCP/IP Protocol 24T, and as each succeeding 
Layer 28 receives a data packet, that Layer 28 performs its 
tasks and Sends the packet onto the next level 

0100 Network Layer 24K includes hardware devices for 
Network 10 communication and programs and processes for 
controlling communications at the Network 10 hardware 
level. As in the instance of the OSI Model Protocol 24O, 
TCP/IP Protocol 24T supports virtual paths through the 
Network 10 between, for example, Transmitting Nodes 18 
and Receiving Nodes 20, and communications configura 
tions such as Asynchronous Transfer Mode, Ethernet and 
Frame-Relay. 

0101 Internet Protocol (IP) Layer 28J, in turn, represents 
a connectionless datagram protocol that defines Standards 
for message transmission on and between NetworkS 16, 
which may be significantly dissimilar. Packet addressing, 
that is, Internet Protocol (IP) packets, allow error free 
transmission to be the responsibility of the Transmitting 
Nodes 18 and Receiving Nodes 20 on an equal peer-to-peer 
basis, rather than relying on the links in the Network 10 
environment. Internet Protocol (IP) Layer 24J also supports 
can be used for a basis of communication even between 
dissimilar networks that support dissimilar Protocols 24 
using gateway connections. 

0102) TCP/IP Protocol 24T is connection oriented packet 
transport System that establishes a connection between a 
Sending Node 12R and a Receiving Node 12R before the 
data is transmitted. Transport Layer 28K is responsible for 
management and control of data flow, including data flow 
Speed adjustment to minimizes data corruption, and includes 
the TCP and UDP protocols for these purposes. 

0103) In particular, the TCP protocol of Transport Layer 
28K includes mechanisms for packet flow control, packet 
retransmission, packet Sequencing and error correction. In 
the flow control functions, both the transmitting and the 
receiving node have control over the packet transmission 
rate in a manner that alleviates the probability of packet 
overflow. In addition, an acknowledgment of packet recep 
tion is transmitted from the receiving node to the transmit 
ting node when a packet reaches a destination, thereby 
inform the sender that the packet has arrived intact. If the 
packet does not arrive intact and the Sender does not receive 
acknowledgment within a specified time, the packet is 
retransmitted. In addition, the packets are numbered and 
transmitted in Sequential order So that, should packets be 
transmitted or received out of order or should packets have 
to be retransmitted, the receiving node is enabled to reas 
semble the packets in the correct order. Finally, the TCP 
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generates and checks a checksum in each packet that records 
the original data bits of the packet, thereby providing error 
detection. 

0104 UDP protocol of Transport Layer 28I excludes the 
connection Setup process, flow control and retransmission/ 
error checking functions of the TCP protocol, thereby pro 
viding minimum transmission delay. The UDP protocol is 
primarily used, for example, in transmitting IP address data, 
as the lack of the functions provided by the TCP protocol 
may result in data degradation. 
0105 Lastly, Application Layer 24H establishes client/ 
Server application protocols, Such as for file transfers, 
e-mail, web applications, and So on. Such client/server 
protocols may include, for example, File Transfer Protocol 
(FTP) for the file transfer and directory management of 
remote computers, Simple Mail Transport Protocol (SMTP) 
for e-mail delivery; and the HyperText Transport Protocol 
24 (HTTP) used on the World Wide Web. 
0106 2. Adaptive Packet Mechanism 20 (FIG. 6A, 6B, 
and 6C) 
0107. It has been described above that a Adaptive Packet 
Mechanism 20 includes or is comprised of one or more 
Collector/Controllers 20O and two or more Packet Transfer 
Engines (PTE) 20T. Packet Transfer Engines (PTE) 20T 
operate under control of a Collector/Controller (C/C) 20O to 
determine the network conditions of Connections 18, 
wherein the network conditions examined by an Adaptive 
Packet Mechanism 20 pertain to the latency and jitter and the 
available bandwidth of the Connections 18, and to determine 
from these network conditions the optimum packet Size and 
optimum inter-packet interval for the transmission of data 
packets through the Connections 18 for given amounts and 
types of data. As will be described, an Adaptive Packet 
Mechanism 20 operates in a number of modes to acquire the 
network condition information, including the transmission 
of Monitor Packets 12M through the Connections 18 and by 
examination of the transmission of Data Packets 12D 
through the Connections 18. As will be described, the 
operations and functions of an Adaptive Packet Mechanism 
20 are accomplished through a Packet Transfer Engine 
(PTE) 20T in each Node 12 that is to be a Sending Node 12S 
or a Receiving Node 12R or both, and a Collector/Controller 
(C/C) 20O that may reside, for example, in a Sending Node 
12S or in a Node 12 separate from the Nodes 12S and 12R. 
0108) Referring to FIG. 6A, therein is illustrated the 
Structure and operation of an Adaptive Packet Mechanism 
20 with respect to a single Connection 18 between a Sending 
Node 12S and a Receiving Node 12R. As shown therein, a 
Packet Transfer Engine (PTE) 20T resides in the Sending 
Node 12S, and will hereafter be identified as the Packet 
Transfer Engine (PTE) 20TS, and second Packet Transfer 
Engine (PTE) 20T resides in the Receiving Node 12R, and 
will hereafter be identified as the Packet Transfer Engine 
(PTE) 20TR. It will be understood that the designations of 
Nodes 12 in FIG. 6A as Sending Nodes 12S and Receiving 
Nodes 12R and the corresponding designations of the Packet 
Transfer Engines (PTE) 20T as a Packet Transfer Engine 
(PTE) 20TS and a Packet Transfer Engine (PTE) 20TR are 
Solely for purposes of the present discussions and are not 
intended or meant to be limiting. For example, the desig 
nations of Sending and receiving Nodes 12 and Packet 
Transfer Engines (PTE) 20T would periodically in bi-lateral 
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data packet communication between the Nodes 12, when the 
flow of data packets reverses, or that a Node 12 may operate 
as a Sending Node 12S in one Connection 18 and as a 
Receiving Node 12R in a different Connection 18. 
0109) It has also been described herein above that a 
Collector/Controller (C/C) 20O operating with and control 
ling the Packet Transfer Engine (PTE) 20TS and Packet 
Transfer Engine (PTE) 20TR of a Connection 18 may reside 
in any Node 12 of the Network 10. It will therefore be 
understood that the Collector/Controller (C/C) 20O is shown 
in FIG. 6A as residing in Sending Node 12S only for 
purposes of illustration, and that this representation is not 
intended or meant to be limiting. As shown in FIG. 6A, and 
as will be discussed in further detail in a following descrip 
tion, Collector/Controller (C/C) 20C includes or is associ 
ated with a Network Analyzer 48 that may be implemented 
in a number of forms, but which receives the network 
condition information acquired by Packet Transfer Engine 
(PTE) 20TS or by Packet Transfer Engine (PTE) 20TS in 
combination with Packet Transfer Engine (PTE) 20TR and 
information pertaining to a currently to be executed data 
transfer to determine the optimum packet size and inter 
packet interval under the current Connection 18 conditions 
and for the amount and type of data to be transferred. As will 
be discussed in the following, and for example, a Network 
Analyzer 48 may be implemented as fuZZy logic, or as a 
neural network or as a combination of a neural network with 
fuZZy logic, and the mode by which network condition 
information is acquired and used by the Collector/Controller 
20C will be determined in part by the specific method used 
to implement Network Analyzer 48. In the reverse, the 
method used to implement Network Analyzer 48 will be 
determined in part by the methods and modes of operation 
available to acquire the network information and the types of 
network condition information that may be acquired. 
0110. Also, it has been described that a Packet Transfer 
Engine (PTE) 20T residing in a Sending Node 12S or a 
Receiving Node 12R will effectively reside in and function 
as a Layer 28 or element of a Layer 28 of the Network 
Protocol Stack (Stack) 24 the Sending Node 12S or Receiv 
ing Node 12R to form, transmit and receive Packets 16. For 
example, in a presently preferred embodiment of an Adap 
tive Packet Mechanism 20, Packet Transfer Engines (PTE) 
20T communicate Monitor Packets 16M and Data Packets 
16C at the UDP layer of TCP/IP and communicate with 
Collector/Controllers 20C at the TCP layer of TCP/IP. It will 
be recognized and understood, however, that an Adaptive 
Packet Mechanism 20 may execute or operate with a wide 
variety of protocols and at a number of different layers of 
such protocols for the transfer of data through Networks 16. 
While the type, degree and methods for interoperating with 
Such aspects of the protocols as packet Size and inter-packet 
interval may vary significantly between protocols, Such 
protocols are widely known and well understood by those of 
ordinary skill in the relevant arts, the details of particular 
protocols. AS Such, the means and methods by which various 
implementations and embodiments of the Packet Transfer 
Engines (PTE) 20T of the present invention may be adapted 
to and implemented in each protocol will not be discussed in 
detail herein. 

0111. As described, the Collector/Controller (C/C) 20C, 
Packet Transfer Engines (PTE) 20TS and Packet Transfer 
Engine (PTE) 20TR associated with a Connection 18 are 
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capable of multiple modes of operation. For example, in the 
data transfer mode the Collector/Controller (C/C) 20O, 
Packet Transfer Engines (PTE) 20TS and Packet Transfer 
Engine (PTE) 20TR operate to transfer data from the Send 
ing Node 12S to the Receiving Node 12R through the 
Connection 18. In the network data collection and network 
condition determination modes, hereafter referred to as the 
“test” modes, the Collector/Controller (C/C) 20C, Packet 
Transfer Engines (PTE) 20TS and Packet Transfer Engine 
(PTE) 20TR associated with a Connection 18 will operate to 
determine the network conditions of the Connection 18, 
Such as available bandwidth, latency and jitter, and from this 
information will determine the currently optimum Packet 16 
Size and inter-packet interval for communicating Data Pack 
ets 16C through the Connection 18 for a given amount and 
type of data. 
0112 Considering the modes of operation of an Adaptive 
Packet Mechanism 20 in general, the Collector/Controller 
(C/C) 20C and the Packets Transfer Engines 20TS and 20TR 
may alternate between a data transfer mode of operation in 
which the data is transferred from the Sending Node 12S to 
the Receiving Node 12R and a network condition acquisi 
tion mode of operation in which information is collected 
regarding network conditions. In other modes, the Adaptive 
Packet Mechanism 20 may acquire network condition infor 
mation during data transfers, that is, by examination of the 
transmission characteristics revealed during the transmis 
Sion of Data Packets 12D. In still other circumstances, the 
Adaptive Packet Mechanism 20 may operate in an initial or 
preliminary network condition collection mode to acquire 
network condition information that may be is used, for 
example, to train a neural network in Network Analyzer 48 
or to build a fuzzy logic analyzer for use in Network 
Analyzer 48. Thereafter, the Adaptive Packet Mechanism 20 
may operate in either of the first two mention modes to 
acquire network condition information to update or modify 
the network condition information acquired during the initial 
or preliminary network condition collection operations. 
0113. In the network conditon collection modes of opera 
tion, and depending upon the Specific network condition 
collection mode, one or both of the Packet Transfer Engines 
(PTE) 20TS and 20TR of the Connection 18 may acquire 
network condition information by determining the transmis 
Sion characteristics of either or both of Monitor Packets 16M 
or Data Packets 12D transmitted through the Connection 18 
from the Sending Node 12S to the Receiving Node 12R, and 
will extract or determine the current network conditions of 
the Connection 18, such as available bandwidth, latency and 
jitter. AS described, the network condition information is 
provided to a Collector/Controller (C/C) 20O, wherein Net 
work Analyzer 48 will determine the optimum packet size 
and inter-packet interval for the current network conditions 
of the Connection 18 and Collector/Controller (C/C) 20C 
will use these optimum packet Size and inter-packet interval 
values during the data transfer mode. 
0114. In general, the network condition collection mode 
Selected for given circumstances is is dependent upon both 
the packet size and inter-packet interval determine methods 
implemented in the Network Analyzer 48 and the type of 
data transfer to be executed. In this regard, it has been 
previously described that data transferS through a network 
may be characterized as “continuous, wherein the Stream of 
data packets is essentially continuous for an extended 
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period, or “bursty', which is characterized by the transmis 
Sion of "bursts' of data packets Separated by intervals in 
which no packets are transmitted. A “continuous transfer 
may occur, for example, in the transfer of audio/video 
information while a “bursty’ transfer may occur, for 
example, in the transfer of data files. 
0115 AS will be described in the following, in a presently 
preferred embodiment an Adaptive Packet Mechanism 20 is 
capable of operating in Several basic network condition 
acquisition modes, certain of the modes being intended 
primarily for “bursty” data transfers and others being pri 
marily intended for “continuous” data transfers while others 
are used in the preliminary or initial acquisition of network 
condition information to be used, for example, in training a 
neural network or in designing a fuzzy logic analyzer. In the 
case of "bursty’ data transfers, there may be or are extended 
periods during which Data Packets 12D are not being 
transmitted and during which information regarding the 
Connection 18 transmission conditions cannot be deter 
mined by observation of the Data Packets 12D. In these 
cases, Sequences of Monitor Packets 12M are periodically 
transmitted between the Sending Node 12S and the Receiv 
ing Node 12R, when Data Packets 12D are not being 
transmitted, and the network conditions of the Connection 
18 are determined from the transmission characteristics of 
the Monitor Packets 12M. In the instance of “continuous’ 
data transmissions, the Connection 18 is essentially fully 
occupied by the transmission of Data Packets 12D, and the 
network conditions are primarily determined from observa 
tion of the Data Packets 12D. 

0116. Before discussing the modes of operation of Col 
lector/Controller (C/C) 20O and Packet Transfer Engines 
(PTE) 20TS and 20TR in detail, it should be noted that in the 
presently preferred implementation, the the modes of opera 
tion are controlled in part by inputs from Data Source 22S 
or from Some other source in the Sending Node 12S indi 
cating, for example, what type of data transfer operation is 
to be performed, Such as a file transfer or the transmission 
of a continuous audio/video data Stream, and the amount of 
data to be transferred. The Collector/Controller (C/C) 20O, 
in turn, Selects an appropriate mode of operation for the 
particular data transfer requested by the Sending Node 12S, 
including the method by which network condition informa 
tion is to be acquired. The Collector/Controller (C/C) 20O, 
in turn, generates Control Outputs 38C to the Packet Trans 
fer Engines (PTE) 20TS and Packet Transfer Engine (PTE) 
20TR to control the modes of operation of the Packet 
Transfer Engines (PTE) 20TS and Packet Transfer Engine 
(PTE) 20TR during the requested data transfer. As will be 
described below, packet transfers between the Sending Node 
12S and the Receiving Node 12R will involve both a data 
transfer mode and one or more network condition collection 
modes and may require the Collector/Controller (C/C) 20O 
and the Packet Transfer Engines (PTE) 20TS and Packet 
Transfer Engine (PTE) 20TR involved in the operation to 
Switch between the data transfer modes and the network 
condition collection modes during the data transfer. In the 
presently preferred embodiment, the modes of operation of 
the Collector/Controller (C/C) 20C and the Packet Transfer 
Engines (PTE) 20TS and Packet Transfer Engine (PTE) 
20TR are determined by flags set in the Collector/Controller 
(C/C) 20C and the Packet Transfer Engines (PTE) 20TS and 
Packet Transfer Engine (PTE) 20TR by the Collector/Con 
troller (C/C) 20C. 
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0117. In this regard, it must be noted that when the 
Collector/Controller (C/C) 20O, Packet Transfer Engines 
(PTE) 20TS and Packet Transfer Engine (PTE) 20TR asso 
ciated with a Connection 18 are operating in a network 
condition acquisition mode to determine the current network 
conditions of the Connection 18, the operations of the 
Adaptive Packet Mechanism 20 are controlled by a Script 
File 38. As indicated in FIG. 6A, Script File 38 is read by 
the Collector/Controller (C/C) 20O, which in turn generates 
corresponding Control Outputs 38C to the Packet Transfer 
Engine (PTE) 20TS or to both the Packet Transfer Engine 
(PTE) 20TS and the Packet Transfer Engine (PTE) 20TR, 
depending upon the network condition acquisition mode. An 
example of a Script File 38 is illustrated in FIG. 6B and, as 
script files are well known to those of ordinary skill in the 
arts and as the purpose and function of each Step in the Script 
file is described in the example shown in FIG. 6B, Script 
Files 38 will not be discussed in further detail herein. 

0118 a. Data Transfer Mode 
0119 First considering the data transfer mode, that is, the 
method by which Data Packets 12D are transferred from a 
Sending Node 12S to a Receiving Node 12R, the Packet 
Transfer Engines (PTE) 20TS and 20TR residing at the 
Sending Node 12S and at the Receiving Node 12R will 
operate as or as part of the data communications Network 
Protocol Stack (Stack) 24 mechanisms of the Sending Node 
12S and the Receiving Node 12R. That is and for example, 
Packet Transfer Engines (PTE) 20TS and Packet Transfer 
Engine (PTE) 20TR operate as a Layer 28 of the Transmis 
sion Control Protocol/Internet Protocol (“TCP/IP) mecha 
nism to communicate “payload” Data Packets 16C between 
a Data Source 22S in the Sending Node 12S and a Data 
Recipient 22R in the Receiving Node 12R. For example, in 
a presently preferred embodiment of an Adaptive Packet 
Mechanism 20, Packet Transfer Engines (PTE) 20TS and 
20TR communicate Monitor Packets 16M and Data Packets 
16C at the UDP layer of TCP/IP and communicate with 
Collector/Controllers 20C at the TCP layer of TCP/IP. 

0120 In the data transfer mode, and according to the 
present invention, the Collector/Controller (C/C) 20O will 
provide a Packet Control 36 output to the Packet Transfer 
Engine (PTE) 20TS in the Sending Node 12R wherein the 
Packet Control 36 output will designate an Optimum Packet 
Size 36S and an Optimum Inter-Packet Interval 36I for the 
current Connection 18 network conditions. The Packet 
Transfer Engine (PTE) 20TS will receive Data 22D from the 
Data Source 22S or from higher Layers 28 of the Network 
Protocol Stack (Stack) 24, depending upon the Layer 28 at 
which the Packet Transfer Engine (PTE) 20TR is imple 
mented, and will “packetize” the Data22D into Data Packets 
16C of the size designated by the Optimum Packet Size 36S. 
The Packet Transfer Engine (PTE) 20TS will transmit the 
Data Packets 16C to the Connection 18 at inter-packet 
intervals designated by Optimum Inter-Packet Interval 36I, 
either directly or through lower Layers 28 of the Network 
Protocol Stack (Stack) 24, depending upon the Layer 28 at 
which the Packet Transfer Engine (PTE) 20TS is imple 
mented. 

0121 The Data Packets 16C are transferred through the 
Connection 18 to the Receiving Node 12R, and the Packet 
Transfer Engine (PTE) 20TR will receive the Data Packets 
16C from the Connection 18, either directly or from lower 
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Layers 28 of the Network Protocol Stack (Stack) 24, 
depending upon the Layer 28 at which the Packet Transfer 
Engine (PTE) 20TR is implemented. The Packet Transfer 
Engine (PTE) 20TR will “depacketize” the Data 22D and 
will pass the Data 22D to the Data Recipient 22R, either 
directly or through higher Layers 28 of the Network Proto 
col Stack (Stack) 24, again depending upon the Layer 28 at 
which the Packet Transfer Engine (PTE) 20TR is imple 
mented. The Packet Transfer Engine (PTE) 20TS will form 
the Data 22D into Data Packets 16C of the size designated 
by Optimum Packet Size 36S and will transmit the Data 
Packets 16C at the inter-packet interval designated by Opti 
mum Inter-Packet Interval 36I. 

0122) b. Network Condition Acquisition Mode, Monitor 
Packets 12M 

0123. In a first network data collection and network 
condition determination mode, the Transfer Engine 20TS 
residing at the Sending Node 12S of a Connection 18 will, 
under the direction of the Collector/Controller (C/C) 20O, 
transmit sequences of one or more Monitor Packets 16M to 
the Transfer Engine 20TR residing in the Receiving Node 
12T of the Connection 18 at predetermined intervals. In a 
presently preferred embodiment of the invention, each 
sequence of Monitor Packets 12M may contain, for 
example, 10 Monitor Packets 12M and sequences will be 
transmitted at, for example, 2 Second intervals. The Packet 
Transfer Engine (PTE) 20TR residing in the Receiving Node 
12R will reflect or echo the Monitor Packets 16M back to the 
Packet Transfer Engine (PTE) 20T residing in the Sending 
Node 12S. The Packet Transfer Engine (PTE) 20TS will 
extract Monitor Packet 16M transmission characteristics 
directly representing the network condition of the Connec 
tion 18 from the returned or echoed Monitor Packets 12M, 
will determine the network conditions of the Connection 18, 
Such as available bandwidth, latency and jitter, and will 
provide the network condition information to a Collector/ 
Controller (C/C) 20C. 
0.124. The transmission and reflection of Monitor Packets 
12M may be employed in the acquisition of network con 
dition information, for example, during the "bursty’ trans 
mission of Data Packets 12D, that is, in the intervals 
between the transmission of Data Packets 12D. In further 
example, the transmission and reflection of Monitor Packets 
12M may be employed during a preliminary or initial 
acquisition of network condition information, as will be 
discussed further below, to acquire network condition infor 
mation to be used in training a neural network implemented 
in Network Analyzer 48, or during operation of an Adaptive 
Packet Mechanism 20 in transmitting data to acquire net 
work condition information for use in updating or modifying 
a neural network implemented in Network Analyzer 48. As 
will also be described below, the transmission and reflection 
of Monitor Packets 12M may further be used to obtain 
network condition information for use in the design of fuzzy 
logic used in a Network Analyzer 48. 

0.125 Further with respect to this mode of operation, and 
as discussed below, the Packet Transfer Engine (PTE) 20TR 
residing in the Receiving Node 12R may extract and Store 
network condition information pertaining to the Connection 
18 for archival purposes and for Subsequent use, and may 
store this information in the Result Entries 40E of Network 
Condition Records 40R in a Result Database 40. Such 
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information may be used, as described below, in acquiring 
initial or preliminary network condition information for 
training a neural network implemented in the Network 
Analyzer 48, or for use in designing fuzzy logic used in a 
Network Analyzer 48. In addition, the Packet Transfer 
Engine (PTE) 20TR residing in the Receiving Node 12R 
may transmit the network condition information, that is, the 
corresponding Result Entry 40E or Network Condition 
Record 30R, to the Collector/Controller (C/C) 20C as it is 
acquired, that is, in real time, to be used in updating or 
modifying a neural network implemented in the Network 
Analyzer 48. 
0.126 Briefly considering Monitor Packets 16M and Data 
Packets 16C and the operation of the present invention in 
general, it has been described herein above that according to 
the present invention the available bandwidth, latency and 
jitter of a given Connection 18 is a function of the size of 
Packets 16 and of the inter-packet interval between succes 
sive Packets 16, that is, the intervals between Packets 16 that 
are transmitted consecutively through the Connection 18. 
The method and mechanism of the present invention deter 
mines the packet size and inter-packet interval that utilizes 
the maximum available bandwidth of the connection most 
efficiently under current network latency, jitter and traffic 
conditions, thereby maximizing the effective data transfer 
rate. In this regard, it is well known and understood by those 
of ordinary skill in the arts that a given Packet 16 is 
comprised of one or more fields of control bits or bytes, 
often referred to as "header' bits or bytes, used in managing 
and controlling the network transmission of the Packets 16, 
and one or more fields of data, which are the actual "pay 
load” of a Packet 16. AS Such, the size of a Packet 16, that 
is, the number of bits or bytes contained in a Packet 16, is 
comprised of a fixed number, primarily comprised of the 
control or header fields, and a controllable number com 
prised of the data fields. It has been described that an 
Adaptive Packet Mechanism 20 controls the size of Packets 
16 to be an optimum for the current network conditions of 
a Connection 18, and it will therefore be apparent that an 
Adaptive Packet Mechanism 20 does so by controlling the 
size of the data fields of the Packets 16 as the control or 
header fields are typically determined by the communica 
tions protocol employed by the Sending Node 12S and 
Receiving Node 12R. The range of Packet 16 sizes will 
thereby range from a minimum determined primarily by the 
size of the control or header fields of the Packets 16 to a 
maximum determined by the communications protocol 
employed by the Sending Node 12S and Receiving Node 
12R 24 executed by Network Interface Mechanism 26 and 
will include both the control or header fields and the 
maximum capacity of the data fields. AS Such, it will be 
understood that within the context of the present invention 
the size of a Packet 16, whether a Data Packet 16C or a 
Monitor Packet 16M, will be a function of both the control 
or header fields and the data fields. 

0127. Referring to FIG. 6A, therein is illustrated an 
exemplary Monitor Packet 16M as may be used in a pres 
ently preferred implementation of this mode of operation. In 
the presently preferred embodiment, the Packet Transfer 
Engine (PTE) 20TS will transmit a sequence of 10 (ten) such 
Monitor Packets 12M, to allow the Adaptive Packet Mecha 
nism 20 to obtain information pertaining to, for example, the 
average available bandwidth of the Connection 18 and the 
average jitter between Packets 16 over the Connection 18 
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over a sample of Monitor Packets 12M, and information 
pertaining to the extent the Packets 16 may arrive in a 
Sequence that is out of order from the Sequence in which 
they were transmitted. It must be noted that FIG. 6A 
illustrates, in particular, the data fields or “payload” of a 
Monitor Packet 16M, which in a presently preferred 
embodiment is referred to as a “28 byte packet'. As shown 
in FIG. 6A, and for example, a Monitor Packet 16M may 
include a Departure Time 12MT representing the time of 
departure of the Monitor Packet 16M from the Packet 
Transfer Engine (PTE) 20T, a Packet Size 16MS represent 
ing the size of the Monitor Packet 16M, and Packet Number 
16MN representing the sequential position of the Monitor 
Packet 16M in a sequence of Monitor Packets 16M. A 
Monitor Packet 16M may also include a Transmission 
Parameters 16MP, which may be comprised, for example, of 
the current Packet Control 36 representing the currently 
determined or predicted Optimum Packet Size 36S and 
Optimum Inter-Packet Interval 36I. 
0128. As described, the Monitor Packets 16M of the 
sequence of Monitor Packets 16M transmitted from the 
Sending Node 12S to the Receiving Node 12R are reflected 
or echoed back to the Sending Node 12S by the Packet 
Transfer Engine (PTE) 20TR as they are received by the 
Packet Transfer Engine (PTE) 20TR, that is, immediately 
upon being received, or a rapidly as feasible, and in the order 
in which they are received. The Packet Transfer Engine 
(PTE) 20TS may determine the times and sequence of 
arrival of the reflected or echoed Monitor Packets 16M 
returned from the Packet Transfer Engine (PTE) 20TR and 
will extract and determine Network Conditions 42. The 
Packet Transfer Engine (PTE) 20TS will provide Network 
Conditions 42 to the Collector/Controller (C/C) 20C, and, as 
described below, the Collector/Controller (C/C) 20O will 
determine a current Packet Control 36 representing the 
currently determined or predicted Optimum Packet Size 36S 
and Optimum Inter-Packet Interval 36I from the Network 
Conditions 42. 

0129. In one embodiment of Adaptive Packet Mechanism 
20, Network Conditions 42 will include information per 
taining to or representing, for example, Such factors as the 
average available bandwidth of the Connection 18, jitter 
values for the Connection 18, and the occurrence or percent 
of Packets 16 that were received out of order, with these 
factors being determined for the interval in which the 
Monitor Packets 16M were transmitted and received back 
over the Connection 18. For example, Network Conditions 
42 may include, for example, Average Available Bandwidth 
42A, Average Jitter 42B, Maximum Jitter 42C, Minimum 
Jitter 42D, Packet Order Number Causing Maximum Jitter 
42E and Packet Order Number Causing Minimum Jitter 42F. 
0130. In this embodiment, Average Available Bandwidth 
42A is determined as the total number of bytes communi 
cated in the sequence of Monitor Packets 12M divided by 
one half of the round trip interval required for the Sequence 
of Monitor Packets 12M to be sent from the Packet Transfer 
Engine (PTE) 20TS and the returned Monitor Packets 12M 
of the sequence of Monitor Packets 12M to be received by 
the Packet Transfer Engine (PTE) 20TS. The average round 
trip latency of the Connection 18 may, in turn, be determined 
as the average of the differences between the departure time 
of each Monitor Packet 12M from the Packet Transfer 
Engine (PTE) 20TS and the arrival time of the returned 

Dec. 12, 2002 

Monitor Packet 12M at the Packet Transfer Engine (PTE) 
20TS, and the one way latency of the Connection 18 may be 
determined as one half of the round trip latency. The jitter of 
each Monitor Packet 12M may be determined by a number 
of methods. For example, the expected arrival time of each 
Monitor Packet 12M for Zero jitter can be determined from 
the departure time of each Monitor Packet 12M from Packet 
Transfer Engine (PTE) 20TS and the average round trip 
latency of the Connection 18. The expected arrival time of 
each Monitor Packet 12M may then be compared with the 
actual arrive time of each Monitor Packet 12M at the Packet 
Transfer Engine (PTE) 20TS, and one half of this difference 
will represent the jitter for that individual Monitor Packet 
12M. It will also be noted that jitter, which is the packet to 
packet variation in latency through the Connection 18, may 
also be determined relatively by determining the interval 
between the arrivals of Successive packets and comparing 
these measured values to the inter-packet interval Specified 
in the Monitor Packet 12M. The Average Jitter 42B, in turn, 
may be determined as the average of the individual jitter 
values, and the Maximum Jitter 42C and Minimum Jitter 
42D as the maximum and minimum of the individual jitter 
values. Finally, the Packet Order Number Causing Maxi 
mum Jitter 42E and Packet Order Number Causing Mini 
mum Jitter 42F may be determined from the Packet Num 
bers 12MC of the Monitor Packets 12M having the 
Maximum Jitter 42C and Minimum Jitter 42D values. 

0131. In another and presently preferred embodiment of 
the invention, the Network Conditions 42 may be comprised 
of or include 2-Way Delay Maximum 42G, 2-Way Delay 
Minimum 42H, 2-Way Delay Average 42I, Jitter Average 
42J, Number of Packets Out of Sequence 42K and Number 
of Packets Lost 42L. It will be noted that these values are 
Similar to or are derived in a manner Similar to those of 
Network Conditions 42A through 42F, except that the delays 
or times are determined in terms of the round trip times from 
Packet Transfer Engine (PTE) 20TS to Packet Transfer 
Engine (PTE) 20TR and back to Packet Transfer Engine 
(PTE) 20TS, rather than one half of these times. It will also 
be noted that the bandwidth of the Connection 18 is repre 
Sented indirectly as a maximum and minimum latency for 
the round trip as the number of bytes transferred during these 
periods is known, and that jitter is represented by the 
average jitter only rather than also be the maximum and 
minimum jitters. Another difference is that changes in the 
order of packets during transmission over the Connection 18 
is represented by the number of packets that are out of order 
rather than by values representing the packets having the 
maximum and minimum jitters, and in that the Network 
Conditions 42 now include the number of packets lost. 

0.132. It should be noted that in other implementations of 
Packet Transfer Engines (PTE) 20T and Collector/Control 
ler (C/C) 20C, the Packet Transfer Engines (PTE) 20TS will 
perform basic measurement operations, Such as reading 
departure time and packet Sequence number information 
from Monitor Packets 12M and determining the arrival 
times of the returned Monitor Packets 12M. The Packet 
Transfer Engine (PTE) 20TS will provide the basic mea 
surement information to the Collector/Controller (C/C) 20O, 
which will perform the operations to extract or determine 
Network Conditions 42, such as Average Available Band 
width 42A, Average Jitter 42B, Maximum Jitter 42C, Mini 
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mum Jitter 42D, Packet Order Number Causing Maximum 
Jitter 42E and Packet Order Number Causing Minimum 
Jitter 42F. 

0133. It must be also noted with regard to the determi 
nation of Network Conditions 42 that in the present embodi 
ment of this mode of operation Such network condition 
values as latency, jitter and available bandwidth are deter 
mined with respect to “round trip' times. That is, and for 
example, bandwidth and latency are determined with respect 
to one half of the round trip intervals or times for the 
Monitor Packets 12M to be transmitted through the Con 
nection 18 and returned through the Connection 18. It is 
therefore assumed that the latency and jitter of the trans 
mission path through a Connection 18 is equal in both 
directions of transmission, or is Sufficiently equal for pur 
poses of the present invention. In this regard, it must be 
noted that the clocks residing in the Sending Node 12S and 
Receiving Node 12R of a Connection 18 are typically not 
Synchronized, or at least are not Synchronized to the degree 
of accuracy required to measure differences or changes in 
latency and jitter. The determination of latency and jitter 
through a Connection 18 by determining the departure and 
arrival times of Monitor Packets 12M at the Packet Transfer 
Engine (PTE) 20TS, that is, at a single end of the Connection 
18, thereby obviates or alleviates the problem of non 
synchronization between the Sending Node 12S and Receiv 
ing Node 12R clocks by using only a single clock for all 
measurements. It will be further noted that this method is in 
accordance with a basic principle of the present invention, 
that is, treating a Connection 18 and all elements of a 
Connection 18 as a “black box” for purposes of determining 
the optimum packet Size and inter-packet interval to make 
optimum use of the available Connection 18 bandwidth. 

0134 c. Network Condition Acquisition, Condition 
Records 40R and Test Result Entries 40E 

0135) It has been described herein above that the Packet 
Transfer Engine (PTE) 20TR residing in the Receiving Node 
12R may extract and Store network condition information 
pertaining to the Connection 18 for archival purposes and 
for Subsequent use, and may store this information as a Set 
of Test Result Entries 40E in a Network Condition Record 
40R in a Result Database 40. An exemplary Network 
Condition Record 40R is illustrated in FIG. 6C, wherein it 
will be seen that a Condition Record 40R may include, and 
for example, Network Test Result Fields 44A through 44AC. 
It will be noted that the values or information contained in 
each of Network Test Result Fields 44A through 44AC are 
defined in the exemplary Network Condition Record 40R 
shown in FIG. 6G. It will further be noted that certain of the 
values or information residing in Network Test Result Fields 
4.4A through 44AC are the same as or similar to those 
determined for Network Conditions 42. 

0.136 The determination of these and other values and 
information contained in Network Test Result Fields 44A 
through 44AC will be apparent to those of ordinary skill in 
the relevant arts, with the assistance of the definitions of the 
values and contents of the fields provided in FIG. 6C, and 
therefore will not be discussed further herein. In this regard, 
and as discussed above, it must be noted that the clockS 
residing in the Sending Node 12S and Receiving Node 12R 
of a Connection 18 are typically not synchronized, or at least 
are not Synchronized to the degree of accuracy required to 
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measure differences or changes in latency and jitter. Certain 
values, however, Such as jitter, which is the packet to packet 
variation in latency through the Connection 18, may be 
determined relatively by determining the interval between 
the arrivals of Successive packets and comparing these 
measured values to the inter-packet interval Specified in the 
Monitor Packet 12M. Other Test Result Field 44 values or 
information, however, may be more readily determine at the 
Packet Transfer Engine (PTE) 20TR end of a Connection 18 
than at the Packet Transfer Engine (PTE) 20TS end of the 
Connection 18. For example, the Monitor Packet 12M will 
identify the number of Monitor Packets 12M in the test 
Sequence, and the number of packets received or number of 
reads or attempted reads to a Socket or number of lost 
packets are more accurately determined by the Packet Trans 
fer Engine (PTE) 20TR as the possibility of a lost or 
erroneous packet during the return transmission is elimi 
nated. It will also be noted that Test Result Fields 44 include 
values or information not obtained by the Packet Transfer 
Engine (PTE) 20TS, such as the trend in delay or jitter times, 
while may be obtained by comparison of the arrival times of 
Monitor Packets 12M at the Packet Transfer Engine (PTE) 
20TR and are not dependent upon synchronization between 
the Sending Node 12S and Receiving End 12R clocks. 

0.137 The network condition information acquired in and 
by the Packet Transfer Engine (PTE) 20TR may be used in 
a number of ways. For example, Monitor Packets 12M may 
be transmitted through one or more Connections 18 as 
described above during an initial or preliminary period 
before Startup or initialization of the full, in-use operation of 
an Adaptive Packet Mechanism Network 20 to acquire 
network condition information about the Connections 18. 
The stored Condition Records 40R and Result Entries 40E 
collected in a Result Data Base 40 may then be used, for 
example, for the initial training of a neural network imple 
mented in the Network Analyzer 48, or in the design of a 
fuzzy logic analyzer implemented in the Network Analyzer 
48. 

0.138. The network condition information acquired in and 
by a Packet Transfer Engine (PTE) 20TR through the 
transmission of Monitor Packets 12M as described above, 
that is, the Condition Records 40R or Result Entries 40E 
may also be transmitted to the Collector/Controller (C/C) 
20C in real time, that is, during operation of the Adaptive 
Packet Mechanism 20 in transmitting Data Packets 12D 
from a Sending Node 12S to a Receiving Node 12R. As 
described, these Monitor Packets 12M may be transmitted, 
for example, during "bursty’ transmissions in the intevals 
when Data Packets 12D are not being transmitted, thereby 
allowing the acquisition of network condition information 
by the Packet Transfer Engine (PTE) 20TR in real time and 
during the use of the Adaptive Packet Mechanism 20 to 
transmit Data Packets 12D, so that the information in the 
Condition Records 40R or Result Entries 40E represents 
current conditions in the network. This information may 
then be used to update or modify, for example, a neural 
network implemented in the Network Analyzer 48 so that 
the operations of the neural network are continuously 
updated to reflect current conditions in the network. It 
should be noted that the “real time” collection of network 
condition information by a Packet Transfer Engine (PTE) 
20TR, the information may be transmitted to the Collector/ 
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Controller (C/C) 20C at the conclusion of the sequence of 
Monitor Packets 16M, or as each Monitor Packet 12M is 
received. 

0139 d. Network Conditions Acquisition, Continuous 
Transfer 

0140. As discussed above, an Adaptive Packet Mecha 
nism 20 may execute continuous data transfers, Such as the 
transfer of audio/video data, wherein the Connection 18 is 
essentially completely occupied in transferring Data Packets 
12D for extensive periods. This mode is similar in may 
respects to the network condition acquisition modes 
described above, except that the network condition infor 
mation is extracted from the transmission characteristics of 
the Data Packets 12D rather than from Monitor Packets 
12M, although Monitor Packets 12M may be transmitted 
and used in, for example, intervals between or pauses in the 
transmission of the Data Packets 12D. In general, however, 
the network condition information represented in a Condi 
tion Record 40R or Result Entry 40E will be extracted or 
determined in the same manner as in the first and Second test 
modes described above. For example, the Data Packets 12D 
will typically include information identifying the number of 
bytes contained therein, departure time, and So on. Other 
values, Such as inter-packet interval, may be obtained from 
Control Outputs 38C or may be averaged values determined 
from the arrival times of Data Packets 12D and jitter 
measurements may be determined as in the first and Second 
test modes. It should be noted, however, that in this mode the 
information represented in Condition Records 40R will be 
the primary Source of network condition information pro 
vided to the Collector/Controller (C/C) 20O, rather than 
information acquired at the Packet Transfer Engine (PTE) 
20TS. It should also be noted that certain network condition 
values or information may be ascertained, for example, 
either as periodic Samples, Such as for Successive groups of 
ten Data Packets 12D, or a “running window' values that are 
updated for each new received Data Packet 12D. 

0141) 
0142 Lastly, and as indicated in FIG. 6A, an Adaptive 
Packet Mechanism 20 may be implemented in a “single 
ended” configuration which does not require a Packet Trans 
fer Engine (PTE) 20TR in the Receiving Node 12R. Instead, 
and as indicated in FIG. 6A, the essential or basic functions 
of the Packet Transfer Engine (PTE) 20TR are implemented 
through and by the ICMP of the Internet Protocol Layer 28J 
of the TCP/IP Model 24T, as illustrated in FIG. 4. As is well 
known to those of ordinary skill in the relevant arts, the 
ICMP of a Node 12 receiving a Packet 16 performs a “ping” 
function by transmitting an acknowledgement of a received 
Packet 16 to the Node 12 transmitting the Packet 16. In this 
mode of operation, therefore, each Monitor Packet 12M or 
Data Packet 12D transmitted by the Packet Transfer Engine 
(PTE) 20TS of a Sending Node 12S will be acknowedged by 
an acknowledgement from the ICMP of the Receiving Node 
12.R. The receipt of an ICMP acknowledgement for each 
Monitor Packet 12M or Data Packet 12S will therefore allow 
the Packet Transfer Engine (PTE) 20TS to determine such 
Network Conditions 42 as the latency of the Connection 18, 
as the round trip time of the transmitted Packet 16 plus the 
time required for return of the acknowledgement, and from 
this information such Network Conditions 42 as the jitter of 
each Packet 16, in a manner similar to that described above 

e. Single Ended Operation 
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with regard to Monitor Packets 12M. Depending upon the 
Connection 18 and other factors, it may be possible to also 
determine Such factors as the order in which the Packets 16 
are received by the Receiving Node 12R. It will be noted, 
however, that this method will not generate, for example, the 
network condition information described above with regard 
to Condition Records 40R or Result Entries 40E. As a 
consequence, this method is difficult to implement with a 
neural network based Network Analyzer 48 is there will 
typically be insufficient network information, either as a 
historic record or in real time, to train or update a neural 
network. AS Such, this method is preferable implemented 
with a Network Analyzer 48 based upon a fuzzy logic 
analyzer, as described in a following discussion. 
0143. In summary, therefore, an Adaptive Packet Mecha 
nism 20 may operate in a number of modes, including, for 
example: 

0144 (a) The data transfer mode wherein Data 
Packets 12D are transmitted in either a continuous 
mode or a bursty mode and wherein the packet sizes 
and inter-packet intervals are determined by network 
conditions, including Connection 18 latency and 
jitter and available bandwidth but also possibly 
including Such factors as packet loss, and the amount 
and type of data to be transferred. 

0145 (b) A reflected Monitor Packet 12M mode 
wherein Monitor Packets 12M are transmitted during 
an initial network condition information acquistion 
period to generate Condition Records 40R and 
Result Entries 40E to be used in the initial training of 
a neural network in Network Analyzer 48. 

0146) (c) A reflected Monitor Packet 12M mode 
wherein Monitor Packets 12M are transmitted during 
operation of the Adaptive Packet Mechanism 20 to 
generate Condition Records 40R and Result Entries 
40E to be returned in real time to the Collector/ 
Controller (C/C) 20O to be used in the updating or 
modification of a neural network in Network Ana 
lyZer 48 according to current network conditions. 

0147 (d) A reflected Monitor Packet 12M mode 
wherein Monitor Packets 12M are transmitted during 
operation of the Adaptive Packet Mechanism 20 to 
generate Network Condition 42 during operation of 
the Adaptive Packet Mechanism 20. 

0148 (e) A continuous transmission mode wherein 
Condition Records 40R and Result Entries 40E are 
generated in real time from the observed transmis 
Sion characteristics of Data Packets 12D transmitted 
by the Packet Transfer Engine (PTE) 20TS and are 
returned in “real time' to the Collector/Controller 
(C/C) 20O. This information may be used, for 
example, in the updating or modification of a neural 
network in Network Analyzer 48 according to cur 
rent network conditions or in the same manner as 
Network Conditions 42. 

0149 (f) A “single ended” mode similar to the 
reflected Monitor Packet 12M modes but wherein the 
basic functions of the Packet Transfer Engine (PTE) 
20TR are peformed by the “ping” or acknowledge 
ment function of the ICMP of the Internet Protocol 
Layer 28J of the TCP/IP Model 24T. 
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0150. It must be noted with respect to the above summa 
rized modes of operation of an Adaptive Packet Mechanism 
20 that the various modes of operation may be interleaves, 
as when the data transfer mode is interleaved with the 
reflected Monitor Packet 12M mode during a “bursty” data 
transfer. Certain of the modes of operation may be per 
formed alone, however, as when a reflected Monitor Packet 
12M mode is used to generate Condition Records 40R and 
Result Entries 40E for use in training a neural network, or 
when the data transfer mode is used alone in the continuous 
transmission mode. 

0151. e. Description of Collector/Controller (C/C) 20C 
(FIG. 6A) 
0152. As indicated in FIG. 6A, information representing 
the current network packet transmission characteristics or 
properties of a Connection 18 are provided to Collector/ 
Controller (C/C) 20O, together with information pertaining 
to a present data transfer to be executed, and Collector/ 
Controller (C/C) 20O in return generates a Packet Control 36 
output indicated the present Optimim Packet Size 36S and 
Optimum Inter-Packet Interval 36I. As discussed above, the 
current network packet transmission characteristics may be 
provided as Network Conditions 42 from Packet Transfer 
Engines (PTE) 20TS or as a Condition Record 40R or as 
Condition Record Entries 40E from the Packet Transfer 
Engine 20TR. As shown, information pertaining to the 
current request for a data transfer is contained in a Transfer 
Request 46 from a Data Source 22S, which identifies, for 
example, the type of data transfer requested and the amount 
of data to be transmitted. In this regard, it should be noted 
that a Transfer Request 46 may be submitted by a Sending 
Node 12S, either at its own initiative or in response to a 
request from a data request from a Receiving Node 12R or 
may be submitted by a Receiving Node 12R as part of a data 
request to a Sending Node 12S. In either instance the Packet 
Control 36 outputs will be provided to the Sending Node 
12S and possibly to the Receiving Node 12R, depending 
upon the type of data transfer to be performed. 

0153. It will be apparent from the above discussions that 
Network Conditions 42 directly or indirectly represent a 
Significant number of network variables and that the rela 
tionship of these variables to the current optimum packet 
Size and inter-packet interval is complex, often nonlinear 
and variable with time. In addition, and as a consequence, 
the number of possible combinations of values of these 
network variable will be extremely large. In addition, and 
according to the present invention, it is necessary for the 
Adaptive Packet Mechanism 20, and in particular the Net 
work Analyzer 48, to be able to determine the optimum 
packet size and inter-packet interval for current connection 
conditions in “real time” because of the rapid variability of 
connection transmissioin conditions. 

0154) There are, however, a number of methods for 
determining Solutions to problems having large number of 
complexly related variables and that will meet the require 
ments and needs of an Adaptive Packet Mechanism 20 of the 
present invention, many of which will be well known to 
those of ordinary skill in the relevant arts. For example, two 
of these methods are referred to as “fuzzy logic' and “neural 
networks', each of which have different characteristics and 
advantages and disadvantages and each of which may be 
used for the functions performed by an Adaptive Packet 
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Mechanism 20. AS will be described below, and as illustrated 
in FIG. 6A, a Collector/Controller (C/C) 20O of the present 
invention may include or be functionally associated with 
Network Analyzer 48 for determining the current packet size 
and inter-packet interval for a given Set of current Network 
Conditions 42 and a current Transfer Request 46. A Network 
Analyzer 48 may be implemented by a variety of methods 
and mechansism, depending upon the requirements for a 
given Collector/Controller (C/C) 20C. Collector/Controller 
(C/C) 20C may include of be associated with, for example, 
a Fuzzy Logic Analyzer 48A, a Neural Network 48B or a 
Combined Analyzer 48C including a Fuzzy Logic Analyzer 
48CA and a Neural Network 48CB. Each of these imple 
mentations will be discussed below but, as each of these 
methods are well known to those of ordinary skill in the 
relevant arts, each will be described only briefly. 
O155 First briefly considering fuzzy logic, fuzzy logic is 
a method for determining the degree to which an entity 
represented by a set or Subset of characteristics is a member 
of a group as a function of the values of the characteristics. 
A fuzzy logic System may be conceptualized as a multidi 
mensional Space wherein each dimensional axis of the Space 
corresponds to a characteristic and wherein the groups are 
defined as regions of the multidimensional Space and 
wherein the regions may be exclusionary or may overlap to 
any degree. In identifying the degree to which a given set or 
Subset of the characteristics is a member of one or more 
groups, the multidimensional Space is indexed along each 
axis corresponding to a characteristic of the Set or Subset and 
by the value of each characteristic of the set or subset. The 
point identified in the Space by the interSection of the values 
of the characteristics identifies the location of the Set or 
Subset of characteristics with respect to the defined regions, 
and thereby the degree to which the set or subset of 
characteristics is a member of one or more of the regions. In 
the present instance, the Set or Subset of characteristics are 
defined by some or all of Network Conditions 42 and the 
group is one or more of the classifications or categorizations 
of the network or connection condition as uncongested, 
moderately congested or congested. 

0156 A Fuzzy Logic Analyzer 48A is advantageous in 
that fuzzy logic Systems are relative efficient and require 
relatively little processing resources of a System and are 
relatively fast, that is, the time between providing charac 
teristic value inputs and a receiving an output indicating 
degrees of group membership is relatively short. A disad 
Vantage is that fuzzy logic Systems inherently and custom 
arily have no learning or adaptation facilities, and are 
thereby leSS Suited to Systems in which the valueS or ranges 
of characteristic values or of the membership regions change 
over time. ESSentially, fuzzy logic Systems cannot be 
“trained over time, or “learn' as circumstances change, but 
must be updated by redefinition of the membership regions, 
and possibly by reconstruction of the System. Fuzzy logic 
Systems are thereby most efficient and effective in Smaller 
Systems and in Systems in which the characteristic values or 
ranges of values and the membership regions do not change 
extensively with time. 

O157 Neural Networks 48B, in contrast, are specifically 
developed and designed as Systems that may perform many 
of the same functions as fuzzy logic Systems, that is, 
generating outputs representing decisions based upon input 
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information, but have the capability of “learning”, or of 
being “trained', both initially and over time. 

0158. A neural network is essentially a decision making 
System or process modeled loosely on the human brain and 
is functionally comprised of neuron functions organized in 
layerS and linked in various configurations to adjacent 
neurons in the Same layer and to neurons in higher or lower 
layers. Each neuron is capable of performing certain defined 
and limited logic and decision making operations upon input 
information, which may be input information or an output of 
a lower layer neuron or a neighbor neuron of the same level, 
and of passing the results of these operations to Subsequent 
neurons or as output signals. Neural networks are “taught 
or “trained” by changing of the “weights” of the inter-neuron 
connections, wherein the “weights are retained in the 
neurons and thereby effectively comprise a “memory” of the 
training or “experience'. There are various forms and meth 
ods of training neural networks and the presently preferred 
embodiment of a Neural Network 48B employs the method 
referred to as “back propagation' wherein the network is 
provided with both reinforcement for correct decisions and 
error information, both of which are used to adjust the 
connections and connection weights between neurons. 
Lastly, it should be noted that neural networks may be 
designed for both “off line” and “on line” learning. In this 
regard, when a neural network is using input information to 
change the neuron interconnection weights, the network is 
said to be in “learning” or “training” mode and, when the 
network is operating to generate decisions based on the input 
information, the network is said to be in the “operation” or 
“recall” mode. In “off line” training, the neuron intercon 
nection weights are fixed, that is, do not change, during 
operation or recall node, So that the basis for decisions does 
not change in operation mode. In “on line' training, the 
neuron interconnection weights may change during the 
operation node, So that the network “learns' dynamically as 
it is making decisions. 

0159) Neural Networks 48B are relatively expensive in 
System resources and are relatively slow to train. However, 
because of their capability for learning and adapting, Neural 
Networks 48B are advantageous in larger and more complex 
Network Systems 10 where the membership regions of a 
Fuzzy Logic Analyzer 48A may be difficult to define initially 
and in Systems wherein the values or ranges of values of the 
input characteristics or the ranges of required decisions are 
expected to change Significantly over time. 

0160 Lastly, it is illustrated in FIG. 6A that one preferred 
embodiment of a Collector/Controller (C/C) 20O is imple 
mented with an associated Combined Analyzer 48C com 
prising a Fuzzy Logic Analyzer 48CA and a Neural Network 
48CB operating in conjunction. In this embodiment, Fuzzy 
Logic Analyzer 48CA is essentially functionally incorpo 
rated into Neural Network 48CB and is initially configured 
for the anticipated conditions and characteristics of trans 
mission in the Connections 18 of Network 10. AS will be 
discussed below, Fuzzy Logic Analyzer 48CA will thereby 
provide the initial training “knowledge” for Neural Network 
48CB. 

0.161 In operation, Fuzzy Logic Analyzer 48CA and a 
Neural Network 48CB receive either or both of Network 
Conditions 42 and Condition Records 20R from either or 
both of Packet Transfer Engine (PTE) 20TS and Packet 
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Transfer Engine (PTE) 20TR, depending upon the type of 
current data transfer and the current test mode employed and 
will receive Transfer Requests 46. The Combined Analyzer 
48C will, in turn, generate Packet Control 36A outputs 
identifying an Optimum Packet Size 36S and an Optimum 
Inter-Packet Interval 36I and will provide the Packet Control 
36A outputs to the Collector/Controller (C/C) 20O. Collec 
tor/Controller (C/C) 20O will, in turn, provide the Packet 
Control 36 outputs to either or both of the involved Packet 
Transfer Engine (PTE) 20TS and Packet Transfer Engine 
3OTR 

0162. In the initial stages of operation, that is, before 
Neural Network 48CB has been trained to the current 
Connection 18, the Packet Control 36 outputs of Fuzzy 
Logic Analyzer 48CA will be used, together with the Net 
work Condition 42 information from either or both of Packet 
Transfer Engine (PTE) 20TS and Packet Transfer Engine 
(PTE) 20TR, to train Neural Network 48CB. Thereafter, 
Fuzzy Logic Analyzer 48CA and Neural Network 48CB will 
generate Packet Control 36 outputs in response to Network 
Condition 42 inputs from Packet Transfer Engine (PTE) 
20TS and Packet Transfer Engine (PTE) 20TR. 
0163. In this regard, the Packet Control 36A outputs of 
Fuzzy Logic Analyzer 48CA will be the primary control 
inputs to Collector/Controller (C/C) 20O during those peri 
ods when the data transmission characteristics and condi 
tions of Network 10 and Connection 16 are relatively stable 
because of the generally faster response of Fuzzy Logic 
Analyzer 48CA, that is, during those periods during which 
the ranges of values of Network Conditions 42 and Condi 
tion Records 40R are relatively stable. Should the Network 
10 or Connection 16 conditions and characteristics change 
beyond the effective range of response of Fuzzy Logic 
Analyzer 48CA, as will be indicated by an increase in the 
latency or jitter experienced by Packets 16, the Packet 
Control 36A outputs of Neural Network 48CB will assume 
control of Collector/Controller (C/C) 20C. It will be appre 
ciated that this changeover of control from Fuzzy Logic 
Analyzer 48CA to Neural Network 48CB may be imple 
mented in a number of ways, Such as an internal logic 
disabling of the outputs of Fuzzy Logic Analyzer 48CA 
should the latency or jitter experienced by Packets 16 of 
Monitor Packets 16M exceed a predetermined limit, as 
reflected in Network Conditions 42 or Condition Records 
40R. In this case, Neural Network 48CB will both generate 
the controlling Packet Control 36A outputs and will enter a 
Self-learning mode wherein the learning processes of Neural 
Network 48CB adapt to the new transmission conditions and 
characteristics of Network 10 and Connections 18. During 
this time, Neural Network 48CB will generate Update 50U 
outputs to Fuzzy Logic Analyzer 48CA, wherein the Update 
50U inputs will be used by Fuzzy Logic Analyzer 48CA to 
update the Sets and Subsets of network characteristics and 
defined membership regions therein until the performance of 
Fuzzy Logic Analyzer 48CA is comparable with that of 
Neural Network 48CB. It will be understood that this reverse 
changeover of control will typically occur Some time after 
the data transmission characteristics and conditions of Net 
work 10 and Connection 16 have once again become rela 
tively stable. At this time, Fuzzy Logic Analyzer 48CA may 
assume primary control of Collector/Controller (C/C) 20O. 
0.164 Considering a present example of a back propaga 
tion neural network as may be implemented as a Neural 
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Network 48B or as a Neural Network 48CB in a Combined 
Analyzer 48C, Such a neural network may be implemented 
in three layers, respectively designated as the input layer, the 
middle layer and the output layer. The input layer receives 
as inputs variable representing and comprising the informa 
tion from which the neural network is to generate Packet 
Control 36A outputs and these variables will preferably 
comprise the minimum number of variable necessary to 
predict an Optimum Packet Size 36S and an Optimum 
Inter-Packet Interval 36I. In a present embodiment, for 
example, the input layer may receive the information regard 
ing transfer type and Volume of data from a Transfer Request 
46. The middle layer, in turn, is comprised of weighted 
neurons to perform the majority of operations necessary to 
determine the Optimum Packet Size 36S and Optimum 
Inter-Packet 36I values, while the output layer generates the 
actual Optimum Packet Size 36S and Optimum Inter-Packet 
36I values as a Packet Control 36 output. Other inputs to the 
neural network will typically include training input, Such as 
Network Conditions 42 and Condition Records 40R repre 
Senting the performance, condition and characteristics of the 
Connection 16. These inputs comprise a criteria by which 
the neural network may evaluate the generation of the 
Packet Control 36A outputs, and by which the neural net 
work may “learn'. 
0.165 Lastly, it will be understood by those of ordinary 
skill in the relevant arts that an Adaptive Packet Mechanism 
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20 may perform the above described operations for a plu 
rality of Connections 18 concurrently, each comprising a 
transmission path through a Network 10 between a Sending 
Node 12S and a Receiving Node 12R. In other embodi 
ments, and depending upon the configuration of the imple 
mentation of an Adaptive Packet Mechanism 20, the Send 
ing Nodes 12S and Receiving Nodes 12R of a Network 
System 10 may include a plurality of Adaptive Packet 
Mechanisms 20, each operating between one or more pairs 
or groupings of Sending Nodes 12S and Receiving Nodes 
12R and managing one or more Connections 18. Lastly, and 
as described, a Collector/Controller (C/C) 20O need not 
reside in a Node 12 containing a Packet Transfer Engine 
(PTE) 20T, but may reside in a Node 12 separate from 
Sending Nodes 12S and Receiving Nodes 12R. 

0166 While the invention has been particularly shown 
and described with reference to preferred embodiments of 
the apparatus and methods thereof, it will be also understood 
by those of ordinary skill in the art that various changes, 
variations and modifications in form, details and implemen 
tation may be made therein without departing from the Spirit 
and Scope of the invention as defined by the appended 
claims. Therefore, it is the object of the appended claims to 
cover all Such variation and modifications of the invention as 
come within the true Spirit and Scope of the invention. 

Samsung Ex. 1006 
Page 33



US 2002/0186660 A1 Dec. 12, 2002 
23 

APPENDIX A 

Samsung Ex. 1006 
Page 34



Samsung Ex. 1006 
Page 35



Samsung Ex. 1006 
Page 36



Dec. 12, 2002 US 2002/0186660 A1 
26 

04. 

009 || 

SSotaxoe 

  

Samsung Ex. 1006 
Page 37



Dec. 12, 2002 US 2002/0186660 A1 
27 

-- - - - - - - - - - - - - - 
to do o do go do o co co co o 

d cd co go ed kid cd d e c e so 

d g o o cd as a cd c is a o 

d C co c e s co c. N 

d d c e o co e o cd co co o 

cow N S S - c - ca Ya r a cat a 

co e g c d as ed as co o 

c e o 

d - do o cd as a ed ecs 

0 || 

go to go d g and go o a co c. c. co o 

Samsung Ex. 1006 
Page 38



US 2002/0186660 A1 Dec. 12, 2002 
28 

APPENDIX B 

Samsung Ex. 1006 
Page 39



Samsung Ex. 1006 
Page 40



Samsung Ex. 1006 
Page 41



Dec. 12, 2002 US 2002/0186660 A1 
31 

0 || Ö || 

000Z 000Z 000Z OOOZ 000Z 

SSS 2 
opesso exped 

  

Samsung Ex. 1006 
Page 42



Dec. 12, 2002 US 2002/0186660 A1 
32 

- - - - - 
o do go co o 

co e o co o 

as as as 

co co co o 

as w en 

e d g c d 

ad d g is 

to ad c. 

£4. 

as ad d 

Samsung Ex. 1006 
Page 43



US 2002/0186660 A1 Dec. 12, 2002 
33 

APPENDIX C 

Samsung Ex. 1006 
Page 44



Samsung Ex. 1006 
Page 45



Samsung Ex. 1006 
Page 46



US 2002/0186660 A1 

What is claimed is: 
1. In a data communication network including at least one 

Sending node for transmitting packet data and one receiving 
node for receiving packet data, a method for optimizing data 
packet transmission through a connection between the Send 
ing node and the receiving node, comprising the Steps of: 

(a) periodically determining current network conditions in 
the connection between the Sending node and the 
receiving node wherein the network conditions pertain 
to the latency and jitter of packet transmission between 
the Sending node and receiving node, and 

(b) for each measurement of the latency and jitter of the 
connection, determining an optimum packet size and an 
optimum inter-packet interval for transmission of 
packet data between the Sending node and the receiving 
node. 

2. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 1, wherein in Step (b) further 
includes: 

(1) determining the optimum packet size and the optimum 
inter-packet interval for transmission of packet data 
between the Sending node and the receiving node for a 
given amount and type of data to be communicated 
between the Sending node and the receiving node. 

3. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 1, wherein Step (a) further includes 
the steps of: 

(a1) transmitting a sequence of monitor packets from the 
Sending node to the receiving node, each monitor 
packet including 
a departure time representing a time the monitor packet 
was transmitted from the Sending node, a packet size 
representing a size of the monitor packet and a 
packet number representing a numerical position of 
the monitor packet in the Sequence of monitor pack 
etS, 

(a2) in the receiving node, reflecting the monitor packets 
from the receiving node to the Sending node in the 
Sequence in which the monitor packets are received at 
the Sending node, and 

(a3) in the Sending node and upon receiving the reflected 
monitor packets from the receiving node, determining 
network conditions in the connection between the Send 
ing node and the receiving node wherein the network 
conditions pertain to the latency and jitter of packet 
transmission between the Sending node and receiving 
node for monitor packets of a known size and known 
inter-packet transmission interval. 

4. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 3, wherein: 

(1) the network conditions determined through the moni 
tor packets include a maximum two way delay time for 
the transmission and reflection of a monitor packet, a 
minimum two way delay time for the transmission and 
reflection of a monitor packet, an average two way 
delay time for the monitor packets, an average jitter of 
the monitor packets, and a number of packets out of 
Sequence. 
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5. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 4, wherein the network conditions 
determined through the monitor packets further include: 

(2) a number of packets lost. 
6. The method for optimizing data packet transmission 

through a connection between the Sending node and the 
receiving node of claim 3, wherein: 

(1) the network conditions determined through the moni 
tor packets further include an average available band 
width, an average jitter, a maximum jitter and a mini 
mum jitter. 

7. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 1, further comprising the Step of: 

(c) transmitting data packets from the Sending node to the 
receiving node with packet sizes and at inter-packet 
intervals determined according to the network condi 
tions. 

8. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 1, further comprising the Steps of: 

(a1) transmitting a sequence of monitor packets from the 
Sending node to the receiving node, each monitor 
packet including 

a departure time representing a time the monitor packet 
was transmitted from the Sending node, a packet size 
representing a size of the monitor packet and a 
packet number representing a numerical position of 
the monitor packet in the Sequence of monitor pack 
etS, 

(a2) in the receiving node, reflecting the monitor packets 
from the receiving node to the Sending node in the 
Sequence in which the monitor packets are received at 
the Sending node, and 

(a3) in the Sending node and upon receiving the reflected 
monitor packets from the receiving node, determining 
network conditions in the connection between the Send 
ing node and the receiving node wherein the network 
conditions pertain to the latency and jitter of packet 
transmission between the Sending node and receiving 
node for monitor packets of a known size and known 
inter-packet transmission interval, and 

(c) in the Sending node and from the network conditions, 
determining an optimum packet size and an optimum 
inter-packet interval for transmitting packets from the 
Sending node to the receiving node. 

9. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 8, further comprising the Steps of: 

(d) in the receiving node, determining network conditions 
from the received monitor packets. 

10. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 9, further comprising the Steps of: 

(e) in the receiving node, Storing the network conditions 
in one or more condition records. 
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11. The method for optimizing data packet transmission 
through a connection between the Sending node and the 
receiving node of claim 9, further comprising the Steps of 

(d) returning the network conditions determined in the 
receiving node to the Sending node, and 

(e) in the Sending node, updating the optimum packet size 
and inter-packet interval using the network conditions 
determined in the receiving node. 

12. In a data communication network including at least 
one Sending node for transmitting packet data and one 
receiving node for receiving packet data, a method for 
optimizing data packet transmission through a connection 
between the Sending node and the receiving node, compris 
ing the Steps of 

(a) transmitting packets from the Sending node to the 
receiving node, 

(b) in the receiving node and for each packet received 
from the Sending node, generating and transmitting to 
the Sending node an acknowledgment of receipt of the 
packet, and 

(c) in the Sending node and upon receiving the acknowl 
edgments of packets from the receiving node, deter 
mining network conditions in the connection between 
the Sending node and the receiving node wherein the 
network conditions pertain to the latency and jitter of 
packet transmission between the Sending node and 
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receiving node for monitor packets of a known size and 
known inter-packet transmission interval, and 

(c) in the receiving node and from the network conditions, 
determining an optimum packet Size and optimum 
inter-packet interval for transmission of data packets to 
the receiving node. 

13. In a data communication network including at least 
one Sending node for transmitting packet data and one 
receiving node for receiving packet data, a method for 
optimizing data packet transmission through a connection 
between the Sending node and the receiving node, compris 
ing the Steps of: 

(a) transmitting a sequence of data packets from the 
Sending node to the receiving node, 

(b) in the receiving node, determining network conditions 
from the received data packets 

(c) returning the network conditions determined in the 
receiving node to the Sending node, and 

(d) in the Sending node, using the network conditions 
determined in the receiving node to determine an 
optimum packet Size and an optimum inter-packet 
interval for the transmission of data packets from the 
Sending node to the receiving node. 
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