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ABSTRACT

This paper describes the model checking effort for an arbiter
core for the IBM CoreConnect Architecture. We present our
verification methodology and describe how it was influenced
by the architecture. We also present and analyze the bugs
found and discuss the difficulties associated with verifying
complex on-chip buses, highlighting the need for better tools
and methodologies for their specification and verification.

1. INTRODUCTION

Advances in silicon densities now allow many functions to
be integrated onto a complex system-on-a-chip (SOC) de-
sign. An SOC design is typically a collection of Intellectual
Property (IP) cores (possibly from independent vendors) in-
terconnected by an internal bus architecture. Re-usability
of the core often requires the use of a standard on-chip bus
architecture. This poses a special design and verification
challenge as the cores must communicate with each other
using complex protocols, and there is a large possibility of
errors in the communication between different cores. The
various cores need to have the same interpretation of the
bus architecture specification and adhere to it.

The IP Cores need to be verified for compliance to the on-
chip bus architecture. A formal specification of the archi-
tecture would aid design houses in validating their cores.
Current semi-formal specifications often lead to varying in-
terpretations by different designers, thus preventing cores
from working together.
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As bus architectures become increasingly complex, there is
a larger possibility for the specifications themselves to have
bugs. These could be inconsistencies in the specification or
the lack of certain good properties (e.g. the possibility of a
deadiock occurring).

In order to better understand on-chip bus architectures and
what is required to specify them precisely for verification
purposes, we verified an arbiter core developed by IBM for
the IBM CoreConnect Architecture.

Current formal verification techniques have been used for
verifying bus protocols as demonstrated by [5, 6, 8]. Several
verification efforts have concentrated on verifying the PCI
bus (9, 13]. However, most of these efforts have used mod-
els built by the authors based on their interpretation of the
specification specifically for the verification task. We used
an RTL model developed for industrial use by the designers’
of the specification. This gave us an opportunity to find dif-
ferences between the potential and intended interpretations.

In section 2 we discuss Symbolic Model Checking and Com-
putation Tree Logic and introduce the model checker SMV
(section 2.1). For our verification, we used RuleBase, which
is described in section 2.2. Section 3 introduces the IBM
CoreConnect Bus architecture with special emphasis on the
Processor Local Bus (section 3.1). In section 4 we describe
our verification methodology and in section 5 present our re-
sults and some of the bugs found. In section 6 we summarize
and discuss future work.

2. SYMBOLIC MODEL CHECKING

Model Checking [7] is a formal verification technique for
automatically verifying a model of a finite state concurrent
system against its specification.

Verification using model checking consists of three tasks:
Modeling, Specification and Verification. First, a formal
model is built to represent the system. This model may use
abstraction to eliminate details that are not relevant to the
verification task. Non-determinism may be used to represent
several possible behaviors for the system. Specifications are
expressed in a propositional temporal logic. Given a model
and the specification, the model checker output identifies
whether the model satisfies the rules in the specification. If
not, it outputs a countererample that shows why the rule.
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was not satisfied.
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SMV [11] is a temporal logic model checker that has its own
built-in hardware description language for describing hier-
archical finite-state systems. SMV extracts a finite-state
model of an SMV program and represents it as a symbolic
state-transition graph using Reduced Ordered Binary De-
cision Diagrams (ROBDDs) [3]. ROBDDs are a canonical
representation of boolean formulae that are often more com-
pact than other representations and can be manipulated ef-
ficiently. The use of ROBDDs for symbolic representation
has been one of the major reasons for the success of symbolic
model checking [4].

Specifications in SMV are written in Computation Tree Logic
(CTL) [7]. A computation is an infinite sequence of system
states. At each state there are many branches (paths) into
the future. CTL formulae are composed of:

e Atomic Propositions. An atomic proposition refers to
the value of a state variable.

e Boolean connectives: conjunction, disjunction and nega-
tion (A,V and -).

e Temporal Operators.

Each temporal operator consists of a quantifier and a tem-
poral modality. The quantifier A specifies that the property
should be true of all paths from the current state whereas
E indicates that it should be true on at least one path. The
temporal modality describes the ordering of events. The
basic modalities are:

e Gy specifies that ¢ holds “globally” (on every state in
the path).

e X requires ¢ to be true in the “next” state (second
state on the path)

e Fy requires ¢ to be true sometime in the “future”
(should be true on at least one state on the path)

o Uy means that ¢ holds “until” ¢ becomes true (there
is some state on the path at which ¢ is true and on all
preceding states 1 is true)

2.2 RuleBase

RuleBase {1, 2] is an extension of the SMV model checker,
developed by IBM. A model in RuleBase is specified in the
Environment Description Language (EDL) which is a di-
alect of the SMV description language. RuleBase also allows
verification of designs in traditional hardware description
languages such as Verilog or VHDL.

Rules (specifications) are written in Sugar which adds ad-
ditional operators on top of CTL to make it easier to spec-
ify properties for hardware designs, including the ability to
enter regular-expression-like sequences to describe compu-
tation paths.

RuleBase was used to verify the core implementation in Ver-
ilog RTL.

3. IBM CORECONNECT
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Figure 1: Processor Local Bus (PLB)

CoreConnect [10] is an open on-chip bus architecture intro-
duced by IBM. It provides the framework to efficiently re-
alize complex SOC designs [12]. The CoreConnect architec-
ture provides three buses for interconnecting cores, library
macros and custom logic:

e Processor Local Bus (PLB)
e On-Chip Peripheral Bus (OPB)
e Device Control Register (DCR)Bus

High-performance peripherals connect to the high bandwidth,
low latency PLB. Slower or device-paced peripheral cores
connect to the OPB, which reduces traffic on the PLB, re-
sulting in greater overall system performance. The DCR Bus
provides a relatively low-speed data path for initialization,
control and status information.

3.1 Processor Local Bus

The PLB interconnects high-bandwidth devices such as pro-
cessor cores and external memory interfaces. Its features
include:

Decoupled address, read data and write data buses
Concurrent read and write transfers

Address pipelining using primary and secondary re-
quests -

Multiple masters and slaves

Bus arbitration-locking mechanism

Slave forced PLB re-arbitration

A sequential burst protocol

PLB based systems require a PLB core to interconnect the
various masters and slaves, as shown in figure 1. Each PLB
master is attached to the PLB core via separate address,
read data and write data buses and several transfer quali-
fier signals. PLB slaves are connected to the PLB core via
a shared but decoupled address, read data and write data
buses and transfer signals. The PLB core consists of a bus
arbitration control unit and the logic necessary to control
the address and data flow through the PLB.

The PLB is a fully synchronous bus. A PLB clock is defined
and all signals are referenced to the rising edge of this clock.
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The Processor Local Bus Architecture Specifications describes
a system architecture and provides a detailed description of
signals and transactions.

4. VERIFICATION METHODOLOGY
To verify the PLB core, we needed to do two things:

e Identify the properties required of the arbiter from
the English language Processor Local Bus Architec-
ture Specifications and formalize them using temporal
logic.

e Verify that the core satisfied the identified properties.

To verify the properties, we needed an environment around
the arbiter core, consisting of master and slave devices and
modules controlling system signals such as reset. We had
available to us the RTL for the PLB core and for various
master and slave devices.

One methodology would have been to use the RTL of master
and slave devices connected to the PLB core using the setup
of a particular SOC design. The model checker could then
verify if the core satisfied the identified properties for this
SOC design. A similar verification task could be carried out
for each new SOC design in which the PLB core was used
by using a new setup and the already identified properties.
However, this would be a costly procedure. Not only would
the PLB core have to be verified for each new setup, it would
be possible for bugs to escape detection for a long time if
the initial designs it was used in did not make use of the
buggy portion of the core.

What we did, instead, was to verify the real RTL PLB core
once for all possible setups. To enable this, we needed an
environment that encapsulates all behavior that is legal ac-
cording to the architecture specification.

We did this by building master and slave models written
in RuleBase’s Environment Description Language. We built
the models to conform to the PLB architecture specifica-
tions. The use of non-determinism enabled us to write gen-
eral models that capture all legal behavior for these modules.

The PLB architecture allows multiple master devices, each
connected to the arbiter using an independent interface. The
interface for each master is similar and so is the set of le-
gal behaviors for each of the masters. Hence, we built one
generic model for the master and used multiple instantia-
tions of this model in our setup.

A similar approach could have been used for slaves. How-
ever, since the slave devices interact with the arbiter using
a shared interface, we wrote a model that encodes the be-
havior for the shared signals; only one instantiation of this
model was then necessary. This model had to handle the
requests that in a real system would be handled by multiple
slave devices. However, since the address pipelining depth of
the architecture is two, it was not too difficult to build that
into our model. If more slaves could be active on the PLB
concurrently, it would have been easier to write a model for
individual slaves and instantiate it multiply.

The setup we used for the verification is shown in Figure 2.
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Figure 2: Verification Setup

The most important and difficult aspect of the whole exer-
cise was the extraction of information from the Processor
Local Bus Architecture Specifications. It was important be-
cause the model checker will only verify those properties
that we identify and only under those behavicrs that we
build into our models for the environment. It was difficult
because of the nature of the specification itself. Natural
languages are not conducive to writing precise specifications.
Also, because of the complexity of the architecture, the spec-
ifications are quite voluminous. Information about certain
aspects is often distributed and appears in different locations
within the specification. As the specification develops and
changes are made, the distributed information is at times
not updated uniformly to reflect these changes and hence,
the specifications can be inconsistent.

Part of the difficulty was that the specification is targeted
at designers - it has a lot of information to help them de-
sign systems. Most of these are guidelines, saying that some
module should exhibit particular behavior. In these cases,
it is never clear whether the behavior mentioned is required
or recommended. In some cases, implementation issues af-
fect the writing of the specification; this often makes it diffi-
cult to ascertain if certain details are in the specifications as
requirements, guidelines or just examples. Simulation mod-
els provided with the CoreConnect toolkit, including bus
protocol monitors, provide the resolution to the ambiguity
found in the textual specification; however, there is no guar-
antee that all possible behaviors of a device’s bus interface
were observed with dynamic simulation methods.

These difficulties clearly highlight the need for better meth-
ods and tools to aid in the design and validation of complex
protocols such as this.

‘We used the Processor Local Bus Architecture Specifications
to obtain the following information:

o Default values for signals
o When specific signal values change
o Legal transitions

This information was used both for building the master and
slave modules and for formally specifying arbiter properties.
Any restriction or requirement on a signal controlled by a
master or slave was built into the respective module. Any
restriction or requirement on a signal controlled by the ar-
biter lead to a property to be verified.
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‘Whenever there was ambiguity about behavior of a master
or slave, we chose the interpretation that would give the
largest set of behaviors. The aim was to not miss any legal
behavior for the master or slave modules. This ensured we
did not miss bugs - however, our verification was pessimistic.
This was useful because it helped us identify ambiguities in
the specification that could lead to bugs if misinterpreted
by designers.

The models for the master and slave were built incremen-
tally. We began with simple models that had limited func-
tionality in order to estimate the resource requirements for
the verification. The turnaround time was short enough for
us to go through several iterations during a single day, thus
allowing us to add behavior in small increments. Each time
new behavior was added, verification was performed and in
case of bugs, the results were discussed with the bus archi-
tects to determine whether the discrepancy was a bug in
the implementation, an inconsistency in the specification or
an ambiguity that needed cleaning up in the specification
document.

‘We verified several properties for the arbiter. These included
properties that the specification identifies the arbiter must
satisfy for arbitration, bus-locking, timeout and pipelined
transfers. Qur verification was limited to the verification
of control logic and did not verify the core for burst-mode
transfers.

5. RESULTS

The model checking of the PLB core was part of the overall
verification effort which involved verification by simulation
and emulation. Since the PLB arbiter core had already been
verified using traditional methods, we expected the number
of bugs found to be limited. However, some were found.

One of the bugs was found when checking to see if the ar-
biter passes on a slave re-arbitrate request during a primary
request to the current master of the bus. The CTL formula
to express this property is the invariant:

AG (primaxy address is valid A slave rearbitrate — Assert
Rearbitration for Current Master)

The property requires that if there is a valid primary address
on the address bus and the slave requests a re-arbitration
then the request should be passed on to the current master
(the master which requested the transfer).

The counter-example produced showed a case where the
slave requests a re-arbitration for a secondary request. Ac-
cording to the specification this re-arbitration request should
be ignored. However, the PLB core broke down on this re-
quest and when finally (after a long sequence of events) the
slave issued a re-arbitrate for the request when it became a
primary request, the arbiter failed to pass on the request to
the master as required by the property.

Another bug could lead to large latencies for bus-locking re-
quests. We were checking for:

AG (slave rearbitrate for master i — AX master i ignored)
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master i ignored = other
granted bus

master request — other master

other master granted bus
valid A current master # i]

A[-addressvalid U address-

which requires that if a master’s request is terminated by
a slave re-arbitration request, then the arbiter must ignore
it during re-arbitration. “The master is ignored” means that
the arbiter must allow another master to gain control of the
bus if it has a request pending. This requires that the next
time the arbiter indicates that there is a primary address
valid on the bus (i.e. the bus is being controlled by some
master) the master controlling the bus must not be the re-
arbitrated master.

Since a locking request requires both the read and write
data buses to be available, if one of them was busy, the bus-
locking request would be held off and the master which had
its request terminated could regain the bus.

Most of the bugs could be traced to problems in the specifi-
cation itself. Some of the statements were not consistent
with each other while at places conditions laid out were
ambiguous or incomplete. Some statements could be in-
terpreted to mean something quite different from what the
architects had in mind.

For example, for the property mentioned above, the specifi-
cations stated that in case of a slave requested re-arbitration,
“the PLB arbiter will ignore the original master request
during re-arbitration.”

This would mean that if the original master made a dif-
ferent request, then the PLB arbiter need not ignore that;
however, the bus architects wanted the PLB arbiter to ig-
nore the original master, not just the original request. Also,
after a discussion with the architects, the above property
was re-formulated as:

AG (slave rearbitrate for master i — AX(other master re-
quest — current master#i))

which only requires the original master to be backed off for
one cycle; this interpretation was not clear from the specifi-
cations.

Problems also arose with the timeout condition which was
discussed in two different sections. This led to two different
interpretations, neither of which was satisfied by the PLB
core. The problem was related to the specification of the
slave wait signal; it was not clear from the specification if
a slave could assert its wait signal multiple times during a
transaction or only once. Even when this issue was clarified,
it was difficult to specify the timeout condition that the
architects wanted (and the PLB core satisfied) in English.

The specification included two tables outlining arbitration
delays under various conditions. We found counter examples
for all the cases listed. However, it turned out that these
tables were meant to serve as guidelines and not absolute
requirements, but this was not clear from the specification.

The problems in the specification could be classified as:
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o Ambiguity : Some statements could be interpreted in
different ways.

e Incompleteness : The behavior of some signals is spec-
ified incompletely.

o Redundancy : Information useful for designers, but
not essential for the specification, is included.

o Inconsistency : Separate statements make differing re-
quirements which might be inconsistent.

The verification effort took 10 engineering-weeks. The ma-
jority (60%) of this time was spent in understanding the
specification and building the master and slave modules.
10% of the time was spent in writing the temporal logic
properties. The rest of the time was spent in the actual ver-
ification runs, in understanding the counterexamples pro-
duced by RuleBase and in discussions with the designers of
the arbiter.

Most of the verification runs were performed on an IBM
RISC System/6000 model with an 80MHz Power PC 601
Processor with 256 MB of main memory. The machine had
a performance rating of 20.3 DP-MFLOPS, 90.5 SPECint92,
100.8 SPECfp92. On this machine, RuleBase took 175.71633
seconds CPU time and used 40 MB to verify a set of proper-
ties related to re-arbitration, with a setup using two master
modules connected to the PLB core.

The verification did not scale very well with additional mas-
ters added. For example, we verified a property that checks
that every request is properly terminated. On the above ma-
chine and with a two master setup, RuleBase took 866.683
seconds CPU time and used 41 MB. The same property on
an IBM RISC System/6000 200 MHz Power PC 630 with 4
GB of main memory ran for 3828.48333 seconds CPU time
and used 148 MB with four masters connected to the PLB
core. With eight masters connected (the maximum sup-
ported by the PLB core), RuleBase ran overnight and still
did not complete the verification of the property.

6. CONCLUSIONS

We verified the control logic of the PLB core for the IBM
CoreConnect Architecture using RuleBase, a model checker
based on SMV. Properties for the PLB core and models for
master and slave modules were derived from the Processor
Local Bus Architecture Specifications. Burst mode transfers
on the PLB were not covered by our models. We were able
to perform verification for the PLB core using a setup with
two masters. However, the model checking did not scale for
an eight master setup.

The bugs found in the PLB core using model checking demon-
strate that model checking applied to on-chip bus interface
verification is a valuable addition to the overall verification
methodology.

We also found inconsistencies and ambiguities in the speci-
fication itself, most of which happen because it is difficult to
specify a protocol as complex as this in English. Our work
highlights the need for better methods and tools to aid in
the design and validation of bus architectures.
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