IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS
MARSHALL DIVISION

NETWORK SYSTEM TECHNOLOGIES, LLC
Plaintiff,
V.

SAMSUNG ELECTRONICS CO., LTD.,
SAMSUNG ELECTRONICS AMERICA, INC.,
SAMSUNG AUSTIN SEMICONDUCTOR,
LLC, SAMSUNG SEMICONDUCTOR, INC.,
LENOVO GROUP LTD., ONEPLUS
TECHNOLOGY (SHENZHEN) CO., LTD.,

Defendants.

CIVIL ACTION NO. 2:22-CV-481

JURY TRIAL DEMANDED

SAMSUNG’S FIRST AMENDED ANSWER AND
COUNTERCLAIMS TO PLAINTIFF’S COMPLAINT

Defendants Samsung Electronics Co., Ltd. (“SEC”), Samsung Electronics America, Inc.

(“SEA”), Samsung Austin Semiconductor, LLC (“SAS”), and Samsung Semiconductor, Inc.

(“SSI”) (collectively *“Samsung”) hereby submits its First Amended Answer to the Complaint filed

by Plaintiff Network System Technologies, LLC (“NST” or “Plaintiff’) and submits its

Affirmative Defenses. To the extent not specifically admitted below, Samsung denies the

allegations of the Complaint. Any admissions herein are for purposes of this matter only. Samsung

also reserves the right to take further positions and raise additional defenses that may become

apparent as a result of additional information discovered subsequent to filing the First Amended

Answer and Counterclaims.
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NATURE OF THE ACTION

l. Samsung admits that Plaintiff purports to set forth an action for patent infringement
under the Patent Laws of the United States, 35 U.S.C. § 1 ef seq, involving six patents purported
to be Plaintiff’s: U.S. Patent Nos. 7,366,818 (“’818 patent™); 7,373,449 (‘*449 patent™); 7,594,052
(*’052 patent”); 7,769,893 (“’9893 patent™); 8,072,893 (2893 patent™); and 8,086,800 (“’800
patent”) (collectively, the “Asserted Patents™). Samsung denies that it has infringed or continues
to infringe, directly or indirectly, any of the Asserted Patents.

PARTIES

2. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in Paragraph 2 of the Complaint, and therefore denies the same.

3. Samsung admits that SEC is a company duly organized and existing under the laws
of the Republic of Korea with a principal place of business at 129 Samsung-ro, Maetan-3dong,
Yeongtong-gu, Suwon-si, Gyeonggi-do, 16677, Republic of Korea.

4, Samsung admits that SEA is a corporation duly organized and existing under the
laws of the State of New York with a principal place of business at 85 Challenger Road, Ridgefield
Park, New Jersey 07600. Samsung admits that SEA is a wholly-owned subsidiary of SEC.
Samsung admits that SEA has offices in the Eastern District of Texas, including at 6625 Excellence
Way, Plano, Texas 75023; 2601 Preston Road, Frisco, Texas 75034; and 3580 Preston Road, Suite
100, Frisco, Texas 75034. Samsung further admits that SEA has a registered agent, CT Corporation
System located at 1999 Bryan St., Ste. 900, Dallas, TX 75201. The remaining allegations in
paragraph 4 of the Complaint are legal conclusions and thus no response is required. To the extent
that a response is required, Samsung denies the remaining allegations in paragraph 4 of the

Complaint.
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S Samsung admits that SAS is a limited liability company organized and existing
under the laws of the State of Delaware, with a principal place of business at 12100 Samsung
Boulevard, Austin, Texas 75754. Samsung admits that SAS is a wholly-owned subsidiary of SSI,
which is a wholly-owned subsidiary of SEA, which is a wholly-owned subsidiary of SEC.
Samsung admits that SAS has a registered agent CT Corporation System, located at 1999 Bryan
St., Ste. 900, Dallas, TX 75201. The remaining allegations in paragraph 5 of the Complaint are
legal conclusions and thus no response is required. To the extent that a response is required,
Samsung denies the remaining allegations in paragraph 5 of the Complaint.

6. Samsung admits that SSI is a corporation organized and existing under the laws of
the State of California, with a principal place of business at 3655 North First Street, San Jose,
California 95134. Samsung admits that SSI is a wholly-owned subsidiary of SEA. Samsung
admits that SEA has offices in the Eastern District of Texas, but denies that SSI has any business
locations in this Judicial District. Samsung denies that SSI has a business location at 6625
Excellence Way, Plano, Texas 75023. Samsung admits that SSI has a registered agent National
Registered Agents, Inc., located at 1999 Bryan St., St. 900, Dallas, TX 75201. The remaining
allegations in paragraph 4 of the Complaint are legal conclusions and thus no response is required.
To the extent that a response is required, Samsung denies the remaining allegations in paragraph
6 of the Complaint.

7. Samsung admits that the Complaint collectively refers to SEC, SEA, SAS, and SSI
as “Samsung.”

8. Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in Paragraph 8 of the Complaint, and therefore denies the same.
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9. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in Paragraph 9 of the Complaint, and therefore denies the same.

10. Samsung denies that its products infringe any valid and enforceable claim of any
of the Asserted Patents. Samsung lacks knowledge or information sufficient to form a belief as to
the truth of the remaining allegations in Paragraph 10 of the Complaint, and therefore denies the
same.

JURISDICTION AND VENUE

11.  The allegations contained in paragraph 11 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, Samsung
admits that, for the purposes of this action only, this Court has subject matter jurisdiction pursuant
to 28 U.S.C. §§ 1331 and 1338(a).

12.  The allegations contained in paragraph 12 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, for the
purposes of this action only, Samsung does not challenge that this Court has personal jurisdiction
over Samsung.

13.  The allegations contained in paragraph 13 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, Samsung
denies venue is proper in this Court for SSI and SAS. Samsung will not contest, for purposes of
this case only, that venue is proper in this Court for SEC and SEA. Samsung further reserves the
right to move to dismiss, and/or seek a transfer pursuant to 28 U.S.C. §§ 1404 and 1406.

14.  The allegations contained in paragraph 14 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, for the
purposes of this action only, Samsung does not challenge that this Court has personal jurisdiction

over Samsung and Samsung denies the remaining allegations in paragraph 14 of the Complaint.
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15.  Samsung admits that SEA has authorized retailers and distributors in the State of
Texas and this Judicial District. Samsung denies that its products infringe any of the Asserted
Patents. Samsung denies the remaining allegations in paragrai)h 15 of the Complaint.

16.  The allegations contained in paragraph 16 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, for the
purposes of this action only, Samsung does not challenge that this Court has personal jurisdiction
over Samsung and Samsung denies the remaining allegations in paragraph 16 of the Complaint.

17.  The allegations contained in paragraph 17 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, Samsung
denies venue is proper in this Court for SSI and SAS. Samsung denies that SSI and SAS have a
regular and established place of business in this District. Samsung will not contest, for purposes
of this case only, that venue is proper in this Court for SEC and SEA. Samsung denies that SEC,
SSI, SEA, or SAS has committed any acts of infringement with respect to the Asserted Patents
anywhere, including in this District. Samsung further reserves the right to move to dismiss, and/or
seek a transfer pursuant to 28 U.S.C. §§ 1404 and 1406. To the extent that a further response is
required, Samsung denies the remaining allegations in paragraph 17 of the Complaint.

18.  The allegations contained in paragraph 18 of the Complaint are legal conclusions
as to which no responsive pleading is necessary or Samsung lacks knowledge or information
sufficient to form a belief as to the truth of those remaining allegations. To the extent that a
response is required, for the limited purpose of this action only, Samsung does not deny that venue
is proper in this Court for SEC and Samsung denies the remaining allegations in paragraph 18 of

the Complaint.
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19.  The allegations contained in paragraph 19 of the Complaint are legal conclusions
as to which no responsive pleading is necessary. To the extent that a response is required, Samsung
denies that venue is proper in this Court for SSI and SAS. Samsung denies that SSI and SAS have
a regular and established place of business in this District. Samsung further denies that SEC, SSI,
SEA, or SAS has committed any acts of infringement with respect to the Asserted Patents,
including in this District. For the purposes of this action only, Samsung admits that venue is proper
for SEA. Samsung further reserves the right to move to dismiss, and/or seek a transfer pursuant to
28 U.S.C. §§ 1404 and 1406.

JOINDER

20.  The allegations in paragraph 20 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 20 of the Complaint.

21.  Samsung admits that the Complaint purports to set forth the accused products into
three categories: 1) products containing Qualcomm “Snapdragon” SoCs; 2) Samsung “Exynos”
SoCs; and 3) products containing Exynos SoCs. Samsung admits that it makes, uses, imports,
offers for sale, and/or sells accused products that fall within these categories. Samsung denies that
its products infringe any valid and enforceable claim of any of the Asserted Patents. The remaining
allegations in paragraph 21 of the Complaint express legal conclusions and thus no response is
required. To the extent a response is required, Samsung lacks knowledge or information sufficient
to form a belief as to the truth of the remaining allegations in paragraph 21 of the Complaint, and
therefore denies the same.

22, Samsung admits that it purchases or otherwise obtains Snapdragon SoCs from

Qualcomm and that there are agreements between Qualcomm and Samsung. Samsung lacks
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knowledge or information sufficient to form a belief as to the truth of the remaining allegations in
paragraph 22 of the Complaint, and therefore denies the same.

THE ASSERTED PATENTS

23.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 23 of the Complaint and, on that basis, denies them.

U.S. Patent No. 7,366,818

24.  Samsung admits that the 818 patent is entitled “INTEGRATED CIRCUIT
COMPRISING A PLURALITY OF PROCESSING MODULES AND A NETWORK AND
METHOD FOR EXCHANGING DATA USING SAME.” Samsung admits that, on its face, the
’818 patent issued on April 29, 2008 and lists Andrei Radulescu and Kees Gerard Willem Goossens
as the named inventors. Samsung admits that what is purported to be a copy of the *818 patent is
attached to the Complaint as Exhibit 1. Samsung lacks knowledge or information sufficient to
form a belief as to the truth of the remaining allegations in paragraph 24 of the Complaint and, on
that basis, denies them.

25. Samsung admits that the *818 patent has 7 claims: 1 independent claim and 6
dependent claims.

26.  The allegations in paragraph 26 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 26 of the Complaint.

27. Samsung admits that Claim | of the *818 patent is reproduced in paragraph 27 of
the Complaint. The remaining allegations in paragraph 27 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung

denies the remainder of the allegations in paragraph 27 of the Complaint.
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28.  Samsung admits that it had knowledge of the *818 patent as of the date of service
of the Complaint. Samsung lacks knowledge or information sufficient to form a belief as to the
truth of the remaining allegations in paragraph 28 of the Complaint and, on that basis, denies them.

29.  Samsung denies that it monitored patenting activity by Koninklijke Philips N.V.
(“Philips”) and further denies that it reviewed or was aware of the U.S. published patent
applications and patents obtained by Philips shortly after their publication. Samsung denies that
it considered Philips’ U.S. published patent applications and patents in the semiconductor space
or their applicability to its own products. Samsung lacks knowledge or information sufficient to
form a belief as to the truth of the remaining allegations in paragraph 29 of the Complaint and, on
that basis, denies them.

30.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 30 of the Complaint and, on that basis, denies them.

31.  Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations pertaining to Samsung in paragraph 31 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung
denies the remainder of the allegations pertaining to Samsung in paragraph 31 of the Complaint.
Samsung lacks knowledge or information sufficient to form a belief as to the truth of the remaining
allegations in paragraph 31 of the Complaint and, on that basis, denies them.

32.  Samsung denies the allegations in paragraph 32 of the Complaint with respect to
Samsung. Samsung lacks knowledge or information sufficient to form a belief as to the truth of

the remaining allegations in paragraph 32 of the Complaint and, on that basis, denies them.
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33. Samsung denies the allegations in paragraph 33 of the Complaint with respect to
Samsung. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 33 of the Complaint and, on that basis, denies them.

34.  The allegations in paragraph 34 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 34 of the Complaint.

3S. Samsung incorporates by reference its responses to the allegations in paragraphs 28
through 34 of the Complaint as set forth above. Samsung denies the remaining allegations in
paragraph 35 of the Complaint with respect to Samsung. Samsung lacks knowledge or information
sufficient to form a belief as to the truth of the remaining allegations in paragraph 35 of the
Complaint and, on that basis, denies them.

U.S. Patent No. 7,373,449

36. Samsung admits that the 449 patent is entitled “APPARATUS AND METHOD
FOR COMMUNICATING USING AN INTEGRATED CIRCUIT.” Samsung admits that, on its
face, the *449 patent issued on May 13, 2008 and lists Andrei Radulescu and Kees Gerard Willem
Goossens as the named inventors. Samsung admits that what is purported to be a copy of the *449
patent is attached to the Complaint as Exhibit 2. Samsung lacks knowledge or information
sufficient to form a belief as to the truth of the remaining allegations in paragraph 36 of the
Complaint and, on that basis, denies them.

37. Samsung admits that the *449 patent has 18 claims: 2 independent claims and 16
dependent claims.

38.  The allegations in paragraph 38 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the

allegations in paragraph 38 of the Complaint.
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39.  Samsung admits that Claim 10 of the *449 patent is reproduced in paragraph 39 of
the Complaint. The remaining allegations in paragraph 39 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung
denies the remainder of the allegations in paragraph 39 of the Complaint.

40.  Samsung admits that it had knowledge of the 449 patent as of the date of service
of the Complaint.

41.  Samsung denies that it monitored patenting activity by Philips and further denies
that it reviewed or was aware of the U.S. published patent applications and patents obtained by
Philips shortly after their publication. Samsung denies that it considered Philips’ U.S. published
patent applications and patents in the semiconductor space or their applicability to its own
products. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 41 of the Complaint and, on that basis, denies them.

42.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 42 of the Complaint and, on that basis, denies them.

43.  Samsung incorporates by reference its responses to the allegations in paragraphs 44
through 45 of the Complaint as set forth below.

44.  Samsung admits that U.S. Patent Application No. 11/513,021, entitled “NOC
SYSTEM EMPLOYING AXIPROTOCOL AXI INTERLEAVING METHOD THEREOF,” with
a filing date of August 31, 2006, is assigned to Samsung and that it claims priority to Republic of
Korea Application 10-2005-0097582 filed October 17, 2005. Samsung further admits that during
prosecution of U.S. Application No. 11/513,021, the examiner included the *449 patent in a list of

references that the examiner described as “prior art made of record and not relied upon [and]

10
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considered pertinent to applicant’s disclosure.” Samsung denies the remaining allegations in
paragraph 44 of the Complaint.

45. Samsung admits that U.S. Patent Application No. 11/652,010, entitled
“NETWORK ON CHIP (NOC) RESPONSE SIGNAL CONTROL APPARATUS AND NOC
RESPONSE SIGNAL CONTROL METHOD USING THE APPARATUS,” with a filing date of
January 11, 2007, is assigned to Samsung and that it claims priority to Republic of Korea
Application 10-2006-0088652 filed September 13, 2006. Samsung further admits that, during
prosecution of U.S. Application No. 11/652,010, U.S. Patent Publication No. 2006/0041889 was
listed in an information disclosure statement filed by the applicant. Samsung further admits that,
during prosecution of U.S. Application No. 11/652,010, the examiner included the *449 patent in

a “Notice of References cited.” Samsung denies the remaining allegations in paragraph 45 of the

Complaint.
46. Samsung admits that it seeks to obtain valid and enforceable patents.
47. Samsung denies that it was aware of, and further denies that it considered and

analyzed the inventions described and claimed in, all patents and patent applications cited during
the prosecution of its own patent applications, and during the prosecution of patents and patent
applications that it acquired.

48. Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations in paragraph 48 of the Complaint express legal conclusions and thus
no response is required. To the extent that a response is required, Samsung denies the remainder
of the allegations in paragraph 48 of the Complaint.

49. Samsung denies the allegations in paragraph 49 of the Complaint.

11
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50. Samsung denies the allegations in paragraph 50 of the Complaint.

51.  The allegations in paragraph 51 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 51 of the Complaint.

52. Samsung incorporates by reference its responses to the allegations in paragraphs 36
through 51 of the Complaint as set forth above. Samsung denies the remaining allegations in
paragraph 52 of the Complaint.

53.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 53 of the Complaint and, on that basis, denies them.

54.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 54 of the Complaint and, on that basis, denies them.

55.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 55 of the Complaint and, on that basis, denies them.

56.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 56 of the Complaint and, on that basis, denies them.

57.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 57 of the Complaint and, on that basis, denies them.

U.S. Patent No. 7,594,052

58.  Samsung admits that the 052 patent is entitled “INTEGRATED CIRCUIT AND
METHOD OF COMMUNICATION SERVICE MAPPING.” Samsung admits that, on its face,
the *052 patent issued on September 22, 2009 and lists Andrei Radulescu and Kees Gerard Willem
Goossens as the named inventors. Samsung admits that what is purported to be a copy of the *052

patent is attached to the Complaint as Exhibit 3. Samsung lacks knowledge or information
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sufficient to form a belief as to the truth of the remaining allegations in paragraph 58 of the
Complaint and, on that basis, denies them.

59.  Samsung admits that the *052 patent has 7 claims: 3 independent claims and 4
dependent claims.

60.  The allegations in paragraph 60 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 60 of the Complaint.

61.  Samsung admits that Claim 6 of the *052 patent is reproduced in paragraph 61 of
the Complaint. The remaining allegations in paragraph 61 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung
denies the remainder of the allegations in paragraph 61 of the Complaint.

62.  Samsung admits that it had knowledge of the 052 patent as of the date of service
of the Complaint.

63.  Samsung denies that it monitored patenting activity by Philips and further denies
that it reviewed or was aware of the U.S. published patent applications and patents obtained by
Philips shortly after their publication. Samsung denies that it considered Philips’ U.S. published
patent applications and patents in the semiconductor space or their applicability to its own
products. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 63 of the Complaint and, on that basis, denies them.

64.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 64 of the Complaint and, on that basis, denies them.

65.  Samsung incorporates by reference its responses to the allegations in paragraphs 66

through 68 of the Complaint as set forth below.
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66.  Samsung admits that U.S. Patent Application No. 11/434,188, entitled
“NETWORK ON CHIP SYSTEM EMPLOYING AN ADVANCED EXTENSIBLE
INTERFACE PROTOCOL,” with a filing date of May 16, 2006, is assigned to Samsung and that
it claims priority to Republic of Korea Application 10-2005-0096105 filed October 12, 2005.
Samsung further admits that U.S. Patent Publication No. 2007/0186018 was cited by the examiner
during the prosecution of U.S. Patent Application No. 11/434,188. Samsung further admits that,
during prosecution of U.S. Patent Application No. 11/434,188, the examiner included the *052
patent in a “Notice of References cited.” Samsung denies that it filed a Notice of Abandonment
with respect to U.S. Patent Application No. 11/434,188. Samsung denies the remaining allegations
in paragraph 66 of the Complaint.

67. Samsung admits that U.S. Patent Application No. 11/513,021, entitled “NOC
SYSTEM EMPLOYING AXI PROTOCOL AXI INTERLEAVING METHOD THEREOF,” with
a filing date of August 31, 2006, is assigned to SEC and that it claims priority to Republic of Korea
Application 10-2005-0097582 filed October 17, 2005. Samsung further admits that U.S. Patent
Publication No. 2007/0186018, was cited by the examiner during the prosecution of U.S. Patent
Application No. 11/513,021. Samsung denies the remaining allegations in paragraph 67 of the
Complaint.

68.  Samsung admits that U.S. Patent Application No. 11/652,010, entitled
“NETWORK ON CHIP (NOC) RESPONSE SIGNAL CONTROL APPARATUS AND NOC
RESPONSE SIGNAL CONTROL METHOD USING THE APPARATUS,” with a filing date of
January 11, 2007, is assigned to SEC, and that it claims priority to Republic of Korea Application
10-2006-0088652 filed September 13, 2006. Samsung further admits that during the prosecution

of U.S. Patent Application No. 11/513,021, the examiner included U.S. Patent Publication No.
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2007/0186018 in a list of references that the examiner described as “prior art made of record and
not relied upon [and] considered pertinent to applicant’s disclosure.” Samsung denies the
remaining allegations in paragraph 68 of the Complaint.

69.  Samsung admits that it seeks to obtain valid and enforceable patents.

70.  Samsung denies that it was aware of, and further denies that it considered and
analyzed the inventions described and claimed in, all patents and patent applications cited during
the prosecution of its own patent applications, or during the prosecution of patents and patent
applications that it acquired.

71.  Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations in paragraph 71 of the Complaint express legal conclusions and thus
no response is required. To the extent that a response is required, Samsung denies the remainder
of the allegations in paragraph 71 of the Complaint.

72.  Samsung denies the allegations in paragraph 72 of the Complaint.

73.  Samsung denies the allegations in paragraph 73 of the Complaint.

74.  The allegations in paragraph 74 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 74 of the Complaint.

75. Samsung incorporates by reference its responses to the allegations in paragraphs 58
through 74 of the Complaint as set forth above. The remainder of the allegations in paragraph 75
of the Complaint express legal conclusions and thus no response is required. To the extent that a
response is required, Samsung denies the remainder of the allegations in paragraph 75 of the

Complaint.
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76. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 76 of the Complaint and, on that basis, denies them.

77. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 77 of the Complaint and, on that basis, denies them.

78. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 78 of the Complaint and, on that basis, denies them.

79. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 79 of the Complaint and, on that basis, denies them.

80. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 80 of the Complaint and, on that basis, denies them.

U.S. Patent No. 7,769,893

81. Samsung admits that the *9893 patent is entitled “INTEGRATED CIRCUIT AND
METHOD FOR ESTABLISHING TRANSACTIONS.” Samsung admits that, on its face, the
’9893 patent issued on August 3, 2010 and lists Kees Gerard Willem Goossens as the named
inventor. Samsung admits that what is purported to be a copy of the 9893 patent is attached to the
Complaint as Exhibit 4. Samsung lacks knowledge or information sufficient to form a belief as to
the truth of the remaining allegations in paragraph 81 of the Complaint and, on that basis, denies
them.

82.  Samsung admits that the 9893 patent has 11 claims: 2 independent claims and 9
dependent claims.

83.  The allegations in paragraph 83 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the

allegations in paragraph 83 of the Complaint.
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84. Samsung admits that Claim 4 of the 9893 patent is reproduced in paragraph 84 of
the Complaint. The remaining allegations in paragraph 84 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung
denies the remainder of the allegations in paragraph 84 of the Complaint.

85. Samsung admits that it had knowledge of the 9893 patent as of the date of service
of the Complaint.

86. Samsung denies that it monitored patenting activity by Philips and further denies
that it reviewed or was aware of the U.S. published patent applications and patents obtained by
Philips shortly after their publication. Samsung denies that it considered Philips’ U.S. published
patent applications and patents in the semiconductor space or their applicability to its own
products. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 86 of the Complaint and, on that basis, denies them.

87. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 87 of the Complaint and, on that basis, denies them.

88. Samsung incorporates by reference its response to the allegations in paragraphs 89
of the Complaint as set forth below.

89. Samsung admits that U.S. Patent Application No. 12/659,218, entitled “HOST
DEVICE AND SLAVE DEVICE CONTROLLING METHOD,” with a filing date of March 1,
2010, is assigned to Samsung and that it claims priority to Republic of Korea Application 2009-
76287 filed August 18, 2009. Samsung further admits that during the prosecution of U.S. Patent
Application No. 12/659,218, the examiner included the *9893 patent in a “Notice of References
cited.” Samsung further admits the examiner stated that “The prior art made of record and not

relied upon is considered pertinent to applicant’s disclosure.”
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90.  Samsung admits that it seeks to obtain valid and enforceable patents.

91.  Samsung denies that it was aware of, and further denies that it considered and
analyzed the inventions described and claimed in, all patents and patent applications cited during
the prosecution of its own patent applications, or during the prosecution of patents and patent
applications that it acquired.

92.  Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations in paragraph 92 of the Complaint express legal conclusions and thus
no response is required. To the extent that a response is required, Samsung denies the remainder
of the allegations in paragraph 92 of the Complaint.

93.  Samsung denies the allegations in paragraph 93 of the Complaint.

94.  Samsung denies the allegations in paragraph 94 of the Complaint.

95.  The allegations in paragraph 95 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 95 of the Complaint.

96.  Samsung incorporates by reference its responses to the allegations in paragraphs 81
through 95 of the Complaint as set forth above. The remainder of the allegations in paragraph 96
of the Complaint express legal conclusions and thus no response is required. To the extent that a
response is required, Samsung denies the remainder of the allegations in paragraph 96 of the
Complaint.

97.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 97 of the Complaint and, on that basis, denies them.
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98.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 98 of the Complaint and, on that basis, denies them.

99.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 99 of the Complaint and, on that basis, denies them.

100. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 100 of the Complaint and, on that basis, denies them.

101.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 101 of the Complaint and, on that basis, denies them.

U.S. Patent No. 8,072,893

102. Samsung admits that the 2893 patent is entitled “INTEGRATED CIRCUIT WITH
DATA COMMUNICATION NETWORK AND IC DESIGN METHOD.” Samsung admits that,
on its face, the 2893 patent issued on December 6, 2011 and lists John Dielissen and Edwin
Rijpkema as the named inventors. Samsung admits that what is purported to be a copy of the *2893
patent is attached to the Complaint as Exhibit 5. Samsung lacks knowledge or information
sufficient to form a belief as to the truth of the remaining allegations in paragraph 102 of the
Complaint and, on that basis, denies them.

103.  Samsung admits that the 2893 patent has 12 claims: 5 independent claims and 7
dependent claims.

104.  The allegations in paragraph 104 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 104 of the Complaint.

105. Samsung admits that Claims 1 and 10 of the 2893 patent is reproduced in

paragraph 105 of the Complaint. The remaining allegations in paragraph 105 of the Complaint
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express legal conclusions and thus no response is required. To the extent that a response is
required, Samsung denies the remainder of the allegations in paragraph 105 of the Complaint.

106.  Samsung admits that it had knowledge of the *2893 patent as of the date of service
of the Complaint.

107.  Samsung denies that it monitored patenting activity by Philips and further denies
that it reviewed or was aware of the U.S. published patent applications and patents obtained by
Philips shortly after their publication. Samsung denies that it considered Philips’ U.S. published
patent applications and patents in the semiconductor space or their applicability to its own
products. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 107 of the Complaint and, on that basis, denies them.

108.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 108 of the Complaint and, on that basis, denies them.

109.  Samsung incorporates by reference its response to the allegations in paragraph 110
of the Complaint as set forth below.

110. Samsung admits that U.S. Patent Application No. 11/513,021, entitled “NOC
SYSTEM EMPLOYING AXI PROTOCOL AXI INTERLEAVING METHOD THEREOF,” with
a filing date of August 31, 2006, is assigned to SEC, and that it claims priority to Republic of
Korea Application 10-2005-0097582 filed October 17, 2005. Samsung further admits that, during
prosecution of 11/513,021, the examiner included U.S. Patent Publication No. 2008/0186983 in a
list of references that the examiner described as “prior art made of record and not relied upon [and]
considered pertinent to applicant’s disclosure.” Samsung denies the remaining allegations in
paragraph 110 of the Complaint.

111.  Samsung admits that it seeks to obtain valid and enforceable patents.
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112, Samsung denies that it was aware of, and further denies that it considered and
analyzed the inventions described and claimed in, all patents and patent applications cited during
the prosecution of its own patent applications, or during the prosecution of patents and patent
applications that it acquired.

113.  Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations in paragraph 113 of the Complaint express legal conclusions and thus
no response is required. To the extent that a response is required, Samsung denies the remainder
of the allegations in paragraph 113 of the Complaint.

114, Samsung denies the allegations in paragraph 114 of the Complaint.

115.  Samsung denies the allegations in paragraph 115 of the Complaint.

116.  The allegations in paragraph 116 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 116 of the Complaint.

117.  Samsung incorporates by reference its responses to the allegations in paragraphs
102 through 116 of the Complaint as set forth above. The remainder of the allegations in paragraph
117 of the Complaint express legal conclusions and thus no response is required. To the extent
that a response is required, Samsung denies the remainder of the allegations in paragraph 117 of
the Complaint.

118.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 118 of the Complaint and, on that basis, denies them.

119.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 119 of the Complaint and, on that basis, denies them.
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120.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 120 of the Complaint and, on that basis, denies them.

121.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 121 of the Complaint and, on that basis, denies them.

122. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 122 of the Complaint and, on that basis, denies them.

U.S. Patent No. 8,086,800

123.  Samsung admits that the "800 patent is entitled “INTEGRATED CIRCUIT AND
METHOD FOR BUFFERING TO OPTIMIZE BURST LENGTH IN NETWORKS ON CHIPS.”
Samsung admits, on its face, that the 800 patent issued on December 27, 2011 and lists Andrei
Radulescu and Kees Gerard Willem Goossens as the named inventors. Samsung admits that what
is purported to be a copy of the "800 patent is attached to the Complaint as Exhibit 6. Samsung
lacks knowledge or information sufficient to form a belief as to the truth of the remaining
allegations in paragraph 123 of the Complaint and, on that basis, denies them.

124, Samsung admits that the 800 patent has 21 claims: 4 independent claims and 17
dependent claims.

125.  The allegations in paragraph 125 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 125 of the Complaint.

126.  Samsung admits that Claim 10 of the "800 patent is reproduced in paragraph 126
of the Complaint. The remaining allegations in paragraph 126 of the Complaint express legal
conclusions and thus no response is required. To the extent that a response is required, Samsung

denies the remainder of the allegations in paragraph 126 of the Complaint.
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127.  Samsung admits that it had knowledge of the 800 patent as of the date of service
of the Complaint.

128. Samsung denies that it monitored patenting activity by Philips and further denies
that it reviewed or was aware of the U.S. published patent applications and patents obtained by
Philips shortly after their publication. Samsung denies that it considered Philips’ U.S. published
patent applications and patents in the semiconductor space or their applicability to its own
products. Samsung lacks knowledge or information sufficient to form a belief as to the truth of
the remaining allegations in paragraph 128 of the Complaint and, on that basis, denies them.

129.  Samsung incorporates by reference its response to the allegations in paragraph 130
of the Complaint as set forth below.

130. Samsung admits that U.S. Patent Application No. 11/513,021, entitled “NOC
SYSTEM EMPLOYING AXI PROTOCOL AXI INTERLEAVING METHOD THEREOF,” with
a filing date of August 31, 2006, is assigned to SEC, and that it claims priority to Republic of
Korea Application 10-2005-0097582 filed October 17, 2005. Samsung further admits that, during
the prosecution of U.S. Patent Application No. 11/513,021, the examiner included U.S. Patent
Publication No. 2007/0226407 in a list of references that the examiner described as “prior art made
of record and not relied upon [and] considered pertinent to applicant’s disclosure.”

131.  Samsung admits that it seeks to obtain valid and enforceable patents.

132.  Samsung denies that it was aware of, and further denies that it considered and
analyzed the inventions described and claimed in, all patents and patent applications cited during
the prosecution of its own patent applications, or during the prosecution of patents and patent

applications that it acquired.
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133.  Samsung admits that it respects the intellectual property rights of others, and that it
seeks to develop innovative and groundbreaking products, including the accused products. The
remainder of the allegations in paragraph 133 of the Complaint express legal conclusions and thus
no response is required. To the extent that a response is required, Samsung denies the remainder
of the allegations in paragraph 133 of the Complaint.

134.  Samsung denies the allegations in paragraph 134 of the Complaint.

135.  Samsung denies the allegations in paragraph 135 of the Complaint.

136.  The allegations in paragraph 136 of the Complaint express legal conclusions and
thus no response is required. To the extent that a response is required, Samsung denies the
allegations in paragraph 136 of the Complaint.

137.  Samsung incorporates by reference its responses to the allegations in paragraphs
123 through 136 of the Complaint as set forth above. The remainder of the allegations in paragraph
137 of the Complaint express legal conclusions and thus no response is required. To the extent
that a response is required, Samsung denies the remainder of the allegations in paragraph 137 of
the Complaint.

138.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 138 of the Complaint and, on that basis, denies them.

139.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 139 of the Complaint and, on that basis, denies them.

140.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 140 of the Complaint and, on that basis, denies them.

141.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 141 of the Complaint and, on that basis, denies them.
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142, Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 142 of the Complaint and, on that basis, denies them.

BACKGROUND OF DEFENDANTS’ INFRINGING CONDUCT

143. Samsung incorporates by reference its responses to the allegations set forth in
paragraphs 1 through 142 as set forth above.

144.  Samsung admits that SoCs are used in some consumer electronics or computing
devices, including in some smartphones, laptops, tablets, and embedded systems. Samsung further
admits SoCs are complex integrated circuits that may incorporate multiple processors, memory
units, and interfaces onto a single chip.

145.  Samsung admits that as SoCs have developed over time, additional processing
cores and other IP blocks have been incorporated into SoCs. Samsung further admits that various
interconnect technologies have been used in SoCs and that there are many factors that go into SoC
system performance and size, one of which is interconnect design. Samsung lacks knowledge or
information sufficient to form a belief as to the truth of the remaining allegations in paragraph 145
of the Complaint and, on that basis, denies them.

146.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 146 of the Complaint and, on that basis, denies them.

147.  Samsung admits that it is a leading semiconductor and electronic device company.
Samsung incorporates by reference its responses to the allegations in paragraphs 21 through 22 as
set forth above. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the remaining allegations in paragraph 147 of the Complaint and, on that basis, denies them.

148. Samsung incorporates its responses to the allegations in paragraph 147 of the

Complaint as set forth above. Samsung lacks knowledge or information sufficient to form a belief
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as to the truth of the remaining allegations in paragraph 148 of the Complaint and, on that basis,
denies them.

149.  Samsung denies the allegations in paragraph 149 of the Complaint.

150. Samsung admits that it makes, uses, sells, offers for sale, and/or imports, or has
otherwise made, used, sold, offered for sale, and/or imported, Exynos SoCs and products
containing Exynos SoCs, wherein some Exynos SoCs incorporate interconnect technology
provided by Arteris.

151.  Samsung denies the allegations in paragraph 151 of the Complaint.

152.  Samsung denies the allegations in paragraph 152 of the Complaint.

153.  Samsung denies the allegations in paragraph 153 of the Complaint.

154.  Samsung admits that paragraph 154 of the Complaint purports to define “Samsung
Accused Products” as those that constitute or include Samsung Exynos SoCs with Arteris
interconnect technology and/or a derivative thereof, and/or include Qualcomm Snapdragon SoCs
with Arteris interconnect technology and/or a derivative thereof. Samsung denies the remainder
of the allegations in paragraph 154 of the Complaint.

155. Samsung denies the allegations in paragraph 155 of the Complaint.

156. Samsung admits that Plaintiff purports to set forth a comparison of claims of the
Asserted Patents to certain Samsung products in Exhibits 7-25 to the Complaint. Samsung denies
that its products infringe any valid and enforceable claim of any of the Asserted Patents.

157.  Samsung denies the allegations in paragraph 157 of the Complaint.

158.  Samsung admits that it markets, advertises, and/or offers to sell its products,

including on its website. Samsung further admits that it publishes and distributes product
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information for at least some of its products. Samsung denies the remaining allegations in
paragraph 158 of the Complaint.

159.  Samsung denies the allegations in paragraph 159 of the Complaint.

160.  Samsung incorporates by reference its responses to the allegations in paragraphs
28, 40, 62, 85, 106, and 127 of the Complaint, as set forth above. Samsung denies the remaining
allegations in paragraph 160 of the Complaint.

161.  Samsung denies that any Samsung products incorporated into Lenovo products
infringe any valid and enforceable claim of any of the Asserted Patents. Samsung lacks knowledge
or information sufficient to form a belief as to the truth of the remainder of the allegations in
paragraph 161 of the Complaint and, on that basis, denies them.

162.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 162 of the Complaint and, on that basis, denies them.

163.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 163 of the Complaint and, on that basis, denies them.

164.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 164 of the Complaint and, on that basis, denies them.

165.  Samsung admits that Plaintiff purports to set forth a comparison of claims of the
Asserted Patents to certain Lenovo products in Exhibits 26-37 to the Complaint. Samsung lacks
knowledge or information sufficient to form a belief as to the truth of the remaining allegations in
paragraph 165 of the Complaint and, on that basis, denies them.

166.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 166 of the Complaint and, on that basis, denies them.
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167. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 167 of the Complaint and, on that basis, denies them.

168.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 168 of the Complaint and, on that basis, denies them.

169. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 169 of the Complaint and, on that basis, denies them.

170.  Samsung denies that any Samsung products incorporated into OnePlus products
infringe any valid and enforceable claim of any of the Asserted Patents. Samsung lacks knowledge
or information sufficient to form a belief as to the truth of the remainder of the allegations in
paragraph 170 of the Complaint and, on that basis, denies them.

171.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 171 of the Complaint and, on that basis, denies them.

172. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 172 of the Complaint and, on that basis, denies them.

173.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 173 of the Complaint and, on that basis, denies them.

174, Samsung admits that Plaintiff purports to set forth a comparison of claims of the
Asserted Patents to certain OnePlus products in Exhibits 38—43 to the Complaint. Samsung lacks
knowledge or information sufficient to form a belief as to the truth of the remaining allegations in
paragraph 174 of the Complaint and, on that basis, denies them.

175.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 175 of the Complaint and, on that basis, denies them.
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176.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 176 of the Complaint and, on that basis, denies them.

177.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 177 of the Complaint and, on that basis, denies them.

178.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 178 of the Complaint and, on that basis, denies them.

179.  Samsung denies that its products infringe any valid and enforceable claim of any
of the Asserted Patents. Samsung lacks knowledge or information sufficient to form a belief as to
the truth of the remaining allegations in paragraph 179 of the Complaint and, on that basis, denies
them.

COUNT 1 - INFRINGEMENT OF U.S. PATENT NO. 7,366,818

180.  Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 179 of the Complaint as set forth above.

181.  Samsung admits that Plaintiff purports to set forth comparisons of claim 1 of the
"818 patent to certain Samsung Accused Products in Exhibits 7, 13, and 19 to the Complaint.
Samsung denies the remaining allegations of paragraph 181 of the Complaint.

182.  Samsung denies the allegations in paragraph 182 of the Complaint.

183.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 183
of the Complaint.

184.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 184

of the Complaint.
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185.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 185
of the Complaint.

186.  Samsung incorporates by reference its responses to the allegations in paragraphs 24
through 35 of the Complaint, as set forth above. Samsung denies the remaining allegations in
paragraph 186 of the Complaint.

187.  Samsung denies the allegations in paragraph 187 of the Complaint.

188.  Samsung denies the allegations in paragraph 188 of the Complaint.

189.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 189 of the Complaint and, on that basis, denies them.

190.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 190 of the Complaint and, on that basis, denies them.

191.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 191 of the Complaint and, on that basis, denies them.

192.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 192 of the Complaint and, on that basis, denies them.

193.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 193 of the Complaint and, on that basis, denies them.

194.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 194 of the Complaint and, on that basis, denies them.

195.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 195 of the Complaint and, on that basis, denies them.
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196.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 196 of the Complaint and, on that basis, denies them.

197.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 197 of the Complaint and, on that basis, denies them.

198.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 198 of the Complaint and, on that basis, denies them.

199.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 199 of the Complaint and, on that basis, denies them.

200. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 200 of the Complaint and, on that basis, denies them.

201.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 201 of the Complaint and, on that basis, denies them.

202. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 202 of the Complaint and, on that basis, denies them.

203. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 203 of the Complaint and, on that basis, denies them.

204. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 204 of the Complaint and, on that basis, denies them.

COUNT II - INFRINGEMENT OF U.S. PATENT NO. 7,373,449

205. Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 204 of the Complaint as set forth above.

206. Samsung admits that Plaintiff purports to set forth comparisons of claim 10 of the
’449 patent to certain Samsung Accused Products in Exhibits 8, 14, and 20 to the Complaint.

Samsung denies the remaining allegations of paragraph 206 of the Complaint.
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207. Samsung denies the allegations in paragraph 207 of the Complaint.

208. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 208
of the Complaint.

209. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 209
of the Complaint.

210.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 210
of the Complaint.

211.  Samsung incorporates by reference its responses to the allegations in paragraphs 36
through 57 of the Complaint, as set forth above. Samsung denies the remaining allegations in
paragraph 211 of the Complaint.

212.  Samsung denies the allegations in paragraph 212 of the Complaint.

213.  Samsung denies the allegations in paragraph 213 of the Complaint.

214. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 214 of the Complaint and, on that basis, denies them.

215. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 215 of the Complaint and, on that basis, denies them.

216. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 216 of the Complaint and, on that basis, denies them.

217.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 217 of the Complaint and, on that basis, denies them.
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218.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 218 of the Complaint and, on that basis, denies them.

219. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 219 of the Complaint and, on that basis, denies them.

220. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 220 of the Complaint and, on that basis, denies them.

221. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 221 of the Complaint and, on that basis, denies them.

222. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 222 of the Complaint and, on that basis, denies them.

223. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 223 of the Complaint and, on that basis, denies them.

224. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 224 of the Complaint and, on that basis, denies them.

225. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 225 of the Complaint and, on that basis, denies them.

226. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 226 of the Complaint and, on that basis, denies them.

227.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 227 of the Complaint and, on that basis, denies them.

228.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 228 of the Complaint and, on that basis, denies them.
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229. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 229 of the Complaint and, on that basis, denies them.

COUNT III - INFRINGEMENT OF U.S. PATENT NO. 7,594,052

230. Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 229 of the Complaint as set forth above.

231. Samsung admits that Plaintiff purports to set forth comparisons of claim 6 of the
’052 patent to certain Samsung Accused Products in Exhibits 9, 15, and 21 to the Complaint.
Samsung denies the remaining allegations of paragraph 231 of the Complaint.

232.  Samsung denies the allegations in paragraph 232 of the Complaint.

233.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 233
of the Complaint.

234.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 234
of the Complaint.

235. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 235
of the Complaint.

236. Samsung incorporates by reference its responses to the allegations in paragraphs 58
through 80 of the Complaint, as set forth above. Samsung denies the remaining allegations in
paragraph 236 of the Complaint.

237. Samsung denies the allegations in paragraph 237 of the Complaint.

238. Samsung denies the allegations in paragraph 238 of the Complaint.
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239. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 239 of the Complaint and, on that basis, denies them.

240.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 240 of the Complaint and, on that basis, denies them.

241.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 241 of the Complaint and, on that basis, denies them.

242,  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 242 of the Complaint and, on that basis, denies them.

243.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 243 of the Complaint and, on that basis, denies them.

244.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 244 of the Complaint and, on that basis, denies them.

245.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 245 of the Complaint and, on that basis, denies them.

246.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 246 of the Complaint and, on that basis, denies them.

247.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 247 of the Complaint and, on that basis, denies them.

248.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 248 of the Complaint and, on that basis, denies them.

249.  Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 249 of the Complaint and, on that basis, denies them.
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250. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 250 of the Complaint and, on that basis, denies them.

251. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 251 of the Complaint and, on that basis, denies them.

252.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 252 of the Complaint and, on that basis, denies them.

253. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 253 of the Complaint and, on that basis, denies them.

254. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 254 of the Complaint and, on that basis, denies them.

COUNT 1V - INFRINGEMENT OF U.S. PATENT NO. 7.769.893

255. Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 254 of the Complaint as set forth above.

256. Samsung admits that Plaintiff purports to set forth comparisons of claim 4 of the
"9893 patent to certain Samsung Accused Products in Exhibits 10, 16, and 22 to the Complaint.
Samsung denies the remaining allegations of paragraph 256 of the Complaint.

257.  Samsung denies the allegations in paragraph 257 of the Complaint.

258.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 258
of the Complaint.

259. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 259

of the Complaint.
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260. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 260
of the Complaint.

261. Samsung incorporates by reference its responses to the allegations in paragraphs 81
through 101 of the Complaint, as set forth above. Samsung denies the remaining allegations in
paragraph 261 of the Complaint.

262. Samsung denies the allegations in paragraph 262 of the Complaint.

263. Samsung denies the allegations in paragraph 263 of the Complaint.

264. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 264 of the Complaint and, on that basis, denies them.

265. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 265 of the Complaint and, on that basis, denies them.

266. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 266 of the Complaint and, on that basis, denies them.

267. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 267 of the Complaint and, on that basis, denies them.

268. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 268 of the Complaint and, on that basts, denies them.

269. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 269 of the Complaint and, on that basis, denies them.

270. Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 270 of the Complaint and, on that basis, denies them.
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271.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 271 of the Complaint and, on that basis, denies them.

272.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 272 of the Complaint and, on that basis, denies them.

273. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 273 of the Complaint and, on that basis, denies them.

274. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 274 of the Complaint and, on that basis, denies them.

275. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 275 of the Complaint and, on that basis, denies them.

276. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 276 of the Complaint and, on that basis, denies them.

277. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 277 of the Complaint and, on that basis, denies them.

278.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 278 of the Complaint and, on that basis, denies them.

279. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 279 of the Complaint and, on that basis, denies them.

COUNT V - INFRINGEMENT OF U.S. PATENT NO. 8,072,893

280. Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 279 of the Complaint as set forth above.

281. Samsung admits that Plaintiff purports to set forth comparisons of claim 1 of the
’2893 patent to certain Samsung Accused Products in Exhibits 11, 17, and 23 for claim | to the

Complaint. Samsung denies the remaining allegations of paragraph 281 of the Complaint.
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282.  Samsung admits that Plaintiff purports to set forth comparisons of claims 1 and 10
of the *2893 patent to certain Samsung Accused Products in Exhibits 11, 17, 23, and 24 to the
Complaint. Samsung denies the remaining allegations of paragraph 282 of the Complaint.

283. Samsung denies the allegations in paragraph 283 of the Complaint.

284. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 284
of the Complaint.

285. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 285
of the Complaint.

286. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 286
of the Complaint.

287. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 287
of the Complaint.

288. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 288
of the Complaint.

289.  Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 289

of the Complaint.
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290. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 290
of the Complaint.

291. Samsung incorporates by reference its responses to the allegations in paragraphs
102 through 122 of the Complaint, as set forth above. Samsung denies the allegations in paragraph
291 of the Complaint.

292. Samsung denies the allegations in paragraph 292 of the Complaint.

293. Samsung denies the allegations in paragraph 293 of the Complaint.

294. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 294 of the Complaint and, on that basis, denies them.

295.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 295 of the Complaint and, on that basis, denies them.

296.  Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 296 of the Complaint and, on that basis, denies them.

297. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 297 of the Complaint and, on that basis, denies them.

298. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 298 of the Complaint and, on that basis, denies them.

299. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 299 of the Complaint and, on that basis, denies them.

300. Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 300 of the Complaint and, on that basis, denies them.
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301. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 301 of the Complaint and, on that basis, denies them.

302. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 302 of the Complaint and, on that basis, denies them.

303. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 303 of the Complaint and, on that basis, denies them.

304. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 304 of the Complaint and, on that basis, denies them.

305. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 305 of the Complaint and, on that basis, denies them.

306. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 306 of the Complaint and, on that basis, denies them.

307. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 307 of the Complaint and, on that basis, denies them.

308. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 308 of the Complaint and, on that basis, denies them.

309. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 309 of the Complaint and, on that basis, denies them.

COUNT VI - INFRINGEMENT OF U.S. PATENT NO. 8,086,800

310.  Samsung incorporates by reference its responses to the allegations in paragraphs 1
through 309 of the Complaint as set forth above.

311.  Samsung admits that Plaintiff purports to set forth comparisons of claim 10 of the
"800 patent to certain Samsung Accused Products in Exhibits 12, 18, and 25 to the Complaint.

Samsung denies the remaining allegations of paragraph 311 of the Complaint.
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312. Samsung denies the allegations in paragraph 312 of the Complaint.

313. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 313
of the Complaint.

314. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 314
of the Complaint.

315. Samsung incorporates by reference its responses to the allegations in paragraph 158
of the Complaint, as set forth above. Samsung denies the remaining allegations in paragraph 315
of the Complaint.

316. Samsung incorporates by reference its responses to the allegations in paragraphs
123 through 142 of the Complaint, as set forth above. Samsung denies the remaining allegations
in paragraph 316 of the Complaint.

317. Samsung denies the allegations in paragraph 317 of the Complaint.

318. Samsung denies the allegations in paragraph 318 of the Complaint.

319. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 319 of the Complaint and, on that basis, denies them.

320. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegafions in paragraph 320 of the Complaint and, on that basis, denies them.

321. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 321 of the Complaint and, on that basis, denies them.

322. Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 322 of the Complaint and, on that basis, denies them.
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323. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 323 of the Complaint and, on that basis, denies them.

324. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 324 of the Complaint and, on that basis, denies them.

325. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 325 of the Complaint and, on that basis, denies them.

326. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 326 of the Complaint and, on that basis, denies them.

327. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 327 of the Complaint and, on that basis, denies them.

328. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 328 of the Complaint and, on that basis, denies them.

329. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 329 of the Complaint and, on that basis, denies them.

330. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 330 of the Complaint and, on that basis, denies them.

331. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 330 of the Complaint and, on that basis, denies them.

332. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 332 of the Complaint and, on that basis, denies them.

333. Samsung lacks knowledge or information sufficient to form a belief as to the truth

of the allegations in paragraph 333 of the Complaint and, on that basis, denies them.
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334. Samsung lacks knowledge or information sufficient to form a belief as to the truth
of the allegations in paragraph 334 of the Complaint and, on that basis, denies them.

ANSWER TO PRAYER FOR RELIEF

Samsung denies that Plaintiff is entitled to any relief whatsoever in this action, either as

requested in the Complaint or otherwise.
RESPONSE TO JURY TRIAL DEMAND
This sentence contains a demand for jury trial to which no response is required.
AFFIRMATIVE AND OTHER DEFENSES

Samsung asserts the following defenses in response to the allegations of the Complaint,
undertaking the burden of proof only as to those defenses deemed affirmative defenses by law,
regardless of how such defenses are denominated herein. Samsung further reserves all rights to
allege additional defenses that become known through the course of discovery in this action or
further investigation.

FIRST AFFIRMATIVE DEFENSE
(Failure to State A Claim)

The Complaint fails to state a claim upon which relief can be granted as Plaintiff has failed
to plead its claims with sufficient specificity or support to place Samsung on notice of Plaintiff’s
theories of alleged infringement with respect to the Asserted Patents.

SECOND AFFIRMATIVE DEFENSE
(No Infringement)

Samsung does not infringe and has not infringed under any theory any valid and
enforceable claim of the Asserted Patents, either literally or under the doctrine of equivalents,
directly or indirectly, willfully or otherwise. Plaintiff’s claims are further barred, in whole or in
part, to the extent they are based on activities occurring outside the territorial reach of the United

States patent laws.
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THIRD AFFIRMATIVE DEFENSE
(Invalidity)

The Asserted Patents are invalid for failure to satisfy one or more of the conditions for
patentability specified in Title 35 of the United States Code, 35 U.S.C. §§ 101, 102, 103, 112
and/or 116, and the rules, regulations, and laws pertaining thereto.

FOURTH AFFIRMATIVE DEFENSE
(License)

Plaintiff’s claims are barred by express and/or implied licenses. For example, Plaintiff

alleges that it is the owner by assignment of the Asserted Patents. See, e.g., Compl. ] 2, 23.

Before th aleged asignment,

- Accordingly, Plaintiff’s infringement claims are barred, at least in part, by the doctrine of
express license.

FIFTH AFFIRMATIVE DEFENSE
(Lack of Standing)

To the extent that Plaintiff lacks all substantive rights to bring suit and to exclude others
from practicing the claims of any of the Asserted Patents, Plaintiff’s claims are barred by a lack of
standing.

SIXTH AFFIRMATIVE DEFENSE
(Exhaustion)

To the extent that Plaintiff’s allegations of infringement relate to products that were
provided by or for any licensee of the Asserted Patents and/or provided to Samsung by or through
a licensee of the Asserted Patents or under a covenant not to sue, whether explicitly or impliedly,

Plaintiff’s claims are barred.
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SEVENTH AFFIRMATIVE DEFENSE
(Prosecution History Estoppel and Disclaimer)

Plaintiff’s claims are barred in whole or in part by the doctrines of prosecution history
estoppel and/or prosecution disclaimer based on statements, representations, and admissions made
during the prosecution before the United States Patent and Trademark Office (“USPTO”) of the
patent families resulting in the Asserted Patents.

Plaintiff is estopped from construing the claims of the Asserted Patents to cover or include,
either literally or under the doctrine of equivalents, products or methods that were surrendered
because of arguments, amendments, admissions, representations, and/or statements made during
prosecution or inter partes review before the USPTO.

EIGHTH AFFIRMATIVE DEFENSE
(Ensnarement)

On information and belief, Plaintiff’s claims are barred by the doctrine of ensnarement.
Plaintiff is foreclosed from asserting infringement under the doctrine of equivalents to the extent
that the scope of such equivalent would ensnare prior art.

NINTH AFFIRMATIVE DEFENSE
(Limitation on Damages)

Plaintiff’s claims for damages are statutorily limited under 35 U.S.C. §§ 286, 287, and
288. Plaintiff’s claims are further barred, in whole or in part, to the extent they are based on
activities occurring outside the territorial reach of the United States patent laws.

TENTH AFFIRMATIVE DEFENSE
(No Willfulness or Enhancement)

Plaintiff is precluded from recovering enhanced damages under 35 U.S.C. § 284 at least
because Samsung has not willfully infringed any valid and enforceable claim of the Asserted

Patents. Samsung does not, did not, and could not subjectively or objectively believe that it
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infringes any valid and enforceable claim of the Asserted Patents either literally or under the
doctrine of equivalents.

ELEVENTH AFFIRMATIVE DEFENSE
(No Double Compensation)

The relief that Plaintiff seeks is limited by any compensation it receives or seeks for its
alleged patent rights from others whose products incorporate any accused Samsung products, or
from others who supply products, to which the alleged patent rights relate, to Samsung.

For example, the relief that Plaintiff seeks is limited by any compensation received or
sought by Plaintiff for its alleged patent rights from Qualcomm and/or Arteris.

TWELFTH AFFIRMATIVE DEFENSE
(No Injunctive Relief)

No injunctive relief should be awarded because Plaintiff has not and cannot establish
entitlement to such relief, and no factor supporting issuance of such relief is present in this case.

THIRTEENTH AFFIRMATIVE DEFENSE
(No Exceptional Case)

Samsung has not engaged in any conduct that would make this an exceptional case or that
would entitle Plaintiff to an award of attorneys’ fees.

FOURTEENTH AFFIRMATIVE DEFENSE
(Improper Venue)

Venue is not proper in the Eastern District of Texas for SSI and SAS under 28 U.S.C.
§ 1400(b). SSI and SAS do not reside in the Eastern District of Texas. SSI and SAS do not have

a regular and established place of business in the Eastern District of Texas.
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FIFTEENTH AFFIRMATIVE DEFENSE
(28 U.S.C. § 1498)

Samsung is also not liable to the extent the Samsung Accused Products were provided,
used or manufactured by or for the United States, or to the extent accused activities were
undertaken on behalf of the United States, pursuant to 28 U.S.C. § 1498.

SIXTEENTH AFFIRMATIVE DEFENSE
(Unenforceability Due To Inequitable Conduct)

For at least the reasons set forth below, and upon information and belief, the *818, *449,
’052, 800, and °2,893 patents are each unenforceable as a result of inequitable conduct before the
USPTO by the applicants and others associated with and substantively involved in the prosecution
of those patents. The individuals substantively involved with the filing and prosecution of one or
more of the 818, 449, *052, *800, and ’2,893 patents that owed duties of disclosure under 37
C.F.R. § 1.56 include, for example, at least the applicants—i.e., named inventors Kees Gerard
Willem Goossens, Andrei Radulescu, John Dielissen, and Edwin Rijpkema—as well as others
substantively involved with the prosecution—e.g., David L. Barnes, Michael E. Belk, Edward M.
Blocker, Carrie Anne Colby, Yan Glickberg, Edward W. Goodman, Andrew C. Gust, Dicran
Halajian, Jack E. Haken, Frank Keegan, Michael E. Marion, and Michael A. Scaturro. On
information and belief, these applicants and others substantively involved with the prosecution of
the 818, 449, 052, *800, and ’2,893 patents had knowledge of prior art—including printed
publications written by the applicants themselves—material to the patentability of the claimed
inventions in those patents, failed to disclose that prior art during prosecution by intentionally
withholding and concealing it with the specific intent to mislead or deceive the USPTO, and
thereby wrongly secured the 818, 449, *052, *800, and ’2,893 patents that otherwise would not

have issued but for their misconduct.
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The Applicants Authored and Published Material Prior Art References
The applicants of the *818, 449, *052, 800, and °2,893 patents authored and published

many material prior art references, most of which they failed to disclose to the USPTO during
prosecution. Some of the applicant-authored prior art references are identified below.

Goossens I. No later than March 8, 2002, named inventor Kees Gerard Willem Goossens
and several co-authors published a paper in the IEEE journal Proceedings of the 2002 Design,
Automation and Test in Europe Conference and Exhibition titled “Networks on Silicon:
Combining Best-Effort and Guaranteed Services” (hereinafter “Goossens 1”), attached as Exhibit
A.

Goossens II. No later than January 31, 2003, named inventors Kees Gerard Willem
Goossens and Andrei Ridulescu, and several additional co-authors, published a book chapter in
NETWORKS ON CHIP (eds. A. Jantsch and H. Tenhunen) titled “Guaranteeing the Quality of
Services in Networks on Chip” (hereinafter “Goossens II”), attached as Exhibit B.

Rijpkema I. No later than September 2003, named inventors Kees Gerard Willem
Goossens and Andrei Rédulescu, and several co-authors, including Edwin Rijpkema, published a
paper in Volume 150, Issue No. 5 of the journal /EE Proceedings — Computer and Digital
Techniques titled “Trade Offs in the Design of a Router with Both Guaranteed and Best-Effort
Services for Networks on Chip” (hereinafter “Rijpkema I"), attached as Exhibit C.

Rijpkema II. No later than September 12, 2003, named inventors Kees Gerard Willem
Goossens and Andrei Radulescu, and several co-authors, including Edwin Rijpkema, published a
paper titled “Trade Offs in the Design of a Router with Both Guaranteed and Best-Effort Services

for Networks on Chip (Extended Version)” (hereinafter “Rijpkema II""), attached as Exhibit D.
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Rijpkema III. No later than March 3, 2003, named inventors Kees Gerard Willem
Goossens and Andrei Radulescu, and several co-authors, including Edwin Rijpkema, published a
paper with IEEE titled “Trade Offs in the Design of a Router with Both Guaranteed and Best-
Effort Services for Networks on Chip” (hereinafter “Rijpkema III”), attached as Exhibit E.

Rijpkema IV. No later than November 1, 2001, named inventor Kees Gerard Willem
Goossens and several co-authors, including Edwin Rijpkema, published a paper with Proceedings
of Progress 2001, 2nd Workshop on Embedded Systems titled “A Router Architecture for
Networks on Silicon” (hereinafter “Rijpkema IV”), attached as Exhibit F.

Ridulescu 1. No later than February 20, 2004, named inventors Andrei Ridulescu and
Kees Gerard Willem Goossens, and several co-authors, published a paper in the IEEE journal
Proceedings of the Design, Automation and Test in Europe Conference and Exhibition titled “An
Efficient On-Chip Network Interface Offering Guaranteed Services, Shared-Memory Abstraction,
and Flexible Network Configuration” (hereinafter “Radulescu I”), attached as Exhibit G.

Rédulescu I1. No later than November 11, 2003, named inventors Andrei Radulescu and
Kees Gerard Willem Goossens published a book chapter in DOMAIN-SPECIFIC PROCESSORS:
SYSTEMS, ARCHITECTURES, MODELING, AND SIMULATION (eds. S. Bhattacharyya, E. Deprettere, J.
Teich) titled “Communication Services for Networks on Chip” (hereinafter “Radulescu II"),
attached as Exhibit H.

Radulescu WO. On April 22, 2004, International Patent Application No.
PCT/IB2003/004414 filed by named inventors Andrei Radulescu and Kees Gerard Willem
Goossens on October 7, 2003 was published as WO 2004/034176 A2 (hereinafter “Radulescu

WQO”), attached as Exhibit I.
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Wielage. No later than September 6, 2002, named inventor Kees Gerard Willem Goossens
and co-author Paul Wielage published a paper in Proceedings Euromicro Symposium on Digital
System Design. Architectures, Methods and Tools titled “Networks on Silicon: Blessing or
Nightmare?” (hereinafter “Wielage™), attached as Exhibit J.

Vermeulen. No later than September 15, 2003, named inventor Kees Gerard Willem
Goossens and several co-authors, including Bart Vermeulen, published a paper in Volume 41,
Issue No. 9 of the journal JEEE Communications Magazine titled “Bringing Communication
Networks on a Chip: Test and Verification Implications” (hereinafter “Vermeulen”), attached as
Exhibit K.

Dielissen. No later than January 11, 2004, named inventors Andrei Ridulescu and Kees
Gerard Willem Goossens, and several co-authors, including John Dielissen, published a paper
titled “Concepts and Implementation of the Philips Network-on-Chip” (hereinafter “Dielissen”),
attached as Exhibit L.

Pestana. No later than February 20, 2004, named inventors Andrei Ridulescu and Kees
Gerard Willem Goossens, and several co-authors, including Santiago Gonzalez Pestana, published
a paper in the IEEE journal Proceedings of the Design, Automation and Test in Europe Conference
and Exhibition titled “Cost-Performance Trade-Offs in Networks on Chip: A Simulation-Based
Approach” (hereinafter “Pestana”), attached as Exhibit M.

’818 Patent

According to the face of U.S. Patent No. 7,366,818, it issued on April 29, 2008 from U.S.
Application No. 10/530,266 (“the *266 Application™), which was filed by Kees Gerard Willem
Goossens and Andrei Radulescu on April 5,2005. The *266 Application purports to be a national

stage application, pursuant to 35 U.S.C. § 371, of International Application No. PCT/IB03/03035,
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which had an international filing date of July 4, 2003. The ’266 Application claimed priority to
European Patent Application No. 02079196, which was filed on October 8, 2002. The transmittal
letter filed with the *266 Application was signed by attorney David Barnes. Submitted with the
’266 Application was an executed power of attorney form signed by Kees Gerard Willem
Goossens and Andrei Radulescu, which was dated May 6, 2004 and appointed Jack E. Haken,
Michael E. Marion, and Edward M. Blocker as the attorneys and/or agents to prosecute the *266
Application and transact all business in the USPTO connected with that patent application. Kees
Gerard Willem Goossens and Andrei Radulescu further declared in the signed May 6, 2004
document that they “acknowledge the duty to disclose information which is material to the
examination of this application in accordance with Title 37, Code of Federal Regulations,
§ 1.56(a).”

During the prosecution of the 266 Application, the Examiner issued several rejections over
various prior art references. The applicants through their prosecuting attorneys and/or agents—
including Carrie Anne Colby “for David Barnes”—responded to the rejections by amending the
independent claim and arguing that the cited prior art failed to disclose elements of the claims,
including a “network on chip” and an “interface means” comprising a “dropping means (DM) for
dropping data.” In a Notice of Allowance issued on September 28, 2007, the Examiner stated the
claims were in his view “allowable over the prior art of record because” it did not “teach the
interface means comprises a first dropping means for dropping data and wherein the dropping of
data and therefore the transaction completion can be controlled by the interface means.”

On information and belief, despite having and being aware of a duty to disclose prior art
material to patentability, the applicants, prosecuting attorneys, and/or their agents failed to disclose

to the USPTO during prosecution of the *266 Application prior art bearing on the exact same
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subject matter as the patent application and material to patentability. This includes certain
references authored by the applicants themselves and references authored by others of which they
were aware. These include publications particularly relevant to, among other things, the claimed
“network on chip” and “network interface” comprising a “dropping means (DM) for dropping
data” recited in every issued claim of the *266 Application (the “dropping means limitation”).

For example, Goossens I was published no later than March 8, 2002 and thus constitutes
prior art under at least 35 U.S.C. § 102(b) because it was published more than one year before the
date of the filing of the *266 Application in the United States. Goossens I discloses “systems on
silicon (SOSs)” comprising hundreds of IPs and a “network on silicon (NOS) to implement the
communication between these IPs,” as well as “network interfaces” that “implement multipath and
multi-channel ordering, and channel flow control.” Ex. A (Goossens I) at I, 3.

As a further example, Rijpkema IV was published no later than November 1, 2001 and thus
constitutes prior art under at least 35 U.S.C. § 102(b) because it was published more than one year
before the date of the filing of the *266 Application in the United States. Rijpkema IV discloses
“a cost-effective router and network suitable for on-chip integration” that enables “communication
between [] IP blocks and between IP blocks and memory,” as well as “network interfaces that
connect the network to the sources and sinks.” Ex. F (Rijpkema IV)at 1, 5.

As another example, and without limitation, Raoul A.F. Bhoedjang and several co-authors
published a paper in Volume 31, Issue No. 11 of the journal Computer titled “User-Level Network
Interface Protocols” (“Bhoedjang”), attached as Exhibit O. Bhoedjang was published no later than
November 1998 and thus constitutes prior art under at least 35 U.S.C. § 102(b) because it was

published more than one year before the date of the filing of the 266 Application in the United
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States. Bhoedjang discloses “receiving network interface[s]” that “drop incoming packets” in the
case of “buffer overflow.” Ex. O (Bhoedjang) at 55-56, 59.

Goossens I, Rijpkema IV, and Bhoedjang are material to the patentability of the asserted
claims as they disclose, among other things, the claimed “network on chip” and “interface means”

”

comprising a “dropping means (DM) for dropping data,” which the applicants alleged were
missing from the prior art and purportedly made the claims of the *266 Application patentable.
The disclosures in Goossens I, Rijpkema IV, and Bhoedjang are not cumulative of the disclosure
in the prior art disclosed by the applicants, cited by the Examiner, or considered during prosecution
of the "266 Application. Further, when combined with one another and/or other secondary prior
art references, such as but not limited to “PM: An Operating System Coordinated High
Performance Communication Library” by Hiroshi Tezuka et al., the claims of the 266 Application
are unpatentable.

Kees Gerard Willem Goossens and Andrei Radulescu had knowledge of Goossens I and
Rijpkema IV before filing and during prosecution of the 266 Application at least because they co-
authored those publications and would have known they were published before the filing date of
their own 266 Application. Kees Gerard Willem Goossens and Andrei Ridulescu also had
knowledge of Bhoedjang at least during prosecution of the *266 Application at least because they
co-authored a January 1, 2005 publication titled “An Efficient On-Chip NI Offering Guaranteed
Services, Shared-Memory Abstraction, and Flexible Network Configuration,” which itself cites
Bhoedjang, and would have known that Bhoedjang was published before the filing date of their
own ’266 Application. On information and belief, the prosecuting attorneys and/or their agents,

including at least those identified above, also would have had knowledge of Goossens I, Rijpkema

IV, and Bhoedjang before filing and/or during prosecution of the 266 Application at least through
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the applicants and/or through their own independent research on known prior art relating to the
subject matter of the 266 Application. Despite this knowledge, Goossens I, Rijpkema IV, and
Bhoedjang were withheld from all USPTO filings associated with the 266 Application.

On information and belief, the withholding by the applicants, prosecuting attorneys, and/or
their agents of information material to patentability, including at least Goossens I, Rijpkema IV,
and Bhoedjang, during prosecution of the *266 Application was done with specific intent to
mislead and/or deceive the USPTO. All three papers, two of which were written by the applicants
themselves, are directed to the same subject matter as the claimed invention and discuss a “network
on chip” and/or an “interface means” comprising a “dropping means (DM) for dropping data.”
The withholding of these publications left the USPTO without any prior art references before the
Examiner during prosecution of the 266 Application that disclosed the dropping means limitation,
the sole basis identified for the alleged patentability of the issued claims. On information and
belief, the applicants, prosecuting attorneys, and/or their agents knew that the withheld prior art,
including at least Goossens I, Rijpkema IV, and Bhoedjang, were material to the patentability of
the claims of the 266 Application and made this choice to present the misleading and deceptive
argument that the claimed “network on chip” and the dropping means limitation were supposedly
missing from the prior art and purportedly made the claims of the *266 Application patentable. On
information and belief, the applicants, prosecuting attorneys, and/or their agents made the
deliberate decision to withhold these publications during prosecution of the *266 Application
because disclosing them would have been adverse to issuance of the desired patent claims in that
application.

On information and belief, but for the applicants, prosecuting attorneys, and/or their agents

intentionally and improperly withholding from the USPTO during prosecution of the ’266
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Application prior art references material to patentability (including at least Goossens I, Rijpkema
IV, and Bhoedjang), the 818 patent would not have issued. As a result, the *818 patent is
unenforceable due to inequitable conduct.
’449 Patent

According to the face of U.S. Patent No. 7,373,449, it issued on May 13, 2008 from U.S.
Application No. 10/530,267 (“the *267 Application”), which was filed by Kees Gerard Willem
Goossens and Andrei Radulescu on April 5, 2005. The *267 Application purports to be a national
stage application, pursuant to 35 U.S.C. §371, of International Application No.
PCT/IB03/004414, which had an international filing date of October 7, 2003. The ’267
Application claimed priority to European Patent Application No. 02079196, which was filed on
October 8, 2002. The transmittal letter and preliminary amendment filed with the *267 Application
were each signed by attorney David Barnes. Submitted with the *267 Application was an executed
power of attorney form signed by Kees Gerard Willem Goossens and Andrei Radulescu, which
was dated May 6, 2004 and appointed Jack E. Haken, Michael E. Marion, and Edward M. Blocker
as the attorneys and/or agents to prosecute the *267 Application and transact all business in the
USPTO connected with that patent application. Kees Gerard Willem Goossens and Andrei
Rédulescu further declared in the signed May 6, 2004 document that they “acknowledge the duty
to disclose information which is material to the examination of this application in accordance with
Title 37, Code of Federal Regulations, § 1.56(a).”

During the prosecution of the 267 Application, the Examiner issued several rejections over
various prior art references. The applicants through their prosecuting attorneys and/or agents—
including Andrew C. Gust “for David Barnes”—responded to the rejections by amending the

independent claims, adding new dependent claims, and arguing that the cited prior art failed to
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disclose elements of the claims, including an “integrated circuit” and a “resource manager.” In a
Notice of Allowance issued on January 9, 2008, the Examiner stated the claims were in his view
allowable “over the prior art of record because the prior arts, cited in its entirety, or in combination,
do not teach” the claimed “resource manager,” which “determines whether the at least one
connection with the communication channels is available based on the connection properties being
available.”

On information and belief, despite having and being aware of a duty to disclose prior art
material to patentability, at no point during prosecution of the *267 Application did the applicants,
prosecuting attorneys, and/or their agents, disclose to the USPTO any of the applicants’
publications as prior art even though they bear on the exact same subject matter as the patent
application and are material to patentability. These include publications particularly relevant to,
among other things, the claimed “resource manager” recited in every issued claim of the 267
Application.

For example, Goossens I was published no later than March 8, 2002 and thus constitutes
prior art at least under 35 U.S.C. § 102(b) because it was published more than one year before the
date of the filing of the *267 Application in the United States. Goossens I discloses “systems on
silicon (SOSs)” comprising IPs that perform “computation” and a “network on silicon (NOS)” for
“implement[ing] the communication between these IPs” and “end-to-end connection
management,” that includes a resource manager identified as a “quality-of-service manager.” Ex.
A (Goossens I) at 1-3.

As another example, and without limitation, Goossens Il was published no later than
January 31, 2003 and thus constitutes prior art at least under 35 U.S.C. § 102(a) because it was

published before the alleged invention of the 267 Application, as reflected in that application’s
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October 7, 2003 filing date. While the *267 Application claims priority to European Patent
Application No. 02079196.8, which was filed on October 8, 2002, that application fails to disclose
the claimed “resource manager” (among other elements) that was alleged by the applicants to be
missing from the prior art and purportedly made the claims of the 267 Application patentable and
thus cannot support an earlier priority date. Goossens II discloses a “system on a chip (SOC)”
comprising IPs and a “network[] on chip (NOC)” for implementing “communication between one
master [IP] and one or more slaves [IPs]” and “resource management.” Ex. B (Goossens II) at
Abstract, 61, 71-72, 74; see also id. at 65 (disclosing “[r]esource management” to facilitate
“predictable QoS”); id. at 67 (“Effective steering of the limited resources in a NOC, and hence
effective QoS, is contingent on a reliable reaction of resources to instructions.” (citation omitted));
id. at 68 (“Moreover, SOCs can be more robust, because rather than relying on cooperation to
share resources, resource management enforces the contracts between service providers and
users.”).

As a further example, Rijpkema IV was published no later than November 1, 2001 and thus
constitutes prior art at least under 35 U.S.C. § 102(b) because it was published more than one year
before the date of the filing of the *267 Application in the United States. Rijpkema IV discloses
“a cost-effective router and network suitable for on-chip integration.” Ex. F (Rijpkema IV) at 1.
Rijpkema IV discloses a process of managing resources—such as reserving slots to allow
guaranteed throughput and using virtual-output-queuing to permit logical queues for buffering
data—to facilitate communication over its on-chip network in “a cost-effective” manner. Id. at 1,
5-7.

Goossens I, Goossens II, and Rijpkema IV are material to patentability of claims of the

’267 Application because the teachings in those withheld references are relevant to the claimed
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“resource manager,” which the applicants alleged was missing from the prior art and purportedly
made the claims of the 267 Application patentable. The disclosures in Goossens I, Goossens 11,
and Rijpkema IV are not cumulative of the disclosure in the prior art disclosed by the applicants,
cited by the Examiner, or considered during prosecution of the 267 Application. Further, as
explained in IPR petitions, when combined with secondary prior art references such as but not
limited to U.S. Patent No. 5,461,611 to Drake, Jr. ef al., the claims of the *276 Application are
unpatentable. For example, see Petition for Inter Partes Review, Samsung Elecs. Co., Ltd. v.
Network Sys. Techs., LLC, IPR2024-00338, at 13-14, 48-68 (P.T.A.B. Dec. 18, 2023), which is
incorporated by reference herein.

Kees Gerard Willem Goossens had knowledge of Goossens I, Goossens II, and Rijpkema
IV before filing and during prosecution of the 267 Application at least because he co-authored
those publications and would have known they were published before the filing date of his own
’267 Application. Andrei Ridulescu also had knowledge of Goossens I, Goossens II, and
Rijpkema IV before filing and during prosecution of the *267 Application at least because he co-
authored Goossens II, which itself cites Goossens I and Rijpkema IV, and would have known they
were published before the filing date of his own *267 Application. On information and belief, the
prosecuting attorneys and/or their agents, including at least those identified above, also would have
had knowledge of Goossens I, Goossens II, and Rijpkema IV before filing and during prosecution
of the 267 Application at least through the applicants and/or through their own independent
research on known prior art relating to the subject matter of the *267 Application. Despite this
knowledge, Goossens I, Goossens II, and Rijpkema IV were withheld from all USPTO filings

associated with the *267 Application.
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On information and belief, the withholding by the applicants, prosecuting attorneys, and/or
their agents of information material to patentability, including at least Goossens I, Goossens II,
and Rijpkema 1V, during prosecution of the 267 Application was done with specific intent to
mislead and/or deceive the USPTO. All three papers, written by the applicants themselves, are
directed to the same subject matter as the claimed invention and discuss resource management in
the context of networks on chip. The withholding of these publications left the USPTO without
any prior art references before the Examiner during prosecution of the 267 Application that
disclosed the claimed resource manager, the sole basis identified for the alleged patentability of
the issued claims. On information and belief, the applicants, prosecuting attorneys, and/or their
agents knew that the withheld prior art, including at least Goossens I, Goossens II, and Rijpkema
IV, were material to the patentability of the claims of the 267 Application and made this choice
to present the misleading and deceptive argument that the claimed resource manager was
supposedly missing from the prior art and purportedly made the claims of the *267 Application
patentable. On information and belief, the applicants, prosecuting attorneys, and/or their agents
made the deliberate decision to withhold the applicants’ prior art publications, including at least
Goossens I, Goossens I, and Rijpkema IV, during prosecution of the 267 Application because it
would have been adverse to issuance of the desired patent claims in that application.

On information and belief, but for the applicants, prosecuting attorneys, and/or their agents
intentionally and improperly withholding from the USPTO during prosecution of the ’267
Application prior art references material to patentability (including at least Goossens I, Goossens
I, and Rijpkema IV), the *449 patent would not have issued. As a result, the 449 patent is

unenforceable due to inequitable conduct.
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’052 Patent

According to the face of U.S. Patent No. 7,594,052, it issued on September 22, 2009 from
U.S. Application No. 10/598,795 (“the *795 Application”), which was filed by Kees Gerard
Willem Goossens and Andrei Radulescu on September 12, 2006. The *795 Application purports
to be a national stage application, pursuant to 35 U.S.C. § 371, of International Application No.
PCT/IB2005/050833, which had an international filing date of March 7, 2005. The ’795
Application claimed priority to European Patent Application No. 04101095, which was filed on
March 17, 2004. The application data sheet filed with the 795 Application was signed by Michael
E. Marion, and the preliminary amendment filed with that application was signed by Edward W.
Goodman. Submitted with the *795 Application was an executed power of attorney form signed
by Kees Gerard Willem Goossens and Andrei Ridulescu, which was dated October 17, 2005 and
appointed Jack E. Haken, Michael E. Marion, and Edward M. Blocker as the attorneys and/or
agents to prosecute the *795 Application and transact all business in the USPTO connected with
that patent application. Kees Gerard Willem Goossens and Andrei Ridulescu further declared in
the signed October 17, 2005 document that they “acknowledge the duty to disclose information
which is material to patentability as defined in 37 CFR 1.56.”

During prosecution of the *795 Application, the Examiner issued several rejections over
the Athereal NoC disclosed in “Concepts and Implementation of the Philips Network-on-Chip”
by Dielissen et al. (Nov. 2003) and “Communication Services for Networks on Chip” by
Rédulescu et al. (2000). The applicants through their prosecuting attorneys and/or agents—
including Michael A. Scaturro—responded to the rejections by amending the independent claims
and arguing that the cited prior art failed to disclose elements of the claims, including “mapping

the requested at least one communication service based on said specific communication properties
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to a connection based on a set of connection properties according to said at least one
communication service identification,” where the communication service identification comprises
“at least one communication thread or at least one address range” (the “mapping limitation”).
Notably, pursuant to 37 C.F.R. § 1.105, the Examiner also required the applicants and the assignee
(Koninklijke Philips Electronics, N.V.) to “provide the names of any products or services that have
incorporated the claimed subject matter.” The applicants through their prosecuting attorneys
and/or agents represented to the USPTO that “there are no products or services that have
incorporated the claimed subject matter.” Despite this representation, on information and belief,
the applicants knew and failed to disclose that they had at least developed and publicly presented
on the ZAthereal NoC before 2009.

On information and belief, despite having and being aware of a duty to disclose prior art
material to patentability, at no point during prosecution of the *795 Application did the applicants,
prosecuting attorneys, and/or their agents, disclose to the USPTO amy of the applicants’
publications as prior art even though they bear on the exact same subject matter as the patent
application and are material to patentability. These include publications particularly relevant to,
among other things, the claimed mapping limitation, which is recited in every issued claim of the
>795 Application.

For example, Radulescu I was published no later than February 20, 2004 and thus
constitutes prior art at least under 35 U.S.C. § 102(b) because it was published more than one year
before the date of the filing of the *795 Application in the United States. Ridulescu I discloses an
on-chip “network interface” that “is intended for systems on chip (SoC).” Ex. G (Radulescu I) at
Abstract, 1. Specifically, Radulescu I discloses the Zthereal NoC, including the mapping

limitation. See, e.g., id. (“Communication is performed using a transaction-based protocol” that
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allows “master IP modules” to “issue request messages (e.g., read and write commands at an
address, possibly carrying data) that are executed by the addressed slave modules, which may
respond with a response message (i.e., status of the command execution, and possibly data).”); id.
at Abstract, 1-2 (disclosing network interface that “provides both guaranteed and best-effort

k211

services via connections,” “[cJonnections are composed of ... channels” to which “properties are
attached” such as “guaranteed message delivery or not, in order or un-ordered message delivery,
and with or without timing guarantees,” and exemplary “guarantees are lower bounds on
throughput” and “upper bounds on latency”); id. at 2 (“Support for real-time communication is
achieved by providing throughput, latency and jitter guarantees.”); id. at 4 (explaining transactions
over connections may be “executed by a single slave selected based on the address provided in the
transaction,” where “[tJhe address range assigned to a slave is configurable” and “the slave for
which the transaction is destined is selected based on the address (Conn block)”).

Additional examples of withheld prior art references material to patentability include
Goossens I, Goossens II, Rijpkema IV, Wielage, and Pestana. Each of these references constitutes
prior art at least under 35 U.S.C. § 102(b) because they were all published more than one year
before the date of the filing of the *795 Application in the United States. Moreover, each discloses
NoCs that allow connection-based communication and properties of those communications,
among other things. See, e.g., Ex. A (Goossens I) at 1, 2 (disclosing NoC that provides “end-to-
end services over connections™); Ex. B (Goossens II) at Abstract, 61, 71-72, Fig. 4.5 (similar,
including transactions performed “on an address space that is mapped on two memory modules™);
Ex. F (Rijpkema IV) at 1-3 (disclosing an NoC in which data communication is facilitated using

data packets with headers containing, among other things, a “destination address™); Ex. ] (Wielage)

at Abstract, 2-3 (disclosing an NoC with communication of data packets having “routing
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information in their headers” over links optimized based on performance requirements); Ex. M
(Pestana) at 2—4 (disclosing a network interface architecture in which data packets containing
“route information” is transferred over the network and “[d]ifferent applications using different
services can be mapped without changing the system core,” and disclosing a “mapping file” that
describes “which [IP] blocks are connected to which network interface™). Id. at 2—4.

Radulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and Pestana are material to
the patentability of the claims of the *795 Application as the teachings in those withheld references
are relevant to, among other things, the claimed mapping limitation, which the applicants alleged
was missing from the prior art and purportedly made the claims of the *795 Application patentable.
The disclosures in Radulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and Pestana are
not cumulative of the disclosure in the prior art disclosed by the applicants, cited by the Examiner,
or considered during prosecution of the 795 Application.'! For example, Ridulescu I discloses
every limitation of, anticipates, and thus renders unpatentable the claims of the *795 Application.
See Petition for Inter Partes Review, Qualcomm Inc. v. Network Sys. Techs., LLC, IPR2024-
00343, at 2047, 68-76 (P.T.A.B. Dec. 19, 2023), which is incorporated by reference herein.
Further, as another example, Radulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and
Pestana, when combined with secondary prior art references such as but not limited to Release 1.0
of the Open Core Protocol Specification by OCP-IP Association in 2001 (“OCP Specification™),

would have also blocked issuance of the patent claims of the 795 Application.

! Although the Examiner noted a January 1, 2005 publication by the applicants titled “An Efficient
On-Chip NI offering Guaranteed Services, Shared-Memory Abstraction, and Flexible Network
Configuration,” that reference was published after the filing date of European Patent Application
No. 04101095.0, to which the *795 Application claimed priority, and less than one year before the
795 Application was filed, so it does not constitute prior art under 35 U.S.C. §§ 102(a) or (b), and
thus would not have been considered by the Examiner as an invalidating (including anticipatory)
reference on that ground.
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Kees Gerard Willem Goossens had knowledge of Radulescu I, Goossens I, Goossens I,
Rijpkema IV, Wielage, and Pestana before filing and during prosecution of the *795 Application
at least because he co-authored those publications and would have known they were published
before the filing date of his own *795 Application. Andrei Radulescu also had knowledge of
Rédulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and Pestana before filing and during
prosecution of the *795 Application at least because he co-authored Radulescu I, Goossens 11, and
Pestana, Goossens II itself cites Goossens I, Rijpkema IV, and Wielage, and thus he would have
known they were published before the filing date of his own ’795 Application. On information
and belief, the prosecuting attorneys and/or agents for the >795 Application, including at least those
identified above, also would have had knowledge of Radulescu I, Goossens I, Goossens II,
Rijpkema IV, Wielage, and Pestana before filing and during prosecution of the *795 Application
at least through the applicants and/or through their own independent research on known prior art
relating to the subject matter of the *795 Application. Despite this knowledge, Radulescu I,
Goossens 1, Goossens II, Rijpkema IV, Wielage, and Pestana were withheld from all USPTO
filings associated with the *795 Application.

On information and belief, the withholding by the applicants, prosecuting attorneys, and/or
their agents of information material to patentability, including at least Ridulescu I, Goossens I,
Goossens II, Rijpkema IV, Wielage, and Pestana, during prosecution of the *795 Application was
done with specific intent to mislead and/or deceive the USPTO. The Radulescu I paper, written
by the applicants themselves, is directed to the same subject matter as the claimed invention and
discusses—among all the other claim limitations—communication service identification in which
an address range identifies a second processing module. Goossens I, Goossens II, Rijpkema IV,

Wielage, and Pestana were also written by one or more of the applicants and are directed to the
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same subject matter as the claimed invention. The withholding of these publications left the
USPTO without any prior art references before the Examiner during prosecution of the ’795
Application that disclosed the claimed communication service identifiers in the context of the
claimed on-chip network having all the claimed limitations. On information and belief, the
applicants, prosecuting attorneys, and/or their agents knew that the withheld prior art, including at
least Radulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and Pestana, was material to
the patentability of the claims of the *795 Application and made this choice to present the
misleading and deceptive argument that the claimed invention—including but not limited to the
mapping limitation—was supposedly missing from the prior art and purportedly made the claims
of the *795 Application patentable. On information and belief, the applicants, prosecuting
attorneys, and/or their agents made the deliberate decision to withhold the applicants’ prior art
publications, including at least Radulescu I, Goossens I, Goossens II, Rijpkema IV, Wielage, and
Pestana, during prosecution of the 795 Application because it would have been adverse to
issuance of the desired patent claims in that application.

On information and belief, but for the applicants, prosecuting attorneys, and/or their agents
intentionally and improperly withholding from the USPTO during prosecution of the ’795
Application prior art references material to patentability (including at least Radulescu I, Goossens
I, Goossens II, Rijpkema IV, Wielage, and Pestana), the *052 patent would not have issued. As a
result, the *052 patent is unenforceable due to inequitable conduct.

’800 Patent

According to the face of U.S. Patent No. 8,086,800, it issued on December 27, 2011 from

U.S. Application No. 11/569,083 (“the *083 Application™), which was filed by Kees Gerard

Willem Goossens and Andrei Radulescu on November 14, 2006. The *083 Application purports
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to be a national stage application, pursuant to 35 U.S.C. § 371, of International Application No.
PCT/IB2005/051580, which had an international filing date of May 13, 2005. The ’083
Application claimed priority to European Patent Application No. 04102189, which was filed on
May 18, 2004. The application data sheet filed with the 083 Application was signed by Michael
E. Marion and the preliminary amendment filed with that application was signed by Edward W.
Goodman. Submitted with the 083 Application was an executed power of attorney form signed
by Kees Gerard Willem Goossens and Andrei Radulescu, which was dated December 8, 2005 and
appointed Jack E. Haken, Michael E. Marion, and Edward M. Blocker as the attorneys and/or
agents to prosecute the 083 Application and transact all business in the USPTO connected with
that patent application. Kees Gerard Willem Goossens and Andrei Ridulescu further declared in
the signed December 8, 2005 document that they “acknowledge the duty to disclose information
which is material to patentability as defined in 37 C.F.R. 1.56.”

During the prosecution of the 083 Application, the Examiner issued several rejections over
various prior art references. The applicants through their prosecuting attorneys and/or agents—
including Dicran Halajian—responded to the rejections by amending the claims, adding new
claims, and arguing that the cited prior art failed to disclose elements of the claims, including a
“determination unit for determining an optimal first and second amount of data to be buffered.”
In a Notice of Allowance issued on May 11, 2011, the Examiner stated the claims were in his view
allowable because “[t]he prior art found alone or in combination does not teach or suggest that the
communication properties of the communication between the master and slave used to determine
the optimal moment for sending data, incorporate the claimed list of communication properties to

make that determination” (the “optimal moment” and “communication properties” limitations).
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On information and belief, despite having and being aware of a duty to disclose prior art
material to patentability, at no point before allowance of the *083 Application did the applicants,
prosecuting attorneys, and/or their agents, disclose to the USPTO amy of the applicants’
publications as prior art even though they bear on the exact same subject matter as the patent
application and are material to patentability. Nor did they disclose the vast majority of the
applicants’ publications after the 083 Application was already allowed. These include
publications particularly relevant to, among other things, the claimed “communication properties”
and “optimal moment” limitations as recited in every issued claim of the *083 Application. The
disclosures in Rédulescu I, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV,
Goossens I, Goossens II, Wielage, Pestana, Dielissen, Ridulescu II, and Vermeulen are not
cumulative of the disclosure in the prior art disclosed by the applicants, cited by the Examiner, or
considered during prosecution of the 083 Application.

For example, Radulescu I was published no later than February 20, 2004 and thus
constitutes prior art at least under 35 U.S.C. § 102(b) because it was published more than one year
before the date of the filing of the 083 Application in the United States. Radulescu I discloses
many of the claimed features that the applicants and their prosecuting attorneys and/or agents
argued were missing from the cited prior art during prosecution of the 083 Application. See, e.g.,
Ex. G (Radulescu I) at 1 (disclosing “a network interface for an on-chip network” that “is intended
for systems on chip (SoC)"—the Athereal NoC in particular—to facilitate communication
between “master” and “slave” “IP modules™); id. at 1, 3—4, (describing the Athereal NoC as
containing network interface units with queues for buffering data and a “scheduler” that
“optimize[s] the NoC utilization” in terms of amount of data and determines the moment of

transmission based on communication properties. In fact, Radulescu I (at least in view of the prior
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art) renders unpatentable the claims of the 083 Application. See Petition for Inter Partes Review,
Samsung Elecs. Co., Ltd. v. Network Sys. Techs., LLC, IPR2024-00339, at 9-74 (P.T.A.B. Dec.
18, 2023), which is incorporated by reference herein.

As another example, Radulescu WO was filed October 7, 2003 and published April 22,
2004 and thus constitutes prior art at least under 35 U.S.C. § 102(b) because it was published more
than one year before the filing of the 083 Application in the United States. Ridulescu WO also
discloses improving an NoC by adapting the data transmission moment to communication
properties. See, e.g., Ex. I (Radulescu WO) at Abstract, Figs. 1-3 (disclosing an integrated circuit
comprising processing modules, a router network interconnect, and network interface units
between them); id. at Abstract, 9:5-7, 9:18-23, 11:5-22, 16:32-34 (improving use of NoC
resources by adapting the moment for transmitting data based on properties of the communications
themselves, including the exact same ten communication properties claimed by the applicants in
the finally amended claims of the 083 Application). In fact, Ridulescu WO (at least in view of
the prior art) also renders unpatentable the claims of the 083 Application. See Petition for Inter
Partes Review, Samsung Elecs. Co., Ltd. v. Network Sys. Techs., LLC, IPR2024-00339, at 60—74
(P.T.A.B. Dec. 18, 2023), which is incorporated by reference herein.

As further examples, Rijpkema I was published no later than September 2003, Rijpkema
II was published no later than September 12, 2003, and Rijpkema III was published no later than
March 2003, and thus all three references constitute prior art at least under 35 U.S.C. § 102(b),
because they were published more than one year before the filing of the 083 Application in the
United States. Rijpkema I, Rijpkema II, and Rijpkema III all disclose NoCs in which data flow
through the network is optimized based on communication properties and the size of the data

“flits.” See, e.g., Ex. C (Rijpkema I) at 297, 299, 302 (disclosing NoC in which “a data path and
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a control path” are “designed and optimised independently,” such as by appropriately sizing “so-
called flits (flow control digits)” to their optimal size F,y); Ex. D (Rijpkema II) at 7, 13, 18
(similar); Ex. E (Rijpkema Ill) at 3, 5, 6 (similar). Each of Rijpkema I, Rijpkema II, and Rijpkema
I11, in view of the prior art, also renders unpatentable the claims of the 083 Application.
Additional examples of withheld prior art references material to patentability include
Goossens I, Goossens II, Rijpkema IV, Wielage, Pestana, Dielissen, Ridulescu I, and Vermeulen.
Each of these references constitutes prior art at least under 35 U.S.C. § 102(b) because they were
all published more than one year before the date of the filing of the *083 Application in the United
States. Each of those prior art references discloses, among other things, use of claimed
communication properties in the operation of an NoC, such as to optimize its performance. See,
e.g., Ex. A (Goossens I) at 1, 3 (disclosing a NoC wherein communication is based on connections
that account for communication properties such as guaranteed throughput, latency guarantees, flow
control, and “lossless in-order (multicast) transmission”); Ex. B (Goossens II) at Abstract, 61, 71—
73 (similar); Ex. H (Radulescu II) at 275; see also id. at 278-80, 286-96 (similar); Ex. K
(Vermeulen) at 2-3 (similar); Ex. F (Rijpkema IV) at 1-3 (disclosing a NoC “that meets the set of
all simultaneous communication requirements of the individual IP blocks in a certain
application”); Ex. J (Wielage) at Abstract, 2 (disclosing a NoC in which communication links “can
be optimized for bandwidth, latency, power, or a combination of these, depending on performance
requirements”); Ex. M (Pestana) at 2, 4 (disclosing a NoC in which connections are established
based on communication properties and for which “metrics should be optimize[d]” based on the
use application); Ex. L (Dielissen) at 2—4, Fig. 6 (disclosing a NoC in which “the flit size is chosen

... to optimize the data clock frequency and control frequency” and data is packetized in a buffer
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and scheduled for routing using “a scheduler” that “arbitrate[s]” between “multiple channels” for
data communication, including based on whether a slot is reserved for guaranteed throughput).
Rédulescu I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III,
Rijpkema IV, Goossens I, Goossens II, Wielage, Pestana, Dielissen, and Vermeulen are material
to the patentability of the claims of the 083 Application as the teachings in those withheld
references are relevant to, among other things, the claimed communication properties and optimal
moment limitations, which the applicants and/or Examiner alleged were missing from the prior art
and purportedly made the claims of the 083 Application patentable. The disclosures in Riadulescu
[, Radulescu II, Rddulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I,
Goossens II, Wielage, Pestana, Dielissen, and Vermeulen are not cumulative of the disclosure in
any of the prior art references disclosed by the applicants, cited by the Examiner, or considered
during prosecution of the *083 Application.? For example, Radulescu I, Radulescu II, Ridulescu
WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I, Goossens II, Wielage,
Pestana, Dielissen, and Vermeulen, when combined with secondary prior art references such as
but not limited to U.S. Patent Application Publication No. 2002/0186660 to Bahadiroglu et al. or
U.S. Patent No. 5,434,872 to Petersen et al., would have blocked issuance of the patent claims of

the 083 Application.

2 Although the applicants disclosed U.S. Patent No. 7,769,893 (the “’893 patent”) and the WO
2004/034173 (the *’173 WO Reference”) months after the claims of the *083 Application had
already been allowed, the 893 patent is not prior art under § 102(b)—and thus would not have
been considered by the Examiner as an invalidating (including at least obviating) reference on that
ground—and the *173 WO Reference fails to disclose the claim elements that were the subject of
the applicants arguments’ and the Examiner’s allowance, including the “determination unit,”
“optimal amount of data to be buffered,” “optimal moment for sending the data,” and the ten
communication properties recited in the allowed claims of the *083 Application.
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Kees Gerard Willem Goossens had knowledge of Radulescu I, Radulescu II, Radulescu
WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I, Goossens II, Wielage,
Pestana, Dielissen, and Vermeulen before filing and during prosecution of the 083 Application at
least because he co-authored those publications and would have known they were published before
the filing date of his own 083 Application. Andrei Ridulescu also had knowledge of all those
publications before filing and during prosecution of the 083 Application at least because (1) he
co-authored Réadulescu I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III,
Goossens 1II, Pestana, and Dielissen, (2) his Goossens II publication cites to Rijpkema IV,
Goossens I, and Wielage, and (3) he co-authored another 2005 publication that cites Vermeulen,
and thus he would have known they were published before the filing date of his own ’083
Application. On information and belief, the prosecuting attorneys and/or agents for the 083
Application, including at least those identified above, also would have had knowledge of
Rédulescu I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV,
Goossens I, Goossens II, Wielage, Pestana, Dielissen, and Vermeulen before filing and during
prosecution of the 083 Application at least through the applicants and/or through their own
independent research on known prior art relating to the subject matter of the 083 Application.
Further, the applicants’, prosecuting attorneys’, and/or agents’ knowledge of Radulescu WO is
also demonstrated by the fact that both Radulescu WO and the 173 WO Reference claim priority
to EP 02079196.8, but only the disparate 173 WO Reference was provided to the USPTO. Despite
this knowledge, Radulescu I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema
III, Rijpkema IV, Goossens I, Goossens II, Wielage, Pestana, Dielissen, and Vermeulen were

withheld from all USPTO filings associated with the 083 Application.
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On information and belief, the withholding by the applicants, prosecuting attorneys, and/or
their agents of information material to patentability, including at least Radulescu I, Riadulescu II,
Réadulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I, Goossens II,
Wielage, Pestana, Dielissen, and Vermeulen during prosecution of the 083 Application was done
with specific intent to mislead and/or deceive the USPTO. On information and belief, the
applicants and prosecuting attorneys and/or agents knew that the withheld prior art, including at
least Radulescu I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema
IV, Goossens I, Goossens II, Wielage, Pestana, Dielissen, and Vermeulen, were material to
patentability of the claims of the 083 Application. All of these withheld references are directed
to the same subject matter as the claimed invention and provide teachings relating to at least the
communication properties and/or optimal moment limitations recited in every claim of the *083
Application, which at least the applicants would have known as co-authors of these publications.
On information and belief, the applicants, prosecuting attorneys, and/or their agents made the
deliberate decision to withhold the applicants’ prior art publications, including at least Radulescu
I, Radulescu II, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I,
Goossens II, Wielage, Pestana, Dielissen, and Vermeulen, during prosecution of the ’083
Application because it would have been adverse to issuance of the desired patent claims in that
application.

On information and belief, but for the applicants, prosecuting attorneys, and/or their agents
intentionally and improperly withholding from the USPTO during prosecution of the ’083
Application prior art references material to patentability (including at least Radulescu I, Radulescu

I1, Radulescu WO, Rijpkema I, Rijpkema II, Rijpkema III, Rijpkema IV, Goossens I, Goossens II,
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Wielage, Pestana, Dielissen, and Vermeulen), the *800 patent would not have issued. As a result,
the *800 patent is unenforceable due to inequitable conduct.
’2,893 Patent

According to the face of U.S. Patent No. 8,072,893, it issued on December 6, 2011 from
U.S. Application No. 11/912,175 (“the *175 Application”), which was filed by John Dielissen and
Edwin Rijpkema on October 22, 2007. The *175 Application purports to be a national stage
application, pursuant to 35 U.S.C. § 371, of International Application No. PCT/IB2006/051218,
which had an international filing date of April 20, 2006. The *175 Application claimed priority to
European Patent Application No. 05103232, which was filed on April 21, 2005. The application
data sheet filed with the 175 Application was signed by Yan Glickberg and dated September 19,
2007, and the preliminary amendment filed with that application was also signed by Yan
Glickberg. Submitted with the 175 Application was an executed power of attorney form signed
by John Dielissen and Edwin Rijpkema, which was dated December 21, 2006 and appointed Jack
E. Haken, Michael E. Marion, and Edward M. Blocker as the attorneys and/or agents to prosecute
the *175 Application and transact all business in the USPTO connected with that patent application.
John Dielissen and Edwin Rijpkema further declared in the signed December 21, 2006 document
that they “acknowledge the duty to disclose information which is material to patentability as
defined in 37 CFR 1.56.”

During the prosecution of the *175 Application, the Examiner issued several rejections over
various prior art references. The applicants through their prosecuting attorneys and/or agents—
including Dicran Halajian—responded to the rejections by amending the claims, adding a new
claim, and arguing that the cited prior art failed to disclose elements of the claims, including a

network comprising M*N data storage elements for “introducing the particular delay of M*N
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cycles on the first communication channel, when the data communication network identifies the
first communication channel as having a data transfer delay exceeding a predefined delay
threshold,” as well as “inserting M*N data storage elements” “in response to identifying that the
first communication channel has a data transfer delay exceeding a predefined delay threshold” (the
“M*N data storage elements limitations™). In a Notice of Allowance issued on August 8, 2011,
the Examiner stated the claims were, in the Examiner’s view, allowable because, among other
things, “[t]he prior arts of record do not disclose” the claimed “data communication network”
comprising those limitations.

On information and belief, despite having and being aware of a duty to disclose prior art
material to patentability, the applicants, prosecuting attorneys, and/or their agents, failed to
disclose to the USPTO during prosecution of the *175 Application prior art bearing on the exact
same subject matter as the patent application and material to patentability. This includes certain
references authored by the applicants themselves and colleagues of the applicants at Philips. These
withheld publications are particularly relevant to, among other things, the claimed “M*N data
storage elements” and “introducing a delay of M*N cycles on the first communication channel,”
which are recited in every issued claim of the 175 Application. Although the applicants submitted
certain of their own prior art publications as well as certain prior art publications co-authored by
the applicants’ colleagues at Philips, several other applicant-authored and colleague-authored prior
art publications (which are not cumulative of the disclosed references) were withheld.

For example, the article “Xpipes: A Network-on-Chip Architecture for Gigascale Systems-
on-Chip” by Davide Bertozzi and Luca Benini was published in IEEE Circuits and Systems
Magazine no later than October 2004 (hereinafter “Bertozzi”), and thus constitutes prior art at least

under 35 U.S.C. §§ 102(a) and (b) because it was published before the alleged invention of the
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’175 Application and was published more than one year before the date of the filing of the *175
Application in the United States. Bertozzi is attached as Exhibit N. Bertozzi discloses “an
embodiment of the concept of NoC represented by the Xpipes NoC architecture,” which solves
“the interconnect-delay problem” by “use of pipelined links” whose length of data storage
elements N “can be tailored to the desired clock frequency that needs to be achieved in the design”
and which can accommodate M flits of a data package in a clock cycle. Ex. N (Bertozzi) at 20,
24-25, Fig. 4.

Additional examples of withheld prior art references material to patentability include
Goossens I, Goossens II, Radulescu WO, and Vermeulen. Each of these references constitutes
prior art at least under 35 U.S.C. § 102(b) because they were all published more than one year
before the date of the filing of the *175 Application in the United States. Moreover, each discloses
a NoC that permits communication of data packets over pipelined connections, among other things.
See, e.g., Ex. K (Vermeulen) at 3—4 (disclosing a NoC that uses “pipelined circuits”); Ex. B
(Goossens II) at 72, 76 (similar); Ex. I (Raddulescu WO) at 19:22-29 (similar); Ex. A (Goossens )
at 2 (“When scheduling statically, a packet need not incur more than a pipeline delay per hop.”).

Bertozzi, Goossens I, Goossens II, Ridulescu WO, and Vermeulen are material to the
patentability of the claims of the *175 Application as the teachings in those withheld references
are relevant to, among other things, the M*N data storage element limitations, which the applicants
alleged was missing from the prior art and purportedly made the claims of the *175 Application
patentable. The disclosures in Bertozzi, Goossens I, Goossens II, Radulescu WO, and Vermeulen
are not cumulative of the disclosure in the prior art disclosed by the applicants, cited by the
Examiner, or considered during prosecution of the *175 Application. For example, Bertozzi

discloses every limitation of, anticipates, and thus renders unpatentable the claims of the *175
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Application. See Petition for Inter Partes Review, Qualcomm Inc. v. Network Sys. Techs., LLC,
IPR2024-00355, at 1047 (P.T.A.B. Dec. 20, 2023), which is incorporated by reference herein.
Further, as another example, Bertozzi, Goossens I, Goossens II, Ridulescu WO, and Vermeulen,
when combined with secondary prior art references such as but not limited to the “Networks on
Chip” book edited by Axel Jantsch et al. and published no later than May 12, 2003 (“Jantsch™),
“Interconnection Networks: An Engineering Approach” authored by José Duato et al. and
published by IEEE Computer Society Press in 1997 (“Duato”), or “Optimal Buffered Routing Path
Constructions for Single and Multiple Clock Domain Systems” authored by Soha Hassoun et al.
and published by /EEE in 2002 (“Hassoun”), would have also blocked issuance of the patent claims
of the >175 Application. See id. at 37-81, which is incorporated by reference herein.

On information and belief, John Dielissen and Edwin Rijpkema had knowledge of Bertozzi
at least during prosecution of the 175 Application, if not sooner. First, they knew of the Xpipes
technology disclosed in Bertozzi. For example, the applicants, prosecuting attorneys, and agents
were aware of Xpipes and had disclosed other Xpipes prior art references during prosecution of
the *175 Application, such as the “XpipesCompiler: A Tool for Instantiating Application Specific
Networks on Chip” reference by Antoine Jalabert et al. published no later than 2004. Second, the
applicants’ colleagues at Philips working on the same NoC technology published numerous papers
citing Bertozzi. These include at least “Congestion-Controlled Best-Effort Communication for
Networks-on-Chip” by J.W. van den Brand et al. published by IEEE no later than April 2007,
“Transaction-Based Communication-Centric Debug” by K. Goossens et al. published by IEEE no
later than May 2007, and “On-Chip Network Interfaces Supporting Automatic Burst Write
Creation, Posted Writes and Read Prefetch” by R. Stefan published by IEEE no later than July

2010. Third, Bertozzi itself indicates that one of the co-authors worked at the same place of
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employment as the applicants. See Ex. N (Bertozzi) at 31 (“[Bertozzi] has been a visiting research
at ... Philips Research Labs.”).

On information and belief, John Dielissen and Edwin Rijpkema also had knowledge of
Goossens I, Goossens II, Radulescu WO, and Vermeulen at least during prosecution of the 175
Application, if not sooner. They co-authored Goossens II (which cites Goossens I) and would
have known they were published before the filing date of their own 175 Application. John
Dielissen co-authored Vermeulen. And both Rédulescu WO and Vermeulen were authored by
colleagues of the applicants at the same place of employment—Philips.

On information and belief, the prosecuting attorneys and/or agents for the ’175
Application, including at least those identified above, also would have had knowledge of Bertozzi,
Goossens I, Goossens II, Radulescu WO, and Vermeulen during prosecution of the ’175
Application at least through the applicants and/or through their own independent research on
known prior art relating to the subject matter of the *175 Application.

Despite this knowledge, Bertozzi, Goossens I, Goossens II, Radulescu WO, and Vermeulen
were withheld from all USPTO filings associated with the *175 Application.

On information and belief, the withholding by the applicants, prosecuting attorneys, and/or
their agents of information material to patentability, including at least Bertozzi, Goossens I,
Goossens II, Radulescu WO, and Vermeulen, during prosecution of the *175 Application was done
with specific intent to mislead and/or deceive the USPTO. The Bertozzi paper, cited by the
applicants’ colleagues working in the same research group at Philips and regarding a subject matter
of which the applicants were well aware, is directed to the same subject matter as the claimed
invention and discusses—among all the other claim limitations—the M*N data storage element

limitations. Goossens I, Goossens II, Radulescu WO, and Vermeulen were also written by one or
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more of the applicants or their colleagues working in the same research group at Philips, and are
directed to the same subject matter as the claimed invention. The withholding of these publications
left the USPTO without any prior art references before the Examiner during prosecution of the
’175 Application that disclosed the M*N data storage elements limitations in the context of the
claimed on-chip network. On information and belief, the applicants, prosecuting attorneys, and/or
their agents knew that the withheld prior art, including at least Bertozzi, Goossens I, Goossens 11,
Réidulescu WO, and Vermeulen, was material to the patentability of the claims of the *175
Application and made this choice to present the misleading and deceptive argument that the
claimed invention—including but not limited to the M*N data storage elements limitations—was
supposedly missing from the prior art and purportedly made the claims of the *175 Application
patentable. On information and belief, the applicants, prosecuting attorneys, and/or their agents
made the deliberate decision to withhold the applicants’ prior art publications, including at least
Bertozzi, Goossens I, Goossens II, Radulescu WO, and Vermeulen, during prosecution of the *175
Application because it would have been adverse to issuance of the desired patent claims in that
application.

On information and belief, but for the applicants, prosecuting attorneys, and/or their agents
intentionally and improperly withholding from the USPTO during prosecution of the °175
Application prior art references material to patentability (including at least Bertozzi, Goossens I,
Goossens II, Radulescu WO, and Vermeulen), the ’2,893 patent would not have issued. As a
result, the °2,893 patent is unenforceable due to inequitable conduct.

RESERVATION OF RIGHTS TO ASSERT
ADDITIONAL DEFENSES OR COUNTERCLAIMS

Samsung reserves the right to amend or supplement its First Amended Answer and

Counterclaims. Samsung has not knowingly or intentionally waived any applicable defenses or
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counterclaims, and it reserves the right to assert and rely upon other applicable defenses and
counterclaims that may become available or apparent throughout the course of this action.
Samsung continues to investigate this matter and reserves the right to amend or seek to amend its
First Amended Answer and Counterclaims to assert any additional defenses and counterclaims that
come to light upon further investigation and discovery.

COUNTERCLAIMS

Pursuant to Federal Rule of Civil Procedure 13, Samsung Electronics Co., Ltd. (“SEC”)
and Samsung Electronics America, Inc. (“SEA™) (collectively “Counterclaim-Plaintiffs™)
counterclaim against Network System Technologies, LLC (“NST”) and, in support of thereof,
allege the following:

PARTIES

1. Counterclaim-Plaintiff SEC is a corporation organized and existing under the laws
of the Republic of Korea with a principal place of business at 129 Samsung-ro, Maetan-3dong,
Yeongtong-gu, Suwon-si, Gyeonggi-do, 16677, Republic of Korea.

2. Counterclaim-Plaintiff SEA is incorporated under the laws of New York with a
principal place of business at 85 Challenger Road, Ridgefield Park, New Jersey, 07660.

3. Counterclaim-Defendant NST has represented that it is a limited liability company
organized and existing under the laws of Delaware with a principal place of business at 533
Congress Street, Portland, ME 04101.

JURISDICTION AND VENUE

4. This Court has jurisdiction over Counterclaim-Plaintiffs’ Declaratory Judgment
claims pursuant to 28 U.S.C. §§ 2201-2202 and subject matter jurisdiction over patent
infringement and validity pursuant to 28 U.S.C. §§ 1331 and 1338(a). An actual, substantial, and

continuing justiciable controversy exists between Counterclaim-Plaintiffs and NST based on NST
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having filed a Complaint against Counterclaim-Plaintiffs alleging infringement of the U.S. Patent
Nos. 7,366,818 (“’818 patent”); 7,373,449 (‘’449 patent”); 7,594,052 (“’052 patent™); 7,769,893
(“’9893 patent™); 8,072,893 (“’2893 patent™); and 8,086,800 (“’800 patent”) (collectively, the
“Asserted Patents”), with respect to which Counterclaim-Plaintiffs require a declaration of their
rights by this Court. Specifically, the controversy concerns the invalidity and non-infringement of
the Asserted Patents and the right of NST to maintain suit for alleged infringement of the Asserted
Patents.

5. The Court has personal jurisdiction over NST, inter alia, at least because NST has
submitted to the personal jurisdiction of this Court by filing the Complaint.

6. Venue is proper in this District as to these Counterclaims pursuant to 28 U.S.C. §§
1391(b)-(c) and 1400(b) inter alia, at least because NST has submitted to the venue of this Court

by filing its Complaint here.

FIRST COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE °818 PATENT)
7. Counterclaim-Plaintiffs incorporate paragraphs 1-6 of their Counterclaims as if
fully set forth herein.
8. In its Complaint, NST avers that Counterclaim-Plaintiffs infringe the *818 patent.
9. Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or

induced infringement of any valid or enforceable claim of the 818 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

10.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the 818 patent.

11.  Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
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and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the 818 patent.

12. This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

SECOND COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE ’818 PATENT)

13.  Counterclaim-Plaintiffs incorporate paragraphs 1-12 of their counterclaims as if
fully set forth herein.

14, One or more of the claims of the 818 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § 1 ef seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

15.  An actual controversy exists between Counterclaim-Plaintiffs and NST based on
NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the *818
patent.

16.  Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
of the *818 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § | et seq.

17.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

THIRD COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE 449 PATENT)

18.  Counterclaim-Plaintiffs incorporate paragraphs 1-17 of their Counterclaims as if
fully set forth herein.
19.  Inits Complaint, NST avers that Counterclaim-Plaintiffs infringe the *449 patent.

20.  Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or
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induced infringement of any valid or enforceable claim of the *449 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

21.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the °449 patent.

22, Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the 449 patent.

23.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

FOURTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE °449 PATENT)

24, Counterclaim-Plaintiffs incorporate paragraphs 1-23 of their counterclaims as if
fully set forth herein.

25.  One or more of the claims of the *449 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § 1 ef seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

26. An actual controversy exists between Counterclaim-Plaintiffs and NST based on
NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the 449
patent.

27. Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
of the *449 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § 1 et seq.

28.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
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attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

FIFTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE ’052 PATENT)

29.  Counterclaim-Plaintiffs incorporate paragraphs 1-28 of their Counterclaims as if
fully set forth herein.

30.  Inits Complaint, NST avers that Counterclaim-Plaintiffs infringe the *052 patent.

31.  Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or
induced infringement of any valid or enforceable claim of the 052 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

32.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the *052 patent.

33.  Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the *052 patent.

34.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

SIXTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE 052 PATENT)

35.  Counterclaim-Plaintiffs incorporate paragraphs 1-34 of their counterclaims as if
fully set forth herein.

36.  One or more of the claims of the *052 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § 1 ef seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

37.  An actual controversy exists between Counterclaim-Plaintiffs and NST based on
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NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the *052
patent.

38.  Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
of the 052 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § 1 et seq.

39.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

SEVENTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE ’9893 PATENT)

40.  Counterclaim-Plaintiffs incorporate paragraphs 1-39 of their Counterclaims as if
fully set forth herein.

4].  Inits Complaint, NST avers that Counterclaim-Plaintiffs infringe the 9893
patent.

42.  Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or
induced infringement of any valid or enforceable claim of the 9893 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

43.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the 9893 patent.

44.  Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the 9893 patent.

45.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their

attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.
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EIGHTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE *9893 PATENT)

46.  Counterclaim-Plaintiffs incorporate paragraphs 1-45 of their counterclaims as if
fully set forth herein.

47.  One or more of the claims of the 9893 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § 1 ef seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

48.  An actual controversy exists between Counterclaim-Plaintiffs and NST based on
NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the *9893
patent.

49.  Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
of the *9893 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § I et seq.

50.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

NINTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE °2893 PATENT)

51.  Counterclaim-Plaintiffs incorporate paragraphs 1-50 of their Counterclaims as if
fully set forth herein.

52. In its Complaint, NST avers that Counterclaim-Plaintiffs infringe the *2893
patent.

53.  Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or
induced infringement of any valid or enforceable claim of the 2893 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

54.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
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NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the 2893 patent.

55.  Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the "2893 patent.

56.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 28S.

TENTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE °2893 PATENT)

57.  Counterclaim-Plaintiffs incorporate paragraphs 1-56 of their counterclaims as if
fully set forth herein.

58.  One or more of the claims of the *2893 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § | et seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

59.  An actual controversy exists between Counterclaim-Plaintiffs and NST based on
NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the *2893
patent.

60.  Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
of the *2893 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § | et seq.

61.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

ELEVENTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF NON-INFRINGEMENT OF THE 800 PATENT)

62.  Counterclaim-Plaintiffs incorporate paragraphs 1-61 of their Counterclaims as if
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fully set forth herein.

63.  Inits Complaint, NST avers that Counterclaim-Plaintiffs infringe the *800 patent.

64.  Counterclaim-Plaintiffs have not directly or indirectly infringed, contributed to or
induced infringement of any valid or enforceable claim of the "800 patent and have not otherwise
committed any acts in violation of 35 U.S.C. § 271.

65.  Accordingly, an actual controversy exists between Counterclaim-Plaintiffs and
NST based on NST having filed its Complaint against Counterclaim-Plaintiffs alleging
infringement of the "800 patent.

66.  Counterclaim-Plaintiffs therefore seek a declaration that they have not infringed,
and do not infringe, literally or under the doctrine of equivalents, directly or indirectly, any valid
and enforceable claim of the *800 patent.

67.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

TWELFTH COUNTERCLAIM
(DECLARATORY JUDGMENT OF PATENT INVALIDITY OF THE 800 PATENT)

68.  Counterclaim-Plaintiffs incorporate paragraphs 1-67 of their counterclaims as if
fully set forth herein.

69.  One or more of the claims of the "800 patent are invalid for failing to meet the
conditions for patentability as set forth in 35 U.S.C. § 1 et seq., including, but not limited to §§ 101,
102, 103, 112, and 116 and the rules, regulations, and laws pertaining thereto.

70.  An actual controversy exists between Counterclaim-Plaintiffs and NST based on
NST having filed its Complaint against Counterclaim-Plaintiffs alleging infringement of the *800
patent.

71. Counterclaim-Plaintiffs therefore seek a declaration that one or more of the claims
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of the *800 patent are invalid for failing to meet the conditions for patentability as set forth in 35
US.C. § 1 et seq.

72.  This is an exceptional case entitling Counterclaim-Plaintiffs to an award of their
attorneys’ fees incurred in connection with this action pursuant to 35 U.S.C. § 285.

RESERVATION OF RIGHTS TO ASSERT
ADDITIONAL DEFENSES OR COUNTERCLAIMS

Counterclaim-Plaintiffs reserve the right to supplement their Counterclaims.
Counterclaim-Plaintiffs have not knowingly or intentionally waived any counterclaims, and
reserve the right to assert and rely upon other counterclaims that may become available or apparent
throughout the course of this action. Counterclaim-Plaintiffs continue to investigate this matter
and reserve the right to amend or seek to amend their Counterclaims to assert any counterclaims
that come to light upon further investigation and discovery.

DEMAND FOR TRIAL BY JURY

Pursuant to Rule 38(b) of the Federal Rules of Civil Procedure, Samsung hereby demands

a trial by jury on all issues so triable.

PRAYER FOR RELIEF

WHEREFORE, Samsung respectfully prays for the following relief:

A. Plaintiff takes nothing by way of its Complaint;

B. The Court enter judgment in favor of Samsung and against Plaintiff, thereby
dismissing the Complaint in its entirety, with prejudice, and deny Plaintiff all requested relief;

C. The Court enter judgment that each of the 818, *449, *052, 800, and ’2,893
patents are unenforceable; and

D. Judgment awarding Samsung such other relief as this Court deems just and proper.

WHEREFORE, Counterclaim-Plaintiffs respectfully pray for the following relief:
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E. Declaratory judgment that Counterclaim-Plaintiffs have not, literally or under the
doctrine of equivalents, directly or indirectly, willfully or otherwise, infringed any claim of the
Asserted Patents;

F. Declaratory judgment that the claims of the Asserted Patents are invalid;

G. The Court declare that this case is exceptional, entitling Counterclaim-Plaintiffs
to their attorneys’ fees under 35 U.S.C. § 285 and their costs; and

H. Award Counterclaim-Plaintiffs such other and further relief as the Court deems

just and proper.
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Networks on Silicon: Combining Best-Effort and Guaranteed Services
K. Goossens, J. van Meerbergen, A. Peeters, and P. Wielage
Philips Research Laboratories, Eindhoven, The Netherlands
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Abstract

We advocate a network on silicon (NOS) as a hardware ar-
chitecture to implement communication between 1P cores in
Sfuture technologies, and as a software maodel in the form of
a protocol stack to structure the programming of NOSs. We
claim guaranteed services are essential. In the ATHEREAL
NOS they pervade the NOS as a requirement for hardware de-
sign, and as foundation for software programming.

1. Introduction

It will soon be possible to manufacture systems on silicon
(soss) containing 10M gates and megabytes of embedded
software. The complexity of these systems will be over-
whelming, and two fundamental questions arise. First, from
a hardware view point, how can these SOss be designed?
What are the required hardware architecture concepts? Sec-
ond, from a software (application) perspective, how can the
$0S hardware be programmed? What software concepts are
needed? Our tenet is that only a consistent approach to both
questions will enable us to harness the opportunities offered
by semiconductor technology.

We believe in the intellectual-property block (1P) re-use
model. This means that a SOS contains hundreds of Ips that
are bought or premade. Assuming their correctness, their
communication is then the problem. We propose a nenvork
on silicon (NOS) to implement the communication between
these IPs. A NOS is a hardware architecture together with a
programming model.

Guaranteed services are the focus of this paper: they serve
as the basis for the programming model, and as a require-
ment for the NOS hardware architecture. A protocol stack
is a layered approach to offering different services to differ-
ent clients, based on a common network. It structures com-
munication complexity from the physical implementation up
to the application in a number of layers. The 0SI reference
model [4], used in this paper, comprises seven layers. In Sec-
tion 2 we motivate why a packet-switched router network is
a suitable hardware architecture, using the lower three layers
as a backdrop. The top four layers are independent of the
hardware architecture and are discussed in Section 3. In that
context we show why guaranteed services offer many advan-
tages over best-effort services when programming SOSs.

2. Packet-switched Router Networks

In this section we consider how a SOS containing hundreds of
IPs can be designed, especially regarding layout and timing

closure. Consider that the communication patterns of the 1pPs
are dynamic at two levels. First. multiple configurations ex-
ist, each corresponding to a required user functionality. Sec-
ond, communication data rates are variable within a configu-
ration (e.g. variable-bit-rate MPEG streams). Structuring the
wires used for communication between IPs is the main prob-
lem. If dedicated point-to-point wires are used, IPs are con-
nected to all possible communication partners. This leads to
many global wires, with three problems. First, they must be
dimensioned for worst-case conditions in terms of a) electri-
cal parameters such as cross talk and wire spacing, and b)
volume of traffic. Second, it causes wire congestion around
each Ip. Thin closely-spaced high-power wires solve conges-
tion, but this conflicts with the requirements for global wires,
which are fat and widely spaced. Third, layout and timing de-
pendencies between all (Ps make timing closure global, mak-
ing it non-scalable. Worse, it is layout specific: it cannot be
re-used over design iterations or different designs [2].

A router network based on packet switching helps on these
accounts. Fundamentally, wires are shared, or made pro-
grammable, by introducing switches (routers). This is pos-
sible because dedicated wires are normally underutilised (as
little as 10% [3]). The first benefit is that there are fewer
programmable wires, which reduces wire congestion around
IP blocks. Second, traffic of multiple IPs is combined over a
single wire, which can be dimensioned for the average traflic
over all blocks using that wire instead of worst-case traffic per
Ip. Third, inter-1P wires are now structured: either they are
short to get on the network, or they are router to router. The
network topology and router layout can both be fixed (e.g.
a torus and mesh [3] or a fat tree and Maltese cross [5]), or
only the network topology. This allows dedicated optimisa-
tions that are re-usable over soss. Finally, and most impor-
tantly, decoupling of computation (1Ps) and communication
(NOs) enables compositional layout and timing closure. 1Ps
communicate only using the network so that their layout and
timing closure are independent of other 1Pps.

Programmable wires also have drawbacks. First, different
tPs will contend for the use of a wire, requiring arbitration
or scheduling. The properties of a router network depend
much on the kind of scheduling it uses. A schedule can be
fixed for a configuration (static) or dynamic (within a con-
figuration). Static scheduling must be worst casc. while dy-
namic scheduling leads to dimensioning for average traffic
volume. Scheduling can also be independent for each router
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(local) or consider all routers (global). Global scheduling
can avoid contention (several packets want to use the same
resource at the same time) and congestion (packets waiting
for a resource) but is not scalable. Global scheduling is usu-
ally static (circuit switching) and local scheduling dynamic
(packet switching). Performance guarantees (i.e. absolute
certainty instead of probabilistic behaviour) are more eas-
ily given for global static scheduling than for local dynamic
scheduling. The way packets are buffered and scheduled in
routers, and the effects on performance guarantees has been
the subject of intense research. Fundamentally, sharing and
guarantees are conflicting. and efficiently combining guaran-
teed traffic with best-effort traffic is hard [7].

Second, programmable wires may be slower than using
dedicated 1P-to-IP wires, which may contain some buffers. In
a NOS a packet must traverse a number of routers. When
scheduling statically, a packet need not incur more than a
pipeline delay per hop. But for dynamic scheduling the
header of each packet must be inspected before it can be sent
to the appropriate output port. Contention and congestion
may further delay a packet. Finally, a packet header uses
some of the communication bandwidth.

Although a NOS based on packet-switching has its costs
(packetisation, routers, buffering, harder to give guarantees)
it is essential for an IP re-use strategy because it enables com-
positional and scalable integration of the 1Ps. Moreover, a
NOS infrastructure (such as routers and protocol stack) can be
re-used and its design cost amortised over multiple designs.

The issues raised in this section can be mapped to the 0S!
protocol stack [4]. Below we discuss the three lower layers
that are specific to the hardware architecture of the network.

The physical layer defines how a single bit is sent over
a physical medium (such as a wire, bus, optical link, radio
waves). For a NOS it deals with signal voltages and slopes,
wire sizing, etc. of inter-router wires. The preceding discus-
sions motivate why a router-based NOS eases the implemen-
tation of the physical on-chip wires.

The data-link layer ensures reliable (lossless, fault-free)
communication over a single data link. It considers cross-
talk and fault-tolerance (both transient soft errors and hard
errors). For shared and especially broad-cast media (such as
busses), the medium access sublayer deals with contention
for the link. Examples are bus arbitration, and router-to-
router flow control.

The network layer has two main functions for a given net-
work. First, delivering packets. more specifically, routing.
congestion control, and scheduling over multiple links. Sec-
ond, network management, including accounting, monitor-
ing, management or steering, and internetworking,

3. Guaranteed Services are essential

In this section we discuss the remainder of the 0sI protocol
stack, and then show why the services offered by this stack

must be predictable.

In a re-use model 1Ps that are bought or re-used cannot be
adapted to each SOS they are used in. They will interact in
many different ways (event-driven, data streaming, message
passing, shared memory, etc.) [8]. Thus the interconnecting
network has to be flexible, in terms of the services that it
offers. This is the task of the top four OSI layers. They are
independent of the network hardware architecture, end to end
(the network is transparent), and peer to peer (between enti-
ties at the same level of abstraction, such as task to task). We
now list these layers, starting with the lowest.

The aim of the fransport layer is to provide reliable end-
to-end services over connections, through packetisation, end-
to-end connection management (perhaps over multiple net-
works), (de)multiplexing multiple transport connections over
network connections, and so on. Examples of services per
connection are: uncorrupted transmission, lossless transmis-
sion, in-order delivery, throughput, jitter (delay variation),
and latency. Flow control avoids data loss by aligning 1P pro-
duction and consumption rates.

In the session layer multiple connections are combined
into services such as multicast, half duplex and full duplex
connections. Synchronisation of multiple connections (of au-
dio and video streams, for example), and token management
for mutual exclusion and atomic (chains of) transactions (e.g.
test and set, swap) may also be offered.

The presentation layer converts the application view on
data to a view more appropriate for transport and vice versa.
Examples are encryption and endian-ness conversions.

In the application layer communication is natural to ap-
plications, running on 1Ps. This could be bit streams obeying
the MP3 standard, video frames, or Java byte code.

We now return to the question of programming. A sOs
consists of a set of 1Ps and a NOS that must be (dynamically)
configured. For a given user function, computation is mapped
to functional IPs (e.g. tasks to processors) and communica-
tion to the NOS. The number of confligurations can be large
and they may be generated at run-time by an application man-
ager. To avoid unnecessary design iterations, we need to be
sure of correctness of the combination of static hardware (the
1ps and their interconnect) and dynamic software (the config-
urations) as early as possible in the design flow. Program-
ming must be predictable; this can be ensured by basing it on
a NOS that offers guaranteed services.

A NOs with guaranteed services simplifies programming
individual 1Ps in three ways. First, some IPs have inherent
performance requirements, such as a minimum throughput
(for real-time streaming data), or bounded latency (for inter-
rupts). A NOS with guaranteed services eases their integra-
tion. Second, an IP communicates using the NOS. Requests
for services make its assumptions and dependencies on the
NOs explicit, structuring the design and programming of the
ir. Third, an IP can also be simpler when using guaranteed
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services because it has fewer possible interactions (a stricter
contract) with its environment. A service request may be
granted or denied by the network. Communication failures
are therefore restricted to the configuration phase of the Ip,
instead of every comimunication action, so simplifying the
IP’s programming model.

Guaranteed services offer the following advantages for the
composition of 1Ps. First, services that are guaranteed to an 1P
are not affected by other IPs in the network, making reasoning
about the IP in isolation possible. This is essential for a com-
positional construction (design and programming) of SOSs.
When IPs, assumed to be correct, are combined in a system it
must be clear that the system will function as a whole. This
holds both at the time of design and at run time. Current sys-
tems often fail this requirement. Consider a bus; adding an
1P influences the electrical parameters (like load) of the bus,
as well as the existing traffic patterns. The latter can scri-
ously affect cache behaviour and hence embedded processor
performance. Second, a NOS that offers guaranteed services
must accurately model its resources to offer those services.
This makes costs of the NOS explicit early in the design of a
SOS. At run-time an application or quality-of-service man-
ager reconfigures the S0S. This can only be effective when
the NOS is observable and controllable, but above all, pre-
dictable in terms of performance and cost. Third, a NOS
based on guaranteed services concentrates communication
failures to (re)configuration points. When the NOS declines
a service request from an [P, only that Ip is affected. Fall-
back strategies are much easier for local configuration-time
failure than for global failure at any point caused by any of
the communicating parties.

4. The Athereal Network-on-Silicon

The £THEREAL NOS intends to support both guaranteed and
best-effort services. We can only list some salient features
here, to indicate our current direction.

We use a combination of circuit and packet switching,
in the spirit of ATM [1]. A channel implements a simplex
point-to-point communication between two network inter-
faces (possibly with multiple paths). A channel can have a
combined throughput and latency guarantee (GT), or be best
effort (BE), with an unspccificd finitc latency upper bound.
Delivery order is not guaranteed over different paths or chan-
nels. A connection combines multiple channels and can in-
clude flow control and reordering tor lossless in-order (mul-
ticast) transmission. The programming model is concurrent
and distributed: IPs can set up and remove connections in a
pipelined fashion, and at the same time. Configurations that
have been computed off-line can be efficiently loaded and ex-
tended or changed at run time. GT channels are created and
removed with BE packets that reserve a path through the net-
work, subject to resource availability.

BE packets use worm-hole source routing, and GT streams

use time-division-multiplexed circuit switching. Routers use
virtual output queuing for BE traffic. GT traffic is tightly
scheduled to minimise buffering. Routers do not drop or re-
order packets. the former due to fine-grain link-level flow
control. A variant of the iSLIP switch-scheduling algo-
rithm [6] is used for BE traffic. BE traffic usc all sparc ca-
pacity in the network, i.e. bandwidth that is not reserved or
unused by GT traffic. Network intertaces implement multi-
path and multi-channel ordering, and channel flow control.

5. Conclusions

In the IP re-use model communication between the many 1P
cores is key. We have shown that a network on silicon (NOS)
eases the design of systems on silicon (SOSs) at the levels of
hardware design and software programming.

A NOS hardware architecture based on a packet-switched
router network allows average-case wire dimensioning, and
reduces wire congestion around IPs. It breaks the fatal global
timing closure loop by separating inter-1P from intra-1P com-
munication, and can so reduce global design iterations. The
osl protocol stack structures the communication complexity
in the router network (the physical to network layers) and the
programming mode! (the transport to application layers).

While a protocol stack offers diverse services on a sin-
gle hardware architecture, we show that predictability, in the
form ol guaranteed services. greally benelits programming
a SOS at two levels. Individual 1Ps with real-time require-
ments are more easily integrated, and the NOS’s actions are
restricted by the contract, simplifying the 1P’s 10. At the NOS
level, programming of IPs is compositional because their ser-
vices are independent of each other. Quality-of-service man-
agers can effectively observe and steer a NOS because it be-
haves predictably in terms of performance and cost.

We believe that a NOS must be a synthesis of hardware ar-
chitecture and software programming model with guaranteed
services at its core. In the THEREAL NOS we aim to do so
efficiently.
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SERVICES IN NETWORKS ON CHIP

Kees Goossens, John Dielissen, Jef van Meerbergen,
Peter Poplavko!. Andrei Radulescu, Edwin Rijpkema.
Erwin Watcerlander. and Paul Wiclage

Philips Research Laboratories, Emdhoven. The Netherlands

t Technical Unwversity of Eindhoven, Eindhoven, The Netherlands

Kees.Goossens@philips.com

Abstract Users expect a predictable quality of service (Qos) of embedded systems, even
for future, more dynamic. applications. System-on-chip designers use networks
on chip (NOC) to solve deep submicron problems, and to divide global prob-
lems into local, decoupled problems. NOCs provide services through protocol
stacks, and introducing guaranteed services enables 1P re-use and platform-
based design. It also provides globally predictable behaviour, as required by
the uscr, when combining local, decoupled solutions. There are several levels of
QoS commitment (correctness, completion, completion bounds), with increas-
ing cost. A combination of guaranteed and best-effort (no commitment) services
combines their respective attractive features: predictable behaviour, and good
average resource utilisation. The ATHEREAL NOC is an example of this ap-
proach, and forms the basis of a Qus-based design style, as advocated in this
chapter.

1. Future applications and systems on chip

In this section we raise the following question: why and how must systems
implementing future applications guarantee the quality of service (Qos)? We
look at each of the components in turn, in the context of embedded systems
and systems on a chip (SOC). We then observe that new SOC architectures and
design methods divide global problems into local ones, and rely on networks
on chip (NOC) to compose local solutions. We answer the question, in Sec-
tion 2, by presenting a synthesis of a Qos-based design style and networks on
chip. Section 3 explains that QoS can be decomposed into several levels of
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commitment, with different resource requirements. In Section 4 we introduce
the ZTHEREAL NOC, and compare it to other NOCs, in Section 5.

1.1 Characteristics of future applications

We are witnessing the convergence of previously unrelated application do-
mains: computation (personal digital assistants, mobile computing), communi-
cation (telephone, videophone, networking), and multimedia (audio, photogra-
phy, video, augmented and virtual reality). Convergence leads to increased
functionality and heterogeneity, as previously unrelated functions are com-
bined. Systems become more dynamic, or even unpredictable, as new algo-
rithms seek to take advantage of the disparity between average and worst-case
processing. Compressed audio and video data of MPEG2 is an example. Algo-
rithms are also shifting to higher semantic levels, and the semantic complexity
of data is less predictable than its volume. An example is the shift from con-
stant pixel processing (scaling, edge enhancement, and so on), to MPEG4 object
detection and synthesis, to face recognition and scenario detection. Finally, in-
creased interaction with the environment also makes systems more dynamic.
System functionality can be influenced by the current location (affecting com-
munication or computation capabilities), environmental conditions (precipita-
tion and multipath interference can affect mobile communication), and other
systems in the proximity (e.g. car guidance, ad hoc networking).

Trends such as ambient intelligence and the networked home make future
applications embedded and pervasive. Moreover, applications acquire a re-
sponsibility for the control of physical objects, such as home heating systems,
cars, and so on. Real-time performance and safety are critical in many of these
applications.

Below, we examine how users interact with these applications, and then
what is required to design these systems.

1.2 Quality of service: a user view

Users expect a certain behaviour of applications; in other words, they must
be predictable. While those expectations may be low, as is often the case for
personal computers, a certain fitness for purpose is always assumed. Consumer
electronics are subject to higher demands: a television must have a robust user
interface and is not allowed to crash or be unresponsive. Expectations are
stricter yet for real-time applications (e.g. involving audio and video, or control
systems); a television must display at least 50 pictures of a constant quality per
second, for example. The essence of quality of service (Qos) is therefore the
offering of a predictable system behaviour to the user.

A central question is how to reconcile the dynamic, unpredictable nature of
future applications with the requirements for predictable services.
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1.3 Implementing future applications on chip

Having identified the characteristics of future applications and their Qos
requirements, we now turn to the question of their implementation in SOCs.
Moore’s law describes the exponential growth over time of the number of tran-
sistors that can be integrated in an IC. It predicts that chips in 2010 will count
over 4 billion transistors, operating in the multi-GHz range [1]. It is this abun-
dance of computational power that has fuelled the convergence of application
domains described above. However, Moore’s law is only a prediction, and two
major obstacles must be solved to make it a reality [2]. First, to use future vLSI
technologies, several deep-submicron problems must be solved: the increasing
disparity between transistor and wire speeds, power delivery and dissipation,
and signal integrity. Second, the intrinsic computational power of an IC must
not only be used efficiently and effectively, but the time and effort to design
a system containing both hardware and software must also remain acceptable.
The so-called design productivity gap states that the increase in our ability to
design socs does not match Moore’s law. To close the gap, system design
methods to implement applications with the latest VLSI technology (including
the definition of architectures, mapping applications to architectures, and pro-
gramming) must haress exponential hardware resource growth in a scalable
and modular manner.

The following two examples show that until recently, architectures and de-
sign methods at both the deep-submicron and system levels have been often
been global in nature. This hampers scalability, and in the next section we
show that approaches that compose local solutions are becoming popular.

The physical communication between intellectual property blocks (1P) has
made use of a mix of local and global wires. When timing constraints of the
design must be verified, [Ps cannot be checked independently because they
are interconnected; correcting a timing violation in one 1P may invalidate the
timing of another. This process does not necessarily converge to a solution, and
is design specific (not re-usable). This global timing closure problem results
from a tight (timing) coupling [3].

The second example considers the model of time. Until now, the dominant
design style has been synchronous; a global notion of time has been imple-
mented by globally synchronous clocking. Increasing processing variations on
a single IC make this style untenable in the future [4]. This will impact clock-
ing regimes, but also the programming model. When using shared memory,
which has been the dominant method to communicate between tasks, if tasks
are not tightly synchronised (requiring a common, global time frame) then task
scheduling may lead to interference and unpredictable behaviour.
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1.4 Composing local subsolutions

To avoid the exponential complexity of global methods and solutions, there
is increasing interest in subdividing global problems into local, decoupled
problems, and then composing the local solutions. This requires, foremost,
compositionality to assemble a global solution from local ones (Figure 4.1).
But solutions must also be scalable (and likely hierarchical, Figure 4.1(c)) be-
cause there will be an exponential number of local solutions. This applies at all
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Fugure 4.1. Divide global problem (a) into local problems that are composed flat (b) or hier-
archically (c). Examples arc GALS, local timing closure. local shared memory with global fifo
communication or message passing, local busses or switches with global packet switching.

levels of sOC design: lay-out, timing verification, clocking, and programming.
This trend commenced some time ago with 1P-based re-use, platform-based
design [5]. The interest in decoupling and composing local solutions can be
observed in hierarchical lay-out and wiring, local clocking strategies such as
GALS (globally asynchronous, locally synchronous) [6], software-programmable
fixed IPs or tiles {7, 8], and synthesisable tiles for dedicated silicon {9] or
FPGAs [10, 11]. At the task level, these scalable system architectures (in-
cluding e.g. chip multiprocessing [12, 13, 14]) use tasks with local, indepen-
dent address spaces and time frames that are composed by means of timing-
independent fifo channels (for example. Kahn process networks for stream-
based processing).

1.5 Networks on chip

All the approaches that advocate local solutions have a common reliance on
a scalable and compositional communication medium to efficiently combine
the large number of (hardware and software) IPs or subsystems in a work-
ing system. This challenge is addressed by networks on chip (NOC), which
therefore play a pivotal role in future SOCs. NOCs help to solve both deep-
submicron problems (timing closure, wiring, lay-out, etc.) and compositional
design methods (services and protocol stacks). More detailed argumentation
for the use of NOCs in future SOCs can be found in [15, 9, 16, 17, 2], and
elsewhere in this volume.

In the following section we show that NOCs and Qo$ naturally combine to
solve the two problems stated in this section: NOCs combine decoupled local
solutions, and a service-based design style makes both the design process and
the QoS of the resulting SOC more predictable.
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2. NoCs and QoS: a synthesis

We advocate system design centred on NOCs and QoS for three reasons.
First, services relieve the inherent tension between the dvnamic nature of future
applications and the user requirement for predictable services. This addresses
concerns raised in Sections 1.1 and 1.2. Second, 1P re-use and platform-based
design aim to re-use applications and architectures by decoupling them. The
use of NOCs and their associated network protocol stacks are a way to achieve
this (cf. Section 1.5). Finally, it is our tenet that Qos, in particular guaranteed
services, allow us to move towards globally predictable, locally predictable
methods and solutions for SOC design. This, in combination with NOCs solves
a need of recent architectures and design methods, introduced in Section 1.4.
We discuss each point in turn.

2.1 Dynamic applications and predictable QoS

A Qos-based design style alleviates the demanding task for the system de-
signer. He or she must plan systems that reliably provide users with the ex-
pected Qos for future applications. Moreover, systems must always be cost
effective. Higher costs are acceptable when safety is critical, but they are al-
ways under pressure for consumer products, whether they be television sets
or cars. Systems, especially SOCs, therefore have limited resources, and they
must be shared and managed as the application unfolds its dynamic behaviour.
Resource management depends on two phases: negotiation to obtain resources,
followed by a steady state in which allocated resources are used. As applica-
tions become more dynamic, the first phase, renegotiation, will become more
frequent. Thus, users can be given a predictable Qos by giving resource man-
agement and QoS a prominent place in system design.

2.2 Platform-based design, NoCs, and QoS

The aim of platform-based design [5, 18] is to reduce the cost of system
design through re-use of applications and architectures. A platform decouples
applications and system architectures, by defining a template architecture and
programming model. In other words, by limiting the freedom in which an ap-
plication can be implemented on an architecture, the interdependence of appli-
cation and architecture is concentrated and reduced (Figure 4.2(a)). However,
the convergence of applications entails an increasing diversity and dynamics
in resource usage (such as communication and computation patterns), and this
results in an increasing need for differentiated services [15]. 1t is therefore im-
portant that the platform offers the appropriate services (for communication,
computation, power management, etc.). As a result, the communication in-
frastructure is a critical component of a platform, because it must solve the
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Figure 4.2. Decouple applications and architectures by means of a platform (a), or network
(e.g. NOC, Internet) services (b), or network protocol stacks (c).

apparent contradiction of implementing diverse application behaviours with
application-dependent IPs in an application-independent manner. Using a NOC
for the platform interconnect tackles both problems: it integrates heteroge-
neous IPs in a standard fashion (in other words, the NOC services largely define
the platform, Figure 4.2(a)); and it naturally provides differentiated services by
means of a (partially application-dependent) protocol stack [17].

Figure 4.2(b) shows that NOCs offer a small set of services (“NoC services™),
on top of which different kinds of communication can be implemented (e.g.
shared-memory cache-coherent traffic, message passing). The OSI transport
layer [19] is a natural place to separate the application and architecture, be-
cause it is the first network-independent layer. The set of services should be
small, yet allow the upper layers in the protocol stack to offer differentiated ser-
vices [20]. This method has been used successfully in computer networks [21],
where the internet protocol (1P) plays a similar role. Higher layers offer more
specialised protocols such as TCP and UDP, and FTP and HTTP. For NOCs,
there are several proposals [22, 23, 24], but convergence has yet to occur.

Concluding, NOCs help IP re-use and platform-based design to combine 1Ps,
and NOC services aid in decoupling applications and architectures.

2.3 QoS enables predictable composition

As we have seen in Section 1.3, to fully exploit Moore’s law, it is key to
combine and control many local, perhaps autonomous, components in an ef-
ficient and flexible manner resulting in the required Qos. To localise timing,
communication, data, scheduling, and so on, means that components (subsys-
tems, 1Ps. tasks, threads, etc.) must first be identified. After composition,
their interaction is controlled by means of arbitration, scheduling, or resource
management. But we must address the apparent contradiction of providing
globally predictable QoS (cf. Section 2.1) while current approaches tend to
globally unpredictable, locally predictable (GULP!) regimes. How can global
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timing guarantees be given when locally synchronous components are com-
bined asynchronously {6]? How can global performance be quantified when
tasks are combined in a latency-insensitive fashion [14, 7]? It is our tenet that
Qos, in particular guaranteed services, allow us to move towards globally pre-
dictable, locally predictable methods and solutions. We elaborate this claim
below, by first defining what role Qos plays, then stating how the local solu-
tions (e.g. 1P design) benefit, and finally how QoS eases the composition of
local solutions.

2.3.1 Services. Effective steering of the limited resources in a
NOC (cf. Section 2.1), and hence effective Qos, is contingent on a reliable re-
action of resources to instructions. In other words, a predictable or guaranteed
behaviour of system components is a prerequisite to providing the user with
expected Qos, at whatever level. The essence of Qos-based system design is
to restrict the interaction between components to well-defined services. Two
phases can be distinguished: (a) negotiation, followed by (b) resource steer-
ing or scheduling, and observation or inspection. As an example, consider a
microprocessor which negotiates a connection to a memory with guaranteed
bandwidth, but without a constraint on transaction ordering. The NOC that of-
fers communication services will honour the request if has sufficient resources
available, and will reject it otherwise. Later, the microprocessor may rene-
gotiate its connection, e.g. to a higher bandwidth. The NoC will release the
resources of the connection for use by other connections, when it is closed by
the microprocessor.

2.3.2 Advantages for local solutions. Qos-based interaction
has a number of advantages for 1p design. By limiting component interac-
tion to a set of well-defined services, their interfaces are simplified because
there are fewer eventualities to take into account. Moreover, failures of ser-
vice users (IPs) are concentrated at the reconfiguration points: after a service
provider (such as a NOC) has committed to the request (such as a connection
with bounded jitter), its provision can be relied upon. Similarly, 1Ps do not
interfere with each other because the service provider and user have a local
contract. This allows components to be designed and implemented in isola-
tion. An advantageous side effect of negotiation is that the requirements of 1Ps
must be stated explicitly, aiding the design process.

2.3.3 Advantages in composing local solutions. We now
consider the impact of Qos-based interaction when combining 1Ps to obtain a
soc. First, services that are guaranteed to an [P are not affected by other 1Ps
in the network, making reasoning about the [P in isolation possible. This is
essential for a compositional construction (design and programming) of SOCs.
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Moreover, SOCs can be more robust, because rather than relying on cooper-
ation to share resources, resource management enforces the contracts between
service providers and users. An IP that (maliciously or erroneously) does not
adhere to a cooperative protocol, such as TCP/IP, cannot, therefore, disturb the
system as a whole [25]. Failure is therefore local in space (one 1P) and time (at
one of its reconfiguration points).

Next, when components are combined, the performance (i.e. the Qos) of
their composition must be validated. This can be done by analysing the com-
plete system implementation. However, this analysis may be too hard, because
the behaviour of individual components or their interactions are complex to
model accurately (e.g. traffic analysis of NOCs {26], cache behaviour [27]).
Statistical approaches are therefore frequently used [28]. Unfortunately re-
source requests often do not fit models (e.g. bursty traffic versus fractal or
normal traffic distributions [26]) invalidating the verification. The oxymoron
“statistical guarantee” does therefore not guarantee a Qos, but implies a (usu-
ally post hoc) analysis relying on a statistical model of the resources and their
usage. Instead, we propose to validate the composition of the local solutions
at the level of services (their interface), instead of having to open them up, and
consider their (global) combination. This abstraction is essential in reducing
the verification state space.

Finally, services can make QoS provision architecture independent, because
how a component, such as a NOC, offers its services is not relevant. This re-
moves the need to second-guess the inner workings of a component, because
its services describe all that is required to know. Interaction becomes prescrip-
tive (state what is required, i.e. what must happen), rather than prognostic (try
to predict the service provider’s behaviour) or reactive (act on how the service
provider behaves).

We can therefore conclude that by abstracting local 1P behaviours to their
service requirements or provision, makes the global Qos of their composition
more predictable and hence easier to reason about. This simplifies the design
of SOCs.

3. On the cost of guaranteeing QoS

We have seen that a Qos-based approach is required to implement future
applications, and to offer a predictable performance to users. In essence, offer-
ing a QoS requires a commitment. In this section, we present different levels
of commitment, and their effect on predictability and cost in terms of resource
usage. Although guaranteed services, which offer commitment, have many ad-
vantages over so-called best-effort services, which offer no commitment, we
show that their combination is beneficial. The £ATHEREAL NOC, described in
the next section, is an example of that approach.
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3.1 Different levels of commitment

As has been explained before, to offer a certain Qos with finite resources,
the service provider and user negotiate to arrive at a contract, i.e. a commitment
by the service provider to honour the request. If a commitment has been given,
the service is guaranteed, otherwise it is a best-effort service. Commitment ex-
ists at several levels: 1) correctness and integrity of the result, if and when it is
delivered. Examples are parity checking and error correcting codes for uncor-
rupted data transmission, and redundant computation with majority voting for
safety-critical systems. 2) Promise of completion or delivery. This involves the
cumulative availability (over time) of sufficient resources (e.g. memory, cpu
cycles), and their performance (e.g. absence of deadlock or livelock). Note that
a minimum number of resources may be required: for example, an in-place FFT
needs to store all samples simultaneously, and a mobile communication may
require a minimum battery charge to generate a sufficiently strong signal. 3)
Bounds on the performance. Examples are the completion time (when is the re-
sult available), cumulative time to completion and its variations (e.g. bounded
latency and jitter), and (peak and average) energy consumption.

Almost any form of commitment to progress leads to resource allocation
(e.g. memory space, cpu cycles, communication bandwidth, battery power)
and hence requires resource management. Moreover, levels of commitment
depend on those below them. We illustrate this with two examples.

An IP connected to a NOC may not always be able to accept incoming data.
Assuming its input buffers are finite, several solutions are possible, with direct
consequences for the service level that can offered. Packets that arrive at a full
buffer are dropped, instantly precluding completion bounds such as latency
and jitter guarantees. General computer networks typically use this approach.
Alternatively, packets are not dropped and are left waiting in the network. Care
then has to be taken to not introduce deadlock (e.g. if re-ordered packets that
wait for free buffers do not overtake each other), or livelock (e.g. in deflection
routing {29] packets keep moving, but may never arrive at their destination).
In both cases, again, completion bounds may be in jeopardy. An approach
to offer completion bounds (e.g. for a bounded communication latency) is to
ensure packets never wait in the network by reserving buffer resources at the
receiver, and by using end-to-end flow control to constrain the sender to never
send more than the available space.

The second example concerns data transmission in unreliable media. This
is a topic of importance in NOCs because wires suffer increasingly from in-
terference, such as cross-talk and voltage drops. To ensure data is transported
unchanged, it can be retransmitted when corrupted, or error correction can be
used. The energy efficiency of both approaches is investigated by [30] for un-
reliable busses. What concerns us here, is that using retransmission takes a
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variable, possibly unbounded, amount of time, whereas error correction takes
place in a constant time. Therefore, time-related guarantees, such as minimum
throughput, can only be given by the latter.

We conclude that the strictest guarantees, namely those involving perfor-
mance bounds, pervade the system (all protocol layers): they cannot be grafted
on as an afterthought [17, 31]. In NOCs we should and can choose communi-
cation protocols and styles to offer the required services, but, as the examples
show, this requires vigilance.

3.2 Commitment and resource usage

The effect of the level of commitment on resource usage is illustrated in
Figure 4.3. Suppose that the resource plotted vertically is bandwidth. For
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Figure 4.3.  (a,b) Commitment to completion or bounded completion is reflected in resource
usage. (c) Combining guaranteed services with best-effort services, discussed in Section 3.3.

real-time performance, the requested bandwidth must be offered in the same
interval, see Figure 4.3(a). Thus, as many resources must be available as the
largest request (rr7 at time tgy). With resources dimensioned for the aver-
age resource usage (ravg in Figure 4.3(b)), completion times may shift to the
future: the peak resource request at time tgr is only completed at time tayg,
in the example. Depending on the required completion bound and variability
in resource requests more or fewer resources can be added. However, more
resources than rrr do not improve performance, while fewer resources than
ravg mean that no completion commitment can be given, because the backlog
of requests keeps growing,

Architectures offering only best-effort services do not reserve resources,
and hence can have a better average resource utilisation, at the cost of un-
predictable or unbounded worst-case behaviour.

3.3 Both best-effort and guaranteed services

A service is guaranteed if a commitment is given, and best effort otherwise.
This holds for individual services, not their ensemble. For example, data trans-
port may be uncorrupted (commitment to correctness), and lossless (commit-
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ment to delivery), and without throughput guarantees (best-effort throughput,
1.e. no commitment to a completion bound). Moreover, a given service can
be offered both with and without commitment, to flexibly use the available re-
sources. For example, a data transport service can be offered both with and
without completion bounds, to serve different users, in a single SOC. In Fig-
ure 4.3(c), the critical dark traffic, uses the guaranteed service, for real-time
performance. The remaining rgr — 7avg resources are, on average, available
to other traffic, for example with less strict completion bounds, or with no
completion bound (best-effort completion).

Figure 4.3(c) shows that when resources must be dimensioned for the worst-
case for a given service commitment {e.g. guaranteed latency), the resources
can also be used to give less stringent commitments (e.g. guaranteed delivery),
or even a best-effort service. A combination of best-effort and guaranteed
services gives the advantages of guaranteed services to only part of the system,
but the available resources are used more efficiently. In the next section we
show how this can be put in practice, in the ZTHEREAL NOC.

4, The Athereal network on chip

In this section we introduce the ATHEREAL NOC [17, 2]. It offers guar-
anteed services to obtain the advantages in composability, robustness, and so
on of Qos-based design. These services are used for real-time and critical
functions. The ATHEREAL NOC also provides best-effort services, to take
advantage of their lower resource requirements and potentially better average
performance. We describe the NOC services [24] in the next section.

In Section 4.2, we show how the services can be efficiently implemented,
using a mix of time-division-multiplexed circuit switching, and packet switch-
ing [32, 31]. The programming model (connection creation and closing) and
its advantages are also explained.

4.1 Aithereal Services

The ATHEREAL NOC offers differentiated services with connections. A
connection describes communication between one master and one or more
slaves, with an associated service level, such as fifo transaction ordering, and
maximum latency. Connections must be created stating the requested service
level; this is the negotiation phase. The NOC either accepts or rejects the re-
quest for the connection. Connection acceptance may lead to resource reser-
vations in the NOC, e.g. buffers or a link bandwidth percentage. After usage,
closing a connection frees the resources. Different connections are created and
closed independently, possibly at different points in time. Configurations can
be computed at compile time (i.e. off-line), or at run time. To ensure that
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the programming model scales as NOCs become larger, negotiations can be
distributed.

4.1.1 Transactions. Once a connection has been created, the
master initiates transactions by means of requests which zero or more slaves
execute, perhaps leading to a response. Examples of transactions are read,
write, acknowledged write, test and set, and flush. By offering these transac-
tions the ATHEREAL transaction model is similar to existing bus protocols, to
ease migration of 1P from current interconnects to NOCs. However, to be able
to take full advantage of increased NOC performance, transactions can also be
pipelined, split, and posted [24].

4.1.2 Connection Types. The ATHEREAL NOC can offer three
kinds of connections (Figure 4.4). A simple connection contains a master and

simple: master «— slave

slave
narrowcast: master éslave

slave

slave
multicast: master <slave

slave

Figure 4.5. A narrowcast connection.
Figure 4.4. Connection types.

a single slave. The master initiates transaction which the slave executes, pos-
sibly resulting in a response (e.g. for a read). On a narrowcast connection,
containing a master and one or more slaves, the request from the master is sent
to and executed by exactly one slave. An example of the narrowcast connection
is shown in Figure 4.5, where the master performs transactions on an address
space that is mapped on two memory modules. Depending on the transaction
address, a transaction is executed on one of the two memories. A multicast
connection is a connection between one master and one or more slaves, in
which requests are duplicated and each slave receives a copy of those requests.
Currently, in a multicast connection no return messages are allowed, because
of the volume of traffic they may generate (i.e., one response per destination),
and the increased complexity in the master (because individual responses from
slaves must be merged into a single response).

4.1.3 Connection Properties. We distinguish the follow-
ing services, or connection properties: 1) data integrity, 2) transaction order-
ing, 3) transaction completion, 4) connection flow control, and 5) connection
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throughput, latency, and jitter. A connection can request any combination of
these properties (e.g. a throughput guarantee, flow control, but no transaction
ordering). Recalling the levels of commitment, of Section 3.1, properties 1
and 2, above, commit to correctness (including order) of results. Completion
is guaranteed by property 3 and 4 (4 implies 3). Connection latency and jitter
give completion bounds. We discuss each property in turn.

1) Data integrity means that data is transported unchanged. We assume
that data integrity is solved at the data link layer; every connection therefore
offers data integrity. However, as noted in Section 3.1, this must be done in a
way that supports higher-level commitments, in particular bounds on transport
completion (latency).

2) Transaction ordering. Transaction orders are only defined on a single
connection; transactions on different connections may be transported and exe-
cuted in any order. In general, responses and requests may be reordered during
their transport in the network. This means that requests (responses) may arrive
in a different order at a single slave (master) than they were sent. (Note that
we refer to requests and responses of different transactions. Within a single
transaction, requests and responses are always ordered as follows: the master
sends a request, a slave receives the request and executes it, the slave sends
the response, the master receives the response.) We refer to [24] for a detailed
analysis of different orderings. Here it suffices to state that three connections
orderings are useful. Unordered connections, in which no order is assumed be-
tween any request and response. Locally ordered connections, where requests
sent by the master for each slave are delivered to that slave in order they were
sent. Requests for different slaves are unordered. Responses are delivered to
the master in the order the requests were generated. For example, on a narrow-
cast connection with multiple single-port memory slaves, the read and write
order to a single memory is important, but not between memories. Globally
ordered connections, in which requests for (responses from) all slaves are de-
livered to the slaves (master) in the order the requests were sent. This last
ordering is not offered as a service, because local ordering is usually sufficient,
and because the user can emulate global ordering by means of acknowledged
transactions. Global ordering may be used when the order in which different
devices (slaves) are programmed is of importance.

3) Transaction completion stipulates that transactions requesting a response
(e.g. acknowledged write) guarantee that the master always receives a re-
sponse. The response contains a) a report that the request was not delivered
to the slave, or b) the response of the slave, after it successfully executed the
request, ¢) a notification that the slave successfully executed the request, but the
response was dropped, d) a report that the slave failed to execute the request.
For connections with flow control, no data will be dropped, and transaction
completion is automatic. Without flow control fewer resources are required in
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the network, but data may be dropped. For example, it may be fine to drop a
transaction, as long as you know it has been lost, so that you can resend it.

4) Connection flow control guarantees that data that is sent will fit in the
buffers at the receiving end. End-to-end flow control is one of main techniques
to avoid network congestion, if data cannot be dropped (cf. Section 3.1). If
a slave is slower than its master, and the slave buffers fill up, then the master
will be blocked until there is sufficient free space for a transaction. Similarly,
a slave may be blocked by a slower master on the return path.

5) Bounds on connection throughput, latency, and jitter. The ATHEREAL
NOC provides connections that guarantee a bandwidth per fixed time interval.
Thus, a combined throughput, latency, and jitter guarantee is given. Depending
the time interval, the latency and jitter bounds may be rather large. This is
acceptable in many applications, such as audio and video streaming, where
throughput is more important than latency. In the next section give the reasons
for giving the throughput guarantee in this form.

The ATHEREAL services include transactions of bus protocols, to ease mi-
gration from current bus-based systems to NOCs. But where in ocp [23] and
VClI [22] connections are used only to relax transaction ordering, we offer a
more general connection property model. Not only are more properties con-
sidered, but the request and response communications can be independently
configured (e.g. for flow control, and throughput guarantees), allowing more
fine-grained resource management. Connection-based service provision there-
fore allows better differentiation of services, and allows users to make full use
of NOC performance.

4.2 HFthereal architecture

The challenge of designing a NOC lies in finding a balance between the NOC
services and their implementation complexity and cost. Moreover, as has been
mentioned in Section 3.1, different services (levels of commitment) are de-
pendent on each other. Offering time-related guarantees (a completion bound)
influences the NOC to the core. The ETHEREAL NOC has both guaranteed and
best-effort services, and an architectural challenge is how to combine these ef-
ficiently. In other words, how can guaranteed worst-case behaviour be joined
with good average resource usage. In the following sections we describe two
conceptually disjoint networks that each solve one part. An efficient combi-
nation is then presented. Both networks contain two components: routers and
network interfaces. Routers transport data and can be described at the osI
network layer. As the ATHEREAL services are offered to IP at the transport
layer and are end to end (master to slave and vice versa), network interfaces
are required to bridge the network layer and transport layer views on commu-
nication.
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4.2.1 A guaranteed-throughput router. To give time-related
guarantees on a connection, such as throughput guarantees (on a finite time
scale) or latency bounds, the interference of other traffic in the NoC must be
limited and characterised. Circuit switching gives strong guarantees but at
a high cost: connections have to be dimensioned for the worst case traffic.
Time-division multiplexed circuit switching reduces this cost, but creating and
closing of circuits still takes much time, and grows with the size of the net-
work. The life-time of circuits must grow to amortise this cost [33]. Rate- and
deadline-based scheduling [34, 35] can characterise the worst-case contention
and offer bounds on latency, by regulating the inflow of data, but at the a high
buffer cost.

The ETHEREAL NOC uses contention-free routing, which is based on a
time-division-multiplexed circuit-switching approach, where one or more cir-
cuits are set up for a connection, which is assume to be relatively long-lived.
Guaranteed throughput (GT) packets never use the same link at the same time,
i.e. all contention is avoided. This can be achieved by controlling both the
time GT packets enter the network, and their speed in the network. All routers
logically have a common notion of time, embodied in a slot counter (see Fig-
ure 4.6). GT packets propagate at the rate of one router per slot counter incre-
ment. By regulating the time a GT packet is injected in the network, it is in
effect scheduled to use each successive link in its path in a successive slot, see
Figure 4.6. This method avoids the emptying and filling of circuits between
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Figure 4.6.  Three routers, all in slot s = 3, switch packets p, of circuit ¢, to outputs o,, for
T(s,0:) = ¢,. For each table, only the relevant columns (outputs) are shown. Input/output link
pairs are labelled io;.

switching of circuits. Conceptually it resembles input queuing with store-and-
forward routing, which results in low buffering costs because GT packets are
small. The end-to-end (network interface to network interface) latency is the
number of hops multiplied by the size of the GT packet. This is minimal,
once the packet has entered its slot. This model also allows multicast circuits.
GT packets are headerless, and are routed by means of slot tables in every
network interface and router. Section 4.2.3 explains how the slot tables are
programmed.
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4.2.2 A best-effort router. The best-effort router uses packet
switching and has a more conventional structure. Our experiments [31] indi-
cate that both input queueing with worm-hole routing or virtual-cut-through
routing, and virtual output queueing with worm-hole routing are feasible, in
terms of buffering costs. Input queueing uses fewer buffers, but suffers from
head-of-line blocking. Virtual output queueing has a higher performance but
at the cost of more buffers.

4.2.3 A combined GT-BE router. The logically separate
guaranteed (GT) and best-effort (BE) routers are combined (Figure 4.7(a)) to
share the router resources (e.g. switch and data path, Figure 4.7(b)), and to ob-
tain the advantages of both. The GT router offers a fixed end-to-end latency for
its traffic, which has the highest priority, enforced by the arbiter. The BE router
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(b) hardware view

Figure 4.7. Two views of the combined GT-BE router.

uses all the bandwidth (slots) that has not been reserved or is not used by GT
traffic. This allows the sharing of links and data path. Resources are therefore
never left unused, when there is data, cf. Figure 4.3(b). They are either used
for critical traffic with real-time requirements (for which a completion bound
has been given), or for best-effort traffic (without a completion bound).

To allow distributed and scalable programming of connections, the GT router
slot tables (cf. Figure 4.6), are programmed by means of BE packets, see the
arrow “‘program” in Figure 4.7(a&b). This can be done in a pipelined and con-
current (multiple simultaneous negotiations, also from the same the source),
and distributed (active in multiple routers) fashion. Negotiations, resulting in
slot allocations, can be done at compile time, and be configured determinis-
tically at run time. Negotiations can also be done at run time, centrally or
distributed.

4.2.4 A network interface. ATHEREAL network interfaces
convert the 0SI network layer services of the routers to transport layer services
for the user. All connection properties (cf. Section 4.1) that are end-to-end
are implemented by the network interfaces. These are: reordering, transaction
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completion, and flow control. Unordered connections require that transaction
identifiers are used, these are added at the network interfaces. For locally or-
dered connections, reordering buffers are required in the network interfaces.
Since our routers do not reorder traffic in a connection, this is only required
for narrowcast connections at the master for responses. Transaction comple-
tion also requires resource reservations in the network interfaces. Flow control
serves to prevent overflow of buffers at the slave or master network interface.
In a credit-based approach, this requires state (credits for the amount of space
available), and additional communication (when data is consumed credits are
returned to the producer). This is taken care of by the network interface.

IPs negotiate with network interfaces to obtain connections with certain
properties. For this network interfaces may reserve resources, such as network
interface buffers and credit counters, and slots in router tables.

5. Related work

Differentiated services have received attention in general computer networks
in the context of ATM [36] and the Internet [25]. Real-time traffic schemes have
been described using rate-based and deadline-based scheduling [34, 35].

The differences between single-hop on-chip communication such as busses
and switches and NOCs are described in [24]. Bus protocols such as [22] of-
ten have time-division multiplexing and/or priorities added, such as MicroNet-
work [37], to give throughput guarantees. To reduce the guaranteed but aver-
age high latency, statistical approaches can be used (e.g. Lotterybus [38]). The
bound on completion time is then lost (cf. Section 3.1). Switches [39, 40], also
single-hop interconnects, can also offer performance guarantees.

On-chip busses with bridges [41, 42, 43], but also [44], are potentially
full-blown NoCs. By judiciously placing restrictions on topology, bridging,
and transaction models, many problems that arise in general networks can be
avoided. For example, an appropriate topology simplifies routing to a single
path, and avoids transaction reordering. Limiting a master to a single outstand-
ing transaction has the same effect. By not buffering in bridges, effectively an
end-to-end circuit is set up per transaction, avoiding reordering and the need
for end-to-end flow control. In both cases, the increasing latency of larger
networks make these simplifying assumptions untenable in the future [33, 45].

The octagon interconnect [46] is an interesting combination of packet and
circuit switching. An octagon corresponds to a single 8 x 8 router that uses
circuit switching per transaction (or equivalently, packets of unlimited size),
with a high performance for a connection in an octagon. An individual octagon
can be made larger (the so-called core and edge node strategy), but this does
not scale to larger networks for the reasons mentioned above. Packet switching
can then be used instead, by using so-called bridge and member nodes strategy.
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At this point all general NOC issues appear. This NOC seems a best-effort
architecture, at least when multiple octagons are used.

The Spin [28, 29] NOC uses packet switching with worm-hole routing and
input queuing in a fat tree topology. It is a scalable network for data transport,
but uses a parallel network (bus) for control. It is a best-effort network, and is
optimised for average performance (e.g. by the use of optimistic flow control
coupled with deflection routing). Commitment is given for packet delivery, but
latency bounds are only given statistically.

Dally et al [9] describes a preplaced mesh NOCs, with IPs that are synthe-
sised in the tiles. It uses packet switching on lossless virtual channels with
end-to-end flow control. No details are given on the programming model, but
guaranteed throughput (and latency) services are supported.

In the context of FPGAs using bit-level circuit switching to implement inter-
IP communication is expensive. A first optimisation is to use coarser cir-
cuits [47] to reduce the cost. A packet-switched interconnect with a prede-
fined set of services allows sharing of communication resources, just like for
ASICs, and enables dynamic reconfiguration [10, 11]. The NOC can be synthe-
sised [10], but a preplaced hard-wired NOC is the next logical step.

New S0OC architectures that rely on NOCs include chip multiprocessing [12,
13, 14, 7, 8, 48], to interconnect the homogeneous or heterogeneous tiles, and
network processors [49].

6. Conclusions

We observe that, although future applications will be more dynamic, users
expect embedded systems to behave predictably. A design style based on guar-
anteed quality of services (QoS) can solve this apparent contradiction. De-
signers of systems on chip (SOC) use networks on chip (NOC) to keep up
with Moore’s law. NOCs solve both deep-submicron problems (e.g. signal
integrity), and narrow the design productivity gap (the efficiency with which
we design SOCs) by dividing global problems into local, decoupled problems,
e.g. GALS.

The combination of NOCs and QoS is natural, through network protocol
stacks, and beneficial for several reasons. It enables IP re-use and platform-
based design to decouple applications and architectures. QoS-based design
also ensures that when global problems, such as clocking, are solved by com-
bining local, decoupled solutions (e.g. GALS), the combination has a globally
predictable behaviour, as required by the user.

There are several levels of QoS commitment, building on each other: cor-
rectness (€.g. uncorrupted transport), completion (e.g. packet delivery), and
completion bounds (e.g. maximum latency). A service without commitment
(a best-effort service, such as unbounded latency), can have a better average
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resource utilisation than a guaranteed service, but at the cost of unpredictable
or unbounded worst-case behaviour. The combination of best-effort and guar-
anteed services is advantageous: critical parts of the system are predictable,
while resources are used more efficiently.

The ETHEREAL NOC combines best-effort and guaranteed services at dif-
ferent levels. Its programming model and architecture are also described. The
ATHEREAL NOC is at the basis of a QoS-based design style, as advocated in
this chapter.
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Trade-offs in the design of a router with both
guaranteed and best-effort services for networks
on chip

E. Rijpkema, K. Goossens, A. Radulescu, J. Dielissen, J. van Meerbergen, P. Wielage and E. Waterlander

Abstract: Managing the complexity of designing chips containing billions of transistors requires
decoupling computation from communication. For the communication, scalable and compositional
interconnects, such as networks on chip (NoC), must be used. It is shown that guaranteed services
are essential in achieving this decoupling. Guarantees typically come at the cost of lower resource
utilisation. To avoid this, they must be used in combination with best-effort services. The key
element of this NoC is a router consisting conceptually of two parts; the so-called guaranteed-
throughput (GT) and best-effort (BE) routers. The GT and BE router architectures are combined in
an efficient implementation by sharing resources. The trade-offs between hardware complexity and
efficiency of the combined router are shown that motivate the choices. The reasoning for the trade-
offs is validated with a prototype router implementation. A layout is shown of an input-queued
wormhole 5 x 5 router with an aggregate bandwidth of 80 Gbit/s. It occupies 0.26 mm? in a 0.13 um
technology. This shows that our router provides high performance at reasonable cost, bringing

NoCs one step closer.

1 Introduction

Recent advances in technology raise the challenge of
managing the complexity of designing chips containing
billions of transistors. A key ingredient in tackling this
challenge is decoupling the computation from communi-
cation | I. |, This decoupling allows IPs (the computation
part) and the interconnect (the communication part) to be
designed independently from each other.

In this paper, we focus on the communication part.
Existing interconnects (e.g. buses) may no longer be
feasible for chips with many IPs, because of the diverse
and dynamic communication requirements of advanced
current and future applications. Networks on a chip (NoC)
are emerging as an alternative to existing on-chip
interconnects because they

(a) structure and manage global wires in new deep-
submicron technologies | 1

(b) share wires, lowering their number and increasing their
utilisation |6, 7|

(c) can be energy efficient and reliable | 1. 5|

(d) are scalable when compared to traditional buses Y],

Decoupling the computation from communication requires
that the services that IPs use to communicate are
well defined, and hide the implementation details of
the interconnect |1, [11e. lu. NoCs help, because they
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are traditionally designed using layered protocol stacks
1], where each layer provides a well-defined
interface which decouples service usage from service
implementation |* 7|, | 2

In particular, guaranteed services are essential because
they make the requirements on the NoC explicit and limit
the possible interactions of IPs with the communication
environment. IPs can also be designed independently
because their use of guaranteed services is not affected by
the interconnect or by other IPs. This is essential for a
compositional construction (design and programming) of
systems on chip (SoC). Moreover, failures are restricted to
the IP configuration phase (a service request is either
granted or denied by the NoC), which simplifies the IP
programming model | 7|. We view the guaranteed services
to be offered by an interconnect as a requirement from the
applications, [ 1v 1. .

The drawback of using guaranteed services is that
they require resource reservations for worst-case scenarios.
This is not acceptable in an SoC where cost constraints are
typically very tight, 110 |/, Therefore, we also provide
best-effort services to exploit the network capacity that is
left over, or reserved but unused. Guaranteed services are
then used for the critical (e.g. real-time) communication,
and best-effort services are used for noncritical
communication.

The combination of guaranteed and best-effort classes is
known from general computer network research |11, but
not for on-chip networks. As on-chip and off-chip networks
have different characteristics, the trade-offs in their design
are different. In this paper, we present the trade-offs between
hardware complexity and efficiency for networks on chip,
and motivate our choices.

We present a prototype router architecture that reflects
one particular set of design choices. It has an aggregate
bandwidth of 80Gbit/s and its layout in a 0.13 micron
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a Hide the interconnect details and allow the construction of diverse
applications on top of them

b Are built using a layered approach

¢ Are driven by the application requirements

d Their efliciency relies on lechnology and network organisation
technology occupies 0.26mm?. We list other feasible
variations that either increase performance or lower the
router cost.

In this paper, we first list a set of network-independent
communication services that are essential in chip design
(Section 2). Then, we show the trade-offs between
efficiency and cost that we make in our NoC. In Section
3, we present some general network-related issues that are
used in the Sections that follow. In Section 4, we zoom into
the internals of the key component of our NoC; a router
that efficiently provides both guaranteed and best-effort
services. In Section 5, we demonstrate the feasibility of
our router design through a prototype implementation in a
0.13 um technology.

2 Services

The NoC services that we consider essential for chip design
are | |2]:

® data integrity, meaning that data is delivered uncorrupted
e Jossless data delivery, which means no data is dropped in
the interconnect

o in-order data delivery, which specifies that the order in
which data is delivered is the same order in which it has
been sent

o throughput and latency services that offer time-related
bounds.

As motivated in Section |, guaranteed services are essential
to simplify IP design and integration. With the current
technology we assume data integrity is solved at the data-
link layer. All the other services can be guaranteed or not on
request. In the following Section, we describe briefly how
these services are provided by our NoC, and in Section 4 we
describe how our router architecture enables an efficient
implementation of these services.

resources resources

f

e

Guaranteed services require resource reservation for
worst-case scenarios, which can be expensive. For example,
guaranteeing throughput for a stream of data implies
reserving bandwidth for its peak throughput, even when
its average is much lower. As a consequence, when using
guarantees, resources are often underutilised.

Best-¢effort services do not reserve any resources, and
hence provide no guarantees. Best-effort services use
resources well because they are typically designed for
average-case scenarios instead of worst-case scenarios.
They are also easy and fast to use, as they require no
resource reservation. Their main disadvantage is their
unpredictability; one cannot rely on a given performance
(i.e. they do not offer guarantees). In the best case, if certain
boundary conditions are assumed, a statistical performance
can be derived.

An example of diverse service requirements is that of a
video processing IP; it will typically require a lossless, in-
order video stream with guaranteed throughput, but possibly
allows corrupted samples. Another example is cache
updates which require uncorrupted, lossless, low-latency
data transfer. but ordering and guaranteed throughput are
less important.

The requirements for guaranteed services and the
efficiency constraint (i.e. good resource utilisation) seem
conflicting. Our approach to a predictable and low-cost
interconnect is to integrate the guaranteed and best-effort
services in the same interconnect. Guaranteed services
would be used for critical traffic and best-effort services
used for noncritical traffic. In this way the best-effort
services can exploit the available resources left over by the
guaranteed services. This is illustrated in |- and is
described in more detail in| 7|

To meet the bandwidth requirements of a guaranteed
service, the network must be dimensioned worst-case for
that service, iz «. All bandwidth that is not used, i.e. the
white space in | , can be used for a best-effort service
inliz /. The best-eftort traffic is delivered in bounded time
when its volume is less than the white space in |

For example a video processing IP requires a lossless,
in-order video stream with guaranteed throughput, but
possibly allows corrupted samples. Another example is
cache updates which require uncorrupted, lossless, low-
latency data transfer, but ordering and guaranteed through-
put are less important. In Section 4.3 we show how
integrated guaranteed and best-effort services efficiently
use common resources. In the remainder of this Section
we analyse the minimum level of abstraction at which
the communication services must be offered to hide the
network internals.

Traditionally, network services have been implemented
and offered using a layered protocol stack, typically aligned
to the ISO-OSI reference model (|, iz /. NoCs also
take this approach [2. 1. 5. 7], because the protocol stack

resources

far
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3
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b

time time

c

Fig.2 Guarunteed services requires worst-case (rgr) resource allocation (here: bandwidth) Best-¢ffort service of (b) consumes the

unused bandwidth of (a), resulting in (c)
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concept structures and decomposes the service implemen-
tation, and aid the service positioning.

To achieve the decoupling of computation from com-
munication, the communication services must be offered at
least at the level of the transport layer in the OSI reference
model. It is the first layer that offers end-to-end services,
hiding the network details; see :

The lowest three layers in the protocol stack, namely
physical, data-link, and network layers, are network
specific. Therefore, these services should not be visible
to the IPs when decoupling of computation from
communication is desired. However, these layers are
essential in implementing the services because constructing
guarantees without guarantees at the layer below is either
very expensive, or even impossible. For example, imple-
menting a lossless communication on top of a lossy service
requires acknowledgment, data retransmission and filtering
duplicated data. This leads to an increase in traffic, and
possibly larger buffer space requirements. Even worse,
providing guarantees for time-related services is impos-
sible if lower layers do not offer these guarantees. For
example, latency cannot be guaranteed if communication at
a lower layer is lossy. As a consequence, guarantees can
only be built on top of guarantees, . Similarly, a
layer’s efficiency is based on efficient implementations of
the layers below it, |

3 Networks on chip

General computer network research is a mature research
field | 11| which has many issues in common with NoCs.
However, two significant differences between computer
networks and on-chip networks make the trade-offs in their
design very different ||, First, routers of a NoC are more
resource-constrained than those in a computer network, in
particular in the control complexity and in the amount of
memory. Secondly. communication links of a NoC are
relatively shorter than those in computer networks, allowing
tight synchronisation between routers.

To place the work described in this paper in context see
| i. The services that are described in the previous
Section are provided by the network interfaces. It is these
services that are visible to the users (IP) of the network.

The scope of this paper is limited to the router network
and we identify three important issues in its design. These
are the switching mode, contention resolution and network
flow control. Equally important are end-to-end flow control
and congestion control, but these are handled by the

dedicated IP

embedded FPGA|

Fig. 3 SoC composed of heterogeneous IP together with a NoC

NoC comprises interconnected routers (R) and network interfaces (NI) that
connect the IP to the routers
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network interfaces and hence are out of the scope of this
paper. Moreover, we assume guaranteed data integrity at
the link level and retain it at the network layer and higher.

3.1 Switching mode

The switching mode of a network specifies how data
and control are related. We distinguish circuit switching
and packet switching. In circuit switching data and control
are separated. The control is provided to the network to
set up a connection. This results in a circuit over which
all subsequent data of the connection is transported. To
better share the potential bandwidth of the links one can
time-division muitiplex circuits over the network. Circuit-
switched networks inherently offer time-related guaranteed
services after resources are reserved during the connection
setup.

In packet switching data is divided into packets and every
packet is composed of a control part, the header, and a data
part, the payload. Network routers inspect, and possibly
modify, the headers of incoming packets to switch the
packet to the appropriate output port. Since in packet
switching the packets are self-contained, there is no need for
a setup phase to allocate resources. Therefore, best-effort
services are naturally provided by packet switching.

3.2 Contention resolution

When a router attempts to send multiple data items over
the same link at the same time contention is said to occur.
As only one data item can be sent over a link at any point in
time, a selection among the contending data must be made;
this process is called contention resolution.

In circuit switching, contention resolution takes place at
set up at the granularity of connections, so that data sent
over different connections do not conflict. Thus, there is no
contention during data transport, and time-related guaran-
tees can be given,

In packet switching contention resolution takes place at
the granularity of individual packets. Because packet arrival
cannot be predicted contention cannot be avoided. It is
resolved dynamically by scheduling which data items
are sent in turn. This requires data storage in the router
(Section 4.2.1) and delays the data in an unpredictable
manner which complicates the provision of guarantees
(Section 4.1.1).

3.3 Network flow control

Nenwork flow control, also called routing mode, addresses
the limited amount of buffering in routers and data
acceptance between routers. In circuit switching connec-
tions are set up. The data sent over these connections is
always accepted by the routers and hence no network flow
control is needed. In packet switching, data items must be
buffered at every router before they are sent on. Because
routers have a limited amount of buffering, they accept
data only when they have enough space to store the
incoming data.

There are three types of network flow control, namely
store-and-forward, virtual cut-through and wormhole rout-
ing. In store-and-forward routing. an incoming packet is
received and stored in its entirety before it is forwarded to
the next router. This requires storage for the complete
packet and implies a per-router latency of at least the time
required for the router to receive the packet.

In virtual cut-through routing, a packet is forwarded as
soon as the next router guarantees that the complete packet
will be accepted. When no guarantee is given, the router
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must be able to store the whole packet. Thus, virtual
cut-through routing requires buffer space for a complete
packet, like store-and-forward routing, but allows lower-
latency communication.

In wormhole routing packets are split into so-called flits
(flow control digits). A flit is passed to the next router when
the flit can be accepted, even when there is not enough
buffer space for the complete packet. As soon as a flit of
a packet is sent over an output port, that output port
is reserved for flits of that packet only. When the first flit
of a packet is blocked, the trailing flits can therefore be
spread over multiple routers, blocking the intermediate
links. Wormbhole routing requires the least buffering (buffer
flits instead of packets) and also allows low-latency
communication. However, it is more sensitive to deadlock
and generally results in lower link utilisation than virtual
cut-through routing.

To allow low latency we consider both virtual cut-
through and wormhole routing, which are both feasible in
terms of buffer area, as shown in Section 5.

4 Combined GT-BE router

Section 2 defines our requirements for NoCs in terms
of services that are to be offered, in particular, both
guaranteed and best-effort services. Using the general
network issues of the previous Section we show in
the following two Subsections that the guaranteed and
best-effort services can conceptually be described by
two independent router architectures. The combination
of these two router architectures is efficient and
has a flexible programming model, as described in Section
4.3. Section 5 then shows a prototype implementation.

4.1 GT router architecture

Our guaranteed-throughput (GT) router guarantees uncor-
rupted, lossless and ordered data transfer, and both latency
and throughput over a finite time interval. As mentioned
earlier, data integrity is solved at the data-link layer; we do
not address it further. The GT router is lossless because we
use a variant of circuit switching, described in the following
Section. Data is transported in fixed-size blocks. As only
one block is stored per input in the GT router, data items
remain ordered per connection. We now turn to the more
challenging time-related guarantees, namely throughput
and latency.

4.1.1 Time-related guarantees: Latency is
defined as the duration as a packet is transported over the
network. Guaranteeing latency, therefore, means that a
worst-case upper bound must be given for this time. We
define throughput for a given producer—consumer pair as
the amount of data transported by the network over a finite,
fixed time interval. Guaranteeing throughput means giving a
lower bound.

We observe that guaranteeing latency even in a lossless
router is difficult because contention requires scheduling
and hence cause delays. Guaranteeing throughput is less
problematic. Rate-based packet switching (for an overview
see | 14]) offers guaranteed throughput over a finite period.
and hence a latency bound. This bound is very high,
however, and the cost of buffering is also high. Deadline-
based packet switching | | 3] offers preferential treatment for
packets close to their deadline. This allows differential
latency guarantees (under certain admissible traffic assump-
tions), but also at high buffer costs.

Circuit switching solves the contention at setup, so
naturally providing guaranteed latency and throughput.

IEE Proc.-Comput. Digit. Tech.. Vol. 150, No. 5. September 2003

Circuits can be pipelined to improve throughput , at the
cost of additional buffering and latency. Time division
multiplexing connections over pipelined circuits additio-
nally offers flexibility in bandwidth allocation. This requires
a logical notion of router synchronicity, which is possible
because a NoC is better controllable than a general network.
We explain this variation in more detail in the following
Subsection. The associated programming model is
described in Section 4.3.2.

4.1.2 Contention-free routing: A router uses a
slot table to

(a) avoid contention on a link
() divide up bandwidth per link between connections
(¢) switch data to the correct output.

Every slot table T has S time slots (rows) and N router
outputs {columns). There is a logical notion of synchroni-
city; all routers in the network are in the same fixed-duration
slot. In a slot s at most one block of data can be read/written
per input/output port. In the next slot, (s + 1)%S, the read
blocks are written to their appropriate output ports. Blocks
thus propagate in a store-and-forward fashion. However,
blocks are small as will be explained in Section 4.3.1. The
latency a block incurs per router is equal to the duration of a
slot, and bandwidth is guaranteed in multiples of block size
per S slots.

The entries of the slot table map outputs to inputs for
every slot; T'(s,0) = i. meaning that blocks from input i
(if present) are passed to output o at times s + kS, k € N. An
entry is empty when there is no reservation for that output in
that slot. No contention can arise in table T because there is
at most one input per output for each slot. Sending a single
input to multiple outputs (multicast) is possible.

illustrates the operation of contention-free
routing. It shows a snapshot of a router network with three
routers Ry, R, and R; at slot s = 2, indicated by the arrows
pointing to the third slot in the table (recall that slots are
numbered from 0). The size of the slot tables is § = 4. and
only the relevant columns are depicted.

Three connections, a, b and ¢, are shown with the gray
arrows; the black circles represents packets on the
connection with the corresponding letter. Packets a and ¢
were switched from the input of the network to their output
links in slot 1. Inslot 2, shown inl 1o 1, packet b is switched
from input i; to output o, in router R, as indicated by the
slot table T,(2,0,) = i,. Packets a and ¢ are switched
similarly by the network.

The slots reserved for a block along its path from source
to destination increase by one (modulo ). If slot s is
reserved in a router, slot (s + 1)%S must be reserved in the
next router on the path. The assignment of slots to
connections in the network is an optimisation problem,

T, T, T,
Fig. 4 Contention-free routing
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Fig.5 Schematics of two router architectures

a Output queued architecture
b Virtual-output queued architecture

and is described in Section 4.3.3. Section 4.3.2 explains how
slots are reserved in our network.

4.2 BE router architecture

Best-effort traffic can have a better average performance
than offered by guaranteed services. This depends on
boundary conditions, such as network load, that are
unpredictable. Best-effort services thus fulfil our efficiency
requirement, but without offering time-related guarantees.
This Section describes an architecture for a best-effort
service with uncorrupted, lossless, in-order data transport.

The BE router cost and performance are largely
dependent on the contention resolution scheme of the
router. The contention resolution scheme has two com-
ponents; buffering and scheduling. The main trade-off in
Section 4.2.1 is between total buffer size, buffering strategy
and link utilisation. Without taking global network require-
ments into account, no decisions will be made, rather we
present a router that allows different instances to trade-off
hardware complexity for link utilisation at instantiation
time. In Section 4.2.2 the trade-off is between link
utilisation and schedule complexity and we select an
efficient scheduling algorithm that is easily specialised to
the different instances.

4.2.1 Buffering strategy: The buffering strategy
determines the location of buffers inside the router. We
distinguish output queuning and inpur queuing. In the
following, N is the number of inputs, equal to the number
of outputs, of our router. In output queuing N* queues are
located at the outputs of the router as in |1« 5./. From the
inputs to the outputs there is a fully connected bipartite
interconnect to allow every input to write to the correspond-
ing output simultaneously. Output queuing has the best
performance among the buffering strategies. However, the
interconnect will make the router wire dominated and
expensive already for small values of N.

In input queuing the queues are at the input of the router.
A scheduler determines at which times which queues are
connected to which output ports, such that no contention
occurs. The scheduler derives contention-free connections,
a switch matrix (crossbar switch) can be used to implement
the connections. In traditional input queuing, or input
queuing for short, there is a single queue per input, resulting
in a buffer cost of N queues per router. However, due to the
so-called head-of-line blocking, for large N, router utili-
sation saturates at 59% |10|. Therefore, input queuing
results in weak utilisation of the links.

Another version of input queuing is virtual output
queuing (VOQ) [17]. VOQ combines the advantages of
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input queuing and output queuing. It has a switch as in input
queuing and has link utilisation close to that of output
queuing; 100% link utilisation can still be achieved, when
N is large . As for output queuing, there are N* queues.
For every input i there are N queues Q(i, 0), one for each
output o, | . Typically the set of N queues at each input
port of a VOQ router are mapped onto a single RAM.
However, for NoCs we strive at a small router and,
therefore, we require the RAMs to have few addresses.
But such RAMs have a large overhead. Therefore, we use
dedicated fifos developed in-house, which have almost no
overhead, see Section 5.

The decision to select traditional input queuing or VOQ
depends on system-level aspects like topology, network
utilisation and global wiring cost, and is outside the scope of
this paper. In Section 5 we show a prototype of an input-
queued router with dedicated hardware fifos and explain that
VOQ is a valid option with minor additional cost.

4.2.2 Matrix scheduling: The switch matrix, pre-
sent in input-queued architectures (see | 1= 3), is controlled
by a contention resolution algorithm, also known as matrix
scheduling, that computes which inputs and outputs must
be connected.

The matrix scheduling problem can be modelled as a
bipartite graph matching problem. Every input port i is
modelled by a node «; and every output port o by a node v,,.
There is an edge between u; and v, if and only if queue
0(i,0) is nonempty. A match is a subset of these edges
such that every node is incident to, at most, one edge.
For example, |12 6 is a match of I'ie (s,

Matching can be done optimally, but because of time
complexity and fairness, a nonoptimal algorithm is
preferred | 1],

Our matching algorithm is iterative and one iteration has

three stages, illustrated by an example in ['i¢  for N = 4.
b Ya. %o Y Yo ‘o
iy Y #y " Uy oY,
ity vy [ va uy vy
“3 V3 e 3 43 :\ Y3
a b c

Fig. 8 Three stages of a schedule iteration

a Request
b Grant
¢ Accept
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Fig. 7 Two views of the combined GT-BE router

a Conceptual view
b Hardware view

In the first stage, , every nonempty queue Q(i, o)
requests access to output port o from input port i. In the
second stage, , every output port o grants one
request, solving link contention at the output ports. In the
third stage, | , every input port i accepts one grant, to
resolve memory contention at the input port. A next
iteration then starts with the matching found so far. This
scheme is used in various scheduling algorithms, including
parallel iterative matching, round robin matching and SLIP
, and applies to both input queuing and VOQ. For input
queuing, however, stage (¢) in | is omitted since no
contention on input ports can occur. To keep schedule
latency as low as possible we use one iteration only.

4.3 Combining the GT and BE routers

The GT and BE router architectures are combined to share
resources, in particular the links and the switch. Moreover,
best-cffort traffic enables a packet-based programming
model for the guaranteed traffic, as shown in Section 4.3.2,

The principal constraint for a combined router architec-
ture is that guaranteed services are never affected by
best-effort services. | shows that, conceptually, the
combined router contains both router architectures (fat
lines represent data, thin lines represent control). Incoming
data is switched to either the GT or the BE router. The GT
traffic, the traffic that is served by the GT router, has
the higher priority to maintain guarantees. This is ensured
by the arbitration unit, which therefore affects the best-
effort scheduling. Furthermore, best-effort packets can
program the guaranteed router, as shown by the arrow-
labelled program. Thin lines going from the right to the left
indicate network flow control, which is only required for
best-effort packets because guaranteed blocks never
encounter contention.

Preure 7/ shows that the data path, consisting of buffers
and switch matrix, is shared and that the control paths of the
BE and GT routers are separate, yet interrelated. Moreover,
the arbitration unit of Iiz. 7. has been absorbed by the
BE router. The following Subsection shows how this can
be done.

4.3.1 Arbitration and flit size: When combining
GT and BE traffic in a single network the impact on the
network flow control scheme must be taken into account.
Recall from Section 3.3 that a BE flit is the smallest unit at
which flow control is performed. In other words, the BE
scheduling can only react to GT blocks at flit granularity.
To avoid alignment problems, the block size (B words)
is a multiple of the flit size (F words, B = ¢F) with
¢ being constant. We prefer a small ¢ to decrease the
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store-and-forward delay and reduce the buffer size for
guaranteed traffic, and a small F for fine-grained switching
and better statistical multiplexing.

The router architecture contains a data path and a control
path, | . The data path maximises throughput for high
link utilisation, and the control path maximises the rate of
scheduling and switching. They can be designed and
optimised independently. Given any combination of their
operating frequencies, the router has both maximum
throughput and switching rate by using the appropriate flit
size F,,. For F > F,,, the control path is ready while data
is still being transported, lowering the switching rate. For
F < F,,, flits have been transported before the control path
finishes, wasting bandwidth. This optimal flit size is defined
as fyua/ferts Where fy,, is the clock frequency of the data
path and f,,, is the scheduling frequency. Long wires can be
pipelined, but due to the scheduler’s dependency on flow
control this results in a lower scheduling frequency, and thus
larger flits.

The combination of GT and BE traffic must be addressed
by the matrix scheduling. It does not use priorities, as
suggested in | 11|, because this significantly increases the
cost of an iteration. Instead, for every block from input i
to output o, we remove all edges incident from / and incident
to o before doing the matrix scheduling. The advantage of
this scheme is that the best-effort scheduling adapts to the
presence of GT data. The overall scheduling thus effectively
adds a single stage to the first iteration of the best-effort
scheduling algorithm and, therefore, is a low-cost and
effective arbitration scheme.

4.3.2 Programming model: In this Section we
show how GT connections are set up and torn down by
means of special BE packets, called system packets, to avoid
introducing an additional communication infrastructure
only to program the network. To ensure scalability,
programming must not require a global view or centralised
resources. Section 4.1.2 explains why our contention-free
routing uses slot tables; we now see that they are distributed
over routers for scalability.

The programming functionality of the router is provided
by the reconfiguration unit. Because multiple system
packets may arrive simultaneously for the reconfiguration
unit (i.e. contention), they must be scheduled. This is
achieved by viewing the reconfiguration unit as just another
router, complete with flow control, which is placed in
between the last output and input port of the router, see
1z 8. In this way contention on the reconfiguration unit is
moved to contention on the output port, which is resolved by
the matrix scheduling algorithm described before. After
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Fig. 8 Architecture view of the combined GT-BE router

programming, the system packets re-enter the router and are
routed for the next router for program.

The remainder of this Section explains how system
packets program the network. Initially the slot table of every
router is empty. There are three system packets; SetUp,
TearDown and AckSetUp. They are used to program the slot
table in every router on their path. The SetUp packet creates
a connection from a source to a destination, and travels in
the direction of the data (‘downstream’). When a SetUp
packet arrives at the destination, it is successful and is
acknowledged by returning an AckSetUp. TearDown
packets destroy (partial) connections and can travel in
either direction. SetUp packets contain the source of the
data, the destination or a path to it and a slot number. Every
router along the path of the SetUp packet checks if the
output to the next router in the path is free in the slot
indicated by the packet. If it is free, the output is reserved in
that slot and the SetUp packet is forwarded with an
incremented (modulo ) slot. Otherwise, the SetUp packet is
discarded and a TearDown packet returns along the same
path. Thus, every path must be reversible; this is the only
assumption we make about the network topology. The
upstream TearDown packet frees the slot and continues with
a decremented slot. Downstream TearDown packets work

‘
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Fig. 9 Setup of connections

300

similarly and remove existing connections. A connection is
successfully opened when an AckSetUp is received, else a
TearDown is received. With minor additions, system
packets can also be used to program multicast connections.

The programming of the network is illustrated in ,
where we attempt to set up three connections, shown as light
gray arrows, The Figure shows four snapshots of the same
network at successive times. Two SetUp packets a and b
enter the network in . The number alongside the
packet is the slot that is to be programmed in the next router.
This is reflected in the slot tables in . where only
the column for output port our; is shown. A dark line
shows the progress of a connection setup over time. Every
snapshot the SetUp packets are routed to their next link and
the slot to be programmed is incremented by one. In ,
packet a cannot reserve slot 2 for output port out; of the
bottom router because it has been reserved for connection c,
and the setup of connection a fails. The packet a is changed
from SetUp to TearDown and routed back along its path to
remove the reservations made so far, . Note that the
slot of packet a is decremented by one at every router.
In . packet a has removed the reservation of slot 1
that it made in | 1. For clarity AckSetUp packets of
connections b and ¢ are not shown in the Figure.

The programming model is pipelined and concurrent
(multiple system packets can be active in the network
simultaneously, also from the same source) and distributed
(active in multiple routers). Given the distributed nature of
the programming model, ensuring consistency and deter-
minism is crucial. The outcome of programming may
depend on the execution order of system packets, but is
always consistent. The next Section shows how to use this
programming model.

4.3.3 Compile- and run-time slot alloca-
tion: This Section explains how to determine the slots
specified in SetUp packets. A slot allocation for a single
connection requires that, at every router along the path, the
required output is free (not reserved by another connection)
in the appropriate slot. Computing an optimal slot allocation
for all connections requires a global network view and may
be expensive. To reduce computational cost, heuristics can
be used, possibly leading to nonoptimal solutions.

SetUp packets of different connections do not fail if
connections are set up with conflict-free slots or paths.

0
Flo
1
|3
—iJ b
- e
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All execution orders of SetUp packets then give the same
result, so that compile-time slot allocations can be recreated
deterministically at run time.

Optimal run-time slot allocation is hard without a global
(and central) slot table view, which is nonscalable and slows
down programming. Distributed run-time slot allocation is
scalable, but lacks a global view and may, therefore, be
suboptimal. Moreover, SetUp packets may interfere,
making programming more involved and perhaps
adaptive (in the sense of depending on the programming
actions of other NoC users). However, dynamic connection
management at high rates will require distributed slot
allocation. In a simple distributed greedy algorithm, all
sources repeatedly generate random slot numbers for each
setup until their connection succeeds. We conclude that
our programming model allows both compile-time and
run-time slot allocation. Computational complexity,
deterministic results and scalability can be balanced
according to system requirements.

5 Current results and future work

The previous Section shows a prototype combined GT-BE
architecture. We have synthesised an input-queued router
using wormhole routing with arity 5, a queue depth of 8 flits
of 3 words of 32 bits and 256 slots in a 0.13 wm technology.
The layout is shown in | I, where the router and
reconfiguration unit are shown separately (cf. | 1= ~). It has
an aggregate bandwidth of 5 x 500 MHz x 32bit = 80
Gbit/s. The area of the router is 0.26 mm?.

The area of 0.26 mm’ depends on the use of dedicated
hardware fifos, labelled GQ and BQ in 1. (!, The router
would have been at least three times larger with register-
based or RAM-based fifos. The RAMs required for input
queuing and VOQ in an on-chip router have few addresses,
so that their overhead makes them as large as (area-
inefficient) register files. Decreasing the queue depths
reduces the buffering area (with registers at least), but also
degrades the router performance.

Dedicated hardware fifos enable both input and virtual
output queuing strategies using wormhole routing because
of the reasonable buffering cost. For example, VOQ with
two-flit deep fifos is only moderately larger than the input
queuing with fifos of depth 8 of I'iz 10 Virtual cut-through
routing in combination with input queuing is also affordable
now, because for packets of at most 8 flits, it has the same
cost as the prototype.

The slot table (labelled STU in 1. 101) occupies a
significant part of the router, for two reasons. Logically the
slot table is very large (256 slots). It is not worthwhile to
reduce the number of slots because the RAM is very area-
inefficient. We are investigating more advanced slot table
schemes and new memory architectures to reduce the size
and area of the slot table. The cost of offering time-related
guaranteed services is then lower.
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] } i
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We separately synthesised the data and control paths
(cf. ) with arities in the range 3-13 to verify their
speeds. With increasing arity, the speed of the data path
reduces little. The speed of the control path decreases by a
factor of two, corresponding to the complexity increase of
the scheduling. For each arity, we balance the performance
of the data and control paths by adjusting the flit size
as needed, as shown in Section 4.3.1. The data and
scheduling frequencies of the prototype router are
500 MHz and 166 MHz, respectively, with a flit size of 3
(F,p = 500/166. cf. Section 4.3.1).

Our results show that the cost and performance of the
combined GT-BE router can make it the basis of a router-
based network on chip. It further shows that dedicated
hardware fifos significantly reduce the buffering area and so
enable both input queuing and VOQ, with wormhole and
virtual cut-through routing.

6 Conclusions

In this paper we show that guaranteed services are essential
to provide predictable interconnects that enable compo-
sitional system design and integration. However, guarantees
typically utilise resources inefficiently. Best-effort services
overcome this problem, but provide no guarantees. So,
integrating guaranteed and best-effort services allows
efficient resource utilisation, while still providing guaran-
tees for critical traffic.

Time-related guarantees, such as throughput and latency,
can only be constructed on a NoC that intrinsically has these
properties. We therefore define a router-based NoC
architecture that combines guaranteed and best-effort
services. The router architecture has conceptually two
parts; the guaranteed-throughput (GT) and best-effort (BE)
routers. Both offer data integrity, lossless data delivery and
in-order data delivery. Additionally, the GT router offers
guaranteed throughput and latency services using pipelined
circuit switching with time division multiplexing. The
BE router uses packet switching, virtual cut-through or
wormhole routing, and input queuing or virtual-output
queuing.

We combine the GT and BE router architectures
efficiently by sharing router resources. The guarantees are
never affected by the BE traffic, and links are efficiently
utilised because BE traffic uses all bandwidth left over by
GT traffic. Connections are programmed using BE packets.
The programming model is robust, concurrent and dis-
tributed. It enables run-time and compile-time, determinis-
tic and adaptive connection management.

For all our architecture choices, we show the trade-
offs between hardware complexity and efficiency. Our
choices are motivated by a prototype router which has an area
of 0.26mm? in a 0.13 micron technology and offers
80 Gbit/s aggregate throughput. We use dedicated hardware
fifos to significantly reduce the area of the data queues.
With RAM-based or register-based queues, the router area
would have been at least three times larger.

Dedicated hardware fifos enable

(a) input queuing using both wormhole and virtual cut-
through routing,
(b) virtual-output queuing using wormhole routing.

The buffer costs are too high, however, for virtual-output
queuing with virtual cut-through routing.

The cost of offering time-related guaranteed services is
still high for our router. We are investigating how to reduce
this cost.

301
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An attractive feature of our router architecture is the

ability to combine separately optimised data and control
paths by adjusting the flit size.

In conclusion, we describe and motivate a choice of

architectures for routers, which are an essential component
in a NoC. They fulfil our NoC requirements by providing
guaranteed services and satisfy the efficiency constraint by
offering best-effort services.
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Abstract

Managing the complexity of designing chips containing billions of transistors requires de-
coupling computation from communication. For the communication, scalable and compositional
interconnects, such as networks on chip (NoC), must be used. In this paper we show that guar-
anteed services are essential in achieving this decoupling. Guarantees typically come at the cost
of lower resource utilization. To avoid this, they must be used in combination with best-effort
services. The key element of our NoC is a router consisting conceptually of two parts: the so-
called guaranteed throughput (GT) and best-effort (BE) routers. We combine the GT and BE router
architectures in an efficient implementation by sharing resources. We show the trade offs between
hardware complexity and efficiency of the combined router, and motivate our choices. Our rea-
soning for the trade offs is validated with a prototype router implementation. We show a lay-out
of an input-queued wormhole 5 x 5 router with an aggregate bandwidth of 80 Gbit/s. It occupies
0.26 mm? in cM0s12. This shows that our router provides high performance at reasonable cost,
bringing NoCs one step closer.

1 Introduction

Recent advances in technology raise the challenge of managing the complexity of designing chips
containing billions of transistors. A key ingredient in tackling this challenge is decoupling the com-
putation from communication [11,16]. This decoupling allows IPs (the computation part), and the
interconnect (the communication part) to be designed independently from each other.

In this paper, we focus on the communication part. Existing interconnects (e.g., buses) may
no longer be feasible for chips with many IPs, because of the diverse and dynamic communication
requirements. Networks on a chip (NoC) are emerging as an alternative to existing on-chip intercon-
nects because they (a) structure and manage global wires in new deep-submicron technologies [2-5,7],
(b) share wires, lowering their number and increasing their utilization [5,7], (c) can be energy efficient

and reliable [3], and (d) are scalable when compared to traditional buses [9].
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Decoupling the computation from communication requires that the services that IPs use to com-
municate are well-defined, and hide the implementation details of the interconnect [11], Figure 1(a).
NoCs help, because they are traditionally designed using layered protocol stacks [14], where each
layer provides a well-defined interface which decouples service usage from service implementa-
tion [4, 16], see Figure 1(b).

In particular, guaranteed services are essential because they make the requirements on the NoC
explicit, and limit the possible interactions of IPs with the communication environment. IPs can also
be designed independently, because their use of guaranteed services is not affected by the interconnect
or by other IPs. This is essential for a compositional construction (design and programming) of sys-
tems on chip (SoC). Moreover, failures are restricted to the IP configuration phase (a service request
is either granted or denied by the NoC) which simplifies the IP programming model [7]. We view
the guaranteed services to be offered by an interconnect as a requirement from the applications, see

Figure 1(c).

application diversity requirements
icati A
network appllcatlc.m
independent presentation °
session 9 g
services transport s 2
_ © £
network 3 o
network _ °
dependent data link
physical v
technology opportunities constraints

(@) () © @

Figure 1: Network services (a) hide the interconnect details and allow reusable components to be built
on top of them, (b) are built using a layered approach (c) are driven by the application requirements,
and (d) their efficiency relies on technology and network organization.

The drawback of using guaranteed services is that they require resource reservations for worst-
case scenarios. This is not acceptable in a SoC where cost constraints are typically very tight, see
Figure 1(d). Therefore, we also provide best-effort services to exploit the network capacity that is left
over, or reserved but unused. Guaranteed services are then used for the critical (e.g. real-time) traffic,
and best-effort services for non-critical communication.

The combination of guaranteed and best-effort classes is known from general computer network
research [17], but not for on-chip networks. As on- and off-chip networks have different character-
istics, the trade offs in their design are different. In this paper, we present the trade offs between

hardware complexity and efficiency for networks on chip, and motivate our choices.
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We present a prototype router architecture that reflects one particular set of design choices. It
has an aggregate bandwidth of 80 Gbit/s, and its CMOS12 lay-out occupies 0.26 mm?2. We list other
feasible variations that either increase performance, or lower the router cost.

In this paper, we first list a set of network-independent communication services that are essential
in chip design (Section 2). Then, we show the trade-offs between efficiency and cost that we make in
our NoC. In Section 3, we present some general network-related issues that are used in the sections
to follow. In Section 4, we zoom into the internals of the key component of our NoC: a router
that efficiently provides both guaranteed and best-effort services. In Section 5, we demonstrate the

feasibility of our router design through a prototype implementation in CM0OS12.

2 Services

The NoC services that we consider essential for chip design are [15]:
e data integrity, meaning that data is delivered uncorrupted,
o lossless data delivery, which means no data is dropped in the interconnect,

e in-order data delivery, which specifies that the order in which data is delivered is the same order

in which it has been sent, and
o throughput and latency services that offer time-related bounds.

As shown in Section 1, guaranteed services are essential to simplify IP design and integration. With
the current technology, we assume data integrity is solved at the data-link layer. All the other services
can be guaranteed or not on request. In the next section, we describe briefly how these services are
provided by our NoC, and in Section 4 we describe how our router architecture enables an efficient
implementation of these services.

Guaranteed services require resource reservation for worst-case scenarios, which can be expen-
sive. For example, guaranteeing throughput for a stream of data implies reserving bandwidth for its
peak throughput, even when its average is much lower. As a consequence, when using guarantees,
resources are often underutilized.

Best-effort services do not reserve any resources, and hence provide no guarantees. Best-effort
services use resources well because they are typically designed for average-case scenarios instead
of worst-case scenarios. They are also easy and fast to use, as they require no resource reservation.

Their main disadvantage is their unpredictability: one cannot rely on a given performance (i.e., they
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do not offer guarantees). In the best case, if certain boundary conditions are assumed, a statistical
performance can be derived.

The requirements for guaranteed services and the efficiency constraint (i.e., good resource uti-
lization) seem conflicting. Our approach to a predictable and low-cost interconnect is to integrate
the guaranteed and best-effort services in the same interconnect. Guaranteed services would be used
for critical traffic, and best-effort services for non-critical traffic. In this way the best-effort services
can exploit the available resources left over by the guaranteed services. This is illustrated further in

Figure 2 and described in more detail in [8]. .

resources resources resources

- Tyt

B

time time
(a) (b) (c)

Figure 2: (a) Guaranteed traffic requires worst-case (rg7) resource allocation (here: bandwidth). The
best-effort traffic of (b) consumes the unused bandwidth of (a), resulting in (c).

The figure shows that the network must be dimensioned to meet worst-case bandwidth require-
ments of guaranteed traffic, see Figure 2(a). All bandwidth that is not used, the white space in Fig-
ure 2(a), can be used for the best-effort traffic in (b). The best-effort traffic is delivered in bounded
time when its volume is less than the white space in Figure 2(a).

For example a video processing IP will typically require a lossless, in-order video stream with
guaranteed throughput, but possibly allows corrupted samples. Another example is cache updates
which require uncorrupted, lossless, low-latency data transfer, but ordering and guaranteed through-
put are less important. In Section 4.3 we show how integrated guaranteed and best-effort services
efficiently can use common resources. In the remainder of this section we analyze the minimum level
of abstraction at which the communication services must be offered to hide the network internals.

Traditionally, network services have been implemented and offered using a layered protocol stack,
typically aligned to the ISO-OSI reference model [14], see Figure 1(b). NoCs also take this ap-
proach [3,4,7,16], because it structures and decomposes the service implementation, and the protocol
stack concepts aid positioning of services.

To achieve the decoupling of computation from communication, the communication services must

be offered at least at the level of the transport layer in OSI reference model. 1t is the first layer that

4
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offers end-to-end services, hiding the network details; see Figure 1(a, b) [4].

The lowest three layers in the protocol stack, namely physical, data-link, and network layers, are
network specific. Therefore, these services should not be visible to the IPs when decoupling between
computation from communication is desired. However, these layers are essential in implementing
the services, because constructing guarantees without guarantees at the layer below is either very
expensive, or even impossible. For example, implementing a lossless communication on top of a lossy
service requires acknowledgment, data retransmission, and filtering duplicated data. This leads to an
increase in traffic, and possibly larger buffer space requirements. Even worse, providing guarantees
for time-related services is impossible if lower layers do not offer these guarantees. For example,
latency can not be guaranteed if communication at a lower layer is lossy. As a consequence, guarantees
can only be built on top of guarantees, see Figure 1(c). Similarly, a layer’s efficiency is based on

efficient implementations of the layers below it, see Figure 1(d).

3 Networks on chip

General computer network research is a mature research field [17] which has many issues in common
with NoCs. However, two significant differences between computer networks and on-chip networks
make the trade offs in their design very different [5]. First, routers of a NoC are more resource
constrained than those in computer network, in particular in the control complexity and in the amount
of memory. Second, communication links of a NoC are relatively shorter than those in computer
networks, allowing tight synchronization between routers.

To place the work described in this paper in context see Figure 3. The services that are described

dedicated IP
embedded FPGA

Figure 3: A SoC composed of heterogeneous IP together with a NoC. The NoC comprises intercon-
nected routers (R), and network interfaces (NI) that connect the IP to the routers.

in the previous section are provided by the network interfaces. It is these services that are visible to
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the users (IP) of the network.

The scope of this paper is limited to the router network and we identify three important issues in
its design. These are: the switching mode, contention resolution, and nenwork flow control. Equally
important are end-to-end flow control and congestion control, but these are handled by the network
interfaces and hence are out of the scope of this paper. Moreover, we assume guaranteed data integrity

at the link level and retain it at the network layer and higher.

3.1 Switching mode

The switching mode of a network specifies how data and control are related. We distinguish circuit
switching and packet switching. In circuit switching data and control are separated. The control is pro-
vided to the network to set up a connection. This results in a circuit over which all subsequent data of
the connection is transported. In time-division circuit switching bandwidth is shared by time-division
multiplexing connections over circuits. Circuit-switched networks inherently offer time-related guar-
anteed services after resources are reserved during the connection set up.

In packet switching data is divided into packets and every packet is composed of a control part,
the header, and a data part, the payload. Network routers inspect, and possibly modify, the headers
of incoming packets to switch the packet to the appropriate output port. Since in packet switching
the packets are self contained, there is no need for a set-up phase to allocate resources. Therefore,

best-effort services are naturally provided by packet switching.

3.2 Contention resolution

When a router attempts to send multiple data items over the same link at the same time contention is
said to occur. As only one data item can be sent over a link at any point in time, a selection among the
contending data must be made; this process is called contention resolution.

In circuit switching, contention resolution takes place at set up at the granularity of connections,
so that data sent over different connections do not conflict. Thus, there is no contention during data
transport, and time-related guarantees can be given.

In packet switching contention resolution takes place at the granularity of individual packets. Be-
cause packet arrival cannot be predicted contention can not be avoided. It is resolved dynamically by
scheduling which data items are sent in turn. This requires data storage in the router, see Section 4.2.1,
and delays the data in an unpredictable manner which complicates the provision of guarantees, see

Section 4.1.1.
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3.3 Network flow control

Network flow control, also called routing mode, addresses the limited amount of buffering in routers
and data acceptance between routers. In circuit switching connections are set up. The data sent over
these connections is always accepted by the routers and hence no network flow control is needed. In
packet switching, data items must be buffered at every router before they are sent on. Because routers
have a limited amount of buffering they accept data only when they have enough space to store the
incoming data.

There are three types of network flow control, namely store-and-forward, virtual cut-through, and
wormhole routing. In store-and-forward routing, an incoming packet is received and stored in its
entirety before it is forwarded to the next router. This requires storage for the complete packet, and
implies a per-router latency of at least the time required for the router to receive the packet.

In virtual cut-through routing a packet is forwarded as soon as the next router guarantees that
the complete packet will be accepted. When no guarantee is given, the router must be able to store
the whole packet. Thus, virtual cut-trough routing requires buffer space for a complete packet, like
store-and-forward routing, but allows lower-latency communication.

In wormhole routing packets are split in so-called flits (flow control digits). A flit is passed to
the next router when the flit can be accepted, even when there is not enough buffer space for the
complete packet. As soon as a flit of a packet is sent over an output port, that output port is reserved
for flits of that packet only. When the first flit of a packet is blocked the trailing flits can therefore
be spread over multiple routers, blocking the intermediate links. Wormhole routing requires the least
buffering (buffer flits instead of packets) and also allows low-latency communication. However, it
is more sensitive to deadlock and generally results in lower link utilization than virtual cut-through
routing.

To allow low latency we consider both virtual-cut through and wormhole routing, which are both

feasible in terms of buffer area, as shown in Section 5.

4 A combined GT-BE router

Section 2 defines our requirements for NoCs in terms of services that are to be offered, in particular,
both guaranteed and best-effort services. Using the general network issues of the previous section we
show in the following two subsections that the guaranteed and best-effort services can conceptually be
described by two independent router architectures. The combination of these two router architectures

is efficient and has a flexible programming model, as described in Section 4.3. Section 5 then shows
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a prototype implementation.

4.1 A GT router architecture

Our guaranteed-throughput (GT) router guarantees uncorrupted, lossless, and ordered data transfer,
and both latency and throughput over a finite time interval. As mentioned earlier, data integrity is
solved at the data-link layer; we do not address it further. The GT router is lossless because we use a
variant of circuit switching, described in the next section. Data is transported in fixed-size blocks. As
only one block is stored per input in the GT router, data items remain ordered per connection. We now

turn to the more challenging time-related guarantees, namely throughput and latency.

4.1.1 Time-related guarantees

Latency is defined as the duration a packet is transported over the network. Guaranteeing latency,
therefore, means that a worst-case upper bound must be given for this time. We define throughput for
a given producer-consumer pair as the amount of data transported by the network over a finite, fixed
time interval. Guaranteeing throughput means giving a lower bound.

We observe that guaranteeing latency even in a lossless router is difficult because contention re-
quires scheduling and hence cause delays. Guaranteeing throughput is less problematic. Rate-based
packet switching (for an overview see [18]) offers guaranteed throughput over a finite period, and
hence a latency bound. This bound is very high, however, and the cost of buffering is also high.
Deadline-based packet switching [ 13] offers preferential treatment for packets close to their deadline.
This allows differential latency guarantees (under certain admissible traffic assumptions), but also at
high buffer costs.

Circuit switching solves the contention at set up, so naturally providing guaranteed latency and
throughput. Circuits can be pipelined to improve throughput [6], at the cost of additional buffering and
latency. Time-division multiplexing connections over pipelined circuits additionally offers flexibility
in bandwidth allocation. This requires a logical notion of router synchronicity, which is possible
because a NoC is better controllable than a general network. We explain this variation in more detail

in the next subsection. The associated programming model is described in Section 4.3.2.

4.1.2 Contention-free routing

A router uses a slot table to (a) avoid contention on a link, (b) divide up bandwidth per link between
connections, and (c) switch data to the correct output. Every slot table T has S time slots (rows),

and N router outputs (columns). There is a logical notion of synchronicity: all routers in the network
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are in the same fixed-duration slot. In a slot s at most one block of data can be read/written per
input/output port. In the next slot, (s + 1)%.J, the read blocks are written to their appropriate output
ports. Blocks thus propagate in a store and forward fashion. The latency a block incurs per router is
equal to the duration of a slot and bandwidth is guaranteed in multiples of block size per S slots.

The entries of the slot table map outputs to inputs for every slot: T(s, 0) = ¢, meaning that blocks
from input ¢ (if present) are passed to output o at times s + kS, k € N. An entry is empty when there
is no reservation for that output in that slot. No contention can arise in table T because there is at most
one input per output for each slot. Sending a single input to multiple outputs (multicast) is possible.

Figure 4 illustrates the operation of contention-free routing. It shows a snapshot of a router net-
work with three routers R, Ry, and R3 at slot s = 2, indicated by the arrows pointing to the third slot
in the table (recall that slots are numbered from 0). The size of the slot tables is S = 4, and only the

relevant columns are depicted.
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Figure 4: Contention-free routing,

Three connections, a, b, and ¢, are shown with the gray arrows; the black circles represents packets
on the connection with the corresponding letter. Packets a and ¢ were switched from the input of the
network to their output links in slot 1. In slot 2, shown in Figure 4, packet b is switched from input 7,
to output o5 in router R, as indicated by the slot table T (2. 02) = 1;. Packets @ and c are switched
similarly by the network.

The slots reserved for a block along its path from source to destination increase by one (modulo
S). If slot s is reserved in a router, slot (s + 1)%.S must be reserved in the next router on the path.
The assignment of slots to connections in the network is an optimization problem, and is described in

Section 4.3.3. Section 4.3.2 explains how slots are reserved in our network.
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4.2 A BE router architecture

Best-effort traffic can have a better average performance than offered by guaranteed services. This
depends on boundary conditions, such as network load, that are unpredictable. Best-effort services
thus fulfill our efficiency requirement, but without offering time-related guarantees. This section
describes an architecture for a best-effort service with uncorrupted, lossless, in-order data transport.
The BE router cost and performance are largely dependent on the contention resolution scheme
of the router. The contention resolution scheme has two components: buffering and scheduling. The
main trade off in Section 4.2.1 is between total buffer size, buffering strategy, and link utilization.
Without taking global network requirements into account, no decisions will be made, rather we present
a router that allows different instances to trade off hardware complexity for link utilization at instan-
tiation time. In Section 4.2.2 the trade off is between link utilization and schedule complexity and we

select an efficient scheduling algorithm that is easily specialized to the different instances.
4.2.1 Buffering strategy

The buffering strategy determines the location of buffers inside the router. We distinguish output queu-
ing and input queuing. In the following, N is the number of inputs, equal to the number of outputs,
of our router. In output queuing N2 queues are located at the outputs of the router as in Figure 5(a).
From the inputs to the outputs there is a fully connected bipartite interconnect to allow every input to
write to the corresponding output simultaneously. Output queuing has the best performance among
the buffering strategies, however, the interconnect will make the router wire dominated and expensive
already for small values of N.

In input queuing the queues are at the input of the router. A scheduler determines at which times
which queues are connected to which output ports such that no contention occurs. The scheduler
derives contention-free connections, a switch matrix (crossbar switch) can be used to implement the
connections. In traditional input queuing, or input queuing for short, there is a single queue per
input, resulting in a buffer cost of N queues per router. However, due to the so-called head-of-line
blocking, for large N, router utilization saturates at 59% [10]. Therefore, input queuing results in
weak utilization of the links.

Another version of input queuing is virtual output queuing (voQ) [1]. vOQ combines the advan-
tages of input queuing and output queuing. It has a switch like in input queuing and has the link
utilization close to that of output queuing; 100% link utilization can still be achieved, when N is

large [12]. As for output queuing, there are N2 queues. For every input i there are N queues Q(, 0),
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one for each output o, see Figure 5(b). Typically the set of N queues at each input port of a vOQ
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i=0 o T [0 Q(0.0) »
i > ; I+ :
T —=0] T+ o0,
3
1 T -1
l ( i > 10 port 0=N-1 )
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(a) output queued architecture (b) virtual output queued architecture

Figure 5: Schematics of two router architectures.

router are mapped onto a single RAM. However, for NoCs we strive at a small router and therefore
we require the RAMs to have few addresses. But such RAMs have large overhead. Therefore, we use
dedicated fifos developed in-house, which have almost no overhead, see Section 5.

The decision to select traditional input queuing or vOQ depends on system-level aspects like topol-
ogy, network utilization, and global wiring cost, and is outside the scope of this paper. In Section 5
we show a prototype of an input queued router with dedicated hardware fifos and explain that voQ is

a valid option with minor additional cost.
4.2.2 Matrix scheduling

The switch matrix, present in input-queued architectures (see Figure 5), is controlled by a contention
resolution algorithm, also known as matrix scheduling, that computes which inputs and outputs must
be connected.

The matrix scheduling problem can be modeled as a bipartite graph matching problem. Every
input port i is modeled by a node u; and every output port o by a node v,. There is an edge between
u,; and v, if and only if queue Q(i, o) is non-empty. A match is a subset of these edges such that every
node is incident to at most one edge. For example, Figure 6(c) is a match of Figure 6(a).

Matching can be done optimally, but because of time complexity and fairness, a non-optimal
algorithm is preferred [12].

Our matching algorithm is iterative and one iteration has three stages, illustrated by an example in
Figure 6 for N = 4. In the first stage, see Figure 6(a), every non-empty queue Q(i, o) requests access
to output port o from input port i. In the second stage, see Figure 6(b), every output port o grants one
request, solving link contention at the output ports. In the third stage, see Figure 6(c), every input port

i accepts one grant, to resolve memory contention at the input port. A next iteration then starts with
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Figure 6: The three stages of a schedule iteration.

the matching found so far. This scheme is used in various scheduling algorithms, including parallel
iterative matching, round robin matching, and SLIP [12], and applies to both input queuing and VOQ.
For input queuing, however, stage (c) in Figure 6 is omitted since no contention on input ports can

occur. To keep schedule latency as low as possible we use one iteration only.

4.3 Combining the GT and BE routers

The GT and BE router architectures are combined to share resources, in particular the links and the
switch. Moreover, best-effort traffic enables a packet-based programming model for the guaranteed
traffic, as shown later, in Section 4.3.2.

The principal constraint for a combined router architecture is that guaranteed services are never af-
fected by best-effort services. Figure 7(a) shows that, conceptually, the combined router contains both
router architectures (fat lines represent data, thin lines represent control). Incoming data is switched to
either the GT or the BE router. The GT traffic, the traffic that is served by the GT router, has the higher
priority, to maintain guarantees. This is ensured by the arbitration unit, which therefore affects the
best-effort scheduling. Furthermore, best-effort packets can program the guaranteed router, as shown
by the arrow labeled program. Thin lines going from the right to the left indicate network flow control,
which is only required for best-effort packets because guaranteed blocks never encounter contention.

Figure 7(b) shows that the data path, consisting of buffers and switch matrix, is shared, and that
the control paths of the BE and GT routers are separate, yet interrelated. Moreover, the arbitration unit
of Figure 7(a) has been absorbed by the BE router. The following subsection shows how this can be

done.

4.3.1 Arbitration and flit size

When combining GT and BE traffic in a single network the impact on the network flow control scheme

must be taken into account. Recall from Section 3.3 that a BE flit is the smallest unit at which flow
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Figure 7: Two views of the combined GT-BE router.

control is performed. In other words, the BE scheduling can only react to GT blocks at flit granularity.
To avoid alignment problems, the block size (B words) is a multiple of the flits (F words, B =
¢F) with ¢ being constant. We prefer a small £ to decrease the store-and-forward delay and reduce
the buffer size for guaranteed traffic, and a small F for fine-grained switching and better statistical
multiplexing.

The router architecture contains a data path and a control path, see Figure 7(b). The data path
maximizes throughput for high link utilization, and the control path maximizes the rate of scheduling
and switching. They can be designed and optimized independently. Given any combination of their
operating frequencies, the router has both maximum throughput and switching rate by using the ap-
propriate flit size Fyps. For F' > Fypy, the control path is ready while data is still being transported,
lowering the switching rate. For F' < Fyyy, flits have been transported before the control path fin-
ishes, wasting bandwidth. This optimal flit size is defined as f,,;,/ fopr» Where fy... is the clock
frequency of the data path and f,,,, is the scheduling frequency. Long wires can be pipelined, but due
to the scheduler’s dependency on flow control, this results in a lower scheduling frequency, and thus
larger flits.

The combination of GT and BE traffic must be addressed by the matrix scheduling. It does not use
priorities, as suggested in [12], because this significantly increases the cost of an iteration. Instead,
for every block from input i to output 0 we remove all edges incident from 7 and incident to o, before
doing the matrix scheduling. The advantage of this scheme is that the best-effort scheduling adapts to
the presence of GT data. The overall scheduling thus effectively adds a single stage to the first iteration

of the best-effort scheduling algorithm and therefore is a low-cost and effective arbitration scheme.
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4.3.2 Programming model

In this section we show how GT connections are set up and torn down by means of special BE packets,
called system packets, to avoid introducing an additional communication infrastructure only to pro-
gram the network. To ensure scalability, programming must not require a global view or centralized
resources. Section 4.1.2 explains why our contention-free routing uses slot tables; we now see that
they are distributed over routers for scalability.

The programming functionality of the router is provided by the reconfiguration unit. Because
multiple system packets may arrive simultaneously for the reconfiguration unit (contention) they must
be scheduled. This is achieved by viewing the reconfiguration unit as yet another router, complete
with flow control, which is placed in between the last output and input port of the router, see Figure 8.
In this way contention on the reconfiguration unit is moved to contention on the output port, which is
resolved by the matrix scheduling algorithm described before. After programming, the system packets

re-enter the router and are routed to the next router to program it.

switch

H
st

' I
[ slot table I——{ arbiter I

reconfiguration unit

Figure 8: Architecture view of the combined GT-BE router.

Initially the slot table of every router is empty. There are three system packets: SetUp, TearDown,
and AckSetUp. They are used to program the slot table in every router on their path. The SetUp
packet creates a connection from a source to a destination, and travels in the direction of the data
(“downstream”). When a SetUp packet arrives at the destination it is successful and is acknowledged
by returning an AckSetUp. TearDown packets destroy (partial) connections, and can travel in either
direction. SetUp packets contain the source of the data, the destination or a path to it, and a slot
number. Every router along the path of the SetUp packet checks if the output to the next router in
the path is free in the slot indicated by the packet. If it is free, the output is reserved in that slot, and
the SetUp packet is forwarded with an incremented (modulo S) slot. Otherwise, the SetUp packet is

discarded and a TearDown packet returns along the same path. Thus every path must be reversible;
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this is the only assumption we make about the network topology. The upstream TearDown packet frees
the slot, and continues with a decremented slot. Downstream TearDown packets work similarly, and
remove existing connections. A connection is successfully opened when an AckSetUp is received, else
a TearDown is received. With minor additions, system packets can also be used to program multicast

connections.

T1
iny
—= a1 g Qn—-
- ing fa— D
ing
A 0 [
1
2 2
) 3
@2—'- F— —
- g - 4—\\
0 7 0
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Figure 9: Set up of connections.

[The programming of the network is illustrated in Figure 9, where we attempt to set up
three connections, shown as light gray arrows. The figure shows four snapshots of the same
network at successive times. Two SetUp packets, ¢ and b, enter the network in Figure 9(a). The
number alongside the packet is the slot that is to be programmed in the next router. This is
reflected in the slot tables in Figure 9(b), where only the column for output port out; is shown.
A dark line shows the progress of a connection set up over time. The SetUp packets are routed
to their next link and the slot to be programmed is incremented by one. In Figure 9(b) packet a
cannot reserve slot 2 for output port out; of the bottom router, because it has been reserved for
connection c. The set up of connection ¢ fails. The packet ¢ is changed from SetUp to TearDown
and routed back along its path to remove the reservations made so far, see Figure 9(c). Note that
the slot of packet a is decremented by one at every router. In Figure 9(d) packet a has removed
the reservation of slot 1 that it made in Figure 9(b). For clarity AckSetUp packets of connections
b and c are not shown in the figure.]

The programming model is pipelined and concurrent (multiple system packets can be active in
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the network simultaneously, also from the same source) and distributed (active in multiple routers).
Given the distributed nature of the programming model, ensuring consistency and determinism is
crucial. The outcome of programming may depend on the execution order of system packets, but is

always consistent. The next section shows how to use this programming model.

4.3.3 Compile- and run-time slot allocation

This section explains how to determine the slots specified in SetUp packets. A slot allocation for a sin-
gle connection requires that, at every router along the path, the required output is free (not reserved by
another connection) in the appropriate slot. Computing an optimal slot allocation for all connections
requires a global network view and may be expensive. To reduce computational cost, heuristics can
be used, possibly leading to non-optimal solutions.

SetUp packets of different connections do not fail if connections are set up with conflict-free slots
or paths. All execution orders of SetUp packets then give the same result, so that compile-time slot
allocations can be recreated deterministically at run time.

Optimal run-time slot allocation is hard without a global (and central) slot table view, which is
non-scalable and slows down programming. Distributed run-time slot allocation is scalable, but lacks
a global view and may, therefore, be suboptimal. Moreover, SetUp packets may interfere, making
programming more involved, and perhaps non-deterministic (in the sense of depending on the pro-
gramming actions of other NoC users). However, dynamic connection management at high rates will
require distributed slot allocation. In a simple distributed greedy algorithm, all sources repeatedly
generate random slot numbers for each set up until their connection succeeds. We conclude that our
programming model allows both compile-time and run-time slot allocation. Computational complex-

ity, deterministic results, and scalability can be balanced according to system requirements.

5 Current results and future work

The previous section shows a prototype combined GT-BE architecture. We have synthesized an input-
queued router using wormhole routing with arity 5, a queue depth of 8 flits of 3 words of 32 bits, and
256 slots in CMOS 12 technology. The lay-out is shown in Figure 10, where the router and reconfigu-
ration unit are shown seperately (cf. Figure 8). It has an aggregate bandwidth of 5 x 500 MHz x 32
bit = 80 Gbit/s. The area of the router is 0.26 mm?.

The area of 0.26 mm? depends on the use of dedicated hardware fifos, labeled GQ and BQ in

Figure 10. The router would have been at least three times larger with register- or RAM-based fifos.
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Figure 10: Lay-out of (a) a combined GT-BE router and (b) reconfiguration unit (RCU).

The RAMs required for input queuing and vOQ in an on-chip router have few addresses so that their
overhead makes them as large as (area-inefficient) register files. Decreasing the queue depths reduces
the buffering area (with registers at least), but also degrades the router performance.

Dedicated hardware fifos enable both input and virtual output queuing strategies using wormhole
routing because of the reasonable buffering cost. For example, voQ with two-flit deep fifos is only
moderately larger than the input queuing with fifos of depth 8 of Figure 10. Virtual cut-through routing
in combination with input queuing is also affordable now, because for packets of at most 8 flits, it has
the same cost as the prototype.

The slot table (labeled STU in Figure 10) occupies a significant part of the router, for two reasons.
Logically the slot table is very large (256 slots). It is not worthwhile to reduce the number of slots
because the RAM is very area inefficient. We are investigating more advanced slot table schemes
and new memory architectures to reduce the size and area of the slot table. The cost of offering
time-related guaranteed services is then lower.

We separately synthesized the data and control paths (cf. Figure 7) with arities ranging from 3 to
13 to verify their speeds. With increasing arity, the speed of the data path reduces little. The speed of
the control path decreases by a factor of two, corresponding to the complexity increase of the schedul-
ing. For each arity, we balance the performance of the data and control paths by adjusting the flit size
as needed, as shown in Section 4.3.1. The data and scheduling frequencies of the prototype router are
500 MHz and 166 MHz. respectively, with a flit size of 3 (Fopr = 500/166, cf. Section 4.3.1).

Our results show that the cost and performance of the combined GT-BE router can make it the basis
of a router-based network on chip. It further shows that dedicated hardware fifos significantly reduce
buffering area and so enable both input queuing and voQ, with wormhole and virtual-cut through

routing.
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6 Conclusions

In this paper we show that guaranteed services are essential to provide predictable interconnects that
enable compositional system design and integration. However, guarantees typically utilize resources
inefficiently. Best-effort services overcome this problem but provide no guarantees. So, integrating
guaranteed and best-effort services allows efficient resource utilization, yet still providing guarantees
for critical traffic.

Time-related guarantees, such as throughput and latency, can only be constructed on a NoC that
intrinsically has these properties. We therefore define a router-based NoC architecture that com-
bines guaranteed and best-effort services. The router architecture has conceptually two parts: the
guaranteed-throughput (GT) and best-effort (BE) routers. Both offer data integrity, lossless data deliv-
ery, and in-order data delivery. Additionally, the GT router offers guaranteed throughput and latency
services using pipelined circuit switching with time-division multiplexing. The BE router uses packet
switching, virtual cut-through or wormhole routing, and input queuing or virtual output queuing.

We combine the GT and BE router architectures efficiently by sharing router resources. The guar-
antees are never affected by the BE traffic, and links are efficiently utilized because BE traffic uses all
bandwidth left over by GT traffic. Connections are programmed using BE packets. The programming
model is robust, concurrent, and distributed. It enables run-time and compile-time, deterministic and
adaptive connection management.

For all our architecture choices, we show the trade offs between hardware complexity and effi-
ciency. Our choices are motivated by a prototype router which has an area of 0.26 mm? in cCMOS12
and offers 80 Gbit/s aggregate throughput. We use dedicated hardware fifos to significantly reduce
the area of the data queues. With RAM- or register-based queues the router area would have been at
least 3 times larger.

Dedicated hardware fifos enable (a) input queuing using both wormhole and virtual cut-through
routing, and (b) virtual output queuing using wormbhole routing. The buffer costs are too high, how-
ever, for virtual output queuing with virtual cut-through routing.

The cost of offering time-related guaranteed services is still high for our router. We are investigat-
ing how to reduce this cost.

An attractive feature of our router architecture is the ability to combine separately optimized data
and control paths by adjusting the flit size.

In conclusion, we describe and motivate a choice of architectures for routers, which are an essen-

tial component in a NoC. They fulfill our NoC requirements by providing guaranteed services, and
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satisfy the efficiency constraint by offering best-effort services.
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Trade Offs in the Design of a Router with Both Guaranteed and Best-Effort
Services for Networks on Chip
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Philips Research Laboratories, Eindhoven, The Netherlands

Abstract

Managing the complexity of designing chips containing billions
of trunsistors requires decoupling computation from communica-
tion. For the comnumication, scalable and compositional inter-
connects, such as networks on chip (NoC), must be used. In this
paper we show that guaranteed services are essential in achieving
this decoupling. Guarantees typically come at the cost of lower
resource utilization. To avoid this, they must be used in combi-
nation with best-effort services. The key element of our NoC is a
router consisting conceptually of two parts: the so-called guar-
anteed throughput (GT) and best-effort (BE) routers. We combine
the GT and BE router architectures in an efficient implementation
by sharing resources. We show the trade offs between hardware
complexity and efficiency of the combined router, and motivate
our choices. Our reasoning for the trade offs is validated with
a prototype router implementation. We show a lay-out of an input-

quened wormhole 5 x 5 router with an aggregate bandwidth of

80 Gbit/s. It occupies 0.26 mm?® in cM0S12. This shows that
our router provides high performance at reasonable cost, bring-
ing NoCs one step closer:

1 Introduction

Recent advances in technology raise the challenge of managing
the complexity of designing chips containing billions of transis-
tors. A key ingredient in tackling this challenge is decoupling the
computation from communication [10,14]. This decoupling allows
IPs (the computation part), and the interconnect (the communica-
tion part) to be designed independently from each other.

In this paper, we focus on the communication part. Existing in-
terconnects (e.g., buses) may no longer be feasible for chips with
many IPs, because of the diverse and dynamic communication re-
quirements. Networks on a chip (NoC) are emerging as an al-
ternative to existing on-chip interconnects because they (a) struc-
ture and manage global wires in new deep-submicron technolo-
gies [2-5,7], (b) share wires, lowering their number and increasing
their utilization [5, 7], (c) can be energy efficient and reliable [3],
and (d) are scalable when compared to traditional buses [8].

Decoupling the computation from communication requires that
the services that [Ps use 1o communicate are well-defined. and hide
the implementation details of the interconnect [10], Figure 1(a).
NoCs help, because they are traditionally designed using layered
protocol stacks [13], where each layer provides a well-defined in-
terface which decouples service usage from service implementa-
tion [4, 14}, see Figure 1(b).

In particular, guaranteed services are essential because they
make the requirements on the NoC explicit, and limit the possi-
ble interactions of IPs with the communication environment. IPs
can also be designed independently, because their use of guaran-
teed services is not affected by the interconnect or by other IPs.

1530-1591/03 $17.00 © 2003 IEEE

This is essential for a compositional construction (design and pro-
gramming) of systems on chip (SoC). Moreover, failures are re-
stricted to the IP configuration phase (a service request is cither
granted or denicd by the NoC) which simplifics the 1P program-
ming model [7]. We view the guaranteed services to be offered by
an interconnect as a requirement from the applications, see Fig-
ure 1(c).

The drawback of using guaranteed services is that they require
resource reservations for worst-case scenarios. This is not accept-
able in a SoC where cost constraints are typically very tight, see
Figure 1(d). Therefore, we also provide best-effort services to ex-
ploit the network capacity that is left over, or reserved but unused.
Guaranteed services are then used for the critical (e.g. real-time)
traffic, and best-effort services for non-critical communication.

The combination of guaranteed and best-effort classes is
known from general computer network research [15], but not for
on-chip networks. As on- and off-chip networks have different
characteristics, the trade offs in their design are different. In this
paper, we present the trade offs between hardware complexity and
efficiency for networks on chip. and motivate our choices.

We present a prototype router architecture that reflects one par-
ticular set of design choices. It has an aggregate bandwidth of
80 Gbit/s, and its CMOS12 lay-out occupies 0.26 mm?, We list
other feasible variations that either increase performance, or lower
the router cost.

In this papcr. we first list a sct of nctwork-indcpendent com-
munication services that are essential in chip design (Section 2).
Then, we show the trade-offs between efficiency and cost that we
make in our NoC. In Section 3, we present some general network-
related issues that are used in the sections to follow. In Section 4,
we zoom into the internals of the key component of our NoC: a
router that efficiently provides both guaranteed and best-cftort ser-
vices. In Section 5, we demonstrate the feasibility of our router
design through a prototype implementation in CMOS12.
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Figure 1. Network services (a) hide the interconnect details and al-
low reusable components to be build on top of them, (b) are build
using a layered approach (c) are driven by the application require-
ments, and (d) their efficiency relies on technology and network or-
ganization.
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2 Services

The NoC services that we consider essential for chip design
are: data integrity, meaning that data is delivered uncorrupted,
lossless data deliverv, which means no data is dropped in the in-
terconnect, in-order data delivery, which specifies that the order
in which data is delivered is the same order in which it has been
sent, and throughput and lutency services that offer time-related
bounds. As shown in Section 1, guaranteed services are essential
to simplify IP design and integration. With the current technology,
we assume data integrity is solved at the data-link layer. All the
other services can be guaranteed or not on request. In the next
section, we describe briefly how these services are provided by
our NoC, and in Section 4 we describe how our router architecture
enables an efficient implementation of these services.

Guaranteed services require resource reservation for worst-
case scenarios, which can be expensive. For example, guarantee-
ing throughput for a stream of data implies reserving bandwidth
for its peak throughput, even when its average is much lower. As
a consequence, when using guarantees, resources are often under-
utilized.

Best-effort services do not reserve any resources, and hence
provide no guarantees. Best-effort services use resources well be-
cause they are typically designed for average-case scenarios in-
stead of worst-case scenarios. They are also easy and fast to use,
as they require no resource reservation. Their main disadvantage
is their unpredictability: one cannot rely on a given performance
(i.c., they do not offer guarantees). In the best case, if certain
boundary conditions are assumed, a statistical performance can be
derived.

The requirements for guaranteed services and the efficiency
constraint (i.e.. good resource utilization) are conflicting. Our ap-
proach to a predictable and low-cost interconnect is to integrate
the guaranteed and best-effort services in the same interconnect.
Guaranteed services would be used for critical traffic, and best-
effort services for non-critical traflic. For example a video pro-
cessing [P will typically require a lossless, in-order video stream
with guaranteed throughput, but possibly allows corrupted sam-
ples. Another example is cache updates which require uncor-
rupted, lossless, low-latency data transfer, but ordering and guar-
anteed throughput are less important. In Section 4.3 we show how
integrated guaranteed and best-effort services efficiently can use
common resources. In the remainder of this section we analyze
the minimum level of abstraction at which the communication ser-
vices must be offered to hide the network internals.

Traditionally, network services have been implemented and
offered using a layered protocol stack, typically aligned to the
ISO-OSI reference model [13], see Figure 1(b). NoCs also take
this approach [3,4, 7, 14], because it structures and decomposes
the service implementation, and the protocol stack concepts aid
positioning of services.

To achieve the decoupling of computation from communica-
tion, the communication services must be offered at least at the
level of the transport layer in OSI reference model. It is the first
layer that offers end-to-end services, hiding the network details;
see Figure 1(a, b) [4].

The lowest three layers in the protocol stack, namely physical,
data-link, and network layers, are network specific. Therefore,
these services should not be visible to the IPs when decoupling
between computation from communication is desired. However,
these layers are essential in implementing the services, because

constructing guarantees without guarantees at the layer below is ei-
ther very expensive, or even impossible. For example, implement-
ing a lossless communication on top of a lossy service requires ac-
knowledgment, data retransmission. and filtering duplicated data.
T'his lcads to an increasc in traffic. and possibly larger buffer space
requirements. Even worse, providing guarantees for time-related
services is impossible if lower layers do not offer these guarantees.
For example, latency can not be guaranteed if communication at
a lower layer is lossy. As a consequence, guarantees can only be
built on top of guarantees, see Figure 1(c). Similarly, a layer’s ef-
ficiency is based on efficient implementations of the layers below
it, see Figure 1(d).

3 Networks on chip

General computer network research is a mature research
field [15] which has many issues in common with NoCs. How-
ever, two significant differences between computer networks and
on-chip networks make the trade offs in their design very differ-
ent [5]. First, routers of a NoC are more resource constrained than
those in computer network, in particular in the control complex-
ity and in the amount of memory. Second, communication links
of a NoC are relatively shorter than those in computer networks,
allowing tight synchronization between routers.

We identify three important issues in the design of the router
network architecture. These are: the switching mode, contention
resolution, and network flow control. Equally important, end-to-
end flow control and congestion control are handled in our NoC
at the network edge instead of the routers; we therefore omit their
discussion here. Similarly, we assume guaranteed data integrity at
the link level and retain it at the network layer and and higher.

3.1 Switching mode

The switching mode of a network specifies how data and con-
trol are related. We distinguish circuit switching and packet
switching. In circuit switching data and control are separated. The
control is provided to the network to sef up a connection. This
results in a circuit over which all subsequent data of the connec-
tion is transported. In time-division circuit switching bandwidth
is shared by time-division multiplexing connections over circuits.
Circuit-switched networks inherently offer time-related guaran-
teed services after resources are reserved during the connection
set up.

In packet switching data is divided into packets and every
packet is composed of a control part, the header, and a data part,
the payvload. Network routers inspect, and possibly modify, the
headers of incoming packets to switch the packet to the appropri-
ate output port. Since in packet switching the packets are self con-
tained, there is no need for a set-up phase to allocate resources.
Therefore, best-effort services are naturally provided by packet
switching.

3.2 Contention resolution

When a router attempts to send multiple data items over the
same link at the same time contention is said to occur. As only one
data item can be sent over a link at any point in time, a selection
among the contending data must be made; this process is called
contention resolution.

In circuit switching, contention resolution takes place at set up
at the granularity of connections, so that data sent over different
connections do not conflict. Thus. there is no contention during
data transport, and time-related guarantees can be given.
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In packet switching contention resolution takes place at the
granularity of individual packets. Because packet arrival cannot
be predicted contention can not be avoided. It is resolved dynam-
ically by scheduling in which data items are sent in turn. This re-
quires data storage in the router, see Section 4.2.1, and delays the
data in a non predictable manner which complicates the provision
of guarantees, see Section 4.1.1.

3.3 Network flow control

Network flow control, also called routing mode, addresses the
limited amount of buffering in routers and data acceptance be-
tween routers. In circuit switching connections are set up. The
data sent over these connections is always accepted by the routers
and hence no network flow control is needed. In packet switching,
data items must be buffered at every router before they are sent
on. Because routers have a limited amount of buffering they ac-
cept data only when they have enough space to store the incoming
data.

There are three types of network flow control. namely store-
and-forward, virtual cut-through, and wormhole routing. In store-
and-forward routing, an incoming packet is received and stored in
its entirety before it is forwarded to the next router. This requires
storage for the complete packet, and implies a per-router latency
of at least the time required for the router to receive the packet.

In virtual cut-through routing a packet is forwarded as soon
as the next router guarantees that the complete packet will be ac-
cepted. When no guarantee is given, the router must be able to
store the whole packet. Thus, virtual cut-trough routing requires
buffer space for a complete packet, like store-and-forward routing,
but allows lower-latency communication.

In wormhole routing packets are split in so-called flits (flow
control digits). A flit is passed to the next router when the flit can
be accepted, even when there is not enough buffer space for the
complete packet. As soon as a flit of a packet is scnt over an output
port. that output port is reserved for flits of that packet only. When
the first flit of a packet is blocked the trailing flits can therefore
be spread over multiple routers, blocking the intermediate links.
Wormbhole routing requires the least buffering (buffer flits instead
of packets) and also allows low-latency communication. However,
it is more sensitive to deadlock and generally results in lower link
utilization than virtual cut-through routing.

To allow low latency we consider both virtual-cut through and
wormbhole routing, which are both feasible in terms of buffer area,
as shown in Section 5.

4 A combined GT-BE router

Section 2 defines our requirements for NoCs in terms of ser-
vices that are to be offered, in particular, both guaranteed and best-
effort services. Using the general network issues of the previous
section we show in the following two subsections that the guar-
anteed and best-effort services can conceptually be described by
two independent router architectures. The combination of these
two router architectures is efficient and has a flexible program-
ming model, as described in Section 4.3. Section 5 then shows a
prototype implementation.

4.1 A GT router architecture

Our guaranteed-throughput (GT) router guarantees uncor-
rupted, lossless, and ordered data transfer, and both latency and
throughput over a finite time interval. As mentioned earlier, data

integrity is solved at the data-link layer; we do not address it fur-
ther. The GT router is lossless because we use a variant of circuit
switching, described in the next section. Data is transported in
fixed-size blocks. As only one block is stored per input in the GT
router, data items remain ordered per connection. We now turn to
the more challenging time-related guarantees, namely throughput
and latency.

4.1.1 Time-related guarantees

Latency is defined as the duration a packet is transported over
the network. Guaranteeing latency, therefore, means that a worst-
case upper bound must be given for this time. We define through-
put for a given producer-consumer pair as the amount of data trans-
ported by the network over a finite, fixed time interval. Guarantee-
ing throughput means giving a lower bound.

We observe that guaranteeing latency even in a lossless router
is difficult because contention requires scheduling and hence cause
delays. Guaranteeing throughput is less problematic. Rate-based
packet switching (for an overview see [16]) offers guaranteed
throughput over a finite period. and hence a latency bound. This
bound is very high, however, and the cost of buffering is also high.
Deadline-based packet switching [12] offers preferential treatment
for packets close to their deadline. This allows differential latency
guarantees (under certain admissible traffic assumptions). but also
at high buffer costs.

Circuit switching solves the contention at set up, so natu-
rally providing guaranteed latency and throughput. Circuits can
be pipelined to improve throughput [6], at the cost of additional
buffering and latency. Time-division multiplexing connections
over pipelined circuits additionally offers flexibility in bandwidth
allocation. This requires a logical notion of router synchronicity,
which is possible because a NoC is better controllable than a gen-
eral network. We explain this variation in more detail in the next
subsection. The associated programming model is described in
Section 4.3.2.

4.1.2 Contention-free routing

A router uses a slot table to (a) avoid contention on a link, (b)
divide up bandwidth per link between connections, and (c¢) switch
data to the correct output. Every slot table 7" has S time slots
(rows), and N router outputs (columns). There is a logical no-
tion of synchronicity: all routers in the network are in the same
fixed-duration slot. In a slot s at most one block of data can be
read/written per input/output port. In the next slot (s + 1}%S, the
read blocks are written to their appropriate output ports. Blocks
thus propagate in a store and forward fashion. The latency a block
incurs per router is equal to the duration of a slot and bandwidth is
guaranteed in multiples of block size per S slots.

The entries of the slot table map outputs to inputs for every
slot: T'(s,0) = 4. An entry is empty, when there is no reservation
for that output in that slot. No contention arises because there is
at most one input per output. Sending a single input to multiple
outputs (multicast) is possible.

The slots reserved for a block along its path from source to
destination increase by one (modulo S). If slot s is reserved in
a router, slot (s + 1)%.5 must be reserved in the next router on
the path. The assignment of slots to connections in the network is
an optimization problem, and is described in Section 4.3.3. Sec-
tion 4.3.2 explains how slots are reserved in our network.

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



1o port o=0

—————
g 1 o d 0.0 2
L 1= '(E I | |o-u
[ w )
] %ﬂ__’ 1o port o-N-1
T 3 H switeh H
* ¢ ferossbar) b
H H B N 10y
LN .(E o NI
]
NI e=N-1
ﬂ aN-t Nen

(a) output queued architecture

(b) virtual output queucd architecture

Figure 2. Schematics of two router architectures.

4.2 A BE router architecture

Best-cffort traffic can have a better average performance than
offered by guaranteed services. This depends on boundary con-
ditions, such as network load, that are unpredictable. Best-effort
scrvices thus fulfill our cfficicncy requirement, but without offcr-
ing time-related guarantees. This section describes an architecture
for a best-effort service with uncorrupted, lossless, in-order data
transport.

The BE router cost and performance are largely dependent on
the contention resolution scheme of the router. The contention
resolution scheme has two components: buffering and scheduling.
The main trade off in Section 4.2.1 is between total buffer size,
buffering strategy, and link utilization. Without taking global net-
work requirements into account, no decisions will be made, rather
we present a router that allows different instances, to trade off
hardware complexity for link utilization at instantiation time. In
Section 4.2.2 the trade off is between link utilization and schedule
complexity and we select an efficient scheduling algorithm that is
easily specialized to the different instances.

4.2.1 Buffering strategy

The buffering strategy determines the location of buffers inside
the router. We distinguish owtput quening and input queuing. In
the following, N is the number of inputs, equal to the number of
outputs, of our router. In output queuing N2 queues are located
at the outputs of the router as in Figure 2(a). From the inputs
to the outputs there is a fully connected bipartite interconnect to
allow every input to write to every output. Output queuing has
the best performance among the buffering strategies, however, the
interconnect will make the router wire dominated and expensive
already for small values of N.

In input queuing the queues are at the input of the router. A
scheduler determines at which times which queues are connected
to which output ports such that no contention occurs. The sched-
uler derives contention-free connections, a switch matrix (crossbar
switch) can be used to implement the connections. In traditional
input queuing, or input queuing for short, there is a single queue
per input, resulting in a buffer cost of N queues per router. How-
ever, due to the so-called head-of-line blocking, for large N, router
utilization saturates at 59% [9). Therefore, input queuing results
in weak utilization of the links.

Another version of input queuing is virtual output quening
(voQ) [1]. vOQ combines the advantages of input queuing and
output queuing. It has a switch like in input queuing and has the
link utilization close to that of output queuing; 100% link uti-
lization can still be achieved, when NV is large [11]. As for out-
put queuing, there are N2 queues. For every input i there are NV
queues Q{i, 0). one for each output o, see Figure 2(b). Typically
the set of V queues at each input port of a VOQ router are mapped
onto a single RAM. However, for NoCs we strive at a small router
and therefore we require the RAMs to have few addresses. But

such RAMs have large overhead. Therefore, we use in-house de-
veloped dedicated fifos. which have almost no overhead. see Sec-
tion 5.

The decision to select traditional input queuing or voQ de-
pends on system-level aspects like topology, network utilization,
and global wiring cost, and is outside the scope of this paper. In
Section 5 we show a prototype of an input queued router with ded-
icated hardware fifos and explain that voqQ is a valid option with
minor additional cost.

4.2.2 Matrix scheduling

The switch matrix, present in input queued architectures, is
controlled by a contention resolution algorithm, known as matrix
scheduling, to properly connects inputs to outputs.

The matrix scheduling problem can be modeled as a bipartite
graph matching problem. Every input port { is modeled by a node
u; and every output port o by a node v,,. There is an edge between
u; and v, if and only if queue Q(Z, 0) is non-empty. A match is
a subset of these edges such that every node is incident to at most
one edge. For example, Figure 3(c) is a match of Figure 3(a).
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Figure 3. The three stages of a schedule iteration.

Matching can be done optimally, but because of time complex-
ity and fairness, a non-optimal algorithm is preferred [11].

Our matching algorithm is iterative and one iteration has three
stages, illustrated by an example in Figure 3 for N = 4. In the first
stage, see Figure 3(a), every non-empty queue Q(i,0) requests
access to output port o from input port i. In the second stage,
see Figure 3(b), every output port o grants one request, solving
link contention at the output ports. In the third stage, see Fig-
ure 3(c), every input port ¢ accepts one grant, to resolve memory -
contention at the input port. A next iteration then starts with the
matching found so far. This scheme is used in various schedul-
ing algorithms, including parallel iterative matching, round robin
matching, and SLIP [11], and applies to both input queuing and
VOQ. For input queuing, however, stage (c) in Figure 3 is omitted
since on contention on input ports can occur. To keep schedule
latency as low as possible we use one iteration only.

4.3 Combining the GT and BE routers

The GT and BE router architectures are combined to share re-
sources, in particular the links and the switch., Moreover, best-
effort traffic enables a packet-based programming model for the
guaranteed traffic. as shown later. in Section 4.3.2.

The principal constraint for a combined router architecture is
that guaranteed services are never affected by best-effort services.
Figure 4(a) shows that, conceptually, the combined router contains
both router architectures (fat lines represent data, thin lines repre-
sent control). Incoming data is switched to either the GT or the BE
router. The GT traffic. the traffic that is served by the GT router,
has the higher priority, to maintain guarantees. This is ensured by
the arbitration unit, which therefore affects the best-effort schedul-
ing. Furthermore, best-effort packets can program the guaranteed
router, as shown by the arrow labeled program. Thin lines go-
ing from the right to the left indicate network flow control, which
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Figure 4. Two views of the combined GT-BE router.

is only required for best-effort packets because guaranteed blocks
never encounter contention.

Figure 4(b) shows that the data path, consisting of buffers and
switch matrix, is shared, and that the control paths of the BE and
GT routers are separate, yet interrelated. Moreover, the arbitra-
tion unit of Figure 4(a) has been absorbed by the BE router. The
following subsection shows how this can be done.

4.3.1 Arbitration and flit size

When combining GT and BE traffic in a single network the im-
pact on the network flow control scheme must be taken into ac-
count. Recall from Section 3.3 that a BE flit is the smallest unit at
which flow control is performed. In other words. the BE schedul-
ing can only react to GT blocks at flit granularity. To avoid align-
ment problems, the block size (B words) is a multiple of the flits
(F words, B = £F) with ¢ being constant. We prefer a small ¢
to decrease the store-and-forward delay and reduce the buffer size
for guaranteed traffic. and a small F' for fine-grained switching and
better statistical multiplexing.

The router architecture contains a data path and a control path,
see Figure 4(b). The data path maximizes throughput for high link
utilization, and the control path maximizes the rate of schedul-
ing and switching. They can be designed and optimized indepen-
dently. Given any combination of their operating frequencies, the
router has both maximum throughput and switching rate by using
the appropriate flit size Fypg. For F' > Fypy, the control path is
ready while data is still being transported, lowering the switching
rate. For F' < Fyypy, flits have been transported before the control
path finishcs, wasting bandwidth.

We extend the schedule algorithm in Section 4.2.2, to handle
the combination of GT and BE traffic. In this combination GT
traffic always has priority over BE traffic. This is to ensure that
guarantees are never corrupted.

4.3.2 Programming model

In this section we show how GT connections are set up and torn
down by means of BE packets to avoid introducing an additional
communication infrastructure only to program the network. To
ensure scalability, programming must not require a global view or
centralized resources. Section 4.1.2 explains why our contention-
free routing uses slot tables; we now see that they are distributed
over routers for scalability.

Initially the slot table of every router is empty. There are three
system packets: SetUp, TearDown, and AckSetUp. They are used
to program the slot table in every router on their path. The SetUp
packet creates a connection from a source to a destination, and
travels in the direction of the data (“downstream™). When a SetUp
packet arrives at the destination it is successful and is acknowl-
edged by returning an AckSetUp. TearDown packets destroy (par-
tial) connections, and can travel in either direction. SetUp packets

contain the source of the data, the destination or a path to it, and
a slot number. Every router along the path of the SetUp packet
checks if the output to the next router in the path is free in the
slot indicated by the packet. If it is free, the output is reserved in
that slot, and the SetUp packet is forwarded with an incremented
(modulo S) slot. Otherwise, the SetUp packet is discarded and
a TearDown packet returns along the same path. Thus every path
must be reversible; this is the only assumption we make about
the network topology. These upstream TearDown packets free the
slot, and continue with a decremented slot. Downstream TearDown
packets work similarly, and remove existing connections. A con-
nection is successfully opened when an AckSetUp is received, else
a TearDown is received.

The programming model is pipelined and concurrent (multiple
system packets can be active in the network simultaneously, also
from the same source) and distributed (active in multiple routers).
Given the distributed nature of the programming model, ensuring
consistency and determinism is crucial. The outcome of program-
ming may depend on the execution order of system packets, but
is always consistent. The next section shows how to use this pro-
gramming model.

4.3.3 Compile- and run-time slot allocation

This section explains how to determine the slots specified in
SetUp packets. A slot allocation for a single connection requires
that, at every router along the path, the required output is free (not
reserved by another connection) in the appropriate slot. Comput-
ing an optimal slot allocation for all connections requires a global
network view and may be expensive. To reduce computational
cost, heuristics can be used, possibly leading to non-optimal solu-
tions.

SetUp packets of difterent connections do not fail if connec-
tions are set up with conflict-free slots or paths. All execution
orders of SetUp packets then give the same result, so that compile-
time slot allocations can be recreated deterministically at run time.

Optimal run-time slot allocation is hard without a global (and
central) slot table view, which is non-scalable and slows down
programming. Distributed run-time slot allocation is scalable, but
lacks a global view and is, therefore, perhaps suboptimal. More-
over, SetUp packets may interfere, making programming more in-
volved, and perhaps non-deterministic. However, dynamic con-
nection management at high rates will require distributed slot al-
location. In a simple distributed greedy algorithm, all sources re-
peatedly generate random slot numbers for each set up until their
connection succeeds. We conclude that our programming model
allows both compile-time and run-time slot allocation. Compu-
tational complexity, deterministic results, and scalability can be
balanced according to system requirements.

5 Current results and future work

The previous section shows a prototype combined GT-BE archi-
tecture. We have synthesized an input-queued router using worm-
hole routing with arity 5, a qucuc depth of 8 flits of 3 words of 32
bits, and 256 slots in CMOS 12 technology. The lay-out is shown in
Figure 5. It has an aggregate bandwidth of 5 x 500 MHz x 32 bit
= 80 Gbit/s. The area of the router is 0.26 mm?.

The area of 0.26 mm? depends on the use of dedicated hard-
ware fifos. labeled GQ and BQ in Figure 5. The router would have
been at least three times larger with register- or RAM-based fi-
fos. The RAMs required for input queuing and vOQ in an on-
chip router have few addresses so that their overhead makes them
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Figure 5. Lay-out of a combined GT-BE router.

as large as (area-inefficient) register files. Decreasing the queue
depths reduces the buffering area (with registers at least), but also
degrades the router performance.

Dedicated hardware fifos enable both input and virtual output
queuing strategies using wormhole routing because of the reason-
able buffering cost. For example, VOQ with two-flit deep fitos is
only moderately larger than the input queuing with fifos of depth 8
of Figure 5. Virtual cut-through routing in combination with input
queuing is also affordable now, because for packets of at most 8
flits. it has the same cost as the prototype.

The slot table (labeled STU in Figure 3) occupies a significant
part of the router, for two reasons. Logically the slot table is very
large (256 slots). It is not worthwhile to reduce the number of slots
because the RAM is very area inefficient. We are investigating
more advanced slot table schemes and new memory architectures
to reduce the size and area of the slot table. The cost of offering
time-related guaranteed services is then lower.

We separately synthesized the data and control paths (cf. Fig-
ure 4) with arities ranging from 3 to 13 to verify their speeds. With
increasing arity, the speed of the data path reduces little. The speed
of the control path decreases by a factor of two, corresponding to
the complexity increase of the scheduling. For each arity, we bal-
ance the performance of the data and contro! paths by adjusting
the flit size as needed. as shown in Section 4.3.1. The data and
scheduling frequencies of the prototype router are 500 MHz and
166 Ml Iz respectively, with a flit size of 3.

Our results show that the cost and performance of the combined
GT-BE router can make it the basis of a router-based network on
chip. It turther shows that dedicated hardware fifos significanthy
reduce buffering area and so enable both input queuing and voQ,
with wormhole and virtual-cut through routing.

6 Conclusions

In this paper we show that guaranteed services are essential to
provide predictable interconnects that enable compositional sys-
tem design and integration. However, guarantees typically utilize
resources inefficiently. Best-effort services overcome this prob-
lem but provide no guarantees. So. integrating guaranteed and
best-cffort services allows efficient resource utilization. yet still
providing guarantees for critical traffic.

Time-related guarantees. such as throughput and latency, can
only be constructed on a NoC that intrinsically has these prop-
crtics. We therefore define a router-based NoC architecture that
combines guaranteed and best-effort services. The router architec-
ture has conceptually two parts: the guaranteed-throughput (GT)
and best-eftort (BE) routers. Both offer data integrity, lossless data
delivery, and in-order data delivery. Additionally, the GT router
offers guaranteed throughput and latency services using pipelined
circuit switching with time-division multiplexing. The BE router
uses packet switching, virtual cut-through or wormhole routing,
and input queuing or virtual output queuing.

We combine the GT and BE router architectures etficiently by
sharing router resources. The guarantees are never aftected by the
BE traffic. and links are efficiently utilized because BE traffic uses
all bandwidth left over by GT traffic. Connections are programmed
using BE packets. The programming model is robust, concurrent,
and distributed. It enables run-time and compile-time, determinis-
tic and adaptive connection management,

For all our architecture choices, we show the trade offs between
hardware complexity and efficiency. Our choices are motivated by
a prototype router which has an area of 0.26 mm? in cM0s 12 and
offers 80 Gbit/s aggregate throughput. We use dedicated hard-
warg fifos to significantly reducc the arca of the data queucs. With
RAM- or register-based queues the router area would have been at
least 3 times larger.

Dedicated hardware fifos enable (a) input queuing using both
wormhole and virtual cut-through routing, and (b) virtual output
queuing using wormhole routing. The buffer costs are too high,
however, for virtual output queuing with virtual cut-through rout-
ing.
The cost of offering time-related guaranteed services is still
high for our router. We are investigating how to reduce this cost.

An attractive feature of our router architecture is the ability to
combine separately optimized data and control paths by adjusting
the flit size.

In conclusion, we describe and motivate a choice of architec-
tures for routers, which are an essential component in a NoC.
They fulfill our NoC requirements by providing guaranteed ser-
vices, and satisfy the efficiency constraint by offering best-effort
services.
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Abstract— To deal with the increasing design complex-
ity of integrated systems reuse of intellectual property (IP)
blocks is promoted. A system architecture then becomes
a composition of a heterogeneous set of such IP blocks to-
gether with a network that interconnects these blocks. The
main challenge of system design therefore shifts from com-
putation (IP blocks) te communication and storage (inter-
connect and memories). This means that applications be-
come dynamic compositions of IP blocks which requires
that the network is scalable (in the number of attached 1P
blocks), programmable and behaves predictably under the
traffic offered by those blocks.

As the feature size decreases the relative cost of wires in-
creases. We therefore search for an interconnect network
that efficiently uses wires through sharing by introducing
routers.

For a flexible and efficient solution at least two traffic
classes must be support by the network, viz., guaranteed-
throughput (GT) and best-effort (BE). For GT traffic com-
munication channels are set up to transport data between IP
blocks (possibly via memory). Best-effort traffic is never lost,
but no latency or through-put guarantees are given. We also
address the conflicting requirements of GT and BE traffic [1}.
Our router is packet-switched and uses input-queuing with
an efficient packet/flit scheduling [2] for BE traffic, whereas
efficient time division multiplexing scheme is used is used for
GT traffic.

The focus of this paper is on the derivation of a cost-
effective router and network suitable for on-chip integra-
tion.

[. INTRODUCTION

As the feature size of transistors decreases more func-
tionality can be put on a single chip which implies an in-
creased design complexity. To deal with this complexity
the reuse of previously designed IP is to be supported. IP
reuse can be done between two extremes.

In one extreme approach the granularity of reuse does
not change: the IP blocks of old systems are reused di-
rectly in the new system. All memory that appears in the
old system is mapped onto off-chip shared memory. Typi-
cally the communication bandwidth within a system is an
order of magnitude higher than the bandwidth that is com-
municated over the ports of that system. So, opening such
a system causes the communication bandwidth that is vis-

ible in the architecture to increase rapidly with the speed'
of the circuits and the number of IP blocks. This approach
benefits from the relatively low cost of off-chip memory
compared with that of on-chip memory but suffers from
the high off-chip memory bandwidth.

In the other extreme approach IP reuse is coarser: a
complete old system defines a single new IP block for
reuse in the new system. The the memory of the old sys-
tem is mapped to local embedded memory in the new sys-
tem, which is composed now of subsystems exclusively.
This approach preserves the locality in the subsystem. As
a consequence the total communication that is visible at
the top level in the architecture may be roughly the same
or even less than in the old system. Clearly, this approach
suffers from the relative high cost of embedded memory.

The way system designers design systems will be some-
where in between these extreme approaches but we ob-
serve a shift from the first to the second approach. To be
precise, this shift is not so much in the size of the memories
but rather in the communication bandwidth to and from the
memories. This means that with relatively small on-chip
embedded memories, the potential communication bottle-
neck to otf-chip memory is avoided.

From this we conclude that the communication band-
width requirements at the top-level architecture are mod-
erate.

To allow the communication between the IP blocks and
between IP blocks and memory a communication network
is required. In order to derive such a network we take a
look to it from two different perspectives, viz., the system-
level design and circuit-level design perspectives.

System-level design perspective

In general the IP blocks have various traffic characteristics
and require differing services of the interconnection net-
work. For example, real-time signal processing IP blocks
may require a service that provides them with a guaranteed
bandwidth and, at the same time, minimize the jitter (delay
variation), whereas a CPU-like IP block requires a latency
as low a possible for it to operate efficiently.

! Up-scaling of the speed of a circuit from one technology to a newer
one is a problem on itself and is not addressed in this paper.
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To design a system a communication network is re-
quired that meets the set of all simultaneous communica-
tion requirements of the individual IP blocks in a certain
application. To support the design of such system pre-
dictable behavior of the network is essential. For example,
when a set of streaming IP blocks is to be connected to the
network, it is essential to know whether or not a particu-
lar network can simultaneously provide the IP blocks with
their guaranteed-throughput requirements.

The IP blocks that will appear in future systems may
contain applications on itself. Thus new applications are
compositions of smaller applications. To allow the map-
ping of a complete application domain onto such a system
the network must allow a flexible composition of IP blocks
to form a new application. It also requires a high degree
of connectivity. In addition, communication patterns may
change dynamically, for example as the result of user in-
teraction.

Circuit-level design perspective

The decrease of feature size speeds up the IP in every
new process generation. When the global wires that con-
nects these IP blocks are scaled in width and spacing with
a factor of about 0.7 every process generation, then the
available bandwidth on these wires decreases [3]. Since
not only GT services but also BE services are required and
since BE traffic may be latency constrained, low latency in-
terconnect is required. This means that it is not sufficient to
Jjust segment all long wires into short wires (only increases
available bandwidth) but that long wires must have low
latency themselves. This can be accomplished by not scal-
ing down the width and spacing of the wires to meet lower
latency requirements than was needed in a previous gener-
ation. Since the cost of these low latency wires is relatively
high, it is important to exploit the offered bandwidth of the
global wires as most as possible without degrading the la-
tency of the packet too much.

From these two perspectives we conclude that we need
a high degree of connectivity to support both GT and BE
traffic while global wires are efficiently utilized. A net-
work of routers allows sharing of wires. A router provides
both GT and BE services to keep the utilization of the links
high.

The rest of this paper is organized as follows: Section II
deals with a number of issues that arise when designing
such a network. Section III and Section IV describe an
architecture for GT traffic and BE traffic, respectively. In
Section V we draw some conclusions.

II. NETWORK DESIGN ISSUES

This section deals with a number of issues that arise
when designing a network. Services that are to be provided
by the network and how the network internally is orga-
nized in order to enable such services are discussed in Sec-
tion II-A. Section II-B introduces the switching mode of a
network. These are circuit switching and packet switch-
ing. Section II-C evaluates the routing mode of a packet-
switched network. The routing modes are store-and-
Jorward routing, virtual cut-through routing, and worm-
hole routing.

A. Network services and organization

This section deals with the services the network must
provide for the GT and BE traffic classes, and the internal
organization of the network on top of which these services
are to be implemented.

Two important issues in the design of a network (the net-
work layer in the OSI model [4]) are the services provided
by the network (to the transport layer) and internal organi-
zation of the network [4]. The services to be provided must
support the traffic classes GT and BE efficiently. Proper in-
ternal organization of the network helps in implementing
the required services. For example, when the network is
such that no reordering of data can ever happen, no addi-
tional ordering hardware at the boundary of the network is
required to implement in-order delivery.

Basically, interconnection networks may provide two
types of services, viz., connectionless and or connection-
oriented which can either be reliable or unreliable [4]. In
a connection-oriented service a connection is set up prior
to the communication of the actual data packets. When a
connection has been established the packets arrive at the
destination in the same order as they have been sent by the
source. In a connectionless service all packets are sent in-
dependently and may arrive out of order at the destination.
Moreover, a reliable service is one in which all packets that
has been sent arrive at the destination (no packets are lost).

Services provided by the network

Clearly, for GT traffic a reliable connection-oriented ser-
vices is required. In addition to guaranteed, in-order de-
livery the service must secure the required bandwidth for
each connection. To set up a GT connection admission con-
trol is done to decide whether or not the connection with
the requested bandwidth is established. The network will
not accept more data from a GT source than was agreed to
prevent interference with other GT connections.
Guaranteed delivery is important for BE and GT traffic
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because retransmission will increase the observed latency,
decrease the throughput of the network, and increase con-
tention (leading to more packet loss). No packets are there-
fore ever lost by the network. For BE traffic we believe
that in-order delivery is also a desired property since it
avoids the necessity to reorder at the network boundary.
We will see that this does not complicate the internal or-
ganization of the network. Since for BE traffic we require
that latency is as low as possible it is not acceptable to go
through a connection set-up phase before the actual data
may be communicated. Therefore we require that network
provides a lossless connectionless service that provides in-
order delivery.

Internal organization of the network

As already pointed out in the introduction, we aim for high
utilization of the physical wires. At the same time the in-
ternal rate the routers operate on is comparable to the rate
on which the links are to used. We therefore restrict the
routers to the functionality required to implement the pre-
viously mentioned services (lossless, order-preserving).

B. Switching mode

There are basically two switching modes: circuit
switching and packet switching. In a circuit-switched net-
work connections are set up by establishing a conceptual
physical path from a source to a destination. In this basic
scheme links are shared in the sense that two connections
are allowed to use the same link only at different points in
time. A way to share a link over multiple connections is to
use a time-division multiplexing (TDM) scheme which is
discussed in Section III.

In packet switching data is segmented into packets. A
packet is composed of a header and a payload. The pay-
load is the actual data to be transmitted and the header con-
tains information that is used by the router to forward the
packet to the destination. Classically the header contains
the destination address but other approaches, like source
routing, exist as well. In a packet-switched network links
are not reserved for connections; sharing of a link is inter-
preted as interleaving of packets routed over that link.

An advantage of circuit switching with TDM over
packet switching is that it naturally provides us with
guaranteed-throughput connections. A disadvantage of
circuit switching with TDM is the bad utilization of the
links when there is much bursty traffic [S]. We therefore
propose a router that supports both time-division multi-
plexed streams of GT traffic and packet switching for BE
traffic to allow high link utilization. In Section [V-B we
show that the proposed scheme can use the unreserved GT

and unused GT bandwidth for BE packets. Most alterna-
tive approaches are based on output queuing or use prior-
ity queues for time-stamped packets, both of which are ex-
pensive to implement. A packet-switched alternative that
we know of is presented in Hung er al. [6]. However,
our circuit-switching approach requires one buffer per in-
put port instead of /V bufters for packet switching of Hung
et al. (N is the number of output ports of the router).

C. Routing mode

The routing mode is also referred to as network flow
control and applies to packet-switched networks. It deals
with the way packets are transmitted between the routers.
There are three routing modes, viz., store-and-forward
routing, virtual cut-through routing, and wormhole routing
[7].

In store-and-forward routing, an input packet is received
in its entirity and stored in the router. Only then is it for-
warded to the next router in the network. This requires
storage for the complete packet. Moreover, a packet is sent
only after complete reception, introducing a latency of the
packet per router of at least the time required to receive the
packet.

In virtual-cut-through routing a packet is forwarded as
soon as the next router gives a guarantee that a packet
will be accepted completely. So, when at some router
the header of a packet arrives and the next router guar-
antees that it will consume a complete packet, the packet
at the first router is sent immediately without first storing
the complete packet. When at some time no guarantee is
given, the packet whole packet is not forwarded and stored,
in its entirety, in the router. Thus, virtual-cut-trough rout-
ing requires buffers for a complete packet, like store-and-
forward routing, but allows low-latency communication.

In wormhole routing packets are partitioned in so called
flits (flow control digits). A flit is passed to the next router
when that router is indicates it accepts that flit. As soon
as a flit of a packet is sent over an output port, that out-
put port is reserved for flits of that packet only. So, a
greedy choice of starting to communicate the first flit of
a packet can cause a packet to be spread over a number
of routers and when it blocks, it occupies all links in be-
tween them. So, like virtual-cut-trough wormhole routing
allows for low-latency communication. In addition worm-
hole routing requires less memory because it stores a flit
rather than a packet. On the other hand, wormhole rout-
ing is more sensitive to deadlock and generally results in
lower link utilization than virtual-cut through routing. One
way to improve on wormhole routing’s performance is by
multiplexing multiple logical ports onto a single physical
port. However, this substantially increases the cost of the
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router.

So, for low-latency BE traffic we must select between
virtual cut-through and wormhole routing. A complicated
issue is how to combine the TDM circuit switching with
packet switching with either one of these routing modes.
In [1] it is shown that combining traffic that uses worm-
hole routing with traffic for which throughput guarantees
are to be given can degrade link utilization drastically. In
our context this is illustrated in Figure 1. Two 2 x 2-routers
are indicated by R, and R», and the network terminals are
identified by t;, 7 = 1,2,---6. Assume that R, receives
BE packets via terminal ¢, that are all destined to #; and
that the bandwidth of these packets require 10% of the ca-
pacity of a link. Similarly, packets go from ¢, to t5 and
require only 1% of the link capacity. Finally there is a GT
stream from ¢4 to t;. The GT stream claims and uses 99%

BE 0.1 GT 0.99
ty ——» R P ta ty RQ ts
BE 0.01
t RN [ AN/ tg
Fig. 1. Combining GT with wormhole routing can drastically

degrade link utilization.

of the bandwidth and thus occupies the output link from
output port b to terminal ¢ for 99% of time. The BE stream
shares port b can send a flit only in the remaining 1% link
capacity. Every time GT data arrives for port b the trans-
mission of the BE packet over port b is preempted. This
can cause long latencies for the packets that belong to the
1% BE stream. It also causes the link between R, and R;
to be occupied almost continuously by the 1% BE stream
(because flits of different packet are not interleaved). Thus
the BE packets of the 10% stream obtain less than 10% of
the rate of the link. This means that in this example, the
link between R, and R has a utilization that is even below
11% of its theoretical capacity.

The cause of the problem in Figure | is clear. It is the
combination of flit preemption and wormhole routing that
blocks links for significant part of the time. To get around
this problem there are basically two approaches: 1) use vir-
tual cut-through routing rather that wormhole routing, and
2) perform GT communication in relatively large blocks of
data and large periods of no data.

The first approach guarantees that a complete packet
will be accepted in the next router such that the incom-
ing link of the next router does not block. As mentioned
before this is at the cost of extra memory.

The second approach ensures that flit preemption rarely
occurs. Referring to the example this is seen as follows.
When the 99% of GT data is grouped in blocks of 10 time

units then this bandwidth is obtained by alternative send-
ing 99 blocks of data followed by 10 time units nothing.
Now, when the packet size of the BE stream is small com-
pared to these 10 time units, a complete packet of the 1%
be stream is sent in the 10 time units and the link between
R, and R; can be used by the 10% BE stream immediately
after the packet has been send. While the first approach
suffers from additional memory requirements in the router,
this second approach may suffer from additional latency in
the GT stream.

III. A GUARANTEED-THROUGHPUT (GT) ROUTER
ARCHITECTURE

This section explains how time-division-multiplexed
circuit switching enables us to guarantee throughput.
Since the operation rate of the links is about the same as
the internal operation rate of the router, the router inter-
nally switches in space. We propose a crossbar switch for
this. To prevent contention on the switch a separate set-up
phase takes place. When a new GT connection would intro-
duce a clash with existing connections on the switch, the
requesting party is informed about this. Every router has
a router table in which every row contains the information
to program the crossbar switch. A row of the router table
is referred to as a s/lot. We avoid contention by: first ensur-
ing there is a notion of synchrony between all routers such
that all routers go from one slot to the next simultaneously,
and secondly filling slots such that the set of simultaneous
GT connections is contention free.

Section III-A introduces the model of computation that
specifies the required notion of synchrony in an abstract
manner. Section I1I-B deals with the internal working of
the GT router. Section 11I-C explains how GT connections
are programmed.

A. Model of computation

We now explain the network of routers in the context of
the synchronous dataflow (SDF) model [8]. An SDF net-
work is a set of so called actors that are connected by arcs.
An actor is an executable piece of computation and may
contain state. When the piece of computation is executed
the actor is said to fire and consumes a number of rokens
from its input arcs, and produces a number of tokens on its
output arcs. A token is an abstract representation of quan-
tum of information and allows the actors to communicate.
Every input port and output port of an SDF actor specifies
the number of tokens that are produced (for an output port)
or consumed (for an input port) when the actor fires. An
actor may only be fired when it is enabled, i.e when all its
input arcs contain at least as many tokens as the number
on corresponding input ports.
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Fig. 2. Example of a router network in the SDF model of com-
putation.

In SDF networks arcs may contain delays. A delay may
be seen as a token that is initially present at the arc at which
the delay is placed. In this paper we consider the case that
every internal arc in the network has one delay, that is, one
initial token.

The numbers associated with the ports are constant dur-
ing the execution of the system but may vary from port to
port. However, in this paper all ports consume one token
per firing.” In this case an SDF iteration of the network
is the single firing of every actor in the network, and the
number of tokens on every arc before an after an SDF it-
eration is equal. From now we will iteration as shorthand
for SDF iteration.

Every router of the router network is thus represented by
an actor and every link is represented by an arc. An exam-
ple of a simple router network in the SDF model with four
2 x 2-router is depicted in Figure 2. The circles in the fig-
ure represent network interfaces that connect the network
to the sources and sinks. Note that after every iteration all
internal arcs contain a token. Thus, when the network in-
terfaces provide enough data to the network, all routers in
the network can operate in parallel.

B. Internal GT router architecture

To explain the internal router architecture consider an
N X NN router, a router with V' input ports and .V output
ports. The ports of the router are denoted by /,, and o,,,
n=0.1.--- . N — 1, respectively. The router table R is
specified by an § x N matrix. The rows of R are denoted

*In future work we will consider the production and consumption of
more than one token per arc per firing to model multi-rate execution.
In order to avoid “dummy” communication we might switch to cyclo-
static dataflow [9], [10] as well

Ih s
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Fig. 3.

by vectors r,, s = 0.1.--- .S — |. The slot a router is
in is called the current slot of that router. All routers are
in the same current slot. The elements [?(s. ) are in the
set {@.0.1.--- . N — 1}. Letr = R(s.n). When m #
& output port o, has been reserved. This means that GT
tokens read at input port i, in slot (s — 1)%.5 are sent to
destination port o, in slot 5. When 11 = & it means that
no such reservation is made for any of the input ports.

In our GT routing approach, every GT token that is read
in slot r, in some router is read in slot r .,  in the
next router in the path the token follows. (The symbol %
represents the remainder after integer division.)

An example of a simple router network with two 2 x 2
routers with a router tables size S = 1 is shown in Fig-
ure 3. In this figure four GT connections are represented
by the streams s, «», ~, and s;. The number of slots
allocated for that stream shown in parentheses.

The first output port of R, is unused and consequently
the first column of the routing table is empty. The second
column of the routing matrix of I?, indicates that tokens
from its inputs are written alternately on the second output
port. Consequently both «; and s, are routed with the de-
sired bandwidth without contention in the first router. In
the second router the first output port receives tokens be-
longing to stream s, and stream ~y. Since the tokens from
= are routed in slots U and 2 in the first router, they are
routed at slots 1 and 3 in the second router. This is seen by
the two ones in the first column of R-’s router table. The
single slot that <5 requires is scheduled in slot 2 of the first
column. Similarly, as indicated by the ones in the second
column of R,’s routing table, tokens of s, are scheduled
in slots () and 2. Finally, «,’s tokens are scheduled in slot
L.

It is not required a GT token is available in every re-
served slot. When no GT packet arrives in a reserved slot,
a BE packet can be sent over the claimed but unused slot of
the link. Since the SDF model requires a token to be writ-
ten every iteration, when no BE or GT data is available,
emply tokens are produced on the output arcs.
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C. Programming model

This section deals with the way GT connections are set
up and torn down. Initially every router table is empty.
Therefore, the only way to communicate with the routers
is by means of BE packets. System packets are a special
type of BE packets that are dedicated to manage the setting
up and tearing down of GT connections. The way these
system packets are routed is dealt with in Section IV-B.

There are three packet types that are used to set up
and tear down connections, viz., SetUp, AckSetUp, and
TearDown. In addition there are two packet types to re-
set and start a complete router network, viz., Reset and
Start. There are more types of packet types (also to
manage connections) but these are outside the scope of this
paper.

A SetUp packet is used to set up a GT connection from
a source to a destination. It can be sent by either the source
or the destination of the GT packets. The same holds for
TearDown and AckSetUp packets. However, here we
assume that the SetUp is sent by the source of the GT
tokens and that the TearDown and AckSetUp are sent
in the direction of the source of the GT tokens.

SetUp packets contain three pieces of information: the
source of the GT tokens, the destination of the GT tokens,
and a slot number. The SetUp packet is routed towards
the destination and tries to reserve the the slot specified by
the slot number. When this reservation is successful the
slot number is incremented by one and the SetUp packet
is routed to the next router (or the destination). When
the SetUp packet successfully arrives at the destination,
a AckSetUp packet is sent back to the source to inform
it about the successful set-up. If, however, at some point
the slot requested is already occupied the SetUp is dis-
carded and a TearDown packet is sent back to the desti-
nation. This TearDown packet follows the same route the
corresponding SetUp packet followed in order to remove
the reservations made from the routing table. When the
source receives the TearDown packet it knows the set-up
hast been unsuccessful.

The Reset packet initializes the entire network to bring
it in a well-defined idle state. The Start packet is then
used to activate the network services. Both packets flood
the network such that every router receives these packets.

IV. A BEST-EFFORT ROUTER (BE) ARCHITECTURE

The term queuing strategy is used in the context of
packet switching. Basically there are two queuing strate-
gies, viz., input queuing and output queuing. Classically,
in input queuing a router has a single input queue for ev-
ery incoming link while in output queuing there are N

output queues for each output link® where N is the num-
ber of input links for the output queued router. Most re-
search on giving guarantees assumes non-blocking output-
queued routers [11]. When the internal rate of operation of
the router is about the rate at which the wires are driven,
output-queued routers require N” physical buffers making
them expensive for system-on-chip implementations. To
avoid these high costs, we use an alternative queuing strat-
egy, known as virtual output queuing (VOQ) [12], that tries
to combines the advantages of input-queuing and output-
queuing. Unlike input-queuing, VOQ does not suffer from
head-of-line blocking. Not all virtual output queues cannot
be accessed simultaneously, but with a proper scheduling
algorithm 100% throughput can be achieved.

A. Virtual-output-queuing and iSLIP

A basic scheme of an virtual-output-queued architecture
for an NV x N router is shown in Figure 4.

Ou__
o1
QIN — 1.0y
".‘-’,.Cjé { - 2
: A
}
QIN=-1.N=-1)
iSlip

Fig. 4. Schematic of an virtual-output-queued router architec-
ture.

For every input port there is a set of N logical queues,
one for each output port. Queue Q(mn, n) is the queue that
contain the tokens that are read from input port 7,,, and are
destined for output port 0,,. One essential ditference be-
tween VOQ and traditional output queuing is that in VOQ
only one queue per input port can be read per iteration.
This allows all logical queues of one input port to be im-
plemented with a physical single memory. We assume that

3Instead of having N output queues per output port a single output
queue that allows writing with a factor .\ times the rate of the link can
be used. This is just a matter of switching in time or switching in space.
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the actual switching is done with a crossbar switch. In or-
der to meet the constraints of only one read per physical
memory, of conflict free routing, and at most one write
per output port, the read accesses on the queues must be
scheduled. These two constraints are formulated as

vm. ZA(m, n) <1
vn. ZA(m, n) <1

m

where A is a matrix with binary elements A(m.n) that in-
dicate whether or not a token from input i,, is switched to
output o, in the current iteration of the router. The prob-
lem how to find A such that as many elements of A are 1
(at most V) can be formulated as a bipartite graph match-
ing problem. A bipartite graph is constructed as follows.
Create a vertex u,,, and v, for every input port 7,, and out-
put port o,, respectively. Create an edge (u,,.v, ) if and
only if queue Q(m, 1) is non-empty. Let R be the request
matrix whose elements R(m.n) € {0, 1} indicate whether
or not Q(m.n) contains data. Figure 5 gives an example
of a request matrix for N = 4, the corresponding bipartite
graph and a matching for that graph.

Un Vo o vo
0110
1100 t vy *v)
01 11
0 0 0 1 (1D (23] U ‘\ (2R3
g (25 uz e 3
(a) (b) (c)

Fig. 5. Example of (a) a request matrix, (b) its derived bipartite
graph, and (c) a corresponding matching.

The matching in the figure has size three, The matching
is a maximal matching since no edges from the original
graph can be added to increase the size of the matching. Tt
is not a maximum size matching since there exists a match-
ing of size four.

An efficient algorithm to find a maximal matching is
iterative SLIP (¢SLIP) [2]. The output of i<SLIP can be
used directly control a crossbar switch to perform the ac-
tual switching of the tokens. ¢SLIP iteratively computes a
maximal matching in log, (V) iterations. However, for a
low-latency implementation of :SLIP with low complexity
we consider to use iSLIP with only one iteration.

Basically an ¢SLIP iteration works in three steps. In the
first step for every non-empty queue Q(m.n) a request to
access output port o, is made. In the second step among all
requests made to output port o, a single request is granted.

In the third step for every input port at most one grant is
accepted. For the bipartite graph in Figure 6(b) the three
steps are illustrated in Figure 6.

o g o (87} g o
(3] (4] 1A (4] 1] *
18] Ua Us U2 U \ [25]
us U3 iz ® U3 Uz ® U3

(a) request (b) grant (c) accept

Fig. 6. Single iteration of iSLIP.

An integer value between 0 and N — 1 is associated with
every node u, and every node v, in the bipartite graph. Of
all requests for output port o, the request from the input
port 0,,, with the smallest value 71 that is higher (modulo
N) than the value associated with 0,,,. Similarly, among
the set of grants at input port 7, the one with the lowest
index higher than the value associated with 2,, is selected.
In 4SLIP, the values associated with the nodes are set to
the selected indices only after an accept. An implementa-
tion of this arbitration method is done by means of grant
arbiters [2].

B. Combining the BE with the GT Architecture

To efficiently use the bandwidth all slots that are not
reserved and all slots that are reserved but not used by GT
connections can be used by BE traffic. Only when there
are no GT tokens and BE packets available to switch to an
output port does the output port remain idle (recall that an
empty packet is written to the output port in such cases).
In our combined architecture the routing of the GT tokens
is never affected by the BE traffic.

In order to deal with the system packets these packets
are routed to an internal unit to process them and then pass
them on to the proper output port. This internal unit has the
responsibility to handle the system packets properly and to
access the routing table accordingly.

V. CONCLUSIONS

We have motivated that high link utilization and high
connectivity are two objectives in current and future
system-on-chip designs. On the other hand, as system
design becomes a composition (interconnection) of IP
blocks, their communication requirements are to be met
in a predictable and systematic way. In order to do so
we introduced guaranteed-throughput (GT) and best-effort
(BE) traffic classes and proposed a router architecture that
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supports both. Internally the router architecture uses time-
division-multiplexed circuit switching for GT traffic and
uses virtual-input-queuing packet switching for BE traffic.

We

further proposed to use single iteration iSLIP for the

contention resolution of the crossbar switch.
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Abstract

In this paper we present a network interface for an on-chip
network. Our network interface decouples computation from com-
munication by offering a shared-memory abstraction, which is in-
dependent of the network implementation. We use a transaction-
based protocol to achieve backward compatibility with existing
bus protocols such as AXI, OCP and DTL. Our network interfuce
has a modular architecture, which allows flexible instantiation. It
provides both guaranteed and best-effort services via connections.
These are configured via network interface ports using the net-
work itself, instead of a separate control interconnect. An exam-
ple instance of this network interface with 4 ports has an area of
0.143mm? in a 0.13um technology, and runs at 500 MHz.

1 Introduction

Networks on chip (NoC) have been proposed as a solution to
the interconnect problem for highly complex chips [2,3,5,9, 12,
14, 15,17,21,27]. NoCs help designing chips in several ways:
they (a) structure and manage wires in deep submicron technolo-
gies [2,3,9,12,21], (b) allow good wire utilization through shar-
ing [5,9, 12, 21], (c) scale better than buses [14, 21], (d) can be
energy efficient and reliable [2, 5], and (e) decouple computation
from communication through well-defined interfaces, enabling IP
modules and interconnect to be designed in isolation, and to be
integrated more easily (2, 13,21,24]

Networks are composed of routers, which transport the data
from one place to another, and nerwork interfaces (NI), which im-
plement the interface to the IP modules. In a previous article [21],
we have shown the trade-offs in designing a cost-effective router
combining guaranteed with best-effort traffic. In this paper, we
focus on the other network component, the network interface.

Network interface design has received considerable attention
for parallel computers [8,25], and computer networks [6,7]. These
designs are optimized for performance (high throughput, low la-
tency), and often consist of a dedicated processor, and large
amount of buffering. As a consequence, their cost is too large
to be applicable on chip.

On-chip network interfaces must provide a low-area overhead,
because the size of IP modules attached to the NoC is relatively
small. Designs of network interfaces with a low area have been
proposed [4,28]. However, they do not provide throughput or
latency guarantees, which are essential for a compositional con-
struction of complex SoCs.

Our NI is intended for systems on chip (SoC), hence, it must
have a low area. To enable the reuse of existing IP modules, we
must provide a smooth transition from buses to NoCs. A shared-

memory abstraction via transactions (e.g., read, write) ensures this.
Further, we also have to provide a simple and flexible configura-
tion, preferably using the NoC itself to avoid the need for a sepa-
rate scalable interconnect.

We achieve a low-cost implementation of the NI by implement-
ing the protocol stack in hardware, and by exploiting on-chip char-
acteristics (such as the absence of transmission errors, relatively
static configuration, tight synchronization) to implement only the
relevant parts of a complete OSI stack. A hardware implementa-
tion of the protocol stack provides a much lower latency overhead
compared to a software implementation. Further, a hardware im-
plementation allows both hardware and software cores to be reused
without change [4].

Our NI provides services at the transport layer in the 1ISO-OSI
reference model {22], because this is the first layer where offered
services are independent of the network implementation. This
is a key ingredient in achieving the decoupling between com-
putation and communication [16, 24], which allows IP modules
and interconnect to be designed independently from each other.
We provide transport-layer services by defining connections (e.g.,
point-to-point or multicast) configured for specific properties (e.g.,
throughput, ordering).

We offer guaranteed services as they are essential for a com-
positional construction (design and programming) of SoC. The
reasons are that they limit the possible interactions of IPs with
the communication environment [12, 13], separate the IP require-
ments and their implementation, and make application quality of
service independent of the IP and NoC implementations. Exam-
ples of such guarantees are lower bounds on throughput, and upper
bounds on latency.

Our NoC, called Athereal, offers a shared-memory ubstrac-
tion to the IP modules. Communication is performed using a
transaction-based protocol, where master IP modules issue request
messages (e.g., read and write commands at an address, possibly
carrying data) that are executed by the addressed slave modules,
which may respond with a response message (i.e., status of the
command execution, and possibly data) [23). We adopt this proto-
col to provide backward compatibility to existing on-chip commu-
nication protocols (e.g., AXI (1], OCP (18], DTL [19]), and also
to allow future protocols better suited to NoCs.

We provide a modular NI, which can be configured at design
time. This is, the number of ports and their type (i.e., configuration
port, master port, or slave port), the number of connections at each
port, memory allocated for the queues, the level of services per
port, and the interface to the IP modules are all configurable at
design (instantiation) time using an XML description [11].

The NI allows flexible NoC configuration at run time. Each
connection can be configured individually, requiring configurable
NoC components (i.e., router and NI). However, instead of using
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a separate control interconnect to program them, the NoC is used
to program itself. This is performed through configuration ports
using DTL-MMIO (memory-mapped I0O) transactions [19]. The
NoC can be configured in a distributed fashion (i.e., via multiple
configuration ports), or centralized (i.e., via a single port).

The paper is organized as follows. In the next section, the
services that we implement, and the interface offered to the IP
modules are described. In Section 3, we show that NoCs can be
configured both in a distributed and in a centralized way, and we
present the trade-offs between the two approaches. In Section 4,
we present a modular network interface architecture, which is split
into a kernel, providing core functionality, and a number of shells
to extend functionality, e.g., wrappers to provide an interface to
existing bus protocols, such as AXI or DTL. In this section, we
also show how the NI allows NoC configuration using the NoC
itself as opposed to via a separate control interconnect. In Sec-
tion 5, we demonstrate the feasibility of our network interface de-
sign through a prototype implementation in a 0.13um technology,
and we conclude in Section 6.

2 NoC Services

As mentioned in the previous section, the communication ser-
vices of the Athereal NoC are defined to meet the following
goals: (a) decouple computation (IP modules) from communica-
tion (NoC), (b) provide backward compatibility to existing bus
protocols, (c) provide support for real-time communication, and
(d) have a low-cost implementation.

Decoupling computation from communication is a key ingredi-
ent in managing the complexity of designing chips with billions of
transistors, because it allows the IP modules and the interconnect
to be designed independently (16, 24]. In NoCs. this decoupling
is achieved by positioning the network services at the transport
level {3,21] or above in the ISO-OSI1 reference model [22). At the
transport level, the offered services are end to end between com-
municating IP modules, hiding, thus, the network internals, such
as topology, routing scheme, etc.

Backward compatibility with existing protocols, such as AXI
or DTL, is achieved by using a model based on transactions [23].
In a transaction-based model, there are two types of IP modules:
masters and slaves. Masters initiate transactions by issuing re-
quests, which can be further split in commands, and write data
(corresponding to the address and write signal groups in AXI).
Examples of commands are read, and write. One or more slaves
receive and execute each transaction. Optionally, a transaction can
also include a response issued by the slave to the master to return
data or an acknowledgment of the transaction execution (corre-
sponding to the read data and write response groups in AXI).

In the Athereal NoC, all these signals are sequentialized in
request and response messages, which are supplied to the NoC,
where they are transported by means of packets. Sequentialization
is performed to reduce the number of wires, increasing their uti-
lization, and to simplify arbitration. Packetization is performed by
the NI, and is thus transparent to the IP modules.

The Athereal NoC offers its services on connections, which
can be point to point (one master, one slave), multicast (one mas-
ter, multiple slaves, all slaves executing each transaction), and
narrowcast (one master, multiple slaves, a transaction is executed
by only one slave) [23]. Connections are composed of unidirec-
tional point-to-point channels (between a single master and a sin-
gle slave). To each channel, properties are attached, such as guar-
anteed message delivery or not, in order or un-ordered message

delivery, and with or without timing guarantees. As a result, dif-
ferent properties can be attached to the request and response parts
of a connection, or for different slaves within the same connection.
Connections can be opened and closed at any time. Opening and
closing of connections takes time, and is intended to be performed
at a granularity larger than individual transactions.

Support for real-time communication is achieved by providing
throughput, latency and jitter guarantees. In Athereal, this is im-
plemented by configuring connections as pipelined time-division-
multiplexed circuits over the network. Time multiplexing is only
possible when the network routers have a notion of synchronic-
ity which allows slots to be reserved consecutively in a sequence
of routers [13,21]. This scheme [21] has smaller packet buffers,
and, hence, has lower implementation cost compared to alterna-
tives, such as rate-based packet switching [29], or deadline-based
packet switching [20].

Throughput guarantees are given by the number of slots re-
served for a connection. Slots correspond to a given bandwidth:
B, and, therefore, reserving N slots for a connection results in a
total bandwidth of N x B;. The latency bound is given by the wait-
ing time until the reserved slot arrives and the number of routers
data passes to reach its destination. Jitter is given by the maximum
distance between two slot reservations.

Protocol stacks that are used in networks to implement com-
munication services, require additional cost compared (o buses.
Protocol stacks are necessary in networks to manage the complex-
ity of networks, and to offer differentiated services. The pressure
to keep the protocol stack small is higher on-chip than off-chip,
because the size of the IP modules attached to the NoC is rela-
tively small. However, for NoCs, the protocol stacks can be re-
duced by exploiting the on-chip characteristics (e.g., no transfer
errors, short wires) [23]. In the Athereal NoC, we optimize the
performance and minimize the cost of the protocol stack by im-
plementing it in hardware, rather than in software. We support this
claim in Section 5.

3 Network Configuration

Before the Athereal NoC can be used by an application, it must
be configured. NoC (re)configuration means opening and closing
connections in the system. Connections are set up depending on
the application or the mode the system is running. Therefore, we
must be able to open and close connections while the system is
running. (Re)configuration can be partial or total (some or all con-
nections are opened/closed, respectively).

Opening a connection involves setting several registers, and al-
locating shared resources (for more details see Section 4). In the
case of the current prototype of the Athereal NoC, for each pair
of one master and one slave of a connection, there are 5 and 3
registers written at the master and slave network interfaces, re-
spectively. The shared resources consist of the slots allocated to
the connections. These slots can be configured using either a dis-
tributed or a centralized model.

In the distributed case, a connection can be opened/closed from
multiple network interface ports. Multiple configuration opera-
tions can be performed simultaneously, however, potential con-
flicts must also be solved (e.g., connection configurations initiated
at two configuration ports may try to reserve the same slot in a
router). Information about the slots is maintained in the routers,
which also accept or reject a tentative slot allocation.

In a centralized system, there is only one place that performs
NoC configuration. In such a case, the slot information can be
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Figure 1. Nl kernel and shells

stored in the configuration module instead of the routers, which
simplifies the design, and, in the case of small NoCs, may even
speed up configuration. For large NoCs, however, centralized con-
figuration can introduce a bottleneck.

In the initial prototype of the Athereal NoC, we opt for central-
ized configuration, because it is able to satisfy the needs of a small
NoC (around 10 routers), and has a simpler design and lower cost.
We use transactions to program the NoC, both for connection reg-
isters in the NIs, and for the slot information. We present details
of how NoC configuration is performed in Section 4.

4 Network Interface Architecture

The network interface (NI} is the component that provides the
conversion of the packet-based communication of the NoC to the
higher-level protocol that IP modules use. We split the design of
the network interface in two parts (see Figure 1): (a) the NI kernel,
which implements the channels, packetizes messages and sched-
ules them to the routers, implements the end-to-end flow control,
and the clock domain crossing, and (b) the NI shells, which im-
plement the connections (e.g., narrowcast, multicast), transaction
ordering for connections, and other higher-level issues specific to
the protocol offered to the IP.

4.1 NI Kernel Architecture

The NI kernel (see Figure 2) receives and provides messages,
which contain the data provided by the IP modules via their pro-
tocol after sequentialization. The message structure may vary de-
pending on the protocol used by the IP module. However, the
message structure is irrelevant for the NI kernel, as it just sees
messages as pieces of data to be transported over the NoC.

The NI kernel communicates with the NI shells via ports. At
each port, point-to-point connections can be configured, their max-
imum number being selected at NI instantiation time. A port can
have multiple connections to allow differentiated traffic classes,
in which case there are also connid signals to select on which
connection a message is supplied or consumed.

Int he NI kernel, there are two message queues for each point-
to-point connection (one source queue, for messages going to the
NoC, and one destination queue, for messages coming from the
NoC). Their size is also selected at the NI instantiation time. In our
NI, queues are implemented using custom-made hardware fifos,

Clock domain
boundary

chid + Source

pck
Bk
router port

Destination

m_. queues
f | mermory-mapped
config. port

Figure 2. Network interface kernel

and are also used to provide the clock domain crossing between
the network and the IP modules. Each port can, therefore, have a
different clock frequency.

Each channel is configured individually. In a first prototype
of the Athereal NI, we can configure if a channel provides time
guarantees (GT) or not (we call this best effort, BE), reserve slots
for GT connections, configure the end-to-end flow control, and the
routing information.

End-to-end flow control ensures that no data is sent unless
there is enough space in the destination buffer to accommodate
it. This is implemented using credits [26). For each channel, there
is a counter (Space) tracking the empty buffer space of the re-
mote destination queue. This counter is initialized with the remote
buffer size. When data is sent from the source queue, the counter
is decremented. When data is consumed by the IP module at the
other side, credits are produced in a counter (Credit) to indicate
that more empty space is available. These credits are sent to the
producer of data to be added to its Space counter. In the Athe-
real prototype, we piggyback credits in the header of the packets
for the data in the other direction to improve NoC efficiency. Note
that at most Space data items can be transmitted before credits
are received. We call the minimum between the data items in the
queue and the value in the counter Space, the sendable data.

From the source queues, data is packetized (Pck) and sent to
the NoC via a single link. A packet header consists of the rout-
ing information (NI address for destination routing, and path for
source routing), remote queue id (i.e., the queue of the remote NI
in which the data will be stored), and piggybacked credits.

There are multiple channels which may require data transmis-
sion, we implement a scheduler to arbitrate between them. The
scheduler checks if the current slot is reserved for a GT chan-
nel. If the slot is reserved. is the GT channel has data which can
be transmitted, and if there is space in the channel’s destination
buffer, then the channel is granted data transmission. Otherwise,
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Figure 4. Multi-connection shell

emef tength | flags [

I seq no. I trans id

address

write data 1

write data N

Request message

format

error I

I seq no. | trans id

read data 1

read data N

Response message format

Figure 7. Message format examples

4.2

NI Shells Architectures

With the NI kernel described in the previous section, point-to-
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Figure 5. Master shell Figure 6. Slave shell

the scheduler selects a BE channel with data and remote space
using some arbitration scheme: e.g. round-robin, weighted round-
robin, or based on the queue filling.

To optimize the NoC utilization, it is preferable to send longer
packets. To achieve this, we implemented a configurable threshold
mechanism, which skips a channel as long as the sendable data
is below the threshold. This is applicable for both BE and GT
channels. To prevent starvation at user/application level (e.g., due
to write data being buffered indefinitely on which the IP module
waits for an acknowledge), we also provide a flush signal for each
channel (and a bit in the message header) to temporarily override
the threshold. When the flush signal is high for a cycle, a snapshot
of its source queue filling is taken, and as long as all the words in
the queue at the time of flushing have not been sent, the threshold
for that queue is bypassed.

A similar threshold is set for credit transmission. The reason
is that, when there is no data on which the credits can be pig-
gybacked, the credits are sent as empty packets, thus, consuming
extra bandwidth. To minimize the bandwidth consumed by cred-
its, a credit threshold is set, which allows credits to be transmitted
only when their sum is above the threshold. Similarly to the data
case, to prevent possible starvation, we provide a flush signal to
force credits to be sent even when they are below their threshold.

As credits are piggybacked on packets, a queue becomes eli-
gible for scheduling when either the amount of sendable data are
above a first threshold, or when the amount of credits is above
a second threshold. However, once a queue is selected, a packet
containing the largest possible amount of credits and data will be
produced. Note the amount of credits is bound by implementa-
tion to the given number of bits in the packet header, and packet
have a maximum length to avoid links being used exclusively by a
packet/channel, which would cause congestion.

On the outgoing path, packets are depacketized, credits are
added to the counter Space, and data is stored in its correspond-
ing queue, which is given by a queue id field in the header.

point connections (i.e., between on master and one slave) can be
supported directly. These type of connections are useful in systems
involving chains of modules communicating point to point with
one another (e.g., video pixel processing [10]).

For more complex types of connections, such as narrowcast or
multicast, and to provide conversions to other protocols, we add
shells around the NI kernel. As an example, in Figure 1, we show
a NI with two DTL and two AXI ports. All ports provide point-to-
point connections. In addition to this, the two DTL ports provide
narrowcast connections, and one DTL and one AXI port provide
multicast connections. Note that these shells add specific function-
ality, and can be plugged in or left out at design time according to
the requirements. NoC instantiation is simple, as we use an XML
description to automatically generate the VHDL code for the Nls
as well as for the NoC topology.

In Figure 3, we show an example of a narrowcast shell. Nar-
rowcast connections are connections between one master and sev-
eral slaves, where each transaction is executed by a single slave
selected based on the address provided in the transaction [23].
Narrowcast connections provide a simple, low-cost solution for a
single shared address space mapped on multiple memories. It im-
plements the splitting/merging of data going to/coming from these
memories.

We implement the narrowcast connection as a collection of
point-to-point connections, one for each master-slave pair. Within
a narrowcast connection, the slave for which the transaction is des-
tined is selected based on the address (Conn block). The address
range assigned to a slave is configurable in the narrowcast mod-
ule. To provide in-order response delivery, the narrowcast must
also keep a history of connection identifiers of the transactions in-
cluding responses (e.g., reads, and acknowledged writes), and the
length of these responses. In-order delivery per slave of request
messages is already provided by the point-to-point connections.

When a slave using a connectionless protocol (e.g., DTL) is
connected to a NI port supporting multiple connections, a multi-
connection shell must be included to arbitrate between the connec-
tions. A multi-connection shell (see Figure 4) includes a scheduler
to select connections from which messages are consumed, based
e.g.. on their filling. As for the narrowcast, the multi-connection
shell has a connection id history for scheduling the responses.

Proceedings of the Design, Automation and Test in Europe Conference 4nd Exhibition (DATE'04)

@

R

1530-1591/04 $20.00 © 2004 IEEE CoMl'llg

It
SOCIETY
Authorized licensed use limited to: QSIO. Downloaded on August 25,2023 at 21:31:16 UTC from IEEE Xplore. Restrictions apply.

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



) B->A o
A £l = 3| B
(slave) | ot || AsE %]2] o | )
c g % NI Router NI % o D
q ) o @& kemet | neWwork | kemel 5|2 oL | (stave)
= | Ni2->Cfg | g
Cig % Clo>N1Z 5
{ )| bTe jOlE
Muiol 3 8
NIt NI2
NIP CNI
(DTL MMIO) (DTL MMIO)

Figure 8. NI configuration

In Figures 5 and 6, we show a master and slave shells that im-
plement a simplified version of a protocol such as AXI. The basic
functionality of such a shell is to sequentialize commands and their
flags, addresses, and write data in request messages, and to dese-
quentialize messages into read data, and write responses. Exam-
ples of the message structures (i.e., after sequentialization) passing
from NI shells and NI kernel are shown in Figure 7. In full-fledged
master and slave shells, more blocks would be added to implement
e.g., the unbuffered writes at the master side, and read linked, write
conditional at the slave side.

4.3 NI Configuration

As mentioned in Section 3, in our prototype AEthereal NoC, we
opt for centralized configuration. This means that there is a single
configuration module that configures the whole NoC, and that slot
tables can be removed from the routers. Consequently, only the
NIs need to be configured when opening/closing connections.

NIs are configured via a configuration port (CNIP), which of-
fers a memory-mapped view on all control registers in the Nls.
This means that the registers in the NI are readable and writable
by any master using normal read and write transactions.

Contiguration is performed using the NoC itself (i.e.. there is
no separate control interconnect needed for NoC configuration).
Consequently, the CNIPs are connected to the NoC like any other
slave (see CNIP at NI2 in Figure 8). At the configuration module
Cfg’s NI, we introduce a configuration shell (Config Shell), which,
based on the address configures the local NI (NI1), or sends con-
figuration messages via the NoC to other Nis. The configuration
shell optimizes away the need for an extra data port at NIl to be
connected to the NI1’s CNIP.

In Figure 9, we show the necessary steps in setting up a connec-
tion between two modules (master B and slave A) from a configu-
ration module (Cfg). Like for any other memory-mapped register,
before sending configuration messages for configuring the B to A
connection at NI2, a connection from Cfg to NI2's CNIP must be
set up. This connection is opened in two steps corresponding to
the request and response channels. First, the request channel to
the NI2’s CNIP is set up by writing the necessary registers in NI1
(Step | in Figure 9). Second, we use this channel to set up (via
the NoC) the response channel from NI2’s CNIP to Cfg (Step 2).
The three shown messages are delivered and executed in order at
NI2. The last of them also requests an acknowledgment message
to confirm that the channel has been successfully set up.

After the configuration connection has been set up, the remote
NI2 can be configured to set up a channel from B to A. For config-
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Figure 9. Connection configuration example

uring NI2 (B’s NI), the previously set up configuration connection
is used. For configuring NII, the NI1's configuration port is ac-
cessed directly via Config Shell. First, the channel from the
slave module A to the master module B is configured at NI (Step
3). Second, the channel from the master module B to the slave
module A is configured (Step 4) through messages to NI2.

5 Implementation

In the previous section, we describe a prototype of a config-
urable NI architecture. In this section, we discuss the synthe-
sized area and speed figures for the network interface components:
NI kernel, narrowcast, multichannel and configuration shells, and
master and slave shells for a simplified version of DTL.

We have synthesized an instance of a NI kernel with a STU of
8 slots, and 4 ports having 1, 1, 2, and 4 channels, respectively,
with all queues being 32-bit wide and 8-word deep. The queues
are area-efficient custom-made hardware fifos. We use these fi-
fos instead of RAMs, because we need simultaneous access at all
NI ports (possibly running at different speeds) as well as simulta-
neous read and write access for incoming and outgoing packets,
which cannot be offered with a single RAM. Finally, for the small
queues needed in the NI, multiple RAMs have a too large area
overhead. Moreover, the hardware fifos implement the clock do-
main boundary allowing each NI port to run at a different clock
frequency. The router side of the NI kernel runs at a frequency of
500 MHz, which matches our prototype router frequency [21], and
delivers a bandwidth toward the router of 16 Gbit/s in each direc-
tion. The synthesized area for this NI-kernel instance is 0.11 mm?
in a 0.1370n technology.
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Narrowcast and multi-connection shells have an area of
0.004 mm? and 0.007 1min?, corresponding to 4% and 6% of the
NI kernel area. The DTL shells are very small, 0.005 mm? and
0.002 mm? for the master and slave ports, corresponding to 5%
and 2% of the NI kernel area, respectively. (This is also due to the
fact that not all of the DTL functionality has been implemented).
The configuration shell, which provides a simplified DTL-MMIO
interface to configure the NoC, has an area of 0.01 mm?.

Summing up, for an example NI with 4 ports, one for config-
uration (one channel to which the configuration shell is attached),
two masters (one offering narrowcast), and one slave (multichan-
nel), the total area is 0.11 + 0.01 + 2 x 0.005 + 0.004 + 0.002 +
0.007 = 0.143 mm?.

The latency introduced by our current NI is 2 cycles in the DTL
master shell (due to sequentialization, as part of packetization), 0
to 2 in the narrowcast and multicast shells (depending on the NI
instance), and between 1 and 3 cycles in the NI kernels (as data
needs to be aligned to a 3 word flit boundary), and 2 clock cycles
for clock domain crossing. Additional delay is caused by the arbi-
tration, but we do not include this in the NI latency overhead, as it
needs to be performed anyway (also in the case of a bus, arbitration
is performed).

The resulting latency overhead introduced by our NI is between
4 and 10 cycles, which is pipelined to maximize throughput. The
latency overhead of a software implementation of the protocol is
much larger (e.g.. 47 instructions for packetization only [4]). A
hardware implementation allows both legacy software and hard-
ware task implementations to be used without change.

6 Conclusions

In this paper, we describe a network interface architecture
which offers high-level services at a low cost. Our network inter-
face provides a shared-memory abstraction, where communication
is performed using read/write transactions. We offer, via connec-
tions, high-level services, such as transaction ordering, throughput
and latency guarantees, and end-to-end flow control. These con-
nections are configurable at runtime via a memory-mapped con-
figuration port. We use the network to configure itself as opposed
to using a separate control interconnect for network configuration.

Our network interface has a modular design, composed of ker-
nel and shells. The NI kernel provides the basic functionality, in-
cluding arbitration between channels, transaction ordering, end-
to-end flow control, packetization, and a link protocol with the
router. Shells implement (a) additional functionality, such as mul-
ticast and narrowcast connections, and (b) adapters to existing pro-
tocols, such as AXI or DTL. All these shells can be plugged in or
left out at design time according to the needs. This is done using
an XML description of the network, which is used to automati-
cally generate the VHDL code for the network interfaces, as well
as for the network topology.

We show an instance of our network interface, which shows
that the cost of implementing our protocol stack in hardware is
small (0.143mm? in a 0.13pum technology, running at 500 MHz).
Our hardware protocol stack implementation provides a very low
protocol overhead of 4 to 6 cycles, which is much lower than a
software stack implementation.

In conclusion, we provide an efficient network interface offer-
ing a shared-memory abstraction, high-level services (including
guarantees), which allows runtime network configuration using the
network itself.
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Abstract

Networks are emerging as a possible solution for fu-
ture on-chip interconnects. In this chapter, we show how
networks on chip (NoC) are similar to and differ from
both off-chip networks (e.g., computer networks) and cur-
rent on-chip interconnects (e.g., buses). We re-examine their
communication services in the context of NoCs. To en-
able a clean separation between the NoC and IP blocks,
we provide services that abstract from network implemen-
tations. We define a request-response transaction model
similar to bus protocols, to make our approach back-
ward compatible. To exploit the full power of NoCs,
we also provide connection-oriented communication with
differentiated services. Examples are bandwidth guaran-
tees, transaction orderings, and end-to-end flow control.

Key Words: Networks on chip, on-chip buses, computer
networks, communication services, protocol stack,
transaction, connection
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I. Introduction

Networks on chip (NoC) have received considerable attention recently
as a solution to the interconnect problem in highly-complex chips [3-5,7-
9, 15,20,23]. The reason is twofold. First, NoCs help resolve the electri-
cal problems in new deep-submicron technologies, as they structure and
manage global wires [3-5,7,8]. At the same time they share wires, lower-
ing their number and increasing their utilization [7, 8). NoCs can also be
energy efficient and reliable [4], and are scalable compared to buses [9].
Second, NoCs also decouple computation from communication, which is
essential in managing the design of billion-transistor chips [14,23]. NoCs
achieve this decoupling because they are traditionally designed using pro-
tocol stacks [22], which provide well-defined interfaces separating com-
munication service usage from service implementation [5,23].

Using networks for on-chip communication when designing systems on
chip (SoC), however, raises a number of new issues that must be taken
into account. This is because, in contrast to existing on-chip interconnects
(e.g., buses, switches, or point-to-point wires), where the communicating
modules are directly connected, in a NoC the modules communicate re-
motely via network nodes. As a result, interconnect arbitration changes
from centralized to distributed, and issues like out-of order transactions,
higher latencies, and end-to-end flow control must be handled either by
the intellectual property block (1P) or by the network.

Most of these topics have been already the subject of research in the field
of computer networks [25] and parallel machine interconnect networks [6].
However, on-chip networks have different properties (e.g., tighter link syn-
chronization) and constraints (e.g., higher memory cost) leading to differ-
ent design choices, which ultimately affect the network services.

In this chapter, we compare NoCs and off-chip networks showing both
their similarities and differences. We also explore the differences between
NoCs and existing on-chip interconnects. We present an interface which
takes these issues into consideration. Our interface is aimed at being sim-
ilar to a split-transaction bus interface, such as VCI [26], OCP [17] or
DTL [18], to allow simple, low-cost wrappers to bus interfaces, and to al-
low backward compatibility with existing IPs. Our interface uses a request-
response protocol that provides basic read and write operations. But it
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extends bus interfaces to fully exploit the power of our NoC [8, 20, 21].
For example, it offers connection-based communication where end-to-end
flow control and time-related guarantees (e.g., bounded latency) can be
requested.

The chapter is organized as follows. In the next two sections we com-
pare NoC properties with those of off-chip networks and buses, respec-
tively. In Section 1V, we define the services that we offer in our network.
Finally, we present our conclusions.

1. Networks Brought on Chip

Networks have been the subject of research for decades, both in the
context of local and wide area networks (computer networks) [25], and as
an interconnect for parallel machines [6]. Both are very much related to on-
chip networks, and many of the results in those fields are also applicable
on chip. However, NoC premises are different from off-chip networks, and,
therefore, most of the network design choices must be re-evaluated.

NoCs differ from off-chip networks mainly in their constraints and syn-
chronization. Typically, resource constraints are tighter on chip than off
chip. Storage (i.e., memory) and computation resources are relatively more
expensive, whereas the number of point-to-point links is larger on chip
than off chip [7].

Storage is expensive, because general-purpose on-chip memory, such as
RAMs, occupy a large area. Having the memory distributed in the network
components in relatively small sizes is even worse, as the overhead area in
the memory then becomes dominant.

For on-chip networks, computation too comes at a relatively high cost
compared to off-chip networks. An off-chip network interface usually con-
tains a dedicated processor to implement the part of the protocol stack, to
relieve the host processor from the communication processing. Including
a dedicated processor in a network interface may be not feasible on chip,
as the size of the network interface will become comparable to or larger
than the 1P to be connected to the network. Moreover, running the pro-
tocol stack on the IP itself may also be not feasible, because often these
1Ps have one dedicated function only, and do not have the capabilities to
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run a network protocol stack. A cost-effective solution would be to have a
dedicated-hardware implementation of the protocol stack.

The number of wires and pins to connect network components is an
order of magnitude larger on chip than off chip [7]. If they are not used
massively for other purposes than NoC communication, they allow wide
point-to-point interconnects (e.g., 300-bit links) [7,15]. This is not possible
off-chip, where links are relatively narrower: 8-16 bits.

On-chip wires are also relatively shorter than off chip [7), allowing a
much tighter synchronization than off chip. This allows a reduction in the
buffer space in the routers because the communication can be done at a
smaller granularity. In the current semiconductor technologies, wires are
also fast and reliable, which allows simpler link-layer protocols (e.g., no
need for error correction, or retransmission). This also compensates for the
lack of memory and computational resources.

In the rest of the section, we list five network issues that have a direct
impact on the NoC cost: reliable communication, deadlock, data ordering,
network flow control and buffering strategy, and time-related guarantees.
For each of them, we discuss the differences and similarities for on- and
off-chip networks.

Reliable communication. A consequence of the tight on-chip re-
source constraints is that the network components (i.e., routers and net-
work interfaces) must be fairly simple to minimize computation and mem-
ory requirements. Luckily, on-chip wires currently provide a reliable com-
munication medium, which can help to avoid the considerable overhead
incurred by off-chip networks for providing reliable communication. Data
integrity can be provided at low cost at the data link layer. However, data
loss also depends on the network architecture. In most computer networks
data is simply dropped if congestion occurs in the network [6,25]. On-chip,
dropping data may lead to a too costly implementation of reliable commu-
nication. We show below that a network that does not drop data can be
a much lower-cost solution, at the peril of introducing the possibility of
deadlock.

Deadlock. Computer network topologies have generally an irregular
(possibly dynamic) structure, which can introduce buffer cycles. In such

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



COMMUNICATION SERVICES FOR NOCS 279

topologies, packet dropping at the network nodes may be required to avoid
deadlocks.

Deadlock can also be avoided without dropping data, for example by
introducing constraints either in the topology or routing. Fat-tree topolo-
gies have already been considered for NoCs, where deadlock is avoided
by bouncing back packets in the network in case of buffer overflow [9].
Tile-based approaches to system design [7, 15,24] use mesh or torus net-
work topologies, where deadlock can be avoided using, for example, a
turn-model routing algorithm [6].

An alternative solution for deadlock in NoCs, which takes into consider-
ation that modules connecting to the network are either masters (initiating
requests and receiving responses), or slaves (receiving requests and send-
ing back responses), is to maintain separate virtual networks (with separate
buffers) for requests and responses [6].

Data ordering. In a network, data sent from a source to a destina-
tion may arrive out of order due to reordering in network nodes, following
different routes, or retransmission after dropping. For off-chip networks
out-of-order data delivery is typical. However, for NoCs where no data is
dropped, data can be forced to follow the same path between a source and
a destination (deterministic routing) with no reordering. This in-order data
transportation requires less buffer space, and reordering modules are no
longer necessary.

Network flow control and buffering strategy. Network flow con-
trol and buffering strategy have a direct impact on the memory utiliza-
tion in the network. Wormhole routing requires only a flit buffer (per
queue) in the router, whereas store-and-forward and virtual-cut-through
routing require at least the buffer space to accommodate a packet [6].
Consequently, on chip, wormhole routing may be preferred over virtual-
cut-through or store-and-forward routing. Similarly, input queuing may
be a lower memory-cost alternative to virtual-output-queuing or output-
queuing buffering strategies, because it has fewer queues. Dedicated
(lower cost) fifo memory structures also enable on-chip usage of virtual-
cut-through routing or virtual output queuing for a better performance [20].
However, using virtual-cut-through routing and virtual output queuing at
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the same time is still too costly [20].

Time-related guarantees. Off-chip networks typically use packet
switching and offer best-effort services. Contention can occur at each net-
work node, making latency guarantees very hard to offer. Throughput guar-
antees can still be offered using schemes such as rate-based switching [27]
or deadline-based packet switching [19], but with high buffering costs.

An alternative to provide such time-related guarantees is to use time-
division multiple access (TDMA) circuits, where every circuit is dedicated
to a network connection. Circuits provide guarantees at a relatively low
memory and computation cost. Network resource utilization is increased
when the network architecture allows any lefi-over guaranteed bandwidth
to be used by best-effort communication 10,20, 21].

HI1. From buses to NoCs

Introducing networks (Figure 1) as on-chip interconnects radically
changes the communication as compared to direct interconnects such as
buses or switches (Figure 2). This is because of the multi-hop nature of
a network, where communication modules are not directly connected, but
separated by one or more network nodes. This is in contrast with the preva-
lent existing interconnects (i.e., buses) where modules are directly con-
nected. The implications of this change reside in the arbitration (which
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must change from centralized to distributed), and in the communication
properties (e.g., ordering, or flow control).

In this section, we list some of these topics, and outline the differences
between NoCs and buses. We refer mainly to buses as direct intercon-
nects, because currently they are the most used on-chip interconnect. Most
of the bus characteristics also hold for other direct interconnects (e.g.,
switches [16]). Multilevel buses are a hybrid between buses and NoCs.
For our purposes, depending on the functionality of the bridges, multilevel
buses behave either like simple buses [2] or like NoCs.

Programming Model. The programming model of a bus typically
consists of load and store operations which are implemented as a se-
quence of primitive bus transactions. Bus interfaces typically have dedi-
cated groups of wires for command, address, write data, and read data [1,
12,13,17,18,26].

A bus is a resource shared by multiple 1ps. Therefore, before using it,
1Ps must go through an arbitration phase, where they request access to the
bus, and block until the bus is granted to them.

A bus transaction involves a request and possibly a response. Modules
issuing requests are called masters, and those serving requests are called
slaves. If there is a single arbitration for a request-response pair, the bus
is called non-split. In this case, the bus remains allocated to the master
of the transaction until the response is delivered, even when this takes a
long time. Alternatively, in a split bus, the bus is released after the request
to allow transactions from different masters to be initiated. However, a
new arbitration must be performed for the response such that the slave can
access the bus [11].

For both split and non-split buses, both communication parties have di-
rect and immediate access to the status of the transaction. In contrast, net-
work transactions are one-way transfers from an output buffer at the source
to an input buffer at the destination that causes some action at the destina-
tion, the occurrence of which is not visible at the source [6]. The effects of
a network transaction are observable only through additional transactions.
A request-response type of operation is still possible, but requires at least
two distinct network transactions. Thus, a bus-like transaction in a NoC
will essentially be a split transaction.
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Transaction Ordering. Traditionally, all transactions on a bus are or-
dered (cf. Peripheral VCI [26], AMBA [1], DTL [18], or CoreConnect
PLB and OPB [12, 13]). This is possible at a low cost, because the in-
terconnect, being a direct link between the communicating parties, does
not reorder data. However, on a split bus, a total ordering of transactions
on a single master may still cause performance penalties, when slaves re-
spond at different speeds. To solve this problem, recent extensions to bus
protocols allow transactions to be performed on connections. Ordering of
transactions within a connection is still preserved, but between connec-
tions there are no ordering constraints (e.g., OCP [17], or Basic VCI [26]).
A few of the bus protocols allow out-of-order responses per connection
in their advanced modes (e.g., Advanced VCI [26]), but both requests and
responses arrive at the destination in the same order as they were sent.

In a NoC, ordering becomes weaker. Global ordering can only be pro-
vided at a very high cost due to the conflict between the distributed nature
of the networks, and the requirement of a centralized arbitration necessary
for global ordering.

Even local ordering, between a source-destination pair, may be costly.
Data may arrive out of order if it is transported over multiple routes. In
such cases, to still achieve an in-order delivery, data must be labeled with
sequence numbers and reordered at the destination before being delivered.

Atomic Chains of Transactions. An atomic chain of transactions is
a sequence of transactions initiated by a single master that is executed on
a single slave exclusively. That is, other masters are denied access to that
slave, once the first transaction in the chain claimed it. This mechanism
is widely used to implement synchronization mechanisms between master
modules (e.g., semaphores).

On a bus, atomic operations can easily be implemented, as the central ar-
biter will either (a) lock the bus for exclusive use by the master requesting
the atomic chain, or (b) not granting access to a locked slave. In the former
case, the duration resources are locked is shorter because once a master has
been granted access to a bus, it can quickly perform all the transactions in
the chain (no arbitration delay is required for the subsequent transactions
in the chain). Consequently, the locked slave and the bus can be opened up
again in a short time. This approach is used in AMBA and CoreConnect.
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In the latter case, the bus is not locked, and can still be used by other mod-
ules, however, at the price of a longer locking duration of the slave. This
approached is used in VCI and OCP.

In a NoC, where the arbitration is distributed, masters do not know that
a slave is locked. Therefore, transactions to a locked slave may still be
initiated, even though the locked slave cannot accept them. Consequently,
to prevent deadlock, these other transactions must be either dropped, or
transactions in the atomic chain must be able to bypass them to be served.
Moreover, the duration a module is kept locked is much longer in case of
NoCs, because of the higher latency per transaction.

Deadlock. In buses, deadlock is generally not an issue. Deadlock can
still occur at the application level (e.g., an atomic chain of transactions that
locks the bus, but never unlocks it), but this is not caused by the intercon-
nect itself.

In a network, deadlock becomes a more important issue, and special
care has to be taken in the network design to avoid deadlock. Deadlock is
mainly caused by cycles in the buffers. To avoid deadlock, either network
nodes must drop packets when their buffers are filled, or routing must be
cycle-free. In a NoC, we believe the latter is preferable, because of its
lower cost in achieving reliable communication (see Section II).

A second cause of deadlock are atomic chains of transactions. The rea-
son is that while a module is locked, the queues storing transactions may
get filled with transactions outside the atomic transaction chain, blocking
the access of the transaction in the chain to reach the locked module. If
atomic transaction chains must be implemented (to be compatible with
processors allowing this, such as MIPS), the network nodes should be able
to filter the transactions in the atomic chain, or be allowed to drop those
blocking them.

Media Arbitration. An important difference between buses and
NoCs is in the medium arbitration scheme. In a bus, master modules re-
quest access to the interconnect, and the arbiter grants the access for the
whole interconnect at once. Arbitration is centralized as there is only one
arbiter component. It is also global as all the requests as well as the state
of the interconnect are visible to the arbiter. Moreover, when a grant is

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



284 Riidulescu and Goossens

given, the complete path from the source to the destination is exclusively
reserved.

In a non-split bus, arbitration takes place once when a transaction is
initiated. As a result, the bus is granted for both request and response. In a
split bus, requests and responses are arbitrated separately.

In a NoC arbitration is also necessary, as it is a shared interconnect.
However, in contrast to buses, the arbitration is distributed, because it is
performed in every router, and is based only on /ocal information. Arbi-
tration of the communication resources (links, buffers) is performed incre-
mentally as the request or response advances [20].

Destination Name and Routing. For a bus, the command, address,
and data are broadcasted on the interconnect. They arrive at every desti-
nation, only one of which activates based on the broadcasted address, and
executes the requested command. This is possible because all modules are
directly connected to the same bus.

In a NoC, it is not feasible to broadcast information to all destinations,
because it must be copied to all routers and network interfaces. This floods
the network with data. The address is better decoded at the source to find
a route to the destination module. A transaction address has, therefore,
two parts: (a) a destination identifier, and (b) an internal address at the
destination.

Latency. Transaction latency is caused by two factors: (a) the access
time to the bus, which is the time until the bus is granted, and (b) the
latency introduced by the interconnect to transfer the data.

For a bus, where the arbitration is centralized, the access time is pro-
portional to the number of masters connected to the bus. The transfer la-
tency itself typically is constant and relatively low, because the modules
are linked directly. However, the speed of transfer is limited by the bus
speed, which is relatively low.

In a NoC, arbitration is performed at each router for the following link.
The access time per router is small. Both end-to-end access time and trans-
port time increase proportionally to the number of hops between master
and slave. However, network links are unidirectional and point to point
and, hence, can run at higher frequencies than buses, thus lowering the
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latency.

From a latency prospective, using a bus or a network is a trade off be-
tween the number of modules connected to the interconnect (which affects
access time), the speed of the interconnect, and the network topology.

Data Format. In most modern bus interfaces the data format is de-
fined by separate wire groups for the transaction type, address, write data,
read data, and return acknowledgments/errors (e.g., VCI, OCP, AMBA,
DTL, or CoreConnect). This is used to pipeline transactions. For example,
concurrently with sending the address of a read transaction, the data of a
previous write transaction can be sent, and the data from an even earlier
read transaction can be received. Moreover, having dedicated wire groups
simplifies the transaction decoding; there is no need for a mechanism to
select between different kinds of data sent over a common set of wires.

Inside a network, there is typically no distinction between different
kinds of data. Data is treated uniformly and passed from one router to
another. This is done to minimize the control overhead and buffering in
routers. If separate wires would be used for each of the above-mentioned
groups, separate routing, scheduling and queuing would be needed, and
the cost of routers would increase proportionally.

In addition, in a network at each layer in the protocol stack, control
information must be supplied together with the data (e.g., packet type, net-
work address, or packet size). This control information is organized as an
envelope around the data. That is, first a header is sent, followed by the ac-
tual data (payload), followed possibly by a trailer. Multiple such envelopes
may be provided for the same data, each carrying the corresponding con-
trol information for each layer in the network protocol stack [6,25].

Buffering and Flow Control. Buffering data of a master (output
buffering) is used both for buses and NoCs to decouple computation from
communication. However, for NoCs output buffering is also needed to
marshal data, which consists of (a) (optionally) splitting the outgoing data
in smaller packets which are transported by the network, and (b) adding
control information for the network around the data (packet header). To
avoid output buffer overflow the master must not initiate transactions that
generate more data than the currently available space.
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Similarly to output buffering, input buffering is also used to decouple
computation from communication. In a NoC, input buffering is also re-
quired to unmarshal data.

In addition, flow control for input buffers differs for buses and NoCs.
For buses, the source and destination are directly linked, and, destination
can therefore signal directly to a source that it cannot accept data. This
information can even be available to the arbiter such that the bus is not
granted to a transaction trying to write to a full buffer.

In a NoC, however, the destination of a transaction cannot signal di-
rectly to a source that its input buffer is full. Consequently, transactions to
a destination can be started, possibly from muitiple sources, after the desti-
nation’s input buffer has filled up. Several policies can be adopted when an
input buffer is full. One policy is not to accept additional incoming transi-
tions, and to store them in the network. However, this approach can easily
lead to network congestion, as the data could be eventually stored all the
way to the sources, blocking the links in between. Another policy is to ac-
cept incoming transactions at a full destination, and drop some data in the
input buffer. Congestion is avoided but data is lost, and this is undesirable.

To avoid input buffer overflow connections can be used, together with
end-to-end flow control. At connection set up between a master and one
or more slaves, buffer space is allocated at the network interfaces of the
slaves, and the network interface of the master is assigned credits reflecting
the amount of buffer space at the slaves. The master can only send data
when it has enough credits for the destination slave(s). The slaves grant
credits to the master when they consume data.

IV. The Athereal Approach

As described in the previous two sections, NoCs have different prop-
erties from both existing off-chip networks and existing on-chip inter-
connects. As a result, existing protocols and service interfaces cannot be
adopted directly to NoCs, but must take the characteristics of NoCs into
account. For example, a protocol such as TCP/IP assumes the network is
lossy, and includes significant complexity to provide reliable communica-
tion. Therefore, TCP/IP is not suitable in a NoC where we assume data
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transfer reliability is already solved at a lower level. On the other hand, ex-
isting on-chip protocols such as VCI, OCP, AMBA, DTL, or CoreConnect
are also not directly applicable. For example, they assume ordered trans-
port of data: if two requests are initiated from the same master, they will
arrive in the same order at the destination. This does not hold automatically
for NoCs. Atomic chains of transactions and end-to-end flow control also
need special attention in a NoC interface.

Our objectives when defining the services of our on-chip network
(called Athereal) are the following. First, the services abstract from the
network internals as much as possible. This is a key ingredient in tackling
the challenge of decoupling the computation from communication [14,23],
which allows 1Ps (the computation part), and the interconnect (the commu-
nication part) to be designed independently from each other. As a conse-
quence, our services are positioned at the transport layer in the 1SO-OSI
reference model [25], which is the first layer to be independent of the im-
plementation of the network.

Second, we aim at a NoC interface as close as possible to a bus interface.
NoCs can then be introduced non-disruptively: existing 1Ps, methodologies
and tools can continue to be used with minor changes. As a consequence,
we use a request-response interface similar to interfaces for split buses [1,
12,13,17,18,26].

Third, our interface extends traditional bus interfaces to fully exploit
the power of NoCs. For example, we offer connection-based communica-
tion which does not only relax ordering constraints (as for buses), but also
enables new communication properties, such as end-to-end flow control
based on credits, or guaranteed throughput [8,20,21]. All these properties
can be set for each connection individually.

A. The Athereal Connection and Transaction Model

IPs interact with our network [8,20,21] at so-called network interfaces
(NI). NIs provide NI ports (NIP) through which the communication services
are accessed. As shown in Figure 3, a NI can have several N1Ps to which one
or more IPs (computation elements or memories, but not interconnection
elements) can be connected. Similarly, an 1P can be connected to more than

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



288 Ridulescu and Goossens

one NI and NIP.

Figure 3. Examples of links between NIs and IPs.

Communication between NIPs is performed on connections. Connec-
tions are introduced to describe and identify communication with different
properties, such as guaranteed throughput, bounded latency and jitter, or-
dered delivery, or flow control. For example, to distinguish and indepen-
dently guarantee communication of 1Mbs and 25Mbs, two connections
can be used. Two NIPs can be connected by multiple connections, possi-
bly with different properties. Connections as defined here are similar to the
concept of threads and connections from OCP and VCI. Where in OCP and
VCI connections are used only to relax transaction ordering, we generalize
from only the ordering property to include configuration of buftfering and
flow control, guaranteed throughput, and bounded latency per connection.

Athereal connections must be created with the desired properties before
being used. This may result in resource reservations inside the network
(e.g., buffer space, or percentage of the link usage per time unit). If the
requested resources are not available, the network will refuse the request.
After usage, connections are closed, which leads to freeing the resources
occupied by that connection.

To allow more flexibility in configuring connections and, hence, better
resource allocation per connection, the outgoing and return parts of con-
nections are configured independently. For example, a different amount of
buffer space can be allocated in the NIPs at master and slaves, or different
bandwidths can be reserved for requests and responses.

Depending on the requested services, the time to handle a connec-
tion (i.e., creating, closing, modifying services) can be short (e.g., creat-
ing/closing an unordered, lossy, best-effort connection) or significant (e.g.,
creating/closing a multicast guaranteed-throughput connection). Conse-
quently, connections are assumed to be created, closed, or modified infre-
quently, coinciding e.g., with reconfiguration points, when the application
requirements change.
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QUTDATA cMD
ANIP _ PNIP

RETDATA RETSTAT

Figure 4. Transaction composition.

Communication takes place on connections using transactions, consist-
ing of a request and possibly a response. The request encodes an operation
(e.g., read, write, flush, test and set, nop) and possibly carries outgoing
data (e.g., for write commands). The response returns data as a result of a
command (e.g., read) and/or an acknowledgment.

Connections involve at least two NIPs. Transactions on a connection are
always started at one and only one of the NiPs, called the connection’s
active NIP (ANIP). All the other NIPs of the connection are called passive
NIPs (PNIP).

There can be multiple transactions active on a connection at a time, but
more generally than for split buses. That is, transactions can be started
at the ANIP of a connection while responses for earlier transactions are
pending. If a connection has multiple slaves, multiple transactions can be
initiated towards different slaves. Transactions are also pipelined between
a single master-slave pair for both requests and responses. In principle,
transactions can also be pipelined within a slave, if the slave allows this.

A transaction is composed from the following messages (see Figure 4):

e A command message (CMD) is sent by the ANIP, and describes the
action to be executed at the slave connected to the PNIP. Examples
of commands are read, write, test and set, and flush. Commands
are the only messages that are compulsory in a transaction. For
N1Ps that allow only a single command with no parameters (e.g.,
fixed-size address-less write), we assume the command message
still exists, even if it is implicit (i.e., not explicitly sent by the 1P).

¢ An out data message (OUTDATA) is sent by the ANIP following a
command that requires data to be executed (e.g., write, multicast,
and test-and-set).

e A return data message (RETDATA) is sent by a PNIP as a conse-
quence of a transaction execution that produces data (e.g., read,
and test-and-set).

* A completion acknowledgment message (RETSTAT) is an optional
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acknowledged write multicast

Figure 5. Transaction examples.

message which is returned by PNIP when a command has been
completed. It may signal either a successful completion or an er-
ror. For transactions including both RETDATA and RETSTAT the
two messages can be combined in a single message for efficiency.
However, conceptually, they exist both: RETSTAT to signal the
presence of data or an error, and RETDATA to carry the data. In
bus-based interfaces RETDATA and RETSTAT typically exist as two
separate signals [1,12,13,17,18,26].

Messages composing a transaction are divided in outgoing messages,
namely CMD and OUTDATA, and response messages, namely RETDATA,
RETSTAT. Within a transaction, CMD precedes all other messages, and
RETDATA precedes RETSTAT if present. These rules apply both between
master and ANIP, and PNIP and slave. Examples of transactions are shown
in Figure 5.

We classify connections as follows (see Figure 6):

* A simple connection is a connection between one ANIP and one
PNIP.

* A narrowcast connection is a connection between one ANIP and
one or more PNIPs, in which each transaction that the ANIP initi-
ates is executed by exactly one PNIP. An example of the narrow-
cast connection is shown in Figure 7, where the ANIP performs
transactions on an address space which is mapped on two mem-
ory modules. Depending on the transaction address, a transaction
is executed on only one of these two memories.

e A multicast connection is a connection between one ANIP and one
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simple: ANIP «<—— PNIP

PNIP

narrowcast:  ANIP <PNIP
PNIP

PNIP

multicast:  ANIP <PNIP
PNIP

Figure 6. Connection types.

Figure 7. A narrowcast
connection.

or more PNIPs, in which the sent messages are duplicated and each
PNIP receives a copy of those messages. In a multicast connec-
tion no return messages are currently allowed, because of the large
traffic they generate (i.e., one response per destination). It could
also increase the complexity in the ANIP because individual re-
sponses from PNIPs must be merged into a single response for the
ANIP. This requires buffer space and/or additional computation
for the merging itself.

B. Connection Properties

In this section we elaborate on the features that can be configured for
a connection: guaranteed message integrity, guaranteed transaction com-
pletion, various transaction orderings, guaranteed throughput, bounded la-
tency and jitter, and connection flow control.

Data Integrity. Data integrity means that the content of messages is
not changed (accidentally or not) during transport. We assume that data
integrity is already solved at a lower layer in our network, namely at the
link layer, because in current on-chip technologies data can be transported
uncorrupted over links. Consequently, our network interface always guar-
antees that messages are delivered uncorrupted at the destination.
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Transaction Completion. A transaction without a response (e.g., a
posted write) is said to be complete when it has been executed by the slave.
As there is no response message to the master, no guarantee regarding
transaction completion can be given.

A transaction with a response (e.g., an acknowledged write) is said to
be complete when a RETSTAT message is received from the ANIP'. The
transaction may either (a) be executed successfully, in which case a success
RETSTAT is returned, (b) fail in its execution at the slave, in which case an
execution error RETSTAT is returned, or (c) fail because of buffer overflow
in a connection with no flow control, in which case it reports an overflow
error. We assume that when a slave accepts a CMD requesting a response,
the slave always generates the response.

In our network, routers do not drop data [21]. Therefore, messages are
always guaranteed to be delivered at the NI. For connections with flow
control, also Nis do not drop data. Thus, message delivery and, thus, trans-
action completion to the IPs is guaranteed automatically in this case.

However, if there is no flow control, messages may be dropped at the
network interface in case of buffer overflow (see the paragraph on end-to-
end flow control below). All of CMD, OUTDATA, and RETDATA may be
dropped at the NI. To guarantee transaction completion, RETSTAT is not
allowed to be dropped. Consequently, in the ANIPs enough buffer space
must be provided to accommodate RETSTAT messages for all outstand-
ing transactions. This is enforced by bounding the number of outstanding
transactions.

Transaction Ordering. Across different connections no ordering of
transactions is defined at the transport layer.

There are several points in a connection where order of transactions can
be observed (see Figure 8): (a) the order in which the master presents CMD
messages to the ANIP, (b) the order in which the CMDs are delivered to the
slave by the PNIP, (c) the order in which the slave presents the responses
to the PNIP, and (d) the order the responses are delivered to the master by
the ANIP. Note that not all of (b), (c), and (d) are always present. More-
over, there are no assumptions about the order in which the slaves execute

'Recall that when data is received as a response (RETDATA), a RETSTAT (possibly implicit)
is also received to validate the data.
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b
PNIP| slave

master | ANIP| network }

PNIP slave
cl

Figure 8. Message ordering is observable at a, b, ¢, and d.

transactions; we can only observe the order of the responses. We consider
the order of the transaction execution by the slaves to be a system decision,
and not a part of the interconnect protocol.

At both ANIP and PNIPs, outgoing messages belonging to different
transactions on the same connection are allowed to be interleaved. For ex-
ample, two write commands can be issued, and only afterwords their data.
If the order of OUTDATA messages differs from the order of CMD mes-
sages, transaction identifiers must be introduced to associate OUTDATAS
with their corresponding CMD.

Outgoing messages can be delivered by the PNIPs to the slaves (see
Figure 8-b) as follows:

» Unordered, which imposes no order on the delivery of the outgo-
ing messages of different transactions at the PNIPs.

o Ordered locally, where transactions must be delivered to each
PNIP in the order they were sent (Figure 8-a), but no order is im-
posed across PNIPs. Locally-ordered delivery of the outgoing mes-
sages can be provided either by an ordered data transportation, or
by reordering outgoing messages at the PNIP.

» Ordered globally, where transactions must be delivered in the or-
der they were sent, across all PNIPs of the connection. Globally-
ordered delivery of the outgoing part of transactions require a
costly synchronization mechanism.

Transaction response messages can be delivered by the slaves to the
PNIPs (see Figure 8-c) as follows:

» Ordered, when RETDATA and RETSTAT messages are returned in
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the same order as the CMbs were delivered to the slave (Figure 8-
b).
o Unordered, otherwise.

When responses are unordered, there has to be a mechanism to identify
the transaction to which a response belongs. This is usually done using
tags attached to messages for transaction identifications (similar to tags in
VCD).

Response messages can be delivered by the ANIP to the master (see
Figure 8-d) as follows:

* Unordered, which imposes no order on the delivery of responses.
Here also, tags must be used to associate responses with their cor-
responding CMDs.

* Ordered locally, where RETDATA and RETSTAT messages of trans-
actions for a single slave are delivered in the order the original
CMDs were presented by the master to the ANIP (Figure 8-a).
Note that there is no ordering imposed for transactions to different
slaves within the same connection.

* Globally ordered, where all responses in a connection are deliv-
ered to the master in the same order as the original cMDs. When
transactions are pipelined on a connection, then globally-ordered
delivery of responses requires reordering at the ANIP.

All 3 x 2 x 3 = 18 combinations between the above orderings are pos-
sible. Out of these, we define and offer the following two.

An unordered connection is a connection in which no ordering is as-
sumed in any part of the transactions. As a result, the responses must be
tagged to be able identify to which transaction they belong. Implementing
unordered connections has low cost, however, they may be harder to use,
and introduce the overhead of tagging.

An ordered connection is defined as a connection with /ocal ordering
for the outgoing messages from PNIPs to slaves (Figure 8-b), ordered re-
sponses at the PNIPs (Figure 8-c), and global ordering for responses at the
ANIP (Figure 8-d). We choose local ordering for the outgoing part because
the global ordering has a too high cost, and has few uses. The ordering of
responses is selected to allow a simple programming model with no tag-
ging. Global ordering at the ANIP is possible at a moderate cost, because
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all the reordering is done locally in the ANIP.

A user can emulate connections with global ordering of outgoing and
return messages at the PNIPs using non-pipelined acknowledged transac-
tions, at the cost of high latency.

Connection latency, throughput, and jitter. In our network,
throughput can be reserved for connections in a time-division multiple ac-
cess (TDMA) fashion, where bandwidth is split in fixed-size slots on a
fixed time frame. Bandwidth, as well as bounds on latency and jitter, can
be guaranteed when slots are reserved. They are all defined in multiples of
the slots. throughput, latency and jitter can all be configured independently
for the request and response parts of a connection.

Fully guaranteed-throughput connections (i.e., providing throughput
guarantees on both request and return parts of the connection) can over-
book resources in some cases. For example, when an ANIP opens a
guaranteed-throughput read connection, it must reserve slots for the read
command messages, and for the read data messages. The ratio between the
two can be very large (c.g., 1:100), which leads either to a large number of
slots, or bandwidth being wasted for the read command messages.

To resolve this problem, the request part of a connection can be best ef-
fort, while the response can have guaranteed throughput (or vice versa).
For the example mentioned above, one can use best effort read mes-
sages, and guaranteed-throughput read-data messages. No global connec-
tion guarantees can be offered in this case, but the overall throughput can
be higher and more stable than in the case of using only best-effort traffic.

Connection flow control. As mentioned earlier, our network guaran-
tees that messages are delivered to the NI. Messages sent from one of the
NIPs are not immediately visible at the other N1P, because of the multi-hop
nature of networks. Consequently, handshakes over a network would allow
only a single message be transmitted at a time. This limits the through-
put on a connection and adds latency to transactions. To overcome this
problem, and achieve a better network utilization, the messages must be
pipelined. In this case, if the data is not consumed at the PNIP at the same
rate it arrives, either flow control must be introduced to slow down the pro-
ducer, or data may be lost because of limited buffer space at the consumer
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NI.

We introduce end-to-end flow control at the level of connections, which
requires buffer space to be associated with connections. End-to-end flow
control ensures that messages are sent over the network only when there is
enough space in the N1P’s destination buffer to accommodate them.

End-to-end flow is optional (i.e., to be requested when connections are
opened) and can be configured independently for the outgoing and re-
turn paths. When no flow control is provided, messages are dropped when
buffers overflow. Multiple policies of dropping messages are possible, as
in off-chip networks. Possible scenarios include: (a) the oldest message is
dropped (milk policy), or (b) the newest message is dropped (wine pol-
icy) [25].

We opt for a credit-based flow control. Credits are associated with the
empty buffer space at the receiver NI. The sender’s credit is lowered as data
is sent. When the PNIP delivers data to the slave, credits are granted to the
sender. If the sender’s credit is not sufficient to send some data, the NI at
the sender stalls the sending.

C. Use Cases

To illustrate the need for differentiated services on connections, we con-
sider in this section two examples of traffic. We describe the properties they
would use over an ZEthereal connection to meet their traffic requirements.

Video processing streams typically require a lossless, in-order video
stream with guaranteed throughput, but possibly allow corrupted samples.
An Athereal connection for such a stream would require the necessary
throughput, ordered transactions, and flow control. If the video stream is
produced by the master, only write transactions are necessary. In this case,
with a flow-controlled connection there is no need to also require transac-
tion completion, because messages are never dropped, and the write com-
mand and its data are always delivered at the destination. Data integrity is
always provided by our network, even though it may be not necessary in
this case.

Another example is that of cache updates which require uncorrupted,
lossless, low-latency data transfer, but ordering and guaranteed throughput
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are less important. In this case, a connection would not require any time re-
lated guarantees, because even though an average low latency is required, a
guarantee on low latency is not critical. Low latency can be obtained even
with a best-effort connection. The connection would also require flow con-
trol and guaranteed transaction completion to ensure lossless transactions.
However, no ordering is necessary, because this is not important for cache
updates, and allowing out of order transaction can reduce the response
time.

V. Conclusions

In this chapter, we compare networks on chip (NoC) to off-chip net-
works (e.g., computer networks) and existing on-chip interconnects (e.g.,
buses). We show that NoCs have many similarities with off-chip networks.
However, they also differ, especially in their resource constraints. For ex-
ample on a chip, memory and computation resources are more expensive,
while there are more wires. This makes NoC architectures different from
off-chip networks, and requires rethinking of network services.

We also compare NoCs to existing on-chip interconnects, such as buses
and switches. By directly connecting 1P blocks, existing on-chip intercon-
nects can offer tight coupling between masters and slaves, and global ar-
bitration. In NoCs, masters and slaves are completely decoupled, and the
arbitration is distributed over the network nodes. This make it harder to
provide guarantees, such as bandwidth lower bounds, and transaction or-
derings.

We define a set of NoC services that abstract from the network details.
Using these services in IP design decouples computation and communica-
tion. We use a request-response transaction model to be close to existing
on-chip interconnect protocols. This eases the migration of current 1Ps to
NoCs. To fully utilize the NoC capabilities, such as high bandwidth and
transaction concurrency, our services provide connection-oriented com-
munication. Connections can be configured independently with different
properties. These properties include transaction completion, various trans-
action orderings, bandwidth lower bounds, latency and jitter upper bounds,
and flow control.

‘
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Our NoC services are a prerequisite for service-based system design
which makes applications independent of NoC implementations, makes
designs more robust, and enables architecture-independent quality-of-
service strategies.
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Integrated circuit and method for establishing transactions

FIELD OF THE INVENTION
The invention relates to an integrated circuit having a plurality of processing
modules and a network arranged for providing connections between processing modules and

a method for exchanging messages in such an integratcd circuit.

BACKGROUND OF THE INVENTION

Systems on silicon show a continuous increase in complexity due to the ever
increasing need for implementing new features and improvements of existing functions. This
is enabled by the increasing density with which components can be integrated on an
integrated circuit. At the same time the clock speed at which circuits are operated tends to
increase too. The higher clock speed in combination with the increased density of
components has reduced the area which can operate synchronously within the same clock
domain. This has created the need for a modular approach. According to such an approach
the processing system comprises a plurality of relatively independent, complex modules. In
conventional processing systems the systems modules usually communicate to each other via
a bus. As the number of modules increases however, this way of communication is no longer
practical for the following reasons. On the one hand the large number of modules forms a too
high bus load. On the other hand the bus forms a communication bottleneck as it enables only
one device to send data to the bus. A communication network forms an effective way to
overcome these disadvantages.

Networks on chip (NoC) have received considerable attention recently as a
solution to the interconnect problem in highly-complex chips . The reason is twofold. First,
NoCs help resolve the electrical problems in new deep-submicron technologies, as they
structure and manage global wires. At the same time they share wires, lowering their number
and increasing their utilization. NoCs can also be energy efficient and reliable and are
scalable compared to buses. Second, NoCs also decouple computation from communication,
which is essential in managing the design of billion-transistor chips. NoCs achieve this
decoupling because they are traditionally designed using protocol stacks, which provide well-

defined interfaces separating communication service usage from service implementation.
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Using networks for on-chip communication when designing systems on chip
(S80C), however, raises a number of new issues that must be taken into account. This is
because, in contrast to existing on-chip interconnects (e.g., buses, switches, or point-to-point
wires), where the communicating modules are directly connected, in a NoC the modules
communicate remotely via network nodes. As a result, interconnect arbitration changes from
centralized to distributed, and issues like out-of order transactions, higher latencies, and end-
to-end flow control must be handled either by the intellectual property block (IP) or by the
network.

Most of these topics have been already the subject of research in the field of
local and wide area networks (computer networks) and as an interconnect for parallel
machine interconnect networks. Both are very much related to on-chip networks, and many
of the results in those fields are also applicable on chip. However, NoC's premises are
different from off-chip networks, and, therefore, most of the network design choices must be
reevaluated. On-chip networks have different properties (e.g., tighter link synchronization)
and constraints (e.g., higher memory cost) leading to different design choices, which
ultimately affect the network services.

NoCs differ from off-chip networks mainly in their constraints and
synchronization. Typically, resource constraints are tighter on chip than off chip. Storage
(i.e., memory) and computation resources are relatively more expensive, whereas the number
of point-to-point links is larger on chip than off chip . Storage is expensive, because general-
purpose on-chip memory, such as RAMs, occupy a large area. Having the memory
distributed in the network components in relatively small sizes is even worse, as the overhead
area in the memory then becomes dominant.

For on-chip networks computation too comes at a relatively high cost
compared to off-chip networks. An off-chip network interface usually contains a dedicated
processor to implement the protocol stack up to nctwork layer or even higher, to relieve the
host processor from the communication processing. Including a dedicated processor in a
network interface is not feasible on chip, as the size of the network interface will become
comparable to or larger than the IP to be connected to the network. Moreover, running the
protocol stack on the IP itself may also be not feasible, because often these IPs have one
dedicated function only, and do not have the capabilities to run a network protocol stack.

The number of wires and pins to connect network components is an order of

magnitude larger on chip than off chip. If they are not used massively for other purposes than
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NoC communication, they allow wide point-to-point interconnects (e.g., 300-bit links). This
is not possible off-chip, where links are relatively narrower: 8-16 bits.

On-chip wires are also relatively shorter than off chip allowing a much tighter -
synchronization than off chip. This allows a reduction in the buffer space in the routers
because the communication can be done at a smaller granularity. In the current
semiconductor technologies, wires are also fast and reliable, which allows simpler link-layer
protocols (e.g., no need for error correction, or retransmission). This also compensates for the
lack of memory and computational resources.

Reliable communication: A consequence of the tight on-chip resource
constraints is that the network components (i.¢., routers and network interfaces) must be
fairly simple to minimize computation and memory requirements. Luckily, on-chip wires
provide a reliable communication medium, which can help to avoid the considerable
overhead incurred by off-chip networks for providing reliable communication. Data integrity
can be provided at low cost at the data link layer. However, data loss also depends on the
network architecture, as in most computer networks data is simply dropped if congestion
occurs in the network.

Deadlock: Computer network topologics have generally an irregular (possibly
dynamic) structure, which can introduce buffer cycles. Deadlock can also be avoided, for
example, by introducing constraints either in the topology or routing. Fat-tree topologies have
already been considered for NoCs, where deadlock is avoided by bouncing back packets in
the network in case of buffer overflow. Tile-based approaches to system design use mesh or
torus network topologies, where deadlock can be avoided using, for example, a turn-model
routing algorithm. Deadlock is mainly caused by cycles in the buffers. To avoid deadlock,
routing must be cycle-free, because of its lower cost in achieving reliable communication. A
second cause of deadlock are atomic chains of transactions. The reason is that while a
module is locked, the queues storing transactions may get filled with transactions outside the
atomic transaction chain, blocking the access of the transaction in the chain to reach the
locked module. If atomic transaction chains must be implemented (to be compatible with
processors allowing this, such as MIPS), the network nodes should be able to filter the
transactions in the atomic chain. '

Data ordering: In a network, data sent from a source to a destination may
arrive out of order due to reordenng in network nodes, following different routes, or
retransmission after dropping. For off-chip networks out-of-order data delivery is typical.

However, for NoCs where no data is dropped, data can be forced to follow the same path
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between a source and a destination (deterministic routing) with no reordering. This in-order
data transportation requires less buffer space, and reordering modules are no longer
necessary.

Network flow control and buffering strategy: Network flow control and
buffering strategy have a direct impact on the memory utilization in the network. Wormhole
routing requires only a flit buffer (per queue) in the router, whereas store-and-forward and
virtual-cut-through routing require at least the buffer space to accommodate a packet.
Consequently, on chip, wormhole routing may be preferred over virtual-cut-through or store-
and-forward routing. Similarly, input queuing may be a lower memory-cost alternative to
virtual-output-queuing or output-queuing buffering strategies, because it has fewer queues.
Dedicated (lower cost) FIFO memory structures also enable on-chip usage of virtual-cut-
through routing or virtual output queuing for a better performance. However, using virtual-
cut-through routing and virtual output queuing at the same time is still too costly.

Time-related guarantees: Off-chip networks typically use packet switching and
offer best-effort services. Contention can occur at each network node, making latency
guarantees very hard to offer. Throughput guarantees can still be offered using schemes such
as rate-based switching or deadline-based packet switching, but with high buffering costs. An
alternative to provide such time-related guarantees is to use time-division multiple access
(TDMA) circuits, where every circuit is dedicated to a network connection. Circuits provide
guarantees at a relatively low memory and computation cost. Network resource utilization is
increased when the nctwork architecture allows any left-over guaranteed bandwidth to be
used by best-effort communication.

Introducing networks as on-chip interconnects radically changes the
communication when compared to direct interconnects, such as buses or switches. This is
because of the multi-hop nature of a network, where communication modules are not directly
connected, but separated by one or more network nodes. This is in contrast with the prevalent
existing interconnects (i.e., buses) where modules are directly connected. The implications of
this change reside in the arbitration (which must change from centralized to distributed), and
in the communication properties (e.g., ordering, or flow control).

An outline the differences of NoCs and buses will be given below. We refer
mainly to buses as direct interconnects, because currently they are the most used on-chip
interconncct. Most of the bus characteristics also hold for other direct interconnects (e.g.,
switches). Multilevel buses are a hybrid between buses and NoCs. For our purposes,

depending on the functionality of the bridges, multilevel buses either behave like simple
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buses or like NoCs. The programming model of a bus typically consists of load and store
operations which are implemented as a sequence of primitive bus transactions. Bus
interfaces typically have dedicated groups of wires for command, address, write data, and
read data. A bus is a resource shared by multiple IPs. Therefore, before using it, [Ps must go
through an arbitration phase, where they request access to the bus, and block until the bus is
granted to them.

A bus transaction involves a request and possibly a response. Modules issuing
requests are called masters, and those serving requests are called slaves. If there is a single
arbitration for a pair of request-response, the bus is called non-split. In this case, the bus
remains allocated to the master of the transaction until the response is delivered, even when
this takes a long time. Alternatively, in a split bus, the bus is released after the request to
allow transactions from different masters to be initiated. However, a new arbitration must be
performed for the response such that the slave can access the bus.

For both split and non-split buses, both communication parties have direct and
immediate access to the status of the transaction. In contrast, network transactions are one-
way transfers from an output buffer at the source to an input buffer at the destination that
causes some action at the destination, the occurrence of which is not visible at the source .
The effects of a network transaction are observable only through additional transactions. A
request-response type of operation is still possible, but requires at least two distinct network
transactions. Thus, a bus-like transaction in a NoC will essentially be a split transaction.

Transaction Ordering: Traditionally, on a bus all transactions are ordered (cf.
Peripheral VCI, AMBA, or CoreConnect PLB and OPB. This is possible at a low cost,
because the interconnect, being a direct link between the communicating parties, does not
reorder data. However, on a split bus, a total ordering of transactions on a single master may
still cause performance penalties, when slaves respond at different speeds. To solve this
problem, recent extensions to bus protocols allow transactions to be performed on
connections. Ordering of transactions within a connection is still preserved, but between
connections there are no ordering constraints (e.g., OCP, or Basic VCI). A few of the bus
protocols allow out-of-order responses per connection in their advanced modes (e.g.,
Advanced VCI), but both requests and responses arrive at the destination in the same order as
they were sent.

In a NoC, ordering becomes weaker. Global ordering can only be provided at a
very high cost due to the conflict between the distributed nature of the networks, and the

requirement of a centralized arbitration necessary for global ordering. Even local ordering,

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



10

15

20

25

30

WO 2004/034176 PCT/IB2003/004414
6

between a source-destination pair, may be costly. Data may arrive out of order if it is
transported over multiple routes. In such cases, to still achieve an in-order delivery, data
must be labeled with sequencc numbers and reordered at the destination before being
delivered. The communication network comprises a plurality of partly connected nodes.
Messages from a module are redirected by the nodes to one or more other nodes. To that end
the message compriscs first information indicative for the location of the addresscd
module(s) within the network. The message may further include second information
indicative for a particular location within the module, such as a memory, or a register
address. The second information may invoke a particular response of the addressed module,

Atomic Chains of Transactions: An atomic chain of transactions is a sequence
of transactions initiated by a single master that is executed on a single slave exclusively.
That is, other masters are denied access to that slave, once the first transaction in the chain
claimed it. This mechanism is widely used to implement synchronization mechanisms
between master modules (c.g., semaphores). On a bus, atomic operations can easily be
implemented, as the central arbiter will either (a) lock the bus for exclusive use by the master
requesting the atomic chain, or (b) know not to grant access to a locked slave. In the former
case, the time resources are locked is shorter because once a master has been granted access
to a bus, it can quickly perform all the transactions in the chain (no arbitration delay is
required for the subsequent transactions in the chain). Consequently, the locked slave and the
bus can be opened up again in a short time. This approach is used in AMBA and
CoreConnect. In the latter case, the bus is not locked, and can still be used by other modules,
however, at the price of a longer locking time of the slave. This approached is used in VCI
and OCP.

In a NoC, wherc the arbitration is distributed, masters do not know that a slave
is locked. Therefore, transactions to a locked slaved may still be initiated, even though the
locked slave cannot accept them. Consequently, to prevent deadlock, these other transactions
in the atomic chain must be able to bypass them to be served. Moreover, the time a module
is locked is much longer in case of NoCs, because of the higher latency per transaction.

Media Arbitration: An important difference between buses and NoCs is in the
medium arbitration scheme. In a bus, master modules request access to the interconnect, and
the arbiter grants the access for the whole interconnect at once. Arbitration is centralized as
there is only one arbiter component, and global as all the requests as well as the state of the
interconnect are visible to the arbiter. Moreover, when a grant is given, the complete path

from the source to the destination is exclusively reserved. In a non-split bus, arbitration takes
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place once when a transaction is initiated. As a result, the bus is granted for both request and
response. In a split bus, requests and responses are arbitrated separately.

In a NoC arbitration is also necessary, as it is a shared interconnect. However,
in contrast to buses, the arbitration is distributed, because it is performed in every router, and
is based only on local information. Arbitration of the communication resources (links,
buffers) is performed incrementally as the request or response advances .

Destination Name and Routing: For a bus, the command, address, and data are
broadcasted on the interconnect. They arrive at every destination, of which one activates
based on the broadcasted address, and executes the requested command. This is possible
because all modules are directly connected to the same bus. In a NoC, it is not feasible to
broadcast information to all destinations, because it must be copied to all routers and network
interfaces. This floods the network with data. The address is better decoded at the source to
find a route to the destination module. A transaction address will therefore have two parts:
(a) a destination identifier, and (b) an internal address at the destination.

Latency: Transaction latency is caused by two factors: (a) the access time to
the bus, which is the time until the bus is granted, and (b) the latency introduced by the
interconnect to transfer the data. For a bus, where the arbitration is centralized the access
time is proportional to the number of masters connected to the bus. The transfer latency itsell
typically is constant and relatively fast, because the modules are linked directly. However,
the speed of transfer is limited by the bus speed, which is relatively low.

In a NoC, arbitration is performed at each router for the following link. The
access time per router is small. Both end-to-end access time and transport time increase
proportionally to the number of hops between master and slave. However, network links are
unidirectional and point to point, and hence can run at higher frequencies than buses, thus
lowenng the latency. From a latency prospective, using a bus or a network is a trade off
between the number of modules connected to the interconnect (which affects access time),
the speed of the interconnect, and the network topology.

Data Format: In most modern bus interfaces the data format is defined by
separate wire groups for the transaction type, address, write data, read data, and retum
acknowledgments/ errors (e.g., VCI, OCP, AMBA, or CoreConnect). This is used to pipeline
transactions. For example, concurrently with sending the address of a read transaction, the
data of a previous write transaction can be sent, and the data {rom an even earlier read
transaction can be received. Moreover, having dedicated wire groups simplifies the

transaction decoding; there is no need for a mechanism to select between different kinds of
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data sent over a common set of wires. Inside a network, there is typically no distinction
between different kinds of data. Data is treated uniformly, and passed from one router to
another. This is done to minimize the control overhead and buffering in routers. If separate
wires would be used for each of the above-mentioned groups, separate routing, scheduling,
and queuing would be needed, increasing the cost of routers.

In addition, in a network at each layer in the protocol stack, control
information must be supplied together with the data (e.g., packet type, network address, or
packet size). This control information is organized as an envelope around the data. That is,
first a header is sent, followed by the actual data (payload), followed possibly by a trailer.
Multiple such envelopes may be provided for the same data, each carrying the corresponding
control information for each layer in the network protocol stack .

Buffering and Flow Control: Buffering data of a master (output buffering) is
used both for buses and NoCs to decouple computation from communication. However, for
NoCs output buffering is also needed to marshal data, which consists of (a) (optionally)
splitting the outgoing data in smaller packets which are transported by the network, and (b)
adding control information for the network around the data (packet header). To avoid output
buffer overflow the master must not initiate transactions that generate more data than the
currently available space. Similarly to output buffering, input buffering is also used to
decouple computation from communication. In a NoC, input buffering is also required to un-
marshal data.

In addition, flow control for input buffers differs for buses and NoCs. For
buses, the source and destination are directly linked, and, destination can therefore signal
directly to a source that it cannot accept data. This information can even be available to the
arbiter, such that the bus is not granted to a transaction trying to write to a full buffer.

In a NoC, however, the destination of a transaction cannot signal directly to a
source that its input buffer is full. Consequently, transactions to a destination can be started,
possibly from multiple sources, after the destination’s input buffer has filled up. If an input
buffer is full, additional incoming transitions are not accepted, and stored in the network.
However, this approach can easily lead to network congestion, as the data could be
eventually stored all the way to the sources, blocking the links in between.

To avoid input buffer overflow connections can be used, together with end-to-
end flow control. At connection set up between a master and one or more slaves, buffer
space is allocated at the network interfaces of the slaves, and the network interface of the

master is assigned credits reflecting the amount of buffer space at the slaves. The master can
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only send data when it has enough credits for the destination slave(s). The slaves grant credits

to the master when they consume data.

SUMMARY OF THE INVENTION

It is an object of the invention to provide an integrated circuit and a method for
exchanging messages in an integrated circuit with a more effective usage of the properties of
the network.

This object is achieved by an integrated circuit according to claim 1 and a
method for exchanging messages according to claim 7.

Therefore, an integrated circuit comprising a plurality of processing modules
M; I; S; T and a network N; RN arranged for providing at least one connection between a
first and at least one second module is provided. Said connections comprises a set of
communication channels each having a set of connection properties. Said connection
supports transactions comprising outgoing messages from the first module to the second
module and return messages from the second module to the first module. The connection
properties of the different communication channels of said connection can be adjusted
independently.

Therefore, the utilization of the resources of a network on chip is more
efficient, since the connection between modules can be efficiently adapted to their actual
requirement, such that the connection is not over dimensioned and unused network resources
can be assigned to other connections.

The invention is based on the idea to allow connection channels of a
connection with different connection properties.

According to an aspect of the invention, said integrated circuit compriscs at
least one communication managing means CM for managing the communication between
different modules; and at least one resource managing means RM for managing the resources
of the network N.

According to a further aspect of the invention, said first module M; 1 issues a
request for a connection to at least one of said second mo'dules to said communication
managing means CM. Said communication managing means CM forwards the request for a
connection with communication channels each having a specific set of connection properties
to said resource managing means (RM). Said resource managing means RM determines
whether the requested connection based on said communication channels with said specific

connection properties is available, and responds the availability of the requested connection
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to said communication managing means CM. A connection between the first and second
module is established based on the available properties or available network resources
required to implement the properties of said communication channels of said connection.

According to a still further aspect of the invention, said communication
managing means CM rejects establishing a connection based on the available connection
properties when the available connection properties are not sufficient to perform the
requested connection between said first and second module. The connection properties
require that some network resources are implemented, e.g. a throughput requires slot
reservation and flow control requires buffering. Therefore, a connection requiring some
properties is opened or not depending on the availability of these resources. Accordingly, the
communication manager CM has some control over the minimum requirements for a
connection.

According to a further aspect of the invention, said communication managing
means CM issues a request to reset the connection between said first and second module,
when said modules have successfully performed their transactions, so that the network
resources can be used again for other connections.

According to still a further aspect of the invention, said integrated circuit
comprises at least one network interface means NI, associated to each of said modules, for
managing the communication between said modules and said network N. Hence, the modules
can be designed independent from the network and can therefore be re-used.

The invention also relates to a method for exchanging messages in an
integrated circuit comprising a plurality of modules as described above. The messages
between the modules are exchanged over connections via a network. Said connections
comprises a set of communication channels each having a set of connection properties. Said
connection through the network supports transactions comprising outgoing messages from
the first module to the second module and return messages from the second module to the
first module. The network manages the outgoing messages in a way different from the return
messages, 1.€. the connection channels can be configured independently.

Further aspects of the invention are described in the dependent claims.

These and other aspects of the invention are apparent from and will be

elucidated with reference to the embodiment(s) described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows a System on chip according to a first embodiment,
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Fig. 2 shows a System on chip according to a second embodiment, and

Fig. 3 shows a System on chip according to a third embodiment.

DECRIPTION OF THE PREFERRED EMBODIMENTS

The following embodiments relate to systems on chip, i.e. a plurality of
modules on the same chip communicate with cach other via some kind of interconnect. The
interconnect is embodied as a network on chip NOC. The network on chip may include
wires, bus, time-division multiplexing, switch, and/or routers within a network. At the
transport layer of said network, the communication between the modules are performed over
connections. A connection is considered as a set of channels, each having a set of connection
properties, between a first module and at least one second module. For a connection between
a first module and a single second module, the connection comprises two channel, namely
one from the first module to the second channel, i.e. the request channel, and a second form
the second to the first module, i.e. the response channel. The request channel is reserved for
data and messages from the first to the second, while the response channel is reserved for
data and messages from the second to the first module. However, if the connection involves
one first and N sccond modules, 2*N channcls are provided. The connection properties may
include ordering (data transport in order), flow control (a remote buffer is reserved for a
connection, and a data producer will be allowed to send data only when it is guaranteed that
space is available for the produced data), throughput (a lower bound on throughput is
guaranteed), latency (upper bound for latency is guaranteed), the lossiness (dropping of data),
transmission termination, transaction completion, data correctness, priority, or data delivery.

Fig. 1 shows a System on chip according to a first embodiment. The system
comprises a master module M, two slave modules S1, S2. Each module is connected to a
network N via a network interface NI, respectively. The network interfaces NI are used as
interfaces between the master and slave modules M, S1, S2 and the network N. The network
interfaces NI are provided to manage the communication of the respective modules and the
network N, so that the modules can perform their dedicated operation without having to deal
with the communication with the network or other modules. The network interfaces NI can
send requests such as read rd and write wr between each other over the network.

Fig. 2 shows a system on chip according to a second embodiment. The system
comprises two modules, namely an initiator I and a target T, a router network RN, and two
network interfaces ANIP, PNIP between the modules and the router network RN. The

network interfaces provide two network interface ports NIP (one request and one response
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port) through which the modules communicate with the router network RN or other modules
via the router network RN. The network interface has one or more ports where modules can
be connected. Two different type of ports are available, namely the active network interface
port ANIP, which is connected to masters and the passive network interface port PNIP, which
1s connected to slave. The communication between the initiator module I and the target
module T is based on request-response transactions, where the master, i.e. the initiator
module I, initiates a transaction by placing a request, possibly with some data or required
connection properties. The request REQ is delivered to the slave, i.e. the target module T, via
the active network interface port ANIP, the network RN and the passive network interface
port PNIP. The request is executed by the target module T and data is retumned as a response
RESP if necessary or required. This response RESP may include data and/or
acknowledgement for the master or initiator module 1.

The modules as described in Fig. 1 and 2 can be so-called intellectual property
blocks IPs (computation elements, memories or a subsystem which may internally contain
interconnect modules) that interact with network at said network interfaces NI. Nls provide
NI ports NIP through which the communication services are accessed. A NI can have several
NIPs to which one or more IPs can be connected. Similarly, an IP can be connected to more
than one NI and NIP.

The communication over the network is performed by the network interfaces
on connections. Connections are introduced to describe and identify communication with
different properties, such as guaranteed throughput, bounded latency and jitter, ordered
delivery, or flow control. For example, to distinguish and independently guarantee
communication of 1Mbs and 25Mbs, two connections can be used. Two NIPs can be
connected by multiple connections, possibly with different properties. Connections as defined
here are similar to the concept of threads and connections from OCP and VCI. Where in OCP
and VCI connections are used only to relax transaction ordering, we generalize from only the
ordering property to include among others configuration of buffering and flow control,
guaranteed throughput, and bounded latency per connection.

Fig. 3 shows a system on chip according to a third embodiment. The system of
the third embodiment is based on the system according to the second embodiment and
additionally comprises a communication manager CM and a resource manager RM. Here, the
communication manager CM and the resource manager RM are arranged in the router

network RN, but they can also be arranged in one or some of the network interfaces NI.

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



10

15

20

25

30

WO 2004/034176 PCT/1B2003/004414
13

If the initiator module I needs to read or to write data from/to the target
module T, a request REQ for a connection with the target module T is issued. This request
REQ is send to a request port of the active network interface ports ANIP of the network
interface associated to said initiator 1. This request can contain information regarding an
identification of at least one target module, i.e. a target ID, as well regarding the properties of
the connection between the initiator module I and the target module T. The properties of the
connection between the two modules may depend on the direction, i.e. the properties of the
request channel can be different of the properties of the response channel.

The communication manager CM request a connection with a set of properties
between two modules from the resource manager RM, after receiving the request REQ from
the active network interface ports ANIP, i.e. the properties of a connection, e.g. throughput,
flow control, are t6 be requested when asking for a connection setup. The resource manager
RM allocates the necessary resources and enquires if such a connection based on these
resources is possible. The properties require resources to be implemented (e.g., throughput
requires slot reservations, flow control requires buffering). Therefore, a connection requiring
some properties is opened or not depending on the availability of these resources. The
availability of the connection properties correspond to the ability of the network to fulfill or
provide the resources for the connection properties identified in the connection setup request.
The allocation of the resources can be preformed in two ways. First, the resource manager
RM may contain a property table with entries for all the different properties of the channels
and connections. Alternatively, one central property table can be provided containing all
different properties of the network, i.e. the table can either be central or distributed.

After enquiring of the available connection properties, the resource manager
RM reserves the available connection i.e. the required resources, and responds to the
communication manager CM which connection is available, i.e. which connection properties
or the required resources thereof are available for the desired channels. Optionally, the
communication manager CM can accept the connection with the available properties, but on
the other hand the communication manager CM may also refuse the offered connection if the
available properties or the resources thereof are not acceptable. If the communication
manager CM refuses the offered connection, it sends an error message to the initiator module
I (i.e. via the ANIP) and requests the resource module RM to release the reservation of said
connections. Otherwise, the resource manager RM sets the connection properties, and
establishes a connection with accepted properties between said initiator and target modules.

After said two modules I, T have performed the transactions as requested by the initiator
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module, the communication manager CM issues a rcquest to said resourcc manager RM to
reset the connection or the connection properties.

The connections according to the embodiments of the invention must be first
created or established with the desired properties before being used. This may result in
resource reservations inside the network (e.g., buffer space, or percentage of the link usage
per time unit). If the requested resources are not available, the network RN will refuse the
request. After usage, connections are closed, which leads to freeing the resources occupied
by that connection.

To allow more flexibility in configuring connections, and, hence, better
resource allocation per connection, the outgoing and return parts of connections can be
configured independently. For example, a different amount of buffer space can be allocated
in the NIPs at the master and slaves, or different bandwidths can be reserved for requests and
responses.

An example for the use of differential properties for the outgoing and return
parts is described as follows. Guarantecd-throughput connections can overbook resources in
some cases. For example, when an ANIP opens a guaranteed-throughput read connection, it
must reserve slots for the read command messages, and for the read data messages. The ratio
between the two can be very large (e.g., 1:100), which leads either to a large number of slots,
or bandwidth being wasted for the read command messages.

To solve this problem, the connection properties of the request and response
parts of a connection can be configured independently for all of throughput, latency and jitter.
Consequently, the connection properties of request part of a connection can be best effort,
while the connection properties of response can have guaranteed throughput (or vice versa).
For the example mentioned above, we can use best effort read messages, and guaranteed-
throughput read-data messages. No global connection guarantees can be offered in this case,
but the overall throughput can be higher and more stable than in the casc of using only best-
effort traffic.

A connection on which only read commands are executed for large blocks of
data can be considered as further example. In such a case, if flow control is implemented, a
network interface PNIP associated to a slave S, T would require a small buffer, while the
network interface ANIP associated to a master M, I would require a large buffer. In an
altcrnative example a guarantced throughput is required. Typically, a guaranteed throughput
are provided by reserving fixed-sized slots from a slot table, where a bandwidth value is

associated to each slot, so that the bandwidth values are summed if more slots are allocated.
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In such a scheme there will be a minimum bandwidth that can be allocated. Therefore,
allocating bandwidth only for read commands would be an inefficient use of the bandwidth
as read commands would only use a small fraction. The return data responses would probably
use enough bandwidth to justify the slow reservation. To prevent such an inefficicnt
bandwidth utilization, the request part of the connection can be set up as best effort (i.e. no
throughput guarantees) and guaranteed throughput only for the response part. Accordingly,
no overall guarantees will be offered but for a reasonable loaded network, such a connection
will still perform well. For a network with a low load this solution may be even faster as best-
effort data can be transferred faster (e.g. there is no nced to wait for the assigned bandwidth
slot).

Depending on the requested services, the time to handle a connection (i.e.,
creating, closing, modifying services) can be short (e.g., creating/closing an unordered, lossy,
best-effort connection) or significant (e.g., creating/closing a multicast guaranteed-
throughput connection). Consequently, connections are assumed to be created, closed, or
modified infrequently, coinciding e.g. with reconfiguration points, when the application
requirements change.

Communication takes place on connections using transaction, consisting of a
request and possibly a response. The request encodes an operation (e.g., read, write, flush,
test and set, nop) and possibly carries outgoing data (e.g., for write commands). The response
returns data as a result of a command (e.g., read) and/or an acknowledgment. Connections
involve at least two NIPs. Transactions on a connection are always started at one and only
one of the NIPs, called the connection's active NIP (ANIP). All the other NIPs of the
connection are called passive NIPs (PNIP).

There can be multiple transactions active on a connection at a time, but more
generally than for split buses. That is, transactions can be started at the ANIP of a connection
while responses for earlier transactions are pending. If a connection has multiple slaves,
multiple transactions can be initiated towards different slaves. Transactions are also pipelined
between a single master-slave pair for both requests and responses. In principle, transactions
can also be pipelined within a slave, if the slave allows this.

A transaction can be composed from the following messages:

- A command message (CMD) is sent by the ANIP, and describes the action to
be executed at the slave connected to the PNIP. Examples of commands are read, write, test
and set, and flush. Commands are the only messages that are compulsory in a transaction.

For NIPs that allow only a single command with no parameters (e.g., fixed-size address-less
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write), we assume the command message still exists, even if it is implicit (i.e., not explicitly
sent by the IP).
- An out data message (OUTDATA) is sent by the ANIP following a command
that requires data to be executed (e.g., write, multicast, and test-and-set).
- A return data message (RETDATA) is sent by a PNIP as a consequence of a
transaction execution that produces data (e.g., read, and test-and-set).
- A completion acknowledgment message (RETSTAT) is an optional message
which is returned by PNIP when a command has been completed. It may signal either a
successful completion or an error. For transactions including both RETDATA and RETSTAT
the two messages can be combined in a single message for efficiency. However,
conceptually, they exist both: RETSTAT to signal the presence of data or an error, and
RETDATA to carry the data. In bus-based interfaces RETDATA and RETSTAT typically
exist as two separate signals.

Messages composing a transaction are divided in outgoing messages, namely
CMD and QUTDATA, and response messages, namely RETDATA, RETSTAT. Within a
transaction, CMD precedes all other mcssages, and RETDATA precedes RETSTAT if
present. These rules apply both between master and ANIP, and PNIP and slave.

Connections can be classified as follows:
- A simple connection is a connection between one ANIP and one PNIP.
- A narrowcast connection is a connection between one ANIP and one or more
PNIPs, in which each transaction that the ANIP initiates is executed by exactly one PNIP.
An example of the narrowcast connection, where the ANTP performs transactions on an
address space which is mapped on two memory modules. Depending on the transaction
address, a transaction is executed on only one of these two memories.
- A multicast connection is a connection between one ANIP and one or more
PNIPs, in which the sent messages are duplicated and each PNIP receives a copy of those
messages. In a multicast connection no return messages are currently allowed, because of the
large traffic they generate (i.e., one response per destination). It could also increase the
complexity in the ANIP because individual responses from PNIPs must be merged into a
single responsc for the ANIP. This requircs buffer space and/or additional computation for
the merging itself.

Connecting properties that can be configured for a connection are as follows:
guaranteed message integrity, guaranteed transaction completion, various transaction

orderings, guaranteed throughput, bounded latency and jitter, and connection flow control.
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Data integrity means that the content of messages is not changed (accidentally
or not) during transport. We assume that data integrity is already solved at a lower layer in
our network, namely at the link layer, because in current on-chip technologies data can be
transported uncorrupted over links. Consequently, our network interface always guarantees
that messages are delivered uncorrupted at the destination.

A transaction without a response (e.g. a posted write) is said to be complete
when it has been executed by the slave. As there is no response message to the master, no
guarantee regarding transaction completion can be given.

A transaction with a response (e.g. an acknowledged write) is said to be
complete when a RETSTAT message is received from the ANIP. Recall that when data is
received as a response (RETDATA), a RETSTAT (possibly implicit) is also received to
validate the data. The transaction may either be executed successfully, in which case a
success RETSTAT is returned, fail in its execution at the slave, and then an execution error
RETSTAT is returned, or fail because of buffer overflow in a connection with no flow
control, and then it reports an overflow error. We assume that when a slave accepts a CMD
requesting a response, the slave always generates the response.,

In the networlk, routers do not drop data, thereforc, messages are always
guaranteed to be delivered at the N1. For connections with flow control, also NIs do not drop
data. Thus, message delivery and, thus, transaction completion to the IPs is guaranteed
automatically in this case.

However, if there is no flow control, messages may be dropped at the network
interface in case of buffer overflow. All of CMD, OUTDATA, and RETDATA may be
dropped at the NI. To guarantee transaction completion, RETSTAT is not allowed to be
dropped. Consequently, in the ANIPs enough buffer space must be provided to accommodate
RETSTAT messages for all outstanding transactions. This is enforced by bounding the
number of outstanding transactions.

Now the ordering requirements between different transactions within a single
connection are described. Over different connections no ordering of transactions is defined at
the transport layer.

There are several points in a connection where the order of transactions can be
observed:(a) the order in which the master module M, I presents CMD messages to the
ANIP, (b) the order in which the CMDs are delivered to the slave module T, S by the PNIP,
(c) the order in which the slave module T, S presents the responses to the PNIP, and (d) the
order the responses are delivered to the master by the ANIP. Note that not all of (b), (c), and
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(d) are always present. Moreover, there are no assumptions about the order in which the
slaves execute transactions; only the order of the responses can be observed. The order of the
transaction execution by the slaves is considered to be a system decision, and not a part of the
interconncct protocol.

At both ANTP and PNIPs, outgoing messages belonging to different
transactions on thc same connection are allowed to be interleaved. For example, two write
commands can be issued, and only afterwards their data. If the order of OUTDATA messages
differs from the order of CMD messages, transaction identifiers must be introduced to
associate OUTDATAs with their corresponding CMD.

Outgoing messages can be delivered by the PNIPs to the slaves (see b) as
follows:

- Unordered, which imposes no order on the delivery of the outgoing messages
of different transactions at the PNIPs.

- Ordered locally, where transactions must be delivered to each PNIP in the
order they were sent (a), but no order is imposed across PNIPs. Locally-ordered delivery of
the outgoing messages can be provided either by an ordered data transportation, or by
reordering outgoing messages at the PNIP.

- Ordered globally, where transactions must be delivered in the order they were
sent, across all PNIPs of the connection. Globally-ordered delivery of the outgoing part of
transactions require a costly synchronization mechanism.

Transaction response messages can be delivered by the slaves to the PNIPs (c)
as Ordered, when RETDATA and RETSTAT messages are returned in the same order as the
CMDs were delivered to the slave (b), or as Unordercd, othcrwise. When responses are
unordered, there has to be a mechanism to identify the transaction to which a response
belongs. This is usually done using tags attached to messages for transaction identifications
(similar to tags in VCI).

Response messages can be delivered by the ANIP to the master (see d) as
follows:

- Unordered, which imposes no order on the delivery of responses. Here, also,
tags must be used to associate responses with their corresponding CMDs.

- Ordered locally, where RETDATA and RETSTAT messages of transactions
for a single slave arc delivered in the order the original CMDs were presented by the master
to the ANIP. Note that there is no ordering imposed for transactions to different slaves within

the same connection.
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- Globally ordered, where all responses in a connection are delivered to the
master in the same order as the original CMDs. When transactions are pipelined on a
connection, then globally-ordered delivery of responses requires reordering at the ANIP.

All 3 X2 X 3 = 18 combinations between the above orderings are possible.
Out of these, we define and offer the following two. An unordered connection is a connection
in which no ordering is assumed in any part of the transactions. As a result, the responses
must be tagged to be able identify to which transaction they belong. Implementing unordered
connections has low cost, however, they may be harder to use, and introduce the overhead of
tagging. |

An ordered connection is defined as a connection with local ordering for the
outgoing messages from PNIPs to slaves, ordered responses at the PNIPs, and global
ordering for responses at the ANIP. We choose local ordering for the outgoing part because
the global ordering has a too high cost, and has few uses. The ordering of responses is
selected to allow a simple programming model with no tagging. Global ordering at the ANIP
is possible at a moderate cost, because all the reordering is done locally in the ANIP. A user
can emulate connections with global ordering of outgoing and return messages at the PNIPs
using non-pipelined acknowledged transactions, at the cost of high latency.

In the network, throughput can be reserved for connections in a time-division
multiple access (TDMA) fashion, where bandwidth is split in fixed-size slots on a fixed time
frame. Bandwidth, as well as bounds on latency and jitter can be guaranteed when slots are
reserved. They are all defined in multiples of the slots.

As mentioned earlier, the network guarantccs that messages are delivered to
the NI. Messages sent from one of the NIPs are not immediately visible at the other NIP,
because of the multi-hop nature of networks. Consequently, handshakes over a network
would allow only a single message be transmitted at a time. This limits the throughput on a
connection and adds latency to transactions. To solve this problem, and achieve a better
network utilization, the messages must be pipelined. In this case, if the data is not consumed
at the PNIP at the same rate it arrives, either flow control must be introduced to slow down
the producer, or data may be lost because of limited buffer space at the consumer NI.

End-to-end flow control may be introduced at the level of connections, which
requires buffer space to be associated with conncctions. End-to-end flow control ensures that
messages are sent over the network only when there is enough space in the NIP's destination

buffer to accommodate them.
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End-to-end flow is optional (i.e., to be requested when connections are
opened) and can be configured independently for the outgoing and return paths. When no
flow control is provided, messages are dropped when buffers overflow. Multiple policies of
dropping messages are possible, as in off-chip networks. Possible scenarios include: (a) the
oldest message is dropped (milk policy), or (b) the newest message is dropped (wine policy).

One example for flow control is a credit-based flow control. Credits are
associated with the empty buffer space at the receiver NI. The sender's credit is lowered as
data is sent. When the PNIP delivers data to the slave, credits are granted to the sender. If the
sender's credit is not sufficient to send some data, the NI at the sender stalls the sending.

To illustrate the need for differentiated services on connections, some
examples of traffic are described below. Video processing streams typically require a loss
less, in-order video stream with guaranteed throughput, but possibly allow corrupted samples.
An connection for such a stream would require the necessary throughput, ordered
transactions, and flow control. If the video stream is produced by the master, only write
transactions are necessary. In such a case, with a flow-controlled connection there is no need
to also require transaction completion, because messages are never dropped, and the write
command and its data are always delivered at the destination. Data integrity is always
provided by our network, even though it may be not necessary in this case.

Another example is that of cache updates which require uncorrupted, loss less,
low-latency data transfer, but ordering and guaranteed throughput are less important. In such
a case, a connection would not require any time related guarantees, because a low latency,
even if preferable, is not critical. Low latency can be obtained even with a best-effort
connection. The connection would also require flow control and guaranteed transaction
completion to ensure loss less transactions. However, no ordering is necessary, because this
is not important for cache updates, and allowing out of order transaction can reduce the
response time.

A set of NoC services is defined that abstract from the network details. Using
these services in IP design decouples computation and communication. A request-response
transaction model is used to be close to existing on-chip interconnect protocols. This eases
the migration of current IPs to NoCs. To fully utilize the NoC capabilities, such as high
bandwidth and transaction concurrency, connection-oriented communication are provided.
Connections can be configured independently with different properties. These properties
include transaction completion, various transaction orderings, bandwidth lower bounds,

latency and jitter upper bounds, and flow control.
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The provision of such network on chip NoC services is a prerequisite for
service-based system design which makes applications independent of NoC implementations,
makes designs more robust, and enables architecture-independent quality-of-service
strategies.

In other situations there may be different types of flow control (e.g. you never
want to lose write commands, but don't mind losing read data). If a module can do both read
and write commands, it may be important that write transactions always succeed (e.g. when
writing to an interrupt controller), but that read transactions are not critical because they can
be retried (so the CMD of the read transaction is dropped and the read never executed, or the
RETDATA is dropped after the read has been executed. Another example is that if you know
that writes always succeed if they are delivered, a flow-controlled connection is requested.
Acknowledgements are not necessary in that case. Without flow control acknowledgements
are compulsory, complicating the master and causing additional traffic.

In the integrated circuit according to the invention the decision to drop
messages or not is not decided per transaction but for the outgoing and return parts of
connection as a whole. For example all outgoing messages having the format reads+address
or wntes+address+data) may be guaranteed lossless, while for all retum messages (whether
read data, write acknowledgements) packets may be dropped.

A connection could be opened as follows:
connid = open (

nofc/fc,

outgoing unordered/local/global,

outgoing buffer size,

return unordered/local/global,

return buffer size);

i.. all outgoing messages have certain properties, and all return messages have certain
properties. Where fc represents flow control and nofc represents no flow control.

An altemative solution for deadlock in NoCs, which takes into consideration

_that modules connecting to the network are either masters (initiating requests and receiving

responses), or slaves (receiving requests and sending back responses), is (o maintain separate
virtual networks (with separate buffcrs) for requests and responses.
According to an embodiment of the invention, a method for exchanging

messages in an integrated circuit comprising a plurality of modules requests for a connection
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with specific properties between two modules, decides if said requested connection with said
properties between said two modules is possible, responds the connection with available
propertics, establishes a connection with said properties between said two modules, and
performs transactions between said two modules. Additionally, the available connection may
be accepted and the properties of said connection may be reset.

According to a further embodiment of the invention, the network has a first
mode wherein a message is transferred within a guaranteed time interval, and a second mode
wherein a message is transferred as fast as possible with the available resources, wherein the
outgoing transaction is a read message, requesting the second module to send data to the first
module, wherein the return transaction is the data gencrated by the second module upon this
request, and wherein the outgoing transaction is transferred according to the second mode,
and the return transaction is transferred according to the first mode. For acknowledged write
transaction the write command and the outgoing data for the master use guaranteed
throughput, and acknowledgment from the slaves uses best effort. Except for time-related
guarantees, there is also a distinction on the buffering in the above examples. For data
messages there is potentially more buffering allocated than for commands and
acknowledgments. Consequently, for a read transaction buffers for the return part would be
larger than those for the outgoing part. For the acknowledged write buffers the outgoing part
are larger, and those for acknowledgments are smaller.

According to a further embodiment, it is possible to allocate different
bandwidths for different channels. However, there are also limitations. A slot table is used,
which contains a number of slots in a time window. Bandwidth is reserved allocating these
slots to connections. For example, if a table with 100 slots for a time frame of 1ps is used,
each slot will be allocated for 1/100 from Ips = 10ns. If the network provides 1Gb/s per link,
the bandwidth per slot will be 1/100 from 1Gbs = 10Mb/s. Therefore, only multiple of
10Mb/s for guaranteed throughput traffic can be allocated. For a read command generating
long bursts, allocating the minimum bandwidth of 10Mb/s would be probably to much, as it
will use only a small fraction of it. The bandwidth can indeed be used by best-effort traffic,
however, not by other guaranteed throughput traffic. As a result, not all the traffic for which
guarantees arc needed may fit in the slot table. An alternative is to use more slots, but this
increases the cost of the router, Accordingly, a best effort command may be a better solution.

According to still a further embodiment of the invention, a connection
between a master and two slave is provided, wherein different properties are assigned lo the

different channels from the master to the slaves. One of these slaves is a fast memory and the
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other one is a slow memory. A higher throughput is assigned to the channel connecting the
master and the fast memory.

As described above, NoCs have different properties from both existing off-
chip networks and existing on-chip interconnects. As a result, existing protocols and service
interfaces cannot be adopted directly to NoCs, but must take the characteristics of NoCs into
account. For example, a protocol such as TCP/IP assumes the network is lossy, and includes
significant complexity to provide reliable communication. Therefore, it is not suitable in a
NoC where we assume data transfer reliability is already solved at a lower level. On the other
hand, existing on-chip protocols such as VCI, OCP, AMBA, or CoreConnect are also not
directly applicable. For example, they assume ordered transport of data: if two requests are
initiated from the samc master, they will arrive in the same order at the destination. This does
not hold automatically for NoCs. Atomic chains of transactions and end-to-end flow control
also need special attention in a NoC interface.

The objectives when defining network services are the following. First, the
services should abstract from the network internals as much as possible. This is a key
ingredient in tackling the challenge of decoupling the computation from communication,
which allows IPs (the computation part), and the interconnect (the communication part) to be
designed independently from each other. As a consequence, the services are positioned at the
transport layer in the OSI reference model, which is the first layer to be independent of the
implementation of the network. Second, a NoC interface should be as close as possible to a
bus interface. NoCs can then be introduced non-disruptively: with minor changes, existing
[Ps, methodologies and tools can continue to be used. As a conscquence, a request-response
interface is used, similar to interfaces for split buses. Third, the interface extends traditional
bus interfaces to fully exploit the power of NoCs. For example, connection-based
communication which does not only relax ordering constraints (as for buses), but also enables
new communication properties, such as end-to-end flow control based on credits, or
guaranteed throughput. All these properties can be set for each connection individually.

It should be noted that the above-mentioned embodiments illustrate rather than
limit the invention, and that those skilled in the art will be able to design many alternative
embodiments without departing from the scope of the appended claims. In the claims, any
reference signs placed between parentheses shall not be construed as limiting the claim. The
word "comprising” does not exclude the presence of elements or steps other than those listed
in a claim. The word "a" or "an" preceding an element does not exclude the presence of a

plurality of such elements. In the device claim enumerating several means, several of these
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means can be embodied by one and the same item of hardware. The mere fact that certain
measures are recited in mutually different dependent claims does not indicate that a
combination of these measures cannot be used to advantage.
Furthermore, any reference signs in the claims shall not be construed as

limiting the scope of the claims.
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CLAIMS:

1. Integrated circuit comprising a plurality of processing modules (M; I; S; T)
and a network (N; RN) arranged for providing at least one connection between a first and at
least one second module,

wherein the at least one connection comprises a set of communication
channels each having a set of connection properties, the connection properties of the different
communication channels of said connection being adjustable independently,

wherein said connection supports transactions comprising outgoing messages
from the first module to the second module and/or return messages from the second module

to the first module.

2. Integrated circuit according to claim 1, further comprising:
at least one communication managing means (CM) for managing the
communication between different modulcs; and

at least one resource managing means (RM) for managing the resources of the
network (N).

3. Integrated circuit according to claim 2, wherein

said first module (M; I) is adapted to issue a request (REQ) for a connection
with at least one of said sccond modules to said communication managing means (CM),

said communication managing means (CM) is adapted to forward said request
(REQ) for a connection with communication channels each having a specific set of
connection properties to said resource managing means (RM),

said resource managing means (RM) is adapted to determine whether the
requested connection based on said communication channels with said spccific connection
properties are available, and to respond the availability of the requested connection to said
communication managing means (CM),

wherein a connection between the first and second module is established based

on the available properties of said communication channels of said conncction.
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4, Integrated circuit according to claim 2 or 3, wherein

said communication managing means (CM) is adapted to reject establishing a
connection based on the available connection properties when the available connection
properties are not sufficient to perform the requested connection between said first and
second module (M, I, S, T).

5. Integrated circuit according to claim 2, 3 or 4, wherein
said communication managing means (CM) is adapted to request a reset of the
connection between said first and second module(M, I, S, T), when said modules have

successfully performed their transactions.

6. Integrated circuit according to claim 2, 3, 4 or S, further comprising:
at least one network interface means (N1), associated to each of said modules,

for managing the communication between said modules and said network (N).

7. Method for exchanging messages in an integrated circuit comprising a
plurality of modules, the messages between the modules being exchanged over connections
via a network,

wherein said connections comprises a set of communication channels each
having a set of connection properties, any communication channel being independently
configurable,

wherein said connection through the network supports transactions comprising
outgoing messages from the first module to the second module and/or return messages from

the second module to the first module.
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Networks on Silicon: Blessing or Nightmare?
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Abstract

Continuing VLSI technology scaling raises several deep
submicron (DSM) problems like relatively slow intercon-
nect, power dissipation and distribution, and signal in-
tegrity. Those problems are encountered particularly on
long wires for global interconnect. As clock frequencies in-
crease, scaled wires become relatively slower, and on-chip
communication will be the limiting performance factor of
Suture chips. We explain why efficiently sharing of the wires
Jor long distance communication is the solution to this prob-
lem. We introduce networks on silicon (NoS), that route
packets over shared (semi)-global wires. NoS performance
is expected to be high, but comes at a cost. Balancing the
performance and cost of a NoS is a major challenge, and
we believe busses still have a role play.

1 Technology trend

VLSI technology scaling has long followed Moore’s law.
No fundamental barriers have been identified that invalidate
this law for at least another decade [12]. Moore’s law pre-
dicts that chips in 2010 will count over 4 billion transis-
tors, operating in the multi-GHz range. This abundance of
transistors will make very complex systems on silicon (SoS)
possible.

However, challenges at all abstraction levels of design
will have to be addressed before such SoSs will become a
reality. The three most important deep submicron (DSM)
challenges, related to all abstraction levels, are: substantial
wire delay, controlling power delivery and dissipation, and
assuring signal integrity.

Until recently, on-chip wiring was cheap. Consequently
architectural models have been employed that relied on low-
latency communication to globally share expensive compu-
tational resources. Global wire delay stays at best constant
under technology scaling and hence these wires become ef-
fectively slower compared to a gate delay. For example,
for 130 nm technology the reachable distance of a repeated
global signal in a clock cycle is no more than the length of a

10000
2 1000 |
§ x
B 3
¥ 100 # 50K blocks
e area
50K block area =
& 10
§
1t
01 N " N s
180 130 100 70 B 35

Technolagy Generation [nm)

Figure 1. The number of 50k blocks for future
process technologies.

chip [4]. For 50 nm technology, crossing a chip with highly
optimized interconnect takes between six and ten clock-
cycles, clearly invalidating the low-latency assumption of
today. Hence we must move to system-level architectures
that scale with technology.

A feasible template for a future-proof architecture is con-
structed from processing nodes that do not grow in com-
plexity with technology. Instead, as technology scales, the
number of these processing nodes on the chip grows. An
on-chip communication network then combines these nodes
into a SoS [4].

Various publications show that the spanning wires in
blocks of 50k gates scale with technology [4, 13]). This
means that the aforementioned DSM issues can be handled
by CAD tools, assuming their evolutionary improvement.
Figure 1 shows the exponentially increasing amount of such
50k blocks for a large die in subsequent technologies; in
35 nm this number is approximately ten thousand (adapted
from [13] and {4]). It remains to find a communication ar-
chitecture that allows a SoS composed of these blocks co-
operate efficiently.

2 Networks on silicon are inevitable

Given the growing demand for and impact of intercon-
nect on system cost and performance, it is worthwhile to op-
timize the utilization of wires. Ad-hoc global wiring struc-
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tures often lead to a huge number of wires with an aver-
age usage as low as 10% in time [2]. To control cost in
this scenario, the wire packing density must be very high,
which is not beneficial for the power and delay characteris-
tics. Efficient mechanisms for sharing (semi)-global wires
must solve this cost-performance dilemma.

In deep submicron technologies, (semi)-global wires
need special attention for power, signal-integrity, and per-
formance reasons. In the discussion below we show how
special circuit techniques can handle these issues. Such
techniques only work, however, when embedded in ded-
icated communication IP, which provides a more abstract
interface.

Power is an issue for global interconnect because it costs
more energy to send a bit of information over longer the
wires. To reduce the communication delay, the energy con-
sumption increases due to bigger drivers. Employing low-
swing signaling for the global wires saves up to a factor four
in power for these wires [15]. Implementing low-swing sig-
naling requires special circuit techniques.

Signal integrity is hampered increasingly by growing ca-
pacitive and inductive coupling between wires. Capacitive
noise coupling is the result of the large aspect ratio of wires
in DSM technologies. Inductive noise coupling becomes
more of a problem due to the decreasing transition times. IR
drop' in the supply distribution increasingly contributes to
the noise. The most effective way to make a connection ro-
bust against noise is application of differential signaling [7].
Difterential signaling improves both the generation of and
sensitivity to noise.

The signal propagation delay of an uninterrupted wire
grows quadratically with its length; hence from a certain
length onwards it is advantageous to partition the wire in
segments with repeaters in between. The repeater insertion
technique improves bandwidth and latency but at the cost of
higher power consumption. Wire delay can be reduced by
fat wires with a lower resistance per unit length at the cost
of lower wire density. Such wires behave like lossy trans-
mission lines and require drivers with a resistance matched
to the transmission line.

As a result, we believe that all inter-block communica-
tion will be implemented by hard-macro transmitters and
receivers, employing low-swing ditferential signaling, with
well-controlled interconnect instead of ad-hoc drivers han-
dled by standard place-and-route tools. In this way, commu-
nication links can be realized with predictable performance
and DSM robustness.

Currently, the prevalent on-chip interconnects are
busses [1]. In a bus architecture, devices share a single
transmission medium to communicate. At a given time,

'Supply voltage drops are caused by high currents (I) flowing through
the resistance (R) of the supply network. Since the supply voliage reduces
under scaling IR drop worsens

Figure 2. Structural view of a network on sil-
icon consisting of processing nodes (P) and
nodes supporting communication (R, B).

only one device has access to the shared medium. An ar-
bitration mechanism is required to order simultaneous ac-
cesses. Such functionality is typically performed by a cen-
tralized bus arbiter. The performance of a shared-medium
bus scales badly. For an increasing number of bus clients
(1) individual clients get less bandwidth on average, and (ii)
increased capacitive loads and wire length decrease the total
bandwidth.

A solution that pairs scalable communication perfor-
mance and minimal interconnect cost is expected from ner-
works on silicon (NoS) where the SoS is considered as a
network of components [2, 3, 1]. Figure 2 illustrates the
hardware architecture of this concept. The outer compo-
nents (marked P) exclusively perform processing and stor-
age functions, whereas the inner components (marked B and
R) form the NoS and cater to communication needs of the
outer components. The basic building blocks of a NoS are
routers (R).

A router forwards data from its input ports to its out-
put ports in a concurrent fashion. To that end, a router of
arity N contains a N x N switch matrix. Data packets
make their way through the network based on the routing
information in their headers. A link between two routers is
implemented by a point-to-point connection. The links typ-
ically span medium to long distances ranging from several
to over more than twenty millimeters. The actual length de-
pends on the chosen topology of the network. For a mesh
topology the links are relatively short, for a torus which is
a mesh with wrap-around connections, some links have a
length of half the edge of the chip. Links can be optimized
for bandwidth, latency, power, or a combination of these,
depending on performance requirements.

3 NoS requirements

An important characteristic of a future system-level ar-
chitecture is the separation between computation and com-
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munication. A NoS allows the computational blocks to
communicate with one other via a uniform interface. A
uniform interface is advantageous because (i) it frees the
core developer from having to make assumptions about the
system in which the core will be used, and (ii) does not
constrain the development of newer communication archi-
tectures by detailed interfacing requirements of particular
legacy SoC components [6]. Several on-chip bus standards
are evolving to realize this goal, most notably VCI, put for-
ward by VSIA [14], and more recently, the Open Core Pro-
tocol [10].

The fundamental aim ot'a NoS is to provide flexible and
efficient communication between the thousands of IP blocks
in a system, with performance guarantees. In a typical SoS,
the communication demands of different IP blocks show
large variations. For example, data rates may be constant
(e.g. digital video) or variable (e.g. compressed video). The
importance of latency and jitter also varies greatly. Finally,
the data granularity may range from single words to large
blocks. A NoS should be able to offer different services to
different clients. Each service class must be implemented
efficiently, using a shared uniform infrastructure.

A high utilization of the network comes at a price. When
the network starts to saturate, throughput and latency will
show huge variations, which is not acceptable in real-time
applications. Hence, the network should also provide guar-
antees, like loss-less data transport, minimal bandwidth,
and bounded latency. The way packets are buffered and
scheduled in routers, and the eftects on performance guar-
antees has been the subject of intense research. Funda-
mentally. sharing and guarantees are conflicting. and effi-
ciently combining guaranteed traffic with best-effort traffic
is hard [11]. Although best-effort services are cheaper than
guaranteed services we believe that the latter are essential
because they enable compositional and scalable integration
of the IP blocks [S]. It is up to the IP integrator at design
time, and up to the application at run time, to make a trade
off.

4 Performance and cost analysis of NoSs

The vision of previous sections is that the design of fu-
ture SoSs will allow IP blocks to be plugged in at will to
minimize communication costs, but without today’s prob-
lems like timing closure. In this section we investigate the
cost implications of system design based on a NoS. We hope
the vision comes at acceptable cost. We hope that the over-
all cost of a No§, including the full protocol stack to use it,
turn out to be acceptable such that the integration blessings
of NoSs do not change into a cost nightmare.

4.1 Performance

The aggregate bandwidth of a router is the product of the
bandwidth per port, BI17,,.;, the arity of the router (number
of ports), N, and a utilization factor, o < 1 corresponding
to the router arbitration scheme.

BW,yuter = a N BV, )

We discuss each in turn. The bandwidth per port is deter-
mined by the bandwidth of the link and the router data path.
In short:

Bn‘;mv.’ =B min{_B“’u e BIIVI'ouL- _1Ialu_pulll) (2)

where B is the width of the data path. The combined band-
width of the B wires of a link is a function of the layout
characteristics (e.g. total length), chosen signaling tech-
nique. and the budgets for power. delay. and area. A first-
order expression for the bandwidth of a repeated global wire
optimized for power-delay is

B, = FO4 (bits/sec) (3)

3-2-:
where FO4 is the delay of an inverter driving tour equally
sized inverters [4]. In a 100 nm technology, this yields 5
Gb/s per wire under worst-case environmental conditions.
Notice that the bandwidth of repeated global wires scales
with technology because such wires allow (wave) pipelining
at the segments.

Running the router data path at 5 GHz is not feasible. An
aggressive but realistic frequency is 1.25 GHz correspond-
ing the clock frequency of 50k gates blocks [4]. The critical
function in the data path is the A" x N switch. For N up
to 20 it meets the 1.25 GHz data rate, using N° 1-out-of-N
multiplexors. The relaxed demand on the wires of the link
can be used to reduce power dissipation and area.

The utilization factor, a. reflects the effectiveness of
the router to resolve contention on the links. The queu-
ing strategy, the queue sizes, and the schedule algorithm all
strongly influence a. Accordingly, many queuing policies
and scheduling algorithms have been presented in the liter-
ature. For example, a = 0.39 for infinite fifo input queues
with uniform and independent traffic. (Virtual) output queu-
ing gives a = 1 under the same conditions, but at the
cost of larger queues and a more complex scheduling algo-
rithm [8]. Static scheduling techniques like (time-division-
multiplexed) circuit switching can also improve the utiliza-
tion factor.

Hence, in 100 nm technology, the bandwidth of a 32 bit
router port is approximately 5 GByte/sec.

whe| =

4.2 Cost

Three main components contribute to the area cost of a
router: the switch, the control logic, and the packet queues.
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The switch allows A" simultaneous connections from the
N inputs to the N outputs which results in B arrays of N x
N wires, giving rise to an O(N'?) area cost.

The control logic of a router is made up of the switch-
matrix schedule unit and other configuration logic. The
delay of a schedule cycle varies greatly per algorithm
(for example, for virtual output queuing from O(1) to
O(N?/2) [9]); it is important for two reasons. First, it de-
termines the lower bound for latency that a flit? incurs to
traverse the router. Second, it affects the size of the queues.
The longer a schedule cycle, the more data arrive, given a
fixed bandwidth of a port B1",,,;. This leads to deeper
queues, and higher area cost.

The three aforementioned queuing strategies require
queues of size O(N') to O(N?) flits. Scheduling algorithms
perform better with deeper queues, with a decreasing return.

Besides routers. a significant amount of area is consumed
by so-called nerwork interfuces (NI) modules. These mod-
ules translate the IP transactions for a given connection to
packets that are sent over the network, and vice versa. Pack-
ets can be sent once the payload has been completely ac-
cepted by the NI. Hence, the buffers must be dimensioned
such that, at least a complete packet for every simultane-
ously active connection can be stored.

The trade off between utilization a and the cost is a com-
plex one, but of importance to the viability of NoSs.

5 The future role of busses

In sections | and 2 we have argued that NoSs are essen-
tial to solve SoS integration in a scalable fashion. While
Section 4.2 raised some general cost issues, we will now
more concretely consider the trade off between busses
and NoSs. Will packet-switched NoSs completely replace
current busses in future SoSs, or will a hybrid approach
emerge? We believe that shared busses may have a role
to play in first-level communication (B in Figure 2) for the
following reasons.

First, typical IP blocks underutilize the bandwidth ca-
pacity of an individual router port. All router ports offer the
same bandwidth that is inherent to the architecture, whereas
the bandwidth requirements of IP blocks varies greatly. A
shared memory module needs typically much higher (peak)
bandwidth than a streaming peripheral device. Single word
transfers, variable bit rates, bursty 10, and much lower clock
rates for IP blocks than for the NoS further waste band-
width. This means that the communication needs of a num-
ber of IP blocks can be aggregated using a bus before the
capacity of a network link is reached.

Second, network interfaces are more expensive (in terms
of area) than a bus adaptor. Using a bus as a first-level traf-

2Flit stands for flow control digit. the atomic portion of data handled
per schedule cycle A packet is decomposed in flits
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Figure 3. A shared-medium bus seems a cost-
effective way to connect the IP to the packet-
switched network.

fic concentrator, trading bus adaptors for network interfaces
thus reduces the overall cost of IP-NoS interfacing. We ex-
pect that the overhead of a bus and its network interface are
outweighed.

Finally. the number of routers is reduced significantly
when busses are used as the first-level interconnect. Routers
are larger than busses due to their packet queues and more
complex scheduling. We give an example below.

An example of the heterogeneous communication archi-
tecture is depicted in Figure 3. A router of arity three sur-
rounded by twelve IP bocks is shown. Two shared-medium
busses, each connected to six 50k gates IP blocks, commu-
nicate with the router via two network interfaces. These
have two functions: first they schedule the transactions on
the bus, and second they given the bus clients access to the
packet-switched network. The third port of the router pro-
vides communication to the remainder of the network. Fig-
ure 4 shows an architecture using only routers. Now three
routers of arity five and one of arity four are needed.

The suggested shared-medium bus has a length of 35k A,
where A is half of the length of a minimal transistor. Global
wires of this length will not be the bottle-neck of bus per-
formance.’

The feasibility of hybrid NoSs hinges on the right imple-
mentation of the busses. First, they must be shared wires,
as opposed to switches. Second, their arbitration must be
combined, or at least compatible with, the scheduling taking
place in the network interfaces, to offer uniform end-to-end
network services.

We sec a future for hybrid NoSs, with first-level commu-
nication over a shared-medium bus, and the higher levels us-
ing a packet-switched network. Perhaps a packet-switched
network can be seen as a distributed and scalable implemen-
tation of a logical bridge that connects all the local busses of
the SoS. Deciding how many IP blocks can use a local bus

3Minimum-delay wire segments have a length of 28k ), wire segments
optimized for power-delay product have a length of 48kA. These lengths
scale with technology as the edge of 50k blocks [4].
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Figure 4. IP to IP communication based on a
homogeneous router network.

before connecting to the router network is a question that
must be answered foremost.

6 Conclusion

We have argued in Section | that future systems on sili-
con (SoS) will be composed of large numbers of process-
ing nodes (or IP blocks). Each processing node is rela-
tively small (50k gates) to scale with technology, and can
be handled by CAD tools, assuming their evolutionary im-
provement. The interconnect and communication between
these blocks then becomes an essential function in itself
(Section 2), leading to networks on silicon (NoS). A NoS
is based on packet switching to flexibly share link capacity
between the network clients, and to provide pluriform com-
munication services over a uniform infrastructure. Both ef-
ficiency, provided by best-eftort traffic. and predictable per-
formance, such as guaranteed throughput and latency, are
important (Section 3). Efficiently combining them is a chal-
lenge. Section 4 showed that the performance of a NoS de-
pends on many factors, but is expected to be high. The cost
of a NoS can be stated in terms of area (routers, network in-
terfaces), utilization of wires, and speed (latency). They can
be traded off against one another, but also, perhaps more in-
terestingly, against the cost of busses. A hybrid NoS using
shared-wire busses to communicate locally, and accumulat-
ing traffic for a core router network is a promising architec-
ture that deserves to be investigated.
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Abstract

In this article we present test and verification challenges for system chips that utilise on-chip networks.
These systems on a chip (SOCs) and networks on a chip (NOCs) are introduced, where the NOC is exem-
plificd by Philips’s .ETHEREAL NOC architecturc. We discuss cxisting test and verification methods for
SOCs and NOCs, and show the particular advantages of using a NOC both for testing and verifying the
network, and for testing and verifying the other components of the soc. This paper is concluded with
our experiences with NOCs and a description of on-going work within Philips in this emerging field.

1 Introduction

High-performance networking requires dedicated hardware with tremendous computational and communi-
cation performance. Network components such as network interfaces and routers are complex systems that
are built in a modular fashion by combining many application-specific integrated circuits (ASICs). With
increasing packet throughput ASIC performance must increase. Moreover, trends towards differentiated ser-
vices and higher quality of service require additional performance. Examples are more discerning packet
classification, traffic shaping, network management, debug, and so on. To address these issues networking
ASICs must become more versatile and programmable, often evolving towards network processors.

To indicate that network processors and ASICs are complex systems in themselves, they are usually named
svstems on a chip or SOCs. The number of components in a SOC is growing rapidly, and the communi-
cation infrastructure on a single SOC is a major concern. In fact, on-chip interconnect will increasingly
be implemented as a network on a chip (NOC), complete with network interfaces, routers, and packet or
circuit switching. Although the distances over which communication takes place differ by many orders of
magnitude, the fields of on-chip networking and computer networking are clearly related.

In Section 2 we show why and how NOCs are used to implement SOC communication needs and we il-
lustrate why their implementation is different compared to computer networks. Section 3 outlines Philips’
AETHEREAL NOC, which is one such a solution.

In Section 4 we consider how a SOC, constructed from many hardware blocks (called cores) and a NOC can
be tested for manufacturing defects. Section 5 describes the functional verification of a SOC, the verification
of a NOC, and how a NOC can aid in the verification of a SOC. In Section 6 we present how an application,
mapped onto a SOC with a NOC, can be verified. We end this paper in Section 7 with conclusions and
highlight future work for the development of the Philips Z£THEREAL NOC.
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2 Networks on Chip

To manage the complexity of designing a SOC containing multiple cores, design teams are adopting core
re-use methodologies. These methodologies allow cores, once they have been designed, to be re-used
in multiple SOCs. As a result, the complexity of building a complete SOC shifts from the design of the
individual cores to the design of the communication architecture connecting the cores. To prevent the
design of this communication architecture from becoming the bottleneck for the design of future SOCs, this
communication architecture itself has to be compositional and scalable.

A single broadcast medium, such as Amba and Silicon Backplane [1] buses, can already no longer deliver
the required global bandwidth and latency for current SOCs. Switches, such as multi-layer Amba and
Prophid, provide some relief, but are ultimately not scalable. Mirroring computer networks, a trend can
be observed towards using networks of routers with circuit or packet switching to implement on chip
communication [2, 3]. Of particular interest are SOCs for networking applications that themselves use
NocCs. Examples of SOCs with an on-chip mesh of packet-switched routers to implement a single-chip
switch are given in [4, 5]. Karim et al. [6] show how a network processor for OC-768 uses a hybrid
circuit/packet-switched NOC.

Although computer networks and on-chip networks share many requirements, there are also a number of
differences, which can lead to different trade offs [2, 7], and hence different architectures. Examples are:

o Quality of service beyond best-effort traffic is probably more important in SOCs for consumer elec-
tronics than for Internet services, due to their embedded, real-time, and often safety-critical na-
ture {7]. Consumer applications have to be robust and require predictable performance.

e The conditions on a chip are currently more stable than off chip. On-chip routers are considered
either faulty or correct, and hence the network topology is static (and not upgradable) after the chip
leaves the factory.

¢ Routers and network interfaces of a NOC are more resource constrained than those in computer
networks because they are intended for main-stream consumer products. As a consequence the chip
area must be minimised leading to few and shallow buffers, fast and simple arbitration, limited traffic
shaping, etc.

e On-chip communication links are relatively short compared to those in computer networks. Pipelin-
ing or transmission-line effects are therefore absent. This advantage partially offsets the severe re-
source constraints: buffers can be small due to the tight synchronisation between routers, and buffer
overflow can be prevented by using flow control.

o In contrast to computer networks, inter-router wires are relatively abundant in NOCs [2]. Links can

be wide, and their utilisation is probably less important.

Within Philips, the need to manage present-day and future on-chip communication demands spurred the
development of the ATHEREAL NOC. Details of its architecture are presented in the next section.

3 The Athereal Network on Chip

3.1 The Athereal Architecture

The Philips ZATHEREAL NOC [7, 8] addresses the communication needs for consumer-electronics SOCs
with real-time requirements, as are for example used in digital video set-top boxes. Figure 1 shows an
example SOC, consisting of cores and an ATHEREAL NOC.

Cores communicate with each other using the NOC, and include memories (Mi), programmable or dedi-
cated processors (P2), and external memory interfaces (MI7). The NOC consists of routers (Rz) and network
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Figure 1: Example socC with an £ATHEREAL NOC.

interfaces (NI¢), which are linked by non-pipelined wires. These routers and Nis are described in more
detail in the following subsections.

3.2 The Athereal Router

Conceptually, the ATHEREAL router module consist of two independent routers, see Figure 2(a).

| Bl
preempt
guaranteed guaranteed
throughput throughput
low-priarity lw control path
——| [burfers] data path [switch ] |—>
(a) conceptual view {b) hardware view

Figure 2: Two views of the combined GT-BE router.

The best-effort (BE) router offers uncorrupted, lossless (flow-controlled), ordered data transport. The
guaranteed-throughput (GT) router adds hard throughput and latency guarantees over a finite time interval.
The GT router fulfils our real-time service requirement, and combining it with a BE router ensures efficient
resource utilisation.

3.2.1 The Guaranteed-Throughput Router

To offer not merely statistical, but also hard guaranteed latency the network and hence the routers must be
lossless. Besides this easy-to-solve property, also contention must be eliminated or quantified to be able to
provide a guarantee. Rate-based and deadline-based scheduling offer guarantees [9], but they require deep
output or priority queues. These queues are too costly for on-chip use. A low-cost alternative is to avoid
contention completely, by scheduling packets at the network edge such that they are never in the same place,
or are never there at the same time, or a combination. The £ATHEREAL GT router uses a combination of
both with time-division-multiplexed pipelined circuits. Every router and network interface block contains
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a slot table T'(s, 0) = i, defining for a given slot s from which input i output o takes its data, if available.
For this approach to work, all NOC blocks must share a common notion of time to ensure that their slot
tables remain aligned. This is feasible in NOCs by using mesochronous clocking (synchronous clocks with
constant skew), or asynchronous hand shaking, as described by Oberg in chapter 8 of [7]. BE packets are
used to program the slot tables to set up and tear down GT connections, akin to ATM. This is shown in
Figure 2(a) by the arrow labelled “program,”. Router programming packets follow the same route as the
connection they program. Slot allocations can be computed and programmed at run time in a distributed
manner, or can be (pre-)computed off-line and then configured at run time.

3.2.2 The Best-Effort Router

The BE router is a classical input-queued wormhole router, and it uses round-robin arbitration for fairness.
Data packets are never reordered in the router, and because deterministic routing is used, ordering is pre-
served end to end. Programming packets are shunted to a programming module in the router, and spliced
in the data stream after they have programmed the slot table.

3.2.3 The Combined Router

As is shown in Figure 2(b) the control paths of the BE and GT routers are separate, yet interrelated. More-
over, the arbitration unit (including link-level flow control for the BE router) of Figure 2(a) has been merged
with the BE router itself. The data path, mainly consisting of the switch matrix, is shared. In computer-
network router architectures the buffers of BE and GT traffic would be stored in a shared RAM. For the
small amount of buffering in on-chip routers (in our case, 3 words per GT queue, and 24 words per BE
queue) using either RAMs or register-file memories would be very area inefficient. By using dedicated GT
and BE hardware fifos (labelled GQ and BQ in Figure 3), the area of the router is reduced by two-thirds.

BO

O

STU

Figure 3: Lay-out of a combined GT-BE router.

We synthesised an arity 5 router with, a BE queue depth of 24 words of 32 bits, and a 256 slots table (labelled
STU) in a 0.12 micron technology. The lay-out is shown in Figure 3. It has an aggregate bandwidth of
5 x 500 MHz x 32 bit = 80 Gbit/s. The area of the router is 0.26 mm? in a 0.12 micron CMOS process
using 6 metal layers.

3.3 The Athereal Network Interface

The network interface is the bridge between a core and a router, where in general more cores can be
connected to one network interface. It implements end-to-end flow control. admission control and traffic
shaping, connection set up and tear down, and transaction reordering. Like the router, it contains a slot
table, but it has dedicated hardware fifos per connection.
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4 Manufacturing Test

Like all other SOCs, an NOC-based SOC has to be tested for manufacturing defects. The NOC can be
considered as just another core of a SOC, but it is also special in two ways: (1) it is often composed of
many identical sub-cores (routers and network interfaces), and (2) it occupies a privileged, central position
in the SOC, by virtue of its interconnecting role. In this section we explore the most relevant options for
efficiently and effectively testing of a SOC with a NoC.

4.1 SOC Manufacturing Test

With the design of a scalable and modular SOC comes the issue of testing for manufacturing defects. Over
the last years, several advances have been made in SOC testing. IEEE P1500 [10] is standardising a core-
based test approach. In this approach, cores are wrapped in a test wrapper to allow easy testing of that core
ina SOC. A so-called Test Access Mechanism (TAM) is used in conjunction with test wrappers around the
core o transport test data to and from a core-under-test. Combined they allow application-independent test
access (o all on-chip cores. An example of this core-based test approach is shown in Figure 4.

Figure 4: Default core-based testing

In test mode, the SOC cores are distributed over four TAMs connected to the four /O interfaces of the
chip. In Figure 4, these four TAMs are indicated with the colours red, green, blue, and purple. During scan
test all TAMs are used in paratlel to minimise the total test time. A disadvantage of this methods is that
it requires additional wires to be added to the design to form the TAMs. In network chips, adding these
TAMs on top of an already large number of interconnects might cause wire congestion problems during
the layout phase of the design.

Built-in Self Test (BIST) is another popular approach to test mainly regular logic blocks, such as for
example on-chip memories. Developments have been made to extend the use of BIST to other cores than
memories as well. Techniques such as random test pattern generation, in combination with test point
insertion or bit-flipping [11] are used to test these blocks efficiently.

As test pattern set one will typically use the traditional stuck-at fault test patterns, complemented by both
delay fault test patterns and possibly IDDQ or AIDDQ test patterns to meet the test quality requirements.
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4.2 Testing the NOC

Given the NOC’s regular and hierarchical structure, it makes sense to adopt a core-based test approach.
If we know the function of the core-under-test, i.e. a NOC we can utilise this knowledge to modify the
standard core-based test approach to obtain a better-suited test. Figure 5(a) shows a possible core-based
approach for an SOC with an NOC.

The blocks that make up the NOC are tested first. If the NOC contains a fault, the entire SOC can be sent
off for diagnosis, without testing it further in the production line. This leads to a reduction in test time, and
consequently a savings in test cost.

The concept of test re-use can be taken one step further. While testing the NOC, all identical blocks (e.g.
all routers) can reuse the same test data. This test data set is broadcast and applied to all routers at the same
time. The responses can be compared against ecach other and any mismatches sent off-chip. This allows
for a very efficient pass-fail decision on the NOC. Note that each block still needs to be made uniquely
accessible for diagnostic purposes.

Timing tests are also very important for testing a NOC because: (1) all clock boundaries between cores
are inside the network interface, and (2) the NOC is spread over the entire SOC and has therefore many
long wires. These interconnection wires are more vulnerable to timing errors and cross-talk than others.
Sending delay fault test patterns with a high fault coverage over all communication links therefore increases
the overall fault coverage. When NOCs become very large, additional test strategies such as those applied
in FPGAS can also be included, as for example described by Ubar et al. in chapter 7 of [7].

4.3 Testing a SOC through its NOC

After the NOC has been structurally tested, the network can be used to functionally transport test data to and
from the cores in a very flexible way. Figure 5(b) shows how the functionality of the NOC is used during
the test of the other blocks in the SOC. The NOC is now considered a known-correct block that can be used
to transport data from the device pins to the core-under-test and back. An advantage of the re-use of the
NoOC functionality is that no new TAM wires need to be added to the design, as the existing NOC wires
are re-used. The flexibility of the NOC also enables the simultaneous distribution of test data to multiple
identical cores. The test data itself can come from off chip, or from an internal BIST module.

When a sOC has structural errors, there are three possibilities: (1) the SOC is thrown away, (2) redun-
dant hardware present on the SOC can replace the faulty cores (repair), or (3) the SOC is sold as a lower-
performance SOC. In cases (2) and (3), the NOC’s flexibility is used to an advantage. During the man-
ufacturing test, the error information has to be collected and subsequently permanently stored inside the
SOC.

5 Silicon Verification

Silicon verification involves checking whether the hardware design is correct, assuming it has been man-
ufactured correctly. This process is often referred to as silicon debug, as the goal is to try to find any
remaining design errors that might have slipped through the pre-silicon verification stages. In this section,
we first discuss silicon debug of SOCs and of communication networks. We then look in more detail at the
options for verifying a NOC as part of a SOC, and how a NOC can be used for the verification of the other
cores of the SOC.
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(a) (b

Figure 5: Testing an SOC with a NOC
5.1 SOC Silicon Verification

Many companies have adopted design-for-debug strategies to allow prototype silicon to be efficiently and
effectively verified [12, 13, 14]. The methods they use can be split into two complementary categories:
those that change the configuration of the hardware of the chip to access debug data (intrusive) and those
that can acquire debug data in parallel to the functional hardware (non-intrusive).

o Intrusive debug
This category covers all debug methods that impact the application before debug data can be exam-
ined. These methods add on-chip breakpoint modules to the design of the SOC. These breakpoint
modules interrupt the execution of the chip, after an internal sequence of events has been detected.
All functional processing is at that point frozen. Various methods are then applied to access internal
data. Commonly used access paths included system bus read and writes, TAP-based DMA access, and
TAP-based scan-chain access [14].

o Non-intrusive debug

This category covers those debug methods that allow examination of debug data in real-time by
streaming data for debug to an on-chip memory or out of the chip via a set of dedicated chip pins.
Examples include the EJTAG and the IEEE-ISTO 5001 NEXUS standard. These methods add hardware
to the design that only observes the functionality of the chip, operating completely in parallel to it.
This allows the application to run at the actual operating frequencies. As this debug architecture is
completely separated (apart from probe points) for the functional hardware, care must be taken to
keep the associated area cost within acceptable limits.

A hybrid solution is often chosen, combining these two methods, depending on the specific debug require-
ments.

5.2 Network Verification

In contrast to the previous section, network verification is about in-field testing. In the prior work on
network verification two major areas can be recognized. First of all, a lot of work has been done on
network errors: malfunctioning routers, routers that drop out of the network, links that are broken, error
detection, etc., and recovery procedures for all these cases. We assume the on-chip ATHEREAL network
to be very stable, and therefore network errors are not considered further.
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The second major area of network verification focuses on bandwidth bottleneck detection and latency
monitoring. This can be done either actively or passively. Active monitoring methods involve probing
the network with test packets, in order to get round trip latency, peak bandwidth or available bandwidth.
The problem with these methods is that they can introduce significant amounts of additional traffic in
the network. On the internet, this intrusiveness of the debug traffic can be easily reduced by temporarily
increasing the bandwidth with, for example, additional routers. Since this solution cannot be applied on a
SOC, the intrusiveness cannot be easily removed, and hence complicates SOC debug.

Passive measurement methods execute performance measurements using special probe devices or probes
added to routers, switches or hosts. The measured data is cached. This cached data can be either streamed
to a central entity or shared within a local domain. How to best apply the lessons learned in computer
networks to the ZTHEREAL NOCs is an on-going research activity within Philips.

5.3 Verifying the NoC

In addition to using the standard verification techniques, an ETHEREAL NOC is verifying using special
events that have been defined inside the network blocks. With these events, conditions such as incorrect
configuration, incorrect topology (e.g. two ports of the router are switched), incorrect initialization, and
reset errors can be detected and used to verify applications.

Examples of events in the NI block are: connection opened/closed, data for a connection received, data
sent on a connection, and a certain data value appeared on a connection. Examples of events in the router
block are: data with a certain path is passing, data in a queue for more than n cycles, incorrect path,
and conflicts in reservation. These events can be sent either actively (self-initiating) or passively (polling)
Within £THEREAL, the approach is taken to temporary log events on-chip with a local time-stamp, and
later, stream them off chip for analysis. Special debugger software uses the event information to graphically
represents the state of the network at different levels of detail. This provides the user of the debugger
software with very useful debug data. Furthermore the Codebook approach [15] is applied to the off-chip
data to correlate the generated events and isolate the root cause of a particular problem.

When deciding to use the on-chip network for transport the events, a choice has to be made to make the
implementation either completely independent of the NOC, or to over-dimension the existing network. Note
that the latter approach leads to intrusiveness .

5.4 Verifying a SOC through its NOC

Verification of the SOC contains two parts: verification of the NOC, which is described in the previous
section, and verification of the cores. In general the access to the cores is a problem. However, when using
a NOC this access is simplified. In Figure 6 one of the possibilities is shown.

A processing block P3 receives data from another processing block P1 via the NOcC. If in the verification
of P3 a situation has to be reproduced, it is necessary to also repeat P1 and its predecessors. If data from
P1 to P3 is first tapped off and streamed to memory M2, P1 needs not be executed during the repetition
of P3 in following iterations. When upon replay P3 repeats its fault, the data can easily be streamed off
chip and compared with the behavior of for example a FPGA model or or a simulation model. Note that the
exact timing of the data is lost during replay. This might lead to the disappearance of the problem, or the
introduction of a new problem. Nevertheless, the disappearance of the problem hints at a timing-related
problem, which also aids in debugging the application. When the timing, captured at P3, is enforced via
specific reservations in the NOC, it is even possible to eliminate this time-intrusiveness. Experiments with
varying timing behaviour of the input data can also help to locate the problem.

Beside transporting functional data to a core via the NOC, it is also possible to transport other data. By
recording the entire state of a core in an embedded memory, it is possible to quickly restore this state via
the NOC prior to replay.
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{(a) Record events (b) Replay events

Figure 6: Recording a stream for easy replay in the receiving processing unit.

In this section we have shown that the NOC introduced new options for locating a problem during the
verification of the cores. This type of verification is done only once per SOC design. In contrast. verification
of an application that is mapped onto a SOC has to be conducted more often, and this is the topic of the
next section.

6 Application Verification

Although the basic functionality of the SOC is verified using techniques from the previous sections, this by
no means implies that the hardware and application software together will also run correctly. Examples of
problems that we might detect only after we have mapped an application onto the SOC are:

e a processing core that writes into another core’s memory space and thereby corrupts its operation,
¢ an incompatible format is used to exchange data between cores (e.g. endianess), and

o deadlines are not met because constraints were not passed to the network.

These bugs will become more difficult to find due to the increasing complexity of the SOC itself. Many
cores run in parallel and the status of the system can no longer be related to a single program counter, or
to traffic on a single bus. It is even possible that some of the cores are executing multi-threaded software
and that these cores continue with those processes that can still consume or produce data. Lack of band-
width, for example due to network congestion or functional processing spread, can cause an application to
execute the processes in a different order. Some of the observed problems can be caused by the use of the
NOC. However, there are also new opportunities for verifying the complete application using the NOC e.g.,
breakpoints, spying functional signals, and performance analysis.

o Breakpoints in the network can help to analyse the state of the SOC in more detail, as breakpoints
can stop (part of) the application by either gating (some of) the on-chip clocks or by putting (part
of) the cores in an idle mode. Once (part of) the application is stopped, the on-chip communication
architecture can be used to access important registers and memories. Although in principle the
ATHEREALS NOC has a global notion of time and can therefore be stopped in relation to this global
clock, this is by no means trivial for NOCs in general. Furthermore stopping a SOC is even more
complex than stopping a NOC, as all cores can run at their own frequency. This is a topic of on-going
research within Philips.

o Spying functional data in a local area network can be done relatively easy by plugging a network
analyser on that link. This network analyser will monitor all data and process it into required debug
or performance information. Ina NOC, it is not possible to plug in a similar network analyser because
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the data wires of the link are extremely difficult to probe. The two most important aspects we are
interested in regarding a link are (1) the possible congestion on the link, and (2) the data from one
of the connections that traverses the link. To achieve the first aspect, it is possible to add congestion
monitors to the hardware design that can generate breakpoint events. To solve the second aspect, the
NI can be configured such that the data is duplicated and sent along a separate debug channel. To
reduce the tremendous amount of data that is generated during this functional spying, watchpoints
can be introduced. Such a watch-point only gives an indication if a certain value has passed and
should be generated inside the NI because, in general, the routers have no knowledge about the data.

o Performance analysis data and communication statistics, such as link utilisation, latency, and jitter,
are important when debugging an application. One way to gather statistics on latency is to let both
the sending and receiving N1 blocks generate a event. From the sending N1, the moment at which the
data is written in its queue is valuable data. At the receiving N1, this is either the time it arrives, or
the time the core retrieves it. The person debugging the application should decide which one is most
useful. This is a technique that is also very common in the verification of networks, as was described
in Section 5.2

The latter two debug techniques lead to real-time generated data, which can be viewed as network events.
These events are an addition to the network events defined in section 5.3, and they can be handled similarly.

7 Conclusions and future work

Today and in the future, SOCs will be used to implement high-performance networking applications. One
of the issues to be addressed for these SOCs is their on-chip data communication. In this paper we presented
the Philips £ZTHEREAL NOC for future-generation SOCs.

With the integration of a network on a SOC come additional test and verification requirements. Fortunately
we can still use the wealth of test and verification methods that have already been successfully used in
the past for either other existing SOCs and the much-larger communication networks, such as LANs or the
Internet. The integrated network also provides new, and complementary possibilities to test and verify the
SOC, and with it the SOC application. As shown in this paper, there are plenty of options for meeting a
particular SOC’s test and verification requirements.

In the initial phase of the ETHEREAL project, key elements of future investigation were defined, which
include the challenge of stopping a SOC when cores run on their own frequency. Due to dynamic run-time
effects (voltage drops, cross-talk, alpha particles, etc.), and their growing size NOCs evolve to computer
networks. How to apply the verification lessons learned in computer networks to NOCs in a cost-effective
way is another interesting (research) challenge that is currently under investigation within Philips.

In the future, a NOC will most likely become a similar commodity as its bigger brother the Internet, and no
doubt equally successful.
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Abstract

SoC communication infrastructures, such as the ALthereal net-
work on chip (NoC), will play a central role in integrating IPs
with diverse communication requirements. To achieve a composi-
tional and predictable system design, it is essential to reduce un-
certainties in the interconnect, such as throughput and latency. In
our NoC, these uncertainties are eliminated by providing guaran-
teed throughput and latency services. Our NoC consists of routers
and network interfaces. The routers provide reliable data transfer.
The network interfuces implement, via connections, high-level ser-
vices, such as transaction ordering, throughput and latency guar-
antees, and end-to-end flow control. The network interfaces also
implement adapters to existing on-chip protocols, such as AXI,
OCP and DTL, to seamlessly connect existing IP modules to the
NoC. These services are implemented in hardware to achieve high
speed, and low area. Our NoC provides run-time reconfiguration.
We show that in the AEthereal NoC, this is achieved by using the
NoC itself, instead of an additional control network. We present an
instance of a 6-port router with an area of 0.175mm? after lay-
out, and a network interfuce with 4 IP ports having a synthesized
area of 0.172mm®. Both the router and the network interface are
implemented in 0.13pm technology, and run at 500 MHz.

1 Introduction

As systems on chip (SoC) grow in complexity. the traditional
on-chip interconnects, such as buses and switches, cannot be used
anymore, due to their limited scalability. Networks on chip (NoC)
scale better. and, therefore, they are a solution to large SoCs [2-5.
7,9-11, 14].

NoCs offer well-delined interfaces |2, 8. 14, 16]. decoupling
computation from communication. and easing design. It has been
shown that NoCs can provide interfaces to existing on-chip com-
munication protocols, such as AXI [1), OCP [12], DTL [13], thus,
enabling reuse of existing IP modules [8. 15].

A disadvantage of large interconnects in general (e.g., buses
with bridges, or NoCs) is that they introduce uncertainties (e.g..
due to contention). Applications also introduce uncertainties as
they become more dynamic and heterogeneous. All these compli-
cate integration, especially in hard real-time systems (e.g., video),
as the user expects the resulting system to be predictable.

In the Athereal NoC, we advocate the use of differentiated ser-
vices and the use of guaranteed communication to eliminate uncer-
tainties in the interconnect, and to ease integration {8). We allow
differentiated services by offering communication services on con-
ncctions that can be configured individually for different services.
Examples of properties that can be configured on a connection are

throughput and latency that can be configured to have no guar-
antees (i.e., best effort) or guaranteed for a particular bound. By
providing guarantees, our NoC offers predictable communication,
which is a first step in designing a predictable system.

In the next section, we present the AEthereal NoC, which of-
fers both guaranteed and best-effort services. The NoC consists
of routers and network interfaces. Our routers, described in Sec-
tion 2.1, use input queuing, wormhole routing, link-level flow con-
trol and source routing. It has two traftic classcs for the GT and
BE data. For GT, time slots are reserved such that no contention
occurs, while for BE. we use a round-robin arbitration to solve
contention. The network interfaces, described in Section 2.2, have
a modular design, composed of kernel and shells. The NI ker-
nel provides the basic functionality, including arbitration between
conncctions, ordering, end-to-cnd flow control, packetization, and
a link protocol with the router. Shells implement (a) additional
functionality, such as multicast and narrowcast connections, and
(b) adaptors to existing protocols. such as AXI or DTL. All these
shells can be plugged in or left out at instantiation time according
to the needs to optimize area cost.

The network connections are configurable at runtime via a
memory-mapped configuration port. In Section 3, we show how
the network is used to configured itself as opposed to using a sep-
arate control interconnect for network configuration.

2 Concepts of the Network

The network on chip as is exemplified by Figure 1, consists
of two components: the routers and the network interfaces (N).
The routers can be randomly connected amongst themselves and
to the network interfaces (i.e., there are no topology constraints).
Note that in principle there can be multiple links between routers.
The routers transport packets of data from one NI to another. The
NIs are responsible for packetization/depacketization, for imple-
menting the connections and services, and for offering a standard
interface (e.g., AXI or OCP) to the IP modules connected to the
NoC.

The Athereal NoC provides both best-effort and guaranteed
services (e.g., latency or throughput). To implement guarantees,
we use contention-free routing, which is based on a time-division-
multiplexed circuit-switching approach. where one or more cir-
cuits are set up for a connection [14). This requires a logical no-
tion of synchronicity, where all routers and Nls are in the same
slot. Circuits are created by reserving consecutive slots in consec-
utive routers/NIs. This is. the circuits are pipelined, in the sense
that if a circuit is set from router R to router R’, and slot s is re-
served at router R, then slot s + 1 must be reserved at router R’.
On these circuits, data received in one slot will be forwarded to the
next router/NI in the next slot. By setting up circuits, we ensure
that data is transported without contention. In this way throughput
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and latency are guaranteed. We call this guaranteed traffic as guar-
anteed throughput (GT) data, as opposed to the best-effort (BE)
data, for which no throughput guarantees are given.

As mentioned above, circuits are set up by reserving slots.
These slots are reserved such that no more than one GT data is
scheduled at the same time on an output port of a router or NI. BE
data is transferred on the slots that are not used by the GT data:
either the slots are unreserved, or the slots are reserved, but not
used. BE data can be delayed because of the higher priority GT
data, or because of contention on the ports.

In the following sections, we describe in detail the router and
NI architectures.

2.1 Router Architecture

Routers send data from one network interface to the other by
means of packets. Such a packet consists ol one or more {lits, were
a flit is the minimal transmission unit. As a transmission scheme
we use wormhole routing, because of the low cost (the buffer ca-
pacity can be less than the length of a packet) and low latency (the
router can start forwarding the first flit of a packet without waiting
for the tail). To reduce queuing capacity of a router. and thus the
area, input queuing is used, as shown in Figure 2.

We select source routing as an addressing scheme, because it
allows topology independence. while at the same time has a low
cost: no expensive (programmable) lookup tables are needed in
the router. In source routing the path on which the packet travels
is included in the header of a packet. In AEthereal, this path is a list
of destination ports, from which each router on the path removes
the first clement for its own use.

In the Athereal network guarantees are given by statically cal-
culating the GT schedule. In this way conflicts at the destination
ports at each router can be avoided. In fact a pipelined circuit
switching network is set-up. Since the network is distributed, also
the circuit switching configuration. being the time at which GT-
packets arrive and to which destination port they have to go, has
to be distributed In earlier versions of the Athereal router {14],
this was done in “local™ slot tables. When programming a GT-
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Figure 2. Router architecture

connection, all slot tables on the path are consulted to avoid con-
flicts in the schedule. In this way distributed programming is en-
abled, which is essential for large networks. However. for the next
years we expect the network to be small and a centralized program-
ming scheme is chosen, for which no "local” slot table is needed.
The area cost of the "local™ slot table is quite high because first
of all, the table itself costs area (approximately 25% of the total
area of a router with 6 bidirectional ports and 256 slots), and sec-
ond the programming unit. and the connected additional port on
the router have to be provided (an additional 25%). In this paper
we present a NoC with centralized configuration. We include the
switching configuration (the path) in the packet header, and, as a
consequence the slot tables are removed from the routers.

Besides the path, the header also contains information for the
Network interface. which is explained in section 2.2.1. As ex-
plained. a network packet is build up of one or more network flits.
For the current AEthereal network. the flit size is chosen 3 to op-
timize the data clock frequency and control frequency. The in-
formation of the type of flit is annotated in the first clement of the
sideband information, being the id. The format of the flits is shown
in Figure 3. The figure shows that the flit contains a header and 2
payload words. Only the first flit of a packet has a header and as
a consequence, the next flits can have 3 payload words. Note that
when packelts consist of multiple flits, the overhead of the header is
reduced. The amount of valid words in the flit is stored in the size
field. The end of the packet is notified by the eop flag in the side-
band information. As an example, Figure 4 shows how a packet.
containing 10 payload words can be build up.

GT and BE-flits are semantically the same, but they are han-
dled differently by the scheduler: GT-flits are always scheduled
for the next cycle. The BE-flits are scheduled to the remaining
destination ports according a round-robin schedule. Ones a first
flit of a BE-packet is send to a certain destination port, than port
rcmains locked until the packet is finished: the port docs not sched-
ule BE-flits from the other input perts. In this way the interleav-
ing of BE-packets is avoided, which makes implementation simple
and cheap. Note that BE-packets can still be interleaved with GT-
packets. For GT-flits the interleaving amongst themselves has to
be avoided in the static schedule.

The router has a controller and a data path elements. In the data
path, the input messages, from either routers or network interfaces
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Figure 4. BE-packet example

are parsed by the header-parsing units (hpu). These units, shown
in Figure 2, remove the first element for the path, send the parsed
flits into GT or BE queues and notify the controller that there is
a packet. The controller schedules flits for the next cycle. After
scheduling the GT-flits, the remaining destination ports can serve
the BE-flits. In the casce of conflicts (c.g. two BE-flits address
the same destination), a round-robin arbitration scheme is applied.
The controller sets the switches in the right direction for the dura-
tion of the next flit cycle. Furthermore the read commands will be
given to the fifo’s.

To avoid overflow in the BE-input queues, a link-level flow
control scheme is implemented. Each router is initialized with the
amount of free space in the connected routers and network inter-
faces. Every time a flit is send to a next router, the free space
counter corresponding to that destination port is decremented.
When a router schedules a flit for the next slot, it signals its pre-
decessor that the free space counter can be incremented. Since
GT-packets follow a pipelined circuit, a GT-flit is always send to
the next router in the next cycle, and therefore link-level (low con-
trol can be omitted.

2.1.1 Implementation

We synthesized and layouted in a 0.13um technology a prototype
router with 6 bidirectional ports, and BE input queues of 32-bit
wide and 24-word deep each (see Figure 5). In the floorplan the
area-efficient custom-made hardware fifos, that we use for the BE
and GT queues, are clearly visible. The design is fully testable
using the well known scan-chain test method, and power stipes are
included. The total area of the router sums up to 0.175mm?. The
router runs at a frequency of 500 MHz, and delivers a bandwidth
of 16 Gbit/s per link in each direction.

GT GT T |1l [ et GT GT
BE BE BE |- BE BE BE I

Figure 5. Layout of a router with 6 bidirec-
tional ports

2.2 Network Interface Architecture

The network interface (NI) is the component that provides the
conversion of the packet-based communication of the network to
the higher-level protocol that IP modules use. We split the design
of the network interface in two parts: (a) the NI kernel, which
packetizes messages and schedules them to the routers, imple-
ments the end-to-end flow control. and the clock domain crossing,
and (b) the NI shells, which implement the connections (e.g.. nar-
rowcast, multicast), transaction ordering, and other higher-level
issues specific 1o the protocol olfered to the IP. We describe the
architectures of the NI kemnel and the NI shells in the next two
sections. and the results for their implementation in Section 2.2.3.

2.2.1 NI Kernel Architecture

The NI kernel (see Figure 6) receives and provides messages,
which contain the data provided by the IP modules via their pro-
tocol after sequentialization. The message structure may vary de-
pending on the protocol used by the IP module. However, the
message structure is irrelevant for the NI kernel. as it just sees
messages as pieces of data that must be transported over the NoC.
The NI kernel communicates with the NI shells via ports. At
each port, peer-lo-peer connectlions can be configured, their num-
ber being selected at NI instantiation time. A port can have mul-
tiple connection to allow differentiated traffic classes (e.g., best
effort, or guaranteed throughput), in which case there are also
connid signals to select on which connection a message is sup-
plied or consumed. )
For each connection, there are two message queues (one source
queue, for messages going to the network, and one destination
queue, for messages coming from the network) in the NI kernel.
Their size is also selected at the NI instantiation time. Queues
provide the clock domain crossing between the network and the IP
modules. Each port can, therefore. have a different frequency.
Each channcl is configured individually. In a first prototype of
the Athereal network interface, we can configure if a channel is
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best effort (BE) or providing timing guarantees (GT), reserve slots
in the lauer case, configure the end-to-end flow control, and the
routing information.

End-to-cnd flow control cnsures that no data is sent unless there
is enough space in the destination buffer to accommodate it. This
is implemented using credits [17]. For each channel. there is a
counter (Space) tracking the empty buffer space of the remote
destination queue. This counter is configured with the remote
buffer size. When data is sent from the source queue, the counter
is decremented. When data is consumed by the IP module at the
other side, credits are produced in a counter (Credit) to indicate
that more empty space is available. These credits are sent to the
producer of data to be added to its Space counter. In the Athe-
real prototype, we piggyback credits in the header of the packets
for the data in the other direction to improve network efficiency.
Note that at most Space data items can be transmitted. We call
sendable data, the minimum between the data items in the queue
and the value in the counter Space.

From the source queues, data is packetized (Pck) and sent to
the network via a single link. A packet header consists of the rout-
ing information (NI address for destination routing. and path for
source routing), remote queue id (i.e., the queue of the remote net-
work interface in which the data will be stored), and piggybacked
credits (see Figure 3).

There are multiple channels which may require data transmis-
sion, we implement a scheduler to arbitrate between them. A
queue becomes eligible for scheduling when either there is send-
able data (i.e., there is data to be sent, and is space in the channel’s
destination buffer), or when there are credits to send. In this way,
when there is no sendable data, it is still possible to send credits in
an empty packet.

The scheduler checks if the current slot is reserved for a GT
channel. If the slot is reserved and the GT channel is eligible for
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Figure 7. NI kernel and shells

scheduling, then the channel is granted data transmission. Oth-
erwise, the scheduler selects an eligible BE channel using some
arbitration scheme: e.g. round-robin, weighted round-robin, or
based on the queue filling.

Once a queue is selected, a packet containing the largest pos-
sible amount of credits and data will be produced. The amount of
credits is bound by implementation to the given number of bits in
the packet header, and packets have a maximum length to avoid
links being used exclusively by a packet/channel, leading to con-
gestion.

On the outgoing path, packets are depacketized, credits are
added to the counter Space. and data is stored in its correspond-
ing queue, which is given by a queue id field in the header,

2.2.2 NI Shells: The interface to the IP

With the NI kernel described in the previous section, peer-to-peer
connections (i.e., between on master and one slave) can be sup-
ported directly. These type of connections are useful in systems
involving chains of modules communicating peer-to-peer with one
another (e.g., video pixel processing (6]).

For more complex type of connections. such as narrowcast or
multicast, and to provide conversions to other protocols, we add
shells around the NI kernel. As an example, in Figure 7, we show
a network interface with two DTL and two AXI ports. Al ports
provide peer-to-peer connections. In addition to this, the two DTL
ports provide narrowcast connections, and one DTL and one AXI
port provide multicast connections. Note that these shells add spe-
cific functionality, and can be plugged in or left out at design time
according to the requirements. Network instantiation is simple, as
we use an XML description to automatically generate the VHDL
code for the Nls as well as for the network topology.

In Figures 8 and 9, we show a master and slave shells that im-
plement a simplified version of a protocol such as AXI. The basic
functionality of such a shell is to sequentialize commands and their
flags, addresses, and write data in request messages, and to dese-
quentialize messages into read data. and write responses. Exam-
ples of the message structures (i.e., after sequentialization) passing
from NI shells and NI kernel are shown in Figure 10.

In full-fledged master and slave shells. more blocks would be
added to implement e.g., the unbuffered writes at the master side,
and read linked, write conditional at the slave side.
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2.2.3 Implementation

We have synthesized an instance of a NI kernel with a slot table
of 16 slots, and 4 ports having 1, 1, 2, and 4 channels, respec-
tively, with all queues being 32-bit wide and 8-word deep. The
quecucs are arca-cfficient custom-madc hardware fifos. We usc
these fifos instead of RAMs, because we need simultaneous ac-
cess at all NI ports (possibly running at ditferent speeds) as well
as simultaneous read and write access for incoming and outgoing
packets. which cannot be offered with a single RAM. Moreover,
for the small queues needed in the NI, multiple RAMs have a too
large arca overhcad. Furthermore the hardware fifos implement
the clock domain boundary allowing each NI port to run at a dif-
ferent frequency. The rest of the NI kernel runs at a frequency of
500 MHz, and delivers a bandwidth towards the router of 16 Gbit/s
in each direction. The synthesized area for this NI-kernel instance
is 0.13 mm? in a 0.13m technology.

Next to the kernel there are also a number of shells to imple-
ment one configuration port, two master ports, and one slave port.
These shells add to the are another 0.04 mm?, resulting in a total
NI area of 0.172 mn?.

3 Network Configuration

As mentioned in Section 2.1, in our prototype Athereal net-
work, we opt for centralized programming. This means that
there is a single configuration module that configures the whole
network, and that slot tables can be removed from the routers.

cmdl length | flags I I seq no. | trans id

address

write data 1

write data N

Request message format

error I I seq no. | trans id

read data 1

read data N

Response message format

Figure 10. Message format examples
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Figure 11. NI configuration

Consequently, only the NIs need to be programmed when open-
ing/closing connections.

Nis are programmed via a configuration port (the DTL MMIO
port on which the Cfg modules is connected). This port offers
a memory-mapped view on all control registers in the NIs. This
means that the registers in any NI are readable and writable using
normal read and write transactions.

Configuration is performed using the network itsell (i.e., there
is no separate control interconnect needed for network program-
ming). This is done by directly connecting the NI configuration
ports to the network like any other slave (see NI2's configuration
port in Figure 11).

At the configuration module Cfg’s NI, we introduce a configu-
ration shell (Config Shell), which. based on the address configures
the local NI (NI1). or sends configuration messages via the net-
work to other NIs. The configuration shell optimizes away the
need for an extra data port at NIl to be connected to the NII's
configuration port.

In Figure 12, we show the necessary steps in setting up a con-
nection between two modules (master B and slave A) from a con-
figuration module (C £g). Like for any other memory-mapped reg-
ister, before sending configuration messages for programming the
B to A connection, a connection to the remote NI must be set up.
This involves two channels, one for the requests and and one for
the responses between NI1 and the configuration port of NI2. This
connection is opened in two steps. First, the channel to the remote
NI configuration port is set up by writing the necessary registers
in NII (Step 1 in Figures 11 and 12). Second, we use this channel
to sct up (via the nctwork) the channel from configuration port of
NI2 to the configuration port of NI (Step 2). The three shown
messages are delivered and executed in order at NI2. The last of
them also requests an acknowledgment message to confirm that
the channel has been successfully set up.

After these two configuration channels have been sct up, the
remote NI2 can be safely programmed. We can, therefore, proceed
lo setting up a connection from B to A. For programming NI2
(B’s NI), the previously set up configuration connection is used.
For programming NII, the NII's configuration port is accessed
directly via Config Shell. First, the channel from the slave
module A to the master module B is configured by programming
NI1 (Step 3). Second, the channel from the master module B to the
slave module A is configured (Step 4) through messages to NI2.
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4 Conclusions

In this paper, we present the Athereal network on chip, de-
veloped at the Philips Research Laboratories. This network of-
fers, via connections, high-level services, such as transaction or-
dering, throughput and latency guarantees, and end-to-end flow
control. The throughput/latency guarantees are implemented us-
ing pipelined time-division-multiplexed circuit-switching.

The network consists of routers and network interfaces. The
routers use input queuing, wormhole routing, link-level flow con-
trol and source routing. It has two traffic classes for the GT and
BE data. For GT. time slots are reserved such that no contention
occurs, while for BE, we use a round-robin arbitration to solve
contention. We show an instance of a router with 6 bidirectional
ports. and BE input queues of 32-bit wide and 24-word deep each
implemented using custom-made fifos. This router has an area
of 0.175mm? after layout in 0.13p1m technology, and runs at 500
MHez. This has been achieved by omitting the slot tables, and mak-
ing low area cost decisions at all levels.

The network interfaces have a modular design, composed of
kernel and shells. The NI kernel provides the basic functionality,
including arbitration between connections, ordering. end-to-end
flow control, packetization, and a link protocol with the router.
Shells implement (a) additional functionality, such as multicast
and narrowcast connections, and (b) adaptors to existing protocols,
such as AXT or DTL. All these shells can be plugged in or left out
at instantiation time according to the needs to optimize area cost.

We show an instance of our network interface with a slot table

of 16 slots, and 4 ports having 1, 1, 2, and 4 channels, respec-
tively. Al queues are 32-bit wide and 8-word deep, and are imple-
mented using custom-made fifos. These fifos also implement the
clock domain boundary allowing NI ports to run at a different fre-
quency than the network. The NI kernel runs at a frequency of 500
MHz. The synthesized area for the complete network interface is
0.172mm? ina 0.13um technology,

The network connections are configurable at runtime via a
memory-mapped configuration port. We use the network to con-
figured itself as opposed to using a separate control interconnect
for network configuration.

In conclusion, we provide cfficient nctwork offering high-level
services (including guarantees), which allows runtime network
programming using the network itself.
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Abstract

A challenge fucing designers of systems on chip (SoC) contain-
ing networks on chip (NoC) is to find NoC instances that balance
the cost (e.g. areua) and performance (e.g. latency and through-
put). In this paper we present a simulation-based approach to
address this problem. We use XML to instantiate network compo-
nents (routers, network interfaces) and their composition. NoCs
are evaluated in terms of cost and performance by sweeping over
different parameters (e.g. network topology, network interfuce
queue depth). We then show, how we can obtain trade-off plots
by using the results obtained with our simulation environment. Fi-
nally, by means of two examples we illustrate how trade-off plots
can help the NoC designers in selecting the right network based
on a set of different constraints.

1 Introduction

The increasing complexity of systems-on-chip (SoC) together
with the increasing wiring problems of newer IC technology gen-
erations make networks on chip (NoC) a promising replacement
for busses and dedicated interconnect [3,4,9]. A NoC is an on-
chip communication infrastructure that provides communication
services to the [P blocks that connect to it. Examples of these ser-
vices are connections with in-order data delivery and connections
with end-to-end flow control.

NoCs are composed of nemwork interfaces and routers. Net-
work interfaces (NI) are the service access points of the network.
These services are made available at one or more ports of the NIs.
The routers provide the connectivity in the network; their job is to
transport the data between the NIs.

The design of a NoC involves the design of NIs and routers
together with the topology that specifies the way in which they
are interconnected. The design space of designing NoCs is huge,
spanned by the many parameters that describe the Nls, routers, and
topology [13,14]. Examples are the number of connections per NI,
the depth of the queues in the routers, and the arity of a tree.

Chip design is typically characterized by tight cost constraints
and high performance demands. Our goal is to help the designer
in finding the right NoC. The right NoC is one that fulfills all cost
and performance constraints and optimizes some other cost or per-
formance metric. To fulfill the designer’s need of making cost-
performance trade-offs, we propose a method to obtain both cost
and performance numbers of NoCs instances in the design space
and a way to present these numbers,

We advocate an approach that relies on both VLSI study and
simulation. The VLSI study is used to derive a model for the phys-
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ical characteristics of a NoC, such as the silicon area and clock
frequency of a NI as function of its parameters e.g. number of
ports. Simulation then is used to generate performance numbers
of the NoC as a whole. We use simulation for this because design-
ing hardware for each NoC in the design space is unrealistic and,
analytic methods make too many assumptions about the network
and traffic to get accurate values for a real system.

To provide the performance numbers we have developed a sim-
ulator that can rapidly evaluate the performance of many NoC in-
stances that are built from parameterized components. We auto-
matically generate NoC instances for many points in the design
space. These NoCs are specified in the XMI., and their perfor-
mance is evaluated without the need to recompile the simulator.

To prove our approach, the paper describes a case study in
which synthetic workloads are offered to the NoC. Synthetic work-
loads are used because it makes the system parameterizable. In
the case study we evaluate the cost and performance numbers of a
number of network instances and show how to use these numbers
to find the best NoC that meets the user requirement.

The paper is organized as follows. Section 2 describes that
we span the NoC design space in terms of parameterized network
components and topology. Section 3 describes our approach to ob-
tain the cost and performance numbers that allow the user to make
design trade-offs. Section 4 deals with the metrics that are of inter-
est to the NoC designer and describes a simple NoC cost model.
Sections 5 describes in detail the setup of a case study in which
for a synthetic workload the best NoC must be found. Section 6
demonstrates our proposed approach: (1) cost and performance
numbers are derived for a number of NoC instances, (2) the num-
bers are presented in a convenient way, and (3) the best network is
selected for two example sets of requirements.

2 Network-on-chip design space

A network on chip (NoC) is composed of two types of compo-
nents: routers (also called switches) and network interfaces (NI).
Their composition is described by the topology in which these
components are interconnected.

The NoC design space is spanned by choosing the router and
Nl architectures and the topology, and their corresponding param-
eters.

To illustrate the design space for a given router and NI archi-
tecture we use the network in Figure 1 as an example. The figure
shows six IP blocks connected via four Nis to a four-router net-
work having a mesh topology. In subsequent sections we describe
the basic components and the topology to illustrate their parame-
terization.
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Figure 2. Example of NI architecture (a) and router architecture (b).

2.1 Network interface

A Nl is described by two sets of parameters, i.e., parameters
that describe the architecture of the NI and parameters that de-
scribe the instance of a given NI architecture. Two examples of
the former set of parameters are whether services are connection
based or not, and whether end-to-end flow-control is present or
not. Clearly, what the set of the latter kind of parameters is, de-
pends on what the actual architecture is. In this paper we focus on
the latter set of parameters and fix the NI architecture to the Ethe-
real NI described in [13], of which Figure 2(a) shows an example.

This NI architecture provides connection-based services made
accessible at one or more ports. At the ports, shown at the left-
hand side of Figure 2(a), a transaction-level protocol is used. That
is, IPs connected to these ports issue read or write-like transac-
tions. A write transaction consists of the write command together
with the data. The NI considers the (write-command data) pair as
a message to be sent over the network. For a read, the NI con-
siders the read command and the corresponding response of the
data as two separate messages. The size of a message is expressed
in bytes. The relation between connections and messages is that
related messages, e¢.g. an audio stream of (write-command,data)
messages from an audio decoder to an off-chip interface, are writ-
ten in the same connection queue. For this queue, properties like
in-order lossless delivery are given, but also guaranteed through-
put (not dealt with in this paper, see [12]) can be provided. The
messages in the queues are scheduled and are subsequently pack-
etized to be transfered over the network of routers. The NI has
two queues per connection, one for outgoing and one for incom-
ing traffic. The NoC services are accessible via one or more ports
of the NI and there are one or more connections per port.

The parameters describing the instance of the NI architecture
are: number of ports, number of connections for each of these
ports individually, and depths of the queues for each of the con-
nections individually. Moreover, the depths of the incoming and
outgoing queues is parameterized individually as well. The NI in-
stance in Figure 2(a) has two ports. three connections for the first

port and two connections for the second port. The depths of all the
queues is set to five words. where a word is four bytes.

2.2 Router

A router has two sets of parameters similar to the NI. The set
of parameters that describe the architecture include routing algo-
rithm, routing mode, buffering architecture, and schedule algo-
rithm. In this paper we fix the architecture to the Ethereal router
architecture described in [11] of which an instance is shown in
Figure 2(b). We only are interested in the Best Effort (BE) part of
that router architecture.

The router is packet-switched and uses source routing, i.e. the
routers use the route information that the NIs have put in the pack-
ets. [t uses wormhole routing and input queuing.

The arity of the router is the number of input ports, which we
take equal to the number of output ports. At every input port there
is a queue that has a parameterized depth. So, parameters that
describe the instance of the router architecture are arity and depth.
The router instance in Figure 2(b) has arity four. and has queues
of five words deep.

2.3 Network on chip

A NoC is composed of NI and router instances. To complete
the NoC description we also must know the topology in which
components are interconnected. In this paper we focus on regu-
lar topologies i.¢., 2D-meshes and k-ary trees and k-ary fat-trees.
Each of these topologies is parameterized by its own set of param-
eters. A 2D-mesh is parameterized in its width and height, and a
tree and fat-tree by their arity and height [16].

In the network topologies envisaged in this paper we make
the following assumptions. In all topologies the links are bidi-
rectional. In meshes there is a NI at every router, and in k-ary
(fat-)trees there are k Nls at every leaf router.

Note that the NoC design space as a whole is spanned by the
selection of the topology and the NI and router architectures, and
their respective parameters.

3 Networks on Chip design approach

In this section we propose a network-on-chip design-flow ap-
proach that guides the designer through the SoC design process
allowing him to concentrate on the performance results. Perfor-
mance results are obtained by using simulation results. Later in
this section we address in detail the interface with the simulator in
order to follow the proposed design approach. We use SystemC
to [1] to build our simulator.

SystemC provides us different abstraction levels together with
the flexibility to model, develop and simulate all parts composing
a network on chip (e.g. routers, network interfaces) and exter-
nal IP blocks connected to it. A number of simulators and design
approach tuned to different applications (e.g. real time, shared-
memory) can be found in the literature {7,9,15, 17}. A new simu-
lator environment has been developed to provide a flexible compo-
sitional platform to experiment with a large number of components
and their parameters. The environment natively is not oriented to
any specific application or topology. Different applications us-
ing different services can be mapped without changing the system
core. NoC parameters (defined by the user) define the NoC behav-
ior. We use a transaction-level model (TLM), which allows us to
describe hardware system components at a high level of abstrac-
tion. Although the results are less accurate than using register-
transfer-level (RTL) simulations [10], we obtain higher simulation
speed.
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The simulator itself models the NoC at the level of flits, giving
a good trade-off between simulation accuracy and speed.
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Figure 3. Design flow used in our environment.

To provide maximal flexibility to the designer in the parameter
description. we propose the design flow shown in Figure 3. The
designer concentrates on specifying three files (topology, mapping
and connection) that are used by the XML parser to instantiate the
SoC to be simulated. They describe the network and IP blocks
along with their parameters. As an output we obtain a set of files
containing performance results and statistics from the network.
The designer can evaluate each NoC independently or automate
the design tlow by using our simulator to evaluate a large number
of topologies, analyze them and select the most appropriate for a
given set of constraints.

If the constraints are not (satisfactory) met (e.g.cost-
performance requirements) the NoC designer can steer design de-
cisions (e.g. mapping). In the next section we explain how we
instantiate a general SoC design with the three files, which contain
the parameters of all components and how they are interconnected
in the NoC.
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Figure 4. Example of SoC.

3.1 Interface to the simulator

The interface to the simulator environment is based on three
files. The files are described using the Extensible Markup Lan-
guage (XML). XML has among other features the advantages of
being a standard language, it is suitable to organize and structure
data, it is human readable, and parsers are available to automa-
tize the instantiation process. The XML system-on-chip descrip-
tion provided by the user is also used to generate VHDL code to
have consistent views of the simulator and hardware implementa-
tion. The main motivation for using an XML-based description of
NoC is twofold (a) flexibility to describe NoC components and (b)
avoiding long re-compilation times, because we instantiate com-
ponents at run time.

The use of three files to describe every component and their
interrelations allow us to come with a flexible and well-defined

way to decouple network infrastructure components (e.g. routers,
network interfaces) from user-defined modules (e.g. traffic gener-
ators, IP blocks). A set of basic components to experiment with
(e.g. routers. network interfaces and traffic generators) are pro-
vided. Additionally, the user can supply a library of 1P blocks or
network elements that can be configured by means of attributes in
the XML file and be instantiated at run time. The description and
content of the following files use Figure 4 as an example.

Topology file: It contains the NoC topology description. We
specify the routers and network interfaces, and the way they are
interconnected (eg. mesh, ring, fat tree). The following parame-
ters are given in the description. For the router, the type of router
(e.g. input queuing, virtual output queuing), queue depth, num-
ber of input/output ports. For the network interface we specify the
number of network interface ports, the number of connections and
the router to which the network interface is connected.

In Figure 5 we can see part of the topology definition for the
system shown in Figure 4. We have defined router “R0”, which
is a 3-arity input-queued router, with a queue depth of 12 words.
From the description see that “Link0_0" connects network inter-
face “NI00” to “RO” (links are bidirectional). A network interface
can connect more than one IP block. In our example “NI00” con-
tains one master' [P block as well as one slave IP block.

<RouterlQ id="RO" ig="12">
<R _Port id="PO" link="Link0_0"/>
<R_Port id="Pi" link="Link0_2"/>
<R _Port id="pP2" link="LinkO_1"/>
</RouterIQ>
<NI id="NIOO">
<NI_Port id="Port0" link="Link0_0"/>
<MasterNIP id="P0" connections="2"/»
<SlaveNIP id="P1" connections="2"/>
</NI>
<NI id="NIO2">
<NI Port id="Port2" link="Link2 0"/>
<SlaveNIP id="PO" connections="2"/>
</NI>

Figure 5. Example of a topology description.

Mapping file: Once the topology has been selected, we have to
describe how IP blocks are going to be connected to the NoC. The
mapping file provides a description of which blocks arc connected
to which network interface. In the same way as in the topology
file. XML attributes are used do describe parameters that can be
modified casily without the need of changing the simulator code.

Part of the XMI. mapping file is shown in Figure 6. We have
declared a master module of type “TG™ (Traffic Generator) with
some extra parameters such as the type of traffic distribution (nor-
mal distribution), speed, or message size. This master module is
connected to the NI “NI00” via the port “P0”.

<Master id="M1" type="TG" DIST="Nor" SPEED="8" S$Z="128"-
<MasterNIP ni="NI00" id="P0"/>

</Master>

<Slave id="83" type="Memory">
<SlaveNIP ni="NIO3" id="PO"/=>

</Slave>

Figure 6. Mapping description example.

Connection File: To characterize the system completely, a set
of connections is specified. Connections are established between
one master network interface port and one or more slave network

' A master starts a transaction which is executed by the slave.
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interface ports. Currently static connections are used, but in the fu-
ture, our simulation environment will allow dynamic handling of
connections. We use connections to connect one master IP block to
one slave IP block; although other combinations are possible [12]
we only use the most simple of them. Connections are opened
with a set of properties (¢.g. message integrity, transaction com-
pletion, transaction ordering) and parameters (e.g. routing path).
The simulator provides a shortest path routing algorithm in case
no path is specified in the file.

Figure 7 shows several connection configurations. Masters and
slaves have their own connections identifiers for a given connec-
tion. As an example we show a connection between M2 and S3,
the master identifies that connection with id 3 and the slave with
id 2. The channel properties are Guaranteed Throughput (GT) for
outgoing traffic and Best Effort (BE) for incoming traffic. For GT
traffic we have to specify the slots we reserve to obtain the re-
quired bandwidth/latency guarantees (e.g slots="2 5). Although
we have flexibility to use GT traffic. in our experiments we only
consider BE traffic.

<Connection master="M2" cidm="3" slave="S3" cids="2">
<Request type="GT" slots="2 5" path="1 0"/>
<Response type="BE" path="1 0"/>

</Connection>

<Connection master="M3" cidm="2" slave="S2" cids="3">

</Connections>

Figure 7. Part of the description of a connection file.

4 Cost and performance metrics

Due to the large design space of NoCs, obtaining a good bal-
ance of parameters such as cost and performance is a major chal-
lenge [2.5.8]. To find this balance the system designer needs to
trade off cost and performance numbers to find, for example, the
lowest-cost NoC that meets all performance requirements or the
NoC that provides the highest throughput but still meets latency
and area constraints.

What metrics should be optimize normally depend on the appli-
cation that makes use of the NoC. For example, in portable devices
the main concern typically is area and/or power, whereas for high-
end video processing throughput and latency are more important.

In previous section we described how to obtain performance
numbers, but we also must answer the question what exactly has
to be traded off. This means that we need to clearly define the
cost and performance metrics. The cost and performance numbers
depend on the selected network components and the topology, and
the setting of their corresponding parameters. Section 4.1 deals
with cost metrics and introduces a simple cost model. Section 4.2
deals with performance metrics.

4.1 Cost metrics and cost model

NoC cost metrics relate to the physical aspects of the NoC. Ex-
amples are silicon area, power consumption, and bit-error rate due
to cross-talk and external influences. As cost modeling is work in
progress, we use for this paper a simple cost model for the silicon
area metric. Silicon area is measured in man®.

To model the area of the NoC we use a zero wire cost model,
that is, the area of the NoC is taken to be equal to total area of its
components. The wires area caused by interconnecting the com-
ponents are thus ignored in this paper.

In Section 2 we have seen that the network components, i.e. the
routers and NIs, are parameterized. To allow a rapid evaluation of

the NoC area, we propose to derive the area of the router and NI
as function of their parameters. For a particular NoC instance all
parameters are fixed and these values then can be used in the area
functions of the individual components.

The area functions are obtained by synthesis of RTL models of
the router and NI architecture. We have done this for the architec-
tures introduced in Section 2 as follows. We have a basic assump-
tion on the form of the cost function as function of the parameters
of interest. For example consider the router area as function of its
arity. There are parts of the router whose area is linear in the arity
(e.g. queuing) and parts that are quadratic in the arity (e.g. the
switch inside the router), e.g. there is a part of the router that is
linear in the arity (the control and queuing path) and a part that is
quadratic in the arity (the switch). So, we expect the area to be of
the form a; - a? + a2 -2+ aa. By synthesizing for several values
of the arity we compute the best values for cy, a2 and ;.

A router having 48 words input queue depth has been synthe-
sized in a 0.13y:m CMOS process for a clock frequency of 500
MHz and data path width of 32 bits (for each link/port). The re-
sulting cost model given in terms of arity a is:

Ag(a) = 0.8082” + 23a (10 *mm®) (H

Similarly, let p be the number of ports of the NI, ¢ be the num-
ber of connections per port, and ¢ be the depths of the queues in the
NI By synthesizing for several values of number of ports, connec-
tions per port, and queue depths ¢ (with a frequency of 500 MHz
and 32 bits wide data path) we derived the following area function.

Avi(p,c.q) = 19.6pc +0.72pcq + 4.8 (107°mm?)  (2)

4.2 Performance Metrics

There are several performance metrics that may be of impor-
tance. For the system designer that must select a NoC these are
the metrics that reflect the total system behavior at the level of the
offered services. Those are, throughput offered at the NI ports and
end-to-end message latency.

Throughput is measured at the ports of the network. It is the
average amount of user data that is accepted by the network on that
port in a certain amount of time. Aggregate throughput is the sum
of the throughputs at all network ports. Throughput is measured
in bytes per second.

Latency is defined as the difterence between the time at which
the first word of a message has been offered to the network and
the time the last word has been delivered to the destination. That
is the so-called total latency (Lv). Total latency is composed of
the waiting latency (L) and network latency (L,..). If the NI
has no space to accept data coming from the IP, the data is queued
outside the network. The offered load (data produced by the IP)
may be higher than the accepted load (i.e. accepted by the NI),
and L, > 0.

S Case study: set-up

In this and the next section we use a case study to demonstrate
our approach. The goal is to find the best network that meets the
user requirements for a given application. We first describe the ap-
plication model that we use. Then we describe the portion of the
design space that we want to explore. Finally the cost and perfor-
mance numbers are presented and their usefulness in selecting the
right network is demonstrated.
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5.1 Application model

In this case study the focus is on data streaming. To allow
a simple scaling of the application, we have chosen a synthetic
workload. This workload is generated by traffic generarors. A
traffic generator is the combination of a traffic master and a traffic
slave.

In this paper we fix the write transactions data payload to 8
bytes. When these transaction are issued and to whom is described
by the temporal and spatial distribution, respectively. In order to
let the network not influence these distributions a master has a
(logically) infinite buller for each slave it communicates with. We
also assume that slaves are infinite fast to avoid IP-NoC interac-
tions (e.g. shortage of fiow-control credits).

The temporal distribution describes the time at which new write
transactions are issued. We use a normal distribution N(u. o),
where £ is the mean inter-arrival rate and o is the variance. The
mean /¢ is directly derived from the required throughput, e.g., to let
the trafflic master produce data at a rate of 200 Mbyte/s, the value
of e is 200/8 = 25 mega transaction per second. We further fix
the variance o to 10% to create some jitter in the data production
rate.

The spatial distribution of a traffic master describes how the
transactions are distributed toward the slaves. We use a uniform
distribution.

To connect a single traffic generator to a network interface we
require two network interface ports. Each traffic master issues
write transactions to the traffic slave of every other traffic gen-
erator. The masters communicate to the slaves via connections.
There is thus a single connection for each master-slave pair.

5.2 Experiments to realize

In this paper there are 16 traffic gencrators that communicate
as just described. Note that we thus require 16 - 15 = 240 connec-
tions which is more than what is found for typical applications of
this size. Since each traffic generator requires two network inter-
face ports, we thus must find the best network that has 32 network
interface ports.

To find this network we will vary three free NoC parameters.
i.e., network topology, number of ports per NI, and depth of the
buffers in the NIs. Thus, a NoC is completely characterized by the
triple <topology, #NIPs, queue depth> and we refer to them using
this notation. E.g., the mesh network instantiated with 4 ports per
NI and queue depth of 8 is referred to as <mesh,4,8>.

The topologies we evaluate are meshes, binary trees, and fat-
trees. Because the number of total ports is constant (32), the size
of these topologies depends on the number of ports per network
interface. The number of ports per network interface does not sig-
nificantly change the total NI cost but it does influence the size of
the network. We evaluate cost and performance for networks with
2 and 4 ports per network interface.

The buffer depth in the Nls plays a paramount role both in
cost and performance. We evaluate cost and performance with NI
queues with a depth of 4 and 8 words.

For a mesh with four ports per NI we take a 3 x 3-mesh and do
not connect an NI to one of the routers at the corner of the mesh,
this gives us a total of 8 Nls and thus 32 NI ports in total (assuming
one NI per router). With two ports per NI we take a 4 x 4-mesh,
having one NI per router, and 2 ports per NI thus in total we have
32 NI ports in total.

For the binary (fat-}tree with four ports per NI we need three
levels of routers. With two ports per NI, we need four levels. For

both topologies we assume there are two NIs per router at the bot-
tom of the tree.

6 Case study: results

In this section we illustrate with an example the design ap-
proach and methodology that we proposed in this paper. We use
our cost model and simulation environment to rapidly generate
cost and performance numbers for the cases showed in previous
section. To allow the selection of the right network the total set
of cost and performance numbers are presented in a single scat-
ter plot. In order to understand the trade-offs that are captured in
the scatter plot we first present performance numbers of a single
topology for different number of NI ports and different NI queue
depths. Moreover, these performance numbers also explain how
the scatter plot is obtained.

We present NoC performance in the so-called Chaos Normal
Form (CNF) [6]. In CNF performance is presented by pair of plots:
one being the totul accepted load versus totul offered load plot and
the other being the latency versus total offered load. Total offered
load is the sum of the loads offered at every network interface port,
and total accepted load is the part of the offered load that the Nls
actually accept.

Figures 8 and 9 show the performance numbers of the
<mesh,p,d> for p = 2,4 and d = 4,8. In Figure 8, all curves
start linearly with accepted load equal to offered load. The point at
which the curves start to bend is the saturation point of the NoCs.
We observe that both fewer ports per NI and deeper queues in the
NI results in a higher saturation point and hence total accepted
load.

In Figure 9 we can observe a steep increase in latency close to
the saturation point. Typically networks are used below the satu-
ration point to obtain acceptable latency. The pair of CNF plots
can be used to obtain the maximum throughput for a given latency
constraint. Figure 9 is used to find the offered load given the la-
tency. The accepted load for this latency is equal to the offered
load when we are below the saturation point.

Mesh Topalogy
© <AeshZ8>

<Mesh 4 4>

2000 .

Total Accepted Load (Mbytes. sec)
hb

a 1000 2000 3000 4000 5000 6000 7000 8000
Total Offered Load (Mbytes sec)

Figure 8. Total accepted load versus Total offered load for different
mesh instances.

By using Figures 8 and 9 for our three topologies of interest
we have derived a scatter plot as it is shown in Figure 10. For
various latency bounds we use the NoC performance in CNF to
obtain the accepted load. For each network we use the cost model
to compute the NoC area. As each different NoC has its own area,
the horizontal axis plots both area (nun?) and NoC instance. We
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Figure 9. Average Network Latency versus Total offered load for

different mesh instances.

have joined all points corresponding to the same latency constraint
by a line for readability.
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Figure 10. Cost performance trade-off.

Due to the all-to-all communication pattern of the case study,
the total number of buffers is quadratical in the total number of
NI ports. hence the cost figures plotted in Figure 10 are unrealisti-
cally high but they ca be used to illustrate the method. In typical
applications we expect an almost linear dependence, and therefore
lower cost.

The user can achieve cost-performance trade-offs in several
ways. Typically, a system designer must meet a set of constraints
and wants to optimize for some other parameters. Below we give
two examples and use the scatter plot in Figure 10 to find the best
network.

Example 1: Find the lowest area network with the constraints
that it provides a total accepted load of at least 2Gbyte/s with
an average latency of at most 500ns. From the 500ns curve
we select the left most point above the load=2Gbyte’s line, i.e.
<mesh,4,4>. Note that because our simulation environment col-
lects data as function of offered load, we can extract more latency
bounds that the ones represented in Figure 10, without the need of
re-simulation.

Example 2: Find the NoC that provides the highest accepted
load, constrained by an area of 12.5:nm? and an average latency

of 60ns. From the 60ns curve we select the highest accepted load
at the left of the area=12.5mm? line,i.e. <mesh,24> giving an
accepted load of 4Gbyte/s.

7 Conclusions

In this paper. we propose a method to help the designer in find-
ing the right NoC given a set of constrains. To do so, we first
introduce cost and performance metrics that allow a quantitative
evaluation of NoCs. We focus on the metrics that are visible to the
NoC user, such as silicon area, latency, and offered/accepted load.

To obtain both cost and performance numbers we use VLSI
study to provide NI and router areas as functions of arity and buffer
sizes, and number of ports and connections and buffer sizes, re-
spectively. NoC cost is obtained by summing (assuming zero-cost
wires) the cost of the NIs and routers. Performance numbers (la-
tency and throughput) are obtained using simulations. The simula-
tor is optimized for fast simulation of many NoC instances; it uses
run-time network instantiation, and both transaction-level model-
ing and flit-level simulation.

The performance numbers obtained from the simulation and
cost numbers from the cost model are used to demonstrate the
trade-offs of performance (throughput and latency) versus area.
The cost-performance numbers allow the trade-offs for various re-
quirements. We demonstrate this with a case study in which the
best network must be selected for a synthetic workload.

References

[Y] Functional Specification for SystemC 2 0). www.systemc.org, 2001.

[2] G. Apostolopoulos et al. Quality of service based routing: a perfor-
mance perspective. In SIGCOMM '98, pages 17-28, 1998.

{3] L. Benini et al. Powering networks on chips. ISSS, pages 33-38,
2001.

[4] L. Benini et al. Networks on chips: A new SoC paradigm. /EEE
Computer, 35(1):70-80, 2002.

[5] E. Bolotin et al. QNoC: QoS architecture and design process for

network on chip. The Journal of Svstems Architecture, Dec. 2003.

J. Duato et al. Iuterconnection Networks, An Enginecring Approach.

Morgan Kaufmann, 2003.

M. Forsell. Advanced simulation environment for shared memory

network-on-chips. In 20th IEEE Norchip Conference, 2002.

(8] J. Hu et al. Energy-aware mapping for tile-based NoC architectures
under performance constraints. In ASP-DAC 2003, 2003.

[9] S. Kumar ct al. A nctwork on chip architccture and design method-
ology. In ISVLSI. 2002.

[10] S. Pasricha. Transaction level modelling of SoC with SystemC 2.0.
2003.

{11] E. Rijpkcma ct al. Tradc ofts in the design of a router with both
guaranteed and best-effort services for networks on chip. DATE,
2003.

[12] A. Radulescu et al. Communication services for networks on chip.
In S. Bhattacharyya, E. Deprettere, and J. Teich, editors, Domain-
Specific Embedded Multiprocessors. Marcel Dekker, 2004,

[13) A. Radulescu et al. An efficient on-chip network interface oflering
guaranteed services. shared-memory abstraction, and flexible net-
work programming. In DATE, 2004.

[14] L Saastamoinen et al. Buffer implementation for Proteo network-
on-chip. In ISCAS. pages 113116, vol.2, 2003.

[15] G. Varatkar et al. Traffic analysis for on-chip networks design of
multimedia applications. /n DAC, 2002.

[16] A. Varma and C. Raghavendra. Interconnection Networks for Multi-
processors and Multicomputers: Theorv and Practice. 1994,

[17] D. Wiklund et al. SoCBUS: Switched network on chip for hard real
time embedded systems. In /PDPS, 2003.

6

[7

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



Exhibit N

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



: pipes .
Architecture
for Gigascale

Systems-on-Chip

Davide Bertozzi and Luca Benini

[ Abstr R |

The growing complexity of embedded
multi-processor architectures for digi-
tal media processing will soon require
highly scalable communication infra-
structures. Packet switched Net-
works-on-Chip (NoC) have been
proposed to support the trend for
Systems-on-Chip integration. In this
paper, an advanced NoC architecture,
called Xpipes, targeting high perform-
ance and reliable communication for
on-chip multi-processors is intro-
duced. It consists of a library of soft
macros (switches, network interfaces
and links) that are design-time com-
posable and tunable so that domain-
specific heterogeneous architectures
can be instantiated and synthesized.
Links can be pipelined with a flexible
number of stages to decouple link
throughput from its length and to get
arbitrary topologies. Moreover, a tool
called XpipesCompiler, which auto-
matically instantiates a customized
NoC from the library of soft network
components, is used in this paper to
test the Xpipes-based synthesis flow
for domain-specific communication
architectures.
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Introduction

he integration of an entire system onto the same

silicon die (System-on-Chip, SoC) has become tech-

nically feasible as an effect of the increasing inte-
gration densities made available by deep sub-micron
technologies and of the computational requirements of
the most aggressive applications in the multimedia, auto-
motive and ambient intelligence domain.

SoCs represent high-complexity, high-value semicon-
ductor products that incorporate building blocks from
multiple sources (either in-house made or externally sup-
plied): in particular, general-purpose fully programmable
processors, co-processors, DSPs, dedicated hardware
accelerators, memory blocks, I[/O blocks, etc. Even
though commercial products currently exhibit only a few
integrated cores (e.g., a RISC general purpose MIPS core
and a VLIW Trimedia processor for the Philips Nexperia
platform for multimedia applications), in the next few
years technology will allow the integration of thousands
of cores, making a large computational power available.

In contrast to past projections, which assumed that
technology advances only needed to be linear and that all
semiconductor products would deploy them, today the
introduction of new technology solutions is increasingly
application driven [1]. As an example, let us consider
ambient intelligence, which is considered the new para-
digm for consumer electronics. Systems designed for
ambient intelligence will be based on high-speed digital
signal processing, with computational loads ranging from
10 MOPS for lightweight audio processing, 3 GOPS for
video processing, 20 GOPS for multilingual conversation
interfaces and up to 1 TOPS for synthetic video genera-
tion. This computational challenge will

sources, where an arbitration logic is needed for the seri-
alization of bus access requests: only one master at a time
can drive the bus. In spite of its low complexity, the main
drawback of this solution is its lack of scalability, which
will result in unacceptable performance degradation (e.g.,
contention-related delays for bus accesses) when the
level of SoC integration will exceed a dozen of cores.
Moreover, the connection of new blocks to a shared bus
increases its associated load capacitance, resulting in
more energy consuming bus transactions.

State-of-the-art communication architectures make
use of evolutionary approaches, such as full or partial
crossbars, allowing a higher degree of parallelism in
accessing communication resources, but in the long term
more aggressive solutions are required.

A scalable communication infrastructure that better
supports the trend of SoC integration consists of an on-
chip packet-switched micro-network of interconnects,
generally known as Network-on-Chip (NoC) architecture
[3. 4, 5]. The basic idea is borrowed from traditional
large-scale multi-processors and the wide-area net-
works domain, and envisions on-chip router (or
switch)-based networks on which packetized commu-
nication takes place, as depicted in Fig. 1. Cores access
the network by means of proper interfaces, and have
their packets forwarded to destination through a multi-
hop routing path.

The scalable and modular nature of NoCs and their
support for efficient on-chip communication poten-
tially leads to NoC-based multi-processor systems
characterized by high structural complexity and func-
tional diversity.

have to be addressed at manageable
power levels and affordable costs {2}, and
a single processor will not suffice, thus
driving the development of more and more
complex multi-processor SoCs (MPSoCs).

In this context, the performance of
glgascale So'C? will be‘llmlted by the abil- Network
ity to efficiently interconnect pre- ||jerface
designed and pre-verified functional RS
blocks and to accommodate their com-
munication requirements, i.e. it will be
communication—rather than computa-
tion- dominated. Only an interconnect-
centric system architecture will be able
to cope with these new challenges.

Current on-chip interconnects consist
of low-cost shared communication re-

Figure 1. Example of Network-on-Chip architecture.
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An important design decision for NoCs concerns
topology selection. Several researchers [5, 6, 7, 8] envi-
sion NoCs as regular tile-based topologies (such as
mesh networks and fat trees), which are suitable for
interconnecting homogeneous cores in a chip multi-
processor. Of course, the network topology depends on
system functional requirements, hence on the size and
the placement of the integrated modules. In general, SoC
integration potentially encompasses heterogeneous
technologies and specialized components (used by
designers to optimise performance at low power con-
sumption and competitive cost), leading to the integra-
tion of heterogeneous cores having varied functionality,
size and communication requirements [9]. This might
motivate the adoption of custom, domain-specific irreg-
ular topologies [10].

As an example, consider the implementation of an
MPEG4 decoder [11], depicted in Fig. 2(b), where blocks
are drawn roughly to scale and links represent inter-block
communication. First, the embedded memory (SDRAM)
is much larger than all other cores and it is a critical com-
munication bottleneck. Block sizes are highly non-uni-
form and the floorplan does not match the regular,
tile-based floorplan showed in Fig. 2(a). Second, the total
communication bandwidth to/from the embedded
SDRAM is much larger than that required for communica-
tion among the other cores. Third, many neighbouring
blocks do not need to communicate. Even though it may
be possible to implement MPEG4 onto a homogeneous
fabric, there is a significant risk of either under-utilizing
many tiles and links, or, at the opposite extreme, of
achieving poor performance because of localized conges-
tion. These factors motivate the use of an application-spe-
cific on-chip network [12].

This paper illustrates an embodiment of the concept
of NoC represented by the Xpipes NoC architecture devel-

oped at University of Bologna [13]. Xpipes aims at pro-
viding high performance and reliable communication for
gigascale SoCs. While describing the basic building
blocks of this solution, the main NoC design principles
will be briefly explained, detailing the specific contribu-
tion of Xpipes to the fast-evolving research activity in the
domain of NoC-based communication architectures.

Xpipes has been designed as a library of highly para-
meterised soft macros (network interface, switch and
switch-to-switch link), which are design-time tunable and
composable. Therefore, arbitrary topologies can be
instantiated and the challenging issue of heterogeneous
NoC design can be addressed. In fact, an illustrative exam-
ple will show how Xpipes can be employed in a design
space exploration framework, wherein the ability of sev-
eral customized NoC topologies to efficiently accommo-
date the communication requirements of an application is
investigated and compared.

Design Challenges for On-Chip

Communication Architectures
Designing communication architectures for highly inte-
grated deep sub-micron SoCs is a non-trivial task that
needs to take into account the main challenges posed by
technology scaling and by exponentially increasing sys-
tem complexity. A few relevant SoC design issues are
hereafter discussed:

B Technology issues. While gate delays scale down
with technology, global wire delays typically
increase or remain constant as repeaters are
inserted. It is estimated that in 50 nm technology,
at a clock frequency of 10 GHz, a global wire delay
can be up to 6-10 clock cycles [3]. Therefore, lim-
iting the on-chip distance travelled by critical sig-
nals will be key to guarantee the performance of
the overall system, and will be a common design

guideline for all kinds of system

interconnects. Synchronization
of cores on future SoCs will be

|

unfeasible due to deep sub-
micron effects (clock skew,
power associated with clock dis-

SRAM

SDRAM

tribution trees, etc.), and an
alternative scenario consists of
self-synchronous cores that com-

MCPU

CORE
BAB UPS

municate with one another
through a network-centric archi-

ﬂADSP|

DSP SRAM

tecture [14]. Finally, signal
integrity issues (cross-talk,

RISC

(@

On-Chip Multi-Processor. (b) MPEG-4 MPSoC.

(b)

Figure 2. Homogeneous versus heterogeneous architectural template. (a) Tile-Based

power supply noise, soft errors,
etc.) will lead to more transient
and permanent failures of sig-
nals, logic values, devices and
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interconnects, thus raising the reliability concern
for on-chip communication [15]. In many cases,
on-chip networks can be designed as regular
structures, allowing electrical parameters of wires
to be optimised and well controlled. This leads to
lower communication failure probabilities, thus
enabling the use of low swing signalling tech-
niques [16], and to the capability of exploiting
performance optimisation techniques such as
wavefront pipelining [17].

Performance issues. In traditional busses, all com-
munication actors share the same bandwidth. As
a consequence, performance does not scale with
the level of system integration, but degrades sig-
nificantly. Though, once the bus is granted to a
master, access occurs with no additional delay.
On the contrary, NoCs can provide much better
performance scalability. No delays are experi-
enced for accessing the communication infra-
structure, since multiple outstanding transactions
originated by multiple cores can be handled at the
same time, resulting in a more efficient network
resource utilization. However, given a certain net-
work dimension (e.g., number of instantiated
switches), large latency fluctuations for packet
delivery could be experienced as a consequence
of network congestion. This is unacceptable when
hard real time constraints of an application have
to be met, and two solutions are viable: network
overdimensioning (for NoCs designed to support
best-effort traffic only) or implementation of ded-
icated mechanisms to provide guarantees for tim-
ing constrained traffic (e.g., loss-less data
transport, minimal bandwidth, bounded latency,
minimal throughput, etc.) [18].

B Design productivity issues. It is well known that
synthesis and compiler technology development
does not keep up with IC manufacturing technolo-
gy development [19]. Moreover, time-to-market
needs to be kept as low as possible. The reuse of
complex pre-verified design blocks is efficient
means to increase productivity, and regards both
computation resources and the communication
infrastructure [20]. It would be highly desirable to
have processing elements that could be employed
in different platforms by means of a plug-and-play
design style. To this purpose, a scalable and mod-
ular on-chip network represents a more efficient
communication infrastructure compared with
shared bus-based architectures. However, the
reuse of processing elements is facilitated by the
definition of standard network interfaces, which
also make the modularity property of the NoC

SECOND QUARTER 2004

effective. The Virtual Socket Interface Alliance
(VSIA) has attempted to set the characteristics of
this interface industry-wide [21]. OCP [21] is
another example of standard interface sockets for
cores. It is worth remarking that such network
interfaces also decouple the development of new
cores from the evolution of new communication
architectures. Finally, let us observe that NoC
components (e.g., switches or interfaces) can be
instantiated multiple times in the same design (as
opposed to the arbiter of traditional shared
busses, which is instance-specific) and reused in
a large number of products targeting a specific
application domain.

The above-mentioned issues are extensively dis-
cussed in [3, 5]. Some commercial SoC interconnects,
such as the Sonics MicroNetwork [23] and the STBUS
interconnect from STMicroelectronics are examples of
evolutionary architectures which provide designers
with a degree of freedom to instantiate different bus-
based topologies. More radical solutions have been
explored. Dally and Lacy sketch the architecture of a
VLSI multi-computer using 2009 technology [24], where
communication is based on packet switching. This sem-
inal work draws upon the past experiences in designing
parallel computers and reconfigurable architectures
(FPGAs and their evolutions) [12, 25-27). Most of the
proposed NoC platforms are packet switched and exhib-
it regular structure. Examples are mesh interconnec-
tions [7, 28} and fat-trees [29)].

The need to map communication requirements of het-
erogeneous cores may lead to the adoption of irregular
topologies. The Aethereal NoC design framework present-
ed in [30] aims at providing a complete infrastructure for
developing heterogeneous NoCs with end-to-end quality
of service guarantees. The network supports guaranteed
throughput (GT) for real time applications and best effort
(BE) traffic for timing unconstrained applications. Sup-
port for heterogeneous architectures requires highly con-
figurable network building blocks, customisable at
instantiation time for a specific application domain. For
instance, the Proteo NoC [31] consists of a small library of
predefined, parameterised components that allow the
implementation of a large range of different topologies,
protocols and configurations.

The Xpipes interconnect [13]) and its synthesizer
XpipesCompiler [32] push this approach to the limit, by
instantiating an application specific NoC from a library of
composable components providing reliable and latency
insensitive operation.

NoC Architecture
In general, the most relevant tasks of a network interface
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(NI) are: (i) hiding the details about network communica-
tion protocol to the cores, so that they can be developed
independently of the communication infrastructure, (ii)
communication protocol conversion (from end-to-end to
network protocol), (iii) data packetization (packet assem-
bly, delivery and disassembly).

The former objective can be achieved by means of
standard interfaces, such as VCI [21] and OCP [22],
whose main characteristics are a high degree of config-
urability to adapt to the core's functionality and the
independence of the request and response phases, thus
supporting multiple outstanding requests and pipelin-
ing of transfers.

Data packetization is a critical task for the network
interface, and has an impact on the communication laten-
cy, in addition to the latency of the communication chan-
nel. Messages that have to be transmitted across the
network are usually partitioned into fixed-length packets.
Packets in turn are often broken into message flow con-
trol units called flits. In the presence of channel width con-
straints, multiple physical channel cycles can be used to
transfer a single flit. A phit is the unit of information that
can be transferred across a physical channel in a single
step. Flits represent logical units of information, as
opposed to phits that correspond to physical quantities.
In many implementations, a flit is set to be equal to a phit.

The packet preparation process consists of building
the packet header, payload and packet tail. The header
contains the necessary routing and network control infor-
mation (e.g., the source and destination address). When
source routing is used, the destination address is ignored
and replaced with a route field that specifies the route to
destination. This overhead in terms of packet header is
counterbalanced by a simpler routing logic at the net-
work switches: they simply have to look at the routing
fields in the packets and route them over the specified
switch output port. The packet tail indicates the end of a
packet and usually contains parity bits for error-detecting
or error-correcting codes. Packetizing data deals effec-
tively with communication errors. In fact, packet bound-
aries contain the effect of errors and allow error recovery
on a packet-by-packet basis.

The task of the switch is to carry packets injected into
the network to their final destination, following a statical-
ly defined or dynamically determined routing path. The
switch transfers packets from one of its input ports to one
or more of its output ports.

The switch design is usually characterized by a power-
performance trade-off: power-hungry switch memory
resources can be required by the need to support high
performance on-chip communication. A specific design of
a switch may include both input and output buffers or
only one type of buffers. Input queuing uses fewer

IEEE CIRCUITS AND SYSTEMS MAGAZINE

buffers, but suffers from head-ofline blocking. Virtual
output queuing has a higher performance, but at the cost
of more buffers. Network flow control (or routing mode)
specifically addresses the limited amount of buffering
resources in switches. Three policies are feasible in this
context [33].

In store-and-forward routing, an entire packet is
received and entirely stored before being forwarded to
the next switch. This is the most demanding approach in
terms of memory requirements and switch latency. Also
virtual cutthrough routing requires buffer space for an
entire packet, but allows lower latency communication, in
that a packet is forwarded as soon as the next switch
guarantees that the complete packet will be accepted. If
this is not the case, the current router must be able to
store the whole packet.

Finally, a wormhole routing scheme can be employed to
reduce switch memory requirements and to permit low
latency communication. The first flit of a packet contains
routing information, and header flit decoding enables the
switches to establish the path and subsequent flits sim-
ply follow this path in a pipelined fashion by means of
switch output port reservation. A flit is passed to the next
switch as soon as enough space is available to store it,
even though there is not enough space to store the whole
packet. If a certain flit faces a busy channel, subsequent
flits have to wait at their current locations and are there-
fore spread over multiple switches, thus blocking the
intermediate links. This scheme avoids buffering the full
packet at one switch and keeps end-to-end latency low,
although it is more sensitive to deadlock and may result
in low link utilization.

Guaranteeing quality of service in switch operation is
another important design issue, which needs to be
addressed when time-constrained (hard or soft real time)
traffic is to be supported. Throughput guarantees or
latency bounds are examples of time-related guarantees.

Contention related delays are responsible for large
fluctuations of performance metrics, and a fully pre-
dictable system can be obtained only by means of con-
tention-free routing schemes. With circuit switching, a
connection is set up over which all subsequent data are
transported. Therefore, contention resolution takes place
at set-up at the granularity of connections, and time-
related guarantees during data transport can be given. In
time division circuit switching (see [23] for an example),
bandwidth is shared by time division multiplexing con-
nections over circuits.

In packet switching, contention is unavoidable since
packet arrival cannot be predicted. Therefore arbitra-
tion mechanisms and buffering resources must be
implemented at each switch, thus delaying data in an
unpredictable manner and making it difficult to provide
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guarantees. Best effort NoC architectures can mainly
rely on network overdimensioning to bound fluctuations
of performance metrics.

Finally, the design of communication (switch-to-switch
and network interface-to-switch) links represents a criti-
cal issue with respect to the system performance. As
geometries shrink, gate delay improves much faster than
the delay in long wires. Therefore, the long wires increas-
ingly determine the maximum clock rate, and hence per-
formance, of the entire design. The problem becomes
particularly serious for domain-specific heterogeneous
SoCs, where the wire structure is highly irregular and may
include both short and extremely long switch-to-switch
links. Techniques have to be devised to decouple link
throughput from its length and to allow functionally cor-
rect operation of the switches in presence of mis-aligned
inputs due to the unequal length of the input links.

Next, implementation details about Xpipes network
building blocks are provided, illustrating the specific
design choices and how the above-mentioned issues have
been addressed.

XPipes Architecture Overview
Xpipes targets Multi-GHz heterogeneous packet-switched
NoCs, thanks to the design of high performance network
building blocks and to their instantiation time flexibility.
The Xpipes design process was therefore partitioned into
two relevant stages: (i) development of highly parameter-
izable network components, written in synthesizable Sys-
temC; (ii) definition of a NoC instance by specifying
parameters of the composable soft macros and an arbi-
trary network topology. A XpipesCompiler tool has been
developed for this purpose.

The high degree of parameterisation of Xpipes network
building blocks regards both global network-specific
parameters and block-specific parameters.
The former ones include flit size, degree of

vidual link can be specified in terms of number of
repeater stages, as will be discussed next.

Xpipes network interfaces use OCP as point-to-point
communication protocol with the cores, and take care of
protocol conversion to adapt to the network protocol.
Data packetization results in the packet partitioning pro-
cedure illustrated in Fig. 3. A flit type field allows to iden-
tify the head and the tail flit, and to distinguish between
header and payload flits.

The NoC backbone relies on a wormhole switching
technique and makes use of a static routing algorithm
called street sign routing. Routes are derived by the net-
work interface by accessing a look-up table based on the
destination address. Such information consists of direc-
tion bits read by each switch and indicating the output
port of the switch that flits belonging to a certain packet
have to be directed to. This routing algorithm allows a
lightweight switch implementation as no dynamic deci-
sions have to be taken at the switching nodes.

One of the main Xpipes design guidelines was the
support for communication reliability. It was achieved
by means of distributed error detection with link level
retransmission as error recovery technique. Although
a distributed approach to error detection causes a
higher area overhead at the network nodes compared
with an end-to-end solution, it is better able to contain
the effects of error propagation, for instance prevent-
ing packets with corrupted header from being directed
to the wrong path. In order to counterbalance this
overhead, error detection with retransmission of
incorrectly received data was preferred to error cor-
rection, since this latter requires complex energy-inef-
ficient decoders. If average bit error rate is not high,
performance penalty caused by retransmissions as
perceived from the application can be neglected and

redundancy of error control logic, address
space of the cores, maximum number of

hops between any two nodes, maximum
number of bits for end-to-end flow control,

Packet

etc. On the contrary, parameters specific
to the network interface are: type of inter-
face (master, slave or both), flit buffer size -
at the output port, content of routing
tables for source-based routing, other

Header (Path) Header (Path)

Header Payload Payload

interface parameters to the cores such as

number of address/data lines, maximum
burst length, etc. Parameterisation of the
switches mainly regard the number of I/O
ports, the number of virtual channels for
each physical output link and the link
buffer size. Finally, the length of each indi-

Head Flit

Flit Type 00
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Figure 3. Packet partitioning into flits.
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error detecting schemes have been showed to mini-
mize average energy-per-bit [15]): as a consequence,
they were the reference choice to provide communi-
cation reliability in Xpipes.

The retransmission policy implemented in Xpipes is
GO-BACK-N. Flits are transmitted continuously and the
transmitter does not wait for an ACK after sending a flit.
Such an ACK is received after a round-trip delay. When a
NACK is received, the transmitter backs up to the flit that
is negatively acknowledged and re-sends it in addition to
the N succeeding flits that were transmitted during the
round-trip delay. At the receiver, the V-1 received flits fol-
lowing the corrupted one are discarded regardless of
whether they were received error-free or not. GO-BACK-
N trades-off inefficiency in bus usage (retransmission of
many error-free flits) with a moderate implementation
cost, and was preferred to a selective-repeat scheme,
wherein only those flits that are negatively acknowl-
edged are retransmitted but more buffering resources
are required at the destination switch.

In Xpipes switches, different error detecting decoders
can be instantiated at design time, as a function of their
latency and redundancy (additional parity lines) over-
head and of their error detection capability, that has to
be compared with the estimated (technology-depend-
ent) bit error rate and the required mean time between
failures (MTBF). The considered error detecting codes

were several versions of the Hamming code and of the
Cyclic Redundancy Check (CRC) Code, each one charac-
terized by a different minimum distance and hence error
detection capability. The ultimate objective was to
select, for each supply voltage and flit size, coding
schemes providing a MTBF of at least 1 year, and to suc-
cessively select among them a scheme that minimizes
decoding latency and/or redundancy.

Finally, it is worth noting that the support for high per-
formance communication was provided in Xpipes by
means of proper design techniques for the basic network
components (such as link pipelining, deeply pipelined
switches, latency insensitive component design). Imple-
mentation details about the network building blocks are
provided below.

Network Link
A solution to overcome the interconnect-delay problem
consists of pipelining interconnects [34, 35]. Wires can
be partitioned into segments (or relay stations, which
have a function similar to the one of latches in a
pipelined data path) whose length satisfies pre-defined
timing requirements (e.g., the desired clock speed of the
design). In this way, link delay is changed into latency,
but the data introduction rate is not bound by the link
delay any more. Now the latency of a channel connect-
ing two modules may end up being more than one clock
cycle. This requires the system

Flits at Source Switch Link

Destination Switch

to be composed of modules
whose behavior does not depend
on the latency of input communi-

Slelel BB

cation channels {34).

[ransmission Xpipes interconnect makes

use of pipelined links and of

plclela | >—>——B> A Flit ACK latency-insensitive operation of

——<<< its building blocks. Switch-to-

ACK=1 switch links are subdivided into

plelsla [ >—>—p>—C> it A Flit NACK basic segments whose length

< . | < I can be tailored to the desired

H ACK=1 ACK= clock frequency that needs to be

ACK/NACK achieved in the desngn..ln this

D|C|B|A I:<] Eﬂ E<] [:ﬂ A Propagation way, the system operating fre-
| I

quency is not bound by the

delay of long links. According to

Retransmission the link length, a certain number

of clock cycles is needed by a flit
to cross the interconnect. If net-

work switches are designed in
such a way that their functional

Goback N

Figure 4. Pipelined link model and latency-insensitive link-level error control.

correctness depends on the flit
arriving order and not on their
timing, the input links of the
switches can be different and of
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any length. These design choices are at the basis of
latency insensitive operation of the NoC and allow the l'"“l
construction of an arbitrary network topology and
hence support for heterogeneous architectures.

Fig. 4 illustrates the link model, which is equivalent to
a pipelined shift register. Pipelining has been used both
for data and control lines. The figure also illustrates how
pipelined links affect the operation of latency-insensi- | o | 4x4 Switch
tive link-level error control: the retransmission of a cor- Out[0]
rupted flit between two successive switches is
represented. Multiple outstanding flits propagate across i
the link during the same clock cycle. When flits are cor-
rectly received at the destination switch, an ACK is T
propagated back to the source, and after N clock cycles In(3]
(where Nis the link length expressed in terms of number
of repeater stages) the flit will be discarded from the
buffer of the source switch. On the contrary, a corrupt-
ed flit is NACKed and will be retransmitted in due time.

T out[1]

In[0] In[2}
_’ <—

Out[2)
—

2N+M
out[3] Flits

Figure 5. Example of a 4x4 switch configuration with 2 vir-
tual channels.

exhibits 4 inputs, 4 outputs and 2 virtual channels mul-
Switch tiplexed across the same physical output link. Switch
A schematic representation of a switch for the Xpipes operation is latency insensitive, in that correct opera-
NoC is illustrated in Fig. 5. The example configuration tion is guaranteed for arbitrary link pipeline depth. For

crc_ACK[3]
CRC_Decoder[3]
crc_ACK[2]
CRC_Decoder[2]
crc_ACK(1] Error
CRC_Decoder({1] Detection
Logic
crc_ACK[0]
CRC_Decoder{0]
N L —_— —
In[0) ™
In[1)
Out[0]
In2]
In(3) | | [Whichin _ _
| ACK/ ACK/ ACK/ |ACK Valid 1
I by Rbd
NACK NACK NACK Lo A !
bl S , = )
Matching Arbiter  Mux Stage Virtual Virtual : : 1+ Forward Output
Input Channel Channel 1 ! : Flow Link
and Arbiter Registers "7 ¢y Control Arbiter
Output
Ports
Figure 6. Architecture of the output module for each Xpipes switch output port.
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Lutword

Network Interface Slave

Figure 7. Architecture of Xpipes network interface slave.
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latency insensitive operation, the switch has virtual
channel registers to store 2N + M flits, where N is the
link length (expressed as number of basic repeater

stages) and M is a switch architecture
related contribution (12 cycles in this
design). The reason is that each transmit-
ted flit has to be acknowledged before
being discarded from the buffer. Before an
ACK is received, the flit has to propagate
across the link (N cycles), an ACK/NACK
decision has to be taken at the destina-
tion switch (a portion of M cycles), the
ACK/NACK signal has to be propagated
back (N cycles) and recognized by the
source switch (remaining portion of M
cycles). During this time, other 2N + M
flits are transmitted but not yet ACKed.
Output buffering was chosen for
Xpipes switches, and the resulting archi-
tecture consists of multiple replications
of the same output module reported in
Fig. 6, one for each switch output port.
All switch input ports are connected to
the each module’s inputs. Flow control
signals generated by each module (such

1EEE CIRCUITS AND SYSTEMS MAGAZINE

as ACK and NACK for incoming flits) are collected by a
centralized switch unit, which directs them back to the
proper source switch.

Dir Dir Dir Dir Dir
I i e

Lutword ]|[iff]1
NumSB=5 ~ ---------- s
FTYPE
Routing Path ;
Flit
[——f—
Header or Payload
Regfiit
Datastrﬂ. Header or Payload
Reg_Datastream
Regpark
Figure 8. Mechanism for building header flits.
SECOND QUARTER 2004

Network System Technologies Ex. 2029
Samsung v. Network System Technologies - IPR 2024-00339



As can be observed from Fig. 6, each output module is
deeply pipelined (7 pipeline stages) so to maximize the
operating clock frequency of the switch. The CRC
decoders for error detection work in parallel with switch
operation, thereby hiding their latency.

The first pipeline stage checks the header of incom-
ing packets on the different input ports to determine
whether those packets have to be routed through the
output port under consideration. Only matching pack-
ets are forwarded to the second stage, which resolves
contention based on a round-robin policy. Arbitration is
carried out when the tail flit of the preceding packet is
received, so that all other flits of a packet can be prop-
agated without contention related delay at this stage. A
NACK for flits of non-selected packets is

nation address is used as table entry. In this way, two
routing fields are extracted: numSB (the number of hops
to destination) and lutword (the actual direction bits
read from the look-up table). Together with the core
transaction related information (datastream), they are
forwarded to the FLIT_BUILDER block, provided the
enable signal busy_builder is not asserted.

Based on the input data, the module FLIT_BUILDER
has the task of building the flits to be transmitted via
the output buffer QUTPUT_BUFFER, according to the
mechanism illustrated in Fig. 8. Let us assume that a
packet requires numSB = 5 hops to get to the destina-
tion, and that the direction to be taken at each switch is
expressed by DIR. The module FLIT_BUILDER builds the

generated. The third stage is just a multi-
plexer, which selects the prioritised input
port. The following arbitration stage
keeps the status of virtual channel regis-
ters and determines whether flits can be
stored into the registers or not. A header
flit is sent to the register with the great-
est number of free locations, and fol-
lowed by successive flits of the same
packet. The fifth stage is the actual
buffering stage, and the ACK/NACK
response at this stage indicates whether
a flit has been successfully stored or not.
The following stage takes care of forward
flow control: a flit is transmitted to the
next switch only when adequate free reg-
ister locations are available at the output
port of interest of the destination switch.
Finally, a last arbitration stage multiplex-

Application)o>

Application
Specific Instantiation
NoC Software
Definition

Figure 9. NoC synthesis flow with XpipesCompiler.

SystemC
Files of

|

| |

| G |

' I Whole
1 Routing I Design
| Tables |

| |

| |

XpipesCompiler

es the virtual channels on the physical
output link on a flit-by-flit basis, thereby improving net-
work throughput.

Network Interface

The Xpipes network interface provides a standardized
OCP interface to networked cores. The NI for cores
that initiate communication (initiators) needs to turn
OCP-compliant transactions into packets to be trans-
mitted across the network. It represents the slave side
of an OCP end-to-end connection (the master side
being the initiator core), and it is therefore referred to
as network interface slave (NIS). Its architecture is
showed in Fig. 7.

The NIS has to build the packet header, which has to
be spread over a variable number of flits depending on
the length of the path to the destination node. The look-
up table containing static routing information is
accessed by the HEADER_BUILDER block and the desti-

SECOND QUARTER 2004

Figure 10. Core graph representation of an MPEG4 design
with annotated average communication requirements.
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first flit by concatenating the flit type field with path
information. If there is some space left in the flit, it is
filled with header information derived from the input
Media datastream. The unused part of the datastream is stored
CPU in a regpark register, so that a new datastream can be
read from the HEADER_BUILDER block. The following
header and/or payload flits will be formed by combin-
ing data stored in regpark and reg_datastream. No par-
RISC tially filled flits are transmitted to make transmission
CPU more efficient. Finally, the module OUTPUT_BUFFER
stores flits to be sent across the network, and allows
the NIS to keep preparing successive flits also when the
network is congested. Size of this buffer is a design
parameter.

SRAM The response phase is carried out by means of two
modules. SYNCHRO receives incoming flits and reads
out only useful information (e.g., it discards routing
fields). At the same time, it contains buffering resources
to synchronize the network’s requests to transmit the

Raster| | SRAM

[ s1—3a $2—4x4 s3—5x5 |
(a)

m remaining flits of a packet with the core consuming
SHAM rate. The RECEIVE_RESPONSE module translates useful
Raster header and payload information into OCP-compliant
Sggf\‘M jizer 1S3 response fields.

53— [s3 When a read transaction is initiated by the initiator
— s8 Media core, the HEADER_BUILDER block asserts a start_
> l CPU receive_response signal that triggers the waiting phase
Cale [F T ; of the RECEIVE_RESPONSE module for the requested
; I Up data. As a consequence, the NIS supports only one out-
%g:? RISC Samp standing read operation to keep interface complexity
CPU iDCT, SEaM low. Although no read after read transactions can be ini-
etc tiated unless the previous one has been completed, an
I 333 s8_6<8 } indefinite number of write transactions can be carried
() out after an outstanding read or write has been initiated.
The architecture of a network interface master is simi-
lar to the one just described, and is not reported here for

][ [Raster SRAM v lack of space.

% izer CPU
@—@—r@ Domain-Specific Network-on-Chip Synthesis Flow
The individual components of SoCs are inherently het-
I_i1 RISC erogeneous with widely varying functionality and com-
T DDR CPU munication requirements. The communication infras-
DSP [] SDRAM tructure should optimally match communication pat-
Up I terns among these components. Looking for the most effi-
Samp 57 cient solution can be a (possibly automated) step of a
BAB DCT SRAM more general design methodology of custom domain-spe-
Calc o cific NoCs, and Xpipes could be used within this frame-
work as a library of components for the synthesis of the
[ s1—5x5 72— 3x3 s3—dxd | selected NoC configuration.

(© Therefore, for a Xpipes-based design methodology,

a tool is needed to automatically instantiate network

Figure 11. NoC configurations for the MPEG4 decoder. (a) building blocks (switches, network interfaces and

MESH NoC. (b) Application-specific NoC No.l. (c) Application- links) from the library of composable soft macros
ific NoC No.2. . . .

e described in SystemC. XpipesCompiler [32] is the tool
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designed to automatically instantiate a Xpipes-based
application-specific NoC for heterogeneous on-chip
multi-processors.

The complete XpipesCompiler-assisted NoC design
flow is depicted in Fig. 9. From the specification of an
application, the designer (or a high-level analysis and
exploration tool) creates a high-level view of the SoC
floorplan, including nodes (with their network inter-
faces), links and switches. Based on the clock speed
target and link routing, the number of pipeline stages
for each link is also determined. The information on
the network architecture is then specified in an input
file for the XpipesCompiler. Routing tables for the net-
work interfaces are also specified. The tool takes the
Xpipes library of soft network components as an addi-
tional input. The output is a SystemC hierarchical
description, which includes all switches, links, net-
work nodes and interfaces and specifies their connec-
tivity. Then the final description can be compiled and
simulated at the cycle-accurate and signal-accurate
level. At this point, the description can be fed to back-
end RTL synthesis tools for silicon implementation.

In a nutshell, the XpipesCompiler generates a set of net-
work component instances that are custom-tailored to
the specification contained in its input network descrip-
tion file. This tool allows a very instructive comparison of
the effects (in terms of area, power and performance) of
mapping applications on customized domain-specific
NoCs and regular mesh NoCs.

As an example, let us focus on the MPEG4 decoder
already introduced in this paper. Its core graph rep-
resentation together with its average communication
requirements are presented in Fig. 10. The edges are
annotated with the average bandwidth requirements
of the cores in MB/s. Customized application-specific
NoCs that closely match the application’s communi-
cation characteristics have been manually developed
and compared with a regular mesh topology. The dif-
ferent NoC configurations are presented in Fig. 11. In
the MPEG4 design considered, many of the cores
communicate with each other through the shared
SDRAM. So a large switch is used to connect the
SDRAM (Fig. 11(b)), while smaller switches are
instantiated for the other cores. An alternative cus-
tom NoC is also considered
(Fig. 11(c)): it is an opti-
mised mesh network, with Tah
superfluous switches and
switch 1/Os removed. We

q

50 T T v
| | -8 Mesh

48T | & Cust

a6t -9~ Cust2

Avg Pack Lat (in Cy)

32 . A : :
3.2 3.0 2.8 2.6 24 2.2

BW (in GB/s)

Figure 12. Average packet latency as a function of the link
bandwidth.

Area (in 0.1 um technology) and power estimates
for different NoC configurations are reported in Table
I. As it can be observed, area and power savings are
achieved with the custom configurations. However,
the distributed solution turns out to be more effec-
tive, mainly because the centralized approach makes
use of a very large switch. In fact, since power dissi-
pation on a switch increases non-linearly with
increase in switch size, there is more power dissipa-
tion on the switches of the custom NoC1 (that has an
8x8 switch) than in the mesh NoC. However, most of
the traffic traverses short links in this custom NoC,
thereby providing marginal power savings for the
whole design. Power and area savings achieved by the
custom NoC2 are more significant thanks to the use of
smaller switches.

Fig. 12 reports the variation of average packet laten-
cy (for 64 B packets, 32 bit flits) with link bandwidth.
Custom NoCs, as synthesized by XpipesCompiler, have
lower packet latencies, as the average number of
switches and link traversals is lower. At the minimum
plotted bandwidth value, almost 10% latency saving is
achieved. Moreover, the latency increases more rapid-

\rea and power estimates for the MPEG4-related NoC configuration:

refer to this solution as a

“distributed” custom NoC, Mesh
. Custom 1

as opposed to the “central- Custom 2

ized” one.
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ly with the mesh NoC as the link bandwidth decreases.
Also, custom NoCs have better link utilization: around
1.5 times the link utilization of a mesh topology.

Overall, it should be observed that area, power and
performance optimisations by means of custom NoCs
turn out to be more difficult for MPEG4 than for other
applications such as Video Object Plane Decoders
(VOPD) and Multi-Window Displayers [32]. In fact, the
MPEG4 core graph shows that almost all cores commu-
nicate with many other cores (thus requiring many
switches) and most of the traffic traverses the larger
switches connected to the memories (thus generating
high power dissipation). On the contrary, a custom NoC
can be generated for VOPD by observing that a half of
the cores communicate with more than a single core.
This motivates a configuration of the custom NoC, hav-
ing less than half the number of switches than the mesh
NoC. In this way, the custom NoC consumes about 5.7
times less area and 2.7 times less power than the corre-
sponding mesh NoC.

These examples show that customized domain-specif-
ic NoCs exhibit large potentials for power minimization
of gigascale on-chip multi-processors, and push the
development of design exploration frameworks helping
designers to assess the effectiveness of alternative cus-
tom NoC architectures. Xpipes and its synthesizer have
been designed as key elements of such a NoC exploration
and synthesis flow.

Conclusions

Current application and technology trends motivate a
paradigm shift in on-chip interconnect architectures
from bus-based solutions to packet-switched Net-
works-on-Chip. This paper analyses the key drivers
for the development of packet-switched on-chip
micro-networks and introduces a NoC architecture
targeting high performance and reliable communica-
tion for domain-specific SoCs. Xpipes is a library of
soft macros (switches, network interfaces and links)
that are design-time composable and tunable, well
suited for irregular topologies. An example NoC syn-
thesis flow has also been illustrated, wherein a com-
piler tool (XpipesCompiler) is used to automatically
instantiate customized network building blocks from
the Xpipes library.

Xpipes and related NoC design efforts are mostly
focused on revisiting the architectural foundations of
the on-chip communication. This is, however, only a
facet of a much more complex challenge, namely, the
development of a comprehensive architectural, soft-
ware and operating system infrastructure required to
efficiently support the next generation large-scale
multi-processor Systems-on-Chip.
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User-level communication architectures remove the operating system
from the critical communication path, but designing protocols for these
architectures is not trivial. The authors survey six design issues using
examples from 11 communication systems, all of which have been

implemented on a Myrinet network.

odern high-speed local area networks
offer great potential for communication-
intensive applications, but their perfor-
mance is limited by the use of traditional
communication protocols, such as
TCP/IP. In most cases, these protocols require that all
network access be through the operating system, which
adds significant overhead to both the transmission path
(typically a system call and data copy) and the receive
path (typically an interrupt, a system call, and a data
copy). To address this performance problem, several
user-level communication architectures have been
developed that remove the operating system from the
critical communication path.!? In this article, we
describe six important issues to consider in designing
communication protocols for user-level architectures.

The issues we have selected focus on the perfor-
mance and semantics of a communication system. The
first, the data transfer mechanism a protocol uses, sig-
nificantly affects latency and throughput. Direct mem-
ory access usually gives the best throughput in
user-level communication, but to avoid unnecessary
copying, sophisticated address translation mechanisms
are needed, another important design issue. To make
user-level protocols feasible in a multiprogramming
environment, designers also need protection mecha-
nisms that do not rely on operating system interven-
tion. Network packets are received using some control
transfer mechanism—either polling or interrupts, each
of which has its advantages and drawbacks. The last
issues we focus on are reliability and multicast, which
in modern networks can be supported both on the host
processor and the network interface.

To provide a basis for analyzing these issues, we pre-
sent a simple network interface protocol for Myricom’s
Myrinet network.? As the sidebar “The Myrinet
Network " describes, Myrinet has a programmable
network interface. Researchers can thus explore many
protocol design options, and several groups have
designed communication systems for Myrinet. In this
article, we refer to 11 such systems. Table 1 lists the

0018-9162/98/$10.00 © 1998 IEEE

characteristics of each. As the table shows, the systems
differ significantly in how they resolve the design issues
we describe, but all aim for high performance and pro-
vide a lean, low-level, and more or less generic com-
munication facility.

A SIMPLE NETWORK INTERFACE PROTOCOL

Figure 1 shows the operation of our simple network
interface protocol for Myrinet. Operation begins when
a user process of the sending host—host A—invokes
asimple send primitive to send a data packet. Because
the protocol sends packets with a maximum payload
of 256 bytes, users must fragment their data so that
each fragment fits in a packet.

Send performs two actions. It first copies the user
data to a packet buffer in a special staging area, the
DMA area, in the host's memory (step 1). The host
then writes a send request into a descriptor in network
interface memory (step 2) and sets a flag to inform the
network interface of this event. These descriptors,
which are stored in a circular buffer, or send ring, con-
tain the destination machine, the size of the packet's
payload, and the packet’s offset in the DMA area.

The network interface repeatedly polls the flag of
the first empty descriptor in the send ring. As soon as
the host sets this flag, the network interface reads the
packet’s offset in the descriptor and adds it to the
address of the start of the DMA area, which yields the
physical address of the packet (step 3). The network
interface initiates a DMA transfer over the I/O bus to
copy the packet’s payload from host memory to its
own memory (step 4). It then reads the destination
machine in the descriptor and looks up the route for
the packet in a routing table. Finally, it starts a second
DMA to transmit the packet (step 5).

The data transfers in steps 1, 4, and 5 can be performed
concurrently. For example, if the host sends a long, mul-
tipacket message, one packet’s network DMA can be
overlapped with the next packet’s host-to-interface DMA.
When the network interface detects that a given packet’s
network DMA has completed, it sets a flag to release the
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Figure 1. How the simple network interface protacol operates. Host A copies user data into the DMA area (step 1) and writes a
packet descriptor to the send ring (step 2). The network interface reads the packet descriptor (step 3) and copies the packet
through DMA to its memory (step 4). After the network transfer (step 5), the receiving network interface reads its receive ring to
find an empty buffer in the DMA area of host B (step 6) and copies the packet using DMA to this area (step 7). Host B optionally

copies data from the packet to a user buffer (step 8).

The Myrinet Network

Myrinet, developed by Myricom, is a switched, gigabit-per-
second technology that uses variable-length packets. The pack-
ets are wormhole-routed through a network of highly reliable
links and crossbar switches. Techniques like wormhole routing
are normally found only in supercomputers.

Figure A illustrates the architecture of a node in a Myrinet clus-
ter. Each machine (host) has a network interface card that contains
a processor and some memory, which is used to store the interface’s
control program and data. The network interface connects to the
host’s I/O bus—a typical organization for commodity hardware.

Our host system has a 200-MHz Pentium Pro processor, a host
bus speed of 66 MHz x 64 bits, and an I/O bus speed (PCI) of 33
MHz x 32 bits. All hosts run the BSD/OS (Version 3.0) operat-
ing system.

Myrinet requires that all packets be staged through network
interface memory, both at the sending and the receiving side. It
uses fast but expensive SRAM, so the memory is relatively small.
Both the host and the network interface can use DMA to access
data in each other’s memory. but as the main article describes,
DMA transfers suffer from a start-up overhead. The host can also
access the network interface's memory using programmed /O,
which has no start-up costs, but results in high access times rel-
ative to host memory.

Like other modern networks, Myrinet has a programmable
network interface processor. Although this gives protocol design-
ers much flexibility, the network interface processor is much
slower than the host CPU, so it can do only simple tasks. Adding
just a few instructions to the critical path of a Myrinet control
program noticeably increases end-to-end latency.

Our network interfaces have a 33-MHz LANai4.1 processor

Computer

Host CPU Host
Cache memory
A A
Y Y
1\ Host bus
[
Y 110 bus
A
Y
To-from CPU
Network | host NI send
interface memory Network
e
Receive
N~
DMA engines

Figure A. The host and network interface architecture of Myricom's

Myrinet.

(LANai is the processor’s proprietary name), 1-Mbyte SRAM, a
link speed of 2 x 1.28 Gbps, a to-from host DMA start-up cost
of 5 LANai cycles, a send DMA start-up cost of 5 LANai cycles,
and a receive DMA start-up cost of 4 LANai cycles.
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Table 1. Characteristics of 11 communication systems built for Myrinet.

System Data transfer Translation Protection  Control Reliability Multicast
_________ thost-N) .. wansfer _ _ _ _ _  _  _________supot
AM-II1 PIO & DMA* DMA areas Yes Polling + interrupts Reliable, network interface: No
alternating bit,
_________________________________________________________________________ host: slidingwindow ________________________________
L PO OMAareafrecy) __No__________Pollng ___________| Reliable, host-level credits | _________| No_ i
FM/MC®  PIO DMA area (recv) No Polling + interrupts Reliable, unicast: host-level Yes
credits, multicast: network- (on network

e em e Mterface-level credits_ interface) _________
PM¢ DMA Software TLB*on  Yes Polling Reliable, ACK/NACK Yes

network interface  (gang protocol on network interface (multiple sends)
O o L. ¢ |
VMMC®  DMA Software TLB on Yes Polling + interrupts Reliable, exploits No
mememeemeemememno.ooheWOrkinterface ______________________f hardware backpressure | __________________________.
VMMC-26 DMA UTLB* inkernel, Yes Polling + interrupts Reliable No

cached on network
1.
LFC? PIO User translates No Polling + interrupts Reliable, unicast: network-interface-  Yes

+watchdog level credits, multicast: (on network interface)

_________________________________________________________________________ network-interface-levelcredits_________________________
Hamlyn®  PIO & DMA DMA areas Yes Polling + interrupts Reliable, exploits hardware No
_________________________________________________________________________ backpressure | ...
Trapeze? DMA_________ DMAtopageframes No__________Poliingsinterrupts __Unreliable | No .
BIp10 PIO & DMA User translates No Polling Reliable, rendezvous No
......................................................................... andbackpressure .. ...
U-Net''  DMA TLB on network Yes Polling + interrupts Unreliable No

interface

(U-Net/MM)

look-aside buffer. and UTLB is user-managed TLB.
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descriptor. The host may reuse a descriptor only after the
network interface has released it.

The receiving host's—host B's—network interface
contains a receive ring with descriptors that point to
free buffers in its DMA area. Host B’s network inter-
face uses this information to determine where to store
incoming packets (step 6). If no free host buffer is
available, the network interface drops the packet; oth-
erwise it starts a DMA to transfer the packet to host
B's memory (step 7). Each host buffer contains a flag
the network interface sets as part of the DMA trans-
fer. The host checks if a packet is available by polling
the flag of the next host's receive buffer. With each suc-
cessful poll, a user function is invoked that handles

Distributed Computing.” Proc. Symp. Operating System Principles, ACM
Press, New York, Dec. 1995, pp. 303-316.

the packet. This function reads the packet and option-
ally copies its contents to a user buffer (step 8).

Although the protocol avoids all operating system
overhead, keeps the network interface code very sim-
ple, and uses little network interface memory, it has
several shortcomings:

o All network transfers go through the DMA area.
Assteps 1 and 7 in Figure 1 show, the data packet
goes through the DMA areas of both hosts.
Although this avoids the cost of kernel calls for
each network access, it introduces extra memory
copies for applications that send and receive from
arbitrary locations.
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The simple Myrinet

protocol uses five
data transfers to
communicate a
packet.

e The protocol provides no protection. As
Figure 1 shows, network packets are staged
through network interface memory. If the
simple protocol lets multiple users access the
network interface, the users can read and
modify each other’s data in the interface
memory. They could even modify the inter-
face’s control program and use it to access
any host memory location.

e The receiving host uses polling to transfer con-
trol. While simple, polling is not always the most
efficient method to detect incoming packets (con-
trol transfer). If the host polls too frequently, it
will have a high overhead; if it polls too late, it
will not respond quickly enough to incoming
packets. The alternative to polling, interrupts, is
expensive on current operating systems.

¢ The protocol is unreliable, even though the hard
ware is reliable. If the senders send packets faster
than the receiver can handle them, the receiving
network interface will run out of buffer space and
drop incoming packets.

e The protocol supports only point-to-point mes-
sages. Multicast is a fundamental component of
collective communication operations, such as
those supported by the MPI message-passing stan-
dard. Although you can implement multicast on
top of unicast messages, it is usually inefficient.

The one-way latency of this simple protocol is 12 ps
and its throughput is 32 Mbytes/s. [n contrast, on the
same hardware, the highly optimized BIP system has
a minimum latency of 4 s and a throughput of 126
Mbytes/s.

DATA TRANSFERS

As Figure 1 shows, the simple Myrinet protocol uses
five data transfers to communicate a packet.
Optimized protocols involve at least three transfers:
the packet must be moved from the sender’s memory
to its network interface, a host-to-interface transfer;
from this network interface to the receiver’s network
interface, an interface-to-interface transfer; and then
to the receiving process’s address space, an interface-
to-host transfer. Some network technologies do not
stage data through the network interface memory and
require only a host-to-network and a network-to-host
transfer. Although we describe only the Myrinet case,
most design issues (use of programmed /O versus
DMA, pinning, and maximum packet size) also apply
to the two-step case.

HOST TO INTERFACE

On Myrinet, this data transfer can use either DMA
or programmed I/O.* With programmed I/O, the host
processor reads the data from host memory and writes

Computer

it into network interface memory, typically one or two
words at a time, which results in many bus transac-
tions. DMA uses a special DMA engine to transfer the
entire packet in large bursts. Also, DMA transfers pro-
ceed in paralle] with host computations.

On the surface, you might expect DMA to always
outperform programmed /O. However, much depends
on the type of host CPU, the DMA engine, and the
packet size. The Pentium Pro, for example, supports
write-combining buffers, which boost the throughput
of programmed I/O by combining multiple write com-
mands over the /O bus into a single bus transaction.
Figure 2 shows the host-to-interface throughput using
various data transfer mechanisms when copying data
from a Pentium Pro to a Myrinet network interface
card. As the figure shows, for buffers up to 1,024 bytes,
programmed I/O with write combining is faster than
DMA because of the DMA start-up cost.

With Myrinet, both a user process and the network
interface can start a DMA transfer without any oper-
ating system involvement. Because DMA transfers are
performed asynchronously. the operating system may
decide to swap out the page that happens to be the
source or destination of a running DMA transfer. If
this happens, part of the transfer’s destination will be
corrupted. One solution is to let applications pin a
limited number of pages in their address space, which
the operating system can then never swap out.
Unfortunately, pinning a page requires a system call,
and the amount of memory that can be pinned is lim-
ited by the available physical memory and particular
operating system policy.

Network interface protocols that use DIMA often
choose to copy the data into a reserved (and pinned)
DMA area, which costs an extra memory copy and
thus decreases throughput. As Figure 2 shows, DMA
with copying is consistently slower than programmed
/O with write combining. The Shrimp system,? in con-
trast, provides special hardware that lets user
processes start DMA transfers without pinning, but
this mechanism works only for host-initiated trans-
fers, not for transfers the network interface initiates,
50 pinning is still required on the receiving side.

With programmed /O, pinning is not necessary.
Even if the operating system swaps out the page dur-
ing transfer, the next memory reference by the host
will generate a page fault, causing the operating sys-
tem to swap the page back in. As Table I shows, many
protocols use DMA. FM, FM/MC, and LFC use pro-
grammed /O for host-to-interface transfers; AM-II,
Hamlyn, and BIP do so only for small messages.

Another important design choice is the maximum
packet size. Large packets typically yield better through-
put, because per-packet overhead is incurred fewer
times. The throughput of our simple protocol, for
example, increases from 32 Mbytes/s to 43 Mbytes/s
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by using 1,024-byte instead of 256-byte packets. The  system call) to prevent the operating system from
choice of the maximum packet size is influenced by the  replacing that page. Second, typically the network
system's page size. memory space considerations. and  interface’s DMA engine must know the physical
hardware restrictions. addresses of each page it transfers data to or from.
Operating systems, however, do not export virtual-
INTERFACE TO INTERFACE to-physical mappings to users, so users normally can-
The interface-to-interface transfer goes through the  not pass physical addresses to the network interface.
Myrinet links and switches. All Myrinet protocols use  Even if they could, the interface would have to check
the network interface’s DMA engine to send and receive  the addresses to ensure that users pass only addresses
network data. In theory, they could use programmed  of pages they have access to.
[/O, but because the network interface processor is There are several ways to address these problems.
slow. DMA transfers are almost always faster. One is to avoid all DMA transfers by using pro-
On Myrinet, the hardware stalls the sending net-  grammed I/O. However, the high cost of /O bus reads
work interface if the receiver does not extract data.  means this solution is realistic only on the sending side.
To prevent deadlock, however, there is a time limit on Another approach—and one the simple Myrinet
the stall. If the receiver does not drain the network  protocol uses—is to require users to copy their data
within this time limit, the network will reset the net-  into and out of special DMA areas. These areas need
work interface or truncate a blocked packet. Many  to be pinned only once, when the application opens
Myrinet control programs deal with this real-time con-  the device, not during send and receive operations.
straint by copying data fast enough to prevent resets.  Address translation is easy because, for each DMA
Other protocols use a software flow control scheme to  area, the operating system allocates a contiguous
avoid the problem, as we describe later. chunk of physical memory and passes the area’s phys-
ical address to the network interface. Users then spec-
INTERFACE TO HOST ify send and receive buffers using an offset in their
The transfer from network interface to host on the  DMA area, as described earlier. The network interface
receiving side can again use either DMA or pro- maintains only the area’s physical address and size.
grammed I/O. Because reads over the /O bus are typ- ~ AM-II and Hamlyn use this approach, taking the extra
ically much slower than DMA transfers, most copying costs for granted. As Figure 2 shows, how-
protocols use DMA. Some systems, such as AM-II, ever, this copying significantly affects throughput.
use programmed 1/O on the host to receive small mes- In the third approach, the application or a library
sages and use DMA for large messages. dynamically pins and unpins the pages that contain
send and receive buffers. The network interface then
ADDRESS TRANSLATION performs DMA transfers directly to those pages.
The use of DMA transfers between host and net- VMMC-2, PM, and BIP use this approach, which fol-
work interface memory introduces two problems. lows the cache-coherent DMA curve in Figure 2.
First, most systems require that every host memory  However, the network interface must know the cur-
page involved in a DMA transfer be pinned (with a  rent virtual-to-physical mappings of individual pages.
November 1998
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network interface

memory to initialize

send descriptors.

but cannot store information for every single vir-
tual page.

BIP and LFC provide a simple kernel module
that translates virtual addresses to physical
addresses. Users are responsible for pinning
their pages and obtaining the physical addresses
of these pages from the kernel module. The
drawback here is that the network interface
cannot check if the physical addresses it receives are
valid and if they refer to pinned pages.

An alternative is to let the kernel and network inter-
face cooperate such that the interface can track valid
address translations in either hardware or software.
Systems like VMMC-2 and U-Net/MM?® (an extension
of U-Net) let the network interface cache a limited
number of valid address translations that refer to
pinned pages. This caching works well for applica-
tions that exhibit locality in the pages they use for
sending and receiving data. When the network inter-
face finds a translation of a user-specified address in
the cache, it can access that address using a DMA
transfer. If there is a cache miss, the network interface
must interact with the kernel to pin the page and
obtain its translation.

In U-Net/MM, the network interface generates an
interrupt when it cannot translate an address. The ker-
nel receives the interrupt, looks up the address in its
page table, pins the page, and passes the translation to
the network interface. In VMMC-2, a library man-
ages address translations for user buffers. It invokes a
kernel module to create references to address transla-
tions and then maps users’ virtual addresses to these
references. When the network interface receives an
unknown reference, it finds the corresponding trans-
lation using a DMA transfer to the kernel module’s
data structure. To avoid such DMA transfers on the
critical path, the network interface maintains its own
cache of references. The “cache-coherent DMA + on-
demand pinning” curve in Figure 2 approximates
throughput with this approach.

PROTECTION

As Figure 1 shows, users write to network interface
memory to initialize send descriptors. If multiple users
share the network interface, one could corrupt
another’s send descriptors. The simple protocol avoids
this problem by providing user-level network access
to, at most, one user at a time—a limitation that is
undesirable in many cases.

A straightforward solution to the protection prob-
lem is to use the virtual-memory system to give each
user access to a different part of the network interface
memory.! The operating system maps this part into
the user's address space when the user opens the
device. The virtual-memory hardware then traps all
user accesses outside the mapped area. Users write

Computer

their commands, and possibly their network data, to
their own pages in network interface memory. The
network interface must then check each user’s page
for new requests and process only legal requests.

Because network interface memory is typically small,
only a limited number of processes can be given direct
access to the network interface in this way. AM-Il applies
a technique similar to paging to solve this problem. It
uses part of its network interface memory to cache active
communication end points, and stores inactive end
points in host memory. When its network interface
receives a message for an inactive end point or when a
process tries to send a message via an inactive end point,
the interface and operating system cooperate to activate
the end point by moving its state to network interface
memory, possibly replacing another end point.

Likewise, to maintain protection in the DMA areas,
users need their own area. VMMC-2 and U-Net/MM
eliminate the need for a fixed DMA area by dynamically
pinning and unpinning user pages and by caching trans-
lations in network interface memory. BIP also eliminates
the DMA area. but does not maintain protection.

CONTROL TRANSFER

Interrupts are generally expensive (delivery time of
10 ps on our hardware), so all user-level architectures
support some form of polling. The goal of polling is to
give the host a fast mechanism to check if a message has
arrived. This check must be inexpensive, because it
may be executed very often. A simple approachis to let
the network interface set a flag in its memory and to let
the host check this flag. This approach is inefficient,
however, because every poll results in an I/O bus trans-
fer. In addition, polling traffic will slow down other
/O traffic, including network packet transfers between
network interface and host memory.

In the simple Myrinet protocol, the network inter-
face writes a flag in cached host memory (using DMA)
when a message is available. The host polls by read-
ing its local memory; because polls are executed fre-
quently, the flag usually resides in the data cache, so
failed polls do not generate memory or I/O traffic.
When the network interface writes the flag, the host
incurs a cache miss and reads the flag from its mem-
ory. On a 200-MHz Pentium Pro, this scheme costs 5
ns for a failed poll (a cache hit) and 125 ns for a suc-
cessful poll (a cache miss). In contrast, each poll over
the I/O bus costs 500 ns.

Even if the polling mechanism is efficient, inserting
polls manually is tedious and error-prone. Several sys-
tems use a compiler or a binary rewriting tool to insert
polls in loops and functions. Finding the right polling
frequency remains arduous, however. Multiprocessor
systems can solve this problem by dedicating a second
processor to polling and message handling.

AM-II, FM/MC, LFC, Hamlyn, Trapeze, U-Net,
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VMMC, and VMMC-2 support both interrupts and
polling. The receiver usually enables or disables inter-
rupts; sometimes the sender also sets a flag in each
packet that determines if an interrupt is to be gener-
ated when the packet arrives. To reduce interrupts,
LFC implements a polling watchdog® on the network
interface. This mechanism starts a timer when a mes-
sage arrives and generates an interrupt only if the host
does not issue a poll before the timer expires.

RELIABILITY

Existing Myrinet protocols differ widely in the way
they address reliability. The most important choice is
whether or not to assume that the network is reliable.
Myrinet has a very low error rate: The risk of a packet
getting lost or corrupted is small enough to consider it a
fatal event. If necessary, such events can be handled using
higher level software ( checkpointing, for example).

Many Myrinet protocols assume the hardware is
reliable. The advantage of this approach is efficiency,
because no retransmission protocol or time-out mech-
anism is needed. Even if the network is fully reliable,
however, the software protocol may still drop packets
because of insufficient buffer space—a common cause
of packet loss. Each protocol needs communication
buffers on both the host and network interface and
both are a scarce resource. This problem, which occurs
in the simple protocol, can be solved by recovering
from buffer overflow or preventing it.

Several other protocols do not assume the network
is reliable and so either present an unreliable pro-
gramming interface, as in U-Net and Trapeze, or
implement a retransmission protocol on either the host
or network interface. The cost of setting timers and
processing acknowledgments is typically no more than
a few microseconds.

RECOVERING FROM OVERFLOW

In PM, which assumes the hardware is reliable, the
receiver simply discards incoming data packets if it
has no room. It returns an acknowledgment, ACK, to
the sender if it accepts the packet and a negative
acknowledgment, NACK, if it does not. When an
acknowledgment arrives, the receiver processes it com-
pletely before it accepts a new packet from the net-
work. A NACK indicates a packet was discarded and
needs to be retransmitted. Retransmission continues
until an ACK is received. Because PM never drops
acknowledgments and assumes that the network hard
ware is reliable, it need not use time-outs. This pro-
tocol is fairly simple; the main disadvantages are the
extra acknowledgment messages and the increased
network load when retransmissions occur.

PREVENTING OVERFLOW

The other approach when assuming the hardware
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is reliable is to avoid overflow. Some systems
use a flow control scheme that blocks the sender
if the receiver is running out of buffer space. For
large messages, BIP requires the application to
use rendezvous-style communication to deal
with flow control. The receiver posts a receive
request and provides a buffer before a message
is sent. Thus, the send of a large message never
completes before a receive has been posted. FM
and FM/MC implement flow control using a
host-level credit scherme. Before a host can send
a packet, it needs to have a credit for the
receiver, which represents a packet buffer in the
receiver’'s memory. Credits can be handed out
in advance (by preallocating buffers for specific
senders), but if a sender runs out of credits it must
block until it gets new credits.

A host-level credit scheme does not prevent the
overflow of network interface buffers, however. With
some protocols, the network interface temporarily
stops receiving messages if the network interface
buffers overflow. Such protocols rely on Myrinet's
hardware, link-level, flow-control mechanism (back-
pressure) to stall the sender. LFC takes another
approach and applies a flow-control scheme to net-
work interface buffers that is similar to the host-level
credit scheme of FM and FM/MC. To avoid host
buffer overflow, LFC implements additional flow con-
trol between a receiving network interface and its host
to ensure that the network interface does not release
a packet buffer before it has copied the packet’s con-
tents to a free host buffer. Flow control at the network
interface level also makes it easier to implement mul-
ticasting on the network interface. LFC, for example,
uses a single flow-control scheme for reliable point-
to-point and multicast communication.

MULTICAST

Hardware support for multicast in switched, worm-
hole-routed network technologies like Myrinet is an
active research area. The simplest way to implement
a multicast in software is to let the sender send a point-
to-point message to each multicast destination.
However, the point-to-point start-up cost, which is
incurred for every multicast destination, includes the
data copy to network interface memory, possibly pre-
ceded by a copy to a DMA area. PM avoids this
repeated copying by passing all multicast destinations
to the network interface, which then repeatedly trans-
mits the same packet to each destination.

Although more efficient than a repeated send on the
host, this multisend still means the network interface
is a serial bottleneck. Most proposals for network-inter
face-supported multicasting are therefore based on
spanning tree protocols, which allow multicast packets
to be transmitted in parallel (with logarithmic rather

Existing Myrinet
protocols differ
widely in the way
they address

reliability. The most
important choice is

whether or not to
assume that the

network is reliable.
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than linear complexity). The system can implement
tree-based protocols efficiently by forwarding multi-
cast packets on the network interface instead of on the
host. This is particularly efficient when combined with
interrupt-driven packet delivery because it removes the
interrupt handling costs from the forwarding path. LFC
and FM/MC implement the forwarding of multicast
packets at the network interface level.”

g uchresearch has been done on all these design
HW“ issues for both Myrinet and other network
4 W E technologies. In addition to the 11 systems in
Table 1, which originate mostly from academic envi-
ronments, industry has recently developed the Virtual
Interface Architecture (http://www.viarch.org), a draft
standard for user-level communication in cluster envi-
ronments.

Programmable network interfaces have much flex-
ibility, often compensating for the lack of hardware
support in the more advanced interfaces used by mas-
sively parallel processors. The polling watchdog
device, for example, is easily implemented in the net-
work interface control program, as in LFC. Address
translation can be implemented in software on the net-
work interface and the operating system, yielding
functionality comparable to the address translation
hardware of machines like Meiko's CS2.

Eventually, hardware implementations may be
more efficient, but Myrinet's programmable network
interface has let us and other researchers quickly and
easily experiment with different protocols for com-
modity network interfaces. As a result, the perfor-
mance of these protocols has substantially increased.
In combination with the economic advantages of com-
modity networks, this makes such networks a key
technology for parallel cluster computing. =
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