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U.S. Patent No. 8,406,733 (“’733 Patent”) 
 

Accused Devices: Samsung’s mobile electronic devices (e.g., Galaxy phones and tablets, as well as Samsung devices which include Samsung Knox 
functionality), and Samsung Tizen devices (e.g., TVs and wearables), and all versions and variations thereof since the issuance of the asserted patent. 
 
Claim 1 
 

Issued Claim(s) Public Documentation 
1[pre] An end-user device comprising: Samsung Galaxy phones and tablets and Samsung Tizen based devices are each “an end-user 

device.” For example, the Galaxy S22 is a mobile device. See e.g.,  
 

 
https://www.samsung.com/us/smartphones/galaxy-s22/; 
 
As another example, Samsung’s Tizen based devices are user devices. See e.g., 
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https://www.samsung.com/us/televisions-home-theater/tvs/the-frame/55-class-the-frame-qled-
4k-smart-tv-2022-qn55ls03bafxza/.  
 

1[a] a modem for enabling 
communication with a network system 
over a service control link provided by 
the network system over a wireless 
access network, the service control link 
secured by an encryption protocol and 
configured to support control-plane 
communications between the network 
system and a service control device link 
agent on the end-user device; 
 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “a modem 
for enabling communication with a network system over a service control link provided by the 
network system over a wireless access network, the service control link secured by an 
encryption protocol and configured to support control-plane communications between the 
network system and a service control device link agent on the end-user device.” 
 
For example, the Galaxy S22 includes a plurality of wireless modems for communicating with a 
network system over a wi-fi network and/or a cellular network (a “wireless access network”). 
See e.g., 
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https://www.samsung.com/us/smartphones/galaxy-s22/models/. 
 
Samsung Galaxy phones and tablets use encryption protocols, e.g., using encryption keys, 
signatures, secure buses, etc., to secure communications between the device and the network 
system. See e.g., 
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https://www.samsung.com/us/security/; 
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https://firebase.google.com/docs/cloud-messaging/fcm-architecture;  

 
https://firebase.google.com/docs/cloud-messaging/concept-
options#encryption_for_data_messages.  
 
As another example, Samsung’s Tizen based devices include wireless modems for 
communicating with a network system over a wi-fi network (a “wireless access network”). See 
e.g.,  
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https://www.samsung.com/us/televisions-home-theater/tvs/the-frame/55-class-the-frame-qled-
4k-smart-tv-2022-qn55ls03bafxza/#specs; 
 
 

 
https://downloadcenter.samsung.com/content/UM/202203/20220303092001587/OSNATSCB-
3.2.0_EM_Oscar_Pontus_Nike_Kant-SU2e_USA_ENG_220216.0.pdf.  
 
Further, Samsung’s Tizen based devices use encryption protocols, e.g., using encryption keys, 
signatures, secure buses, etc., to secure communications between the device and the network 
system. See e.g., 
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https://docs.tizen.org/application/native/guides/messaging/push/#connect;  
 

 

 
https://docs.tizen.org/application/native/guides/security/overview/.  
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As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, include 
modems for communicating with a network system over a service control link secured by 
encryption protocols, e.g., using encryption keys, signatures, secure buses, etc.,  programmed 
into the Samsung Knox MDM platform and e.g., Samsung Knox end-user device software for 
secure communications with a network system: 
 
 

 
 https://docs.samsungknox.com/admin/fundamentals/welcome.htm 
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https://docs.samsungknox.com/admin/knox-manage/welcome.htm  
 
As a further example, the communications link Samsung Knox Manage servers or Knox MDM 
platform and devices being managed by such servers or MDM platform, for example including 
the Knox workspace devices, Android devices, iOS devices, Chrome OS devices, and Windows 
devices illustrated above, comprise a “service control link” (e.g., a communication link between 
the server and device) Data and messages transmitted over the secure control link between the 
Samsung Knox Manage servers or Knox MDM platform and managed devices is encrypted, and 
commands and notifications transmitted from such servers to devices are “agent messages.” 
These agent messages are received by “service control device link agent[s],” e.g., software on 
the device, such as the Knox Manage (KM) agent on Samsung’s devices. 
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As a further example, the communications link between Samsung’s Tizen servers and Tizen OS 
devices, and Firebase messaging servers and Samsung’s Android devices, comprises a “service 
control link.” Notifications, data, and messages transmitted over these service control links from 
such servers to devices are encrypted, as illustrated above, and are “agent messages.” These 
agent messages are received by “service control device link agent[s],” e.g., software on the 
device, such as Samsung’s Tizen software running on Samsung’s devices. 
 
 
As a further example, Samsung’s Knox MDM platform, Knox Manage servers and Tizen 
servers are all examples of servers which provide control-plane communications (e.g., links 
between the device agents related to various aspects of device based network service policy 
implementation). and which are service control server link elements, including because they 
control, manage, and apply service policies to user devices to which they are connected.  
 
As a further example, devices managed by Samsung Knox Manage or the Knox MDM platform 
are managed by software including specific end-user device applications and software, such as 
the Knox Manage (KM) agent on such devices (see, e.g., 
https://docs.samsungknox.com/admin/knox-manage/enroll-a-single-device.htm). 
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1[b] a plurality of device agents 
communicatively coupled to the service 
control device link agent through an 
agent communication bus, each of the 
plurality of device agents identifiable by 
an associated device agent identifier; and 
 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “a plurality 
of device agents communicatively coupled to the service control device link agent through an 
agent communication bus, each of the plurality of device agents identifiable by an associated 
device agent identifier.” 
 
For example, Samsung Galaxy phones and tablets comprise multiple device agents (e.g., 
operating system software and/or applications) which have an identifier. See e.g., 
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https://firebase.google.com/docs/cloud-messaging/android/client;  
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https://firebase.google.com/docs/cloud-messaging/android/receive; 
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https://developers.google.com/instance-id.  
 
For further example, Samsung’s Tizen based devices comprise multiple device agents (e.g., 
operating system software and/or applications)  which have an identifier. See e.g., 
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https://docs.tizen.org/application/web/guides/messaging/push/; 

 
https://www.samsung.com/hk_en/support/apps-services/how-do-i-enable-push-notifications-
from-galaxy-store/.  
 
As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, comprise 
multiple device agents which have an identifier. 
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https://docs.samsungknox.com/admin/knox-manage/welcome.htm 
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https://docs.samsungknox.com/admin/knox-configure/updating-an-existing-device-profile.htm 
 
As a further illustration, the service control device link agents on Samsung’s devices are coupled 
to various other device agents within the device by way of the Android operating system 
through an agent communication bus (e.g., communication path for various agents and functions 
to communicate over). That communication structure allows for intercommunication between 
agents in the device, and enables the service control device link agents to send messages to (and 
control) behavior of other components within the system. The communications bus connecting 
device agents to the service control device link agents need not be internal to the device, and the 
communications channel between Samsung Knox and MDM servers and managed devices is an 
example of such a communications bus.  

1[c] memory configured to store an 
encryption key, the encryption key 
shared between the service control device 
link agent and a service control server 
link element of the network system; 
 
 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “memory 
configured to store an encryption key, the encryption key shared between the service control 
device link agent and a service control server link element of the network system.”  
 
For example, Samsung Galaxy phones and tablets include memory that stores an encryption key 
(e.g. keys, tokens, or signatures used by device and server to encrypt communications, such as 
public/private keys, shared keys, partially shared keys, symmetric and/or asymmetric 
encryption, etc., such as those used in transport layer encryption, end-to-end encryption, point-
to-point encryption, etc.) that is shared between the agent and the network system. See, e.g.,  
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https://www.samsung.com/us/smartphones/galaxy-s22/models/;  
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https://www.samsung.com/us/security/; 
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https://firebase.google.com/docs/cloud-messaging/fcm-architecture;  

 
https://firebase.google.com/docs/cloud-messaging/concept-
options#encryption_for_data_messages.  
 
As another example, Samsung’s Tizen based devices include memory that stores an encryption 
key (e.g. keys, tokens, or signatures used by device and server to encrypt communications, such 
as public/private keys, shared keys, partially shared keys, symmetric and/or asymmetric 
encryption, etc., such as those used in transport layer encryption, end-to-end encryption, point-
to-point encryption, etc.) that is shared between the agent and the network system. See e.g.: 
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https://www.samsung.com/us/televisions-home-theater/tvs/the-frame/55-class-the-frame-qled-
4k-smart-tv-2022-qn55ls03bafxza/#specs; 
 

 
https://downloadcenter.samsung.com/content/UM/202203/20220303092001587/OSNATSCB-
3.2.0_EM_Oscar_Pontus_Nike_Kant-SU2e_USA_ENG_220216.0.pdf; 
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https://docs.tizen.org/application/native/guides/messaging/push/#connect;  
 

 

 
https://docs.tizen.org/application/native/guides/security/overview/. 
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As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, include 
memory that stores an encryption key (e.g. keys, tokens, or signatures used by device and server 
to encrypt communications, such as public/private keys, shared keys, partially shared keys, 
symmetric and/or asymmetric encryption, etc., such as those used in transport layer encryption, 
end-to-end encryption, point-to-point encryption, etc.)  that is shared between the agent and the 
network system. 
 

 
https://docs.samsungknox.com/admin/knox-manage/welcome.htm 
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https://docs.samsungknox.com/admin/knox-manage/welcome.htm  
 
On information and belief, Samsung owns and operates its own push messaging servers, 
including servers for communicating with the Samsung Push Service software on its end user 
devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, Samsung 
includes applications in its user devices, such as the “Shop Samsung” and “Galaxy Store” 
applications, which cause notifications (including marketing notifications) to be sent to user 
devices via Samsung’s push messaging servers. See, e.g.: 
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Upon information and belief, the information needed for encryption/decryption of messages 
between nodes and devices in the architecture of the systems used with Samsung’s Accused 
Products are all stored in memory, which is a standard and conventional practice for how 
information needed to, for example, decrypt incoming communications or messages or to 
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authenticate that a given message received from an external source (such as another part of the 
network of devices) is to be trusted. 

1[d] wherein the service control device 
link agent is configured to: receive, over 
the service control link, an encrypted 
agent message from the service control 
server link element, 
 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise a “service 
control device link agent [which] is configured to: receive, over the service control link, an 
encrypted agent message from the service control server link element.” 
 
For example, Samsung Galaxy phones and tablets receive encrypted messages (e.g., messages 
and/or payloads) from a server using software on the device, such as the operating system or 
applications on the device, to receive messages, notifications, payloads, etc. The server and  See 
e.g., 
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https://firebase.google.com/docs/cloud-messaging/android/client;  
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https://firebase.google.com/docs/cloud-messaging/android/receive; 
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https://developers.google.com/instance-id.  
 
For further example, Samsung’s Tizen based devices receive encrypted messages from a server. 
See e.g., 
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https://docs.tizen.org/application/web/guides/messaging/push/. 
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As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, receive 
encrypted messages from a server. 
 

 
https://docs.samsungknox.com/admin/knox-manage/welcome.htm 
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https://docs.samsungknox.com/admin/knox-manage/welcome.htm  
 
On information and belief, Samsung owns and operates its own push messaging servers, 
including servers for communicating with the Samsung Push Service software on its end user 
devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, Samsung 
includes applications in its user devices, such as the “Shop Samsung” and “Galaxy Store” 
applications, which cause notifications (including marketing notifications) to be sent to user 
devices via Samsung’s push messaging servers. See, e.g.: 
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For avoidance of doubt, service control server link element 
 

1[e] using the encryption key, obtain a 
decrypted agent message, the decrypted 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices “us[e] the encryption 
key, obtain a decrypted agent message, the decrypted agent message comprising a particular 
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agent message comprising a particular 
agent identifier and message content for 
delivery to a particular device agent of 
the plurality of device agents, the 
particular agent identifier identifying the 
particular device agent, the message 
content from a particular server of a 
plurality of servers communicatively 
coupled to the service control server link 
element, and 

agent identifier and message content for delivery to a particular device agent of the plurality of 
device agents, the particular agent identifier identifying the particular device agent, the message 
content from a particular server of a plurality of servers communicatively coupled to the service 
control server link element.” 
 
For example, Samsung Galaxy phones and tablets decrypt messages from a plurality of servers 
which have identifiers and content for delivery to particular device agents. See e.g., 
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https://firebase.google.com/docs/cloud-messaging/android/client;  
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https://firebase.google.com/docs/cloud-messaging/android/receive; 
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https://developers.google.com/instance-id.  
 
For further example, Samsung’s Tizen based devices receive encrypted messages from a server. 
See e.g., 
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https://docs.tizen.org/application/web/guides/messaging/push/. 
 
As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, decrypt 
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messages from a plurality of servers which have identifiers and content for delivery to particular 
device agents.  
 

 
https://docs.samsungknox.com/admin/knox-manage/welcome.htm 
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https://docs.samsungknox.com/admin/knox-manage/welcome.htm  
 

1[f] based on the particular agent 
identifier, deliver the message content to 
the particular device agent over the agent 
communication bus. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices “based on the 
particular agent identifier, deliver the message content to the particular device agent over the 
agent communication bus.” 
 
For example, Samsung Galaxy phones and tablets deliver message content to particular device 
agents based on identifier. See e.g., 
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https://firebase.google.com/docs/cloud-messaging/android/client;  
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https://firebase.google.com/docs/cloud-messaging/android/receive; 
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https://developers.google.com/instance-id.  
 
For further example, Samsung’s Tizen based devices deliver message content to particular 
device agents based on identifier. See e.g., 
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decrypt messages from a plurality of servers which have identifiers and content for delivery to 
particular device agents.  
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https://docs.tizen.org/application/web/guides/messaging/push/. 
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As another example, Samsung’s devices operating in the Samsung Knox ecosystem, for example 
mobile phones and other devices enrolled in the Samsung Knox MDM platform, deliver 
message content to particular device agents based on identifier. 
 

 
https://docs.samsungknox.com/admin/knox-manage/welcome.htm 
 
 

Headwater Research LLC 
Ex. 2003, IPR2024-00342 

Page 70 of 108



 

  Page 71 of 108 
 

 
https://docs.samsungknox.com/admin/knox-manage/welcome.htm  
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https://docs.samsungknox.com/admin/knox-configure-wearables/update-existing-profile.htm  
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On information and belief, Samsung owns and operates its own push messaging servers, 
including servers for communicating with the Samsung Push Service software on its end user 
devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, Samsung 
includes applications in its user devices, such as the “Shop Samsung” and “Galaxy Store” 
applications, which cause notifications (including marketing notifications) to be sent to user 
devices via Samsung’s push messaging servers. See, e.g.: 
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Claim 2 

2. The end-user device recited in claim 1, 
wherein the particular server comprises a 
service usage history server, a policy 
management server, an access control 
integrity server, a network traffic analysis 
server, a beta test server, a service 
download control server, a billing event 
server, an activation server, a transaction 
server, an authentication server, or a 
content management server. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the particular server comprises a service usage history server, 
a policy management server, an access control integrity server, a network traffic analysis server, 
a beta test server, a service download control server, a billing event server, an activation server, 
a transaction server, an authentication server, or a content management server.” 
 
See supra claim 1.  
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, the “particular server” of claim 2 
includes servers which comprise any of the specific types of servers listed in this limitation. This 
includes, without limitation, servers which are a “service usage history server” 
(https://docs.samsungknox.com/admin/knox-manage/monitor/service-history/; 
https://docs.samsungknox.com/admin/knox-manage/monitor/device-logs/; 
https://docs.samsungknox.com/admin/knox-manage/monitor/audits/audit-logs/view-audit-logs/), 
“policy management server” 
(https://www.samsung.com/us/business/solutions/services/mobility-software/knox-manage/; 
https://docs.samsungknox.com/admin/knox-mobile-enrollment/how-to-guides/manage-
devices/device-status/), “access control integrity server” 
(https://docs.samsungknox.com/admin/fundamentals/knox-licenses/), “network traffic analysis 
server” (https://docs.samsungknox.com/dev/knox-sdk/network-platform-analytics.htm), 
“activation server” (https://docs.samsungknox.com/admin/knox-mobile-enrollment/how-to-
guides/manage-devices/device-status/), or “authentication server 
(https://docs.samsungknox.com/admin/knox-mobile-enrollment/how-to-guides/manage-
devices/device-status/). See also: https://docs.samsungknox.com/admin/knox-guard/how-to-
guides/manage-devices/send-notifications/. Each of the components in the Knox MDM 
framework responsible for these functions (i.e., activation, enrollment, usage monitoring, push 
messaging to managed devices, etc.) are referred to by Samsung as being a part of the “Knox 
Manage” servers, but in reality are functionalities distributed across at least multiple servers. 
 
As another example, Samsung’s Tizen based devices receive message content from a “particular 
server” where the particular server may any of the app servers communicating with Samsung’s 
Tizen push server in causing message content to be delivered to Tizen-based devices, which 
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may comprise any of the specific types of servers listed in this limitation. For example, see 
https://developer.samsung.com/smarttv/develop/api-references/tizenfx-tv-api-
references/tizen.tv.service.billing.html (comprising transaction, authentication, billing event 
servers). As another example, Samsung’s Android-based devices receive push messages 
(message content) via functionality provided by Firebase cloud messaging servers, which in turn 
receives message content from servers programmed to send push messages to instances of their 
application running on Samsung’s Android-based devices. Such servers are “particular servers” 
and include, depending on the use case, any of the specific types of servers listed in this 
limitation.  
 
For further example, on information and belief, Samsung owns and operates its own push 
messaging servers, including servers for communicating with the Samsung Push Service 
software on its end user devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, 
Samsung’s SmartThings application uses push notifications depending on the use case. See, e.g., 
https://www.samsung.com/us/support/troubleshooting/TSG01110148/. On information and 
belief, Samsung includes applications in its user devices, such as the “Shop Samsung” and 
“Galaxy Store” applications, which cause notifications (including marketing notifications) to be 
sent to user devices via Samsung’s push messaging servers. See, e.g.: 
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Claim 3 
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3. The end-user device recited in claim 1, 
wherein the message content comprises 
information associated with a service 
usage. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises information associated with a 
service usage.” 
 
See supra claim 1.  
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, message content received by such 
devices may comprise information associated with service usage. See, e.g.,  
https://docs.samsungknox.com/admin/knox-manage/monitor/service-history/; 
https://docs.samsungknox.com/admin/knox-manage/kbas/kba-360046891233/; 
https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/send-
notifications/; https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-
devices/start-and-stop-blinking-reminder/.  As another example, Samsung’s Tizen based devices 
receive message content from a “particular server” where the message content is information 
associated with service usage. Notifications received by Samsung’s Tizen-based devices from 
Tizen push servers may comprise information the user’s particular use of network data service 
through a given application. As another example, Samsung’s Android-based devices receive 
push messages (message content) via functionality provided by Firebase cloud messaging 
servers, which in turn receives message content comprising information associated with service 
usage. 
 
For further example, on information and belief, Samsung owns and operates its own push 
messaging servers, including servers for communicating with the Samsung Push Service 
software on its end user devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, 
Samsung’s SmartThings application uses push notifications depending on the use case. See, e.g., 
https://www.samsung.com/us/support/troubleshooting/TSG01110148/. On information and 
belief, Samsung includes applications in its user devices, such as the “Shop Samsung” and 
“Galaxy Store” applications, which cause notifications (including marketing notifications) to be 
sent to user devices via Samsung’s push messaging servers. See, e.g.: 
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4. The end-user device recited in claim 3, 
wherein the information associated with 
the service usage comprises information 
about one or more of a service usage 
value, a projected service usage value, a 
service usage plan limit, a projected 
service usage overage, a projected service 
cost overage, a service plan period time 
duration, a service plan time remaining 
before end of period, and a service 
overage. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 3, wherein the information associated with the service usage comprises 
information about one or more of a service usage value, a projected service usage value, a 
service usage plan limit, a projected service usage overage, a projected service cost overage, a 
service plan period time duration, a service plan time remaining before end of period, and a 
service overage.” 
 
See supra claim 1, 3. 
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, message content received by such 
devices may comprise information associated with service usage. See, e.g.,  
https://docs.samsungknox.com/admin/knox-manage/monitor/service-history/; 
https://docs.samsungknox.com/admin/knox-manage/kbas/kba-360046891233/; 
https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/send-
notifications/.  As another example, Samsung’s Tizen based devices receive message content 
where the message content is information associated with service usage. Notifications received 
by Samsung’s Tizen-based devices from Tizen push servers may comprise information the 
user’s particular use of network data service through a given application. As another example, 
Samsung’s Android-based devices receive push messages (related to message content) via 
functionality provided by Firebase cloud messaging servers, which in turn receives message 
content comprising information associated with service usage. 
 
For further example, on information and belief, Samsung owns and operates its own push 
messaging servers, including servers for communicating with the Samsung Push Service 
software on its end user devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, 
Samsung’s SmartThings application uses push notifications depending on the use case. See, e.g., 
https://www.samsung.com/us/support/troubleshooting/TSG01110148/. On information and 
belief, Samsung includes applications in its user devices, such as the “Shop Samsung” and 
“Galaxy Store” applications, which cause notifications (including marketing notifications) to be 
sent to user devices via Samsung’s push messaging servers. See, e.g.: 
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5. The end-user device recited in claim 1, 
wherein the message content is based, at 
least in part, on a user preference. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content is based, at least in part, on a user 
preference.” 
 
See supra claim 1. 
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, message content received by such 
devices may comprise information based at least in part on user preference, where the “user” 
may be the administrator having the end user device with MDM administrative privileges or the 
end-user of a device being managed in the Knox MDM. The user preference includes be the 
options and preferences selected by the MDM group administrator using the ACTIONS > 
Manage policy menu (https://docs.samsungknox.com/admin/knox-guard/how-to-
guides/manage-devices/send-notifications/; https://docs.samsungknox.com/admin/knox-
guard/how-to-guides/manage-policies/common/enrollment-notices/; 
https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/lock-and-
unlock-devices-and-update-lock-message/; https://docs.samsungknox.com/admin/knox-
guard/how-to-guides/manage-devices/start-and-stop-blinking-reminder/) , which affects the 
content and format of messages received by managed devices in the MDM group. User 
preferences at the managed device level may also affect the content of messages, as well. As 
another example, Samsung’s Tizen based devices receive message content where the message 
content is information based at least in part on a user preference. As another example, 
Samsung’s Android-based devices receive push messages (message content) via functionality 
provided by Firebase cloud messaging servers, which messages are based at least in part on a 
user preference. The end user device may have particular settings and options (selection of 
which is a user preference) for enabling receipt of push messages for certain applications. 
 

 
 

Claim 7 

7. The end-user device recited in claim 1, 
wherein the message content comprises a 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises a service offer, an 
advertisement, or a transaction offer.” 
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service offer, an advertisement, or a 
transaction offer. 

 
See supra claim 1.  
 
For example, for end-user devices being used within the Samsung Knox ecosystem (including 
devices with administrator privileges within a particular Knox MDM), for example mobile 
phones and other devices enrolled in the Samsung Knox MDM platform, message content 
received by end user devices may be enrollment requests to user devices (which comprise both 
service offers and transaction offers) (https://docs.samsungknox.com/admin/knox-guard/how-to-
guides/samsung-knox-deployment-app/). As another example, Samsung’s Tizen-based devices 
are able to receive advertisements from advertising/app servers communicating with Samsung’s 
Tizen push servers (https://developer.samsung.com/smarttv/develop/api-references/tizenfx-tv-
api-references/tizen.tv.service.adinfo/adinfo-class.html). As another example, Samsung’s 
Android-based devices receive push messages (message content) via functionality provided by 
Firebase cloud messaging servers, which messages are comprise advertisements, service offers, 
and transaction offers depending on the use case and particular application utilizing push 
messaging through the Firebase framework (https://firebase.google.com/docs/in-app-messaging 
(“Firebase In-App Messaging helps you engage your app's active users by sending them 
targeted, contextual messages that encourage them to use key app features. For example, you 
could send an in-app message to get users to subscribe, watch a video, complete a level, or buy 
an item. You can customize messages as cards, banners, modals, or images, and set up triggers 
so that they appear exactly when they'd benefit your users most. Firebase In-App Messaging 
helps you engage your app's active users by sending them targeted, contextual messages that 
encourage them to use key app features. For example, you could send an in-app message to get 
users to subscribe, watch a video, complete a level, or buy an item. You can customize messages 
as cards, banners, modals, or images, and set up triggers so that they appear exactly when they'd 
benefit your users most.”)).  
 
For further example, on information and belief, Samsung owns and operates its own push 
messaging servers, including servers for communicating with the Samsung Push Service 
software on its end user devices. See, e.g.,  
https://play.google.com/store/apps/details?id=com.sec.spp.push&hl=en_US&gl=US&pli=1; 
https://www.lifewire.com/samsung-push-service-4165507. On information and belief, 
Samsung’s SmartThings application sends push notifications containing content based on user 
preference. See, e.g., https://www.samsung.com/us/support/troubleshooting/TSG01110148/. On 
information and belief, Samsung includes applications in its user devices, such as the “Shop 
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Samsung” and “Galaxy Store” applications, which cause notifications (including marketing 
notifications) to be sent to user devices via Samsung’s push messaging servers based on user 
preference. See, e.g.: 
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Claim 8 

8. The end-user device recited in claim 1, 
wherein the message content comprises 
information from a third party configured 
to provide control of a service or a billing 
for a service. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises information from a third party 
configured to provide control of a service or a billing for a service.” 
 
See supra claim 1.  
 
For example, for end-user devices being used within the Samsung Knox ecosystem (including 
devices with administrator privileges within a particular Knox MDM), for example mobile 
phones and other devices enrolled in the Samsung Knox MDM platform, message content 
received by the end user device may include applications licensed from third-party platforms 
which are then installed and managed on devices supporting Samsung Knox. For example, 
Samsung Knox supports the Apple Volume Purchase program which permits devices to receive 
message content configured to provide control regarding applications that may be installed from 
a list of available applications. See, e.g., https://docs.samsungknox.com/admin/knox-
manage/configure/applications/volume-purchase-program-for-ios/use-the-volume-purchase-
program-ios-only/. As yet another example, Samsung Knox permits devices to receive message 
content configured to provide control regarding applications that may be installed from a list of 
available applications that are part of the Google Play Store and/or the Microsoft Store. See, e.g., 
https://docs.samsungknox.com/admin/knox-manage/configure/applications/add-
applications/add-apps-using-managed-google-play/;  
https://docs.samsungknox.com/admin/knox-manage/configure/applications/add-
applications/add-public-apps-using-the-microsoft-store/.  

 

Claim 9 

9. The end-user device recited in claim 1, 
wherein the message content comprises 
an agent instruction, a setting value, an 
agent configuration, or a software update. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises an agent instruction, a setting 
value, an agent configuration, or a software update.” 
 
See supra claim 1. 
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For example, for end-user devices being used within the Samsung Knox ecosystem (including 
devices with administrator privileges within a particular Knox MDM), for example mobile 
phones and other devices enrolled in the Samsung Knox MDM platform, receive messages that 
are instructions to the Knox Manage or Knox Portal applications running on the devices (“agent 
instructions”) (https://docs.samsungknox.com/admin/knox-manage/configure/devices/send-
commands-to-devices/send-commands-to-devices/ (sending commands to devices)), which may 
cause various options and parameters of the Knox software agents to be set or modified (“setting 
value” or “agent configuration” (https://docs.samsungknox.com/admin/knox-
manage/configure/devices/send-commands-to-devices/send-commands-to-devices/)), or 
software (including both Knox agents and other non-Knox applications) to be updated 
(“software update”) (https://docs.samsungknox.com/admin/knox-
manage/configure/applications/manage-applications/update-an-app/ (updating applications at 
end user devices managed by MDM)). As another example, Samsung’s Tizen-based devices are 
able to receive message content from servers that instruct the Tizen operating system’s push 
service to display a notification to the user (which is at least an “agent instruction”). As another 
example, Samsung’s Android-based devices receive push messages (message content) via 
functionality provided by Firebase cloud messaging servers, which messages comprise 
instructions to the Firebase SDK on the user device to display notifications (i.e., an “agent 
instruction”). See, e.g.,  

 
https://firebase.google.com/docs/cloud-messaging/concept-options 

 

Claim 10 
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10. The end-user device recited in claim 
1, wherein the message content 
comprises software or a media file. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises software or a media file.” 
 
See supra claim 1. 
 
For example, for end-user devices being used within the Samsung Knox ecosystem (including 
devices with administrator privileges within a particular Knox MDM), for example mobile 
phones and other devices enrolled in the Samsung Knox MDM platform, may receive message 
content comprising software. See, e.g., https://docs.samsungknox.com/admin/knox-
manage/configure/applications/add-applications/add-internal-android-and-ios-apps/ 
(administrators of Knox MDM group able to cause software to be delivered to managed devices) 
and https://docs.samsungknox.com/admin/knox-manage/configure/content/manage-
content/distribute-content/ (media content distributable by Knox Manage)).  

 

Claim 11 

11. The end-user device recited in claim 
1, wherein the message content 
comprises information associated with a 
service policy. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises information associated with a 
service policy.” 
 
See supra claim 2 & 3. The information received by Samsung’s Galaxy and Tizen devices may 
comprise information associated with a service policy. 
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, message content received by such 
devices may comprise information associated with a service policy. See, e.g.,  
https://docs.samsungknox.com/admin/knox-manage/monitor/service-history/; 
https://docs.samsungknox.com/admin/knox-manage/kbas/kba-360046891233/; 
https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/send-
notifications/; https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-
devices/start-and-stop-blinking-reminder/.  As another example, Samsung’s Tizen based devices 
receive message content from a “particular server” where the message content is information 
associated with a service policy. Notifications received by Samsung’s Tizen-based devices from 
Tizen push servers may comprise information the user’s particular use of network data service 

Headwater Research LLC 
Ex. 2003, IPR2024-00342 

Page 87 of 108



 

  Page 88 of 108 
 

through a given application. As another example, Samsung’s Android-based devices receive 
push messages (message content) via functionality provided by Firebase cloud messaging 
servers, which in turn receives message content comprising information associated with service 
policies. 
 
 

 

Claim 12 

12. The end-user device recited in claim 
1, wherein the message content 
comprises service usage accounting 
information. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the message content comprises service usage accounting 
information.” 
 
See supra claim 2 & 3. The information received by Samsung’s Galaxy and Tizen devices may 
comprise information associated with a service policy. 
 
For end-user devices being used within the Samsung Knox ecosystem (including devices with 
administrator privileges within a particular Knox MDM), for example mobile phones and other 
devices enrolled in the Samsung Knox MDM platform, message content received by such 
devices may comprise information associated with a service usage. See, e.g.,  
https://docs.samsungknox.com/admin/knox-manage/monitor/service-history/; 
https://docs.samsungknox.com/admin/knox-manage/kbas/kba-360046891233/; 
https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/send-
notifications/; https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-
devices/start-and-stop-blinking-reminder/.  As another example, Samsung’s Tizen based devices 
receive message content from a “particular server” where the message content is information 
associated with a service usage. Notifications received by Samsung’s Tizen-based devices from 
Tizen push servers may comprise information the user’s particular use of network data service 
through a given application. As another example, Samsung’s Android-based devices receive 
push messages (message content) via functionality provided by Firebase cloud messaging 
servers, which in turn receives message content comprising information associated with service 
usage. 
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Claim 13 

13. The end-user device recited in claim 
1, wherein the service control device link 
agent is further configured to send a 
device message to the service control 
server link element over the service 
control link. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the service control device link agent is further configured to 
send a device message to the service control server link element over the service control link.” 
 
See supra claims 1 and 3. 
 
For example, with the device verification and authentication steps taken by the accused 
instrumentalities with respect to Tizen devices and Android devices receiving message content 
through the FCM framework, the service control device link agents on the end user devices 
comprise the push service software running on the Tizen and Android devices (e.g., the Tizen 
Push Service and the Firebase SDK), which is configured to send device messages (e.g., the 
Tizen Push Service sends registration information to the Tizen Push Server; the Android device 
sends authentication tokens and instance IDs to the server; see below) over a service control 
link. 
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As another example, managed devices in a Samsung Knox enroll with the Knox service by 
communicating with Knox servers (service control server link elements) over the service control 
link by providing to Knox servers, for example, information like the device’s IMEI number (a 
mobile device identification number), model number, and so on, which information may then be 
presented to a Knox administrator. See, e.g.:  
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https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/accept-or-
reject-devices/ 
 
 

 

Claim 14 

14. The end-user device recited in claim 
13, wherein the device message 
comprises a service usage report or an 
integrity report. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 13, wherein the device message comprises a service usage report or an 
integrity report.” 
 
 See supra claim 1. See, for example:  
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https://docs.samsungknox.com/admin/knox-manage/monitor/device-logs/ 
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https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/app-insights/app-
usage/ 

 

Claim 19 
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19. The end-user device recited in claim 
1, further comprising a user interface, 
and wherein the particular device agent is 
configured to assist in presenting a 
notification through the user interface, 
the notification based on the message 
content. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, further comprising a user interface, and wherein the particular device 
agent is configured to assist in presenting a notification through the user interface, the 
notification based on the message content.” 
 
See supra claim 1. Message content sent to the end user devices in the accused instrumentalities 
may be shown in visual form to a user of the end user device in the form of a notification, as 
explained in the discussion above, including the discussion for claims 1 and 3. 

 

Claim 21 

21. The end-user device recited in claim 
1, wherein the service control link 
supports asynchronous transmissions by 
the service control server link element. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the service control link supports asynchronous transmissions 
by the service control server link element.” 
 
See supra claim 1. As explained for claim 1, the accused Tizen and Android devices 
communicate with Samsung’s service control server link elements both synchronously and 
asynchronously, including for instance if the end user device is powered off or otherwise not 
capable of receiving message content from the service control server link elements or not in 
need of receiving high priority messages. In such case, message content may be delivered at 
some subsequent time. See, e.g., https://docs.tizen.org/application/web/guides/messaging/push/  
(“While the application is not running, messages cannot be delivered. You can retrieve such 
missed push messages later.”). Such messages are stored in a buffer for later delivery to user 
devices.  
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https://docs.tizen.org/application/web/guides/messaging/push/#retrieving-missed-push-messages 
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https://firebase.google.com/docs/cloud-messaging/concept-options  

 

Claim 22 

22. The end-user device recited in claim 
1, wherein the service control link 
supports periodic transmissions by the 
service control server link element. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the service control link supports periodic transmissions by the 
service control server link element.” 
 
See supra claim 1. As explained for claim 1, the accused Tizen and Android devices 
communicate with Samsung’s service control server link elements both synchronously and 
asynchronously, including for instance if the end user device is powered off or otherwise not 
capable of receiving message content from the service control server link elements or not in 
need of receiving high priority messages. In such case, message content may be delivered at 
some subsequent time, such as periodically. See supra claim 21. 

 

Claim 23 

23. The end-user device recited in claim 
1, wherein the service control device link 
agent is further configured to send a 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the service control device link agent is further configured to 
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device credential to the network system 
or receive the device credential from the 
network system during a service 
authorization sequence. 

send a device credential to the network system or receive the device credential from the network 
system during a service authorization sequence.” 
 
See supra claims 1, 3, and 13. 
 
For example, with the device verification and authentication steps taken by the accused 
instrumentalities with respect to Tizen devices and Android devices receiving message content 
through the FCM framework, the service control device link agents on the end user devices 
comprise the push service software running on the Tizen and Android devices (e.g., the Tizen 
Push Service and the Firebase SDK), which is configured to send device credentials (e.g., the 
Tizen Push Service sends registration information to the Tizen Push Server; the Android device 
sends authentication tokens and instance IDs to the server; see below). 
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As another example, managed devices in a Samsung Knox enroll with the Knox service by 
communicating with Knox servers (service control server link elements) over the service control 
link by providing to Knox servers, for example, information like the device’s IMEI number (a 
mobile device identification number), model number, and so on, which information may then be 
presented to a Knox administrator. See, e.g.:  
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https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/accept-or-
reject-devices/ 
 
See also:  https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-
devices/device-management/; https://docs.samsungknox.com/admin/knox-guard/how-to-
guides/manage-devices/upload-devices/; https://docs.samsungknox.com/admin/knox-
guard/how-to-guides/manage-devices/accept-or-reject-devices/ 
 

 

Claim 24 

24. The end-user device recited in claim 
23, wherein the device credential 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 23, wherein the device credential comprises one or more of a phone 
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comprises one or more of a phone 
number, an identification number, a 
security signature, a security credential, a 
subscriber identity module (SIM) 
identifier, a mobile equipment identifier 
(MEID), and a device identifier. 

number, an identification number, a security signature, a security credential, a subscriber 
identity module (SIM) identifier, a mobile equipment identifier (MEID), and a device 
identifier.” 
 
See supra claims 1, 3, and 13. 
 
For example, with the device verification and authentication steps taken by the accused 
instrumentalities with respect to Tizen devices and Android devices receiving message content 
through the FCM framework, the service control device link agents on the end user devices 
comprise the push service software running on the Tizen and Android devices (e.g., the Tizen 
Push Service and the Firebase SDK), which is configured to send device credentials (e.g., the 
Tizen Push Service sends registration information to the Tizen Push Server; the Android device 
sends authentication tokens and instance IDs to the server; see below). 
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As another example, managed devices in a Samsung Knox enroll with the Knox service by 
communicating with Knox servers (service control server link elements) over the service control 
link by providing to Knox servers, for example, information like the device’s IMEI number (a 
mobile device identification number), model number, and so on, which information may then be 
presented to a Knox administrator. See, e.g.:  
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https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-devices/accept-or-
reject-devices/ 
 
See also:  https://docs.samsungknox.com/admin/knox-guard/how-to-guides/manage-
devices/device-management/; https://docs.samsungknox.com/admin/knox-guard/how-to-
guides/manage-devices/upload-devices/; https://docs.samsungknox.com/admin/knox-
guard/how-to-guides/manage-devices/accept-or-reject-devices/ 
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Claim 26 

26. The end-user device recited in claim 
1, wherein the particular device agent 
comprises software. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the particular device agent comprises software.” 
 
See supra claims 1 and 3. The device agents in the accused instrumentalities are all software; 
e.g., Samsung Knox software on the user device is software; the Samsung Tizen Push Service on 
the device is software; and the FCM SDK on the device is software. 

 

Claim 29 

29. The end-user device recited in claim 
1, wherein the service control link is 
configured to support control-plane 
communications using an Internet 
protocol. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise the “end-user 
device recited in claim 1, wherein the service control link is configured to support control-plane 
communications using an Internet protocol.” 
 
See supra claims 1 and 3. The control-plane communications discussed herein are all made over 
the Internet and using an Internet protocol. 

 

Claim 30 

30. A method performed by an end-user 
device, the method comprising: 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices perform the method of 
claim 30, as set forth below. 

receiving, over a service control link, an 
encrypted agent message from a network 
element, the service control link secured 
by an encryption protocol, the service 
control link supporting control-plane 
communications between a service 
control device link agent on the end-user 
device and the network element; 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “receiving, 
over a service control link, an encrypted agent message from a network element, the service 
control link secured by an encryption protocol, the service control link supporting control-plane 
communications between a service control device link agent on the end-user device and the 
network element.” 
 
See supra claim 1[a]. 

using an encryption key shared between 
the service control device link agent and 
the network element, obtaining a 
decrypted agent message, the decrypted 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “using an 
encryption key shared between the service control device link agent and the network element, 
obtaining a decrypted agent message, the decrypted agent message comprising a particular agent 
identifier and message content for delivery to a particular device agent of a plurality of device 
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agent message comprising a particular 
agent identifier and message content for 
delivery to a particular device agent of a 
plurality of device agents on the end-user 
device, each of the plurality of device 
agents identifiable by an associated 
device agent identifier and 
communicatively coupled to the service 
control device link agent through an 
agent communication bus, the particular 
agent identifier identifying the particular 
device agent, the message content from a 
particular server of a plurality of servers 
communicatively coupled to the network 
element; and 

agents on the end-user device, each of the plurality of device agents identifiable by an associated 
device agent identifier and communicatively coupled to the service control device link agent 
through an agent communication bus, the particular agent identifier identifying the particular 
device agent, the message content from a particular server of a plurality of servers 
communicatively coupled to the network element.” 
 
See supra claim 1[b]-1[d]. 

delivering the message content to the 
particular device agent over the agent 
communication bus based on the 
particular agent identifier. 

Samsung Galaxy phones and tablets and Samsung’s Tizen based devices comprise “delivering 
the message content to the particular device agent over the agent communication bus based on 
the particular agent identifier.” 
 
See supra claim 1[b]-1[f]. 
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